Jleknia 2 9. JEP’KABHA CJIYXKXBA CIIEHIAJIBHOI'O 3B’SA3KY TA
3AXUCTY IHOOPMAIIII.

1. Ilpusnauenus, ¢yHkii Ta 3aBmaHHsA BHAIB JlepkaBHOI  CIyXOu
CIEIIJIBHOTO 3B'SI3KY Ta 3axucTy iH(popMmarrii

2. Crpykrypa [epxaBHOi CiykOM CHEIlaIbHOTO 3B'SI3KY Ta 3aXHUCTY
iH(opMallii Ta HANIPSIMH PO3BUTKY.

Jliteparypa.
3akon Ykpainu «I[Ipo HamioHaneHy 6e3neky YKpaiHm»
3axon Ykpainu «IIpo indopmaniro». BBP Ykpainu, 1992, Ne 48, c1.650.

3. 3akon Ykpainu «IIpo [lepxaBHy cimyx0y cremniagbHOTO 3B’SI3KYy Ta 3aXHUCTYy
iHpopmanii Ykpainu» BBP Ykpainu, 2006, Ne 30, cT.258.

4. 3akon Ykpainu «IIpo ocHoBHI 3acaau 3a0e3mneueHHs KiOepOe3neku YKpaiHuy»
Bix 5 sx0BTHA 2017 poky 31 3minamu Biz 17 BepecHs 2020 poky.

5. 3akon  VYkpainu  «[lpo  3axuct  iHbopmamii B  iH(OpMaIlIHHO-
TeJEeKOMYHIKalIMHUX cucTeMaxy 31 3MiHamu Bi 04 uepBHsa 2020 poky

6. 3akon Ykpainu «IIpo HarioHaibHy cuctemy KOH(IACHIIIHOTO 3B'SI3KY» Bij
10 ciunsg 2002 poky 31 3MiHamu Bijg 27 6epe3ns 2014 poky

7. 3akon Ykpainu «IIpo pamiouactorHuii pecypc Ykpainu» Bix 1 uepBus 2000
poKy 31 3miHamu Bij 14 ciuns 2020 poky

8. 3akon VYkpaimm «IIpo TemekomyHikarii» Bim 18 mmucromama 2003 poky 3i
3minamu Bij 17 BepecHs 2020 poky

9. 3akon Ykpainu «IIpo kputnuny iHppacTpykTypy» Bix 16 mucronana 2021 pok

10.Vkas3 [Ipesunenta Ykpainu [Ipo Crpaterito kibepOesneku Ykpainu M. Kuis 26
ceprus 2021 poxy Ne 447/2021

11.Vxka3 I[Ipe3unenta Ykpainu IIpo pimenns PHBO Ykpainu Bin 22 sxoBTHs 2021
poky "IIpo Konnemnmiro pedopmyBanHs JlepxkaBHOT ciy>kOu CHeEIiaabHOTO
3B'SI3Ky Ta 3axucty iHpopmarii Ykpainu Bim 22 xoBTHS 2021 poky No
544/2021.

12.TlocranoBa Kabinery MinictpiB Ykpainu Big 24 uepBHa 2006 p. Ne 868
«ITonoxenns IIpo AaminicTpartito [lep:kaBHOi ciy>kOU CIEIIaTBLHOTO 3B’ S3KY
Ta 3aXUCTy 1H(POpMAIIIi»

13.Yxka3 Ilpesunenta Ykpainu Big 14.09.2020 "Ilpo Crpaterito HaiioHaJIbHOI
oe3neku Ykpainu'.

14.Vxa3 Ilpesunenta Ykpainu Big 21.03.2021 Ne 121/2021 "IIpo Crparerito
BOEHHOI Oe3neku Ykpainu'".

15.Vka3 Ilpesunenta Ykpainu No544/2021 Ilpo pimenHs Paau HamioHanbHOI
oe3neku 1 o6oponu Ykpainu Big 22 xoBTHA 2021 poky «lIpo Konuemniiro
pedopmyBanHs JlepkaBHOi ClIy>KOM CHEIAJBHOTO 3B'SI3KY Ta 3aXHUCTy
iHpopmartii Ykpainm»
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AKTYAJIBHICTbH

[ndopmariiitHa MoJITHKA JIEpKABH € BAXIJIMBOIO CKJIQJIOBOIO 30BHINIHBOI M
BHYTPIIIHBOI TOJITUKK JIEpXKaBH Ta BKJIOYae yci chepu >KUTTS CYCIUIbCTBA.
CrpiMKkuil po3BUTOK 1H(MOpMAIIiHOT chepr BUKIMKAE TMOSBY MPUHIUMIIOBO HOBHX
3arpo3 iHTepecaM o0co0H, CYCHIJIbCTBa, JEp)KaBUM Ta i1 HAIIOHAIBHINH Oe3merl.
['octpotn mpobiiemu pojmae Tod dakrt, mo iHdoOpMaliiiHa CKJIag0Ba € CTIMKUM
00’€KTOM MaHINyAlii B yMoBax TriOpuaHOi BiiHM. Tak SK CKjlIajHa TMOJITHUYHA
CUTYyaIlis, B Kiii YKpaiHa 3HaXOJUThCS OCTAaHHIMH POKaMH, O€3yNUHHE MOTIpIICHHS
pemyTalii Aep)aBu Ha MDKHAPO/IHIN apeHl COpUYUHEH] pAIOM (aKTOpiB, Cepel KX
icTOTHUM (AKTOPOM € HEHAJEeKHUH CTaH CHUCTEeMHU 3abe3rnedeHHs iH(opmaiiifHol
oe3neku. B Ykpaini icHye 00'ekTHBHA MOTpeda B AepKaBHO-IIPABOBOMY PEryIIOBaHHI
HAYKOBO-TEXHIYHOI Ta 1H(OpMAaIiHOI AiISIIBHOCTI, SIKe O BIAMOBIZANIO peatisiM
CY4acHOTO CBITYy Ta pPIBHIO PO3BUTKY 1HQOpPMAIIHUX TEXHOJIOTiH, HOpMam
MDKHApOJHOTO IIpaBa, aje BOAHOYAC €(PEKTMBHO 3aXHUINAJI0 BJIACHI HalllOHAJbHI
1HTEepecH YKpaiHu.

3a TakMX yMOB TOCWJICHHS CIPOMOXHOCTEH CYO0'€KTIB CEKTOpy Oe3meKkd i
0o0OpOHM Ta HalllOHAIBHOI cHCTeMH KiOepOe3neku st e(EeKTUBHOI MPOTUIIT
kibep3arpo3aM y CydacHOMY O€3[EKOBOMY CEpEJOBHINI HacaMmIepel BUMAarae
MOCWJICHHSI IHCTUTYIIIHHOT CIIPOMOKHOCTI JlepaBHOT CITy>kOU CIEIIabHOTO 3B'SI3KY
Ta 3aXUCTy 1HpopMallii YKpaiHu.

1. NPU3BHAYEHHS, ®YHKIII TA 3ABJIAHHS JIEPXKABHOI
CJYKBU CIELIAJIBHOI'O 3B'SI3KY TA 3AXUCTY IH®OPMAIIII

Ipu3znavyenns [depxcnensB’si3Ky

Bignmosinno no 3akony VYkpainu «lIpo JlepkaBHy CcCiy»0y CHemiaJbHOTO
3B’SI3Ky Ta 3axucTy iHdopmalii Ykpainu» (gam — 3akoH) JlepkaBHa ciyxo0a
CHEIIaJIbHOTO 3B’SI3KY Ta 3aXUCTy iHGopMarlii YKpaiHnu € aepKaBHUM OpraHOM, SIKUN
Npu3HaYeHui 15 3a0e3nedeHHs] (yHKIIIOHYBAHHS 1 PO3BUTKY JIEPKABHOI CHCTEMU
yps10BOTO 3B 53Ky, HaiioHansHo1 cuctemMu KOH(1ACHIIIIHOTO 3B’ sI3KY, (POpMyBaHHSI
Ta peamizaiii Jep>KaBHOI TOJITUKH y cdepax KpunrorpadiqHoro Ta TEXHIYHOTO
3axucTy 1HpOopMallii, KI0ep3axXucTy, MOMITOBOTO 3B’ SI3Ky CHEIIAIbHOTO TPU3HAUCHHS,
ypsI0BOTO (Pesibll’erepchbKoro 3B’ 53Ky, aKTUBHOI MPOTHUIL arpecii y KidepnpocTopi, a
TaKO 1HIIMX 3aBJIaHb BIJMOBIIHO J0 3aKOHY.

OdimiitHa ckopodeHa Ha3Ba — JlepKcnen3B’ 3Ky



dvuknii Jlepxcnen3B’a3Ky

3axucr inpopmanii
Ki0ep3axucr

JlepKcnen3B's3Kky — OJWH 3 OCHOBHHUX CyO0'ekTiB KkibepOesneku YkpaiHu,
BIJIMOBIIANBHUN 3a KiOep3axHUCT Iep)kKaBHUX 1H(OPMALIMHUX PECypciB Ta 00'€KTIB
KPUTHYHOT 1H(pOpMaliifHOT 1HPPACTPYKTYypH, 32 KOOPAUHAIIIO TISAIBHOCTI CY0'€KTIB
3abe3reueHHs Ki0epOe3neKku 1moA0 KiI0ep3axucTy.

Kioeppegopma UA30 ¢ Ykpaini

Kibeppepopma UA30 B Ykpaini — 3axoau 3 pepopmyBaHHs raiaysi KibepOe3neku
VYkpainu, ski posnovana JlepkaBHa cCiy0a CHEHIaJbHOTO 3B'A3KY Ta 3aXUCTY
1H(popmarlli Ykpainu mijg KepiBHULTBOM royioBu Jlepxcnenss'szky HOpis [lurons 3a
iHimiatuBu Ilpesunenra Ykpainun Bomoaumupa 3enencekoro y 2021 pori. Mera
UA30 — nmo 2030 poxy VYkpaiHa mae cTaTH OJHUM 31 CBITOBHX JijepiB y cdepi
K10epOe3eKu, MATBepIUTH BUSHAHHSAM Ha MIXKHAPOJJHOMY PIBHI.

Kibepuentp UA30 — ue d¢umarman xibeppepopmu UA30. OcHOBHe 3aBaaHHs
Kibepuentpy UA30 — 3a0e3nedyBatu KiOEp3axUCT JEp:KaBHUX 1H(OpMAIIiHUX
pecypciB Ta 00'eKTIB KpUTUYHOT 1H(GOpMAIliTHOT IHDPACTPYKTYPH.

o Kibepuentpy UA30 BXOSITh:

o YpsimoBa KOMaHAa pearyBaHHS Ha KOMM'IOTEpHI HaA3BUYaANHI monaii YKpaiHu
CERT-UA — 1e enuna akpeauroBana y FIRST komanma 3 Ykpainu. CERT-
UA Mae MOXIMBICTE OOMIHIOBAaTHCH nmaHuMu 3 moHan 500 komanmaMu
pearyBanHs 3 90 KkpaiH CBITY.

o TpeHIHrOBUIl LEHTp — 1€ YHIKaJIbHUN MalJaHYyuK Jid BIANPALIOBaHHS
pealbHUX CIeHapiiB KidepaTak y HaBYAIbHOMY CEPEIOBHIII Ta BUPOOJICHHS
NPaKTUYHUX YMiHb 1 HABUYOK, HEOOXIJHUX JJIs MPAKTUYHOIO pearyBaHHS Ha
KiOep3arpo3u B Cy4aCHUX peatisix.

Pecionanvni yenmpu Kioepzaxucmy

Opne 13 3aBgaHb Jlepkcmeuss's3ky B raidy3i  KiOep3aXHCTy — CTBOPEHHS
pETiOHANILHUX IICHTPIB K10EP3axuCTy.

Hauionanvnuii yenmp pe3zepeysanHs 0epicasHux ingpopmayinnux pecypcis

8 mortoro 2021 poky KMV yxBanuB mnoctaHoBy «lIpo peanizaiito
EKCIIEPUMEHTAJILHOTO TMPOEKTY 11070 (QYHKUIOHYBaHHA HamioHanbHOro UEHTPY
pe3epBYBaHHS JIep>KaBHUX 1HPOPMAIITHUX PECYPCIBY.



Jlo HII yBiliayTh €11H1 OCHOBHUH 1 pe3epBHUIA 3aXUILEH] IEHTPU 0OPOOICHHS TaHUX
(mata-mieHTpH), TpHU3HAuYCH1 JIsi 0OpoOKM 1 30epiraHHs Jep)KaBHUX EJICKTPOHHHUX
1H(hOpMAITITHUX pecypciB.

CrtBopennsam kommnoHeHTiB HII 3aiimaeTnest Jlepikcmen3s's3ky Ta MANPUEMCTBA, SIKi
HaJeXaTh JI0 ii chepu ynpaBiiHHSA. AIMiHICTpaTOopoM Oe3neku € JlepKaBHUI LEHTp
kiOep3axucty. Texniunum aaminictpatopoM — JII  «VYkpaiHChki —creriaibHi
cucteMu». Moro 30Ha BiAMOBiMaNbHOCTI — NPOEKTYBAHHS, 3aKyMiBIA 00IaHAHHS i
PO3MilLIeHHS, TPUAOAaHHS MPOTPAMHOTO 3a0€3MeUeHHS TOIIIO.

Konniepa KPPT 1 Il «Ykpcnemnsp'si3ok» HagaBaTUMYyTh TPAHCIOPTHI MEPExi,
3a0e3MeuyBaTUMYTh  ILIEHTP  pPE3€pBYBAHHS  €JEKTPUKOI,  3alMaTUMYThCA
OyAIBHUIITBOM, aJMIHICTPYBaHHIM 1HPPACTPYKTYPH.

Inamgopma cepgicie kivep3zaxucmy

[Tnatdopma cepBiciB Kkibep3axucTy — IIe¢ OJMH 13 KOMIIOHEHTIB HalrioHaibHOTO
HEHTPY pe3epBYBaHHS JepkaBHUX iH(popMamiiHuX pecypciB. [lmardpopma Takox
Oylne MOCTYymHOIO HJisi JEp>KaBHUX OpraHiB fK OKpema IOciayra. 3aBIsKu Il
1aTdopMi OpraHu JIEpKaBHOI BJIAU OTPUMYIOTh 3aXHCT BJIACHUX 1H(POPMALIHHUX
pecypciB 3a HAWBUILMMU TaTy3€BUMU CTaHAAPTAMH.

[TnaTdopma 117151 CTBOPEHHS 1 PO3MIIIEHHS JEP>KaBHUX PEECTPIB

Ile ynidikoBaHUil THCTPYMEHT mJisi MOOynOBU 1H(GOPMAIIHHUX CHUCTEM 1 PEECTPIB.
Posnopsiaaukom mnatdopmu € I «YCCy», mo HanexuTh 10 chepu yrnpaBiaiHHA
JHepkcnenss's3Ky.

MopnepHizaliss CUCTEMHU 3aXMILIEHOro JOCTynmy 10 Mepexi «lHTtepHeT» s
JEPKABHOTO CEKTOPY

HepxxaBHuit nieHTp Kibep3axucTy JlepKcmen3B'si3Ky BIAMOBIIA€ 32 PO3POOJICHHS Ta
(GYHKIIIOHYBAaHHSI CHCTEMU 3aXMIIEHOTO JOCTYyNy A0 Mepexi «IHTtepHer» s
nepkaBHUX opraHiB. Y 2021 pori po3noyanack poOoTa HaJl MOJICPHI3AIIE€I0 CUCTEMHU
s 82 IIOBB.

OpranizaniiHo-TexHiyHa Moaesb kioepzaxucry (OTM)

Jepxcnenss's3ky po3poOuiia 1 BOPOBAIKYE OpraHizalliiHO-TEXHIYHY MOJIEIb
Kibep3axucry.

OpraHizaiiiHo-TeXHIYHA MOJENb KiOep3axucTty — e (PyHIaMeHT mjisi 1mo0ynoBU
HaIllOHATBHOI cucTeMHu KiOepOesneku. Bona ommcye mnpaBuna B3aeMOJli MiX
cy0'eKTaMH  HAIIOHAJILHOI ~ CHUCTeMHU  KiOepOe3neku Ha  OpraHizaliiHOMY,
TEXHOJIOTIYHOMY 1 6a3ucHomy piBHAX. OTM cknagaeTscsi 3 TPbOX BEPTUKAIBHO Ta
TOPU30HTAIBHO 1HTEIPOBAHUX 1HPPACTPYKTYP:



1. OpranizaiiiifHo-kepiBHa 1HGPACTPYKTypa

2. TexnomoriuHa iH(pacTpykTypa, sKa Ma€ TPU TOPHU3OHTH — HAIIOHATBHUH,
rajy3eBul (perioHaIbHHI) Ta 00'€KTOBHIA.

3. bazoBa iHdpacTpyKTypa, fKa CKIATAETHCS 3 IBOX IIapiB: 3axulleHa iHpopmariiiina
iH(DpacTpykTypa Ta 00613HaHE CYCIUILCTBO (TPOMAIX Ta TPOMAJISTHH )

29 rpynua 2021 poky KabGiner MinicTpiB Ykpainu yxBanup [lonoxeHHs mpo
OpraHi3alliifHO-TEXHIYHY MOJIETh KIOep3axucTy.

Texuiunuii Ta Kpunrorpadiunuia 3axuct indpopmauii

Jlepskcnen3B's3ky po3po0Iisie€ CTaHAapTu KpunTorpadiyHOTro Ta TEXHIYHOTO 3aXHUCTY,
a TaKOXX BU3HAYae€, Kl CTaHJAPTH 3aXUCTy 1HQPOpMallii BU3HAIOTHCS B YKpaiHi 1Jis
PI3HHMX BHJIIB CUCTEM.

Jlepkcnen3B's3ky €  NOBHOBRXHUM  OpraHOM  JIIIEH3YBaHHA y  cdepi
KpUNITOTpa(iuHOrO Ta TEXHIYHOrO 3axuCcTy 1H(popmalli, Mae IOBHOBAKEHHS
MPOBOJIUTH TIJIAHOBI Ta MO3aIJIAHOBI MEPEBIPKU CTAHY 1 JOTPUMAHHS JIIEH3IMHUX
YMOB TPOBA/KEHHS TOCMOAAPCHKOI MAISUIBHOCTI 3 HaJaHHS MOCIYr Yy raiysl
KpUNITOTPadiuHOTO Ta TEXHIYHOTO 3aXUCTY JEp>KaBHUX 1HPOpPMaIIMHUX PECypCiB Ta
1H(popmarii.

VY 2020 poui Jlepkcnen3B'sa3Ky 1HIILIIOBaJla BHECEHHS 3MIH Y 3akoH Ykpainu «IIpo
3axucT i1Hpopmalii B 1H(QOpPMALIHHO-TEIEKOMYHIKAIMHUX CHCTEMax». 30Kpema,
oprasizaii JiCTaal MOXJIHUBICTh OyAyBaTH 3aXUCT He TUIbKH 3a ctangaptamu KC3I,
a ¥ 3a mibxHapogHuM ctanaaproMm ISO 27000, skumo KoMmmaHis HE Mpaloe 31
ciry»00BOI0 1H(popMaliiero abo 1HhOPMAITIETO, 1110 CTAHOBUTH JACPKABHY TAEMHHUITIO.

VY 2021 poui Jepxcnen3s'sa3ky po3pobuia, a HarioHanbHul KOOPAUHAIIIWHUHN [IEHTP
kibepOe3nekn mpu Pajii HallioHAIBbHOI O€3MeKH Ta O0OpOHM YKpaiHU yXBaJHMB
«Ilepenik karteropiii KiOEpiHIUICHTIB» 1 «3arajbHi MpaBwia OOMiHY 1HPOpPMAIlIEO
npo kioepinmuaeHTu. I[Ipotokon TLP». JlokyMeHTH ClIyryBaTUMYTh OCHOBOIO IS
OOMIHY 1H(pOpMaLI€l0 TPO KIOEPIHIMAECHTH MK Cy0'€éKTaMU HallOHAJIBHOI CUCTEMU
Ki0epOe3nexu.

«Ilepenik kareropiii KiIOEpIHIIUACHTIB» YMPOBAKYE €IUHY TEPMIHOJOTIIO IS
oOMiHy iH(popMaliero mpo KidepinmuaeHTH, nepenanns 3BiTiB 10 HKIK, y tomy
YUCIII 3a JOTIOMOTOI0 aBTOMATH30BaHUX MuiatdopMm st oOMiHy iH(MOpPMAITIEID TIPO
Kibep3arposu.

«3aranpHi npaBuia oOMiHy iHdopmMmaliero mpo KiOepiHuuaeHTH. I[Ipotokon TLP»
BU3HAYAIOTH CMOCIO Kiacudikalii TOBIAOMIIEHb MPO KiIOEPIHIUIEHTHU 3 ypaxyBaHHSIM
TOTO, SIK 1 KOMy MOKe OyTH HajaHa Taka iHdopmanisa. Takox MpoTOKOJI MOxe OyTu
3aCTOCOBAaHUW I TIEPENlaHHA 1HIUKATOPIB KOMIIPOMETAIlli ypsIOBiM KOMaH/II


https://uk.wikipedia.org/wiki/%D0%9D%D0%B0%D1%86%D1%96%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D0%B8%D0%B9_%D0%BA%D0%BE%D0%BE%D1%80%D0%B4%D0%B8%D0%BD%D0%B0%D1%86%D1%96%D0%B9%D0%BD%D0%B8%D0%B9_%D1%86%D0%B5%D0%BD%D1%82%D1%80_%D0%BA%D1%96%D0%B1%D0%B5%D1%80%D0%B1%D0%B5%D0%B7%D0%BF%D0%B5%D0%BA%D0%B8
https://uk.wikipedia.org/wiki/%D0%9D%D0%B0%D1%86%D1%96%D0%BE%D0%BD%D0%B0%D0%BB%D1%8C%D0%BD%D0%B8%D0%B9_%D0%BA%D0%BE%D0%BE%D1%80%D0%B4%D0%B8%D0%BD%D0%B0%D1%86%D1%96%D0%B9%D0%BD%D0%B8%D0%B9_%D1%86%D0%B5%D0%BD%D1%82%D1%80_%D0%BA%D1%96%D0%B1%D0%B5%D1%80%D0%B1%D0%B5%D0%B7%D0%BF%D0%B5%D0%BA%D0%B8

pearyBaHHS Ha KOMM'IOTepHi Ham3BuyaiiHi mofii Ykpainu CERT-UA 3 wmetoro
1H(hOpMYBaHHS 1HIIMX OpPTaHi3alliil Mpo MOTEHIIIHI 3arpo3H.

VY 2021 pori Jepkcnen3B'a3Ky mpairoe HaJl po3po0IeHHIM MaKeTy JOKYMEHTIB, 10
MICTSTh BHMOTH 3axMCTy iHopMaIlii Ta TPHUBATHOCTI, PO3pOOJEHI 3TigHO 31
craugapramu  NIST, a TakoX TPOBITHUMH €BPONEHCHKUMHU CTaHIAPTAMHU.
IMrImeMeHTartisi X CTaHIapTIB Ma€e po3novatuch y 2022 poiii.

3axucT KpuTU4YHOI iIHPopMaLiiiHOI iIHPPACTPYKTYpPH

19 gepBus 2019 poky KabGinetom MinicTpiB Oysn0 BU3HA4YeHO 3arajibHi BUMOTH 3
kibep3axucty 00'ektiB KpuTH4HOI iHPpacTpykTypu (IloctanoBa Kabinery MinicTpiB
Yxpainu Ne 518 «IIpo 3atBepmxeHHsi 3aralbHUX BUMOT 10 KiOep3axucTy 00'€KTiB
KPUTHYHOI 1HQPACTPYKTypU»), peaizallis SKUX MOKJIaJeHa Ha BIACHUKIB TaKUX
o0'exTiB. Hapasi 3acToCyBaHHsS TakKuX BHMOI HE TUIBKM Ha OO0'€KTaX KpPUTHUYHOI
1H(}pacTpyKTypH JO3BOJISIE CYTTEBO IMIABUIIMTH PIBEHb KiOEP3aXHUCTy KpaiHU.

9 xoBtH 2020 poky KaGiner MinictpiB Ykpainu yxBanup [loctanoBu «Jlesiki
NMUTaHHS O0O0'€KTIB KPUTHYHOI 1HPpacTpykTypm» Ta «Jlesaki mnuTaHHA 00'€KTiB
KpUTU4HOI 1H(OpMaIiiHOT 1HGPACTPYKTypw», sIKi Oyiau po3poOseHi QaxiBIsIMu
Cnyx6wu. 111 [TocTaHOBM BCTaHOBIIOIOTH:

o [Ilopsaok BigHECEHHS 00'€KTIB 0 00'€KTIB KPUTUYHOT iIHPPACTPYKTYpH;

o Ilepenmik  cektopiB  (IIJACEKTOPiB),  OCHOBHUX  MOCAYr  KPUTUYHOL
1H(DpaCTPYKTYpH JCpKaBU;

o Meroauky kaTeropusailii 00'€KTiB KPUTHYHOI 1HPPACTPYKTYPH;

o Ilopsgox ¢dopmyBaHHS Tmepeniky O00'€KTIB KPUTHUYHOI 1HGOpMaIiitHoi
1H(ppacTpyKTypH;

o Ilopsimok BHeceHHsI 00'€KTIB KpUTHYHOI 1H(MOpMAIIHOT 1HPpPaCTPYKTypH [0
JIEP’KABHOTO peecTpy OO0'€KTIB KPUTHYHOI 1H(POPMALIMHOI 1HQPACTPYKTYpH,
roro ¢hopmyBaHHs Ta 3a0e3nedeHHs QYyHKIIOHYBAHHS.

o xinms 2021 poxky OKI maroTh 3aBepiiuTu Mpoiiec BiJHECEHHs ce0e 10 MEeBHOTO
piBHA KpuTuyHOCTi. HacTymHum kpokoM JlepiKCIeln3B's3Ky 3amyCTUTh MPOIIeC
ctBopennst nepeniky OKII, morim — aymuty iHdopmamiitHoi 6e3nexku OKI — Ta
KOHTPOJIFOBaTUME MOCUJICHHS 1X KIOep3axucry.

VY xoBTHI 2021 poky Jlepkcnen3p'sa3Ky 3aTBepania MeToau4Hi peKoMeHaaIli o0
NIJBUILEHHS PIBHS KiOep3axuCTy KpUTUYHOI 1HQopMauiiHoi iHGpacTpykrypu. Llei
JTOKYMEHT 0a3yeTbcsi Ha miaxonax HalioHanbHOTO 1HCTUTYTY CTaHAApTIB 1
texHoJyorii CIIIA Tta o0'eqHye Haiikpalli CBITOBI NPAKTUKH Ta YAUHHY HOPMATHUBHY
6a3y, 3a nonomoroto sikux oneparopu OKII maroTs OymyBaTH KiOep3axuCT CUCTEM.

JlokymeHT perymsapHo mneperisgatumyTth, amke OKII marote Oyt 3maTHUMH
IIPOTUCTOSTH pHU3UKaM KibepOe3mneku, sSKi IOCTIHHO 3MIiHIOIThCA. PexoMenmarii
MOYTbh OyTH 3aCTOCOBaHI Ha BCiX €Tanax CTBOPEHHS! KOMIUIEKCHOI CUCTEMH 3aXUCTY


https://uk.wikipedia.org/wiki/CERT-UA

iHpopmanii (KC3I), cucremn indopmaniiinoi 6e3nekn (Ha miacrasi [loctanoBu
Kabinety MinictpiB YkpainuNe 518 «IIpo 3arBepmxeHHs 3araJibHUX BHUMOT 10
KiOep3axucty 00'€KTIB KPUTHUYHOI 1HPPACTPYKTYypuU»), CTBOPEHHS CHCTEMH
ynpaBiiHHSA 1HQopMariiiHoo Oe3nekoro (CVYIbB, BiamosimHo no Bumor JICTY
ISO/IEC 27 001) abo iHmMX cUCTeM 3axucTy iHdopMallii, Mo0yJoBaHUX
MDKHApOIHUMH Ta HAIlIOHATPHUMU CTaHIapTaMHU.

JlepxaBHUHA KOHTPOJIb
Jlep KCTen3B 13Ky 3a1HCHIOE ISP >KaBHUN KOHTPOJIb 32 CTAHOM:

¢ TEXHIYHOTO 3aXUCTy 1H(opmarii;

o KpunTorpadiuHoro 3aXMcTy iHPOpMAIIi;

e MPOTHJII TEXHIYHUM PO3BIJIKAM;

¢ 3axXHCTy B KiOepIpocTopi AepxkaBHUX 1H(OPMAIIHUX pecypciB Ta iHpopMallii,
BHMOTa 100 3aXUCTY SIKOi BCTAHOBJIEHA 3aKOHOM;

o KiOep3axucTy 00'€KTIB KPUTUUHOI IHPPACTPYKTYPH;

o JOTPUMAHHSIM BUMOT 3aKOHOJIaBCTBA y c(pepl eNEKTPOHHUX JOBIPUUX MOCIYT.

Boanouac Jlepxcnen3s's3ky MpPOBOJUTH JIEpKaBHUN 1HCTPYMEHTAIbHUN KOHTPOJIb
3aXMIEHOCT1 1H(opMallii, sKka HUPKYII0E Ha 00'€KTaX «OCOOJMBOI HOPMHU» Ta B
ka0iHeTax aOOHEHTIB YPSJJOBOTO 3B'SI3KY.

Kpim Ttoro, Jlepkcmenss'si3ky BOpPOBaDKYyE MOCTIMHMM JepaBHUN KOHTPOJIb Ha
00'eKTax KpUTUYHOI 1HQPACTPYKTypU Ta JAEpKaBHUM 1HCTPYMEHTAJIbHUI KOHTPOJIb
POrpamMHOro 3a0e3MeyYeHHs Ha HasBHICTh HEIOKYMEHTOBAHUX (PYHKIIIH.

Aynut iHdopmaniiHoi 0e3meKku

Jlepxcmen3B's3ky 3a0e3nedye BIPOBAPKCHHS CHCTEMH ayauTy 1HGopmariitHoi
Oe3reku Ha 00'eKTax KPUTUYHOI IHPPACTPYKTYpH, BCTAHOBIIOE BUMOTH JIO ayAUTOPIB
iH(dopmariiinoi Oe3meku, iX aTtecTarlii Ta mepearectarii. Takox JlepkKcnen3s'sa3Ky
KOOPJAMHYE, OPraHi3oBYyE Ta IPOBOAUTH AYJIUT 3aXMINCHOCTI KOMYHIKAIIMHUX 1
TEXHOJIOTTYHUX CUCTEM O0'€KTIB KPUTHUHOI IHPPACTPYKTYpH HA BPA3JIUBICTh.

IIpoTruaisi TeXHIYHUM PO3BiAKaM

Jlepxcmen3B'sa3ky 3a0e3nedye HOPMATUBHO-TIPABOBE Ta TEXHIYHE pPEryJIIOBaHHS,
METOJMYHE KEPIBHUIITBO Ta KOOPIMHAIIIIO OPTaHiB JEPKABHOTO CEKTOPY, MOTOIKYE
IPOEKTH HOPMATHUBHO-IIPABOBHUX JOKYMEHTIB TOLIO B Taily3l MPOTUAIl TEXHIYHUM
pO3BiIKaM.

Kpim Toro, Jlepkcnen3B'sa3Ky NOroIKy€e 1 KOHTPOIIOE€ BUKOHAHHS TEXHIYHUX 3aB/IaHb
Ha MPOEKTYBaHHsI, OyIIBHUILITBO 1 PEKOHCTPYKIIIFO OCOOIMBO BAXIMBUX OO'€KTIB 1 Ha
3pa3kax BIMCHKOBOI Ta CHEIIAJbHOI TEXHIKM B YaCTHHI MPOTUIII TEXHIYHUM
pO3BiIKaM.



CrneuniajibHui 3B'130K
YpsigoBuii 3B'1130K

Hepxcnenss's3ky 3a0e3nedye (yHKIIOHYBAaHHS Ta PO3BUTOK JEP:KaBHOI CHCTEMH
ypsigoBoro 3B'si3ky st [Ipesuaenta Ykpainu, ['onoBu BepxoBnoi Paau Ykpainu,
[Ipem'ep-minicTpa YKpaiHu, 1HIIMX TOCATOBUX OCIO NIEepKaBHUX OpraHiB, OpraHiB
MICIIEBOTO CAMOBPSAYBaHHA [UIsl 3B'A3KY 13 3aKOPAOHHUMH JUTIOMAaTHYHUMU
yCTaHOBaMHU YKpaiHH, a TaKoX IJIs 3B'A3KY 13 3aKOPJAOHHUMH JUTIIOMAaTUYHUMHU
ycTaHoBaMHU YKpainu. JlepKcren3B'sa3Ky 3/1HCHIOE KOHTPOJIb 32 BUKOHAHHSIM BHMOT
3aKOHO/ABCTBa y c(epi 3axucTy iHpopmallii B MPUMIIICHHAX a0OHEHTIB ypAI0BOTO
3B'SI3KY.

Y 2020 pomi JepKcHen3B'sa3Ky posnoyaja MOJECpPHI3aIlI0 ypsAOBOTO 3B'S3KYy. Y
pamkax pepopmu CnyxOu, [epxcnenss's3ky i Hamam 3a0e3nedyBaTUME HaJaHHS
HaJ1HHOro, OE3MEeYHOro Ta CBOEYACHOTO CHELiadbHOrO 3B'S3KYy y MHUpPHHM 4ac, B
yMOBaxX HaJ3BUYAaHHOrO CTaHy 1 B OCOOJMBUNA MEpioA. A TaKOX PpO3LMUPUTH
dbyHKIi0HATBHI MOXJIMBOCTI HaiioHanbHOT TenekoMmyHikaiiitHoi Mmepexi (HTM), o
JACTh MOKJIMBICTh 3a0€3MEUNUTH IHTETPAIII0 HASIBHUX CUCTEM CIEL1aIbHOrO 3B'SI3KY
Ta YHI(IKALII0 3aXUIIEHUX €JIEKTPOHHUX KOMYHIKAIIN pI3HUX JEp>KaBHUX OpPraHiB y
3arajJbHOMY O€3MEKOBOMY KOHTYpl 3 BUKOPUCTAaHHSIM Cy4YacHUX LH(PPOBHX
TEXHOJIOT1M.

Deiba'erepcbKuii 38'130K

['onoBHe ympaBiaiHHA Ta MIAPO3AUIM  YpPAIOBOTO  (elba'€erepchbKoro 3B'sI3KY
Jepkcnen3s's3ky MOpU3HAuUeH1 Ui Opradizaimii 1 3a0e3NedyeHHs  ypsJIOBUM
denba'erepcrkum 3B's13koM [Ipesuaenta Ykpainu, ['onoBu BepxoBuoi Panu Ykpainu,
[Ipem'ep-minicTpa  YkpaiHu,  JepXKaBHUX  OpraHiB, OpraHiB  MICIIEBOTO
CaMOBPSIIyBaHHs, OpraHiB BIHCHKOBOTO YIPABIIHHS Ta IHIIUX IOPUAMYHUX OCIO
BIJIMOBITHO /10 3aKOHOAABCTBA. 3a0e3MeueHHs YPSI0BUM (Peabd €repChbKUM 3B'SI3KOM
nepeadayae JOCTAaBKY KOPECMOHACHINT pi3HOTO Tpu(dy CEKpeTHOCTI B Mexkax
Ykpainu, a TakoX TATIOMATHYHOI MTOIITH JI0 1HIINX JePIKaB.

Oyoutoe cuctemy ypsaaoBOro ¢emnberepcbkoro 3B'sI3Ky — ['0JI0OBHE ympaBiiHHS
yps10BOTO (Pesibl1'erepchbkoro 3B's3Ky JlepiKcnenss'sa3Ky, sike KOOpAUHYE NISUIbHICTb
MIIPO3ILTIB  ypsiAOBOTO (enba'erepchKoro 3B's3Kky JlepKcnensB'sa3ky B 00JIaCHUX
LEHTpax.

VY pamkax pedopmyBanHs [lepkcmen3s's3ky Oyne 3amymieHO MPOTOTUIT CUCTEMHU
aBTOMAaTH3allli KOHTPOJIIO 3a MPOXOKEHHSIM KopecrnonaeHi. [LtanyeTbes, 1Mo Bxe
y HacTynHoMy, 2022 potii 11 CUCTEMa MpalfoBaTUME MTOBHOIIHHO.

VpsmoBuii  GenbaerepchbKuii  3B'I30K  IIJBUINUTL HAIMHICTH, OIEPATUBHICTH
JIOCTaBKA KOPECMOHJICHINI, sIKa MICTUTh BIJIOMOCTI, IO CTAHOBJATH JEPKABHY
TAEMHUIIIO, CIY>KOOBY 1H(OpMaIlito, O0piMiifHOI KOPECTIOHICHIII] Ta JUTIIOMATHYHOT



nowtH [Ipesunenta Ykpainu, 'onoBu BepxoBuoi Pagu Ykpainu, [Ipem'ep-minictpa
Vkpainu, pAepKaBHUX OpraHiB, OpraHiB MICLIEBOTO CAMOBpPSAYBaHHS, OpPraHiB
BIICHKOBOTO yIPaBJIIHHS, 3aKOPAOHHUX TUIUIOMATHUYHUX YCTAHOB Y KpaiHU.

ChneuniaJibHMH MOITOBUM 3B'A30K

Jlepxcmen3B'sa3ky 37ilicHIOE (OpPMYBaHHS Ta peali3alfilo JCp>KaBHOI TOJITUKH B
rajry3i MOIMITOBOTO 3B'SI3KY CIEIIaJbHOTO MPU3HAYCHHS.

3B's130K
Sk perynsTop B ramysi 3B'a3Ky JlepkcnensB'a3Ky:

o Oepe ydacth y GopMyBaHHI Ta peanizaiii Jep:kaBHOI TapuU(pHOI MONITHKHU 1
MOJIITUKYU JIEP>)KaBHUX 3aKyMiBedb y chepax TeIeKOMYHIKalllid, KOPUCTYBAHHS
Pazi04acTOTHUM pecypcoM Y KpaiHu;

o BHUKOHY€ (DyHKIIT AAMiHICTpallii 3B's13Ky Ta pajioyacToT YKpaiHu;

o 3/IICHIOE TIPaBOBMM 3aXHUCT IHTEPECIB YKpaiHMW B MDKHAPOAHUX 1
pErioOHAJIbHUX OpraHi3alisix 3 MUTaHb TEJIEKOMYHIKAlld 1 KOPUCTYBaHHS
pPaalovyacTOTHUM PECYPCOM;

o 3a0e3medyye pO3BUTOK y cdepax TeEIEKOMYHIKaliil 1 KOPUCTYBaHHS
pasiogacTOTHUM pecypcoM Y KpaiHu;

e B MEXaxX CBOIX IOBHOBXEHb pPO3POOISE TPOEKTH KOHIICTIINA PO3BUTKY
TEJCKOMYyHIKalii YKpaiHM Ta IHIIMX TMPOEKTIB KOHUENIIH y cdepi
KOPHUCTYBaHHSI pPaJlO4aCTOTHUM pecypcoM VYKpaiHM, a TaKoXX CHpHs€e ix
peasizariii;

o 3abe3mneuyye perymoBaHHA Yy cdepax TeJIeKOMYyHIKallii, KOPUCTYBaHHS
Pasi04acTOTHUM pecypcoM Y KpaiHu;

e TOTOJKY€ TIPOECKTH HOPMATHUBHO-TIPABOBHUX aKTIB 3 MUTaHb TEJICKOMYHIKAIIH 1
KOPHUCTYBaHHS PaiouacCTOTHUM pecypcoM YKpaiHu;

o pO3pO0JsiE  TEXHIYHI  PErjJjaMeHTH, HOPMH, METOJUKH  PO3PaXyHKIB
€JIEKTPOMArHITHOT CYMICHOCTI paaioeNeKTPOHHUX 3aco01B 1
BUINPOMIHIOBAJIbHUX MPUCTPOIB Ta 1HII HOPMATUBHO-TIPABOBI aKTH;

o BCTAHOBJIIOE TEXHIYHI BUMOTH JI0 TEJIEKOMYHIKAI[IHHUX MEpPEX, CHCTEM 1
KOMIUIEKCIB CIEHIAIbHOTO 3B'SI3KY 1 3arajJilbHOr0 KOPUCTYBaHHS, 3acO0IB Ta
00'€KTIB TEJIIEKOMYHIKAITIH;

e BH3HAUA€ TMEpeNiK TEXHIYHUX 3aco0iB, IO MOXYThb 3aCTOCOBYBAaTHCS B
TEJIEKOMYHIKallIMHUX Mepexkax 3aralbHOro KOpUCTYBaHHS;

e BCTAHOBIIIOE HOPMHU, MPABWIA 1 MOPSAKKA MPOBEACHHS BUIPOOYBaHb y cdepi
KOPHUCTYBaHHS PaiodaCTOTHUM pecypcoM YKpaiHH TOIIO

3apnannsa [lepxcnenss’si3ky

OcHoBHUMM 3aBAaHHAMHU /lep:KaBHOI Ciayk0H crneniaJbHOIO 3B’SI3KY Ta
3axucTy iHopMmauii Ykpainum €:
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1. dopmyBanHs Ta  peamizamis  Jep>KaBHOI  TOMTHKH y  cdepax
KpuntorpadiuHoro Ta TEXHIYHOTO 3axXHCTy 1H(dopMaillii, Kibep3axucTy, MOIITOBOTO
3B’SI3KY CHEIIaIbHOTO MPU3HAYEHHS, YPSIIOBOTO (elb/1 €repChbKOro 3B’ SI3KY, 3aXUCTY
JepkaBHUX 1H(MOpMaLIMHUX pecypciB Ta iH(opmarlii, BUMOra II0J0 3aXUCTY SIKOi
BCTAaHOBJICHA 3aKOHOM, B I1H(QOpPMAIIIHHUX, EJIEKTPOHHUX KOMYHIKAlIMHUX Ta
iH(opMaIiitHO-KOMYHIKAIlIHHUX cucTeMax (mgam — 1H(opMaliitHO-KOMYyHIKaIlIHHI
CHUCTEeMH) 1 Ha 00’ eKTax 1H(POPMAIIIHHOI JISJIBHOCTI, a TAKOX Y cpepax BUKOPUCTAHHS
JepKaBHUX 1HQOpPMAIITHUX pECypCiB y YacTHHI 3axucTy iHdopMalii, MpoTHii
TEXHIYHUM PO3BiKaM, (PyHKIIOHYBaHHS, O€3MEKU Ta PO3BUTKY JEP>KaBHOI CHCTEMU
ypsaaoBoro 3B’s3Ky, HaiioHanbHOI chcTeMu KOH(IIEHIIHHOTO 3B’S3KYy, aKTHBHOI
npoTHUii arpecii y KibeprpocTopi;

2. yyacTb y (QopMyBaHHI Ta peanizamii Jep>KaBHOI TOMITUKH Yy cdepax
€JIEKTPOHHOTO JTOKyMEHTOOOITY B 1H()OPMaLiifHO-KOMYHIKAIIITHUX CHCTEMaX, B SIKHX
00poOmsitoThCs ciy:k00Ba 1H(OpMaIlis Ta JAepKaBHA TAa€MHUIlS (B YaCTHHI 3aXHCTY
1H(dopMmarlli Jep>kaBHUX OpraHiB Ta OPraHiB MICIEBOTO CaMOBPSIyBaHHS), 3aXUCTY
KPUTUYHOI 1H(POpMaIIHOT IHPPACTPYKTYpH;

3. 3a0e3reyeHHs] y BCTAHOBJIECHOMY TIOPSJIKY Ta B MeXaX KOMIIETEHIII]
JISTTBHOCT1 Cy0’€KTIB, SIK1 O€3M0CepeIHbO 3IIMCHIOIOTh 00POTHOY 3 TEPOPU3IMOM;

4, peamizaiis Jep)KaBHOI MOJITUKH IOJIO0 3aXHUCTy KPUTUYHOI TEXHOJIOTTIHOI
iHdopmarii, kibep3axucty 00’€KTIB KpUTHYHOI 1HGOpMAIIHOI 1HGPACTPYKTYpH,
3MIACHEHHS Iep>KaBHOTO KOHTPOJIIO B IUX cepax;

O. BU3HAYEHHS BUMOT JIO0 3aXHCTy KPHUTHYHOI TEXHOJIOTIYHOI 1H(pOopMallii,
dbopMyBaHHS  3arajJjbHUX BHUMOI JI0  KiOep3axucTy O0’€KTIB  KPUTHYHOI
1H(QPACTPYKTYpH, BEIECHHA IMEpeniKy OO0’ €KTIB KPUTHYHOI  1H(POpMALIIHOI
1H(DpacTpyKTYypH, 31IMCHEHHS 3aXO0/lIB 111010 1OTO OHOBJICHHS Ta aKTyasli3allii;

6. 3miMiCHEHHS KOHTPOJIO 3a JOTPHMaHHSIM BHMOT 3aKOHOJABCTBa y cdepax
CJIEKTPOHHO1 1/eHTU(]iKaIlli, €IEKTPOHHUX IOBIPUYMX IMOCTYT, 3aXUCTY KPUTHUHOI
1H(popmarIiiHo1 1HGPACTPYKTYPH;

/. cTBOpeHHsI Ta 3a0e3medeHHs] (YHKIIOHYBAaHHS CHCTEMU aKTHUBHOI MPOTUIIT
arpecii y kibepnpocTopi;

8. crBopeHHs Ta 3abe3neueHHs GyHKIIOHYBaHHA LleHTpy akTuBHOI mpoTHmii
arpecii y kibepnpocTopi;

BUKOHAHHS 1HIUX 3aBJaHb, NIepen0adyeHuX 3aKOHOJABCTBOM Yy cdepi 3a0e3meueHHs
KiOepOe3neKku Ta Ki0ep3axucTy.

IpuHuunm gisiabHOCTI Jlep:kaBHOI C1yK0H crieniajibHOTO 3B’ SI3KY Ta
3axucTy iHopmauii Ykpainu

1. JispHicTh [lepkaBHOI CIy’)KOM CHELIAIBHOTO 3B’SI3KYy Ta 3aXHUCTY
iHpopmarllii  YKpaiHM IPYHTYETbCS Ha MPUHLMIAX BEPXOBEHCTBA IpaBa,
3a0e3MeUeHHs JOTPUMaHHS IpaB 1 CBOOO I JIIOJAUHM 1 TPOMaJIsiHUHA, Oe3MepepBHOCTI,
3aKOHHOCTI, 3a0e3Me4YeHHs €IHOCTI JIep)KaBHOI TMOJITUKH, BIAKPUTOCTI IS
JEMOKPATUYHOTO IIUBLIHBHOTO KOHTPOJTIO, MPO30POCTI, TO3aMapTIHOCTI.
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2. JlepxaBHa cioyx0a CHeuiaJbHOrO 3B 53Ky Ta 3aXUCTy iHpopMalii YKpaiHu
Ji€ 3a TPUHITUTIOM €TMHOHAYAIBHOCTI.

2. CTPYKTYPA JEPXKABHOI CJIYKBU CIELIAJIBHOI'O 3B'SI3KY
TA 3AXUCTY IH®OOPMAIII TA HAIIPSIMU NP3BUTKY.

Crpykrypa /[lep:kcneusB'sa3Ky

KepiBuum  opranom  cuctemu  JlepkcmensB'sisky €  AnMiHicTparlis
Hepxcnen3s'sa3ky, ska jgie€ BianoBigHo 10 IlomoxkeHHs mnpo AJIMIHICTpaIliio
JepxaBHOI CIy»KOM cCHeliaJIbHOTO 3B'A3Ky Ta 3axucty iHdopmaiii Ykpainu. [o
CKJamy AnMiHICTparlii BXOJATh 17 JenmapTaMeHTIB Ta BUIAUIB, SKI BUKOHYIOTH
MIOKJIaICHI Ha CITy>KOy 3aBIaHHS.

Jo cdepu ympaiainHs AaMmiHicTpauli /Jlepkcnen3B'si3Ky BXOASATH JA€prKaBHI
NIJIPUEMCTBA, YCTAHOBM Ta Opradisamli, JAUUIBHICTh SKHUX TIOB's3aHa 13
3a0€3MeUYeHHsIM BUKOHAHHSM 3aBJlaHb, NOKIaieHuX Ha Ciryx0y.

AnminicTpaunis Jdepaxcnen3B'si3ky

o Jlemapramentn Aaminictpaii Jlepaxcnen3s'a3Ky

o [lemapramenT 3axucTty 1H(popmauii Aagminictpanli [lepxxcnenss'a3ky

o [lemapramenT ki0ep3axucty AaMminictpauii [{epxxcrnenss'a3ky

o JlemapTamMeHT JAEp)KaBHOTO KOHTpOJNO Yy cdepi 3axucty iHdpopmaiii
Anminictparii JlepKcren3s's3Ky

o JlemapTameHT  pO3BUTKY  €JIIEKTPOHHUX  KOMYHIKamii  AJMiHiCTparii
Jepkcnenss'ss3ky

o JlemapTameHT €BpOMEMCHKOI IHTErparii Ta MIXKHAPOJHOTO CHIBPOOITHUIITBA
AnminicTpartii Jlepkcrenss' 3Ky

« Pexumno-cekperHe ynpasmiHHS AaMiHicTpaii Jepxcnen3s's3ky

o Binnin inpopmamiitanx komyHikamii Aaminictpaii Jepkcnen3s'a3ky

o JlemapTamMeHT TIUIaHyBaHHS 3acCTOCYBaHHs OpraHiB 1 MIAPO3AUIIB Ta
CHeliagbHOoro 3B's13Ky Aaminictpanii Jlepxxcnenss'a3ky

o [HIIN memapramMeHTH Ta BITILIN

TepuropiajabHi opranu
o TomoBHe ympaBiiHHS YPSA0BOTO 3B'SI3KY

3abe3nedye ypsaOBUM 3B'SI3KOM BHUIMX MOCAJAO0BHX OCIO JepikaBM B MICIAX iX
MOCTIHOTO Ta TUMYACOBOTO MepedyBaHHS HA TepUTOpii YKpainu Ta 3a 1i MeKamH.
3abe3neuytoTh (YHKIIOHYBAaHHS MEpEX Ta KOMIUIEKCIB JIEPKABHOI CHCTEMU
YPSLAOBOTO 3B'SA3KY.

o Ympasninus [lepxcren3s's3ky B 007acTIx
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3abe3neuye ypsOOBUM 3B'SI3KOM  JIepKaBHI OpraHu B 0OJacTAX, peani3yloTh
JIepKaBHY TIOMITHKY Yy cdepax Kpuntorpa@iyHoro Ta TEXHIYHOTO 3aXHUCTY
iHpOopMaIlii, BIPOBaHKEHHS CEPBICIB KIOEP3aXHCTY.

TepuropiajabHi migpo3ainu

3a06e3neuyoTh YPSIOBUM 3B'SI3KOM OpraHd BiMICKKOBOTO YIIPaBJIiHHS CHUJI 00OPOHU Ta
CEKTOpPY O€3IeKH Ha MOJHLOBUX IMyHKTAX yIPAaBIIiHHS.

o 2 TepUTOpiaJIbHUI BY30J1 ypsZIOBOIO 3B'SI3KY
+ 3 TepUTOpiaJIbHUI BY30J1 yPSIOBOIO 3B'SI3KY
o 4 TepuTOpiaJIbHUI BY30J1 YPSIOBOIO 3B'SI3KY
o 8 TepUTOpiaJIbHUI BY30J1 YPSAIOBOIO 3B'SI3KY
o 10 TepuTopianbHUN By30]1 YPSA0OBOTO 3B'SI3KY

3akyiaam Ta yCTAHOBH, MIANPHEMCTBA, 0 BXOAATH 10 c(hepH yNpaBIiHHA
Jepaxcnen3B'a3Ky

Jlep:kaBHM HAYKOBO-JAOCJHTIAHMUHM IHCTHUTYT TeXHOJOriil Ki0epOe3nmeku Ta
3axucTy iH(opMauii
TrcTuTyT™ € BUpOGHIUO-0pieHTOBAHOI %] rajy3eBOI0 HAYKOBOKO YCTAHOBOIO,
posramioBannii 'y KueBi. Pesynbrar misnmeHocTi JepxxkH/I npusnauenuit s
0e3MmocepeTHbOr0  BIPOBA/KEHHS Y  BUPOOHMIITBO  Ta/abo  MPaKTUYHOIO
BUKOPUCTAHHA Yy cCHeIialbHUX 1H(OPMAIITHO-TEIEKOMYHIKAI[IMHUX CUCTEMax 1 Ha
o0'ekTax 1H(HOpMALIHHOT AISUTBHOCTI.

["amy3i mistieHOCT! HepxHJL:

1. po3pobisieHHs, JOCHIKEHHS, BUPOOHUUTBO 1 BIOPOBAKEHHS 3acO0iB
KpunrorpadiuHoro Ta TEXHIYHOTO 3aXHCTy 1H(opMalii, a TaKoxX
TEJCKOMYHIKallIMHOTO ~ OOJIaJlHaHHA  JJIs  CHelialbHUX  1H(OopMaIliifHo-
TEJICKOMYHIKaIIHHIX CUCTEM;

2. cTBOpeHHs1 3aco0iB KpumnrorpadiuHoro 3axucTy iHdopmaiii Ta 3aco0iB
CHEIaJbHOTO 3B'SI3KY B YaCTHHI 3a0€3MeYeHHs] KpUnTorpadiuHux, 1HKEeHEPHO-
KpunrorpadiuHux, crerialbHIX BUMOT;

3. ceptudikailiiine BUMPOOYBaHHS 3aco0iB KpuUnTorpadiuHOro Ta TEXHIYHOTO
3axXUCTy 1HQOpMAIlli, HAyKOBI €KCHEpTU3U MPOEKTIB y cdepl 3axucry
1H(popMaIlli, HAyKOBO-TEXHIYHI €KCHEpTU3U y cdepl KpUOTOrpapiyHOro Ta
TEXHIYHOT0 3aXMCTy 1H(DOopMaii;

4. iHIIA AiISUIBHICTH, IO HE CYNEpPEeYUTh yMOBAM aKpeauTalli BUIPOOYBaIbHOI
nabopatopii JdepxHJII Ta ymMoBaM JiilieH3yBaHHS B raiy3i KpUITOrpadiqHOro i
TEXHIYHOTO 3aXHCTy 1H(OopMaIrii.


https://uk.wikipedia.org/wiki/%D0%94%D0%B5%D1%80%D0%B6%D0%B0%D0%B2%D0%BD%D0%B0_%D1%81%D0%BB%D1%83%D0%B6%D0%B1%D0%B0_%D1%81%D0%BF%D0%B5%D1%86%D1%96%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D0%B3%D0%BE_%D0%B7%D0%B2%27%D1%8F%D0%B7%D0%BA%D1%83_%D1%82%D0%B0_%D0%B7%D0%B0%D1%85%D0%B8%D1%81%D1%82%D1%83_%D1%96%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D1%96%D1%97_%D0%A3%D0%BA%D1%80%D0%B0%D1%97%D0%BD%D0%B8#cite_note-15
https://uk.wikipedia.org/wiki/%D0%92%D1%96%D0%BA%D1%96%D0%BF%D0%B5%D0%B4%D1%96%D1%8F:%D0%9F%D0%BE%D1%81%D0%B8%D0%BB%D0%B0%D0%BD%D0%BD%D1%8F_%D0%BD%D0%B0_%D0%B4%D0%B6%D0%B5%D1%80%D0%B5%D0%BB%D0%B0
https://uk.wikipedia.org/wiki/%D0%9A%D0%B8%D1%97%D0%B2
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IHcTUTYT cneniajibHOTO 3B'AA3KY Ta 3axXUCTy iHopmamii

IHCTI/ITYTm posramoBanuii 'y KueBi 1 € 3akimamoM oOcBiTH JlepkaBHOI cCiy»kOu
CHEIIaJIbHOrO 3B'SI3KYy Ta 3aXUCTy iHpopmarllii YKpainu Ta BIHCHKOBUM HaBYaJbHUM
HiAPO3AIOM HAMOIIBIIOr0 TEXHIYHOTO YHIBEPCUTETY YKpaiHU JOCHTIIHUIBKOTO
tuny — HamioHanbHOTO TEXHIYHOTO YHIBepcuTeTy Ykpainu «KuiBcbkuii

MOJIITEXHIYHUM THCTUTYT iIMeHI Iropst CikopchbKOroy.
[TigroToBka (axiBuiB y [HCTUTYTI 3M1MCHIOETHCSA 32 CIIEIIATBHOCTIMU:

o 122 Kowmm'toTepHi HayKu;
o 125 KibepbOesmeka;
o 172 EnexTpoHHI KOMYyHIKaIlli Ta paaloTeXHIKA.

HanioHaibHUIT HEHTP ONEPATHBHO-TEXHIYHOI0 YNPABJIIHHA MepeKaMu
TeJIeKOMYHiKALiH

Jlep:xaBHMI HEeHTP Ki0ep3axucTy Ta NpoTHil Kibep3arpo3zam
Hoknaoniwe: /lepocasnuil yenmp Kibepsaxucmy

OcHOBHUM 3aBJaHHAM LIeHTpYy € BIpPOBaIKEHHsS OpraH13alliiHO-TEXHIYHOI MOJEINI
K10€p3axuCTy SIK CKJIaJJOBOI HAI[IOHAJIBHOT CUCTEMU K1OEpOE3MEKH IIISTXOM:

o 3abe3neuyeHHs (yHKUIOHYBaHHA Ta po3BUTKY CERT-UA,;

e 3aMPOBA/KECHHSI KOMILUIEKCY OpraHi3alliHO-TeXHIYHUX 3aXOJIB 13 BUSBJICHHS
BpaznuBocTed 1 HemomikiB y HajamryBaHHi ITC, B skux oOpoOIsIOTH
nepkaBH1 1HGOpMalliiiHi pecypcu;

o BiamoBimHO 10 TmocTaHoBH Kabinety MinictpiB VYkpaiam Ne 94  «IlIpo
peamizalil0  €KCHEPUMEHTAJIbHOIO  IPOEKTYy  I0A0  (DYHKIIIOHYBaHHS
HartionansHOTO 1IEHTPY pe3epBYBaHHS Jep>KaBHUX 1HGOPMAIIITHUX pECypCiBy,
3a0e3MnedeHHs] CTBOPEeHHs Ta (pyHKIloHyBaHHs ckianoBux HI[ y wacTtui, 1o
CTOCYEThCSl BUKOHAHHS 3aBJIaHb aaMiHicTpaTopa O6e3nexu HII;

o 3abe3nedyeHHs (PYHKI[IOHYBaHHS, €KCIUTyaTallli Ta PO3BUTKY TpPEHIHTOBOTO
KiOepUEHTpY B IHTEepecax KibepOe3neKku Jep:KaBH.

JUK3  Jlepxcnenss'sizky 3a0e3nedye (DYHKI[IOHYBAaHHS CHUCTEMH 3aXUIIEHOTO
nocryny g0 Mepexi Iatepuer. Takoxk ¢daxismi K3 Jlepxkcnenss'szky
pO3poGIsIEOTH WIaTGOPMY CepBiciB Kibep3axucty, sika nparoBarume ™ sk nocnyra
Ha 0a31 HailoHanbHOToO LEHTPY pe3epBYBaHHS Aep>KaBHUX 1HPOPMALIHHUX PECYPCIB,
TakK 1 sIK OKpeMa Mociyra Jisl IepKaBHUX OPTraHiB.

13 TpaBusi 2021 poxky Ilpesmment VYkpainum Bomogumup 3eneHCHKUI BIIKPUB
Ki6eprientp UA30, sikmit Takoxx Bxoauth 10 K3 [epkcmnen3s's3ky.


https://uk.wikipedia.org/wiki/%D0%94%D0%B5%D1%80%D0%B6%D0%B0%D0%B2%D0%BD%D0%B0_%D1%81%D0%BB%D1%83%D0%B6%D0%B1%D0%B0_%D1%81%D0%BF%D0%B5%D1%86%D1%96%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D0%B3%D0%BE_%D0%B7%D0%B2%27%D1%8F%D0%B7%D0%BA%D1%83_%D1%82%D0%B0_%D0%B7%D0%B0%D1%85%D0%B8%D1%81%D1%82%D1%83_%D1%96%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D1%96%D1%97_%D0%A3%D0%BA%D1%80%D0%B0%D1%97%D0%BD%D0%B8#cite_note-16
https://uk.wikipedia.org/wiki/%D0%94%D0%B5%D1%80%D0%B6%D0%B0%D0%B2%D0%BD%D0%B8%D0%B9_%D1%86%D0%B5%D0%BD%D1%82%D1%80_%D0%BA%D1%96%D0%B1%D0%B5%D1%80%D0%B7%D0%B0%D1%85%D0%B8%D1%81%D1%82%D1%83
https://uk.wikipedia.org/wiki/%D0%92%D1%96%D0%BA%D1%96%D0%BF%D0%B5%D0%B4%D1%96%D1%8F:%D0%A1%D0%BB%D0%BE%D0%B2%D0%B0-%D0%BF%D0%B0%D1%80%D0%B0%D0%B7%D0%B8%D1%82%D0%B8#Вирази,_пов'язані_з_часом
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JepxxaBHe MiANPpUEMCTBO «YKpaiHCchKi cneniaabHi cucteMm» (I «YCCy»)

JlepkaBHe MiANPUEMCTBO «YKpaiHCBKi CIeIlalbHI CHUCTEMH» € OIepaTopoM
HaIllOHAJIBHOT Mepeki KOH(DI1ACHIIIHHOTO 3B'SI3KY, CMEIlaIbHOI MEPEXi CTIILHUKOBOTO
3B'SI3Ky Ta 3axXHINEHOTO BYy3Jla IHTEPHET-IOCTYNYy; a TaKOXX HaJa€e TMOCIyTd
KOH(IEHIIIHOTO 3B'SI13KY, CTBOPEHHSI KOMIUIEKCHUX CHCTEM 3aXHUCTy iH(opmarii Ta
IPOBEJCHHS JEPXKABHOI EKCIEePTH3HU; EJIEKTPOHHI JOBipYl MOCIAYTH Ta IMOCIYTH
3aXUCTy 1H(POPMAIIMHNX PECYpPCIB OpraHiB JEep>KaBHOI BJIAJIA, OPTaHIB MICIIEBOTO
CaMOBpSIyBaHHS, MIANPUEMCTB, YCTAHOB Ta OpraHizaiii pi3HUX (OpPM BIACHOCTI 3
BUKOPUCTAHHSAM CY4aCHUX TE€XHOJIOTIH.

Bin 24 6epe3ns 2021 poxy HIT «YCCy, BianoBigHo A0 posnopspkeHHs KaOinety
MinictpiB Ykpainu, Bu3HaueHO lleHTpalii30BaHOIO 3aKyIIBEJIIBHOIO OpraHi3alli€lo y
cdepi mudposizamii. I «YCCy» Oyno ctBopeHo okpeMy ¢uito «LleHTpanizoBaHa
3aKyIiBeIbHA OpraHi3alis.

[IpoBeneHHs 3aKyMmiBiIi KOMI'TOTEPHOTO OOJaHAHHS Ta MPOTPaMHOro 3a0e3reyueHHs
1]l OJHUM JJaXOM JIaCTh MOJIMBICTh MaTH TaKi MepeBaru:

o Ilpo3opicTb: 00'€emHaHHS 3aKymliBelb JOMOMAara€ TMOKPAIIUTH CUCTEMY
rPOMaJICbKOr0 KOHTPOJIIO 32 BHUKOPUCTAHHSM OIO/UKETHUX KOIITIB. A
HaiirosoBHime: yci TteHaepu I[[30 mpoBoauTh uyepe3 €IEeKTPOHHY CHUCTEMY
3aKyImiBesb 0€3 KOJIHUX BUHSTKIB.

o besneka: J{II «YCC» nepeOyBae y nianopsakyBanHi [lepxxcnenss'a3ky, TOMy
Mae JOCTyn J0 HalcBikimoi iH(opMamii 1momo kidep3arpo3 1 37aTHE
NEPEBIPUTH HASBHICTH y KOMIT'FOTEPHOIO OOJIAIHAHHA Ta MPOrPAMHOIO
3a0€e3IeueHHs HaJIC)KHOTO PIBHS 3aXHIICHOCTI.

o EdextuBnictb: I «YCC» Mae GaraTopiuHHil JOCBiJ 3aKymiBellb y TaTy3i
nu@dpoBizaiii, SKOro HeMae y OIIBIIOCTI IHIIUX JACP)KAaBHUX YCTAaHOB Ta

opraHizamiii, @ a  TakKoX  Ma€  MaTepiaibHO-TEXHIYHYy  0azy  Ta
BHUCOKOKBaTI(hIKOBaHUI TepcoHa, M0 3a0e3nedye BHUCOKY €(hEeKTHUBHICTb
3aKyTiBEJIb.

Konuepn paaiomoB/ieHHsI, pafio3B'si3ky Ta TejedadeHHs (Konuepn PPT,
KPPT)

Joxnaoniwe: Konuepn padiomosnenns, padioss'sazky ma menebauenms

KoHniepn panioMoBIeHHS, pajiio3B'si3Ky Ta TejaeOaueHHS — JEpKABHUN OMEpaTop
TEJIepalIOMOBJICHHS, PaAlOpeNeHOr0o W CYNyTHUKOBOTO 3B'A3KYy. 3aMOBHUKAMHU
nocayr Konnepny PPT € 3aragpbHOHalllOHANBHI — TENEBI31HI MOBHUKH Ta
paniokomnaHii YkpaiHu, o00yacHi, perioHajabHI TeJepagiOKOMIIaHil, KOMEpIliiHI
TeJIepalloOKOMITIaHii, ONEePaTOPH TEIEKOMYHIKAI[I Ta MiANPUEMCTBA 3B'3KY.

Konniepa PPT Gepe ywacTh y po3poOJieHHI Ta peamizamii Jep>KaBHOI MOMITHKU Y
cdepi TenepaaioMOBIICHHS, aHaJli31 CTaHy TeJIEpaIOMOBIICHHS B YKpaiHi, peanizalii
MPOMO3UILIIM 100 BJAOCKOHAJIEHHS 3aKOHOJABCTBA Yy il cdepli, 3a0e3meyeHHs


https://uk.wikipedia.org/wiki/%D0%A3%D0%BA%D1%80%D0%B0%D1%97%D0%BD%D1%81%D1%8C%D0%BA%D1%96_%D1%81%D0%BF%D0%B5%D1%86%D1%96%D0%B0%D0%BB%D1%8C%D0%BD%D1%96_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B8
https://uk.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BD%D1%86%D0%B5%D1%80%D0%BD_%D1%80%D0%B0%D0%B4%D1%96%D0%BE%D0%BC%D0%BE%D0%B2%D0%BB%D0%B5%D0%BD%D0%BD%D1%8F,_%D1%80%D0%B0%D0%B4%D1%96%D0%BE%D0%B7%D0%B2%27%D1%8F%D0%B7%D0%BA%D1%83_%D1%82%D0%B0_%D1%82%D0%B5%D0%BB%D0%B5%D0%B1%D0%B0%D1%87%D0%B5%D0%BD%D0%BD%D1%8F
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1H(popMaLiiHOT Oe3nekn YKpaiHu B cdepi TeIeKOMYHIKaIii Tomo. Sk aep:kaBHE
nianpuemctBo Konuepn PPT Binmae 80 % cBoix m0X0AiB AepKaBi.

Haii61npm Baromumu 3amoBHuKaMu nocnyr Konnepny PPT € [TIAT «<HCTVY», skomy
HAJAI0Th MOCIYTH 3 TPAHCIALIT TEIEBI3IMHUX MPOTrpaM y aHaJoroBOMY 1 IIU(PPOBOMY
dbopmarti Ta pamionporpaM y Jiara3oHax yJIBTPAKOPOTKHX Ta cepemHix XxBuib, TOB
«3eoHOym» (mmdpoBe TenmeOadeHHs), OMEepaTOpU CTUIBHHUKOBOTO 3B'S3KY (TEXHIUHE
00CITyrOBYBaHHS TEJICKOMYHIKAIIHHOTO 001aHAHHSA).

Konniepas PPT € unenom MuibKHapogHOI oprasizamii CymyTHHKOBOTO 3B'SI3KY

«INTELSAT» 1 axuioHepoMm €BponeichKOi Oprasizailii CyMmyTHHKOBOTO 3B'SI3KY
«EUTELSAT S. A.».

VY 2019 poui HarmionansHa pana YkpaiHu 3 nuTaHb TeJIeOAUYCHHS 1 paJlOMOBIICHHS
Bu3Haunna Konmepn PPT oneparopom OaratokaHaibHOi HU(POBOI HAIIOHAIBHOI
tenemepexxi Multiplex MX-7. Vkazom Ilpesunenra Ykpainu Big 18 tpaBus 2021
poky Ne 198/2021 3ampoBajpkeHo B Jit0 pimieHHs Panu HaiioHanpHOT O€3meku i
oboponn VYkpainu Bix 14 tpaBus 2021 poky «lllomo okpemux 3axomiB i3
3abe3reueHHs 1HGOpMaIlIiHOI Oe3meku», BIAMOBIAHO JIO0 SKOro mepeadadyeHuid
MEXaHI3M MaTepialibHO-TeXHIYHOro 3abe3neueHHs noOyaoBu Kounepnom PPT
3arajibHOHAIIOHAIBHOT U(POBOI OaraTokaHaIbHOI TeseMepexi MX-7.

Mynbrunnekc  MX-7 3mMoxke po3MmicTuTd A0 12 TeneBi3iiHUX KaHaimiB 1 3
paniokananu. [lepenycim 1ie OyayTh Jep:kaBHI KaHAIU Ta CYCIIJIbHUNA MOBHUK.

[TobynoBa 3araibHOHaIIOHATBHOI U(PPOBOT OaraTokaHadbHOI Teraemepexi MX-7 €
CYCIJIBHO 3HAYMMOIO 3 TOYKHU 30py 3a0e3nedeHHs iHdopmaIiitnoi 6e3neku Y KpaiHu.
AJKe MYJBTUIUIEKC HAJAacTh JIepXkKaBl MOXKIMBICTH KOHTPOJIO HaJa €JIEMEHTOM
KPUTUYHOI 1HPPACTPYKTYpU — JIOCTYIIOM JIO HAIIOHAIBHOTO MOBJIeHHS. Kpim Toro,
mosiBa IM¢ OJHOTO oOIepaTopa HAI[IOHAIBHOTO ITM(POBOTO MOBJICHHS CIIPUSTHME
PO3BUTKY KOHKYPEHIIIi Ha PUHKY JIJIsl TEeJIeKaHaiB.

JlepxaBHe miaANMpueMCcTBO crieriaabHoro 3B's13Ky (11 C3)

Jlep>kaBHE TIAMPUEMCTBO «YKpaiTHCHKUI HAYKOBO-IOCIHIIHUN THCTUTYT Pajio i
tenebauenus» (I « YHIAIPT»)

["amy3eBuii nepxaBuuit apxis Jepxcnen3s'szky M. Kui

Mennunuii uentp depxcnenss's3ky M. Kuis

Kazenne mianpueMcTBO «YKPCIEI3B'I30K»

['onoBHEe ympaBmiHHSA Ta MIAPO3NUIN YPSIOBOTO (Eba€ErepchKOro 3B'SI3KY
Hepxcnenss's3ky

IlepcnexkTBHM po3BUTKY Jlep:Kcnen3s’ 3Ky

VY cydacHoMy CBITi, iHpopMalliiina Oe3reKka € OJHIEI0 3 KIOUYOBUX CKJIAJOBUX
HalllOHAIBHOI Oe3neKku, PO3BUTOK JlepkaBHOI CiIyxOHM CHEeliadbHOrO 3B'SI3KY Ta
3axucTy 1H(DopMaiii YkpaiHu Mae BaxJIMBe 3HA4YeHHSI. B yMoBax 3pocTaHHS


https://uk.wikipedia.org/wiki/%D0%9C%D1%83%D0%BB%D1%8C%D1%82%D0%B8%D0%BF%D0%BB%D0%B5%D0%BA%D1%81_MX-7
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Kibep3arpo3, HEOOXITHOCTI 3aXMUCTy AepkaBHOI iH(OpMaIli, a TaKoX 3pOCTAIOINX
BUMOT JI0 3axHINeHOro 3B’s3Ky, Ciyk0a TOCTae mnepe] HOBHMH BHKIMKAMHU 1
notpedye CTpaTerivHOTO PO3BUTKY.

Bignosigno no Konmeniii pedopmyBanHs [lepkaBHOI CITy»OH CHEIIaJbHOIO
3B'3KY Ta 3aXUCTY 1H(opMaIlli YKpainu po3BUTOK NepeadadaeThCs y JiBa eTallu.

Iepumnii eran (civensb 2022 poky - rpyaess 2023 poky) nepeadaydae:

yIIOCKOHAJICHHS 3 ypaxyBaHHIM MDKHApOAHUX CTaHIAPTIB Ta KPAIIMX CBITOBUX
IPAaKTHK 3aKOHOJABCTBA YKpaiHM 3 MUTaHb OpraHizaiii Ta AisuibHOCTI Jlep:kaBHOI
CIIy’KOM CHeIiabHOTO 3B'I3Ky Ta 3axucTy iHpopmalii Ykpainu, 30Kkpema, y chepi
3axucTy iHpopMalii B iHGOpMaLIHHUX, TEJIEKOMYHIKalIHHUX Ta iHpopMaIiifHo-
TEJICKOMYHIKAIIMHIX CHCTEMaX;

pO3pOOJICHHST  MPOMO3UIINA 100  CKOPOYEHHS  KUIBKOCTI  BIJIOMYHX
TEJEKOMYHIKALIMHUX MEPEX CHELIaTbHOr0 3B'A3KY 11032 MEXaMHU CEKTOpY O€3MeKH 1
OOOpOHM 3 ypaxyBaHHSIM HAapOIIyBaHHS MOXJIMBOCTEH €IUHOI 3aXUIIEHOT
MyJIbTHCEPBICHOI miaTdhopmu HaiioHanbHO1 TEIEKOMYHIKAIIHHOT MEPExKi,;

YIOCKOHAJIEHHS 3aKOHOJaBCTBAa YKpaiHW B YaCTHHI MOPSAKY (PYHKIIOHYBaHHS
JIEP’)KaBHOI CHUCTEMH YPSJOBOTO 3B'A3KY, MPOIEAYpP BHECEHHS KIOMOTaHb Ta
BUPIIIECHHS TTUTaHb 3a0€3MeUeHHsI YPSAIOBUM 3B'SI3KOM IOCAJ0BHX OCIO Jep>KaBHHUX
OpraHiB, OpraHiB MICIIEBOIO CaMOBPSIIyBaHHsI, OpraHiB BIHCHKOBOIO YIIPaBIiHHA,
KEpIBHUKIB MiANPUEMCTB, YCTAHOB Ta OpraHizalliii;

peanizalilo 3axOAiB 31 CTAaHOBJEHHS Ta PO3BUTKY JlepKaBHOI CIy>KOu
CHemiajJbHOro 3B'SI3KYy Ta 3axucTy 1HQopMauii VYkpainu sk be3nekoBoro
aKpeIUTAIITHOTO OpraHy, 10 3/1MCHIOE OpraHi3alliio aKpeauTallli 3 MTUTaHb OE3MeKU
yCIX HalllOHAJbHUX KOMYHIKalIHHO-1H(OPMAIITHUX CHUCTEM, Y SKHUX 0OpOOJII€ThCS
iHpopmariss HATO 3 oOMeRXeHUM J0CTYIIOM;

MOAANBIINI PO3BUTOK CHUCTEM CIEHIAIBHOTO 3B'A3KY, 30KpeMa B IHTEpecax
MEpeXi CHUTyalllMHUX IEHTPIB Jep>KaBHUX OPraHiB, PO3TOPTAaHHSA pPaJlOCETMEHTa
TpaHcnopTHOT tuiargopmu HarioHaabHOT TeEKOMYHIKAIIITHOT MEpexKi;

pedopMyBaHHS Ta PO3BHUTOK CHCTEM KPUNTOTPa(idHOrO 1 TEXHIYHOTO 3aXHUCTY
iHdopmarrii, TpoTUli TEXHIYHUM pO3BiAKAM, MPOBEICHHS OINHKH €(EeKTUBHOCTI
3ampoBaKCHUX HOBAITIH;

3alMo4YaTKyBaHHS IMIMPOKOTO CIEKTpa HAyKOBUX JOCHIDKEHb Yy  cdepi
Ki0epOe3rexku Ta po3po0KH MPUKIIATHAX CUCTEM 1 3aC001B KiOep3axucTy;

30epeKeHHs Ta PO3BUTOK KaJpPOBOTO MOTEHINIANy 3 YpaXyBaHHSIM 3MiH 3aBJIaHb 1
bynkuiid JlepxaBHo1 CiIy)0M creniaJbHOro 3B'SI3KY Ta 3aXUCTy 1HGopMallii YKpainu,
Horo ajanTaiiisi BiIMOBITHO O CY4aCHUX YMOB CIIYXOH, 30€peKeHHS 1HCTUTYIIHHOT
nam'siTi.
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Pe3ynpTaToM mepmioro eramy Ma€e CTaTH aKkTyasli3allis 3aKOHO/IaBCTBA Y KpaiHu 3
MUTaHb OpTaHizamii Ta AisIbHOCTI Jlep)kaBHOI CIIyOHW CHEIiaJbHOTO 3B'A3KY Ta
3axucTy 1HdopMamii VYkpaiHu, peanizaiis NIPIOPUTETHUX TPOEKTIB Yy cdepi
CIEIIAJIBHOTO 3B'SI3KY Ta MOYAaTOK ONTHUMI3AIlli OpraHizamiitHoi cTpykTypu JlepxaBHOT
CIIy’KOHM CTIeIiaIbHOTO 3B'A3KY Ta 3aXHUCTY 1H(popMmalii YKkpainu.

Jpyruii eran (ciuennb 2024 poky - rpyaensb 2025 poky) nepeadayac:

MEpeX B €IMHY 3axHINEHy MyJlbTHCEepBicHY miuaTtdopmy HarionanpHOT
TEJIEKOMYHIKalIiMHOT Mepeki Ta Mepexiy A0 HaJaHHS CHOXKMBayaM IIHPOKOTO
CIIEKTpa Cy4aCHUX CEPBICiB;

MEPEOCHAIIEHHS MIPO3AUTIB  yPSAIOBOTO TOJHOBOTO 3B'SA3KY CYyYaCHUMH
nuppoBUMHU 3ac00aMH CHIEIIATIBHOTO 3B'SI3KY;

ONTHUMI3allil0 OpraHi3alliHUX CTPYKTYp OpraHiB Ta MiApo3autiB Jlep:kaBHOi
CIIy’KOM CIeLIaIbHOTO 3B'SI3KY Ta 3aXucTy iH(opMaiii YKpaiHu 3 ypaxyBaHHSIM
BU3HAUEHUX (PYyHKLIN Ta CIIPOMOKHOCTEH;

MOJICPHI3AIlII0 CHUCTEMH  BY3JIB  3B'SI3Ky  CIEIIaJbHOTO  MPHU3HAYCHHS
M03aMIChbKUX MYHKTIB yIPaBIIiHHS JIEPKABHUX OPTaHiB;

3aBEPIICHHS PO3TOPTaHHS CHCTEMH OINEPATHUBHO-TEXHIYHOTO  YIIPaBIIHHS
TEJCKOMYHIKalIMHUMHI MepeKaMu B yMOBaxX MUPHOTO 4acy, KPU30BUX CUTYaIllH, 110
3arpoKyIOTh HalllOHAJIBHIN Oe3Iielli, 0COOIMBOTO MEPioay;

3a0e3MedeHH sl peajizallii HoBalliil 3aKOHOAABCTBA y cepi 3axXucTy 1Hhopmaii;

MPOBEJCHHS aKpeAuTaIlli 3 MUTaHb OE3MeKU HaIlOHAJbHUX KOMYHIKaIIHO-
1H(poOpMaIIiHUX CUCTEM, y SKHX 00poOsserbes iHopmanis HATO 3 oOMexxeHum
JIOCTYTIOM;

BIIPOBA/PKCHHS] CUCTEMH TEXHIYHOIO PErYJIIOBaHHS y cpepi NPOTUALT TEXHIYHUM
pPO3BIJIKAM Ta YAOCKOHAJEHHS [JEp>KaBHONO KOHTPOJIO 3a CTAaHOM MPOTHII]
TEXHIYHUM PO3BIIKAM;

YIOCKOHAJIEHHS CHCTEMH MITOTOBKH (haxiBIliB y cdepi 3aXucTy iHpopMaIlii;

HapOIIyBaHHS MOTYXKHOCTEH 3 BUPOOHUIITBA KIIFOYOBHUX JIOKYMEHTIB JI0 3aC00iB
KpunrorpadiuHoro 3axucty iHdopmarlii /uisi TapaHTOBAHOTO 3a0e3MeueHHs MoTped
JIep’)KaBHUX OpPTaHiB;

BIIPOBA/DKCHHS 3aXOJIB Ta pO3poOJieHHs 3aco0iB KiOep3axuCTy Ha OCHOBI
pE3yNbTaTIB HAYKOBUX JOCIIKEHb Y cdepi Kidepoe3neku;



18

BIIPOBA/KEHHSI IPOrpaM KOPOTKOCTPOKOBOI MIATOTOBKH (TpeHyBaHHs) y cdepi
kibep3axucty  (kiOepOe3rneku) I TpaliBHUKIB  CyO'€KTiB  3abe3reueHHs
KibepOe3neku JaepKaBHu.

3a pe3yabTaTaMu JAPYroro eramy Mae OyTh MOJEPHI30BAHO JIEPKaBHY CUCTEMY
YpSIAOBOTO 3B'A3KY Ta BIPOBAKEHO KIIFOYOBI1 HOBaIllil y cdepi 3axucTy 1Hpopmariii,
3aBEpIICHO OINTHUMI3AIlI0 OpraHi3allifHUX CTPYKTYp OpraHiB Ta IMiJAPO3JLIIB
JlepkaBHOI cITy>kOM CHEIIaIbHOTO 3B'sI3KY Ta 3aXUCTy 1HMopMallii YKpaiHu.

OcHOBHi mnpiopurerH Ta HanpsaMu pedopmyBaHHs Jlep:KaBHOI CiyKOU
creuiajJbHOro 3B'A3Ky Ta 3axucry iHpopmauii YKpainu

PedpopmyBanus [lepkaBHOi Ciy’)kOM  CHIEIaIBHOTO 3B'SA3Ky Ta 3aXHUCTYy
iHdopmanii Ykpainu mnependavaeTbcst 3AIMCHUTH 32 TAKUMU MPIOPUTETaMU Ta
HaIpsiIMaMHu:

1) ynockoHaneHHs1 opraHizaiiitHo-paBoBUX 3acaj GyHKIIOHyBaHHA Jlep:kaBHOT
CIIy’KOHU CTIeIiaIbHOTO 3B'A3KY Ta 3aXHCTy 1H(opmarlii Ykpainu, o nepeadayae:

aJanTaililo 3aKOHOJABCTBa YKpaiHW J0 BUMOT 3akoHonaBctBa €C y cdepi
3axucTy iHpOopMallii;

neperssy NoKiIaaeHux Ha JlepkaBHy Ciy»0y CIEHIabHOTO 3B'SI3KY Ta 3aXHUCTY
iH(popMalii Ykpainu 3aBiaHb Ta 000B'sI3KIB;

ONTHUMI3allil0 OpraHi3aliiHol CTPYKTypu JlepkaBHOI cioykOM chemiajibHOro
3B'SI3KY Ta 3aXUCTy iHpOopMarlii YKpainu;

YIOCKOHAJICGHHSI TPOLEAYpH BHECEHHsSI KIIOMOTaHb Ta BHUPIIICHHA TMHUTaHb
3a0€3MeUeHHs] ypSAJOBUM 3B'A3KOM MOCAJOBUX OCIO JEp’KaBHUX OpPraHiB, OpraHiB
MICIIEBOTO  CaMOBpPSIIyBaHHS, OpTaHiB BIMCHKOBOTO VIPABIIHHS, KEPIBHUKIB
MIPUEMCTB, YCTAHOB Ta OpraHi3ailiif;

YIOCKOHAJIGHHS CHUCTEMHU KOHTPOJIO 3a MJisUIbHICTIO Jlep:KaBHOI CiIy»)Ou
CHEIaJbHOTO 3B'A3KYy Ta 3axucTy 1HQopManii YKpaiHM 3 JOTPUMAHHSAM 3acajl
JIEMOKPAaTUYHOT'O IUBILILHOTO KOHTPOJIO Ta MOPSAKY, BU3HaueHoro KoHcTUTyli€ro
VYkpainn, 3akonamu Ykpainu "llpo [epkaBHy cinyxOy cCrHemiagpHOTO 3B'SI3Ky Ta
3axucty iHpopmarii Ykpainu", "[Ipo Hamionansny 6e3neky Ykpainu", "lIIpo Kabiner
MinictpiB Ykpainu" Ta IHIIMMHU aKTaMU 3aKOHOJIaBCTBA;

2) pO3BHUTOK CHELIAJIBHOTO 3B'A3Ky SK  CKJIAA0BOi  1H(opmauiiHo-
TEJIEKOMYHIKALIMHOI 1HPPACTPYKTYpU B CHUCTEMI YINpPaBIIHHS JIEPKaBOK B yMOBax
MHUPHOTO Yacy, KPHU30BUX CHUTYyalllil, 1[0 3arpoKyloTh HAIllOHAJbHIA Oe3mell,
0COOJIMBOTO MEpPioy, 110 Nepeadayac:

PO3BUTOK CIIELIAIBHOTO 3B'13KY B IHTEpPECAX CUCTEMU AEP>KABHOTO YIIPABIIHHS;


https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80
https://zakon.rada.gov.ua/laws/show/254%D0%BA/96-%D0%B2%D1%80
https://zakon.rada.gov.ua/laws/show/3475-15
https://zakon.rada.gov.ua/laws/show/3475-15
https://zakon.rada.gov.ua/laws/show/2469-19
https://zakon.rada.gov.ua/laws/show/794-18
https://zakon.rada.gov.ua/laws/show/794-18
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PO3ILIMPEHHS GyHKITIOHATBHUX MOXJIMBOCTEN HarionansHoi
TEJIEKOMYHIKAIITHOT MEpexi;

NOJAJIbIITY MOJIEpPHI3alll0 Jep>KaBHOI CUCTEMH YpPSAOBOro 3B'A3KYy, sika Oyje
3MIMCHIOBATHCS 3 YpaxyBaHHSIM MOXJIMBOCTeH HallioHanbHOI TeleKOoMyHIKaliiiHOT
Mepexi Ta rnepeadavyaTuMe BIPOBAKEHHSI HOBUX KOMIUIEKCIB CHEIIaIbHOTO 3B'SI3KY,
HacaMIiepe]i CydYaCHUX PYyXOMHUX BY3JIB 3B'SI3Ky Ta 3ac00iB YPSOBOTO IMOJIBOBOIO
3B'A3KY;

PO3BUTOK CIIPOMOKHOCTEH CHUCTEMH YPSAIOBOTO (helbI erepchKoro 3B'S3KY,
COpsIMOBAaHWUN HA  MIJBHUINCHHS HAMIMHOCTI Ta  ONEPAaTUBHOCTI  JOCTAaBKHU
KOPECTIOH/ICHITI, M0 MICTUTh BIJOMOCTI, SKi CTAaHOBJATH JACP)KABHY TAEMHHUIIIO,
Ta/abo ciyx00By iHGOpMario, OQIMIHHOI KOPECIOHJCHII Ta JIUIUIOMATHYHOI
nowrtu [Ipesunenra Ykpainu, ['onoBu BepxoBHoi Panu Ykpainu, [Ipem'ep-minicTpa
VYkpaiHu, naepKaBHUX OpraHiB, OpraHiB MICHEBOIO CaMOBPSIyBaHHs, OpraHiB
BIMICHKOBOTO YIIPaBIIHHS, 3aKOPJJOHHUX JUIIOMATUYHUX YCTaHOB YKpaiHH, 30KpeMa
[UIIXOM BIIPOBA/PKEHHSI aBTOMATH30BAaHOT CUCTEMH KOHTPOJTIO 32 ii MPOXOHKEHHSIM;

po3Butok  HamioHaneHOT  cuUCTeMH  KOHQIAEHIIHHOTO  3B'SI3KY,  SKUH
CIPSIMOBYBAaTUMEThHCSI Ha BIPOBAKEHHS MEXaHI3MIB JUIsl (DYHKI[IOHYBAHHS PUHKY
KOHQIJCHIIIMHUX  MOCIYr; CTBOPEHHS 3aXMILEHUX TOYOK  B3a€EMO3'€IHAHHS
cremiagbHuX  1H(GOPMAIIITHO-TEIEKOMYHIKAIIIMHUX ~CHUCTeM JUid  3a0e3leueHHs
3aXUIIEHOTO MIXKBIOMYOTO OOMIHY JI€p>KaBHUMHU €JIEKTPOHHUMHU 1H(MOpMAIiiHUMU
pecypcamMu; MOJICpHI3allll0 CHCTEM [l HaJaHHSA CY4YaCHMX  3aXUIIEHUX
TeJeKOMYyHIKaliiHuX nocayr [P-tenedoHnii, enexkTpoHHOI nowTH, [HTepHEeT-10CTYIY,
MOOUIBHOTO 3B'SI3KY, PO3TrOPTaHHS Ta (PYHKIIOHYBaHHS 3aXUILEHUX LEHTPIB 00pOOKU
JaHWX;

3) yAOCKOHAJIEHH MiAXOIB A0 3aXHUCTy 1H(OpMalli 3 ypaxyBaHHSIM Cy4acCHHX
PU3UK-OPIEHTOBAHUX IMIIXO/IB, 110 Mepeadayvae:

mepexil BiJl PETyIIOBaHHS CTBOPEHHS KOMIUIEKCHHX CHCTEM 3aXHUCTy
iHdopmarlli 1y eIEeKTPOHHUX IMyOJIYHUX CEPBICIB (30KpEMa PEECTPIB) 10 CHUCTEM
yopaBJiHHS Oe3rekoro iHdopmMallii Ta OMIHKH iX BIAMOBIIHOCTI 32 MIXKHAPOJIHUMH
cragaapramu, NIS-mupexktuBamu, Oe3nmeKOBUMU TUTaHHSAMU periameHTy elDAS
1010 €JICKTPOHHOI 1IeHTU(IKAITT;

PO3IIMPEHHS] MOJIEN 3aCTOCYBaHHS PHU3UK-OPIEHTOBAHMX MEXaHI3MIB 3aXHUCTY
1H(dopMarrii Ta cucTeM yrpasiiHHSA 0e3meKoro 1H(opmartii;

nepexij Bia JIIEH3yBaHHS J0 3aJlydeHHs JIJI1 BUKOHAHHS pOOIT 31 CTBOPEHHS Ta
OIIIHKM BIJMOBIIHOCTI CUCTEM YyMIpaBJiHHS Oe3rekoro 1HQopmarli creriaaizoBaHuX
H1IPUEMCTB, CTBOPEHHS BINOBIIHOTO PEECTPY BUKOHABIIIB TaKUX POOIT;

peamizalilo 3axOAiB 31 CTAaHOBJEHHS Ta PO3BUTKY JlepKaBHOT CIy>KOu
CHemiajJbHOro 3B'SI3KYy Ta 3axucTy 1HpopMauii VYkpainu sk be3nexkoBoro
aKpeIUTAIITHOTO OpraHy, 0 3/1MCHIOE OpraHi3allilo aKpeauTaIlli 3 TUTaHb 0e3MeKn
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yCiX HaI[lOHAJbHUX KOMYHIKAIIIHO-1H()OPMaLIHHUX CHUCTEM, Y AKX 00pOoOIseThCs
iHpopmaiis HATO 3 oOMeXEeHHMM JIOCTynoM, 3a0e3ledyeHHs IPOBEICHHS
aKpenuTallii 3 MUTaHb OE3MEeKH TAKHX CHUCTEM;

MIPOJOBXKEHHST PO3POOTICHHS Ta BIPOBAPKCHHS KpUNTOTpadidHUX CTaHIAPTIB,
o 3a0e3MeunTh HEOOXITHUN PIBEHb 3aXHCTy I1HGOpMaIli y TMepexiTHUui Bij
TPaIUIIHHOTO IO KBAHTOBOTO Ta Y IOCTKBAaHTOBUI TIEPi0IH;

BIOCKOHAJICHHSI 3aKOHOAABCTBA 3 MHTaHb KPUOTOTPa(iuHOrO Ta TEXHIYHOTO
3aXUCTy 1HPOpMaIli 3 00MEKEHIUM JOCTYIOM B 1H()OPMAIIITHO-TEIeKOMYHIKAIHHUX
cucreMax Ta Ha o0'ekTax 1H(GOpPMAIIHHOI AiSUIBHOCTI, 3aBEPIICHHS BIPOBAIKEHHS
(po3mMpeHHsT HOMEHKJIATypH) TEXHIYHUX pillleHb, 3aco0iB 3axHUCTy iHGopMarii
BITYM3HSHOTO BUPOOHHUIITBA;

HAaOyTTS CHCTEMOIO YPSJAOBOTO TIOJBOBOTO 3B'SI3KYy CIPOMOXKHOCTI  ITIOJI0
IHTEpOIEepadeIbHOCTI, NUIAXOM 3aBEPLICHHS IEPEOCHAIICHHS TEPUTOpPIaIbHUX
MIJPO3ILTIIB  CydaCHUMH KOMIUIEKCAMH  CICHIIbHOTO 3B'SI3Ky, CYMICHHUMH 3
HassBHUMHM CUCTEMaMH CIEIlaIbHOTO 3B's13Ky 30poitHux Cun Ykpainu;

PO3BUTOK MDKHApPOJHOTO CHIBPOOITHUIITBA Ta IMIUIEMEHTAIII0 KpaIIuX
CBITOBUX MPAKTUK Ta CTAHAAPTIB;

BIIPOBAKCHHS MEXaH13MIB JIepKaBHO-TIPUBATHOTO IMAPTHEPCTBA Y cpepi OIIHKH
BIJIMOBITHOCTI, OOTOBOPEHHS Ta BU3HAHHS CXeM cepTudikallii 3 0e3meKku MpoIyKIIii,
MPOILIECIB Ta CUCTEM MPUBATHOTO Ta MyOJIIYHOTO 3aCTOCYBaHHS;

3armovyaTKyBaHHs CHiBpOOITHULTBA 3 AreHTcTBoM €C 3 NMUTaHb MEPEXKEBOI Ta
1H(popmarriitnoi 0e3nexu (ENISA);

3aMpoOBaKEHHS] aJIbTEPHATUBHUX MEXaHI3MIB MOHITOPUHIY CTaHy O€3IeKH
1H(opMarii;

4) ¢popmyBaHHs Ta peamnizallis AEp>KABHOI MOJITHKU y cdepl Kibep3axucry, 1o
nepeadayvae:

CTBOPEHHSI Ta PO3BUTOK CIPOMOXKXHOCTEH IIOJ0 3aXUCTy Y KiGepmpocTopi
JepkaBHUX 1HGOpPMAIITHUX pecypciB Ta iHGoOpMaIlii, BUMOTra MO0 3aXUCTy SKOi
BCTAHOBJICHA  3aKOHOM, KiOep3axucT O0'€KTIB KPUTHUYHOI  1H(POpMAIIHHOT
1H(DpaCTPYKTYypH, 3M1HCHEHHS JEPKaBHOTO KOHTPOJTIO Y ITUX cdepax;

YIOCKOHAJIEHHS Ta PO3BUTOK OpraHi3amiiHO-TeXHIYHOI MOJIeTi KiOepOe3neKku sk
CKJIJI0BOI1 HaIllOHAJIBLHOI CHCTEMH KiOepOe3neKu;

BIIPOBA/DKEHHSI ~ CHUCTEMH  ayJauTy  3aXUIICHOCTI  KOMYHIKallMHHUX 1
TEXHOJIOTTYHUX CUCTEM O0'€KTIB KPUTHYHOI IHPPACTPYKTYpH HA BPA3IIUBICTD;

CTUMYJIIOBAaHHSI PO3BUTKY MeEpeXl KOMaHJ pearyBaHHS Ha KOMII'IOTEpHI
naa3suyaiini noAii CERT (CSIRT);
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PO3BUTOK (PYHKIIIOHATBHHUX CHPOMOKHOCTEN JlepkaBHOTO LIEHTPY KiOep3axucry
JepxaBHOI CiIyOu CIelialbHOTO 3B'SI3Ky Ta 3axucty iHGopmalii YkpaiHu Ha
MpUHIKNAX (PaxoBOCTI, BiMOBIIATLHOCTI, TOBIPU Ta JeMUTITapU3aIlii,

CTBOPEHHS MEXaHi3My JCp)KaBHO-NIPUBATHOTO IAapTHEPCTBA Ta EQPEKTUBHOI
CHUCTEMHM B3a€MO/II1 3all1KaBJIICHUX CTOPIH JUIsl BUPIIICHHS MUTaHb KIOEP3axuCTy;

OHOBJICHHSI TEXHOJIOTTYHOT 0a3u KiOeproirony (TpeHIHroBOiI KibepruiaTrgpopmm)
Ta TPOBEJICHHs KiOepHaBUaHb B 1HTepecax CyO'eKTIB 3a0e3rnedeHHs KioepOe3neku
JIEP’)KaBHOTO CEKTOPY Ta KPUTHYHOT 1HOPACTPYKTYPH;

PO3BUTOK MDKHAPOJHOTO CIHIBPOOITHUILITBA Ta MIATPUMKA MIKHAPOIHUX
iHiIiaTHB y cdepi kibepoesneku, normudiaenns cripmnpaii 3 €C ta HATO;

PO3BUTOK CTpPATEriYHUX KOMYHIKAIId JUIsl MIABUIICHHS PIiBHA O0O013HAHOCTI
cy0'ekTiB 3a0e3neueHHs KiOepOe3neKu 3 MUTaHb Kibep3axucry;

5) nojanblIMiA  PO3BUTOK CHUCTEMH MPOTUAIl TEXHIYHUM  PO3BIIKAM,
CIpSIMOBAaHUN Ha 3aXMCT HalllOHAJIBHUX IHTEpeciB y cdepax Oe3neku 1 000POHH,
3HIKEHHSI BIPOT1IHOCTI HETaTUBHOI'O BIUIMBY MPOTHUBHUKA HA CUCTEMY YIIPaBJIIHHS
JIEP’KaBOI0, BAXKJIUBI O0'€KTH KPUTUYHOI 1H(PPACTPYKTypH, 3MEHIICHHS BTpaT
0Cc000BOI0 CKJIaay, 030pOEHHS Ta BIICHKOBOT TEXHIKH, 110 TIepeadaJae:

YIOCKOHAJIEHHS HOPMAaTHUBHO-TIPABOBOi 0a3u y cdepli MpOTUIli TEXHIYHUM
PO3BijIKaM Ta CYHpPOBODKEHHS MOeNi TexHIuHuX po3Binok (TP-2030);

BIIPOBAKCHHS CUCTEMU TEXHIYHOTO PETYJIIOBaHHS y cepl MPOTUAIT TEXHIYHUM
PO3BiAKaM;

NOKpAIIeHHs] MIATOTOBKM (axiBIiB 3a HAOpsIMOM MPOTHAIl TEXHIYHUM
PO3BIJIKAM;

YAOCKOHAJIEHHS JEP>KaBHOTO KOHTPOJIIO 3a CTAHOM TMPOTHAIl TEXHIYHUM
03BiJIKaM B IHTEpecax CEKTopy Oe3neku 1 000poHHU;
5

6) onTUMI3allisg CTPYKTypH Ta MOJEpHI3allisl MaTepialiIbHO-TEXHIYHOI 0a3u
Jlep>xaBHOT cy>k0u CHeIiaabHOTO 3B'sI3KY Ta 3aXUCTy 1iHpopMaIlii YKpaiHu;

7) yIOCKOHAJIEHHSI CUCTEMU TATOTOBKH (PaxiBIliB, 10 mepeadayac:

YIOCKOHAJIEHHS MaTepiaibHO-TEXHIYHOTO Ta  1HGOPMAIIiTHO-IIPOTPAMHOTO
3a0e3nedeHHs] MpoIIFHOTO 3aKiany OcCBITH JlepaBHOT Ciy)OHW CHemiaibHOTO
3B'SI3KY Ta 3axucTy iH(popmarli YKpaiHu BIIMOBITHO 1O HOBITHIX 3pa3KiB 3aco0iB
CHELIaJIbHOTO 3B'A3KY Ta 3aXUCTY 1H(pOpMaIlii;

MiIBUIIEHHS KBamidikaiii HAyKOBO-TIEIATOTIYHOTO CKJIaay MpogiIbHOTO
3aKiany ocBiTH Jlep:kaBHOI ciy:KOM CIEHIaIbHOTO 3B'SI3KY Ta 3aXHCTy 1HQOpMalii
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VYkpainu nuIIXoM CHIBIpali 13 3aKOpJOHHUMHU OCBITHIMU 1 HAYKOBUMHM 3aKJIaJaMH,
y4acTi y MIXKHAPOJHUX HAaBYAHHSX Ta CTa)KyBaHHI;

pO3pOOKY Ta BIPOBA/KEHHsS 1HHOBAILIMHUX TEXHOJOT1M HaBYaHHS Ha OCHOBI
KpaIluX CBITOBUX MPAKTHUK Ta CTAHAAPTIB, OHOBJICHHS METOJUYHOTO 3a0€3TMCUCHHS
HABYAJILHOTO TIPOIIECY, IOCUJICHHS MTPAKTUYHOT CKJIaI0BOI OCBITHIX MPOTpaM;

MIJrOTOBKY (paxiBIiB y cdepl CHeriaabHoro 3B's3Ky Ta 3aXucTy iHbopMarii 1is
CKJIaJIOBUX CEKTOpY O€3IeKH 1 000pOHHU;

CTBOPEHHS YMOB JIJIsl IEPETiArOTOBKY KapiB Ta MiABUINEHHS iX KBamiikarii 3a
CUCTEMOIO "HaBYAHHS MNPOTATOM KUTTA";

3alpoBa/KEHHS HAIIOHAJFHOT IPOTpaMu 3 MiABUIIECHHS IIU(PPOBOT IPaMOTHOCTI
Ta KyJbTypu O€3MEeKOBOTO MOBOKCHHS B KIOEPIpPOCTOpi, KOMIUIEKCHUX 3HAHb,
HAaBUYOK 1 BMIHb, HEOOXIIHMX Il MIATPUMKU LUJIeH KiOepOe3meku, peanizauii
MIPOEKTIB 3 MiIBUIIICHHS PiBHA 0013HAHOCTI MIO0 Kidep3arpo3 Ta Kibep3axucTy;

8) MmOKpalleHHs COILIAJIbHOTO 3aXHUCTy 0co0oBOro ckiamy JlepskaBHoi ciyxOu
CHEIlaJbHOrO 3B'SI3KYy Ta 3axucTy iHdopmalii YkpaiHu Ta HOro MOTHBaLii 10
CIIy)kOHM, a TaKOXX TIOCHJICHHS JIEMOKPAaTUYHOTO IHMBUILHOTO KOHTPOJIO, IO
nepeadoayvae:

HOJIIIIEHHS. YMOB TpOUIOBOrO 3a0e3NedyeHHsl (OIIaTH Mpami) 0coOOBOTO
CKJIaay, 30Kpema, IUISXOM MOJOJaHHS JUCHPONOPIIi B I'POLIOBOMY 3a0e3neueHH]
(ommaTi mpar) MOPIBHSHO 3 IHIIMMH CKJIAJOBUMHU CEKTOpYy Oe3neku 1 0O0OpOoHH,
BCTAHOBJIEHHSI PO3MIpPIB T'POIIOBOTO 3abe3nedyeHHs (OIiaTv Mpall) Ha piBHI, SIKAN
3a0e3nedyyBaTuMe JOCTAaTHI MarepiaibHl YMOBH I HAJEKHOIO BUKOHAHHSA
OCOOOBUM  CKJIQJIOM  CIYKOOBUX OOOB'SI3KIB 3  ypaxyBaHHAM CIEUU]IKH,
IHTEHCUBHOCTI Ta OCOOJIMBOTO XapakTepy poOOTH, a TaKOX CTUMYJTIOBATUME
JOCSITHEHHSI BUCOKUX pE3yJbTaTIiB y CHyKOOBIA HISTIBHOCTI, KOMIIEHCYBATHME
(b13M4HI Ta IHTENEKTyalbH1 3aTpaTH 0COOOBOTO CKIAY;

MOKPAIIIEHHS CTaHy 3a0e3leYeHHsT 0COOOBOT0 CKIIATy KUTIIOM;

3MIMCHEHHS] HAa TIPUHIMIIAX BEPXOBEHCTBA MpaBa, 3aKOHHOCTI, MiJ3BITHOCTI,
pO30pOCTi, €PEKTHUBHOCTI Ta PE3yJbTaTUBHOCTI JEMOKPATUYHOTO IMBUIBHOTO
KOHTPOJIIO 3a JisUIbHICTIO JlepaaBHOI Ciy:KOM CHEIalbHOTO 3B'SI3KY Ta 3aXHUCTY
iHdopmarrii Ykpainu.

Mexanizmu peadnizauii Konuenuii

Peanizamiss  Konmemnmii  3miiiCHIOBaTUMETBCS IUISIXOM  pO3pOOJIEHHS — Ta
BUKOHAHHS BIAMOBIJHUX IUIAHIB 3aXOJIB 3 peaiizaiii mojioxkeHb Konuemniii, 1o
3atBep/kytoThcs KabGinetom MinictpiB Ykpainu. Ilnanum 3axomiB 3 peamizanii
nosioxkeHb KoHIenmii MaroTh MICTUTH BH3HA4y€H1 11, HOPMAaTHUBHO-TIPABOBI M
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OpraHi3amiifHO-yIpaBIHChKI CIIOCOOM IX MOCATHEHHS, 3aXOJW MOHITOPUHTY Ta
oriHkH edeKTUBHOCTI peanizaiii Konerniii.

OuikyBaHi pe3yJIbTATH
Peanizarist Konnemniii gacts 3mMory:

3a0e3neYnTH HaJaHHS HAJIMHOTrOo, 0E3MEYHOr0 Ta CBOEYACHOTO CHEIIaIbHOTO
3B'SI3Ky Y MUPHHH Yac, B yMOBaX HaJ[3BUYANHOTO CTaHy 1 B OCOOIMBUIN NIEPIO/I;

NOCWJIMTH J€MOKPAaTUYHHUI NMBUIBHUM KOHTPOJb 3a MisUlbHICTIO [lepxaBHOI
CITy>KOM CHEIIaIbHOTO 3B'SI3KY Ta 3aXUCTy iHQopMaIli YKpaiHu Ta MiABUIIUTHA PiBEHb
JOBIPH CYCITUTLCTBA 0 11 MisUTBHOCTI;

pO3MIUPUTA (PYHKIIOHAJIBHI MOKJIMBOCTI HallloHanbHOI TeleKOMYHIKAIIHHOT
MEpexi, W0 JacTh MOXJIMBICTh 3a0€3MEUUTH IHTETPAllll0 HASBHUX CHUCTEM
CHELIaJIbHOr0 3B'SI3Ky Ta YHI(IKall0 3aXUIIEHUX €IEeKTPOHHUX KOMYHIKAILIi pi3HUX
JEp)KaBHUX OpraHiB y 3arajlbHOMy O€3MEeKOBOMY KOHTYplI 3 BHKOPHUCTAHHSM
Cy4acHUX ITUGPOBUX TEXHOJIOTIH;

PO3MIMPUTH HANIPSAMHU CHiBpoOiTHUIITBA 3 Opranizariero [liBHIYHOATIAHTUYHOTO
JIOTOBOPY 3 METOI0 HAOYTTs MOBHOMIPaBHOTO wieHcTBa YKpainu B HATO;

3a0€3MeYnTH BHUKOHAHHS HAIIOHATBHUX 3000B's3aHb MO0 aKpeAMTalii 3
MUTaHb OE3MEKN HAI[IOHAJIbHUX KOMYHIKAIIMHO-1HPOPMALIMHUX CUCTEM, Yy SKHUX
o0pobsieThest iHGopmarttis HATO 3 oOMexeHrM T0CTYIIOM;

BIIPOBAJAUTH  MEXaHI3MU  JIEP)KAaBHO-TIPUBATHOTO  MapTHEpPCTBA Yy  cdepi
KibepOe3neKu;

PO3TOPHYTH CHCTEMY KiOep3axuCTy AepaBHUX 1H(OpMAIIHHUX pecypciB Ta
00'€KTIB KpUTUYHOI IHPPACTPYKTYpH;

3aXMCTUTU HAIIOHANbHI 1HTEpecH y cdepl Oe3neku Ta OOOPOHH, 3HUZUTH
WMOBIPHICTh HETaTUBHOIO BIUIMBY 30BHIIIHIX Ta BHYTPIIIHIX YWHHUKIB Ha
TEJIEKOMYHIKAlLlIHY CKJIaJ0BYy CHUCTEMHU YIPABIiHHSA JEpKaBolo, 3a0e3nedyuTH
ki0bep3axucT JepkaBHUX 1H(QOpMAIIHHUX pecypciB Ta OO0'€KTIB KPUTHYHOI
1H(paCTPYKTYpH, 3MEHIIIUTH BTPATH OCOOOBOTO CKJIaay, 030pO€HHS Ta BIHCHKOBOI
TEXHIKH;

pedopmyBaTH OprasizaiiiiHy cTpyktypy Jlep)kaBHOi ciayxOu CHeliaJbHOTO
3B'SI3KYy Ta 3axHCTy iH(popMaiii YKpaiHu, AEperyatoBaTH Ta CIPOCTUTH OKpeMi
IpoLeaAypH;

MiIBUIMUTH e()EeKTUBHICTh BUKOHAHHS TOKJIaAeHUX Ha JlepkaBHY Cioyx0y
CHEI1aJIbHOrO 3B'sI3KY Ta 3aXUCTY 1HPopMalii YKpaiHu 3aBJaHb;
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3a0e3MeYNTH Ha HAJIKHOMY PiBHI MiATOTOBKY (haxiBIiB 13 3aXUCTY 1H(pOpMaIlii,
Kibep3axucry (kid0epoe3neKkn);

OpPraHi3oByBaTH Ta TMPOBOJUTH Kypcu (TPEHYBaHHS) KOPOTKOCTPOKOBOI
MIATOTOBKU 'y cdepl kidep3axucty (kibepOe3meku) i NparliBHUKIB Cy0'€KTIiB
3abe3reueHHsI Ki0epOe3neKu JepKaBu;

rapaHTyBaTH HaJIeKHE MarepiaibHe 3a0e3MedYeHHS O0COOOBOTO  CKIIaIy
JlepkaBHOI clTy>kOM CHEIiaJbHOTO 3B'sI3Ky Ta 3aXUCTy 1HhopMalii YKpainu;

M1BUIIUTH HATINMHICTh, OMEPATUBHICTh JOCTABKHA KOPECIOHICHIIIT, III0 MICTHTH
BIJIOMOCTI, SIKi CTaHOBIIATH JEP’KaBHY TAEMHHUIIO, Ta/ab0 CiIyx)00By iH(DOpMaIrito,
o(iriitHOT KOpecoHAeHIIi Ta qurIoMaTu4Hoi oty [Ipesunenrta Ykpainu, ['onosu
BepxoBnoi Pagu Ykpainu, [Ipem'ep-minictpa Ykpainu, aepKaBHUX OpraHiB, OpTraHiB
MICLIEBOTO CAMOBPSJIyBaHHS, OpPraHiB BIHCHKOBOIO YIpPaBIIHHS, 3aKOPJOHHHMX
JTUTUIOMATHYHUX YCTAaHOB Y KpaiHu;

MIJBUIIUTU TIPECTHXK CIyk0u (pobotn) B JlepxkaBHiA ciyk01 CHemiabHOTO
3B'SI3KY Ta 3aXUCTy iHpOopMaIlii YKpaiHu.

BUCHOBKMH

3 MeTOoW MiBUIIEHHS HANiOHAJBLHOI Oe3lmeku YKpaiHum Ta 3a0e3medyeHHS
e(eKTUBHOTO 3aXUCTy JEpaBHOI 1H(OpMaIIHHOI 1HPPACTPYKTYpH, CTpaTETiuHUN
PO3BHUTOK Jlepcnenss’ 13Ky nependayvae KOMIIJIEKCHY MOJIepHi3allio,
YIOCKOHAJIEHHs Ta TOCHWJICHHS 3aXMIIEHUX CHUCTeM 3B’s3Ky 1 kiOep3axucty. o
KJIFOUOBUX KPOKIB JJI JOCSITHEHHS LUX LI HAJIEXKHUTh IHTETPALllsl MEPEXK y €AUHY
3aXUIIEHY MYJbTUCEPBICHY MaTGopmy HalioHaIbHOI TeIEKOMYHIKAIIIHOT Mepexi,
MEpPEOoCHAIIEHHsS]  MIAPO3JUIIB  Cy4YaCHUMHU IUPOBUMH  3aco0aMu  3B’SI3KY,
MOJIEpHI3allisi CUCTEM 3B’SI3Ky CIHEIIaIbHOTO TPU3HAYCHHS Ta ONTHUMI3allisd
opraHizauiiHux cTpyktyp. lle 3a0e3neunTh HalIiHYy KOMYHIKALIHY MIATPUMKY
Jep>KaBHUX OpraHiB, 0COOJMBO B YMOBaX KpPHU30BUX CUTYaIll}.

TakoX BaXJIUBUMH AaclEKTaMH € PO3BUTOK HOPMATHUBHO-TIPABOBOi 0a3w,
MPOBENCHHS aKpeauTaIlli Il 3aXUCTy KOMYHIKAI[iHHO-1HGOPMAIIITHUX CHCTEM,
YIOCKOHAJIEHHS MEXaHI3MIB KiOep3axHCTy Ta 3alpOBaJKEHHS MPOrpaM MiArOTOBKH
daxiBuiB i3 3axucty iHpopmarlii. BogHoyac He0OX1AHO HAPOIIyBATH CIPOMOMKHOCTI 3
BUPOOHMIITBA KIIOUOBHX JIOKYMEHTIB IS KpUNTOTrpadiyHOTO 3aXHCTy Ta
BIIPOBAPKYBATH CHCTEMH TEXHIYHOTO PETYIIOBAHHS A MPOTHAIl TEXHIYHUM
po3Binkam. [1i 3axonu 103BOIATH HE JIHINE MOKPAITUTH 3aXUIICHICTh 1H(hOpMaIii, aie
U miaBUIIUTU e(eKTUBHICTh poboTH Jlepkcmen3s’sa3Ky, 3a0e3nedyroun HaaliHuN
3aXMCT B1JI Cy4acHUX KiOep3arpo3 1 MOKJIMBICTh BIJIMOBIIATH HA HUX 3JIar0JPKEHO Ta
OTIEPaTUBHO.



