JIEKIIA Ne 3 3
HABYAJIbHOI TUCIHUILIIHU
«CUCTEMM HITYYHOI' O IHTEJIEKTY»
Tema: MeToau He4iTKOI JIOTiKM B 3a1a4ax KidepOe3nexkun

IIurannsa Jekmii

Beryn

1. Teopist HEUITKUX MHOXKUH

2. Metoau no0y10BH (PYHKITIH MPUHAIEKHOCTI HEUITKUX MHOXKHH

3. HeuiTki onepatopu

4, Jlorika poOOTH HEUITKOT CHCTEMH

S. [IpakTiuHe 3acTOCYBaHHS HEUITKOI JIOTIKH B 3a/1ayax KidepOe3neku

BucHoBku

BCTVYII

HaiiGiap11 Bpa)katouoro BJIACTHUBICTIO JIIOJICHKOTO 1HTENEKTY € 3JaTHICTh NMpUAMATU
MpaBUJIbHI PIIICHHS B yMOBaX HEMOBHOI 1 HeuiTkoi 1Hopmaiii. [loOyaoBa moneneit, siki
BIITBOPIOIOTh MHCJICHHS JIIOAWMHU 1 BUKOPUCTAHHS iX y KOMITIOTEPHHUX CHCTEMax Ha
CHOTOJIHI € OJIHIEIO 3 HAMBAXKJIIMBIIIKMX MTPOOIEM HAYKH.

OCHOBHM HEYITKOI JIOT1KM 0YyJIO 3aKJIaJIeHO HanmpuKiHIll 60-X poKiB y Mpaiisix BiJIOMOIoO
amepukaHcbkoro Maremaruka Jlatgi 3ane. JJocnimkxennsa noaidoHoro poay 0ysio BUKIMKAHO
3pOCTalOYUM HE3aOBOJICHHSIM €KCIIEPTHUMH cucTeMamu. «IIITydHmit IHTeIeKTY, M0 JIETKO
CIpaBJSIBCSA 13 3agadyaMu  KEPYBaHHS CKIQJIHAMH TEXHIYHUMH KOMILJIEKCaMH, OYB
0e31opaIHUM B MMPOCTUX KUTTEBUX CUTYAIlisIX, TUITY " SIKIII0 MaIIMHOIO Tiepe TOO0I0 Kepye
HEJIOCBITYCHHM BOJIH - TpuMaiics Bia Hel momgam".

JI71st cTBOpEeHHS IACHO IHTENEKTyalIbHUX CUCTEM, 3IaTHUX aJICKBATHO B3a€EMOJISTH 3
JOJIMHOI0, OYB OTP10E€H HOBUM MAaTeMAaTUYHUMN anapart, SIKUi mepekiaiae 1 HeOJHO3HAYHI
KUTTEB1 TBEPIXKEHHSI HA MOBY YITKUX MaTeMaTUUYHUX (PopMyII.

[lepmmM cepitlo3HUM KPOKOM B IIbOMY HAINpsSMKYy Oyia Teopis HEUITKUX MHOXKHUH,
po3pobiena nokropoM Jlotdi 3ame. Moro pobora "Fuzzy Sets" 3'ssumacs B 1965 pomi B
xypnauti "Information and Control". Bona 3akiiaia 0CHOBH MOJICITIOBAHHS IHTEICKTYaIbHOT
JISUTBHOCTI JIFOJMHM 1 CTaJia MOIITOBXOM JIO PO3BUTKY HOBOI o0OnacTi Hayku -"fuzzy logic"
(fuzzy - HewiTKMt, PO3MUTHIA, M'TKU).

Xoya TOJ1 WOTO CTAaTTA HE OTpUMAaa MIATPUMKH 3 OOKYy AESIKUX KUI aKaJeMIdHOi
CHUIBHOTH, TTOAAIIBIIT poOoTH mpodecopa JI.3ame 1 HOro MOCIiTOBHUKIB 3aKJIad MIITHAN
(dbyHIaMEHT HOBOI TEOpii 1 CTBOPUIIM MEPEAYMOBH ISl BIPOBAHKEHHS METO/[IB HEYITKOTO
VOPaBIIHHS B 1HXEHEPHY MpakTUKy. ChOTOAHI METOIM HEUITKOI JIOTIKH CTajd OJHUM 3
IHCTPYMEHTIB, 10 BUKOPHUCTOBYIOTH 1HXEHEPH pu MPOEKTYBaHH1
BUMIPIOBaJIbHOKOHTPOJIBHUX CHCTEM.

Hoxrop Jlordi 3ane, Hapoauscs B 1921 poiti, BBakaeTbcss 06aThbKOM-3aCHOBHUKOM
BUKOPWCTAaHHS HEUITKOI JoTiKH. 3akiHuuBIm B 1942 pori Terepanchbkuii yHIBEPCUTET 1
OTPUMABIIIU CTYMIHb 3 €JIEKTPOTEXHIKH, BiH BUixaB J0 CIIA, ne HaB4aBcs B



MaccauycercbkoMy TexHOJIOTTYHOMY 1HCTUTYTI (1946) 1 B KostyMOiiicbkkoMy yHIBEpCHUTETI
(1949), ne mizHiIIEe BUKIAAaB TEOPIIO CHCTEM.

IcHye nerena mpo Te, IKKM YUHOM OyJia CTBOpEHa Teopisd "HeuITKUX MHOXUH". OnuH
pa3 3ame MaB JOBTY JIHCKYCIIO 31 CBOIM JPYTrOM BIAHOCHO TOTO, YHUS 3 JIPYXKUH € OLTBII
npuBabauBo0. TepmiH "mpuBabiuBa" € HEBU3HAYCHUM 1 B Pe3ysbTaTl TUCKYCli BOHH HE
3MOIJIM TpUMTH 10 eauHOi ayMku. Lle 3mycuno 3ane copmyitoBaTH KOHIICTIIIIO, SKa
3laTHA TMPEJCTAaBUTH HEUITKE MOHSATTS TUMy '"mpuBadiuBa" B 4UCIOBIH Gopmi. Yimki
PpiuleHHs HeYimKoi 102TKU

Enimenin Knocbkuii 3 octpoBa Kput - HaniBmidiuami moeT 1 ¢igocod, KU )KUB y
VI ct. 10 H.e., onHOTO pasy 3asBuB: «Bce kpiTsanu - Opexynu!». OCKUIbKH BiH 1 cam OyB
KPUTSHHHOM, TO MOTO TaM'ATaf0Th K BUHAX1THUKA TaK 3BAaHOTO KPUTCHKOTO MapagoKCy.

VY TepMmiHax apuCTOTENIEBOM JIOTIKH, B SIKIA TBEPHKEHHS HE MOKE OYTHU OJJHOYACHO
ICTUHHUM 1 XMOHUM, 1 TOA10H1 caMo3arepeueHHs] He MalOTh CEHCY. SIKI0 BOHU ICTHUHHI, TO
BOHU IIOMHUJIKOBI, aji¢ SKIIO0 BOHH ITOMHJIKOBI, TO BOHH 1CTHHHI.

B HeulTKiil JIOTill 3MIHHI MOXYTh OyTH YaCTKOBUMH WJIEHAMHU MHOXHWH. [CTUHHICTD
a00 XMOHICTh MepecTaloTh OyTH aOCOTIOTHUMH - TBEPAKEHHSI MOKYTh OyTH 4aCTKOBO
ICTUHHUMH 1 YaCTKOBO TTOMHJIKOBUMU. BuKOpucTanHs moaiOHOro Miaxoy 103BOJIsE
CTPOTr0 MaTeMaTUYHO JIOBECTH, 110 napaaokc Emimeniga piBHo Ha 50% npaBauBuHii 1 Ha
50% xuOHuUiA.

HeuiTtka siorika B camiii CBOili OCHOBI HECYMICHA 3 apUCTOTEJIEBOM JIOT1KOI0, 0COOJIUBO
o0 3akoHy Tertium non datur («TpeTboro He JaHO» - JaT.), SKUH 3BYYHMTH TaK: SKIIO
TBEPPKCHHS HE € ICTUHHUM, TO BOHO € XMOHUM.

1. Teopist HEUITKUX MHOKHH

Haounum npukiagoM HEUITKOI JIOT1IKM MO>KHA HABECTH BIAMOBIA1 JIFO/I€ HA MUTAHHS:
«Yu xonoaHO BaM 3apa3?». B OUIBIIOCTI BUMIAIKIB JIFOAM PO3YMIIOTh, 110 MOBA HE 1€ TIPO
abCcomM0THY TemMnepartypi 3a mkasnoro Llenascis, a mpo 0coOucTe CIPUMHSITTS TEMIIEPATYPH.
Jlns 6arareox monei +150C Oyae miakoM TeIIor, IS 1HITUX Taka TeMrepaTrypa Oye
TPaKTyBaTUCA K TIPOXOJIOIHA.

Ha BigmiHy BiJ JT0J1€H, MAIIMHU HE 3/IaTHI MPOBOJUTU TaKy TOHKY rpajallito. SKiio
CTaHJapTOM BU3HAYCHHSI X0JIOAy Oyne «remneparypa Hwkue +150 Cy», To +14,990 C
Oyne posuiHtoBaTucs sk xojon, a +150 C - ne Oyne.

ba3oBi KoHIIEIIIIT HEYITKOI JOTIKK € AOBOJII MpocTuMu. Ha puc. 1. mpencraBieHo
rpadik, 0 JormoMarae 3po3yMiTH T€, K JIFOJIMHA CIPUHMae TeMIeparypy. TemmepaTypy B
+100 C nmroguHa cpuiiMae sk X010/, a remneparypy B +300 C - sk cieky. Temmneparypa
B +150 C ogHUM 31a€THhCSl HU3BKOIO, 1HIITUM - JOCTaTHRO KoMdopTHOI0. Hazpemo 1110
rpyny BU3HaYeHb (DYHKIIIEIO TPUHAICKHOCTI 10 MHOXKHH, K1 OTIMUCYIOTh CY0'€KTHBHE
CIIPUMHSATTS TEMIIEPATYPH JIFOJAUHOIO.

AHaIOTIYHO MO>KHA CTBOPHUTH JIOJATKOBI MHOXKHHH, IO OMUCYIOTh CIIPUHHATTS
TeMIlepaTypu JoauHo0. Hanmpukiaa, MoxHa T0aTH TaKl MHOXKHHH, SK «JTy>KE€ XOJIOTHOY



1 «JIye ®apko». MoxkHa onucatu mo1i0H1 GyHKIIT U1 1HIIUX KOHIICTIIIH, HAPUKJIIa/,
JUIA CTaHIB «BIAKPUTOY 1 «3aKPUTO», TEMIIEPATYPU B OXOJIOKYBadl a00 TeMIlepaTypu B

A

TEIUTHLL.

Xon0H0 Komdoprao Kapko

1,0

0,0 =
100C 150(C 250 C 300C

Puc.1. HediTke BU3BHaUEHHS TeMIIEpaTypu

ToOTo0, HEUITKI CUCTEMHU MOKHAa BUKOPHUCTOBYBATH SIK YHIBEPCAJIbHUN allPOKCUMATOP
(ycepenHioBau) qy’ke MIMPOKOTO KJacy JIHIWHUX 1 HeTIHIMHUX cucTeM. Lle He mure
POOHTH OLIBIN HAAIHHUMHM CTpATETii KOHTPOJIIO B HEIIHIMHUX BUIIAJKAX, aJie 1 JO3BOJISE
BUKOPHCTOBYBATH OILIIHKU (PaxiBIIB-€KCIEPTIB JJIs1 HOOYAOBH CXE€M KOMIT'FOTEPHOI JIOTIKH.

Heuimki mroscunu

Hexaii E - yniBepcanbHa MHOKHHA, X - e1eMeHT E, a R - meBHa BJIacTUBICTS.
3BuyaiiHa (4iTka) MIMHOXHHA A YHIBEpCcaTbHOT MHOKUHHU E, enemMeHTH sikoi
3aJI0BOJIBHSIIOTH BJIACTUBOCTI R, BU3HAYAETHCS IK MHOXKHMHA BIIOPSIIKOBaHOI mapu A =
{mA (x)/x}, ne MA(X) - xapakTepuctTuaHa QyHKIIis, 0 pUHMAE 3HAYCHHS |, KO X
3a/10BOJIbHSIE BIacTUBOCTI R, 1 0 - B 1HIIOMY BUIIAIKY.

HeuiTka nmigMHOXHHA BIAPI3HIETHCS BiJl 3BUUAMHOI TUM, 1110 JIs €JIeMEHTIB X 3 E
HEeMa€ OJTHO3HAYHOI BIAMOBII "HI" BITHOCHO BiIacTUBOCTI R. ¥V 3B'A3Ky 3 IUM, HEUiTKa
MiIMHOXKHHA A yHIBEpCallbHOT MHOKUHU E BU3HAYAETHCS SIK MHOKMHA BIIOPSIKOBAHOT
napu A = {mA(X)/x}, 1e MA(X) - XapaKTepuCTUYHA (YHKIIiS MPUHATIECKHOCTI (200 POCTO
(yHKIIIS IPUHAJICIKHOCT1), 1[0 MPUMMAaE 3HaUYCHHS B JEsKIH BIOPSIKOBaH1M MHOXXHUHI M
(mampukiiaa, M = [0,1]).

DyHKIIiS MPUHAIEKHOCTI BKa3ye CTYIiHb (200 PiBEHb) MPUHAICKHOCTI elIeMeHTa X
10 miaAMHOXUHU A. MHOXHHY M Ha3uBarOTh MHOMCUHOIW npuHaedcHocmeti. SIkiuo M =
{0,1}, Tomi HEUITKA IMIAMHOKHHA A MOXKE PO3TIIAIaTHCS SK 3BHYaifHa 200 4iTKa MHOKHHA.

Posrnsaemo muoxkuHy X Beix yucen Bij 0 1o 10. Buznaunmo nigMHo)kuHYy A
MHOXHUHHU X BCIX MIMCHUX YUCEN Bia 5 10 8.

A =[58]

[Toxaxxemo GYHKIIIFO TPUHATICKHOCTI MHOXKHHU A, 1151 QYHKIISI CTABUTh Y
BIIMOBIAHICTD YUCIIO 1 un 0 KO)KHOMY €JIeMEHTY B X, y 3aJIeXKHOCTI BiJl TOTO, HAJIEKHUTh



JaHUM eleMeHT MiAMHOXHUHI A un Hi. Pe3ynbrar npeacTtaBieHuil Ha HACTYITHOMY
MAaJIIOHKY:

Mo>kHa 1HTepIpeTyBaTH €JIEMEHTH, SIKMM TOCTaBJICHA Y BIAMOBIAHICTG 1, K
€JIEMEHTH, 110 3HAXOATHCS B MHOXKHWHI A, a €JIEMEHTH, SKUM TTOCTABJICHO y BIATIOBIAHICTh
0, sIK eJIEeMEHTH, 1110 HE 3HAXOAAThCI B MHOKHHI A.

L5 KOHIIeNIIis] BAKOPUCTOBYETHCS B 6araTh0X 00JIacTAX 3aCTOCYBaHb. AJie MOXHA
JIETKO 3HAWTH CUTYallli, B SIKUX JaHIM KOHIENIi OyJe OpaKyBaTH THy4KOCTI.

Hanpuknao, onuwemo mHoxcury monooux arooei. DopMaibHO MOKHA 3alMCaTH TaK

B = {MHOXUHa MOJIOANX JTHOJEH }

Ock1IbKH, BIK TOYHMHAETHCS 3 0, TO HIDKHS MeKa 111€] MHOKMHH TTIOBUHHA OyTH
HyJieM. BepxHio MexXy Bu3HauuTu Hebarato ckiajHinie. Croyatky BCTAHOBUMO BEPXHIO
Mexy, Harpukiiag 20 pokiB. Takum ynHOM, MaeMo B sk 4iTko 0OMeXeHUI 1HTepBaJl,
oykBanbHO: B=[0,20] . Bunukae nuTanHs: YoMy JIOAMHA B ABAALSTUPIYHUNA FOBLIEH -
MOJIOJIa, @ HACTYITHOTO JHS Bke He MoJoa? OueBUIHO, 1€ CTPYKTYypHA MpodiieMa, 1 SKIIO
MIEPECYHYTH BEPXHIO MEXKY B IHIITY TOUKY, TO MOKHA 33JaTH TaKe 5K MUTAHHS.

binbmn mpupoaHU MIITX OTpUMaHHS MHOKHHM B ckitagaeThcs B mociabiaeHH1
CTPOTOT0 MOy Ha MOJIOJUX 1 HE MOJIOJUX.

3pobuMO 11, BUHOCSYH HE JIUIIE HiTKl CYJIKCHHS:

Tax, 6in Hanexcumv 00 MHONCUHU MOAOOUX Jroodetl Hi,

8IH He HANeHCUmv 00 MHONCUHU MOJIOOUX Jt0Oel, ale

1 OUIBIII THYYK] (POPMYITFOBAHHSI

Tax, 6in Hanexxcums 00 0ocums mMonr0o0ux arooeu Hi,

BIH He Oyice MONOOUIL.

Po3srnsiHemo sik 3a JOMOMOTOI0 HEUITKOT MHOKMHU BU3HAYUTH TaKUW BUPA3, SIK BIH
1€ MOJIOAWH.

B nepuiomy npukiaai MU KOAyBaJid BC1 €IEMEHTH MHOXXHHH 3a 1oromororo 0 uu 1.
[Ipoctum ciocoOoM y3aralnbHUTH JaHy KOHIICTIIIIO € BBeIeHHs 3HaueHHs Mk 01 1.
PeasibHO MO’KHA HABITh IOMYCTUTH HECKIHYEHHE YMCIO 3HaueHb Mk 0 1 1, B OqMHUYHOMY
iarepsami | = [0, 1].

[HTEepnipeTalis yucen nNpyu CriBBIAHOLIEHH] BCIX €J1€MEHTIB MHOXKHHH CTA€ TETEP
OB CKJIAHOI0. 3BUYAWHO, 3HOBY YMCIIO | CTaBUTHCS Y BIAMOBIIHICTH 10 TOTO
eJIeMEHTa, 10 HAJICKUTh MHOXKHHI B, a 0 03Havae, 110 e1eMEeHT TOYHO HE HAJICKUTD
MHOkUHI B. Bci iHIII1 3Ha4€HHS] BU3HAYAIOTh CTYMiHb MIPUHAISKHOCTI 0 MHOKHHU B.

J171s1 HAOYHOCTI MPUBEIEMO XAPAKTEPUCTUYHY (PYHKI[1F0 MHOXKUHU MOJIOAMX JIHOJIEH,
K 1 B IEPIIOMY MPUKIIA]II.



Hexaii E = {x1, X2, X3, x4, x5 }, M =[0,1]; A - HeuiTka MHO>XHHA, JJIs IKOI
mA(x1)=0,3; mA(x2)=0; mA(x3)=1; mA(x4)=0,5; mA(x5)=0,9

Toni A MOXHa TIPEICTABUTH Y BUJI:

A =1{0,3/x1; 0/x2; 1/x3; 0,5/x4; 0,9/x5 } abo

A =0,3/x1 + 0/x2 + 1/x3 + 0,5/x4 + 0,9/x5,

(3Hak "+" € omeparri€ro He JJ0/1aBaHH, a 00'eTHaHHS) a00

x1 X2 X3 x4 x5
A= 0,3 0 1 0,5 0,9

2. Metoan no0ynoBu PpyHKII NPUHAJIEKHOCTI HEUITKHX MHOKHH

QDyHKYil npuHanrexcHocmi HEPO3PUBHO TOB'A3aH1 13 HEUITKUMHU MHOXWHaMH. Turm
(yHKILIT NPUHATIEKHOCTI B 3HAYHOMY CTYII€HI BU3HAYA€ BIACTUBOCTI HEUITKOI CHCTEMH.

3aoasanns ¢yukyit npunanrexcHocmi MOXHa 31ACHIOBAaTH Yy BUIJISIAL CIUCKY 3
SBHUM TI€pepaxyBaHHsIM yCiX €JEMEHTIB Ta BIIMOBIIHUX HHUM 3HA4Y€Hb (YHKIIIT
MPUHAIECKHOCTI  (HAPHUKIAJ, BUKOPUCTOBYIOUM BIAHOCHI YacTOTH 3a JIaHUMH
EKCIIEPUMEHTY SIK 3HAYEHHS MPUHAICKHOCTI), ab0 aHAMITUYHO Yy BUIIISAL GOpMyI
(HampukiIaa, BHUKOPUCTOBYIOYM THUTOBI (HOpMU KpPUBHMX JUIsl 3aBIaHHS (PYHKIIN
MPUHAJIEKHOCTI 3 YTOUHEHHSIM iXHIX MapaMeTpiB BIATOBIAHO A0 JAHUX €KCIIEPUMEHTY).

[cHYIOTB psAMi Ta HENPSAMI Menoou noby008u yHKYiti NPUHAIEHCHOCHII.

VY mnpuBeneHHUX BHINE MPUKIANAX BUKOPUCTAHO MPSMI METOAM, KOJU EKCIEepT abo
npocTo 3ajaae st kKoxxkaoro XOE 3nauennst MA(X), a0 Bu3Ha4Yae GyHKIIFO MPHUHATICKHOCTI
(MembershipFunction). Sk mpaBuio, npsiMi METOaM 3aBAaHHS (YHKINT MPUHAIEKHOCTI
BUKOPHCTOBYIOTHCS JJISI BUMIPHHUX TIOHATH, TAKUX SIK MIBUAKICTH, TOJAWHA, BiJICTaHb, THCK,
TeMrepaTypa TOII0, TOOTO KOJIM BUAUISIOTHCS MOJISIPHI 3HAUCHHS.

B Garatpox 3amauax aJist XapaKTEpPUCTUKH 00'€KTa MOKHA BUIIJIUTH HAOIp O3HAK 1 JJIs
KOXKHOTO 3 HUX BU3HAYWTH TOJIAPHI 3HAYCHHS, 10 BIAMOBIIAIOTH 3HAYEHHAM (DYHKITIT
npuHaIEeKHOCTI, 0 um 1.

Hamnpuknaz, B 3a7a4i po3mi3HaBaHHS 00JIMYYsl MOKHA BUJITUTH HACTYIIHI MyHKTH:

0 1
X1 |BucoTa yona HU3bKUH BUCOKUU

X2 |mpodins HOCca KUpIIaTUil ropoaTuit



X3 | mOBXKHMHA HOCA KOPOTKUIH JOBTUH

X4 | po3pi3 oueit BY3bKi HIUPOKI
X5 |komip ouei CBITIII TEMHI

X6 | dopma migbopinas rocrpa KBaJpaTHa
X7 | TOBIIMHA T'Y0 TOHKI TOBCTI

X8 | komip o0aMqus TeMHH I CBITJIMI
X9 | oOpuc obnuyus OBaJIbHE KBaJipaTHE

J1711 KOHKpPEeTHOTO O0IMYYsl A €KCIIepT, BUXOSMYH 3 MIPUBEICHOI KA, 3a1ae MA(X)
0 [0,1], dbopmyroun BekTOpHY (GyHKIiO npuHaIexkHOCTI { MA(X1), mMA(X2),... mA(x9)}.
Henpsami memoou BU3HA4Y€HHs 3Ha4€Hb (DYHKINI MPUHATIEKHOCTI BUKOPUCTOBYIOTHCS Y
BUITAJIKaX, KOJIM HEMa€ BUMIPHUX €JIEMEHTAPHUX BJIACTHUBOCTEH, uepe3 sIKi BU3HAYAETHCS
HEYITKa MHOKMHA. SIK paBUIio, 11e Memoou nonapHux nopieusans. SIKIo 3Ha4yeHHs PyHKITIH

MIPUHAJICKHOCTI B1JIOMI, HAPUKJIA],

uglx)=w; j=1.2 . .
% l ’ £ l e PSSR " , TO nonale HOplBHHHH)I MOXHa 1moaaTu

) A= {a;}, ne a;=w;iw; MAaTpHUIICIO
BiJTHOIIICHB Dt 2L J # pu

(omepaiiist po3nOALLY).
Ha mpakrtuii ekcniept cam Gopmye Matpuilio A, mpu oMy fepeadadaeThes, Mo
JlaroHajibHI €JEeMEHTH JIOPIBHIOIOThH 1, a JJisi eJIeMEHTIB, CUMETPUYHUX II0J0 TOJOBHOI

miaronami, %i~ l"'a/'f"To6To SKIIO OJIMH €JIEMEHT OI[IHIOETHCS SIK B @ pa3iB OUIbII 3HAUYITUN

HDXK 1HIIWNA, TO Ll OCTaHHIA MOBUHHUMI OyTH B //a pa3iB OUIbII 3HAYYLIUM, HIXK MTEPUIUI.
VY 3arajbHOMYy BHUINAJKY 3a7ada 3BOJUTHCSA 10 MOIIYKY BEKTOpa W, IO 3aJ0BOJbHSE

piBHsmHIO Bumy: AW T AmaxWs A€ Amax . paiiGinplie BracHe 3HaueHHS MaTpumi A.

Ockinbku maTtpulsi 4 TO3WTHMBHA 3a MOOYIOBOIO, PO3B'SI30K [aHOi 3a1ayl ICHYe 1 €
MO3UTUBHUM.

OOMexeHHSIM  METOIB NOMAapHOTO TOPIBHSHHSA € BUKOPHUCTaHHS
cyO'ekTHBHOI 1H(pOpMAILIIT 1 I€IKUX TONYILIEHb [IPU NEPETBOPEHHI ii B CTYIEH1
MPUHAIECKHOCTI HEYITKUX MHOKHH.

Onmumizayitini memoou noboyoosu @yHKyiti npuHaiedcHocmi 3acHOBaHI Ha
rmapaMeTpU4HIA 11eHTHdIKAIl HEUITKUX MOJCICH 3a CEKCIePHUMEHTAJbHUMH JTaHUMU
«BXOJH - BHUXIZl», IPHU SKIM ONTHUMI3YIOTh MapaMeTpu (PYHKI[IH MPUHAICKHOCTI 3 METOIO
MiHIMI3aIlli BIAXUJICHHS MK €KCIEPUMEHTAIIbHUMHU JIaHUMH 1 pe3yJibTaTaMu HEUITKOIO
MOJIEJIIOBaHHS. BUKOpUCTaHHSA ONTUMI3aLIMHOIO MIAX0Ay 3HIMaE Cy0'€KTHBI3M NOOYAOBH
(GyHKLIM PUHATIEKHOCTI, OJJHAK 3aMICTh I[bOT0 BUMAara€ HaBuarO4oi BUOIPKU Ta HEUITKOI
MOJIEl «BXOJU - BUX1a». HemonikoM maHUX METOMIB € Te, 0 (PYHKIIII MPUHAJIC)KHOCTI
OJIHAKOBHX 3a 3MICTOM HEYITKUX MHOXWH BUXOMSThH PI3SHUMH B pe3yibTaTi 1IeHTH]IKAIIT
PI3HHX 3aJIEKHOCTEN «BXOIU -BUX1/1». TakuM YMHOM, (DYHKITiSl MPUHATIEKHOCTI CTA€ CHIIBHO
YyTTEBOIO JI0 HABUAIOUOI BUOIPKU Ta CTPYKTYPH HEUITKOI MOJIEI.



Bizyanizyeamu ¢yukyii npunanesxchocmi HEUITKUX MHOXWH MOXKHA IIIISTXOM
noOynoBu Tpadiky 3aIEKHOCTI 3HAYeHHsS (QYHKII MPUHAJIEKHOCTI | BiJ 3HAYCHHS
eJIeMEHTa HeUITKOT MHOXKUHU X.

BunainsroTs Taki OCHOBHI munu (yHKYill npuHaiedcHocmi. KyCOUYHO-IIHIHHI
byukiii, Z-noaioHi Ta S-moAi6H1 dyHkIi, [1--mogi6H1 QyHKITI.

3. HeuiTki oneparopu

[ITo6 3acTocyBath anredpy st pOOOTH 3 HEHITKUMHU 3HAYCHHSIMH, TIOTPIOHO
BU3HAUYUTU ONEPATOPH, 110 OYAyTh BUKOPUCTOBYBATUCS. 3a3BUYaid, B OyJIeBiil JIoTiii
BUKOPHUCTOBYETHCS JIUIIIE OOMEXKEHUH HAO1p omnepaTopis, 3a JOTIOMOTOIO SKUX 1
MPOBOANTHCS BUKOHaHHS iHIHX omnepartliii: AND (onepartop «I»), OR (omepatop «ABO»),

NOT (omeparop «HE»).
AND |0 1 OR 0 A
0 0 1 0 0 NOT
1 1 1 1 0 A

Mo>kHa 1aTi 6arato BUBHAUYEHb JUIsI ONEpaToOpiB, TPU 0A30BUX 3 SIKUX HABEJEHO B
Ta0IuII.

VY Oynesiii norini 3HaueHHss FALSE («XUBHICTby) exBiBanenTHO 3HaYeHHIO «0», a
sHaueHHs | RUE («ICTUHA») exBiBaneHTHO 3HAYCHHIO «1». AHAJIOTIYHUM YHHOM B
HEYITKIH JIOTII CTYIHb ICTHHHOCT1 MOKe 3MIHIOBATHCS B Jiama3oHi Big 0 10 1, Tomy
3Ha4YeHHS «X0yoa» BipHO B cTymneHi 0,1, a oneparis NOT («Xomnoma») macts 3HauenHs 0,9.
Onepariii HaJ HEYITKUMHU MHOKUHAMU
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4. Jlorika po00OTH HEYiTKOI CUCTEMU

BranuM 3acTOCYBaHHAM TeOpil HEYITKMX MHOKMH € KOHTPOJIEpH HeuiTKoi noriku. Ix
(YHKIIOHYBAaHHS JIENIO BIAPI3HAETHCSA Bl pOOOTH 3BUYAMHMX KOHTPOJICPIB; NJISI OMHCY
CUCTEMHU 3aMiCTh AUQPEPEHIIINHUX PIBHAHb BUKOPHUCTOBYIOTHCS 3HAaHHS ekcrneptiB. Lli
3HaHHA MOXYTb OyTH BHpaXeHl1 3a JIOMOMOTOIO0 JIHTBICTUYHHMX 3MIHHHX, SKI OINHUCaHI
HEYITKUMH MHOKHHAMU.

da3udikanis - 31IcCTaBICHHS MHOKHHH 3HAYEHB X 3 11 PYHKITI€I0 MPUHATISKHOCTI M
(x), TOOTO TepeBeIeHHS 3HAY€Hb X B HEUITKUN (hopmaT (MPUKIIAJ 3 TEPMIHOM MOJIOIUN).

HMeda3udikanis - nporec, 3B0poTHUMN 10 pazudikariii.



Bci cucremu 3 HEUITKOIO JIOT1KOI (PYHKIIIOHYIOTh 32 OJTHUM ITPUHIIUIIOM: TTOKa3aHHS
BUMIPIOBAJILHUX MpHIaAiB (azudikyroThes (MepeBOAATHCS B HEUITKHM popmar),
00poOIsIIOThCS, NeazudiKyrOThCS 1y BUTIIA/I 3BUMHUX CUTHAIB TIOJIAI0THCS Ha
BUKOHABY1 TIPUCTPOI.

CTyniHb NPUHAJIEKHOCTI - 11e HE IMOBIPHICTH, TaK K HEBlIOMa (YHKIIiS
PO3TMOIiTy, HEMa€ TOBTOPIOBAHOCTI €KCTIEpUMEHTIB. Tak, AKIIO B3ATH 3 IPUKIATY
IIPOTHO3Y TOT0JIM JIBl B3aEMOBHUKIIFOYHI MTOA11: Oy1e o111 1 He OyJie 1 MPUCBOITH M JesKi
paHru, TO CyMa I[uX paHriB HEOOOB'A3KOBO Oy/ie JOPIBHIOBATH |, aie SKIO PiBHICTD
BCETaKHU €, TO HEUITKa MHOKHHA BBAYKAETHCSI HOPMOBAHOIO. 3HAYCHHS (PYHKIII1
npuHaaeKHOCTI M (X) MOKyTh OyTH B3STI TUIBKH 3 allpiOpHUX 3HAHb, IHTYILIT (OCBiAY),
ONUTYBaHHS CKCIIEPTIB.

3arajpHa CTPYKTYpPa HEYiTKOI0 MiKpOKOHTpOJIepa

3aranpHa CTPYKTypa MIKpOKOHTPOJIEpa, 10 BUKOPUCTOBYE HEUITKY JIOTIKY, IOKa3aHa
Ha puc. BoHa MICTUTh y CBOEMY CKJIaJll HACTYIHI CKJIaJ0BI:

brok dazidixkarrii.

ba3za 3HaHb.

biok pimieHs.

brok nedasidikarrii.

bnoxk (azidikanii mepeTBOpro€ YiTKl BEIUYHHH, K1 BUMIPSHI HA BUXOA1 00'€KTa
KEepyBaHHS Y HEUITKI BETUYUHM, 1[0 OMKCAaHI JIHIBICTHYHUMU 3MIHHUMH B 0a31 3HAHb.

brok pinrens BukopucToBye HewiTki yMoBHi ( if - then ) mpaswuia, mo 3akiageHo B
0a3y 3HaHb, JJIA IEPETBOPEHHS HEUITKUX BXIAHUX JAHUX B KEPYIOUl BIUTHBH, SIKI MAIOTh
TaKOXK HEYITKUN XapaKTep.

brok nedasidikalii nepeTBOproe HEUITKI 1aH1 3 BUXOY OJIOKY PIllIEHb B YITKI
BEJIMUMHH, SIKI BUKOPUCTOBYIOTHCS JJIs1 KEPYBAHHS 00'€KTOM.

Puc. 1. 3arasiibHa cTpyKTypa HEYITKOTO MIKPOKOHTpOJIepa

Po3rnssHeMo BUNaI0K KepyBaHHS MOOUIBHUM POOOTOM, 3a/1a4€l0 SIKOTO € 00'131
nepemko 1. Beenemo asi minreictuyni 3MiaHi: JIMCTAHIIIA (Bixcrans Big podoTa 10
nepemkoan) 1 HAIIPAMOK (kyT Mixk OAOBXHBOIO BICCIO poOOTa Ta HAMPSIMKOM J10
MEPENIKO/IN).

Posrnsnemo ninrsictuuny 3minny JIMCTAHIIA. 3nauennsmu ii MokHA BU3HAUUTH
tepmu JJAJIEKO, CEPE/IHBO, BJIM3bKO 1 AYXKE BJIN3bKO. [lns dizuunoi peamizarii



JIHTBICTUYHOT 3MIHHOT HEOOX1/THO BU3HAYUTH TOYHI (PI3UYH1 3HAYCHHS TEPMIB IT1€7
sminHoi. Hexait sminHa JIMCTAHIIISA moxe mpuitmaTi Oyb-sKi 3HAYSHHS 3 Alana3oHy
BiJl HYJIA 1O HECKIHUYEHHOCTI. BiMOBIAHO 10 TeOpil HEUITKUX MHOXKHWH, B TAKOMY BHUTIIAAKY
KO)KHOMY 3HAUCHHIO BiJICTaH1 13 3a3HAYEHOTO J1alla30Hy MOXKe OyTH MOCTaBJICHE Y
BIJIMOBIAHICTD JIEAKE YUCJIO BiJ HYJIS IO OJIMHMIT, 110 BU3HAYAE CTYIIHb TPUHAICKHOCTI
naHoi ¢iznuHoi BiacTaHi (mpurryctumMo 40 ¢M) 10 TOTO YU 1HIIIOTO TEPMY JIIHTBICTHYHOT
sminHoi JIMCTAHILILA.

CryImiHb MPUHAICKHOCTI BU3HaYaeMo (QyHKIIiero prHaIexxHocTi M(d), ne dBigcrann
1o niepernikoan. B Hamomy Bunaaky Biactadb 40 cM. MoHa 3a7aTH CTYMIHb
npuHasiexkHocTi g0 tepmy A YKE BJIM3bKO, o nopisutoe 0,7 , a 1o Tepmy BJIN3BKO -
0,3 (puc. 2.). KonkpetHe BU3HaUEHHS CTYIEHS MPUHAJICKHOCTI BU3HAYAETHCS EKCIIEPTAMHU.

Puc. 2. JlinrBictuyna 3MiHHA 1 PYHKITIS TPUHATIEKHOCTI

3minnit HAITPAMOK, sika Mmoxe npuiiMatu 3Ha4eHHs B Aiana3oHi Big 0 1o 360
rpaaycis, 3agamo Tepmu BJIIBO, ITPAMO 1 BITPABO.

Tenep HEOOX1IHO 3aaTH BUXIAHI 3MiIHHI. Y JaHOMY MPUKJIIAI1 TOCTaTHBO OJHIET, SIKY
HazBemo KYT I[IOBOPOTY. Bona moxe mictutu Tepmu: PI3KO BJIIBO, BJIIBO,
ITPAMO, BITPABO, PI3KO BIIPABO. 3B'130K Mi>k BXOJIOM Ta BUXOJ0M
3amam'siTOBY€TbCS B TAOIUI(l HEUITKUX TPABUIL

Tabnuis HeUITKUX MPaBUIT

Koxnwuii 3anuc B qaHiil Tabnuill BiAMOBIAA€ CBOEMY HEUITKOMY MPaBUITy, HAIIPUKIIA:



SIKIIO AMCTAHIIIS IO TIEPEIIKOIN - «OM3BKO0Y 1 HAMIPSIMOK «IIPaBUi», TOJI KYT TIOBOPOTY
«P13KO BIIIBOY.

TakuMm yuHOM, MOOUTHHUN POOOT 3 HEUITKOIO JIOT1KOI0 Oy/e MpaIffoBaTH 3a
HACTYITHUM TPUHLHUIIOM: JIaH1 3 CEHCOPIB MPO BIACTaHb 0 MEPEIIKOAN Ta HAIPSIMOK JI0
Hel OymyTh daszudikoBani, 00pOOIICHI 3T1THO TAOJIUYHUX MPaBwi, AedazudikoBaHi i
OTpUMaHI1 JlaH1 y BUTJISA1 KEPYIOUUX CUTHAJIIB HAIXOAATh Ha MPUBOIU poOoOTa.

Ilepeeazu neuimkux cucmem

MoXIHMBICTh ONEPYBATH BXIAHUMU JAHUMH, 3aJJaHUMH HEYITKO: HAIMPUKJIad, J1aHi, sKi
HETepEePBHO 3MIHIOIOTHCS B Yacl (JuHaMIYHI 3aj1a41), 3Ha4€HHS, 1110 HEMOKJIMBO 3a/1aTH
OJTHO3HAYHO (pe3yIbTaTH CTATUCTUYHUX OIMMTYBaHb, PEKJIAMHI KOMITaHi1);

MoxIMBICTh HEHITKOI (popMaltizalili KpUTepiiB OIIHKH 1 TOPIBHIHHS: ONIepyBaHHSI
KputepisMu "OuTbLIICT", "MOXIHMBE", TEPEBaXHO" TOILIO. ;

MoXIUBICTh MPOBEACHHS SKICHUX OI[IHOK SIK BXIJIHMX JIaHUX, TaK 1 BUBEACHUX
pe3yNbTaTiB: 3HAYEHHS JIAHUX, 1X CTYyNEHb JOCTOBIPHOCTI (HE IUIYTaTH 3 IMOBIpHICTIO!) Ta
il po3nmoAlIoMm;

MO>XITMBICTh MPOBEJCHHS MIBUIKOTO MOJICIIOBAHHS CKJIAHUX TUHAMIYHUX CUCTEM
Ta iX NOPIBHSUIBHUIA aHa13 13 3aJJaHUM CTYIIEHEM TOYHOCTI: ONEPYIOYH MPUHLIUITAMU
MOBEIIHKK CHCTEMH, onncanumu fuzzy-meronamu:

MO>KHA IBUJIKO 3'sICYBaTH TOYH1 3HAYEHHS 3MIHHUX 1 CKJIACTH MpaBUiIa, IO iX
ONMKCYIOTh, MOHa OLIIHUTH P13H1 BapiaHTH BUX1THHUX

3HAYEHb.

Howupeni nomunkosi yaeieHns npo HewimKkoi 102iKu

HeuiTka j1orika € HETOYHOIO: IO CBOili OCHOBI HEYITKA JIOT1KA HE OlJIbIIIC HETOYHA,
HDK cTaHAapTHa apudmMerrnka. GakTuuHO BOHA HAbarato OUIBII TOYHA MPU POOOTI 3
HETOYHOIO 1H(POPMAITIETO.

B ocHOBI HEYITKO1 JIOT1KH JIe)KaTh IMOBIPHICHI MipKyBaHHS. IMOBIpHICTh Ma€ CIipaBy
3 IIIaHCAMM BUHMKHEHHS THX YH 1HIIHUX IIOA1M, a HEYITKA JIOT1KA - 3 CaMHUMH LIUMU
noAisiMU. 3a3BUYail HEUITKA JIOT1Ka Ma€ CIIpaBy 3 IBO3HAYHICTIO, @ HE 3 HEBU3HAYEHICTIO.

HeuiTka norika moOyaoBaHa Ha OCHOBI PsiTy €BPUCTUYHHUX MTPUITYIIICHb.

Xoya yepe3 IHTYITUBHICTb IPUPOIX HEUITKOT JIOTIKU 3 MEPUIOTO MOIJISIAY 1 MOXKeE
3/1aTHCS, 10 JIeXkKaTh B 11 OCHOBI ITpaBUJia BUOpaHi IOBUIBHO a00 3aCHOBaHI TIJILKU Ha
3I0pPOBOMY TITy3/Ii, aJie HAacIpas/i OyJI0 CTPOTO JOBENICHO, IO I1i IPABWIIA € BIDHUMHU.

5. IIpakTH4HEe 32CTOCYBAHHS HEYiTKOI JIOTiKM B 3a1a4ax KidepOe3neku

Komnu Tinbku 3'aBuiacs Teopist HEHITKOT JIOT1KY, B HAYKOBUX JKypHaiax MO>KHa OyJi0o
3HAWTHU CTATTI, IPUCBSUEHI i1 MOKJIMBUM O0JIACTAM 3aCTOCYBAaHHA. Y Mipy MPOCYBaHHS



PO3pOOOK B JIaHiil 00J1aCT1 YUCIIO TPAKTUYHUX 3aCTOCYBaHb JJISI HEUITKOI JIOT1KH 110Yajio
HIBUKO 3pocTatu. B manumii yac ueit nepesik OyB OM HaATO JOBTUM, alie OCh KiJIbKa
MPUKIAJIB, K1 JOTIOMOKYTh 3pO3YMITH, HACKUIBKH IIMPOKO HEUITKA JIOTiKa
BUKOPHCTOBYETHCS B CUCTEMaXx YIPaBIIHHSA 1 B 3a7ja4aX K10epOe3MeKHu.

CporoHi e1eMEeHTH HEYITKOI JIOTIKM MO>KHA 3HAWTH B 6araTb0X MPOMHUCIOBUX
BHUpOOax - BiJ CUCTEM KEPYBAHHS €JIEKTPOINOi3aMu 1 00MOBUMH BEPTOIBOTAMHU JI0
moOyTOBOI TeXHIKH. be3 3acTocyBaHHS HEUITKOT JIOTIKM HEMUCIIUMI Cy4acH1 CUTYaIliiH1
LEHTPY KEePIBHUKIB 3aXiTHUX KpaiH, B IKUX MPUHAMAIOTHCS KIIOYOBI MOMITUYHI PillICHHS 1
MOJICITIOIOTHCS BCUISIKI KPHU30B1 CHTYaITIi.

AKTHBHUMH CIIO)KMBa4YaMH HEYITKOI JIOT1KU € OaHKIpH 1 ()1IHAHCUCTH, a TAKOXK
¢axiBii B 00;1aCTi MOMITUYHOTO i EKOHOMIYHOTO aHaMi3y, 3aj1a4i SKUX BUMaraloTh
[IOJICHHOT'O IPUMHATTS MPABIIIBHUX PIIIICHb Y CKJIaJHUX YMOBaX Hemepea0auyeHoro
puHKY. BOHU BUKOPUCTOBYIOTh HEUITKI CUCTEMH JIsl CTBOPEHHS MOJIEJIEH Pi3HUX
€KOHOMIYHHX, MOJITUYHUX, OIPKOBUX CUTYAIlIH.

CniztioM 3a ¢iHaHCUCTAaMU, KOTHITUBHUMH HEYITKUMHU CXEMaMHU 3all1KaBUIIUCS
npomuciosi rirantu CIIIA. Motorola, General Electric, Otis Elevator, Pacific Gas &
Electric, Ford i inmm Ha movatky 90-x modyanu iHBECTYBaTH B po3po0Ky BHPOOIB, 1110
BUKOPUCTOBYIOTh HEUITKY JIOTIKY. Matouu conigHy GpiHaHcoBY "miaTpuMKy", hipMu, 10
CHEeNI1aIi3yI0ThCsS Ha HEUITKIH JIOTIL, OTPUMAaIH MOXJIMBICTh aalTyBaTH CBOi pO3pOOKH
JUI LIMPOKOTO KOJIa 3aCTOCYBaHb.

[TpucTpoi /u1st aBTOMATUYHOI MATPUMKH IIBUIKOCTI PyXy aBTOMOOUIS 1 301IbIIICHHS
e(eKTUBHOCTI / CTabUILHOCTI POOOTH aBTOMOOUTLHMX JBUTYHIB (kommawnii Nissan,
Subaru). Cuctemu po3mnizHaBaHHS pyKonmucHOro Tekcty B PDA (kommasis Sony).

[TonimmeHHs cucTeM OE3MEeKH JIJIsl aTOMHUX peakTopiB (kommanii Hitachi, Bernard,
Nuclear Fuel Div.). Yopasniauas poooramu (kommanii Toshiba, Fuji Electric, Omron).

[TpomucioBi cuctemu yupasiinas (kommanii Aptronix, Omron, Meiden, Sha, Micom,
Nisshin-Denki, Mitsubishi, Oku-Electronics ta in.).

Heuimka moodenv ma 3acio oyintosannus puszukie ingpopmauinunoi oeznexu \Wi-Fi
Mmepedsic

be3apoToBi Mepexi Ha ChOTOJHINIHINA J€Hb BUKOPUCTOBYIOTHCS MPAKTUYHO Y BCIX
chepax aismpHOCTI. LlIMpoke BUKOpUCTaHHSA OE3APOTOBUX MEpPEX OOYMOBIEHO THM, IO
BOHM MOXYTh BHKOPHUCTOBYBAaTHCS HE TUIHKM Ha TEPCOHAIBHUX KOMITHOTEpax, a W B
TenedoHax, MIaHIeTax 1 HOyTOyKax, iX 3py4YHICTIO 1 HOPIBHSIHO HEBHCOKOIO BapTICTIO.

B Hamr yac MeTou BIUIMBY Ha KOHKYPEHTIB IEPEXOASTh Bl (PI3MYHOTO BILTUBY J10
1HTeNeKTyabHOTO. [Ipr 1IbOMY BUKOPHCTOBYIOTHCSI HOBITHI CITOCOOH 1 3aCO0HM
HECAHKI[IOHOBAHOTO OTpUMaHHs 1Hpopmailii. Came ToMy aKTyaJdbHUM € HEOOX1AHICTh
OLIIHKY PU3UKIB 1H(OpMaIiiiHOT Oe3neku sl T00yA0BH €PEKTUBHUX CUCTEM 3aXUCTY
iH(popmartii . [cHyr0U1l METOIH OIIHKY PU3HKIB B OUTBIIIOCTI CBOiM 3aCHOBaH1 Ha TEOPIAX



HMOBIPHOCTI 1 KJIACHYHUX MHOXHH. L1 MeTOIM He T03BOJISIIOTH BpaxXyBaTH TOM (pakT, 1110
Oyab-siKa CKJIa/lHa CUCTEMa € JUHAMIYHOIO CUCTEMOIO 3 HAOOPOM HEBU3HAYCHHUX JAHUX.
CucreMu OLIIHKH PU3HKIB, MTOOY0BaHI Ha 3aCTOCYBaHHI HEYITKOI JIOT1KU
XapaKTePU3yIOTHCS JIOTTYHICTIO 1 BUCOKOIO CTIMKICTIO B TOMY BHUIIAJIKY, KOJIU aHAJII3
PHU3HKIB 3/IIMCHIOETHCS] B yMOBaxX HeCTaul JaHUX 1 3HaHb. Tomy 3pa3 € po3po0sieH1 Mojei
HEYITKI OLIHKH PiBHA 3aXUCTY 1H(popMallii Ta mporpamHi 3aco0u Ha i OCHOBI.

Memoouxa eusenenns kivepamax muny JS(HTML)/SCRINJECT na ocnosi
3ACMOCYSAHHA MAMEMAMUYHO20 ARAPAMY Meopii HewimKux muoxcun [2]

TyT npencTaBieHo METOANKY BHUSIBICHHS OJIHI€T 3 HAUTIOIIUPEHIUX KibepaTak - JS
(HTML)/Scrinject Ha ocHOBI 3aCTOCYBaHHS MaTEMATHYHOI'O ariapaTy TEOpii HEYITKUX
MHOHH Ta HEYITKOTO JIOTTYHOTO BUBOJY. PO3poOka MeTonuku 6a3yeTbest Ha alrOpuTMI
T, SKUW BKJIIOYa€ B ce0€ eTanu MiAroTOBKU BXITHUX AaHUX, azudikallii 3Ha4YeHb
JOCIIKYBaHUX MMapaMeTpiB Ta 3A1MCHEHHS POLIEAYPH HEUITKOTO JIOTTYHOTO BUBOJY.

HIM3 JS (HTML)/Scrinject — tposiHChKa mporpama, 3a3BHuYaii 3aBaHTaXY€ThCS 3
BeOCalTIB, SIKI MPOMOHYIOTh KOPUCTYBa4YaM 3aBaHTa)KyBaTH Ta/abo 3aIlycKaTH OHOBJICHHS,
HAIPHKIAJ, JUII TaKuX IporpaMHux aoaaTkis, sk Flash Player a6o Java Virtual Machine.
[Ticns 3amycky, ITI3 Scrinject HanamroByeThCsl Ha AaBTOMATHYHUI CTapT Ta 3a JOTIOMOT OO
JavaScript-ciieHapiiB nmepeHanpagiisie KOpUCTyBaua Ha HeOE3MEUHI peCcypcH, IO T03BOJISE
KIOEp3JIOUMHISIM Y TOJAJbIIOMY 3IIMCHIOBAaTH 1H(QOPMALITHO-PYIHIBHI BIJIMBU Ha
1H(1KOBaHY CHCTEMY.

[TocninoBHicTh xapakTepHux Aiil nanoro I3 3BoguThCcs 10: cnpod 3BEpHEHHS 10

[aTepHeT-pecypciB 13 MIKIJIMBUM BMICTOM 3 MOTO)KEHHSIM KOpUCTyBaya abo 0e3

TaKOTO, PH YOMY KOPUCTYBa4eBl BUBOJAUTHCS MTOBIAOMIICHHS
13 3aIIMTOM 30BCIM 1HIIOTO KOHTEKCTY; aBTOMATUYHOTO 3aIyCKy CLEHApIiB Ha

3aBaHTakxeHHd 1H1Ioro 113 6e3 3roau
KOpUCTYBaua; iHINiIOBaHHA 3anucy [13 70 aBTOMaTUYHOrO 3aIycKy 13 3aBaHTAKCHHSIM

CHUCTEMH; TOMITHOTO Ui KOPHCTyBada JOJATKOBOTO HABAaHTAKEHHS HAa CUCTEMY

(pecypeu
ONEpPAaTUBHOI MaM ST, 3aBaHTAKEHHS POLECOPA, MOBUILHUMN BIJIKIIUK CUCTEMH Ha JIii);

1HIIIIOBaHHS 3aBAHTAXKCHUMU CLIEHAPISIMU IOCUTh BEJIMKO1 KIIBKOCTI 3aITUTIB J10
pi3HOMaHITHHX [HTEepHET-pecypciB (CEpBICIB) i/l BUTJISIIOM OHOBJICHD.

OcKkiJIbKU MOJIeTTh JaHO1 KibepaTaku € He TapaMeTPUIHOIO, a TTIOBEAIHKOBOIO, TO
JIOIIUTBHO Ha eTari 11 BUSBJICHHS ONTMPATUCS caMe Ha 11abJOH/TaTTePH MOBEIHKH.

Meronuka BUSBIICHHS mepenoadac BU3HAYCHHS (QYHKIM CUCTEMH, a TAaKOX MOTOKIB
iH(popMmartii, SKi MOB’A3yI0Th Mk c0000 BKazaHi (yHKIli. BiamoBimHo no meromosorii
¢dyukiionaasHoro mojentoBanns IDEFO [8], Ha puc. 1 npeacTaBieHo KOHTEKCTHY Alarpamy
piBHs A-0, Ha AKii 3rigHO aHamizy 1iiei ta ¢yHkuiiit CBA BU3HaYeHO BXIJHI Ta BUXIAHI
JlaH1, YIPaBIIAI0Yl KOMIOHEHTH Ta MeXaH13MHU (Cy0’€KTH), 10 BIUIMBAIOTh HA pPe3yJIbTar.
KoHTekcT cucteMrn OOMEXEHO OJHIEI0 ITepalll€l0 MPOLECy BHU3HAYEHHS HAJIEAKHOCTI
kibeparaku g0 tuny JS (HTML)/Scrinject.
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Puc.1. Kontekctna A-0 giarpama nmpoliiecy BU3HAUYCHHS KJlacy KibepaTtaku

BXigHuMu 1aHUMU € MOBeniHKOBA 1H(opMallis B IHPOpMalliHO-TEIEKOMYHIKALIHII
Mmepexi (ITM), Ha OCHOBI aHaMI3y SIKOi IPUIAMAETHCS PILLIEHHS OO0 BUSBJICHHS
KibepaTaku Ta TeJIEeMETPis MEPEKEeBOro TpadiKy — CTATUCTUYHI J1aHl JIJIsl YTOUHEHHS
(amanraiii) yHKIIIH HAJIEKHOCTI 3 METOIO BpaxyBaHHSI OCOOJIMBOCTEN Ta yMOB
(YHKLIOHYBaHHSA CUCTEMH — 00’ €KTa 3aXHUCTY.

YpaBiastouuM KOMIIOHEHTOM € MaTeMAaTHYHUN anapaT Teopii HEUITKUX MHOKHH.

Cy0’€exTH, 3a TOMOMOI0I0 IKUX BIIOYBAETHCS TAHUHM MIPOIIEC: EKCIIEPTH — Ha eTarl
HaJalTyBaHHs cucteMu BusiBlieHHs ataku (CBA), 30kpeMa 3anoBHeHHs 0a3u 3HaHb (B3)
MpaBUJIaMU Ta aIMIHICTPATOp 3 KibepoOe3neku — ocoda, siKiii HaJJal0ThCsl YIIPaBIIHCHKI
pimeHHs cucteMoro npo ctad [TM 11 3a1icHeHHS OAANIBIINX MPEBEHTUBHUX 3aX0/IB Y
pasi HeoOX1THOCTI.

Buxigaumu qaHuMH € repeBipeHa Ha BiIMOBIAHICTh ONMCAHOMY ITIA0JIOHY TTOBEIIHKU
kiOepaTaku 1H(PpOpMaLlisl y BUIJISIL JIOTTYHOTO BUCHOBKY, SIKUM XapaKTepu3ye NOTOYHUMN
ctaH O6e3nexku [TM 11040 HasIBHOCTI JOCHIIKYBaHOT Ki0epaTaku y peKUMi peaIbHOTO 4acy
RTC (Real-Time Clock).

OTmxe MeTouKka BusBIieHHs Kibeparaku Ty JS (HTML)/Scrinject ckinanaeTses 3
HACTYITHUX €TaIliB, 1[0 BU3HAYAIOTh MOPSAIOK J1 JJIsl CBOEYACHOTO Ta JOCTOBIPHOTO ii
BUSIBJICHHSI, SIKI TIPEACTABJICHO y BUTIISA1 (DYHKIIIOHATLHOT CXEMH Ha PUC. 2.
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Puc. 2 ®yHkiioHagpHa cxema Mpollecy BU3HAYCHHS Ki1acy KibepaTaku THIY JS
(HTML)/Scrinject

1 eman — MATOTOBKA BXITHUX JTaHUX. BUKOHAHHS IILOTO €TaITy XapaKTepU3yIOThCs
MOCIIIOBHICTIO JIiH, SIK1 MPE/ICTaBICHI HACTYTHOO (PYHKIIIOHAJIBHOIO J1arpaMor0 Ha pHC.
3.
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BxinHumu qaHuMM Ha TaHOMY €Talli € oBeaiHKoBa iHdopmailis nporeciB B [TM, sika
MPEICTABICHA HACTYTHUMU JIiH28ICIUYHUMU 3MIHHUMU HA OCHOBI aHAJII3y XapaKTepHUX
nii kidoeparaku JS (HTML)/Scrinject:

GET_NET — 3BepHenns 1o IHTepHeT-pecypciB 13 MIKIATUBUM BMICTOM 3
MOTO/KCHHSIM KOpHCTyBaua abo 0e3 Takoro;

AUTOSTART_BOOT — aBromMaTH4HMII 3aITyCK CLIEHAP1iB HA 3aBaHTaKEHHS 1HIIOTO
13 Ge3 3ronu KopucTyBaua;

AUTOSTART - inimiroBanns 3anucy [13 10 aBTOMaTH4YHOTO 3aMycKy i3
3aBaHTaKEHHSM ONepaliifHOi CUCTEMU;



BOOT_LEVEL — piBeHb 3aBaHTaXEHOCTI OIEpaliiiHOT CHCTEMH Yy BIJCOTKaX;

REQUEST — inimitoBaHHS JOCUTH BEJIMKOI KIJTbKOCTI 3aIUTIB 10 Pi3HOMAaHITHUX
[aTepHeT-pecypciB (cepBiciB) Mij BUTJISAOM OHOBJICHD.

Hacrtymaum nporiecom € 3arnoBHeHHs b3 HEUITKMMU TTpaBUJIaMH, 1110 OITHUCYIOTh
ctanu noeAiHkd B I'TM 3 HacTymHUMM JIIHTBICTUYHUMH T€PMaMHU Ta BiAMOBIAHUMU
3HAYCHHSIMHU:

GET_NET, AUTOSTART_BOOT, AUTOSTART, REQUEST — {,,H — au3pka
[m0 5], ,,C — cepenns [5,10,15,20]”, ,,B — Benuka [Bix 20 1 Bumie]”} Ha yHiBepcymi [0,50];
BOOT_LEVEL — {,,H — vu3wkuii [n0 25]”, ,,nC — HIK4E cepennnoro [20, 30, 401, ,,C —
cepenniii [40, 45, 55, 65], ,,BC — Bumie cepeannoro [60, 70, 801, ,,B — Bucokwuii [Big 80 1
Buie]”} Ha yHiBepcywmi [0, 100].

Ha puc. 4 npencrasieHo rpadidde 300pakeHHS OITMCAHUX JIHT'BICTUHYHUX TEPMIB
(yHKILIM HAJIEXKHOCTI.
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Puc. 4 T'padiune 300paxkeHHs1 ONMCAHUX JIHTBICTHYHUX T€PMIB (PYHKI[IH HAJIEKHOCTI

VY 3BexeHiit Tabauill 2 npeacTaBiaeHo npaBuia 3 b3 Ta BiAMoOBIaHI M eKCTIEpTHI

pIIIICHHS.
Taomung 2
Cranu I'TM onucaHi HEUITKUMU 3BAKEHUMU TTPaBUSIaMU

BxigHi TIHMBICTHYHI 3MiHHI (03HAKH aTakH ,,back’) Baroswuii BucHoBOK

GET_NET | AUTOSTART BOOT | AUTOSTART | BOOT _LEVEL | REQUEST KoedirieHT y

H H H H H W, d,

H H H B H w, d,

B G C BC B W, d,

B B B BC B W, d,

B B B B B W, d,




I d,—d. — BaplaHTH €KCIEPTHUX PIIIEHb WOAO cTaHiB ITM:
e s
dl —d 2 — HOpMaubHHM cTaH [TM;

— HasBHICTb KiOepaTaku B ITM knacudikoBanoi sik JS
(HTML)/Scrinject.

praBJIHIO‘II/IMI/I KOMIIOHCHTaMH € MaTeMaTUYHUI arrapar Teopi'l' HEYITKUX MHOKUH

Ta HEYITKOTO JIOTIYHOrO BUBOJLY, & TAKOXK Barosi koedimientu npasui "V, orpumani Ha
OCHOBI 3aCTOCYBaHHS METOJly PAHTOBHX OLIIHOK 3 METOIO PAaH)KyBaHHS (BIOPSAKYBaHHS)
HEYITKUX MPaBWJI, BU3BHAYEHUX EKCIIePTaMH 3 KibepOe3neku, 1110 XapaKkTepu3yroTh ix

BIICBHEHICTh Y KO)KHOMY NpUiHATOMY pimienHi [9, 10, 11]. Tak, Wi~ Ws__ garosi

koedirienTn HeuiTKUX npaBui y b3. Takuii miaxia 703BOJIS€ MIABUIUTH €()EKTUBHICTD
HEYITKOT'O JIOTITYHOTO BUBOAY, OCKIJIbKH BPaXOBY€EThCA BIIHOCHA 3HAUYIIICTh (II€peBara)
HEYITKUX IPaBUI.

Cy0’eKTH, 32 TOMIOMOTOIO AKUX B1AOYBa€ThCA JaHUMU MPOLIEC — EKCIIEPTH 3
KiOepOe3neKu.

Buxigni gani — 3aroBHeHa HeviTKa 6a3a 3BaKeHUX IpaBuiI Ipo ctanu [TM.
2 eran — ¢a3zudikauis. BUKOHaHHA TaHOTO €Taly XapakTEePU3YIThCA MOCTIT0BHICTIO
JTiHA, sIK1 IpeACTaBJIeHI HACTYIMHO (PYHKIIIOHAIBHOIO JIIarpaMor0 Ha puc. S:
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Puc. 5 ®ynkiioHanpHa giarpama Apyroro eTamy 3arnpornoHOBaHOT METOIUKHI

Ha nanomy erari 3amporoHOBaHOT METOJIMKN BU3HAYAETHCS CTYIIHD HAJIEKHOCTI

3HAYCHb JIOCIDKYBAHUX MapaMeTpiB TEPM-MHOKHHAM BHUITIEBKA3aHUX JIIHTBICTHYHUX
3MIHHHUX.

JocnimkeHHs: 03HaK JaHO1 KibepaTaky MPOBOAMIOCH Ha OCHOBI Z,S — mo1i0HOT0

(moyaTok/KiHeUp Alana3oHy 3HAY€Hb), TPUKYTHOTO (A ) Ta TpaneneinansHoro (T)



(TpoM1XH1 3HAYEHHS Jllalla30HY 3HA4Y€Hb) TUITY (YHKIIIH HAJIEKHOCTI 3 HACTYITHUMH
3HaueHHsAMH (1, 2):

GET_NET, AUTOSTART_BOOT, AUTOSTART, REQUEST — {,H — Hu3bka
[m0 5], ,,C — cepenns [5, 10, 15, 20]”, ,,B — Benuka [Bix 20 i Bumie]”} Ha yHiBepcyMi [0,
50;

BOOT_LEVEL - {,,H — au3skuii [go 25]”, ,,aHC — amx4e cepeaanoro [20, 30, 4077,
,,C — cepenniii [40, 45, 55, 65]7, ,,8 C — Bumie cepeanroro [60, 70, 80]”, ,,B — Bucokuit
[Bix 80 1 Bumie]”} Ha

yHiBepcymi [0,100].

3 wmeroro 3ale3nedeHHs e(EKTUBHOTO BHSBJIEHHS  Kibeparak Tumy JS
(HTML)/Scrinject y pisaux ITM 3a npu3HauY€HHSAM, TOIOJOTIEIO Ta CIIEHH(IKOI0 TOIIBHO
BpaxOBYBaTH YMOBHU Ta OCOOJMBOCTI iX (yHKIIIOHYBaHHs. Tak, HajamToBaHi eKCrepTaMu
3HAUYEHHS TEPMIB (YHKIIIA HAJIEKHOCTI, Bl SKUX 0araTo B YOMY 3aJISKUTh TOYHICTH Ta
JOCTOBIPHICTh OTPUMAHOI'0 JOTIYHOTO BUCHOBKY MOTPEOYIOTh YTOUHEHHS (aaanTailii) Ha
OCHOBI CTaTUCTUYHHMX JAaHMX TeleMeTpli mepexkeBoro tpadiky. Llg 3agaua moxe Oytu
BHpIIIEHA NUIIXOM 3aCTOCYBAaHHS MATEMaTHYHOTO arapaTy TeHETHYHHX aJITOPUTMIB, Ha
KOJKHI# 1Tepallii IKOro Alana3oHd TEPM-MHOXKUH (PYHKIIN HATIEKHOCTI MIJIATal0Th OIIHII
(GyHKII€I0 BIAMOBIIHOCTI, sIKA B CBOIO Yepry mnpuilMae y4acTb y (OpMyBaHHI HOBOi iX
nonyJssiiii [10]. B pe3ynbTari po3BUTKY Takoi MOMYJISIT aJITOPUTM 3BOJUTHCS 10 BUOOPY
ONTUMAJIBHUX 200 CyOONTUMAIbHUX 3HaY€Hb TEPMIB.

BuzHaueHHs CTyNeHI0 HAJIEXKHOCTI 3HaY€Hb JIOCTIKYBAaHUX MTapaMEeTPIB, 1110
OMKCYIOTh MOBEAIHKY MporieciB y ITM 31iiiCHIOETBCS Ha OCHOBI MO/IENICH:

lix<a 0,x<a
x—a _ I x—b
M, (x;a,b) = l+lcm(\ az,anSb H(x;a,b) = —+lam(\ rl,al<x<b (1)
2 2 \b—a ) 2 2 \b—a
0,x>b Lx>b
0,x<a X—a
,a<x<b
X—a b—a
,a<x<b
b-a L.bEx <€
M. (x;a,b,c) = M (x;a,b,c,d) = (2)
c—X d—x
JD<x<e jesxs<d
c—b d-c
De=x 0,x¢(a,d)

VYnpapisgiouuMy KOMIOHEHTAaMHU € MaTeMaTUYHUN anapat Teopii HeUITKUX MHOKUH
Ta HEYITKOT'O JOTIYHOTO BUBOAY, b3 Ta MITy4HI reHeTUYH1 alrOPUTMH.

Cy0’exTH, 32 TOTIOMOTOIO SIKUX B1AOYBA€THCS JAHUMN MIPOIIEC — EKCIIEPTH 3
Ki0epOe3neKu Ta aIMIHICTPATOp, KU Mae 3MOTy MpHUiiMaTH y4acTh B HanamtyBanHi CBA
y 3B’A3KY 3 0e3mocepeiHiM BUKOHAHHAM M0CaJ0OBUX 1HCTPYKILIIM Ha KOHKpeTHI [TM.

BuxinHi qaHi — po3paxoBaHi CTyIEHI HAJIEKHOCTI 3HAUYEHb JOCIIKYBaHUX
napameTpiB o0 crany [TM.



3 eTanm — HewiTKHUii JIOriYHMii BUBiJA. BUKOHAHHS HaHOTO eTamy nepeadayae
MIPOBEICHHS PO3PaXyHKIB HaJ OTPUMAHUMU CTYTICHSIMHU HAJICKHOCTI HA MTOTIEPETHBOMY
eTari JiIsl BCiX eKCIIePTHUX PillieHb Y HewiTKii b3 3 MeTo10 BUu3HaueHHs HalO1IbIII
BIJIMOBIJHOTO BUCHOBKY Ha OCHOBI 3aCTOCYBaHHS HEUITKUX MaKCUMIHHHUX OIepalliil.
Onuca"uit mporec MOKIIMBO MPEICTABUTH Y BUTIISIA1 HACTYITHOT CUCTEMH HEHITKUX
JIOT1YHHUX PIBHSHB:

u% (B Xssn®, ) = MaX. {
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Taxk, mpu oTpuMaHH1 3Ha4eHb y pexkuMi RTC, 1110 BiAMOB11atI0Th €KCIIEPTHUM
BHCHOBKaM -aJIMIHICTpaTopy 3 KibepOe3neku Oyie BUBEACHO PIllICHHS PO HASBHICTDH B
I'TM ki6eparaxu, knacudikoanoi sk JS (HTML)/Scrlnject.

BXimHuMU JaHUMH € CTYIIeH] HAJISKHOCTI 3HaUYeHb BX1JHUX MapaMeTpiB
TEPMMHOXHMHAM 0OpaHuX (PYHKI[IH HAJIEKHOCTI. YPaBIAIOYMM KOMIIOHEHTOM €
MaTeMaTUYHUI anapar Teopii HEUITKUX MHOKHH Ta HEYITKOTO JIOTTYHOTO BUBOJY.

Cy0’ekTH, 3a JONOMOTOI0 SIKMX B1AOYBa€TbCA AAHU MpoLEC: aaMIHICTPaTop

(3)

3

Ki0epOe3neku — oco0a, K HaAarThCs YIPABIHCHKI PIIEHHS cUcTeMOO Tipo ctad [TM

JUTS 3IIMCHEHHS MTOJANBIINX MPEBEHTUBHUX 3aX0/11B y pa3l HeOOX1THOCTI.

BuxigaumMu n1aHuMu € nepeBipeHa Ha BiAMOBIAHICTh ONMKUCAHOMY 1IA0JI0HY MOBEIIHKH

kibepaTaku 1H(POpMaLlisl Y BUTIISIAL JIOTIYHOTO BUCHOBKY, IKUH XapaKTepu3ye
noTouHui ctan 6e3nexku ['TM 1110710 HAsIBHOCTI TOCTIIKYBaHO1 Ki0epaTaku y pexuMi
peanbroro yacy RTC (Real-Time Clock).

Takum yuHOM, IPEJCTABICHO METOIUKY BUSBIICHHS KiOepaTak Tumy JS
(HTML)/Scrinject, sika Ha BigMmiHy Bijl iCHYyFOUHX, 3a0€3MeUy€ iX BUSBICHHS B yMOBaX
pexXUMY peanbHOTo yacy ¢pyHkiionyBanHs [TM Ha OCHOBI1 TOCTIKEHHS MTapaMeTpiB,
SAKUMU XapaKTepu3yeTbes Kibeparaka. EkcriepumenTanbHa nepeBipka 3aCTOCyBaHHS
3aMpONOHOBAHOI METOAMKHY Ha MIPAKTHUIIl JO3BOJISIE 3pOOUTH BUCHOBOK TIPO IT1IBUIIICHHS
TOYHOCTI Ta JOCTOBIPHOCTI BUSIBJIEHHS pO3riIsiHyTOi Kibeparaku CBA. Ilpaktuuna
L[IHHICTh METOJUKH MOJISITA€ Y MOXKJIMBOCTI BUSIBJIEHHA KiOepaTak sik B yMOBax
HEBH3HAYCHOCTI Ta HEYITKOCTI YMPaBIIA0O4O0i 1H()OpMaIlii, Tak 1 3 BpaxXyBaHHSIM YMOB Ta
0c0o0IMBOCTEN (PYHKIIIOHYBaHHS 00’ €KTa 3aXUCTY.
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