CTBOpEHHS HEBEJIUKOI MepeKi

3anpowyemMo OO0 CTBOpPEHHSs HeBenukoi mepexi! Bu oBonoginu 6Ginblwot 4acTuHOW yHOAMEHTaNbHUX
3HaHb, HeoOXigHMX Ons HanawTyBaHHA Bawoi BnacHoi mepexi. Kyon Bu nigete gani? Bwu, 3BunualiHo,
O6yoyete mepexy. | Bu He Tinbkn Oyayete, Bu nepeBipsieTe, yn BOHa Npauioe, i, HaBiTb, yCyBaeTe AesiKi
nowmpeHi npobrnemn mepexi . B gaHomy po3gini nepenbadeHi nabopaTtopHi pobotn Ta poborta y Packet
Tracer, siki JONOMOXyTb Bam BiATOMMTU CBOT HOBI HABMYKM B pori agMiHicTpaTopa Mepexi.

MeTa po3ainy: Peanisauis cxemn ans HEBENMKOI MepeXi, Lo BKIT0Yae MapLUpyTu3aTop, KOMyTaTop i KiHLEBI
NPUCTPOI.

3aroa0BOK TaOIHIIl

Ha3zga Temn Meta BUBYCHHSI TEMHA

1. ITpucTtpoi y HeBesMKiii Mepe:ki BusHauuTH npucTpoi, sIki BAKOPUCTOBYIOThCA B HEBEIMKIN MEPExXi.
2. 3acTOCyHKH Ta NPOTOKOJIH BuzHaunTH NPOTOKONH 1 32CTOCYHKH, SIKiI BAKOPHCTOBYIOTECS B
HeBeJINKOI Mepexi HEBEJUKIH Mepexi.

3. MacmrtabyBaHHS 10 OLIBIINX

Mepesk [osicHuTH, SIK HEBETMKA MEPEKa CTBOPIOE OCHOBY /15 OLTBIIUX MEPEK.

BukopucTanHs pe3ynbTaTiB KOMaH I ping i tracert JJis mepeBipKu

4. IlepeBipka 3'eTHAHHS , . Lo . .
3'€JTHAHHS Ta BCTAHOBIICHHS BiJIMOBITHOI ITPaIle3/1aTHOCTI MEpPexi.

Buxkopucranns koman By3ia ta IOS 11 oTpuManHs iHpopMalii mpo

5. Komanam By3aa ta I0S B .
IPHUCTPOI B MEPEKI.

6. MeToau noOImyKy Ta yCyHeHHs OmnwucaT TPaAWIiiHI METOM BUSBIICHHS 1 yCyHEHHS HECIIPaBHOCTEH y
HeCIpPaBHOCTEH MEpEexi.

7. Cuenapii momyky Ta ycyHeHHsI

. VCcyHEHHS HECIIPABHOCTEN IIPUCTPOIB Y MEPEXKI.
HecnpaBHoOCTel y p PHUCTPOIB y M€

1. IIpucTpoi y HeBeMKIiN Mepexi

1.1. Tononorii HeBenUKoi mepexi

BinbwicTe NianpMeMCTB HEBENWKI, TOMYy HE AMBHO, WO W OGinblwicTb 6i3HEC Mepex Takox
HEeBENuKi.

ApxiTekTypa HeBenukoli Mepexi 3as3Buyan npocta. KinekicTb i Tun nig'egHaHux NpUCTPOIB
3HAYHO CKOPOYYETHLCS B MOPIBHSAHHI 3 BiNbLUOK MEPEXELD.

[nsa npuknagy po3rnsaHeEMO Npuknag Mmepexi Manoro Gi3Hecy, KM MoKa3aHO Ha PUCYHKY.



IHTEpHET

Lis HeBenuka mepexa notpebye mapwpyTusaTopa, KomyTatopa Ta TO4YKM 0e3apoTOBOro
poctyny ana 3'egHaHHa kopuctyBadiB i WI-Fl-kopuctyBadis, |IP-TtenedoHy, npuHTepa Ta
cepBepa. Hesenuki mepexi 3assumyan MawTb ogHe nig'eaHaHHa WAN, wo 3abesnedyyetbcs
DSL, kabenem abo Ethernet 3'egHaHHaM.

Benuki mepexi notpebytoTe IT-Bigginy ana niaTpyumkun, 3axmcTy Ta YCYHEHHSI HECMpaBHOCTEWN
MEPEXHUX MPUCTPOIB | 3axMCTy oOpraHidauiHux gaHux. KepyBaHHSI HEBESIMKOK Mepexeto
BUMarae 6GaraTbOX TWUX e HaBMYOK, WO i Ti, sIKi HeoOXigHi ANnA KepyBaHHS BEJMKOLD.
Hesenuknummn mepexamn kepye micuesun IT-TexHik abo HewTaTHUI dhaxiBeLb (3a KOHTPAKTOM).

1.2 Bubip npucTpoiB Ansa HeBenukoi Mmepexi
Ak | Benuki mMepexi, HeBenuki Mepexi BumaralTb MNMaHyBaHHSA Ta NPOEKTyBaHHS, LWo06

BignosigaTn Bumoram kopuctysadiB. lnaHyBaHHs 3abe3nevye, W0 BCi BUMOrn, hakTtopu BuTpaT
Ta BapiaHTW po3ropTaHHs ByayTb HaneXHUM YMHOM BpaxoBaHi.

OagHvm 3 nepwux  apXiTeKTypHUX pileHb €  TuUn  MPOMDKHUX  MNPUCTPOIB,  SKi
BUKOPUCTOBYBaTUMYTbCS ANA MNIATPUMKUA MEPEXI.

@ HaTWCHITE KOXHY KHOMKY ANS OTpMMAaHHS O0AAaTKOBOT iHchopmaLii npo cakTopwu, SKi HeobxigHO BpaxoByBaT Npu BUDOpI
MEPEKHWX MPUCTPOIB.

WeunakicTe | TUNKW nopTis/ . MosxmMBOCTi Ta cepBick onepauiiHoi
. . MacwrabosaHicTb
iHTepdeiicie cucTemmn

Baprtictb

BapTicTe komyTaTopa abo mMaplpyTM3aTopa BU3HA4aETLCA WOro NOTYXHICTIO | ocobnusocTamu. Lle Bkniovae B cebe KINbKICTE | TMNK
JOCTYNHWX MOPTIB | NPOAYKTUBHICTb BHYTPILIHBLOT WKHW. IHWKWMK dakTopamK, SKi BNNUBAKTL HA BAPTICTb, € MOXITMBOCTI KEpYBaHHSA
Mepexeto, BOynoBaHi TexHonorii 6e3neku Ta aogaTkoei NnepenoBi TexHonorii komyTauii. Takox HeobxioHO BpaxoByBaTH BUTPaTH
kabenbHUX Tpac, HeobXiaHMX ANA NiA'eAHaHHA KOXHOro NpUCTPOoto B Mepexi. LLle oAHMM KNYOBMM eneMeHToM, WO BRWBaE Ha
BMTPaTH, € 0BCAr pesepByYBaHHA, AKMM NOBWMHHA BONOAITH Mepexa.



. . MoxnueocTi Ta cepgicu onepaujiiHor
Baprictb Macwra6osaHicTs
cucTeMU

LWBMAKICTb | TUNK NopTiB/iHTepdenciB

Bwbip kinbKkocTi | TNy nopTiB Ha MapwpyTnaatopi abo koMyTaTopi - KPUTKYHE pileHHs. HoBiwi komn'toTepy makoTe BOygosaHi NIC
3 nponyckHoto 3aatHicTio 1 I6iT/c. [leaki ceprepn MoXyTb HaBiTE MaTW NOPTU 3 NponyckHoto 3aaTtHicTio 10 MBiT/c. Bubip npuctpois
piBHA 2, K MOXYTb 3abe3aneunTu 36inblUeHHS LWWBWAKOCTI, A03BONAE Mepexi po3BmBaTica 6es 3aMiHU LieHTpansHUX NpUCTPOIB.

. LLiBnAkicTs | TMNK NopTis Mo:knnBeocTi Ta cepBicy onepauiiHoi
BaprticTb i EREl p paul

iHTepdeiiciB cuctemu

MacuwTaboBaHicTb

MepexHi NpUCTpOi BUNYCKarTbCA B (DIKCOBaHIA Ta MOAYNbHIA KOHIrypauii. ®ikcoBaHi KOHIrypauii matTe NeBHWIA TUN | KINbKICTb
noptie abo iHTepdpelicie. MogyneHi NPUCTPOT MakTe CrNOTU PO3LWMPEHHS, AKi 3abe3nevyoTh rHy4YKiCTe AoAaBaHHA HOBMX MOOYNiB
y Mipy HeoBxigHocTi. KomyTaTopy NOCTaBNAKTLCA 3 A0AATKOBUMM MOpTaMi ANs BUCOKOLUBWMAKICHUX anniHKie. MaplwpyTnaatopu
MOXYTb BUKOPUCTOBYBaTUCA ANA Nid'eAHaHHS pisHuX TuniB mepex. HeobxigHo nogbatu npo Bubip BiANOBIAHWMX MOAYNIB i
iHTepdeiiciB ANA KOHKPETHOro HOCIS.

LLBuakicTs | TUNK nopTie/

MacluTtaboBaHicTe

BapricTb

iHTepdeiicie

MoXnueocTi Ta cepBicu onepauiliHOl CUCTEMM
MepexHi NpUCTPOT NOBUHHI MaTK onepaliiHi CUCTEMW, SKi MOXYTb BUKOHYBATW BUMOMW OpraHisaLlii, Taki sK:

. KomyTauia 3 piBHA

. TexHonoriga TpaHcnauii MepexHux agpec (NAT, Network Address Translation)

« [poToKkon AnHaMiYHoT KoHirypauii Byana (DHCP, Dynamic Host Configuration Protocol)
. besneka

« fAkicTe o6enyroBysaHHs (QoS)

. |P-TenedoHia (VolP)

1.3 IP-agpecauifa Ana HeBenuKoI Mepexi

Mpw peanisauii mepexi cTBOpITb cxemy IP-agpecauii i BukopuctanTte ii. YCi By3nu Ta npucTpol B
Mepexi IHTepHeT NOBUHHI MaTK YHiKanbHy agpecy.

MpucTpoi, siki 6yayTb BpaxoByBaTn cxemy IP-agpecadii, BKntoYaoTb HAaCTyMHE:

e [lpuCTpOIi KiHLEBMX KOPUCTYBAUIB - iX KiNbKICTb | TN 3'egHaHHA (TO6TO gpoTOoBE,
GesnpoToBe, BigganeHun gocTyn)

o CepBepu Ta nepudepinHi NpUCTpoi (Hanpuknag, npuHTepu Ta kamepu 6esnekn )

e [lpomixHi NPUCTPOI, BKMOYaO4YM KOMYTaTOPU Ta TOYKM OOCTYyny

PekomeHayeTbcs nnaHyBaTn, JOKYMEHTYBaTU Ta nigTpumysaTu cxemy |IP-agpecadii 3anexHo
BiZ TuNy npucTpoto. BukopuctaHHsa 3annaHoBaHol cxemu |IP-agpecadil nonerwye BUSABIEHHS



TUMNY NPUCTPOIO | YCYHEHHA HECNPAaBHOCTEN, SIK HAaNpuUKag, NPy YCyHeHHi HecnpasHOCTEN
MepeXHOoro Tpacdiky 3a 4OMOMOro aHanisatopa NpoTOKOMIB.

Hanpuknapg, 3BepHiTbCA 40 TONOMOriT opraHisauii Mmanoro t1a cepeHboro po3mipy Ha PUCYHKY.

192.168.1.0/24

192.168.2.0/24
IHTepHeT

192.168.3.0/24

OpraHizauii notpi6bHo Tpn LAN ans kopuctyBadiB (To6TO0 192.168.1.0/24, 192.168.2.0/24 i
192.168.3.0/24). OpraHisauis Bupiwuna peanidyBaTu nocnigosHy cxemy IP-agpecadii ans
KOXHOT nokanbHoi Mepexi 192.168.x.0/24, BUKOPUCTOBYOYM HACTYMHWI MaH:



Tun npucTporo IIpusHavennii giamazon IP-aapec IMincymoBaHo fiK......

OCHOBHHH IIITIO3

192.168.x.1 - 192.168.x.2 192.168.x.0/30
(MapupyTtuzatop)
KomyTaTopu (makc. 2) 192.168.x.5 - 192.168.x.6 192.168.x.4/30
Touxku mocTymy (Makc. 6) 192.168.x.9 - 192.168 x.14 192.168.x.8/29
CepBepu (Makc. 6) 192.168.x.17 - 192.168.x.22 192.168.x.16/29
[IpunTepu (Maxc. 6) 192.168.x.25 - 192.168.x.30 192.168.x.24/29
[P-tenedonu (makc. 6) 192.168.x.33 - 192.168.x.38 192.168.x.32/29
Iporogi npuctpoi (makc. 62) 192.168.x.65 - 192.168.x.126 192.168.x.64/26
BesnpoTori mpuctpoi (Makc. 62) 192.168.x.193 - 192.168.x.254 192.168.x.192/26

Ha pucyHKy nokasaHo npukniag MepexHux npuctpoiB 192.168.2.0/24 3 npusHaveHnmn IP-agpecamu 3a
3asganerigb BU3Ha4veHow cxemoto IP-agpecadii.

192.168.2.0/24

IHTEepHeT
A

Hanpuknag, IP-agpeca wnto3y 3a 3amoByyBaHHAM 192.168.2.1/24, komyTatopa 192.168.2.5/24,
cepBepa 192.168.2.17/24 i T.4..

3ayBaxTe, Wo giana3oHu |IP-agpec, Wwo npmucBoTbCS, Oy HABMUCHO PO3MNOAINeHi 3a
Mexamu nigmepex, wob cnpocTUTM NiACYMOBYBaHHA Tuny rpynn. Hanpuknag, npunyctumo, Lwo
B Mepexy AO0AaHO Le oauH komyTaTop 3 IP-agpecoto 192.168.2.6. LLlob iaeHTudikyBaTn BCi
KOMYyTaToOpu B MEPEXHiN NonitTuui, agMiHicTpaTop MOXe BKasaTu y3aranbHeHy MepexHy agpecy
192.168.x.4 / 30.



1.4 Pe3epByBaHHA B HeBeJUKiN Mepexi

LUle ogHielo BaXnMBOK YaCTUHOK MNPOEKTYBaHHA Mepexi € HaginHicTe. HasiTe mani
nignpMeMCTBa 3aHAATO CUIbHO NOKNaZalTbCA Ha CBOKO Mepexy Ans BeaeHHsa GisHecy. A Buxia
3 rlagy Mepexi MoXe BUSIBUTUCA OYXXe BUTPaATHUM.

[nsa Toro, wo6 niaTpMmyBaTN BUCOKMW CTYMiHb HALIMHOCTI, B NPOEKTYBaHHI Mepexi HeobxigHe
pe3epByBaHHA. Pe3epByBaHHA Aornomarae yCyHyTU OKpeMi TOYKU BiAMOBMU.

IcHye 6GaraTto cnocobGiB BMKOHaHHA pe3epByBaHHA B Mepexi. PesepByBaHHsS MoOxe
30iMCHIOBATUCS LUMSXOM BCTaHOBIIEHHA Oy6ntoBanbHOro obnagHaHHs, ane ue TakoX MOXHa
BUPILLNTW LUNAXOM HafaHHSA NOBTOPIHOBAHUX MEPEXHMX 3B'A3KIB ANS KPUTUYHUX obnacTten, sk
NnokKasaHo Ha PUCYHKY.

PeaepeHi cepeepu JOCTYNHI B pas3i BIOMOBK Cepiepa.

PeaepeHI NnoCcMNaHHA QIACHI ANA HaOaHHA ansTepHaTUBHKX
LLUNAXIB Y pa3l BIAMOBW NOCHUNAHHA.

PeaepeHi KOMYTATOPU HAOAKTLCA B pasi BUXOMY 3 Nany
KOMyTaTopa.

PezgpBHI MapLUPYTU3ATOPW OOCTYMNHI B pa3l BIOMOBW
MapLupyTi3aTtopa abo mapLupyTy.

HeBenuki mepexi 3a3Buyan 3abesneyvyoTb €QUHY TOYKY BMXOody B IHTepHeT yepe3 oavH abo
Kinbka LWM03iB 3a 3aMOBYYBaHHSAM. SAKWO MapLlupyTU3aTop BUMWLLOB 3 fajy, BCS Mepexa
BTpayae nia'eaHaHHsA go IHTepHeTy. 3 uiei npuunHmn gna manoro 6isHecy Mmoxe 6yTn gouinbHUM
cnnaTuTu 3a Apyroro nocrayaribHMKa Nocnyr B AKOCTi pe3epBHOrO.



1.5 KepyBaHHA Tpacpikom

MeTo NpoeKkTyBaHHA MepeXxi, HaBiTb HEBENMKOI, € MiABULLEHHS NPOAYKTUBHOCTI CNiBpOBITHMKIB
i MiHIMi3auis nNpocToiB Mepexi. AAMIHICTpaTOp Mepexi NOBMHEH BpaxoByBaTW PisHi TUNK
Tpadiky i ix 06pobKy B apXiTEKTYpi Mepexi.

MapLpyTu3atopu Ta KOMYyTaTopu B HEBENWKIN Mepexi MNOBMHHI OyTM HanawToBaHi Ha
NiATPUMKY Tpadiky B peXuMmi peanbHOro yacy, Hanpuknaz rosilocoBoro Ta Bigeo, BignoBigHO 0
iHWoro Tpadiky gaHux. Hacnpasgi, Boanun Om3anH Mepexi O03BONUTb pearnisyBaTu SKICTb
o6cnyrosyBaHHA (QoS), Wob peTenbHO KNacudikyBaT Tpadik 3a NPIOPUTETOM, SIK NOKa3aHOo Ha

PUCYHKY.

lNonoc g HanBULLMA

i Tpadik HanpaenAeTLCA B
npiopurer

marictpans B NOPAAKY NpioputeTty

SMTP - CepeaHin

e

Tpadik, BianpasneHui Ha npiopuTer MaricTpansHa mepexa
MapupyTusatop 6ea
npiopuTeTy
MuTTesuin L)Jsuqauuuu

obmit npiopurer

noamonmelilq_lll

FTP sppH aNHKUNNA
npiopurert

MpiopuTeTHa Yepra BkMNoyae B cebe YoTMpy BMAW. Yepra 3 BUCOKMM NMPIOPUTETOM 3aBXAWN MOPOXHIE NepLLO}o.



1.6 NMutaHHA ana camonepeBipku - MpUCTpOi B HEBENUKiN Mepexi

1. flke TBepAKEHHA KOPEKTHO OMUCYE HEBENUKY Mepexy?

(; HeBenwki Mepexi cknagi.
’\j [na Hesenukmx mepex noTpiber IT-eigain gnsa obcnyroByBaHHS.

() BinbLWICTb MANPUEMCTB HEBENMK.

2. Axuid hakTop HeobxigHO BpaxosyBaTu Npu BUOOPI MepexHUX NpUcTpoie?

() konip

AN

-

() KOHCOMbHI Nig'eaHaHHA

A

() BapTicTb

A
~,

.
(

.

) THYYKICTb

3. Wo HeobxigHO cnnaHyBaTh i BUKOPUCTOBYBATU MpK peanizauil mepexi?

-
|

~ .
() HasBW NpUCTpPOIB

() cxemy IP-anpecauii

y

”\j cxemy agpecauii MAC
'
(_) posTalllyBaHHs NpuHTEpa

4. Lo noTpibHo Ansg NigTPUMKM BUCOKOIO CTYMNEeHs HaaiMHOCTI Ta YCYHEeHHS
OAMHWYHNX TOMOK BiAMOBU?

“\j JocTynHicTb (accessibility)
( ; macLUTaboBaHiCTb
)

) UINICHICTE

(j HaAMipHICTb

5. Wo HeobxigHO ansg knacudikadii Tpadiky 3a npiopureTom?

() cxema IP-appecaujii
I/ "\‘ .

) AikicTb 06cnyrosyBakHs (QoS)
I ;
() mapwpyTusauis
P

-
-~

A

) KoMyTaUis

|
.



IIepeBipka
1. AKe TBEPKEHHS KOPEKTHO ONUCYE HEBENUKY Mepexy?

O HeBenwki Mepexi cknagHi.
O [na Hesenuknx mepex notpibeH IT-eigain ang obcnyroeyBaHHS.

@ BinbLUiCTb NiANPUEMCTB HEBEMUKI.

2. Axuin chakTop HeobxigHO BpaxoByBaTtu Npy BUOOPI MepEeHUX NPUCTPOIB?

O Konip

O KOHCONbHI Nig'eaHaHHs

(®) sapricts
() rHyuKicTe

3. o HeobxigHO crinaHyBaTh i BUKOPUCTOBYBATU MpW peanisauii mepexi?

O Ha3BM NPUCTPOIB

@ cxemy IP-aapecalii

O cxeMy agpecadii MAC
O po3TallyBaHHS NpUHTEpa

4. Lo noTpibHO AnNg nigTPUMKN BUCOKOIO CTYMNEHA HaAiMHOCTI Ta YCYHEHHS
OAMHUYHMUX TOYOK BiAMOBW?

(") AoctynHicTs (accessibility)
() macwraGoBaHicTs

O UinicHICTb

@ HaAMIpHICTb

5. Wo HeobxigHo ana knacudikauil Tpadiky 3a npioputeTom?

O cxema IP-agpecadii

@ AKicTb obcnyroByBaHHA (QoS)
(") mapwpyTu3aLis

O KoMmyTaLis



2 3aCTOCYHKM Ta NPOTOKOJHM HEBEJIUKOI Mepexi

2.1 3aranbHi 3aCTOCYHKM

Y nonepegHin Temi o6GroBoproBanmMcs KOMMOHEHTUM HEBENUKOI Mepexi, a TakKoX AesiKi
MIpKYBaHHS1 LWOO0 NpPOeKTyBaHHA. Lli MipKyBaHHA HeOOXidHi, KONMM BM NuLIEe HanawToBYETe
mepexy. [licna Toro, Ak BU HanawTyBanu Mepexy, i Bce e HeobxiaHi NeBHi TUMKN 3aCTOCYHKIB
i npoToKoniB ANnsa poboTn.

Mepe>xa KOpUCHa HaCTiNbKW, HACKINbKN KOPUCHI BUKOPUCTOBYBAHI B Hil 3aCTOCYHKU. ICHye OBi
dopmu nporpam abo npouecis, WO 3abe3neyyoTb AOCTYN B MEpexy: MepeXXHi 3aCTOCYHKM i
cepBicK NpPUKNagHOro piBHS.

MepeXxHi 3aCTOCYHKHU

3acTOCyHKM - uUe nporpamHe 3abe3neyveHHsl, sike BUKOPUCTOBYETbCSA ANS ChifiKkyBaHHA Mo
Mepexi. [lesiki 3aCTOCYHKM KiHLEBUX KOPUCTYyBaYiB peani3ytoTb MPOTOKOMWN MPUKIAAHOro PiBHA
Ta MawTb MOXNMBICTb 6e3nocepeaHbO BCTAHOBMOBATU 3B'A30K 3 HWKHIMW PIBHAMWU CTeEKy
npoTtokonis. MowToBi KNieHTK Ta Be6-Opay3epu € Npukagamm Lboro TUny 3acTOCYHKIB.

3aCTOCYHKMU NpUKNaaHoro piBHA

IHWi nporpamn MoXyTb NoTpebyBaTn 4ONOMOrK CEPBICIB NPUKIAAHOIO PiBHS ANs1 BAKOPUCTaHHSA
MEpPEXHUX pecypciB, Taknx sk nepefada dannis i TMM4YacoBe 36epiraHHs JaHUX MEpPEXHOro
Apyky. MNMpo3opi anga cniBpobiTHUKA, Ui cepBicu € nporpamamu, ki B3aEMOAITb 3 Mepexero i
roTyloTb AaHi 4o nepegadi. PisHi Tunu gaHux, 6yab TO TEKCTOBI, rpadidHi Ym Bigeo, BuMararTb
PiBHMX MEPEXHNX Cryx0, W o6 3abe3neunTu ix HanexHy niaroToBky Ao 06pobkm yHKUIAMN, WO
BUHMKAIOTb HA HWXHIX piBHAX mogeni OSI.

KoxHa nporpama abo mepexHa cnyxba BUKOPUCTOBYE NPOTOKOMM, SiKi BU3HAYalOTb CTaHAapTU
Ta copmaTu gaHux, gki 0yayTb BMKOpUCTOBYBaTUCA. Be3 npoTokoniB Mepexa nepefadi gaHUX
He mana 6 cninbHOro cnocoby opmartyBaHHsA | HanpaBneHHa padux. OAna Toro, wob
posibpatnca B YHKUIAX Pi3HUX MeEpexHux cnyx6, HeobxigHO o3HamomuTuca 3 6as3oBuMMK
NPOTOKOMaMu, siKi perynoTb X poboTy.

Bukopuctosynte gucnetyep 3aBAaHb A5 Nepernsgy NoTOYHUX nporpam, NpoueciB Ta cnyxo,
wo npautotoTb Ha MK 3 Windows, sik nokazaHO Ha pUCYHKY.



Task Manager s
File Options View

Processes Performance App history Startup Users Details Services

21% 47% 0% 0% 15%

f | PU Memory Dich Network GPU jine
Task Manager 4.9% 259 MB 0 M8B/s 0 Mbps 0%

¢ Google Chrome (16) 3.0% 702.4 MB 0.1 MB/s 0 Mbps 6.0% GPUO-3D

8 Desktop Window Manager 2.7% 50.9 MB 0 MB/s 0 Mbps 57% GPUO-3D
# Windows Audio Device Graph Is... 1.8% 5.1 MB 0 MB/s 0 Mbps 0%
8 Windows Driver Foundation - U.. 1.4% 1.0 MB 0 MB/s 0 Mbps 0%
Q Cisco Webex Service (32 bit) (2) 1.2% 90,1 MB 0.1 MB/s 0 Mbps 0%
‘& System 1.2% 0.1 MB 0.1 MB/s 0 Mbps 0%

=] snagit (2) 1.2% 1420 MB 0 MB/s 0 Mbps 23% GPUO-3D
= Windows Explorer (6) 1.1% 764 MB 0 MB/s 0 Mbps 0%
Q0 Webex Teams (5) 0.7% 149.4 MB 0.1 MB/s 0 Mbps 0%
B System interrupts 0.6% 0 MB 0 MB/s 0 Mbps 0%
c: Google Chrome (23) 0.4% 776.4 MB 0.1 MB/s 0 Mbps 0%
&l Coded2 CrashPlan (32 bit) 0.4% 114 MB 0 MB/s 0 Mbps 0%
c Coded2 CrashPlan (32 bit) 0.4% 41.2 MB 0 MB/s 0 Mbps 0%
WP_CTE Loader na% 7.6 MR N.MR/s .Mhbns 0%

Fewer details

2.2 3aranbHi npoToKonu

Binbwa yactMHa poboTn TeXHIYHOro nepcoHany, sik B HEBENMKIA, TaK i B BENUKIN Mepexi, B
neBHiN Mipi Byae nos'a3aHa 3 MepexHUMM npoTokoriamu. MepexHi npoTokonu NiATPUMYHOTb
3aCTOCYHKM i Cry>0u, L0 BUKOPUCTOBYIOTHCA CNIBPOBITHUKAMM B HEBEMMUKIN MEpEXi.

MepeXxHi agmiHicTpaTopu 3a3Buyan BMMararoTb AOCTYNYy OO MEPEXHUX NPUCTPOIB i cepBepis.
[Ba HamnowmpeHiwnx piweHHa BigaaneHoro goctyny - Telnet Ta Secure Shell (SSH). Cepsic
SSH € 6e3ne4vHoto anbTepHaTuBot Telnet. MNpu nig'eaHaHHI agMiHICTpaTOPU MOXYTb OTpUMaTU
AocTyn go npuctpoto SSH cepBepa Tak, Hibu BOHK By 3apeecTpoBaHi nokarnbHO.

SSH BUKOPUCTOBYETLCA ANA BCTAHOBMNEHHS 6e3neyvHoro 3'eHaHHS BigdaneHoro JOoCTyny Mix
SSH knieHTOM Ta iHW KM NPUCTPOSIMMA, Lo NiATPUMYOTb SSH:

e MepexHun npucTpin - MepexHun NpuUcTpin (Hanpuknag, MapLipytTmsaTop, KomytaTop,
TOYka [OCTyny Towo) Mae nigtpumyBatm SSH [na HagaHHA  KnieHTam  nocnyr
BigaaneHoro goctyny SSH-cepsepa.

o« CepBep - Cepep (Hanpuknag, Beb-cepBep, cepBep eNeKTPOHHOI MOLWTU TOLW0) NOBUHEH
nigTpMMmyBaTu BigganeHun goctyn go cnyx6 SSH cepsepa ansa knieHTis.

AOMiHicTpaTopy Mepexi TakoX MOBUHHI NigTPpMMyBaTKU 3aranbHi MepexHi cepBepu Ta rnos'a3aHi
3 HAMU MEPEXHi MPOTOKONN, K NOKa3aHO Ha PUCYHKY.



Beb-cepBep Email-cepeep FTP-cepsep DHCP-cepBep DNS-cepBep

® HaTuCHITb KOXHY KHOMKY, Wo6 oTpumaTti 4oAaTKOBI BIAOMOCTI NPO 3araneHi MepexHi cepeepu Ta NoB'a3aHi 3 HUMK
MepeXxHi NPOTOKOMMU.

_ Email-cepeep FTP-cepBsep DHCP-cepeep DNS Cepsep

Beb-cepBep

+ Beb-knieHTH Ta BeB-cepBepr 0OMIHIOTLCA BeO-TpadikoM 3a JONOMOrow NPoToKony nepeadi rineprexkcty (HTTP).
. Hypertext Transfer Protocol Secure (HTTPS) BUKOPUCTOBYETLCA ANs GeaneyHoro Beb-3s'asky.

Beb6-cepeep :} FTP-cepeep DHCP-cepBep DNS Cepeep

Email-cepBep

. CepBepy enekTPoHHOT MOLWWTK Ta KNiEHTU BUKopWcToBYoThL Simple Mail Transfer Protocol (SMTP) ons HagcunaHHs
NoBigOMMNEHE ENeKTPOHHOI NOLWTHK.

. MowWTOBI KNiEHTN BUKOPUCTOBYHOTL NpoTokon POP3 abo npoTokon goctyny 4o nosigomneHs IHTepHety (IMAP) ang otpumants
€eMNeKTPOoHHOT NOLUTH.

« OpepxyBadi BKasylTLCH 3a JONOMOror popMaTy user@xyz.xXxx.



Beb-cepeep Email-cepeep l:l DHCP-cepeep DNS Cepeep

FTP-cepBep

« Cnyx6a File Transfer Protocol (FTP) gossonsie 3aBaHTaxysaTu Ta ckadyysarti daiinu Mk knieHtom i FTP-cepsepom.
. [na 6esneyHoro 0bmiHy dainamm FTP BukopuctoBytoTsca FTP Secure (FTPS) i Secure FTP (SFTP).

Be6-cepeep Email-cepsep FTP-cepeep E DNS Cepsep

DHCP-cepBep

[uHamiyHmii npoToKkon koHdirypauii syana (DHCP) BUKOpWUCTOBYETLCA KiieHTaMun ans oTpumMaHHa IP-koHdirypadii (to6Tto IP-
ajgpecu, Macku nigMepexi, L3y 3a 3aMoBYyBaHHAM i GaraTo iHworo) 3 DHCP-cepeepa.

Be6-cepeep Email-cepsep FTP-cepBep DHCP-cepBep |:I

DNS CepBep

. Cny6a noMeHHUX iMeH (DNS) Hagae gomMeHHe iM'a Jo IP-agpecu (Hanpuknag, cisco.com = 72.163.4.185)
. DNS Hapae IP-agpecy seb-cailTy (To6To AOMeHHe iM'A) Ans Byana, Lo 3anuTye.

Mpumitka: CepBep MOXe HagaBaTW Kinlbka MepexHux cnyx6. Hanpuknag, cepBepomM MOXe
OyTn enektpoHHa nowTa, FTP i SSH cepsep.

Lli MepexHi npoTokonu cknagarnTb yHAaMeHTanbHUn Habip iIHCTPYMEHTIB NnpodecinHol
mMepexi. KoxXeH 3 uux MepexxHnx npoToKoMiB BU3HAYaE:

e [lpouecu Ha Byab-IKOMY KiHLi ceaHcy 3B'A3Ky

e Twunu noBigomIieHb

o CuWHTaKcKUc noBigoMIieHb

e 3HauyeHHsa iHdbopmaLinHuX nonis

e Cnocobu BignpaBneHHsA NOBIAOMIIEHHA Ta OYiKyBaHa BianoBiab
o B3aemogijto 3 HaCTYMHUM HKYUM piBHEM

BaraTo koMnaHin BCTaHOBUNW NOMITUKY BUKOPUCTaHHS 3axuLLEHNX Bepcin (Hanpuknag, SSH,
SFTP ta HTTPS) ynx npoTokonis, KOMW Lie MOXITMBO.

2.3 3aCTOCYHKU ArnA nepeaaBaHHA rorsiocy Ta Bigeo

CoborogHi nignpuemcTBa BCe 4acTille BMKOPUCTOBYIOTb IP-TenedoHito Ta noTokoBe mMenia Ans
CMifKyBaHHA 3 KNieHTamMu Ta AinoBuMun naptHepamu. barato opra3isaui HagalTe MOXITUBICTb
cBOIM cniBpobiTHMKaM npautoBaTh BigaaneHo. Ak nokasaHo Ha pUCYHKY, BaraTo KOpUCTyBauiB
BCE We noTpebyoTb AOCTYNy A0 KOprNopaTUMBHOrO nporpamHoro 3abesneyeHHs Ta dawnnis, a
TakoX NiATPMMKM rofocoBUX Ta Bi4eO 3aCTOCYHKIB.



AOMiHiCTpaTop MepeXi MOBUHEH NEpPEKOHATUCH, L0 B MEPEXi BCTAHOBIEHO HanexHe obnagHaHHs, i Wwo
MEpPEXHi MPUCTPOI HanalwToBaHi Ans 3abe3nevyeHHs NPIOPUTETHOrO AOCTABMNEHHS.



©)

HaTuCHITb KOXHY KHOMKY, Wob oTpumaTy A0AaTKOBI BIAOMOCTI Npo hakTopK, AKi NMOBUHEH BpaxoByBaTh
afgMiHIiCTpaTop HeBenuKoi Mepeski Npu NiaTPUMLI 3aCTOCYHKIB B PeXMMI pearnbHOro yacy.

_ VolP |P-TenedoHia 3acTocyHKkn ansa nepefadi AaHuX B PeXMMi peanbHoro yacy

IHbpacTpyKkTypa

MepexHa iHppacTpyKTypa NoBUHHA NiATPUMYBATU 3aCTOCYHKN B PEXUMI peanbHOro
yacy.

IcHytoYi NpucTpol | Npoknagka kabenis NOBUMHHI ByTN NepeBipeHi i NpoTecToBaHI.
MoxyTb 3HaZOOUTUCS HOBILLI MEepPeXHi NPOAYKTHU.

VolP-npucTpoi nepeTBOPIOOTL aHanorosi TenedoHHi curHanu B umdposi IP-naketu.
Ak npasuno, VolP gewesLwe, Hix pilweHHs IP-TenedoHil, ane sikicTb 3B'A3Ky He
BiANOBIQAa€E TUM Xe cTaHOapTaMm.

PiweHHsa onga ronocoBoro 3B'sA3Ky i Bigeo no IP ona HeBenukux mepex MoxyTb 6yTu
BUpiLLIeHi 3a gonomoroto Skype abo Cisco WebEx.

IP-TenecoHin

IP-TenedoH BukoHye nepetsopeHHsa Voice-to-IP 3 BukopuctaHHAaM BuaineHoro cepeepa
ANS KepyBaHHS BUKNUKaMM i curHanisauii.

Barato noctavyanbHukiB HagaTh pileHHs |P-TenedoHii gna manoro 6isHecy, Taki sk
npoayktu Cisco Business Edition 4000 Series.

3acTocyHKM AnA nepenavi AaHUX B peXUMi peanbHOro yacy

Mepe>ka NnoBUHHA NiATPUMYBATN MEXaHi3MKn AKocTi obcnyrosyBaHHs (QoS), wob
MiHiMi3yBaTV npobriemu i3 3aTPUMKOIO AN NOTOKOBUX NPOrpam y pexummi pearibHoro
yacy.

TpaHcnopTHUI NpoTokon peanbHoro Yacy (RTP) i npoTokon kepyBaHHSA TPaHCMOPTHUM
npoTokonom peanbHoro Yacy (RTCP) - aBa npoTtokonu, Aki NiaTPUMYHTb LIHO BUMOTY.



2.4 NMutaHHA Ansa camonepeBipKy - 3aCTOCYHKU Ta NPOTOKOSU HeBeJIUKOI
Mepexi

1. 5iki aBi dopmu nporpam (M3) abo npouecie 3abesne4yioTb JOCTYN A0 Mepexi?
(OBepiTb ABa BapiaHTW.)
[ | anTueipycre N3
D Cepeicy NpUKNagHoro pieHsa
D irpoee nporpamHe 3abeane4vyeHHsA
D MepexHi nporpamm
D nporpamHe 3abezne4yeHHsa 4Ns NIOBULWLEHHSA NPOAYKTUBHOCTI

D nporpamMHe 3abeaneyeHHs BipTyansHOI MalMHW

2. Aki gBa MepeXHUX NPOTOKONMW BUKOPUCTORYIOTECA AN BCTAHOBMNEHHSA MEpPEeXHOro
nia'egHaHHA BigaaneHoro goctyny Ao npuctpoto? (O6epiTe ABa BapiaHTK.)
D Mpotokon nepegasanHa dawnie (FTP, File Transfer Protocol)
D MpoTokon nepeaasaxHs rineprekcty (Hypertext Transfer Protocol, HTTP) :
D Binnanene 3' eaHaHHs (RC)
D 3axuweHa obonoHka (Secure Shell, SSH)

D [MpocTuin NpoTOKON NepenaBaHHA enekTpoHHo! nowTk (Simple Mail Transfer
Protocol, SMTP)

D Telnet



1. Aki asi dopmu nporpam (M3) abo npouecis 3abe3ne4yoTs JOCTYN 00 MEpPexi?
(OBepitb ABa BapiaHTK.)
[ | anTuBipycre M3
CepBicu NPUKNagHoro piBHS
D irpoee nporpamHe 3abeane4vyeHHs
MepeHI nporpamm
D nporpamHe 3abesneyeHHsa AnNa NiABMWEHHA NPOAYKTUBHOCTI

D nporpamHe 3abesneyeHHs BipTyanbHOT MalLKMHW

2. ki oBa MepeXHUX NPOTOKONN BUKOPUCTOBYIOTLCA ONSA BCTAHOBMNEHHA MEepeKHOoro
nig'egHaHHs BigaaneHoro goctyny ao npuctpoto? (Obepite ABa BapiaHTw.)
D Mpotokon nepeaaeanHs dannie (FTP, File Transfer Protocol)
D Mpotokon nepenaeaxHs rineprekcTy (Hypertext Transfer Protocol, HTTP) :
D BinnaneHe 3' eqHaHHs (RC)
3axuweHa obonoHka (Secure Shell, SSH)

D MpocTuid NpoToKON NepenasaHHa enekTpoHHOT now Tk (Simple Mail Transfer
Protocol, SMTP)

Telnet



3 MacwTtabyBaHHA A0 OiNbLUNX Mepex

3.1 3pocTaHHA HEBEJIMKOI MepexXi

AKio Bawa mepexa npusHadeHa ansa manoro 6i3Hecy, iMOBIpHO, BU xo4eTe, Wwob Bi3Hec pic, a
BalLa Mepexa 3pocTarna pasoMm 3 HUM. Lle HasuBaeTbcst macwiTabyBaHHSM Mepexi, | € Kinbka
HavKpaLlmx NpakTuK Ans Lboro.

3poCTaHHA € NPUPOAHMM npoLecom Ans 6aratbox Manux NignpUEMCTB, i IX MepeXi MOBUHHI
pocTu BignoBigHo. B igeani, y agmiHicTpaTopa Mepexi € 40CTaTHbO Yacy A5s NPUAHATTS
PO3YMHUX pillieHb WOoA0 PO3LNPEHHSA MepeXi BiAnoBiAHO A0 3pOCTaHHS KOMMaHil.

Ana macwTtabyBaHHA Mepexi NOTPIGHO Kinbka enemMeHTIB:

o JloKkymeHTauif no mepexi - Pi3nyHa i noriyHa Tononoriga

o IHBeHTapu3auisa npucTpoiB - CNNCoK NPUCTPOIB, SKi BUKOPUCTOBYHOTLCS abo cknagarTb
Mepexy

o bBrogxer - getanizoBaHun IT-6r04KeT, BKNOYaOUn 6104KET Ha 3akyniBno obnagHaHHA
Ha piHaHCOBUK PIK

e AHani3 Tpadiky - [lpoTokonu, 3acToCyHKu Ta cepBicu i BiANOBIAHI BUMOrn 0o Tpaduiky
NMOBWHHI BYTY 3a10KYMEHTOBaHi

Lli eneMeHTM BUKOPUCTOBYHOTBECA A5 iIHPOPMYBaHHS MPO NPUAHATTSA PilLeHb, WO CYNPOBOOKYE
MacLuTabyBaHHSA HEBENUKOI MEPEXI.

3.2 AHani3 npoToKoniB

Y Mipy 3pOCTaHHA Mepexi CTae BaX/MBUM BU3HAYUTU, SK KepyBaTU MeEPEXHUM Tpadoikom.
Baxnueo posymiTn TuUn Tpadiky, SKUN nepeTuHae Mepexy, a TakoX MOTOYHUK Tpadik. IcHye
KinbKa iIHCTPYMEHTIB KEPYBaHHA MEPEXELD, SKi MOXHa BUKOPUCTOBYBaTU ANA uiei metn. OgHak
MOXe ByTn BUKOPUCTaHUI i NpocTuin aHanidatop npotokonis Tuny Wireshark.

Hanpuknag, 3anyck Wireshark Ha gekinbKox KIo4oBUX By3nax MOXe BUSABUTU TUMU MEPEXHOro
Tpaiky, WO NPOXoanTb Yepe3 Mepexy. Ha pucyHKy Hmx4e HaBeLeHO CTaTUCTUKY iepapxXil
npotokonis Wireshark ans sysna 3 OC Windows y HeBenukin Mmepexi.

CKPIHWOT cTaTUcTMkK iepapxii npotokonie Wireshark gns tpaciky, 3axonneHoro By3rnom



M Wireshark - Protocol Hierarchy Statistics - wireshark_9E2D6026-50E6-4476-ADE1-7TA92AAAAGTFB_20190815100157 a19512 (8] X

Protocol Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s
v Frame 1000 39501 100.0 24008911 184k 0 0 0
Vv Ethemnet 100.0 39501 23 553014 4238 0 0 0
Internet Protocol Version 6 0.0 18 0.0 720 5 0 0 0
v intemet Protocol Version 4 O :o: | 32 771860 5916 0 0 0
Vv User Datagram Protocol 471 18587 0.6 148696 1139 0 0 0
Simple Service Discovery Protocol 06 253 03 67080 514 253 67080 514
Session Traversal Utilities for NAT 28 1115 0.2 55808 427 115 55808 427
»  QUIC (Quick UDP Internet Connections) A28 16902 512 12295632 94k 6933 2458683 18k
NetBIOS Name Service 0.0 3 0.0 150 1 3 150 1
NetBIOS Datagram Service 0.0 8 0.0 1736 13 0 0 0
Domain Name System 0.7 285 0.1 17874 137 285 17874 137
Data 0.0 18 0.0 11808 90 18 11808 90
Bootstrap Protocol 0.0 3 0.0 900 6 3 900 6
v Transmission Control Protocol 50.5 19950 418 10043477 76k 11348 4813481 36k
Secure Sockets Layer 202 7975 413 9916053 76k 730 7978903 61k
Malformed Packet 0.3 125 0.0 0 0 125 0 0
Hypertext Transfer Protocol 0.0 12 0.0 5408 4 4 1441 1"
Data 29 1164 0.3 69637 533 1164 69637 533
Internet Control Message Protocol 0.1 56 0.0 2240 17 56 2240 17
Address Resolution Protocol 23 890 01 24920 9 890 24920 191
Mo dsplay e,

CKpiHLIOT nokasye, Lo By305 BUKOPUCTOBYE npoTokonu IPv6 i IPv4. CneundivyHmn BucHoBOK IPv4 Takox
nokasye, o By3on sukopuctoyBas DNS, SSL, HTTP, ICMP Ta iHwi npoTokonu.

LLlo6 BM3HAYMTK 3aKOHOMIPHOCTI pyXy Tpadiky, Ba>KnMBO 3pobUTK HACTYMNHeE:

e 3axonuTn Tpadik nig Yac NikoBOro BUKOPUCTAHHS, LLOG OTPMMAaTK NOBHE YABMEHHSA MPO Pi3Hi TUNK

Tpadiky.
e BukoHaTM 3aXONMNEHHS Ha Pi3HUX CErMeHTax Mepexi Ta NPUCTPOSAX, OCKINbKM Aeskui Tpadik Oyae
fiokanbHUM A58 NeBHOro cerMeHTa.

IHdbopmalisi, 3ibpaHa aHanizaTopoM NPOTOKOIY, OLHIETLCA HAa OCHOBI A)Xepena i npu3HadeHHs Tpadiky, a
TakoX Tuny BignpaeneHoro Tpadiky. Llen aHaniz moxe 6yTn BUKOPUCTaHUIA ANSA NPUAHATTS pilleHb Npo Te, siK
edekTuBHiWe kepyBaTh Tpadikom. Lle MoxHa 3po0duMTK, 3MEHLLMBLUN HENOTPIOHI NOTOKM Tpadiky abo
3MiHUBLUX CXeMu NOTOKY, Hanpuknaza, nepemicTMBLLN cepBep.

IHoAi NpOoCTO nepemilleHHs cepBepa abo cnyx0Ou B iHLWNA CErMeHT MepeXxi MoKpaLLye NPOAYKTUBHICTb MEpPEXi
i 3a10BONbHSE 3pocTatodi NoTpebu B Tpadpiky. B iHWM Yac onTuMisauis NpogyKTUBHOCTI MepexXi Bumarae
BEJIMKOro peansanHy mepexi i BTpydaHHs.

3.3 BUKopucTaHHA cny>X60BoOI Mepexi

OkpiM pO3yMiHHA TeHAEHUIM 3MiHM Tpaddiky, aaMmiHiCTpaTop Mepexi MNOBUHEH 3HaTh, $K
3MIHIOETBCA BMKOPUCTAHHA Mepexi. baraTto onepauinHmMx cuctem HagatTb BOyaoBaHi 3acobu
ansa  BigobpaxeHHs Takoi iHgopmauii. Hanpuknag, Byson 3 OC Windows Hagae Taki
IHCTPYMEHTW, SIK AncneTyep 3aBAaHb, 3acib nepernsay NOAiN i BAKOPUCTaAHHA JaHMWX.

Lli IHCTpyMEeHTM MOXHa BMKOPUCTOBYBATU A9 3aXONMeHHA «3HiMKa» iHdopmalil, Hanpuknag;

e Bepcia OC

e BukopucTtaHHsa npouecopa

e BukopucTaHHA onepaTMBHOT NaM'aTi
o BukopucTtaHHs gmuckoBoro npocTopy
e HewmepexHi nporpamu

e MepexHi nporpamu



[OKyMeHTYBaHHS 3HIMKIB 4nsi CMiBPOBITHUKIB Y HEBENUKIN MepexXi NpoTArom NeBHOro nepiogy
yacy [OyXXe KOPUCHO ONA BU3HAYEHHA BUMOr OO0 MPOTOKOMIB i MOB'A3aHMX 3 HUMU MNOTOKIB
Tpadiky. 3MiHa BUKOPUCTaHHSA pecypciB MOXe BUMaraTtu Big agmiHicTpaTtopa Mepexi BignoBigHo
KOopurysaTu po3rnofin MepexHux pecypcis.

[HCTpyMeHT BukopuctaHHsa AaHux Windows 10 ocobnvMBO KOPUCHUIA O BU3HAYEHHSA, SKi
nporpaMmn BUKOPUCTOBYIOTb MEPEXHI NocnyrM Ha By3ni. [JocTyn A0 IHCTPYMEHTY BUKOPUCTaHHS
AaHuX 34incHeTbea 3a gonomoroko Settings > Network & Internet > Data usage > network
interface (3a octaHHix 30 gHiB).

Mpuknag Ha pUCYHKY - Ue BigobpaXeHHa nporpam, WO npaulTb Ha BigganeHomy By3ni
kopucTtyBada 3 Windows 10 3a 4onoMorot nokanbHOro nig'egHaHHa o mepexi Wi-Fi.

3aXOMfeHHA ekpaHa iHCTpyMeHTOM KopucTyBaHHa adaHumm Windows 10, wo nokasye
BUKOPUCTAHHS 3 fiokanbHoro 3'egHaHHs Wi-Fi

Settings

@ Usage details

Show usage from

[ % Wi-Fi (Home-Net)

Reset usage stats

vpnagent 4,04 GB
TortoiseProc 3.08 GB
E System 2.51GB
chrome 1.45 GB
_——
chrome 880 MB
I
OUTLOOK 476 MB
e
@ CiscoCollabHost 438 MB



3.4 NMutaHHA ana camonepeBipky - MacwTabyBaHHA A0 OinbWMX Mepex

1. Aki enemenTH HeobxXiaHi AnNA MacliTabysadHa B Ginswy Mepexy? (ObepiTe aBa
BapiaHTn.)
|| Gromket
D KOHhirypauia npucTpoie
D 3DINbLUEHA NPONYCKHA 30aTHICTL
D NOKYMEHTALIA Mepexl

|| Byann Windows

2. fike nporpamHe 3abe3neueHHn, BCTAHOBNEHe Ha KMIOYOBMX By3nax, MOXe BUABUTU
TUMU MEPEXHOTO Tpadiky, L0 NPOXOAUTE Yepe3 Mepeky?
(") Linux
() MacOS
() SSH
() Windows

(") Wireshark

3. A iHcTpymeHdT Windows 10 npuoaTHUA NS BM3HAYEHHA Nporpam, Akl
EWKODUCTOBYHTE MEDENHI CEPBICM Ha By3NI?
'3:'_::3' MaHenk kepyeaHHA (Control Panel)
() BUKOpWCTaHHA JaHUX
( ::] GainoBUA MEHEMKED
( bpaHamayep 3axucHuka Windows

() Windows Explorer



1. Aki enemenTH HeobXiaHi AnA macluTabyeaHHA B Binkwy Mepexy? (OBepiTs aga
BapiaHTK.)

BroneT
m KOHDINypauia NpUCTpoie

|| 3BinblueHa nponyckHa 3naTHICTL

AOKYMEHTALIIA Mepex

|| Byanm Windows

2. Hke nporpamHe 3abe3neyeHHn, BCTAHORNEHE Ha KMDYOBKX BY3Nax, MOXe BUABWUTY
TUNW MEPEXHOTo Tpadiky, WO NPOXOAUTL Yepes Mepexy?

i !

() Linux
() MacOS

() SSH
() Windows

@ Wireshark

3. Al iHcTpymeHdT Windows 10 npuaatHMil ANA BM3HAYEHHA Nporpam, Ak
EVKOPWUCTOBYHTE MEPEKHI CEPBICH Ha By3ni?

(") NaHenb kepyeanHA (Control Panel)
@ BUKOPUCTAHHA OaHWX

.LJ. dainoBUA MeHem#ep

P
i

g bpanaomayep 3axucHuka Windows

%,

() Windows Explorer



4 IlepeBipka 3'€e1HAHHA

4.1 NepesBipka 3'egHaHHA 3a gonomMmoror kKomaHau Ping

HesanexHo Big TOro, 4yM Balla Mepexa HeBenvka Ta HOBa, YM BM MacluTabyeTe iCHyo4y
MEpEeXy, BU 3aBXAWN 3ax04yeTe NepekoHaTucs y TOMy, L0 Balwi KOMMOHEHTU HaNeXHUM YUHOM
nia'eaHaHi oguH 00 ofgHOro Ta 4o IHTepHeTy. Y LuboMy po3aini po3rnagaTbCs AesiKi yTUNITK, SKi
MOXHa BMKOPUCTOBYBaTU ANA 3abe3neyeHHs nig'eaHaHHS Mepexi.

KomaHpa ping € Hane@eKkTuBHIlWMM cnocoboM LLBMAKO NepeBipUTU 3B'A30K piBHA 3 Mix |P-
aZpecoto axepena ta npudHadeHHa. KomaHga Takox Bigobpakae pidHi CTaTUCTUYHI AaHi Yacy B
obunaBa KiHL,.

3okpema, koMaHga ping BukopuctoBye y npotokoni Internet Control Message (ICMP) echo-
3anutn (ICMP Type 8) ta echo-3anutn Bignosigi (ICMP Type 0). KomaHga ping goctynHa B
GinblocTi onepauinHux cuctem, Bktovatoun Windows, Linux, macOS i Cisco I10S.

Ha By3ni 3 OC Windows 10 komaHga ping Hagcunae 4otmpu nocnigoHi ICMP exo-
NoBIJOMIEHHS | odikye YoTupm nocnigosHi ICMP exo-BignoBiai Big mMicus npu3HadYeHHs.

Hanpwuknag, npunyctumo, wo PC A niHrye PC B. Ak nokaszaHo Ha pucyHky, By3son PC A 3 OC
Windows Hagcunae yotupu nocnigosHi ICMP exo-nosigomneHHst Ha PC B (to6T1o 10.1.1.10).

Ha cxemi nokasaHun Byson PC A, 3 agpecow 192.168.10.10, 3a gonomorow KomaHau ping
10.1.10 3 komaHAHOro psagka ana signpaeku 4YoTupbox ICMP exo-nosigomneHb 3 IP gxepena
198.168.10.10 (cnig npountatn 192.168.10.10) i yinbosun IP 10.1.10 10.10, skmn € Bysnom PC
B B iHWIiN mepexi.

192.168.10.10PC APC BC:\>ping 203.0.113.8203.0.113.8

IP pxepena L ICMP

Ilpl/ISHa'-IeHHﬂ
192.168.10.10 10.1.1.10 Echo
IHTepHeT

By3on npusHadyeHHsa oTpumye i obpobnse ICMP exo-3anutu. Ak nokaszaHo Ha pucyHky, PC B
Bianosigae, Hagcunatoun Yotupm ICMP exo-signosigi Ha PC A.

Ha cxemi BkasaHo By3on PC B, 3a agpecowo 10.1.1.0, wo Bignpasnse 4otnpu ICMP exo-
Bignosiai 3 mkepenom IP 10.1.1.10 i uincosun IP 198.168.10.10 (cnig umtatn 192.168.10.10) y
Bianosiab Ha niHr 3 Byana PC A 3a agpecoto 192.168.10.10.

PC APC BC:\>ping 203.0.113.8203.0.113.8192.168.10.10
IP IP

ICMP
JxKepesia NPU3HAYEHHSA

Exo-
10.1.1.10 192.168.10.10 . .

BigmoBiae

IHTepHeT



Ak nokasaHo y BuxigHuUx JaHux komaHau, PC A oTtpumae exo-ignosigi Big PC B, wo
nigTBEepOAXYE MepexHe 3'€eQHaHHA piBHA 3.

C:\Users\PC-A> ping 10.1.1.10

Pinging 10.1.1.10 with 32 bytes of data:

10: bytes=32 time=47ms

.10: bytes=32 time=60ms

.10: bytes=32 time=53ms

.10: bytes=32 time=50ms

Ping statistics for 10.1.1.10:

Packets: Sent = 4, Received = 4, (0% loss),

Approximate round trip times in milli-seconds:

Minimum = 47ms, Maximum = 60ms, Average = 52ms

C:\Users\PC-A>

BuxigHi gaHi nokasytoTb 3B'a30k piBHs 3 mixk PC A ta PC B.

BuxigHi gaHi komaHgm ping Cisco 10S 3anexatb Big By3na Windows. Hanpuknag, ping 10S
Hagcunae n'ate ICMP exo-noBigoMneHb, ik MokasaHo y npukniagi.

R1# ping 10.1.1.10
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms



ANs KOXHOI oTpMMaHoi exo-signosigi ICMP. Y Ttabnuui nepeniyeHO HavnownpeHilwi CUMBONK
BMBOAY 3 KOMaHAW ping.

IHaukaTopu komaHam ping B 10S

3aroJIoBoK Tadmi
Eaxementr Omnuc

e 3HaK OKJIMKY BKa3ye€ Ha YCIIIIHE OTPUMAHHS €X0-Bi/IMOBI/li TOBITOMJICHHS.
! e Bin nepeBipse€ 3B'A30K piBHA 3 MIX JKEPEIOM Ta yHKTOM NPU3HAYEHHSI.

o [lepiox o3Hauae, M0 MUHYB Yac OYiKyBaHHSI €XO0-BiMOBI/II.
e lle Bkasye Ha Te, 0 IpoOIIeMa 3 i€ THAHHSIM CTAJaCs IeCh y3I0BXK IUIAXY.

o U y BepXHbOMY PETICTP1 BKa3ye Ha Te, 110 MapLIPyTU3ATOP B3JOBXK LUIAXY
BIIOBIB NOBiAOMIIEHHSM ITpo nomuiky ICMP tuny 3 «mmyHKT npu3HauYeHHs
HEIOCTYITHHID. TIOBITOMIICHHS TIPO ITOMIJIKY.

e Jlo MOXKJIMBHX IIPUYMH MOKHA BiIHECTH T€, 1110 MApUIPYTU3aTOP HE 3HAE HANIPSIMKY
JI0 MEPEKi MPU3HAYCHHS a00 HE BAAJIOCS 3HAWTH BY30J1 B MEPEXKi IPU3HAYCHHS.

MpumiTtka: IHWi MmoxnuBi Bignosiai Ha ping BknoyaTb Q, M,? abo &. OgHak, X 3Ha4YeHHs1 No3a pamkamu
AaHoro moaynsi.

4.2 Po3wupeHa komaHaa Ping

CraHpapTHa komaHga ping BukopuctoBye IP-agpecy iHTepdency Hanbnmx4oro 4o Mepexi
npu3HaveHHs sk mxepeno ping. IP-agpecoto gxepena komaHam ping 10.1.1.10 Ha R1 6yge
BkasaHum iHTepdenc G0/0/0 (tobTo 209.165.200.225), ik nokazaHO B NpuKnagi.

Ha pgiarpami nokasaHo, ik MapLipyTmM3aTop BUKOPUCTOBYE CTaH4APTHUKM ping BY3ny,
Hagcunaryun 4YoTupu nocnigoBHUxX exo-nosigomneHHsa ICMP, oTpumadHi 3 iHTepdgency,
HanBIMXKYOro Ao NyHKTY NpusHadeHHs. MapwpyTtusaTtop R1 nig'egHaHui 4o OBOX Mepex:
niBopyy 3Haxoautbea 192.168.10.0/24 Ha iHTepdpenci GO/0/1 3 agpecoto .1 i npaBopyy Mepexa
209.165.200.224/30 Ha iHTepdewnci GO/0/0 3 agpecoto .225. OcTaHHA Mepexa 3'egHaHa 3 R2,
ska 3'egHaHa 3 mepexeto 10.1.1.0/24, Ha akin By3on PC B mae agpecy .10. R1 Hagcunae PC B
yoTupu ICMP exo-nosigomneHb 3 pxepenom IP 209.165.200.225 i npusHadeHHs [P 10.1.10.

R2.10.1G0/0/0.10209.165.200.224 /30192.168.10.0 /2410.1.1.0/24.225G0/0/1PC APC BR1

IP mxepena L¥ ICMP
NMPU3HAYEHHSA

209.165.200.225 10.1.1.10 Echo



Cisco 10S nponoHye po3wmnpeHnin pexxnm komaHaun ping. Llen pexxum Jo3Bonsie KopuctyBadesi
CTBOPIOBATM OCOBMIMBMIA TUMN NIHFIB LWAAXOM HanawTyBaHHA NapameTpiB, NOB'A3aHUX 3
KOMaHAHOK onepauieto.

PoswwnpeHa komaHaa ping BBOAMTLCS B nNpuBinenosaHoMy pexunmi EXEC wnsxom
BBeAeHHs ping 6e3 IP-agpecu npu3HayeHHs. 3rogomM Bam Byae HagaHo Kinbka nigkasok, wob
HanawTyBaTu po3LLIMPEHY KOMaH4y ping.

Mpumitka: HatuckanHa Enter npunmae BkasaHi 3Ha4eHHs1 3a 3aMOBYYBaHHSM.

Hanpuvknag, npunycTtumo, Lo BM XOTiNW nepesBipntn 3'eAHaHHA nokanbHol Mepexi R1 (TobTo
192.168.10.0/24) 3 nokanbHot Mmepexoto 10.1.1.0. Lle moxxHa nepesiputn Ha PC A. lMpore,
po3lmpeHa KomaHga ping moxe 6yTn HanawToBaHa Ha R1 ansa BkasiBku iHWOI agpecu
axepena.

Ak nokasaHo y npuknagi, IP-agpeca gxepena po3wmnpeHoi komaHau ping Ha R1 moxe 6yTu
HanawToBaHa Ha BukopuctaHHsa IP-agpecu intepdgency G0/0/1 (tobto 192.168.10.1).

Ha cxemi nokasaHo, K MapLLpyTU3aToOp BUKOPUCTOBYE PO3LLMPEHY KOMaHAy ping ond
niHryBaHHA By3na, Hagcunarum 4Yotupm nocnigosHi ICMP echo-noBigomneHHs 3 BkasaHoto |P-
agpecoro mkepena. MapwpyTtmnsaTtop R1 nig'egHaHnm 0o ABOX MepeX: NiBOpyY 3HaXOAUTbLCS
192.168.10.0/24 Ha iHTepdenci G0/0/1 3 agpecoto .1 i npaBopyd mepexa 209.165.200.224/30
Ha iHTepdenci GO/0/0 3 agpecoto .225. OcTaHHA Mepexa 3'egHaHa 3 R2, sika nig'egHana oo
mepexi 10.1.1.0/24, Ha skin Byson PC B mae agpecy .10. R1 Hagcunae PC B 4otupu ICMP
exo-nosigomneHHs 3 pxepenom IP 192.168.10.1 i IP npusHayeHHam 10.1.10.

R2.10.1G0/0/0.10209.165.200.224 /30192.168.10.0 /2410.1.1.0/24.225G0/0/1PC APC BR1
IP noxepesa 1P npusnauennss ICMP

192.168.10.1 10.1.1.10 Echo

HacTynHi BMXigHi AaHi KOMaHaW HanawToBYOTb po3LnMpeHy komaHay ping Ha R1 i Bkasye IP-
afpecy mxepena Ttakoto, gk Ha iHTepdenci G0/0/1 (Tobto 192.168.10.1).
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Protocol [ip]:

Target IP address: 10.1.1.10

[a—
.o

Repeat count [5

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y



Ingress ping [n]:

Source address or interface: 192.168.10.1

DSCP Value [0
Type of service [0]:

]:
Data pattern [0x0000ABCD

Loose, Strict, Record, Timestamp, Verbose[none]:

? [no]
Validate reply data? [no]:
] ¢
]2

Set DF bit in IP header? :
Sweep range of sizes [n

Type escape sequence to abort

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Packet sent with a source address of 192.168.10.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Mpumitka: KomaHga ping ipv6 BMKOPUCTOBYETBLCA ANSA PO3LLUMPEHOT KomaHau ping ans IPv6.



4.3 MNMepeBipka 3'egHaHHA 3a gonomMmoror KkomaHau Traceroute

KomaHaa ping kopucHa, Wwob WBNAKO BU3HAYNTK, UM € npobriema 3'eaHaHHA Ha piBHi 3. OgHak
BOHa He BM3Ha4vae, Ae 3HaxoauTbcs npobnema.

Traceroute moxxe AONOMOrTU 3HaNTKM NPoBNEMHI 30HU piBHA 3 B Mepexi. TpacyBaHHA NoBepTae
CMMCOK XONiB, KON NakeT HanpaBnseTbCA Yepe3d mepexy. BoHa moxe 6yTn BuKopuUcTaHa ang
BM3HAYEHHS TOYKK Ha LWIAXy, Ae npobnema moxe OyTn 3HangeHa.

CVHTaKCcUC KOMaHAW TpacyBaHHsI Pi3HUTbCS MK onepauiiHUMn cucTeMamu, siK rokasaHo Ha
PUCYHKY.

Ha cxemi nokasaHO pi3HMLIO MK KOMaHOOK TpacyBaHHS, AK BuaaeTbcs 3 By3na Windows go
mapuwpyTtusatopa Cisco 10S. Tononoria mepexi cknagaetbcsa 3 By3ana PC A, 3'egHaHoro 3
KoMyTaTopoMm, nig'egHaHoro o mapuwpytusartopis R1, R2, R3, 3'egHaHux 3 KOMyTaTOpOM, LWO
nig'egHadmi go Bysna PC B. PC A, 3 IP-agpecoto 192.168.10.10, BMgae HacTynHy KkomaHay 3
komaHgHoro psgka Windows: C:\ >:tracert 10.1.1.10. R1 Bungae HactynHy komaHay Big Cisco
IOS CLI: R#traceroute 10.1.10.

Komangu tTpacyBaHHA Windows i Cisco 10S
PC APC B10.1.1.10192.168.10.10.1R3R2R"1
TpacyBaHHs Big By3na Windows

TpacyBaHHs Big mapLpyTtmnsatopa Cisco 10S

Hwx4ye HaBeaeHo npuknag BuxigHux gaHnx komaHau tracert Ha sy3ni 3 OC Windows 10.

C:\Users\PC-A> tracert 10.1.1.10

Tracing route to 10.1.10 over a maximum of 30 hops:

1 2 ms 2 ms 2 ms 192.168.10.1
* *
* *
* *

2 2 Request timed out.
3 & Request timed out.
4 o '

Request timed out.

=]
(@)



C:\Users\PC-A>

Mpumitka: Bukopuctosynte Ctrl-C, wob nepepsatu TpacyBaHHsa y Windows™*.

€auvHa ycniwHa Bignosigb 6yna Big wno3dy Ha R1. 3anntn TpacyBaHHA OO HACTYMHOro xomny
BUYEpPNaHo, AK 3a3Ha4yeHo 3ipoykow (*), WO o3Havae, WO HaCTynHUU MapLupyTU3aTop-Xon He
BignosiB. 3anuTu TanWM-ayTa BKa3ylTb Ha Te, WO B Mepexi |HTepHeT nosa nokarnbHOK
mMepexeto € 36in abo Wwo Ui MapLpyTu3aTopu HanawToBaHi He BiANOBigaTn Ha exo-3anuTn, sKi
BUKOPUCTOBYHOTLCS B TpacyBaHHI. Y LbOMY NMpuknagi BMHMkae npobrnema mik R1 i R2.

BuxigHi aani komaHgm traceroute Cisco 10S BigpisHaeTbca Big komaHam tracert Windows.
Hanpwuknag, po3rnaHeMo HaBeaeHY HK4Ye TOMOSIOorito.

Ha cxemi nokasaHa Ttononoris mepexi 3 IP-agpecauieto iHTepdencisB maplipytusatopa i
komaHgoto traceroute, BugaHoi 3 mapuwpyTtmusatopa Cisco |0S. Tononoria cknagaetbca 3
HaCTyMHWX MNPUCTPOIB | Mepex, 3niBa HanpaBo. KomyTtatop wMmepexi 192.168.10.0/24
nig'egHaHni go mapwpytmsatopa R1 Ha iHTepdpenci 3 agpecotwo .1. R1 nig'egHyetbea go
mMapuwpyTtmsatopa R2 no mepexi 209.165.200.224/30. IHTepdenc Ha R1 mae agpecy .225, a
iHTepdenc Ha R2 mae agpecy .226. R2 nig'egHyeTbca o mapwpyTtusatopa R3 no mepexi
209.165.200.228/30. IHTepdenc Ha R2 mae agpecy .229, a iHTepdenc Ha R3 mae agpecy .230.
R3 nig'egHyeTtbca oo komyTtartopa, sikui 3'egHaHui 3 Byanom PC B 3 agpecoro 10.1.1.10. R1
BMOae Taky komangy tpacyBaHHa 3 CLI: R1# traceroute 10.1.10.

PC B10.1.1.10192.168.10.0 /24.1R3R1.225.226.229R2.230209.165.200.224
/30209.165.200.228 /30R1

TpacyBaHHs Big mapLpyTtudatopa Cisco 10S

Hwx4ye HaBeaeHo npuknag BuxigHMx gaHux komangu traceroute 3 R1.

R1# traceroute 10.1.1.10

Type escape sequence to abort.
Tracing the route to 10.1.1.10

VRF info: (vrf in name/id, vrf out name/id)

1 209.165.200.226 1 msec 0 msec 1 msec
2 209.165.200.230 1 msec 0 msec 1 msec
3 10.1.1.10 1 msec 0 msec



Y ubOMy Npuknagi TpacyBaHHSA NiATBEPOKEHO: BOHO MOXe ycniwHo gocartu PC B.

Tanm-ayTn BKasylTb Ha MOTeHUiMHy npobnemy. Hanpuknag, skwo Byson 10.1.1.10 6ys
HeOoCTYNHUN, kKomaHaa traceroute Oyae BigoGpaxaTu Taki pesynbTaTu.

R1# traceroute 10.1.1.10
Type escape sequence to abort.

Tracing the route to 10.1.1.10

VRE info: (vrf in name/id, vrf out name/id)

1 209.165.200.226 1 msec 0O msec 1 msec

2 209.165.200.230 1 msec 0 msec 1 msec

3***

Bukopuctosynte Ctrl-Shift-6 ana nepepusaHHsa traceroute B Cisco 10S.

Mpumitka: Peanisauis traceroute (tracert) B Windows Hagcunae ICMP exo-3anutu. Cisco 10S i
Linux BukopuctosytoTb UDP 3 Henpunyctumum Homepom nopty. KiHueBe micue npusHavyeHHs
nosepHe ICMP-nopTy HeAoCTynHEe NoBIAOMIEHHS.

4.4 Po3wmnpeHa komaHaa Traceroute

Ak i poswmpeHa komaHga ping, iCHye Le 1 po3lwnpeHa komaHaa traceroute. BoHa nossonsie
agMiHiCTpaTopy HanawToByBaTu NapaMeTpu, NOB'A3aHi 3 KOMaHAHOK onepauieto. Lle KopucHo
ANs nowwyky npobnemu nig Yyac BMnNpaBrieHHs HECNPAaBHOCTEN LMKNIB MapLupyTu3au,ii,
BU3HAYEHHS TOMHOIO MapLUpyTU3aTopa HacTynHoro nepexony abo BU3HaAYeHHA Micus, ae
nakeTn noTpannaATb abo 3ab0POHATLECA MapLIPYTU3aTOPOM Y BpaHaMayepoM.

KomaHga Windows tracert o3Bonsie BBe4eHHA OEKiNbKOX NapaMmeTpiB Yepes onuii B
koMaHgHOMY psaky. OgHak, B Hil HEODXIAHO KepyBaTU iHaKWwe, HiX y po3wupeHin komaHai 10S
traceroute. Y HaBegeHOMY HWxX4Ye Npuknagi BinobpaxarTbCa AOCTYMNHI NapamMmeTpu KoMaHau
Windows tracert.



C:\Users\PC-A> tracert /?

Usage: tracert [-d] [-h maximum hops] [-J host-list] [-w timeout]

[-R] [-S srcaddr] [-4] [-6] target name

-d Do not resolve addresses to hostnames.
-h maximum hops Maximum number of hops to search for target.

-j host-1list Loose source route along host-list (IPv4d-

only) .

-w timeout Wait timeout milliseconds for each reply.

Trace round-trip path (IPvé6-only).

-S srcaddr Source address to use (IPv6-only).

-4 Force using IPv4.

-6 Force using IPv6.

C:\Users\PC-A>

Llen pexxum Cisco I0S no3Bonse cTBoproBaTy cneuianbHnin 3anuT traceroute, HanawToBYHOUM
napameTpu, NoB'a3aHi 3 poboToro kKomaHau. [na nepexoay B Len pexum HeobxigHO BBECTU
TekcT traceroute B npusinenosaHomy pexumi EXEC, He Bkasytoun IP-agpecy npusHaveHHs.
IOS gonomoxe HanawTyBaTM NapaMeTpu KoMaHzg, npeacTaBuBLIN psag NigKka3ok, NOB’si3aHuUX i3
BCTAHOBIEHHSAM YCIiX Pi3HUX NapameTpis.

Mpumitka: HatuckaHHa Enter npuimae Bka3aHi 3Ha4eHHs 3a 3aMOBYYBaHHSAM.

Hanpuknag, npunyctumo, wo noTpibHo nepeBiputn nig'eaHaHHsa ao PC B 3 nokanbHOI Mepexi
R1. Xoua, ue moxe 6yTn nepesipeHo Ha PC A, po3wunpeHa komaHaa traceroute moxe 6yTu
HanawToBaHa Ha R1 onsa BM3HAYEeHHSA iHWOI BUXIigHOI agpecu.

Ha cxemi nokasaHa Tononoris mepexi 3 IP-agpecauieto iHTepdencis mapLupytmsaropa i
pO3LIMPEHO0 KOMaHAot traceroute, BuaaHoi 3 mapwpyTtusatopa Cisco I0S. Tononorisa
CKNagaeTbCd 3 HACTYMHUX NPUCTPOIB | MepeXx, 3riBa Hanpaso. KomyTaTtop mepexi



192.168.10.0/24 nig'eaHaHunn go mapwpyTtmsatopa R1 B iHTepdenci 3 agpecoto .1. R1
nig'egHyeTbCca Ao mapwpytmnsaTtopa R2 no mepexi 209.165.200.224/30. IHTepdenc Ha R1 mae
agpecy .225, a iHTepdenc Ha R2 mae agpecy .226. R2 nig'egHyeTbca 0o MmapupyTtusatopa R3
no mepexi 209.165.200.228/30. IHTepdenc Ha R2 mae agpecy .229, a iHTepdenc Ha R3 mae
agpecy .230. R3 nig'egHyeTbca oo komyTtatopa, ki 3'egHaHum 3 syanom PC B 3 agpecoto
10.1.1.10. R1 Bugae HactynHy komaHay TpacyBaHHs 3 CLI: R1# traceroute.

PC
B192.168.10.0/24209.165.200.224/30209.165.200.228/3010.1.1.10R1R3R2.1.225.226.229.230

PoswupeHe TpacyBaHHa 3 mapuipyTudatopa Cisco 10S

Ak nokasaHo B npuknagi, IP-agpeca oxepena poswunpeHol koMaHau traceroute Ha R1 moxe
OyTn HanawToBaHa Ha BUKopuctaHHs IP-agpecu iHTepgency LAN R1 (To61o 192.168.10.1).
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Protocol [ip]:

Target IP address: 10.1.1.10

Ingress traceroute [n

ource address: 192.168.10.

| |
.—l

DSCP Value [0]:

Numeric display [n]:
Timeout in seconds [3]:
Probe count [3]:

Minimum Time to Live [1]:

|

Maximum Time to Live [30]:

Port Number [33434]:

Loose, Strict, Record, Timestamp, Verbose[none]:



Tracing the route to 192.168.10.10

Type escape sequence to abort.

VRF info: (vrf in name/id, vrf out name/id)

1 209.165.200.226 1 msec 1 msec 1 msec

2 209.165.200.230 0 msec 1 msec O msec

w
*

10.1.1.10 2 msec 2 msec

ii

A
’_\

4.5 ba3oBuM piBeHb Mepexi

OaHuM 3 HanBinbw edPeKTUBHUX IHCTPYMEHTIB ANA MOHITOPUHIY Ta YCYHEHHSA HecrnpaBHOCTEN
NPOOYKTUBHOCTI Mepexi € CTBOpeHHsi ©a3oBoro piBHA Mepexi. CTBOPEHHA edeKTUBHOro
6a30BOro piBHA NPOAYKTUBHOCTI MepeXi 3AIMCHIETBCA MPOTArOM MNEBHOro nepiogy 4acy.
BumiptoBaHHS NPOAYKTMBHOCTI B Pi3HUA 4ac | HaBaHTaXeHHs1 OOMOMOXE CTBOPUTWU Kpalie
YABMNEHHS NPOo 3aranbHy NPOAYKTUBHICTb MepeXxi.

BuxigHi gaHi, oTpumaHi B pesynbTaTi BUKOPUCTAHHS MEPEXHUX KOMaHA, HagawTb AaHi ans
BHeCeHHs B ©6a3oBui piseHb Mepexi. OgHMM i3 cnocobiB 3anycky 6a30BOro piBHs € KOMitoBaHHS
Ta BCTaBMIEHHA pe3ynbTaTiB BUKOHAHHA ping, trace abo iHWMX BIgNOBIOHWX KOMaHg Yy
TekcTtoBun hann. Lli TekcToBi dhannn MoxyTb ByTn Nno3HayeHi Yyacom 3 gartow i 36epexeHi go
apxiBy onsa nogasnbLIoro rnowyky Ta NOPiBHAHHS.

Cepen enemeHTIB, SKi cnig po3rnAHyTW, € MNOBIOOMIIEHHA NPO MOMUMKW Ta 3HAYEHHS 4acy
BiANoBiAi Mk By3namu. AKWO € 3HayHe 30inblleHHs Yacy Bignosigi, Moxe 6yTn npobnema, sika
noB'd3aHa i3 3aTPUMKOIO.

Hanpuknag, HacTynHi BuXigHi gaHi komaHgu ping Oynu 3axonsneHi i BCTaBneHi B TEKCTOBUWM
dann.

August 19, 2019 at 08:14:43

C:\Users\PC-A> ping 10.1.1.10

Pinging 10.1.1.10 with 32 bytes of data:



bytes=32 time<lms

bytes=32 time<lms

bytes=32 time<lms

time<lms

Packets: Sent = 4, Received = 4,

Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = 0Oms

C:\Users\PC-A>

3BepHiTb yBary, Wo Yac koMaHau ping B obuaga KiHui meHwe 1 mc.
Uepes micaub NiHF NOBTOPKETLCA | 3aXOMNETLCS.

September 19, 2019 at 10:18:21

C:\Users\PC-A> ping 10.1.1.10

Pinging 10.1.1.10 with 32 bytes of data:
10: bytes=32 time=50ms
.10: bytes=32 time=49ms
.10: bytes=32 time=46ms
.10: bytes=32 time=47ms

Ping statistics for 10.1.1.10:

Packets: Sent = 4, Received = 4,




Approximate round trip times in milli-seconds:

Minimum = 46ms, Maximum = 50ms, Average = 48ms

C:\Users\PC-A>

3BepHiTb yBary, WO Ha Len pa3 MNPOMIKOK 4Yacy Ond nepefaBaHHs ping B obuaBa KiHUi
HabaraTo 4OBLUMK, WO BKa3y€e Ha NOTEHUiNHY npobnemy.

KopnopaTtuBHi Mepexi NoBMHHI Matu Benuki ©6a3oBi piBHI; GiNbll LWKWPOKI, HPK MW MOXEMO
onucaTtn B LbOMY Kypci. lNpodecinHi nporpamHi 3acobu JocTynHi gnsa 36epiraHHa Ta nigTpuMKm
6a3oBoro piBHA. B pamkax gaHoOro Kypcy po3rnsgaetbCs Kinbka OCHOBHUX MpuiomiB 6a30BuMX
PiBHIB i 0BroBOPIOETLCS iX NPU3HAYEHHS.

Hankpawi npaktnkm Cisco ans 6a3oBux npoueciB MOXHa 3HanWTuM B |HTepHeTi 3a JONOMOrow
nowyky «Hankpatli npakTukn 6a3oBoro npouecy».

4.6 IllTabopaTopHa pob6oTa - TecTyBaHHA MepeXHOoI 3aTPUMMKM 3a onoMororo komaHg Ping i
Traceroute

B uin nabopatopHini poboTi B BUKOHAETE HACTYMHi 3aBOAHHS:

e YactmHa 1: 3actocyBaHHsA KomaHam Ping ons gocnig>keHHs 3aTPUMKN B Mepexi
¢ YactmHa 2: BukopuctaHHsa komaHam Traceroute ons 4ocnigXeHHsA 3aTPUMKN B MEpPEXi

NabopaTtopHa po6oTta - TecTyBaHHSA MEPEXHOI 3aTPUMKM 3a
aonomorow komaHa Ping i Traceroute

Tononoris

Default
Gateway

Internet

Uini Ta 3agavi
Yacrtuna 1: 3acrocyBanHa komanam Ping Ans OCNIAXEeHHS 3aTPUMKK Yy Mepexi
Yacrtuna 2: Bukopucranisa komaHau Traceroute Ans AOCNIMKEHHA 3aTPUMKKN B Mepexi

Dosigkosa indopmauin / CueHapin

LWo6 oTpumaTti peanicTU4Hy CTaTUCTUKY 3aTPUMKN B MEPEXi, Lie 3aB/iaHHs NOTPIGHO BUKOHYBaTU B peanbHiit
mepexi. He 3abyabTe NPOKOHCYNbLTYBaTUCR 3 BalLMM iHCTPYKTOPOM LOAO NokanbHux obmexeHb Geanexu npu
BUKOPUCTaHHI KOMaHau ping B Mepexi.

Mera uiel nabopaTtopHol po6oTu nonsrae y BUMIPIOBaHHI Ta OUIHLI MepeXHOI 3aTPUMKM 3 NNUHOM 4acy i B
piaHi nepioau Aobu, Wob oTpumaT penpeseHTaTtueHy BUGIpKY TMNOBOI MepeXHOT akTUBHOCTI. Liboro MoxHa
AOCAITU LWNAXOM aHanisy 3aTpUMKK NOBEPHEHHA 3 BiaAaneHoro komn'loTepa sianosiai Ha sanuT ping. Yac
3aTPUMKW NOBEPHEHHRA, BUMIPAHWIA B MinicekyHaax, Byae niacymoBaHo Wnsxom obYncneHHs cepeaHbol
3aTpUMKK (cepeaHe 3HaYeHHR) i AianasoHy (MakcumanbHe | MiHIManbHe 3Ha4YeHHR) Yacy 3aTPUMKA.

Heo6xigHi pecypcu

e 10K 3 goctynom B IHTepHeT
IHCTPYKUIT

YactuHa 1: 3acTtocyBaHHsa komanaum Ping ans aocnigkeHHs 3aTPUMKU B Mepexi



5 Komanam By3aa ta 10S

5.1 HanawTyBaHHSA IP-KoHirypauii Ha By3ni 3 OC Windows

AKWo BM BUMKOpPUCTOBYBanu Oyab-AKMW 3 (HCTPYMEHTIB Yy nonepeaHboMy posgini, wob
nepeBipuTU Nig'eAHaHHSA | BUSBUMNK, WO SKacb YaCTMHA BawoOl Mepexi He npautoe HanexHum
YMHOM, 3apa3 HacTaB 4YaC BUKOpUCTATU MEBHI KOMaHOW ONS YCYHEHHA HecrnpaBHOCTEN Ha
Bawwmx npuctposix. Komanau Bysna i IOS MoxyTb 4ONOMOrTM BaM BM3HAuYUTK, Y1 € npobnema 3
IP-agpecadieto BawmMx NpUCTPOIB, LLIO € NOLUIMPEHOK NPOBNEMO0 MepeXi.

MepeBipka IP-agpecauii Ha By3nax € MNOLWMPEHO MNPAaKTUKOK ANS MepeBipkM Ta YCYHEHHS
HecnpaBHOCTEN HacKpi3Horo 3'egHaHHAa B Mepexi. ¥ Windows 10 B1 moxeTe oTpuMaTn 4ocTyn
no petanen IP-agpecu 3 Network and Sharing Center, sk nokazaHo Ha pucyHKy, Ans
LUBMAKOro nepernagy YoTMpbOoX BaXXNMBUX NapameTpiB: agpecu, macku, w3y Ta DNS.

Network Connection Details X

Network Connection Details:

Property Value

Connection-specific DN... lan

Description Intel(R) Dual Band Wireless-AC 3165
Physical Address E0-94-67CC-03-EE

DHCP Enabled Yes

|Pv4 Address 10.10.10.21

IPv4 Subnet Mask 255.255.255.0

Lease Obtained Wednesday, August 14, 2015 7:33:55 Ph
Lease Expires Tuesday, September 3, 2019 6:12:34 AM
IPv4 Default Gateway 10.10.10.1

IPv4 DHCP Server 10.10.10.1

IPv4 DNS Server 10.10.10.1

IPv4 WINS Server

NetBIOS over Tepip En...  Yes

Link4ocal IPv6 Address fe80::alcc:4239.d3ab:2675%5

IPv6 Default Gateway

IPv6 DNS Server

< >

Close

OpHak agmiHicTpaTopu Mepexi 3asBnyan nepernagarTb iHpopmauito npo IP-agpecauito Ha
By3ni 3 OC Windows, Buagatoum komaHay ipconfig B komaHgHOMY psaaky komn'totepa 3 OC
Windows, sik nokasaHo y npuknagi.

C:\Users\PC-A> ipconfig
Windows IP Configuration

(Output omitted)

Wireless LAN adapter Wi-Fi:



Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe80::ad4aa:2ddl:ae2d:a75e%1l6

IPv4 Address. . . . . . . . . . . @ 192.168.10.10

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 192.168.10.1

(Output omitted)

Bukopuctosynte komaHay ipconfig /all ons nepernagy MAC-agpecu, a TakoxX HU3KK getanemn
Loao agpecadii 3 piBHA 4Ns NPUCTPOLO, SIK MOKa3aHo y Npuknagi.

C:\Users\PC-A> ipconfig /all
Host Name . . . . . . . . . . . . : PC-A-00H20
Primary Dns Suffix
Node Type
IP Routing Enabled. . . . . . . . :
WINS Proxy Enabled.

DNS Suffix Search List.

(Output omitted)

Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix

Description . . . . . . . . . . . : Intel(R) Dual Band Wireless-

Physical Address. . . . . . . . . : F8-94-C2-E4-C5-0A

DHCP Enabled.
Autoconfiguration Enabled . .

Link-local IPvo Address

fe80::adaa:2ddl:ae2d:a75e%16 (Preferred)

IPv4 AddresSS. . . .« « v v o« o o . .168.10.10 (Preferred)




Subnet Mask . . . . . . . . . . . : 255.255.255.0

Lease Obtained. . . . . . . . . . : August 17, 2019 1:20:17 PM

Lease Expires . . . . . . . . . . : August 18, 2019 1:20:18 PM

Default Gateway

DHCP Server . . . . . . . . . . . @ 192.168.10.1
DHCPv6 IAID

DHCPv6 Client DUID.

E1-AD-DE-DA-9A

DNS Servers

NetBIOS over Tcpip.

Akwo By3on HanawTtoBaHui sk knieHT DHCP, koHdirypauito IP-agpecn MoxHa NOHOBUTHY 3a
ponomoroto komaHg ipconfig /renew i ipconfig /release , sk nokasaHo y npuknagi.

C:\Users\PC-A> ipconfig /release
(Output omitted)

Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix . :
Link-local IPv6 Address . . . . . : feB80::ad4aa:2ddl:ae2d:a75e%16
Default Gateway

C:\Users\PC-A> ipconfig /rene

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe80::a4aa:2ddl:ae2d:a75e%16

IPv4 Address. . . . . .« . . . . . :192.168.1.124

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 192.168.1.1




(Output omitted)

C:\Users\PC-A>

Cnyx6a DNS-knieHTa Ha komn'toTepax 3 OC Windows TakoXX onTUMi3ye NpoayKTUBHICTb
BUpieHHs1 imeH DNS, 36epiratoun paHiwe nepeTtBopeHi imeHa B nam'ati. Ha MK 3 OC Windows
komaHga ipconfig /displaydns Bigobpaxkae Ha ekpaHi Bci kewwoBaHi 3anncu DNS, sik nokasaHo
B Npuknaai.

Windows IP Configuration
Output omitted

( ' )
Record Name . . . . . : netacad.co
Record Type . . . . . : 1

netacad. com|

602

Data Length . . 4

Time To Live ..

A (Host) Record . . . : 54.165.95.219

(Output omitted)

5.2 HanawTyBaHHSA IP-koHdpirypadii Ha By3ni 3 OC Linux

MepeBipka napameTpiB IP 3a gonomoroto rpadivHoro iHTepdernicy Ha K 3 Linux Byae BigpisHATUCA 3aneXxHo
Big AnctpmnbyTtmea Linux Ta iHTepdelicy pobodoro ctony. Ha pucyHKy nokasaHo gianorose BikHo Connection
Information guctpnbyTtnea Ubuntu nig kepyBaHHAM poboyoro ctona Gnome.



() Connection Information

Active Network Connections

Wired connection 1 (default)

General

Interface: Ethernet (enp0s3)
Hardware Address: 08:00:27:B5:D6:CB
Driver: 1000

Speed: 1000 Mb/s
Security: None

1Pv4

IP Address: 10.0.2.15
Broadcast Address: 10.0.2.255

Subnet Mask: 255.255.255.0
Default Route: 10.0.2.2

Primary DNS: 10.10.10.1

IPv6

IP Address: Fe80::57¢6:ed95:b3c9:2951/64

Close

Y KOMaHOHOMY pALKY MepexHi agMiHicTpaTopy BUKOPUCTOBYIOTL KomaHay ifconfig ans
BiqOOpaXXeHHSA CTaHy akTUBHUX B JaHUA MOMEHT iHTepdenciB Ta ix IP-koHirypauii, sk
nokasaHo y npuknagi.

[analyst@secOps ~]$ ifconfig

enp0s3 HWaddr 08:00:27:b5:d6:cb

Link encap:Ethernet

inet addr: 10.0.2.15 Bcast:10.0.2.255 Mask:

255.255.255.0

inet6 addr: feB80::57c6:ed95:b3¢c9:2951/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1l

RX packets:1332239 errors:0 dropped:0 overruns:0 frame:0

TX packets:105910 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000

RX bytes:1855455014 (1.8 GB) TX bytes:13140139 (13.1 MB)

lo: flags 73 mtu 65536

inet 127.0.0.1 netmask 255.0.0.0

preflxlen 128 scopeid 0x10

loop txqueuelen 1000 (Local Loopback)

RX packets 0

bytes 0 (0.0 B)




RX errors 0 dropped 0 overruns 0 frame 0
TX packets 0 Dbytes 0 (0.0 B)

TX errors 0 dropped 0 overruns 0O carrier 0 collisions O

KomaHpa Linux ip address BukopucTOBYeTbCA A5 BifobpaxkeHHs afpec i ix Bnactusocteit. i
TaKoX MOXXHa BUKOPUCTOBYBAaTK ANs AodaBaHHA abo BuaaneHHs IP-agpec.

MpumiTtka: BuBegeHi AaHi MOXyTb BigPI3HATUCA B 3anNeXHOCTI Big AuctpubyTtuea Linux.

5.3 HanawTyBaHHSA IP-koHdpirypadii Ha By31i 3 macOS

Y rpadgiyHomy iHTepdenci Byana 3 macOS Bigkpunte Network Preferences > Advanced ans
oTpuMaHHs iHopmauii wonao IP-agpecadil, Ak nokaszaHO Ha PUCYHKY.

= Wi-Fi

Wi-Fi W DNS WINS 8021X Proxies Hardware

Configure IPv4: = Using DHCP ki
IPv4 Address: 10.10.10.113 Renew DHCP Lease
Subnet Mask: 255.255.255.0 DHCP Client ID:

(If required)
Router: 10.10.10.1

Configure IPv6: Automatically B
Router:
IPv6 Address:

Prefix Length:

? Cancel OK

OpHak, komanga ifconfig Takox moxe 6yTu BUKopuctaHa ansa nepesipku IP -koHdiry pauir
iHTepdency, nokasaHoro y npuknagi.

MacBook-Air:~ Admin$ ifconfig en0

en0: flags=8863 mtu 1500

ether c4:b3:01:a0:64:98




inet6 feB80::c0f:1bf4:60bl:3adb%en0 prefixlen 64 secured

scopeid 0x5

inet 10.10.10.113 netmask Oxffffff00 broadcast 10.10.10.255

nd6 options=201
media: autoselect

MacBook—-Air:~ Admin$S

IHWi kopncHi komanam macOS ans nepesipku napameTpis IP Byana BknoyaoTe networksetup
-listallnetworkservices i networksetup -getinfo <network service,>, ax nokaszaHo B
HaCTynHOMY Npuknagi.

MacBook-Air:~ Admin$ networksetup -listallnetworkservices

An asterisk (*) denotes that a network service is disabled.
iPhone USB

Bluetooth PAN

Thunderbolt Bridge

=
'_J.
e
'_J.

MacBook—-Air:~ Admin$S

MacBook-Air:~ Admin$ networksetup -getinfo Wi-Fi

DHCP Configuration

IP address: 10.10.10.113

Subnet mask: 255.255.255.0

Client ID:

IPv6: Automatic

IPv6o IP address: none

IPv6 Router: none

Wi-Fi ID: c4:b3:01:a0:64:98

MacBook-Air:~ Admin$



5.4 Komanpa arp

KomaHga arp BMKOHyeTbCA 3 komaHgHoro psgka Windows, Linux abo Mac. KomaHga Hapae
MOXIUBICTb OTpUMaTK nepenik BCiX NPUCTPOIB, AKi Ha AaHunin Yyac € B ARP-kewwi Byana, a Takox
agpecy IPv4, isndHy agpecy i Tmn agpecauil (CTaTUYHUW/AWHAMIMHUIA) AONS KOXHOro
NPUCTPOIO.

Hanpuknapg, po3rnsiHeMO HaBeLeHY HWXKYe TOMOSorito.

10.0.0.254/24

5
10.0.0.5/24

o
10.0.0.4/24

e 10.0.0.2/24
P /

10.0.0.3/24

n'atb By3niB 3 IP-agpecamn 10.0.0.1/24, 10.0.0.2/24, 10.0.0.3/24, 10.0.0.4/24 i 10.0.0.5/24,
nia'eaHaHi 4o KomyTaTopa, AKMi 3'egHaHni 3 MapLipyTmusatopom 3 IP-agpecoto 10.0.0.254/24

10.0.0.254/2410.0.0.1/2410.0.0.2/2410.0.0.3/2410.0.0.4/2410.0.0.5/24PC-A

BinobpaxaloTbcs BUXigHi gaHi komaHan arp -a Ha By3ni PC-A 3 OC Windows.

C:\Users\PC-A> arp -a

Interface: 192.168.93.175 —--- 0xc

Internet Address Physical Address Type

d0-67-e5-b6-56-4b

78-48-59-e3-b4-01

00=21=I66=00=16=97




10.0.0.254 00-15-99-cd-38-d9 dynamic

KomaHpa arp -a Bigobpaxae Bigomy IP-agpecy Ta npu'saaky MAC-agpecu. 3BepHiTb yBary, o
IP-agpeca 10.0.0.5 He BkntoYeHa go nepeniky. Lle nos'asaHo 3 Tum, wo ARP-kew Bigobpaxae
iHopMaLito TiNbKN 3 NPUCTPOIB, A0 AKMX BYNo Hewo4aBHO OTPUMAHO AOCTYn.

o6 nepekoHaTucs, wo kew ARP 3anoBHeHWR, cnif BUKOHATWU KOMaHay ping Ans nepesipku
3B'A3KY 3 NPUCTPOEM, W06 Ans Hboro Byno ctBopeHo 3anuc y Tabnuui ARP. Hanpuknag, skwo
PC-A nponinryesas 10.0.0.5, To ARP-kew 6yae mictutn 3anuc gns uiei IP-agpecu.

Kew moOxHa ounmctutu 3a gonomoroto komaHau netsh interface ip delete arpcache B Tomy
BUMNAOKy, AKLWO agMiHICTpaTop Mepexi 3axoye 3arnoBHUTU KeLl OHOBMEHOK iHopMaUieto.

Mpumitka: Bam moxe 3Hagobutnca goctyn agmiHicTpaTopa Ha By3ni, W06 MaTtn MOXIMBICTb
BUkopucTtoByBaTu komaHay netsh interface ip delete arpcache.

5.5 NMoBTOpPHUM po3rnaag komaHau show

TaknM xe YMHOM, SK KOMaHAWM Ta YTUMITU BUKOPMUCTOBYIOTBCS ONS NEePEeBipKM KOHirypauii Byana, KomaHau
MOXYTb 6yT1 BUKOpUCTaHI ANs nepeeipku iHTepdencis npomixkHux npuctpoiB. Cisco |IOS Hagae komaHan ans
nepesipku poboTu iHTepdelciB MapLupyTmM3aTopa i KomyTaTopa.

Komangm show Cisco I0S CLI BigobOpaxatoTb akTyanbHy iHdopMaLito npo KoHdirypauito i poboTy NpucTpoto.
Cneuianictm mMepexi LUMPOKO BUKOPUCTOBYIOTb KoMaHaum show ansa nepernsgy KoHdirypaudinHux dannis,
NnepeBipKkM CTaHy iHTEpdENCiB | NPOLIECIB MPUCTPOLD, a TaKOX MEPEBiIpkM cTaHy poboTu npuctpoto. CtaTtyc
MaKe KOXHOro npouecy abo yHkLii MapLupyTM3aTopa MOXHa BigobpasnTy 3a gonomMoroto komaHan show.

3aranbHoBXuBaHi koMaHan show Ta Konu ix BUKOPUCTOBYBATK, HaBeAEHI B Tabnuu,i.

Komanpga Kopucho gas ...

show running-

config Jliist nepeBIpKu OTOYHOI KOH(Irypauii Ta HaJalTyBaHb

. JIS IEPEBIPKU cTaHy iHTEpdeiicy Ta HassBHOCTI ITOBIJOMIEHD IIPO
show interfaces A PEBIp y pbeiicy hi} p

MOMHUJIKH
show ip interface s mepeBipku iHopmanii piBHs 3 s iHTepdercy
show arp Jlist mepeBipKU CIHUCKY BiTOMHUX XOCTIB Y JIOKaJIbBHUX MEpexax
Ethernet
show ip route Jns mepeBipku iHdopmalii mpo MapmpyTusaiio 3 piBHs
show protocols Jiist mepeBipKH, SIKi MPOTOKOJIH MPAIIOI0Th
show version Jist mepeBipKy mam’ti, iHTepQeiciB Ta JieH3ii IpUCTPOro

HaTtucHiTb KHOMKKM, Wo6 nobaunTh npuknag poboTn KOXHOI 3 AaHnx komaHg show. MpumiTka: BuxigHi oaHi
Aesknx KomaHg 6yno BigpeaaroeaHo, Wwob 30cepeanTnca Ha BiAMNOBIAHMX HAnaLTyBaHHAX | 3MEHLLUUTN BMICT.



KomaHg Gyno BigpenaroeaHo, Wo6 30CepeanTCH Ha BiANOBIAHNX HANALWTYBaAHHAX | 3MEHLUMTI BMICT.

show show ip show ip show show
interfaces interface route protocols version

show running-config

® HaTWUCHITL KHOMKKW, WoB noba4nTi Npuknag poGoTH KOXKHOI 3 AaHWX KomaHa show. [MpumMiTka: BUxigHi gaHi aeskux ‘

[MepeBipsie NOTOYHI HanNawTyBaHHA Ta NnapaMmeTpu

R1# show running-config

(Output omitted)

&
0]
=
0)]
[
O
=)
=
(€]
U1

service timestamps debug datetime msec
service timestamps log datetime msec

service password-encryption

hostname R1

interface GigabitEthernet0/0/0

description Link to R2

ip address 209.165.200.225 255.255.255.252

negotiation auto

interface GigabitEthernet0/0/1

description Link to LAN

ip address 192.168.10.1 255.255.255.0

negotiation auto

router ospf 10

network 192.168.10.0 0.0.0.255 area O




network 209.165.200.224 0.0.0.3 area 0

anner motd ~C Authorized access only! ~C

ine con

password 7 14141B180FO0B

login

(®)

line vty 0 4

password 7 00071A150754

login

transport input telnet ssh

d

R1#

show interfaces
MepeBipsie cTaH iHTepdelicy i Binobparkae 6yab-saKi NOBIGOMITEHHS NPO MOMUITKK

R1# show interfaces

GigabitEthernet0/0/0 is up, line protocol is up

Hardware is ISR4321-2x1GE, address is al0e0.af0d.el40 (bia

al0e0.af0d.e140)
Description: Link to R2

Internet address is 209.165.200.225/30

|

MTU 1500 bytes, BW 100000 Kbit/sec, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set

Keepalive not supported

Full Duplex, 100Mbps, link type is auto, media type is RJ45

output flow-control is off, input flow-control is off




ARP type: ARPA, ARP Timeout 04:00:00

Last input 00:00:01, output 00:00:21, output hang never
Last clearing of "show interface" counters never
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output
drops: O
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
5127 packets input, 590285 bytes, 0 no buffer
Received 29 broadcasts (0 IP multicasts)
0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 5043 multicast, 0 pause input
1150 packets output, 153999 bytes, 0 underruns
0 output errors, 0 collisions, 2 interface resets
0 unknown protocol drops
0 babbles, 0 late collision, 0 deferred
1 lost carrier, 0 no carrier, 0 pause output
0 output buffer failures, 0 output buffers swapped out

GigabitEthernet0/0/1 is up, line protocol is up

(Output omitted)

show ip interface
Mepesipsie iHpopmaLito 3 piBHA Ans iHTepdency

R1# show ip interface

GigabitEthernet0/0/0 is up, line protocol is up

Internet address is 209.165.200.225/30

Broadcast address is 255.255.255.255



Address determined by setup command
MTU is 1500 bytes
Helper address is not set

Directed broadcast forwarding is disabled

f

Multicast reserved groups joined: 224.0.0.5 224.0.0.6
Outgoing Common access list is not set
Outgoing access list is not set
Inbound Common access list 1s not set
Inbound access list is not set

Proxy ARP is enabled

Local Proxy ARP is disabled

Security level is default

Split horizon is enabled

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask replies are never sent

IP fast switching is enabled

IP Flow switching is disabled|

IP CEF switching is enabled,

IP CEF switching turbo vector

IP Null turbo wvector

Associated unicast routing topologies:
Topology "base", operation state is UP

IP multicast fast switching is enabled

IP multicast distributed fast switching is disabled
IP route-cache flags are Fast, CEF

Router Discovery 1is disabled




IP output packet accounting is disabled

IP access violation accounting is disabled
TCP/IP header compression is disabled
RTP/IP header compression is disabled
Probe proxy name replies are disabled
Policy routing is disabled

Network address translation is disabled

BGP Policy Mapping is disabled

Input features: MCI Check
IPv4 WCCP Redirect outbound i1s disabled
IPv4 WCCP Redirect inbound is disabled

IPv4 WCCP Redirect exclude is disabled

GigabitEthernet0/0/1 is up, line protocol is up

(Output omitted)

show arp
MepeBipsie cnUCcok BigOMMX BY3riB Ha nokanbHUX Mepexax Ethernet

R1# show arp

Protocol Address Age (min) Hardware Addr Type

Internet 192.168.10.1 al0e0.af0d.el41 ARPA

GigabitEthernet0/0/1

Internet 192.168.10.10 95 c07b.bccd.a9c0 ARPA

I

igabitEthernet0/0/1
Internet 209.165.200.225 = al0e0.af0d.el140 ARPA
GigabitEthernet0/0/0

Internet 209.165.200.226 138 a03d.6fel.9d90 ARPA

GigabitEthernet0/0/0

#

E
'_\



show ip route
lMepesipsie BigOMOCTI Npo MapLupyTmsauio 3 piBHA

R1# show ip route

15 C - connected, S - static, R - RIP, M - mobile, B

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type

E1l - OSPF external type 1, E2 - OSPF external type 2

- IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 IS-1IS

level-2

- IS-IS inter area, * - candidate default,

o - ODR, P - periodic downloaded static route, H - NHRP,

LISP

a - application route

- replicated route, % - next hop override, p - overrides

Gateway of last resort is 209.165.200.226 to network 0.0.0.0

O*E2 0.0.0.0/0 [110/1] via 209.165.200.226, 02:19:50,

GigabitEthernet0/0/0

10.0.0.0/24 1is subnetted, 1 subnets
o} [

10.1.1.0 [110/3] wvia 209.165.200.226, 02:05:42,
GigabitEthernet0/0/0
192.168.10.0/24 is variably subnetted, 2 subnets, 2 masks

192.168.10.0/24 is directly connected, GigabitEthernet0/0/1

192.168.10.1/32 is directly connected, GigabitEthernet0/0/1



209.165.200.0/24 is variably subnetted, 3 subnets, 2 masks

C 209.165.200.224/30 is directly connected,
GigabitEthernet0/0/0

L 209.165.200.225/32 is directly connected,

GigabitEthernet0/0/0

@ 209.165.200.228/30

[110/2] via 209.165.200.226, 02:07:19,

GigabitEthernet0/0/0

R1#

show protocols
[Mepesipsie, Ski NPOTOKONU NpauiooTh

R1# show protocols
Global wvalues:

Internet Protocol routing i1s enabled

GigabitEthernet0/0/0 is up, line protocol is up

Internet address is 209.165.200.225/30

GigabitEthernet0/0/1 is up, line protocol is up

Internet address is 192.168.10.1/24

Serial0/1/0 is down, line protocol is down

SerialO0/1/1 is down, line protocol is down

GigabitEthernet0 is administratively down, line protocol is down

show version
MepeBipsie nam'saTb, iIHTEpPdENCK Ta NiLeHsii NpUCTPoto

R1# show wversion

Cisco IOS XE Software, Version 03.16.08.S - Extended Support Release

Cisco IOS Software, ISR Software (X86 64 LINUX IOSD-UNIVERSALKY9-M),

Version 15.5(3)S8, RELEASE SOFTWARE (fc2)



Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Wed 08-Aug-18 10:48 by mcpre

(Output omitted)
ROM: IOS-XE ROMMON
R1 uptime is 2 hours, 25 minutes

Uptime for this control processor is 2 hours, 27 minutes

System returned to ROM by reload

System image file is "bootflash:/isr4300-universalk9.03.16.08.S.155-

3.58-ext.SPA.bin"

Last reload reason: LocalSoft

(Output omitted)

Technology-package

Current Next reboot

RightToUse appxk9

uck9 None None None

securityk9 securityk9 Permanent

ipbase ipbasek9 Permanent ipbasek9

cisco ISR4321/K9 (1RU) processor with 1647778K/6147K bytes of

Processor board ID FLM2044WOLT
2 Gigabit Ethernet interfaces

2 Serial interfaces

32768K bytes of non-volatile configuration memory.



R14#

5.6 KomaHga show cdp neighbors

€ kinbka iHwWKx komaHg 10S, aki ctaHyTb B Harogi. Cisco Discovery Protocol (CDP) — ue
nponpieTapHuin npotokon Cisco, sk Npautoe Ha KaHanbHoMY piBHi. Ockinbkn CDP npautoe Ha
KaHanbHOMY piBHi, ABa abo 6inbwe mepexHUx npucTpoiB Cisco, Taknx SK MapLLpyTu3aTopwu, sKi
NIATPUMYIOTb Pi3HI MPOTOKOMNN MEPEXHOro PIBHA, MOXYTb Ai3HATUCA OOMH NPO OAHOro, HaBiTb
AKLLO Nig'eAHaHHA pIBHA 3 HE iCHYE.

Konn npuctpin Cisco 3aBaHTaxyeTtbcd, CDP 3anyckaeTbca 3a 3amoB4dyBaHHAM. CDP
aBTOMaTU4HO BusBNseE cycigHi npuctpoi Cisco, Ha skux npautoe npotokon CDP, He3anexHo Big
TOro, KM npoTtokon abo komnnekcu piBHA 3 3anyweHo. CDP obmiHoeTbea iHbopmalieto npo
anapaTHe Ta nporpamHe 3abesneyeHHs 3 Moro 6esnocepenHbO nig'egHaHnmm cycigamum CDP.

CDP Hapgae Taki BigoMOCTi Npo KOXHUIA NpucTpin cyciga CDP:

e lpeHTndikaTopu npucTpolo - HanawToBaHe iM'a KOMyTaTtopa, MaplipyTtusatopa abo
iHLLIOro NpuUcTpoto

e Cnucok appec- He O6inbwe OOHIEI agpecyM MEpPEeXHOro PpiBHA ANd  KOXHOro
nigTPMMyBaHOro NPoOTOKONy

e lpeHTndikatop nopty - IM'a nokanbHOro Ta BigdaneHoro nopTy y BuUrnagi psaka
cumeonis ASCII, Hanpuknag FastEthernet 0/0

e Cnucok MoxnuBocTen - Hanpuknag, 4vm € KOHKPETHUA NPUCTPIN KoMyTaTopom PiBHs 2
abo komyTtatopom PiBHs 3

o [Mnatcdopma - AnapatHa nnatdopma NpUCTPol, Hanpuknag, mapwpytmnsdatop Cisco
cepii 1841.

3BepHiTLCA 0 Tornonorii Ta BUXiAHWX AaHux komaHau show cdp neighbor.

G0/0/1 FO/5

R3# show cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route



- Switch, H - Host, I - IGMP, r - Repeater,

D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform

Gig 0/0/1 WS-C2960+

Total cdp entries displayed : 1

BuxigHi gani nokasytoTb, Wo iHTepdenc R3 GigabitEthernet 0/0/1 nig'eaHaHun oo iHTepdency
FastEthernet 0/5 S3, akun € komytatopom Cisco Catalyst 2960+. 3BepHiTb yBary, wo R3 He
3ibpaB iHpopmauito npo S4. Lle nos'szaHo 3 TuM, wo CDP wMoxe BuABUTM nuLie
6esnocepeaHbo nig'egHaHi npuctpoi Cisco. S4 He nig'egHaHo 6e3nocepeHbo Ao R3 i Tomy He
BKa3aHO y BUXiOHWX OAHWX.

KomaHoa show cdp neighbors detail poskpnBae |P-agpecy cycigHbOro npucTpor, 4K
nokasaHo y npuknagi. CDP BusaButb IP-agpecy cyciga HesanexHo Big TOro, 4nm MoxeTe BWU
niHryBatn gaHoro cyciga. Lla komaHga gyxe kopucHa, konu gsa mapupyTtusatopu Cisco He
MOXYTb MapLupyTU3yBaTUCHA 4Yepes3 ChnifibHe nocunaHHa Ond nepepadi gaHux. KomaHga show
cdp neighbors detail fonomoxe Bu3HauuMTK, 4n € y opHoro 3 cycigis CDP nomwunka IP-
KOHirypadi.

HesBaxaroum Ha kopucHicTb, CDP Takox Moxe CTaHOBUTM 3arpo3y 6esneui, OCKiNbku MOXe
HagaTu KOPUCHY iHbopmaLito Npo MepexHy iHpacTpykTypy cyb'ekTam 3arpo3un. Hanpuknaga, 3a
3amoBYyBaHHAM 6araTo Bepcin 10S BignpasnsiTe aHoHcn CDP 3 ycix BKMOYEHMX MopTiB.
OpHak Haunkpalli npakTuku nepegbadatoTb, wo CDP cnig BknoyaTtn nuwe Ha iHTepdgencax, Wo
nig'eQHyOTbCA A0 iHWKUX iHppacTpykTypHux npuctpois Cisco. CDP peknamu cnig BUMKHYTU Ha
KOPUCTYBaLbKMUX MopTax.

Ockinbkun gesiki Bepcii I0S 3a 3amoBYyBaHHAM HagcunatTb aHoHcu CDP, BaxnmBo 3HaTu, ik
Bigkntountn CDP. Wo6 Bigkniountn CDP rnobanbHO, BMKOPUCTOBYNTE KOMaHZy rrnobanbHoi
kKOHdpirypauii no cdp run. LLo6 Bigknountn CDP Ha iHTepdenci, ckopuctanTeca KomaHaow
iHTepdency no cdp enable.

5.7 Komanpaa show ip interface brief

OpHieto 3 HanyacTiwe BUKOPUCTOBYBaHMX KoMaHA € komanga show ip interface brief. Lia
KomaHaa Hagae 6inbll CKOpoYeHi BuxigHi gaHi, Hixx komaHaa show ip interface. BoHa Hapae
3BeleHy KNoYoBY iH(opMaLLito ANA BCIX MepPeXHUX iHTepdenciB Ha MapLLpyTmM3aTopi.



Hanpuknag, y BuxogHux gaHmx komaHam show ip interface brief Bigobpaxatotbcs Bei
iHTepdercn Ha mappyTuaaTtopi, IP-agpecu, ki NPUCBOEHI KOXHOMY iHTepdency (SKLWO Taki €)
i pobouni cTaH iHTepdency.

R1# show ip interface brief

Interface IP-Address OK? Method Status

GigabitEthernet0/0/0 209.165.200.225 YES manual up

GigabitEthernet0/0/1 192.168.10.1 YES manual up

Serial0/1/0 unassigned NO unset down

Serial0/1/1 unassigned NO unset down

unassigned YES unset administratively

MepeBipka iHTepchency komytatopa
KomaHpga show ip interface brief Takox moxe 6yTn BukopuctaHa ans nepesipku cTaHy
iHTepdenciB KomyTaTopa, SK NoKas3aHo y Npukiagi.

S1# show ip interface brief

Interface IP-Address OK? Method Status

192.168.254.250 YES manual up

FastEthernet0/1 unassigned YES unset down
FastEthernet0/2 unassigned YES unset up



FastEthernet(0/3 unassigned YES unset up

IHTepdency VLAN1 npusHadeHo agpecy IPv4 192.168.254.250, saky yBIMKHEHO Ta fika npautoe.

Y npuknagi Takox BuaHo, wo iHtepgenc FastEthernet0/1 He npautoe. Lle Bkasye Ha Te, WO A0
iHTepdency He nia'egHaHo XXO0A4HOro NPUCTPOLD, abo NPUCTPIN, AKUK Nig'egHaHo, Mae Hepobouuni
MepexXHun iHTepenc.

Ha BigmiHy Big uboro, Ha BMxoai BMAHo, wo iHtepderncu FastEthernet0/2 i FastEthernet0/3
npautotoTb. MNMpo ue 3a3HayeHo ctaHom up y ctoBnuax Status (CtaH) Ta Protocol (MpoTtokon).

5.8 KomaHpa show version

KomaHaoa show version moxe 6yTn BuUKOpuUCTaHa Ond NepeBipkM i YCYHEHHA HecnpaBHOCTEN
Aesiknx 6asoBMX anapaTtHUX | NPOrpamMHUX KOMMOHEHTIB, WO BUKOPUCTOBYHOTLCS B MNpPOUECI
3aBaHTaXeHHs. HaTucHiTb kHonky BigTBopmnTH, W06 nepernsHyTh Bigeo 3 Oinbl paHHIX Kypcis,
B AKOMY MoOKa3aHO NOACHEHHSA koMaHan show version.

5.9 Packet Tracer — IHTepnpeTauisa BUXigHUX AaHUX KOMaHau show

Lle 3aBaaHHs npu3HayeHo ans 3aKpinneHHs 3HaHb npo BUKOPUCTaHHS
komaHa show mapupyTumsaTopa. Bam He noTpibHO Byae BUKOHYBaTK KOHQirypyBaHHs, ane Bam
HeobXigHO NpoaHaniayBaTu BUXiAHI AaHi eKiNbKOX KomaHa show.

Packet Tracer — IHTepnpeTauisa pe3ynsraTy BUKOHaHHA KOMaHau
show
Uini Ta 3apaui
YactuHa 1: AHani3 pe3ynbTaTty BUKOHaHHA KoMaHau show
Yactuna 2: MNuTtadHa ans camonepesipku
HosigkoBa iHchopmauin

Lle 3aBaaHHs NnpuaHayeHe ANs 3akpinneHHs BUKOPUCTaHHA KoMaHa show Ha MapLupyTu3arTopi.
HanawTyBaHHA BUKOHYBaTU He NoTpibHO, ane Bam HeobXiaHO NpoaHaniayBaTu pe3ynbTaT¥ BUKOHaHHA
nekinbkox komaHa show. B uboMy 3asaaHHi 6anu He HapaxoByOTHCR aBTOMaTUYHO.

IHCTPYKUIT
YacTtuHa 1: AHani3 pe3ynbTaTty BUKOHaHHA KomaHau show

a. [ns nig'egHanns ao ISPRouter, HaTucHiTL Ha ISP PC, notim Ha Bknaaky Desktop, a notim - Terminal.

b. YsiAaitb B npusinenosaHnin pexum EXEC.

c. BukopucToByiiTe HacTynHi komaHau show, Wo6 BIANOBICTU Ha 3anNUTaHHS ANA CaMONEpPeBipkU B YaCTUHI

Mpumitka: AKWO pesynbTart 3aBepluyeTbes 3anMToM - —More— 060B'A3KOBO HAaTUCHITL NPo6in, Noku He
a'asuTbes paaok ISPRouter# Ans oTpUMaHHA BCiX BUXIAHUX AaHUX KOMaHAW.

show arp

show flash:




6 Meroau nomyKky Ta yCyHeHHs HeClIpaBHOCTel

6.1 OCHOBHI Nigxoau 40 NOLWYKY Ta YCYHEeHHs1 HecnpaBHOCTEN

Y nonepegHix OBOX Temax BW AidHanucsa Npo Aedki YTUNITKM | KoMaHaW, sKi MOXHa
BUKOPUCTOBYBATM [Ns1 BU3HAYeHHA NpobrieMHUX AiNsHOK y Bawii mepexi. Lle Baxnuea
YacTuHa YCYHEHHS HecnpaBHocTen. IcHye 6e3niy cnocobiB YCYHEHHSI HECNPABHOCTEN B MEPEX.
Y uin Temi getanbHO OnMuUCaHW CTPYKTYpOBaHUW MPOLEC YCYHEHHS HECrpaBHOCTEWN, SAKUK
AOMOMOXE BaM CTaTu KpalluM MepexHUM agMiHicTpaTopoM. Takox nepenbayveHo Le Kinbka
KOMaH[, SKi JONOMOXYTb BUPIWNTK nNpobriemu. MNMpobnemu 3 mepexero MoXyTb By TM NpOCTUMU
abo cknagHUMW i MOXYTb BUHWKHYTU B pe3ynbTaTi NOoedHaHHs npobnem 3 obnagHaHHSAM,
nporpamHuM 3abesneyeHHsM i nig'eaHaHHAM. TexHiK1 NOBMHHI BMiTU aHanidyBaTtu npobnemy Ta
BU3HA4YaTM MPUYMHY MOMMUIKM, MEPLl HiXK BOHU 3MOXYTb BUPIWMTM Npobrnemy B mepexi. Llen
npouec HasnBaeTbLCA MOLIYKOM i YCYHEHHAM HeCrpaBHOCTEN.

3aranbHa Ta edekTVBHA MeTOoAOsorisA MOLWYKy Ta YCYHEeHHs1 HecnpaBHocTel 6asyeTbcsi Ha
HayKOBOMY MeTOA,.

Y Tabnuui HaBeaeHo LUICTb OCHOBHMX KPOKIB Y MPOLIECI NOLLYKY Ta YCYHEHHSI HECMPaBHOCTEWN.

3aroa0BOK Ta0IHI
Kpoxk Onuc

e Ile mepmmii KpOK y IpoI1IeCi yCyHEHHSI HECIIPaBHOCTEH.
e Xoya Ha ILOMY KPOIli MOXHa BUKOPHUCTOBYBATH
Kpoxk 1. BusHayenns npodJiemu. IHCTpYMEHTH, PO3MOBa 3 KOPUCTYBAYEM YacTO AYKE
KOpHUCHA.

e [licns Toro, sk mpobGyiemMa BUSBIICHA, CIPOOYHTE

Kpok 2. ®opmyBaHHs chopMyBaTH MPUIMYIIEHHS 111010 HMOBIPHUX MPUYHH.
NpUINYLHIeHb 00 MOKJINBOI e Ileif KpoKk 4acTo MPU3BOIUTH 0 OLIBIIOT KITBKOCTI
NPUYUHHA HEeCTIPABHOCTI. MO>KJIMBUX NIPUYMH ITPOOIEMH.

o Buxopnsuu 3 HIMOBIpHUX IIPUYUH, IEPEBIPTE CBOI
MPUIYLIEHHS, 1100 BU3HAYUTHU SIKa OJIHA 3 HUX €
IPUYMHOIO NPOoOIIeMH.

Kpok 3. IlepeBipka npunyumeHb e TexHiK 4acTO 3aCTOCOBY€ MBUAKY NPOLENYPY AJs
110/10 BU3HAYCHHS NPHYHHH TeCTyBaHHs 1 IepeBipsie, YU BUPIIIY€e BOHA IPOOIeMy.
HECIPABHOCTI e Slkmio mBuAKa Npoleaypa He BUIIPABIISE MPoodIeMy,

MOKJIUBO, 3HAJO0UTLCS MOJANIBIIE JOCTIIKEHHS
npo6JIeMu JJ1sl BCTAHOBJICHHS TOYHOT PUYHHH.

[Ticist TOTO, SIK B BU3HAYHIIA TOYHY MIPUYHHY ITPOOJIEMH,
PO3pO0ITh IJIaH il A BUPIIEHHS MPOOJIeMH 1 peamizyiiTe
pIIICHHS.

Kpoxk 4. Po3po0JieHHst muiany Ai
Ta peaJjiizauisi pilieHHs

o Ilicnd Toro, ik BU BUIIpaBUJIM NIPOOIEMY, IEPEBIPTE
NOBHY (YHKIIOHATBHICTB.
e 3a HeoOX1AHOCTI 3acTOCYHTE MPO(pIIaKTHUHI 3aXO0/IH.

Kpok 5. [lepeBipka pimieHHs Ta
BIIPOBA/I’KEHHS IPeBeHTUBHUX
3axoAiB



3arosoBoOK TaOIHIII

Kpox Onuc
e Ha 3aBepmanbHOMY eTari mporecy yCyHeHHS
Kpoxk 6. lokymeHTyBaHHS HECIPaBHOCTEH 3aIOKYMEHTYHTE CBOT BUCHOBKH, JIii Ta
OTPUMAHMX JaHHUX, BJKUTHX pe3yJIbTaTH.
3axo0liB Ta pe3yabTaTiB e lle nyxe BaXXJIMBO AJIsl MOJAJIBIIIONO BUKOPUCTAHHS.

LLlo6 ouiHuT npobnemy, BU3Ha4UTe, CKiNbk1 NPUCTPOIB B MEpPEXi 3a3Hanu npobnemm. AKLWo BUHUKNA
npobnema 3 0gHWM NPUCTPOEM Yy MepeXi, 3anyCTiTb NPOLIEC BUNPaBieHHA HECNPaBHOCTEN Ha LLbOMY
NPUCTPOI. AKLLO BMHMKIA Npobnema 3 yciMma NpucTposiMm B MepPEXI, 3anycCTiTb MPOLLEC YCYHEHHS
HecnpaBHOCTEN Ha NPUCTPOI, A0 AKOro Nig'e4HaHi BCi iHWI npucTpoi. Crig po3pobuTy NoriyHui i NocnigoBHWNA
MeTOoA AiarHOCTUKM MepEeXHUX Npobnem LUNAXoM YCyHEHHs ogHiei npobrnemu 3a pas.

6.2 BupiweHHs npobnemu abo ii eckanauia?

Y Aeskux cutyauisix HEMOXIUBO HeranvHO BupilWKMTK npobnemy. MNpobnemy cnig 3arocTpuTu,
KON BOHa noTpebye pilleHHs MeHeaxepa, NeBHOro Aocsigy abo NoTpibHOro piBHSA AocTyny A0
MepeXi, HeOCTYNHOro (paxiBuUto 3 YCYHEHHSI HECNPaBHOCTEMN.

Hanpuknag, nicnsa yCyHeHHsi HecnpaBHoOCTEN paxiBeub pobuTb BUCHOBOK, WO MOAysb
MapLupyTmM3aTtopa NoBuHeEH B6yTn 3amiHeHU. Lito npobnemy cnig 3arocTputu Ans 3aTBepaAKeHHs
MeHemkepoM. MeHemxepy, MOXNMBO, AoBeAeTbCs We binble 3arocTput Npobnemy, ockinbku
ue MOXe BMMaraTuM CXBaneHHsi (piHAHCOBOro BigAiny, nNepw HK MOXHa npuadatn HoBuW
MOy b.

MoniTMka KoMnaHii NOBMHHA YiTKO BKasaTu, KONu i K dpaxiBeLb NOBMHEH 3arocTpuTu npobnemy.

6.3 Komanpa debug

Mpouecu OC, NnpoToKonu, MexaHiamu i noAil reHepyTb NOBIAOMIEHHSA AN1S NoKagy ix cTaTycy.
Lli noBigoMneHHA MOXyTb HagaBaTu LiHHY iHpopMaLilo nig Yyac BUNpaBrieHHA HecrnpaBHOCTEN
abo nepesipkn cuctemHux onepauin. KomaHga I0S debug nossonde agmiHictpaTopy
BigoGpaxkaTu Li NOBIOOMIEHHSA B PEXMMI peanbHOro Yacy ans aHanidy. Lle gyxxe saxxnmesum
IHCTPYMEHT A5 MOHITOpuMHry nogin Ha npuctpoi Cisco 10S.

Bci komaHan debug BBOoasTECS B npuBinenosaHomy pexunmi EXEC. Cisco IOS gossonsie
3BY)XyBaTu BUXigHi AaHi debug, BkoYaroum 4o HUX nuwie BignoBigHy yHKUit0 abo niadyHKuito.
Lle oyxe BaxnvBo, OCKifbKN Hanarog>KeHHI NPUCBOETLCS BUCOKUA NPIOPUTET cepea npouecis
LT, i ue moxe 3pobuTn cucTtemy HeNpUOATHOK OS5 BUKOPUCTAHHS. 3 L€l NpUYnHU
BUKOPUCTOBYMTE kOMaHan debug TinNbku AnNs YyCYHEHHsS] KOHKPETHMX npobrem.

Hanpuknag, anga sBigctexeHHsa ctaHy nosigomneHb ICMP B mappyTtusatopi Cisco
BukopuctoByinTte debug ip icmp, sik nokasaHo B npuknagi.

R1# debug ip icmp
ICMP packet debugging is on



R1# ping 10.1.1.1
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms

*Aug 20 14:18:59.605: ICMP: echo reply rcvd, src

209.165.200.225, topology BASE, dscp 0 topoid O

*Aug 20 14:18:59.606: ICMP: echo reply rcvd, src
.200.225, topology BASE, dscp 0 topoid O
14:18:59.608: ICMP: echo reply rcvd, src
.200.225, topology BASE, dscp 0 topoid O
14:18:59.609: ICMP: echo reply rcvd, src
.200.225,topology BASE, dscp 0 topoid O

14:18:59.611: ICMP: echo reply rcvd, src

.200.225, topology BASE, dscp 0 topoid O

LLlo6 nepernsiHyTn KOPOTKUI ONUC BCiX NapamMeTpiB KOMaHAM HanarogXeHHsi, BAKOPUCTOBYMTE
komangy debug ? B npusinenosaHomy pexunmi EXEC y komaHAHOMY psiaKy.

LLlo6 BUMKHYTU NEBHY OYHKLiO HanarogKeHHs, 4o4anTe Kro4oBE CMOBO NO nepeq,
komaHgoo debug:

Router# no debug ip icmp

Kpim TOro, Bu moxeTe BBeCcTu oopMy komaHau undebug B npueinenosaHomy pexunmi EXEC:

Router# undebug ip icmp

o6 BigkniounTu Bigpasy BCi akTuBHI KomaHaun debug, Bukopuctosymnte komaHay undebug all:

Router# undebug all

ByabTe o6epexHi, BUkopucToBytoUMn aeski komaHam debug. Taki komangu, sik debug

all i debug ip packet reHepyoTb 3Ha4HUI OBCAr BUXIOHUX AAHUX | MOXYTb BUKOPUCTOBYBATH
BESIMKY YaCTMHY CUCTEMHUX pecypciB. MapLupyTnsaTop MoOXe HacTiNbKN 3aMHATUCH
BinoGpakeHHAM noeigomneHb debug, WO y HbOro He Byae 4OCTaTHBLOI MOTYXXHOCTI AN
BUKOHaHHS CBOIX MepPEXHUX (PyHKUin abo HaBiTb NPOCHYXOBYBAHHA KOMaHA, WO6 BUMKHYTU
HanaromXeHHsa. 3 Uiel NPU4YNHN BUKOPUCTAHHA LMX NapaMeTpiB KOMaHA He peKOMEeHAYETbCS, i iX
cnig yHukaTu.



6.4 KomaHpa terminal monitor

Mia'eaHaHHA ans HagaHHAa JocTyny Ao iHTepdency komaHgHoro pagka |OS moxHa BCTaHOBUTH
ABoma cnocobamu:

o JlokanbHO - nokanbHi Nig'egHaHHA (TOOTO KOHCONbHE Nig'eQHaHHSA) BUMaratTb
di3N4HOro 4OCTYNy 40 KOHCOJSIbHOrO NOPTY MapLupyTmM3aTopa abo komyTaTopa 3a
A0MOMOror KoHconbHoro (rollover) kabento.

o BipaaneHo - BigganeHi nig'eqHaHHs BuMaratoTb BUKopucTaHHa Telnet abo SSH ansa
BCTAHOBIEHHS Mig'€AHaHHA 40 NPUCTPOIO 3 HanawToBaHo IP-KOHMirypadieto.

MeBHi noBigoMneHHsa 10S aBToMaTMYHO BigobpaxaTbCA Ha KOHCOMNBHOMY Nig'€QHAHHI, ane He
Ha BigganeHomy nig'eaHaHHi. Hanpuknag, BuxigHi gaHi debug 3a 3amoBYyBaHHAM
BinoGpaxkatoTbCa Ha KOHCONbHUX 3'eaHaHHAX. OaHak, BuxigHi aHi debug He BigobGpaxatoTbea
aBTOMaTM4HO Ha BigganeHux nig'egHaHHax. Lle noscHoeTbCa TvMm, Wo nosigomneHHs debug -
Le NoBigOMITEHHS XXypHarny, SiKi He MOXYTb Bigobpaxatuca Ha vty -niHisx.

Hanpuknag, y HaBe4eHUX HMXKYEe BUXIOHMX OaHUX, KOPUCTyBay BCTaHOBMB BigadaneHe
nia'eaHaHHsa 3a goriomoroto Telnet Big R2 pno R1. lNicng yboro kopuctysay suaas

komaHgy debug ip icmp. OgHak komaHga He 3morna Bigobpasutu BuxigHi gaHi debug.

R2# telnet 209.165.200.225

Authorized access only!
ser Access Verification
Password:
R1> enable
Password:
R1# debug ip icmp
ICMP packet debugging is on

i 10.1.1.

R1# ping 1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms

| o debug output displayed

#

! No debug output displayed>

LLlo6 Bigo6pa3nTi NOBIAOMMEHHS XypHany Ha TepMmiHani (BipTyanbHin KOHConI),
BUKOPUCTOBYMTE KOMaHAy npusinenosaHoro pexumy EXEC terminal monitor. LLo6 3ynuHuTu
peecTpauito NoBigOMNEHb Ha TepMiHani, BUKOPUCTOBYNTE KOMaHAy NPvBINenoBaHOro pexnmy
EXEC terminal no monitor.



Hanpuknag, 3BepHiTb yBary, sik 0yno BBegeHo komaHay terminal monitor, i sk
koMaHga ping Bigobpaxae BuxigHi gaHi debug.

R1# terminal monitor
R1# ping 10.1.1.1
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms

*Aug 20 16:03:49.735: ICMP: echo reply rcvd, src 10.1.1.1, dst

209.165.200.225, topology BASE, dscp 0 topoid O

**Aug 20 16:03:49.737: ICMP: echo reply rcvd, src

209.165.200.225, topology BASE, dscp 0 topoid O

**Aug 20 16:03:49.738: ICMP: echo reply rcvd, src
209.165.200.225, topology BASE, dscp 0 topoid O
**Aug 20 16:03:49.740: ICMP: echo reply rcvd, src
209.165.200.225, topology BASE, dscp 0 topoid O

**Aug 20 16:03:49.741: ICMP: echo reply rcvd, src

209.165.200.225, topology BASE, dscp 0 topoid O

R1# no debug ip icmp
ICMP packet debugging is off

Mpumitka: Meta komaHan debug nonsirae B Tomy, W06 3axonuTy NPSIMUA BUXia NPOTATOM
KOPOTKOro NPOMIKKY 4acy (TOOGTO Bif AEKINbKOX CEKYHA A0 XBUITMHM abo HAabnmxeHo 4O Lboro
yacy). 3aexau sigknioyaTtn debug, konu He NOTPIGHO.



6.5 NMutaHHA ana camonepeBipku - MeToam NOWwyKy Ta YCYHEHHS
HecrnpaBHOCTEN

1. TexHiMHUIA haxiBelub BUpiWYe Npobnemu 3 Mepexero Ta WonHO po3pobue Teopito
MMOBIPHWUX NPUYKUH. AKkMm Byge HacTynHWIA KPOK B NpoLueci yCyHeHHs
HecnpaBHOCTEen?

(") [lokyMeHTyBaHHs OTPUMAHNX A3HWX, BXUTUX [iil Ta pe3ynbrarTie.

(' ':;. PospobnexHs nnary Qi Ta peanisauis pilueHHs

N
() BusHayeHHs npobnemm.

|/-_-

A . .
W, I'Iepeelpr{a npunyweHe Woao BM3Ha4YeHHA NpU4YrMHW HeCnpaBHOCTI

.;:' ':;. MNepeBipka pilleHHS Ta BNPOB3aKEHHSA NPEeBeHTUBHUX 3axodiB

2. TexHi4HUIA chaxiBelb BUpiWYe npobnemun 3 mepexeto. lNicna ycyHeHHs
HecnpaeHocTen, haxieelb pobUTE BUCHOBOK NPO HeobXigHICTE 3aMiHu
komyTtartopa. o nosmHeH pobutkn daxiseus aani?

HagicnaTh enekTpoHHO NOLWTOK BCIM KOPUCTYBa4amM NOBIAOMITEHHA Npo Te,
L0 BOHUW 3aMiHIOKTE KOMYTaTop.

|/-_-

MNepenatu 3asBKY Ha YCYHEHHA HECNPABHOCTI MEHemMKepy ANA 3aTBepaKeHHs
3MiH.

N - . . -
() an,D,GGTM HOBWW KOMYTATop | 3aMIHUTU HECNPaBHWUK.

(") BupiwuTi npobnemy.

h



3. TexHik BMKopucToBye KomaHay debug ip icmp npueinenoeaHoro pexumy EXEC
ONSA 3aXONNeHHs BUXIOHWX OaHUX MaplipyTusatopa. Ak komaHauw ByayTe 3ynUHATH
uto komaHay debug Ha mapupyTtusatopi Cisco? (OBepite aBa BapiaHTw.)

D debug ip icmp off

D no debug debug ip icmp
D no debug ip icmp

D undebug all

D undebug debug ip icmp

4. TexHik BCcTaHOBKME BigadaneHe nia'eqHaHHa 4o maplwpyTtusatopa R1 ans
CMNOCTEPEXKEHHN 33 BUXiOHMMKM OaHuMK komaHau debug. TexHiK BBOOWTE KOMaHay
debug ip icmp, nicna Yoro NiHrye BigganeHwWn NyHKT NpuaHaveHHa. OaHak, BUXIOHI
naHi He eigobpaxatThes. Aky kKomaHay NoTpibHO BBECTH TEXHIKY ONS
BifoBpaeHHs NOBIQOMNEHL KypHany Ha BigaaneHomy nig'eqHaHHI?

() monitor debug output

L Y - -
L) monitor terminal

Pt - =
() terminal monitor

.;i' -:] terminal monitor debug



1. TexHi4HWIiA haxiBeub BUpiLWYe Npobnemn 3 Mepexero Ta LWoKMHO po3pobue Teopito
AMOBIPHMX NpWYKUH. Akum Byaoe HacTynHWIA KPOK B NPOLECI YCYHEeHHS
HecnpaeHocTen?

(;‘u [okyMeHTyBaHHS OTPUMAaHWUX AaHWX, BXXUTWX A Ta pesynbrarTis.

.C ) PospobrneHHs nnaHy gii Ta peanisauis pilueHHs

Cj. BusHayeHHA npobnemu.
@ MNepegipka NpunylleHsb WoA0 BU3HAYEHHA NPUYKMHU HECTIPaBHOCTI

(_} MNepesipka pilleHHs Ta BNPOBAKEHHA NPEBEHTUBHMX 3aX0[iB

2. TexHi4HMA chaxiBelb BUpiWye Npobnemu 3 mepexeto. MMicna ycyHeHHs
HecnpaBHOCTEN, haxiBelb pobWUTL BUCHOBOK Npo HeobxiaHICTE 3aMiHw
komyTaTopa. o noeuHeH pobuTtu thaxieeus gani?

l/'_"\ - . .
/ Ha,ulcnam ENeKTPOHHOK NoWTOoH BCIM KOPWUCTYEBa4am NOBIOOMITEHHA NPO Te,
O BOHM 3aMIHIOTb KOMYTaTop.

@ MNepenaTu 3a8BKY Ha YCYHEHHS HECNPaABHOCTI MeHeLKepy ANS 3aTBepaKeHHS
3MiH.
Cj. MpuabaTtn HOBWIA KOMYTATOP | 3aMIHUTW HECMpPaBHWUIA.

"'\ .
) Bupiwwnt npobnemy.

3. TexHik BukopucToBye kKomaHay debug ip icmp npusineioBaHoro pexumy EXEC
ANA 33aX0NnNeHHsa BUXigHNX OaHWX MapLupyTusatopa. Ak koManau OyayTe 3ynuHATH
Ul komangy debug Ha mapwpyTuaatopi Cisco? (O6epiTe ABa BapiaHTK.)

[:] debug ip icmp off

[:] no debug debug ip icmp
no debug ip icmp
undebug all

[:] undebug debug ip icmp

4. TexHik BcTaHOBMB BigJdaneHe nia'egHaHHa 4o mapuwpyTtusaTtopa R1 ans
CNOCTEPEKEHHA 3a BUXIOHMMWU OaHWMKM KoMaHan debug. TexHik BBOOWTE KOMaHOy
debug ip icmp, nicnga Yoro niHrye BigaaneHWin NYHKT npusHaveHHA. OaHak, BuxigHi
OaHi He BigobpakawTeca. AKy KomaHay noTpibHO BBECTM TexHiKky ans
BigobpakeHHA NOBIAOMNEHL XYpHany Ha BigganeHoMy Nig'eQHaHHI?

( } monitor debug output

.CJ. monitor terminal
@ terminal monitor

.(_j. terminal monitor debug



7 CueHapii NOLIYKY Ta yCYHEHHSI HeCIIPABHOCTEH

7.1 Mpobnemu 3 AynneKCHOI eKcnsyaTauicro Ta HeBiANOBIAHICTIO HanawWTyBaHb
Barato nowmpeHnx MepexHux npobnemMm MOXHa BWUSIBUTU Ta BUPIWWUTAU 3 HEBENUKUMMU
gycunnamun. Tenep, KONM y Bac € IHCTPYMEHTW Ta MNpouec BUMPaBSiEHHA HecnpaBHOCTEN
Mepexi, Len po3ain po3rnsgae gesiki nowuvpeHi npobnemm mepexi, siki BU, NMOBIPHO,
3yCTpiHETE Y AKOCTI agMiHicTpaTopa Mepexi.
Y nepepavi gaHnx duplex nocunaeTbCa Ha HaNPSAMOK Nepeaadi AaHuX MK ABOMa NPUCTPOSMU.
IcHye OBa peXxnmu OynIieKCHOro 3B'A3Ky:

o HaniBaynnekc - 38'a30k obmMexeHun obmiHOM AaHUMWM OOHOYACHO TiflbKM B OOHOMY

HarnpsiMKy.
o [loBHOAyNNeKCHUM 3B'A30K - 3B'A30K [O3BOMSE Haacunatu Ta OTpuUMyBaTU AaHi

OQHO4YacCHO.

Ha PUCYHKY MOKa3aHo, AK npaure KoOXXeH ,D,yﬂﬂeKCHMVI MeToa.

HaniBgynnekcHU# 3B'A30K

e ———— _——

Hagicnatn ABO otpumatu

NMoBHOAQYyNNEKCHUN 3B'A30K

=T

-

Hapicnatn TA oTpumaTt ogHOYacHO

IHTepdencu Ethernet, wo 3'egHyoTbca Mk coboto, NOBUHHI NpauoBaTty B O4HOMY i TOMY X
AYNNeKCHOMY pexumi, wob 3abe3neuntyn Hawvkpally edmeKkTUBHICTbL 3B'A3Ky Ta YHUKHYTU
HeeEKTMBHOCTI Ta 3aTPUMKM MO MiHil 3B'A3KY.

dyHkuis  Autonegotation Ethernet nonerwye KoHdirypauito, MiHiMisye npobnemn Ta
MakcMMarnbHO 306inbllye NPOAYKTUBHICTL 3B'A3KY MK ABOMa 3'€4HyBalibHUMWU MepeXamm
Ethernet. Tig'egHani npucTpoi crnoyaTky OrosfiowyloTb NiATPUMMYBaHI MOXIIMBOCTI, @ MNOTIM
obMpalTb pPeXxmMMm HamBULLOI NPOAYKTUBHOCTI, NigTpumMyBaHun oboma kiHusmu. Hanpuknag,
KOMyTaTtop Ta MapLipyTM3aTop Ha PUCYHKY YCMILHO aBTOMaTU4YHO Hamnaro4uiv PeXuMM MOBHOrO
AynrieKkcy.



MoxXxy npauioBaTu B peXumMi NOBHOro
AYyNneKcy...

G0/0/1

Moxy npayroBaTv B peXumi

NOBHOrO AYMNJEKCY...

Axkwo oavH 3 OBOX Mig'egHaHMX MPUCTPOIB Mpautoe B PEXMMI MOBHOrO Ayniekcy, a iHwWum
npaule B HaniBaoynnekci, BUHMKaAe HEeBIAMOBIQHICTb Aynriekcy. Y TOW Yac 9K nepepadya gaHux
BigOyBaTMMETbCH 3a [OMOMOro AynneKkCHOI HeBiANOBIQHOCTI, NPOAYKTUBHICTL 3B'A3Ky Oyae
AY>XE HU3bKOH.

[ynnekcHi HeBigNOBIAHOCTI 3a3BMYal BUKIWKAHI HENpaBUbHO HasawTOBaHUM iHTepdencom
abo, B pigkiCHMX BMNagkax, Yepe3 HeBhane aBTOMATUMYHE HanawTyBaHHsS. HeBignoBigHICTb
aynrnekcy Moxe OyTM CKMagHO YCYHYTW, OCKIMbKM 3B’S30K MK MNPUCTPOSMM BCe Lie
BiabyBaeTbLCS.

7.2 NMpobnemu 3 IP-agpecauieto Ha npuctposix 10S

Mpo6nemu, nos'asaHi 3 IP-agpecamu, WwWBnALle 3a Bce, He A4aayTb BiaganeHUM MepexHum
nNpucTposM BCTaHOBUTK 3B'A30K. Ockinbku IP-agpecu iepapxiyni, Oyab-sika IP-agpeca, aka
npu3HavYeHa MepexHOMy NpUCTPoIo, Mae BiANOBIAATW LibOMY Aiana3oHy agpec y Uil Mepexi.
HenpaBunbHO npuaHaveHi IP-agpecn cTBOpIOOTE pidHi npobnemu, 3okpema KOHGNiKTK IP-
agpec i npobnemn mapLpyTmsadii.

[lBoma nowmpeHnmMn NnpmymMHamm HenpaBunbHOro NpusHavyeHHs IPv4 € noMunkn npusHavyeHHs
Bpy4Hy abo npobnemu, nos's3aHi 3 DHCP.

MepeXXHuM agMmiHicTpaTopam YacTo 40OBOAUTLCSA BPYYHY npusHadaTu IP-agpecn Takum
NPUCTPOSAM, SIK cepBepu i MapLupyTusaTopu. AKLWO nNig Yyac Npu3HaYeHHsa JonyLeHa NOMUIIKa,
TO € BenuvKa MMOBIPHICTb BUHUKHEHHSI NpOoBnemMun 3B'a3Ky 3 MPUCTPOEM.

Ha npucTtpoi I0S Bukopuctosymte komaHam show ip interface a6o show ip interface brief,
wob nepeBipuTK, Wo IPv4-agpecu npusHayeHi Ans MepexHux iHtepdencis. Hanpuknag,
BUKOHaHHA komaHau show ip interface brief, sk nokaszaHo, nepeBipuTb cTaH iHTepdency Ha
R1.

R1# show ip interface brief]

Interface IP-Address OK? Method Status



GigabitEthernet0/0/0 209.165.200.225 YES manual up

GigabitEthernet0/0/1 192.168.10.1 YES manual up

Serial0/1/0 unassigned NO unset down

Serial0/1/1 unassigned NO wunset down

GigabitEthernetO unassigned YES unset administratively

7.3 MNpobnemu 3 IP-agpecauicto Ha KiHLLeBMX NPUCTPOAX

Y komn'toTepax nig kepysaHHam OC Windows, konu npucTtpin He moxe 3B'asatmuca 3 DHCP-
cepepoMm, Windows aBToOMaTM4YHO nMpu3Hadae agpecy, WO HanexuTb Aianasony
169.254.0.0/16. Us dyHKUis Ha3uBaeTbCA aBTOMaTUYHUM npuBaTHUM IP-agpecyBaHHSAM
(APIPA) i npu3HadyeHa Ona nonerweHHsa 3B'A3Ky B JoKanbHin Mepexi. YaBiTb, wo Windows
roBoputb: "A 6yay BUKOPMCTOBYBaTU Lit0 agpecy 3 gianasoHy 169.254.0.0/16, Tomy WO A He mir
OTpPUMaTU XKOAHOI iHLWOT agpecn”.

YacTto komn'toTep 3 agpecoto APIPA He 3moxe chifikyBaTuCA 3 iHLWWMU NPUCTPOSIMU B MepeXi,
OCKiNbKM Ui NpuUCTpoIl, wWBmuawe 3a Bce, He Hanexartb Ao Mepexi 169.254.0.0/16. Lia cutyauis
BKa3ye Ha aBToMaTuU4Hy npobnemy npusHavyeHHs agpecu IPv4, aky cnig BunpasuTu.

Mpumitka: IHWi onepadivHi cuctemun, Taki gk Linux i OS X, He OyayTb npuBnacHwBaTu
MepexHoMmy iHTepdency IPv4-agpecy, skwo 3B'a3ok 3 DHCP-cepBepom 3aBepluintbes
HeBAano.

BinbwicTe KiHUEBMX MNPUCTPOIB HanawToBaHO Ha cepep DHCP pgna aBTomMatu4HoOro
npusHayveHHs agpec IPv4. Akwo npuctpoto He BOaeTbcs 3B'asatuca 3 DHCP-cepsepowm, TO

cepBep He MoOXe npusHaunTn IPv4 agpecy AnNa KOHKPETHOT Mepexi, i NpUCTpin He 3Moxe
BCTaQHOBUTN 3B'A30K.

Wo6 nepesiputn |IP-agpecu, npusHadeHi komn'totepy nig kepyBanHHam OC Windows,
BMKOpUCTOBYNTE KOMaHay ipconfig, sk nokasaHo y npuknagi.

C:\Users\PC-A> ipconfig
Windows IP Configuration



(Output omitted)

Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe80::ad4aa:2ddl:ae2d:a75e%16
IPv4 Address. . . . . . . . . . . @ 192.168.10.10

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway

(Output omitted)

7.4 HecnpaBHOCTI, NOB'A3aHi 3i WHO30M 3a 3aMOBYYBaHHSAM

LLnto3 3a 3aMOBYYyBaHHAM AN KiHLEBOrO NMPUCTPOK - Lie HaWBNMX4Mi MEPEXHUN NpUCTpIn,
AKMN MOXe nepecunatm Tpadik A0 iHWKUX Mepex. AKLWO NpuUcTpin mMae HenpaBwunbHy abo
HeiCHylo4y afpecy L3y 3a 3aMOBYYBaHHSM, BiH He 3MOXe BCTaHOBMOBATU 3B'A30K 3
npucTpoamMn y BigoaneHnx mepexax. OCKiNbKM LWA30M 3a 3aMOBYYBaHHSAM € LWNSAX A0
BigQaneHnx Mepex, Moro agpeca MNOBMHHA HanexaTtu Tin camin Mepexi, Wo i KiHUeBUK
NPUCTPIN.

Agpecy w3y 3a 3amMOBYYBaAHHAM MOXHa BCTaHOBUTU Bpy4yHy abo otpumatm 3 DHCP-
cepBepa. lNogibHo 0o npobnem 3 BupiweHHAM IPv4, npobnemu wnio3dy 3a 3aMOBYYyBaHHAM
MOXYTb OyTK NOB'sA3aHI 3 HENPaBUbHOK KOHirypauieto (y BUNagKy npusHadeHHs Bpy4dHy) abo
npobnemamm DHCP (AKWw0 BUKOPUCTOBYETLCA aBTOMATUYHE MPU3HAYEHHS).

o6 BMpilwnTM HENpaBUNbHO HanawToBaHi Npobnemu W3y, NepekoHanTecs, Wo Ha NPUCTPOI
HanawToBaHO NPaBUMIbHUI W03 3@ 3aMOBYYBaHHAM. HAKLO agpeca 3a 3aMOBYyBaHHAM Oyna
BCTAHOBMEHA BPYYHY, ane HenpasuibHO, MPOCTO 3aMiHiTb 1 BiAMNOBIAHOK agpecor. AKwo
agpeca W03y 3a 3amMoBYyBaHHAM Oyria BCTaHOBIEHa aBTOMAaTWUYHO, NepekoHauTecs, LWo
NPUCTPIN MOXe BCTaHoBMOBaTK 3B'A30Kk 3 DHCP-cepsepom. BaxnuBo Takox nepeBiputn, um
npasunbHo |IPv4-agpeca i Macka nigmepexi 6ynu HanawToBaHi Ha  iHTepdeunci
MapLupyTumsaTopa i Wwo iHTepdenc akTMBHUN.

Llo6 nepeBipuTM W3 3a 3aMOBYYBaHHAM Ha Komn'totepax nig kepyBaHHsam Windows,
BUKOPUCTOBYMTE kOMaHay ipconfig, sk nokasaHo.

C:\Users\PC-A> ipconfig
Windows IP Configuration
(Output omitted)

Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix




Link-local IPv6 Address . . . . . : fe80::adaa:2ddl:ae2d:a75e%1l6

IPv4 Address. . . . . « « « <« . . : 192.168.10.10
Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway

(Output omitted)

Ha mapwpyTtusatopi BukopuctoBymte komaHgy show ip route, wo6 neperngaHytn tabnuuto
MapLipyTu3auil Ta nepekoHaTucs, WO L3 3a 3aMOBYYBaHHAM, BiJOMUMA SK MapllpyT 3a
3aMOBYYyBaHHAM, BCTAHOBMNEHUN. Llen mapLlipyT BUKOPUCTOBYETLCS, KONW agpeca NpM3HayYeHHs
nakeTy He BiAnoBiga€ XO4HMM iHLWMM MapLipyTam y Tabnuui mapLupyTusauii.

Hanpuknag, BuxigHi gaHi nokasytoTb, Wwo R1 mae wnto3 3a 3amMoBYyBaHHAM (TOOTO W03
OCTaHHbOI iHCTaHUiT) HanawToBaHun Ha IP-agpecy 209.168.200.226.

R1# show ip route | begin Gateway

O*E2 0.0.0.0/0 [110/1] via 209.165.200.226, 02:19:50,
GigabitEthernetO/O/O

10.0.0. 0/24 is subnetted, 1 subnets

10.1.1.0 110/3] via 209.165.200.226, 02:05:42,

GigabitEthernet0/0/0
192.168.10.0/24 is variably subnetted, 2 subnets, 2 masks
192.168.10.0/24 is directly connected, GigabitEthernet0/0/1

192.168.10.1/32 is directly connected, GigabitEthernet0/0/1

209.165.200.0/24 is variably subnetted, 3 subnets, 2 masks

C 209.165.200.224/30 is directly connected,

GigabitEthernet0/0/0

L 209.165.200.225/32 is directly connected,

GigabitEthernet0/0/0

209.165.200.228/30

[110/2] via 209.165.200.226, 02:07:19,

GigabitEthernet0/0/0



Mepwuni BuaineHun psagok rosoputb nNpo Te, wo ue w3 (Tobéto 0.0.0.0) i 6yab kM naket
noBuHeH 6yTn BignpaBneHun Ha IP-agpecy 209.165.200.226. [pyruin BuAineHun psagok
BinoOGpaxae, sk R1 gisHaBcs npo w3 3a 3amoB4YyBaHHAM. B ubomy Bunagky R1 oTpumas
iHdbopmaLito Bif iHWoro mapwpyTtusartopa 3 nigatpumkoro OSPF.

7.5 MowykK Ta yCYHeHHSs1 HecrpaBHocTen, noB'a3aHux 3 DNS

Cnyxba pomeHHux imeH (DNS) - ue aBTomaTtmsoBaHa cnyxba, sika cniBcTaBnde iMeHa,
Hanpuknag www.cisco.com 3 IP-agpecamn. Xo4ya nepetBopeHHs iMeH DNS He wmae
BUpILLIANbHOrO 3HAYEHHS AN 3B'A3KYy NPUCTPOIO, Lie AyXXe BaXXNMBO ANSA KiHLEBOro Kopuctysada.

Ona kopuctyBadiB NPUNHATO MOMWNKOBO MOB'A3yBaTM poOOOTY IHTEPHET-NOCUNAHHA 3
poctynHicTio DNS. Ckapru kopucTtyBadiB, Taki SIK «Mepexa He npaule» abo «lHTepHeT He
npaue», 4YacTo BUKNUKaHI HegocTynHMM DNS-cepBepoM. Xoya mMapLupyTmu3auis nakeTiB i BCi
iHWi MepexHi cnyxbu Bce wWe npautooTb, DNS-3601 4acTo npu3BOAsTb KOpUCTyBada A0
HenpaBWUbHOrO BUCHOBKY. Akwo KopucTyBau BBOAUTb JOMEHHe iMm’sa,
Hanpuknag www.cisco.comy Beb6-6paysepi, i DNS-cepBep HepocTynHun, iM's He Oyge
nepeBeaeHo Ha IP-agpecy Ta Beb-canT He BigoGpaxaTUMeTbCS.

Agpecn DNS-cepsepiB MOXyTb OyTM npusHadeHi BpyydHy abo aBToOMaTuyHO. MepexHi
agMiHiCTpaTopM YacTo BiANOBIAAKTL 3a pyYyHe npu3HavyeHHsa agpec DNS-cepsepiB Ha cepBepax
i iIHWWX NpucTposix, B Ton Yac sk DHCP BMKOpPUCTOBYETBCA A5 aBTOMATUYHOIO NPU3HAYeHHs
appec DNS-cepBepiB knieHTaMm.

Xoya ans KoOMnaHin i opraHisaudin ue 3BuYanHe kepyBaHHs BrniacHuMn DNS-cepsepamu, gns
pO3Mi3HaBaHHA iIMEH MOXXHa BMKOPUCTOBYBaTK Byab-akui goctynHmuin DNS-cepeep. KopucTyBaui
Manoro ocicy Ta gomalHboro odicy (SOHO) yvacto pospaxoBytoTb Ha DNS-cepBep, skun
nigTpumye ix IHTepHeT-npoBangep Ans BupiweHHs imeH. DNS-cepsepu, nigTpumysaHi ISP,
npusHadatoTbes knieHtam SOHO yepes DHCP. Kpim Toro, Google nigrpumye ny6niyHmnin DNS-
cepBep, kM Moxe ByTu BUKOPUCTaHUIN Byab-KUM, i Le Ay>Xe KOPUCHO ANs TeCTyBaHHA. Agpeca
IPv4 ny6bniyHoro DNS-cepBepa Google ctaHoButb 8.8.8.8 i 2001:4860:4860:: 8888 aona DNS-
agpecu IPv6.

Cisco nponoHye OpenDNS, akui 3abesneuvye 3axueHy cnyx0y DNS, dinbTpytoun dilnHrosi
Ta Aedki cantu wkignuemx nporpam. Bu moxete 3miHuTh agpecy DNS Ha 208.67.222.222 i
208.67.220.220 B nongax "baxaHun DNS-cepsep" i "AnbtepHatmBHun DNS-cepep". [Ons
AOMALLUHBOrO Ta KOpNopaTUBHOIO BWKOPUCTAHHSA AOCTYMHI  pO3WUpeHi (PyHKUil, Taki 4K
GinbTpyBaHHA Be6-BMICTY Ta Besneka.

Bukopuctosynte komaHay ipconfig /all sk nokasaHo, wob nepesiputn, sk DNS-cepsep
BMKOPUCTOBYETbLCA Ha komn'toTepi 3 OC Windows.

C:\Users\PC-A> ipconfig /all

(Output omitted)

Wireless LAN adapter Wi-Fi:


http://www.cisco.com/
http://www.cisco.com/

Connection-specific DNS Suffix

Description . . . . . . . . . . . : Intel(R) Dual Band Wireless-

Physical Address. . . . . . . . . : F8-94-C2-E4-C5-02A

DHCP Enabled.
Autoconfiguration Enabled . .
Link-local IPv6 Address
fe80::ad4aa:2ddl:ae2d:a75e%16 (Preferred)
IPv4 Address. . . . +« « « « <« o« . 3 192.168.10.10 (Preferred)
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Lease Obtained. . . . . . . . . . : August 17, 2019 1:20:17 PM
Lease Expires . . . . . . . . . . : August 18, 2019 1:20:18 PM
Default Gateway . . . . . . . . . : 192.168.10.1
DHCP Server . . . . « « « « « . . 2 192.168.10.1
DHCPv6 IAID
DHCPv6 Client DUID. . . . . . . . : 00-01-00-01-21-F3-76-75-54-

DNS Servers . . . « « @« o o o o« .  208.67.222.222

NetBIOS over Tcpip.

(Output omitted)

KomaHaa nslookup € e ogHUM KOPUCHUM IHCTPYMEHTOM yCyHeHHs HecnpaBHocTen DNS ang
MK. 3a ponomoroto komaHan nslookup kopucTyBad Moxe Bpy4Hy BignpasnaTn DNS-3anuTu i
aHanisyBatu DNS-Bignosigi. KomaHga nslookup nokasye BuxigHi gaHi sanuty

AN WWW.Cisco.com. 3BEpHITb yBary, L0 B TaKOX MOXeTe NpoCcTo BBeCTU IP-agpecy i
komaHaa nslookup nosepHe iM'q.

:\Users\PC-A> nslooku

Default Server: Home—-Net

Address: 192.168.1.1

I| || ‘i
g

> cisco.co


http://www.cisco.com./

Server: Home-Net

: 192.168.1.

>
Q.
Q.
]
()
()
[0)
'_\

Non—-authoritative answer:

2
o
3
()

cisco.com

Addresses: 2001:420:1101:1::185

72.163.4.185

\%
[0 ¢]
®
®
®

Server: Home-Net

: 192.168.1.

=

dns.google

2 888

.67.222.222

erver: Home-Net

@) v ™M = =2 P
o ¥ Q.
N 0. . = Q.
o K ® s
© 0] . 0]
0 )]
()} 0] )
~
QO

>
Q.
Q.
=
()
()
(0)

: 192.168.1.1

resolverl.opendns.com

Z

o)
]

()

b
Q.
Q.
=
()
(0)
(0)

: 208.67.222.222

L \/ |

7.6 JlabopaTopHa poboTa - lNowyk Ta yCyHeHHs1 npoonem i3 3'egHaHHAM

B uin nabopatopHint poboTi BU BUKOHAETE HACTYMHi 3aBOaHHS:

BuaHaueHHsa npobnemu.

BnpoBag)XeHHs 3MiH B Mepexi

MepeBipka NOBHOI PyHKLIOHANBLHOCTI

[OKyMeHTyBaHHs pe3yrbTaTiB BUKOHAHOI pobOoTU | 3MiH B KOHpirypauii



Na6opaTtopHa poboTta - Nowyk Ta ycyHeHHsi npobnem 3i
3'eAHaHHAM

Tononoris

Company LAN —192.168.1.0/24

Int t External Server
nteme 209.165.200.226

192.168.1.2

[ 4
192.168.1.10

Tabnuus agpecauii

Linio3 3a
MpucTpin InTepdenc IP-appeca Macka nigmepexi 3aMOBYYBaHHAM

R1 G0/0/0/1 192.168.1.1 255.255.255.0 N/A

G0/0/0 10.1.1.1 255.255.255.252 N/A
ISP G0/0/0 10.1.1.2 255.255.255.252 N/A

Lo0 209.165.200.226 255.255.255.255 N/A
S1 VLAN 1 192.168.1.2 255.255.255.0 192.168.1.1
PC-A NIC 192.168.1.10 2565.255.255.0 192.168.1.1

8 KonrpoJbHa podorta

Lo My BMBYMNM Yy LbOMY po34ini?

MpucTpoi y HeBenukin mepexi

Hesenuki mepexi 3a3Bnyan matoTb ogHe nig'egHaHHs WAN, wo 3abeanevyeTtbest DSL, kabenem abo Ethernet
3'egHaHHsAM. HeBenuvkumun mepexamu kepye micueBui I T-dpaxiBeub abo HewTaTHMIA dhbaxiBeub (3a
KOHTpakToM). PakTopamm, AKi cnig BpaxoByBaTy NpU BUOOPI MEPEXHNX NPUCTPOIB NS HEBENUKOI Mepexi, €
BapTIiCTb, LWUBMAKICTb | TMNK NopTiB/iHTepdeliciB, MacluTaboBaHiCTb, a Takox pyHkuii i cepsicu OC. MNpu
peanisauii mepexi cTBopiTb cxemMy |P-agpecalii i BAKOpMCTOBYMTE i Ha KIHLEBMX NPUCTPOSIX, CEpBEpaXx i
nepudepinHNX NPUCTPOSAX, a TaKOX Ha NPOMDKHUX NPUCTPOSAX. Pe3epByBaHHA MOXe 34iMCHIOBATMCS LUNSIXOM
ycTaHoBKM oyb6ntoBanbHOro obnagHaHHs, ane e TakoX MOXHa BUPILLUTU LWASIXOM HaaHHS NOBTOPHBAHNX
MEePEXHMX 3B'SA3KIB ANs KPUTUYHUX obnacten. MapLupyTusaTopu Ta KOMyTaToOpy B HEBENUKIN MepexXi MOBUHHI
OyTV HanawToBaHi Ha NiATPMMKY Tpadiky B pexuMi pearnbHOro 4Yacy, Hanpuknaz ronocoBoro Ta Bigeo,
BignNoBigHO [0 iHWoro Tpadiky gaHux. Hacnpaeai, Boana nobygoBa Mepexi 403BONUTL peanidyBaTth SKIiCTb
obcnyroByBaHHsA (QoS), Wwob peTenbHo knacudikyBaTu Tpadik 3a npiopnteTom.

3acToCyHKM Ta NPOTOKONN HEBEJTMKOI MepeXxi

IcHye aBi opmun nporpam abo npouecis, Lo 3abe3nedvytoTb AOCTYN B MEPEXY: MEPEXHI 3aCTOCYHKW i cepBicu
NpUKagHoro pisHA. [lesiki 3aCTOCYHKM KiHLEBUX KOPUCTYBaYiB peanidytoTb NPOTOKOMN NPUKNagHOro piBHA Ta
MatoTb MOXIUBICTb 6e3nocepegHbO BCTAHOBMIOBATU 3B'A30K 3 HWXKHIMU PIBHAMU CTEKY NPOTOKOMIB. [NowWToBI
KnieHTn Ta BeD-Opay3epu € NpuknagaMmm Lboro Tuny 3aCTOCYHKIB. IHLWi nporpamMy MOXyTb NOTpeOyBaTtu
A0MNOMOrM CepBiCiB NPUKNAAHOMo PiBHSA A5 BUKOPUCTAHHA MEPEXHUX PecypciB, Takux SK nepegada pannis i
TMMYacoBe 36epiraHHa gaHUX MepeXHOoro apyky. Lle nporpamu, siki B3aeMofitoTb 3 MeEpPEXEH0 | roTyoTb AaHi
00 nepefaui. [1ea HaMnowupeHiwmnx pileHHs BigganeHoro goctyny - Telnet Ta Secure Shell (SSH). Cepsic
SSH € 6e3neyHoto anbTepHaTuBOLO Telnet. AoMiHICTpaToOpU MepeXi TakoX NOBMHHI MiATPMMYyBaTU 3ararbHi
MEPEXHi cepBepun Ta HEOOXiAHI NOB'sI3aHi 3 HUMK MepeXXHi NPOTOKONMN, Taki ik BeG-cepBep, cepsep



enekTpoHHoi nowtun, cepsep FTP, DHCP-cepeep i DNS-cepsep. CborogHi nignpvemcTsa Bce yacTille
BUKOPUCTOBYIOTL |P-TenedoHito Ta NnoTokoBe MeAdia Ans ChifikyBaHHs 3 KIieHTaMu Ta 4iNnoBMMK NapTHEpPaMM.
Lle 3acTocyHkn ans nepegadi 4aHuX B peXXuMmi peanbHoro Yacy MepexHa iHppacTpykTypa noBMHHa
niatpumysaTtn VoIP, IP-TenedoHito Ta iHWi nporpaMu B pexxuMi peanbHOro yacy.

MacwrabyBaHHA A0 GinbLMX Mepex

[na macwrtabyBaHHSA Mepexxi NOTPIOHO Kinbka enemMeHTIB: A0KYMEHTaLliss Mepexi, iHBeHTapuaaLis NpucTpoiB.,
GromxkeT i aHani3 Tpacpiky. Baxnmeo po3ymMiT Tun Tpadiky, KU NnepeTmHae Mepexy, a TakoX NOTOYHU R
Tpacpik. 3axonneHHs Tpadpiky nig Yac NikOBOro BUKOPUCTAHHS, OO OTpUMAaTK rapHe ysBMEHHS Mpo PidHi TUMK
Tpadiky i BUKOHATW 3aXOMNMEHHS Ha Pi3HUX CErMEeHTax Mepexi i MpPMCTPosX, OCKINbKM aesikun Tpacdik Oyae
fiokanbHUM AN NEBHOro cerMmeHTa. AAMiIHICTpaTOpK Mepexi MOBUHHI 3HATU, K 3MIHIOETLCS BUKOPUCTaHHS
mepexi. [HhopmaLis Npo BUKOPUCTaHHSA KOMM'IOTEPIB NpaLiBHMKIB MOXe OyTW 3aX0NneHo B '3HIMOK' 3a
AOMOMOroK0 Takux iIHCTPYMEHTIB, Sk aucneTtdep 3aBgaHb Windows, MNeperngaad nogin Ta BukopuctaHHsA
AaHunX.

MepeBipka 3'€egHaHHA

Komanga ping € HanedekTuBHiLLMM cnocobom WBMOKO NepeBipuTh 3B'30K piBHA 3 MiX IP-agpecoto gxepena
Ta npu3HayeHHs. Komanaa Takox Bigobpaxae pisHi CTaTUCTUYHI AaHi Yacy B 06uaBa kiHui. Cisco I0S
NPOMNOHYE PO3LUNPEHUIN PEXUM KOMaHAW ping, SKUI 4O3BOSISIE KOPUCTYBAYEBI CTBOPHOBATY cneLianbHi TUnm
MNiHriB LWMSXOM HanalwTyBaHHS NapameTpis, NOB'A3aHUX 3 KOMaHAHO onepauieto. PoswmnpeHa komaHaa ping
BBOAUTLCS B npuBsinenosaHomy pexmmi EXEC wnsixom BBeaeHHs ping 6e3 IP-agpecu npusHaveHHs.
Komanga Traceroute Mmoxe 4OMOMOITY 3HaUTM NPoGeMHi 30HU piBHS 3 B MepeXxi. trace noBepTae cnncok
XOniB, KON NaKeT HanpaBnseTbCa Yepes3 Mepexy. BoHo Moxe OyTn BUKOPUCTAHO OS5 BUSHAYEHHST TOUKM Ha
Lwnaxy, Ae npobnema moxe 6yTn 3HargeHa. Y Windows komaHga tracert. Y Cisco IOS komaHnaa traceroute.
Takox icHye po3wwmpeHa kKomaHaa traceroute. BoHa go3Bonsie agMmiHicTpaTopy HanawwiToByBaTV NnapameTpu,
noB'sizaHi 3 KOMaHOHOO onepauieto. BuxigHi gaHi, oTpumaHi B pesynbTaTi BAKOPUCTaAHHS MEPEXHUX KOMaHA,
HagalTb AaHi Ans BHECEHHSA B 6a30BuUN piBeHb Mepexi. OgHnMm i3 cnocobie 3anycky 6a3oBOro piBHS €
KOMitoBaHHS Ta BCTaBMNEHHS pe3yrbTaTiB BAKOHAHHA kOMaHAu ping, trace abo iHwux BignoBigHMX KOMaHa y
TekcToBui chann. Lli TekcToBi haninm moxyTb 6yTM No3Ha4YeHi YacoM 3 AaToto i 36epexeHi o apxiBy Ans
NO4anbLUOro NMoLlyKy Ta NOPIBHSAHHS.

KomaHgu By3na ta 10S

AOmiHicTpaTopm Mepexi nepernagatoTb iHopmauito npo IP-agpecadito (agpecy, Mmacky, MapLupyTmM3aTop Ta
DNS) Ha Byani 3 OC Windows, Bugatoun komaHay ipconfig. IHwi HeobxigHi komaHam ipconfig /all, ipconfig
Irelease i ipconfig /renew, i ipconfig /displaydns. NepeBipka napameTtpiB |IP 3a gonomoroto rpadgidHoro
iHTepdency Ha komn'totepi 3 Linux Oyae BigpisHATMCA 3anexHo Big AnctpmnbyTtmea Linux i iHTepdericy
poboyoro ctony. HeobxigHi komaHan ifconfig, i ip address. Y rpadiyHomy iHTepdenci Byana 3 MacOS
Bigkpunte Network Preferences > Advanced, w06 oTpumaTu iHgoopmadito npo IP-agpecadito. IHWi komaHan
IP-agpecauii ans Mac ifconfig, networksetup -listallnetworkservices i networksetup -getinfo <network
service>. KomaHga arp BUKOHyeTbCS 3 KomaHaHoro psgka Windows, Linux abo Mac. KomaHga Hagae
MOXXINUBICTb OTPMMAaTK NepeniK BCiX NPUCTPOIB, SKi HA AaHun Yac € B ARP-kewwi Byana, a Takox agpecy IPv4,
disnyHy agpecy i Tun agpecadii (CTaTUYHUA/GNHAMIYHUI) 4NS KOXHOro npuctpois. Komanaa arp -

a Bigobpaxae Bigomy IP-agpecy Ta npus'asky MAC-agpecu. 3aranbHi komaHan show show running-
config, show interfaces, show ip address, show arp, show ip route, show protocols, i show version.
KomaHga show cdp neighbor Hagae Taki BipomocTi npo koxHun npuctpin CDP cyciga: ineHTudikatopu,
CMNCOK afpec, ideHTudikatop NopTy, cNnMcok MmoxnumeocTer i nnatopmu. Komanpa show cdp neighbors
detail nponomoxe BM3HauMTH, Yn € y ogHoro 3 cycigie CDP nomunka koHdirypadii IP. BuxigHi paHi
komaHau show ip interface brief BigoGpaxatoTb Bci iHTepdencu Ha mapLipyTusartopi, |P-agpecn, npucBoeHi
KOXHOMY iHTepdency, SKWo TakKi €, i CTaH iHTepdencis.

MeToau noLyKy Ta YCYHEHHS1 HecnpaBHOCTeN
Kpok 1. BusHadeHHsi npobnemu.
Kpok 2. ®opMyBaHHS NpunyLLeHb Woa0 MOXIUBOI MPUYNHN HECNPABHOCTI.

Kpok 3. lNepeBipka npunyLeHb Woao BU3HAYEHHS MPUYMHN HECNPABHOCTI.



Kpok 4. Po3po6neHHs nnaHy Ain Ta peanisauis pilleHHs
Kpok 5. lNepeBipka pilleHH:A Ta BNpOBaJXXeHHA NPeBEeHTUBHNX 3axoaiB
Kpok 6. [lokyMeHTyBaHHS OTPUMaHUX OaHUX, BXUTUX Ai Ta pesynbTaTis.

Mpobnemy cnig 3arocTpuTn, KONM BoHa NOTpebye pilleHHA MeHeokepa, NeBHOro Aoceigy abo NoTpiGHoro
PiBHS1 AOCTYNy A0 MepeXxi, HegOCTYNHOro daxiBLto 3 yCyHeHHsA HecnpaBHocTen. Mpouecu OC, npoTokonu,
MEXaHi3aMu i NoAil reHepyTb NOBIOMIEHHS AN nepegadi ix ctatycy. Komanga 10S debug gossonsie
agMiHicTpaTopy BigobpaxaTy Ui NOBIAOMITEHHSI B pEXMMI pearnbHOro 4Yacy ans aHanisy. LWo6 sigobpasnTtu
NOBIAOMIIEHHS XXypHarny Ha TepMiHani (BipTyanbHin KOHCOMi), BUKOPUCTOBYMTE KOMaHAy NpUBINenoBaHoro
pexumy EXEC terminal monitor.

CueHapii nowyKy Ta yCyHeHHA HecnpaBHOCTEWN

IcHye OBa pexxumMn OynreKkCHOro pexxuMy 3B'A3Ky: HaniBaynmnekCHWI i NOBHOAYMNEKCHUA. AKLWO oanH 3 ABOX
nig'eQHaHUX NPUCTPOIB MpPaLIoe B PeXMMi NOBHOMO AynrieKkcy, a iHWWI npautoe B HaniBAynmekci, BUHUKae
HEBI4NOBIAHICTL AyNnekcy. Y ToW Yac gk nepefada gaHux BigbyBaTMMETbCS 3a A0NOMOroK AynreKCHOI
HeBIANOBIAHOCTI, NPOOYKTUBHICTb 3B'A3KY Oyae Ay»e HU3bKOL0.

HenpasunbHO npusHayeHi IP-agpecu cTBOpIOOTL pi3Hi npobnemu, 3okpema koHdNikTh IP-agpec i npobnemu
MapLupyTu3adii. [lsoma nowmpeHmMn npuinHamm HenpasubHOro npusHadveHHs IPv4 € nomunku
npu3HadeHHs Bpy4Hy abo noe'sasani 3 DHCP npobnemun. binbLwicTb KiHLEBMX NPUCTPOIB HaNaLTOBAHO Ha
cepBep DHCP gnst aBTomaTudHOro npusHadeHHs agpec |IPv4. Akwo npuctpoiB He BOAETLCA 3B'sA3aTnCS 3
DHCP-cepBepom, To cepBep He MOxe npu3HaunTu |Pv4 agpecy Ansa KOHKPeTHOI MepeXxi, i MpUCTPIn He
3MOXe BCTAaHOBUTU 3B'AA30K.

LLinto3 3a 3aMoBYyBaHHAM 4151 KiIHLEBOrO NPUCTPOIB - Lie HANBIVXKYNIN MEPEXHWIA NPUCTPIN, SKUIA MOXe
nepecunaTt Tpadik 4o iHWNX Mepex. AKLO NPUCTPI Mae HenpaBuibHYy abo HeiCHyroYy agpecy W3y 3a
3aMOBYYBaHHSAM, BiH HE 3MOXe BCTAHOBMOBATU 3B'A30K 3 MPUCTPOSMN Y BigaaneHnx mepexax. OCKinbku
LLSHO30M 3a 3aMOBYYBaHHSAM € LUMSAX 4O BigganeHux Mepex, Noro agpeca NnoBUHHA Hanexatu Tin camin
Mepexi, Wo i KiHLeBU NPUCTPIn.

3601 DNS yacto npuBoasATb KOpMCTyBaya 40 BUCHOBKY, L0 Mepexa He npautoe. AKLOo KOpUCcTyBad BBOAUTL
AOMEHHe iM’'sl, Hanpurknag Www.cisco.com y Be6-6payasepi, i DNS-cepBep HegocTynHui, im's He byae
nepeeeneHo Ha IP-agpecy Ta Be6-caiT He BijobpaxxaTMMeThCs.



http://www.cisco.com/

KoHTponbHa poboTa 3 po3ainy - CTBOpeHHS HeBeNMKOI Mepexi

1. Ake piweHHs npoekTyBaHHA Mepexi Byno 6 BinblWw BaxKNUMBILLWMM ONS BENUKOT
Kopnopaduii, Hix ana manoro bisHecy?

' Rt . -
() mixmepexnuit expaH (firewall)

(") HaamipHicTk
I/-_-\l H [Tl .
l.\___/,l KOMYTATOD NOPTIBE HA3BKOI KOHUEeHTPauUll

|/-_-

\' -
(_) IHTepHeT-MapLupyTM3aTop

2. HewonaBHo HaMHATOMY MepPEXHOMY TEXHIKOBI JOPY4YE€HO 3aMOBUTK HOBE
obnagHaHHA onsa manoro BisHecy 3 BENWKWMM NPOrHO30M 3pOCTaHHSA. AKUM
nepLio4yeproeum pakTopom NOBMHEH NepenmMaTtucs TexHiK npu enbopi HoBUX
npuUcTpoIiB?

.;i' ':;. pesepBHi NpUcTpol

(") NnpucTpol, AKi MalTb NIATPUMKY MOHITOPUHIY MEpeXi
L

P . . i
(_ ) mpucTpoi 3 NIATPMMKOIO MOAYNBHOCTI

TN . . . . L.
() NpUCTpOl 3 (*)IKCGBEHMM YWUCNom | TMMom IHTepd)EHCIB



3. Axuin Tun Tpadiky, HaNIMOBIPHILWE, MaTUME HaWBULLWIA NPIOPUTET B MEpexi?
() FTP

C:} MuTTeBMA OBMIH NOBIOOMMNEHHAMM
N
) SNMP

( _:} ronoc

4. MepexHuin cneuianicT BuB4ae mepexHe 3'egHanHa K 3 BigganeHum eysnom 3
aapecot 10.1.1.5. Aka komaHga, emaaHa K 3 OC Windows, eigobpasute wnax
0o BigganeHoro syana?

( 'j. trace 10.1.1.5

.
() tracert 10.1.1.5

N
() traceroute 10.1.1.5

C. ping 10.1.1.5

5. KopucTyBa4y He moxe oTpumaTh gocTtyn go Beb-canty nig 4yac Habopy Tekcty ht
tp://www.cisco.com y Beb-0Opay3epi, ane Moxe QOCATTKU TOro camoro canTy,
eeiBwu http:/[/72.163.4.161. B 4omy npobnema?

Cj. Ctek npotokonis TCP/IP
.

() DNs

() DHCP

C:} LLN03 No 3aMoBYyBaHHI0 (default gateway)



6. Kyow 3a 3aMOBYyBaHHAM HaCWNAKTLCHA BUXIOHI NOBIOOMMNEHHS NPO HanarogKeHHs
Cisco 1057

() Gycpepn nam'aTi

C} KOHCOMbHA MiHis
~ P

C,/' vty niRii

O Syslog cepeep

7. Axvi enemeHT MacwTabyesaHHa mepexi nepenbayae BUABNEHHS i3UYHKX i
NOrivHMX TONOMOrin?

Q aHanis Tpadiky
O iHBEHTapK3aLia NPUCTPOLo
C} OOKyMeHTauia mepexi

(") ananis Butpar

8. AKWMIA MexaHiaM MoXXHa peanizyBaTi B HEBEnuKii Mmepexi, Wwob aMeHWWTH 3aTPUMKY
Mepexi OIS NOTOKOBMX NporpamM y pexxumi peansHoro Yacy?

Cj ICMP
Q AAA
() Qos

Q PoE



9. AkniA Nnpouec 3aBeplUMBCA HeBAano, AKLIO KoMN'loTep He Mae AocTyny Ao

10.

IHTepHeTy Ta oTpumae IP-agpecy 169.254.142.57
N
) IP

()DNs

.
(_ ) HTTP

™
) DHCP

HeBenuka KoMnaHis Mae B SKOCTi TOMKWM BMXOAY A0 CBOro NpoBanfepa BCbOro ofvH
MapLwpyTusatop. Ake pileHHa moxe ByTu NpuAHATe OANA NiaTPUMaHHSA
nia'eAHaHHA |, SKWO cam Maplipytusatop abo oro 3'eqHaHHA 3 NpoBaiaepom He
BO3ETLCA?

(Q} AKTUBYWTE IHWWIA iHTepdenc MmaplupyTuaartopa, SKMi nig'egHadui go
npoeanfepa, Wob Tpadgik mMir npoxoauT Yepes HbOro.
.’C j MaiTte gpyruii MaplipyTtusaTtop, nig'egHaHuiA 4o iHWoro npoeangepa.

C} MNpuabanTte opyruin KaHan 3 MIHIManNBEHOK BapTICTHO Y IHWOro Npoeanaepa,
wob nig'egHaTMCs 4o ULOro MapLupyTusaropa.

.C :] HopanTte 6inblwe iHTepdencis oo MapwpyTusatopa, SKWA Nig'eqHaHuiA oo
BHYTPIWHBOT Mepexi.



11.

12.

13.

Konu agmiHicTpatop NOBMHEH BCTAHOBWTM Ba3oBUA pieeHb Mepexi?

L :. Yepes NeBHi NPOMDKKK Yacy

.i ) B HAMHWKYIA To4ui Tpadiky B Mepexi

C). npu piskomy nagiHHi Tpadiky

. :} KON Tpadik 3HaxoauTLCA Ha NiKy B Mepexi

Aki gBa TMNK Tpadiky BUMarawTb Yy TNUBOI 10 3aTpuMKkn fgoctasku? (OBepith ABa
BapiaHTK.)

l:] ronoc

[:] EnekTpoHHa nowTa (Email)

MepexHuid cneuianicT Nigo3ploe, WO NeBHe MepexHe 3'eHaHHA MK OBOMa
KomyTartopamu Cisco Mae OynnekcHy HeBianoeigHicTe. AKy KomaHay cneuianicTt
BMKOpUCTAE ONA Nepernsaay getanei pieHa 1 Ta piBHA 2 Woao nopTy KomyTtatopa?

.i :} show running-config

C:} show interfaces

L j. show mac-address-table



14. HAke TBepmeHHs BipHe | cTocyeTbess CDP Ha npucTtpol Cisco?

(:} Ulob6 sigkntounti CDP rmobanbHo, noTpibHO BUKOpUCTOBYBATU KOMaHOy no
cdp enable B pexumi KoHirypauii iHTepdeicy.

C_j,l OcKiNbKW BiH NpauUloe Ha KaHansHOMY pieHi, npoTokon CDP moxe ByTi
pearni3oBaHWii TiINBKW HA KOMyTaTopax.

|'/—
.

:} KomaHpa show cdp neighbor detail BusBuThL IP-agpecy cyciga Tinsku npu
HasiBHOCTI Nig'eQHaHHA piBHSA 3.

Cj CDP moHa Bigknto4mnTh rnobansHo abo Ha nesHomy iHTepdeici.

15. Axknid hbakTop cnig BpaxoByBaTH NP NPOeKTYBaHHI HeBenukol Mepexi npu subopi
NnpUcTpoIiB?

() ananis Tpadpiky
.

\_/ HaAMIPHICTE

.’C ;‘I BapTiCTb Npunagis

Cj ISP (npoeaitgep nocnyr IHTepHeT)



