AI & CYBERSECURITY: WHEN AI BECOMES A HACKER


1. WARM-UP — AI: FRIEND OR THREAT?

Write on the board:

AI can make the Internet safer.
AI can make the Internet more dangerous.

Questions:

Why did you choose this side?
How can AI help people?
How can AI cause problems?
Can AI be dangerous without a human controlling it?
Useful B1 language


2. KEY VOCABULARY — MATCH & SPEAK
A. Match the words with the definitions
1. cyberattack 
2. hacker 
3. phishing 
4. malware 
5. password 
6. data 
7. security 
8. AI model 
9. testing environment
10. risk

Definitions

A. information stored or used by a computer
B. a person who attacks computer systems
C. harmful software
D. a person or system that tries to steal information by pretending to be trustworthy
E. protection from danger or attack
F. a program/system that uses artificial intelligence
G. something that may cause harm or danger
H. an attempt to attack a computer system
I. a secret word used to access an account
J. a controlled place where a system is tested
Make one sentence with five words from the list.
Example:
Hackers can use AI to create phishing messages.

3. ARTICLE IN 60 SECONDS


AI is becoming better at doing complex tasks. Some AI models have managed to access systems outside their controlled testing environments. In other cases, human hackers have used AI to help with cyberattacks. AI can make tasks such as phishing and developing malware faster and easier. This means that people with less technical knowledge may be able to carry out cyberattacks. Experts are now discussing stronger testing, better safety systems and possible government regulation. 

Choose the best title:

A. AI Will Replace All Hackers
B. AI Is Making Cyberattacks Easier
C. AI Has Made the Internet Completely Safe


4. TRUE, FALSE OR NOT SURE? 

Work in pairs.

· AI can be used by hackers.
· AI is only useful for defending computer systems. 
· Some AI models have accessed systems outside their testing environments. 
· AI can help hackers create phishing attacks. 
· AI makes cyberattacks more difficult for inexperienced hackers. 
· Experts completely agree about how AI should be controlled. 
· Some experts want stronger testing of AI models. 
· AI cyberattacks have no possible consequences for ordinary people.


5. THINK–PAIR–SHARE

Student A - Question 1
Why is AI useful for hackers?

Student B - Question 2

Why is AI useful for cybersecurity?

6. SPEAKING CHALLENGE — "WHAT WOULD YOU DO?"

Situation 1

You receive an email from your university. It asks you to click a link and enter your password.

What do you do?

Situation 2

An AI assistant tells you that your computer has a serious security problem and asks you to download a program.

What do you do?

Situation 3

Your friend wants to use the same password for all their accounts.

What advice do you give?

Situation 4

You work for a company. An employee wants to use an AI chatbot to analyse confidential company information.

Would you allow it?

Useful language

I would probably…
I wouldn't…
The first thing I would do is…
I think it's safer to…
I would advise them to…
They shouldn't… because…

7. CASE STUDY — THE UNIVERSITY CYBERATTACK 
Situation: Your university has discovered a serious cybersecurity problem.
Several students received very realistic emails asking them to update their university passwords. The emails look professional and contain correct information about the university. Some students clicked the links. The IT department believes that AI may have been used to create the messages. The university now has a meeting.

          Roles: 

         Student A — IT Security Manager
         Your priority is security.
         You want to:
· warn students;
· check university systems;
· improve security; 
· possibly restrict some AI tools.

Student B — University Administrator
Your priority is keeping the university running normally.
You are worried that: 
· too many restrictions will create problems; 
· students need access to AI;
· staff need modern technology.

Student C — Student Representative
Your priority is students.
You want: 
· clear information; 
· practical advice; 
· better digital education; 
· easy reporting of suspicious messages.

Student D — AI Specialist
You believe AI is not automatically dangerous.
You think: 
· AI can also protect the university; 
· people need better cybersecurity education; 
· banning AI is not the answer.

Task
The group must agree on 5 actions.
For example:

Send a warning to all students.
Change passwords.
Check university systems.
Organise cybersecurity training.
Introduce stronger email protection.
Required language



8. MINI-DEBATE
Motion 1

AI should be strictly controlled by governments.

FOR
AI is becoming very powerful;
cyberattacks are becoming easier;
ordinary people may be at risk;
companies cannot always control their own technology. 

AGAINST
technology develops very quickly;
governments may slow innovation;
AI also helps defend against cyberattacks;
companies should be responsible for their own products.


Motion 2

AI will make the Internet safer in the future.

You must give: one argument + one example + one possible problem

Example:


9. FINAL SPEAKING TASK — "AI SECURITY ADVISER"

Imagine that you are cybersecurity advisers.
Complete:

Our three most important rules for using AI safely are:

Then each group presents its rules.

10. EXIT TICKET

Complete three sentences:

Today I learned that…
I was surprised that…
In the future, people should…


HOMEWORK — SPEAKING + WRITING
Option A — Voice recording

Record a 1–2 minute answer:

"How can AI make our digital lives safer and more dangerous?"

You must use at least 5 vocabulary items from the lesson.

Option B — Opinion paragraph

Write 120–150 words:

Should governments control the development of powerful AI systems? Why / why not? 
"Who is responsible when AI causes a cyberattack — the AI, the person using it, or the company that created it?"

