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XMeNbHHUIIbKUNA HAIlIOHATBHUN YHIBEPCUTET

A. A. €dimMeHKO — KaHAWZAT TEXHIYHMX HAyK, MAOIEHT, 3aBiayBad Kadeapu
KOMIT IOTEpHOT iHXeHepii Ta KibepOesneku, [lepxaBHuil yHiBepcuteT «OKutomMupcrka
MOJII TEXHIKAY

MertoanyHi pekoMeHpamii A BHUKOHAHHS JIAOOPAaTOPHUX pOOIT 3 HaBYAIBHOI
TUCUUIUTIHN «AJMIHICTPYBaHHS KOMI'TOTEPHUX CHCTEM Ta MEpex» Ui 3100yBadiB
OCBITH OCBITHBOTO CTYIEHS «0akajaBpy» Tranysi 3HaHb 12 «[HpopMmamiiiHi TeXHOIOTI]
/ miar. O. C.T'onosHs, 1. I'. ®anpkoBebkuit — Xutomup : JlepkaBHUI YHIBEPCUTET
“Xuromupceka nomrexHika”, 2026. — 153 c.

MeToauuni pekoMeHAalii MICTATh IHCTPYKIIi 10 BUKOHAHHS JIa0OpaTOPHHUX
poOIT 3 HaBYAJIbHOI AUCHUUIUIIHM ‘“‘AJIMIHICTPYBAaHHS KOMII IOTEPHHUX CHUCTEM Ta
Mepexk”’. MeToIn4H1 peKoOMeH1allli MPUCBAYEHO OCHOBAM aJMIHICTPyBaHHS MEpEX Ha
6a31 Windows Server 2022 ta ciy>x0u katanoriB Active Directory (Bcranosnennst OC;
posropranHs Active Directory; CTBOpeHHS CTPYKTYpH JOMEHY; HaJalllTyBaHHS
rpynoBux nodiTuk; kKoHoirypyBanHs DNS, DHCP i1 pemnikanii; BHKOpHCTaHHS
PowerShell; HanamtyBanHs ci1yk0 BiIIaI€HOTr0 JOCTYITY, IPYKY, KBOTYBaHHs Ta BEO-
cepBepa IIS; inTerpamis 3 Ubuntu Server i opranizamis oOMiHy ¢aiinamu 3a
npotokosioMm SMB). JlabopaTopHi poOOTH CYNpPOBOKYIOTHCS TPUKIATAMU Ta
PEKOMEHIaLlIIMU 11[0JI0 BUKOPUCTAHHS 1IHCTPYMEHTIB aAMIHICTpyBaHHs. MeTonnyHi
peKoMeHalii aJpecoBaHO 3700yBayaM OCBITH CHEIIAIBHOCTEH Taiy3l 3HaHb
12 “Iadopmaniiini TeXHOIOTIi”.

Hinrorysanu: O. C. I'onosas, I. I'. ®anbkoBChKU.
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Beryn

Jani meTomuuyHi peKOMEHAIlli pPO3pOoOJICHO BIAMOBITHO O MPOTpaMH HaBYAIBHOI
JUCHUIUTIHA ““AMIHICTpYBaHHS KOMII' FOTEPHHUX CHUCTEM Ta Mepex’ sl 3100yBadiB OCBITH Tary3i
3Hanp 12 “Indopmarniitni Texnomyorii”. lle BHIaHHA TaKOX MOXXKE BHKOPUCTOBYBATHUCS IS
pOBEJCHHS Ja00paTOpHUX POOIT 3 THIMIMX MOAIOHUX AMCIUILIIH IiJ] YaC BUBYCHHS MPAKTUIHUX
aCIIeKTIB aJMIHICTPYBaHHS KOMII FOTEPHHX MEPEX 13 KiHIIEBUMHU By3namu mij yrnpasmiHHiM OC
Windows.

Jlo MeToauuHuX peKOMEHJAIii yBiWnuM jgabopaTopHi poOOTH, MPHUCBSUEHI OCHOBAM
aJIMIHICTPYBaHHSA KOMIT IOTEpHUX cUCTeM 1 Mepexx Ha 06a3i Windows Server 2022 Tta ciyx6u
karajoriB Active Directory (BcTaHOBIEHHS omepaliifHoi cucteMu; posropTants Active Directory;
CTBOPEHHS CTPYKTYPH JIOMEHY; HalIalITYBaHHs IPYNOBUX NOJITHK; KoH(irypyBaHHs DNS-, DHCP-
ciyx0 1 pemuikanii; BukopuctanHs PowerShell; HanmamTyBanHS cinyk0 BiIaJ€HOro JOCTYILY,
IpyKy, KBOTyBaHHs Ta BeO-cepBepa IIS; interparis 3 Ubuntu Server i opranizaiist ooOminy daiinamu
3a mpoTokosnoM SMB).

L{i MeTOoaUYHI peKOMEH IaIlii MAIOTh HACTYITHI 0COOJIUBOCTI.

v Bukopucrani onepauiiini cuctemu. Bukopucrosytorscs OC Windows Server 2022
JUTSL HaJlAIITyBaHb AoMeHy Active Directory, Windows HacTUIbHUX peakiii 1uis poOoUrX CTaHLiN
a rakox Ubuntu Server 24.04 LTS.

v 3aco0u BipTyanizauii koM’ lOTepHUX cucTeM Ta Mepe:xk. Komm'otepHi Mepexi,
AKi OyIyIOThCSl Y JTabOpaTOpHUX poOOTax, po3paxoBaHi Ha MozaenroBaHHS B emyisaropi GNS Tta
rinepBizopi Oracle VirtualBox. ¥V pa3i oomexxeHoro odcary pecypciB, MOXXYTh OyTH peanizoBaHi
3aco0aMy BUKJIIOYHO BipTyallbHUX Mepex Oracle

VirtualBox.

v Bumorun g0 BMmicty 3BiTy. KokHe 3aBAaHHS MICTUTH BKa3iBKH PO Te, SIKI came
pe3yNbTaTi MaroTh BIJOOpa)KaTUCS Yy 3BITaX.

v Hpukaagu. TeopeTnyHi BIAOMOCTI 10 J1aOOPaTOPHUX POOIT CYIMPOBOKYIOTHCS

MpUuKJjIagaMu OCHAIlICHb, KOMaH/, ix BI/IBOILiB TOWIO.

MeTtonnyHi pekoOMeH1alil aJpecoBaHo 300yBauyaM OCBITH, K1 BUBUAIOTh a/IMIHICTPYBAHHS
KOMIT FOTEPHHUX CHCTEM Ta MEPEX, BHUKJIaJadyaM 3aKjIaJiB BHUIIOI OCBITH Ta BCIM, XTO IIKABUTHCS
MojienroBaHHAM Windows-Mepex.
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Po6oTta Ne 1.BcraHoBneHHAa OC Windows Server

MeTa: HaBuMTUCA 34ilicHiOBaTUM 6a3oBe BcTaHoBneHHs OC Windows Server 2022 Standard (Desktop
Experience) Ha BipTya/sibHy MalLWHY.

IHcTpymeHTHm: rinepsisop VirtualBox, iHcTanauinHnin o6pas OC Windows Server 2022.
3aBaaHHA [0 nabopatopHoi pobotn 3acobamum rinepsizopa VirtualBox cTBOpiTb HOBY

BipTya/ibHy MaLUUHY.
2 IM’s BipTyanbHOI MalUMHM MaE BiANOBIAATM HacTynHoMy dpopmarty:

Srv -GG-VV

ae GG - Homep Bawwoi rpynu, VV — Baw BapiaHT. BapiaHT — 3HauyeHHA y NepLlin KOAOHLi penTUHroBoi
Tabauui.

S BKasylouM AMCKOBMIN po3fin, Ha Aakomy 36epiraTumyTtbea dalinm BipTyanbHOi MalinMHKM, 060B’A3KOBO
nepekoHalTecs, Wo Ha obpaHoOMy BamMM PO3/ini AOCTaTHbO BiAbHOMO MicLS.

2 06car onepaTMBHOI Nam’ATi, BUAiNEHWI BipTya/ibHi MaLimMHi, - npuHaiimHi 3 6, 1 core CPU.

MigkntodiTh A0 CTBOPEHOI BipTyanbHOI MalWKWHKM iHcTanAuiiHuiM obpas OC Windows Server (iso-daiin).
MigKkNtOYEeHHA BUKOHYIWTE Ha Micue BipTya/ibHOro ONTUYHOIO NpUBoAY.

BuKoHaliTe BcTaHoBneHHA OC Windows Server Ha CTBOPEHY BipTyanbHY MaLLWHY.
2 Pepakuisa - Windows Server 2022 Standard (Desktop Experience)
& Tun iHcTanauii - Custom (He Update)
¢ INCKOBI pO34inN MOXKHA MOKM ANLWINUTK 6e3 3MiH
2 Maponb ana aamiHicTpaTopa - Ha BNacHMI po3cya, ajsie Ma€ Bianosiaatm 6a3oBMm BUMOram:

e MiHimanbHa OOBXWHA — 8 CMMBOJIIB.
e CknagHicTb napona mae 6yTy yBiMKHeHa:
v' npuHaMHi ogHa BeanKa nitepa (A-2);
v' npuHaMHi ogHa mana nitepa (a-z);
v' npuHaimHi oaHa umdpa (0-9);
v' npuHaMHi 0aMH cneuianbHKUil cumson (Hanp., |, @, #, S, Touwo).
Bin’eaHaliTe iHcTanAuinHUIA 06pa3 (iso-daiin) Big BipTyaIbHOro ONTUYHOrO NPMBOAY BipTya/ibHOT MaLLUHMU.

MicnA 3aBepLlUeHHA BCTAHOBNEHHSA NepeKoHanTecA y Npaue3aaTHoOCTi CUCTEMM.
3BiT Ma€ MiCTUTU: CKPMHLLOTU OCHOBHUX KPOKiB BUKOHAHHSA BcTaHOoBAeHHA OC Windows Server
AKTMBaUia Ta niueH3yBaHHA Windows Server

Micna BctaHoBneHHA Windows Server 2022 onepaujinHa cUCTEMA MPALLIOE Y PEXUMI 03HAMOMYOro
(evaluation) BuKopucTaHHA. Ona pepakuii Windows Server 2022 Standard (Desktop Experience) 3a
3aMOBYYBAHHAM HaZa€eTbCA NPOOHUI nepioa TpusanicTio 180 aHiB. Y el nepioa;

v' cuctema NoBHICTIO GYHKLOHaNbHa;

v'  0bMe)KeHHA NPOAYKTUBHOCTI BiACYTHi;

v' pocTynHi B¢ci 6a308i poni Ta MOXAMBOCTI cepBepa;

v\ aKTMBaLjifA NPOAYKTY He € 060B’A3KOBOIO A1 BUKOHaHHA N1abopaTopHMX pobiT.

Micnsa 3aBepLlieHHA npobHoro nepiogy cuctema NoYMHAE peryaapHoO NoBigOMASTU NPO HeobXigHICTb
aKTuBaLii.
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Y HaBYanbHOMYy cepefoBMLL [03BOAAETbCA ObOMexeHe nNoAOBXKeHHA evaluation-nepiogy 3a
Aonomorol cuctemHoro ckpunta slmgr.vbs (Software Licensing Management Tool). slmgr.vbs — ue
B86ynoBaHui y Windows CKpUNT KepyBaHHA NiLeH3yBaHHAM, AKMIA BUKOPUCTOBYETLCA ANA:

v' nepernagy ctaHy aKTuBaLii;

v\ BBe[leHHSA KNIOYiB NPOAYKTY;

v\ KepyBaHHA Y6010 NiLEH3YBaHHS;
v" noposeHHsa evaluation-nepioay.

[na nopoBKeHHsA NPobHOro nepiosy BUKOPUCTOBYETLCA KOMAHAA (Y KOMaHAHOMY PAAKY Bif, iMeHi
agMiHicTpaTopa):

slmgr.vbs /rearm

Micnsa BUKOHaHHSA KOMaHAM HeObXiAHO nepe3aBaHTaXUTU cepBaep.

Ko)KHe  BWMKOHaHHA /rearm MOAOBMKYE O3HaWoMuMit  nepiog we Ha 180  aHis.
Y pepakuii Windows Server 2022 Standard 3a3Buyalt 4OCTYMNHO ABi onepauji rearm, Wo A03BOASE 36inbWLNTH
CymapHuit TepmiH evaluation go 540 gHis (180 + 180 + 180).

KinbKicTb AOCTYNHMX NOBTOPHMX aKTMBALiA ObBMe)KeHa cucTemMoto fiueH3yBaHHA. Y production-

cepenoBuLLi cepBep NOBUHEH BYTU akTUBOBaAHUI BianoBiAHO A0 npuabaHoi fiueHsii (Retail, Volume
Licensing, KMS Towwo).

KopwucHi nocunaHHs
CuctemHi Bumoru go Windows Server 2022 Base (Desktop Experience):

https://docs.microsoft.com/en-us/windows-server/get-started/hardware-requirements
Microsoft Evaluation Center

https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2022
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Pob6oTta N22. BctaHOBNAEeHHA cnyXbu KaTanoriB Active
Directory y Windows Server 2022

MeTa: HaBYUMTUCA HANALLTOBYBATU KOHTpPOsiep AgomeHy Active Directory Ha 6a3i Windows Server 2022.

IHcTpymeHTH: rinepBisop VirtualBox, (3a noTpebu) mepexHuit emynatop GNS3, moaenb Komn'toTepHOI
Mepexi, Wo byayeTbea y BignoBiaHOCTI A0 BapiaHTy 3aBAaHHA.

TeopeTuuHi BigomocTi

R_G_N_1
) Serv_G_N_1
Onuwemo  OCHOBHIi  KpOKM,
noTpibHi AN pO3ropTaHHA KOHTPO1Eepa -
aomeHy Active Directory Ha oOCHOBI ‘
Windows Server 2022. Serv_6_N_2
SW_G+N_1
CTBOpPHOEMO Cxemy agpecauii, fAKa ?————— =
Bignosigae cxemi (puc. 2.1) Ta

Tabnuyi 2.2. L \
Ona npuknagy BUKOPUCTAEMO CXEMY S ws WS_G_N_3

=X "_2 o v
agpecaui ans Mepesxi | Y i =
192.168.40.240/28 , ska nogaHa Yy
Tabnnui 2.1. Puc. 2.1. Tononoria mepexi
Tabnuysa 2.1
MapameTpu agpecauii mepexi
IHTepdetic /
Mepexa / Mpuctpii Mepe»xHuit agantep / IP-agpeca Macka MNpedikc
Wnwo3
Mepexa A - 192.168.40.240 255.255.255.240 /28
MapwpyTtusatop R_19_30_1 abo
192.168.40.241 | 255.255.255.240 28
pe3eps NAT Network VirtualBox Eth1/0 /
KomyTtaTtop SW_19_30_1
a6o peseps NAT Network IHTepdetic Vlan 1 192.168.40.242 | 255.255.255.240 /28
VirtualBox
MepeskHuii aganTep 192.168.40.243 | 255.255.255.240 /28
CepBep Serv_22_40_1
LLInto3 3a 3aMOBYYBaHHAM 192.168.40.241 | - -
MepekHuii agantep 192.168.40.244 | 255.255.255.240 /28
Cepsep Serv_22_40_2
LLInto3 3a 3aMOBYYBaHHAM 192.168.40.241 | - -
MepeskHuii agantep DHCP 255.255.255.240 /28
Po6oui ctaHuii WS_22_40_1 -
WS_22_40_3 LLnto3 32 3amMoBYYBaHHAM 192.168.40.241 | - -

Cteoptoemo B Oracle VirtualBox aBi BipTyanbHi mawmHn Windows Server 2022, sk y nabopaTopHiit poborTi
Nel. ImeHa BipTyanbHMX MaluMH Ta cepBepiB (Nig cepBepamu MaloTbCA Ha yBasi iMeHa BipTyanbHMX
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XOCTiB) — BignosiaHo Ao Tonosorii mepexi (puc. 2.1. Serv_G_N_1 1a Serv_G_N_2). MoX/11MBO BMKOPUCTATH,
cTBOpEHy y nabopaTtopHiit poboTi Nel sipTyanbHy mawmnHy Windows Server 2022 y AKocTi 04HOTO 3 cepBepiB.

Barknmeo. ImeHa cepBepiB Ta pobounx CTaHLili y 4OMEHI MatoTb BiAMNOBIAATN YMOBaM 3aBAAHHS.

HanawToByemo ip-agpecu Ta NigKNOYEHHA cepBepiB BiANOBIAHO 40 CTBOPEHOI CXemMM agpecauii Ta peanisau,ii
poboTtn. [o3Bonsemo Ha o06ox cepBepax BxigHuh icmp v4 Tpadik. Ana uyboro obupaemo [Local
Server][Windows Defender Firewall]-[Advanced Settings]-[Inbound Rules]-[File and Printer Sharing (Echo
Request ICMP v4 In)] (puc. 2.2).

ﬂ Windows Defender Firewall with Advanced Security 4

File Action View Help
e | 2E 2 HE

P Wirdous DefenderFrewall wit
|

&3 Inbound Rules

&3 Outbound Rules Name Group Profile  Enabled
%4 Connection Security Rules Distributed Transaction Coordinator (TCP-In) Distributed Transaction Coo... All No
I;L Monitoring £ File and Printer Sharing (Echo Request - ICMPv4-In) File and Printer Sharing All Yes

File and Printer Sharing (Echo Request - ICMPv6-In) File and Printer Sharing All No

File and Printer Sharing (LLMNR-UDP-In) File and Printer Sharing All No

Puc. 2.2. HanawTyBaHHA Npasuaa gna xigHoro Tpagiky 3a ICMP-v4

Axkwo su 6ydyeme modenb mepexc nuwe y VirtualBox, 6e3 sukopuctaHHa GNS, To B Oracle VirtualBox
HaNaWTOBYEMO NapamMeTpu NiAK/IYEeHHA A0 mepexi ana obox cepsepis Ak NAT Network, Internal Network
abo Host-Only adapter (puc. 2.3). BukopuctaHHa NAT Network — Halibinblu yHiBepcanbHUIA MeTOA.

Akwo su 6yoyeme modenb mepexci y GNS ma VirtualBox, To ans cepBepiB MOXHa NUWNTU BipTyaNbHUN
afanTep 3a 3aMOBYYBaHHAM — MapLUPYTM3aL,ia HanaWwToBYETbCA Ha GNS3.

‘ @ Serv-22-40-1 - Settings - o IEN
E General Network
i
‘ System Adapter 1 | Adspter? | Adapter3 | Adapter 4 el NS AT Netwarks Cloud Nebwarks
W ook V] Enable Network Adapter
=
@ Storese Attached to: |NAT etwork v Mame IPv4 Prefix 1P Prefix DHCP Server
Hame: | AKSM-40 v AKSM-40 192.168.40.240/28 Fd17:625c:f037:a616... Disabled
{ Gp o 7 advanced
ﬂ Network Adapter Type: | Intsl PROS1000 MT Deskiop (82540EM)
@ Serial Ports Promiscuous Mods: | Allow All v
é> . VAC Bcdress: T General Options Port Forwarding
Cable Connected
1 0] shared Falders Harme: | AKSM-40
[ usertntertace IPwd Prefi: | 192.165.40.240/25
["] Enable DHCR
[7] Enable 1Pve
IPwi Prefi:  Fdl7:625c: 03728160 /64

Advertise Default IPvE Route

‘ Cancel Help
Puc. 2.3. HanawTyBaHHA BipTyanbHoro agantepa VirtualBox Ta mepesxi NAT Network

(mna mopeni mepexi, nobyaosaHoi y VirtualBox 6e3 BukopuctaHHsa GNS)

MepeBipaemo MOXAUBICTb iHDOpMaLiMHOro obmiHy Mix cepsepamu (ping, rpcping, tracert).

Ha cepBsepi Serv_G_N_1 B HanawTyBaHHAX mepexi BKasyemo y sakocti DNS agpecy loopback 127.0.0.1.

HOopnaemo poni AD DS ta DC yepes meHto [Dashboard][Add roles and features] Im’a fomeHy BepXHbOIO PiBHA
- surname.net, ne surname - Balle Npi3BULE TPaHCAITOM. OCHOBHi KPOKW HanalwTyBaHHA UMX ponei
NOKa3aHo Ha puc. 2.4-2.13.
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Fﬁ Server Manager

Server Manager * Dashboard Manage Tool:

Add Roles and Features

Remove Roles and Features
Add Servers

BE All Servers

¥§ File and Storage Services [

Local Server

Create Server Group

o Configure this local server server Manager Properties

Puc. 2.4. HanawTtyBaHHA ponel Ha KOHTpoaepi AomeHy (KpoK 1

T Add Roles and Features Wizard - X
; oesTATON SERYER
Before you begin Son 32401

This wizard helps you install roles, role services, or features. You determine which roles, role services, or features to install based on the computing
needs of your organization, such as sharing documents, or hosting a website.

Installation
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Server Selec

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static [P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard, complete the steps, and then run the wizard again.

To continue, click Next

[ skip this page by default

< Previous

Install

Puc. 2.5. HanawTyBaHHA poJielt Ha KOHTponepi AoMeHy (Kpok 2)

Fﬁ Add Roles and Features Wizard

B 404 Poles and Festures Wanrd

Select server roles

Before You Begin

Installation Ty,

Server el

ver Roles

on

Select one or more roles to install on the selected server.

Salect cne or move features 10 nntall on the selected server

Roles

0

Active Directory Certificate Services

[ Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[ Device Health Attestation

[] DHCP Server

[] DNS Server

[] Fax Server

[®] File and Storage Services (1 of 12 installed)

[] Host Guardian Service

] Hyper-V

[] Network Policy and Access Services v
[] Print and Document Services

[ Remote Access

[] Remote Desktop Services

[] Volume Activation Services

[] Web Server (115)

] Windows Deployment Services

] Windows Server Update Services

Contammer

Puc. 2.6. HanawTtyBaHHA poneli Ha KOHTponepi AomeHy (Kpok 3)

e Add Fotes and Features Witsrd B Add Poles and Festures Wicard

To wstal the Kol roles, stke servce:

View irataliaton progress

© 319 etation

V) Restart the destination senver

Active Directory Domain Services
Group Policy Management
Fomote Server Administiaton Took
Fole Adrrennts atson Tooks.
AD D5 and AD LD Tools
Active Dwectory module for Windows PowesShell
AD 05 Tools
Active Dwectiony Administrative Center
AD D5 Senp-Ires and Command-Uine Tooks

You €an dote s mizard withsut iterrupting runevry tasks. Ve
BN page agam by clicking Nosbeatons  the command bar, aad 8

Puc. 2.7. HanawTtyBaHHs poneli Ha KOHTpoaepi AomeHy (Kpok 4)
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= Server Manager

Server Manager * Dashboard

Dashboard
ROLES AND SERVER GROUPS

Post-deployment Configura.. |

Configuration required for Active Directory Domain

B Local Server Rolesi2 | Server groups:1 | Server Services ot SERV-22-40-1
All Servers . Promote this server to a domain controller
AD DS i§l AapDs
- @ Feetureinstallation
E§ File and Storage Services b T
& 9 @® Manageabity ——
Configuration required. Installation succeeded on
Events Serv-22-40-1
Services Add Roles and Features
Performance Task Details
BRA results

Puc. 2.8. HanawTtyBaHHA poJieii Ha KOHTpoAepi JoMeHy (Kpok 5)

&= Active Directery Domain Services Configuration Wizard - O *
- . TARGET SERVER
Deployment Configuration ey oT-

oyment Configuration

Select the deployment operation

Domain Controller Options . i o .
) Add a domain controller to an existing domain
Additional Cptions

Add a new domain to an existing forest
aths ® Add a new forest
Review Cptions i . i i i
Specify the domain information for this operation
Prerequisites Check

Root domain name: |fa|kovsky.neﬂ

Maore about deployment configurations

Puc. 2.9. HanawTyBaHHA poJieli Ha KOHTponepi AomeHy (KpoK 6)

R Active Directory Domain Services Configuration Wizard — m} Pas
. . - TARGET SERVER
Domain Controller Options Serv-22-40-1

Deployment Configuration

Select functional level of the new forest and root domain
[ Domain Controller Options

- . Forest functional level: Windows Server 2016 -
DNS Options

additional Dotions Domain functional level: Windows Server 2016 v

Paths Specify domain controller capabilities

Revewloniions Domain Name System (DNS) server

| Global Catalog (GC)
Read only domain controller (RODC)

Prerequ

Type the Directory Services Restore Mode (DSRM) password

Password: ssssssss

Confirm password: sssssses

More about domain controller options

< Previous MNext > Install Cancel

Puc. 2.10. HanawTyBaHHA ponei Ha KOHTponepi AoMmeHy (KpoK 7)
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[ Active Directery Domain Services Cenfiguration Wizard - [} X
DNS Options e
Specify DNS delegation options
Create DNS delegation
More about DNS delegation
Verify the NetBIOS name assigned to the domain and change it if necessary
Cpticns
The NetBIOS domain name: FALKOVSKY
Puc. 2.11. HanawTyBaHHA ponei Ha KOHTpoAepi AoMmeHy (KpoK 8)
P Active Directory Domain Services Configuration Wizard — O x [Eeo - o
|
Paths =

Specify the location of the AD DS database, log files, and SYSVOL

Database folder: CiWindows\NTDS =
Log files folder: C:AWindows\NTDS D "
SYSVOL folder: CAWindows\SYSVOL =l

Puc. 2.12. HanawTyBaHHA posieit Ha KOHTpoiepi 4OMeHY (KpoK 9)

P Active Directory Domain Services Configuration Wizard — o X | T Active Directory Demain Services Configuration Wizard - [u]
N ~ TARGET SERVER o TARGET SERVER
Prerequisites Check sy | Installation B
[[® ANl prerequisie checks passed successfuly. Click Install 1o begin installation. Showmore__% | Progress
Setting security on the domain controller and Directory Service files and registry keys

Prerequisites need to be validated before Active Directory Domain Services is installed on this
computer

Rerun prerequisites check

() View results
§. Windows Server 2022 domain controllers have a default for the security setting named
*Allow cryptography algorithms compatible with Windows NT 40° that prevents weaker
eryptography algorthms when establishing security channel sessions, Installation

For more informatian about this setting, see Knowledge Base article 842564 (http://
go.microsoftcom/fwiink/7Linkld=104751).

A delegation for this DNS server eannot be created because the authoritative parent
z0ne cannot be found o it does ot run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the
domain "falkovsky.net', Otherwise, no action is required.

i\ If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites More about installation options

[<Previous | [ next> [instat | [ cancel

Puc. 2.13. HanawTyBaHHA poJieit Ha KOHTposiepi gomeHy (Kpok 10)

Bkasyemo Ha cepsepi Serv_G_N_2 y akocTi DNS B HanawTyBaHHAX mepexi IPv4 agpecy Serv_G_N_1

MepeBipaemo 3B’A30K Ta aie3aaTHicTb DC-cepBepy Ha 060X cepBepax KOMaHAOH

nslookup surname.net

Jopaemo y gomeH Serv_G_N_2 Ta Hagaemo lomy posb aogaTtkosoro DC. LLo6 3pobuTtu apyruii
cepBep 40AATKOBMM KOHTPO/IEPOM AOMEHY, Ha HbOMY TAaKOXK NOTPibHO BCTaHOBUTM ponb Active Directory
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Domain Services, ane Ha eTani Bubopy KoHdirypauii posroptaHHa (Deployment Configuration) samicte Add
to a new forest (puc.2.9) obpatn Add a domain controller to an existing domain. ¥ sikocTi 061iKoBUX AaHUX
agMiHicTpaTopa AOMEHY surname.net MPU BKAOYEHHI cepBepy 4M poboyoi cTaHuii 40 AOMEHY surname.net
MOK/IMBE BUKOPUCTAHHA ABOX TUNIB pAAKIB:

surname.net\Administrator abo Administrator@surname.net
BKkaszisKu

* ImeHa KOomN'tOTEPIB HA NEPLIOMY i APYromy cepBepi MatoTb BiApi3HATMCA Ta BiANOBIAATU imeHam y
Tabnuui agpecalii, Lo BU CTBOPIOETE Y BiANOBIAHOCTI A0 3aBAaHHA. (Y AOMEHi imeHa Komn'oTepiB He
MOXYTb NOBTOpPIOBATMCA!)

*  MAC-agpecu BipTyaJbHUX MALLWH 3 CEPBEPAMM MAIOTb BiAPI3HATUCA.

* Ha pgpyromy cepsepi y HanawTtyBaHHAX IPv4 3miHloemo agpecy DNS cepBepa Ha agpecy Baworo
nepuworo cepsepa (DC-servers).

CtBoptoemo BM WS_G_N_1 signosigHo go 3aBaaHHAa. OC BM — Windows 10 (3a noTpebu moxKHa
BMKOPUCTaTK OAHY 3 NonepeaHix HacTibHuX Bepcii Windows).

Bkntoyaemo WS_G_N_1 no gomeHy surname.net. CTBOPIOEMO Ha MePLUOMY KOHTPOJIEPi 4OMEHY TECTOBY
rpyny KopuctyBadie GR_G_N, a B Hil1 - HOBOro KopucTyBaya. [lepeBipaemo, Yn BAAETbCA BBIATU Y cucTemy
pob60oyoi cTaHL,i Nia HoOBOCTBOPEHUM 061iIKOBUM 3aMMCOM.

3aBaaHHA Ao nabopaTtopHoi po6oTn

1. Y cepenoBsuLLi NpOrpaMmHOro eMynsaTopa CTBOPITb NPOEKT KOMN'toTepHOI mepexki (puc. 2.1).

2. Po3pobitb cxemy agpecauii npucTpois mepexi. s Uboro ckopucTaiTeca gaHumu Tabn. 2.2. Mig yac
pO3paxyHKy BPaxoByiiTe, L0 A/ CXeMU BUKOPUCTOBYETLCA Mepeska /28 3agaHa y Tabamui 2.2.

Tabnunya 2.2
I'Iapamerpu ANA PO3PaXYHKY Yy BaBAaHHi Ne2.2
Ne Ne Ne
sapiatTa(N) IP-appeca mepexi sapiatTa(N) IP-apgpeca mepexi sapiatTa(N) IP-appeca mepexi

1 192.168.N.32/28 13 192.168.N.32/28 25 192.168.N.32/28

2 192.168.N.48 /28 14 192.168.N.48 /28 26 192.168.N.48 /28

3 192.168.N.64/28 15 192.168.N.64/28 27 192.168.N.64/28

4 192.168.N.80/28 16 192.168.N.80/28 28 192.168.N.80/28

5 192.168.N.96/28 17 192.168.N.96/28 29 192.168.N.96/28

6 192.168.N.112/28 18 192.168.N.112/28 30 192.168.N.112/28

7 192.168.N.128/28 19 192.168.N.128/28 31 192.168.N.128/28

8 192.168.N.144/28 20 192.168.N.144/28 32 192.168.N.144/28

9 192.168.N.160/28 21 192.168.N.160/28 33 192.168.N.160/28
10 192.168.N.176/28 22 192.168.N.176/28 34 192.168.N.176/28
11 192.168.N.192/28 23 192.168.N.192/28 35 192.168.N.192/28
12 192.168.N.208/28 24 192.168.N.208/28 36 192.168.N.208/28

3. MNepeBipTe MOXAMBICTb iHGOPMALIMHOrO 0BMIHY MiXK XOCTaMn mepexKi. Y pasi BusBneHHA npobnem
3B’A3KY 3HANAITb Ta YCYHbTE iX MPUUYNHMN.
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4. Ha cepsepi Serv_G_N_1 npoBegaitb BcTaHOBAeHHA Active Directory, a cepBep Serv_G_N_2 pgopainte y
OOMEH Ta HagailTe MOMy pPo/Sib A0AATKOBOIO KOHTpPOAEepy AOMEHY. IM'A AOMeHy BEepXHbOro pPiBHA -
surname.net, ge surname - Balle Npi3suLLe.

Mpumitka. Ha cepsepi Serv_G_N_2 Takox noTpibHO BcTaHOBUTU ponb Active Directory Domain Services, ane

Ha eTani BM6opy KoHirypau,ii posroptaHHa (Deployment Configuration) 3amictb Add to a new forest Bubpatu
Add a domain controller to an existing domain.

5. [opalite y AomeH poboui cTaHuji. Y pasi 6paky pecypciB peKomeHZAOBaHO Mia’€eaHAaTU MeHLWY KifbKicTb
poboumMX CTaHLiN, HiXK Yy po3pobaeHin Bamn cxemi agpecauii. OgHiei poboyoi cTaHuii byae A0CTaTHLO.

6. Ha cepsepi Serv_G_N_1 B Active Directory cTBopiTb TectoBy rpyny kopucrysadie GR_G_N. B uin rpyni
CTBOPIiTb HOBOTO KOPMCTyBaya Ta, BUKOPUCTOBYIOYM LEel 0b1iIKOBMI 3anuc, 34iMCHITL BXig y cuctemy 3
poboyoi cTaHu,i.

3BiT mae mictutu:

- CXeMy agpecauii mepei;

- CKPMHLLOTM Ta KOPOTKMI OMMC OCHOBHMX KPOKiB CTBOPEHHA CTPYKTYPU AOMEHY Ta NEPEBIPKN MOMKAMNBOCTI
BXOZY 3-NijJ, 0AHOro 3 HOBOCTBOPEHMX 0B/IIKOBUX 3amnuCiB.

KopucHi nocunaHHs

MNocibHuK 3 Active Directory ans noyatkisuis
https://corewin.ua/blog/active-directory-delegation-tutorial-for-beginners/

Setting up Active Directory in VirtualBox
https://surl.lu/kngabf
https://surl.li/rolpkp

How To Enable Ping In Windows Server 2022 Firewall
https://www.rootusers.com/how-to-enable-ping-in-windows-server-2022-firewall/



https://corewin.ua/blog/active-directory-delegation-tutorial-for-beginners/
https://surl.lu/knqabf
https://surl.li/rolpkp
https://www.rootusers.com/how-to-enable-ping-in-windows-server-2022-firewall/
https://www.kindsonthegenius.com/how-to-setup-active-directory-domain-with-virtualbox-and-join-computers-part-2/
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Po6oTta N23. CTBopeHHA CTPYKTYpu AomeHy B Active
Directory y Windows Server 2022

MerTa: HaBunTMCA ByayBaTH CTPYKTYPY AOMEHY 3 oAHUM AepeBom B Active Directory Ha 6a3i Windows Server
2022.

IHcTpymeHTU: rinepsisop VirtualBox, (3a notpebu) mepexHuit emynatop GNS3, mogenb Komn'toTepHoi
Mmepeski, nobygoBaHa y mexax nabopaTopHoi poboTn No2.

3aBaaHHA Ao nabopaTopHOoi po6oTu
1. Po3pob6iTb CTPYKTYPHY Aiarpamy maibyTHbOro AOMEHY ANA OpraHisau,ii.
2 IM'a JoMeHy BepXHbOTO PiBHSA - surname.net, ae surname - Balle npissuLLe.

2 TyT i Aani nig vyac CTBOPEHHA CTPYKTYPU JOMEHY KepyiTeca pekomeHaauiamm 3 Temun 3 “CTBOpeHHA
CTPYKTYpu gomeHy B Active Directory”. 3oKpema, y posi OCHOBHMX CTPYKTYPHMUX KOMMOHEHTIB AOMEHY
BUKOPUCTOBYIMTE opraHisauiiHi oguHuui (Organizational Units).

X Y pomeHi surname.net 3annaHyiTe TpM OpraHisaLiinHi OAMHULL, KOXKHA 3 AKUX BiANOBIAaE OKpEMOMY
diniany opraHisauii. BianosigHi opranisauinHi oguHumui (OUs) HassiTb Branch-GG-NN-1, Branch-GG-NN-
2 Ta Branch-GG-NN-3, ge GG - Homep Bawwoi rpynu, NN - Homep BapiaHTy.

2 BcepeaumHi KOXHOI opraHisauiitHoi oanHuui diniany 3annaHyite no 2-4 opraHisauiiHi ogamMHuL ans
BiaAainis uboro ¢iniany Ta Nno 1 opraHisauinHin ognHULi ana agmidictpatopis. OpraHisauiiHi oanHuL,
Biaainis HaseiTb Dep-GGNN-Homep_dpiniany-1, Dep-GG-NN-Homep_cpiniany-2 i 1. a. OpraHisauinHi
OAMHMLI ANs aaMiIHICTPaTOpPiB HA3BITb CAMOCTiIHO, 3a6e3NeyYnBLIN YHIKa/IbHICTb.

X BcepeOuHi KOKHOI opaaHizayitiHoi oduHuyi 8iddisly 3annaHyinTe WOHaMMeHLLIE [BOX KOPUCTYBayis.
TakoX gofaliTe MiHIMyM 04HOro KOPMCTyBaya A0 KOXKHOT admiHicmpamusHoi opaaHi3ayiliHoi 00UHUU.
[na imeHyBaHHSA BCiX KOPUCTYBaYiB BUKOPUCTOBYIWTE EANHUI NiaXia (HanpuUKAag, TakuWiA, AK NOKasaHoO Ha
puc. 4.1). IM'S KOXKHOFoO KOpWUCTyBaya Mae bOyTW YHiKanbHMM Yy MeXax AomeHy. [lofaBaHHAM
KOPWCTYBaYiB 40 rpyn 3aliMemMocs TPOXWU 3rog0M.

X Mobyayite CTPYKTYPHY Aiarpamy. NpuKnag MoXaAnUBOI Aiarpamm NogaHo Ha puc. 3.1.

halovnia_net

Branch-19 Branch-19. Branch-19
301 302 30-3

810301-  Dep19-30-1- Dep-19-30-1- Dep-19-30-1-  B19302- Dep-19-30-2- Dep-19-30-2- Dep-19-30-2- Dep-19-30-2-  B19303-  Dep-19-30-3  Dep-19-30-3-  Dep-19-30-3-
Admins 1 2 3 Admins 1 2 3 4 Admins 1 2 3
b1-admin depll-kip  depl2-mvs | depldswo b2-admin dep2l-rte dep22-thv dep23-ial dep24-aoa b3-admin depdl-btt | depd2-mzo | depdd-app
L depllrds — depllwth — depli-tav dep21-aot dep22<dtd — dep23yuoo — dep24-hos — dep3l-mpk — dep32-tto dep33-zav
— depl2-ooa — depl3-mhp dep2l-rda L dep2-nv — dep3z-alo

Puc. 3.1.MpuKnag CTPYKTYPHOI giarpamm gOMeHy
(cipnm i 3OBTMM NO3HaYEHO OpraHisauiliHi oAnHML)

Mpumitka. Y mexkax gaHoi nabopaTopHoi poboTK BCi OpraHisauinHi oANHULI PO3MILLLEHI Y MeXKaX ELUHOr0
AomeHy. Lle nos’A3aHO 3 obmexeHUMK pecypcamu. Y pasi po3pocTaHHA AaHOT YMOBHOI OpraHisalii MoxHa
6yno 6 cTBOPUTM OKpemi AodipHi gomeHn ana dinianis. Hanpuknag, 3 imeHamu branch19301.holovnia.net,
branch19302.holovnia.net, branch19303.holovnia.net un, imoBipHO, iHW MMM, 3MICTOBHILLMMW iIMEHaMM.
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2. Ha KoHTponepi AomeHy 3anycTiTb OCHaweHHA Active Directory Users and Computers. CTBOpiTb
opraHisauinHi oguHuui (Organizational Units) Ta kopuctysauis (Users), siki BignosigatoTs CTBOPEHi BamM

CTPYKTYpPHIl giarpami gomeHy.

BKasiBku

[JopaaBaHHA HOBOT OpraHisauinHoOT 0 ANHUL B OMEHI BEPXHbOTO PiBHA:

Creates a new item in this container.

] Active Directory Users and Computers - O X

File Action View Help

e | 2F BBz HE 3aETYE%

] Active Directory Users and Coml| Name Type Description

2. ’S‘a\:ed Que:l:s | [ Builtin builtinDomain

V- RONE R o Container Default container for .
Delegate Control... o i X
e ollers Organizational Unit Default container for ¢

e yPrincipals Container Default container for s
Change Domain... ce Accounts Container Default container for r
Change Domain Controller... Container Default container for
Raise domain functional level...
Operations Masters...
New Computer
All Tasks Contact
View Group
InetOrgPerson
Retresy msDS-ShadowPrincipalContainer
SpuitEsl msimaging-PSPs
Properties MSMQ Queue Alias
Help Organizational Unit
[ Printer
‘ User
< > || < >

Shared Folder

O60B’A3KOBO NepeKoHaMnTecs, WO BMBpaHO ONLi0 3aXUCTY Big, BUNagKOBOro BuaaneHHs (Protect container

from accidental deletion):

Name:

~ Create in:

New Object - Organizational Unit X

holovnia.net/

|Branch-153m|

Protect container from accidental deletion

JOKYMeHTyBaHHA opraHisauinHoi oauHuui ana eigainy (none Description, NOPOXHE 3a 3aMOBYYBaHHAM,
3anoBHeHe):

Cancel Help
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Dep-19-30-1-1 Properties ? X ] Active Directory Users and Computers
General Managed By COM- File Action View Help
:\‘j Dep-19:30-1-1 @$"L|D‘DQ@IE
= A;tive Directory Users and Computers [WII
Description: HR department —:‘ Saved Queries
v 7 holovnia.net
Street: - e
| Builtin
| Computers
2| Domain Controllers
|| ForeignSecurityPrincipals
Cty: | ’ | Managed Service Accounts
State/province: I I « Users
v 2| Branch-138-30-1
Zip/Postal Code: | | :_j Dep-19-30-1-1
Country/region: v 3 Dep-19-30-1-2
2| Dep-19-30-1-3
2. B19301-Admins
2 Branch-19-30-2
0K Cancel Apply . 2 Branch-19-30-3
Mpuknag  cTpyKTYypn  gomeny. OpHy 3 [opaBaHHA HOBOrO  KOpUCTyBaya B

OopraHisauiHMx oauHUUb dinianis nogaHo vy

PO3ropHYTOMY BUMNAA:

OpraHisaujinHy ogMHuuto BigAainy:

New Object - User X New Object - User X
6 Createin:  holovnia.net/Branch-19-30-1/Dep-13-30-1-1 E‘ Create in:  holovnia net/Branch-19-30-1/Dep-19-30-1-1
First name: ‘Larysa ‘ Initials: ‘P | Password: |nonn.
Last name: [Kntyk | Confim password: |uuuu|
Fullname: ‘Larysa Kotk | A User must change password at next logon
User logon name: [JUser cannot change password
Idep1 1lp| I @holovnia net v [[] Password never expires
User logon name (pre-Windows 2000): [ Account is disabied
[HoLOVNIA\ | [gept1e |
Back Next > Cancel < Back Next > Cancel

New Object - User

3) Createin:  holovnia.net/Branch-19-30-1/Dep-19-30-1-1

When you click Finish, the following object will be created:

Full name: Larysa P. Kotyk
User logon name: dep11«lp@holovnia.net

The user must change the password at next logon.

< Back

Cancel

OpraHisaLiliHa oguHMuA Bigainy 3 A043aHNMN KOPUCTYBaYaMU:
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] Active Directory Users and Computers = [m} X
File Action View Help
e 2FE {8 XEG= HE| 3 eETa%

: Active Directory Users and Computers [WII|| Name Type Description
| Saved Queries
v 3 holovnia.net
~| Builtin
| Computers

& Larysa P. Kotyk User
& Dmytro S. Redko User

= | Domain Controllers
_| ForeignSecurityPrincipals
_| Managed Service Accounts
| Users
v 2| Branch-19-30-1
3| Dep-19-30-1-1
3| Dep-19-30-1-2
3| Dep-19-30-1-3
2. B19301-Admins
o | Branch-19-30-2

2| Branch-19-30-3

3. MepeKoHanTeca, Wo obuasa KOHTPOAEpPU AOMEHY MICTATbCA B OpraHisauiiHiioguHuui Domain
Controllers:

Server Manager * Dashboard

E : Active Directory Users and Computers — [m|
File  Action View Help

T I EIEIE EEE EEE YR L

servel

: Active Directory Users and Com|| Name Type DC Type Site Description

b | Saved Queries [MISERV-22-40-1  Computer GC Default-First-Si...

v falkovsiornet IKISERV-22-40-2  Computer Ge Default-First-Si...
_| Builtin

and | Computers

wi

= | Domain Controllers

_| ForeignSecurityPrincipaly
| Managed Service Accour
| Users

4, AHanoriyHo nepesipTe, YM BCi HaABHi y Bac pobodi cTaHuii BigobparkatloTbCABCEPEANHI rpynu
Computers (3apa3 Tam mae byTn NpMHaMMHI ogHa poboya cTaHu;iA).

5. 3anycTiTb NPMHANMHI 0gHY pob0oYy CTaHLit0 Ta NPUHAWMHI OAMH KOHTPOIEpAOMEHY. 34iNCHITL BXiA
3 pobouyoi cTaHLii 3a LONOMOrot 0AHOro 3 061iIKOBUX 3aNMCiB KOPUCTYBAYIB, CTBOPEHUX Y 3aBAaHHI No2.

3BiT mae mictutu:

- CTPYKTYPHY giarpamy 4OMEHY;

- CKPUMHLLOTWN Ta KOPOTKUIA ONMNUC OCHOBHUX KPOKIB CTBOPEHHA CTPYKTYPU SOMEHY TanepeBipKM MOMKIMUBOCTI
BXOAY 3-NiJ, 04HOro 3 HOBOCTBOPEHMX 06/1iIKOBUX 3aMNUCiB.

KopucHi nocunaHHA

lpakmuka:

M. Henderson, J. Krause. Windows Server 2019 Cookbook Second Edition (Second Edition). Packt Publishing,
2020 (p. 78).

Teopis:

Orin Thomas. Windows Server 2016 Inside Out. Pearson Education, 2017 (p. 170).



MIHICTEPCTBO OCBITU I HAYKU YKPATHU ®-22,05-05.02/2/BK-
Kuromupcnbka JEP)KABHHUM YHIBEPCUTET « KUTOMUPCBHKA MOJITEXHIKA» ' 2026
noJrirexuika Cucrema ynpasiainns skictio Bignosinae JICTY ISO 9001:2015
Exzemnnsap Ne 1 Apx 18 /153

Pob6oTta N24. HanawTtyBaHHA rpynoBUX NONITUK
B Active Directory

Merta: HaBUMTMCA OCHOB POBOTH 3 rpyNnoBMMM NoJiiTukamu B Active Directory (Ha npuknagi Windows Server
2022).

IHcTpymeHTH: rinepsisop VirtualBox; (3a noTpebu) mepexHuin emynatop GNS3; mogenb Komn'toTepHoil
MepeXi Ta CTPYKTypa AOMeHY, NobyaoBaHi y mexax labopaTopHUx pobit Ne2-3.

TeopeTuuHi BigoMocTi Ta 3aBAaHHA A0 nabopaTtopHoi poboTn

3aBgaHHA N24.1. AHani3 rpynoBUX NONITUK Ha PiBHi JOMEHY

1. BMKoHalTe BXig Ha OAHOMY 3 KOHTPOAEPiB 4OMEHY Mif 06niKoBUM 3anMcomagmiHicTpaTopa Ta
3anycTiTb ocHaweHHA Group Policy Management (Server Manager —> Tools -> Group Policy
Management).

2. MepernaHbTe Ta NpoaHanisymte BKAaAKy Scope 06’eKTy rpynoBoi monituku Default Domain
Policy pnsa Baworo gomeHy. [JainTe BianoBiAb Ha HACTYMHi NUTAHHS.

. AKMX KOHTEWHepiB (caiTn, aomeHu, OU), 3riaHO 3 HaNALITYBAaHHAMM, CTOCYETbCS AAHWNM
06’€eKT rpynoBoi NoNiTUKK?

J AKMX 061IKOBMX 3aMUCiB, rPYN CTOCYETLCA AAaHWNI 06’ EKT rpynoBOi NONITUKA?
J AKki WMI-dinbTpu Hapasi gitoTb A AaHOro 06’ekTy rpynoBoi NOAITUKN?
3. MepernaHbTe Ta NpoaHani3yMTe NOBHWI Mepenik HanawTyBaHb Ha BKnaguiSettings o6’ekty

rpynoBoi nonitnuku Default Domain Policy ans Baworo gomeHy. [laiiTe BiANoBiAb Ha HAaCTYMHi NUTaHHA.

. CKinbKun ocTaHHix Napo/iB KopMcTyBaya 36epiratoTbeca B icTopii naponis?

. AIKoto € MiHiMaIbHa AOBXWHA NaPONt0?

. Y1 noBUHEH Naponb BiANOBIAATU BUMOram CKAaAHOCTI?

. AKMIA MaKCMManbHUI TEPMIH iCHYBaHHA Naponto?

. Yu BcTaHOBNEHE 6/10KyBaHHA 061iKOBOrO 3anucy y pasi NOMWUIKOBOTO BBEAEHHSA

napo/ito? AKLWO TaK, Nica CKiIbKox HeBAanMx cnpob BiabyBaeTbcA 6/10KYBaHHA?

Lie psonomoke Bam BUKOHATM HACTYMHi 3aBAAHHA. Y AYy)KKAX LLOAO0 KOXHOI BignoBiAi Ha 3anuTaHHA i3
n. 3 BKaXKiTb BY30/1 HanawTyBaHb, A0 AKWUX HaNeXWTb BiAMNOBiAHA rpymosBa MofiTMKa. Hampuknaa:
Computer Configuration -> Policies -> Windows Setting —-> Security Settings -> Account
Policies/Password Policy > Minimum password length.

3BiT MA€E MICTUTU CKPUHLLOTM 3p06EHMX HaNaLWTyBaHb, ONNC OCHOBHUX Ai, @ TaKOXK BiAMNOBiAi HA MOCTaBAEHI
3anuTaHHsA.
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3aBmanaa Ned4.2

3ae0anmst Neb6. I i

1. Cuouparounchk Ha BiJIOMOCTI, OJIEDP)KaHI BaMM ITiJI YaC BHUKOHAHHS
Tak, mob vy Mexa X

BiApemarviire 00’€KT I'DVIIOBOI IMONITHKH Default Domain Policy
BaIllOTO JOMEHY BinOvyBaocs OJIOKYBaHHS OOJIIKOBOIO 3aIlMCy IICHS TPHOX IMiAps

HEBIaIHuX cOopod BXOAY. a pO30JIOKYBAHHS MaB POOUTH aIMiHICTPATOD.

ITinka3ka mo . 3:

Group Policy Management Editor = O X
File Action View Help
& = = KE = | HE
v & Computer Configuration ~ Policy 2 Policy Setting
Y pOI[SCIE; i Account lockout duration 0
ttings 3
3 C e o Account lockout threshold 3 invalid logon attempts
v Windows Settings OOOGA s
Reset account lockout counter after 999339 minutes

Name Resolution Policy

(& Scripts (Startup/Shutdown)

m= Deployed Printers

iy Security Settings

v 35 Account Policies

4 Password Policy

Account Lockout Policy
= Kerberos Policy

4 Local Policies

2. I'pyIIOBi IONITHKM Yac Bill 4acy OHOBIIOIOTHECSA aBTOMaTH4YHO (30-120 xBunuH). 11106

HE YEKaTH, MOXXHA 3pOOUTH HACTVITHE:

n 3amycTiTh KOMaHIHMM DSAOOK Ha KOHTDPOJEDI IOMEHY 1 BBEHITH KOMAHIY
gpupdate /force

E® Administrator: Command Prompt

Microsoft Windows [Version 10.0.17763.1098]
(c) 2818 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>gpupdate /force
Updating policy...

Computer Policy update has completed successfully.
User Policy update has completed successfully.

C:\Users\Administrator>_

1 Koim OHOBIEHHS TIPYIOBUX NOJITHK Ha KOHTPOJEDPI IOMEHY 3aBEDIIUTHLCH,
3aIyCTITh KOMAHIHHUN DSAOK Ha TECTOBIM DPOOOUYIN cTaHIII 1 MOBTODITH TaKy

caMy KOMaHay TaM
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3. Micna OHOBNEHHA FPYNOBUX NOAITUK NepeBipTe 3p0baeHI HaNalTyBaHHA:

3 poBiNbHOI PO60OYOT CTaHLii AOMEHY 3p06iTb TPW Nocninb HEBAANI CNPObU BXOAyY Bif imeHi byab-
AKOro 06.1iKoBOro 3anucy i nepekoHanTecs, Lo 061ikoBuUi 3anuc 3ab610K0BaHO.

Ha KoHTponepi gomeHy nig, 061iKoBMM 3aNMCOM aAMiHICTpaTopa 4OMeHY 3HaWAITb 3a610K0BaHOTO
KopucTyBaya y BignosigHin OU i po36aokyiiTe ioro.

MepeKkoHamnTecs, Wo paHiwe 3a6/10K0BaHMIN KOPUCTYBAY 3HOBY MAE MOK/IMBICTb YBINTH.

3BIiT Ma€ MICTUTU CKPMHLLOTM 3p06IEHNX HaNALUTYBaHb Ta ONMWC OCHOBHUX AiM.

[JenerysaHHA npas Ha KepyBaHHA OU noKaAbHMM aaMmiHicTpaTopam

Etan I: CTBOpeHHA rpynu JIOKaNbHUX agMiHicTpaTopis
1) BiakpwuiiTe ocHaweHHn Active Directory Users and Groups.
2) Y mexax opraHisaliiftHOT 0AMHUL afMiHICTPATOPIB CTBOPITb HOBY rPYNY IOKaNbHUX aAMiHicTpaTopis (puc.

4.1).
| Active Directory Users and Computers - O X

File Action View Help

&9 | 2F /B XEd= HE A RETE%R
: Active Directory Users and Computers [WII1 Name Type Description
| Saved Queries &, b1-admin User

v 3 holovnia.net
v 2 Branch-19-30-1
= | B19301-Admins
3| Dep-19-30-1-1 Delegate Control...
a| Dep-19-30-1-2

Move...
5| Dep-19-30-1-3 .
3 Find...
57 Branch-19-30-2 2
= Branch-19-30-3 New > Computer
1 Builtin All Tasks > Contact
| Computers G
2| Domain Controllers View > roup
| ForeignSecurityPrin o InetOrgPerson
| Managed Service Ac g msDS-ShadowPrincipalCentainer
| Users elete msimaging-PSPs -
Rename

MSMQ Queue Alias

< >
= — CEE Organizational Unit -

Creates a new item in this conte Export List...

Printer Sl
R¢ Properties User
Ro Help Shared Folder

Puc. 4.1

3) [aiTe rpyni im’s, yHiKanbHe y mexax gomeHy. Mexi aii rpynu - Domain local (puc. 4.2).
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New Object - Group X

% Createin:  holovnia.net/Branch-19-30-1/819301-Admins

Group name:

| admins-1 l

Group name (pre-Windows 2000):

| admins-1 l
Group scope Group type
(® Domain local (® Security
(O Global (O Distribution
(O Universal

Puc. 4.2

4) [opaliTe HasBHI B AaHii opraHisauiiHin oaMHuMLI 0BNiKOBI 3anMcK agMiHICTPATOPiB Y HOBOCTBOPEHY
rpyny (pwuc. 4.3).

admins-1 Properties ? -

General Members Member Of Managed By
Members:
Name Active Directory Domain Services Folder
& b1-admin holovnia net/Branch-19-30-1/B19301-Admins
Add... _ Remove
] [

Puc. 4.3

5) Tenep y mexax opraHisauiiHOi ogvHWULI O1A NOKa/NbHUX agMiHicTpaTopiB byae agMiHiCTPaTUBHWUIA
ob6nikoBuii 3anuc (3anucK) i BignosigHa rpyna (puc. 4.4).
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] Active Directory Users and Computers — O X
File Action View Help
Lol Ao RERNENCHESN 7 Bocllk T Bk 47K
| Active Directory Users and Computers [WIl|| Name Type Description
;‘ Saved Queries g)b1-admin User
v &5 hpiovnia.net Egadmins-1
v 2| Branch-19-30-1
= B19301-Admins
3| Dep-19-30-1-1
2| Dep-19-30-1-2
3] Dep-19-30-1-3
2| Branch-19-30-2
5 Branch-19-30-3
Builtin
Computers
2| Domain Controllers
ForeignSecurityPrincipals
Managed Service Accounts
| Users

Security Group - Domain Local

Puc. 4.4.

Etan ll: eneryBaHHA rpyni 10KaNAbHUX agMiHiCTpaTopiB BiaNOBigHMX NpaB

1) BubepiTb opraHisaLiiHy 0ANMHULIO, AKY MalOTb aAMiHICTPYBaTW YleHN HOBOCTBOPEHOI rpynu (Branch-19-
30-1 y npuknagi). Y KOHTEKCTHOMY MeHI0 KNaUHiTb No nyHKTy Delegate Control (puc. 4.5).

] Active Directory Users and Computers — O X
File Action View Help
e @B XE HRE|PaETE%
: Active Directory Users and Computers [WIl|| Name Type Description
= :a‘l’e‘* Cusis 151 B19301-Admins Organizational Unit
v & govnla.net 5] Dep-19-30-1-1 Organizational Unit HR departmen
v 2| Branch-19-30-1 i .
& B19301-Adr | Pelegale Cdutute | 1; grga"fzatfona; Snft
-1-
5] Dep-19-30-1 Mode., rganizational Unit
a1 Dep-19-30- Find...
2| Dep-19-30-°
5] Branch-19-30-2  New 2
3| Branch-19-30-3 All Tasks bl
| Builtin )
| Computers e *
5| Domain Contro Cut
_ ForelgnSe:urlt? Delete
_| Managed Servic
S| Users Rename
Refresh
< Export List... >
Properties
Help S
Koles: 3 | Servergroups: | | Servers total: 1
Puc. 4.5

2) JopaiiTe [0 nepeniky KOPUCTyBadiB Ta rpyn, AKMM Tpeba JeneryBaTv KOHTPO/b Hag, L€
OpraHisaLiinHoo 0AMHNLEI, HOBOCTOBOPEHY rpyny IOKaNbHUX agMiHicTpaTopis (puc. 4.6).
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Delegation of Control Wizard X
Users or Groups

Select one or more users or groups to whom you want to delegate control.

Selected users and groups:
#2 admins-1 (HOLOVNIA\admins-1)

Add... Remove

< Back Next > Cancel Help

Puc. 4.6

3) Bubepitb npaBa, saKi Tpeba generysatv rpyni. Y npuknagi obpaHo 6inblicTb agmiHiCTpaTUBHUX NpaB..
LiaTMyTb BOHW /iMLLE Y MeKax AaHOoi opraHisauiliHoi oguHuui (puc. 4.7, puc. 4.8).

Delegation of Control Wizard X Delegation of Control Wizard X
Tasks to Delegate I Tasks to Delegate 1
You can select common tasks or customize your own. \I[E)\‘A You can select common tasks or customize your own. u W
4
(® Delegate the following common tasks: (® Delegate the following common tasks:
Create, delete, and manage user accounts A Manage Group Policy links A
Reset user passwords and force password change at next logon Generate Resuttant Set of Policy (Planning)
Read all user information [V Generate Resuttant Set of Policy (Logging)
Create, delete and manage groups [[] Create, delete, and manage inetOrgPerson accounts
Modify the membership of a group [] Reset inetOrgPerson passwords and force password change at next Ic
Manage Group Policy links [] Read all inetOrgPerson information
Generate Resultant Set of Policy (Planning) v v
< > < >
(O Create a custom task to delegate O Create a custom task to delegate
<Back Next > Cancel Help < Back Cancel Help
Puc. 4.7 Puc. 4.8

4) MepesipTe i NiaTBEepAiTL 3p0beHi HanawTyBaHHA (puc. 4.9).
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Delegation of Control Wizard X

Completing the Delegation of
Control Wizard

)
1 You have successfully completed the Delegation of Control
} 1{' \ wizard.
N
You chose to delegate control of objects A

in the following Active Directory folder:
holovnia.net/Branch-13-30-1

The groups, users, or computers to which you
have given control are:

admins-1 (HOLOVNIA\admins-1)

You chose to delegate the following tasks:

To close this wizard, click Finish.

< Back Cancel Help

Puc. 4.9

Etan Ill: HagaHHA rpyni 1oKanbHUX agMiHICTpaTOpPiB NpaB Ha 10KanbHMIA BXig, Ha DC
1) BigkpwuiiTe ocHaweHHs Group Policy Management.

2) O6epiTb NOTPiIGHMI Nic, AOMEH Ta opraHisauiliHy oaAMHUUIO. Y NpUKNagi ue opraHisauinHa oanHUUA
Domain Controllers BcepeanHi nomeHy holovnia.net (puc. 4.10). 3HanAiTb 06’€KT rpynoBoi NONITUKK
Default Domain Controller Policy Ta y oro KOHTEKCTHOMY MeHto BMbGepiTb Edit.

'3 Group Policy Management = [m] X

J File Action View Window Help

S
@< x5 6| HE
' Group Policy Management Domain Controllers

v A\ Forest: holovnia.net Linked Group Policy Objects Group Policy Inhefitance ~ Delegation
v [Z5 Domains

v g holovnia.net ‘ Link arder GPO Enforced Link Enabled GPO Status WMIFi
=/ Default Domain Policy | 1 J5|Defaut Domain Controllers Policy g - Enabled None
3| Branch-19-30-1
4| Branch-19-30-2 Enforced
:_}, Brand_\-19-30-3 ~ Link Enabled
= | Domain Controllers
=5t Group Policy Objects Save Report...

% WMI Filters
5] Starter GPOs pee

i@ Sites Rename

st& Group Policy Modeling Refresh

¢, Group Policy Results

Puc. 4.10

3) BigKpueTtbea BikHO Group Policy Management Editor. Obepitb Computer Configuration —> Policies

—> Windows Settings - Security Settings —> Local Policies = User Right Assingment Ta agiui
KnauHiTb no noaituui Allow log on locally (puc. 4.11).
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=/ Group Policy Management Editor
File Action
e nF = HE

View Help

L=/ Default Domain Controllers Policy [WIN-SDJ836U8¢ A
v & Computer Configuration
v || Policies
_| Software Settings
v [ ] Windows Settings
_| Name Resolution Policy
& Scripts (Startup/Shutd

Policy

1) Access Credential Manager as a trusted caller
10y Access this computer from the network

{4 Act as part of the operating system

l2¢) Add workstations to domain

(s Adjust memory quotas for a process

= Deployed Printers

v Fh Security Settings
> fa Account Policies

v 4 Local Policies

Audit Poli

E User Rights Assignment

| Security Options

» i Eventlog

» A Restricted Groups

» g System Services

> '3 Registry

» g File System

» Zg Wired Network (IEEE 802.3) Polici

» (] Windows Defender Firewall with
~| Network List Manager Policies

> ;jﬂ Wireless Network (IEEE 802.11) Pc
~| Public Key Policies

v

< >

) Allow log on Iocallyl

lg| Allow log on through Remote Desktop Services
1) Back up files and directories
\2y Bypass traverse checking
\ Change the system time
\; Change the time zone
lig) Create a pagefile
liy) Create a token object
lig| Create global objects
i Create permanent shared objects
\i¢) Create symbolic links
\y Debug programs
li Deny access to this computer from the network
| Deny log on as a batch job
12 Deny log on as a service
li) Deny log on locally
Denv loa on throuah Remote Desktoo Services

Policy Setting
Not Defined

Everyone,Administrators, Authe...

Not Defined
Authenticated Users

LOCAL SERVICE,NETWORK SER...
Administrators,Backup Operato...

Not Defined

Administrators,Backup Operato...
Everyone,LOCAL SERVICE,NET...
LOCAL SERVICE,Administrators,...

Not Defined
Administrators
Not Defined
Not Defined
Not Defined
Not Defined
Administrators
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined

Puc.4.11

4) [opaiite A0 nepeniky KOPUCTYBaYiB Ta rpyn, AKMM L03BONEHO NOKANbHUI BXif Ha KOHTPONEpPU AOMEHY,
rpyny NoKanbHUX agmiHicTpatopis (puc. 4.12).

Allow log on locally Properties ? X

Security Policy Setting  Explain

3 Allow log on locally

=

—

Define these policy settings:

Account Operators
Administrators
Backup Operators

CONTROLLERS

[HOLOVNIA\admins-1
‘ perators
Server Operators

Remove

I Add User or Group... I

Modifying this setting may affect compatibility with clients, services,
and applications.
For more information, see Allow log on locally. (38236583)

yd

OK Cancel Apply

Puc. 4.12

5) BWKOHaiTe OHOBJ/IEHHS IPYMNOBOi NOMITUKK AN KOHTeHepa Domain Controllers.
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3aBaaHHA N24.3. HanawTyBaHHA NOBHOBAaXXEHb AJ1A JIOKAJIbHUX aAMIHICTpaTopiB

1. Cnupatouncb Ha NOJaHi BuULEe TeopeTuyHi Bigomocti, ctBopitb B OU Branch-GGNN-1 rpyny
JIOKaNbHUX agMiHicTpaTopiB Ta AeneryiTe X agMiHiCTpaTUBHI NOBHOBAXKEHHA Ha PiBHI L€l opraHisauiliHol
OAVHUL,.

2. [03B0O/IbTE 4Y/NleHaM HOBOCTBOPEHOI FPynWU JIOKaJlbHUX aAMIHICTpaTOpiB /IOKa/NbHUIM BXig Ha
KOHTpO/iepax ZOMEHY.

3. MNepeBipTe 3pobeHi HaNalTyBaHHSA, BBIMLUIOBLUM Ha KOHTPOAEPI AOMEHY BiJ, iMEHi 04HOrOo 3 YNeHiB
rpynu foKanbHUX agmiHictpatopie OU Branch-GG-NN-1 i cnpobyBaBLIX CTBOPUTU HOBOro KOPWUCTYBaya Y
MeKax LIl opraHisauiinHol oanHMLI. Y1 BAAETLCA Lie 3p0bUTN? UM BAAETHCA CTBOPUTM KOPUCTYBAYa Y MeKax
iHLWOT opraHis3auiinHoi oguHMLI? Yomy?

3BiT Ma€ MiCTUTU CKPUHLLIOTM 3p06IEHMX HAaLLITYBaHb, ONNUC OCHOBHUX AilA, @ TAKOXK BiAMNOBiAj Ha MOCTaB/IEHI
NMUTaHHSA.

3aBaaHHA No4.4. HanawTtyBaHHA TPaAULLIMHUX NOAITUK ANA KOPUCTYBayiB Ta Komn’loTepiB

1. Y nabopaTopHin poboTi Ne3 mu He CTBOPHOBaIM OpraHisaLiiHi oAuHUL Ana Komn'toTepis - Yepes
0bMeKeHyY KinbKicTb pobounx BipTyanbHUX MalwmMH. OAHaK A1 BUKOHAHHA HAaCcTYNMHOrO 3aBAaHHA Ham
3HaA06UTbCA NPUHAMMHI O4HA TaKka opraHisauiiHa oaMHMUA.

3a gonomoroto ocHaueHHs Active Directory Users and Groups cTBOpiTb Y BallOMy AOMEHi opraHisauinHy
oanHuuto Computers-GG-NN, a B Hilt - AodipHIO opraHisauiliHy oanHuuto Comp-Branch-GG-NN-1.
MepemicTiTb 0A4HY 3 pOoboUYMX CTaHLIl i3 KOHTelHepa Computers B opraHisauiiHy oanHuuto Comp-Branch-
GG-NN1.

2. CamocTiliHo 3’acyiiTe, K B ocHalleHHi Group Policy Management 3a gonomoroto By3na Policies
(TpaauuiliHi rpynosi NOAITUKK) ANA KOMN'OTePiB 3p06UTH TaK, Wo6:

3 y mexkax OU Comp-Branch-GG-NN-1 3B14aitHi KopucTyBadi 6yim 30608’A3aHi BCcTaHOB/IOBaTK CObi mapoi
OO0BXUHOK NpUHanMHi 10 cumBonis.

BuKoOHaiTe onucaHi BULLE HafaLTyBaHHA.

3. CamocTiliHo 3’scyiiTe, K B ocHalueHHi Group Policy Management 3a gonomoroto By3na Policies
(TpaauuUiliHi rpynoBi NONITUKK) ANA KOPUCTYBaYiB 3p06UTH TaK, W06:

3y mexax OU Branch-GG-NN-1 3BuMYalHMM KopucTyBayam He 6ya0 [03BoJsieHO 3anyckatu [laHenb
KepyBaHHA (Control Panel);

36 y mexkax OU Branch-GG-NN-1 BuMKHyn0cCA BigobparkeHHA 3Ha4dka CmiTHUKa / Kop3unHu Ha poboyomy
cToi.

BuKoHaliTe onucaHi BULLE HAaNALWTYyBaHHA.

Midka3ku. Ona oKpeMux HanalTyBaHb Bam MoOKe 3Hagobutuca By3on Administrative Templates. Ona
BCTAHOB/IEHHA 3ab60POHM Ha 3anyck MaHeni KepyBaHHs iCHYE binbwe oaHoro wabnoHy. O6epiTb TON, WO
npautoBaTume.

4. MepeKoHawTecs, WO HaalWTyBaHHA YCMiLUHO 3aCTOCOBaHI.

3BIiT Ma€E MiCTUTU CKPUHLLOTK 3p061EHMX HANALITYBaHb Ta OMUC OCHOBHUX AiN.
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Z= | A [ = | Local Disk (C) = = =<
Home Share View ~ Br19301 Properties > - @
<« ~“ 4 e > ThisPC > Local Disk (C) General Sharng  Securty Previ Versi Ci i k(c) o |
Name ‘| Network File and Folder Sharing size
## Quick access o Br19301
I Desktop -+ [ Perflogs . 1 Not Shared
D Program Files
& Downloads - = Network Path:
L}, Program Files (x86) Not St N
Documents * [ Users
P
[ This PC - Brig301 Advanced Sharing
jects Set custom pemmissions. create multiple shares. and set other
: 32.0bj advanced sharing options.
I Desktop

Documents
4 Downloads
) Music

[&=] Pictures
B videos

a CD Drive (D:) Virtua

& Network [ Concel | [ Aepwv |

<« Network access

Choose people on your network to share with

Type a name and then click Add, or click the arrow to find someocne.

~ | A

Name Permission Level
2 Administrator Read/Write ¥

£2 Admi istrators

I'm having trouble sharing
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<

E Network access

Your folder is shared.

Individual ltems

i Br19301
\\WIN-SDJ836U8SVC\Br19301

Show me all the network shares on this computer.

Bumoru o 3Bity

3BiT Mae micTuTK iHbopmalito BianoBiaHO A0 3aBAaHb 4.1-4.6.
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Po6oTta Ne5. HanawtyBaHHA DNS-cepBepa Ha OCHOBHOMY
KOHTponepi aomeHy Active Directory

MeTa: HaBUYMTUCA iHTEPNPETYBAaTU Ta 3MIHIOBATUM OCHOBHI HanawTyBaHHA DNS-cepBepa Ha OCHOBHOMY
KOHTponepi gomeHy B Active Directory (Ha npuknagi Windows Server 2022).

IHcTpymeHTH: rinepsisop VirtualBox; (3a notpebu) mepexkHuin emynatop GNS3; mozenb Komn'toTepHOl
MepeXKi Ta CTPYKTypa AOMEHY, NobyaoBaHi y merKax nabopaTopHux pobit Ne2-3, a Takoxk nabopaTopHoi
pob6oTn Ne4.,

TeopeTuuHi BigomocTi Ta 3aBgaHHA 40 nabopaTtopHoi poboTn

DNS: OCHOBHi NOHATTA

DNS (Domain Name System, [OMeHHa cUCTEMaA iMeH) - e iepapxiyHa AeLeHTpanisoBaHa cuctema imeH ans
KOMN'toTepiB, cNy»K6 Ta iHWNX MeperKHUX pecypcis.
Ha DNS-cepBepi 36epiraetbcs nepesiik 3anucis, AKi CTaBAATb Y BiANOBIAHICTb AOMEHHUM iMEHAM KOHKPETHI
IP-agpecn. BUKopUCTOBYIOTLCA 3anncK pisHUX TUNIiB (30Kkpema A, AAA, CNAME, MX, NS, PTR, SOA, SRV Toluo).
[Jeski 3 umx Tmnis byge po3rnsHyTo faniy Ui poboTi.
30Ha DNS - yactmHa npoctopy imeH, ana akoro DNS-cepsep moxKe BUKOHyBaTW onepayii 3 nepeTBopeHHA
imeH (name resolution).
Baxycnueo. 30Ha He € TOTOXHOI JOMEHY. Y MexKax 04HOro AomeHy 30H DNS moxke 6yt gekinbKa. Ane AKLWo
OOMEH HeBe/IMKUIA, TO BiH MOXKe MaTu 11 OAHY 30HY.
Po3pi3HAOTb 30HY NPAMOro nepernaay i 30Hy 3BOPOTHOTO Nepernaay.
3oHa npamozo nepezanady (forward lookup zone) BUKOPUCTOBYETLCS A1A NEPETBOPEHHA AOMEHHOTO iMeHi B
IP-agpecy (e gomeHHe im's - 38 HUM Tpeba oaep:KaTtu IP-agpecy). Ue npame nepeTBopeHHs iMeHi.
30Ha 380pomHo20 nepeanady (reverse lookup zone) BUKOPUCTOBYETLCA AN NepeTBOpeHHs IP-agpecu y
OoMeHHe im'a (e IP-agpeca - 33 Heto Tpeba ogepsKaTh JoMeHHe im's). Lie 3BopoTHE NepeTBOPEHHs iMeHi.
CepBep imeH (name server, NS) - cepsep, Ha skomy 36epiratoTbcsi DNS3anucu. CepBepis imeH moxe byTu
AeKinbKa.
Y HanawTyBaHHAX Active Directory abpesiaTypoto NS no3HayaroTbca asmopumemHi cepgepu imeH.
ABTOpPUTETHUIA cepBep imeH (authorative name server) - cepsep iMeH, 3aNUCK AKOTO BBAXKAOTbCA HAMbINbLL
[OOCTOBIPHMMW Yy AOMEHI Ha MPOTMBAry 3anucam iHWWUX cepBepiB iMeHa, KOTPi MOXyTb BYTU KelloBaHO
BEPCIED 3anNmnCiB aBTOPUTETHOrO cepBepa. TiNIbKKU TaKi cepBepmn MOXKYTb NOBEPTATM aBTOPU3OBAHI BigNOBIA|.
AB6CONOTHI AOMEHHI iMeHa 3anucytoTbea y popmati FQDN.
FQDN (Fully Qualified Domain Name) - noBHe gOMeHHe iM's, AKe BU3Ha4Ya€ TOYHe po3TallyBaHHA pecypcy B
iepapxiyuHin cTpyKTypi DNS.
Hanpuknag;

Fulty qualified domain name (FADM):
|senr-22~4l}-1 falkowsky net

Aesaki Tunu DNS-3anucis

3anuc A (A host address) cTaBuTb y BignoBigHiCTb TeKCTOBOMY iMeHi pecypcy IP-agpecy Lboro pecypcy 3a
npoTtokoaom IPv4.

3anuc AAAA (AAAA host address) cTaBuTb y BiANOBIAHICTL TEKCTOBOMY iMeHi pecypcy IP-agpecy uboro
pecypcy 3a NpoTokosaom IPv6.

3anuc CNAME € nceBgoHIMOM, LLLO NepecKkepoByE 3 0AHOTIO iMeHi (nceBgoHiMy) Ha iHWwe.



MIHICTEPCTBO OCBITU I HAYKU YKPATHU ©-22.05-05.02/2/BK-
KutomMupchKka JEP)KABHHUM YHIBEPCUTET « KUTOMUPCBHKA MOJITEXHIKA» ' 202'6
noJrirexuika Cucrema ynpasiinns skictio Bignosinae JICTY ISO 9001:2015
Exsemnnap Ne 1 Apx 30 /153

MpuKknagom BuKopucTaHHA 3annucy CNAME € npuCBOEHHA NCEBAOHIMY CMibHOMY MEPEXKHOMY pecypcy
(Hanpuknag, Bebcepsepy, dpaiioBOMy CEpBEPY TOLLO), KNI BM A03BONNB 3BEPTATUCA 4O LLbOro pecypcy 3a
KOPOTLUMM i 3pYYHILLMM iM'IM, HiXK M1Oro JOMEHHe iMm’'A.
3anuc NS (Name Server) micTuTb iM's aBTOPMTETHOTO cepBepa iMmeH (Taknx 3annciB MosKe ByTu AeKinbKa - Ann
KOYXHOTO aBTOPUTETHOTO CepBepa OKpeMui).
3anuc SOA (Start of Authority) micTUTb afiMiHiCTpaTMBHY iHGOPMaLLiO MPO AaHy 30HY.
[o TaKoi agmiHicTpaTnBHoOi iHbopMaLii, 30Kpema, HanexxaTb HacTynHi BigomocrTi:
nepeuHHuii cepsep (primary server, ToNOBHUIN aBTOPUTETHUI CepBep, Ha AKOMY MOMKe BigbyBaTuca
3miHa DNS-3anucis, nicna 4oro pewTa cepBepiB iMEH TAaKOXX OHOB/IKOIOTb CBOT 3aNUCK BiANOBIAHUM
YMHOM);
iHmepean oHoeneHHAa (refresh interval, yacoBUN MPOMINKOK, Yepe3 AKUN BTOPWUHHI cepBepu imeH
NMOBWHHI HagicnaTM NepBUHHOMY CepPBEpPY iIMEH 3aNUT Ha BUABNEHHS MOXK/INBUX 3MiH y 30Hi DNS);
iHmepean noemopeHHA (retry interval, 4yacoBMin NPOMIXKOK, Yepe3 AKUA BTOPUHHI cepBepun imeHa
MaloTb MOBTOPUTU 3aMUT HA BUABNEHHA MOX/IMBUX 3MiH Yy 30HIi DNS, AKLLO NepBMHHUI cepBep He
BianoBiAac; uel iHTepBan Mae 6yTU MEHLIMM 3a iHTepBaa OHOBEHHS);
dilicHuii do (expires after, 4acoBUN MPOMINKOK, Yepe3 AKNIN BTOPWUHHI cepBEPU MOBUHHI NPUMUHUTK
BiZiNOBiAATX Ha 3anuTK, NOB'A3aHi 3 AaHOo 30HO DNS, AKLWLO NepBMHHUIA cepBep He BianoBiaae;
Len iHTepsan mae 6yTn BinblIMM 3a Cymy iHTEepPBa/ly OHOB/IEHHA Ta iHTepPBasly MOBTOPEHHA).
3anuc PTR (ckopoueHHs Big, pointer - BKa3iBHUK) aBTOMATUYHO CTBOPIOETLCA B 30HI 3BOPOTHOMO Mepernsay
ONA KOXHOoro 3anucy A un AAAA i3 30HM NpAMOro nepernaay.

BcTraHoBsieHHA poni DNS-cepBepa B Active Directory

YacTo ponb DNS-cepBepa B Active Directory B¥Ke BCTaHOB/IEHO. AKLLO XK il NOTPiOHO BCTAHOBUTU, BUKOHAMTE
HACTYMHY NOCNiI[OBHICTb KPOKIB.

1. Y BiKkHi Server Manager Ha naHeni Dashboard subepith onuito 2 Add roles and features.
(puc. 5.1).
e Server Manager - a %
Server Manager * Dashboard @1 P Monage ook View Help
WELCOME TO SERVER MANAGER
§ Local Server
|lii| 225;:&:5 0 Configure this local server
& DNS QUICK START

W§ File and Storage Services b

WHAT'S NEW

Hide
LEARN MORE

ROLES AND SERVER GROUPS

Pnc.5.1

2. O6epiTtb onuito Role-based or feature-based installation (puc. 5.2).

fZ Add Roles and Features Wizard - O x

DESTINATICN SERVER

Seleft '\"usta\\at'c:m type Sery-22-40-1 falkovsky.net

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You B

in

@ Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based deskiop deployment.

Puc. 5.2
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3. BKaxiTb cepBep AOMeHY, Ha AKOMy HeobxigHo BcTaHOBUTM ponb DNScepsepa. Ha puc. 5.3 ue
OCHOBHWIT KOHTPO/IEP AOMEHY.

[ Add Roles and Features Wizard — O e

S — DESTINATION SERVER
ation server S2ry-22-40-1 falkovsky.net

Select a server or a virtual hard disk on which to install roles and features.

(®) Select a server from the server pool
() Select a virtual hard disk

Server Pool

Filter: |

MName P Address Operating System

Serv-22-40-1.falko .net 192.168.40.243  Microsoft Windows Server 2022 Standard Evaluation

Pnc.5.3

4. O6epiTb PoJib, AKY HEOOXiAHO AOBCTAHOBUTYU - Y AAHOMY BUNaAKy Le poab DNS Server. AKuo posb
B)KE BCTAHOB/IEHO, OnLito 6yae o6paHolo | HEAKTUBHOMO, AK Ha puc. 5.4. B iHWomy pasi BCTaHOBITb
npanopeLb HaBNPOTH ONLiji.

Pnc.5.4

5. AKWo ponb DNS Server BCTaHOB/IEHA, ase BiANOBIAHI MeHIO Ha cepBepi BiACYTHI, BUKOHaMNTe
y PowerShell 3 npaBamu agmiHicTpaTopa 4OMeHy KOMaHAay
Install-WindowsFeature -Name RSAT-DNS-Server

dministrator>» Get-WindowsFeature

Install-WindowsFeature RSAT-DNS-

Puc.5.5

3aBaaHHA No5.1. loBctaHOoBAeHHA poni DNS-cepBepa (3a noTtpe6bu)

1. 3anycTiTb OCHOBHMI KOHTPOEP BALIOrO AOMEHY i MEPEBIPTE, YN BCTAHOBAIEHO HA HbOMY poab DNS-
cepBepa. AKLLO Hi - BCTAHOBITb.
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3BiT Ma€ MiCTUTU CKPMHLLOTM 3p0BNEHNX HAaNALITYBaHb, ONMC OCHOBHWX A, @ TAKOXK Bignosigi Ha

NOCTaBAEHI 3aNUTaHHA.

OcHauweHHA DNS Manager

OcHOBHMW  dyHKUiOHan, noB’s3aHUi 3 - @ | P Manage Tools  View
HanawTyBaHHAMM DNS-cepeepa y Windows =
Server, N\iCTVlTbCﬂ B OCHaLU.eHHi DNS Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Manager (N\eHIO TOO/S -> DNS’ puc. 55) Active Directory Sites and Services

Active Directory Users and Computers
' ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives

BikHO ocHaweHHA DNS Manager mae Disk Cleanup

BUrNS4, nNOAibHUI [0 306paxkeHoro Ha DNS

pMC. 57 Event Viewer
Puc.5.6

Puc.5.7

3aBgaHHA Ne5.2. locnipKeHHA HaaBHMX HanawTyBaHb DNS-cepeepa

1. 3anycTiTb ocHaweHHA DNS Manager.

2. Locnigite HaaBHI HanawTyBaHHA DNS y Bawomy gomeHi. NepernaHbTe
OCHOBHI 3anuncK B AOMeHI (ana nepernagy noapobuub ABidi KAaLHITL No
BignosigHoMy 3anucy). JalTe Bignosigi Ha HacTynHi 3anNUTaHHA (MOXYTb byTH
HaABHi He BCi TMNX 3anuciB):

Yu cTBOPEHO B AOMEHI 30HY NPAMOro nepernagy? 30Hy 3B0POTHOrO neperiagy?

Yu € y gomeHi 3anmcm tuny A? AKi NoBHI AoMeHHi imeHa Ta IP-agpecu BKasaHi y umux

3anuncax.

Yu e y pomeHi 3anucm tuny AAAA? AKi NoBHI fOMeHHI imeHa Ta IP-agpecu BKasaHi y Lmx

3anuncax.

Yn € y pomeHi 3anucu tmuny NS? Aki gomeHHi imeHa Ta IP-agpecu BignoBigatoTb

cepBepam i3 Luux 3anucis?

Yu e y gomeHi 3anuncu tuny SOA? AKuMiA i3 cepBepiB JOMEHY € NEPBUHHUM? AKi 3HAYEHHS

3a/aHo A/1a iHTepBasiB OHOB/EHHA, NOBTOPEHHA Ta nona dilicHuli 00?

Yu e y pomeHi 3anucu tuny PTR? Akmum 3anmncam tuny A (AAAA) BoHM BignoBigatoTs?

3BiT_Ma€ MIiCTUTU CKPUHLIOTM 3p06/AEHMX HanalTyBaHb, OMWUC OCHOBHWUX AiA, a TaKOX

BiANOBIAj Ha NOCTaB/AEHi 3aNMUTaHHA.
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CrBopeHHa DNS-3anucy gna mapuipyTtm3aropa

3a3Buuyaint DNS-3anuc ana maplipytvMsatopa MOYaTKOBO BiACYTHIM i 32 3aMOBYYBaHHAM He CTBOPHOETHCS.
CTBOpEHHA TaKoro 3anucy AaA NopTy MapLlipyTu3aTopa, WO BWMKOHYE POJib L3y 33 3aMOBYYBaHHAM,
A0NOMOXKe Ha NPaKTULi Nob6aunTH, AK CTBOPIOETLCA HOBMI DNS-3anuc.

1) 3’'acyiiTe agpecy NOpTy MapLIpyTU3aTopa, WO BUKOHYE POJb LUAIO3Y 33 3aMOBYYBAHHAM Yy BalUiit
mepexi. Y npuknagi ue byae agpeca 192.168.40.241 3a npoTtokonom IPv4 (puc. 5.8). TobTo cTBOptoBaTh

6yaemo DNS-3anuc Tuny A.

> ipconfig

2) 3apas W03 3a 3aMOBYYBaHHAM MOXe NiHryBaTuca 6esnocepeaHbo 3a |IPagpecoto (Bce ogHO He

NiHryBaTUMETbCS, AKLL0 BY BUKOPUCTOBYETE BHYTPILLHIO Mepesky VirtualBox). Ane niHryBaHHs 3a im’am router
6yze 3aBepLlyBaTUCA MOMMIKOID, TaK | He Ppo3noYaBLmncb. Hanpuknag, Tak:

PS C:\Users\Ad

strator> ping r
not find host ro

Ping request ¢

Please check the name and try again.

3) Hoaamo DNS-3anuc a4na nNopTy MaplpyTvM3aTopa, WO € LW/030M 33 3aMOBYYBAaHHAM 414 AaHOI
MepeXKi. Y KOHTEKCTHOMY MEHI0 lIoMeHy BUbepiTb NyHKT New Host (A or AAAA)... (puc. 5.9).

% DNs Manager

’FI|E Action  View Help

= _msdes.falkovsky.net
2 falkgrertes et j_tcp

| Reversel
| Trust Poi Reload

| Conditio New Host (A or AAAA)...
New Alias (CNAME)...

Update Server Data File

New Domain...

New Delegation...
Other New Records...
DMNSSEC

All Tasks

View

4) Y BikHi New Host (puc. 5.10) BKaxiTb BigHOCHe AOMEHHEe

New Mail Exchanger (MX)...

Start of Authority (SOA)
Mame Server (NS)
Mame Server (NS)

Host (A)

Host (4)

Host (4]

Host (4]

Puc.5.9

afpecy W03y 33 3aMOBYYBaHHAM Ta HaTUCHITb Add Host.

[43], serv-22-40-1 falkovsk...
serv-22-40-2.falkovsky.net.
serv-22-40-1.falkovsky .net.

192.168.40.243
192.168.40.245
182.168.40.243
182.168.40.245

e R XEBoz Hml 8§ E§E
£ DNS MName Type Data Timestamp
v i SERV-22-40-1 -—.I medes

~ | Forward Lookup Zones j_sitas

static

static

static

03.06.2025 5:00:00
03.06.2025 10:00:00
static

static

im’'Aa Ana maplupytTusatopa, 3asHaute IP-
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4 Mew Host ®

File Action View Help Mame (uses parent domain name if blank):

e | AEIXEL=z HE §E& |r0uter |
@
HNSSERV 22401 Name Fully qualified domain name (FQDN): Timestamp
! TeeTEe ) msdes | router. falkovsky.net. |
~ || Forward Lookup Zones j sites
| _msdcsfalkovsky.net j_tcp IF address:
- | falkovsky.net j_udp | 192.168.40.241| |
| Reverse Lockup Zones -
| Trust Points JpemainDnsZones [ Create associated pointer (PTR) record
| Conditional Forwarders CForestDnsZones [ Allow any authenticated user to update DNS records with the

[El (same as parent falder) SEMe owner name static

=| (same as parent folder) static

(same as parent folder) static
=| (same as parent folder) 03.06.2025 5:00:00

E—l(same as parent folder) 03.06.2025 10:00:00

sery-22-40-1 Add Host Cancel ctatic
[—l Serv-22-40-2 static
Puc. 5.10
5) BignosiaHuit DNS-3anuc 3’aButbea y nepeniky DNS-3anucis gomeny.
6) 34iMCHITL NOBTOPHE MiHryBaHHA W03y 32 3aMOBYYBAHHAM Yepes JOMeHHe im’'s:

mate round trip tim
Minimum = Maximum = Bms,

Punc.5.11

MiHr no imeHi router npautoe, ockinbku B DNS-cepBepi byB cTBopeHuit A-3anuc (Tuny Host), Aakui
3B'A3ye im'A router 3 IP-agpecoto 192.168.40.241.
Konn komn'toTep BMKOHYE KOMaHAy ping router, BiH crno4yaTKy Haacunae DNS-3anut pgns
BM3HaueHHA IP-agpecy, Wwo Bignosigae imeHi router.
DNS-cepBep BignoBigae 3rifHO 3 HaABHUM A-3anMMCOM, BKasylouuM Ha IP-apgpecy 192.168.40.241.
Micns uboro BKe 34jlicHI0eTbeA ICMP (ping) 3anuT go uiei IP-agpecwu.
e Iw'arouter > DNS-3anuT > DNS-cepBep noseptae 192.168.40.241 (3aBasaKku A-3anucy).
e [loTim: ping 192.168.40.241 - akwo IP akTnBHW i He 6noKkye ICMP — oTpumyemo BiANOBIAp.
Bes 3anuncy B DNS abo BigcyTHoCTi anbTepHaTuBHUX gxkepen (paiin hosts, NetBIOS) im’a router He
morno 6 6yTn pe3onbBoOBaHUM, i NiHr 3aBepwnBca 6 nomunkoto "Ping request could not find host".

3asgaHHA No5.3. CrBopeHHA DNS-3anucy ana maplipyrtusatopa
1) MepeBipTe, YM YCNiWHWUM € NiIHFYBAaHHA 3 KOHTPO/IEPA A4OMEHY MAPLUPYTM3aTOPa 32 LOMEHHUM
im’am router.

2) CrBopiTb y Bawwomy DNS-3anuc ana nopTy MapLupyTU3aTopa, Lo BiANOBiAA€E W03y 33
3aMOBYYBAHHA Y BaLUi MoAeni mepexi.

3) MoBToOpITb N. 3 | NepeKkoHalTecs, WO NePeTBOPEHHA AOMEHHOrO iMeHi router y BianosigHy IP-
aapecy 6y10 KOPEKTHUM.

3BIiT Ma€ MICTUTU CKPUHLLIOTK 3p0BEHMX HaNalTyBaHb, ONUC OCHOBHMX Ajii, @ TAKOXK BignoBiai Ha
nocTaB/ieHi 3anUTaHHs.
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CTBOpEeHHA 30HM 3BOPOTHOrO nepernaay

HasBHICTb 30HM 3BOPOTHOrO Mepernagy MoXKe 3HaZobuTUCA ONA KOPEKTHOI poboTM OKpemux CcayK6.

Po3rnsaHemMo NpuKnaz CTBOPEHHA 30HW 3BOPOTHOrO nepernaay y aomeHi holovnia.net.

1)
2)

£, DNS Manager

File = Action View Help
@@=

2 Dl

New Zone...

Refresh
v
Help
=) _msdcs.falkovsky.net]
- falkovsky.net
_ Reverse Lookup Zones
_ Trust Points
_ Conditional Forwarders

Puc. 5.12

v

3) ObepiTb NEepPBUHHY 30HY
(primary zone), wo6 maibyTHIO
30HY 3BOPOTHOro nepernsgy 6yno
CTBOPEHO Ha MOTOYHOMY CcepBepi
(puc. 5.14).

4) Ob6epiTb 30HY pennikauii
OnAa creoptoBaHoi 30HM DNS - vy
AaHoMmy Bunagky ue onuia To all
DNS domain controllers in this
domain..., To6T0 byae BiabyBaTUCA
pennikauia aaHux 3 uiei 30HM DNS
Ha BCiX DNS-cepsepax,
OpPraHi3oBaHWX Ha KOHTpo/epax
AoMeHy (puc. 5.15). Y cTBoptoBaHil
HaMM  MoAeni  Mepexi Takux
KOHTpoAepis i, BignosigHo, DNS-
cepsepis byae aBa.

5)

Y BiKHi ocHaweHHA DNS Manager Bubepitb Action - New Zone (pwvc. 5.12).
3anycTuTbca MaicTep CTBOPEHHA HOBOT 30HM (puc. 5.13).

New Zone Wizard

Welcome to the New Zone
Wizard

i A —
server.
| &

A zone transiates DNS names to related data, such as 1P
addresses or network services.

To contrue, dick Next.

Puc.5.13

Cancel

MNew Zone Wizard

Zone Type
The DMS server supports various types of zones and storage.

Select the type of zone you want to create:

(®) Primary zone
Creates a copy of a zone that can be updated directly on this server,

(O Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance,

() 5tub zone

Creates a copy of a zone containing only Mame Server (NS), Start of Authority
(S0A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

< Back

Puc.5.14

=

Cancel

MNew Zone Wizard

Active Directory Zone Replication Scope
You can select how you want DMS data replicated throughout your network.

Select how you want zone data replicated:

(O To all DNS servers running on domain controllers in this forest: falkovsky.net

(O) To all DNS servers running on domain controllers in this domain: falkovsky.net

(®) To all domain controllers in this domain (for Windows 2000 compatibility): falkevsky.net

To all domain controllers specified in the scope of this directory partition:

< Back Cancel

P

X

Puc.5.15

nepernsay. Y AaHiin mepesi 3aCTocoBYeTbCA NPoToKo IPv4 (puc. 5.16).

BKaxkiTb, fika Bepcia npoTokony IP 6yae BMKOPWUCTOBYBATUCA Yy CTBOPIOBaHI 30HIi 3BOPOTHOrO
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MNew Zone Wizard =
Reverse Lookup Zone Name ;.
A reverse lookup zone translates IP addresses into DNS names, -
|2
Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPvé
addresses,
(®) IPv4 Reverse Lookup Zone
(O 1Pv6 Reverse Lookup Zone
< Back Cancel
Puc. 5.16
6) Jante im’s  CTBOPIOBAHIM  30HI | NewZoneWizard x
3BopoTHOro  nepernagy. Le  moxHa

3pobuTK, BKasaBLWM agpecy Mepexi abo
be3snocepedHbO  3adaBWM  iM’'S 30HM
3BOpOTHOro nepernagy. Ha pwuc. 5.17
BBeAEeHO aapecy mepexi. Todi im’a 30HM
3BOPOTHOrO  Mepernagy  3reHepyeTbesa
aBTOMATMYHO i Byae TakKnum, AIK NPONUCaHo B
HEaKTUBHOMY NOJi B HUXKHIM YaCTUHI BiKHa
(puc. 5.17): 40.168..in-addr.arpa.

3BepHiTb yBary, K yTBOPHOETbCA iM’'A 30HU
3BOpoOTHOro nepernagy. OkTeTM agpecu
mepexi NULWYTbCA Y 3BOPOTHIM
NOCNIAOBHOCTI, a [Aani 3anucyetbca in-
addr.arpa.

7) Hanawtynte ANHaMiYHe
OHOBNEHHA  cTBOptoBaHOI  30HM  DNS.
Ob6epitb Allow only secure dynamic updates,
wob 3aiiicHioBanucA avwe  be3neyHi
AMHaMiYHi oHoBNeHHA (puc. 5.18). Toai Taki
OHOBNEeHHA byayTb BigbyBaTUCA nuwe 3
[OBipeHMX  axepen  (pekomeHgoBaHe
HafalTyBaHHA).

A reverse lookup zone translates IF addresses into DNS names,

Reverse Lookup Zone Hame E‘
b

To identify the reverse lookup zone, type the network ID or the name of the zone.
(®) Network ID:

192 168 40 .

The netwark ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,

network ID 10 would create zone 10.in-addr.arpa, and network ID 10,0 would create
zone 0. 10.in-addr.arpa.

(C)Reverse lookup zone name:
40, 168, 192.in-addr.arpa

< Back Cancel
Puc. 5.17

New Zone Wizard X

Dynamic Update ,;.
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates. o

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

(®) Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

(O Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
A This option is a significant security vulnerability because updates can be
“*%  accepted from untrusted sources,

(O Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

< Back Cancel

Pnc.5.18

8) CTBOpPEHHSA 30HM 3BOPOTHOrO Nepernaay 3asepueHe (puc. 5.19).
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New Zone Wizard *

Completing the New Zone Wizard

‘You have successfully completed the New Zone Wizard. You
spedified the following settings:

iy W 1
A

Mame:  40.168.192.in-addr.arpa
Type: Active Directory-Integrated Primary

Lookup type: Reverse

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup,

To dose this wizard and create the new zone, dick Finish.

< Back Cancel

Puc.5.19

9) IHiLitoeEMO peecTpauito DNS-3anuciB OCHOBHMX pecypciB. Y HawoMy BMNAAKY Le CTOCYETbCA
peectpauii DNS-cepBepiB y 30HiI 3BOPOTHOro nepernagy. Ona ubOro Ha KOHTPONepi AOMEHY BBeAeMO
KomaHay ipconfig /registerdns. Y pasi ycnillHOro BUKOHaHHA 0AepXMMO BUBIA, NOAIBHUI A0 306paKeHOoro
Ha pwuc. 5.20.

ministrator> ipconfig /r

ters of this computer h een initiated. Any errors will be report]

Puc.5.20
10) MepeBipMo ePeKTUBHICTb BUKOHAHMX HanawTyBaHb. [iA LbOro BBINAEMO B CUCTEMY Ha OAHIN 3
poboUMX CTaHLin AOMeHY | BBeaeMo KomaHay nslookup, y poni aprymeHTy BKasaslu IP-agpecy KoHTposiepa

AOMeHY, Ha AKoMy HanawToByBann DNS-cepsep.

AKWO HanawTyBaHHA YCNiWHi, TO pe3ynbTaT poboTn KomaHau nslookup Gyae nogibHWIt Ha ToW, WO
306paxkeHnit Ha puc. 5.21.

een initiated. Any errors will be repor]

ministrator.FALKO

Pnc.5.21

Mepwi ABa pAAKM NOKa3yloTb iM’s cepBepa, 3 AKOTo 0Aep*KaHOo AaHi, a OCTaHHI ABa pAAKM - BilOMOCTI
npo pecypc, AKNIN MiCTUTbCA 3a 3a4aHoto agpecoto. Ha puc. 5.21 DNS-cepsep HaaaB BigomocTi cam npo cebe.
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Bumoru po 3sBity

3BiT Mae micTuTK iHbopmalito BignoBigHO A0 3aBAaHb 5.1-5.4.

PekomeHaoOBaHi gepena

1. M. Henderson, J. Krause. Windows Server 2019 Cookbook Second Edition (Second Edition).
Packt Publishing, 2020 (p. 82).
2. Gilbert Held. Windows Networking Tools: The Complete Guide to Management,

Troubleshooting, and Security. CRC Press, 2013 (komaHaa nslookup).
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Pob6oTta N26. HanawTtyBaHHA penaikauii Mixk gBoma
KOHTponepamu gomeHy Active Directore

Meta: HaBuMTMCA iHTEpNpeTyBaTM Ta 3MIHIOBATM OCHOBHI HANAWTYBAHHA penikauii miX paBoma
KOHTposnepamn gomeHy B Active Directory (Ha npuknaai Windows Server 2022).

IHcTpymeHTH: rinepsisop VirtualBox; (3a noTpebu) mepexHuii emynatop GNS3; mogenb Komn'toTepHol
MepeXi Ta CTPYKTypa AomeHy, nobyaoBaHi y mexkax nabopatopHux pobit Nol1-5.

TeopeTuuHi BigomocTi Ta 3aBAaHHA A0 nabopaTtopHoi poboTu

Pennikauisa B Active Directory

BHyTpilWwHboOcalToBa penaikauia (intrasite replication)

€ 34ebinbloro aBTOMaTUYHOW. 3adnsA HaAiMHOCTI BHYTPILUHbOCAMTOBA penikalia opraHi3oBaHa
HaA/IMLLIKOBUM YMHOM: AKLLO KOHTPOAEPIB AOMEHY binblie ABOX, TO 3’€AHAHHSA ANA penikauii aBTOMaTUYHO
CTBOPHOIOTLCA TAKUM YMHOM, bW KOXKHUIA KOHTPONEP AOMEHY BYB CNOlyYEeHUN NPUHANMHI 3 ABOMA iHLLIMMM
KOHTpO/iepamMm.

3a3BMYaM pennikauia aBTOMaTUYHO PO3MOYMHAETLCA Yepes MEBHUIM Yac NicAA TOro, AK Ha KOHTPoepi
OOMEHY BiAbynncs amiHu, ogHak ii MOXKHa 3anyCcTMTu NPUMYCOBO.

Ba)kMBO BpaxoByBaTH, WO MEPEXHUN Tpadik MK KOHTpoJiepamu AOMEHY MOKe OyTM aocuTb
iHTeHCMBHUM. Came TOMY ¢ iCHYE peKoMeHZaL,ia WoA0 MAaKCUMMAIbHO cTabifibHOro Ta WBUAKOIO 3 €AHAHHA
BcepeanHi calty Active Directory.

[ns nepefaBaHHA AaHMX BHYTPILWHbOCAWTOBA penikaLia BUKOPUCTOBYE NpoTokon IP.

MirkcainTtosa pensikauia (intersite replication)

3’eQHAHHA MiXK PiISHUMW CAMTaMM HE CTBOPIOOTHCA aBTOMATUYHO - iX BPYYHY 3aZa€ agMiHicTpaTop.

Cepsep-nnaugapm (bridgehead server) - cepBep, yepe3 AKUX BiAbYyBaeTbCA pennikauia MixK LUM
CaNTOM Ta iHWIMMM caTamu.

CepBep-nnauaapm obMpaeTbcs aBTOMATUYHO, O4HAK agMiHICTpaTOp MOXKe 3a4aTu cepBep-naugapm,
AKkomMy Tpeba HagaBaTu nepesary nig yac subopy (preffered bridgehead server). BTim, saKWo Takuit cepsep
BMABUTbLCA HEAOCTYNHUIA, MiXKcaliToBa penJiikalia He BiabyaeTtbcsa.

Ona mixcanToBOI pennikauii mMoKHa 3agaBaTv po3Knag (Hanpuknag, Takuin, abu pennikauin
BigbyBanaca He B nepioa HalbiNbl IHTEHCMBHUX OMepaLin CKaximo, y Hepoboudi roamHu). TakoXK MOXKHa
0bupaTn npoTokon (y 6inblocTi Bunaakis - RPC over IP, iHoai, ans ctapux mepex - SMTP).

BinblwicTb onepauili 3 pennikauii BcepeanHi canTy Ta YacTMHY onepaLiit 3 MiXKcalToOBOI pennikaLii BUKOHYE
KomnoHeHT KCC (Knowledge Consistency Checker) - nnB. nekuia No3.

PoboTta 3 ocHaweHHAM Active Directory Sites and Services

OcHaleHHs Acive Directory Sites and Services 103B0o/sIE NepernagaTv Ta 3MiHIOBaTU HANALITYBaAHHS,
nos’ssaHi 3 calitamm Active Directory Ta caykbammu, AKi NpauioloTb Yy Mexax LMK caifTiB, 3oKpema
pennikauieto.

Ons 3anycky ocHaweHHsA Active Directory Sites and Services y BikHi Sever Manager obepitb Tools ->
Active Directory Sites and Services (puc. 6.1).
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4 (E‘ | r Manage Tools View Help
Active Directory Administrative Center
Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell

| Active Directory Sites and Services

Active Directory Users and Computers
ADSI Edit

Compaonent Services

Lob6 nepernaHytn 3’egHaHHA ANA KOHKPETHOrO
cepBepa, Bubepitb Sites -> im’a calimy -> Servers
-> im’a cepsepa -> NTDS Settings (puc. 6.2).

Puc.6.1

Ebu': Active Directory Sites and Services
File Action View Help
e aEEE= Hml &

Epr: Active Directory Sites and Services [Serv-22-40-1.falkovsky.net]
w [ Sites

MName From Server From Site Type

) . _j_jqutomaticall)r generated>  SERV-22-40-1 Default-First-Site-Mame  Connection
_| Inter-Site Transports

| Subnets
v E Default-First-Site-Name
w || Servers
v 5 SERV-22-40-1
B NTDS Settings
v 3 SERV-22-4D-2
B NTDS Settings

Puc. 6.2

3BepHiTb yBary. Bci 3’egHaHHA, AKi B nobauunTe y BikHi Active Directory Sites and Services, € BXiaHUMM
3’eAHaHHAMM (TOBTO A0 LbOro cepBepa Bif, iHIWNX cepBepiB). BuxigHi 3’eaHaHHA He BigobpaxatoTbea. OgHakK
L,e He Ma€ 3Ha4YeHHsA A41A pennikauii, OcKiIbKu1 BOHa BifbyBa€eTbCcA B 060X HanpsAMKax Nic/ia Toro, AK 3’€AHaHHA
BCTaHOBJIEHE.

[ns Toro, wob 3smycutn KCC nepereHepyBaTv TONOAOriO pennikau,ii, 06epitb

Sites -> im’a calimy -> Servers -> im’a cepgepa -> NTDS Settings -> All tasks -> Check Replication Topology
(puc. 6.3). LLLo6 nobaunTun pesynbTaTi, OHOBITb BMICT BikHa Active Directory Sites and Servers.

Eb} Active Directory Sites and Services
File Action View Help

e | nEXEBEE BHEE

i Active Directory Sites and Services [Serv-22-40-1.falkovsky.net] || pame Erom Server From Site Fpe
v [ Sites 33 <automatically generated> SERV-22-40-2  Default-First-Site-Name Connection
_ Inter-Site Transports
| Subnets
v [ Default-First-Site-Name
~ || Servers
~ | SERV-22-40-1
Eff NTDS Sottines
v o SERV-22-£ New Active Directory Domain Services Connection...
[ NTDS Find...
New >
All Tasks > Find...
View s Check Replication Topology

Check Replication Topology X

Active Directory Domain Services on Domain Controller
Serv-22-40-1.falkovsky.net has checked the replication
topology. You will need tao refresh the Sites container to see
any new or deleted connections.

Puc. 6.3

LLlo6 po3nouaTn npMmycoBy pennikauito, 3pobiTb akTMBHMM By3on NTDS Settings BignoBigHoro cepsepa,
3HaNAiTb 3’€AHaHHA, Yepes AKe Ma€ BigbyTUCA pennikauis i y KOHTEKCTHOMY MEHIO LLbOro 3’ egHaHHA 06epiTb
Replicate Now (puc. 6.4). Y Bawmomy BMNaaKy cepsepis ABa, i Taky onepaLito Tpeba NoBTOPUTU Ha 060X.
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BE Active Directory Sites and Services HKLU‘O perlﬂIKaLI,IFI yCI'IiLIJHa,
e ipo6pasnTbea MOBiAOMNEHHS
es 1FXE606 Bml 3 BIAODP A ’
[ Active Directory Sites and Services [Serv-22-40-1falkovsky.net] || Name From Server noAI6He 'D'o 3O6pa)KeHor0 Ha
v O st e AR puc. 6.5. B maeTe opepiKaTtu Take
| Inter-Site Transports Move... .
7| Subnets nosigoOM/1IEHHA Aana KOXHOoro
v [ Default-First-Site-Name Replicate Now .
v B severs ATk , cepsepa (y Bac ix gBa).
v 5 SERV-22-40-1
EE NTDS Settings Delete
v 3 SERV-22-40-2 Rename
" NTDS Settings Properties
Puc. 6.4
Replicate Now X
o Active Directory Domain Services has replicated the
connections,
TaKkox npumycosy penﬂiKaLl,il'O MOXHa 3anyctutn 3
KOMaHAOHOTI AOKa:
OMaHAHOTO pAAKA Puc. 6.5

repadmin /SyncAll

HaouyHo no6aunTu, 4u ychilwHa pennikauia, MOXHA, Hanpwukaag, NEepernaHyBWW CTPYKTYPY AOMEHY B
ocCHalleHHi Active Directory Users and Computers (puc. 6.6). 30Kpema, AKLLLO BU BHECeTe 3MiHW Ha nepLioMmy
KOHTPO/IEpI, TO Nicns ycniwHoi pennikalii CTPYKTypa Ma€e cniBnagatv Ha 06ox KoHTposiepax (puc. 6.6).

] Active Directory Users and Computers

File Action View Help
e & 8K qd = A | 'R e T
es @m0 XDa=Bm 3% |, .

: Active Directery Users and Computers [Serv-22-40-1.falkovsky.net] & E:>| T1..| [ | E - ‘ 1) "=k 4 p— r*'
- B S = H | , & 2 &
| Saved Queries

v & fﬁ.|k0\-‘§kl}‘-"e‘t | Saved Queries
Builtin

- v 3 falkovsky.net
Computers | Branch-22-40-1

5| Domain Controllers 7| Branch-22-40-2
_| Branch-22-40-3

| ForeignSecurityPrincipals
| Managed Service Accounts | Branch_CybSec
_| Branch_FinDep

] Active Directory Users and Computers

: Active Directory Users and Computers [Serv-22-40-2 falkovsky.net] || pame Type
é':jfalko\rsky.net Domain

[] Saved Queries

| Users S

- _| Builtin
2| Branch-22-40-2 -« c

. | Computers
21 Branch-22-40-3 = | Demain Controllers
2| Branch-22-40-1 | ForeignSecurityPrincipals
2| Branch_FinDep | Managed Service Accounts
o Branch_CybSec 1 Users
Puc. 6.6

3aBaaHHA N26.1. JocnidxeHHA calimie ma HasaeHoi mononoaii penaikayii
1. Ha nepwomy KoHTponepi gomeHy BBiNgiTb y Active Directory Sites and Services. Jocniajite BMIicT BiKHa
LbOro OCHALLEHHSA i AalTe BiANOBIAi HAa HACTYNHI NUTAHHA

*  CKinbKuM canTiB HaABHO y Bawomy cepegosuLli Active Directory?

* [l0 AKOTO CANTy HaNexaTb HAABHI KOHTPOEPU AOMEHY?
*  fKi 3B'a3ku (Connections) BifobparkatoTbcs B OCHalLeHHi Acive Directory Sites and Services ana
KOXXHOTrO 3 cepBepiB? 3 AKMM CamMe CEPBEPOM CMOJIYYa€E AaHUIN cepBep KOXKHe 3'€gHaHHA?
Lli 3’eaHaHHA BXiAHI UM BUXiIOHI? (AMB. TEOPETUYHI BiZOMOCTI)

3BIiT_Ma€_MIiCTUTU CKPUHLIOTK 3p06JIeHMX HaMalWTyBaHb, OMWC OCHOBHWMX A, a TaKOX Bignosiai Ha
NOCTaB/IEHi 3aMUTAHHA.
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3aBgaHHA N26.2. flocnidxceHHAa pobomu KCC

1. Bupganitb aBTOMaTUYHO CTBOPEHI 3'€AHAHHA A5 KOXKHOIO 3 CepBepiB.
2. 3anycTiTb NPMMYCOBY NepeBipKy TONOAOTIT penaikauii.

3. OHoBITb BMIcT BikHa Active Directory Sites and Servers. ki 3'egHaHHs 3reHepyBaB KCC? Yu BiapisHAOTLCA
BOHM BiA, TUX, AIKi BU AOCAiAXKyBanu y 3aBaaHHi N26.1.

3BiT_Ma€ MICTUTU CKPMHLIOTM 3pOBAEHUX HAMAWTYBaHb, OMWUC OCHOBHWUX Ail, a TaKOX Bignosiai Ha
MoCTaB/EHi 3aMUTaHHSA.

3aBaaHHA N26.3. JocnidxeHHa ma HanawmyeaHHA penaikayii AD

1. 3anycTiTb APYr1it KOHTPONEP AOMEHY (NEPLUMA NLWITb BBIMKHEHUM TaKOXK).

2. Ha apyromy KoHTponepi AoMeHy BigKpuiTe ocHaleHHs Active Directory Users and Groups. Yu
BiZNOBIAA€E CTPYKTYpa AOMEHY, LLO BiA06parkaeTbca y LLbOMY OCHALLLEHHI, Bif, TiEl, SsKY BU CTBOptOBaaAn Ha
nepLIoMy KOHTPOJIEPi AOMEHY Y MexKax 1abopamopHux pobim Ne3 i Ne4? 3pobiTb BUCHOBKM NpPO Te, Un

KOPEeKTHO PYHKLIOHYE penikauis.

3. 3 NepLIoro KOHTPOEPA AOMEHY iHiLitOIMTe NPUMYCOBY penikaLito Ha 060x cepeepax. Micns
O4EepPKaHHA ABOX NOBIAOM/IEHb NPO YyCMilWHY penaikaLlito NoBTopiTh N. 2.

4. AKLWO pennikalia He NpaLtoe TaK, K O4iKyBanocs, 3'acyiTe Ta yCyHbTe NPUUNHU. AKLLO YCe rapasa,
NPONYCTiTb L& NYHKT.

5. Ha neplomy KoHTposepi JoMeHy AoganTe A0 OfHI€El 3 opraHi3aLifiHMX O4MHULb HOBOTO
KOpuMCTyBaya.

6. MepeKoHanTeca, WO penikalia BUKOHanaca ycnillHo i Lboro pasy:

LeM KOpUCTYBay M€ BifoOpParkaTMCs | Ha APYroMy KOHTPOJIepi JOMEHY

KON NepLUN KOHTPOIEp AOMEHY HeAOCTYNHMI (BiANOBiAHA BipTyasibHA MallMHA HEAKTUBHA), TO BXig,
Bif, iMeHi HOBOCTBOPEHOrO KOPUCTYBaYa 3 OAHI€El 3 poboUMX CTaHLLi AOMEHY BCe O4HO MA€E BAaBaTMCA
3BiT_Ma€ MICTUTU CKPUHLLUOTU 3pOBAEHMX HanalTyBaHb, OMWC OCHOBHWUX Ai, a TaKoX BiAnoBiai Ha

NOCTaB/IEHI 3aMUTaHHA.

3aBaaHHA 6.4. [lOCNIAMKEHHA MIDKCAMTOBOI i ActveDrecton Stesand senices

File Action View Help

pennikauii prrap— 8= 2
1) B ocHaweHHHi Active Directory Sites and s ae Diston Siesand Senicesfer 22nio- oyt N?I": ‘Tﬁmﬂmm
Services obepiTb By30n Inter-Site Transports v esie Tenspers s Iter-Site Tansport
(puc.6.7.) Sumes
2) 3’acywre, AKUM NPOTOKOA Mae ”L]DEFZ_ZET'S‘E'NEM
BUKOPUCTOBYBATUCA ans Mi*KCaMTOBOI . Jizﬁés}%g
pennikauii. O6rpyHTyitTE, yomy " s
HaNaLTyBaHHA 3a 3aMOBYYBaHHAM Puc. 6.7

3pobneHo came TakKMM YMHOM  (Ams.
TEOopeTMYHi BigomocTi).

3) Yu BigbyBaeTbcA MixKcanTOBa pennikauia
3apas? Yomy?

3BIiT_Ma€ _MIiCTUTU CKPMHLWIOTM 3p06AEHMX HanalTyBaHb, OMMC OCHOBHWX AjlA, a TaKoX Bignosiai Ha
NOCTaB/IeHi 3aMuUTaHHs.
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AesKi moxcauei npu4uHU Mo2o, W0 pensikayia He NPAyYIOE AK HanexcHe:

1)

2)

3)

4)

MopylweHo MeperkHe 3'€eAHaHHA MiX KOHTpoJiepaMu AoMeHy (mepeBipTe LWAAXOM MiHryBaHHS,
BUNpaBTe MepeXHi HanawTyBaHHA - y poni DNScepBepa BKaXiTb agpecy NepLioro KOHTposepa
[OMeHYy, iHwWwi agpecu DNScepsepiB npnbepiTthb).

BiakntoueHo noTpibHi cnyx6u (BianoBiaHI MoBiZOMAEHHA, iIMOBIpHO, ByayTb BigobpaxaTuca y
BiKHi Server Manager y po3sginax Events Ta Services).

MNpobnemun 3 DNS-cepBepom (morKe Aonomorti oHoBieHHs 30HM DNS Ha DNS-cepsepi, Wwo Ha
nepLomy KOHTPOIEPi AOMEHY, Ta HACTyMHe Nnepe3aBaHTaXKEHHA MNEePLLIOro KOHTPOiepa JOMEHY).

KomnnekcHa npobsema, nepenycim y HafalwTyBaHHAX APYFrOro KOHTpoJsiepa AOMeHY (Y AeAKuUxX
BUMNaZKax HalepeKTUBHILMM pilleHHAM MOXKe ByTh NoBHe nepeBcTaHOBAEHHA posi AD DS Ha
LPYromy KOHTPOJIEPi AOMEHY - Y TAKOMY pasi BapTO MOKM 3HATM Npanopeub Domain Name System
(DNS) Server i nuwntu Tinbkn npanopeub Global Catalog (GC), a Tako ABHO BKas3aTu, LLO
pennikauis 6yae BiabyBaTMCA 3 NEPLUOro KOHTPOAEPa AOMEHY -y noni Replicate from 3apalite im’s
nepLIoro KOHTposepa).

Ae wykamu nioka3ku. Y BikHi Server Manager ana AaHOTO KOHTPOEPa Ta KOXKHOTO 3i BCTAHOBAEHMUX
CepBiciB BUBOAATLCA MOBiAOM/IEHHS ayAUTYy, CEPes AKUX MOXKYTb OYTU i MOBiAOMIEHHS MPO MOMMUJIKMU.
AHanisyiTe Taki NoBigoMneHHA Ha 060x KoHTponepax. OcobanBy yBary 3BepHiTb Ta Ti MOBIAOMAEHHS,
AKi ctocytotbea AD DS 1a DNS.

Byab nacKka, BpaxyinTe, WO NOBiJOMJEHHA Npo BigKaoueHHA cayXb6u NtFrs (File Replication) €
LiIKOM HOPMaNbHUM, OCKi/IbKM Y cydacHuX Bepcia AD 34e6inblIoro BUKOPUCTOBYETbCA cay»kb6a DFSR
(DFS Replication).

Bumoru Ao 3Bity

3BiT Ma€e MicTUTK iHpopMaLito BianoBigHO A0 3aBAaHb 6.1-6.4.
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Pob6oTta No7. HanawtyBaHHA DHCP-cepBepa Ha 6a3i agomeHy
Active Directory 3acobamun Windows Server 2022

MeTa: HaBYMTUCA OCHOB HaNALITYBaHHA NPOTOKOAY AMHAMIYHOTO KOHOirypysaHHA By3nis DHCP ana gomeHy
Active Directory Ta 0CHOB MOHITOpUHry Moro poboTtu (y Windows Server 2022).

IHcTpymeHTH: rinepsisop VirtualBox; (3a noTpebu) mepexHuin emynatop GNS3; mogenb Komn'toTepHOT
MepeXi Ta CTPYKTypa AomeHy, nobyaoBaHi y mexkax nabopatopHux pobit Nol-6.

TeopeTnyHi BiAOMOCTi Ta 3aBAaHHA A0 NabopaTopHOi poboTu

HAZTALUTYBAHHA NPOTOKOJ1Y AUHAMIYHOIO KOH®IN'YPYBAHHA BY3/11B DHCP

JopnasaHHA poni DHCP-cepsepa

DHCP-cepBep oOpraHisyemMo Ha neplioMy KOHTposaepi AomeHy. [Ana uboro cnepwy noTpibHo Aoaatu
Bi4NOBIAHY PO/b.

Y BikHi Server Manager obepitb Manage - Add Roles and Features (puc. 7.1).

= X

Add Roles and Features

Remove Roles and Features

Add Servers

Create Server Group

Server Manager Properties

Puc.7.1

BcTaHoBITL Npanopeub HaBnpoTu poni DHCP server (pwuc. 7.2).

[ Add Roles and Features Wizard - m] X [ Add Roles and Features Wizard x

Add features that are required for DHCP Server?

DESTINATION SERVER

S R T The following tools are required to manage this feature, but do not
have to be installed on the same server.

Select one or more roles to install on the selected server. 4 Remote Server Administration Tools
4 Role Administration Tools

Roles Description [Tools] DHCP Server Tools

Dynamic Host Configuration

Protocel (DHCP) Server enables you

to centrally configure, manage, and

provide temporary IP addresses and

related information for client

computers,

[ Active Directory Certificate Services

¥ Active Directory Domain Services (Installed)
[ Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation

[DHCP Serve

/. DNS Server (Inctalled)

[ Fax Server o T
[W] File and Storage Services (2 of 12 installed) \M‘ I&l
[] Host Guardian Service

M Include management tools (if applicable)

Puc. 7.2 Puc.7.3

MNiaTeepaitb 3pobneHi HanawTyBaHHA. [panopeub Include management tools (if applicable) nvwitb
(puc. 7.3).

HoBWX KOMMNOHEHTIB BCTAHOB/IOBATU He NOTPi6HO (puc. 7.4).
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[ Add Roles and Features Wizard

Select features

Before You Begin

Installation Type

Confirmation

Select one or more features to install on the selected server.

Features

O
I [m] NET Framework 4.8 Features (2 of 7 installed)
1 [] Background Intelligent Transfer Service (BITS)
[ BitLacker Drive Encryption
[ BitLacker Network Unlock
[] BranchCache
[] Client for NFS

- O

DESTINATION SERVER
Serv-22-40-1 falkovsky.net

Description

-NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for

building applications that offer

appealing user interfaces, protect
your customers' personal identity
information, enable seamless and

[ Containers secure communication, and provide
[] Data Center Bridging the ability to model a range of
[ Direct Play business processes.

[[] Enhanced Storage

[ Failover Clustering

+ Group Policy Management (Installed)
[J Host Guardian Hyper-V Support

[ 170 Quality of Service

[] 1IS Hostable Web Core

[] Interet Printing Client

[] IP Address Management (IPAM) Server
[ LPR Port Maniter

Puc. 7.4

3BepHiTb yBary Ha nonepeasKeHHs, ki BUBOAUTb cuctema (puc. 7.5). Ha gaHomy eTani noTpibHO maTu
LOHaMMeHLe OAHYy CTaTuMuyHy IP-agpecy Ha uporo Komn’'iotepi (y Hawomy BMNAAKy Le Tak), a TAaKoOX
CnnaHyBaTM PO3MoAin afapec y mMepexi. Y AaHiit nabopaTopHii pobOTi cTaTU4YHI agpecu AuwaThbes y

MapLlupyTM3aTopa, KomyTatopa Ta o060x cepsepis AD, HaToMicTb poboymMm cTaHUism aapecu
NPUCBOOBATUMYTbLCA ANMHAMIYHO.
= Add Roles and Features Wizard — [} X
- DESTINATION SERVER
DHCP Server Sery-22-40-1 falkoveky.net
The Dynamic Hest Configuration Protocol allows servers to assign, or lease, IP addresses to computers
and other devices that are enabled as DHCP clients. Deploying a DHCP server on the network provides
computers and other TCP/IP-based network devices with valid IP addresses and the additional
configuration parameters these devices need, called DHCP options. This allows computers and devices
te connect to other network resources, such as DNS servers, WINS servers, and routers.
Things to note:
* You should configure at least ane static IP address on this computer.
* Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Stare the plan
in a safe place for later reference.
Puc. 7.5
MepernaHbTe BUBPaHi HanawWTyBaHHA Ta HaTUCHITH Install (puc. 7.6).
= Add Roles and Features Wizard - O =

DESTINATION SERVER
Serv-22-40-1.falkovsky.net

Confirm installation selections

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

c DHCP Server
Remate Server Administration Tools

Role Administration Tools
DHCP Server Tools

Puc. 7.6

PosnouHeTbca BcTaHoBAeHHA DHCP-cepBepa (puc. 7.7). Ha BipTyanbHili MaliMHi BOHO MOKe 3aHATU AeAKUM
yac.
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T Add Roles and Features Wizard _ o %
Installation progress e

View installation progress

@ Featureinstallation
—
Installation started on Serv-22-40-1.falkovsky.net

DHCP Server
Remote Server Administration Tools
Role Administration Tools

DHCP Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this
B page again by dlicking Notifications in the command bar, and then Task Details.

Export configuration settings

Puc. 7.7

Micns 3aBeplieHHs iHcTanoBaHHA DHCP-cepBepa y BiKHiI Server Manager 3’ABUTbCA BiANOBiAHA MaHesb
(puc. 7.8). 3Biacy moxHa byae 34ilcHIOBAaTN MOHITOPUHT NOAA, NoB’A3aHuMiA 3 poboToto DHCP-cepBepa.
- X

Fu Server Manager

Server Manager * Dashboard @1 I'A Mansge Tools View  Help

ROLES AND SERVER GROUPS /
& All Servers i§l ApDs 1 1§ DHCP 1 & DNs 1
i@ ADDS
e (@ Manageability @® Manageability @® Manageability
& DNs Events Events Events
B3 File and Storage Services b Services Services Services
Performance Perf ance |

BPA resuits BPA results
g e dndStomge 1) | § Local Server 1| | ER Alservers 1
Services
@® Manageability @ Manageability @® Manageability
Events Events Events
Services Services Services
Performance Performance Performance
BPA results BPA results BPA results

Pnc. 7.8

Oani noTpibHo 3aiicHUTM KoHirypysaHHs DHCP-cepsepa.

HanawryBaHHa DHCP-cepBepa

Micna BcTaHoBAEHHA poni DHCP Server y npaBii BepxHilA 4YacTWHiI BiKHa Server Manager, 6ins
niKTOrpamu y BUIAAAI Npanopus, Mae 3’ABUTUCA 3HAK OKAMKY (puc. 7.9). LLo6 HanawTyBatTu LWOMHO
BcTaHoBNeHnt DHCP-cepBep obepiTb onujito Complete DHCP comfiguration.

Dashboard @1 I'A

|, Post-deployment Configura... |

JDs

Configuration required for DHCP Server at
anageability E 40-

Complete DHCP configuration
ents
e @O Festure installation

———
tfommance Configuration required. Installation succeeded on
A results Serv-22-40-1falkovskynet,

Add Roles and Features

Task Details

Puc.7.9
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OsHallomTeca 3 NOBIAOMMAEHHA MPO CTBOPEHHA CTaHAAPTHWX rpyn DHCP Administrators Ta DHCP Users
(puc. 7.10).

T DHCP Post-Install configuration wizard = [m] X
Description

The following steps will be performed to complete the configuration of the DHCP Server on the
target computer:

Authorization
Create the following security groups for delegation of DHCP Server Administration.

- DHCP Administrators
- DHCP Users

Authorize DHCP server on target computer (if domain joined).

Puc. 7.10

[ani seeaitb gaHi ana asTopm3auii uboro DHCP-cepsepa B AD DS. Lle moxe 6yTtn, Hanpuknag,
agMiHicTpaTop Baworo gomeHy (puc. 7.11).

Authorization

Specify the credentials to be used to authorize this DHCP server in AD DS,

@) Use the following user's credentials

User Name; | FALKOVSKY\Administrator

() Use alternate credentials

UserMName:

") Skip AD authorization

Puc.7.11

MpornsaHbTe OCHOBHI HanawTyBaHHA. DHCP-cepBep aBTOpM30BaHMI | malixke rotoBuin 4o pobotu (puc. 7.12).

i DHCP Post-Install configuration wizard i [u] X

Summary
The status of the post install configuration steps are indicated below:

e

Please restart the DHCP server service on the target computer for the security groups to be
effective.

Authorizing DHCP server Done.

o

Puc. 7.12
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Hani 3agamo obnactb DHCP, y akKilt byae 34iicHIOBaTMCA aBTOMATMUYHE NPUCBOEHHA aapec. MpautoBaTMmemo
yepes ocHaleHHsA DHCP (puc. 7.13).

Tools  View Help

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

aility Component Services
Computer Management |
Defragment and Optimize Drives
|  DHCP
1ce Disk Cleanup |

Puc. 7.13

Y OaHin mepexKi 34iACHIOETbCA 32 NPOTOKoJ/IoM |IPv4, TOMY BiflLyKanTe BiANOBIAHMI BY30, i y Moro
KOHTEKCTHOMY MeH0 BUbepiTb New scope... (puc. 7.14).

% DHCP
File Action View Help
o= @ E G HE &
& DHCP - -
v F serv-22-40-1.falkovsky.net I-o-l Add a Scope
v 3 Py . !
= Display Statistics...
= of IP
= New Scope.. dto
i . ting a
3 Py Mew Multicast Scope... <. Vou
Configure Failover... 0nf|gu|r;_-
aAamic

Puc.7.14

3anyctutbca Malicmep cmeopeHHA Hosoi obaacmi (puc. 7.15).

New Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IP
addresses to computers on your network.

To continue, click Next.

Pwuc. 7.15

3agaiiTe im’s 0bnacTi, a TaKOXK BBeAiTb ii KOPOTKKUIM onuc (puc. 7.16).
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New Scope Wizard

Scope Name

You have to provide an identifying scope name. You also have the option of providing ﬁu
a description.

Type & name and description for this scope. This information helps you quickly identify

how the scope is to be used on your network.

Mame: |Fa|kovsky_5cnpe

Description: |V6I16Fﬂ'4|3"

< Back Next > Cancel

Puc.7.16

b A0 obnacTi. Y npuKnaai K neply Ta OCTaHHIO afpecu

3apanTe giana3oH agpec, AKi HanexatumyT

Aiana3oHy BKa3aHo, BiAMNoOBiAHO, Meplly Ta OCTaHHIO AOCTYNHi agpecu By3niB mepexi (puc. 7.17). Takox
BKaXXiTb MacKy niamepe:xi abo npedikc (Lenght). CTaTUyHi agpecr M1 BUKIIOYMMO Ha HACTYNMHOMY KpoLi.

Jani BUKAKUMMO agpecu, AKi MPUCBOIOBATUMYTbCA CTAaTUYHO. Y npuKkaagi Ha puc. 7.17-7.18 ue agpecwm
MapLIpyTM3aTopa KOHTpO/IepiB  AOMEHY

MNew Scope Wizard

IP Address Range
You define the scope address range by identifying a set of consecutive |P addresses.

Configuration settings for DHCP Server
Enter the range of addresses that the scope distrbutes

Start IP address 192. 168 . 40 . 241|
192168 . 40 . 254

Configuration settings that propagate to DHCP Client

End IP address.

Length: 284

255 . 255 . 285 . 240

Subret mask

< Back Next > Cancel

Puc.7.17

(192.168.40.242) Ta 060X

(192.168.40.241), KomyTaTopa

(192.168.40.243, 192.168.40.245), To67T0 pianasoH Big 192.168.40.241 o 192.168.40.245.

New Scope Wizard New Scope Wizard

Add Exclusions and Delay Add Exclusions and Delay
Exclusions are addresses o a range of addresses that are not distrbuted by the
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message. DHCPOFFER message

Type the IP address range that you want to exclude. F you want to exclude a single
address, type an address in Start 1P address enly.

End IP address: Start |P address: End IP address

BT sdaress: |
I\wz 168 40 . 241 [132 163 . 40 245 M\ | T |
Exgluded address range

=ddress, type an address in Start |P address only

L

Exduded address fange
Remoye

Subnet delay in mill secend:

< Back Next > Cancel

Puc.7.18

Ha HacTynHomy KpoLi 3agaiTe TpMBanicTb opeHan agpecu (puc. 7.19).

Exclusions are addresses or a range of addresses that arc nat distributed by the
server. A delay is the time duration by which the server wil delay the transmission of 2

< Back Next >

Type the IP address range that you war to exclude. ff you want to exclude a single

Subnet delay in milli second:

Cancel
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New Scope Wizard

Lease Duration
The lease duration specifies how long a client can use an IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful
Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate

Set the duration for scope leases when distributed by this server.

Limited to:

Days: Hours: Minutes:

(8 [ [

<k o

Puc. 7.19

MU Takox ckoHoirypyemo posgady 3a npotokonom DHCP agpecu wWwno3y 3a 3aMOBYYBAHHAM Ta
agpecn DNS-cepsepa. [na ubOro Ha HACTYNMHOMY KPOLi Ha 3anMTaHHA NPO AO0AATKOBIi Ha/salTyBaHHA
Bianosigaemo Yes, | want to configure these options now (pwc. 7.20).

Mew Scope Wizard
Configure DHCP Options —
*fou have to configure the most common DHCP options before clients can use the
SCOpE.

When clients obtain an address, they are given DHCP options such as the IP
addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and overide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

{+ iYes, | want to configure these options now:

™ No. | will configure these options later

< Back Mext > Cancel
Puc. 7.20
Y noni ans agpecu W3y 3a 3aMOBYYBAHHAM BKaXKeMo agpecy mapLupytusatopa (pvc. 7.21).
New Scope Wizard MNew Scope Wizard
Router (Default Gateway) _ Router (Default Gateway) SR

You can specify the routers, or default gateways, to be distributed by this scope. You can specify the routers, or default gateways, to be distrbuted by this scope:

To add an IP address for a router used by clients, enter the address below To add an IP address for a router used by clients, enter the address below.

IP address: IP address:

BRI

192.168.40.241
_ | L |
e LT

< Back Next > Cancel < Back Next > Cancel

Puc. 7.21
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BaTbKiBCbKMit someH i DNS-cepBep, iMOBipHO, BXXe 06paHO aBTOMATMYHO MiATBEPAXKYEMO Ui HaNaWTyBaHHA

(punc. 7.22). HanawtysaHHs WINS nponyckaemo.

New Scope Wizard

Domain Name and DNS Servers
The Domain Name System (DNS) maps and translates domain names used by clients
on your network.

“You can specify the parent domain you want the client computers on your network to use for
DNS name resolution.

New Scope Wizard

WINS Servers

Computers running Windows can use WINS senvers to convert NetBIOS computer
names to IP addresses

Entering server P addresses here enables Windows clients to query WINS before they use
broadcasts to register and resolve NetBIOS names,

Parent domain: Server name: IP address:

|
To configure scope clients to use DNS servers on your network, enter the |P addresses forthose |

servers

Servername IE address:

[
192.168.40.243

il

To change this behavior for Windows DHCP dlierts modify option 046, WINS/NBT Node
Type. in Scope Options

L

< Back Next > Cancel < Back Next > Cancel

Puc. 7.22

AKTnBOBYyBaTU 06nacTtb DHCP 6ynemo oapasy (puc. 7.23). Malictep cTBOpeHHA HOBOI o6nacTi 3aBeplums
poboTy. HaTucHiTb Finish

New Scope Wizard

New Scope Wizard
Activate Scope Sy
Clierts can obtain address leases only i a scope is activated .

Completing the New Scope
Wizard

You have successfully completed the New Scope wizard

Do you wart to activate this scope now?

To provide high availabilty for this scope, cortigure failover for
the newly added scope by right clicking on the scope and
ciicking on configure failover.

To close this wizard, click Finish.

< Back Next > Cancel < Back Cancel

Puc. 7.23

Mepesipka pob6otn DHCP-cepBepa

LLlo6 HaouyHO nobaunTw, Ak npautoe DHCP-cepBep, Ha NpuHaliMHiI 04HIM pobouilt cTaHLi Bigpeaarynte
HANALWTYBaHHSA MepeXKi TakMm YMHOM, Wob oTpuMaHHAa IP-agpecn Ta agpecn DNS-cepsepa Bigbysanoca
aBTOMaTMu4HoO. MMicaa Lboro poboya CTaHLiA Ma€E ogepKaTh AaHi agpecallii aBTOMATUYHO HanpuKnag, nogioHo
00 aaHux (puc. 7.24).

Intemet Protocol Version 4 (TCP/IPv4) Properties X || Network Connection Details X
General  Alternate Configuration Network Connection Details:
You can get IP settings assigned automatically if your network supports Property Value
this capabilty. Otherwise, you need to ask your network administrator Connection-specfic DN, Fakovsky net
for the appropriate IP settings.
Description Intel{R) PRO/1000 MT Desktop Adapter
(@ Obtain an IP address automatically Physical Address 0B00-27-21-3CFA
Lo the Follosins I ascrece DHCP Enabled Yes
O Use the following IP address: 1Pv4 Address 192.168.40.246
] P4 Subnet Mask 255.255.255.240
l:l Lease Obtained BuepsHn 2025 p. 10:24:23
Lease Expires 16 yepsn 2025 0. 10:24.23
- | IPvd Default Gateway 192168 40.241
IPv4 DHCP Server 192.168.40.243
(@ Obtain DNS server address automatically IPv4 DNS Server 192.168.40.243
(D) Use the following ONS server addresses: IPv4 WINS Server
) NetBIOS over Tepip En.. Yes
Validate settings upon exit Advanced... < b4
Concel

Puc.7.24
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BigomocTi npo opeHay agpecu, BUAINEHOI Ui pobodiit cTaHUii, matoTb Bigobpaxkatmca Ha DHCP-cepsepi B
OCHalleHHi DHCP, By3on Address Leases (puc. 7.25).

% DHCP

File Action View Help

e | HE 6= HE

‘?2 DHCP Client IP Address MName Lease Expiration Type Unique ID

v E 5__5"";22‘1"10'1'fa'k°"5k5"”e" 1% 192,168.40.246 Serv-22-40-2falkovsky.net  16.06.202510:24:23 DHCP  080027213cfa
v 3 'L

~ | Scope[192.168.40.240] Falkovsky_Scope
¢ Address Pool
(@ Address Leases
@ Reservations
., Scope Options
4| Policies
.3 Server Options
| Policies
¥| Filters
T Pv6

Puc. 7.25

Mpumimka. AKWO paHiwe BX HaNawTyBaaM OAMH 3 00’EKTIB rPynoBMX NONITUK TaKUM YMHOM, WO6 3 faHoi
poboy0oi cTaHLii 3BMY4ANHUM KOpUCTyBaYam He A03BOJANOCA 3aMyCKaTM HanalTyBaHHA, AKi HanexaTb 40
naHeni 3aBAaHb, TO 3apa3 A4/1A 3MiHU MEePEeXHUX HaNalTyBaHb BaM 3Ha40bUTbCA:

e 260 BBiNTM Ha pobouili cTaHLil Nig 061iIKOBKOIO aaMiHiCTpaTopa AOMeHY (Kpalue Tak);
e abo cKacyBaTu BiANOBiAHY rpynoBy MOJITUKY.

3aBaaHHA Neo7.1

1. BigKoperyliTe po3pobaeHy BaMmu nig, Yac BUKOHaHHA nabopaTopHoi pobotn No2
cxemy agpecauii TakMM 4YMHOM, abu CcTaTMYHI agpecu MpPUCBOKOBANIMCA MOPTaMm
MapLLpyTU3aTOpa, KOMYTaTopa, a TaKo 0O6OM KOHTpo/siepam JOMeHy. Agpecu poboumx
CTaHLiM MatoTb KOHOIrypyBaTucs guHamivyHo 3a DHCP.

2. Ha nepluomy KoHTposiepi 4AOMeHY 34ilcHITb HanawTyBaHHA DHCP-cepBepa.
Bkaszisku

o Im’a HoBOT 0bn1acTi (new scope) - Surname_scope, ae Surname - Balle NpPi3BULLLE.

o Onuc HoBoi obnacTi (new scope description) - Variant N, ae N - Homep BapiaHTy.

° Yac opeHan agpecu BcTaHoBiTb DD.HH.MM, pe DD - Homep Bawoi rpynun, HH - Homep
Balloro BapiaHty, MM - aaTta (AeHb), KOM BUKOHYBanaca nabopatopHa poboTa.

3. 34iMcHiITL NepeBipKy 3p0baeHUX HanalwTyBaHb, 3a4aBLKM A1a A0BiNbHOI poboyoi
CTaHUii aBTOMAaTMYHe oJeprkaHHA ii IP-agpecu, agpecu WAO3y 33 3aMOBYYBAaHHAM Ta
aapecn DNS-cepBepa i nepekoHaBLINC, Lo poboUii cTaHLii cnpaBai nepeaaeTbca BCA LA
agpecHa iHpopmaLis.

4, 3a gonomoroto ocHaweHHA DHCP Ha DHCP-cepBepi nepernsHbTe BigOMOCTI Npo
opeHAy aapecy, oaep*KaHoi poboUOoo CTaHLLE.

3BiT_Ma€ MICTUTU CKPUHLLOTU 3pPOBNEHNX HaNALITyBaHb, ONMMC OCHOBHWX Aili, @ TAKOXK 3MiHEHY
cXxemy agapecauii mepexi.

Bumoru go 3Bity

3BiT Ma€e MicTUTK iHpopMaLito BiANoBiAHO A0 3aBAaHHA 7.1,
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Pob6oTta N28. OcHoBu BuKopuctaHHA PowerShell
ANAa agMiHicTpyBaHHA aomeHy Active Directory

MeTa: HaBYMTUCA OCHOBHMX NPUIMOMIB 3aCTOCYBaHHA KOMaHAHOI 06010HKM PowerShell gnsa poboTn 3 Active
Directory.

IHcTpymeHTH: rinepsisop VirtualBox; (3a noTpebu) mepexxkHuii emynstop GNS3; mogenb Komn'toTepHoi
MepeXi Ta CTPYKTypa AOMeHY, NobyaoBaHi y mexax labopaTopHUx pobit Nel-7.

TeopeTuyHi BiAOMOCTi Ta 3aBAAHHA A0 NabopaTopHoi poboTu

OKPEMI KOMAHAW POWERSHELL 171 POBOTU 3 ACTIVE DIRECTORY

KomaHaHa o6onoHKa PowerShell y Windows Server 4ocTynHa 3 ronoBHOK MeHH0. 3BiicK MOXKHa BUKAUKATH
i camy obonoHky PowerShell, i cepegosue ana HanucaHHa ckpuntis PowerShell ISE (puc. 8.1). MounHatu
nerwe 3 Windows PowerShell, a ckpuntu gouinbHo nucaTtu i nepesipat y Windows PowerShell ISE.

3] UEp- 19-5U-4- |
Windows Server

Oracle VM VirtualBox Guest Add... ¥

— .

= > g
Windows Windows

Search Server Manager  PowerShell PowerShell ISE

Server Manager

Settings E g E
Windows
Administrativ... Task Manager Control Panel

Windows Accessories
A
Windows Administrative Tools HX |

Windows Ease of Access Event Viewer File Explorer

Windows PowerShell

Windows Security

R
o)
=
2
]
B
"
B
R

Windows System

& B O

C

Puc. 8.1

OpaepaHHA BigomocTtei Npo AoMeH

3aranbHi BigoOMOCTi Npo AomeH BMBOAMTb KomaHgnetr Get-ADDomain. BeeaeHuit 6e3 napameTtpis, LeW
KOMaHgNeT Aa€e BUBig, NnogibHMIM 4o HacTynHoro:
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EX Administrator: Windows PowerShell — O %

Puc. 8.2
3BepHiTb yBary Ha popmat imeH. KoXKHa CK1agoBa 4OMEHHOTO iMeHi BKa3yETbCA OKPEMO i CynpOBOAXKYETLCA
BiLOMOCTAMM NPO CTPYKTYPHUI PiBEHD.
Hanpuknag, none DomainControllerContainer mae Burnaa;

DomainControllersContainer

To6to Domain Controllers micTuTbcA Ha piBHI opraHisauinHmMx ogmMHuup (OU), WO HanexuTb A0 AOMEHY
holovnia.net (DC).
A ocb none DomainControllerContainer:

ComputersContainer : CN=Computers

Tyt Computers nosHadaetbcss Ak CN (Common Name), wo y Bunagky Active Directory Bignosigae 3a
KOHTEeNHep.

NosicHeHHA A0 AeAKUX NOoAiB

ChildDomains - go4ipHi fomeHM (KL €)

=

ComputersContainer - KOHTeMHep 418 KOMN'OTEpPiB AOMEHY, AKi He € KOHTpoJsepamu [OMeHyY
(Hanpuknag, poboumx cTaHu,in)

=

DeletedObjectsContainer - KOHTeHep ana BUAANEeHUX 06’ ekTiB

=

DestinguishedName - yHikanbHe im’s gomeHy

=

DNSRoot - LOMeH BEpPXHbOTO pPiBHA

=

DomainControllerContainer - KOHTelHep ANA KOHTPOAEpPiB AOMEHY

=

DomainSID - SID gomeHy (3a3B1Yait yTBOPIOETLCA Ha OCHOBI SID NepLIoro KOHTpPoEepy AOMEHY)

=

Forest - im’s nicy (y HeBeNMKNX Mepeskax Ha 0CHOBI AD - 4acTO TOTOXKHE iMeHi JOMEHY)

=

LinkedGroupPolicyObjects - 06’ekTv rpynoBoi NOAITUKN PiBHA JOMEHY

=

Name - ckopoueHe iM’st JOMEHY (Te, AKe BUKOPUCTOBYETLCSA Mif, Yac BXOAY KOPUCTYBaYiB, HanpuKaaza)

=

ParentDomain - im’as 6aTbKiBCbKOro IOMeHY (AKLLO €)

=

ReplicaDirectoryServers - cepBepu, fki 6epyTb y4acTb y pennikauii

=

SystemContainer - cCMCTEMHUI KOHTENHEp JOMEHY
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UsersContainer - KOHTEMHEP A1 KOPUCTYBaYiB LOMEHY

[nAa BMBeAeHHA BiAOMOCTE NPO KOHTPONAEp AOOMEHY, MOMKHA CKOpuCTaTUCA KomaHasetom Get-
ADDomainController. 3a 3amoBuYyBaHHsAM, bOyge MoOKasaHo iHbOpMaLUil0 NPo HaMBAMKUMI KOHTposep
JOMEHY:

EN Administrator: Windows PowerShell - [m| X

1figuration,DC=

figuration,DC=F

AKLWLO KOHTpOEPiIB AOMEHY AeKiNbKa, NeperasHyTU BiAOMOCTI NPO BCi 3py4YHO 33 AONOMOroH0 napameTpa -
Filter Ta nigcTaHOBOYHMX cMMBONIB. Hanpuknag, BCi KOHTPOEPU AOMEHY:
Get-ADDomainController -Filter *

AKWo BXMTK NapameTp -Discover, KomaHgneT Busese iHGoOpPMaLLito NPO HANBAUKYMIA AOCTYNHUIA KOHTPOIEP
OOMEHYy:
Get-ADDomainController -Discover Hanpuknaa;

EN Adrministrator: Windows PowerShell

‘Administrator> Get-ADDomainController

Halibamkumnii gOCTYNHUI Y MeXKax TOFO CaMoro CamTy KOHTPOJiep y AaHOMY BUMNAAKy BM3Ha4vae npouec DC
locator.
AKwo Bu BBOAMTE KoMaHaneT Get-ADDomainController Ha ogHOMY 3 KOHTPOIEPiB AOMEHY, TO MOXKHa AaTU
BKa3iBKy 06paTh SiIK HAMBAMMKUMIA iHLWIMIA KOHTPOIEp AOMEHY, a He TOM, 3 IKoro 6y/10 3anyLLeHo KoMaH4y.
[ns yboro Tpeba gogatv napameTp -AvoidSelf:
Get-ADDomainController -Discover -AvoidSelf

BuecTtu iHbopmaL,ito PO KOHKPETHUI KOHTPOIep AOMEHY MOXKHA TaKoX BKa3aBLUKW MOTo im’s:

PS C:\> Get-ADDomainController -Identity DCName

ae DCName - im’a KOHTponepa gOoMeHy.

lpynoBi NONITUKK, AKI CTOCYOTbCA NaponiB, y 6araTbox BUNaZKax BCTaHOB/IOOTLCA Ha PiBHI AoMeHy. Tomy
Ans ix nepernagy MOMKHa CKOpUCTaTUCA OKpeMum KomaHanetom Get-ADDefaultDomainPasswordPolicy.
Hanpuknag;



MIHICTEPCTBO OCBITU I HAYKU YKPATHU ®-22,05-05.02/2/BK-
Kuromupcnbka JEP)KABHHUM YHIBEPCUTET « KUTOMUPCBHKA MOJITEXHIKA» ' 2026
noJrirexuika Cucrema ynpasiainns skictio Bignosinae JICTY ISO 9001:2015
Exzemnnsap Ne 1 Apxk 56 /153

W Administrator: Windows PowerShell

ityEnabled
hediame
ckoutDurati

31la-deb7i6E

onEnabled :

3aBgaHHA Ne8.1

1.

3anycTiTb KOMaHAHy 060n10HKY PowerShell Ha oaHOMYy 3 KOHTpoOnepiB BaWOro AOMEHY.

3acobamu ob6os0HKKM PowerShell opraHisyinTe BMBeAEHHA HA eKPaH HAaCTYMHUX Bi4OMOCTEN:

2.

IHpopMaLLis NPO NOTOYHUIN AOMEH

BigomocTi Npo NOTOYHWUIA KOHTPOEP AOMEHY

BiZomocTi npo HanbAMKUNIN KOHTPOJIEP AOMEHY (ane He TOW, 3 AKOro BM BBOAUTE KOMaHAY)
BiZomocTi npo BCi KOHTPOEPM, AOCTYMHI B MeXKax AaHOro 4oMeHy (04HMM KOMaHAJ/IeTOM)
IHpopMaLis Npo byab-AKUI i3 HAABHUX Yy Bac KOHTPOJIEPIB AOMEHY 32 MO0 iM’'am

HaABHI HanawTyBaHHA FPyNnoBMX NOJITUK LLLOAO NAPONIB Y ALOMEHI

Cnupatounch Ha iHpopMaLiito, ogepKaHy Nig vyac BUKOHAHHSA Nn. 1, paidTe BigNOBiAi HA HACTYNHi

3anuTaHHA. Mopaga BKaXkiTb KOMAaHAU, Ha OCHOBI AKMX BU ofeprKanu ui Bignosigi.

AIke iM’A NOTOYHOrO AOMEHY?

AKnia SID NPUCBOEHO LLbOMY AOMEHY?

Yn € y LbOro AOMEHY A0MipHI AOMEHU?

fIke im’A noToYHOrO Nicy?

AKi imeHa B KOHTpoiepiB AomeHy? AKi IP-agpecn Lnx KOHTpPoAepiB?

flka onepaLiitHa cucTema Npautoe Ha KOHTPOEpax 4OMEHY (penakKuis, Bepcisa)? He naytatn 3
nonem DomainMode! (tam moxe ¢irypysatu im’a iHWOi Bepcii)

AKi KOHTpONEpPU AOMEHY BepyTb y4acTb y penaikawyi?
Y meKax AKoro cauTy npaLooTb KOHTPOIEPU SOMEHY?

Yu € y gomeHi KoHTponepu ReadOnly (nuwe gns untaHHa)? B Aka MiHiManbHa AOBXWHA Naposto
BCTAHOBJ/IEHA FPYNOBMMM MNONITUKAMM A8 AAHOTO AOMEHY?

flka MaKcuMmasibHa KinbKicTb cnpob AaeTbcA Ha BBeAEHHA Napoato?

3BiT Ma€ MICTUTU CKPMHLLOTM OAEPKAHUX BiOMOCTEN, ONMC OCHOBHUX Aii, BianoBiagi Ha
NOCTaBAEHi 3anNUTaHHS.
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Po60Ta 3i CTPYKTYpOIO AOMEHY

[dani B MeToANYHUX MaTepianax yci NpuMKAaAM Ta CKPIHWOTKM HaBefdeHo Ha ocHoBi Windows Server 2019. OgHak
MeTOoAMKa MNOBHICTIO 3acTocoBHa i Ao Server 2022, ockinbkuM o0buasi Bepcii BUKOPMUCTOBYIOTb OZHAKOBY BEPCit0

PowerShell 3a 3amoBuyBaHHAM — Windows PowerShell 5.1. Yci KomaHgu, cueHapii Ta Moayi, WO BUKOPUCTOBYHOTLCA
B Ui meToamui, NiaTpumytoTbea 6e3 3miH y Server 2022.

3aranbHy iHbOpMaLLito NPO CTPYKTYPY AOMeHY (im’s, 6BaTbKiBCbKMIA Ta A0YipHI AomeHU, SID gomeHy, okpemi
KOHTEMHEPW Ta OpraHisaLiHi oAUHMLI TOLL0) MOXHa NoYepnHyTH 3 BUBOAY KoMaHaseTa Get-ADDomain,
OMMCAHOro BULLE Y Ui nabopaTopHiin poborTi.

OpHak gns 6inbl rpyHTOBHOT po60TH 3i CTPYKTYpPOLO 4OMEHY NOTPIOHO MaTK AeTanbHille yABNEHHA NPO Hei.
MepernaHyTM iHbOpMaLilo BCi opraHisauiliHi oAMHULI AOMEHY MOKHa 3a AONOMOrot KomaHgneta Get-
ADOrganizationalUnit. KomaHanet gae goctyn Ao 6araTbox BigomocTel Mpo opraHisauiiHi oanHuuj
(metanbHiwe - y Microsoft Docs), i y baraTbox BMMagKax € CeHC Ui BigomocTi BiadopmaTyBaTM Ta
BiadinbTpyBaTU. TaK, Y NPUKAALI HUXKYe BMBeAEHO iHPOPMALiHO NPO BCi OpraHisauiiHi oguHWULi AOMEHY,
OfHaK i3 AOCTYNHMX NoAiB 06PaHO TiIbKM CKOPOYEHi Ta MOBHI iIMeHa LUMX OANHULb:

PS C:\Users\Administrator> Get-ADOrganizationalUnit -Filter 'Name -like "*="' | Format-Table Name, DistinguishedName -A

Name DistinguishedName

Domain Controllers main Controllers,DC=holovnia,DC=net
Branch-19-30-1 OU=Branch-19-30-1,DC=holovnia,DC=net

Branch-19-30-2 OU=Branch-19-30-2,DC=holovnia,DC=net

Branch-19-30-3 OU=Branch-19-30-3,DC=holovnia,DC=net

Dep-19-30-1-1

Dep-19-30-1-2 ep-19-30-1-2,0U=Branch-19-30-1,DC lovnia,
Dep-19-30-1-3 p-19-30-1-3,0U=Branch-19-30-1, lovnia,
B19301-Admins 19301-Admins,0U=Branch-19-30-1, lovnia,
Dep-19-30-2-1 p-19-30-2-1,0U=Branch-19-30-2, lovnia,
Dep-19-30-3-1 p-19-30-3-1,0U=Branch-19-30-3, lovnia,
B19302-Admins 0U=B19302-Admins,0U=Branch-19-30-2,DC=holovnia,DC=net
Computers-19-30 OU=Computers-19-30,DC=holovnia,DC=net
Comp-Branch-19-30-1 OU=Comp-Branch-19-30-1,0U=Computers-19-30,DC=holovnia,DC=net

3a NOBHMMW iMEHaMM BWMAHO, LWLO OKPEMi OpraHisauiHi oguHMLI MicTATbCA BCcepeaMHi iHWMX

opraHisauinHux ogmHuub. Hanpuknag, OU Dep-19-30-1-1 mictutbea BcepeamHi OU Branch-19-30-1:
Dep-19-30-1-1 OU=Dep-19-30-1-1,0U=Branch-19-30-1,

Y HacTynHoMy NpUKNagi 4oAaHO MacKy AN iMeH opraHisauiiHMx oguMHuLb - byae BMBeAEHO AuLle Ti
3 HUX, iIMEHa AKMX MIicTATb ByKBOCMNoyYeHHs Br:

PS C:\Users\Administrator> Get-ADOrganizationalUnit -Filter 'Name -like "Br*="' | Format-Table Name, DistinguishedName -A

Name

Branch-19-30-1 OU=Branch-19-30-1,DC=holovnia,DC=net
Branch-19-30-2 OU=Branch-19-30-2,DC=holovnia,DC=net
Branch-19-30-3 OU=Branch-19-30-3,DC=holovnia,DC=net

3 BUBOAY MOXKHa 6aunTK, WO BCi Lii opraHisauiiHi oanHULi mictaTbes 6e3nocepeaHbo B AoMeHi holovnia.net:

Name DistinguishedName

Branch-19-30-1 OU=Branch-19-30-1,DC=holovnia,DC=net

Branch-19-30-2 OU=Branch-19-30-2,DC=holovnia,DC=net
Branch-19-30-3 OU=Branch-19-30-3,DC=holovnia,DC=net

KomaHanet New-ADOrganizationalUnit aae 3mory cTBoptoBaTh HOBI OpraHisauiiHi oguHuL,.
Ons cTBOpeHHA HOBOI oOpraHisauiiHoi oaMHMLi 6e3nocepefHbO HA PiBHI AOMEHY BKaXiTb im'a ujei
OpraHisauinHoi oanHUL:

New-ADOrganizationalUnit -Name OUName Hanpuknag;

PS C:\Users\Administrator> New-ADOrganizationalUnit -Name Branch-19-30-4

MNMepeKoHalmocs, WO HOBY OpraHisaLiliHy OAMHULIO CNPaBAi CTBOPEHO:
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PS C:\Users\Administrator> Get-ADOrganizationalUnit -Filter "Name -like "Br*"' | Format-Table Name, DistinguishedName -A

DistinguishedName

Branch-19-30-2 0U=Branc =
Branch-19-30-3 OU=Branch-19-3
Branch-19-30-4 OU=Branch-19-30-4,DC=holovnia,DC=net

AKWO Tpeba CTBOPUTM HOBY OpraHisaliliHy OAMHWULIO BCepeaMHi iHLWOI opraHisauiiHoi oamHuui, Tpeba
BKa3aTW LUNSAX.
Hanpuknag, wob6 scepeanHi OU Branch-19-30-4 cteoputut OU Dep-19-30-4-1, CKOPUCTAEMOCSH KOMaHAOLO:

PS C:\Users\Administrator> New-ADOrganizationalUnit -Name Dep-19-30-4-1 -Path 'OU=Branch-19-30-4,DC=holovnia,DC=net"

3’aBMnaca HOBa opraHisauiinHa oanHuua Dep-19-30-4-1, i BOHa cnpaBai € godipHboto ana OU Branch-19-30-
4:
PS C:\Users\Administrator> Get-ADOrganizationalUnit -Filter "Name -like "Dep*"' | Format-Table Name, DistinguishedName -A
DistinguishedName

0OU=Dep-19-30-1-1,0U=Branch-19-30-1,DC=holovnia,DC=net
OU=Dep-19-30-1-2,0U=Branch-19-30-1,DC=holovnia,DC=net
OU=Dep-19-30-1-3,0U=Branch-19-30-1,DC=holovnia,DC=net
OU=Dep-19-30-2-1,0U=Branch-19-30-2,DC=holovnia,DC=net
Dep-19-30-3-1 OU=Dep-19-30-3-1,0U=Branch-19-30-3,DC=holovnia,DC=net
Dep-19-30-4-1 OU=Dep-19-30-4-1,0U=Branch-19-30-4,DC=holovnia,DC=net

BuBecTn BCi opraHisauinHi oanHUL, AKI MICTATbCA BCepeaMHi AaHOi, MOXKHa 3a AOMNOMOrol napameTpa -
SearchBase:

PS5 C:\Users’\Adwinistrator> Get-ADOrganizationalUnit -LDAPFilter *(name=*)" -SearchBase "OU=Branch-13%-30-4,0C=holovnia,DC=net’ -SearchSco Onel evel | Format-Table Name

jam

Dep-19-30-4-1

CTBOpPUTU HOBOrO KOPUCTYBaya LOMeEHY MOXKHA 3a gonomoroto KomaHgneta New-ADUser. Y uporo
KOMaHAaeTa Aay>Ke 6arato napameTpis (aeTanbHile - y Microsoft Docs). CKopuctanmoca AeAKUMM 3 HUX:
New-ADUser -Name JloziH -UserPrincipalName /loziH@domeHHe.im_s
-GivenName Im_# -Initials /Hiyiaau -Surname lpizsulye
-Path lMosHuli_wnsx_0o_opeaHizayiliHoi oduHuyi Hanpuknaa,

PS C:\Users\Administrator> New-ADUser

BuBecTtn BigomocCTi Npo KOpMCTyBaya MOXHa KomaHanetom Get-ADUser. Hanpuknag, Tak:
PS C:\Users\Administrator> Get-ADUser

OckinbKku ana napametpa -Properties 3agaHo macky *, To byae nokasaHo BCi BAaCTMBOCTI 061iKoBOro 3anucy,
i BUBi/ CTaHe [0BOI JOBIUM. I’lpOTe B HbOMY MOKHa NOMITUTM, LLLO Hapa3i 061iKOBUIA 3aNUC BiAKAOHEHWIA:

Dl;tlngulshedName : CN=dep41-poa,OU=Dep-19-30-4-1,0U=Branch-19-30-4,DC=holovnia,DC=net
Division :
DoesNotRequirePreAuth : False
dSCorePropagationData : {01.01.1601 2:00:00}
EmailAddress S

EmployeeID

EmployeeNumber

Enabled

Fax

GivenName

HomeDirectory

HomedirRequired

HomeDrlve

TakoX ana o61iKoBKM He 3a4aHO Naponb. Ha piBHI BAacTMBOCTENM Lie BUMALAE TAaK: Napo/ib HiKoan He Byno
BCTAHOB/IEHO, ane TePMiH MOro Aii CKiH4YMBCA:

PasswordExpired
PasswordLastSet

PasswordNeverExpires
PasswordNotRequired
POBox

Tak BiabyBaeTbca TOMy, WO MNaposib € OOOB’A3KOBMM (OKpiM TUX BUMAZKIB, KO/AM BNACTMBICTb
PasswordNotRequired mae 3HauyeHHs True). 3a4aM0O HOBOCTBOPEHOMY KOPMCTYBady TMMUYaCOBUIM Napob:
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PS C:\Users\Administrator> Set-ADAccountPassword dep4l-poa
Please enter the desired password for 'CN=dep4l-poa,0QU=Dep-19-38-4-1,0U=Branch-19-308-4,DC=holovnia,DC=net’

Password:
Repeat Password: **¥**x*=

MapameTp -Reset noTpibHMI ans Toro, abu nepes HOBMM NaposiemM He BBOAUTU CTapuil Mapoab, KOTPOro
NMoku He Byno 3agaHo.

YBiMKHEMO 00NiKOBMI 3anMc Ta, OCKiIbKM Naposib TUM4YACOBWIA, A0AaMO BMMOry 060B’A3KOBOI 3MiHM
Mapo/ito Nig, Yac HAacTyNHOro BXoAy LLbOro KOPUCTyBaya:

PS C:\Users\Administrator> Set-ADUser i dep4l-poa

Tenep 0621iKOBWUI 3aNMC YBIMKHEHO:

PS C:\Users\Administrator> Get-ADUser dep41l-poa Enabled

DistinguishedName : CN=dep4l-poa,0U=Dep-19-38-4-1,0U=Branch-19-38-4,DC=holovnia,DC=net
Enabled ¢ True
GivenName : Oleh
Name : dep4l-poa
: user
: 9413faBa-bd49-4a2f-ad463-f21edB849fcff
SamAccountName : depd4l-poa
SID : $5-1-5-21-3806899938-2341899199-3056094349-1123
Surname : Pinchuk
UserPrincipalName : dep4l-poa@holovnia.net

3a 3amoBYyBaHHAM 061iKOBI 3anucK goaatoTbes 4o rpynu Domain Users, i Hac Le BNalITOBYE.

AKWo noTpibHO moaat 06NIKOBWUI 3aMMC A0 iHWOT rPynNu, MOXKHA CKOPUCTATMCA KoMaHasneTamu New-
AddGroup (ctBopeHHA HoBoi rpynu) Ta AddADGroupMember (goaaBaHHA HOBUX YneHiB rpynu). binblie npo
Li KomaHanetn € 8 Microsoft Docs.

KomaHgnet Search-ADAccount TaKOXK HaZa€ MOMAMBOCTI ANSA MOLYKY 0BAIKOBMX 3anuciB KOPUCTYBauiB,
Komn'toTepiB Ta C/Iy»K6 3a NeBHOO O3HAKOH0.

Hanpuknag, skwo Tpeba Biawykatm obnikosi 3anucu, KOTpi 6yno 3abno0KOBaHO, BBELAEMO HACTYMHY

KOMaHAay:
PS C:\Users\Administrator> Search-ADAccount | Format-Table Name,ObjectClass

Name ObjectClass

Larysa P. Kotyk user

KomaHgnet Search-ADAccount mae e 6arato KOpMcHMX napameTpis. binble Npo AOCTYNHI NapameTpu Ta
npuKnagm ix BUKOPUCTaHHA Ha NpaKTuui - y Microsoft Docs.

LLlo6 po3610KyBaTH KOpUCTYBaya, HaM 3HaA06UTbCA Moro NoriH (none SamAccountName). Busectn noTpibHy
iHbOpMaLLito MOXKHA, HaNpPUKNaA, TaK:

C:\Users\Administrator> Get-ADUser | Format-Table Name,SamAccountName

Name SamAccountName

Larysa P. Kotyk depll-klp

Tenep po36/0OKYEMO KoOpucTyBaya 3a gonomoroto KomaHgneta UnlockADAccount, BKasaBlW NOriH
KOpMCTyBa4a AK 3Ha4YeHHA NapameTpa -Identity:

depll-klp

MepeKoHamocs, Wo Takoro 3a610K0BaHOro 061iKOBOro 3anucy binblie HeMaE:

PS C:\Users\Administrator> Search-ADAccount t Format-Table Name,ObjectClass

Micna ubOro Moxe 3HaAo6bUTMCA 3MIHUTU KOPUCTYBady Napo/b Ta 30608’A3aTK MOro 3MiHUTK Napob Nig Yac
HacTynHoro Bxoay.
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BuaaneHHs 061iKoBOro 3anmcy Kopuctysaya pobutbca kKomaHgnetom Remove-ADUser. Lie cama Ta cuTyauis,
KON He3alBe 3aCTOCyBaTM pPEXMM NPOTOTUNYBaHHA (napametp -Whatlf). Tak 3MeHLWYETbCA PUIMK
NOMWIKOBO BUYYUTU He TON 061iKOBUIA 3anuc:

PS C:\Users\Administrator> Remove-ADUser -I tity dep4l-poa atl

What if: Performing the operation "Remove" on target "CN=dep4l-poa,OU=Dep-19-30-4-1,0U=Branch-19-30-4,DC=holovnia,DC=net".

HKLLI,O BCe nNpaBu/ibHO, NOBTOPHEMO KOMaHAY bes napameTpa -WhClt/fI
PS C:\Users\Administrator> Remove-ADUser -Identity dep4l-poa

Confirm
Are you sure you want to perform this action?

Performing the operation "Remove" on target "CN=dep4l-poa,0U=Dep-19-38-4-1,0U=Branch-19-3@-4,DC=holovnia,DC=net".
[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [2?] Help (default is "Y"): y

3BepHiTb yBary, Wo KomHagnet Remove-ADUser 32 3aM0oBYYBaHHAM NPALLIOE B peXMMI NigTBEPAKEHHA, X04a
napameTtpa -Confirm i He BKasaHo.

MepeKoHamMoCA, WO KOpUCTyBava CNpaBi BMAANEHO 33 AONOMOro KomaHaneta Get-ADUser. YBaxKHO
YuTaTe NOBIAOMMEHHA, AKi Yy AaHOMYy BMNAAKYy BMBOAMTL BaM KOMaHZA. AKLWO KoMaHAy BBeAEeHO

NnpaBWIbHO, aJle TAKOro KOPUCTyBaYa He 3HaAeHO, Bropi BuBoay byae BignosigHa iHpopmalis:
PS C:\Users\Administrator> Get-ADUser dep41-poa

3aBgaHHA Ne8.2

1. 3acobamu PowerShell cTBopiTb Yy KOpEHi AOMEHY opraHi3auinHy oguHuLto BranchGG-NN-4.

2. YcepeaunHi OU Branch-GG-NN-4 yepe3 PowerShell ctBopitb gBi godipHi OU: DepGG-NN-4-1 1a Dep-GG-
NN-4-2.

3. 3acobamu PowerShell ctBopitb B OU Dep-GG-NN-4-1 Ta Dep-GG-NN-4-2 no ogHOMY KopucTyBsauy. Mg yac
imeHyBaHHA KOpWCTYBauiB AOTPUMYMTECA TUX CaMMX NpPaBuWA, AKi BU 06pann ansa imeH KOpUCTyBadis y
NabopatopHii poboTi Ned, Koam CTBOPHOBAIU CTPYKTYPY AOMEHY.

HactynHi ajii TakoXX BMKoHaTe 3aco6amu PowerShell (okpim cnpob Bxoay Kopuctysauis).

4. OpraHisyiiTe BUBEAEHHA Bi4OMOCTEN NPO HOBOCTBOPEHMX KOPMCTYBaUiB - OKPEMO NPO MEPLIOro, OKPEMO
npo apyroro.

5. 3abesneyTte A4BOM HOBOCTBOPEHMM KOPUCTYBaYaM MOKAMUBICTb BXOAY B CUCTEMY Ta MepeKoHalTecs, Wo
o0bunpgBa BOHM MOXKYTb YBINTU 3 A0BINIbHOI NOHOYOT CTaHLLiT AOMEHY.

6. 3a6/10KyliTe 06NIKOBMI 3aMMC NEPLUOTO KOPMCTyBaya LUAAXOM Ki/fibkapa3soBOro BBEAEHHA HUM
HenpaBWIbHOTO NapPoJI.

7. 34iMCHITb NOWYK 061iKOBMX 3aMUCiB AOMEHY, KOTPi 3apa3 3a6/10KoBaHo.

8. Po3610KylTEe 06/1iKOBMIA 3aMnC NepLlIoro KOpMCcTyBaya. 3agante MoMy HOBMA TUMYACOBMIA Maponb Ta Yy
NPUMYCOBOMY NOPAAKY 3060B’AXKiTb 3MIHWUTM Napo/ib Mig, Yac HACTYNHOrO BXOAY.

9. Buaanitb 061iKoBI 3aNncK NepPLIOro Ta APYroro KOPUCTYBAYIB Y PEXMMI NPOTOTMUNYBaAHHS.

10. Buaanitb 06/iOKBI 3anmcu neplioro Ta APYroro KOpWUCTyBauiB Hacnpasgi. NepekoHaiTecs, Lo
061iKkoBi 3anucK cnpasai BUAANEHO.

3BiT Mae micTuTn CKPpUHLWIOTH 3pO6I'IeHMX HaNalWTyBaHb Ta ONNUC OCHOBHUX Aiﬁ.

OocniaxKeHHA HanawTyBaHb DNS

HaBenemo TaKoX OKpemMi KoMaHAaU ANAa A0CAIAXKeHHA HanawTysaHb DNS.

LLlo6 BuBectun Bci DNS-3anucu Tuny A, BBeaiTb KomaHanet GetDnsServerResourseRecord 3
napameTpom -RRType “A”:
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PS C:\Users\Administrator> Get-DnsServerResourceRecord

RecordType Type Timestamp TimeToLive RecordData

bl i i

WIN-8T2CASENUDU
sdj836uBsvc
WS-19-38-5

> >

rs\Administrator> Get-DnsServerResourceRecord

RecordType Typ Timestamp

holovnia.net.
holovnia.net.

a:

3aBgaHHA Ne8.3

1. 3acobamu PowerShell opraHisyite BuBegeHHs Bigomocten npo DNS-3anucu tmnis A, AAAA, Ta NS y
30Hi NpAMoro nepernagy.

2. 3a ponomoroto PowerShell nepesipTte HasBHicTb aocTynHMx DNS-cepBepis 3a IPagpecamun nepLioro
Ta APYroro KOHTposepis foMeHy. MOACHITL oaepKaHi pe3ynbTaTy.

3BiT Ma€ MiCTUTU CKPUHLLOTM 3p06EHMX HaNALITYBaHb, ONUC OCHOBHMX A, @ TAKOXK BigNOBIAI Ha NOCTaBAEHI
3aMUTaHHA.

CTBOPEHHA NPOCTUX CKPUNTIB POWERSHELL

HanawTtyBaHHA NOAITUKU BUKOHAHHA CKPUNTIB

Ha poboumnx cTaHuisax Ta B nokanbHMx Windows-cuctemax, siki He BXOAATb OO CKAady AOMEHY, 3anyck

CKPUMMTIB Yy CUCTEMI 32 3aMOBYYBaHHAM He 4,03B0J1IeHO0. BogHouac, y Windows Server, HaBnaku, cCTaHapTHOO

€ NoNiTUKa BUKOHaHHA RemoteSigned ans obnacti LocalMachine.

MepeBipnTH, AKUMU € NOTOYHI HANALITYBAHHA NOAITUK BUKOHAHHA ANA CKPUNTIB Y BalUii cMCTeMi, MOXKHa 3a

gonomoroto kKomaHaneta Get-ExecutionPolicy -List:
PS C:\Usrs\Administrator> Get-ExecutionPolicy

Scope ExecutionPolicy

MachinePolicy Undefined

UserPolicy Undefined
Process Undefined
CurrentUser Undefined
LocalMachine RemoteSigned

JeTanbHiwe Npo CTBOPEHHA Ta 3aMyCK CKPUMTIB - Yy MaTepianax nNeKuii Ha BiANOBIAHY Temy.
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Bumoru po 38BiTty

3BiT Ma€e micTuTK iHbopMmalLito BianoBiaHO A0 3aBAaHb 8.1-8.4.
PekomeHp0BaHi gkepena

1) ActiveDirectory Module - Microsoft Docs. URL: https://docs.microsoft.com/en-
us/powershell/module/activedirectory/?

view=windowsserver2019-ps

2) E. Wilson. Windows PowerShell 3.0 Step by Step. - Microsoft, 2013.

3) M. Henderson, J. Krause. Windows Server 2019 Cookbook Second Edition (Second Edition).
Packt Publishing, 2020 (p. 82).
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Pob6oTta N29. HanawTtyBaHHA cny»K6 BiaaaneHoro pobouoro
ctony Ha 6a3i Windows Server 2022 Ta Active Directory

MerTta: HaBYMTUCA HANALWITOBYBATM OCHOBHI C/AYKOM BigdaneHoro poboyoro crony ana gomeHy Active
Directory Ha 6a3i Windows Server 2022.

IHcTpymeHTH: rinepsisop VirtualBox; (3a notpebu) mepexkuHuii emynatop GNS3; mogenb Komn'toTepHoi
MepeXi Ta CTPYKTypa AOMeHY, NobyaoBaHi y mexax labopaTopHUx pobit Ne1-8.

TeopeTuyHi BiAOMOCTi Ta 3aBAAHHA A0 NabopaTopHOi poboTu

BcTaHOBAEeHHA cAYXK6 BigaaneHoro poboyoro crony y Windows Server

[ns BCTaHOBNEHHS CNyXb BigaaneHoro poboyoro ctony (Remote Desktop Services) y Windows Server 2022

y BiKHi Server Manager ob6epitb Manage - Add Roles and Features (puc. 9.1).
= X

Manage  Tools View

Add Roles and Features

Remove Roles and Features

Help

Liboro pasy 3HagobuTbca BUBPATK APYTUiA MYHKT

Add Servers

Creats Server Gronp - Remote Desktop Services Installation (pwvc.
iep Server Manager Properties 9.2). Hapani BiH AO3BOASIE HANALITYBATU CAYKOU
inageability BigAaneHoro poboyoro cToNy K Ha OCHOBI cecii
ants BigAaneHoro poboyoro CToy, Tak i Ha OCHOBI

BiPTYaNbHMUX MaLUUH.
Puc.9.1 PTY
e Add Roles and Features Wizard - (] X

N . " _) Role-based or feature-based installation

Configure a single server by adding roles, role services, and features.

®' Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Puc.9.2
[Oani obupaemo onuito cTaHAAaPTHOrO Po3ropTaHHsA (puc. 9.3).
Add Roles and Features Wizard — O *
Select deployment type o sarers s ssaces

Remote Deskiop Services can be configured across multiple servers or an cne server.

® Standard deployment

A standard deployment allows you o deploy Remote Desktop Services across multiple servers,

O Quick Start

A Quick Start allows you to deploy Remote Desktop Services on one server, and creates a collection
and publishes RemoteApp programs.

Pnc.9.3

Ha HacTynHoMy eTani NponoHyeTbcA 06paTh cueHapilt po3ropTaHHa. Obupaemo cnyxkbum BigaaneHoro
CTO/ly Ha OCHOBI BigganeHux cecit / session-based desktop deployment (pvic. 9.4). Lle# cueHapiit notpebye
3HAYHO MeHLUe pecypciB Ans poboTH, WO € BU3HaYaAbHUM GAaKTOPOM A1 HALOI HaBYaIbHOI MOAENT Mepexi.
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= Add Roles and Features Wizard — O ®
Select deployment scenario Sancard deployment eleceee

Before You Baoin Remote Desktop Services can be configured to allow users to connect to virtual desktops, RemoteApp
- programs, and session-based desktops.

Installation Type

() Virtual machine-based desktop deployment

Wirtual machine-based desktop deployment allows users to connect to virtual desktop collections
that include published RemoteApp programs and virtual desktops.

(®) Session-based desktop deployment

ction Broker

Session-based desktop deployment allows users to connect to session collections that include

e published RemoteApp programs and session-based desktops.

RD Session Host

Confirmation

Puc.9.4

Jani y BiKHi malicTpa BUBOAMTLCA Nepenik cnyb, aki byae BCTaHOBAEHO Ha HACTYMHUX KpoKax (puc.
9.5). O3HaKomTecs 3 nepenikom i HaTUCHITb Next.

= Add Roles and Features Wizard — O ®
- - DESTINATIOM SERVER
Review rO|e services Standard deployment selected

Before You Begin The following Remote Desktop Services role services will be installed and configured for this
- deployment.

Installation Type

Deployme m Remote Desktop Connection Broker

Remote Desktop Connection Broker con

@ Remate Desktop Web Access
Remote Desktop Web Access enables users to connect to resources provided by

Connection Broker

collections and virtual d

RO b Access ktop collections by using the Start menu or a web brow:

RD Session Host = Remate Desktop Session Host

Confirmation rD Remate Desktop Session Host enables a server to host RemoteApp programs or session-based
desktops.

Puc. 9.5

Jani nponoHyeTbcs 06paTh i3 HASBHOTO Nyny CepBepiB Ti 3 HUX, Ha AKi Tpeba BCTaHOBUTK 0bpaHi cayxéu. Y
HaWoMy BMMNaAKy Wopasy obMpaEeMo nepLlumii KOHTposaep gomeHy. Ha puc. 9.6 uelt cepsep obpaHo ans
BcTaHoBneHHA RD Connection Broker (puc. 9.6).

= Add Roles and Features Wizard — O *
- - CESTIMATICN SERVER
Specify RD Connection Broker server Standard deployment selected
Before You Begin Select the servers from the server pool on which to install the RD Connection Broker role service.
Installation Type
SEIECtEd
Computer
Filter: |

4 FALKOVSKY.NET (1)
Name IP Address Operating Gerv-22-40-1 .

Serv-22-40-1 falkovsky.n... 192.168.40.243
RD Session Host

Confirmation g/

Puc. 9.6

Ha puc. 9.7 nokasaHo, Wwo Tol camuii cepsep obpaHo gns KomnoHeHTa RD Web Access.
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= Add Roles and Features Wizard — O X
Specify RD Web Access server Sandod Sctoymen seeced

Before You Begin Select a server from the server pool on which to install the RD Web Access role service,

Installation | Install the RD Web Access role service on the RD Connection Broker server
Deplo
DEC‘O Selected
Computer
Filter: |
4 FALKOVSKY.NET (1)
RD Web Name IP Address Operating Serv-22-40-1

Serv-22-40-1.falkovsky.n... 192.168.40.243
Confirmation

Puc. 9.7

| HapewrTi, TOM camuii cepeep obpaHo ans RD Session Host (puc. 9.8).

Tz Add Roles and Features Wizard — [m] X
Specify RD Session Host servers Sandardceploymen ssecied

Before You Begin

one server is selected, the RD Session Host role service will be deployed on all of them,

Select the servers frem the server pool on which to install the RD Session Host role service, If more than

Installation
Dey
X Server Pool Selected
Deg nario
Computer
Filter:
4 FALKOVSKY.NET (1)
Name IP Address Crperating Serv-22-40-1

Serv-22-40-1.falkovsky.n...  192.168.40.243

Confirmation EF ]

Pnc.9.8

MiaroToBKy 3aBepLIEHO - MOXHa PO3MOYMHATU BCTAaHOB/EHHA. BapTo BCTAHOBUTM Mpanopelb npo
nepesaBaHTa)eHHA cucTemun. [pouec BCTaHOB/EHHA MOXe 3alHATM Aeakuid vac. [licna ycniwHoro
3aBepLIEHHSA BIKHO MalicTpa BUragaTMmMe noAibHo Ao 306paxeHoro (puc. 9.9).

T Add Roles and Features Wizard - O X

& Add Roles and Features Wizard

Confirm selections e i e View progress

To complete the installation, you must restart the RD Session Host servers. After installation is complete
on the remote computers, the local computer will be restarted.

The selected Remote Desktop Services role senvices are being installed

Server Pragress
RD Connection Broker (1 server selected) RD Connection Broker rale service
Sery-22-40-1 falkovsky.net 40-1 falkovskynet In Progress
RD Web Access (1 server selected)
Serv-22-40-1falkovskynet RD Web Access role service
RD Session Host (1 server selected) Sery-22-40-1 falkovsky.net T In Progress
Installing...
& The following servers may restart after the role service is installed. . §
RD Session Host role service
Sery-22-40-1 falkovsky.net - - o 2240 s
Completion erv-22-40-1 falkovsky.net ending
Restart the destination server automatically if required

Puc.9.9

BcTaHOB/IEHHA HEOBXiAHMX KOMMOHEHTIB 3aBeplLUeHOo, a BianoBigHa rpyna onuii 3’ABMaucaA y BikHi Server
Manager (puc. 9.10). Tenep Tpeba HanawTyBaTU BCTAaHOB/IEHI CNYXKOU.



MIHICTEPCTBO OCBITH I HAYKM YKPATHU ®-22.05-05.02/2/BK-
KutomMupchKka JEP)KABHHUM YHIBEPCUTET « KUTOMUPCBHKA MOJITEXHIKA» ' 202'6
noJiTexHika Cucrema ynpasiinns skictio Bignosinae JICTY ISO 9001:2015
Exsemnnap Ne 1 Apxk 66 /153
T Server Manager - X
Server Manager * Dashboard ~ @ | F. Manage  Tools  View  Help
I§i ADDS 1 {8 DpHer 1 £ DNs 1
ili ;T;:ZZE[ (® Manageability (® Manageability (@ Manageability
I—i-I AD DS Events Events Events
{8 DHCP Services Services Services
2, Dis Performance Performance Performance
5 File and Storage Services b BPA results BPA results BPA results
o IS
@ Remote Desktop Services b
=m File and Storage = Remote Desktop
r‘ Services U ® IS U @ Services !
(® Manageability (® Manageability (® Manageability
Events Events Events
Services Services Services
Performance Performance Performance
BPA results BPA results BPA results
09.06.2025 0:09
Puc.9.10
3aBaaHHA Ne9.1
i KopucTytoumcb iHCTPYKLiAMU, NOAAHMMW BULLE, 34iNCHITb BCTAHOBNEHHA CNyXKO

BigAaneHoro pobo4yoro cTony Ha NepLwomy KoHTposiepi gomeHy 3 OC Windows Server.

il MepeKkoHawTecs, Wo cayXowm BiaaaneHoro poboyoro ctony (Remote Desktop Services) 6yno
yCMilHO BCTAHOB/IEHO.

3BiT Ma€ MiCTUTU CKPMHLIOTM OZEPHKAHUX BiJOMOCTEN Ta ONUC OCHOBHUX AilA.

HanawTtyBaHHA cnyk6 BigganeHoro pobouoro crony y Windows Server

[ani noTpibHO BUKOHATM HanalTyBaHHS BCTaHOBNEHMX KoMmnoHeHTiB RDS. VY BikHi Server Manager nepeiaitb
0o rpynu Remote Desktop Services. ¥ HUXKHiN YacTuHi obnacti Overview BigobparkaTumeTbca Aiarpama
BignosigHMx cnyx6 (puc. 9.11). [edAki 3 HUX y»Ke MatoTb 6a30Bi HeobXigHI HanalwTyBaHHA, a AedKi e Tpeba
OOHaNaLWTyBaTH - iX NO3HAYEHO 3e1eHMMM NatocaMu. Y Ui poboTi MM He Byaemo HanawToByBaTh cNyKo6y RD
Gateway, OCKiNbKM Halla MOAeNb MepeXi Hapasi He Ma€ BUXOAYy Y 30BHIWHIO mepexy. HaTomictb
ckoHdirypyemo RD Licensing (puc. 9.11).

Server Manager

@ ~  «Remote Desktop Services * Overview @1

DEPLOYMENT OVERVIEW

E RD Connection Broker server: Serv-22-40-1.falkovsky.net TASKS ¥
i Servers Managed as : FALKOVSKY\administrator
[ Collecti...
i§i
y ® ®
2 RD Web Access RD Gateway RD Licensing
g
o
— @

RD Connection Broker

D E
RD Virtualization Host RD Session Host

Puc.9.11

Obepemo y posii cepBepy NiLeHsil nepnii KOHTpoaep AomeHy (puc. 9.12).
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[ Add RD Licensing Servers

Select a server

Server Selection

Confirmation

This wizard allows you to add RD Licensing servers to your deployment, Select the servers on which
to install the RD Licensing role service.

Selected
Computer
Filter: | |
4 FALKOVSKY.NET (1)
Name IP Address Operat)

Serv-22-40-1.falkovsky.n...

Serv-22-40-1
192.168.40.243 H( \

Puc.9.12

MepeKoHaliTeca, Wo NoTpibHUI cepsep obpaHo (puc. 9.13) Ha HaTUCHITL Add.

iz Add RD Licensing Servers - ] be

Confirm selections

Server Selection The RD Licensing role service will be installed on the servers and added to the deployment.

mation RD Licensing (1 server selected)

Serv-22-40-1falkovsky.net

Pnc.9.13

[ani BaXKNMBO NepeKoHaTHCA, Lo A0 CepBEPY MOXKHa Mif’egHyBaTUCA Yepes cay»Kbu BigaaneHoro poboyoro
ctony. Lle morkHa 3pobutn yepes By3on Server Manager = Local Server Ha KoOHTponepi AomeHy MNMyHKT MeHto
Remote Desktop (Enabled) (puc. 9.14, puc. 9.15).

System Properties x .
@ ~  Server Manager * Local Server B
Computer Name  Hardware Advanced Remote

PROPERTIES Remote Assistance
I&§ Dashboard . For Senv-22-40-1 TASKS ~
- Alow Remote Assistancs connections to this computer —
0 Local Server
- Sy Computer name Sery-22-40-1
W& All Servers Domain falkovsky.net load update!
B s Advanced ay at 22:22]
1 pHee
& DNs Microsoft Defender Firewall  Private: On Femote Deskdon me Protect
R File and Storage Services b Remote management Enabled Choose an optian. and then specfy who can connect. s
£ s Remote D Enabled ) )
ie NIC Teaming - (O Don't allow remte connections to this computer b
@ Remote Desktop Services b Ethemnet 192.168.40.243 @ Alow remate connections te this computer -40000-0001
41 Allow cennections only from computers running Remote
Desktop wih Network Level Authertication feeommended)
Microsoft Windows Sef || oot Users b Core(TM) i
innotek GmbH Virtuall Henmechooss : B
8
Cancel Aal
EVENTS
All events | 45 total
Puc.9.14
R B view  Help
Computer Name  Hardware Advanced Remote
Takox NoTpibHO JoAaTVM KOPUCTyBauiB, AKi - b
BUKOPUCTOBYBATUMYTb CEPBICU BIAOANEHOTO ;Lh: Select Users or Groups %
p060q0 ro Ccrony, A0 CTaHOaQPTHOI rpynu Select this object type
U G
Remote Desktop Users. Lie MoxHa 3po6utm [Vser or Groups || Ot Types.
From this location:
ANnA KOXHOro KopucrtyBada OKpemo, ane 'y [fakovsky et || Locations...
. . o e .
n O6OT| Mn oaamo (o] IEI T M BCIX Enter the object names to select (examples):
FAL
. . Domain Users| Check M.
uneHis rpynu Domain Users (puc. 9.15). ==
To
Fan|
Advanced... Cancel

Pwuc. 9.15
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OpeprKMMo BMICT BKIaaKM Members y BnactmBocTax rpynu Remote Desktop Users, noaibHuin oo
306paxkeHoro Ha puc. 9.16. HaTtuchite Apply.

Computer Name  Hardware  Advanced = Remote

Remete Desktop Users 70X

The users listed below can connect to this computer, and any members of
the Administrators group can connect even if they are not listed

€7 FALKOVSKY\Domain Users |

FALKOVSKY\administrator alrzady has access.

To create new user accounts or add users to other groups, go to Cortrol
Panel and open User Accourts

| oK Cancel |
\ |
oK Cancel Apply

Puc.9.16

Tenep goHanawTyemo KomnoHeHT RD Licensing. Ana yboro B obnacti Deployment Overview obepiTb
TASKS - Edit Deployment Properties (puc. 9.17).

i Server Manager

@ ¥ “Remote Desktop Services * Overview @1 e oo

DEPLOYMENT OVERVIEW DEPLOYMENT SERVERS

) Con n Bro st refreshed on 09.06.2025
SK

Managed as : FALKOV:

Edit Deployment Properties

i Servers

- Connect to Another Deployment

[ L} Collections Refresh

B @ ® eer FODN

i SERV-22-40-1 FALKOVSKY.N
RD Web Access RD Gateway RD Licensing SERV-22-40-1.FALKOVSKY.N

SERV-22-40-1,FALKOVSKY.N
SERV-22-40-1.FALKOVSKY.N

S Al
B

@

RD Connection Broker

Puc.9.17

BKaxkemo, Lo niueH3yBaHHA byae 34ilicHioBaTMCA Y pexumi Per User i nepekoHalimocs, wo y poni
cepBepy NiLeH3yBaHHA 06paHO NepLInii KOHTpoep AoMeHy (puc. 9.18).

[ Deployment Properties

Configure the deployment

Show Al
RD Gateway + RD Licensing
RD Licensing =
Select the Remote Desktop licensing mode:
RD Web Access +

Certificates + _
/& Per User

/Spmfy 3 license server, and then click Add:

Select the order for the Remote Desktop license servers:
The RD Session Host server or the RD Virtualization Host server sends requests for licenses
to the specified license servers in the order in which you list them.

O Per Device

| Serv-22-40-1.falkovsky.net |

| 0K H Cancel H Apply

Pnc.9.18

[ani noTpibHO cTBOPUTU cepTUdiKaT, AKNIA BUKOPUCTOBYBAaTUMETbCA ANA NiLeH3yBaHHA. Y AaHOMY NpuKnagi
ue byge camonignucaHuii ceptuoikar (selfsigned cetificate). Mloro moxHa ctBopuTn 3acob6ammu PowerShell.
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CnoyaTKy CTBOPMMO CaM CepPTU®iKaT (BUKOHAHHA KOMaHAM MOXKe 3aHATU TPOXM Yacy, Lie HOPMAJbHO):
New-SelfSignedCertificate -CertStoreLocation cert:\LocalMachine\My -DnsName "RDP" lNoTim 3agamo
naposb ana ceptnoikaty (pmc.9.19):

Spwd = ConvertTo-SecureString -String "Password2025" -Force —AsPlainText

EX¥ Administrator. Windows PowerShell

ft Corporation. All rig d.

ower5hell for new features and improvements!

ar> New-SelfSignedCertificate

ConvertTo-SecureString

Puc.9.19

Mapob, AKWI BU BUBPaANK Ha LLbOMY KpoLi, 3Hag06UTbCA Y HAaCTYMHMX HaNaWTyBaHHAX.
Hani mn byaemo 3aBaHTaXKyBaTW HOBOCTBOPEHWI cepTudikaT y Buraagi ¢ainy. Ona uporo 3Hagobutbes
KOHCOMb MMmC Ta OCHaLWEHHA Sertificates.

3anycTMT mmc MoxHa 3 BikHa Run / BukoHamu (Win + R). 3po6utu ue tpeba Ha cepsepi. Y BiKHi
KoHconi mmc obepitb File > Add/Remove Snap-In, sk ue nokasaHo Ha puc. 9.20.

@ Consolel - [Console Root]
& File Action View Favorites Window Help

@ New Ctrl+N
Open... Ctrl+O
Run X
Save Ctrl+5
Save As. 10 items to show in this view.
5 Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you. Add/Remove Snap-in... Ctrl+M
Options...

Open: | mmc| ~

1 C:\Windows\system32\gpme
® This task will be created with administrative privileges. 2 CAWindons\system3Z\dhcpmgmt
3 C:\Windows\system32\dssite

4 CA\Windowshsystem32\dnsmgrmt
Cancel Browse..

Exit

Puc. 9.20
3HalaiTb NOTPibHE OCHaLLEeHHs Ta A04aiTe A0oro y Bally HOBOCTBOPEHY KOHCOo/b (puc. 9.21).

| Add or Remove Snap-ins b

|== ‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ns. Far
| @ File | extensile snap-ns, you can configure which extensions are enabled,

| = Available snap-ins: Selected snap-ins:
| Con: Snap-n Vendor ”~ _| Console Root Edit Extensions...
] Active Directory Use... Microsoft Cor... S
ActiveX Control Microsoft Cor. ..
& ADST Edit Microsoft Cor...

[Eauthorization Manager Microsoft Cor... ove Up
Iﬁ-‘ Microsoft Cer...
. Component Services  Microsoft Cor...

a
Y

Add >

_'4!; Computer Managem... Micrasoft Cor...

&% Device Manager Microsoft Cor...
& pHep Microsoft Cor...
&5 Disk Management Microsoft and...

£, DNs Microsoft Cer...

{d]Event viewer Microsoft Cor...

| Folder Microsaft Cor... Advanced...
Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Cancel

Pnc.9.21
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Certificates snap-in

Hani obepemo nyHKT Computer Account
(puc. 9.22).

This snap-n will always manage certificates for:
() My user account
() Service account

(®) Computer account

Puc.9.22

Select Computer

I-I pa L|||'OBaTM p'a He OCHa L|_||eH Hﬂ 6yp|e Select the computer you want this snap-in to manage.

. This snap-in will always manage:
NOKaNbHO, Came Ha LpOMy  CepBepi e e
(pnc. 9.23).

() Another computer Browse..

[] Mllow the selected computer to be changed when launching from the command line. This
only applies i you save the console

< Back Cancel

Puc.9.23
Add or Remove Snap-ins

I—I e pe KO H a l\;‘Te Cﬂ, |.|.||O OC H a |.|.||e H Hﬂ Ce rtifl Cates You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For

extensible snap-ins, you can configure which extensions are enabled.

cnpasai obpaHe Ta HaTUCHITb OK (punc. 9.24).  poiemeeis e e
Snap-n Vendor A [ console Root Edit Extension
: Active Directory Use... Microsoft Cor. .. ""H Certificates (Local Computer) .
=" ActiveX Control Microsoft Cor...
(2 ADSI Edit Microsoft Cor...
[T authorization Manager Microsoft Cor... Move Up
5 Certificates Microsoft Cor... S
% Move Dowr
. Component Services  Microsoft Cor. ..
Add >
& Computer Managem... Microsoft Cor...
;.‘.; Device Manager Microsoft Cor...
% phHep Microsoft Cor...
=+ Disk Management Microsoft and...
;—, DNS Microsoft Cor...
@ Event Viewer Microsoft Cor...
_‘ Folder Microsoft Cor... ezl
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

—~5

CK Ca

Puc.9.24

Tenep y HOBOCTBOPEHIiN KOHCONI € neplie ocHauweHHA - Certificates (puc. 9.25). BoHo mae 6arato
BY3NiB, OHAK Hac LikaBuTb By30A Personal - Cetificates. Came TyT mae Bigobpaxatuca ceptudikaTt, AU
paHiwe 6yno cTtBopeHo 3a gonomoroto PowerShell.

Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates]
E File Action View Faverites Window Help

o zEl 42 XEE B

hd _p)J Certificates (Local Computer) || Issued To lssued By Expiration Date  Intended Purposes Fi
~ || Personal 6.2026
| Certificates

i o ol Serv-22-40-1 falkovsky.net  Serv-22-40-1falkovsky.net 07122025
_| Trusted Root Certification Authc

~| Enterprise Trust

| Intermediate Certification Authr

~| Trusted Publishers

Server Authentication

Puc. 9.25

KoHconb 36eperkemo Ha BMNa[oK, AKLLO BOHA 3HaA06UTbCA y ManbyTHbomy (puc. 9.26).




MIHICTEPCTBO OCBITU I HAYKHU YKPATHU ©-22.05-05.02/2/BK-
KuromMupcbka JEPKABHUI YHIBEPCUTET «KATOMUPCHKA IMMOJITEXHIKA» ' 2026
noJiTexHika Cucrema ynpasiinns skictio Bignosinae JICTY ISO 9001:2015
Exsemnnap Ne 1 Apx 71 /153
Save As hd
Save in: | Windows Administrative Tools w | @ ? * [~
% MNarne Date modified Type

Mo items match your search,
Cuick access

Desktop

Libraries

-

This PC

¢ ;

Neﬁ:\rork

File name: |Cert_ConsoIe_FaIknvsk'_.'.msc| w | I Save

Save as type: Microsoft Management Console Files ("msc) Cancel

Puc. 9.26

Tenep eKkcnopTyemo uen ceptTudikaT Ha cepsep y sBurnagi ¢anny. Ona uporo cnepwy sBubepemo
BiZINOBiAHY ONUit0 Y KOHTEKCTHOMY MeHto cepTudikaty (puc. 9.27).

Cert_Console_Falkovsky - [Console Root\Certificates (Local Computer)\Persenal\Certificates] -

F\\E Action  View Favorites  Window Help

e rnFE 4B XKE = HE

~ Console Root Issued By Expiration Date  Intended Purposes Fi | Act
v [l Certificates (Local Computer) Y Client Authentication, ... <[|e]
v [ Personal E‘@JSEI’V-ZE-‘iD-LfElkUVSk)’.HEt Senv Open 12,2025 Server Authentication <
| Certificates
| Trusted Root Certification Authoriti All Tasks ? Dpen
J Enterprise Trust L | Cut Request Certificate with New Key...
_| Intermediate Certification Authoriti
| Jrusted Publishers Copy Renew Certificate with Mew Key...
_: Untrusted Certificates las Manage Private Keys...
| Third-Party Root Certification Auth Properties Advanced Operations >
| Trusted People
| Client Authentication Issuers Help
| Preview Build Roots I

Puc. 9.27

3anycTuTbca malicTep ekcnopty ceptuadikaTtie (puc. 9.28). HaTucHiTb Next.

&+ Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification autherity, is @ confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

MNext Cancel

Puc.9.28
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Cuctema nonepeauTtb Hac, Wo And X
. € 4 Certificate Export Wizard
HACTYnNHOI pO6OTM 3 €KCNopPTOBAHUM
cepuTdikaTom  3HamobutbcA  Maposib S
(pMC 9 29) M,EI,ETbCﬂ n po na pOﬂ b HKV”\;‘ MU You can choose to export the private key with the certificate.
.. . )
3 a p'a m 3 a p‘o n O MO ro |'0 P OWG rS h e I l * anaﬁ(e keys are password protecteda If ymlj want to export the private key with the
. certificate, you must type a password on a later page.
H aTM C HITb NeXt. Do you want to export the private key with the certificate?
(O No, do not export the private key
Cancel
Puc.9.29
dopmaT Ka4Ya Anwaemo 6e3 3miH X
(pMC 930) & ¥ Certificate Export Wizard
Export File Format
Certificates can be exported in a variety of file formats.
Select the format you want to use:
(® Personal Information Exchange - PKCS #12 (.PFX)
Indude all certificates in the certification path if possible
[IDelete the private key if the export is successful
[JExport all extended properties
Enable certificate privacy
Cancel
Puc. 9.30
r”p,TBepp,MMO CBOE NPaBO Ha 3aBaHTAa*XeHHA X
[V} . . € &* Certificate Export Wizard
daininy  ceptudikaTy, BBIBWUIM  NaApOSb.
Anroputm wWndpyBaHHA 06epiTb Ha BNACHWUIA sty
. To maintain security, you must protect the private key to a security prindpal or by
poscya. Ha ckpuHwoTi BubpaHo AES256- A
[T]Group or user names (recommended)
SHA256 (puc. 9.31).
Confirm password:
Encrypton: | AES2%6-5HA2%6 | v
Cancel

Puc.9.31
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ObepiTb nanKky, B AKy Tpeba C

. o . | i ; )
36epertt cepTudikaT, Ta MOro iM'a (puc. (B e Ader Vier Faois ¢ cofiote fpor e
(o= nE 4 BIXE
9.32). —

| Console Root

v [ Certificates (Local Computer) File to Expart
v Personal Spedfy the name of the file you want to expart
~| Certificates
" Trusted Root Certification .
| Enterprise Trust File name:
_ Intermediate Certification Ct\Users‘Administrator\Desktop\RDP_Certificat_Fakovsky.pfic ‘ E Browse.., i

| Trusted Publishers
" Untrusted Certificates
_| Third-Party Root Certificat

Puc. 9.32

MepeBipTe, WO BBEAEHO KOPEKTHI |=
| File Action View Favorites & L certificate Export Wizard

AaHi (puc. 9.33) 1 HaTUCHITbL Export. e 2@ & = XE

{1 Console Root
~ G Certificates (Local Computer)
~ [ Personal

7| Certificates
Trusted Root Certification.
Enterprise Trust
Intermediate Certification
Trusted Publishers
~| Untrusted Certificates
7| Third-Party Root Certificat
7| Trusted People
7| Client Authentication lssur
7| Preview Build Roots
~| Test Roots
7| Remote Deskiop

- You have specified the following settings:

ExportKeys

File Format

Include all certificates in the certification path Yes
Personal Information Exchange (=.pf]

Completing the Certificate Export Wizard

You have successfully completed the Certficate Export wizard,

C:\Users\Administrator\Desktop\RDP._§

Certificate Enrollment Req
Smart Card Trusted Roots.
Trusted Packaged App Inst
Trusted Devices

Web Hosting
Windows Live ID Token Iss
| WindowsServerUpdateSen
<
Puc. 9.33
Ceptudikar eKCcnopToBaHo
(puc. 9.34).
__RP = | Desktop —
Home Share View
< v 4 [ > ThisPC » Desktop ] Search Desktop
Name Date modified Type
v 3k Quick access 3
RDP_Certificat_Falkovsl 09.06.2025 2:32 Personal Informati...
[ Desktop - - oy
# Downloads

|=| Documents

Puc.9.34

f Deployment Properties

MpoaoBXKyeMo HanallToByBaTK
NiueHsyBaHHA Yy BiKHIi Deployment
Properties, KpOK Cerificates.

RO Licensing

ire the

Manage ce

O6epemo nepuly 3 TPbOX CAYX6 y e T
CNUCKY W HatucHemo Select Existing Vit s e e s Gt

Role Service Level Status.

+
+
+

evel?

Services deployment requires certificates for server authentication,

Certlflca te ( puc 9.35 ) . [ = fonm:(l»oﬂ Broker - Enable Sinc_Not Configured

n Broker - Publishing Not Configured

Not Configured

nkno

Subject name: Not Applicable

This certificate is required for server authent

Ha HacTynHomy KpoLLi
3HafobuTbLCA BBECTU napo”b,

certficate.

on to the Remote Desktop Services

You can update this certficate by creating & new certificate or by selecting an existing

Create new certificate.. Select existing certificate...

3agaHnit paHile (puc. 9.36).

ok | [ Concel

Puc.9.35
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e Select Existing Certificate X

You can choose to apply the certificate that is currently stored on the RD Connection Broker server, ar you can select a different
certificate that is stored in a PKCS certificate file.

Apply the certificate that is stored on the RD Connection Broker server

(®) Choose a different certificate

Certificate path:

Ch\Users\Administrator\Desktop\RDP_Certificat_Falkovsky.pfx

Password:

[ |

b

Allow the certificate to be added to the Trusted Root Certification Authorities certificate store on the destination computers

Puc. 9.36

CtaH cepTndikaTy nepoi cnyxom amiHuTbeca Ha Ready to apply. NMepeKoHaBLWMCD, WO Lo cny»Kby BUBpaHo y
nepeniky, HaTUCHITb Apply (He OK) puc. 9.37. 3acTocyBaHHA 3MiH MOXe 3alHATU AesKNiM Yac.

fis Deployment Properties Lis o x

+ + +

A Ramote Desitop Senices deployment requires certficates for sarver authenticatica, single sign-on and
estal g s hOns.

g Orly 8 single certificate can be edded to » specific role service at s tme To add certdicates to sgditionsl
role services, dick Apply or OK

Current degloymes

certificate lave! iz Not Configured

What is a ce

Role Sarvice Level Status State
RD Connection Broker - Enable Sing  Not Configured - Feady 1o spply

Zonnection Brcker - Pubfzhing Nt Configurad -
) Web Access N Qe

Subject name: Nz Applicatle

This cortificate s required for servar authentication 1o the Remote Desktop Seraces deployment.

You can update this certdficate by creating a new certficate or by selecting an existing centificate.

oK Cacel ||| avpy i

Puc.9.37

[ani NOBTOPUMO aHaNOriyHi Aji | & deemePoperis = H O
3 pewToro ABOMa Cl]y)K6aM ny Configure the deployment
cnucky. Y  miACYMKy  CTaH
. ] X RD Gateway + Manage certificates
ce pTM d) IKaTiB ,Cl,flﬂ BCIX Tp bOX HOIREIEING : ARemote Desktop Services deployment requires certificates for server authentication, single sign-on, and
cnyx 6 MOBUHEH MaTu CTaH ‘955 establishing secure connections.
. _ Current deployment certificate level is Untrusted

Success (puc. 9.39). Ceptudikart Wheiss confe i
Ana RD Gateway HeaKTUBHWIA - e

H RD Connection Broker - Publishing  Untrusted oK Success
L||e HopMaanO’ OCKIn bKM RD Web Access s Untrusted OK Success.
BiANOBigHY cnyKby Hapasi He i
HanNawWTOBaHO. PiseHb e
ce pTM ¢) | K aTi B 3a p a3 U n tru S te d' l:wt; ::::;z: v{i :E:El).ll\f;: ;i ::eask:\e RemoteApp and Desktop Connection subscription and server
|_|_||0 no B' A3aHO 3 You can update this certificate by creating a new certificate or by selecting an existing certificate.
BUKOPUCTaHHAM Create new certificate... | | Select existing certificate..
camonignucaHmx ceptudikaTis.
Ona Hawoi HaBYanbHOI moaeni

MepeKi ue [0NyCTUMMIA Puc.9.39
BapiaHT.
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3aBaaHHA N29.2

1. Cnupatounch Ha HaBeAeHiI BULLLE peKOMEHAALLT, HaNalTyiTe paHile BCTaHOBEHY CAYKOy
RD Licensing.

BKasiBKu:

ANA NileH3yBaHHA CKOpUCTaiTecs camonignmMcaHnm ceptudikaTtom, 3reHepoBaHUM
3acobamu PowerShell;

naposib ana ceptudikaTy 06epiTb CAMOCTINHO;

iMm’a ana ekcnopToBaHoro daiiny ceptudikary -
RDP_Certificate_Surname.pfx, ae - Surname Balle Npi3BuULLE;

KOHCO/b 3 ocHaleHHaM Certificates 36epeXiTb 4na MmabyTHbOro BUKOPUCTAHHA Mg,
imeHem Cert_console_Surname.msc, ae - Surname Balue npi3suLLe.

3BIiT Ma€ MICTUTU CKPUHLLIOTU OZEpPXKaHUX BiJOMOCTEN Ta ONMUC OCHOBHUX AilA.

JopnasaHHA DNS-3anucy ana gocryny Ao cay»K6 siaaaneHoro poboyoro crony

3BEpPHEHHA A0 CAYXKO BigaaneHoro poboyoro crtosly byae 3py4yHiliMm, SIKLLO Le MOXHa byae pobutn 3a
AOMEHHUM iM’ am. [na uboro Ha DNS-cepBepi NoTpibHO CTBOPUTH BiANOBIAHWI 3anucC.

Y poni DNS-cepBepy i cepBepy, WO Hagae AoCTyn A0 CayXb BiaganeHoro poboyoro cToy, y HaWomMy BUNAAKY
BiANOBIAAE NEPLINIA KOHTPOAEP AOMEHY. TOMY HaNaLWTYBaAHHA 34iMCHIOEMO Ha HbOMY.

3anycTitb iHCTpymeHT DNS Manager (Tools = DNS). Y 30Hi npamoro neperasgy surname.net nogaiTte
DNS-3anuc Tuny A 3 im’am RDP. Ak IP-agpecy 3afaiiTe agpecy Neplioro KoHTposiepa gomeHy (puc. 9.40).
CtBOpeHHA BignosigHoro PTR-3anncy y 30Hi 3BOPOTHOrO Nepernagy - Ha Ball po3cyA.

*

File Action View Help
et R XEG= HRE 8 8&
]
EENS MName New Host X ftamp
w § SERV-22-40-1 -—.I msdcs
~ || Forward Lockup Zones j_sites Mame {uses parent domain name if blank):
-l _msdes.falkovsky.net j_th | RDP |
v 5| falkovsky.net j' p
_udp

| _mzdecs

| _sites

_tep

| _udp

| DomainDnsZones

| ForestDnsZones
| Reverse Lookup Zones
| Trust Points
| Conditional Forwarders

jDomainDnsZones
jForestDnsZones
E—I(same as parent folder)
E—I(same as parent folder)
E—I(same as parent folder)
E-I(same as parent folder)
E—I(same as parent folder)
E—Irouter

Elserv-22-40-1
Elserv-22-40-2

Fully qualified domain name {FQDM):

| RDP.falkovsky.net.

IP address:

| 192, 168.40.243

Create assocated pointer (FTR) record

Same owner name

[ Allow any authenticated user to update DNS records with the

2025 10:00:00
2025 5:00:00

Cancel

Puc. 9.40
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3aBaaHHA N29.3

[l BUKOPUCTOBYOUM NOAaHI BMLUE IHCTPYKL,i, goaaliTe Ha DNS-cepBepi 3anuc Tmuny A, Wo BKasyBaTUMe Ha
cepsep 3i cnyxkb6amu BiaganeHoro poboyoro crony.

MioKa3Kka. AKWo He BAAETLCA CTBOPUTK 3anuc (KHonKa Add Host HeaKTuBHa), cnpobyiite
nepesaBaHTa*kMTK DNS-061acTb.

B NepekoHanTecs, wo DNS-3anuc ycniwHoO cTBOPEHO.

3BiT Ma€ MICTUTU CKPUHLLOTU OZEepKaHUX BiAOMOCTEN Ta ONMUC OCHOBHUX AiiA.

JocTyn KopucTtyBadiB A0 nporpam yepes cay:k6u BigaaneHoro pobo4voro crony

OCHOBHi HanawTyBaHHA 3pob6aeHO. Tenep MOXHa HafaBaTU KOpPUCTyBaYaM AOCTYN A0 BCTAHOB/AEHUX Ha
cepBepi nporpam.
CnepLy nepesipMmo, Y JOCTYN Y NPUHLMAI HaZaHO. YBiMAEMO y cucTemy Ha Byab-sKii pobodiit cTaHu,ii Ta
BBEZLeMO B afipecHoMy paaKy Bebbpaysepa agpecy https://rdp.surname.net.

OcKinbKn 6yno BUKOPUCTAHO camonignncaHnin ceptudikat, BU MoxKeTe NO6AYNTM NOBIJZOMAEHHSA NPO
HesaxuuleHicTb BebcalTy (puc. 9.41). Lle HopmanbHO Y AaHili cuTyallii - HaTUCHITb Mepelimu Ha 8eb6-cMOPIHKY
4M iHWe noAibHe NocMNaHHsA y Bawomy bpaysepi.

B & | B Nomwka ceprudikata: X | 4+ = O X

< O @ A Tomunka ceptudikara | https://rdp.holovnia. bh*d ~ 7

Llei Beb-caliT He 3axuLLeHui

Lle moxe 03HauaTK, O XTOCh HAMaraeTbCa BBECTM
Bac B OMaHy abo BMKpaCcTX BIAOMOCTI, AKi BU
HajacunaeTe Ha cepeep. Cnia HerarHo 3aKpuTu Lei
CauT.

1 Mepeiiaitb Ha NOYATKOBY CTOPIHKY

Biaomocri

Baw MK He aosipse ceptudikaty 6e3neku Uporo
Beb-canTy.

IM'a xocTa B cepTudikati 6e3nekv Beb-caiiTy
BIAPI3HAETLCA BiA BEB-CalTy, AKWUIA BM HamaraeTecs
BiABIAaT.

Kog nmomunkwu: DLG_FLAGS_INVALID_CA
DLG_FLAGS_SEC_CERT_CN_INVALID

MepeliTh Ha BeG-CTOPIHKY (He peKoMeHA0BaHO)

Puc.9.41

AKLWO 3’eAHaHHA ycnilHe, BU NobaunTe cTapToBy cTOpiHKY IS Windows Server (puc. 9.42).
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B <3| 83 s Windows Server X 4 v = o X
<« > 0 @ A Momunka ceprudiata | httpsy//rdp.holovnia.net/ w v= /. [Biavosm|

B8 Windows Server

Internet Information Services

Welcome Bienvenue | Tervetuloa
£3z% Benvenuto #2
‘} Jh” Bienvenido® Hos geldiniz | o'xan ooma Welkom
Bem-vindo i
Kowg [lo6po
Vitete  OpioaTe noxanosats [ UAVOZOIjik

Lase WD

Microsoft Willkommen [Velkommen

H A L6y noyatv noLuyk, BBEAITs 3anuT TyT

Puc. 9.42

Hac uikaBnatb cnyxobu, HanawToBaHi y mexax Liei poboTtn, ToMmy 40 afpecu B agpecHomy psaaky bpaysepa

aogdamo /rdweb. Hanpuknaa,
@ RDWeb Access x IR

G ( x IS W4/ /rd p. falkovsky.net/RDWeb

ABTEHTUPIKYEMOCS Yepes oaMH 3 061iKoBMX 3anuciB goMeHy (puc. 9.43).

G 0 Mot secure | hitps://rdp.falkovsky.net/RDWeb/Pages/en-US/legin.aspx?ReturnUrl=/RDWeb/Page... 'EE) g {\E -

L | Work Resources

?_,'I RemoteApp and Desktop Connection

Help

Domaintuser name: |falkovsky.net\figor

Security

Warning: By logging in to this web page, you confirm
that this computer complies with your organization’s
security policy.

To protect against unauthorized access, your RD Web
Access session will automatically time out after a period
of inactivity. If your session ends, refresh your browser

Punc.9.43

Micna ycniwHoro Bxoay nobaunmo obnacte RemoteApp and Desktops - NOKM Lo NOpoXKHIo (puc. 9.44).
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B ﬂJﬁRDwenMcess X ‘+ v

€« - 0 @ A TMomwnxa ceprudikara  hitps://rdp holovnianet/RDWeb/Pages/en-US/Default aspx ¥ = 1

|’~ Work Resources

2% RemoteApp and Deskiop Connection

RemoteApp and Desktops Help  Sign out

Current folder: /

Windows Server* 2019

£ 1Llo61 nouat nouyK, B8eAITs 3anuT TyT

Puc.9.44

CTBOPUMO MepLly KOEKLito A HafaHHA JOCTyny A0 NporpamM KOpUCTyBayam AOMeHy. [a Lboro y BiKHi
Server Manager nepeiifite fo rpynu Remote Desktop Services Ta 06epitb Collections. Aani obepitb TASKS -

Create Session Collection.(pwvc. 9.45)

JLLECTIONS /~
Overview it refreshed on 09.06.2025 6:44:07 | All collections | 0 total Ii Em
Servers - - Create Virtual Desktop Collection
— f B @~ [ [ creste Session Collection | |

Edit Deployment Properties
fype Size Resource Type Status

Puc. 9.45

BiAKpUETbCA BiKHO MaicTpa CTBOPEHHA KoJsiekLin (puc. 9.46).

f Create Collection

- o X
Before you begin
Before You Begin This wizard allows you to create a session collection. A session collection consists of one or more
Remote Desktop Session Host (RD Session Host) servers.

Collection Name
You need the following to complete the wizard:

* An existing user or user group must exist in Active Directory Domain Services (AD DS) consisting
of users that should have access to this collection.

* At least one RD Session Host server that is not assigned to a collection should be added to the
deployment.

[C] Do not show this page again

Puc. 9.46
Hdamo Konekuji im’a (puc. 9.47).

Name the collection

Before You Begin A session collection name is displayed to users when they log on to a Remote Desktop Web Access
server.
Collection Name

Session Host Hame]
|Fa|kuvsky-RD-Co||=dio.J

User Profile Disks Description (optional):

Puc. 9.47
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Ob6epemo cepBep, AKNI € BOLHOYAC NEPLUMM KOHTPOAEPOM AoMeHyY (puc. 9.48).

Specify RD Session Host servers

Before You Begin

Collection Name

Select the RD Session Host servers from the server pool to add to this collection.

Selected
User Groups Computer
User Profile Disks Filter: |
ser Profile Disks 4 FALKOVSKY.NET (1)
Name IP Address Serv-22-40-1

JocTyn oo Koneku,ii 3a
3aMOBYYBAHHAM MATUMYTb BCi
KOpMCTyBadi gomeHy. Hac ue
BNawwToBYyE (puc. 9.49).

Sery-22-40-1.falkovsky.n...

Cperat]

Puc.9.48

Specify user groups

Before You Begin

Collection Name

User Groups:

Add the user groups that should have access to connect to the collection.

FALKOVSKY\Domain Users

| [ A |

Puc. 9.49

HanawToByBaTK nNpoOCTip Ha AUCKY A4NA BigganeHuMX KOPUCTyBadiB Hapasi
HanawTyBaHHA (puc. 9.50) i HaTUCHITL Create. CTBOpPEHHS KONEKLIT MOXKe 3alUHATU AeAKNI Yac.

Remove

He 6yaemo. [epesipTe

fia Create Collection - o X fa Create Collection - o X
Specify user profile disks Confirm selections
s store user profie nd data in a central focation for the Before You Begin Cotlection Name
Location of user profie disk Elios Users and User Groups
s FALKOVSKY\Demain Users
Disks
— - Remote Desktop Session Host Servers
SERV-22-40-1.FALKOVSKY.NET
User Profile Disks
No
@ The servers in the collection must have full control permissions on the user profile disk share,
and the current user must be a member of the local Adrministrators group on that server
<Previows | [_Nea> | Concel | < Previous Next > Create | [ cancel
PROPERTIES

Overview D Properties of the collection TASKS ¥
Servers Collection Type Session

Collections Resources Remote Desktop

Falkovsky-RD-Collection User Group FALKQVSKY\Domain Users
REMOTEAPP PROGRAMS
Published RemoteApp programs | 0 tota TASKS ~
Remote Desktop is published for the users of the collection.
Publishing RemoteApp programs ublish the Remote Desktop.

Puc.9.51

Obepemo KinbKa nporpam (puc. 9.52) Ta HatucHemo Publish.
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f& Publish RemoteApp Programs

- ] x
Confirmation
RemoteApp Programs Confirm that the list of RemoteApp programs to be published is correct, and then click Publish,
RemoteApp Pragram Location

& Remote Desktop Connection H#SYSTEMDRIVE?\Windows\system32\mstsc.exe
(©Resource Monitor #SYSTEMDRIVE3s\Windows\system32\perfmon...
[EjSteps Recorder #SYSTEMDRIVE3s\Windows\system32\psr.exe

Gl Windows Media Player FSYSTEMDRIVES:\Program Files (x86)\Windows...
TWordPad FSYSTEMDRIVES:\Program Files\Windows NT\...

Pwuc. 9.52

Tenep 3 poboyoi cTaHLii Ha OHOBANEHIN CTOPiHLi 6pay3epa BUAHO onybikoBaHi nporpamu (puc. 9.53).
B @ RDWebAccess x |+

< G © Notsecure | hitps//rdp.falkovsky.net/RDWeb/Pages/en-US/Default.aspx

E - Work Resources

. -?_.‘,'I Remotefpp and Desktop Connection

RemoteApp and Desktops

Current folder: /

E O g O B

Remote Resource Steps Windows ‘WordPad
Deskiop onitor Recorder Media Player
Connection
Punc.9.53
Cnpobyemo 3anycTuTu ogHy 3 Hux (puc. 9.54).
M &) RDWebAccess | % Remotepp x — ful x
The publisher of this Remote App program can't be identified. Do you want to connect W - . e
é G 0 Not to run the program anyway 7 A ﬁ Y‘E i : g
a
This RemoteApp program could ham your local or remote computer. Do not connect to run this program E Q {P
unless you know where this program came from or have used it before
-Col-CmsRdsh (1).rdp
% Publisher: Unknown publisher
@] W Type RemoteApp program
) . -Col-CmsRdsh.rd
.)_<.“ Rem Path: mstsc P
Name: Remote Desktop Connection
Remote computer: SERV-22-40-1 FALKOWSKY.NET
RemoteApp! | 1 out
[[] Don' ask me again for connections to this computer
Current folde -\f, Show Details Cancel
| e
L) g O &
Remote Resource Steps Windows WordPad
Desktop Monitor Recorder Media Player
Caonnection
Puc. 9.54

Mepworo pasy Tpeba BBECTM NApOJib KOpPUCTyBaya gomeHy. licna Yoro mporpama sanyctutbea. Y
Jucnemuyepi 3a80aHb BUAHO, LLLO HAcMpaBAi Nporpama npautoe BigaaneHo (puc. 9.55).
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‘»;,7. File Action View Window Help - = "
L Aalial NE_ N 7 Nt h"
@petormance SN VALY =y wev—"
l- Performance Monitor B File Options View
5 Data Collector Sets Processes Performance Users Details Services
[ Reports
18% 52%
Bl Name Status CPU|  Memory
Apps (4)
e @ Microsoft Edge (8) 03% 84,1 MB
~ & Remote Desktop Connection (2) 21% 51,3 MB
40 & Performance Monitor (Serv-22...
& RemoteApp
e Server Manager 0% 64,0 MB
2 {7 Task Manager 7.2% 14,3 MB
Background processes (32)
T:45:58 F:46:11 T:46:21 T:46:31 | AggregatorHost 0% 0,6 MB
= 461 Average 7963 Mini ¥| Antimalware Service Executable 0% 108,6 MB
¥ Application Frame Host 0% 2,7MB
Show Color Scale Counter
v 1.0 % Processor Time B CTF Loader 0% 29Me
Puc. 9.55
3aBaaHHA Ne9.4
1. Cnupatounch Ha NogaHi BULLe iHCTPYKLiT, HaganTe KopMcTyBadam JOMEHY AOCTYN 40 TPbOX
nporpam, BCTaHOB/IEHMX Ha cepBepi. Konekuito Ha3BiTb Surname-RDCollection, pe Surname - Bawe
npissuLue.
2. MNMepeKoHamTeca, Wo [OCTYN A0 YCiX onybAiKoBaHUX NPOrpam L€l KoaeKu,ii HaaBHUNA.
3. Ha npuKknaai ogHiei 3 onybnikoBaHux nporpam 3a gonomoroto Jucrnemyepa 3a80aHb6 NepesipTe, Ae
®i3MYHO BUKOHYETLCA LA MpOrpama.
4. JInwatroum BBIMKHEHOO TecToBy pobouyy CTaHL,it0, BUMKHITb BipTya/ibHY MalwwimnHy 3 Windows Server

(MOXKHa Wnaxom 3beperkeHHs cTaHy MallnHK). MNepe.ipTe, Y4 JOCTYNHI Tenep:

® [0Bi/fIbHa Nporpama 3 TUX, KOTpi BM ony6ikyBanu y Konekuji

® OHOBJIEHHA CTOPIHKM https:/rdp.surname.net/RDWeb MNoACHITb 0aepXaHUi pe3yibTar.

3BiT Ma€ MiCTUTU CKPMHLLOTM OLEPHKAHUX BiJOMOCTEN, ONMC OCHOBHUX Aii, BiAMNoBi4i Ha NocTaBaeHi
3aMNUTaHHA.

Bumoru Ao 3Bity
3BiT Ma€e MicTUTK iHpopMaLito BianoBigHO A0 3aBAaHb 9.1-9.4.
PekomeHpoBaHi gXkepena
1. M. Henderson, J. Krause. Windows Server 2019 Cookbook Second Edition (Second

Edition). Packt Publishing, 2020
2. Orin Thomas. Windows Server 2016 Inside Out. Pearson Education, 2017.
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Po6oTta N210. HanawTyBaHHA CNiNAbHOro NPUHTEpPa Ha b6a3si
Windows Server 2022 ta Active Directory

Merta: HaBUMTUCA 34iNCHIOBATU BCTAHOB/IEHHA Ta 6a3oBe KOHQirypyBaHHA CniibHOro npuHTepa Ha 6asi
AomeHy Active Directory Ta Windows Server 2022.

IHcTpymeHTU: rinepsisop VirtualBox; (3a notpebu) mepexkHuin emynatop GNS3; mogenb Komn'toTepHoi
MepeXKi Ta CTPYKTypa AOMeHY, nobyaoBaHi y mexax nabopatopHux pobit Ne1-9.

TeopeTHUHi BigoMOCTi Ta 3aBgaHHA A0 nabopaTopHoi poboTtn

JopaasaHHA HoBoro npuHTepa y Windows Server 2022

5 Devices and Printers

JloaaBaHHA HOBOro npuHTepa y Windows € 3 7 [ AlCortolParel e > D and e
Server 3arasiom nogibHe [0 aHanOri4HOI s
npoueaypu y HacTibHux Bepciax Windows. e
MPOOEMOHCTPYEMO  LUe  Ha  NpUKAagi Q
npuHTepa HP Neverstop Laser 1001nw. — I \//
Ha lMaHeni kepysaHHs (Control Panel) GenericNonPrP  SERV-22402  USBTablet

obepiTb NyHKT Devices and Printers i
HaTUCHITb Add a printer (puc. 10.1).

~ Printers (2)

S &

Mlgnftprmt Microsoft XPS
Halwa mogenb mepeski HaByasbHa, | peanbHo PR Decumentiiter
NiAKAOYEHUA  NPUHTEP  BIACYTHIN,  TOX
aBTOMAaTUYHO MOro 3HanAaeHo He byae. Tox y
HacTynHoMmy BiKHi ogpasy obupaemo The ofime
printer that | want isn’t listed (puc. 10.2). %

Puc.10.1

!" Add a device

Choose a device or printer to add to this PC

Searching for devices

The printer that | want isn't listed

Cancel

Puc. 10.2

O6M1paemo N0KaNbHMI NPUHTEP Ta NOPT, NPONOHOBAaHWI 3a 3amoBYyBaHHAM (puc. 10.3).
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= Add Printer

Find a printer by other options

() My printer is a little older. Help me find it.

(_) Find a printer in the directory, based on location or feature

() Select a shared printer by name

Example: \\computernamel\printername or
http:// computername/printers/printername/.printer

(C) Add a printer using an IP address or hostname

() Add a Bluetooth, wireless or network discoverable printer

|@Add a local printer or network printer with manual settings

= Add Printer

Choose a printer port

Browse...

Cancel

A printer port is a type of connection that allows your computer to exchange information with a printer.

(®) Use an existing port:

() Create a new port:

LPT1: (Printer Port)

Local Port

Pnc.10.3

Cancel

Ha HacTynHomy Kpoui 3Hagobutbca apaisep. 3aBaHTaKMMO MOro 3 caiiTy BUPO6HMKaA (Epson), BialwyKaswm
Tam HeobxiaHy mogenb (Epson XP330). He 3abyapbTe BKasaTtu, Wo ApaiBep noTpibHuit ana Windows Server.
AKwWwo aparisep ana Windows Server 2022 BiacyTHin, 06epiTb ApaiiBep Ana HaMbBANKYOro BUMYCKY.

3aBaHTA)KYEMO apxiB, L0 CaMOPO3MAKOBYETbCA. 3a A[OMOMOIOH CMiJIbHOTO KaTajnory pobumo 1oro
OOCTYNMHUM Ha BipTyanbHii mawuHi 3 Windows Server (neplumnii KOHTponep AOMeEHY). Y Hawomy BUMNAOKY
3aBaHTa)KeHui daiin BUrnsaae, AK NoKasaHo Ha pwuc. 10.4.
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1 Kype Aauinictpyeanna konn'rar X | M4 Bgei - kkik fv@ztueduua-Me X E Epson)P-330| Support [ Epson | X | +
> 8 epson.com/Support/Printers/All-In-Ones 4P -Series /Epson-XP-330/5/5PT_C11CE60201 Preview-filter=Windows+ Server+ 2022 G B & #

ATTENTION: Your operating system may not be detected below. It's important that you manually select your OS in the Oparating System drop-down menu
below to ensure you're viewing only compatible files.

Cpearating System: | Windows Server 2022 ~

Ultilities —

Epson Software Updater v4.6.9 +

Download >
Y
= Download »
Q5/02¢25 ‘ 26 MB ‘ EpsonFrinterDreSecSuppToal_100.exe

P
| = = Manage Epson_XP330 (\VBoxSvr) (T:) — O x |
| Home Share View Application Tools 9

05/05/25 ‘ 576 MB ‘ ESU_469 exe

Epson Printer Driver Security Support Tool v1.00 +

&

| <« “ A4 == » ThisPC » Epson_XP330 (\VBoxSwr) (T:) » N Search Epson_XP330 (\\WBox5... O
Mame Date modified Type Size
7+ Quick access
Scan File folder
B Deskto
F WiNEG4 File folder
‘ Downloads (#) EpsonPrinterDrvSecSuppTool_100 Application 2754 KB

|| Documents

| Pictures

[ This PC

Puc.10.4
[OBiui KnauHiTb no apxiBy. Apxie camopo3snakyetbca (pnc.10.5) go noTtoyHoro KaTanory MoTpibHy
nignanKky BU3HA4YMMO 3a 4aTO OCTaHHbOI MmoaudiKkauii. Ha puc. 10.6 ue BepxHA Nanka 3 CUCTEMHOLO Ha3BOIO,
CTBOPEHa Hew,o4aBHO.)

ro-
i - | 1~ = | Epson_XP330 (\\VWBoxSvr) (P:) - O
| Home Share Wiew
| <« v 4 == 5 ThisPC » Epson_XP330 (\\VBoxSwr) (P:) » v | D Search Epson_XP330 (\M\WBoxS.
Marme Date modified Type Size
3+ Quick access
CLASSDRY 06.03.2022 8:11 File folder
[ Desktop
SETUP 06.03.2022 2:11 File folder
¥ Downloads [ E_DGEB41.DL_ 30.05.2011 9:08 DL_ File 139 KB
! (& Documents | ] E_DMTNEX.LM_ 04.03.2013 15:02 LM_ File 1KB
=/ Pictures | | E_DTSKSD.DA_ 14.01.2013 8:00 DA_ File 1KB
O This PC | | E_DTSKSDLEX_ 21.11.2013 8:30 EX_File 260 KB
| | ELGCOND4.DL. 20.12.2017 11:04 DL_File 264 KB
£F Network | ] E_GIFX01.DL_ DL_File 173 KB
| | E_JBR301.BI_ BI_ File KB
|| EJCIPAACF_ CF_File 6 KB
| | EJCIPAE.CF_ CF_File TEB

Puc. 10.5
MepeKoHawnTeca, Wo y nanu,i € NoTpibHi paiinm (nepegycim, INF, dil).

MoBepTaemocs go BikHa Add Printer. Ha KpoLi BCTaHOB/IEeHHA ApaliBepa 0bepitb Have Disk... (puc. 10.6).
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| « = Add Printer

Install the printer driver

- Choose your printer from the list. Click Windows Update to see more models.
<=
To install the driver from an installation CD, click Have Disk.
Manufacturer Printers 2
Generic [=] Generic / Text Only
Microsoft [=] Generic IBM Graphics 9pin
[=] Generic IBM Graphics Spin wide
[EIMS Publisher Calor Printer
W
SELILY. Ul o T 0 Ry PR
[=] This driver is digitally signed. Windows Update Have Disk...
Tell me why driver signing is impertant
Mext Cancel
Puc. 10.6
Y BiKHi, 06epiTb WAAX 40 nignanku 3 dannamu gpaneepis npuHTepa (puc. 10.7).
= Add Printer
Install the printer driver
¢
=
] ¥ Locate File e
Lok in: | | | CLASSDRV @ ¥ e mr
Manufaci MName . Date modified ~
o £ EPPRNUT 09.12.2014 20:34
£:] es011b 12.01.2015 8:00
f] escf 13.09.2015 16:00
v
= e Disk...
Tellmg < >
Fiename:  |es011b v [ open |
Fies of type: | Setup Information {*inf) Cancsl Cancel

Puc. 10.7

Cuctema 3HaxoguTb ApanBep i NigTBepaKye, WO BiH Mae
NPOAOBXUTU BCTAHOB/IEHHA.

[Jani byae 3anponoHoBaHO BKasaTh iM’si NPUHTEPA — 33 NOTpebu 3MiHiTb 1ioro abo 3anuLuTe 3anponoHoBaHe

3a 3aMoBYYyBaHHAM (HanpuKknag, Epson XP-330 Series), nicns 4oro HaTUCHITL Next.
[aiiTe npuHTEpY im’s, aKi MicTUTb Balue npissulle (puc. 10.8). HaTtucHiTb Next.

umodposuit nignuc. Hatuchite Next, wo6
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:ga EPSOMN XP-330 Series Falkovsky
Puc. 10.8

Ha HacTynHomy eTani cucTema MoKe 3anponoHyBaTu CNiNbHUIA A4OCTYN A0 npuHTepa (Sharing). Bkaxkemo, wo
npuHTep byage cninbHum (puc. 10.9). Ha LboMy KpoLi MO»KHa TaKoK 3a NnoTpebu BKasaTu IP-agpecy npuHTepa.

You can share this printer with other users on your network. The
'ga printer will not be available when the computer is sleeping or turned
off.

Share this printer
Share name: | EPSON XP-330 Series Falkovsky

Render print jobs on client computers

Puc. 10.9

Y 3aBepLUaibHOMY BiKHi 3'ABUTbCA NOBIAOMIEHHA NPO YCNillHe BCTAHOB/EHHA ApaiiBepa. HaTucHitb Finish.
Micns uboro BiKHO BCTAHOB/EHHS ByAe 3aKpUTO, | BCTAHOB/IEHUI NpUHTep 3'ABUTbLCA B cnncky Devices and
Printers 3 BignosigHoto Hassoto (puc.10.10).

s Devices and Printers
« v 4 #a <« All Control Panel ltems > Devices and Printers
Addadevice  Addaprinter  Seewhatsprinting  Print server properties

~ Devices (3)

o |

S—
Generic Non-PnP SERV-22-40-2 USB Tablet
Monitor

"

~ Printers (3)

== &

EPSON XP-330 Microseft Print Microsoft XPS
Series to PDF Document Writer

W

Puc. 10.10
3aBgaHHA Ne10.1

3anycTitb BipTyanbHy mawuHy 3 Windows Server (nepwwuit KoHTONEp
OOMEHY).

KopucTytoumMcb NogaHMmu BULLLE IHCTPYKLISAMW, AOAaiTe Ha Ll MawwuHi
npuHTep. BUpobHUKa Ta Mmogenb NpuHTEpa BKasaHo y Tabauui 10.1. Ao imeHi
NpUHTEpa y Baliii cuctemi AoaaiTe HOMep BALLOI FPYNU Ta Balle Npi3suLe.

MNepeKoHawTeca, WO A0AaMHWI BaMW MpPUHTEpP Bigobpakaerca y rpyni
Devices and Printers Ha laHeni Kepy8aHHS.

3BiT Ma€ MICTUTU CKPUHLLOTU OAEPrKaHMX BiZLlOMOCTEl, ONUC OCHOBHMUX Ail, Bignosiaj Ha
NOCTaB/AEHI 3aNNTaHHA.
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Tabnnuys 10.1

BuUpo6HUKM Ta mogeni NpuHTepiB AnA 3aBgaHHA N210.1 3a BapiaHTamu

BapiaHT B1pobHMK Ta moaens NpuHTepa
1 Brother MFC-J6945DW INKvestment Tank Color Inkjet All-In-One Printer
2 Lexmark MC3426adw
3 Brother HL-L3290CDW
4 Lexmark MS431dw
5 Lexmark MB3442adw
6 Canon Color imageClass LBP664Cdw
7 Brother MFC-L9570CDW
8 Brother HL-L6400DW
9 Brother HL-L9310CDW
10 HP Color LaserJet Enterprise MFP M480f
11 Brother MFC-J4335DW
12 HP Envy Pro 6452 All-in-One
13 Epson Expression Premium XP-7100 Small-in-One Printer
14 Canon Pixma TS6420
15 Pantum P3012DW
16 HP Neverstop Laser MFP 1202w
17 Fujifilm Instax Link Wide
18 Epson EcoTank Photo ET-8550
19 Canon Pixma G7020 MegaTank All-in-One
20 HP Officelet Pro 9015e All-in-One Printer
21 Epson EcoTank Pro ET-5850
22 Epson EcoTank Pro ET-16650
23 Epson WorkForce Pro WF-7840 Wireless Wide-Format All-in-One Printer
24 Epson SureColor P900 17-Inch Photo Printer
25 Canon Color imageClass MF746Cdw
26 Epson WorkForce Pro WF-7310
27 Canon Pixma Pro-200
28 Epson WorkForce Pro WF-C8690 A3 Color MFP With PCL/PostScript
29 Canon Pixma TS9520 Wireless Inkjet All-In-One Printer
30 Brother MFC-J6945DW INKvestment Tank Color Inkjet All-In-One Printer
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BcraHoBneHHA posi Print and Document Services B Active Directory

[ns 3pydyHOro KepyBaHHA crinbHUM NpuHTepom B Active Directory BctaHoBMMO ponb Print and Document

Services. Y BiKkHi Server Manager obepite Manage -> Add Roles and Features (puc. 10.11).
- X

Tools View

Manage

Add Roles and Features

Remove Roles and Features

Add Servers

‘ Create Server Group

Server Manager Properties

Puc. 10.11

[Oani Bubepitb Role-based or feature-based installation (puc. 10.12).

& Add Roles and Features Wizard — O X

DESTIMATION SERVER
Serv-22-40-1 falkovsky.net

Select installation type

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin _ HEE :
machine, or on an offline virtual hard disk (VHD).

Installation Type

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Puc. 10.12

CepBep BKasyemo noToyHuit (puc. 10.13).

[ Add Roles and Features Wizard — O X

DESTINATION SERVER
Serv-22-40-1 falkovsky.net

Select destination server

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type

Server Selection

(®) Select a server from the server pool
() Select a virtual hard disk

Server Pool

Filter: |

Name IP Address Operating System

Serv-22-40-1.falkovsky.n...

192.168.40.243  Microsoft Windows Server 2022 Standard Evaluation

Puc. 10.13

Ha HacTynHomy Kpoui o6epitb ponb Print and Document Services (puc. 10.14).
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& Add Roles and Features Wizard — O x

Select server roles
Before You Bagin Select one or more roles to install on the selected server.
Installation Type Roles
Server Selection

Server Roles

Featuras

[ Active Directory Certificate Services

+| Active Directory Domain Services (Installed)
[[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[ Active Directory Rights Management Services
[] Device Health Attestation

+| DHCP Server (Installed)

«| DNS Server (Installed)

[] Fax Server

[m] File and Storage Services (2 of 12 installed)
[] Host Guardian Service

[ Hyper-v

] Metwerk Policy and Access Services

Print and Document Serviced

[ Remote Access

[m] Remote Desktop Services (4 of 6 installed)
[ Volume Activation Services

[m] Web Server {IIS) (18 of 43 installed)

[] Windows Deployment Services

[ Windows Server Update Services

Print and Document Servi...
Role Services

Confirmation

DESTINATION SERVER
Senv-22-40-1 falkovsiynet

Description

Print and Document Services
enables you to centralize print server
and network printer management
tasks.

| < Previous | | Next >

Puc. 10.14

[Oani npocto HaTucHiTb Next (puc. 10.15).

& Add Roles and Features Wizard

Select features

Before You Begin Select one or mere features to install on the selected server.

Installation Type Features

Server Selection

| (W] NET Framework 4.8 Features (3 of 7 installed)
4 Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[ BitLocker Network Unlock

[ BranchCache

[] Client for NFS

[] Containers

[[] Data Center Bridging

[] Direct Play

[[] Enhanced Storage

[] Failover Clustering

+| Group Policy Management (Installed)

[] Host Guardian Hyper-¥ Support

[] 1O Quality of Service

] 115 Hostable Web Core

[] Internet Printing Client

[] IP Address Management (IPAM) Server

"1 LPR Port Monitor

Server Roles
Print and Document Servi...
Role Services

Confirmation

[ R NET Framework 3.5 Feature: -

- O X

DESTINATION SERVER
Sery-22-40-1 falkovsky net

Description

.NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

| < Previous | | Next >

Install Cancel

Puc. 10.15
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Ha HacTynHOMy KpoLi O3HaomTecAa 3 pekomeHgauiamu woao aobopy Apainsepis Ana nNpuHTEpiB Ta
NoTeHUiltHUX 0bmeskeHb (puc. 10.16), nicns Yoro HaTUCHITL Next.

[z Add Roles and Features Wizard - O >
. . DESTINATION SERVER
Print and Document Services Serv-22-40-1falkovsky.net
Before You Reqin Print and Document Services enables you to centralize print server and network printer management
- tasks.
Installation Type
Server Szlection Things to Note
Server Roles o

Windows Server 2022 supports print queues using either Type 3 or Type 4 printer drivers,

Microsoft recommends using Type 4 printer drivers where possible. With Type 4 printer drivers users
whao are not members of the local administrators group can connect to the printer by default and
users on 32-bit clients can connect without a 32-bit driver on the print server,

Print and Document Servi._

Role services

To enable clients to connect to shared print queues supported using Type 3 printer drivers on the
Confirmation print server, you should use signed, package aware drivers. If signed or package aware drivers are
unavailable, client users must either be local administrators or you must have already set the
"Computer\Administrative Templates\Printers\Point and Print Restrictions™ group policy to configure
security prompts.

If you are using Type 3 printer drivers and have any 32-bit clients, you must install the matching 32-
bit version of the printer driver on the print server. If you no not install the 32-bit drivers, clients may
not be able to successfully connect to the printer.

Puc. 10.16
[ani obmexmmocs Bxke 0b6paHOI0 CNyXK60t0 cepBepy APYKY 1 iHLIMX cny»Kb He obupaemo (puc. 10.17).
[, Add Roles and Features Wizard — O x
Se|e’_t [_O e Ser\”CeS DESTINATION SERVER
o Seng-22-40-1 falkovsky.net
Before You Begin Select the role services to install for Print and Document Services
Installation Type Role services Description
Server Selection — Print § includes the Print
Print Server rint Server includes the Prin
Seryer Boles E Internet Printing Management snap-in, which is used
L [ LPD Service for managing multiple printers or
Features print servers and migrating printers
Print and Document Servi... to and from other Windows print
servers.

Role Services

Confirmation

Pwuc. 10.17

Bce rotose o BcTaHoBAeHHA. Obupaemo Install (puc. 10.18).



Installation progress

View installation progress

o Feature installation
—

Installation started on Serv-22-40-1.falkovsky.net
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= Add Roles and Features Wizard — O x

DESTINATIOM SERVER
Seng-22-40-1 falkovsky.net

Print and Document Services
Print Server
Remote Server Administration Tools
Role Administration Tools
Print and Document Services Tools

Export configuration settings

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Mext > Cancel
Puc. 10.18
BcTaHOB/EHHSA 3aliMe geakuii yac. Koiv BOHO 3aBeplnTbes, HaTUCHITL Close. (puc. 10.19).
fz Add Roles and Features Wizard — O >

Installation progress

View installation progress

o Feature installation

Installation succeeded on Serv-22-40-1.falkovsky.net

DESTINATION SERVER

Serv-22-40-1 falkovsky.net

Print and Document Services
Print Server
Remote Server Administration Tools
Role Administration Tools
Print and Document Services Tools

Export configuration settings

< Previous Mext »

Pwuc. 10.19

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details,
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Y BiKkHi Server Manager 3’aBnsTbcs HOBI cny»K6wm (puc. 10.20).
Server Manager * Dashboard @I I'. Manage  Tools  View
ROLES AND SERVER GROUPS
Roles: 7 Server groups: 1 | Servers total:
L ez §l ~pDs 1 38 DHcP 1 2 pns 1
W& All Servers
i§i ADDs @ Manageability @ Manageability @ Manageability
18 DHcP Events Events Events
:% DNS Services Services Services
W% File and Storage Services P Performance Performance Performance
io Is BPA results BPA results BPA results
li Print Services
@ Remote Desktop Services b
= File and Storage = - S .
-i Services 1 @ s 1 r Print Services 1
@ Manageability @ Manageability @ Manageability
Events Events Events
Services Services Services
Performance Performance Performance
BPA results BPA results
Puc. 10.20

3aBgaHHA N210.2.
1. Cnwupatoumchb Ha NOAaHi BULLLE BKa3iBKWU, BCTAHOBITb Ha MNepLUIOMY KOHTpoepi 4oMeHy poab Print and

Document Services.
3BiT_Ma€ MIiCTUTU CKPUHLLOTU OAEepKaHWUX BiAOMOCTEM, OnMC OCHOBHWMX Ail, BiANOBiAi Ha MocTaBAeHi
3anUTaHHA.

Po3roptaHHA NpuUHTEpa Y AOMEHi

ﬂ,/’l‘r'l pO3ropTaHHA NpuUHTEpa y AOMeHI surname.net . e r wisie BEN v tew
Ham 3HaZobuTbca ocHaweHHAa Print Management Active Directory Administrative Center
(pl/lc 10 21) Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell

Active Directory Sites and Services

3aci6 Print Management pae 3mory nepernagatvt By || feme et s o Conpunes

BiLJOMOCTI MpPO cepBepu APYKY, AKi NpaLoTb Yy R QD::dttsw
[OMeHi, TopTH, apalisepun, GopMu APYKY Ta NPUHTEPH, ! ;°f"‘°g:'fazgg:fm' .
a TaKOXX HaNalWTOBYBATH iX. 1 oHe

i Disk Cleanup
MpuHTEpP, AKNIN MU HELWOo[aBHO A0A3NN, AOCTYMHWUIM 1 ;’:iwmr
yepe3 By30Aa Printers Hapasi €AWHOro AOCTYNHOro Group Policy Management
cepBepy QApYyKy. Po3noyHemo 1AOro posropTaHHA Y . 'st'l“l‘t'im‘ Sy (9 Managey
OOMEHi. G oo LoclSeaypoly

— Microsoft Azure Services

Y KOHTeKCTHOMY MeHto npuHTepa HP Neverstop Laser (® |  ODBCDats Sources (32-bit
Ki4 Holovnia obepemo Deploy with Group Policy. Llie o
[aCTb 3MOrY HANALWTYBaTH, XTO Ta 3 AKMX MALLMH MOXKe [__print Management
MaT¥ AOCTyn A0 NPUHTEpa, Yepe3 rpynosi MOAITUKM : e
(pVIC. 10.22). Remote Desktop Services ,

Dt Sl

Puc. 10.21
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@ Print Management
File  Action

View Help
e zE Xz H

'@ Print Management

w 7| Custom Filters
7| All Printers (3)
F All Drivers (6)

v ﬂ Print Servers

[#| Drivers

Ly FoOrms

L'?J Ports

= Printers
= Deployed Printers

#| Printers Mot Ready
| Printers With Jobs

v 5 Serv-22-40-1 (local)

Printer Name

'S0M XP-330 Series Falkovsky
= Microsoft Print to POF
= Microsoft KPS Document Writer

Queue Status  Jobs In Queue  Server Name

Res
Res

Open Printer Queue...

Pause Printing

| Deploy with Group Pelicy...

Set Printing Defaults...

Manage Sharing...

Print Test Page

Enable Branch Office Direct Printing
Properties...

Delete

Rename

Help

Puc. 10.22

Driver Name

EPSOMN XP-330 Series
Microsoft Print To PDF
Microsoft XPS Document Wri

Ons Bubopy GPO, saKi MaTMMyTb AOCTYN A0 NPUHTEpPaA, HaTUCHITL Browse... (puc. 10.23).

Deploy with Group Pelicy

Printer Mame:

| V\Serv-22-40-1\EPSOM XP-330 Series Falkovsky

Group Policy Object
GPO name:

Deploy this printer connection to the following:
The users that this GPO applies to {(per user)
The computers that this GPO applies to (per machine)

Browse...

Printer Mame

GPO

Connection Type

Cancel Apply

Add

Remowve

Remove All

Pwnc. 10.23

Y mexKax ujiei poboTn obepemo 06’ekT rpynosoi nonitku Default Domain Policy (puc. 10.24).
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Browse for a Group Policy Object ? ot

Domains/0Us  Sies Al

Loak in: |§_i_|falkwsk'_.'.net v| F 5 E

Domains, Ols and linked Group Policy Objects:

Mame Domain
71 Branch-22-40-1 falkovsky net

71 Branch-22-40-2 falkovsky net

71 Branch-22-40-3 falkovsky net

71 Branch_CybSec falkovsky net

71 Branch_FinDep falkovsky.net

71 Domain Controllers falkovsky net

JEl| Default Domain Policy

Carcel

Puc. 10.24

Y HacTynHOMmy BiKHi 0bepemo, AKUX Cyb’eKTiB Ma€e CTOCYBaTUCA HaNawWTyBaHHA - KOPWUCTYBa4iB 4w

Komn’toTepiB. AKLWO 0bpaTM KOpPUCTyBadiB, TO A8 3acTOCyBaHHA KOoHirypauii byge A0CTaTHbO 3a4eKaTu

6113bKo 15 XBUAMH abo 3pobuUTU OHOBNEHHS KOHGirypauii rpynoBoi nonitTMkm BpydHy. AKWoO obpaHo

Komn'toTepu, 3HagobUTbCA NnepesaBaHTarkeHHA. Obepemo KopucTyBadis (puc. 10.25) i HaTMcHemo Add.
Deploy with Group Palicy b4

Printer Mame:

| \serv-22-40-1\EPSON XP-330 Series Falkovsky

Group Policy Object
GPQ name:

| Default Domain Policy Browse...

Deploy this printer connection to the following: Add
| The users that this GPO applies to (per user)
|| The computers that this GPO applies to (per maching)
Printer Name GPO Connection Type Remave
Remove All

Corcel | [

Pwuc. 10.25

MpuHTep apopaHo (puc. 10.26). MepekoHalTecs y BignosigHOCTI Moro HanawTtyBaHb (im’Aa, GPO, Twun
3’eIHAaHHA) TUM, fIKi, BU BCTAHOBUAM, i HATUCHITb Apply.
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Deploy with Group Pelicy *
Printer Mame:
| Weeryv-22-40-1\EPSOM XP-330 Series Falkovsky
Group Policy Object
GPO name:
| Browse...
Deploy this printer connection to the following: Add
A
The users that this GPO applies to (per user)
The computers that this GPO applies to {per machine)
Remaove

Printer Name GPO Connection Type

\\Serv-22-40-1\EPSON XP-330 Series Falkovsky | Default Domain Policy Per User Remove Al

Cancel Apply

Puc. 10.26

LLlo6 BHeceHi 3MiHW WwBmAawe BCTYNUAN B CUAY, 34IACHITb NPUMYCOBE OHOB/IEHHSA FPYMNOBUX NONITUK Yy Power

Shell:
gpupdate /force
MPUHTEP roTOBMIA 4,0 BUKOPUCTAHHSA YleHamu gomeHy (puc. 10.27).

ﬁ‘,g.] Print Management

File Action View Help
=925 6= B5E
ﬁ":'-] Print Management Printer Name Server Name Per-User GPO Per-Machine GPO
v [ Custom Fifters PEPSON XP-330 Series Falkovsky ~ Serv-22-40-1  Default Domain Policy

7| All Printers (3)

7| All Drivers (6)

7| Printers Not Ready

7| Printers With Jobs
~ 3 Print Servers

w f] Sery-22-40-1 (local)
[#| Drivers

i Forms

U Pors

= Printers
= Deployed Printers

Puc. 10.27

3aBgaHHA N210.3.

1. BMKopucTOBYHOUM NOAAHI BULLLE IHCTPYKLi, 34IACHITb PO3ropTaHHA HOBOAOAAHOIO NPUHTEPA Y
OOMeHi surname.net. NpuHTep Mae 6yTM [OCTYNHWUI BCiM KOPUCTYBaYaM LOMEHY.

3BiT_Ma€ MIiCTUTU CKPUHLUOTU OLEP!KAHWUX BiAOMOCTEN, OMMUC OCHOBHMX Aii, BiAMNOBiAi HAa NoOCTaB/eHi

3alMnUTaHHA.

BcTaHOB/IEHHA Ta BUKOPUCTAHHA NPUHTEPa Ha pobouili cTaHuii JomeHy

Lle nyHKT noKkasaHWi ana iHWoi mogeni NnpuHTepa y iHWOMY AepeBi KaTanoris.
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B ocHaweHHi Print Management y KOHTEKCTHOMY MeHIO npuHTepa obepemo NyHKT Properties. Ona
A0JaBaHHA NpuHTepa y 6ibnioTeky BCTaHOBITbL Npanopelb 6ins BignosigHoro HanawTtyBaHHaA (Sharing = List
in the directory). HatucHitb OK (puc. 10.28).

Si,'] HP Neverstop Laser KI4 Holovnia Properties X

General Sharng Pots  Advanced Color Management Securty Device Settings

<~ You can share this printer with other users on your network. The
QQ printer will not be available when the computer is sleeping or turned
off.

Share this printer

Share name: | HP Neverstop Laser KI4 Holovnia

Render print jobs on client computers

List in the directory
The directory operation may take several minutes.

Drivers
If this printer is shared with users running different versions of
Windows, you may want to install additional drivers, so that the
users do not have to find the print driver when they connect to the
shared printer.

Additional Drivers...

Puc. 10.28

3anycTMmo oAHy 3 poboumnx cTaHUii AomeHy surname.net. 3a LONOMOTO0 [laHesi Kepy8aHHA 3anyCcTUMO
npoueaypy Ao4aBaHHA NpuHTepa 3 6ibniotekn (puc. 10.29).

X |
m YcTaHoBneHHS NPUHTEP3
Mowyk NpuHTepa 3a NapameTpaMu

(O Miit npuHTep Tpoxu cTapLumii. JonoMoXiTe MeHi HOro 3HalTH.

I (® Mowwyk NpuHTEpIB y KaTanosi, 33NEXKHO Bij PO3TallyBaHHA 360 KOMNOHEHTIE ]

(O) BuBpaty cninbHMil NpuHTEp 33 iIMEHEM

Mpuknaa: \\im's komn'toTepa\im’'a npuHTepa abo
http:// im'a komn'toTepa /npunTepw/ im's NnpuHTepa/.printer

(O YcranoeuTu npunTep i3 BukopuctaiHam TCP/IP-agpecy abo imeHi xocta
(O Aopatn npunTep Bluetooth, BesnposigHuii abo mepexesuil npuHTEp

(O Aoaatn nokanbHuii 360 MEPEXKEBNIT NPUHTEP BPYYHY

Ckacysati
Puc. 10.29
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MpuHTep mae BigobpaxkaTtuca y BikHi nowyky (puc. 10.30).
L 3waitw Mpurrepn = O X
Qaitn  PeparysanHa  Burnag

Y:| ] Karanor v | Ornsa..

Mputepn  Moxnusocti  Hosatkoso

|

Ina: ‘

3yrHm
Po3TalWYyBaHHS: l ]

Ouncvi Bce

Mogene: ‘ ]

7’;)1.

0K
PesynsTam nowyky:
Im'a PosTawuysaHHs Mogaens

@ HP Neverstop Laser KI4 Holovnia HP Neverstop Laser 100x PCLm)

< >

3Haigero 1 enementie

Puc. 10.30

MNiaTeepaKyeEMO HagilHICTL NPUHTEpPA - BUBMPAEMO iHCTaNALID ApanBepy i NiATBEPAKYEMO Le Naposiem
agMmiHictpatopa (puc. 10.31).

MpuHTepy X
@ YUn HaAiMHWI Leii NnpuHTep?

CucTemi noTpibHO 3aBaHTaKWTK Ta IHCTaNIOBATH
ApaiiBep NporpamMHore 3abesneyeHHs 3 komn'roTepa
\\WIN-SDJ836U8SVC.holovnia.net ans apyky Ha HP
Neverstop Laser KI4 Holovnia. Mpoaosxyiite nuwe,
AKLLO BW AOBIPAETE KOMN'tOTEPY
\\WIN-5DJ836U8SVC.holovnia.net Ta mepexi.

& lncrantosatn apaiisep

Puc. 10.31

MpWHTep BCTaHOBAEHO Ha pobouili cTaHLii pa3om 3 BianoBigHUM aparisepom (puc. 10.32).

X
| =
5 YcTaHOBNEHHA NpUHTEPa

HP Neverstop Laser Ki4 Holovnia y WIN-SDJ836U8SVC.holovnia.net soaaHo
ycniwHo

Im'a npunTepa: HP Neverstop Laser K4 Holovnia y WIN-SDJ83¢

SVC.holovnia.net

Lleii npurTep ycTaHoeneHo 3 apaiisepom HP Neverstop Laser 100x PCLmS.

Ckacysatn

Puc. 10.33
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MpuHTep ycniwHo fgoAaHo (puc. 10.34). iuwmnoca nepesiputy ioro pobory.
X

=0 YCTaHOBNEHHA NPUHTEPa

HP Neverstop Laser KI4 Holovnia y WIN-SDJ836U8SVC.holovnia.net goaaHo.

LLlo6 nepesipnTyh, 4N HANEKHNM YMHOM NPALFOE NPUHTEP, 3B0 OTPUMATK BIZOMOCTI 3 BUNPABAEHHA
HEMON3ACK ANA ULOrO NPUHTEPa, HAAPYKYWTE NPOBHY CTOPIHKY.

Hagpykysatn npobHy cTopiHky I

lotoso Ckacysati

Puc. 10.34

CTBOPMMO Ha pobouili cTaHLii TekcToBMI dainn Holovnia.txt i BiagnpaBMMO MOro Ha ApPYK Ha npuHTepi HP
Neverstop Laser KI4 Holovnia. ®ain BignobparkaeTbea y 4epsi ApyKy Ha pobouiii ctaHuii (puc. 10.35).

WS-19-30-1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

= HP Neverstop Laser KI4 Holovnia y WIN-SDJ836U8SVC.holovnia.net &= m}

Mpuntep  [okyment Burnsg

Hoxyment Cran BnacHuk Kinskic... Po3smip MocTaenero B uepry Mopt

Helovnia: Bnokxot Momunka - Tpueae apyk  depll-rds 1 43,7Kb 18:13:32 25.04.2022 LPT1:
<

1 aokymenTis y yepsi

Puc. 10.35

MoBigoMAEHHA NPO MOMWIKY APYKY € HOPMAJIbBHUM A1 HALOi HABYAIbHOT MepeXKi, OCKINIbKK
peanbHUN NPUHTEP BiACYTHIN. BTiM, LOKYMEHT BianpaBaeHo Ha APYK.

MepeBipMMo yepry ApyKy Ha cepsepi. OAuH 3i cnocobis Le 3p0bUTK - Yepes KOHTEKCTHE MEHI0 NPUHTEpPa B
OCHalleHHi Print Management (pwuc. 10.36).

}fgn Print Management
File Action View Help
s 2@ X2 HFE
Iﬁ‘ Print Management Printer Name Queue Status JobsIn.. Server Name Driv
v [ CUS;T;""; fnlters , ;...: HP Neverstop Laser Ki4 Holovnia a A
i D",“te“((s)) 8 Microsoft Print to PDF [Open Printer Queve.. | Mic
e ! S == Microsoft XPS Document Writer S Mic
7/ Printers Not Ready Pause Printing
7| Printers With Jobs Cancel All Jobs
v _5[ Print Servers :
<& i WIN-SDJ836USSVC (locs Remove from Directory
|t Drivers Deploy with Group Policy...
&' Forms Set Printing Default
@ Ports rinting Defaults...
= Printers Manage Sharing...
= Deployed Printers
Print Test Page
Puc. 10.36

JOKYMEHT 3 aHa/NorYHNUMK BNaCTUBOCTAMM BigobparkaeTbea i y uepsi ApyKy Ha cepsepi (puc. 10.37).
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Srv-Win-Holovnia [Running] - Oracle VM VirtualBox - 0O @&

File Machine View Input Devices Help

7 HP Neverstop Laser KI4 Holovnia = O X

Printer Document View

Document Name Status Owner Pages Size Submitted Port

\;r Holovnia: Baokxot Error - Printing dep11-rds 1 48,7KB 18:13:32 25.04.2022 LPT1:

|1 document(s) in queue
/= Y R —— . | EEEr—

Puc. 10.37
3aBaaHHA N210.4

1. Ha cepBepi fogavte npuHTEp i3 nonepeaHix 3aBaaHb y 6ibnioTeky.
2. 3anycTiTb 04HY 3 pO60OUYMX CTaHLI AOMEHY i AoAalTe Len NPUHTEP Ha AaHIA
pobouilt cTaHLji.

3. Ha po6ouili cTaHLji CTBOPITb TEKCTOBUMN AOKYMEHT Surname.txt 3 AOBiNbHUM
BMiCTOM, Ae Surname - Balle npi3suuie. BignpasTe AOKYMEHT Ha ApyK, obpaslum
NPUHTEP i3 NnonepeaHix 3aBAaHb.

4. MepeKoHaTecs, WO AOKYMEHT YCMilWHO HAaAINWOoB Y Yepry APYKy Ha cepBepi.
MepeKoHaBLWMCb, BUAANITb LOKYMEHT i3 060X yepr.

3BiT_Ma€ MICTUTU CKPUHLUOTM OAEpPKaHUX BiZlOMOCTEN, ONMMUC OCHOBHUX Ail, BianoBigi Ha
NOCTaB/IEHI 3aNUTaHHA.

Bumoru ao 3Bity

3BiT Mae MicTUTK iHpopMmauito BianosiaHo Ao 3aBaaHb 10.1-10.4.
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Po6ota Nell. KsotyBaHHA y Windows Server 2022 ta Active Directory

Merta: BUBYMTM METOAM HanalTyBaHHA Ta BUAM KBOT Ha 6a3i gomeHy Active Directory Windows Server 2019
Ta Windows Server 2022.

IHcTpymeHTH: rinepsisop VirtualBox; (3a notpebu) mepexkuHuii emynartop GNS3; mogenb Komn'toTepHoi
MepeXi Ta CTPYKTypa AoMeHY, nobyaoBaHi y mexax nabopaTtopHux pobit Nel1-10.

TeopeTuuHi BigomocTi Ta 3aBAaHHA A0 nabopaTtopHoOi poboTu

HanawTtyBaHHA AMCKOBUX KBOT KopuctyBayam Windows Ha Tomax

OnCKoBi KBOTM [03BONAKOTL agmiHicTpaTopam Windows KOHTPO/OBATH, CKiNbKU  micus
BMKOPUCTOBYOTb KOPUCTYBAYi Ha palinoBsiii cuctemi cepsepis i poboumnx ctaHuin. Windows Server nigTpnmye
ABa TUNW KBOTYBaHHA: KBOTYBaHHS Ha 6asi File Server Resource Manager (anckosi kKBotn FSRM) i NTFS KBoTu.
Xouya FSRM KBOTyBaHHA € Ginbll THYYKUM i 3pYYHUM, asie B AEAKMX MPOCTUX BMNAAKaX ePEeKTUBHO MOXKHA
BukopuctosyBatM i NTFS KsoTu. Hanpuknag, gns obmexkeHHAa po3mipiB Katanorie npodinis, wo
nepemiwytotbca (ane He User Profile Disks) Ta nepeHanpaBneHux AomaluHix nanok Ha RDS cepsepax,
0ocobucTmnx Katanoris Kopuctysadis Ha FTP cepsepi, ocobuctux katanoris Ha cantax IS i T.i.

3a 4onomoroto ANckoBmux KBoT Windows MoXKHa 06MeKUTM MaKCUMaNbHWUIM po3mip dpainis i nanok
KOYKHOTO KOPUCTYBaya TaK, Wob BiH He NepeBuLLMB BCTAHOB/IEHOMO NiMITY | HE 3alHAB CBOIMWU JaHMMMU BECb
AncK. MpuHanexHicTb ¢annis Ta KaTanoriB BU3HAYaAETbCA BiAMNOBIAHO A0 BnacHWKa ob'ekta dalinosoi
cuctemm NTFS. [INCKOBI KBOTM NPaLLIOOTb AK HA CePBEPHMX, TaK i KNiEHTCbKMX Bepciax Windows.

OcHOBHi ocobmBocTi Ta obmexkeHHA NTFS-kBoT:

e KBOTyBaHHA MOXe DyTM 3aCTOCOBAHE Ti/IbKM 10 KOHKPETHOro Tomy (posainy), BiapopmatoBaHoro y
daiinosiit cuctem NTFS (Ha ReFS Tomax KBOTyBaHHA He NpaLoE);

e KBOTM AitOTb Ha BCiX KOPUCTYBaYiB, AKi 36epiraloTb AaHi Ha LbOMy po3A4ini. He moXHa 3acTocyBaTu
KBOTY A0 Fpynu KOpPMCTYBa4iB abo OKpemMoro Katasory. Y LbOMy BMMNaZKYy Kpalle BUKOPUCTOBYBATH
KBOoTU FSRM;

e [lpyHanexHicTb Gpalinis KOPUCTYBaYy BU3HAYAETLCA 3a MOro BAacHMKom (owner) dainy, 3agaHum y
Aeckpuntopi 3axmcty NTFS;

e 3a3amoBuyBaHHAM Windows cKaHye po3gin i3 yBIMKHEHMM KBOTYBaHHAM i MepepaxoBye CYMapHUiA
po3Mmip Ppannis KOXKHOFO KopucTysada 1 pas Ha roanHy;

e [pu BuKopuctaHHi NTFS-Komnpecii BpaxoBYeTbcA OpuriHanbHUIA po3mip dainis (40 CTUCHEHHA).

MoKHa BUAINUTM TaKi cueHapii BUKOPUCTAHHA ANCKOBUX KBOT:

e  MoHimopuH2 ma ornosiweHHA —Ha A0AATOK A0 NepLIOro CLeHapito, Npu nepesuLLEeHHI KBoTH B Event
Viewer 3anucyeTbca nogis 3 iHpopmaliero Npo KOpUCTyBaYva Ta KBOTY.
e KOHMposb 8UKOPUCMAHHA OUCKA — NPW NePEBULLLEHHI KBOTU KOPUCTYBay He 3MOXKe 36epertu HoBsi
dannn.
MpuKknag HanawTyBaHHA NTFS KBOT Ha AMCKY 3 ZAaHUMW KOPUCTYBaYiB Ha Nnpuknaai Windows Server
2019. Y Bcix nonepeaHix Bepciax Windows (noumHatoum 3 Windows 2003) amckosi NTFS KBoTw
Ha/1aLWTOBYIOTLCA aHAJOTIYHO.

Biakpuiite BikHO Properties aucka, Ha AKOMY NOTPiOHO BKAOUMTU KBOTU, ma repelidimb Ha BKNaaKy
Quota.
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LL|,O6 yBiMKHyTVI KBOTU A4 UbOro TOMy, BCTa HOBITb & Local Disk (C:) Properties x
General Tools Hardware Sharing Security

yekbokc Enable quota management.
Moganbwi onuii cnig BMBpaTM 3anekHo Big
6a*KaHOro cueHapito BUKOPUCTAHHA KBOT:

e Deny disk space to users exceeding quota limit —
3abOpPOHUTM 3aMMC HA [AMCK KOPMUCTyBayaM, LWLO
nepesuLLUAKN NiMiIT;

e Limit disk space to — 3agatn nimiT Ha cymapHUii
po3mip dannis 04HOro KOPUCTYBAYa;

e lLog event when a user exceeds their quota limit —
3anucysaTtu B Event Viewer nogito npu nepeBuLLEeHHi
KBOTM KOPUCTYBavem;

e Log event when a user exceeds their warning level —
3aMMUCyBaTM Yy KypHan nogii npu HabauKeHHi no
3a3Ha4yeHoro nopory.

He pekomeHAyeTbCcA 0Apasy BMUKATU PeXXnm 3abOpPOHKM 3anmcy Npu nepeBuLLeHHi nimity (Deny
disk space to users exceeding quota limit). CnoyaTKy A0UINbHO OLiHUTM NOTOYHE BUKOPUCTAHHA AUCKOBOTO

MPOCTOPY KOPUCTYBaYamMm.

Y AaHin poboTi BcTaHOBAOETLCA KBOTa 1 B A/1a KOXKHOTO KopuctyBada. HatucHite Apply. Yepes
AeAKN Yyac (3anexKHo Big, po3mipy AMCKa Ta KinbKocTi dainnis) cuctema BUKOHAE NiapaxyHOK BUKOPUCTAHOTO

[AMCKOBOro NPOCTOPY A1 KOXKHOTo KOpMCTyBauya.

Shadow Copies Previous Versions Quota

¥ Status: Disk quotas are disabled

Enable quota management
[] Deny disk space to users exceeding quata limit
Select the default quota limit for new users on this volume

(D) Do not limit disk usage

(@) Limit disk space to GB v
Set waming level to GB e

Select the quota logging options for this volume

Log event when a user exceeds their quota limit

[ Log event when a user exceeds their waming level

Quota Entries...

Cancel Foply

Pnc.11.1.

HaTucHitTb KHonKy Quota Entries. Y Tabauui BigobparkatoTbes:

v/ BCTaHOBAEHi KBOTY;

v\ paKTUYHE BUKOPUCTAHHSA AMCKOBOrO NPOCTOPY KOPUCTYBaYaMMm.

3BepHiTb yBary Ha cnyx60Bi 061ikoBi 3anucu

NT SERVICE\TrustedInstaller ta NT AUTHORITY\SYSTEM.

Onsa HUX pekomeHAY€eETbCcA BCTaHOBUTM MapameTp Do not limit disk usage, ockinbkn obmekeHHs

MOKe NPU3BECTU A0 HEKOPEKTHOT poboTu cny»K6 onepauiiHoi cuctemm.

®ok [Account Information Una... 5-1-5-80-3893474178-2562712516-324399186-234...

& Quota Entries for (C:)

Quota Edit View Help

0O X Q

Status Name Logon Name Amount Used
!} Above Limit NT SERVICE\Trustednstaller

@ Above Limit NT AUTHORITYASYSTEM

®ok BUILTIN\Administrators

ok NT AUTHORITYALOCAL SERVICE

@ok NT SERVICE\MapsBroker

ok NT AUTHORITY\NETWORK SERVICE

®ok [Account Information Una... 5-1-3-21-307055417-626851126-183441444-48223...

Quota Limit Warning Level Percent Used

1GB 1GB 162
No Limit No Limit N/A

1GB 1GB 4
1GB 168 1]
1GB 1GB ]
1GB 1GB 0
1GB 1GB ]

8 total item(s), 1 selected.

Puc.11.2.
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3a 3amoBYyBaHHAM, A1A BCiX ?’| e
Quota Edit  View elp
KOPWUCTYBa4iB BCTAHOB/IIOKOTbCA OAHAKOBI DXe - a
Status Name Amount Used
KBOTW. 3 BikHa Quota Entries moXHa @ sovetint ot Sz o ISR CEopsireter o R
X @ Above Limit General 1,62 GB
cTBOpPUTH, 36inblWKMTM abo BUMKHYTHU Dok " 14968
ok _‘_}aJ W\ T SERVICE \MapsBroker} 146,7 MB
CTaHOAPTHY KBOTY A/1A KOHKPETHOro bt e ® L
® <ccount Inform Lot e o
KopucTyBaya. Box ecom o] | Outa s 05568 e
() Da not limit disk usage
LWo6 KBOTU NTFS He @ik | 16 v
3aCTOCOBYBANNUCA 10 NeBHOro 06/1iKoBoOro averrwiese [T BN
3anucy, NoTpibHO BiAKPUTU BIACTUBOCTI
3anucy B Tabauui kBoT (Properties) i
BCTAHOBWUTM OML,it0 Cancel
Do not limit disk usage. & total item(s], T selected. B _
Puc.11.3.

3 BiKHa 3i CMMCKOM KBOT MOXHa eKCnopTyBaTX MapameTpu KBOT, a NMOTiM iMnopTyBaTh Ta
3aCTOCOBYBATU iX 415 iHWOro AMcKa abo Komn'totepa.
AKWO BKM barkaeTe BMBECTU CMUCOK ¢alinis, AKi 0ONIKOBYIOTbCA B KBOTI KOHKPETHOrO
KopucTyBaya, NoTpibHO BMBpaTh NyHKT Delete.
3 UbOro AianoroBoOro BiKHa MOXHa 3MiHUTU BnacHuWKa danny (Take ownership), BuaanuTn
(Delete) abo nepemictutu dann (Move).
Micna Toro, AK HaBeAW Nag 3 M'AKMMU KBOTAMM
B PEXUMI ayauTy, MOXKHA BKIKOYATH ONLit0
Deny disk space to users exceeding quota limit « Devices and drives (2)
Le yBiMKHe peXum XKOPCTKMX KBOT. Tenep Local Disk ()
[ | ‘ DVD Drive (D:)

876 ME free of 1.00 GB

KOPWCTYyBayi He 3MOXYTb NEPEBULLUTM BUAINEHE Micue
Ha AMCKY. 3BEPHITb yBary, WO PO3Mip AWCKA Ha cecii
KOpUCTyBaya Tenep BifOOparKaeTbCA 3 ypaxyBaHHAM Puc. 11.4.
AnckoBoi KBoTW. MMpuKnag, ana obnikoBoro 3sanucy
KopucTyBaya Ha gucky C:\ BiibHO 876 M6 3 1 ['6 KBOTH.

I

", Copy ltem - X
There is not encugh space on Temp

381 MB is needed to copy this item. Delete or move files se you have

Mpy nepesBuLLLEHHI KBOTU KOPWUCTyBau enough space.
OTPMMYE MOBIJOMNEHHSA: Teme
Date created: 11/30/2020 11:38 AM
Try Again Cancel
More details
Puc. 11.5.

OaHovacHo y mypﬂani cuctemu d)iKCYGIpCFI norp,iﬂra EventID 37, source: Ntfs

£ Infermation 12/22/2020 11:25:35 AM NTFS 7@

i
(Dinformat| 18] Event Properties - Event 37, NTFS X

(Diinformat B '
(Dinformat|  OSnere! Details
(Dinformat]

[A user hit their quota limit on volume C:

Event 37, NT

General
A userh

Log Name: System
Source: NTFS Logged: 12/22/2020 11:25:35 AM
Event ID: Ex Task Category: (2]

Level: Information Keywords Classic

User Computer:

OpCode:

More Information:  Event Log Online Help

Puc. 11.6.
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YBara! lepen 3miHOWO NOTOYHOI cecii KopucTyBaya 0OOB’A3KOBO MepeBipTe MpaBU/IbHICTb
BMKOHAHWMX Ha/lalWTyBaHb KBOT.
HenpaBuabHO 3agaHi napameTpu (30Kpema 3aHAaATO Masni 3HaYeHHsA AimiTiB abo BigCYTHiCTb

BMK/IIOUYEHb ANA cNy»6oBux obnikosux 3anucis NT SERVICE\TrustedInstaller Ta NT AUTHORITY\SYSTEM)
MOMYTb MPU3BECTM A0 HEKOPEKTHOT poboTu cy*Kb onepaLiliHoi cuctemm abo 610KyBaHHA cepBepa.

YCyHEeHHs HacnigKiB HeNpPaBUAbHO HANALITOBAHUX KBOT HE BXOAMUTb A0 3MIcTy AaHoi poboTu.

3aBgaHHA Nel11.1
1. 3anycTiTb BipTyanbHy MawmnHy 3 Windows Server (mepLunii KOHToNEpP SOMEHY).

2. CTBOPITb Y rpyni KopucTyBadiB admin-1 foMeHy KopucTyBada 3 imeHem Bawe_[lpizeuwje_BapiaHm.
Hanpwuknag, falkovsky NN.

3. KopucTytounch NogaHuMu BULLLe iHCTPYKLiAMK, Ana Tomy C: 3agaiTe pexnm m’aKoro KBOTyBaHHA 3
obmekeHHAM BuaineHoro micusa go 1 6 Ta noporom nonepeakeHHa 900 M6 ana cTBOpEHOro KOPUCTYBAYa.

4. 3HiMiTb 06MeXeHHs KBOT 15 cucteMHux obnikosux 3anucis Trustedinstaller Ta System.
5. YBIMKHITb pe’KnM }KOPCTKNX KBOT.

6. 3MiHiTb CEaHC NOTOYHOTO KOpPMCTyBaYa Ha Bawe_lpizeuwe_BapiaHm Ta nepernaHbTe AOCTYNHE MiCLle Ha
Tomi C:

3BiT_Ma€ MIiCTUTU CKPUHLLOTU OAEep’KaHMUX BigoMOCTel, onuc OCHOBHWUX AiK, Bianosiai Ha nocTaBaeHi
3anuUTaHHA.

HanawTtyBaHHA AUCKOBUX KBOT 33 JONOMOrrol0 rpynoBuUX NOAITUK

KepyBaHHA Ta HafalwTyBaHHA AMCKOBMX KBOT Ha KOMN'lOTepax Ta cepBepax AOMEHY 3a
[0NOMOroH rPynoBMUX MOJIITUK BUKOHYETbCA Yepes3 ocHaweHHA Group Policy Management Console.
MapameTpu HanawTyBaHHA KBOT 3HaxodaTbcA B po3gini GPO Computer Configuration
Administrative Templates -> System -> Disk Quotas.

<L File Action View Window Help
e nFE XE [ @

->

&, Group Policy Management
v A Forest: falkovsky.com
~ |54 Domains
v i falkovsky.com
s/ Default Domain P

[ Group Policy Management Editor - O
File Action View Help
eom | 2R = BE T

~ [2] Domain Controlle Default Domain Policy [SRV-WIN-AT-1.FALKO" A
= DefaultDomai v (& Computer Configuration
w [t Group Policy Obj w [ Policies
Default Doma | Software Settings
Default Doma | Windows Settings

. Disk Quotas
Enable disk quotas Setting
{1 Enable disk quotas

s o =] Enforce disk quota limit

5 WMI Filters w [ Administrative Templates: Policy de Requirements: E=] Specify default quota limit and warning level
3 Starter GPOs | Control Panel At least Windows 2000 ] Log event when quota limit is exceeded
[ Sites | Network Descrinti 2| Log event when quota warning level is exceeded
{7 Group Policy Modeling | Printers T:T;:S\tllco;lsettmg tums on and 2] Apply policy to removable media
& Group Policy Results 1 Server turns off disk quota management
| Start Menu and Taskbar an all NTFS volumes of the
~ [ System computer, and prevents users
| Access-Denied Assistance from changing the setting.
_ App-V

| Audit Process Creation

| Credentials Delegation

| Device Guard

| Device Health Attestation 5S¢

| Device Installation

| Disk NV Cache

| Disk Quotas

| Display v
< >

Puc.

If you enable this policy setting,
disk quota management is turned
on, and users cannot turn it off.

If you disable the palicy setting,
disk quota management is turned
off, and users cannot turn it on.

If this palicy setting is nat
configured, disk quota

\ Extended /(Standard

11.7.

LLlo6 yBIMKHYTN ANCKOBI KBOTW, aHA/ONIYHI PO3rAAHYTUM BULLE, 3343UTe HACTYMHi NOAITUKMK:

e Apply Policy To Removable Media: Enable (sKwo noTpibHO BUKOPUCTOBYBaTM KBOTU ANA
3HIMHWX HociB, y ToMy uncni USB dneluok)
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& Enable disk quotss

[} Enable disk quotas

O Not Configured ~ Comment:
@® Ensbled
O Disabled
Supported on:
Options:

At least Windows 2000

Help:

& Enforce disk quota limit

Enforce disk quota limit
q

b s

) Not Configured ~ Comment:
@ Ensbled
O Disabled
Supported on:
Options:

At least Windows 2000

Help:

This policy setting turns on and tumns off disk quota
management on all NTFS volumes of the computer, and
prevents usess from changing the sefting.

If you enable this policy setting, disk quota management is
tumed on, and users cannot turn it off.

If you disable the policy setting, disk quota management is
tumned off, and users cannot turn it on.

tumed off by default, but administrators can tum it an.

effect, the system disables the "Enable quota management”
option on the Quota tab of NTFS volumes.

Note: This policy setting tums on disk quota management but
does nat establish or enforce a particular disk quota limit. To
specify a disk quota limit, use the "Default quots limit and
warning level' palicy setting. Otherwise, the system uses the

If this policy setting is not configured, disk quota management is

Te prevent users from changing the setting while a setting is in

This policy setting determines whether disk quots limits are
enforced and prevents users from changing the setting.

If you enable this policy setting, disk quota limits are enforced. If
you disable this policy setting, disk quota limits are not enforced.
When you enable or disable this policy setting, the system
disables the "Deny disk space to users exceeding quota limit”
option on the Quota tab so administrators cannot make changes
while the setting is in effect.

If you do not configure this policy setting, the disk quota limit is
not enforced by default, but administrators can change
setting.

Enforcement is optional. When users reach an enforced disk
quota limit, the system responds as though the physical space
on the volume were exhausted. When users reach an unenforced
limit, their status in the Quota Entries window changes, but they
can continue to write to the volume as long as physical space is
available.

x oK Cancel P
Puc. 11.8. Puc. 11.9.
Enable Disk Quotas: Enable Enforce Disk Quota Limit: Enable

& Specify default quota limit and waming level a X & Log event when quota limit is exceeded a X
B} Specify default quota limit and waming level P saing| [TNeasang E=] Log event when quota limit is exceeded P S
O Not Configured ~ Comment: O Not Configured ~ Comment:
@ Enabled @ Enabled
O Disabled O Disabled

Supported on: ["At jeast Windows 2000 Supported on: (At jeast Windows 2000 ‘
Options: Help: Options: Help:

This policy setting specifies the default dick quota limit and ~ This policy setting determines whether the system records an o

Default quota limit:

Value |1 =

Units  GB v

Default warning level

Value [900] )

Units | MB v
<

they first write to a quota-enabled volume.

warning level for new users of the volume.

This policy setting determines how much disk space can be used
by each user on each of the NTFS file system volumes on a
computer. It also specifies the warning level, the point at which
the user’s status in the Quota Entries window changes to indicate
that the user is approaching the disk quota limit.

This setting overrides new users’ settings for the disk quota limit
and warning level on their volumes, and it disables the
corresponding options in the "Select the default quota limit for
new users of this volume™ section on the Quota tab.

This policy setting applies to all new users as soon as they write
to the volume. It does not affect disk quota limits for current
users, or affect customized limits and warning levels set for
particular users (on the Quota tab in Volume Properties).

If you disable or do not configure this policy setting, the disk
space available to users is not limited. The disk quota v

ot | [

Pwnc. 11.10.

Default Quota Limit And Warning Level: Enable
(Default quota limit 1Gb/warning level: 900 Mb)

event in the local Application log when users reach their disk
quota limit on a volume, and prevents users from changing the
logging setting.

If you enable this policy setting, the system records an event
when the user reaches their limit. If you disable this policy
setting, no event is recorded. Also, when you enable or disable
this policy setting, the system disables the "Log event when a
user exceeds their quota limit” option on the Quota tab, so
administrators cannot change the setting while a setting is in
effect.

If you do not configure this policy setting, no events are
recorded, but administrators can use the Quota tab option to
change the setting.

This policy setting is independent of the enforcement policy
settings for disk quotas. As a result, you can direct the system to
log an event, regardiess of whether or not you choose to enforce
the disk quota fimit. v

oK Cancel

Puc. 11.11.

Log Event When Quota Limit Exceeded: Enable
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85 Log event when quota warning level i exceeded o x ("8 Apply policy to removable media o x
B} Log event when quote waming level is exceeded ey E5] Apply policy to removable media P
O Not Configured ~ Comment O NotConfigured ~ Comment:
@ Enabled @ Enabled
O Disabled O Disabled
Supported o [ At jeast Windows 2000 Supported on: [ A¢ jeast Windows 2000
Options: Help: Options: Help:
This policy setting determines whether the system records an a This policy setting extends the disk quota policies in this folder to
event in the Application log when users reach their disk quota NTFS file system volumes on removable media.
warning level on 8 volume. ) )
i you diseble o do not configure this policy seting, the disk
If you enable this policy setting, the system records an event. If quets policies established in this felder apply to fixed-medis
you disable this policy setting, no event is recorded. When you NTFS volumes only. Note: When this policy setting is applied, the
enable or disable this policy setting, the system disables the computer will apply the disk queta te both fixed and remavable
corresponding "Log event when a user exceeds their waming media.
level” option on the Guota tab 5o that sdministrators cannot
change logging whille a policy setting is in effect.
I you do not configure this policy setting, no event is recorded,
but administrators can use the Quota tab option to change the
logging setting.
This policy setting does not affect the Quots Entries window on
the Quota tab, Even without the logged event, users can detect
that they have reached their warning level because their status in
the Quota Entries window changes.
Note: To find the logging option, in My Computer, right-click | v
ox p— oK Cancel Apply
Puc. 11.12 Puc. 11.13.
Log Event When Quota warning is Exceeded: Apply Policy To Removable Media: Enable (skwo
Ena ble I'IOTpI6HO BUKOPUCTOBYBATU KBOTKU ANA 3MIHHUX

HOCIiB, Y TOMY YmMcAi dneLwok)
3annwmnoca oHosutM GPO Ha OU i3 Komn'toTepamu/cepBepamu, Ha AKMX MOTPIGHO
BMPOBaAUTU ANCKOBI KBOTU. OHOB/NIEHHS BMKOHYBATH Nig KopucTyBadyem Administrator.

3aBaaHHA No11.2
1. 3anycTiTb BipTyanbHy MawwmnHy 3 Windows Server (4pyrnin KOHTONEp AOMEHY).

2. KopucTytoumcb NogaHnMuM BULLLE iHCTPYKLiAAMM, 3a4alTe Ha cepBepi 3a 4,0NOMOroH rpynoBMX NOAITUK
peXnm M’AKOro KBOTyBaHHA 3 0bMerKeHHAM BuaineHoro micua go 1 6 Ta noporom nonepeaeHHa 900 M6.

3. 3MiHiTb CeaHC MOTOYHOro KOPWCTyBaya Ha cTBopeHoro y n.11.1.2 (Bawe_[llpizeuwie_BapiaHm) Ta
neperiaHbTe 4OCTYMHE MiCLLe Ha TOMax CepBepy.

3BiT_Ma€_MICTUTU CKPUHLIOTM OAEPKAHUX BiZOMOCTEN, ONUC OCHOBHWUX AiK, BignNOBiAi Ha MocTaBAEHI
3anUTaHHA.

KepyBaHHA AUCKOBMMU KBOTaMU 3 KOMaHAHOro pﬂp,Ka/PowerSheII

NTFS-KBOTaMM MOXKHa KepyBaTu 3 KOMaHgHoro psaaka Windows 3a gonomoroto ytunitu fsutil quota.
YBIMKHEHHS peXUMY BiCTeKeHHA (M’ AKi KBOTH):
fsutil quota track C:
Y LbOMY peXMMi CUCTEMA NINLLIE BIACTEKYE BUKOPUCTAHHA AMCKA KOPUCTYBaYaMM.
YBIMKHEHHA pPeXUMY }KOPCTKUX KBOT:
fsutil quota enforce C:
Micna uboro KOPUCTYyBaYi He 3MOXKYTb NePEBULLYBATU BCTAHOBAEHWI NiMIT.
BMMKHEHHA KBOT:
fsutil quota disable C:
Mepernag napameTpis KBOT:
fsutil quota query C:
Mepernaz 3adikcoBaHUX NOPYLUEHb KBOT:
fsutil quota violations
HanawTtyBaHHA 4acTOTN NOBIAOMIEHb NPO NOPYLUEHHA:
Mepernaz NOTOYHOrO 3HAYEHHA:
fsutil behavior query quotanotify
BcTaHOBNEHHA HOBOTO 3HaYEHHA (y CeKyHAax):
fsutil behavior set quotanotify <seconds>
Hanpuknag, 1 rogmHa:
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fsutil behavior set quotanotify 3600
Y 6inblIOCTi BUNAAKiB Nepe3aBaHTaXKeHHA CUCTEMM He NoTpibHe.
3MiHa NoporiB KBOTU ANA KOPUCTYBaYa:

fsutil quota modify C: <warning> <limit> DOMAIN\user

&) Quota Entries for (C:) — O X
Quota Edit View Help

DXEQ

Status Mame Legon Mame Amount Used CQuota Limit Warning Level Percent Used
@ QK BUILTIMN'Administrators 1,5GB Mo Limit Mo Limit MN/A
ok NT SERVICE\TrustedInstaller 6,05 GB Mo Limit No Limit MN/A
@ oK NT AUTHORITYSYSTEM 1,64 GB Mo Limit Mo Limit N/A
@OK NT AUTHORITY\LOCAL SERVICE 164,77 MB 1G8 1GB 16
@OK NT SERVICE\MapsBroker 1KB 1G8 1GB 0
@ oK NT AUTHORITY\NETWORK SERVICE 7,22 MB 1GB 1GB 0
@OK [Account Information Una...  S-1-3-21-397953417-626881126-188441444-48823,., 1MB 1GB 1GB 0
@OK [Account Information Una...  5-1-3-80-3893474178-2562712516-324399186-234... 50 KB 1G8 1GB 0
5 0K Igor FIG. Falkovsky ifalkovsky@falkovsky.com 0 bytes 3GB 2GB 0

Puc. 11.13.

Po3mipu 3apgatoTbea y banTax. Hanpuknag, KomaHaa:

fsutil quota modify C: 3221225472 2147483648 DOMAIN\user
Po3mipu KBOT 3agatoTbea y 6aiiTax (3 b = 3x1024x1024x1024; 2 Tb = 2x1024x1024x1024).
neplie 3Ha4YeHHA — piBeHb NonepeaXeHHs (warning level);
Apyre 3HaYeHHsA — MaKCMMabHUIM 06CAT AaHUX KOPUCTYBaYa Ha ANUCKY (KOpCTKa KBOTa, limit);
DOMAIN\user — o6nikoBMI1 3annc KopUcTysaya.

Y PowerShell Hemae cneuianisoBaHux KomaHgneTis ana kepyBaHHA NTFS-kBoTamu. OgHaK oTpMmaTh
iHpopmau,ito npo KBOTU MOXKHa Yepe3s WMI-knac Win32_DiskQuota. PowerShell cnig 3anyckatu Big, imeHi

aAMiHicTpaTopa.

OTprmaHHA iHpopMaLiii Npo KBOTM KOPUCTYBauiB:
Get-Ciminstance -ClassName Win32_DiskQuota |
Select-Object QuotaVolume, User, DiskSpaceUsed, Limit, WarningLimit
s KomaHAaa Bigobparkae: ToM KBOTH, £ Administrztor: Windows PowerShell

KOPUCTYyBaYa, BUKOPUCTaHUI obcar, piBeHb
nonepeaKeHHsA, XOPCTKUIM NimiT. Bnactmsictb User
€ 06’ektom WMI; ans BigobpaxKeHHs imeHi
KOpWCTyBava MOXKHa 3BepHyTMcA Ao User.Name.

Micna BBIMKHEHHA KBOT CMCTEeMa BUKOHYE
$OHOBUIN NepepaxyHOK BUKOPUCTAHHA AUCKOBOTO
npoctopy. MoOBHE OHOBNEHHS CTaTUCTUKU MOXKe
3alHATU OeAKUIA Yac i 3aN1eXKnTb Bif,
obcAary Toma,
KinbKocTi dainnis,
NpoAyKTUBHOCTI cepsepa.

Puc. 11.14.
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3aBgaHHA No11.3
1.

3MiHiTb KBOTY KopucTyBaya 3 n.11.1.2 y

KOMaHgHOMY pAAKy Ha 060X cepBepax 3 0BMeXeHHAM

BuAineHoro micua Ao 2 ' Ta noporom nonepearxeHHs 900 M6.

2. MepernsHbTe HOBUI PO3Mip KBOT y Quota

Entries for (C:)

3. [lepernsHbTe NOTOYHI KBOTM KOpuUCcTyBadiB Yepe3 PowerShell Ha 06ox cepeepax.

3BiT_Ma€_MiCTUTU CKPUHLIOTM OAEPKAHWUX BiZLOMOCTEN, ONUC OCHOBHWUX Aii, BignoBiAi Ha MOCTaBAEHI

3aMNUTaHHA.

BinbWw  rHy4Ki Ta  po3wMpeHi
MOX/IMBOCTI KBOTYBaHHA Hafa€ PO3ropHyTa
ponb ¢ainosoro cepsepy. [Ons upboro
HeobxigHO BcTaHOBUTU GanoBi cayx6M,
cnyx6u poni BranchCache ana mepexesux

dainis Ta cnyxkO6y poni geaynnikauii faHmX.

Dashboard Server
Manager, a NOTiMm HaTUCHITb KHOMNKy logatu
poni Ta KOMMOHEHTU. BigKpmeTbca maiictep
Ha
cTopiHui MNepea noyaTkom pob0OTM HATUCHITb
KHOMKyY Next.

BigKpuinTte

OOMaBaHHA poOJIeh Ta KOMMOHEHTIB.

[REEIEREIEY e Add Roles and Features Wizard

Manage  Tools

I

Server Manager *

a X

B Local Serve|

DESTINATION SERVER
SrWin-AT-1 falkousky.com

All Servers
ADDS
& DNS

FE File and St

Before you begin

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the eomputing needs of your organization, such as sharing documents, or
hosting a website

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default

< Previous Next > nstal

Puc. 11.15.

T Add Roles and Features Wizard

DESTINATION SERVER
S AT-1 falkonsiy.zom

Select installation type

v Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VD).
@® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features,

O Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) o create a virtual machine-based
or session-based desktop deployment.

[< Previous | |

Puc. 11.16.

Next > Cancel

T Add Roles and Features Wizard o x

DESTINATION SERVER
Sru-Win-AT-1 falkovsky.com

Select destination server

Select a server or a virtual hard disk on which to install roles and features,

® Select 3 server from the server poal
3 Select a virtual hard disk

Server Pool

Filter:

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-addd servers from which data eollection is still incomplete are not shown,

(oo | [ et

Puc. 11.17.

Cancel

[z Add Roles and Features Wizard

DESTINATION SERVER
Srv-Win-AT-1 falkovsig com

Select server roles

Select one or more roles to install on the selected server.

Roles Description

BranchCache for Network
provides support for Branc}
on this file server. BranchCache is a

wide area network (WAN) bandwidth

] DHCP Server
/| DNS Server (Installed)
[ FaxServer
4 W] File and Storage Senvices (2 of 12 installed)
4 (W] File and iSCS1 Services {1 of 11 installed)
/| File Server (Installed)

[BranchCache for Netwark File:

[] Data Deduplication
[] DFS Namespaces
[ DFS Replication
File Server Resaurce Manager
[ File Server VSS Agent Service
[ isCsl Target Server
[ 1SCS! Target Storage Provider (VDS and VS¢S
[ Server for NFS.
] Work Folders
] Storage Services (Installed)
[] Host Guardian Service
] Hyper-v

locations, allowing client computers
at branch offices to access the
content locally rather than over the
WAN, After you complete
installation, you must share folders

and enable hash generation for
shared folders by using Graup Policy
or Local Computer Policy.

[ < Previous | [ Next>

nstal Cancel

B Add Roles and Features Wizard o X

DESTINATION SERVER
Srv-Win-AT- . falkovsky.com

Confirm installation selections

To install the following roles, role services, or features on selected server, click Install,

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. f you do not want to install these optional features, click Previous to clear
their check boxes.

File and Storage Senvices
File and iSCS| Services
BranchCache for Network Files

File Server Resource Manager

Remote Server Administration Tools
Role Administration Toals
File Services Tools
File Server Resource Manager Tools

Export configuration settings
Specify an alterate source path

Puc. 11.18.

Puc. 11.19.
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T Add Roles and Features Wizard _ o

DESTINATION SERVER
Srv-Win-AT- 1 falkousky.c

Installation progress

View installation progress

@ Starting installation

File and Storage Services
File and iSCS| Services
BranchCache for Network Files
File Server Resource Manager
Remote Server Administration Tools
Role Administration Tools
File Services Tools
File Server Resource Manager Tools

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Puc. 11.20.

LLo6 BukoHaTK uto npoueaypy 3a gonomoroto Windows PowerShell, 3anycTite Windows
PowerShell Big imeHi agmiHicTpaTopa, BBeAiTb N0 Yepsi HACTyNHi KoOMaHAW B KOMaHAHOMY PAAKY:
Install-WindowsFeature -Name FS-BranchCache -IncludeManagementTools

Install-WindowsFeature -Name FS-Data-Deduplication -IncludeManagementTools
Restart-Computer

EX Administrator: Windows PowerShell

¥ Administrator: Windows PowerShell

BranchCache

r Network Files}

Puc. 11.20. Puc. 11.21.

BignoeigHo, oTpuMaHHsA iHbpopmaL,ii Npo BCTaHOBEHY PO/b:
Get-WindowsFeature -Name FS-BranchCache, FS-Data-Deduplication
BupaneHHs uiei poni:
Remove-WindowsFeature -Name FS-BranchCache, FS-Data-Deduplication

Micna nepesaBaHTa)KeHHA cepBepy AOCTynHe ocHauwieHHA File Server Resource Manager (FSRM)

Console.

[ Server Manager -

@1 F

Active Directory Administrative Center

Manage

Server Manager * Dashboard

Active Directory Domains and Trusts

%8 Dashboard WELCOME TO SERVER MANAGER

Active Directory Module for Windows PowerShell

B Local Server
BE All Servers

il ADDs

0 Configure this local ser

Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit

Component Services

& DNS QUICK START
= . _ . - Computer Management
ii File and Storage Services < Add roles and features Defragment and Optimize Drives
3 Add other servers to man| ~ DiskCleanup
: DNS
WRATE A 4 Create a server group Brentlien
File Server Resource Manager
5 Connect this server to clo Group Policy Management
iSCSI Initiator
LEARN MORE

Puc. 11.22.

Local Security Policy

Oucnetyep pecypcis dairinosoro cepsepa (FSRM) — ue cnyxba poni Windows Server, saKka
[,03BOJIAIE KepPyBaTH AaHUMMU, W0 36epiratoTbes Ha panoBMX cepBepax, i Knacudikysatu ix. Jucnetyep



MIHICTEPCTBO OCBITH I HAYKM YKPATHU ©-22.05-05.02/2/BK-
KutomMupchKka JEP)KABHHUM YHIBEPCUTET « KUTOMUPCBHKA MOJITEXHIKA» ' 202'6
noJrirexuika Cucrema ynpasiinns skictio Bignosinae JICTY ISO 9001:2015
Exsemnnap Ne 1 Apxk 109 /153

pecypcis ¢ainnoBoro cepsepa MOXKHa BMKOPWUCTOBYBATM A/1A aBTOMATMYHOI Knacudikauii daiinis,
BMKOHAHHA 3aBAaHb Ha OCHOBI LUMX Knacudikalii, BCTAHOBAEHHSA KBOT /1A NAMNOK Ta CTBOPEHHA 3BITiB
NpPO BUKOPUCTAHHA CXOBMLLA.

Jducnetyep pecypcis ¢paitnoBoro cepsepa BKAOYAE TaKi PyHKLUI:

e KepyBaHHs KBOoTamu (Quota Management) po3BoNsAE 06MEXUTU NPOCTIp, BigBegeHN ana Toma abo
nanku, i BOHM MOXXYTb aBTOMATMYHO 3aCTOCOBYBATMCA A0 HOBMX NarMoOK, CTBOPEHUX HA TOMi. TaKoX
MOXK/IMBO BU3HAYMUTM WABAOHM KBOT, AKIi MOXHA 3aCTOCOBYBATU 4,0 HOBMX TOMiB abo nanok.

o |HdpacTpyKTypa Knacudikauii ¢pannis (Classification Management) [o3BONAE KpaLLe 3p0O3yMIiTH AaHi,
aBTOMATM3YIOUM npouecn Knacuodikauii gna  epeKTUBHOro ynpaBAiHHA ZdaHumn. MOoXKanseo
Knacuoikysatn ¢aliin Ta 3aCTOCOBYBATM MONITUKM Ha OCHOBI Liei Knacudikauii. Mpuknagm nonitmk
BK/IIOYAIOTb AMHAMIYHWI KOHTPOb AOCTYNY ANA 06MeKeHHA gocTyny Ao dannis, wudpysaHHa dpalinis
Ta 3aKiHYeHHs TepMiHy Aii dainnis. Patnm MoXKHa KnacueikyBaTM aBTOMATUYHO, BUKOPUCTOBYHOYUM
npasuna Knacudikauii daiinis abo Bpy4HY, 3MiHIOOUYM BNaCTUBOCTI 06paHoro dainy ym nanku.

e 3aBaaHHA ynpaniHHA dainamn (File Management Tasks) [03BOAAKOTb 3aCTOCOBYBATM YMOBHY
NOANITUKY UM Ajto Ao dainis 3 ypaxyBaHHAM ix Knacudikauii. YMOBM 3aBAaHHA KepyBaHHA daniamu
BK/1H0MAOTb pO3TallyBaHHA Ganny, BNAaCTUBOCTI Knacudikauii, aaTy cTBOpeHHA dpaliny, AaTy OCTaHHbOI
3mMiHM ¢anny abo 4yac OCTaHHbLOro 3BepHeHHA Ao ¢danay. Aii, AKi MO)Ke BUKOHYBaTM 3aBAaHHA
ynpasAiHHA daifiamm, BKAKOYAIOTb MOXKAUBICTb 3aKiHYEHHA TepMiHy ajii dannis, wWndpysaHHA dannis
abo 3anyck KOMaHAWM KopuCTyBaYa.

e YnpaeniHHa ¢inbTpyBaHHAM daiini (File Screening Management) nonomara€e KOHTPO/IOBATU TUMMK
daiinis, AKi KOPUCTYBaY MOXKe 36epirat Ha pannosomy cepsepi. MOXKAMBO 0OMEKUTU PO3LUNPEHHS,
AKe MoxKe 3bepiraTrca y cninbHUX dannax. Hanpuknaga, MoxKHa cTBOpUTU GiNbTp GanniB, AKUA He
[o3BonAe 36epiratv ¢aiinm 3 poswmpeHHam MP3 B ocobuctux chiibHMX nankax Ha dannosomy
cepsepi.

e 3BiTM npo cxoBuwe (Storage Reports Management) ponomaraloTb BU3HAUYUTU TeHAEHU,i
BMKOPUCTAHHA AMCKY Ta Knacudikauito gaHux. TakoX MOMKAMBO BigcTexyBaTu BMOpaHy rpyny
KOpUCTyBayiB WoA0 cnpob 36eperkeHHA HeaBTOpPM30BaHUX daiinis.

a8

File Action View Help 5’;555;“' S:S”“"E Manager (Local) Quota Template Properties for 200 MB Limit Reports to User x
v 58 Quota Management @
|5 E  HE % Quotas = Copy propetties from quota template {optional)
=, File Server R m (Locel) 3] Quota Templates 3 | 200 uB Limt Reportsto User ~ Copy
s File Server Resource Manager (Loca
%5;9 Quota ? e e EiED v 59 File Sereening Management 2] =
b Quota : .. | Description File Screens
@ Quotas Create Quota x [ . ‘5 File Screen Templates Template name
(8] Quota Templtes File Groups. & [200 MB Limt Reports to User ]
L8 File Screening Management Quota path S| P
B Storage Reports Management C\Shared A o ) Storage Reports Management 3] | Desciption (optional)
i Classification Management = ~ [ Classification Management ] ]
3 File Management Tasks @® Create quota on path [E] Classification Properties 3
() Auto apply template and create quotas on existing and new subfolders (&l Classification Rules Space limit
Errmrrs 7 File Management Tasks o] Limit:
You can efther use properties from a quota template or define custom 3 200.000 vB -
quota properties. E
P BT R D @® Hard quota: Do not allow users to exceed mt
5]
@ Derive propetties from this quota template fecommended) O Seft quota: Allow users to excsed limit (use for monitorng)

100 MB Limit ~

Notfieation threshoids
100 MB Limit
O (200 MB Lim Reports to User

Threshold Email Evetlog  Command  Report
Monitar 200 GB Volume Usage
Monitor 500 MB Share
200 MB Limit with 50 MB Extension

Warming (857%) v
Warming (357%) v v
Warming (100%) v v v

Montor 10.TB Volume Usage Add

Waming(95%): Emai, Event log v

Puc. 11.23. Puc. 11.24.
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& File Server Resource Manager (Local) || Fiter: Show al: Oitems 33 File Server Resource Manager (Local) Report .. | Report Task | Scope | Folder U... | Schedule | Stetus | LastR

v 55 Quota Management
% Quotas
3] Quota Templates
~ 5 File Screening Management

File Screen Path Screening Type | File Groups

Create File Screen x

v &8 Quota Management
% Quotas
3] Quota Templates
~ 55 File Screening Management

Storage Reports Task Properties

Settings  Scope Delivery Schedule

o x

- File Screens
 File Screens File screen path: e Report Name:
i) p 5] File Screen Templates
] File Screen Templates C\Shared_NN | [Bromse. | File Groups Reporl_NN
0 File Groups {EL Storage Reports Management
{5} Storage Reports Management File screen properties ~ [ Classification Management
~ g Classification Management You can either use properties from a file screen template or define custom [E] Classification Properties Report data

[=] Classification Properties EbCEe
15 Classification Rules

 File Management Tasks

(2l Classification Rules Select reports to generate:

& File Management Tasks

How do you want to configure file screen properties? Duplicate Files "

File Screening Audit
A il b Fle e

Edtt Parameters.
(® Derive properties from this file screen template {recommended) o | To configre a repor,
highlight its label and
click Edi Parameters

Block Audio and Video Files ~
Review Selected Reports
(O Define custom file screen properties:
The masemum number of fles to include in al storage reports
Maximum Number:

1000 B

Summary of fle screen properties

= File screen
i.. Source template: Block Audio and Video Files
- Screening type: Active
i~ File groups: Audio and Video Files

Repart formats
Notifications: Email, Event log

DHTML [JHTML XML [JCSV

[ Text

Cancel

Create Cancel

Puc. 11.25. Puc. 11.26.

dyHKUT, BKNOYEHI A0 AnCcneTYepa pecypciB ¢paiiioBoro cepeepa, MOXKHa HanalWToByBaTH Ta
KepyBaTM HMMM 33 [OMNOMOrOl MNporpamu aucneryepa pecypcis ¢annosoro cepsepa abo 3a
ponomoroto Windows PowerShell.

Ona oTpumaHHA un BcTaHoBAeHHA KBOT NTFS gucnetyepa pecypcis ¢aliioBoro cepsepa,
MOX/IMBO  BUKOpUCTOBYBaTM KomaHanetn FileServerResourceManager PowerShell.
OTPMMaHHA i BCTaHOB/IEHHA KBOT KaTanorie NTFS BMKOHYyBanocs 3a g4onomoroto KomaHau dirquota,

PaHiwe
AKa € 3aCTapi/IolD, ane 3a/nWnNAchb Y CUCTEMI Npn po3ropTaHHi FSRM ans cymicHocTi.

CyyacHa Bepcia 403BO/IAE AOCUTb JIETKO KepyBaTW KBOTaMM 3a gonomoroto PowerShell.
CTBOPIOEMO HOBY KBOTY:
New-FsrmQuota -Path "LUJ/IAX-O_PECYPCY" -Description "limit usage to 1 GB." -Size Keoma

OTpumyemo iHdopMaLiito MPo KBOTK pecypcy:
Get-FsrmQuota -PATH “LLU/IAX-40_PECYPCY”

3MiHIOEMO KBOTY pecypcy:
Set-FsrmQuota -PATH “LUJIAX-40_PECYPCY” -Size Hoea_keoma

EX Administrator: Windows PowerShell

B Administrator: Windows PowerShell
S C:i\> =

N_Quota

(default is "¥"): )

Puc. 11.26.

Puc. 11.27.
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3aBaaHHA Ne211.4
1. dopante byapb-akum metogom Ha BM 3 Windows Server (nepwwwuii KOHTpoJsiep AOMeHy) posb

daitnoBoro cepsepy.
2. CrBopiTb Ha ToMi (C:) cepBepy daitnosuii pecypc Shared_NN, ae NN — Homep Baluoro BapiaHTy.

3. 3acrocyiTe 40 CTBOPEHOTO CMiIbHOTO pecypcy WabaoH kBoT “100 Mb limit” (hard quota), Ta 3miHiTb oro
TaKMM YMHOM, WO6 BiaNpaBKa NoNepeasKeHHA Ha MOLITY KOPUCTyBaYy BiAbOyBasach Npu NepeBULLEHHI
rpaHuyHoro nimity 50 Mb.

4. 3annaHynTe CTBOPEHHS Y KOXKHY Heainto 3BiTy Report_NN Ha niacTasi cTaHAapTHOrO WaboHy 3BiTiB Y
dopmari txt Ha pannosomy pecypci Share_NN, ae NN — Homep Baworo BapiaHTy.

5. 3a gonomoroto PowerShell 36inbWwiTe rpaHUYHUI NiMIT KBOTU ana dainnosoro pecypcy Share_NN, ae NN
— Homep Baworo BapiaHTy o 200 Mb. Moka*KiTb cTaH paltioBOro pecypcy A0 Ta Nicad 3MiHU NiMiTy KBOTH.

3BiT_Ma€_MiCTUTU CKPUHLIOTM OZEPKAHWUX BiZOMOCTEN, ONUC OCHOBHWUX Aii, BignoBiAi Ha MocTaB/eHi
3aMnuTaHHSA.

KopucHi nocunaHHA

Managing Disk Quotas
https://learn.microsoft.com/en-us/windows/win32/fileio/managing-disk-quotas

Enable or Disable Disk Quotas in Windows. Tutorials
https://www.tenforums.com/tutorials/99888-enable-disable-disk-quotas-windows.html

File Server Resource Manager (Part 1: Install FRSM - Part 7: File Management Tasks)
https://4sysops.com/archives/file-server-resource-manager-fsrm-part-3-quota-management/

Module PowerShell GetCimInstance
https://learn.microsoft.com/en-us/powershell/module/cimcmdlets/get-
ciminstance?view=powershell-7.3

PowerShell File Server Resource Manager

https://learn.microsoft.com/en-
us/powershell/module/fileserverresourcemanager/?view=windowsserver2022-
ps&redirectedfrom=MSDN&viewFallbackFrom=winserverr2-ps



https://learn.microsoft.com/en-us/windows/win32/fileio/managing-disk-quotas
https://www.tenforums.com/tutorials/99888-enable-disable-disk-quotas-windows.html
https://4sysops.com/archives/file-server-resource-manager-fsrm-part-3-quota-management/
https://learn.microsoft.com/en-us/powershell/module/cimcmdlets/get-ciminstance?view=powershell-7.3
https://learn.microsoft.com/en-us/powershell/module/cimcmdlets/get-ciminstance?view=powershell-7.3
https://learn.microsoft.com/en-us/powershell/module/fileserverresourcemanager/?view=windowsserver2022-ps&redirectedfrom=MSDN&viewFallbackFrom=winserverr2-ps
https://learn.microsoft.com/en-us/powershell/module/fileserverresourcemanager/?view=windowsserver2022-ps&redirectedfrom=MSDN&viewFallbackFrom=winserverr2-ps
https://learn.microsoft.com/en-us/powershell/module/fileserverresourcemanager/?view=windowsserver2022-ps&redirectedfrom=MSDN&viewFallbackFrom=winserverr2-ps
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Po6oTta Ne 12. HanawTtyBaHHA calTy Ha Beb-cepBepi IIS 3 BUKOPUCTAHHAM
Windows Server 2022 Ta Active Directory

MeTta: BMBUYMTM NpaKTMYHI acnekTn HanawTyBaHHA |IS ana DevOps-opieHTOBAHOrO PO3ropTaHHA CydaCHMUX
Beb3acTocyHKiB y cepenosuii Windows Server 2022 ta AD.

IHcTpymeHTH: rinepsisop VirtualBox; (3a notpebu) mepexHuit emynatop GNS3; mozenb Komn'toTepHol
MepEXKi Ta CTPYKTYpa AOMeEHY, NobyaoBaHi y mexkax nabopaTopHux pobit Ne1-11.

Nigrotosui po6otu.

Hawa mogenb mepei HaBYanbHa, i Ha il BipTyanbHUX MalUMHaX MoXKe ByTW BiACYTHE iHTEepPHeT-
3’egHaHHA. MNepes BMKOHAHHAM NabopaTopHOi poboTU MOMKAMBO 3HAAOOUTLCA 3aBaHTAXKMTWM Ha cein MK
HacTynHe NporpamHe 3abe3neyeHHs:

e SQL Server Management Studio 21.x.x. B Administrator: Command Prompt

3aBaHTaXeHHA odnanH-iHcTanaTopa SSMS
21 (SQL Server Management Studio) «Tpoxu
npuxoBaHe», ocKinbkn Microsoft 3assuuai
NPOMNOHYE OHNalH-3aBaHTaXKyBau. Jna noro
OTPUMaHHA nepexogumo Ha odililiHy
CTOPiHKY 3aBaHTa)XeHHA, OTPMMYEMO dann
OHNaMH iHcTanau,ii

https://aka.ms/ssms/21/release/vs SSMS.exe
3aMnyCcKaeMO MOro y KomaHaHOMY PAAKY

vs_SSMS.exe --layout c:\localSSMSlayout --add Microsoft.Component.HelpViewer
MoBHWI iHCTaNALMHMIA NaKkeT 36epexeTbea y KaTanosi c:\localSSMSlayout. AKTyanbHWII Ha MOMEHT
HaNMCaHHA UMX peKoMeHAaLiN apXiB iIHCTAaNALIMHOIo NakeTy AOCTYMHUIN NO NiHKY:
https://drive.google.com/file/d/14 -xYhUMxC-OYNGAGTOJBL88xiQDIfn3/view?usp=drive link

e _NETSDKS8
https://dotnet.microsoft.com/en-us/download/dotnet/thank-you/sdk-8.0.411-windows-x64-installer
https://dotnet.microsoft.com/en-us/download/dotnet/thank-you/runtime-aspnetcore-8.0.17-windows-hosting-
bundle-installer

e MS SQL Express 2022 offline installer

Microsoft Tpoxu "3axoBana" odnanH-iHcTanatop SQL Server Express 2022 — 3a3BMYail MPOMNOHYETbCA
ManeHbKMn web-installer. [lna 3aBaHTa)XeHHA NOBHOLiHHOro odnanH-iHcTanatopa SQL Server 2022 Express
Edition Heob6xiaHO BUKOHATWN HACTYMHi KPOKMU:

Mepexoammo Ha odiuiliHy cTopiHKy Microsoft: https://www.microsoft.com/en-us/sql-server/sql-server-downloads

MpoKkpyuyemo ao ceku,ii SQL Server 2022 Express Ta HaTUCKaeMo KHonKy Download now — ue 3aBaHTaXKuUTb
HeBe/IMKni palin oHNaiH iHcTanaTopa SQL2022-SSEI-Expr.exe (po3mip ~4,2 MB). 3anyckaemo Moro i y BiKHi,
LLLO 3aBAHTAXKMUTbCA BUCBIYYETLCA MOXK/MBI peXXMMM BCTaHOBNEHHSA: Basic, Custom abo Download Media


https://aka.ms/ssms/21/release/vs_SSMS.exe
https://drive.google.com/file/d/14_-xYhUMxC-OYNG4GTOJBL88xiQDIfn3/view?usp=drive_link
https://dotnet.microsoft.com/en-us/download/dotnet/thank-you/sdk-8.0.411-windows-x64-installer
https://dotnet.microsoft.com/en-us/download/dotnet/thank-you/runtime-aspnetcore-8.0.17-windows-hosting-bundle-installer
https://dotnet.microsoft.com/en-us/download/dotnet/thank-you/runtime-aspnetcore-8.0.17-windows-hosting-bundle-installer
https://www.microsoft.com/en-us/sql-server/sql-server-downloads
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SQL Server 2022
Express Edition

Select an installation type:

Basic Custom Download Media

SQL Server 2022

Express Edition

Specify SQL Server installer download

INLOAD LOCATION *
ads

O6upaemo Download Media i y ubomy BikHi noTpibHY moBy (English) Express Advanced Ta micue 36epekeHHs
daiiny. Hatuckaemo Download. Lie 3aBaHTaxkuTb NoBHY odiaiH-Bepcito (“600 MB).

BM TaKOXK MOXKeTe 3aBaHTaXXUTK Lei paiin no nocunaHHio
https://drive.google.com/file/d/1iuUj9EvCVf3FendAw2j12DjgPh2SQXk2/view?usp=drive link

3aBaHTaXeHHA [HCTaNALIMHUX MaKeTiB Ha BipTyanbHui cepsep Serv-G-N-01 DC1 HaB4YanbHoi
mepeXi BUKOHYETbCA Be3nocepeaHbo Yepes MiHKM abo yepes CTBOpeHM 3aranbHuii pecypc VirtualBox B
3a/1€XXHOCTI Big, HanawTyBaHb Mepexi. Ha puc. 12.1 noKazaHe MOHTYBaHHA CMi/IbHOrO KaTanory Ta GeLwKu.

Serv-22-40-1 [Running] - Oracle VM VirtualBox

= Senv-22-40-1 [Running] &
File  Machine View Input | Devices | Help File Machine Yiew Input | Devices | Help
Server Manager ©  optical Drives > T Server Manager @ optical Drives
B audo ’ 8 audo
SerfEarre rd Ser{CEes
& use » £ us
@ webcams » Usps o @ webcams
= ervers total: =
122 Dashboard I8 Dashboard
= ] shared Folders v [ shared Folders Sett = [0 Shared Folders
1 ocal >erver
U le=lemm [Z]  shared Cliphaard » 1 | [Z)  shared clipboard
B All Servers =) rag and Drop v Wi All Servers [Z) Dragand Drop
o il ADDS
Igl ADDS - . @ J & Insert Guest Additions €D image...
& Insert Guest Additions CD image. ., 15 DHcp ,
1i pHCP %3 Uparade Guest Addions. . o 4] gt @ TS,
@ e —— em DNS Services
Puc.12.1
File Machine View Input

Mpumitka. Ona poboTtn 3i cninbHUMK
nankamu noTpibHi rocTboBi LONOBHEHHA. AKLLO
BOHW LLe He BCTAHOBJIEHI Ha U0 BipTyanbHy
MallMHy, iX NOTPiBHO BCTAaHOBUTU 4epes
cucTeMHe meHto mawunHu Devices — Insert Guest
Additions CD image (Puc. 12.2)

(5 USE Settings. . .

MIIIW USBE Recriver [0200]

Microdia [3311]

Realtek 802.11ac NIC [0210]

Generic LISB2.0-CRw [3960] I—

Broadcom Corp BCM4314240 [0112]

Kingstan DT micraDua 3.0 [0110]

vendor ID: 0951
Services Product 1D: 1643
Srv-!
Devices | Help
@ Optical Drives L4
{2 Audio C
@ Metwork L4
L5 UsB ’
@ Webcams 4
|:| Shared Folders 4
[F] Shared Clipboard 3
@ Drag and Drop 4
dp Insert Guest Additions CD image...
Puc.12.2
HOCIA

Y BipTyanbHiA MalMHi BWMKOHYEMO BCTaHOBAEHHs I3 3 3MOHTOBAHOrO BipPTya/IbHOMO

(pnc. 12.3-12.6).
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@, This PC v ®  SearchThisk
- Manage  ThisPC n ﬁ vigeos
comer view | ormeroons s
e « 4 E ThisPC Search This PC ~ Devices and drives (3)
ds Local Disk (C)
 Folders (7) CD Drive (D:
#* Quick access olders T . = rive (0
9 Desicop 30 Objects Desktop T T N Wy 32,9 GB free of 49,4 GB -
& Downloads Open G, CD Drive (E) VirtualBox Guest
[£] Documents . Documents Downloads Open in new window N ‘ﬂ Additions §
& Pictures = j, @i ool v WA 0 bytesfree d Install or run program frem your media
& Thisec Music pictures Give access to 1 selected Open AutoPlay...
¥ Network J5 ] Pinto Start Events Open ants
Eject . Open in new window .
m Videos = Services e s rvice
v Devices and drives (2) i Eesiomance Give access to 5 [forn
Local Disk (C) >, CD Drive (D) Properties BPA results Pin to Start A rec
_— ‘d Additions
387 GB free of 494 GB YA 0 bytes free of 60.9 MB Eject
Conv
Puc.12.3 Puc.12.4
¥ Oracle VM VirtualBox Guest Additions 6.1.38 Setup - X
=¥ Welcome to Oracle VM VirtualBox
Guest Additions 6.1.38 Setup
«
Setup will guide you through the installation of Orade VM —
VirtualBox Guest Additions 6. 1.38. = v 4 O, ThisPC v & Search This F
# Quic
Itis recommended that you close all other applications ’ : -
De before starting Setup. This wil make it possible to update ] Pictures ~ v Devices and drives (3)
relevant system files without having to reboot your .
3 o computer. Shared_NN o o@Dk () CD Drive (D)
. |
[5] Do Click Next to continue. Site GG_WV.local M 330 GE free of 49.4 GB [
&= Pic wwwroot
CD Drive (E))
shq = This PC -
Sitg
10 items ¥ Network ~ Network locations (1)
[ VBOXSVR Sharing (\WBoxSwvr) (M)
= v B 505 GBfrec of 27068

Pnc.12.5 Pnc.12.6
Micna 3aBeplUeHHA BCTaHOBAEHHA, BUYH4aEMO [MUCK 3 FOCTbOBMMMW JONOBHEHHAMM 3 BipTyaIbHOrO MPUCTPOIO.

TeopeTuuHi BigoMoOCTi Ta 3aBAaHHA A0 nabopaTopHoi poboTu

Po3sroptaHHa Web Server IIS

3a3BMyait, KoM MOBa ige Npo Beb-cepBepn, MAETbCA Ha yBasi pileHHA Ha 6asi nnatdopmu Linux.
Ane sKwo iHGpacTpyKTypa posropHyTa Ha 6a3i Windows Server, noriyHo Ta Habarato 3py4Hiwe
BMKOpPUCTOBYBaTH Beb-cepaep IIS. 3 iHWworo 60Ky, Lie ay»Ke nonyasapHa naatdopma, AKa 403BOJIAE NPALLIOBATH
AK 3 6inbwicTio nonynapHmux CMS, TaK i MA€ LWMPOKUIA CNEKTP CUCTEM, NPU3HAYEHUX ANnA PoboTK came Ha
Windows i lIS.

fonoBHMM BOHYCOM BUKOpPMCTaHHA IIS € Moro TicHa iHTerpauis 3 iHWMMM TeXHOoorisMM Ta 3acobamu
po3pobkm Microsoft. 3okpema, Beb-piweHHA ans IS moxyTb BUKOpUcToBYBaTU Barati moxknmeocTi .NET i
JIerKO B3aEMOSLIATU 3 AECKTOMHUMW A0[ATKaMM Ha Ui naatdopmi. AKLWO BaC Le MNOKKU He LiKaBuTb, TO A0
BaLlmx nocnyr 6aratuit Bubip rotosux CMS, y Tomy umcni pospobneHunx cneuianbHo gas lIS.

Po3rnaHemo, fiK BCTaHOBUTU | HanawTysaTu IIS ana poboTn 3 Beb-pileHHAMM Ha 6a3i ASP.NET i
BCTAaHOBUTM OAHY 3 nonynsapHux CMS ana uiei nnatdopmum.

[ns BcTaHOBNEHHA Beb-cepBepa Ha naatdopmi Windows Biakpusaemo Dashboard Server Manager,

a NOTiM HaTUCHITb KHOMKY [logatM poni Ta KOMMOHEHTWU. BigKPWMETbCA MalcTep AoAaBaHHA posaei Ta
KOMIMOHEHTIB.

Manage Tools View

| Add Roles and Features

Remave Roles and Features
Ha ctopiHui Mepeg noyaTtkom poboTN HATUCHITb KHOMNKY Next. ObMpaemo BcTaHOBNEHHA ponelt Web
Server 1IS. AKwo He obupatu gopatkosi Features, mu oTpumaemo Web Server IIS y miHimanbHin
KOHoirypau,ii.



MIHICTEPCTBO OCBITU I HAYKHU YKPATHU
JEPKABHUI YHIBEPCUTET «KATOMUPCHKA IMMOJITEXHIKA»
Cucrema ynpasiinng sikictio Biznosigae ICTY ISO 9001:2015

®-22.05-05.02/2/BK-
2026

Apxk 115 /153

Kuromupcbka
noJjiTexHika

Exsemnnap Ne 1

Ane He nocniwaemo HaTuckath Next, niBopyd, Nig HA3BO KOXHOI poi, OCTyNHa onuis Cayxou
ponei, nepengemo Ha Hei i BctaHoBMMO gns CepBepa nporpam TakKi onuii: NiaTpnumka Beb-cepsepa (lIS),
3aranbHuii goctyn ao TCP-nopriB Ta AKTnBauisa yepes HTTP.

Y n. Application Development 0608’s3koBo gogaemo ASP.Net 4.8.(puc.12.7.) Ana GyHKUIOHYBaHHSA
CMS Orchard Core 2.x Bumaraetbca ASP.Net 4.7, abo BuLLe.

Li cknagoBi MoXKyTb ByTU BXKe BCTAHOB/IEHI NPM BUKOHAHHI nonepeaHix nabopaTopHUx pobir.

fiiu Add Roles and Features Wizard - o x

Select installation type
Select the installation type. You can install roles a
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role

7} Remote Desktop Services installation

or session-based desktop deployment.

Add Roles and Features Wizard - o b

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based

DESTINATION SERVER ~elect deslina

Serv-22-40-1.falkouskynet

nd features on a running physical computer or virtual

services, and features.

Select a sesver or a virtusl hard disk on which ta install roles and features

® Select a server from the server pocl

Select a virtusl ard disk
Server Pool

Filter

T Add Roles and Features Wizard

Select server roles

Select one or mere roles to install on the selected server,
Roles.

1 || File and Storage Services (2 of 12 installed)
[ Host Guardian Service
[ Hyper-v
[ Network Policy and Access Services

© [W] Print and Document Services (1 of 3 installed)
[ Remote Access

1 [W] Remote Desktop Services (4 of 6 installed)

Volume Activation Services

- o x T Add Roles and Features Wizard

DESTINATION SERVER
Serv-22-20- 1 falkovsky:net

Select features

Deseription

Wb Server provides for
HTML Web sites and optional
support for ASP.NET, ASP. and Web
server extensions. You can use the
Web Server to host an intemal or
external Web site or to provide an
environment for developers to
ereate Web-based applications

4 (W] Web Server (I5) (18 of 43 installed)
am
© (W] Common HTTP Features (5 of 6 installed)
& [ W] Health and Diagnostics (4 of 6 installed)
& (W] Performance (1 of 2 installed)
b [ Security (2 of 9 installed)

] Application Development (4 of 11 installed|

b (W] Management Tools {2 of 7 installed)
] Windows Deployment Services
[ Windows Server Update Services

DESTINATION SERVER
Seru-22-40-1 flkovsiynet

Select one or more features to install on the selected server.

Description

ASP.NET 48 provides core support
for running ASP.NET 4.8 stand-alone
applications as wel as applications
that are integrated with IS,

Features

4 [ NET Framewerk 3.5 Features

[ .NET Framework 3.5 (includes .NET 2.0 and 3.0
[ HTTP Activation
[ Non-HTTP Activation

ctivat
] Message Queuing (MSMQ) Activation
[] Named Pipe Activation
[ TcP Activation
/| TCP Port Sharing (Installed)
1 [ Background Intelligent Transfer Service (BITS)
[ BitLocker Drive Encryption
[ BitLocker Network Unlock
[] BranchCache
[ Client for NFS
"1 Containers

creon ][ ve> ]| [ Concel

Puc. 12.7

060B’A3K0BO BCTAHOBMOEMO KOMMNoHeHTH Net FrameWork 4.8 Ta ASP.NET 4.8. (puc.12.7).

4 W] Web Server (IS) (18 of 43 installed)
4 [W] Web Server (16 of 34 installed)

4 (W] Common HTTP Features (5 of 6 installed)
Default Document (Installed)
Directory Browsing (Installed)

HTTP Errors (Installed)
Static Content (Installed)
HTTP Redirection (Installed)

[] WebDAV Publishing
4 [W] Heslth and Diagnastics {4 of 6 installed)

| HTTP Logging (Installed)

[ Custom Logging

+| Logging Tools {Installed)

[] ODBC Logging

+| Request Monitor (Installed)

+| Tracing (Installed)

4 (W] Performance (1 of 2 installed)
+/| Static Content Compression (Installed)
[™1 Dynamic Content Compression

hLSILNILNES

4 M| Performance (1 of 2 installed)
| Static Content Compression (Installed)
[J Dynamic Content Compression
a [W] Security (2 of 9 installed)
+| Request Filtering (Installed)
[ Basic Authentication
[ Centralized SSL Certificate Support
[ Client Certificate Mapping Authenticatic
[] Digest Authentication
[] 1S Client Certificate Mapping Authentic
[] 1P and Domain Restrictions
[ URL Authorization
/| Windows Authentication (Installed)
4 [W] Application Development (4 of 11 installed
] .NET Extensibility 3.5
~| .MET Extensibility 4.8 (Installed)
[] Application Initialization
[] asp
[ ASP.NET 3.5

Puc. 12.8

4 (W] Application Development (4 of 11 installed
[ .NET Extensibility 3.5
+| NET Extensibility 4.8 {Installed)
[] Application Initialization
[ asp
[ ASP.NET 35
| ASP.NET 4.8 (Installed)
O cal
~/| ISAPI Extensions (Installed)
| ISAPI Filters (Installed)
[] Server Side Includes
[] WebSacket Protocol
I [] FTP Server
«m
¥ 115 Management Console (Installed)
- [] 115 6 Management Compatibility
| IS Management Scripts and Tools (Installec
[ Management Service
[ Windows Deployment Services

Ha pwuc. 12.8 nokasaHi komnoHeHTU IIS (Roles & Features), ski HeobxigHi ana GyHKUiOHYBaHHSA
WEB-cTeKy Ha ocHoBi Orchard Core 2.x. Ocb ix nepenik:

Ponb: Web Server (11S) Web Server

Common HTTP Features

Static Content

Default Document

HTTP Errors

Performance Features

Static Content Compression (onyiliHo, ane 6axaHo)
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e Security
e Request Filtering
e Windows Authentication (onuyioHanbHo, akwo nompibHa aymeHmudpikauis yepesz Windows)
e Basic Authentication (onyitiHo)
e Application Development
e _NET Extensibility 4.8 (He kKpumuuHo, ane iHOOi nompibHo 0OnA iHMeapauii 3 iHWUMU

dodamkamuy)

ASP.NET 4.8 (Heobo8’sa3koso, Orchard Core npaytoe Ha ASP.NET Core)

ISAPI Extensions

ISAPI Filters

WebSocket Protocol (onyitino 0as Orchard Core, asne moxce 6ymu KOpUCHO 045 peasnbHo20
yacy)

Micna posroptaHHa Web-server IIS, ioro giesgatHicTb npocTile BCbOro NepeBipuTM BUKOHABLUM
Ha cepBepi Bxig yepes Microsoft Edge Ha cTopiHky 127.0.0.1 (pnc.12.9)

Serv-22-40-1 [Running] - Oracle VM VirtualBox = =g
Fle Machine View Input Devices Help

O @ s Windows Server x |+ — (] x

<« O D 127001 A o= 3’ - 0y

ER Windows Server

Internet Information Services

Welcome Bienvenue Tervetuloa
32z Benvenuto Enid
‘ ,sb.. Bienvenido Hos geldiniz | ooxan oona Welkom
Bem-vindo L

|
Kahwg I
Vitejte OPLOOTE n noxanosats | Udvé

| Lase ¥RID

H L Type here to search Fulwgid
Puc.12.9
3aBgaHHA Nel12.1
1. 3anycTiTb BipTyanbHy MawmHy 3 Windows Server 2022, Ha aKiit Bu BUKoOHyBaim nabopaTtopHy poboTy

Ne10 «HanawTyBaHHsA cninbHOro npuHTepa Ha 6asi Windows Server 2022 Ta Active Directory».

2. KopucTytoumch, onMcaHnmm BULLLE PEKOMEHAALIAMU, MepeBipTe, UM PO3ropHyTo poab Web-server Ta
Moro npauesnatHicTb. JoaaiTe, 3a HeobxiaHoCTi, KomnoHeHTH 1IS (Roles & Features), Aki HeobxigHi ana
¢dyHKujioHyBaHHA WEB-cTeky Ha ocHoBi Orchard Core 2.x.

Po3sroptaHHa MS SQL

Onsa dyHKUiOHYBaHHA MNOBHOLIHHOIO caiiTy HeobxiAHO PO3ropHyTU cUcTemMy ynpasiiHHA 6asoto
AaHux (CYBA). Ue 803BONUTL OTPMMATU B PO3MOPAAMKEHHA NOBHOLIHHUI Beb-cepBep, AKMI AacTb 3mory
3anycKaTu Becb CNeKTp Be6-404aTKiB AK NNATHMX, Tak | 6e3kowToBHUX. OgHieto 3 Tunosux CYBA gna MS IIS
€ MS SQL. MNoTouHa Bepcia MS SQL 2022 sunyuieHa B HACTYMHUX pefaKLuiax:
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Enterprise Edition — noBHoUjiHHa pegakuia MS SQL Server, npu3HayeHa 415 BUKOPUCTAHHSA B pPeasibHUX
NPOEKTaXx i He Mae 0BMeKEHb LLLOA0 06UYNCAIOBANIBHUX NOTYKHOCTEN.
e Standard Edition - NOBHOLIHHWI BUNYCK, WO Ma€ NeBHi anapaTHi obmeKeHHs.

e Express Edition - 6€3KOLWTOBHMI BUMNYCK 418 pOobOTU NpOCTMX nNporpam. MoxKe BUKOPUCTOBYBATUCA Ha
BMpILIEHHA peanbHUX 3aBAaHb, ane Ma€ AefKi anapaTHi o6MexeHHs.

e Developer Edition — noBHOdYHKLiOHanbHa 6E3KOLWTOBHA peaakLis Ana po3pobHuKiB. [JaHUN BUMNYCK He
MOXe BUKOpUCTOBYBaTUCA A1A poboTu AK peanbHuit SQL-cepsep, ane moxe byTW 3acTocoBaHWi AnA
BMBYEHHA | TeCTyBaHHA mexaHikm MS SQL Server.

[ ]

Ak onucaHo y n. nigrotoByi pobotn, Ha cepsep cerv-22-401 (Fuming) - Orade vt irtuaon
3aBaHTaeHo Aauctpubytme CYB[, - 6eskowToHa ™" g gt e

i iy . . cC o 1270_(“ pplication Tools
Bepcia MS SQL Express Edition 2022 offline installer.

“ v = > ThisPC > 50L2022 (\VBoxSv) (5) v O | | Searcht

=R Windows S|

Name Datemodified  Type Size
# Quick access

B dotnet-sdk-8.0.411-win-x64 12

1 Desks Application
‘ eskion 8 5QL2022-SSEl-Expr 12 Application
. . Downloads N N
BuKoHyemo iHcTanAauito MS SQL-express-2022. Internetji wsasenoemy 2 Appiatin
(5 Documents of) us_ssms 12 Application
=] Pictures
& ThisPC Choose Directory For Extracted Files X
1 3D Objects
I Desktop Choose Directory For Exiracted Files
. ST
. . ) e B Dot Eiieenorc o B
NiHK  ana  3aBaHTaxkeHHa  ¢anny  offline r— o o= =

. s5:2 B D Music
iHcTanaTtopa SQLExpress Advanced 2022: e o
Videos

i Local Disk (C)

= 5QL2022 (\VBoxSvI

Punc.12.10.
https://drive.google.com/file/d/1iuUj9EvCvf3FendAw2jI2DjqPh2SQXk2/view?usp=drive_link

O6upaemo HoBui SQL-server 6e3 Knactepmsalii, NOroaKyeEMocb Ha OHOB/IEHHS Ta 3 YMOBaMM
niyeHsinHoi yrogm (puc.12.11, 12.12):

% sQL ServerInstallation Center

- o x | W
Planning 457 New SOI Server standalone installation or add features to an existing installation Planning New SQL Server standalone installation or add features to an existing installation
Installation Launch a wizard to install QL Server 2022 in a non-clustered environment or to add Installation Launch 3 wizard to install SOL Server 2022 in 2 non-clustered environment orto add
features to an existing SOL Server 2022 instance. features to an existing SQL Server 2022 instance.
Maintenance Maintenance
Instoll SOL Server Reporting Services - = Install SOL Server Reporting Senvices
Tools ools =
Launch a download page that provides a link to install SGL Server Reporting Services. An =48] Launch a download page that provides a link to install SQL Server Reparting Services. An
Resources internet connection is required to install SSRS, Resources internet connection is required to install SRS,
Options (@7 Install SOU Server Management Tocls Options (@7 Install SOL Server Management Tools

Lounch o download page that provides a link to install SOL Server Management Studio,
SQL Server command-line utilities (SQLCMD and BCP), SQL Server PowerShell provider,
SQL Server Profiler and Datcbase Tuning Advisor. An intemet connection is required to
install these tools.

Launch 2 download page that provides alink to install SQL Server Management Studio,
SQL Server command-line utilities (SQLCMD and BCP), SQL Server PowerShell provider,
SQL Server Profiler and Database Tuning Advisor. An internet connection is required to

SQL Server 2022
Lé install SOL Server Data Too! Li
Launch a download page that provides a link to install SQL Server Data Tools (SSDT). SSDT i
provides Visual Studio integration including project system support for Microsoft Azure Please wait while Microsoh SQL Server 2022 Setup processes the current operation
SQL Database, the SQL Server Database Engine, Reporting Services, Analysis Services and
Integration Services. An intemet connection is required to install SSDT.

ﬁ Upgrade from a previous version of SO Server

Lounch o wizard o upgrade a previous version of SOL Server to SQL Server 2022
Click here to first view Upgrade Documentation

Upgrade from  previous version of SOL Server

Launch  wizard to upgrade a previous version of SQL Server to SQL Server 2022.
Click here to first view Upgrade Documentation

Microsoft SQL Server 2022

Microsoft SQL Server 2022

Pnc.12.11.


https://drive.google.com/file/d/1iuUj9EvCvf3FendAw2jI2DjqPh2SQXk2/view?usp=drive_link
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4 SOL Server 2022 Setup - a X T SQL Server 2022 Setup = o X
License Terms Microsoft Update
Toinstall SQL Server 2022, you must accept the Microsoft Software License Terms. Use Microsoft Update to check for important updates
Li Te
cone ferms SQL Server 2022 Express Edition License Terms Microsoft Update offers security and other important updates for Windows and other Microsoft
Global Rules Global Rules software, including SQL Server 2022. Updates are delivered using Automatic Updates, or you can visit
- the Mi ft Update bsite
Microsct Update YOU MUST ACCEPT THE SOFTWARE LICENSE TERMS. SEE BELOW. Please  ~ | Microsoft Update @ Microseft Update website
Product Updates read the full license terms provided at (aka.ms/useterms). Product Updates | Use Microsoft Update to check for updates (recommended)
Install Setup Files : Install Setup Files 3 N
J—— DATA COLLECTION. The software may collect information about you and your el e Microsoft Update FA
use of the software and send that to Microsoft. Mierosoft may use this stement
Azure Extension for SQL Server Azure Extension for SOL Server Microsoft Privacy Statement

information to provide services and improve Microsoft's products and services.
Your opt-out rights, if any, are described in the product documentation. Some
Feature Rules features in the software may enable collection of data from users of your Feature Rules
Feature Configuration Rules applications that access or use the software. If you use these features to enable Feature Configuration Rules
Installation Progress data collection in your applications, you must comply with applicable law, o | staltation Progress

Complete

Feature Selection Feature Selection

Complete

Iaccept the license terms and  Privacy Statement

SQL Server transmits information about your installation experience as well as other usage and
performance data. Azure Arc connection also transmits the configuration data to allow you to manage
2nd protact your SQL Server instance using Azure Portal and services. To leam mare about data
processing and privacy controls, and to turn off the collection of certain information, see the
documentation

<Back Cancel <Back

Pnc.12.12.

Cancel

Yepes obmerKeHicTb pecypciB y poboTi, irHopyemo nonepeaKeHHs, Npo posroptaHHa CYB[ Ha AomeH-
KOHTpOJiepi. BiamoBnsiemoch Big BCTaHOBAEHHA po3wmnpeHb MS Azure. Y KOMNOHEHTax AN BCTaHOB/IEHHA
BMMMKaemo Machine Learning Service and Language Extensions Ta 3aiMwWwaemo iM’'a eksemnnapy cepeepy
6e3 3miH (punc.12.13). KomnoHeHT Machine Learning Service and Language Extensions n03Bo/siA€ 3anyckaTu
30BHilWHI ckpunT moBamu R, Python, Java 6e3nocepeaHbo BcepeanHi SQL Server i € cknagosoto Enterprise
SQL Server.

# sQL Server 2022 Setup - o x
= | 8 St Server 2022 Setup - o x Azure Extension for SQL Server
Planing Install Rules Azure Extension for SQL Server is required to enable Microsoft Defender for Cloud, Purview, and Azure Active Directory.
— Setup rules identiy potential problems that might accur while rumning Sefup. Failures must be comectes before Setup |
Maintenance <an contiaue. License Terms [T Azure Extension for 5L Semer|  To install Azure extension for SQL Server, provide your Azure
Global Rules account or 2 senvice principal to authenficate the SOL Server
Tools License Terms Gperation completed. Passedk 3. Failed D. Warning 2. Skipped 0. instance to Azure. You also need to provide the Subscription D,
Resousess Global Rules Microsoft Update Resource Group, Region, and Tenant ID where this instance will be
e [ | | proguct pdates regieered or mors informatio fa each parameter,vii
Optiens . rerssatt g e 5 nstallSetup Files hitps/aka.ms/arc-sql-server.
roduct Updates ide derais << e-run »
Install Setup Files i nstall Rules Use Azure Login
stall Rules Azure Extension for SQI Serv... Use Service Prncipal
Aaure Extension for SQL Server Reult  Rule Feature Selection Azure Service Prncipal ID*
e Seection © | Mactine Losing Server shre fstrssuppn Fesureules [ ]
Faature Rules @ Consistency valdstion for SOL Server registry key: Instance Configuration Azure Service Principal Secret® ‘ |
Instance Configuration 1 Computer domain controier Server Configuration
Sarver Configuration B Windows Feenal g Database Engine Configuration
Database Engine Cenfiguration @ Mcrosoft NET Framework 472, or newer, i required Pased Feature Configuration Rules
Feature Configuration Rules ntslton Progress Azure Subscription 1D ‘ ‘
Installation Progress
Complete Complete Azure Resource Group™ I ]
Azure Region™ I |
Azure Tenant ID* I |
Proxy Server URL (optional) T ]
Microsoft SQL|
1 SQL Server 2022 Setup - o X
SO Server 2022 Setup - o X
Instance Configuration
Feature Selection
L . . Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installatien path.
elect the Express features (o instal
License Terms License Terms O Default instance
> tfromt Global Rules
Global Rules @ Looking for Reporting Services?  Download it from the web ©Named instance:* [5Gl Eepress ‘
Microsoft Update Festures: Feature description Micrasaft Update
Product Updates Product Updates
P The configuration and operation of each ~ nstal Setup Files
Install Setup Files abase Engine Services instance feature of a SOL Server instance is Instance ID: [saLexpress |
Install Rules SQL Server Replication isolated from other SQL Server instances. SOL v Install Rules
Azure Extension for SQL Sever Machine Leaming Services and Languzge EX| prerequisies or selected features: Azure Extension for SQL Server
5 Full-Text and Semantic Extractions for Search Feature Selection SQL Server directory:  C\Program Files\Microsoft SQL Server\MSSQL16.SQLEXPRESS
Feature Selection [ PolyBase Query Service for External Date || Already installed " Eeatore Rl
Feature Rules Shared Festures Windows PowerShell 20 or higher o Installed instances:
Instance Configuration [ LocaiDB Microsoft Visual C++ 2017 Redistributable v/ Instance Configuration
Server Configuration Redistributable Features Disk Space Requirements Server Configuration Instance Name _Instance D Features Edition Version
Configuration
Database Engine Configuration Drive C: 1415 MB required, 36200 MB available 9
Feature Configuration Rules < 5 Feature Configuration Rules
Installtion Progress Installation Progress
Complete Select All Unselect All Complete
Instance roct directory: C:\Program Files\Microsoft SOL Server\ ‘
Shared feature directory: Ci\Program Files\Microsoft SQL Server
Shared feature directory (x86): | C:\Program Files (x36)\Microsoft SQL Server
<Back Next > Cancel <Back Next > Cancel

Pnc.12.13.

3anuwaemo 6e3 3miH NpaBa NpaBa 061iKOBKX 3anuciB Ta NpaBa Ha TOM. OBMPAEMO 3MiLLAHUI PeXUM
aBTeHTUIKaLii Ta BBOAMMO Naposb Ana cyneptosepa MS SQL sa. TakoXk Ha LLbOMY KPOL,i MOXAMBO 3MiHUTH
poboui katanorm CYB/ (puc.12.14).
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6 saLs: 2022 Sety - o X
% SQL Server 2022 Setup T o« || mssee up

Server Configuration Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories, TempDB, Max degree of

Specify the service accounts and collation configuration. parallelsm, Memory limits and Filstrear sestings.

License Terms Senvice Accounts  Collation License Terms Server Configuration ' Data Directories TempDB Memory User Instances  FILESTREAM
Global Rules Global Rules
Specify the mode and forthe D:
Microsoft Update Microsoft recommends thatyou use 2 separate account for each SQL Server service. Microsoft Update
Product Updates Service Account Name Password Startup Type Product Updates Authentication Mode
Install Setup Files SQL Server Database Engine NT Service\MSSQLSSQL. Automatic | v Install Setup Files
Install Rul O Windows authentication mode
Install Rules SQL Server Launchpad NTService\MSSQLLaunc. Automatic | v nstall Rules
Aaure Extension for SOL Server SQL Full-text Filter Daemon Launc., | NTService\MSSQLFDLa.. Manual Azure Extension for SQL Server ® Mixed Mode (SQL Server authentication and Windows authentication)
Feature Selection SQL Server Browser NIAUERINEOCAR OEEiE Feature Selection Specify the password for the SOL Server system administrator (sa) account.
Feature Rules Feature Rules
Instance Configuration [] Grant Perform Volume Maintenace Tssks privilege o SQL Server Databsse Engine Service Instance Configuration Enter password:  [sesuseee |
Server Configuration This privilege enables instant file initialization by avoiding zeroing of data pages, This may lead Server Configuration Confitm password; [ssssewed] |
toinformation disclosure by allowing deleted content to be accessed. i igurati
Database Engine Configurat Y 9 Database Engine Configuration R
ehase e -omuaton "9 N Specify SQL Server administrators
Feature Configuration Rules Click here for details Festure Configuration Rules _
Instellotion Progress Installation Progress. FALKOVSKV\administrator (Administrator) SQL Server administrators have unrestricted
access to the Database Engine
Complete Complete
Add Current User | | Add. Remove
<Back Next > Cancel <Back Next > Cancel

Puc.12.14.
Ha ubomy Kpoui po3roptaHHs cepsepy SQL Express 2022 3aBepuieHo (puc.2.15).

® -
T SQL Server 2022 Setup _ o x T SQL Server 2022 Setup o x

Installation Progress Complete
Your SQL Server 2022 installation completed successfully with product updates.

License Terms License Terms Information about the Setup operation or possible next steps:

Global Rules
Globa Fules ] Festure Status ~

Microsoft Update

Microsoft Update Performing Windows Installer actions. € Full-Text and Semantic Extractions for Search  Succeeded

Product Updates

Product Updates (@ Database Engine Services Succeeded
Install Setup Files Install Setup Files (@ QL Server Replication Succeeded
Install Rules Install Rules 1@ saL Browser Succeeded
‘Azure Extension for SQL Server Azure Extension for SOL Server 1@ saL writer Succeeded
f {2 Setup Support Files Succeeded v
Feature Selection eature Selection
Feature Rules Feature Rules
Instance Configuration Instance Configuration Details:

Server Configuration

Server Configuration e
Database Engine Configuration Database Engine Configuration
Feature Configuration Rules Feature Configuration Rules
Installation Progress Installation Progress
Complete Complete
Summary log file has been saved to the following lecation:
SQL Server160\Setup BootstrapiLogh2!
Next > Cancel Close

Pnc.12.15.

AK onucaHo y po3aini «MNigrotoeyi poboTU» OTPUMYEMO iHCTanALiMHMIA nakeT SQL Server Management
Studio 21.X.X Ta BUKOHYEMO IMOr0 «TUXE» BCTAHOBJIEHHA Yepe3 KOMaHAHWUIN PALOK:
C:\localSSMSlayout\vs_SSMS.exe --quiet —norestart

PesynbTaTom BCTaHOB/IEHHA Byae noasa BigNOBIAHOIO MNYHKTY CUCTEMHOIO MeHIo cepBepa (puc.12.16).
3BepHiTb yBary Ha BiamiTky “Trust Server Certificate”

Micns ycniwHoro nigkntodeHHA y SSMS BUKOHYEMO npaBuit KAiK nNo cepsepy —> Properties - BKnaaka
Security. Mae 6ytn "SQL Server and Windows Authentication mode". flkwo Bu 3miHnAn uel napamerp,
BMKOHaTe nepesanyck cepsicy (MpoLec nokasaHui Ha puc.12.18).

B Administrator: Command Prompt

B Connect (Preview) x

SQL Server Tools 21

Database Engine Tuning Advisor 21

SQL Server Management Studio 21
SQL Server Profiler 21

tion Properties
Server Name: \SOLEXPRESS

Windows Authentication

Il Oracle VM VirtualBox Guest Addit...

erver Manager

- SERV-22-40-1\SQLEXPRESS
LT script ~ @ Help

<clefauit>

& Memary

¥ Processors )
Securly Server authentication

# Comections O Windows Authentication made — =

¥ Database Settings Connect Cancel

¥ Mdvanced [® QL Server and Windows Adthertication mode

M & Pemissions

Puc.12.16.
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AKWo niaxknoveHHA He Biabynocb nepesipaemo BiaKpuTicTb nopty TCP 1433. Lle nopT SQL Server
3a 3amoBYaHHAM. Le odiuiiHnit Homep cokeTy IANA (areHTCTBO 3 BUAINEHHS iIMEH Ta YHIKa/IbHUX NapameTpis
npoToKkonis IHTepHety) ana SQL Server. KnieHTcbKi cuctemn BuKopucToBytoTb nopt TCP 1433 ans
NiAKNIOYEHHA A0 CUCTEMU KepyBaHHA 6a3amu gaHux; y cepeaosulii SQL Server Management Studio (SSMS)
NOPT NPU3HAYEHO ANA KepyBaHHA ekdemnaapamu SQL Server yepes mepeky. Moxnmseo HanawTtysati SQL
Server gnA NPOCAyXOBYBAHHA iHLWOro NOpTy.

PosropTaHHs cepBepy BUKOHaHO 6e3 3MiHM NOpPTiB, @ TOMY NepeBipsemMo BiaKpuTTa nopTis 1433

P Allowed apps - o x
P Windows Defender Firewall - O
& « v 4 @ <« Windows Defender Firewall > Allowed apps v ® | Search Control Panel o
« © 4 @@ « Al Control Panelltems 5 Windows Defender Firewall v|®/ | Search Control Panel
Control Panel Home Help protect your PC with Windows Defender Firewall Allow apps to communicate through Windows Defender Firewall
Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your To add, change, or remove allowed apps and ports, click Change settings.
Al feat S
through Wdows Defender PC through the Intemet or a netuork. What are the risks of allowing an app to communicate? & Change settings
ircwall . .
Domain networks Connected Allowed d featt
& Change notitication settings L4 jowed apps andeatures
& Tum Windows Defender Netwarks at a workplace that are attached ta a domain Name Domain Private Public ~
Firewall on or off [IRouting and Remote Access [m] o o
© Restore defaults Windows Defender Firewall state: On [ Secure Socket Tunneling Protocol o u] u]
& Advanced settings Incoming connections: Block all connections ta apps that are not on the I Secure World Wide Web Services (HTTPS)
list of allowed 2pps DISNMPTra o o o
Troubleshoot my network - P
Active domain networks: B falkovsky.net [ Software Load Balancer [m] [u] [m]
S(lLPmt [E]
Natification state: Do not notify me when Windows Defender S0P ]
Firewall blocks a new app ort
CITPM Virtual Smart Card Management a a a
. d
. @ rrivate networks Not connected a Firewall u} o o
M Windows Device Management
. o Guest or public networks Not connected & Windows Management Instrumentation (W)
[CIWindows Media Player O n o>
Details.. Remove
Allow another app...
Seealso
Security and Maintenance
Network and Sharing Center
oK Caneel

Puc. 12.17

AKWo BignosigHi noptu nicna posroptaHHa MS SQL Ta SQL Management Studio He BigKpwuTi,
BianosiagHi npasuna Ha Windows Defender Firewall He ctBopeHo (puc. 12.17), BuKoHyemo nig, Administrator

Command Promt HacTynHi KomaHaum:
netsh firewall set portopening protocol = TCP port = 1433 name = SQLPort mode = ENABLE scope = SUBNET profile = CURRENT

netsh advfirewall firewall add rule name = SQLPort dir = in protocol = tcp action = allow localport = 1433 remoteip = localsubnet
profile = DOMAIN

HactynHuii momeHT. 3anyctmelum SQL Server Configuration Manager nepesipsemo poboty SQL
Server Browser. IKW0 cnyXba He 3anyLueHa, 3MiHIOEMO i TN 3anycKy Ta nepectapTyemo (puc.12.18).

File Action View Help

e z|EH:= H|

48 5QL Server Confiquration Manager (Local) ‘ Name State Start Made Log On As Process ID Service Type
ESQL Server Browser | [Stopped | Other (Boot, Sy.. NTAUTHORITWLOCALSERVICE 0

T 0L Server Network Configuration (32bit
= SQL Server (SQLEXPRESS) SOL S
« & 0L Native Client 11.0 Configuration (321 hsaL senver ) erver

SQL Server Browser Properties ? x

&, Clent Protocols [Ha150L Server Agent (SOLEX... SQL Agent
& Aioes #HS0L Ful-text Fiter Daem... § 150 0n advanced
¥ Azure Extension For SOL Server E General
~ § 50l Server Network Configuration Binary Fatn C:\Program Files (x86]\Microsoft S Mame State Start Mode
[ Protocols for SOLEXPRESS Error Control 1
~ &b 50L Native Client 11.0 Configuration Exit Code 0 SOL Server Browser 2 2
% Client Protocols Host Name SOL Server (SOLEXPRESS)  Running n
Aliases er
Stop
#9 Azure Extension For SOL Server EsQL Server Ag ent (SQLEX... Stopped g
e ﬁSQL Full-text Filter Daem...  Running | Pause
Disabled -
- Resume
Disabled
Manual
Name State Start Mode
S0 Server Browser Running  Automatic
SEEie [%50L Server (SOLEXPRESS) Running  Automatic

The start mode of this senice. | "HeySQL Server Agent (SQLEXPR... Stapped  Autamatic

ﬁSQLFuH-textFilterDaemon .. Running  Manual

Cancel aoply el

Puc. 12.18
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[ns BukopuctaHHa SQL Server ak 6a3un gaHux
Beb-cTeKa A40CTaTHLO 3anyleHnx cay»6 SQL Server i
SQL Server Browser, a TakoxX BigKkputoro nopty 1433 y
6paHgmayepi.

Ha puc. 12.19 - ycniwHe niakntoueHHa a0 6asu
AaHux yepes SQL Server Management Studio 21. B XEvent Profiler

Puc. 12.19

3aBgaHHA No12.2

BuKoHaliTe BctaHoBneHHs CYB/[ MS SQL 2022 Express Ha cepBepi 3 npaytotoumm lIS.

Mpw iHcTanAuji irHopynTe nonepeaKeHHs, LWo BoHa BUKOHYETbCA Ha Computer Domain Controller.
Ob6epiTb 3milLaHNI perkMm aBTeHTUIKALLIT Ta 3a4aliTe Napo/ib cynepKkopucTyBady SQL-cepBsepa sa.
BuKoHaliTe BcTaHoBAeHHs MS SQL Management Studio (SSMS) Ta nigkntoueHHs oo 6a3u gaHux.

BctaHoBneHHAa .NET SDK 8

Orchard Core 2.1.7 npautoe Ha .NET 8, Tomy noTpibeH came SDK, a He nnwe Runtime (SDK Bkatouae
i Komninatop, i Runtime). ®ann iHctanauii dotnet-sdk-8.0.411-win-x64.exe. Ha eTani nigrotoBunx pobit Ha
cepBep bynu 3aBaHTaXKeHi iHCTanAuUiHI dannn. Bu morKeTe ix 3aBaHTaXKUTU MO AiHKam

https://drive.google.com/file/d/1U2ifUdDA w8NZvk3NCAJpRfPx-Lt1-sz/view?usp=drive link
https://drive.google.com/file/d/1V-gfTO8Cin-bXSEIUAJOZKZ1z0i9xN6c/view?usp=drive link

BMKOHYEMO BCTaHOBNEHHSA Ta NePeBipKy MOro KOPEKTHOCTI (KomaHaa dotnet —version):

B Macioon 2T R0 ]

¥ Microsoft NET SOK 2,041 (x64) Instaber - X
Microsoft .NET SDK 8.0.411 i

Setup Progress

Precessng NET Rurtime - £0.17 (454)

NET .NET

C:\Users\Administrator> Puc. 12.20
BcraHoBAoemo cepeaosuule BuKoHaHHA ASP.NET Core 403B0/1A€ 3anycKkaTu icHyro4i Beb/cepBepHi
nporpamu. Y Windows peKomeHA,0BaHO BCTAHOBUTU NAaKeT XOCTUHTY, AKUI BKKOYAE NIATPMMKY CEpeoBULLA
BMKOHaHHA .NET Ta lIS. ®aiin iHcTanAauii dotnet-hosting-8.0.17-win.exe.

CtBoptoemo HoBui cailT Orchard Core (WBUMAKKUIA CTapT) WAAXOM BUKOPUCTaHHA WwabnoHy Orchard
Core CMS. Le HavnpocTiwnii i HalweMAwKMiA cnoci6 cTapTy, WO [03BONAE He 3aBaHTa*KyBaTW Becb
pPeno3nTOpii BPyYHYy.

Biakpneaemo PowerShell abo CMD i BUKOHYEMO KOMaHAy

dotnet new --install OrchardCore.ProjectTemplates::2.1.7

AKTyanbHa Bepcia wabnoHy Orchard Core CMS yTOYHIOETbCA Ha CaTi
https://www.nuget.org/packages/OrchardCore.ProjectTemplates



https://drive.google.com/file/d/1U2ifUdDA_w8NZvk3NCAJpRfPx-Lt1-sz/view?usp=drive_link
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BEH Administrator: Command Prompt — [m] X

a |nugetcrg,’packages,’OrchardCure‘PrujectTemplates

Search for packages..

.e nuget Packages  Upload Statistics

Docurnentation [

° Prefix Reserved

MET CLI

OrchardCore.ProjectTemplates

w

|> dotnet new install OrchardCore.ProjectTemplates::2.1.7 |

Puc. 12.21

CTBOPIOEMO HOBWIA CAalT 32 AONOMOIOH0 3aBaHTaXKeHoro wabsoHy occms. s po3pobKM HOBUX

CcaliTiB 3a 4ONOMOrO0 BCTAaHOBAEHOTO iHTPYMeHTapito cTBopumo KaTtanor C:\Orchard.dev

y POWe rshe” 360 CMD y KaTaﬂO3i @8 Administrator: Command Prompt
C:\Orchard.dev BukoHyemo:

dotnet new occms -n Site_G_N.local
cd MyOrchardSite

ne Site_G_N.local— Ha3Ba nNpoeKTy caitTy, 3rigHo
TEXHIYHOTO 3aBAaHHSA

e G -—Homep rpynu

e N -BapiaHT
B pesynbtati Oyae CTBOpPEHO  AMpPeEKTOpito
C:\Orchard.dev\Site_G_N.local 3 ycim HeobxigHnm
Ana 3anycky canty Orchard Core.

CTBOpeHHA 6a3u gaHux

Puc. 12.22

Mepekntoyaemoca y SQL Server Management Studio 21.x.X Ta CTBOPIHOEMO NOPOXKHIO 633y AaHUX 3 AOBIABHMM
imeHem. Hanpuknag Surname.db — Bawe npissuwe natmHuueto. Ha puc.12.23 noKasaHe CTBOPEHHS

NopoXHboi 6a3n gaHux 3 imeHem Falkovsky.db
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B Mew Database - o0 x

Selectapage T Scrpt = @ Help
¥ Ger

¥ Flegmgs Detabane name

Ourer el

Detbsse tes
Logce Name  FieTioe  Flegros

Faborsy b ROWS Data  PAIMARY
Fakoosky b g L0G Nt A

it Sze M) Autogro

-]

Database...

Files and Filegroups...

Deploy Data-tier Application...

Import Data-tier Application...

Shell

@ Bl Management
[B XEvent Profiler

Puc. 12.23

HanawrtyBaHHa cavTy Ta CMS

MepexognMo A0 3anycKy Ha HafawTyBaHHA caiTy. Y KOMaHOHOMY PAAKY BUKOHYEMO
dotnet run
AKwWo Bce fobpe, i Ha NonepeaHix KPOKax He ByNI0 MOMUIOK, Yepe3 NEBHUIM Yac Y KOHCOI 3’ABUTLCA LWOCh
TUNY: Now listening on: http://localhost:5000
Application started. Press Ctrl+C to shut down.
Cepsep Orchard Core 3apas3 cnyxae Ha http://localhost:5000 (HTTP) Ta https://localhost:5001 (HTTPS).

o6 BcraHoBMTM pAoBipy A0 ceptudikaty ASP.NET Core mana cropiHku https://localhost:5001
BMKOHYEMO Y Power Shell 3 npasamu agmiHictpatopa KomaHay

dotnet dev-certs https --trust
He 3akpunBatoum BiKHO 3 KOMaHAOLO dotnet run, BioKPUBAEMO y Bpaysepi https://localhost:5001
Ha pwuc.12.24 nokasaHWi BUrNA[ KOMaHAHOrO paaKa nicna ycniwHoro 3anycky dotnet run,
BCTaHOB/AEHHA [0BipM Ao cepTudikaTy Ta BigKputa y 6paysepi Edge ctopiHKa localhost:5001 "Setup"
ctopiHKa Orchard Core. BikHo dotnet run y KaTano3i NOTOYHOro CailTy YTPMMYE aKTUBHICTb CTOPIHOK CalTy y
po3pobui. Y gaHnit MOMEHT CTOpiHKK "Setup"

| B Administrstor: Cammand Promgt - dotnet run

D @ e % - 8 x
«

&) 0 hitps/ocalhost 0 ¢ =

Setup Chanae limcpioar — .

Please answer a few guestions to configure your site.

What is the name of your site

.
onal pre-configured optians, features and  displaying and ediing dates and tmes,
what type of database 10 use?

Salite v

Super User

| L
Puc. 12.24

Ha cTopiHui "Setup" Orchard Core noTpibHO BKasaTu Ha3By caiTy, obpath «peuent» (Hanpuknag, "SaaS",

"Blog", "Agency" abo "Empty"), BKasaTu Tmn 6a3un gaHunx Ta AesKi iHWi napameTpu.


http://localhost:5000/
https://localhost:5001/
https://localhost:5001/
https://localhost:5001/
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MoBa canTy aHrniicbKa YM yKpaiHCcbKa.
[ns Ha3BK caitTy — BUKOPUCTOBYITE WABAOH HalMeHYBaHHSA
First Name Last Name — Computer Systems & Networks Administration | DevOps
Hanpuknag
Igor Falkovsky — Computer Systems & Networks Administration | DevOps
Y AkocTi «peuenty» obupaemo “Blank Site”. Tun 6a3un gaHnx SQL Server
Y aKkocti Table Prefix BKasyemo wocb TMnNy Ha3su iHgekcy orch0l uM 3anMwaemo MNopokHim. Lle none
BMKOPUCTOBYETHCA ANA NiAKNIOYEHHS KiZIbKOX CalTiB A0 OgHIEl 6a3n AaHuX.
MapameTpu nigkatodeHHa Ao SQL Express. AKLLO MW BUKOPUCTOBYEMO AN NigkatodeHHs SQL Authentication,

TO pAAOK byae matu BUrNaA;
Server=localhost\SQLEXPRESS;Database=Surname.db;User ld=sa;Password=your_password;TrustServerCertificate=True;

BukopuctaHHa SQL Authentication gae npocte HanawTyBaHHA, Npavutoe 6e3 npue'asku ao Windows-ob61ikoBux 3anucie Ta
3pyyHe 414 OKpPeMUX cKpunTis, iHTerpauiit, ClI/CD Towo. € i HegoNiK — Napoi y BiaKkpUTOMY BUTAAAI.

Akwo BukopuctosyeTbesa Windows Authentication (Integrated Security), pagok npuiime Burnag;
Server=localhost\SQLEXPRESS;Database=Surname.db;Integrated Security=True;TrustServerCertificate=True;

BukopucranHa Windows Authentication (Integrated Security) 6e3neyHilue 3a 3amMoBYyBaHHAM — HeMae nepeaadi soriHis/naponis
V PAAKY NigKAYeHHA, BOHO npautoe 3 Kerberos abo NTLM (3aneHo Big HanawTyBaHb), HEMa€E NapoAs, AKUIM NOTPibHO 36epiraTn y
KopAi, KoHdirax, abo y Beb-iHTepdeiici, y Windows-cuctemax (ocobamso B AD-AomeHax) — Le peKoMeHA0BaHMIA CTaHAapT 6e3neku.
Ane € i Hegonikn. Moxe 6yTu CKnafHille HanalwTyBaTH, AKLLO KOPUCTYBAY 3aMnycKae CaMnT Big, imeHi He Toro 06aikoBoro 3anucy Ta
YCKNAZHIOE PO3ropTaHHA Ha cepBepi, AKLWO |IS 3anycKae 3aCTOCYHOK Bif, cneujiasbHOro 061ikoBOro 3anucy

EnemeHTH LmMx pagkis:
e  Server=localhost\SQLEXPRESS — 03Hau4ae n0KanbHKii cepsep
e  Database=Surname.db — Ha3Bsa B[], sika 6yna cTBopeHa Ha eTani ctBopeHHs B/, (pnc.12.23)
. Integrated Security=True — BuMKopucToByeTbca Windows-aBTeHTUdiKau,in
e  TrustServerCertificate=True — HeobxigHo ans poboTn yepes HTTPS 6e3 gosipeHoro ceptudikaTa SQL

Y noni Table Schema morkHa BKasaTm dbo, abo 3aaAMwWKnTN NoporKHim. Micnsa cTBopeHHs 6a3n gaHux, byae
BMKopUcToByBaTUCh dbo.
Y noni User Name BKasyeTbcA im's Kopuctysaya (norid ana sxoay B CMS). Lle morxke 6yt admin abo wocb
YHiKanbHe. Y noni Email - nowTa ana BigHOBAEHHA Napoto, cnosileHb Towwo. Moaa Password Ta Password
Confirmation ue naponb ans sxogy go CMS

Micns 3anoBHeHHA — HaTuckaeTe "Finish Setup" (punc.12.25)

m + - 8 X o 1. + x
o = @ L]
sz - Fallovsky dbUser id-sapassword - MR IrustsenverCentificate - True:| n
3 Server=ioca st Dalsbese =OnchrcUser W= st sssaard=passmons
il b
o e
ki frvdwzy eduua
Passward Confirmation
-] B

Puc. 12.25

PeparyBaHHA cauTy.

AKLLO BCi No/1A BipHO 3aN0BHEHO, NO HaTUCKaHHIO KHonKku Finish Setup, Orchard cTtBopuTb BCi Tabauui
y 6asi gaHuMx, 3aNOBHUTb NOYATKOBI AaHi Ta NOBIAOMUTD, WO CTOPIHKA Ha/MAWTYBaHb He 3HalaeHa: The page
could not be found.
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Miakntovyamocb A0 naHeni agmiHictpatopa no AiHKy http://localhost:5001/admin (BUKopMCTOBYHOUM
noriH/naponb, AKWMIA LWOWHO CcTBOPWMAM Ha puc.12.25). Micna ycniwHoro BBOAY JOFiHY Ta MNaposio
3aBaHTaXKYETbCA cTapToBa cTopiHka CMS OrchardCore.

B @ lgor Falkovsky - Computer Syzte x|+

« o [e

s/ /localhost 5001/ Logir

Login

Username or email address

Password

Mepexogumo go
naHeni Ta

A4MiH-
NPUCTYyNaemo A0
HanawTyBaHHA CalTy BiANOBIAHO A0
BUMOr 3aBAaHHA. AAMiHiCTpaTMBHE

MEHIO Oa€ LWWNPOKI  MOMKAMBOCTI
KepyBaHHA  CTBOPEHMM  CAWTOM
(pnc.12.27).

Y wmeHo Configuration -
Features 3HaxoAMMO Ta BMMKAEMO
dyHKUito Widgets (aKwo uwe He
yBIMKHeHa).

[}

[}
<
@)

ps/flocallost 50

T Igor Fekoueky - Computer Syster %

@ conent
3 Desin
Q, se

& seany

Puc. 12.26

) Igor Falkovsty - Computer Syste: X

= |

C tocalhost

7)
=/

@

Configuration v

Forms (o

Flows (orch

ent Types  Contents

Layers (orchardce

Igor Falkovsky - Computer Systems & Networks Administration | DevOps

& Networks | DevOps

Welcome to Orchard Core

Feel free to browse the menu and discover all its possibilities.

b, |
2
x

@
[N
b

£
5
\EEEE!

Puc. 12.27

Tak camo nepeBipseMOo Ta BMUKaeMo 6a3oBi moxknmsocTi Autoroute, Custom Settings, Layers, Html,

Flow, Title, Contents, Localization.

Mepexoanmo ao meHto Design — Themes, 3Haxoanmo Default Theme Ta 3actocoByemo ii 40 NOTOUYHOT
CTOpPiHKK Yepe3 KHonku Disable/Enable Ta Make Current. NMignuc Temn mae 6ytn «This is the current Site

theme»

CTBOPIOEMO HOBUI TN KOHTEHTY Yepe3 meHto Content — Content Definition — Content Type — Create
New Type, 3aNOBHIOEMO iM’A HOBOIO TUNY KOHTEHTY. Ha pnc.12.28 ue Page#1l. TexHiyHe im’a 3aN0OBHIOETHCS
CUCTEMOIO aBTOMATMYHO. HaTucKaemo KHonKy Create i y meHio Add Parts to Page#1 nomaemo enemeHTH
Autoroute Ta Title, 36epiraemo KHonKoto Save.

x +

(D) oo Pty -Compte Systms & Neworks Admiisinion | Do

D vesion - =
Satinge > " .
Shorteodes The Blog Theme The Coming Soon
A theme adapted Theme

-
= " v +

o .. gy € > O | (&t ocahostsao)adminConten TypeLiia
B ) [

B | & " Content Types

Contant e

Qpsaren

Contant henu tem

The Default Theme

he default Th

Pnc.12.28

il Menu liem - B munisauten

 BlinkMedion

B Conterthlenstiem [ Menuitem

Ml

et

mm

e


http://localhost:5001/admin
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Bl & o resonis - conpaesnn- x D = x| + - o 3 oo * e * -. D o
€ G (8 rdioahwswnten v m €O Tocahost v 1 - g -
@ s-zz- @ o peror LRI
L". fonent - L’ e The "Page#1" content type has been created. x

Megia Libiary

New Content Type

Technical Name
Paget

=

Add Parts To "Page#1"

Choase the Parts to 2dd to this Content Type

[ Asroue

Hitml Men liem

Punc.12.28 (npoaoBsKeHHs)

3axoguMmo y pegaryBaHHA enemeHTy Autoroute Ta go3Bonsemo pegarysaTu waax Allow custom path,
Allow Path updates Ta Show homepage options, 36epiraemo. OTpMMYEMO NOBIAOM/IEHHA MPO YycnilHe
[00aBaHHA eIeMeHTIB Ta «CKPOAMMO» BIKHO 40 HW3Yy Ae 3HOBY 36epiraemo KHOMKow Save. AKLLO AKUICH
efieMeHT He AoaaHo, abo He BCTAHOBAEHO Yy HeobXigHWIi peskum, obupaemMo pedaryBaHHA KHOMKOKO

efleMeHTy KoHTeHTy Page no kHonui Edit (pnc.12.29).

D @ orFlkonky- ComprmrSye x|+

S loue Falorsky - SompueerSyser % |

_ N
P ‘ . C F - B € GO e & @ o
) g on | DevOps #-23 - @ son | DevOps ®- 0 A

Inchice Dy ATt — Check to incluci the body par corfert i he full eet cantent B -
& o > ® >
Use custom full-text wall i b e
= e . =] 2
@ ; Q > [ Atow e smtme] . - :
. Allow path updates] s st wsers 1o ref path on o a u
Fields
@ s=uny > @ s > |8 show homepage optiong - cn -
Add Field = p— "
Conian > on >
u Allow disabled — Check to sllow e
Container Settings— Settings for parent or child content items
/@m '
3o "
« < aem
csrier % B TR 0| @ oo tekorsy - Compac Sy x| Iy ey~ Gompiar s X | @) I by Gt Sy | - 8 x
lacalhost 3 - & « ¢ /flocalhogt 5401 Adn et TypesyEdi/Page = & -
| ouvops a-2 2 Dw inistration | DevOps ®- 2 2
- 8 Include body parts — Clect 1o include e body parts contentin Lhe u-lest conten
Usc custom full-text — Check to define 2 cust template qanerating same text to include in the T TR T (P mn e X
The "TitlePart” part has been ddec X
Fields
> Edit Content Type - Page#1
>
’ B==
!
Autorate
oeEn ,
A Pats | | Add Named Prt E
B ] -]
« <] &«

Mepexoanmo y meHto Content — Content Items. Mo KHonui New Pagel BUKAMKAEMO Aianor 3an0BHEHHA
HOBOI CTOPIHKK MO cTBOpeHOMY wWaboHy. Ha cTopiHui Tpy nons Ta ABa npanopL,i. TeKkcToBuii 3aronoBok Title
pPEeKOMEHA0BaHO 3aNOBHUTU MO WaBAOHY:

Computer Systems & Networks Administration | DevOps | Lab#12 | Variant#N
Mone Startup — 3annWwaeMo NOPOXKHIM, nonto Permalink — HagaeMo yHiKanbHY Ha3By NAaTUHMULLEIO Y
HUXHbOMY pericTpi 6e3 cneu, cumBonis. Hanpuknag aksm-lab12. Biamiyaemo npanopeub Set as homepage.

My6niKyemMo cTBOpPEHY CTOPiHKY HaTUCKaHHAM KHonKu Publish. CTopiHKa 3'ABAAETbCA Yy CNUCKY
onybnikoBaHMUX i Il MOXANBO NepernaHyT No KHonui View, Lo BiAKpMBaE A0AaTKOBY BKNAAKY nepernagy
KOHTeHTY (prc.12.30). Micna nepernsay BKAAAKY PEKOMEHA0BAHO 3aKPUTU.
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Igee aleousky - Compser Sy x| (3 Igor alkzvsy -~ CompuserSymer % || - o x @O e —
<

&
9o " Devops ®- 2 a- 9 ' | Bevops ®- 0 2-

Manage Content | @ comen “  New Pagef1
Content ems
¥ - Q Search New Page?1 I rie

[[computer systems & Hetworks Administration | Gevops | Lab#12 | ariante<0

et Delintic & O items / 0 items i tonal ComentType = Show=  Som+ _— . Startup

a® 00
P o0

B | Igor Fokousey— Computer st 3 (3 Igor Faleiaty— Cor

n [¢] s loenost . e @ o

Iger 28 & | BevOps. ®- 3 &~

& oo ” Computer Systems & Networks Administration |

e s e g DevOps | Lab#12 | Variant#40

Media Library Manage Content

1item /1 item in tota ContentType ™ Show=  Sart+

N

«

Puc. 12.30

MNy6nikauia cairy.

BBarkaemo, Lo po3pobKa canTy 3aBepLueHa i Moro noTpibHo onybaikyBaTK. 3a 3aMOBYYBaHHAM, AN
cepsepy IS, caiTn KopucTyBadiB po3TalwoByOTbCA B KaTanosi C:\inetpub\wwwroot akuii cTBoptoe cnuctema
npu posroptaHHi Web-Server IIS. Mepepusaemo poboTy KOMaHAM

c:\Orchard.dev\Site_G_N.local>dotnet run
Y BiKHi KOMaHZHOro psiaka cepeepy KombiHauieto knagiw Ctrl+C. Micna 3aBeplueHHA poboTn dotnet y BiKHi
3’ABIAETLCA NOBIAOMNEHHSA

Application is shutting down...
|INFO [ Microsoft.Hosting.Lifetime [ Application is shutting down...
Y pAQKY 3aNpOLIEHHS, HE 3MiHIOIOYM NOTOYHMI KaTanor, BUKOHYEMO KOMaHAy nybnikaLii canty
dotnet publish "C:\Orchard.dev\Site_22_40.local" -c Release -0 "C:\inetpub\wwwroot\Site_22_40.local"
C:\Orchard.dev\Site_22_40.local — ue suxiaHuit Kog, caiTy (Baw npoekt CMS Orchard Core). dotnet
publish cTBoptoe "36ipKy" caliTy — roTtoBy Ao 3anycky nig, IS un Ak standalone app.

-0 C:\inetpub\wwwroot\Site_22_40.local [ peintato Widows Povehl -0
03Hauag, Lo pe3ynbTaTt byae 36epekeHo .
B i nanu,i, ae 3'ABNATLCA:
YourProjectName.dIl (ocHoBHMIA caiT),
wwwroot/ (ctatuuHi dainan, CSS/IS),
appsettings.json, web.config, Towo.

BMKOHyeEMO  3anyck caWty Ta
nepeBipaEMO MOro CTaH

Start-Website -Name "Site_22_40.local"
Get-Website

Puc.12.31
AIK NoKa3aHo Ha cKpiHi (pnc.12.31) caint Site_22_40.local npautoe Ha nopTy 81
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AKWO BCi HanawTyBaHHA 6y/n0 BMKOHAHO BIPHO, BIAOOpPAXKEHHA CTOPiIHKM Oyae aHaNOMYHUM
OCTaHHbOMY CKpiHy 3 puc.12.30. AKWO He BiA0OPArKAETbCA TEKCT CTOPIHKKU, MepernsaHbTe BCTAHOB/IEHHS
npanopua Set as homepage. AKWO BMHMKaOTb MOMWIKM OBPOOKM KoAy, NMepeBCTAHOBITL cepenoBuLle
BUKOHaHHA ASP.NET Core gna Windows. ®aiin iHcTanauii dotnet-hosting-8.0.17-win.exe.

D PRSI @ (gor oy - Computer Syete- % R - o

C ocalost ] € =

Igor Falkovsky — Computer Systems & Networks Administration | DevOps

Computer Systems & Networks Administration |
DevOps | Lab#12 | Variant#40

Puc. 12.32

3aBaaHHA Ne12.3

PosroptaHHs Orchard Core CMS-caitTy nig, 1IS 3 BuKopuctaHHAm MS SQL Express

3aBaHTaxKTe Ta nigrotymnte Beb-3actocyHOK Ha 6a3i Orchard Core CMS 2.x, AKMiA 6yno nonepesHbO CTBOPEHO
Y CepenoBuLLi po3pobKU (IOKanbHO abo Ha Uil e BipTyasibHili MawwuHi). MepeKoHalTech, Lo CalT KOPEKTHO
npaute nig KomaHgot dotnet run Ha moptax :5000 Tta :5001. Hasea cailTy Ha CTOPiHUi CTAapTOBUX
HanawTyBaHb CMS (Puc. 12.39) 6yae BUBOAUTUCH Y 3ar0/IOBKY FOJI0OBHOT CTOPIHKM Ta Y MeTaZaHuX:

First Name Last Name — Computer Systems & Networks Administration | DevOps
3aro/n0BOK CTOPiHKM Ma€ BignoBiaaTu WwWabnoHy

Computer Systems & Networks Administration | DevOps | Lab#12 | Variant#N
3a notpebu akTMByiTe HeobxiaHi moayni (Features) Orchard Core CMS uepes maHenb agmiHicTpaTopa
(Hanpuknag, Contents, Widgets, Html, Flow, Autoroute), cTBopiTb i 0ONyb6AiKyiTe TECTOBY CTOPIHKY,
NMepeKoHaBLUUCH, LLO BOHA AOCTYMHA 33 NPAMUM NOCUIAHHAM.

OnybnikyiTe CMS-caitT y perknmi Release 3a fonomoroto KomaHau:

dotnet publish -c Release -o "C:\inetpub\wwwroot\Site_G_N.local"
3aMiHiTb WAAX HA aKTyaNbHWI AnA Baworo caiTy. G — Homep rpynu, N — BapiaHT. lNicaa nybaikauii nepesipte
HaaBHicTb daliny web.config y kKaTanosi — e o6os’a3koBo ans lIS.

CtBopiTb HoBMI BebcanT B IIS mig Hassowo Site Orchard.local i3 ¢isuHMM Wnaxom Ao onyb6nikoBaHoOro
KaTasnory Ta npue’sxiTb Moro Ao BinbHoro HTTP-nopTy 81. YBIMKHIiTL caliT i nepeBipTe MOro AOCTYMHICTb Y
6pay3epi 3a agpecoto http://localhost:81.

HanawTyBaHHA aBTO3anyCcKy CauTy AK AedponTHoro.

Yepe3 meHo Tools Server Manager 3axoaumo go Internet Information Services (IIS) Manager. Cyaauu 3
BuBoay Get-Website (puc. 12.31) gepontHum caiiTtom 3 3aKpinaeHnm noptom 80 3apas BUCTYMNae cTapToBa CTopiHKa IS
Manager. Ony6nikoBaHuit caiT Site_G_N.local otpumas nopt 81.

3ynuHaemo Default Web Site KHonkoto Stop i 3BiNbHIOEMO MOPTM NO-3aMOBYYBaHHIO Yepe3 KHoMKy Binding.
BukoHyemo 3amiHy HTTP 80 Ha 82, HTTPS 443 Ha 445. ANropuTm UMX HanawTyBaHb NOKa3aHO Ha puc. 12.32.

| IC
a @ F Moo ook view ) N-2240-1 & Sikmc s Dofait Wish St » = o .
_ e ngs ? *

@ Defaultweb site Home

Fitter

Puc.12.33

AHanoriyHo BMKOHYEMO HanNalWTyBaHHA Aas CTBOpeHoro Ta onybnikoBaHoro canty Site-G-N.local.


http://localhost:5000/
https://localhost:5001/
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Caint mae oTpumatu HTTP 80 mopT. AIKWO 418 CalUTy HanalwToBaHa nigTpumka HTTPS — 443 nopt. Y Hawomy
KOHKpeTHOMy Bunaaky HTTPS He HanawTtoByeTbeA. Y IP Address 3anuwaemo All Unassigned, y sakocTi imeHi xocTy —
noBHe im’a caliTy (FQDN) Site_G_N.local.Surname.net

MepeBipsemo cTaH 3anycky cayx6u cepsepy World Wide Web Publishing Service (W3SVC). Cnyxkba mae
3anycKaTUCb aBTOMATUYHO.

€ W . - 01 » suz » Site 22 40Jjocal » 7w -
@ 8 q Default Web Site Home i i 9 Site_22_40.local Home ke
o ferariy Filter - 2 Show All Filer = G Show All &
3 Edit Site ASPIET = I Edit SthA/
% ) ! ¢
B 9 MgeWesie 9 Mgewste 2
= Browse Website ‘1"‘ ﬂu Browse Websit
o eat tent Vi < v ;uu. > ! = Confioure .
Edit Site Binding ? x } g .
Type: P address: Port: ol 33| 6 LR
hitp [AllUnassigned BIE | senices (oca | [T Senes (e
World Wide Web Publishing Service 1
Host name:
site_22_40.ocal falkovsky.nef |
Example: www.contoso.com or marketing.contoso.com
Cance e
AHanoriyHo - % e
.o . | s :'
nabopatopHiin  poboti  No5 | 13
| =L
«HanawTtysaHHA DNS-cepsepa ‘ 3
3|
Ha OCHOBHOMY KOHTponepi a
fomeHy  Active  Directory» - |
A0AQEMO A-3anuc 3 im'am canTy =
Ha DNS-cepsep (pnc.12.35).
Puc. 12.35
3 byab AKOro XOCTy MeperKi nepeBipAeMo poboTy BUKOHaHMX HafalLTyBaHb.
¥ Administrator: Windows PowerShell
igor Falkavsky - Computer Syster X = - o X
© | A o s

Igor Falkovsky — Computer Systems & Networks Administration | DevOps

Computer Systems & Networks Administration |
DevOps | Lab#12 | Variant#40

Puc. 12.36
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PosroptaHHa WEB-cteky 3 CMS Orchard Core, SQL Server Express Ta IIS ycniwHo 3aBepweHo — Bu
odiuiiHO yBIMWAN 00 NaB TUX, XTO PO3YMIE, WO BiAbyBa€ETbCA 3a Ky/licamu cydacHoro Beby. Tenep uen cant
roToBWi 4,0 NepefaBaHHA An3aliHepy ANA HANOBHEHHSA, 3BiCHO, AKLLO M LLe 3aBAAHHA HE NepeKianm Ha Balwi
nneui.

3aBgaHHA Ne12.4

BumkHiTb Default Web Site Ta 3amicTb Hboro BukopuctoByiTe Site_G_N.local sik ronoBHMin calAT Ha nopTy 80.

Creopitb A-3anuc (forward lookup) y 3oHi someHy ans Site_G_N.local 3 IP-aapecoto cepsepa (Hanpuknag,
192.168.V.x).

MepesipTe AOCTYNHICTb CAlNTY 3 KNIEHTCbKOI MalwMHKM 3a agpecoto http://Site_G_N.local.local.Surname.net y
6paysepi. 3a noTpebu gogarite 3anuc Ao dainy hosts abo nepesipte Kew DNS.

3aranbHi 3ayBaXKeHHA:

e ABTO3anyck cauty. [licna nepesaBaHTa*KeHHA CcalTy, BapTO MepeBipuTH, wWo cant IIS
HaNalToBaHWUIM Ha aBTO3anyck (Start Automatically = True).

e JlorysaHHA Ta HanarogeHHa. Orchard Core mae nor-daiin App_Data/logs. Moro moxHa
BMKOPWUCTOBYBATU AK AKEPeno AiarHOCTUKM, AKLLO CalT He 3anyCKaeTbCA.

e SSL/HTTPS. Mokn BuKopuctosyeTbca HTTP:81 — Bce gobpe, ane BapTo nam’AtaTv npo
NoTeHUinHi BigmMmoBM aBTOpM3aUil abo peaupektn B Orchard npu nepexoai Ha HTTPS
(ocobnmBO NpyM NOAANbLLIOMY BAOCKOHANEHHI).

KopucHi nocunaHHa

Configure 1IS Web Server on Windows Server 2019
https://computingforgeeks.com/install-and-configure-iis-web-server-on-windows-server/

Install 11S and ASP.NET Modules
https://learn.microsoft.com/en-us/iis/application-frameworks/scenario-build-an-aspnet-website-on-iis/configuring-
step-1-install-iis-and-asp-net-modules

Microsoft SQL Server. Download
https://www.microsoft.com/en-us/sql-server/sql-server-downloads

SQL Server® 2016, 2017, 2019 and 2022 Express full download
https://stackoverflow.com/questions/39835986/sql-server-2016-2017-2019-and-2022-express-full-download

Microsoft SQL Server. Bikinegis.
https://uk.wikipedia.org/wiki/Microsoft SQL Server

Orchard online documentation
https://docs.orchardcore.net/en/latest/

Configure the Windows Firewall to allow SQL Server access
https://learn.microsoft.com/en-us/sql/sql-server/install/configure-the-windows-firewall-to-allow-sql-server-
access?view=sql-server-verl5

Download .NET
https://dotnet.microsoft.com/en-us/download/dotnet5



https://computingforgeeks.com/install-and-configure-iis-web-server-on-windows-server/
https://learn.microsoft.com/en-us/iis/application-frameworks/scenario-build-an-aspnet-website-on-iis/configuring-step-1-install-iis-and-asp-net-modules
https://learn.microsoft.com/en-us/iis/application-frameworks/scenario-build-an-aspnet-website-on-iis/configuring-step-1-install-iis-and-asp-net-modules
https://www.microsoft.com/en-us/sql-server/sql-server-downloads
https://stackoverflow.com/questions/39835986/sql-server-2016-2017-2019-and-2022-express-full-download
https://uk.wikipedia.org/wiki/Microsoft_SQL_Server
https://docs.orchardcore.net/en/latest/
https://learn.microsoft.com/en-us/sql/sql-server/install/configure-the-windows-firewall-to-allow-sql-server-access?view=sql-server-ver15
https://learn.microsoft.com/en-us/sql/sql-server/install/configure-the-windows-firewall-to-allow-sql-server-access?view=sql-server-ver15
https://dotnet.microsoft.com/en-us/download/dotnet5
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Po6oTta N213. BctaHoBneHHA OC Ubuntu Server

MeTa: HaBunTUCA 34icHIoBaTK BcTaHoBneHHss OC Ubuntu 24.04 Server 3 LVM po36utTam Ha BipTyasbHy
MaLLMHY.

IHcTpymeHTHM: rinepsisop VirtualBox, iHcTanauiiHuin 06pas OC Ubuntu 24.04 Server.
3aBaaHHA Ao nabopaTtopHoi po6oTn

1. 3acobamu rinepsisopa VirtualBox cTBOPiTb HOBY BipTya/ibHY MaLLMHY.
2 IM’51 BipTyanbHOT MalLMHM MaE BiANOBIAaTU HacTynHomy Gpopmarty:
Srv-G-N-3
ae G - Homep Bawoi rpynu, N - BapiaHT.
2 BKasylouu AMCKOBWIA po3ain, Ha akomy 36epiraTumyTbea dGainuv BipTyasbHOI MalMHM, 060B’A3K0BO
nepeKkoHamnTecs, Wo Ha 0bpaHOMy BaMM PO34ini AOCTAaTHLO BiIBHOrO Micus.
¢ O6car onepaTMBHOI Mam’aTi, BUAINEHWMIA BipTyanbHi mawuHi, - 2 T6 (abo npuHaimHi 1,5 T6).
BipTyanbHuit anck - 12 I'6 (TMn BipTyanbHOro HakonuuyBaya - OUHaMIiYHuUL).
2. [igKntoditTe 4O CTBOPEHOI BiPTYanbHOI MalLUMHWM iHCTanAuiiHM 06pa3s OC Ubuntu 24.04 Server (iso-
daiin). NigkNtoYeHHA BUKOHYITE Ha micLLe BipTyanbHOro ONTUYHOMO NPUBOAY.
3. BwuKoHalite BcTaHoBneHHsi OC Ubuntu 24.04 Server Ha CTBOpEHY BipTyasibHY MaLUMHY.

2 HanawTyBaHHA Mepexi, A3epKano apxisy Ubuntu MoXHa NMWKTM 33 3aMOBYYBaHHAM.
¢ Ha etani po3buTTA AMCKOBOro HakonuuyBaya CTBOPITb OKpemi po3ginn /boot, SWAP Ta LVM-
po36MTTA.

Mepw HixK cTBoptoBaTH LVM-p036UTTA, CTBOPITb HACTYMNHI po3ainu:

TO4YKa MOHTYBaHHS Po3mip daitnosa cuctema
/boot 500 M6 ext4
Y HaNalTyBaHHAX HE BKA3YETbCA, afe MOTiM 216 (3a3Bnyaii 3a swap

pe3ynbTytodilt Tabnuui Bigobparkaerbca ak SWAP o6csirom RAM)

7.5T6 (abo Bce BifbHE He dopmatysatn
Mmicue, LWo anwmnoca) (leave unformatted)

MicnAa cTBOPEHHA TPbOX PO3Ainie BU nobaunte TabauuUIo 3 HaNalWTyBaHHAMM, NoAibHY A0 306parxKeHol Ha
puc. 13.1.

Yy HaNalWTyBaHHAX HE BKA3YETbCA

Guided storage configuration Storage configuration [ Help 1

Puc. 13.1
4. VY partition 4 (HeBigdopmaToBaHOMY) po3aini cTBopiTb LVM-p0o36utTs (LVM volume group).

LVM (Logical Volume Manager) € ofHi€l0 3 cUCTEM KepyBaHHA NIOFIYHUMKU TOMamU. [N NOriYHUX TOMIB,
cTBopeHux B LVM, 3rogom AoCTynHa HU3Ka KOPMUCHWMX OMLii, 30Kpema 3pyyHa 3MiHa po3MmipiB AMCKOBUX


https://ubuntu.com/download/server
https://ubuntu.com/download/server
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po3ainis Ta 36epexkeHHs 3HIMKIB (snapshots). Takox 3a noTpebu 3acobamu LVM morKHa NOEAHATH KinbKa
[OMUCKiB B OOUH Ny .

IM’a LVM-p0o36uTTAa - vg0

MpucTpil - BipTyanbHUIt HakonuuyBad VBOX_HARDDISK _im’s_0ducky, y HeBUKopucTaHoMy po36buTTi (partition
4).

Po3mip - 8.496 6 (Becb HEBMKOPUCTaHUI 0bcAr, 3HaYeHHA byae BKasaHe aBTOMATMUHO)

WndpysaHHA - BiaCYyTHE

5. Y mexax LVM-po36utTa cTBOPiTb HACTYMHi JIOTiYHI TOMU:

Im’sa ToYyKa MOHTYBaAHHA Po3amip dainosa cuctema
Iv-root / 4T6 extd
Iv-home /home 276 ext4
Iv-var /var 276 ext4

Micns cTBOPEHHSA TPbOX NOTFYHUX TOMIB B LVM-po36uTTi BM nobaunte Tabinuto 3 HafnawTyBaHHAMM, NOAiOHY
A

O MOKa3aHoi Ha puc. 13.2.

[ Help 1

AVAILABLE DEVICES

local disk

RO TYFE MOUNTPOI

USED DEWICES

P HanawTysaHHa npodinto:
Bawe im’A - Bawwi npi3suLe Ta im’aA
Hassa Baworo cepsepa - srv-G-N-3, ge G - Homep Bawoi rpynu, N - BapiaHT.
Im’a KopucTyBada (ue 6yae noriH) - Homep-epynu-Homep-s8apiaHMy-3-Mmanoi-nimepu Maponb - Ha
B/IaCHWU po3cya,
¢ BctaHoBneHHA cepsepy OpenSSH - Tak.

S BcTaHOBAEHHA A04aTKOBMX Snhap-NaKkyHKiB - Hi.

6. Bin'epHaliTe iHCTanAUiIMHKUI 06pa3 (iso-daitn) Bia BipTyaNbHOro ONTUYHOrO NPUBOAY BipTyanbHOI
MaLLUHW.
7. MicnA 3aBepLlUeHHA BCTAHOBAEHHA NePeKOHaNTeCcA y Npaue3aaTHoOCTi cuctemu. Bueeaitb BigomocTi
Nnpo HasaBHi ANCKOBI po3ainu (komaHaamu fdisk Ta Isblk) i nepesipTe, UM BiANOBIAAOTL CTBOPEHi po3ainu
Ta JIOTiYHi TOMM TUM HaNaLITYBaHHAM, AKi BU pobuam nig yac BCTaHOBAEHHA CUCTEMM.

KomaHAau aiarHoCcTMKM po3ainis Ta cTpykTypu LVM y Linux

sudo fdisk -1 NOKasye po3ainn Ha di3nYHMX AUCKaX

sudo Isblk MOKA3YE CTPYKTYPY 6104HMX NPUCTPOIB
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sudo lvdisplay iHpopMmaLis npo norivyHi Tomu
sudo vgdisplay iHpopMmaLis npo rpynu Tomis
sudo pvdisplay iHpopmaLis npo $ismyHi Tomu (LVM)

3BiT Ma€ MiCTUTU: CKPMHLLOTU OCHOBHUX KPOKiB BUKOHAHHS BcTaHoBAeHHA OC Ubuntu 24.04 Server KopucHi

NOCUNAHHA

CTopiHKa 3aBaHTaxeHHs 1ISO-06pasy Ubuntu 24.04 LTS
https://ubuntu.com/download/server

BcTaHoOBIEHHA 3aranom:
https://ubuntu.com/tutorials/install-ubuntu-server#tloverview

Mpo nepepo36uTTA Nig Yac BCTAHOB/IEHHA 3arajiom:
https://ubuntu.com/server/docs/install/storage

MNMoKpoKoBuMiA NOCIBHUK 3 BcTaHoBNeHHA Ubuntu Server 24.04 LTS:
https://blog.psantosh.com.np/step-by-step-guide-to-installing-ubuntu-server-2404-Its

AK KepyBaTh noriyHMmu Tomamum Ubuntu Server:
https://documentation.ubuntu.com/server/how-to/storage/manage-logical-volumes/



https://ubuntu.com/download/server
https://ubuntu.com/tutorials/install-ubuntu-server#1overview
https://ubuntu.com/server/docs/install/storage
https://blog.psantosh.com.np/step-by-step-guide-to-installing-ubuntu-server-2404-lts
https://documentation.ubuntu.com/server/how-to/storage/manage-logical-volumes/
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Po6oTta N214. OpraHi3auia o6miHy ¢parinamm mix Linux ta
Windows Ha ocHoOBi npoToKoay SMB

MerTa: opraHisyBaTn dainosuii cepsep Ha 6asi Ubuntu Linux Ta HanawTyBaTM AOCTyn 4O pecypcis Lboro
cepsepy 3 gomeHy Active Directory Ha ocHoBi npoTokony SMB.

IHcTpymeHTH: rinepsisop VirtualBox; (3a notpebu) mepexkHuit emynsatop GNS3; mogenb Komn'toTepHoi
Mepexi Ta CTPYKTYpa AoMeHyY, NobyaoBaHi y mexKax nonepesHix 1abopaTopHUX KYPCy, a TAaKoXK BipTyasibHa
mawmHa 3 Ubuntu Server, HanawToBaHa y mexax nabopatopHoi poboTtn Nel13.

TeopeTnuHi BigomocTi Ta 3aBgaHHA A0 nabopaTtopHoi poboTun

NPOTOKO/ SMB TA NOro PEA/NI3ALLIA SAMBA
Mpotokon SMB (Server Message Block) — npoTokon NpPWKNaZHOrO PiBHA, AKUIA BUKOPUCTOBYETLCA AA
opraHisauji cnifibHoro goctyny Ao ¢ainis, NPUHTEPIB, CEPIMHUX MOPTIB MiXK By3/lamMmu MepexKi. [poTokon
BiAOMMI TaKkoK nig 6inbl 3aranbHoto Ha3soto SMB/CIFS. CIFS € crapiwolo BEpCiEl0 LbOro npoToKoY i
poswmndpoyeTbea Ak Common Internet File System).

SMB/CIFS Hanbinblw aktTMBHO BMKOpMcTOoByBaBsca aia Windowsmepesk 4o nosasu Active Directory. 3rogom
NMOTOKOJ1 CTaB OCHOBOIO A4/1A iHWKWX peasi3auin, 3okpema ans Samba.

Samba - ctaHgapTHMI Habip ana cninbHoOi poboTn nporpam Windows 3 nporpamamu Linux i Unix, wo aae
3MOry 34i1MCHIOBATM B3aEMHY iHTerpauito uyx cuctem. Tak, Ha OcHOBi Samba MOrKHa opraHi3oByBaTH CriibHe
BMKopucTaHHA Windows-cuctemamu Ta Unix/Linuxcuctemamn KaTtanoris, npuHTepis. Samba niaTpumye
iHTerpauito Unix/Linux-cuctem B Active Directory, npuyomy He AulLe SK 3BUHaNHUX YNeHiB AomeHyY (poboumnx
CTaHLii YM cepBepiB), a TAaKOXK 3a NOTPEOU i AK KOHTPONEPIB OMEHY.

MpoekT Samba € uneHom opraHisayii Software Freedom Conservancy, a BignosigHe nporpamHe
3abe3neyeHHA NownproeTbea Nig niveHsiero GNU GPL.

3aBaaHHA N214.1

1. 3anycTiTb BipTyanbHy malmHy 3 Ubuntu Server, HanalToBaHy y mexax nabopaTtopHoi poboTtn Ne13
Ta yBiNAiITb Yy cUCTeMy Nig, aAMiHICTPAaTUBHUI O6NIKOBMM 3anMCcOM, CTBOPEHWMM Mif, Yac BCTAHOBAEHHSA
cUCTEMM.

2. BMKoOpUCTOBYHOYM NOAAHI HAXKYE TEOPETUYHI BiLOMOCTI, BCTAHOBITb YCi HEOOXigHI NpOrpamHi MakyHKK
(n. 1 TeopetTnuHmMx BigomocTtelt): samba, cifsutils, smbclient, sssdad, sssd-tools, realmd, adcli, winbind,
libpam-winbind, libnss-winbind, krb5-config 3BiT mae micTUTU CKPUHLLIOTK 3p06IEHNX HANALLTYBaHb Ta OMNWUC
OCHOBHWUX AilA.

HanawTyBaHHa Samba -cepsepy Ha Ubuntu
Samba pae WWMPOKI MOXKAMBOCTI Ana cninbHoro poctyny go dainis Ta iHWWX pecypciB (HanpuKknag,
npuHTepiB). Y win poboTi byae posrnaHyTo BUNaaokK ¢alinoBoro cepsepa 3 aBTeHTUdIKaLielo Yepes Active
Directory.

1. BcTaHOBAEHHA HeobXiaHWUX NAKYHKIB. BCTaHOBMMO NaKyHKM, NOTPiIOHI ana pyHKUioHYBaHHA Samba-
cepBepy Ta Moro iHTerpau,ii B Active Directory. BapTo iHcTantoBaTh BCi HeObXiAHI NaKyHKM Ha LibOMY KpoLi
— NOTiM Yy Bac MoKe He byTh JocTyny Ao IHTepHeTy 3-nig, Wi€i BipTyasbHOT MalLMHW.

sudo apt update

sudo apt install samba cifs-utils smbclient

sudo apt install sssd-ad sssd-tools realmd

sudo apt install adcli krb5-user
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Mig, yac BcTaHoBNEHHA NakyHKy krb5-config gna napametpa realm 3aganTe 3HaueHHsA, AKe BiANOBIAAE iIMeHI
Balloro gomeHy. Hanpuknaa;:

Package configuratiohn

| Configuring Kerberos Authentication
Then users attempt to use Eerkberos and specify a principal or user name
without specifying what adwinistrative Eerberos realm that principal
helongs to, the system appends the default realm. The default realm may
also be uzed az the realm of & Kerkeros service running on the local
machine. Often, the defsult realm iz the uppercase version of the local
DHS domain.

Default Eerberos wersion 5 realm:

Puc. 14.1.

Ons napametpie Kerberos server HeobxigHO BigpeparyBaTM KoHirypauinHuii ¢dan Kerberos
/etc/krb5.conf. 3a noTpebu MoxaAnBo 3p0bUTK pe3epBHY Konito cTaporo danny:
sudo cp /etc/krb5.conf /etc/krb5.conf.bak

Biakpusaemo /etc/krb5.conf y pepaktopi. 3a Bawum 6axaHHAM BMAANiTb abo 3aKoMeHTylTe BCi
3anucy npo ny6aidni / ctopoHHi realm’n (MIT, CSAIL Towo), abo 3aauwTe ix. Y cekuji [realms] aogaemo
3anucu npo gomeH surname.net. PisHnus mixk kdc i admin_server: kdc = ... — M0O)XHa BKa3yBaTu KifbKa
pa3iB — KNieHT cam obepe AOCTYNHUIM 3 KOHTpoNepiB AomeHy, admin_server = ... — 3a cneymdikauiero
Mae bytm nvwe oguH (Kerberos He nigTpumye aBTOMaTUYHE MNEPEMUKAHHA MiXK  KillbKoma
admin_server):

[libdefaults]
default_realm = SURNAME.NET
dns_lookup_realm = true
dns_lookup_kdc = true
[realms]
SURNAME.NET = {
kdc = serv-G-N-1.surname.net
kdc = serv-G-N-2.surname.net
admin_server = serv-G-N-1.surname.net
default_domain = surname.net

}
Y cekuii [domain_realm] HanawToByEMO BigobOpaXKeHHs iMeH fOMEHIB:
[domain_realm]
.yourdomain.local = SURNAME.NET
yourdomain.local = SURNAME.NET
Mepe3aBaHTarKyemo SSSD:
sudo systemctl restart sssd
MepesipTe Kerberos-KBUTOK:
kinit Administrator @ SURNAME.NET
klist
B1 noBMHHI nobaumnTu giicHni ticket (puc.14.2).
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foc-mit-t

[realms]

3aBgaHHA Nel4.2

1. BigKoperyiTe cxemy agpecaujii, 3 fAKOW BW mnpautoBanau Yy /nabopatopHin poboti No7,
nepeabaumnBLIM CTaTUYHY agapecy ana cepsepy 3 Ubuntu. 3miHeHy cxemy agpecauii goaaiite Ao
3BiTYy.

2. Cnupatoyncb Ha NoAaHi HUXKYe TEOPETUYHI BiZOMOCTI, 3MiHITb MepeXKHy KoHoirypauito cepsepy 3
Ubuntu Ta okpemi HanawTtyBaHHs Active Directory, wo6 cepsep 3 Ubuntu ctaB yacTuHoto moaeni
MepesKi, 3 AKoo BU npaLtoBanu y nabopatopHux pobotax Nel-13

3BiT_Ma€ MICTUTU CKPUHLIOTU 3pO6JIEHMX HAMALWTYBaHb, OMWC OCHOBHWX AiA Ta 3MiHEHY cxemy

agpecawii.

2. BuKoHaHHA 63a30BUX MepeXXHUX HasalwTyBaHb gna cepsepy 3 OC Ubuntu

2.1) BHeceHHs 3MiH y cxemy agpecauii. Buginumo cepsepy 3 OC Ubuntu ue ofHy cTaTUyHy
agpecy y cxemi agpecauii (nabopatopHa pobota No7). Y npuknaai ue 6yae aapeca
192.168.40.246.

2.2) BuknioueHHs agpecu cepsepa 3 DHCP-nyny. Lo agpecy noTpibHO A0A3aTKOBO BUKAKOYNUTY 3
DHCP-nyny Ha KoHTpoaepi gomeHy. [na UbOro Ha KOHTpoaepi AOMeHY 3anyCTUMO OCHALLEHHA
DHCP, obepiTb BignosiaHy ob61actb

DHCP Ta B KOHTeKCTHOMY MeHto By3na Address Pool Bubepitb New Exclusion Range (puc. 14.3).

% DHcP
File Action View Help
== | G = | *
Z DHCP Start IP Address End IP Address Description
v B senv-22-40- falkousky.net (3152.168.40.241 192.168.40.254 Address range for distribution
v B [7192.168.40.241 192.168.40.245 IP Addresses excluded from distribution
v [ Scope [192.168.40.240] Falkovsky_Scope
; Address Poo'

~ pddress Leat New Exclusion Range.

& Reservations

View >
Scope Optio
Policies Refresh
4 Server Options Export List...
Policies
7 Filters (237
% IPv6

Puc.14.3.

Y poni Nno4yaTKoBOI Ta KiHUEBOI agpecu aiana3oHy, AKMA HEObXiAHO BUKNOYMTU, BBEAITb agpecy cepBepa 3
OC Ubuntu ta HaTucHiTb Add (puc. 14.4).
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Start IP Address End IP Address Description

31192.168.40.241 192.168.40.254 Address range for distribution
L71192.168.40.241 192.168.40.245 IP Addresses excluded from distribution
[#1192.168.40.246 192.168.40.246 IP Addresses excluded from distribution

Puc.14.4

2.3) (3a noTpebu) KoperysaHHa fOoMeHHOro iMmeHi cepsepy. s KOPeKTHOT po6oTH 3 AOMEHHUM iM’'AM
Ubuntu cepBepa y uiit nabopaTtopHilt poboTi nepeKkoHanTecs, WO AOBXKMHA LbOro iMmeHi He nepesuLLye 15
CMMBOAIB. AKWO CMMBO/IB B iMeHi bifiblue, LLe MOXKHa 3MiHUTK, BigpeaarysaBwu ¢ainn /etc/hostname abo
nepenMmeHyBaBLLM CEPBEP KOMAHAO

sudo hostnamectl| set-hostname New-Name-Server
BHocumo go dainy /etc/hosts nepenik xocTis gomeHy, 3 akumu byae B3aemogiatv cepsep Ubuntu:
127.0.0.1 localhost e tosalhost

127.0.1.1 serv-G-N-3

192.168.40.246 serv-G-N-3
192.168.40.243 serv-G-N-1.surname.net

192.168.40.244 serv-G-N-2.surname.net

MounHatoun 3 Ubuntu 22.04+, cuctema Bukopuctosye systemd-resolved ana gMHamidyHOro KepyBaHHsA
DNS. OpgHak uUe MOXe 3aBarkaTu iHTerpauii 3 BHyTpiwHim Active Directory-gomeHoMm, OCKiNnbku
/etc/resolv.conf NnocTiHO «CKMAaETLCAY.

Puc. 14.5

LLlo6 ue sunpasutun:

sudo systemct! disable systemd-resolved --now
3aMiHIOEMO CMMBOIYHE nocunaHHa /etc/resolv.conf:

sudo rm /etc/resolv.conf

echo "nameserver 192.168.40.243" | sudo tee /etc/resolv.conf
echo "nameserver 192.168.40.241" | sudo tee -a /etc/resolv.conf
echo "search surmane.net" | sudo tee -a /etc/resolv.conf

" | sudo te

Mepesipaemo BmicT /etc/resolv.conf:

ch falko F-net’™ | sudo e

cat /etc/resolv.conf

OuikyBaHWIA pe3ynbTaT - 3anuMcu hameserver BignosigatoTb DNS-cepBepam, LLO BMKOPUCTOBYIOTbCA Y
nabopatopHin poborTi.
Mepe3aBaHTaXKyYEMO cepBep

sudo reboot
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2.4) DonyyeHHa BM 3 Ubuntu po mopgeni mepexi. [ani 3a gonomoroto BipTyanisauiiiHoro M3, Ake BK
BMKOPUCTOBYETE ANA ModentoBaHHA Mepexi (GNS 3 i/abo VirtualBox) npueaHaitTe BipTyanbHy MaluHY 3
Ubuntu Server o mozeni mepeski, 3 AKOO MM NpaLoBann y nonepegHix nabopatopHux poboTtax.

2.5) 3’acyBaHHA imeHi BipTyanbHoro iHTepdeiicy Ethernet. Tenep Tpeba gisHaTUCA iM’'s meperkHOro
iHTepdency, AKMIA BUKOPUCTOBYE Meperka Hawoi mogeni. B Ubuntu Server 20.04 mepeskHi HanawTyBaHHA
3a3Buyal 3ginicHiooTbcs Yepes Netplan i yaml-daiinun, ToxK gna nepernagy UMX HaNaWTyBaHb MOXKHa
CKOPMCTAaTUCA KOMaHAOH ip:

ip addr show
abo CKOpoYeHo:

ipa
2.6) PeparyBaHHA yaml-daiinis 3 HanawTtyBaHHAMM Mmepexki. CTBoptoemo Ha cepepi 3 OC Ubuntu
yaml-paiin aksm-N.yaml (ae N - BapiaHT) y SKOMYy NPOMUCYEMO MEpPEXKHi HaNalTyBaHHSA, BK/OYaloun
06po6bHMKa HanawTyBaHb (renderer: networkd), im’a mepexkHoro iHTepdelicy (Tunosuit iHTepdeiic Ethernet
3a3BuMYall mae im’a enp0s3), IPagpecy Ta npedikc, W03 32 3aMOBYYBaHHAM (K/OYOBE cN0BO gateway4), im’s
DNScepBepa (kato4oBe C/1I0BO hameservers).

Momunku y paiini Netplan moxkyTb 6yT1 10KaNi3oBaHi 3a AonNomoroto iHcTpymeHTy yamllint.
BcTtaHoOBIEHHA Ta NPUKAAg 3aCTOCYBaHHA:

sudo apt install yamllint
yamllint /etc/netplan/00-installer-config.yaml

Mpuknag yaml-dainy:

wersion

Mpumitka. Y yaml-daiinax ana Netplan Baxnusi Biactynu 3nisa. Maetbca He npo Kinbkictb npobinis,
a Npo JOTPMMaHHSA piBHEBOCTI. TaK, AKLLO Y 3pa3Ky Kto4YoBe /1080 gateway4 Mae Takuii camuil BiACTyn 3/iBa,
AK KAto4yoBse cnoso address (a He Take, AK pagok — 220.19.40.246/28, HanpuKkaaa) — To Tak camo mae bytn iy
Bawwomy yaml-panni.

Y cuctemi, “moBipHO, € i iHWI yaml-daiinu. Hanpuknaa, dain 50-cloud-init.yaml. 3akomeHTylTe
pAAKKM Lboro dainy i 36eperKiTb 3MmiHW, abo nepenmeHyinTe Moro y ¢ann 3 iHWKMM po3LWMpPeHHAM. Hanpuknag
50-cloud-init.yaml.bkp

2.6) 3acTocyBaHHA Ta NepeBipKa mepeXKHUX HanawTtyBaHb. Koan yaml-palinun rotosi, 3actocoByemo
MepEeXKHi HanalTyBaHHA:
sudo netplan apply
MepeBipAeMO MepeKHi HaNnalTyBaAHHA LWAAXOM MiHIYBaHHA.
2.7) NpuegHaHHa Ubuntu Server 24.04 po aomeHy Active Directory. MepeBipsemo [OCTynHIicTb
aomeHy (puc.14.6).
realm discover falkovsky.net
OuikyBaHW pe3ynbTarT:

type: kerberos

realm-name: FALKOVSKY.NET

domain-name: falkovsky.net

configured: no

Puc. 14.6
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FogmHHuk Ubuntu mae ByTn cuHxpoHisoBaHuii 3 DC, pisHmua He binbwe +5 x8, iHakwe Kerberos He
cnpauoe. BUKoHyemo (Ha Bcak Bunagok ©) npumycoBy cMHXPOHI3aLito Yacy:
sudo timedatectl set-ntp true

MpueaHyemoch go gomeHy (puc.14.7):

sudo realm join --user=Administrator surname.net
BBoguMmo naponb KopuctyBada Administrator (abo iHworo 06.1ikoBoOro 3anucy 3 NpaBamu 404aBaHHA
KOMN'tOTepiB, WO BUKOPUCTAHWUI Y LLbOMY PAAKY).
MNepeBipAEMO yCNIiWHICTb NPUEAHAHHA
realm list
OuikyBaHO nobaymTe WOCh Ha KLWTANT:
falkovsky.net
type: kerberos
realm-name: FALKOVSKY.NET
domain-name: falkovsky.net
configured: kerberos-member
server-software: active-directory
client-software: sssd ...
Ak 6aunmo, cepBep NOBiIAOMAAE, WO A1 NOBHOLiIHHOI po60TN NpUeaHaHHS Yepes sssd HeobxigHi
BCTAaHOB/EHI MaKyHKWU (required-package): sssd-tools, sssd, libnss-sss, libpam-sss, adcli ma samba-
common-bin

Puc. 14.7

MoKemo nepesipuTy YN BOHM BCTAHOBAEHI Y CUCTEMI:
dpkg -1 sssd sssd-tools libnss-sss libpam-sss adcli samba-common-bin

Ab60 oapasy BUKOHATH cnpoby BCTaHOBEHHSA. AKLLO WOCh i3 HUX He BCTaHOBAEHO, A04aCTbCA:
sudo apt install sssd-tools sssd libnss-sss libpam-sss adcli samba-common-bin

] Active Directory Users and Computers

2.8) TMepeBipka HaABHOCTI
cepeepy 3 Ubuntu vy cTpyKrtypi

File Action View Help
e | rE 4O XEdd=z BEPaETah

pomeHy Active Directory.

T Active Directory Users and Computers [Serv-22-40-1.falkovsky.net] || Name

Type

| Saved Queries STTTETITR omputer
B
. : Branch-22-40-2
Ha ~ koHTponepi  AomeHy g
3anycTumo OCHaLleHHA Active S e fnep
Directory Users and Computers Ta S
. . | ForeignSecurityPrincipals
nepesBipMMO  HasABHICTb  cepBepy | Mansged Senvce Acouns
. PV R . | Users
Ubuntu y opraHi3auiiHii oguHuui Puc. 14.8.

Computers (pnc.14.8).
AKWO cepBep BiACYTHIN y Uil nanui, BUKoHyemo nowyk y Computers gomeny (puc. 14.9). Cepsep 3
Ubuntu mae 6yt pesynbTaTax nowyky.

L Find Computers - O ®
File Edit View
. Active Directory Users and Computers Find v | In: | 3 fakovsky.net ~
File Action View Help Computers  Advanced
& | rHE E B HEltetavy 2 Computer name: || serv-22-40-3 ‘
| Active Directory Users and Computers [Serv-22-40-1 falkovsky.net] Ouner: | ‘
| Saved Clueries Role: = ~ Clear Al
v .
= Branch- Delegate Control... 7
1 Branch- — é’/’-—
2] Branch- Change Domain... Pe3ynbTaT MowyKy
= Branch . Search resuits
- N Change Domain Controller...
] Branch_ ) " Name Machin Role Owner
Raise domain functional level...
| Builtin Workstation or Server
1 Compuwr Operations Masters...

Puc. 14.9.
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Y Bnactmnsoctax cepeepy 3 Ubuntu obmnpaemo onuito Trust this computer to delegation to any service

(Kerberos only) - puc. 14.10.

= SERV-22-40-3 Properties X
File Action View Help
i & | Fl=llm = = | B o= Password Replication Location Managed By Dialin
| = "; General Operating System Member Of
] Active Dir e i i ) )
“ Saved File Edit View Delegation is a security-sensitive operation, which allows services to act on
| 2ave behalf of another user.
w3 falkow
= = Br Find: |Computers ~| In () Do not trust this computer for delegation
:: Br  Computers Advanced | (®) Trust this computer for delegation to any service (Kerberos anly) I
= Brl (O Trust this computer for delegation to specified services anly
4| Br Computer name: serv-22-40-3 Use Kerberos only
41 Br Use any authentication protocal
qg) Ower L |
i — E[ Role: Ary Service Type  User or Computer Port Service N
3] Dg
| Fo
M
-] Us
Search resufts:
MName Machine Role
1&ISERY-22-40-3 Workstation or Se [ Expanced Add.. Remove
Cancs! Aep Help
Puc. 14.10

2.8) CrBopeHHa DNS-zanucy ans cepsepy 3 Ubuntu. Ha KoHTponepi gomeHy 3a Aonomoroto
ocHaueHHA DNS popavite go obnacti npamoro nepernsgy (Forward Lookup Zone) 3anuc tuny A ana

cepsepy 3 OC Ubuntu (puc. 14.11).

£, DNS Manager

File Action View Help

e« 1@ XEB2 Bm §EE
£ DNs Name Type Data Timestamp
~ § SERV-22-40-1 [ msdes
~ [ Forward Lookup Zones S sites
] _msdes falkovsky.net e
- falkovsky.net -
%] Reverse Lookup Zones Bwae
Trust Points IoomainDnsZones
~ Conditional Forwarders ClForestnsZones
Tiocal
[l tseme as parent folder) Start of Autherity (SOA)  [467], serv-22-40-1falkovs... ~static
[Flsame as parent folder) Name Server (NS] serv-22-40-2 falkovsky.net,  static
[El tsame as parent folder) Namme Server (NS} serv-22-40-1 falkovsky.net.  static
[l tseme as parent folder) Host (4) 192,168.40.243 26.06.2025 2:00:00
[El tsame as parent folder) Host (4) 192.168.40.244 26.06.2025 2:00:00
Flror Host (4) 192,168.40.243 static
Elrouter Host (4) 192,168.40.241 static
[Flserv-22-40-1 Host (4) 192,168.40.243 static
Elserv-22-10-2 Host (4) 192.168.40.244 static
W5-22-40-1 Host (4) 192,168.40.246 27.06.2025 5:00:00
serv-22-40-3 Host (A) 192.168.40.246

Puc. 14.11

MNepesipaemo poboTy Kerberos:
kinit administrator@SURNAME.NET
klist
Ta nepesipAEMO AK SSSD po3ni3HaE KOpPUCTyBauYiB:

id administrator@surname.net
cnpoba Bxoay nia AOMEeHHUM KOPUCTyBavyem Ha cepBepi:

su - 'administrator@surname.net’


mailto:administrator@SURNAME.NET
mailto:administrator@surname.net

MIHICTEPCTBO OCBITU I HAYKU YKPATHU ©-22.05-05.02/2/BK-
KutomMupchKka JEP)KABHHUM YHIBEPCUTET « KUTOMUPCBHKA MOJITEXHIKA» ' 202'6
noJrirexuika Cucrema ynpasiinns skictio Bignosinae JICTY ISO 9001:2015
Exzemnnsap Ne 1 Apk 141 /153

in all the reguired fields

Puc. 14.12

MepeBipka HanawTyBaHb Ha puc.14.12 noKasye yCniWHO OTPUMaHUIA  «KBUTOK TGT»
(krbtgt/FALKOVSKY.NET@FALKOVSKY.NET), a omXe DNS HanawToBaHO MpaBuibHO (KOHTpOAEpU AOMEHY
3HaWLWAKCA), Yac Ha cepBepi CUHXPOHI30BaHO 3 KOHTPo/iepammn AomeHy (iHakwe Kerberos Buaae nomuary
Clock skew too great), naposb npaBubHUI, 061iKOBUIA 3annC akTUBHUI, krb5.conf HanaWwToOBaHO KOPEKTHO
(npaBunabHKi realm, kdc, admin_server).

Komanau id Ta su SSSD He HagatoTb iHpopMaLiito Npo KopucTyBaya, BianosiaHo SSSD He Bigobpakae
KOPUCTYBa4iB JOMEHY.

MepeBipaemo ctaTyc SSSD (mae 6yTtu active (running)
sudo systemctl status sssd

MNepesipsaemo /etc/sssd/sssd.conf. Y HbOMY Ma€ BYTHU LLLOCb Ha KLUTaAT:
[sssd] ]
domains = falkovsky.net
config_file_version =2
services = nss, pam
[domain/falkovsky.net]
default_shell = /bin/bash
krb5_store_password_if_offline = True
cache_credentials = True
krb5_realm = FALKOVSKY.NET
realmd_tags = manages-system joined-with-
adcli
id_provider = ad :
fallback_homedir = /home/%u@%d Puc. 14.13

ad_domain = falkovsky.net

use_fully_qualified_names = True daiin nosuHeH maTtu npasa 600:
Idap_id_mapping = True sudo chmod 600 /etc/sssd/sssd.conf
access_provider = ad sudo systemctl restart sssd

MoBTopHO nepeBipaemo AK SSSD po3ni3Hae KOPUCTYBauiB:

id administrator@surname.net
Ta BUKOHYEMO cnpoby BXxoay nig AOMEeHHMM KOPUCTyBayem Ha cepBepi:

su - 'administrator@surname.net’
KomaHam npauotoTb — oTpMMaHa iHdopMmalLis Npo AOMEHHOIo KOpMCTyBaya. baunmo nonepegkeHHs, Wo He
CTBOPEHO AOMalLHIN KaTanor A4 KopucTyBaya, Xo4a BXig nig AoMeHHUM KOpUCTyBavyem BiabyBsca ycniwHo

(pnc.14.14):
su: warning: cannot change directory to /home/administrator@falkovsky.net: No such file or directory


mailto:administrator@surname.net
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Puc. 14.14
HannpocrTiwe piweHHsA uiei npobaemu — akTusauia pam _mkhomedir yepes maiictep

sudo pam-auth-update

T Pan e

Buxoanmo 3 ceaHcy e B B e v o C e e e
LOMEHHOr0 KOPUCTYBaua exit. Y
MeHI0, WO 3'ABUTbCA, HEObXigHO
Bigmitutn [*] Create home directory
on login nepekoHaTUCA, WO TaKOX
aKTUBOBAHO [*] SSS authentication i
HaTucHyTtu Enter (OK) Ema——

tion, suth tion, and passvor: £}

Sowe PAM module packages provide profiles that can be used to automatically adjust the behaviar of all
Pill-using epplicacions on the system. Please indicate which of these kehaviors yow wish to enable.

FAN profiles to enable:

Puc. 14.15

do patn—auch-updace

3HoBy cnpoba Bxody nNig AOMEHHUM
KOpUCTyBa4yeM Ha cepBepi:

su - 'administrator@surname.net’

JomaluHin KaTtanor cTBOpMUBCA Puc. 14.16
aBTOMaTUYHO.

3aBaaHHA No14.3

1. 3acTOCOBYOUM TEOPETMYHI BiAOMOCTI, HaBeAEeHi HUXKYe, HanalwTyhTe Ha
cepsepi 3 Ubuntu iHTerpauito 3 someHom Active Directory.

2. MepeKoHalTecs, Lo KOPUCTYBaY 4OMEHY MOXKe 34iMCHUTK BXif, Ha cepBepi 3
Ubuntu (KkomaHga sudo login). AKwo ue He BAAETbcA, nepeBipTe 3pobaeHi
Ha/alWTyBaHHA. TakMi BXig, onA KopucTyBaya 060OB’A3KOBO Ma€E BWMKOHYBAaTWUCA
yCnilwHO.

3BIiT Ma€ MICTUTU CKPMHLLOTM 3p06AEHUX HAaNALITYBaHb Ta ONMUC OCHOBHUX Ail.

3. HanawryBaHH#A iHTerpauii 3 Active Directory Ha cepBepi 3 Ubuntu

LLLlo6 KopucTyBayi gomeHy Active Directory morau nig’eaHysatuca go pecypcis cepsepy 3
OC Ubuntu, noTpibHo 3pobutK Lei cepBep YaCTUHOK AOMEHY Ta A03BO/IUTU Ha HbOMY BXiJ, KOPUCTYBaYiB
uboro gomeHy. B Ubuntu ue peanisyerbca Ha ocHoBi cepsicy SSSD (System Security Services Daemon), akui
niaTpumye aBTeHTUiKaLito 4Yepe3 npoTokonn Kerberos Ta LDAP. Y wuit poboti bygse BMKOpMCTaHO
aBTeHTUdIKauito yYepe3 Kerberos. Mpo iHWI AOCTYNHI HanawTyBaHHA MOMKHaA MOYMTATM, HAMNpPUKNag, y
AoKkymeHTauii Ubuntu Server [3].
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3.1) PeparyBaHHA KoHirypauilinnx ¢aiinie cepsicis Samba ta Name Service Switch. Maetbca npo daiinu
/etc/samba/smb.conf, /etc/nsswitch.conf sianosigHo. TakoX 3a BakaHHAM MOXHa A04aTW CTBOPEHHSA
AOMalLUHiX KaTanoris Kopuctysadis Active Directory Ha cepsepi Ubuntu.

®daliin /etc/nsswitch.conf moandikyemo Tak, Wo6 BiH BiANOBIAaB NOAAHOMY HUMKYE 3pa3Ky. Tum Yacom daitn
/etc/samba/smb.conf nouinbHO CTBOPUTU 3aHOBO. Y ubomy daini MicTUTbcA baraTo BapiaHTIB rOTOBUX
HanawTyBaHb AAA Pi3HUX BMNAAKIB, i HA MNOYATKOBOMY €Tanmi BOHM pajwe 3aBaXKaTUMYTb, HiX
[0MOMaratMmyTb.

AKWO BU He xo4yeTe BUAANATU NOYATKOBUI BapiaHT dainny /etc/samba/smb.conf, MOXHa nepeHecTn Moro
33415 MaibyTHbOro BUKPUCTAHHA Y AOMALLHIN KaTanor:

sudo mv /etc/samba/smb.conf ~/smb.conf.bkp
a OCHOBHWI KOH®irypauinHnit dann — nepecTBopuTHU:

sudo nano /etc/samba/smb.conf

3pa3Kku KoHoirypauitHux ¢aiinis

Ha BCiXx NogaHUX HMXKYe 3pa3kax NO3HAYEHO OCHOBHI 3MiHW. Balwi 3miHM y unx dbainnax maroTb BiaNoBiAaTH
O3aHWM BaLIOro BapiaHTy Ta HA/NALWTYBAaHHAM BaLLIOrO JOMEHY.

Bmict dainy /etc/samba/smb.conf cTBopeHo HaHOBO, y YMcTOMYy ¢aiini. BigMiHHOCTI no3HayeHo Ha puc.
14.17.

[global] [global]

i . workgroup = FALKOVSKY
realm = FALKOVSKY.NET
security = ads
kerberos method = secrets and keytab
dedicated keytab file = /etc/krb5.keytab
server string = Samba Server with SSSD
log file = /var/log/samba/%m.log
log level = 1

idmap config * : backend = tdb

idmap config * : range = 3000-7999

idmap config FALKOVSKY : backend = sss

idmap config FALKOVSKY : range = 10000-999999

winbind enum users = no
winbind enum groups = no
winbind use default domain = no

kerberos method = secrets and keytab
dedicated keytab file = /etc/krb5.keytab

36epiraemo ¢aiin Jetc/samba/smb.conf.
patisilicy fallback) MoACHeHHA 3Ha4YeHb pPAAKIB akNy HaJaHo Yy
poaatky 14.1 uboro AOKYMeHTY.

Y KOXXHOMY KOHKpeTHOMY BUMNaaKy byayTb
BiAPI3HATUCH TiNIbKM paaku workgroup, realm ta idmap
config SURNAME

BWMKOHYEMO TECTYBaHHA NOTOYHMX HAMALITYBaHb
KoMaHgoto testparm. Pe3ynbtat HaBeaeHo Ha
puc.14.18.

definition=s

-

Pnc.14.18.



MIHICTEPCTBO OCBITU I HAYKU YKPATHU ©-22.05-05.02/2/BK-
KutomMupchKka JEP)KABHHUM YHIBEPCUTET « KUTOMUPCBHKA MOJITEXHIKA» ' 202'6
noJrirexuika Cucrema ynpasiinns skictio Bignosinae JICTY ISO 9001:2015
Exzemnnsap Ne 1 Apxk 144 /153

daiin /etc/nsswitch.conf.

Bmict uboro dainny agewo
BigpeaarosaHo. Knwo4yoBi 3miHM —
3HAYeHHA pAaKiB passwd: group: Ta
shadow:, wo Tenep matTb 6yTH files sss.
BmicT daliny nokasaHO Ha CKPUHLLOTI
(pl/IC.l4.l9): Puc.14.19.

3.2) Nepe3aBaHTaXKeHHA cepsiciB Samba Ta Nmbd.
[na 3actocyBaHHA 3miH y daini /etc/samba/smb.conf, goctatHbo nepesanyctntn cay:kbm smbd Ta
nmbd:
sudo systemctl restart smbd.service nmbd.service
sudo systemctl status smbd
sudo systemctl status nmbd

Y Uil KoHdirypauii winbind He BUMKOPUCTOBYETLCA, OCKIi/IbKM CUCTEMY NPUEAHAHO A0 AOMEHY Yepes
sssd (puc. 14.20)

Puc. 14.20.

3.3) KoHTponb pgoctynHocTi 06nikoBux 3anucis gomeHy Active Directory. Hanpuknag, obnikosuin 3anuc

dep-rds-1 3 gomeHy falkovsky.net cnpasai goctynHuin Ha cepsepi Ubuntu. TakoX morKHa 6aunTi, Wo Len
KOPUCTYBay € Y1IeHOM A,BOX IPyn KOPUCTYBayiB JOMEHY.

Ouunctumo Kew SSSD Ta nepe3anycTMmo cayby:

sudo sss_cache -E
sudo systemctl! restart sssd
MepeBipAemo AOCTYyN 40 CepBepY, YIEHCTBO Y rpynax Ta BXOAMMO Mif JOMEHHUM KOPUCTYBaYeM:
getent passwd dep-rds-1@falkovsky.net
groups dep-rds-1@falkovsky.net

fdep-rds-18falke

anch-1Ffs

Puc. 14.21.

yYBara! Lei eTan nepeBipkM (KomaHguM getent, groups, su) € KPUTUYHO BaXKAMBUM. AKWO aBTeHTUdIKaLA
AOMEHHUX KOPUCTYBauiB i3 AKMXOCb NMPUUMH He Npautoe, TO i AOCTyN A0 chinbHUX pecypciB Samba (wep,
aBTOpM3aLin y cny»xbax TOLWO) TaKOX byne HEMOK/TIMBUM.

Tomy y pasi 6yab-akux 360iB Ha LbOMY eTani HeobxiAHO peTeNbHO MepeBipMTU HanawTyBaHHA SSSD,

Kerberos, DNS Ta KoHoirypauinHi ¢annm (sssd.conf, nsswitch.conf, smb.conf) nepea Tum, sk nepexoantn ao
HaCTYMNHMX KPOKiB.
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3aBaaHHA No14.4

1. Kopuctytoumcb NogaHUMM HUMKYe iIHCTPYKLIAMU, HanawTylte Ha cepsepi 3 Ubuntu cninbHuit KaTtanor Ha
OCHoBi Samba.

BkasiBKa [0 BUKOHaHHA n. 1. KomeHTap p[o cnifbHoro pecypcy (none comment y  danni
/etc/samba/smb.conf): Ubuntu File Server Share (Surname Name, Gr. GG, Var. NN), ae — salue npissulie
Ta im’s, GG — rpyna, NN — BapiaHT.

3BIiT Ma€ MiCTUTU CKPUHLLOTK 3p06IEHNX HaNALUTYBaHb Ta OMUC OCHOBHUX AiMA.

4. HanawTtyBaHHA CNiNbHOro Kartanory Ha ocHoBi Samba. HeobxigHi KOMNOHEHTU BXKe BCTAHOBAEHO.
Cepsep 3 OC Ubuntu B)Ke npuegHaHuin 4o AoMeHy. JInlmnnoca niarotysatm maibyTHIl cninbHWIM KaTanor Ta
3p06UTK MOro CNiIbHUM pecypcom Ha ocHoBi Samba.

MoBTOpPHO BigKPUBAEMO ANA peaaryBaHHAa ¢aiin Jetc/samba/smb.conf i fOAAEMO Y KiHLj LbOro AOKYMEHTa
po3ain [share] 3 agpecoto ManbyTHbOro CMiIbHOIO KaTasory Ta HanalwTyBaHHAMM AOCTYNYy A0 HbOro. 3rigHo
3 FHS (File Hierarchy Standard), ans po3milleHHs pecypciB cepBepa pPeKOMeHA0BaHO BUKOPUCTOBYBATU
CTaHAAPTHWIA KaTanor /srv. Y KaTanosi /srv CTBOpUMO nigkaTanor samba, a BcepeamHi Hboro — nigxkaTanor
share:

sudo mkdir /srv/samba

sudo mkdir /srv/samba/share
3pobMMO KOPUCTYBauyeM-BNACHMKOM KaTanory CMCTEMHOro KopucTyBada nobody, a rpynoto-BnacHMKOM —
CUCTEMHY rpyny hogroup:

sudo chown root:"domain users@surname.net"” /srv/samba/share
TakoX [03BOJIMMO KOPWUCTYBaudy-BAaCHUKY YMTaHHA, 3anuC i BWKOHAHHA, a TPYMiBMACHUKY i pewTi
KOPUCTYBaYiB — IMLLIE YATAHHA | BUKOHAHHSA:

sudo chmod -R 0770 /srv/samba/share

sudo chgrp -R "domain users@surname.net" /srv/samba/share
Micns BWKOHAHHA TaKWUX HanalTyBaHb A/1A 3MiHM BMICTY CMi/IbHOrO KaTasory 3HagobnaTbcA npasa
agMiHiCcTpaTopa, TMM YacoM AK YNTAHHS BMICTY KaTasoriB Ta ¢pannis byae 403BOIEHE BCIM KOPUCTYBaYam, AKi
nponwam asTeHTUdIKaLito. HanalwTyBaHHA MOXKyTb BYyTH I iHLWUMMK — 3a/1€XKHO Big noTpeb.

Mpuknag KoHdirypauinHoro danny /etc/samba/smb.conf 3 oAaHUMM HaNaWTYBaHHAMMU CMiJIbHOTO
Katanory /srv/samba/share:

[global]

compatibility fal

e definitions

wain U
Y popatky 14.1 HaBeneHO TEKCT LUbOro

npuvknagy KoHoirypauiiHoro ¢danny smb.conf 3

NOACHEHHAM 3HaYeHb KOHKPETHUX PALKIB.

Puc. 14.21.
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BMKOHYEMO KOMaHAy TeCTyBaHHSA BipPHOCTI HafawWTyBaHb testparm. Y susoai mae 6ytu "Loaded
services file OK"
MNepesipaemo 3anucu krb5.keytab
sudo klist -k /etc/krb5.keytab
OuikyBaHi 3anucu:
host/serv-G-N-3@SURNAME.NET
cifs/serv-G-N-3@SURNAME.NET
AKLWO Hemae cifs/..., nogaEmo:
sudo net ads keytab add cifs -U administrator

1 cifs -U adwinistrator

Puc. 14.22.

[na 3acTocyBaHHsA 3MmiH Y dalini /etc/samba/smb.conf, nepesanyckaemo cayx6u sssd, smbd Ta nmbd:
sudo systemctl restart sssd smbd nmbd
sudo systemctl status sssd smbd nmbd

Pe3ynbTaT unx KomaHa mae 6yTi nogibHum pmc.14.20.

Y Samba abo B 6inbWw cKkAagHUX ¢aliNoBUX CMCTeMax 4acTo BUKopucToByloTb ACL, Wo6 TOYHO
KOHTpOAtOBaTM AocTyn Ao dainis/Katanoris He Aulle ANA OAHOTO BAACHUKa Ta rpynu, a ANA KinbKox
KOHKPETHUX KOpUCTyBadiB abo rpyn.

BcraHoBtoemo naketn ACL Ta winbind:

sudo apt update

sudo apt install acl

sudo apt install winbind libnss-winbind libpam-winbind
sudo getfacl /srv/samba/share

OcTaHHA KOMaHAa A03BOAE NEPEBIPUTU, XTO MAE AOCTYN A0 CNi/IbHOI Nanku, Bignaroantu npobnemm
3 NpaBamu Ta N0baYMTU HaNaWTYBaHHS, AKi He BUAHO Yepes Is —|

studen er 2 1o net ads j

Lfailen:i: NT_STATUS T L.I].IZI_T-" .-IETEF!.

Ona BukopuctaHHa winbind 3 Samba BumaraeTbca npueaHaHHA 4o AD-gomeHy. OckinbKu B¥Ke Bce
HanawToBaHo (SSSD, DNS, SRV 3anucu), A0CTaTHbO BUKOHATMU:
sudo net ads join -U administrator

BBoaMmo naponb agmiHicTpaTopa AOMEHY.

MalwmuHa ycnilwHo npueaHaHa Ao aomeHy. MonepeaxeHHsa DNS update failed He € KpuTUyHMM, DNS-
3aNMCK BXe BHECEHO BPYYHY.

MepeBipKa AOCTYNHOCTI AOMEHY Ta OTPMMAHHSA iHOpPMaLLii Npo KopUcTyBaya
getent passwd dep-rds-1@falkovsky.net

Mepesipka Kerberos - oTpumanHs Kerberos-kBuTka:
sudo kinit dep-rds-1@FALKOVSKY.NET

klist



MIHICTEPCTBO OCBITU I HAYKU YKPATHU ©-22.05-05.02/2/BK-
KutomMupchKka JEP)KABHHUM YHIBEPCUTET « KUTOMUPCBHKA MOJITEXHIKA» ' 2026
noJrirexuika Cucrema ynpasiainns skictio Bignosinae JICTY ISO 9001:2015
Exzemnnsap Ne 1 Apx 147 /153

o111

Puc. 14.23.
3HOBY Nepe3anyCcKaemo yci CyKobu:

sudo systemctl restart sssd smbd nmbd

sudo systemctl restart winbind
winbind 060B’s3k0Bo NOTPi6HO 3anyckaTh nicns sssd ToAi BiH 3MOMKe BUKOPUCTOBYBATM BeKeHA, sss Ans
idmap.

3aBgaHHA Ne14.5

1. Crnnpatouncb Ha HaBeaeHi Jani TEOPETMYHI BIZOMOCTI, mepesipTe [OCTYMHICTb CMNi/IbHOrO KaTasory
/srv/samba/share 3 gosinbHoro komn’totepa 3 OC Windows, L0 HanexK1Tb A0 Balloro AomeHy. Y BUnaaky
BMKOPUCTAHHA KOHTpOAEepa AOMEHY B AKOCTI A0BifbHOro komn'totepa 3 OC Windows gas goctyny oo
Samba-pecypcy MmorKe 3Hag0bUTUCb BUKOHAHHA A, oNUcaHUX y Aoaatky 14.2.

BkasiBKa A0 BUKOHaHHA N. 1. ImeHa TecToBux daiiny Ta KaTanory Ma€ MicTUTU AaHi npo Bac: test-dir-saLwi-
iHiLiann Ta test-file-Bawi-iHiLiann.txt 3BiT _Ma€ MICTUTU CKPUHLIOTK 3POBAEHMX HANALWTYBAHb, ONWUC
OCHOBHMX AilA.

5. MepeBipKka A0CTYNy A0 CNiAbHOrO Karasory Ha ocHosi Samba. AG6M nepekoHaTUcs, WO CRiJIbHUN
KaTanor NpaLoe AK HanexHe, CTBOPMMO Ha cepBepi Ubuntu y kaTtanosi /srv/samba/share Tectosi kaTtanor ta
daiin i3 gOBINBHMM BMiCTOM.

CTBOPIOEMO TECTOBWIA KaTanor Ta TECTOBMIN pany 3 BMiCTOM:
sudo mkdir /srv/samba/share/test-dir

echo "Congratulations!
If you are reading this from a Windows machine, the Samba layer you purchased is working
correctly!" | sudo tee /srv/samba/share/test-file.txt

MpaBa NOBUHHI BiANOBIAATM OCHOBHUM HaNalITyBaHHAM CNiILHOrO KaTanory:
sudo chown -R nobody:nogroup /srv/samba/share/test-dir /srv/samba/share/test-file.txt
sudo chmod 0755 /srv/samba/share/test-dir
sudo chmod 0644 /srv/samba/share/test-file.txt

dain Ta KaTanor:

nokbody nogroup 40296

Bmict daiiny test-file.txt:
Congratulations!
If you are reading this from a Windows machine, the Samba layer you purchased is working correctly!
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Tenep HeobXiAHO BHECTU 3MIHW Yy CUCTEMHWUI PEECTP HA KOMMN'lOTepi AOMEHY, 3 AKOro NAaHYeTbCA

nigKNo4aTUCA 40 CNINILHOMO pecypcy Ha cepsepi Linux. 3axo4MMOo NO TinLi CUCTEMHOTO PeECTpy:
\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows

Llykaemo po3gain peectpy LanmanWorkstation

AKLLO BiH BiACYTHIN, lOro NOTPibHO 10ro CTBOPUTU.

Y po3gini LanmanWorkstation ctsoptoemo 3anuc Tuny DWORD 32 bit 3 Hassoto AllowInsecureGuestAuth Ta

NPUCBOIOEMO MOMY 3HaYeHHA 1, AK Ha puc.14.24.

Tenep Ha Komn'toTepi AOMEHY, Ae MW HanawTyBanu o3Bin LanmanWorkstation, 3anyctumo MpoBigHMK i

BBEAEMO B apecHOMy pAAKy agpecy cepsepy 3 Ubuntu:

\\serv-G-N-3\share

abo
\\192.168.40.246\share
B
File Edit View Favorites Help @, Map Network Dri
, Map Netwaork Drive
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\LanmanWorkstation . P
0DBC A || Name Type Data
OpenSsH 2] (Default] REG_SZ waluenctsety  What network folder would you like to map?
Oracle 2] AllowlnsecureGuestAuth  REG_DWORD 00000001 (1)
Partner Specify the drive letter for the connection and the folder that you want to connect to:
Policies Edit DWORD (32-bit) Value X
Microsoft
Cryptography Value name Drive: = ~
SystemCertificates |AllowlnsecureGuesth ‘
Folder || W192.168.40.246]| “| | Browse...
I\:Md Value data: Base
Ul Ao  Hersdoomal Fromple \senvershare
aITs. (O Decimal Reconnect at sign-in
CurrentVersion [[] Connect using different credentials
DataCollection Cancel B
Connect to a Web site that you can use to store your documents and pictures.
EnhancedStorageDevices

& Map Network Drive

What network f|

Specify the drive lett

Drive:

Folder:

& Map Network Drive

Browse For Folder

Select a shared network folder

B # Netwerk
- v O 192.168.40.246

0W162) v share

test-dir
Examp|
[ VBOXSVR
[ARec
[Oco
Cennel

17
ke New Folder

Cancel

AKwo Bce 6yno 3pobieHo
npasuibHO, Ma€ BigobpasuTtuca
CNiNbHWIA KaTanor (y Haomy
BMNaaKy share), i horo Bmict
NnoBMHEH ByTn AOCTYNMHUM
KOPUCTYBaYy A8 YNTAHHSA.

X What network folder would you like to map?
. Specify the drive letter for the connection and the folder that you want to connect to:
o:
Drive: Z ~
=] Folden || \192.168.40.246\share | [ Browse..
Example: Vserverishare
[ Reconnect at sign-in
AR g
[ Connect using different credentials
i pictures. Connect to 3 Web site that you can use to store your documents and pictures.
1>
Cance Cancel
Pnc.14.24.
p= M M

“ Home  Share  View (2]
e

“ 4 = 5 ThisPC > [share (sen-22-403] (V) » v ®  Searchshare (Vserv-22-40-3) .. O | |
=] Pictures A Name Date modified Type Size
logs test-dir File folder
= share (\\192.168, | test-file Text Document 1KB
) test-file - Notepad — m] x

File Edit Format View Help
kongratulations! "~
If you are reading this from a Windows machine, the Samba layer you purchased is working correctly!

Ln1,Col 100%  Unix (L) UTF-8

Pnc.14.25.
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Te K came MOXK/IMBO BUKOHATW 3a AONOMOIOl0 KOMaHAHOTO psAaKa net use (puc.14.26):
net use * \\HostNameorlIP\share /user:Surname\user-Login *

Ha puc. 14.26. nokasaHe nigkato4eHHA Samba-pecypcy gns Kopuctysada gomeHy Falkovsky.net dep-
rds-1. Y nepwomy BMNaaKy Aoctyn Ao Samba-cepBepy BMKOHYeTbCA no IP-agpeci, y apyromy — no imeHi
cepsepy.

EN Administrator: Windows PowerShell

Puc.14.26.

TeKcT KomaHa;:
net use * \\192.168.40.246\share /user:falkovsky\dep-rds-1 *
net use * \\serv-22-40-3\share /user:falkovsky\dep-rds-1 *

Bumoru ao 3Bity
3BiT Ma€ micTuTK iHbopmaLito BignoBigHO 40 3aBAaHb 14.1-14.5.
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Jopatok 14.1.

MosacHeHHA pagKiB y ceKuiax [global] Ta [share] koHirypauiitHoro ¢aiiny

/etc/samba/smb.conf

[global] — 3aranbHi HanawTyBaHHA cepBepa

| Mapametp

|| 3HaueHHA || MoAcHeHHA

workgroup = SURNAME

Im’s pobouoi rpynu (NetBIOS). Mae Bianosigatu

NetBIOS-aome imeHi fomeHy 6e3 cydikcy .NET.

MoBHe iMm’a Kerberos-aomeny (REALM), 0608’A3k0BO

Im = SURNAME.NET DNS- L

reaim AOMEH y BEPXHbOMY pericTpi.
security = ads ™n . Bkasye, LLI,'O cepsep € yneHom Active Dlrecthry-m
aBTeHTUIKay,i BomeHy, i BUKopucTtosye AD ana asTeHTUiKauii.

kerberos method = secrets and keytab ||cnoci6 Kerberos

Samba Bukopucrosye /etc/krb5.keytab ans
Kerberos-TokeHiB.

dedicated keytab file = /etc/krb5.keytab ||uumx £o keytab ||BKa3ye Samba, sakuin keytab-daiin Bukopucrosysatu.

server string = Samba Server with SSSD |[onuc cepsepa

IHbopmaLis, wo BigobparkaeTbca KAiEHTaM y mepexi
(Heob0B’s13K0BO).

log file = /var/log/samba/%m.log

IHAMBIAYaNbHI NOTU ANA KOXKHOTO KAieHTa (%m —
ausiay A

nor-gaiinm NetBIOS-im’s KieHTa).

log level =1

MiHimanbHWI piBeHb floriB. BuLli 3HaYeHHAa —

piBeHb NOryBaHHA L .
[OKNAAHILI, ane CTBOPIOIOTH Bisiblue Wwymy.

idmap config * : backend = tdb

Maninr SID¢>UID gns HeBigoOMMUX AOMEHIB

pesepsHa basa (nokanbHwuit TDB).

idmap config * : range = 3000-7999 aianasoH UID

UID/GID ans o61ikoBuUxX 3anuncis He 3 AOMEHY
FALKOVSKY.

idmap config SURNAME : backend = sss ||OCHOBHMI71 6eKer,||BKa3ye, o Samba noBuHHa B6patn maniHr i3 SSSD.

idmap config SURNAME : range =
10000-999999

UID/GID ans o61ikoBUxX 3anucis 3 4OMeHY

Aianasot UID FALKOVSKY.

winbind enum users = no

3abopoHsae Samba aBToMaTUYHO NepepaxoByBaTH

He nepenivyyBaTu . -
KopucTyBauis Yepes winbind.

winbind enum groups = no

|He nepenivysatu ||Te came gns rpyn.

winbind use default domain = no

He o6pi3ae fomeHHe im’a npu Bxoai (TobTo NoTpibHO

6e3 ckopoyeHb .
P user@domain).

passwd backend = sss

(OnuioHanbHKUI NapameTp) Kaxke Samba 3BepTatuca

bexena naponis 80 SSSD npu nepesipui naponis.

[share] — HanawTyBaHHA pecypcy

| Mapametp

|| 3Ha4yeHHA || MoAacHeHHA

|path = /srv/samba/share

”LLII'IFIX [0 KaTanory || ®di3nyHe po3TallyBaHHA pacllapeHoro pecypcy.

|read only = no

||3anv1c A03BONEHO || KOpMCTyBa‘-li MOXYTb NUCATU.

|browsab|e =vyes ||Bmp,wmm71 || KaTanor BuaHo B meperKeBomMy OTOYEHHI.
|guest ok =no ”6e3 rocrei ” [octyn nuwe gnsa aBTOpM30BaHMX KOPUCTYBAYIB.
valid users = [ocTtyn nnwe gns unexis rpynu Domain Users. BkasaHo
@"SURNAME\Domain Users" XTO M€ A0CTyn y Windows-¢dopmari (i3 nankamu Ta 3BOPOTHUMM
cnewamm).

inherit acls = yes

”Hacnip,yBaHHﬂ ACL ” Hosi ¢aiinn Hacnigytote ACL Bif 6aTbKiBCbKOrO KaTasory.

inherit permissions = yes

Hosi $baiinm ycnaaxkosyoTb npasa rwx/rw- Towo Big,

HacnigyBaHHA Npas
Ay P KaTanory.
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JopaTok 14.2.

HanawTtyBaHHA gocTtyny Ao Samba-pecypcy 3 Windows Server 2022 (poab: DC)

BigKpninTe nokanbHy NonitTMky 6esnekun secpol.msc. Y aepesi 3niBa nepeiaito go:

Local Policies - Security Options

3MiHIiTb TaKi napameTpu:

Network access: Let Everyone permissions apply to anonymous users - Enabled

Network access: Do not allow anonymous enumeration of SAM accounts - Disabled

Network access: Do not allow anonymous enumeration of SAM accounts and shares - Disabled
Li napameTpu 403BONAIOTb FOCTbOBUM ab0 aHOHIMHUM 06.1IKOBMM 3anmncam B3aEMOAIATM 3 pecypcamm
Samba, o 0co611BO BaXKAMBO NPU BUKOPUCTAHHI CRiNbHMX NAnok 3 guest ok = yes.

MNepesipTe rpynosi noniTukK. Beeaitb gpedit.msc, nepenaitb 4o:

Computer Configuration - Administrative Templates - Network - Lanman Workstation

YCTaHOBITb

Enable insecure guest logons -» Enabled
LUen napametp go3sonse Windows nigkntoyatnca o SMB-pecypcis, ki He noTpebytoTb aBTeHTUIKaL,T
(TobTO rocTboBMIN AOCTYN), LLLO 33 3aMOBYYBaHHAM 3ab60poHeHO B HOBUX Bepciax Windows uepes
MipKyBaHHA 6e3neku.

Micna 3miH Nepe3anycTiTb NONITUKMU KOMAHAOHO:

gpupdate /force
AbGO nepesaBaHTaXKTe cepBep 415 rapaHTOBAHOIO 3aCTOCYBaHHA HANALWTYBaHb.
MNepesipTe goctyn Ao Samba-pecypcy, Hanpuknag Yepes MposiaHnk Windows abo KomaHay net use.

PekomeHpo0BaHi pg)kepena

& Network — Configuration — Ubuntu. URL:
https://ubuntu.com/server/docs/network-configuration

@ Samba — File Server —Ubuntu. URL:
https://ubuntu.com/tutorials/install-and-configure-samba#1-overview

@ Service —SSSD — Ubuntu. URL:
https://documentation.ubuntu.com/server/how-to/sssd/with-active-directory/

@ Samba — Active Directory — Ubuntu. URL:
https://ubuntu.com/server/docs/samba-active-directory



https://ubuntu.com/server/docs/network-configuration
https://documentation.ubuntu.com/server/how-to/sssd/with-active-directory/
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ActiveDirectory Module - Microsoft Docs. URL: https://docs.microsoft.com/en-
us/powershell/module/activedirectory/?view=windowsserver2019-ps

Configure 1IS Web Server on Windows Server 2019. URL:
https://computingforgeeks.com/install-and-configure-iis-web-server-on-windows-server/
Configure the Windows Firewall to allow SQL Server access. URL:
https://learn.microsoft.com/en-us/sql/sql-server/install/configure-the-windows-firewall-to-
allow-sgl-server-access?view=sql-server-verl5

Enable or Disable Disk Quotas in Windows. Tutorials. URL:
https://www.tenforums.com/tutorials/99888-enable-disable-disk-quotas-windows.html
File Server Resource Manager (Part 1: Install FRSM - Part 7: File Management Tasks). URL:
https://4sysops.com/archives/file-server-resource-manager-fsrm-part-3-quota-management/
G. Held. Windows Networking Tools: The Complete Guide to Management, Troubleshooting,
and Security. CRC Press, 2013

How to Manage Logical Volumes. Ubuntu Server. URL:
https://documentation.ubuntu.com/server/how-to/storage/manage-logical-volumes/
Install 11S and ASP.NET Modules. URL: https://learn.microsoft.com/en-us/iis/application-
frameworks/scenario-build-an-aspnet-website-on-iis/configuring-step-1-install-iis-and-asp-net-
modules

M. Henderson, J. Krause. Windows Server 2019 Cookbook Second Edition (Second Edition).
Packt Publishing, 2020.

Managing Disk Quotas. URL: https://learn.microsoft.com/en-
us/windows/win32/fileio/managing-disk-quotas

Microsoft Evaluation Center. URL: https://www.microsoft.com/en-us/evalcenter/evaluate-
windows-server-2022

Module PowerShell GetCimInstance. URL: https://learn.microsoft.com/en-
us/powershell/module/cimcmdlets/get-ciminstance?view=powershell-7.3

Network — Configuration — Ubuntu. URL: https://ubuntu.com/server/docs/network-
configuration

0. Thomas. Windows Server 2016 Inside Out. Pearson Education, 2017.

Orchard online documentation. URL: https://docs.orchardcore.net/en/latest/

PowerShell File Server Resource Manager. URL: https://learn.microsoft.com/en-
us/powershell/module/fileserverresourcemanager/?view=windowsserver2022-
ps&redirectedfrom=MSDN&viewFallbackFrom=winserverr2-ps

Samba — Active Directory — Ubuntu. URL: https://ubuntu.com/server/docs/samba-active-
directory

Samba — File Server — Ubuntu. URL: https://ubuntu.com/tutorials/install-and-configure-
samba#l-overview

Service — SSSD — Ubuntu. URL: https://documentation.ubuntu.com/server/how-to/sssd/with-
active-directory/
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