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MeTtonuuHi pekoMeHAalli MICTATh TEOPETUYHUN MaTepiall, 3aBIaHHS Ta
BKa3iBKA JUIsi BUKOHAHHSA TMPAKTUYHUX 3aHATh TEXHOJIOTIYHOI MPaKTUKU
(yacThHa 2), TOB'A3aHUX 13 HAJIArOJPKEHHSAM arperarii KaHaliB JIOKaJIbHUX
(EtherChannel) 1 rmo6ansnux (Multilink PPP) mepex, BipTyanbHUX JOKaTIbHUX
mepexx (VLAN), MiKMepexeBOl MapuIpyTH3alii, AUHAMIYHUX HPOTOKOIIB
mapmpyTtuzauii  (RIP, OSPF, EIGRP), pemuctpuOynii mapumpyTiB Ta
npoTokosiB pe3epByBaHHsA 1uno3iB (HSRP). [lokyMeHT BKiIOuYae BiciM
MPaKTUYHUX 3aHAThH, JIBa TECTyBaHHS (TeopernyHe B Moodle Ta mpaktuune 3
koManj CLI), a Takoxx BUMOTH 10 0(OPMIIEHHS 3BITY, KPUTEPIi OL[IHIOBAHHS Ta
JOJIaTKH 3 abJIoHaMHU.

MetonuuHi pekoMeHAaIll Tpu3HadeH1 75l CTYIEHTIB IPYTOro Kypcy, sKi
HABYaIOTHCH 3a crneriaibHicTio 123 «KoMmm'toTepHa 1HKeHepisn.
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HEPEJIIK YMOBHHUX CKOPOYEHbD

CxopouyeHHs Po3mmdpyBanus
AAA Authentication, Authorization, Accounting — aBTenTH(iKaIlis, aBTOpU3ALIis,
00JT1K
ACL Access Control List — ciicok KOHTPOJIIO TOCTYITY
ACK Acknowledgment — migrBepmKkeHHs (IAKET i ATBEPIKECHHS TOCTABKH)
AD Administrative Distance — aamiHicTpaThBHa BijcTaHb (MPIOPUTET pKEpea
MapuIpyTHOI iH(hopmMariii)
Address Resolution Protocol — mpoTokosn Bu3HaueHHs amapatHoi aapecu 3a IP-
ARP
anpecoro (RFC 826)
AS Autonomous System — aBToHOMHA CHCTEMa
BDR Backup Designated Router — pe3epBHHiT IPpU3HAYCHHUI MAPIIPYTH3ATOP
BGP Border Gateway Protocol — mpoTokoi1 30BHINIHBOI MapIIPyTH3ALIIT
BMA Broadcast Multiple Access — mmpokoMoBHa Mepexa 3 MHOKHHHUM JOCTYIIOM
CLI Command Line Interface — inTepdelic KoMaHIHOIO psaKa
CHAP Challenge Handshake Authentication Protocol — mporokon aBrenTHiKAaLii
METOJIOM «BUKIUK—BIIIIOBIIb)
DCE Data Circuit-terminating Equipment — amapartypa 3aBepIieHHs KaHaly JaHHX
(HaJae TaKTOBY CHHXPOHI3ALIII0)
DTE Data Terminal Equipment — TepminanbHe 0OJagHaHHS HaHUX (OTPUMYE
TakTOBY cuHXpoHi3aiit Big DCE)
DTP Dynamic Trunking Protocol — mnpoTokon JHUHAMIYHOTO —Y3TOKCHHS
TPAHKOBOTO KaHATy
Diffusing Update Algorithm — anroputm andy3HOro OHOBJIEHHS (aJIrOPUTM
DUAL . )
301xHOCTI TpoToKOTy EIGRP)
DHCP Dynamic Host Configuration Protocol - mpoTokon IUHAMIYHOTO
HaJIAIITyBaHHS By3J1a
DR Designated Router — mpu3HaueHH# MapIIpyTH3aTOP
EIGRP Enhanced Interior Gateway Routing Protocol — ymockoHaneHHid MPOTOKOI
BHYTPIIITHBOT MapIIpyTH3aIlii
FHRP First Hop Redundancy Protocol — mpotokoi pe3epByBaHHS IEPIIOTO IEPEXOIY
Feasible Distance — 3milicHeHHa BiacTaHb (HaiMEHIIa BijoMa METPHKA BiJ
FD .
MapipyTtusaropa 10 mepexi y EIGRP)
Feasible Successor — 3ailicHeHHU#T HACTYTHUK (PE3ePBHUI MapIIPYT Y TAOJIHIII
FS
tonosiorii EIGRP)
GLBP Gateway Load Balancing Protocol — mporokon 6anaHcyBaHHS HaBaHTaXKCHHS
IIUTIO31B
HSRP Hot Standby Router Protocol — nmpoTokoi «rapssaoro» pe3epByBaHHs
10S Internetwork Operating System — mepexea OC Cisco
ICMP Internet Control Message Protocol — mpoTokon Kepyrouux MOBiJOMIICHb
MEpEKHOTO PIBHS
IGMP Internet Group Management Protocol — mpoTokon KepyBaHHS TPYIOBOIO
PO3CHIIKOIO
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IP Internet Protocol — mixkmepexeBuii IpOTOKOI
IPv4 Internet Protocol version 4 — Bepcis 4 nporokoiy IP
IPv6 Internet Protocol version 6 — Bepcis 6 nporokoiy IP
LACP Link Aggregation Control Protocol — mpoTokou kepyBaHHs arperami€ro KaHajiB
(IEEE 802.3ad)
LAG Link Aggregation Group — rpyma arperoBanux KaHaJliB
LAN Local Area Network — okaipHa o0uncIroBajIbHa MEPEKa
LCP Link Control Protocol — mporokon kepyBanus kananom (y ckiaui PPP)
LSA Link-State Advertisement — oroJIoIeHHs PO CTaH KaHAIY
LSDB Link-State Database — 0a3a manux crany kaHaii (Tomosioriuaa 6asa OSPF)
MAC Media Access Control — yrpaBitiHHS JOCTYIIOM IO CEPEIOBUIIA
MHSRP MultipleuHSRP — muoxuHHHE HSRP (Kinbka rpym pe3epByBaHHS Ha OAHOMY
iHTepderici a1 OaaaHCyBaHHS)
MTU Maximum Transmission Uni.t" — MaKCHMAaJIbHHH po3Mip OJloKa JaHMX, IO
nepeaaeTbes 0e3 pparMeHTarlii
MLPPP Multilink PPP — mportokoin arperariii PPP-kanainis (RFC 1990)
NCP Netwqu Control Protocol — mpoTokon KepyBaHHS MEpEKEBHM piBHEM (Y
ckianai PPP)
OSPF Open Shortest Path First — mpoTokoJ1 BiZKpUTOro HaiKOPOTILIOTO IIIAXY
PAP Password Authentication Protocol — nporokoxn aBrentngikauii 3a maponem y
BIIKPUTOMY BUIJISII
PAgP Port Aggregation Protocol — iporokoun arperartii moptiB Cisco
PPP Point-to-Point Protocol — mpoTtokoun 3'eananus «rouka-rouka» (RFC 1661)
RIP Routing Information Protocol — npoTtokoa mapiupyTHOi iHpopMartii
SPF Shortest Path First — anroputm Haiikopotioro nuisixy (Jefikcrpu)
SSH Secure Shell — mpoToko 3aXUIIIEHOTO BiIAAJICHOTO TOCTYITY
STP Spanning Tree Protocol — mpoTokoJ1 MOKpHUBHOTO JepeBa
SVI Switched Virtual Interface — Bipryanbuuii inTepdeiic komyraTopa
TCP Transmission Control Protocol — mporokon ynpaBiiHHs epeaadcio
TTL Time To Live — «4ac KuTTS» makeTa
UDP User Datagram Protocol — mpoToko: maTarpam KOpucTyBada
VLAN Virtual Local Area Network — BipryanbHa J0KaIbHa MEpeXa
VRRP Virtual Router Redundancy Protocol — mpotokoun pe3epByBaHHsI BipTyalIbHOTO
MapIIpyTH3aTopa
VTP VLAN Trunking Protocol — npotokon teryBanus VLAN
WAN Wide Area Network — rimo6anbna o04YHCIIIOBaIbHA MEPEXKA
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BCTYII

TexHonoriyHA MpaKTHKa (YacTUHA 2) € HEBIJI'€MHOIO CKJIAJO0BOIO IMiTOTOBKU
¢axiBmiB 3a cnenianbHicTIO 123 «KoMmm'toTepHa iHXEHEpis» Ta MPOBOAUTHCA Ha
JIpyroMmy Kypci HaBuaHHs. BoHa € J0riYHUM NpOAOBKEHHSIM TEXHOJIOTTYHOI TPAKTUKH
(wactuHa 1) Ta JeKuiHUX 1 JJabopaTOpHMX 3aHATh 13 aucHuIuIinn «Komm'toTepHi
Mepex1», MOTIUOIIOIYM MPAKTUYHI HABUYKH CTYACHTIB y cdepl MPOEKTYBaHHS Ta
HAJIaro KEHHS KOMITIOTEpHUX Mepex Ha oOmanHanHi Cisco.

SIku1o y mepiriil 4yacTUHI IPaKTUKU CTYJEHTH OBOJIOAUIA OCHOBAMU POOOTH 3
Ka0eJbHOI 1HPPACTPYKTYpOoIo, 0A30BUM HaJIaroPKCHHSIM KEPOBAHUX KOMYTATOPIB 1
mapipytuzaropi Cisco, koHpirypaieto [Pv4/IPv6, DHCP, SSH, Telnet Ta NAT, TO
Jpyra 4YacTWHA MPAKTUKH MPUCBIYCHA MNIUOIMIOMY BUBUYEHHIO TEXHOJIOT1H JTOKAIBHUX 1
rnobanpHUX Mepex: arperamii kaHamiB Ha piBHI komyTatopiB (EtherChannel 3
nporokoinamu LACP ta PAgP) 1 mapmpyrtusaropis (Multilink PPP), BipryansHux
nokanbHuX Mepex (VLAN), MibkMepekeBOi MapiipyTH3allli, ITMHAMIYHUX MPOTOKOJIIB
mapmpytuszaiii (RIP, OSPF, EIGRP), pemnuctpuOyiii MapmpyTiB MiX HUMH Ta
MIPOTOKOJIB pe3epByBaHHs HUTI031B nepioro nepexoay (HSRP).

bazoro mnpaktukum € nabopatopii Kadenpu KOMIT'IOTEPHOI 1HXKEHepii Ta
kiOepoOesmneku JlepkaBHOTO yHiIBepcUTETY <«OKUTOMHMpChKa MOJITEXHIKa», OCHAIIEHI
peaTbHUM MEPEKEBUM OOJIaIHAHHIM MPOBITHUX BUPOOHUKIB!

o KoMyTaTopu Ta Mapuipytuzaropu Cisco (cepii Catalyst 2960, 3400, 3560,
3750, 9300, SOHO91, 851, 891, 901, 1121, 1720, 1721, 1841, 2501, 2514,
2610XM, 2611XM, 2801, 2811, 2821, 2901, 2911, 2921, 4331);
o 6araropiBueBi komyTtatopu Cisco Catalyst 3560, 3560X, 3750X, 9300 ta
Metro-Ethernet-komyratopu cepii ME-3400EG (i3 minensismu IP Base, IP
Services, LAN Base, Network Advantage, Metro-IP Access);
o koMmyTtaTopu Huaweri;
komyTtaropu ZTE;
komytatopu D-Link;
komyTaTopu Edge-Core;
komyrtatopu Hewlett-Packard (H3C);
kabenpHa 1HPpacTpykTypa: UTP Cat S5e/Cat 6, xonektopu RJ-45,
KpiMIlepH, KaOellbHI  TecTepH, KOHcCoJibHI  Kkabemi, SFP-momyni Ta
MeJ11aKOHBEPTEPH.
TpuBanicts npakTuku — 2 THxkHI (90 ToANH), 3 HUX 8 MPAKTUYHHUX 3aHATH, 2
TECTyBaHHs, 0()OPMIICHHS Ta 3aXHUCT 3BITY.
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Merta Ta 3aBJaHHSA NPAKTUKH

MeTor0 TeXHOJOTIYHOI MPAKTUKK (YaCTHHA 2) € 3aKPIIVICHHS ¥ MOTJINOIEeHHS
TEOPETUYHUX 3HaHb, OTpUMaHuX y Kypci «Komm'torepHi Mepexi»; HaOyTTA
NPaKTHYHUX HABHUOK HAJIATO/HKCHHS TEXHOJIOTIH Ipyroro Ta TpeThOro piBHIB MOJETI
OSI na o6nagnanHi Cisco; ¢opMyBaHHS BMiHb TMPOEKTYBaTH, PEali30BYyBaTH Ta
J1arHOCTYBaTH MacIITaboBaH1 KOMITIOTEPHI MEPEXi MIANPUEMCTB 13 3a0€3MeUeHHIM
pe3epByBaHHs Ta OalaHCYBaHHSI HABAHTAXCHHS.

OCHOBHUMMU 3aBIaHHIMH TEXHOJIOTIYHOI MPAKTHUKH €:

o HaOyTTS MPaKTUYHUX HABUYOK HaJAroDKEHHS arperaiii KaHaiiB Yy

nokansHUX Mepexax (EtherChannel 3 mnportokomamu LACP, PAgP) na

koMmyTaTopax Cisco Ta arperauii kaHaiiB y riao0anbHux mepexax (Multilink

PPP) na mapmpyrtuzaropax Cisco;

o HaOyTTs] MPAaKTHYHUX HABUYOK TMIPOEKTYBAHHS Ta HAJIAroKCHHS

BIpTyasibHUX JOKaJIbHUX Mepexk (VLAN) Ta mixMmepexeBoi MapHipyTH3aiii
(Inter-VLAN Routing);

o OBOJIOJIHHS TexHoJjorieto mapmpyrtusainii VLAN Ha GaraTopiBHEBOMY
KOMyTaTopi 3 BUKopucTtaHusaMm SVI-intepdeiicis;

o HAOYTTA MPAaKTUYHUX HABUYOK HAJIATOJKEHHS JMHAMIYHMX MPOTOKOJIB
mapmipyTu3aiii RIP, OSPF, EIGRP Ta ix peauctpulyii;

o BUBYEHHS ocobiuBocTeld podotn OSPF y MMPOKOMOBHOMY CErMEHTI
Mepexi (mpoueaypu Bubopy DR/BDR);

o OBOJIOJIIHHSI ~ TEXHOJIOTI€I0  OallaHCYBaHHS ~ HAaBAaHTAKEHHS  MIXK

pPIBHOMETPUYHUMHU  Ta  HepiBHOMeTpuuHuMu  Mapupyramu  (EIGRP
Equal/Unequal-Cost Load Balancing);

o HaOyTTs NPAKTUYHUX HABUYOK HAIAroJKEHHSI IPOTOKOJIY PE3€pPBYBAHHS
nutto3iB HSRP Ta o3naiiomnenns 3 npotokosamMu VRRP 1 GLBP;
J dbopMyBaHHS ~ HaBUYOK  CAMOCTIHHOTO  OQOPMIJICHHS  TEXHIYHOI

nokyMenTarlii 3rigHo 3 JICTYVY.
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OPT'AHIBALIA ITPAKTUKHA

[IpakTuka npoBoauThest mpotaroM 10 pobounx nHiB (2 TwkHI). CTyaeHT
OTPUMYE€ 3aBIaHHS Ha KOXHE 3aHATTS BiJ KepiBHUKa mpakTuku. l{omHs cTymeHT
3000B's13aHUI:

o 3'SIBUTHCH Y JIAOOpATOPiIO B MPU3HAUYCHUH Yac;

o OTpUMAaTH JOIYCK A0 001aHaHHs (yCHE OMUTYBaHHS 3a TEOPIE0);

o BUKOHATH MPAKTUYHE 3aBJAaHHS BiIMOBIIHO 0 CBOTO BapiaHTa;

J 3aHECTU pE3yJbTaTU M0 MIOJACHHHKA MPAKTUKA Ta OTPUMATH IMiANKC
KepiBHUKA.

KepiBuuk mnpaktuku Bin Kadenpu 3000B'I3aHUNA TPOBECTH BCTYMHUN
IHCTpYKTaX, 3a0€3MeunTH JOCTyH A0 OOJaJHAaHHA Ta KOHTPOJIOBATH BHUKOHAHHS
3aBJIaHb.

TEXHIKA BE3IIEKH

[lepen mouatkoM poOoTH B Jsaboparopii CTYyACHT 3000B'sI3aHUNA TMPONTH
IHCTPYKT@X 3 OXOpOHHM TIpalli Ta posnucaruch y >kypHam. I[lpu poGoti 3
€JIEKTPOOOIIaTHAHHAM KaTETOPUYHO 3a00POHSAETHCS

° MIIKII0YaTH ab0 BIAKIIOYATH OOJIaHAHHS BIJ MEPEXKi KUBJICHHS 0e€3
JTI03BOJTY KEPIBHUKA;

° 3QJIMIIATH YBIMKHEHE 00JIaIHaHHS O€3 HATJIsY;

° BUKOHYBATH OyAb-SKHI pEMOHT 00JIaHAHHS CAaMOCTIHHO;

° TOPKAaTUCh OTOJICHUX KOHTAKTIB 1 MPOBIIHUKIB;

o nepeMillyBaTH YBIMKHEHE 00J1aIHAHHS.

[Ipu po6oTI 3 KaOEISIMU Ta PO3'€EMaMU:

o HE TIepernHaTy Kabemi miJ] TOCTPUM KyTOM;

o HE 3aCTOCOBYBATH HAJMIPHUX 3yCHJIb MPHU MIIKIIFOUEHHI PO3'€MIB.

KonconpHuii  kabenp MIAKIIOYATH JIMIIE 33 BKAa3IBKOIO  KEPIBHUKA,
JOTPUMYIOUHUCH TTPABUIILHOTO HAMPSMY BCTaBISIHHS po3'emy RJ-45.

3axoauTH A0 JlabopaTopii 3 BIAKPUTUMHU HAMOSMU Ta 1KEIO 3a00pPOHSIETHCS.
Pinuna, mo motpanuTh Ha 0OJaJHAHHS, MOXKE CIPUYMHHUTH KOPOTKE 3aMUKAaHHS Ta
BHX1Jl MIOr0 3 Jaay, a TaKOX CTaHOBUThH HeOE3MeKy MJis 370poB's. 30epiratu ixy Ta
HaIoi J03BOJIAETHCS JIMIIE y CIEIialbHO BiABEACHOMY MICLI 11032 MEXaMH poO040i
30HM 00agHaHHs. KaTeropuuHo 3a00pOHSIETHCA:

o BHOCHUTH Y J1abopaTopito BIAKPUTI HaMoi (KaBa, BOJa, 4ail TOI0) ado 1KY;
o CIIOKMBATH 1Ky 4YHM Hamoi Oe3MocepenHbo 3a poOoYMM MiCLeM 3
00J1aJHAHHSM;

o 3QJIMIIATH  €MHOCTI 3 pIAMHAMH NOOJM3Yy aKTUBHOTO MEPEXEBOro

oOJiaiHaHHsI, Ka0eJiB Ui PO3ETOK.
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SMICT ITPAKTUKHA

3MICT TEXHOJIOTIYHOI MpakTUKH Biamoigae mporpami OK 32 1 oxommroe 90
roJIMH poOOoTH. JleTambHMI pO3MOILT Yacy HaBEICHO B TaOJIUIIl HIKYE.

Ne 3/m HaijimeHnyBaHHs po3aiJiB i podiT Ion. IpumiTku

Po3ain 1. Texnika 0e3nexu i 0XopoHa npai 1

1 [HCTpYKTaX 3 TEXHIKH O€3MEeKH 1
Po3ain 2. O3HaiioMJIeHHS 3 023010 IPAKTHKHA 1

2 O3HaitomIIeHHsI 3 J1a0OPATOPHOIO 03010 1
Po3aia 3. 3ansarrsa 1-8 (mpakTuyHi 3aB1aHHA) 12
3ansartsa 1. JlocaipkeHHS Ta HAIAaro)KCHHS arperanii KaHaliB

3 EtherChannel i Multilink PPP y mepexax Ha 6a3i oOmagHaHHs 9
Cisco.
3anarts 2. JlocmipKeHHS Ta HaJaro/KeHHS BIPTyaJlbHUX

4 JIOKaJTLHUX MEPEX Ha OCHOBI TPyIyBaHHS MOPTIB 1 TPAHKOBOTO 9

rporokoiry 802.1Q y mepexax Ha 6a3i ooagHanas Cisco

3ansarTs 3. JlocmiKeHHS Ta HAJIArO/DKSHHS MapIIpyTH3aLlii MK
5 BipTyaJIbHUMHU JIOKaTbHUMU Mepexamu (Inter-VLAN Routing) y 9
Mepexi Ha 0a3i obnagHaHHs Cisco

3ansarTs 4. JlocmiKeHHS Ta HAJIArO/DKSHHS MapUIpyTH3aLlii MK
6 BIpTyaJbHUMHU JIOKAJILHUMHU MEpeKaMu Ha 0a31 6araropiBHEBUX 9
(L3) xomyraropiB Cisco

3ausarrs 5. JlochmimkeHHs Ta HaJaro/KEHHS MPOTOKOIIIB
7 muHaMigHOT MapmpyTu3anii RIPv2 ta OSPFv2 i peauctpulymii 9
MapuIpyTiB y Mepexi Ha 6a3i MapuipytusaropiB Cisco

3auarrs 6. JlochmimkeHHSs Ta HaNaro/KEHHS IPOTOKOIY
8 mapupytusanii OSPF y mmpokoMoBHIN Mepexi 3 MHOKUHHUM 9
nocTynoM Ha 6a3i mapmpytuzatopiB Cisco

3ausarts 7. JlochiDKeHHS Ta HAJIAroJPKEHHS IPOTOKOIY
9 mapuipytusanii EIGRP Ta GanancyBaHHS HaBaHTaXeHHS Y 9
Mepeki Ha 6a31 mapuipyTtuzatopis Cisco

3anarts 8. JloCHi[DKEHHS Ta HAJaroJUKEHHsS IMPOTOKOIY
10 | nuuramiunoro pesepByBaHHs nurro3y HSRP y mepexi Ha 0asi 9
MapuipytusaropiB Cisco

Po3nia 4. TecryBanus 4
11 | TectyBanns 1 (teoperuune, I1K, Moodle) 2
12 | TecryBanus 2 (npaktuune, komaaau CLI) 2
Po3aia 5. OdopmiieHHs 3BiTy Ta IOAEHHUKA 12
13 | HamucanHs Ta 0pOpMIIEHHS 3BITY 10
14 | 3axucT 3BiTYy nepej KOMICI€0 2
JudepenniioBannii 3aJiK -
Bceboro 90
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BUMOI'H 1O O®OPMJIEHHA 3BITY TA IIOAEHHUKA

3azanovni eumozu

VYci matepianu, 310paHi B 1epio TEXHOJOTIYHOI MPAKTUKU (K TEKCTOBI, TaK 1
rpadiuHi), pO3MILIYIOTHCS MO PO3/iTaX, HyMEPYIOTbCA Ta O(POPMITIOIOTHCS Y BUTIISI
enuHOTO 3BiTy. OOCHT 3BITY — BiJ 20 CTOpPIHOK.

JoxymenTaritito opopmmoroTs BiamosigHo 10 JACTY 3008:2015 «3BiTH y cdepi
HayKHU 1 TEXHIKW» Ha CTAaHIAPTHUX apKyliax mamnepy ¢opmary A4.

Bumozu 0o hopmamyeannsa mexcmy

[Tpu odopmienHi 3BiTy HEOOXIAHO JOTPUMYBATHUCS TAKUX BUMOT:

mpudT: Times New Roman, 14 nr;

MDKpSIIKOBUH 1HTepBai: oguHapuuii (1,0);

noJisi: BepxHe 1 HkHe — 20 MM, stiBe — 30 mm, mipase — 10 mm;

ab3anHuii Biactyn: S 3HakiB (1,25 cm);

BUPIBHIOBAHHSA TEKCTY: 3a IIUPHUHOIO;

HyMepallisi CTOPIHOK — Y TPaBOMY HHKHbOMY KyTl, IOYMHAIOYH 31 3MICTY
(TUTYJIBHUH apKyll € TMEpUIO CTOPIHKOIO, ajleé HOMEp Ha HbOMY HeE

IPOCTABIIAETHCH ).
Cmpykmypa 36imy

3BIT HOBUHEH MICTUTH TaKl CTPYKTYPHI €JIEMEHTH:

1. TutyneHuii apky (3a 3paskoM y Joxarky A).

2. 3MicT.

3. Beryn (1-2 cropinku): Miclie MPaKTHUKKA B OCBITHIA Tporpami, MeTa,
KOPOTKa XapaKTepUCTHKa JabOpaTopHOi Oa3Hu.

4. OcCHOBHAa YacTMHAa — pPO3AUIM 3a KOXXHMUM BHUKOHAaHUM MPaKTUYHUM

3aHATTIM (3ausaTTs 1-8). KokeH po3/in mOBHHEH MICTUTH: Ha3BY Ta METY 3aHATTS;
nepeik o0JIalHaHHSA; KOPOTKHWM ONUC BUKOHAHUX [IH; CXeMH 3'€IHaHb (SKIIO
nependayeHo 3aBAaHHSAM); TAaOMUIN 3 pe3yJbTaTaMu; JIICTUHTH KOMAaHJ; aHaji3
pe3yJIbTaTiB; BUCHOBKH 11O 3aHSATTI.

S. BucHoBku (1-2 CTOpIHKM): y3araJbHEHHs HaOyTHX HaBUYOK, OI[IHKA
BJIACHO1 pOOOTH.

6. Cnucok BUKOPHUCTAHOI JiTeparypu (He MeHue 5 pKepen, opopMieHu
BianoBigHo 10 JICTY 8302:2015).

7. JlonaTku: cxeMu TOMOJIOTiH, TabJuLl aapecalii, JICTUHIY KOH(Irypaiini
(3a moTpedn).

Bumozu 00 opopmnennsn pucyunkie

Pucynku (cxeMu TOIOJIOT1#, CKpUHIIIOTH TepMiHAITY, (hoTorpadii KabeiB TOIIO)
PO3MILIYIOThCS O€3M0CEePEIHbO MiCis TEKCTY, 1€ BOHU Brepiie 3raaytorbes. [lianuc —
M1J] pPUCYHKOM, IO LEHTPY, Hanpukiaa: «Pucynok 1.1 — Cxema 3'eqHaHb 3aHATTS 1».
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Bumozu 00 opopmnenna maoauus

Tabnui HyMepyrThCsl TIOCIIIIOBHO B MeXaX KOKHOTO po3airy. Han taGauiero
JiBOPYY BKa3ylOTh CIIOBO «TaOmwmisty Ta ii HOMep, a HW)KYE — Ha3By TaOJMII.
Hampuknan: «Tabmurs 3.1 — Tabnums agpecartii Mepexi.

Bumozu 00 oghopmnenna nicmunzie komano

Jlictruaru komang CLI odopmmiorotecst mpudtom Courier New, 10-12 T,
MDKPSIIKOBUNA 1HTEpBas 1, 00paMIIsSIOTECA PaMKOIO 200 BUIUISIIOTHCS CipuM (DOHOM.
HywmepytoTecs ananoriyHo pucyHkam. [lignuc — mig JicTHHTOM.

Bumozu 00 6edenna uwyooennuka npakmuxu

[[lomeHHUK TIPAaKTUKU € 00OB'SI3KOBUM JTOKYMEHTOM. CTYJIEHT 3allOBHIOE HOTO
I10JICHHO, BKa3yIOYH:

. JaTy Ta HaMEHyBaHHS BUKOHAHUX POOIT;
o KOPOTKHI ONMKUC BUKOHAHUX 1Kl (3—5 peueHsb);
o pe3yabpTaTH (10 BAAJIOCS HANAIITYBaTH, IKI BAHUKIIU TPYIHOLLL).

[MogeHHUK MIOAHSA MIANKHCYETbCA KEPIBHUKOM MpakTUKW. Hampukinii
MPAKTUKK KEPIBHUK IMHUIIIE T1JCYMKOBUHN BIJITYK-XapaKTEPUCTHUKY.

3BIT Ta MIOJCHHUK 3/1aI0ThCS HA Kadeapy He Mi3HIIIe HIXK Yepe3 TUKICHB MiCIst
3aKIHYEHHS TTPAKTUKH.

3BIT NIAMKUCY€ETHCA KEPIBHUKOM BiJ] KadeIpH Ta 3aXUIIAETHCS CTYJEHTOM Mepe
CIeLiaJIbHO MPHU3HAYCHOIO KOMICIELO.

KPHTEPII OLIIHIOBAHHA

[lincymkoBa OLIHKA 3HaHb, YMIHb Ta HABUYOK CTYyJIEHTa, HAOyTUX Yy XOAl
TEXHOJIOT1YHO1 MPAKTUKHU, BCTAHOBIIOETHCS 32 100-0a1pHOI0 IKAJIO0, HAI[IOHATBHOIO
mikanoro Ta mkanor €EKTC siamosigHo 10 mporpamu OK 32.

Po3noain 6aJuis

*CxJ1agoBa OUiHKH bajis Ipumitkn

ITo 8 GamiB 3a KOKHE 3aHATTS: 5 0. —
64 | npaBwIbHE BUKOHAHHS, 2 0. — AKICTH 3BITY, |
0. — BIAMOBIl HA KOHTPOJIbHI 3aITUTaHHS

BukoHaHHS 8 MpakTUYHUX
3aHATH

TectyBanns 1 ABToMatuyHa niepeBipka. 50 nmutanp, 60 XB.
14 )
(Teopernune, Moodle) Opna cripo6a 6e3 mepesnadi

TectyBanHs 2 (MpakTUYHI [IncbMOBE BUKOHAHHS TECTOBOTO 3aBJAHHS.

komanu CLI) 10 [IepeBipka KEPIBHUKOM

OdopmiieHHs 3BiTy Ta 10 Bignosiguicts JICTY, moBHOTA, SIKICTh
CBOEYACHA 3/1a4a JICTUHTIB 1 CXeM, TOTPUMAaHHSI CTPOKIB
3axucT 3BITY miepes 9 [ToBHi ¥ TOYHI BIAMOBI/II HA 3alTUTAHHS YWICHIB
KOMICIERO KOMICIi

Pa3om 100
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Kpumepii eucmaenenns ouinox

Kputepii BHCTaBIEHHS OIIHOK MPH 3aXUCT1 3BITY 3 MPAaKTUKU HABEJICHO Y
Ta0IUIl HIKYE, BIAMOBIAHO J10 BuMor mporpamu OK 32.

€KTC O1igka bamm Bumoru 110 ctyaeHTta Ta 3BITY

3BIT odopmiieHO O€3J0raHHO, BCl 3aHATTS
A Bigminao 90-100 | Bukonano moBHICTIO. CTyIeHT BIEBHEHO
BIIIIOBIIa€ HA BC1 3anUTaHHS KOMICII.

HecyTTeBi 3ayBaxkeHHS MO0 OGOPMIICHHS.
B Jlobpe 82-89 | CtymeHT BIANOBiAAa€ BIEBHEHO, JIOIIYCKa€
IMOOINHOK] HETOYHOCTI.

€ okpemi 3ayBakeHHS g0 3Bity. CTyaeHT

C Job6pe 74-81 : S
3arajioM Opi€HTYETHCS B MaTepiali.

OdopmiieHHs 3BiTy Heabane, YacTHHA 3aBIaHb

D 3a10BIIBHO 6473 s o g
BUKOHAHA 3 ITOMUJIKaMU. BiAOBII1 HEMTOBHI.

buteimicte BUMOr BHKOHAHA  MIHIMAJIBHO.
E 3a10BUILHO 60-63 | CTymeHT BIANOBiZa€ HEBIECBHEHO, JOIYCKae
3HAYHI ITOMWJIKH.

3BIT HEe MOBHUN a00 0hOpPMIICHUN HEHAJICKHO.
FX | HezagoBiapHo | 35-59 | CTymeHT HE MOXKE BIJIIOBICTH Ha OLIBIIICTH
3anuTadb. [[0TpiOHE MOBTOPHE BUKOHAHHS.

3BIT HE 31aHuid abo MICTUTh KPUTUYHI
F HezanoBineno | 0-34 | mopymierHsi. CTyJaeHT HE BHKOHAB IIporpamy
MIPaKTHUKH.

Kpumepii ouinrwseannsa 00n020 npakmuynozo 3auamms (8 oanie)

Bbaais Ouinka Onuc

3aBnaHHsS BUKOHAHO IIOBHICTIO Ta IIPaBHJIBHO. 3BIT
8 BiaminHo odpopmiieHo pererabHO. CTYJIEHT BIIEBHEHO BIAMOBIIA€ Ha
BC1 KOHTPOJIbHI 3alTUTaHHS.

He3nauni momMuiky mpu BUKOHAHHI ab0 B O(OpPMIICHHI
5-6 Jlobpe 3BiTy. Ha OinbImicTe 3amuTaHb CTYJAEHT BIAMOBIIAE
IPaBUITHHO.

3aBJaHHSI BAKOHAHO YaCTKOBO. 3BIT Ma€ CYTT€EB1 HEJIOMIKH.

34 3a10BUJILHO i .
CTyaeHT BIANIOBIAAE JUIIE HA YACTUHY 3aIIUTaHb.

3aBnaHHs HE BUKOHAHO a00 BHMKOHAaHO 3 TpyOUMHU
0-2 | HesamoButbHO | mommiikamMu. 3BiT He 3manuid. CTyIeHT HE MOXe
BIIMIOBICTH HA 3alIUTaHHS.

Ilpumimka: CtyaeHt, skuii He BUKOHAB MPOTpaMy MPAKTHKU 0€3 MOBa)XHOI MPHUYMHHU, OTPUMYE
akajmeMiuHy 3a0oproBaHicTh. I[lpw HasSIBHOCTI TOBaXXHOI NPHYUHHM HANAETHCI MOXKJIUBICTD
MIPOXOJKCHHSI IPAKTUKU B 1HIUBIYaTbHOMY MOPSKY.
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SAHATTA Ne 1

JOCJIIJIKEHHS TA HAJATOJIKEHHSI ATPETALIIT KAHAJIIB
ETHERCHANNEL I MULTILINK PPP Y MEPEJKAX HA BA3I
OBJIAJJTHAHHS CISCO

Merta 3aHATTS: 03HAHOMUTHUCS 3 0OCOOIUBOCTAMU (DYHKIIOHYBAHHS TEXHOJIOT1N
Ta IPOTOKOIB arperaiii kaHaiiB y JokanbHUX (EtherChannel 3 mpotoxomamu LACP i
PAgP) ta rmoGanpuaux (Multilink PPP) mepexax; oTpumaTu NpakTU4YHI HaBUYKU
HAJIAroJKEHHs, MOHITOPUHTY Ta JIarHOCTYBaHHS POOOTH CTAaTHYHUX 1 JWHAMIYHHX
arperoBaHuX KaHaJiB Ha KOMyTaTopax 1 Mapupytuzatopax Cisco; JOCTIAUTH MIPOLIECH
nepeaadi KajpiB 1 MakeTIB Yepe3 arperoBaHi KaHadd; O3HAWOMUTHCS 3 METOJIaMH
OaaHCYBaHHS HABAaHTKEHHS MiX (I3MUHUMHU KaHaJaMH arperoBaHOTO 3'€THAHHS Ta
HABUMUTHCS PO3PaxoOBYBaTH, SKUMHU (DI3UUHUMH 1HTepdeicaMu PoXoauTUMe Tpadik
NpU Pi3HUX MeTo/ax OajaHCyBaHHS.

Oonaonanna ma npozpamue 3a6e3neueHns

JIy1s1 BUKOHAHHSA 3aHATTS Ha poO0YOMY MICIII CTyZeHTa Ma€ OyTH HassBHUM TaKe
oOnaHaHHS Ta MporpaMHe 3a0e3MeYeHHS:

1.  Keposani komytatopu Cisco cepii Catalyst 2960 (momeni WS-C2960-
24TT-L a6o WS-C2960-48TT-L a6o WS-C2960S-F24TS-L a6o WS-C3560-24TS) —
3 mir.

2. MapmpyTtuzaropu Cisco cepii 1841/2801/2811/2821/2901/2911/2921 3
IHTEp(PEHCHUMU CIOTaMHU ISl TUIAT PO3MIMPEHHS — 2 IIT.

o [Tnatu posmmupenns Cisco WIC-2T (a6o ananoriysi) juisi 3BUYAHUX

IMOCJIIJOBHUX 3'€IHAHb — 2 IIT.

o IInata posmmpenass Cisco VWIC2-IMFT-T1/E1 a6o VWICIMFT-E1

(a0 anamoriyHa) 11 OCIITOBHOTO 3'eqHaHHS yepe3 RJ-48 — 2 miT.

3. PoGoui cranmii (ITK abo HOyTOykHM) 3 oOmepaiiiiHOI0 CHCTEMOIO
Windows/Linux — ve MeHie 2 mir.
4, Konconbauit  kabenr Cisco (rollover) 3 konektopom RJ-45 Ta

nepexigaukoMm Ha USB a6o COM-nopt — 1 mir.

5. Ethernet-xabem npsimoro tuny (T568B) kareropii Cat Se/Cat 6 — He
menmie 10 mT. (A migkimoueHHs (I3UYHUX KaHAIB arperoBaHUX 3'€IHaHb MIXK
KOMyTaTOpaMu Ta pOOOYMUMU CTAHITISIMH).

6.  Serial-xabemi:

o HyJb-MOieMHi niocigoBHi kabemi (V.35 DTE + V.35 DCE) — 2 .

° kabem RJ-48 s 3'eqnanns yepe3 moayab VWIC — 2 mir.

7. Tepminanbaa nporpama-emysitop (PuTTY, Tera Term, SecureCRT a6o
aHaJIOT14HA) — BCTAHOBJICHA HA pOOOYiil CTaHIIIi.
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Cxema nioKarOYenns

Mepexa B (WAN)

WS_MGMT_1

Mepexka A (LAN)

SW_MI6_1 SW_NiB_3
LACP
Ja
b L L L L L L L] [] cAEEEEEEEEEEN ] cAEEEEEEEEEEN
- INEEEEEEEREN \V - INEEEEEEEEN V) AN EEEEE..
SW_MiB_2
WSs_fi6_1 WS_MGMT _2 WS_MiB_2

Puc. 1.1. Cxema Mepexi, 1o OyAy€eThCs y MeXax 3aHSITTS

IIpumimxa: 111b HeoOxiaHO 3a3HaYaTH Y CKOpOUEHOMY (OopMaTi, IKUii BIAMOBIIA€ JOTIHY AJIs BXOAY
Ha tatgopmy learn. [lpukman: skmgo sorin i Bxoxy Ha learn — kbl kmd, To Ha3Ba komyraTopa
Mmae 0ytu y popmari SW_kmd 1.

3ABJIAHHA

1. Oznaifomutrcst 3 OOJaJAHAHHSAM Ta MPOrPaMHUM 3a0€3MEUYEHHSAM
poO0OUOTO MiCIIs, IEPEBIPUTH HASIBHICTh KOHCOJIBHUX, Ethernet- Ta Serial-kabenis.

2. CtBOpUTH MepexKy BIAMOBIAHO 10 cxemu Ha puc. 1.1. ITix yac mobynoBu
3BEpPHYTH yBary Ha BUOIp MEPEKHUX 3'€THAHb (TUI KAOEJI0, TUII 3'€ THAHHS).

3. [IpoBecTn HamaromxeHHs iMeHyBaHHs Bcix 5 mpuctpoiB (R _IIIb 1,
R IIIb 2, SW _IIIb 1, SW_IIIb 2, SW_IIIb 3).

4, Po3pobutn cxemy IP-aapecanii mnpuctpoiB wmepexi. [ns 1mporo

CKOpHUCTaTHCs JaHuMU Ta0m. 1.5 3rimHo 3 BapianToM. Pe3ynbraru 3aoBHUTH y Ta0I.
1.1.
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ITapamerpu agpecanii Mepe:xi

Taomung 1.1.

Mepexa/Ilpuctpii InTepdeiic :;ﬁecc:;l IP-anpeca Macka  I[Ipedikc
Mepexa A — —
Mepexa B - -
Mapupytuzatop R1 [aTepdeiic Multilink 1 -
Iarepdeiic Multilink 1 —
Mapmipyrtuzarop R2 Port-channel
Komyrarop SW1 Vlan 1
KomyTaTop SW2 Vian 1
Komyratop SW3 Vlan 1
WS1
WS2
5. [IpoBecTn Hamaro/pKEHHs arperoBaHuX KaHamiB. JlJisi IbOTO 3TiIHO 3

BapianToMm (Tab:xa. 1.3) HanamryBatu:

o ArperoBanuii kanan FEtherChannel (pexxum ON) mixk R I1Ib 2 Ta
SW _TIIIb 2 na nBox ¢ismunux Ethernet-intepdeticax. Ha mapmpyTtusaropi
crBoputu Port-channel-intepdeiic Bpyuny komanoro interface port-channel, Ha
KOMYyTaToOpl — aBTOMaTu4HO KoMaH10t0 channel-group. [lpusnauntu IP agpecy.
o ArperoBanuii kaHaja Ha ocHOBI nporokony PAgP mixx SW _IIIb 1 Tta
SW_IIIb 2 na nBox ¢i3uunux Ethernet-intepdeiicax (pexxumu 3rigHO TaOII.
1.3).

o ArperoBanuii kaHan Ha ocHoBi mpotokoiry LACP mix SW_IIIb 2 Tta

SW_IIIb 3 na nBox ¢d3munux Ethernet-intepdeiicax (pexumu 3riHO TaOII.
1.3).

o HaJalTyBaTH MeTOoJ OajlaHCyBaHHS HABAaHTAXKEHHS /JI1 arperoBaHUX
ka"aiiB EtherChannel 3rigno 3 ganumu ta6ma. 1.4.
o Bukonatu po3paxyHok, SKMMH came (i3uyHuMu iHTepdeiicamu Port-

channel Oyne mnepenaBatucs Tpadik y HampsMKy Big poOodoi crTaHIii
WS IIIb 1 (miakmrouenoi no SW_IIIb 1) no WS IIIb 2 (migkimroueHoi 10
SW_IIIb _3); Po3paxyHOK 3IiHCHUTH Ha OCHOBI HAJIAroJ>)KEHOTO METOIY
OamancyBanHs 3 ypaxyBanHiM MAC- Tta IP-agpec mnpuctpoiB Mepexi.
Pesynbratu po3paxyHKy MOPIBHSATH 3 peabHUM MPOXOKEHHIM Tpadiky, 1110
criocTepiraethcst 3a komanmamu Show etherchannel port-channel (kosonka
Load) a6o debug-komanmamu. Odopmuts y BUrIsai Tadmmii 1.2.
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Tabmuns 1.2.
Po3znoain Tpagiky Mizk GisHYHMMHM KaHAJIAMU

. Meton 3HAYEeHHA . . . .. | Dakr.
Hinsiaka MoJioguri bit OuikyBanuii
b EtherChannel (ERELCHE S0 0itu (1B.) | BHOOPY inTepdeiic o
BaHHSA noJIst ) (hex)
1 SWI1 — SW2
(PAgP)
2 SW2 — SW3
(LACP)
3 SW3 — SW2
(LACP)
4 SW2 — SW1
(PAgP)

Ilpumimka:. Y KO)XKHOMY PSIIKY CTOBIEIb «3HAYCHHS KITFOYOBOTO MOJIS» 3aIIOBHIOETHCS (DaKTHIHUM
3HaueHHsM src abo dst (3amexxHO Big Metony OamancyBanHs) MAC- uu IP-aapecu mpuctporo-
JoKepena abo oTpuMyBada Ha MOTOYHIM AUIAHIN. Y croBmmi «Momjoami Oity (1B.)» HaBOIATHCS 4
MoJomi OiTH ABIMKOBOTO MOJaHHSA BiAmOBiAHOrO mons. Y croBmii «biT BUOOpPY» — 3HaYCHHS
momomoro 6Oita (0 a6o 1); mis meroxiB src-dst-mac / src-dst-ip. Crosmers «®akr. Load»
3aMOBHIOETHCS HA OCHOBI BUBeIcHHs Koman i Show etherchannel port-channel (kononka «Load»)
Ha BIAMOBITHOMY KOMYTaTopi; ABI HUGPH Yy MIICTHAALUSTKOBIM CHCTeMI MOKa3yrOTb, SIKi Xell-
3HA4YCHHs MOTPANIM Ha 1ei Gi3nyHui iHTepdeiic. SAkmo ovikyBanuil Ta pakTuyHmii iHTEpdEiicn
CHIBMAIAI0Th — PO3PAXYHOK ITiITBEPKEHO.

6. HanamryBaru arperoBanuii kanan Multilink PPP mix R I1IB 1 Ta
R IMIb 2, o6'ennaBmu aBa (izuuni kananu (Serial DTE/DCE a6o RJ-48) y rpymy
Multilink BignmoBimHo no manux Tab6u. 1.3. HanamryBatu aBteHTH(ikamito PPP 3a
npotokoiom CHAP/PAP, npusznauutu [P-agpecy inrepdericy Multilink, yBiMkHYTH
BIAMOBIIHY MiATPpUMKY multilink Ha pi3nuHux 1HTEpPeiicax.

7. Hanamrysaru napamerpu [P-anpecariii Ta nuio31B 32 3aMOBUYBAHHIM Ha
poOounx cranuisx. [lepeBipuTy HasBHICTH 3B’SI3KYy MK ycCiMa MPUCTPOSIMH MEpexi
KoMaH1010 Ping. Bukopucratn komanmy tracert (tracetoute) mist criocTepeXeHHS
HUISIXY TPOXOJKEHHS MAKETIB.

8. JlocmiguTu  pe3yiabTaTH HAJArOJDKEHHS arperoBaHMX KaHajiB 3a
nomomororo komana Show etherchannel, show etherchannel summary, show
etherchannel port-channel, show etherchannel load-balance, show lacp / show
pagp neighbor, show interfaces port-channel, show ppp multilink, show interfaces
multilink, show interfaces trunk.

9. JlocmiauTy  BIAMOBOCTIMKICTH arperoBaHWX KaHATIB: IO  4ep3il
BIJIKJIFOYATH OJUH 3 (Pi3UYHUX 1HTEPPEICIB KOKHOTO arperoBaHoro KaHainy (KOMaHa
shutdown) i cmocTepirati 3a CTaHOM KaHally 3a JOIMOMOroK KomaHa Show
etherchannel summary, show ppp multilink. ITepexonarucs, 1m0 3B'I3HICTH MiX
npucTposimu 30epiraersesi. [ToHoBuTH iHTEpdetic komanao NO shutdown.

10. BuBecTu Ta mpoaHanizyBaTtu Qailnu KoHpIrypauii ycix KOMyHIKaliiHIX
npucTpoiB Mepexi (Show running-config).

11. VY Bumanky BUSIBIICHHS TOMUJIOK Yy HAJATO/PKCHHSIX — BUBHAUNTHU MPUINHY
Ta YCYHYTH IX.

12. TlpomeMoHCTpyBaTH BHKOHaHy poOOTy KEpIBHUKY TIPAKTUKH Ta
0(OPMUTH 3BIT 32 3aHATTSIM.
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BAPIAHTHU IHAUBIAYAJIbHUX 3ABJIAHDb

BapiaHT BU3HAYAETHCSA 32 HOMEPOM CTIHKH, 32 SIKOIO MPAIfOIOTh CTYACHTH, Ta
HOMEPOM KJIacy, Y IKOMY BHUKOHYIOThCs 3aBaaHHs. Homepu rpym Port-channel (Po)

OOMpPAarOThCSl CTYJIEHTOM CaMOCTIHHO 3 ypaxyBaHHSM oOMexeHb miaTtdopmu (Ha
Catalyst 2960 — Bix 1 1o 6).

Tabmums 1.3.
ITapameTpu HAJTATOAKEHHS ATPErOBAHUX KAHAJIB Ta MYJbTHWIiHKY PPP
Ne | R2-SW2 SW1-SW2 SW2-SW3 R1-R2 ABTenTHdika-
B-Ta | (Static) (PAgP) (LACP) (MLPPP) uiss MLPPP
1 ON/ON | desirable/ desirable | active/active V.35 DCE/DTE PAP
2 ON/ON desirable / auto active / passive RJ-48 CHAP
3 ON/ON auto / desirable passive / active | V.35 DCE/DTE PAP
4 ON/ON | desirable / desirable active / active RJ-48 CHAP
5 ON/ON desirable / auto active / passive | V.35 DCE/DTE PAP
6 ON/ON auto / desirable passive / active RJ-48 CHAP
7 ON/ON | desirable/ desirable | active/active V.35 DCE/DTE PAP
8 ON/ON desirable / auto active / passive RJ-48 CHAP
9 ON/ON auto / desirable passive / active | V.35 DCE/DTE PAP
10 ON/ON | desirable / desirable active / active RJ-48 CHAP
11 | ON/ON desirable / auto active / passive | V.35 DCE/DTE PAP
12 | ON/ON auto / desirable passive / active RJ-48 CHAP
13 | ON/ON | desirable/desirable | active/active V.35 DCE/DTE PAP
14 | ON/ON desirable / auto active / passive RJ-48 CHAP
15 | ON/ON auto / desirable passive / active | V.35 DCE/DTE PAP
16 ON/ON | desirable / desirable active / active RJ-48 CHAP
17 | ON/ON desirable / auto active / passive | V.35 DCE/DTE PAP
18 | ON/ON auto / desirable passive / active RJ-48 CHAP
19 | ON/ON | desirable/desirable | active/active V.35 DCE/DTE PAP
20 | ON/ON desirable / auto active / passive RJ-48 CHAP

ITpumimka: Tlo3HaueHHs pexumiB mpotokony PAgP: desirable — axkTuBHUWII pexum iHimiamii
arperariii; auto — nacuBauii pexum. [lozHaueHHs pexxumis npotokoiay LACP: active — aktuBHuit

pexuM

1H1mami

arperatrii;

passive — mnacuBHuWii pexum. J[ns aBrenTHdikanii MLPPP

BHUKOPHUCTOBYIOThCs mpoTokoiu PAP (Password Authentication Protocol) abo CHAP (Challenge
Handshake Authentication Protocol). Im's xopuctyBada Ta maposib aBTeHTHU(IKAIT 00HPaIOTHCS
CTYJICHTOM CaMOCTIHO.
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Taomui 1.4.

IMapameTpu HaJIaroaKeHHsI MeTOIiB 0AJTAHCYBAHHS HABAHTAKEHHSA

N SW1 (PAgP-kanau) SW2 (yci kanamm) SW3 (LACP-kanau)
BapiaHTa

1 dst-mac src-ip dst-mac

2 src-mac dst-mac dst-ip

3 dst-ip dst-ip src-mac

4 src-mac dst-mac src-ip

5 dst-mac src-ip dst-mac

6 dst-ip dst-ip src-mac

7 src-ip src-mac dst-mac

8 dst-mac dst-mac dst-ip

9 src-ip src-ip src-ip

10 dst-mac dst-ip dst-ip

11 dst-ip dst-mac dst-mac

12 dst-mac src-mac src-ip

13 src-mac dst-ip src-mac

14 dst-ip src-ip dst-mac

15 src-mac dst-mac src-mac

16 src-ip src-mac dst-ip

17 dst-ip dst-ip dst-mac

18 src-mac src-ip dst-ip

19 src-ip dst-mac src-ip

20 src-mac src-mac dst-mac

Tabmuns 1.5.
ITapamerpu IP-aapecanii mepe:ki
Ne IP-aagpeca mepe:xki I . IP-aapeca muiro3y 3a IP-agpeca mepexi
BapiaHTa LAN-A pedixe 3aMOBYYBaHHAM/ mizk B (MLPPP)

1 191.C.S.0 124 [Teprira IP-anpeca niamasony 172.C.S.0/30
2 192.C.S.0 125 Ocrannst IP-aapeca nianazony 172.C.S.4 /30
3 193.C.S.0 126 [Tepma IP-agpeca giamazony 172.C.S.8 /30
4 194.C.S.0 127 Ocrannst [P-aapeca nianazony 172.C.S.12 /30
5 195.C.S.0 128 [Tepmra IP-agpeca giamazony 172.C.S.16 /30
6 196.C.S.0 124 Ocranns IP-anpeca niamasony 172.C.S.20 /30
7 197.C.S.0 125 [Tepma [P-agpeca miama3ony 172.C.S.24 /30
8 198.C.S.0 126 Ocranns IP-ampeca ngiamasony 172.C.S.28 /30
9 199.C.S.0 127 I[Mepia IP-aapeca mianasony 172.C.S.32 /30
10 200.C.S.0 /28 Ocranns [P-anpeca niamasony 172.C.S.36 /30
11 201.C.S.0 124 [Tepmra IP-agpeca gianmazony 172.C.S.40 /30
12 202.C.S.0 125 Ocrannst [P-aapeca nianazony 172.C.S.44 /30
13 203.C.S.0 126 [Tepmra IP-agpeca gianmazony 172.C.S.48 /30
14 204.C.S.0 127 Ocrannst [P-aapeca nianazony 172.C.S.52 /30
15 205.C.S.0 128 [Tepmra IP-agpeca giamazony 172.C.S.56 /30
16 206.C.S.0 124 Ocranns [P-anpeca miana3zony 172.C.S.60 /30
17 207.C.S.0 125 [Tepra IP-anpeca niamasony 172.C.S.64 /30
18 208.C.S.0 126 Ocranns [P-anpeca miana3zony 172.C.S.68 /30
19 209.C.S.0 127 [Tepra IP-aapeca nianasony 172.C.S.72 /130
20 210.C.S.0 /28 Ocranns [P-anpeca niana3zony 172.C.S.76 /30

ITpumimxa: C (class) — nomep ayautopii: aist ayn. 107 — 71, nnst ayn. 107a — 72, S (stand) — Homep criiikn
(3a3HaueHO 3BEPXY CTIHKM).
YBAT'A! B 3ajie)KHOCTI BiJl TOJWHU IMPOBEACHHS MPAKTUKH 3HAYCHHS MOXKE 3MIHIOBATHUCH 33 BHUMOIOIO

KEpiBHHKA.
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3MICT 3BITY 3 3AHATTA

3BIT 3 3aHATTS TOBUHEH MICTUTH:

1.  Homep, TeMy Ta METy 3aHSATTS.

2.  KopoTki TeopeTHuHi BiIOMOCTI (3a BJIaCHUM KOHCIEKTOM, 00carom 2—3
CTOpPIHKM) 3 HACTYNHUX IMWTaHb: arperauis KaHaliB y JIOKAJIbHUX Mepexax,
EtherChannel, npotokonn LACP ta PAgP, pexxnmu HamaroIKeHHs arperoBaHHX
KaHaJiB, METOAM OamaHCyBaHHS HaBaHTAKEHHs, arperaiisi KaHalliB y TJI00aJbHUX
Mepexax, mpotokon Multilink PPP, npotokonu aBrentudikarii PPP (PAP, CHAP).

3. [lepenik BUKOpUCTaHOTO 00JIaIHAHHSA Ta MPOTPAMHOTO 3a0e3MeYCHHS.

4, Cxemy (®OTO) nobynoBaHoi MepexKl 3 MO3HAYEHHSAM YCIX MPUCTPOIB
(R ITIb_1,R IMIb 2,SW _IIIb_1,SW _IIIb 2, SW IIIb 3) ta inTepdeiicis, uepes siki
BUKOHAHO 3'€THAHHS.

5. Po3pobaeny cxemy IP-anpecamii y Burmsiai ta6in. 1.1 (3 KOHKpeTHUMH
3HaueHHsAMU [P-anpec, Mmacok Ta mpedikciB) Ta MpeacTaBICHUME PO3PAXyHKaAMH.

6. Jlictuarn  komanj (ab0  CKPIHIIOTH TEpPMIHAJIBLHOTO BIKHA) 3
pe3yibTaTaMu BUKOHAHHS JIJISl KOXKHOTO 3 Ti3aB/IaHb 3—7, a came:

o HaaropkeHHs cratnaHoro EtherChannel (R2-SW2);

HaJlaro/pKeHHs quHaMivyHoro PAgP-kanany (SW1-SW2);

HayarokeHHs quHamignoro LACP-kanany (SW2-SW3);
HaJIaro/PKeHHSI METOy OallaHCyBaHHSI HaBaHTAXKEHHSI;

TaOIUII0 PO3NOALTY TpadiKy MK (PI3UYHUMU KaHAJIAMU;

nanaroxkerass Multilink PPP (R1-R2);

Hajaro pKkeHHs [P-aapecartii mpuctpois;

pe3yJIbTaTH TMEPEBIPKU MpaIe3IaTHOCTI Mepexl (BUBLA KOMaHHA ping,
tracert) M>k poOOYMMU CTaHIISIMU Ta A0 MapIIpyTHU3aTOPIB;

° BUBIJ Ta aHaji3 pe3yiabTaTiB KoMmaHz miarHoctuku: Show etherchannel
summary (mas SW1, SW2, SW3), show etherchannel port-channel, show
etherchannel load-balance, show lacp neighbor, show pagp neighbor, show ppp
multilink, show interfaces multilink, show interfaces trunk.

° pe3yJbTaTH TOCTIIKEHHS BIAMOBOCTIMKOCTI arperoBaHUX KaHaJiB: BUBI]L
KOMaHJl J0 Ta MiCJAs BiJKJIOYeHHS OJHOro 3 (QisuyHuxX iHTepdeuciB
KO>KHOT'0 KaHaJy.

7. Ormuc po6JieM, 110 BUHHUKIIH 111 Yac BUKOHAHHS 3aBJIaHHS, Ta IUISIXH 1X
YCYHCHHS.
8. BucHOBKY 110 3aHATTIO.
TEOPETHUYHI BITOMOCTI

3azanvHi gioomocmi npo azpezauilo KaHa1ie

Arperanis  xanamiB (anrin. link aggregation) — TtexHonorist 00'eaHAHHS
JNEKUTbKOX (PI3UYHUX MEpEeXHUX I1HTEepPEeHCIB B OJUH JIOTIYHMNA KaHajdl 3 METOIO
30UIBIIICHHS TPOMYCKHOI 3JaTHOCTI Ta/a00 MiABUIICHHS BIAMOBOCTIMKOCTI 3'€THAHHS.
Jloriynuii arperoBanuii iHTepdeiic QyHKIIOHY€E K €IUHUNA KaHaj 3B'S3KYy, IPO30PO
JUTSI POTOKOJIIB BUIMX PiBHIB Mozemi OSI.
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Texnouoris arperariii kanajuiB ctangaptu3oBana y nokymeHnTax IEEE 802.1AX
(panime IEEE 802.3ad). Ha o6magnanni Cisco arperoBaHi KaHaJiM MK MPUCTPOSIMU
npuitiaro HasuBatn EtherChannel (10BaseT/F), Fast EtherChannel (FEC,
100BaseTX/FX), Gigabit EtherChannel (GEC, 1000BaseT/FX). He3zanexno Bin
TEXHOJOTIl Ta METOAY arperaiii, CTaTMYHI Ta JWHAMIYHI KaHalU Yy3arajlbHEHO
HasuBaroTh EtherChannel.

OCHOBHMMHU T€peBaraMu arperaiii KaHaJliB MOPIBHSHO 13 BUKOPHUCTAaHHSIM
0JTHOTO (DI3UIHOTO 3'€THAHHS €

o 30i1bIIEHHSI PONMYCKHOI 3JaTHOCTI — NMPOIyCKHA 3/IaTHICTH JIOT1YHOTO

iHTepdeiicy JMOpIBHIOE CyMi TMPOMYCKHMX 3JaTHOCTEH yCiX (PI3UYHHUX

iHTepdeiCciB, MO0 BXOMITh A0 Woro ckiamy (1o 8 abo 16 akTUBHUX KaHAIIIB
3aJIKHO BiJ] IPOTOKOIY);

J BiZIMOBoOCTiliKicTh — y pa3l BUXOAY 3 Jaay OAHOTO abo0 AEKUIbKOX

¢bi3MyHUX KaHaliB, pelliTa MPOJOBXKYIOTh IepenaBaTu Tpadik 6e3 mepepBu

3B'3Ky Ta 0€3 MePEHACTPOUKU MEPEKHOTO 00IaTHAHHS;

o 0aJaHCYBaHHSI HABAHTa)KeHHA — Tpadik pO3MOAUIIETECS MIXK

GIBUYHUMHY  KaHallaMd 32 OJHHUM 13 KUIBKOX aJiTOPUTMIB, IO JO3BOJISIE

PIBHOMIPHO 3aBaHTA)KyBaTH BC1 JJAHKU arperoBaHOTO 3'€THAHHS;

o npo30picThb 11 nNpoTokoJaiB STP — arperoBannii kKaHaJl CpUNMAa€ETbCS

nporokonoM STP (Spanning Tree Protocol) sik equHuii nOoriyHui 3B'30K, IO

3anobirae (popMyBaHHIO METENb 1 JO3BOJIE OJHOYACHO 3adisiTU BCl (P13UUHI

JHKH.

Cmamuune azpezyeanns (pexcum ON)

CraTudHe arperyBaHHsS KaHalllB BUKOHYETHCS 0€3 3aCTOCyBaHHS MPOTOKOJIB
y3romkeHHs. OOnaBa KiHIII KaHATy HaJIamToBYIOThCS y pexumi ON, mo o3Haudae
O0e3ymoBHE 00'eqHaHHS 3a3HayeHUX (GI3MYHUX 1HTEpGENCIB Yy JIOTIYHUN KaHal
EtherChannel ne3anexHo Bij cTaHy ab0 HajalITyBaHb MMapTHEPA.

[lepeBaru cTaTUYHOTO arperyBaHHS

®  BIJCYTHICTh JOJATKOBOI 3aTPUMKH MpPU aKTHUBAIlll KaHATy a0o0 3MiH1 Horo

HaJIAIITYBaHb;

®  [POCTOTA peani3auli — He MOTpeOy€e MIATPUMKHU CIEUIATBHUX MPOTOKOJIIB

o0oMa CTOpOHaMU;

®  pekoMeHIyeThcsi KoMmmaniero Cisco /s 3'€qHaHb MK KOMYTaTOpOM Ta

MapripyTtuzaropoM (L3-mpuctpoem).

Henoniku ctaTHuHOTO arperyBaHHS:

®  BIJCYTHE y3rOJDKEHHS HaJallITyBaHb 13 BIIJAICHOIO CTOPOHOIO;

e T[OMWIKH B HaJAIITYBaHHI MOXXYTh TMPU3BECTH 10 YTBOPCHHS METENb Y

Mepexi;

® BIACYTHS TIATpUMKA pexumy 'rapsdoro pesepBy" (standby) mis

iHTepdeiciB.

IIpomoxon PAgP (Port Aggregation Protocol)

PAgP (Port Aggregation Protocol) — dipmouii mpotokon Cisco s
JTUHAMIYHOTO Y3TO/KEHHSI arperoBaHux kaHaiiB. [IpoTokos oOMIHIOETECS TTaKeTaMu
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PAgP Mix cycimHiMU TIPUCTPOSIMH [IJIsl Y3TO/KEHHS TTapaMeTpiB Ta aBTOMATUYHOTO

dbopmyBaHHs arperoBaHoro kanainy. PAgP miarpumyertscs nuie Ha o6naaHanH1 Cisco

1 HE MOXE€ BUKOPUCTOBYBATHUCS IS 3'€JHAHHS 3 PUCTPOSIMU 1HIINX BUPOOHHUKIB.
[Tpotoxon PAgP minTpumye nBa pexxuMu poOoTH:

J desirable (aktuBHUil) — mpuCTpiii akTHBHO Hajcuiae naketu PAgP 1o
cycizia Ta iHimiroe (opMyBaHHS arperoBaHOTO KaHAIY;
° auto (macuBHHMI) — MpUCTpik He Hajacwiae nakeTu PAgP mepmuMm, ane

BiAMoBigae Ha makeT PAgP Bix cycina.

ArperoBanuii kaHai Ha 6a31 PAgP chopmyeThes nuiine npu Takux KOMOIHAIIISAX
pexxkumiB: desirable—desirable a6o desirable—auto. KomoOinamiss auto-auto ne
IPU3BOJIUTH 10 (POPMYBaHHS KaHATY, OCKUIBKH OOHMIBI CTOPOHU OYIKYIOTh 1HIIIaTHBH
BiJl MapTHEpA.

Ilpomoxon LACP (Link Aggregation Control Protocol)

LACP (Link Aggregation Control Protocol) — BimkpuTuii cTaHmIapTHHIA
MIPOTOKOJ arperaunii kaHaiiB, Bu3HaueHuil y ctanaapti IEEE 802.3ad (3apa3 IEEE
802.1AX). Ha Bigminy Big PAgP, LACP € MDKBEHIOpPHMM 1 MIATPUMYETHCS
oOJagHaHHAM PI3HUX BUPOOHUKIB, IO POOUTH HOro MPIOPUTETHHUM BUOOPOM Yy
TETEPOreHHUX MEpexkKax.

[Iporokon LACP niaTpumye nBa pesxxumu poOooTH:

o active (axtuBHMi) — npucTpiii iHimiroe Haacuianas LACPDU (LACP

Data Unit) Ta akTuBHO (hOopMye€ arperoBaHuil KaHal;

) passive (macuBHuii) — npuctpii Bignorigae Ha LACPDU Bix cycina, ajne

caM iX He 1HIIIIOE.

ArperoBanwmii kaHai Ha 0a3i LACP chopmyerscst mpu komOiHarisx: active—
active abo active—passive. KomOinamis passive—passive He TNpHU3BOIUTL IO
(dbopMyBaHHS KaHATY.

CyrreBoro mepearoro LACP e miarpumka pexxumy Standby-intepdeiicis:
IIPOTOKOJT J03BOJIAE JOTy4YaTH 10 Tpynu 10 16 PizuyHuX MOpPTIiB, 3 SKUX § OyayTh
aKTUBHUMHU, a PeIlTa — MepedyBaroTh Y PEXKUMI Tapsuoro pe3epBy. Y pasi BiIMOBH
aKTUBHOTO TOPTY OJuH 31 standby-TOpTIB aBTOMAaTUYHO TMEPEXOIUTh B AKTUBHUU
PEXKUM.

[TopiBusiHHa KOMOiHaIK pexumiB npotokoniB PAgP ta LACP HaBeneHno B
Tabmuii 1.6.

Tabmmis 1.6.
Kom6inanii peskxumiB PAgP i LACP, npu sikux ¢popmyerbess EtherChannel
IIporokoa PAgP auto desirable  IIporokoa LACP  passive | active
auto - + passive - +
desirable + + active + +

Bumozu 0o gizuunux inmepdgpeiicie EtherChannel

Jlna yenimHoro ¢opMyBanHs arperoBaHoro kaHaity EtherChannel yci ¢i3uuni
iHTepdeiicu, Mo BXOIATh 10 HOTO CKIJIaTy, TOBUHHI MaTH OJJHAKOB1 HAJIAIITYBaHHS:
o mBUIKICTH (speed) Ta pexxum aymekcy (duplex);
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o pexuM goctynmy abo TpaHkiHTy (access/trunk) Tta VLAN, mo

NIEPENAIOTHCS;
° MTU;
° HanamtyBanHsa native VLAN a11g TpaHKOBUX MOPTIB.

[TopymienHs: Oyb-gKO01 3 IMX BUMOT MPHU3BOJUTH 0 BiAMOBH Yy (hOpMyBaHHI
EtherChannel a6o HecTali1pHOT pOOOTH KaHAITY.

Memoou 6anancysanns nasanmasicenns EtherChannel

Mexani3zMm 6aancyBanHsa HaBaHTaxeHH (load balancing) BuzHavae, 1o sKkomy
3 (pizmynnx kanamiB EtherChannel mepenaBatumeTscsi KOHKpeTHHI Kajap abo MakerT.
banancyBanHs BUKOHyeThCs Ha piBHI TOTOKY (flow-based), TOOTO Bci makeTH 0HOTO
MOTOKY 3aBX/IH MEPelatoThCs Yepe3 OJIMH 1 TOU caMuil (PI3WUYHMIA KaHal, 10 TapaHTye
J0CTaBKy 0€3 3MIHU MOPSAKY MaKETIB Yy MEXaxX MOTOKY.

Bubip ¢dizugHoro iHTepdeiicy 3ma1iCHIOEThCS 3a XemI-(PYHKITIEO Bl 3HAYCHHS
0o0paHoro KJIHO4YOBOro mnojs. PesynpTar XeuryBaHHs J103BoJisie oounucautu iHaekc (0
a6o 1 mpu nBox kaHanax, 0—3 mpu YOTUPHOX TOIIO) 3a dopmysioro: Monoaui N 61T
xemy (me 2V > kinpkicTs (Gi3MYHMX KaHAIB) BU3HAYAIOTH HOMED iHTepdeiicy.

Ha xomyrtaropax Cisco Catalyst miaTpuMyrOThCS METOAM OanaHCyBaHHS
HaBaHTAa)KEHHA HaBeneHi B Tabmui 1.7.

Tabmuus 1.7.
OcHoBHi MeToaH 0annancyBanHs HaBaHTa:keHHs EtherChannel
Ha komyTratopax Cisco

Metoza Omnmuc
src-mac Ha ocuosi MAC-aapecu BiampaBHUKa Kaapy
dst-mac Ha ocnoBi MAC-aapecu oTpuMyBada Kaapy
src-dst-mac XOR MAC-anpec BignmpaBHHKA Ta OTpUMYyBada
src-ip Ha ocuogi IP-agpecu BianmpaBHHUKA ITaKeTy
dst-ip Ha ocnoBi IP-agpecu oTpuMyBaua ImakeTy
src-dst-ip XOR IP-anmpec BigmpaBHMKA Ta OTpUMYyBava
src-port Ha ocnosi Homepa TCP/UDP-nopty BiampaBHHKa
dst-port Ha ocuosi nHomepa TCP/UDP-nopty oTrprimyBaua
src-dst-port XOR womepis TCP/UDP-noprtiB BianmpaBHUKA Ta OTpHEMYyBaya

AJITOPUTM PO3paxyHKy BHOOpPY hi3UYHOTO IHTEpPEICY A1 METO/IIB HA OCHOBI
0JIHOTO MoJIs (src-mac, dst-ip Tomro):

J B3sTU 3HaueHHs kitouoBoro noyis (MAC ab6o IP-anpeca) y aBiiikoBoMy
dbopmari;

o BuniuTy Moot N 61T (N = log2(KiabKicTh KaHATIB));

o OTPUMaHE JBIMKOBE YHUCIIO € 1HIEKCOM (PI3UYHOTO 1HTEPPEHCY.

Hus  wmeromie 3 XOR (src-dst-mac, src-dst-ip, src-dst-port) crnovarky
BUKOHYEThCS orepaiiis mnoditooro XOR BIANOBIAHMX TIOJIB BiJINpaBHUKA Ta
OTpUMYBaua, Miciisi 4oro 6epyTbest MosoAml N 01T pe3ybTaTy.
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Hanazooscenna EtherChannel na oonaonanni Cisco

[Topsimok HanamTyBaHHs arperoBanux kaHamiB EtherChannel Ha komyTaTopax
Cisco cki1a1aeThes 3 KIJIbKOX KPOKIB:

1. Bubpatu rpyny ¢izuunux iHTepQeiciB, M0 BXOTUTUMYTh 10 JOTTYHOTO
KaHay.

2.  BumxnayTtHn BuOpaHi inTepdeiicu komanmoro shutdown.

3. OO6'enqnatn iHTepdeiicn y JOTIYHUN KaHaJl Ta 3aJaTd HOMEp TpyIu
koMaH 1010 channel-group [Homep] mode [pexum].

4.  HanamtyBatu MeToj, OalaHCYyBaHHS HaBaHTa)XKCHHS KOMaHJIOO POrt-
channel load-balance [MmeToa] (rmo0anpHa KOMaH/A).

5. [ToBTOpPHTH aHAJIOT1YHI KPOKH HA MPOTUJICKHINA CTOPOHI KaHAITY.

6. VYBiMKHYTH 1HTepdeiicn komanmor NO shutdown Ta mepeBiputu cTan
KaHay.

Jns mpucTpoiB TpeThoro piBHA (MapmipyTuzaTopiB abo L3-komyTtatopis)
Joriunuit inTepderic port-channel HeoOXiaHO CTBOPIOBATH BPYYHY KOMAaH/IOKO:

Router(config)# interface port-channel number

Router(config-if)# ip address IP_address network mask

Router(config-if)# no shutdown

Ha xomyTaTopax noriunuii intepdeiic port-channel cTBOprO€THCS aBTOMaTUYHO
koMan 1010 channel-group. OcHOBHMIA CHHTaKCHUC KOMaHIH:

channel-group [Homep] mode { on | desirable [non-silent] | auto [non-silent]
| active | passive }
ae  group-number — HoMmep Tpymu TOPTIB (HOMEp JIOTIYHOTO KaHay), IO
CTBOPIOETHCS Ha MPUCTPOI, HOMEPU TPy MOXKYTh He 301raTHCs Ha PI3HUX CTOPOHAX
JIOTIYHOTO KaHaly,

mode — ciry>k00Ba KOHCTPYKIIisi, 3@ JOMOMOTI'0I0 SIKOT BCTAHOBJIFOETHCS BapiaHT
arperarnii;

auto / desirable — BeiMmkHyTH TiATpUMKY TIpOoTOKOITY PAEP;

On — BBIMKHYTH cTaThuHy arperanito EtherChannel;

active / passive — BBIMKHYTH migTpuMKy rpotokoixy LACP;

non-silent — ciry>x00Ba KOHCTPYKIIis, sSIKA 3a3HAYAE AKTUBAIIIO Y BUITAIKY, KOJIU
JaH1 OTPMMAHO 3 IHIIOrO KIHIIS KaHay.

Komanma port-channel load-balance 3amaetbcs y pexumi 17100aaBHOTO
KOH(DIrypyBaHHS 1 3aCTOCOBYETHCS JIO BCIX arperoBaHuX KaHaJliB MPUCTPOIO:

Switch(config)# port-channel load-balance method

Komanou monimopunzy ma oiacnocmuxu EtherChannel

Jlnst meperyisimy cTaHy Ta mapaMmeTpiB arperoBanux kaHaiiB EtherChannel
BUKOPHUCTOBYIOTHCS KOMAH]IU JIIarHOCTUKU TIpeICTaBlieHi y Tabnuin 1.8.
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Taomung 1.8.
Komanau giarnoctukn EtherChannel, LACP ta PAgP

Komannga IIpu3navenns

show etherchannel 3aranbHa iHGOopMAaIlisg IPO BCl arperoBaHi KaHaIu IIPUCTPOIO

3BenieHa TaOMUII CTaHy arperoBaHMX KaHaiB 1 iX (Gi3MUHUX
show etherchannel summary CKNANOBUX
show etherchannel port-channel Jeransna indopmaris npo noriuni port-channel intepdeiicu

show etherchannel load-balance MCTOZ[ 6aﬂaHCYBaHH5'I HaBaHTaXCHHA, 3aCTOCOBAaHHH Ha

MPUCTPOI
show interfaces port-channel Indopmariis mpo noriunuii inrepdetic port-channel
show lacp neighbor ITapameTpH CyCiIHBOrO MPUCTPOIO 3a IpoTokoiaom LACP
show lacp internal ITapamerpu LACP nokaIpHOr0 IpHUCTPOIO
show lacp counters Jliunneankun LACP-nioBinomieHb
show pagp neighbor ITapaMmeTpu CyCiZHBOrO IPUCTPOIO 3a POTOKOJIOM PAgP
show pagp internal ITapamerpu PAgP 10oKaasHOTO IPUCTPOO
show interfaces trunk ITapameTpu TPaHKOBUX 3'€IHAHb, Y T.4. arPErOBAHUX

show mac-address-table

interface port-channel Tabmuus MAC-aapec miist mopty port-channel

3azanvni eidomocmi npo npomoxon Point-t0-Point (PPP)

PPP (Point-to-Point Protocol) — ctanapTHU# TPOTOKOJ KaHAIBHOTO PIBHS IS
BCTAHOBJICHHSI TPsIMUX 3'€lHAHb MIDXK JBOMa By3JlaMd Mepexi. BusHauenuit y
nokyMeHntax RFC 1661, RFC 1662 Ta psai nonoBHens. PPP mmupoko 3actocoByeThCs
Ha nociigoBHux WAN-kananax (V.35, T1/E1) ta 3aMiHMB 3acTapiivii OpOTOKOJ
HDLC sk 611b11 yHKI[IOHAIBHUM 1 THYYKHI aHAJIOT.

Apxitektypa PPP Bkitouae Taki mianpoTOKOJIu:

. LCP (Link Control Protocol) — BigmoBiga€e 3a BCTaHOBJICHHS,

KoH(irypairito, TectyBaHHsi Ta 3aBepuieHHsT PPP-3'eqnanns. LCP y3romxkye

napametpu 3'ennanns (MTU, cTucHeHHs, aBTeHTU(]IKalIIIO0) TTepe nepeaadecto

JAHUX.

o NCP (Network Control Protocol) — cimelicTBO IpOTOKOIIIB JUIsl TIepeaadi

yepe3 PPP-3'ennanns makeTiB pi3HUX MEpEeXHUX MpoTokomiB. s nepenauyl [P-

nakeTiB BUkopuctoByetbest IPCP (Internet Protocol Control Protocol).

o IIporokoan aBrenTudikanii — PAP ta CHAP, mo n03BOISIOTH

MEePEBIPUTH CIPABXKHICTH CTOPIH 3'€THAHHS.

[Ipouiec Bcranosnennst PPP-3'ennanns ckianaerses 3 Tphox (as:

o ®a3a LCP — BcTaHOBIIEHH Ta Y3TrOJKEHHS apaMeTpiB KaHAIY;

o da3za aBreHTHM(dikamii — nepeBipKa CHOPaBKHOCTI (32 HAABHOCTI
KOoH(pirypaiiii);

° ®aza NCP - y3rofkeHHs MapamMeTpiB MEPEKHOro MPOTOKONY Ta

MOYATOK Tepeaadi JaHuX.
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Ilpomoxon aesmenmudpixayii PAP (Password Authentication Protocol)

PAP (Password Authentication Protocol) — mpoctuii mporokos aBTeHTH(DIKALiT
y nBa kpoku, BusHaueHuit y RFC 1334. Tlpu Bukopuctanui PAP kiieHT Hajcuiae cBoe
iM's Ta mapoib y BLAKpUTOMY (He3amuppoBaHOMY) BHUIJISAL, a cepBep MOPIBHIOE 1ii
JlaH1 31 CBO€I0 0a3010 JAaHWX Ta HAJICUJIAE Y BIMOBIIb MIATBEPKCHHS a00 BiIMOBY.

[Ipouec aBTenTH(iKAIiT 32 TpOoTOKOTIOM PAP:

o KnienT nHagcumae naker Authenticate-Request 3 iMmenem Ta mapojieM y

BIIKPUTOMY BHUTJISIII;

o Cepaep mnepeBipse orpumani gani. IIpu 30iry maacuimae Authenticate-

Ack, npu uHesignoBignocti — Authenticate-Nak.

Henonik PAP — nmepemada maposs y BIAKPUTOMY BUIJISII, IO POOUTH HOTO
Bpas3nuBUM 10 TiepexoruieHHs. [Ipore PAP mMo)ke BUKOpHMCTOBYBATUCH Y pasi, KOJIH
cuctema ayTeHTudikarii naptaepa He miarpumye CHAP.

Ilpomoxon asmenmudpixayii CHAP
(Challenge Handshake Authentication Protocol)

CHAP (Challenge Handshake Authentication Protocol) — Oinbin 3axurnieHui
MpoToKoa aBTeHTH(]ikamii, Bu3HaueHuil y RFC 1994. CHAP BukopucrtoBye
TpboxeTanmHui MexaHizm challenge-response ta HikoJIM He Mepeae naposib y IBHOMY
BUMJISIAL. 3aMiCTh IIbOTO IApOJib BUKOPUCTOBYETHCS JIMIIE IS OOYHMCIICHHS
KpUTNITOTPadivyHOTO XEIITy.

[Ipouiec aBTenTHdikaiii 3a mporokosiom CHAP:

o Aytentudikatop Haacuiae kiaieHTy naker Challenge 3 BumagkoBum
yucioM (challenge value) Ta cBoiM iMeHeM;

o KiienT oGuuciioe 3HaueHHs response — MD5-xemn Bing konkarenari 1D
MakeTy, cniibHOTO cekpeTy Ta challenge value;

) KimenT nagcunae maket Response 3 004MCIeHUM XeIeM Ta CBOiM IMEHEM;
o AyTeHTH(IKaTOp CaMOCTIHHO OOYMCIIOE OUYIKYBaHUUM XE€Ill Ta MOPIBHIOE

fioro 3 orpumanuM. [1pu 30iry Hagcuimae SUCCESS, mpu po3oixkHocTiI — Failure.
Kitouoni nepeBaru CHAP nag PAP:

o [TapoJib HIKOJIM HE TIEPEIA€ThCA BIAKPUTHM TEKCTOM;

o AyTenTHudikalliss Mo>ke MOBTOPIOBATUCS Yepe3 JOBUIbHI MPOMIXKKHA YacCy
MPOTATOM CECii;

o Bukopucranuss MDS5-xemyBanHs 3a0e3nedye 3axuUCT  BiJI  aTak

BiATBOpeHHs (replay attack).
HanamryBanns aBrentudikaiiii PAP ta CHAP na mapmpyrtuzatopax Cisco:
3arajibH1 KOMaH/H JIJ11 000X MPOTOKOJTIB:

Router(config)# username name-string password password
Router(config)# interface interface-type interface-id
Router(config-if)# encapsulation ppp

Hns PAP:

Router(config-if)# ppp authentication pap
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Router(config-if)# ppp pap sent-username name-string password password

Jdnsa CHAP:

Router(config-if)# ppp authentication chap

Konuenuia ma npuznauennsn Multilink PPP

Multilink PPP (MLPPP, RFC 1990) — posmmpenHs npotokoinry PPP, mio
703BOJIsiE 00'€eMHYBATH ACKIIbKa (PI3MYHUX MOCTIOBHUX KAaHAJIB B OJUH JIOTIYHHUN
kanaji Ty Multilink 3 MeToro 30iIbIIeHHsT cyMapHOI pomyckHOT 3qaTHOCTI WAN-
3'eHaHHA Ta OIABUIIEHHS Horo BigMoBocTiiikocTl. MLPPP € anaimorom EtherChannel
it mocaigoBHUX WAN-3'€eTHaHb MI>K MapIIpyTH3aTOPaMH.

[Tpunuun po6otu Multilink PPP nonsirae y dparmenTariii BUXiJHUX MaKeTIB Ta
iXHBOMY MapayIeIbHOMY PO3MOJAUNT MDK (PI3MYHUMH KaHallamMu Tpynu. Ha croponi
oTpuMyBauya ¢parMeHTH 30UpaAIOTHCS Y BUXIJTHUN MAKET y MPaBUIBLHOMY MOPSIKY.
MexaHism HyMmepallii (parMeHTIB Ta MOPSAKOBUNA HOMEp Yy 3aronoBky MLPPP
3a0€3Me4yl0Th KOPEKTHE CKIIaJaHHS HaBIThb NpPHU PI3HUX 3aTpUMKax y (DI3MYHUX
KaHaJax.

Ha Bigminy Big EtherChannel, ne Tpadik po3noninseTscs Ha piBHI KagpiB abo
nakeTiB 1umkoM, MLPPP po3noninse ¢parmMeHTH OIHOrO MakeTa MK PI3HUMH
KaHaJIaMH, 10 3a0e3neuye Kpamle OaJaHCyBaHHSA Ta HMXKYY 3aTPUMKY HaBITh IpPH
nepeayi BeJIMKUX MaKeTiB.

Cmpyxkmypa kaopy Multilink PPP

Kanp Multilink PPP mictuth cranmaptHmii 3arojoBok PPP 3 momaTkoBum
3aronoBkoM MLPPP. 3aromosox MLPPP Bximrouae:

o Sequence Number (24 a6o 12 0iT) — HOpsAAKOBHI HOMEp (parMeHTa, 10

3a0e3neduye IpaBUIbHE CKIIaIaHHS TAKETa;

o Bit B (Begin) — BcTaHOBIIOETHCS JIJIs TIepIioro (hparMeHTa maKeTa;

o Bit E (End) — BcTaHOBTIOETHCS /17151 OCTAHHBOTO (pparMeHTa MakeTa,

o Knac — imentudikaTtop depru mig miarpuMku QoS (y po3IIUpeHux
peaizarisx).

Hanawmyeanns Multilink PPP na mapwpymuzamopax Cisco

Jns nanamrryBanas MLPPP na mapumpyTtuzaropi Cisco HEOOX1AHO BUKOHATH
TaKl KPOKH:

1.  CrBoputu soriunmii intepdeiic Multilink Ta npusnaumtu fiomy IP-
anpecy;

2. HanamryBaru npotokosn PPP Ha ¢i3uuHHMX mociiloBHUX iHTEpdeiicax
(encapsulation ppp);

3. AxTtuByBat TiATpuMKy multilink Ha ¢i3muHEX iHTEepdelicax Ta
BKJIFOUUTH X y BIAMOBIAHY IPYyIY;

4, HanamryBaru aBrentudikamito PAP a6o CHAP (3a HeoOxigHOCTI);

S. Ha DCE-ctopoHni 3agatu TakToBy uactoty (clock rate).
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TunoBuii cuenapiii HamamryBanHss MLPPP mix Routerl (DCE) ta Router2
(DTE):
Routerl (DCE-ctopona)

Routerl(config)# username Router2 password Ciscol23
Routerl(config)# interface Multilink 1
Routerl(config-if)# ip address 172.16.1.1 255.255.255.252
Routerl(config-if)# ppp multilink
Routerl(config-if)# ppp multilink group 1
Routerl(config-if)# no shutdown
Routerl(config-if)# exit

Routerl(config)# interface Serial 0/0/0
Routerl(config-if)# clock rate 64000
Routerl(config-if)# encapsulation ppp
Routerl(config-if)# ppp authentication chap
Routerl(config-if)# ppp multilink
Routerl(config-if)# ppp multilink group 1
Routerl1(config-if)# no shutdown
Routerl(config-if)# exit

Routerl(config)# interface Serial 0/0/1
Routerl(config-if)# clock rate 64000
Routerl(config-if)# encapsulation ppp
Routerl(config-if)# ppp authentication chap
Routerl(config-if)# ppp multilink
Routerl(config-if)# ppp multilink group 1
Routerl(config-if)# no shutdown

Router2 (DTE-cTopona)

Router2(config)# username Routerl password Ciscol23
Router2(config)# interface Multilink 1
Router2(config-if)# ip address 172.16.1.2 255.255.255.252
Router2(config-if)# ppp multilink

Router2(config-if)# ppp multilink group 1
Router2(config-if)# no shutdown

Router2(config-if)# exit

Router2(config)# interface Serial 0/0/0
Router2(config-if)# encapsulation ppp
Router2(config-if)# ppp authentication chap
Router2(config-if)# ppp multilink

Router2(config-if)# ppp multilink group 1
Router2(config-if)# no shutdown
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Komanou monimopunzy ma oiacnocmuxku Multilink PPP

Jnst moHiTopuHry Ta jgiarHoctuku MLPPP-3'enqnanp Ha mapuipyrtuzaTopax
Cisco 3aCTOCOBYIOThCSI KOMaHIU HaBeAeH1 y Tabmuils 1.9.

Ta0mmmg 1.9.
Komanau agiarnocruxkn Multilink PPP
Komanaga IIpu3nayenns
show ppp multilink 3aranbHa iHGopmaitis npo MLPPP-rpymnu ta ix uinenu

show ppp multilink active AxtuBHi MLPPP-3'etHanus

show ppp multilink

interface Multilink HeranbHa iHpopManis npo koHnkpeTHuit Multilink-iaTepdeiic

show interfaces Multilink Cran ta cratuctuka Multilink-iarepdeiicy

show interfaces Serial Cran 1a cratucTrka (pi3MYHOIO MOCIiOBHOrO iHTEP(DENCY
show controllers Serial Busuauenus poii inrepdeticy (DCE/DTE) Ta TakToBa 4acTtoTa
debug ppp negotiation Biacrexenns nporecy y3romkeras PPP (LCP/NCP)

debug ppp authentication Biacrexxenns nporecy aBrentudikaiii PAP/CHAP

Biomosocminikicmoe Multilink PPP

Multilink PPP 3a0e3neuye aBToMaTH4HY BIIMOBOCTIMKICTB: MIPU BUXO/I 3 JIay
OJTHOTO a00 JEeKUIbKOX (I3WYHUX KaHAMIB TPYyNH MaplIpyTU3aTOP ABTOMATUYHO
OpOAOBXKY€E mepefady depe3 iHTepdelcu, MO0 3aIUIIWINCh aKTUBHUMU. JloriuHuii
Multilink-intepdetic 3amumaerbcs y crani "up" J0TH, MOKHM TpPUHAHMHI OJIUH
(b13U4HMIM KaHaJ TPYIU € aKTUBHUM.

Ha Bigminy Big EtherChannel, 8 MLPPP nemae okpeMoro mexanizmy "standby"-
MOPTIB, NPOTE OYIb-IKUH aKTUBHUI MOCIIIIOBHUI 1HTEp(dEiic, 0 BXOIUTH 10 TPYIIH,
piBHOIpaBHO Oepe ywacTh y nepeaadi Tpadiky. IIpu BIAHOBIEHHI BIAKIHOYEHOTO
iHTEepdeicy BiH aBTOMAaTUYHO MOBEPTAETHCS y TPYIy Ta MOYMHAE OpaTh ydacThb y
nepeaayl JaHuX.

Poni DCE ma DTE y nocaidoenux kananax

VY mocaigoBHUX IBOTOYKOBUX KaHAJIaX KOXKEH 3 MIPUCTPOIB BUKOHYE OJIHY 3 JBOX
poJIei:

o DCE (Data Communication Equipment) — BianoBiae 3a CHHXPOHI3AIIiFO

kanairy. Came DCE-nipucTpiii 3a71a€ TakTOBY 4acTOTY Tiepeiayui komanioto clock

rate. Y peanbHiii Mepexi ¢pyHkuiro DCE BukoHnye o0naaHaHHs npoBaiiepa adbo

nepetrBoproBaul (CSU/DSU).

o DTE (Data Terminal Equipment) — xiHIEBHI NPUCTPiH, IO

NIKITI0YaeThes A0 KaHany. MapupyTtuzatop-DTE orpumMye TakToB1 IMITyJIbCH

Bi1 DCE-tipuctporo.

B naBuansHux crennax posb DCE ta DTE Bu3znavaeThes tumom kademro (V.35
DCE a6o DTE). Komanma show controllers interface-type interface-id mo3Bossie
BU3HAYUTH PoJib iHTEepdeticy (BuBoauth psagok "DCE" ado "DTE").
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Cmanoapmu nocnioosnux inmepgeiicie

Jns  3'enHaHHS TOCHIOBHUX KaHaIB Mk Mapmpytuzatopamu  Cisco
BUKOPHUCTOBYIOThCS KaOem HAcTymHUX cTaHaapTiB: V.35 (HalnomwmpeHimmi y
naboparopaux crennax), X.21, EIA/TIA-232, EIA/TIA-449, EIA-530. ¥ cy4acHux
mapuipytusaropax Cisco anst WAN-3'ennanp uepes miatu posmmpenss tuny VWIC
BUKOPHUCTOBYIOThCS po3'eMu RJ-48, mo Bignosinatots cranaapty T1/E1 (ISDN BRI).

IlIpomokon HDLC ma nepexio oo PPP

3a 3aMOBUyBaHHSM Ha MOCIIJOBHHX iHTepdeiicax MapuipytuszaropiB Cisco
3actocoByeThesi mpotokon Cisco HDLC — ¢ipmoBa Momudikariis cTaHIapTHOTO
HDLC (High-Level Data Link Control). Cisco HDLC HecyMicHuii 31 cTaHIapTHUM
ISO HDLC Tta oGmamHaHHSAM IHIIMX BUPOOHMKIB 4Yepe3 I0AaTKOBE IIOJIE THILY
IIPOTOKOJY B 3ar0JIOBKY.

Jlnst B3aeMO/I11i MapIIpyTH3aTOPIB PI3HUX BUPOOHHUKIB, & TAKOXK JJISI TIIATPUMKH
PO3UIMPEHUX MOXKIMBOCTEH (aBTeHTU(IKali, cTUCHeHHs, multilink) HeoOXiaHO
nepenT Ha rnporokoisl PPP komangoro:

Router(config-if)# encapsulation ppp

Biomoeocmiiikicms azpecosanux Kanaiie ma nepesipka npaye30amuocmi

Killo4oBOIO  MpPAaKTUYHOIO TIEPEBArol0  arperoBaHMX KaHAIIB €  IXHS
B1JIMOBOCTIMKICTb. JIOCHII>KEHHS BIIMOBOCTINKOCTI BUKOHYETHCS Y TaKUM CIOCIO:

o xoMmanoro shutdown wa onHoMy 3 ¢i3ndHHX iHTEPPEHCIB arperoBaHOro

KaHaIly IMITY€TbCSI HOTO B1JIMOBA;

. 3a gormomororo komana show etherchannel summary a6o show ppp

multilink criocrepiraetbest HOBHI CTaH KaHAIY;

J KOMaHI010 PiNg mepeBipsAeThes 30epeKSHHS 3B'I3HOCTI MIXK KiHIICBUMH
MIPUCTPOSIMU;
o KOMaHI0t0 NO shutdown BigHOBIIOETHCS BiAKIIOYCHUH iHTEpdEHC 1

MIATBEPKYETHCS aBTOMAaTUYHE TIOBEPHEHHS MOT0 JI0 arperoBaHOTo KaHaly.

Komanma show etherchannel summary y crosmii Flags BimoOpakae cran
KOXHOTO (hi3u4HOTO 1HTepeiicy arperoBanoro kanany: P — iHTepdeiic aktuBHH (in
bundle), D — intepdetic He aktuBHuiA (down), S — y pexumi standby (suire LACP).

JInst mepeBipKM HACKPI3HOTO 3B'SI3KY MIXK MPUCTPOSIMU BUKOPUCTOBYIOTHCS
KOMaH/IH:

o ping IP_address — mepeBipka moctymHocti By3na (ICMP  Echo

Request/Reply);

. traceroute IP_address — BuBeeHHS TOBHOT'O MapIIPYTy MPOXOKCHHS

MAKeTIB MK By3JaMH, BKIIOYHO 3 yCiMa MPOMIXXHUMHU MapIIpyTH3aTOPAMH.
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Pexomenoosana nocniooenicms nepegipku pooomu EtherChannel i Multilink PPP

PexomeH0BaHa TOCITITIOBHICTD TIEPEBIPKHU IMICIISI 3aBEPIICHHS HaJallITyBaHHS
HaBe/leHa Hrpk4e. |1 K0KHOT KOMaHM TTOKa3aHOo XapaKTepHUH BHBIJ Ta MOSCHEHHS
KJIIOYOBHX IOJIIB.

1. ITepesipka crany EtherChannel.

Switch# show etherchannel summary
Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use f - failed to allocate aggregator
Number of channel-groups in use: 1
Number of aggregators: 1
Group Port-channel Protocol Ports
------ e e e
1 Po1(SU) LACP Fa@/1(P) Fae/2(P)

VY croemmi Port-channel — cran arperosanoro inrepdeticy: (SU) — Layer 2, in
use (mpamroe); (SD) — down. Y nyxkkax Oins mopriB-wieniB: (P) — bundled
(moBHOIIHHO BXoauTh y KaHai); (1) — stand-alone (BukiroueHuii 3 KaHally depes
HecyMicHI pexxumi); (S) — suspended (BUKITIOUEHUH Yepe3 po30DKHICTh apaMeTpiB).
Crosrneus Protocol — LACP a6o PAgP. SIkmio konoHKa MOpoxHs — BUKOPUCTOBYETHCS
cratmuHui pexxum (Channel-group ... mode on).

2. Jleramizauis neperosopis LACP / PAgP.

Switch# show etherchannel detail
Channel-group listing:

Group state = L2

Ports: 2  Maxports = 16

Port-channels: 1 Max Port-channels = 16
Protocol: LACP

Ports in the group:

Port: Fa@/1

Port state Up Mstr Assoc In-Bndl
Channel group = 1 Mode = Active
LACP Pdus sent: 23 LACP Pdus received: 22

Psanox «Port state = Up Mstr Assoc In-Bndl» cBiguuTh npo KOpekTHE
BKJIFOUCHHS iHTepdeticy y kanan. Skmo «Not-In-Bndl» — inTepdeiic He 3mir yBIildTH.
Jlivunenuku LACP Pdus sent/received mnoBuHHI 3pocTat — sKiio received
sayniaethbes 0, Ha iHmomy 6oti LACP He HanmaromkeHo ado MOPTH y PeKUMI passive
3 000X CTOpIH.

3. [lepeBipka Multilink PPP.
Router# show ppp multilink

Multilinkl, bundle name is R-2
Bundle up for 00:15:32, total bandwidth 3072, load 1/255
Receive buffer 1limit 24000 bytes, frag timeout 1000 ms
0/0 fragments/bytes in reassembly list
@ lost fragments, © reordered
0/0 discarded fragments/bytes, @ lost received
0x12 received sequence, Ox15 sent sequence
Member links: 2 active, @ inactive (max 255, min not set)
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Sed/0/0, since 00:15:32
Sed/0/1, since 00:15:30
[Tone «total bandwidth» nopiBHIOE cymi HIBUAKOCTEH yCiX aKTUBHUX YJICHIB
(mns nBox Tl1-xamamiB: 1536+1536=3072 k0it/c). Psamok «Member links: 2 active»
HIITBEP/KYE, 0 00MaBa KaHauu yBiinum B bundle. SIKo ogHOrO 3 HUX HEMaE y
ciucky — nepesiputa Pppp multilink 1 ppp multilink group wa usomy intepdeiici.
4. TlepeBipka ctany i mapametpiB Multilink-iaTepdeticy.
Router# show interface Multilink 1
Multilinkl is up, line protocol is up
Hardware is multilink group interface
Internet address is 10.0.0.1/30
MTU 1500 bytes, BW 3072 Kbit/sec, DLY 100000 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation PPP, LCP Open, multilink Open
Open: IPCP, CDPCP, loopback not set

Cran up/up — multilink-iarepdeiic aktuawmii. [Tonst LCP Open Ta multilink
Open o3nauaroth, o PPP-cecis BcTanoBnena i arperamis npaioe. «[PCP» — IP-
MPOTOKOJI y3roJuKeHul, oTxke [P-ampeca mepemaerbcs yepe3 kaHan. Ko crax
up/down — ¢iznuni kanamu €, ane PPP-y3romkeHHs He 3aBepiimiocs (NepeBipuTH
encapsulation ppp Ha 000X cTOpoHaXx Ta 30DKHICTH ayTeHTH(]IKaIli, SKIIO
HaJIaroJIXKeHa).

5. IlepeBipka 3B'I3HOCTI.
Router# ping 10.0.0.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/8/12 ms

Yemimuauii ping (100%) miaTBeppKye HACKpPi3HY 3B'S3HICTH arperoBaHOTO
ka"Hairy. YactkoBi BTpatu (Hampukmian, 80%) mpu 1BOX akTUBHUX wieHax bundle
MOXXYTb CBIIUYUTH TIPO MpoOiIeMy 3 OTHUM 3 (PI3UYHUX KaHaAJIB — MOTPiOHA MEepeBIpKa
JIYUILHUKIB TTOMUJIOK KoMaHJ0r0 show interfaces serial mims KoXHOTO (hi3HYHOTO
iHTEepdeicy.

Tunoei nomunku npu nanazooxcenni EtherChannel i Multilink PPP

1. Hecymicni pesxxnvu LACP/PAgP Ha cropoHax kanaiay. [[ns
yCHIITHOTO (OPMYBaHHS arperoBaHoOro KaHaly pexuMu iHTepdeiciB Ha 000X
CTOpoHax MoBUHHI OyTH cymicHumu. CymicHi kom6inamii s LACP: active — active,
active — passive. Hecymicna — passive — passive (>koJHa CTOpOHa He IHIIIIO€
neperosopu). s PAgP: desirable — desirable, desirable — auto. Hecymicha — auto
— auto. Haiimommpenima npuunHa Henpaiorouoro EtherChannel — obunBa kiHui y
nacuBHOMY pexkumi. [TepeBipstu komanaoro show etherchannel summary (cran SU
— arperoBaHMil KaHaJI MPaIoe).

2. Po30iskHicTh mapaMeTpiB iHTepdeiiciB-wieHiB kaHaay. Yci ¢Gi3uuHi
iHTepdeiicu, 1O BKIOYCHI B OAMH port-channel, moBMHHI MaTH igeHTHYHI
napaMeTpH: BUIKICTh, TyTUICKC, pexkuM (access/trunk), mo3zsoneri VLAN Ha trunk,
native VLAN. Po30ixHICT, X04a © OJHOro MmapameTpa MPU3BOAUTH O TOTO, IO
iHTepdelic BUKITIOYAEThCS 3 KaHay 31 ctarycom err-suspended. Bumpasnstu — abo
MPUBECTH TMapaMeTpu JO OJHAKOBUX, a00 THMYacOBO BUMKHYTHU MPOOJIEMHUIN
inTepdeiic komanmoro shutdown.
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3. Copob6a 3mimatu LACP i PAgP B omnomy port-channel. LACP
(ctanmapt IEEE 802.3ad) 1 PAgP (pipmosuii mpotokos Cisco) HecyMicHi Mizk ¢00010.
Ha 060x cToponax moBuHeH OyTH TOW camuii poToko. [Tomuika 4acTo BUHUKAE TipU
migkmodeHHi Cisco-o0magHaHHSA 0 IHIIOTO BHUPOOHWKA — TaM JOCTYITHUW JIUIIIE
LACP, Tomy 3 60oky Cisco Takox moTpiOno BcranoButu LACP-pexumu (active abo
passive).

4. BincyrHictsb clock rate na DCE-cToponi Serial-kanany npu Multilink
PPP. Ha nocnimoBHUX 3'eqHaHHAX 3a TexHOjorieo V.35 ogna ctopona € DCE (Hamae
cuHxpoHizario), inma — DTE. fkmo na DCE-croponi He 3amano komanay clock rate
rate, ¢isuuynuii kaHana 3amuinaeTbes y crtani up/down (line protocol is down).
[TepeBipstu komanzoro show controllers serial interface-id — BigoOpakaeThes
«clockrate is unset» ais DCE a6o daxktuune 3Hauenns 1t DTE.

5.  Hesipue naxaromxkenns multilink-rpynmu. Komanga ppp multilink
group number noBuHHa OyTH BUKOHaHA Ha KOsKHOMY Serial-inrepdeiici, 1110 BXOAUTD
no multilink-bundle. Homep rpynu — omnHakoBuii Ha Bcix iHTepdericax OIHOTO
MaplIpyTH3aTopa, aje Ha I1HIINN CTOPOHI KaHaldy BIH MOXe BiApi3HATHCA. KO0
KOMaH/1a HE BUKOHAHA Ha OJJTHOMY 3 IHTep(ENCIB, IeW KaHAJl HE arperyeThes 1 Mpaltoe
OKpEeMO.

6. Homuakosa inkancyasuia PPP. Multilink PPP npamtoe nume nosepx
iHkancysuii PPP. SIkmo Ha iHTepdeiici 3anummiacs CTaHAapTHA I1HKANCYJISALIS
HDLC (3a 3amoBuyBanHusm 1iist Cisco Serial), arperaitist He GyHKI1oHy€e. OOO0B'sI3KOBO
BcTaHOBUTH encapsulation ppp Ha 000X cTopoHax KoHOTrO (QizuuHoro Serial-
KaHaly.

7. IP-agpeca 3amana Ha ¢izmunomy intepdeiici 3amicts Multilink-
inTepdeiicy. [Ipu Bukopuctanui Multilink PPP IP-anpeca nmoBunHa OyTu mpucBo€Ha
Jorivnomy inrepgeiicy Multilink number, a e ¢izuunum Serial-inTepdeiicam. Ha
¢d13uunux iHTepdeiicax [P-anpecu HE npusHayatoTbest — BOHU JIMIIE BKIIOYAIOTHCS J10
multilink-rpymm.
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KOHTPOJIBHI 3AIIMTAHHSA

[I{o Take arperartist kKaHaimiB? SIki mepeBaru BoHa 3abe3nevye?
Yuwm Bigpizuserbes EtherChannel Big Multilink PPP?
SIxi Tpu pexxumu HanarokeHns EtherChannel icHyroTs?
4. Yum mnpotokon PAgP Bimpizuserscs Binm LACP? Skuit 3 HHX €
cranaaptom [EEE?

W

5.  Sxi pexumu mae mnpoTtokon PAgP? Sfki komOiHamii J03BOJSIOTH
CTBOPEHHSI KaHaTy?

6. SAxi pexumu wmae mporokon LACP? ki xomOinamii J103BOJISIOTH
CTBOpEHHS KaHATy?

7. Axi BuMoru a0 ¢izuunux noptiB 11 06'enHanHs B EtherChannel?

8. Axi  wMerogum OanaHCyBaHHS  HABaHTAKCHHS  MIATPUMYIOTBCS B
EtherChannel? fIx oOpaTu onTumanbHUiA?

9. Sk mpairoe alropuTM XelryBaHHS MpH OallaHCYyBaHHI HABAaHTA)KCHHS B

EtherChannel?

10. Sxoro xomanmoro Ha komytaropi Cisco ctBoproeThcsi EtherChannel?
ko1 — Ha MapupyTU3aTopi?

11. o take Multilink PPP? J{5is yoro BiH 3aCTOCOBYETHCS?

12.  Ywuwm Biapi3HIOTHCS npoTokonu apTeHTudikamii PAP ta CHAP?

13. SAxumu komanmgamu MokHa niepeBiputu ctad EtherChannel?

14.  Sxumu koMaHgaMu MokHa nepeBiputu ctad Multilink PPP?

15. Sk 3a0e3neuyeThCsl BIIMOBOCTIMKICTh arperoBaHuX KaHajiB?

16. o BimOyBaeTbcst 3 TpadiKoM MPHU BIIKIIOYEHHI OJHOTO 3 (DI3UYHHUX
inTepdeiicie EtherChannel?

17.  Yomy pexxum ON (cTaTUUHMIT) BBAXKAETHCS MEHIII HAJIIMHUM 32 TMHAMIYH1
pexumu PAgP/LACP?
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SAHATTA Ne 2

JOCJIIAAKEHHSA TA HAJTATO’KEHHSA BIPTYAJIBHUX JIOKAJIBHUX
MEPEX HA OCHOBI I'PYIIYBAHHS ITOPTIB I TPAHKOBOI'O
HNPOTOKOJY 802.1Q Y MEPEXAX HA BA3I ObJIAJHAHHA CISCO

Meta 3aHATTSI: O3HAWOMHUTHCS 3 OCOOJHMBOCTSIMH q)yHKmOHyBaHHﬂ Ta
HanaromkeHHs texHosnorii VLAN Ha OCHOBI TpymyBaHHS MOPTIB 1 TPaHKOBOTO
nporokoy 802.1Q wna oOnagHanHi Cisco; OTpUMATH MPAKTUYHI HABUYKU
HAJIaro/KEHHs,, MOHITOPUHTY Ta JAiarHocTyBaHHS poOot VLAN, moOyaoBaHux Ha
6a3i komyrtaropiB Cisco 13 3aCTOCYBaHHSM arperoBaHMX TPAHKOBHX KaHaJIB
(EtherChannel); mocaiguTu mnpolecd po3MEXKyBaHHS IIHPOKOMOBHUX JIOMEHIB,
13omarii Tpadiky pizHMX VLAN Ta 3a0e3medeHHs IEHTPATi30BaHOTO KEpyBaHHS
Mepexkero yepe3 BuuiieHy VLAN ympaBiiHHA, HaBUMTHCS HAaJaIITOBYBAaTH
3axuienuit SSH-noctyn no komyrtaropiB 3 VLAN ynpaBiiHHS.

Oonaonanna ma npozpamue 3a0e3neueHns

JI71s1 BUKOHAHHA 3aHATTS Ha poO0YOMY MICLI CTyAeHTa Ma€e OyTH HassBHUM TaKe
oOJagHaHHS Ta MpOrpaMHe 3a0€3NeUeHHS:
1. Keposani komyTtatopu Cisco cepii Catalyst 2960 (moneni WS-C2960-

24TT-L abo WS-C2960-48TT-L ado WS-C2960S-F24TS-L a6o WS-C3560-24TS) —
3 miIT.

2. Po6oui cranii (IIK adbo HOyTOYKH) 3 orneparifHoI0 CHCTEMOIO
Windows/Linux — He MeHmIe 2 mr.
3. Konconbnuii kabens Cisco (rollover) 3 konektopom RJ-45 Ta

nepexigaukoMm Ha USB a6o COM-niopt — 1 mir.

4, Ethernet-kxa6em npsmoro tumy (T568B) kareropii Cat 5¢/Cat 6 — He
MEHIIIE § MIT.

S. Tepminanbaa nporpama-emyasatop (PuTTY, Tera Term, SecureCRT a6o
aHaJoriyHa) — BCTAHOBJICHA Ha pOOOYil CTaHIIII.

Cxema nioKknrouenns

SW_ni6_1 SW_MIB_2 SW_NI6_3
Trunk 802.1Q

AEnamanms .

Ws_nis_1 WS_MGMT_1 ws nis_2

Puc. 2.1. Cxema mepexi, 110 OyIyeTbCs y MEKax 3aHSATTs
Ilpumimka: I11b HeoOXi1HO 3a3HaYaTH y CKOpOUEHOMY (opMarti, SKH BiAMOBIAA€ JOTIHY I BXOIY
Ha mnatgopmy learn. [lpuknan: skio Jorid ans Bxoay Ha learn — kb1l _kmd, To Ha3Ba komyTaropa
mae Oytu y ¢popmati SW_kmd_1.
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3ABJAHHS

1. Osznaifomutrcst 3 OOJaAHAHHSAM Ta TMPOTPAMHHUM 3a0€3MeYEHHSIM
po6oYoro Micts, MepeBipUTH HAIBHICTh KOHCOJIBbHUX Ta Ethernet-kabemis.

2. CtBOpUTH MepexXy BIAMOBIAHO A0 cxemu Ha puc. 2.1. Ilix yac moOGynoBu
3BEPHYTH yBary Ha BUOIp THITY KaOeJiB Ta MOPSIOK ITiIKITFOYCHHS.

3. [IpoBecTn HanaropkeHHs iMeHyBaHHsS Bcix 3 mpuctpoiB (SW_IIIb 1,
SW IIIb 2, SW IIIb 3) Ta BCTaHOBUTH 3axUIICHUI MMapoyib MPUBLICHOBAHOTO
pexxumMy (enable secret).

4, Po3pobutu cxemy IP-aapecariii mpucTpoiB Mepexi 3rigHO 3 BapiaHTOM
(Tabu. 2.4). 3anoBHUTH TabIUIIIO aapecartii 2.1.

Taomung 2.1.
IHapameTpu aapecanii Mepexi
Mepesxka/Ilpucrpii InTepdeiic MAC-aagpeca IP-agpeca  Macka | Ipedikc
VLAN nmanux A — —
VLAN nanux B — -
VLAN kepyBaHHS - -
Swi1 Vlan
SW2 Vlan
SW3 Vlan
WS1 NIC
WS2 NIC
5. Busnauntt Homepu VLAN 3rigHo 3 BapianToM (Tad:. 2.3). 3anoBHUTH
tabsmito 2.2 napamerpiB VLAN.
Tabmums 2.2.
ITapamerpu VLAN mepexi
IIpusnayenns VLAN Ha3zsa VLAN Homep VLAN
VLAN nmanux A
VLAN pnanmx B
VLAN kepyBaHHs
6. Bukonatu HanamtyBanas VLAN Ha BCIX TpbOX KOMyTaTOpax:

o Ha Bcix Tprox komyrtatopax (SW_IIIb 1, SW _IIIb 2, SW _IIIb 3)
ctBoputd VLAN 3rigHo 3 Taba. 2.3, 3a1aty iM Ha3BH.

o Mk komyratopamu SW IIIb 1 Ta SW IIIb 2 HanmamryBatu
arperoBanuii kanan EtherChannel wa nBox ¢isnunux Ethernet-intepdeiicax
(pexum 3rigHo 3 Tabm. 2.3).

o Mix komytaropamu SW_IIIb 1 ta SW_IIIb 2 HanamtyBaTu TpaHKOBHIA
KaHall sSKUM no3BojisiTuMe mpoxomkeHHs VLAN pganux A, B ta VLAN
ynpasmiaasa. Hanmamrysatu Native VLAN sik VLAN 3a Bapiantom tatdi. 2.3.
Bumknayt DTP xomannoro switchport nonegotiate.

o Mix xomyratopamu SW IIIb 2 Ta SW _IIIb 3 HamamTyBatu
TpyIyBaHHS MOPTIB (OKpEMU KaHAI 11 KOskHO1 Vlan).
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o Ha Bcix TppoX KOMyTaTopax HajalllTyBaTH Pi3HI MOPTU NOCTYIy IJis

WS ITIb 1 ta WS TIIb 2 nns pizaux VLAN.

7. HanmamryBatu VLAN ymopaBiiHHA Ha BCIX TpbOX KOMYyTaTopax,
npusHauntu [P-anpecu BiamosigHo A0 Tabm. 2.1.

8. HamamryBatu 3axumienuit SSH-mocTym Ha BCiX TphOX KOMyTaToOpax:

e 3anaru nomenne im's (ip domain-name);

e  CrBoputs 2 KopuctyBauiB (Admin ta User) 3 piBHsMu npusiieiB 15 Ta 1;

e 3renepyBatu RSA-xmoui (Crypto key generate rsa modulus 2048);

e  AxrtuByBatu SSHv2 (ip ssh version 2);
e  Hanamrysatu minii VTY Ha npuiiom Bukimtouno SSH-3'ennans (transport
|

nput ssh).

9. HanamryBaru napametpu [P-aapecartiii Ha pobounx cranmisx WS T1Ib 1
ta WS _IIIb 2 BignmoBigHOo A0 Tabma. 2.1 11 mepeBipkU 3B 43Ky CIIOYATKY OJIHAKOBHUX
VLAN a notim pi3HHX.

10. IlepeBipuTH HasBHICTb 3B'SI3KY B MEPEXKI:

o Komanmoro ping minreBepaute  noctymHicth Mk WS III6 1 Ta

WS MIb 2 3 oxniei VLAN.

o Komanmoro ping miATBepAMTH BiACYTHICTH 3B’s3Ky Mik WS TIIb 1 Ta

WS IIIb 2 3 pizaux VLAN.

o KomaHi010 ping mepeBIpUTH OCTYMHICTh YCIX TPbOX KOMYTATOPIB 3

WS TIIIb 1 yepe3 VLAN kepyBaHHs.

o [Tigxmrountucss 10 KoxHoro komyrtatopa mo SSH 3 WS IIIb 1 abo

WS IIIb 2 Ta nepekoHaTHucs y MPaBWIBHOCTI HaJAIITYBaHb JOCTYIy 4Yepes3

VLAN kepyBaHHS.

11.  JlocmiguTH pe3y/IbTaTH HAJAIITYBaHb 3a TOTIOMOrOI0 KoMaH1: Show vian
brief, show vlan, show interfaces switchport, show interfaces trunk, show
interfaces port-channel switchport, show etherchannel summary, show dtp, show
ip ssh, show users, show running-config.

12.  JlocmiauTd BIAMOBOCTIMKICTH arperoBaHOro TPAaHKOBOIO KaHAIY:
BIAKIIOUMTH OAMH 13 (isnunux intepdeiiciB EtherChannel xomanmoro shutdown ta
nepeBipuTh 30epekeHHs 3B’ s13ky Mik VLAN xomanzgoro ping. [TonosuTH iHTEpdEiic
KoMaH010 N0 shutdown.

13. BuBectm Ta mnpoanHamizyBath (aiimu KoHQIrypariii ycix TpboX
komyTtartopis (Show running-config).

14. 'V Bunmajaky BUSIBJIEHHS OMUJIOK Y HAJIAar0PKCHHSIX — BU3HAUYUTU IPUUUHY
Ta YCYHYTH iX.

15. IIpoaeMOHCTpyBaTH BHKOHaHy poOOTy KEpiBHUKY NPAKTUKH Ta
0(OPMUTH 3BIT.
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BAPIAHTHU IHIUBIAYAJIBHUX 3AB/IAHDb

BapiaHnTt BU3Ha4Ya€eTHCs 32 HOMEPOM CTIHKH, 32 SIKOIO MPAIIOIOTh CTYICHTH.

IHapamerpu HanamryBanHsd VLAN Ta TpaHKOBOI0 KaHa1y

VLAN
A

10
11
12
13
14
15
16
17
18
19
30
31
32
33
34
35
36
37
38
39

VLAN
B

20
21
22
23
24
25
26
27
28
29
40
41
42
43
44
45
46
47
48
49

VLAN
MGMT

100
200
300
400
500
600
700
800
900
110
120
130
140
150
160
170
180
190
210
220

SW1-SW2
(EtherChannel)

on/on
desirable / desirable
desirable / auto
auto / desirable
active / active
active / passive
passive / active
on/on
desirable / desirable
desirable / auto
auto / desirable
active / active
active / passive
passive / active
on/on
desirable / desirable
desirable / auto
auto / desirable
active / active

active / passive

Taomung 2.3.
SW1-SwW2 Native
(trunk) VLAN
trunk/on A
dynamic desirable B
trunk/on A
dynamic desirable B
trunk/on A
trunk/on B
dynamic desirable A
trunk/on B
dynamic desirable A
trunk/on B
dynamic desirable A
trunk/on B
dynamic desirable A
trunk/on B
dynamic desirable A
trunk/on B
dynamic desirable A
trunk/on B
dynamic desirable A
trunk/on B
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Taomung 2.4.
ITapamerpu IP-aapecaiii mepeski

o1 | VLAN A | Prefix viang  Prefix  IGMT  Prefix o
1 191.CS0 /24  192.CS.0 125 172.C.S.0 127 Hel’ggﬂg};&gew
2 192.CS0 /25 193.CS0 /26  172.CS.0 /28 OCTﬁgﬁgﬁpeca
3 193.CS0 /26  194.C.S.0 127 172.C.S.0 129 Hel’ggﬂg};&gew
4 194CS0 /27  195CS0 /28  172CS0 /27 OCTﬁgﬁg(;ggpeca
5 195.C.S0 /28 @ 196.C.S.0 124 172.C.S.0 128 Hel’ggﬂg};&gew
6 196.CS.0 /24  197.C.S0 /25  172.CS.0 /29 OCTﬁgﬁggggpeca
7 197.CS0 /25 | 198.C.S.0 126 172.C.S.0 127 Hepﬁ?;ng;'oalfﬁeca

8 198.CS0 /26 @ 199.C.S0 /27 172.C.50 /28 Ocranns IP-anpeca

Jiana3soHy
9 199.C.S0 /27 | 200.CS0 /28  172.CS0  [27 e oo
10 200.CSO /28  201.CSO /24  172.CS0 /29 OCTﬁ;ggggf(;;gpeca
11 201.CS0 /24  202CS0 /25  172CS0 /27 e epcca
12 202.CS0 /25  203.CS0 /26  172.CS0 /28 OCTﬁ;ggggf(;;gpeca
13 203.CS0 /26  204CS0 /27  172CS0 /29 Hepmta IF aApece
14 204CS0 /27  205CS0 /28  172.CS0  [27 OC”‘;‘;ﬁﬁ;ﬁﬂpe"a
15 205CS0 /28  206.C.S0 /24  172CS0 /28 Hepmta IF aApece
16 206.C.S0 /24  207.CS0 /25  172.CS0 /29 OC”‘;‘;ﬁﬁ;ﬁﬂpe"a
17 207.CS0 /25  208.CS0 /26  172.C.S0 /27 Hep;‘fjng'oalfﬁeca
18 208.C.SO /26  209.CS0 /27  172.CS0 /28 OC”‘;‘;ﬁﬁ;ﬁﬂpe"a
19 209.CS0 /27 210.CSO /28  172CS0 /29 Hepmta IF anpece

20 210.CS0 /28 191.C.S.0 124 172.C.S.0 127 Ocranns IP-anpeca

Jliarna3oHy

ITpumimka: C (class) — Homep aynutopii: ans ayn. 107 — 71, ans ayn. 107a — 72, S (stand) — mHomep
CTIHKH (3a3HaYEHO 3BEPXY CTIWKH).

YBAT'A! B 3anexHOCTi BiJi TOAWHU TNPOBEACHHS MPAKTHUKH 3HAYCHHS MOXKE 3MIHIOBATHCH 3a
BHMOTOI0 KEpIBHHKA.
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3MICT 3BITY 3 3AHATTA

3BIT 3 3aHATTS TOBUHEH MICTUTH:

1.  Howmep, TeMy Ta METY 3aHSTTS.

2.  KopoTki TeopeTHyHi BiIOMOCTI (3a BIaCHUM KOHCIEKTOM, 00cArom 2—3
CTOPIHKHM) 3 TaKMX MUTaHb: KOHIENIisA Ta npusHauyeHHs VLAN, meton rpymyBaHHS
noprtiB, crauaapt IEEE 802.1Q ta tpankosi karnaim, popmart kaapy 802.1Q, mpoTokon
DTP, SVl-intepdeiic, VLAN ynpasninas, npotokon SSH (mopiBasuus 3 Telnet),
nHanamryBanas SSH na Cisco.

3. [lepenik BUKOpUCTaHOTO 00JIaIHAHHSA Ta MPOTPAMHOTO 3a0e3MeYCHHS.

4, Cxemy (®OTO) nobynoBaHoi MepexKl 3 MO3HAYEHHSAM YCIX MPUCTPOIB
(SW_IIIb 1, SW _IIIb 2, SW IIIb 3) Ta inTepdeiiciB, uepe3 sAKi BUKOHAHO
3'eTHAHHS.

5. Po3pobaeny cxemy IP-ampecamii y Burmsmi ta6m. 2.1 Tta mapamerpu
VLAN y Burusii ta6im. 2.2 3 KOHKPETHUMH 3HAYEHHSIMU Ta PO3PaxXyHKaAMHU.

6. Jlictuarn  komanj (ab0  CKPIHIIOTH TEpPMIHAJIBLHOTO BIKHA) 3
pe3yibTaTaMu BUKOHAHHS JIJIsl KOKHOTO Mmif3aBaanus 3—13, a came:

. HanamrtyBaHHs VLAN Ha KO)KHOMY KOMYTaTopi;

. HajamrtyBaHHs arperoBaHoro kaHany EtherChannel mix SW_IIIb 1 ta

SW_IIIb 2;

. HaJjamTyBaHHs TpaHkoBoro kaHaixy Mk SW_IIIb 1 ta SW_IIIb 2;

. HajamtyBaHHs [P agpec Ta mumo3y 3a 3aMOBUYBAaHHSIM Ha BCIX

KOMYTaTopax;

. HanamrtyBaHHgd SSH Ha BCIX TpbOX KOMYTaTOpax;

. HajamTyBaHHs [P-aapecariii pododyux cTaHIli;

. pe3yabTaTh HepeBipkH 3B's13Ky (Ping Mixk WS, ping 10 KOMyTaTopiB);

. noctyn no SSH 10 K0KHOTO KOMYTaTopa;

. BUBiI KomaHx maiarHoctuku: show vlan brief, show interfaces trunk,

show interfaces switchport, show etherchannel summary, show dtp, show ip
ssh, show users;

. pe3yJIbTaTh JOCHIKeHHS BiaMoBocTiiikocti EtherChannel.
1. Onuc npoOGeM, 1110 BUHUKIIY T11]1 YaC BUKOHAHHS 3aBJIaHHSI, Ta MUISIXH 1X
YCYHCHHS.
8. BucHoBKU 110 3aHSTTIO.
TEOPETHUYHI BIJIOMOCTI

3azanvhi gioomocmi npo VLAN

VLAN (Virtual Local Area Network, BipTyanbHa JlokajibHa Mepexa) — JIOT19Ha
rpyna BY3/iB KOMYTOBaHOiI MEpEXi, L0 B3aEMOJIIIOTh MK COOOI0 Tak, HIOM BOHHU
MIIKIIIOYEHI 10 OAHOTO (hI3MYHOTO KOMYTATOpa, HE3aJeKHO BiJ IXHBOTO PEATIbHOTO
¢izuunoro posramryBaHHs. Texnonoriss VLAN crannaptuzoBana y nokymenti IEEE
802.1Q.

Tpanumiitna komyToBaHa Mepexa 0e3 VLAN € €aIuHUM IIMPOKOMOBHUM
JOMEHOM: KOxeH mupokoMoBHMM Kajp (ARP-3anutr, DHCP-3anuT To110) oTpuMye i
00po0JIsie KOKEH XOCT MEpeski. 31 30UTbIIEHHSM KUIBKOCTI BY3JIiB 1€ IPU3BOAUTH 110
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3pOCTaHHS IMHUPOKOMOBHOTO Tpadiky Ta Aerpanaiii npoayktuBHOCcTi. VLAN Bupiirye
0 1mpobiieMy NUIIXOM TOAUTY €AMHOro (I3MYHOro KOMyTaTopa Ha KiJbKa
130JIbOBaHUX JIOTTYHUX CETMEHTIB — IIUPOKOMOBHHX JOMEHIB.
OcHoBHi niepeBaru Bukopuctanusg VLAN:
. 3MeHIIEeHHST IHMPOKOMOBHHUX [OMEHIB — TIMPOKOMOBHHN Tpadik
oomexennit Mexxamu VLAN 1 He nommproeTses Ha iHI VLAN;
. [MinBumenns Oe3nexkn — By3nmu pisHux VLAN He MOXyTb
Oe3nocepeIHbO B3aEMOIISTH Mk co0010 0e3 yyacTi Mapuipytusaropa ado L3-
KOMYTaTopa;
. I'ny4ka joriuHa cTpykTypa — aaMiHICTpaTOp MOXKe 00'€IHYBAaTH BY3JIH
y JIOT14H1 TPYIH HE3aJIEKHO BiJl iIXHBOTO (PI3MYHOTO pO3TAIlyBaHHS;
. CupoureHHsi aaMiHicTpyBaHHsi — nepeminieHHs Bysna MKk VLAN
BUKOHYEThCSA 3aco0aMu  KOH(]IirypyBaHHs KomyTatopa 0e€3  (Pi3H4IHOro
nepeniaKIIOYEHHS;
. AxicTe o0cayroyBanns (QoS) — pisaum VLAN MoxHA mpu3HayaTH
PI3HI PIOPUTETH Tepeaadl Tpadiky.

Memoou ioenmudpixauii VLAN

[cHYIOTB pi3H1 METOIM BU3HAYEHHS TPUHAJIEKHOCTI By3Ja abo KaJapy 10 Ti€i yu
iHmoi VLAN:

. I'pynyBanust noptiB (port-based VLAN) — HalmommpeHinmmii METoI.

KoxaoMy  ¢i3muHoMy TOpTy KOMyTaTropa MpPHU3HAYAETHCS  TEBHUU

inentudikatop VLAN (VID). Kaapu, mo HaaxoAsTh uepe3 Lield MopT,

BBA)KAIOTHCSI TAKHMMH, 110 HajexaTh BigmoBimHii VLAN. Merton He BUMAarae

Mou(diKaIlii KIHIIEBUX IIPUCTPOIB.

. VLAN Ha ocHoBi MAC-agpec — VLAN BuzHauaetbcst Ha ocHoBI MAC-

aapecH BiampaBHuKa kaapy. TaOmwmis BignmoBimHocti MAC-anpec ta VLAN

30epiraetbest B crerianbHoMy cepBepi VMPS (VLAN Membership Policy

Server). Metoj rHy4Kuid, ajne CKJIaJHIIIXMN B aAMIHICTPYBaHHS.

. VLAN Ha ocHoBi mnporokoiay — VLAN Bu3zHayaeTbcsi 3a THUIIOM

MepexxHoro mnporokony (Hampukian, I[P, IPX, AppleTalk). 3a3Buyaii

peani3yeThCsl y KOMyTaTOpax piBHSA 3.

. VLAN Ha ocHoBi ayrenTugikauii (802.1X) — VLAN npusHavaeTscs

JUHAMIYHO TICHS YCHIIIHOI ayTeHTH(]ikalli KOpPUCTyBadya 3a MPOTOKOJIOM

802.1X.

Hpumauemm ma cymb mpaHKosux Kauasie

[Topt poctymy (access port) MIAKIIOYAE KIHIEBUM MPUCTPI 10 OJHOL
koHkpetHoi VLAN Ta mepemae HeTeroBaHi kajpu. [IpoTe B KOMyTOBaHii Mepexi 3
kiibkoma VLAN mocrae 3aBmanHs mepemadi  tpadiky pizaux VLAN  wik
KOMyTaTopaMu 4yepe3 oauH (iznaHuit kaHat. [ 110ro BAKOPUCTOBYIOTHCS TPAHKOBI
ka"au (trunk links).

TpankoBui KaHalm — Il€ KaHal MDK JBOMa KoMmyTatopamu (abo Mix
KOMYTaTOPOM 1 MapuIpyTHU3aTOpOM), Yepe3 KU TepeqaloThCsl KaApH, M0 HaJIeKaTh
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ki1bkoM pi3HUM VLAN. [1]06 oTpumyBad 3HaB, 110 k01 VLAN Halle:)xuTh KOXKEH KaJip,
3aCTOCOBYETHCS MEXAHI3M TETyBaHHS.

Dopmam xkadpy IEEE 802.1Q

Crammapt I[EEE 802.1Q Bu3Hauae mexaHi3Mm TeryBaHHs kanpiB Ethernet mis
nepenayi no TpaHKOBOMY KaHaily. BiZMOBiIHO 10 IBOTO CTaHIAPTY, IO CTAHAAPTHOTO
kanpy Ethernet mix momsimu Source MAC Ta Type/Length BcraBnsieTses 4-0aiToBHiA
ter 802.1Q (VLAN-ter).

Crpyktypa Tery 802.1Q (4 Oaiitn):

. TPID (Tag Protocol Identifier, 2 0aiiTu) — i1eHTH(IKATOP TPOTOKOTY

TeryBaHHsI, 3aBxau opiBHIOE 0x8100 ms 802.1Q;

. TCI (Tag Control Information, 2 6aiiTi) — 110J1¢ ypaBIiHHSA TErOM, IO

BKJIIOYAE:

. PCP (Priority Code Point, 3 0iTu) — npiopuTeT Kajapy 3a CTaHIapTOM

IEEE 802.1p (0-7);

. DEI (Drop Eligible Indicator, 1 06iT) — iHguUKaTop M103BOJy Ha

BIJIKMJIAHHS KaJpy IPH MEPEBAHTAKEHHI MEPEXKI;

. VID (VLAN Identifier, 12 6iT) — imentudikarop VLAN, miama3on

3HaueHb 0—4095; s mepex Ethernet akTHBHO BUKOPUCTOBY€ETBHCS J11aMIa30H 2—

1001.

Takum unHoM, 12-6iToBe nosie VID no3Bonsie inenTudikyBatu 10 4096 pizHux
VLAN (0—4095), 3 sxux VLAN 0 Ta VLAN 4095 3ape3zepBoBani, a VLAN 1 € VLAN
3a 3aMOBYYyBaHHsAM Ha oOnaaHaHH1 Cisco.

[TopiBusimpHa Tabmuis hopmatiB kaapy Ethernet ta 802.1Q naBenena B Tadi.

2.5.
Tabmmig 2.5.
IopiBusinua ¢popmartiB kaapy crangaptHoro Ethernet ta IEEE 802.1Q
IHone 3'%‘%222:{;?1 802.1Q xaxp Po3mip 3navenns//lianason

. . MAC-anpeca

Destination MAC + + 6 GaiT OTPHMYBaTa

o MAC-anpeca

Source MAC + + 6 GaiiT BiATPABHHAKA

802.1Q Tag . 0x8100 +
(TPID+TCI) - * 4 Gaiity PCP+DEI+VID
Ethertype / Length + + 2 Gaiti Tun mpoToKony
Payload (Data) + + 46-1500 Oaiir Jani
FCS (CRC) + + 4 Gaiitn KonTtponbHa cyma

IIpomoxon mezyeannsa ISL (Inter-Switch Link)

ISL (Inter-Switch Link) — dbipmoBuii npotokon Cisco /it TeryBaHHS KaapiB y
trunk-kananax, pospobnenuii 1o nosisu cranmapry IEEE 802.1Q. Ha Biaminy Bix
802.1Q, ISL =He BcTaBiisie Ter BCEpeANHY Kaapy, a MOBHICTIO 1HKAICYI0€ (00ropTac)
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opuriHanbHui Ethernet-kaap y HoBwuit ISL-3aronoBok (26 6aiiT) Ta Tpeitiep (4 6aiTn).
Ie 361nbI1yE MaKcUMaJIbHUHN po3Mip Kaapy 3 1518 qo 1548 Gaiir.
Kirouori BiaminnocTi ISL Big IEEE 802.1Q HaBexaeni y tabi. 2.6.

Tabmus 2.6.
IopiBusinusa ISL ta IEEE 802.1Q
XapakTepucTuka ISL IEEE 802.1Q
Po3poOHMK Cisco ((ipmoBmit) IEEE (BinkpuTHil CTaHAAPT)
MeTto TeryBaHHs [ToBHa iHKANCYJISILISL KAAPY BcraBka 4-6aiiToBOrO TETY
Po3mip HakIagHUX BUTpPAT 30 Gaiit (26 + 4) 4 Gaiitu
Native VLAN He nminrpumyeThest [TinTpumyeThCst
Maxkcumym VLAN 1000 4094
[TinTpumka Ha 2960/3650/3850 BiacyTtHs €
[Tigrpumka Ha 3560/3750 € €
Craryc 3acrapinuii (deprecated) | AkTyanbHUMN, pEKOMEHIOBaHUI

Ha o6namgnanni Cisco Catalyst 3560 1 3750, sike mpucyTHe y saboparopii,
o0OuIBa TPOTOKOJIH MiATPUMYIOThCs. CaMe TOMY Ha IHUX MOJENSIX Tepe]] KOMaH 100
switchport mode trunk HeoOXiiHO SBHO BKa3aTH THII IHKAIICYJIAIIIT:

MLS(config-if)# switchport trunk encapsulation dotlq
MLS(config-if)# switchport mode trunk

be3 mporo xomanma switchport mode trunk moBepHe NMOMHIIKY, OCKIJIBKH
KOMYTaTOp HE MOK€ BU3SHAUMTH, SIKUIl MPOTOKOJ BukopuctoByBaTu. Ha Catalyst 2960
g KoMaHja He moTpiOHa, 60 2960 miaTpumye BuKIOYHO dotlq 1 BU3Hayae T
aBTOMATHUYHO.

[TepeBipuTH MOTOYHHI MPOTOKOJI TETYBAHHS Ha trunk-mopTy MOYKHA KOMaH 00
show interfaces trunk —y crosmi Encapsulation sigoopaxkaerscst 802.1q abo isl.

Croropui ISL He BUKOPUCTOBYETHCS Y HOBHX po3ropTaHHsax. Cisco peKOMEHy€e
BukTtouHo IEEE 802.1Q nis Bcix trunk-3'e1HaHb.

Native VLAN ma nemezoeani kaopu

J1J1s1 KOXKHOTO TPAaHKOBOTO MOPTY BU3HauaeThes Tak 38ana Native VLAN (pinHa
VLAN). Kaapu, mo nanexats Native VLAN, nepenaroThcsi uepe3 TpaHKOBHUI KaHAI
y HereroBaHomy BurJisi (0e3 BcraBku Tery 802.1Q). Kampu pemrru VLAN Teryrotbest
BianoBigauM VID.

3a 3amoBuyBaHHAM Ha komyTtaropax Cisco Native VLAN — ne VLAN 1. 3
MIPKYBaHb 0€3MEKU PEKOMEHIY€EThCS:

. 3minutu Native VLAN 3 VLAN 1 Ha Oyab-sIKy HEBUKOPUCTOBYBaHY
VLAN (nanpuknan, VLAN 999);

. HanamryBatu teryBanus kanapiB Native VLAN komanmoro vlan dotlq
tag native (rmo6ansHo) adbo switchport trunk native vlan tag (ua inTepdeiici), 1106
3anmo0irT aTakam mojBiHoro teryBanus (double-tagging attack).

Ilpomoxkon DTP (Dynamic Trunking Protocol)

DTP (Dynamic Trunking Protocol) — dipmoBuit mnpotoxon Cisco s
ABTOMATHYHOTO Yy3rO/DKEHHS IapaMeTpiB TPAHKOBOTO 3'€HAHHS MK JBOMa
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komytaropamu. DTP Bu3Hauae, un cTane 3'€qHAHHS TPAHKOBUM, 1 KU MPOTOKOI
TeryBaHHs OyJe BukopuctoByBatuch (ISL abo 802.1Q).
Pexxumu pobotu inTepdeiicy momo DTP:

. trunk (on) — npumycoBwuii TpaHKOBHI pexuM; iHTepdeiic Haacumae DTP-
KaJpu Ta 6€3yMOBHO CTa€ TPAHKOBUM;

. dynamic desirable — akTtuBHO HamaraeTbCsi BCTAaHOBHTH TPAHKOBUH
3B's130K, Hajcunatoun DTP-kanpu;

. dynamic auto (3a 3amoBuyBaHHsM) — BiamoBigae Ha DTP-xaapu Big
cyciza, aje caMm He HIIlIOE;

. access — mpuMycoBHi pexum gocryny; DTP-kanpu HaacunaroTecs, ajne
3'€eTHAHHS HIKOJW HE CTaHE TPAHKOBUM;

. nonegotiate — DTP-kagpu HE HAACHIAIOTECS 1 HE OOPOOJISIIOTHCS,

PCKOMEHIYEThCS TOEAHYBATH 3 PEXUMOM trunk s MiAKITIOYEHHS 0

o0J1aJHaHHS CTOPOHHIX BUPOOHHUKIB.

KomoGiHarii pexxumiB, 3a SKuxX (OpPMY€EThCS TPAHKOBHM KaHall, HaBEJCHI B
Tabmmi 2.7.

Tabmms 2.7.
Komoinauii pe:xumis DTP ta pe3yabTyrounii TUI 3'€ THAHHS
Pexxum trunk dynamic desirable dynamic auto access
trunk trunk trunk trunk —
dynamic desirable trunk trunk trunk access
dynamic auto trunk trunk access access
access - access access access

Ilpunyun zpynysanns nopmie (Port-Based VLAN)

[Ipn BHKOpHUCTaHHI METOAY TpPYIyBaHHS NOPTIB KOXEH (PIZUYHUN MOPT
KOMyTaTopa CTaTU4HO a00 AuHamiyHO mnpuB'sazyeTbcss A0 neBHoi VLAN. Kampw,
OTpUMaHl Ha TOPTY JOCTYIy, BBaXalOThCS TakuMH, M0 Haiaexats VLAN,
npu3HayeH1i 1pomy nopty. Ilopt noctymy He nonae i He Buganse teru 802.1Q — us
orepallisi BAKOHY€EThCSI BUKIIFOUHO BCEPEIMHI KOMYTaTOpA.

Konu xomyTaTop OTpuMye HETErOBaHUI KaJp Ha MOPTY AOCTYILY, BIH acOLII0€
kazip 3 VLAN mga"oro nmopty Ta nepecusiae Horo TUIbKU TUM TIOpTaM, 110 HaJekaTh Tl
camii VLAN (abo TpankoBuMm mopraM, Ha skux gaHa VLAN nosBosieHa). 3aBasku
pomy Tpadik pisHuXx VLAN € MoBHICTIO 1301b0BaHUM Ha KaHAJTLHOMY PIBHI.

Pexkomenoauii Cisco woo0o oe3nexu VLAN

Kommnanis Cisco po3pobuita nepestik 6a30BUX PEKOMEH 1AM 1010 I BUILICHHS
PIBHSI 3aXMILIEHOCTI KOMyTOBaHUX Mepex 13 VLAN:

1. BiaxnarounTy Bci HE3alisiHI MOPTH Ta MEPEMICTUTU iX Yy CHElialdbHY
HEBUKOpPUCTOBYBaHY VLAN;

2. BuxopucroByBatu HectangaptHy VLAN (Biaminny Binm VLAN 1) sk
VLAN ynpaBiiHHS;

3. He BuxopucroByBatu VLAN 1 118 X0OHOTO BHPOOHMUYOTO abo
aZMIHICTPATUBHOTO TpadiKy;
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4, HanamrryBatu BCi mopTH MiJKIFOYEHHS KIHIIEBUX KOPUCTYBaiB SIK MOPTH
noctyny ta BAMKHYTH DTP Ha nmx nmoprax;

S. SIBHO HaJAITOBYBAaTH NapaMeTpH TPAHKOBUX IMOPTIB, HE MOKJIAAAI0UYNCh
BUKJIOYHO Ha DTP;

6. 3aBXIHM SBHO BKa3yBaTH CIHUCOK 103BoJIeHMX VLAN Uil TpaHKOBHX
KaHAaJlB;

1. HanamryBatn TeryBanusi Native VLAN Ta BigkuIaHHS HETETOBaHUX
KaJIpiB Ha TPAHKOBHUX MOPTaX;

8. BuMkHYTH cTaH IOPTY 3a 3aMOBUYBaHHSIM — NIEPEBECTU HE3a/IIAHI TOPTU
y shutdown.

IHopaook nanawmmyesanuna VLAN na ocnogi cpynysanus nopmis

[Topsinok HanamtyBanHd VLAN Ha OCHOBI IpymnyBaHHS MOPTIB Ha KOMYTaTOPi
Cisco 3riJIHO 3 peKOMEHIAIIIMH BUPOOHUKA:

1.  CrBoputu VLAN komangoro Vlan vlan-id y pexumi rino6aabHOTo
KOH(DIrypyBaHHS;

2. Bkazatu TekcroBy Ha3By miusi VLAN komanmoro name text-string
(HEeoOOB'A3K0BO, ajle PEKOMEHAY€EThCS JIJIsl JOKYMEHTYBaHHS );

3. Juist  iHTepdeiicy/rpynu  iHTepdeiciB  AOCTyNy 3aJaTh THUII aCCEesS
koMaHn1010 Switchport mode access;

4.  Tlpwsnauutu iHTepdeiic n0 morpidbHoi VLAN komanmoro switchport
access vlan vlan-id;

5. Jna tpankoBux iHTepdeiiciB 3amat Tun trunk komanmoro switchport
mode trunk;

6. HanamryBatu napamerpu TpaHkoBoro kaHaiy (i1o3BosieHi VLAN, Native
VLAN) ta BumknyT DTP komanmoro switchport nonegotiate;

7. HanamryBatun SVI nns VLAN ynpaBninas ta npusHauntu [P-aapecy
KOMYTaTopy;

8. BumkHyTH BCi He3aisiHI TOPTH Ta TMEPEBECTH iX Yy CHEIlaIbHY

HeBUKOpUCTOBYBaHy VLAN.
Ocnoeni komanou nanawmysanuua VLAN

Cunrakcuc komanau vlan (pexxum rio0aibHOro KOHGITypyBaHHS ):

vlan vlan-id,
ne  vlan-id — inenTudikarop (Homep) VLAN, Moske 3a3Ha4aTuCs B Mexkax Bix 1 110
4094, nns mepex Ethernet Tunose BUkopuctanHs y aiana3osi Big 2 go 1001.

CuHrtakcuc komanau hame (pexxum koHpirypysanas VLAN):

name text-string,
ne  text-string — texcroBa HazBa VLAN; sxmo TekctoBa Ha3Ba VLAN sBHO He
3a3HAYAETHCS, TO CUCTEMA aBTOMATHYHO BCTAHOBIIOE Ha3By BU-TIsiy VLANDDDD,
ne DDDD — wotupunudposuii necsatkouii Homep VLAN.

Cuntakcuc koMauau Switchport access vlan (pexum koHDIrypy-BaHHS
iHTepdeicy/rpynu inTepdeiicis):

switchport access vlan {vlan-id | dynamic},
ne  vlan-id —inentudikarop VLAN;
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dynamic — napamMetp, KMl 3a3Havae, 0 HAJICKHICTH iHTepder-cy/IopTy 10
VLAN BuszHauaeTbest AuHaMiuHo (32 MAC-aapecoro), IUsi-XoM 3aluTy J0 cepBepa
VMPS (VLAN Membership Policy Server).

Cuntakcuc komanmu  switchport trunk (pexum  koHQIrypyBaHHS
iHTEepdehcy/Tpynn):

switchport trunk {allowed vlan vlan-list | native vlan vlan-id | pruning vlan
vlan-list},
ne  allowed vlan — cimyx00Ba KOHCTPYKIIis, 32 JOITIOMOTOIO SIKOi CTBOPIOETHCS
cnucok a03BojeHnX VLAN, /s sikux TpaHKOBHU 1HTepdeHc MOoKe MmepecuiiaTd Ta
oTpuMmyBatH Tpadik y TeroBaHiii (opmi; 3a 3amoBuyBaHHsM Vlan-list mist miei
KoHCTpyKIIii gopiBuioe all; vlan-list y npoMy Bumaaky He MOe TOpiBHIOBATH NONE;

native vlan — ciy>x00Ba KOHCTPYKILIisi, 32 TOTIOMOTOFO SIKOi CTBOPIOETHCS CITUCOK
VLAN, mi1s sKuxX TpaHKOBHM 1HTepdeic Moxke mepecuiiaTi 1 OTpuMyBaTu Tpadik y
HeTeroBaHii ¢opmi;

pruning vlan — ciyx60Ba KOHCTPYKIIisi, 32 JIOTIOMOTOI SIKOT CTBOPIOETHCS
cnucok VLAN, s sikuxX TpaHKOBHMM 1HTep(deic akTUBOBAHMM [JIsi MIATPUMKU
pexxumy VTP-pruning; vlan-list y mpomy Bunaaky He Mosxe popiBaroBartu all;

vlan-list — mo>xe HaOyBaTH 3HAaYCHb, 110 HABEJICHI HMKYE, JICAKI 3 IUX 3HAYCHb
JOTIOBHIOKOThCS MapaMmeTrpamu 1aeHTudikatopis VLAN IDs:

vlan-atom — criucok inentudikaropiB VLAN (manpukan, 10-20; 10-30,35-40);

add — momatu okpemy VLAN a6o rpymy VLAN 3a criuckowm;

all — nomatu Bci VLAN;

except — Buximrountu okpeMy VLAN a6o rpyny VLAN 3a cniuckom;

NONE — IyCTUH CIIUCOK;

remove — puxitounuTd VLAN 31 crincky

CunTtakcuc KomaHiau  Switchport native (pexxum  KoHOIrypyBaHHS
iHTepdeincy/rpynu iHTepdeiicis):

switchport native vlan vlan-id,
ne  vlan-id —inentudikarop VLAN.

Hanamrysanns SVI (Switched Virtual Interface) nns VLAN ynpasmiass:

Switch(config)# interface vlan vlan-id
Switch(config-if)# description text

Switch(config-if)# ip address IP_address network mask
Switch(config-if)# no shutdown

Bumknenns DTP Ha TtpankoBoMy iHTepdeici (PEKOMEHIYEThCS TIPH
MIIKIIOYEHHI 70 OOJagHaHHS CTOPOHHIX BHPOOHUKIB ab0 TpH CTAaTUIHOMY

TpaHKyBaHHI):

Switch(config-if)# switchport mode trunk
Switch(config-if)# switchport nonegotiate
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Tunoeuii cyenapiii narawmmyeanna VLAN ona nasuanonoi mepeoici

Hwxye HaBeneHO THUMNOBMHM ClIEHApId HaJallITyBaHHS KOMYTaTOpIB 3

arperoBaHuM TPaHKOBUM KAaHAJIOM:
CrBopenns VLAN

Switch(config)# vlan 100
Switch(config-vlan)# name DATA-VLAN-A
Switch(config-vlan)# exit
Switch(config)# vlan 200
Switch(config-vlan)# name DATA-VLAN-B
Switch(config-vlan)# exit

ArperoBaHuii TpaHKOBUI KaHAJI

Switch(config)# interface range GigabitEthernet0/1-2
Switch(config-if-range)# switchport mode trunk
Switch(config-if-range)# switchport nonegotiate
Switch(config-if-range)# channel-group 1 mode on
Switch(config-if-range)# exit

Switch(config)# interface port-channel 1
Switch(config-if)# switchport mode trunk
Switch(config-if)# switchport trunk allowed vian 100, 200
Switch(config-if)# switchport trunk native vlan 100
Switch(config-if)# exit

IHlopisnuanna Telnet ma SSH

[Tporokon Telnet (Teletype Network, RFC 854) — onxun i3 HaiicTapimmx
IIPOTOKOJIB JJI OpraHi3alii iIHTepaKTUBHOTO TEPMIHAJIIBHOTO AOCTYIYy JO MEPEKHUX
npuctpoiB. Telnet mepenae BCl naHi, y TOMY 4YMCHl IM'st KOPUCTyBaya Ta MapoJib, Yy
BIIKpUTOMY (He3amu(poBaHOMY) BHIJISAI, MO pPOOUTH HWOTO BPa3IUBUM JO
nepexoruieHHs Tpadiky.

ITpotokon SSH (Secure Shell, RFC 4251-4256) — 3axuIieHuii mMpOTOKOJ st
oprasizaiiii TepMIHAJIBLHOTO JOCTYMy 3 KpumnrorpadiuHuMm 3axucrtoMm kanamy. SSH
3abe3neuroe  muUpyBaHHS BChOro Tpadiky MDK KIIEHTOM 1  CEpBEpOM,
ayTeHTU(DIKaIIO Ta MUTICHICTh JaHUX.

[TopiBHsinHA npoTokoniB Telnet Ta SSH HaBeneno B Tabnui 2.8.

Tabmums 2.8.
IHopiBusinus nporokoJiB Telnet Ta SSH
XapakTepucTHKa Telnet SSH
[[ndpyBannas Tpadiky Bigkpurtwii TekCcT AES, 3DES Ttomo
[Topt TCP 23 TCP 22
AyTeHTH(IKaITISA Bigkpurwnit mapoib 3axuIIeHUH Tapob a00 KT
[imicHICTh TaHUX [TepeBipka BiaCyTHS HMAC
IigTpumka PKI BincytHs RSA-xmroui
PexoMenmariist 10 3acTOoCyBaHHS V nmaGopaTopHUX YyMOBaX VY BUpOOHHYHMX Mepekax
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Bepcii SSH

IcuytoTh n1B1 Bepcii npoTokony SSH:

. SSH Bepcii 1 (SSHv1) — nepa peanizaiiisi; MICTUTh BiJIOM1 BPa3JIUBOCTI
(Man-in-the-Middle aTtaka) i BBaxkaeTbcs 3acrapiiioro. Ha oOmamnanni Cisco
pexoMeHay€eThes Biakmouuta SSHv 1.

. SSH Bepcii 2 (SSHv2) — cydyacHa Bepcisi 3 MOKpaIIeHUM HPPYyBaHHSM,
oominoMm kirouamu Diffie-Hellman Ta ctporoto mepesipkoto 1imicHocTi. Cisco
PEKOMEHIy€ BUKOPUCTOBYBATH BUKIIOYHO SSHV2.

Hanawmyeannusa SSH na komymamopax Cisco

Jns manamryBanHs SSH-noctyny Ha komyTtatopax Cisco HE0OX1THO BUKOHATH
TaKui TOPSIIOK JTii:

1. 3amatu JOMeHHE iM'st TpucTporo (000B'A3k0BO i reHepaiii RSA-
KJII04a);

2. 3anatu iM's xocty (hostname) — BoHO BUKOPHCTOBYEThCs Y RSA-kiroui;

3. CTBOpUTH JIOKAJIBHUX KOPUCTYBadiB KOMaH0I0 USername;

4, 3reHepyBatu napy RSA-kimodiB koMana010 Crypto key generate rsa;

5. Oomexutu Bepcito SSH (pekomenayerbess SSHv2) komanmoro ip Ssh
version 2;

6. Hanamrysaru ninii VTY nns Bukopuctanns SSH komanaamu transport
input ssh Ta login local.

Jns migxmodeHHs nmo SSH 3 pob6ouoi cranmii (1o 3Haxogutbes y VLAN
ynpasiiHHS Ta Mae [P-agpecy 3 Ti€i % nmigmMepeski) BAKOPUCTOBYIOThCSA TaKli KOMaHIH:

3 komanaHoro psaka Windows:

C:\>ssh -l Admin 192.168.1.2
ae  Admin — im's kopuctyBaua, 192.168.1.2 — IP-agpeca VLAN ynpaBiiHHS
KOMyTaTopa.

3 trepMminany Linux:

$ ssh Admin@192.168.1.2

3 PuTTY:

y moii Host Name Bkaszatu IP-anpecy komyrtaTopa, oopatu Connection type —
SSH, Port — 22, matucaytu Open. Y BiKHI TepMiHaly BBECTH iM'sl KOpHUCTyBada Ta
apoJib.

3 inmoro npuctporo Cisco (MapuipyTruzaTopa abo KOMyTaTopa):
Router# ssh -v 2 -l Admin 192.168.1.2

Komanou monimopunzy ma oiacnocmuku VLAN na komymamopax Cisco

Hnst  monitTopunry Ta giarHoctukd  VLAN Ha komyrtaropax Cisco
3aCTOCOBYIOTHCS CIICIialli30BaH1 Ta 3arajibHi komaHau show (tabmurs 2.9).

Tabmums 2.9.
Komanau giarnoctukn VLAN ta SSH Ha komyTaTopax Cisco
Komanpga IIpu3HavyeHHst
show vlan [ToBHa indopmMarisg mpo Bci VLAN Ta ix moptu
show vlan brief CxopoueHuil eperisa: HoMep, Ha3Ba, CTaH, TOPTH
show vlan id vlan-id JeranpHa indopmaris npo koHkpetHy VLAN 3a HoMepoM
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Komannga
show vlan name vlan-name
show vlan summary
show interfaces switchport

show interfaces interface-type
interface-id switchport

show interfaces trunk
show interfaces vlan vlan-id
show dtp

show dtp interface interface-type
interface-id

show running-config

show mac-address-table
show ip ssh
show users

IIpu3navenns
Indopmaris mpo VLAN 3a ii Ha3BOIO
3Benena indopmMmaris: kibkicte VLAN, VTP VLAN Tomro

ITapamerpu VLAN ni1d Bcix iHTEpdEHCIB
[Tapamerpu VLAN niis KOHKpeTHOTO iHTEpdEiCcy

ITapameTpu TpaHKOBHX 3'€¢1HAHb Ta 03BoseH] VLAN
Cran ta cratuctuka SVI-intepdeiicy VLAN

ITapamerpu DTP mis Bchoro xomyraropa
[TapameTpu DTP 111 KOHKpETHOTO TPAHKOBOTO MOPTY

[Torouna koH(Iirypauis IpucTporo (MiCTHTb
HanmamTyBaHHs VLA

Taomunss MAC-aapec komyratopa 3 VLAN
Bepcis ta mapamerpu SSH-cepBepa

AxTuBHI cecii Ha puctpoi (y T.4. SSH-cecii)

Komoinyeanna VLAN 3 azpezosanum kananom EtherChannel

[TepeBaramu peasizallii JBOX TEXHOJIOT1H arperyBaHHs Ta TPaHKYBaHHS KaHAITY

802.1Q:
. 30u1blIIeHa MPOMYCKHA 3AaTHICTHh MK KomyTatopamu (2x1 ['6it/c = 2
['6i1/c npu ABOX (HI3MYHUX KaHAIIAX);
. BianMoBocTilikicTh: npu Buxomai 3 jaay OAHOTO 3 (I3UYHUX KaHAIIB

EtherChannel noriuauii kaHan 3aqumaeTbCcsl akKTUBHUM, a Tpadik ycix VLAN

IIPOJOBIKY€ MEPEIaBaTUCH;

. €auHa ToYka ynpaBJIiHHA: TpaHKOBI mapameTpu (no3BojeHi VLAN,

Native VLAN) HanamroBylOThCS Ha JIOT1YHOMY 1HTepderici port-channel, a He

Ha KOKHOMY (D13M4HOMY 1HTEp(ECl OKPEMO;

. STP (Spanning Tree Protocol) cmpuitmae EtherChannel sk emunuii

JIOTIYHHMM KaHaJl, [0 CIPOITY€E TOIOJIOTIIO AepeBa Ta MPUCKOPIOE 301KHICTb.

BaxxnuBoro 0COOIMBICTIO € TOPSIOK HAIAIMTYBAaHHS: MapameTpu 1HTepdency
VLAN (switchport mode trunk, switchport trunk allowed vlan) neoOximHO
3aaBaTH caMe Ha JoriuHomy iHtepderici port-channel, a we Ha Qi3nyaNX
iHTepdeiicax, Mo BXoAiATh M0 rpynu. dizuyHi 1HTEepdeicH MaroTh HACTiAyBaTH
napameTpH Jioridaoro port-channel-inrepdeiicy aBToMaTu4HO.

[lepeBipuTH CTaH arperoBaHOro TPAaHKOBOTO KaHATy MOKHA KOMaH/IaMU:

. show etherchannel summary — cran EtherChannel Ta ¢iznunux 4ieHiB

rpymnu;

. show interfaces port-channel port-channel-id switchport — mapamerpu
TpaHKyBaHHS JIOTITYHOTO KaHaly;
. show interfaces trunk — BimoOpaxkenHs port-channel y mnepemiky

TPAHKOBUX 3'€/IHAHb.
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Pexomenoosana nocnioosnicmo nepegipku pooomu VLAN i mpankie 802.1Q

PexoMeH10BaHa MOCTIIOBHICTh MEPEBIPKU TICIS 3aBEPIICHHS HaJallTyBaHHS
HaBeeHa HIDKYe. J[J1s1 KOKHOT KOMaHIM TIOKa3aHO XapaKTEPHUN BHBI Ta MOSCHEHHS
KJIFOUOBHX TIOJIIB.

1. ITepeBipka ctBopenux VLAN Ta npu3HauYeHHS MMOPTIB.
Switch# show vlan brief

VLAN Name Status Ports

1 default active Fae/5, Fa@/6, Fa®/7, Fao/8
10 STUDENTS active Fae/1, Fao/2

20 TEACHERS active Fae/3, Fao/4

100 MANAGEMENT active

VY Tabauii noBuHHI OyTH npucyTHI Bei ctBopeHi VLAN 3i cratycom active. Y
ctoBmi Ports mepeniueHi access-noptu, npusHayeHi A0 koxkHoi VLAN. Trunk-nopTu
He BioOpa’kalTbCA y BUBOMI Ii€i KOMaHIW — ISl HUX BUKOPUCTOBYHTE show
interfaces trunk. VLAN 100 6e3 mopTiB — HOpMaibHO it management-VLAN,
JOCTYII JI0 SIKO1 31MCHIOETHCS JIUIIIE Yepe3 TPAHK.

2. [lepeBipka crany trunk-kaHamy.
Switch# show interfaces trunk

Port Mode Encapsulation Status Native vlan
Fao/24 on 802.1q trunking 100

ort Vlans allowed on trunk

Fa@/24 1,10,20,100

Port Vlans allowed and active in management domain

Fao/24 1,10,20,100

Port Vlans in spanning tree forwarding state and not pruned
Fa0/24 1,10,20,100

Status moBuHeH Oyt trunking — mopt akTHBHO Tiepenae TeroBaHuil Tpadik.
Encapsulation —802.1q. Native VLAN — noBuHHa 30iraTucst Ha 000X CTOPOHAX TpaHKa
(tyT — 100). V¥ psanky «Vlans allowed and active» — VLAN, ski peaabHO aKTHBHI Ha
upoMy TpaHky. Akmo VLAN He y nepeniky «allowed» — xagpu miei VLAN uepes
TPaHK HE MMePeIat0ThCS.

3. IlepeBipka cTaHy KOHKPETHOTO TIOPTY.
Switch# show interfaces fastEthernet 0/1 switchport
Name: Fa0@/1

Switchport: Enabled

Administrative Mode: static access
Operational Mode: static access
Administrative Trunking Encapsulation: dotlq
Operational Trunking Encapsulation: native
Negotiation of Trunking: Off

Access Mode VLAN: 10 (STUDENTS)

Trunking Native Mode VLAN: 1 (default)

Voice VLAN: none

Administrative Mode — e, mo 3amano aaminictpatopom; Operational Mode —
dakTuuHui pexum. g access-nmopTy oOuaBa MOBUMHHI OyTH «static access». Ilone
Access Mode VLAN — VLAN, no sikoi npusHauenuit moprt. Skmo Operational Mode
= «trunk» 3aMmicTh 3aIaHOTO «access» — IIe O3Hayae, M0 MOPT MmepeuoB y trunk-
pexum aBromatuyHo depe3 DTP — HeOesmeuna cutyariis, moTpiOHAa KOMaHIa
switchport nonegotiate.
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4. Ilepesipka Tabmumi MAC-aapec.
Switch# show mac address-table
Mac Address Table

Vlan Mac Address Type Ports
10 0050.ab12.3456 DYNAMIC Fao/1
10 0050.ab12.3478 DYNAMIC Fao/24
20 0050.ab12.3490 DYNAMIC Fao/3

100 0050.ab56.7800 DYNAMIC Fao/24

Tabmuns MAC-anpec nokasye, siki IpUCTPOi KOMYTAaToOp 0aunuTh Ha KOKHOMY
nopty 1y sakiit VLAN. MAC-aapecu, otpumani yepes trunk-nopt (Fa0/24), nanexartsb
KIHIIEBUM MPUCTPOSM 3 1HIIOrO KoMmyTatopa. ko MAC-aapeca 3’sBunacs He y Tii
VLAN — nomunka npuzHaueHss nopty. Axmo MAC-anpecu 3 aCCeSS-MopTy HEMAE y
Ta0IMII — IPUCTPiK He mepeaae Tpadik ado BiIKITFOUCHHM.

5. IlepeBipka 3B’ 13Ky MiK PUCTPOSIMH.

C:\> ping 192.168.10.20

Reply from 192.168.10.20: bytes=32 time<lms TTL=128
Reply from 192.168.10.20: bytes=32 time<lms TTL=128

C:\> ping 192.168.20.20
Request timed out.

VY mexax ogniei VLAN (nmanpuxnan, VLAN 10) npuctpoi nmoBHHHI O0a4yuTH
OJIMH OAHOTO uepe3 ping. Y mexax pizHux VLAN ping 6e3 mapuipytuzaropa ado L3-
KOMYyTaTopa He MOBHHEH MPALIOBATH — 1€ 1 € cerMeHTauis. ko ping mixk VLAN
HecroaiBaHo npaitoe — VLAN He 1301b0BaHi (MIMOBIpHO, 00MABa MOPTH B OJHIM
VLAN, abo € HenerajabHUM MII03).

Tunosi nomunxku npu nanazooxcenni VLAN i mpankie 802.10Q

1. VLAN He cTBopeHuii y 0a3i janux komyraropa. [Ipocte npuzHaueHHs
xomanau Switchport access vlan vlan-id 6e3 monepenusoro ctBopeHns VLAN y
rJ100abHIN KOHGITYpallli MPU3BOIUTH J0 TOTO, 110 TOPT 3aJUIIAETHCS Y CTaHAAPTHIN
VLAN 1 abo nepexomuts y inactive-cta. [lepen npusnauenasm nopty 1o VLAN
HEOOXIHO cTBOPUTH 11 kKoMaH0t0 Vlan vlan-id y pexwumi rinobansHoi KoHDIryparrii.
[Mepesipstu komanmoro Show vlan brief — VLAN nosunna maTu craryc active.

2. Hopr 3amnmennid y pe:xkumi dynamic auto/desirable y production-
Mepesxki. 3a 3amoBuyBaHHsIM Cisco-KOMYyTaTOpH YBIMKHEHi B pexkumi dynamic auto ,
110 J03BOJISIE TOPTY aBTOMATUYHO nepelTu y trunk mpu otpumanHi DTP-kanpis. Lle
ctBoproe 3arposy Oesneku (VLAN hopping). ¥V production-mepexi 000B'sI3KOBO
3aJIaBaTH peKUM sBHO: SWitchport mode access asis mopTiB KiHIIEBUX HMPUCTPOIB 200
switchport mode trunk mas tpankis. Ha access-moprax momarkoBo Bumukatd DTP
KOMaH/10t0 Switchport nonegotiate.

3. Po3odiknmicte Native VLAN Ha trunk-kanami. Native VLAN - 1e
VLAN, kaapu sikoi nepenatrotbesi TpankoM bBE3 TeryBanns. SIKio Ha I1BOX CTOpOHAX
TpaHka HanaropkeHo pizHi Native VLAN — komytatop Cisco BUIa€e MONepeKeHHS
«native VLAN mismatch detected» 1 kagpu Native VLAN He moxoasTh A0 1HIIIOTO
6oky. OO00B's3k0BO BcTaHOBIIOBaTH onHakoBy Native VLAN Ha 000X cTopoHax
KoMmanor0 switchport trunk native vlan vlan-id. Pexomennyerbest 3minuT Native
VLAN 3 nedontHoi 1 Ha iHmty (Hampukian, BuaiieHy management-VLAN) — s
Oe3IeKH.
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4, VLAN He 103B0JIeHa HA TPAHKY. 332 3aMOBUYYBaHHIM TPaHK Mepeae BCl
VLAN (1-4094). OpnHak SKIIO aJMIHICTpAaTOp OOMEXHB CIHCOK KOMAaHJIOIO
switchport trunk allowed vlan vlan-list, To Bci inmi VLAN aBromMarnyHO
3aboponeHi. [Tomunka — 3a0ytu nogatu HoBy VLAN no allowed-cnucky. IlepeBipsitu
komanaoo show interfaces trunk — y crosmmi «Vlans allowed and active in
management domain» noBuHHI Oyt Bcl HeoOximHi VLAN. [lng nomaBaHHS HOBOI
VLAN 1o icHyrouoro cnucky BukopuctoByBaTu sSwitchport trunk allowed vlan add
vlan-id.

S. IMomuakoBa iHkancyasinis Ha Ttpanky. Jleaki wmogem Cisco-
KOMyTaTopiB (Hampukiaa, cepii 3560) miATpUMYIOTH JIBI TEXHOJIOTIT TPaHKIHTY:
802.1Q 1 ISL (dipmoBuii, 3acTapinumii). 3a 3aMOBUYBaHHAM MOXk€E OyTH BCTAHOBJIECHO
dynamic-pexxuMm 1HKaICyJIALii, 110 MPU3BOIUTH 10 HEy3rokeHocTi. O0O0B'I3KOBO
3aJ1aBaTH SBHO KoMaH00 switchport trunk encapsulation dotlq mepen koMaHI010
switchport mode trunk. Ha Mozxensx, mo miarpumyrots jume 802.1Q (Hanpukian,
2960), 111 KOMaH/1a HEJIOCTYITHA — 1HKAIICYJISIIIS BCTAHOBIIOETHCS aBTOMAaTUYHO.

6. Management VLAN He Hanaromxkena a0o 0e3 murw3y. s
BIJIJaJIEHOTO0 KepyBaHHsI KOMYyTaTopoM BHKOpUCTOBYeThCs SVI (iHTepdeiic VLAN).
[Tommiiku: SVI cTBOpeHO, ajie He BBEJICHO B CKCILTyaTallito komauaow NO shutdown;
SVI mae IP-anpecy, ane nopt-unen Management-VLAN He icHye (Hemae Tpadiky aJist
axtuBanii SVI); He 3amaHo MUTIO3 332 3aMOBUYBaHHAM komanoro ip default-gateway,
10 YHEMOJKJTUBJIIOE KepyBaHHS 3 1HINOI miaMmepexi. [lepeBipsatu komanmoro Show ip
interface brief — SVI noBuHen maTu ctan up/up.
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KOHTPOJIBHI 3AIITUTAHHA

1. [lo Take VLAN? Slke mpu3HaueHHS Ta OCHOBHI ITepeBaru TeXHOIOT1{
VLAN y KOMyTOBaHUX Mepexkax”?

2. [ToHATTS MHMPOKOMOBHOTO AoMeHy. Skum uymHoM VLAN oOmexye
PO3Mip HIMPOKOMOBHOTO JJOMEHY ?

3. SAxi metomu imentudikamii VLAN icHyroTs? OxapakTepu3ynTe METO
rpymyBaHHs opTiB (port-based VLAN).

4. o Take mopT nocrymy (access port)? UuM BiH BiApI3HIETHCA Bif
TPaHKOBOTO MOpPTY (trunk port)?

5. [Ilo Take TpankoBWil KaHan? Slke HOro MNpuU3HAYEHHA y MEpPEexi 3
nexuibkoma VLAN?

6. Oxapakrepusyiite cranaapt IEEE 802.1Q. fIka cTpykTypa TeroBaHOTO
kaapy 802.1Q7?

7. Ckinmbku VLAN MoxkHa 11eHTUdIKYBaTH 3a goromororo mnojis VID y tery
802.1Q? IMosicHITh 3 ypaxyBaHHSAM PO3MIPY MO y OiTax.

8. [Ilo Take Native VLAN? Sk nepenatotbcsi kaapu Native VLAN uepe3
TpankoBui kaHan? Slka VLAN e Native 3a 3amoBuyBaHHsIM Ha kKomyTtatopax Cisco?

Q. [Ilo Take artaka mojsiitHOro TeryBaHHs (double-tagging attack)? Axum
ynHOoM HanamTyBaHHs Native VLAN nomnomarae ii 3ano0irtu?

10. IIlo take mporoxonm DTP (Dynamic Trunking Protocol)? fxi pexumu
pobGotu BiH miaTpumye? Ilpu skux KOMOIHALISAX PEXUMIB (POPMYETHCS TPAHKOBHIA
KaHan?

11. Mo Ttake VLAN ynpaBminas (Management VLAN)? ke ii
npu3zHaueHHsA? Yomy He pexoMeHnyeTbesa BukopuctoByBaTu VLAN 1 sk VLAN
yIpaBIiHHS?

12. o take SVI (Switched Virtual Interface)? fke npusHadeHHS LBOTO
iHTepdeicy? koo KOMaHA00 BIH HATAIITOBYETHCS ?

13. Yu moxyth xoctu pi3HUX VLAN B3aeMomisitu Mixk co0oro 0e3
MapuipyTtuzaropa adbo L3-komyrtaTopa? I10sICHITE B1IMIOBIIb.

14. Tlepemuitb OCHOBHI pekoMmeHnauii Cisco MIOAO MIABUILEHHS PpIBHSA
3axuieHocTi VLAN. [ToscHITh npru3HaYeHHs KOKHOTO 3aX0y.

15.  Sxum yuHOM BUMHKa€eThCs mpoTokos DTP Ha TpankoBomy nopty? Komu
1€ JOLJIBHO 3aCTOCOBYBAaTH?

16. SIxi ocHOBHI komaHau HajmamTyBaHHI VLAN Ha OCHOBI TpyITyBaHHS
MOPTIB T4 TPAHKOBUX KaHaNIB ICHYIOTh Ha KomyTaTopax Cisco? [1osiCHITh CHHTaKCHC
KO>KHOI KOMaH/IH.

17. Sxum uwunHoM arperoBanuii kaHan FEtherChannel mnoeanyetscs 3
TpankoBuM kaHaioM 802.1Q7? Ha sxomy intepdeiici (PpizuuHOMY UM JTOTIYHOMY pOTt-
channel) ranamroByroThCs mapamerpu VLAN 1 uomy?
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SAHATTA Ne 3

JOCJIKEHHS TA HAJIAT'OJ[DKEHHSI MAPIIPYTHU3 AL MIK
BIPTYAJIBHUMH JTOKAJIBHUMHU MEPEXXAMM (INTER-VLAN
ROUTING) Y MEPEKI HA BA3I OBJIAIHAHHA CISCO

MeTta 3aHATTS: O3HAHOMUTHUCS 3 TpuHIUMaMu opradizamii Inter-VLAN
Routing; po3rmsHyTH JBa OCHOBHHX crocoOu opramxizarii Inter-VLAN Routing —
Legacy (okpemi ¢izuuni inTepdeticu mapupytuzatopa ans koxxkHoi VLAN) ta Router-
on-a-Stick (mimiaTepdeiicu 3 mporokonom 8§02.1Q Ha TpaHKOBOMY KaHaJll); OTpUMATH
NpaKTHYHI HaBUYKH CTBOpeHHST VL AN, HamarokeHHs TPAaHKOBUX Ta acCess-TIOPTiB,
niginTepdeiicis mapupytuzaropa, DHCP-cepBepiB aiis koxxnoi VLAN, VLAN nns
kepyBanHs (Management VLAN) 3 moctynom uepe3 SSH; mocmiautu mporecu
mapupyTtusanii Mk VLAN Ta mporecu nepeaadi JaHux y noOyaoBaHii Mepexi.

Oonaonanna ma npozpamue 3ade3neuenns

JIy1s1 BUKOHAHHSA 3aHATTS Ha poO0YOMY MICIII CTyZeHTa Ma€e OyTH HassBHUM TaKe
00JialHaHHS Ta TPOrpaMHe 3a0e3MCUCHHS:

1. MapmpyTtuzarop Cisco cepii 2811/2821/2901/2911/2921 3 He MeHII HiX
3 mapuipytuzoBanumi (routed) Ethernet-intepdericamu — 1 mt. (Mmogens 1841 — nure
3 noaatkoBuM routed-moaynem, Hanp. HWIC-1FE/HWIC-2FE; moayas HWIC-4ESW
HE TIIXOJNTh, OCKIJIBKM HOro moptu € switchport, a nns Legacy motpiOHi routed-
1HTEp(Eicn).

2.  Keposani komytatopu Cisco cepii Catalyst 2960 (momemi WS-C2960-
24TT-L a6o WS-C2960-48TT-L ado WS-C2960S-F24TS-L) — 2 miT.

3. PoGoui cranmi (IIK abo HOyTOykHM) 3 oOmepaiiiiHOl0 CHCTEMOIO
Windows/Linux — He MeHIie 2 IIrT.
4, Konconbauit  kabens Cisco (rollover) 3 konektopom RJ-45 Ta

nepexigaukoMm Ha USB a6o COM-niopt — 1 mir.

5. Ethernet-kabeni nmpsimoro tuny (T568B) kareropii Cat Se/Cat 6 — He
MeHme 6 wr. (2 kaHanu Legacy R—-SW2, 1 tpankosuii kanain R—-SW1, 2 xananu 1o
poOOYMX CTaHLIH).

6. Tepminanbaa nporpama-emysitop (PuTTY, Tera Term, SecureCRT a6o
aHaJoriyHa) — BCTAHOBJIEHA Ha pOOOYMX CTAHLIISIX.
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Cxema nioKarOYenns

SW_MIB_1 R_MIB_1 SW_MiB_2

Legacy Inter-VLAN
Vian

ENNEENENEEER
Vian MGMT | o

CISCO
Trunk 802.1Q (VLAN B, C) &

KoHcons

wWs ni6 1 WS nis 2
LANEIC N

(DHCP-knicHmu)

Puc. 3.1. Cxema Mepexi, 1110 OyAy€eTbC y MeXKaxX 3aHSATTS

Ilpumimka: I11b HeoOXiTHO 3a3HaYATH Y CKOpOYEeHOMY (hOpMarTi, SKUH BIAMOBIIA€ JIOTIHY ISl BXOTY
Ha tatgopmy learn. I[lpukman: sikmgo yorin i Bxoxy Ha learn — kbl kmd, To Ha3Ba komyraTopa
Mmae 0ytu y popmari SW_kmd 1.

3ABJIAHHS

1. OzHailiomuTHCcsT 3 OOJaAHAHHAM Ta MPOrpaMHUM 3a0€3MEUEHHSIM
poboUYoro MicIis, TEpeBIpUTH HASIBHICTH KOHCOJbHOTO Ta Ethernet-kabernis,
TEpPMIHAJIBHOI MPOTPaMHU.

2. CtBopuTH Mepexy BIANOBIIHO 10 cxemu Ha puc. 3.1. Mepexa
cknagaeTbess 3 Mapmpytuzaropa R IIIb 1, nBox xkomytatopie SW _IIIb 1 Ta
SW IIIb 2 1 nmBox poGounx cranmin WS IIIb 1, WS ITIb 2. ¥V wmepexi
BUKOPHUCTOBYIOThCS 4oTpU VLAN:

. VLAN A —po6ouya VLAN (mpaBopyu, Ha komyTatopi SW2);

. VLAN B — po6oua VLAN (niBopyd, Ha komyTaTtopi SW1);

. VLAN C — po6oua VLAN (miBopy4, Ha KomyTaTopi SW1);

. VLAN MGMT - Management VLAN st kepyBaHHS NPUCTPOSIMHU
yepe3 SSH (mpaBopyy, Ha SW2).

3nisa SW_IIIb 1 3'ennanwmii 3 R_T1I6 1 yepes TpankoBumii kanaa (Router-on-
a-Stick — migiatepdeticu as VLAN B i VLAN C). Cnpasa SW_IIIb 2 3'eqnanuii 3
R _TIIb 1 gepe3 nBa oxpemi ¢izmuni kanaum (Legacy Inter-VLAN Routing — okpemi
ka"amu 1711 VLAN A ta VLAN MGMT).

3. [IpoBecTn HanmaromkeHHs IMeHyBaHHsI BCix npuctpoi mepexi (R _ITIb 1,
SW_IIIb 1, SW_IIIb_2).
4. Po3pobutn cxemy IP-aapecanii mnpuctpoiB wmepexi. [ns  1mporo

CKOpUCTaTUCS JaHUMH Tabi. 3.2 3rigHo 3 BapiaHTOM. Pe3ynbTaT 3aroBHUTH y TaOII.

3.1.
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ITapameTpu agpecauii Mepe:xi

Taomung 3.1.

ool . MAC- IP- .
Mepe:xa / Ilpucrpii InTepdeiic anpeca anpeca Macka | Ilpedikc
[Timmepexxa VLAN A - -
ITimmepesxxa VLAN B - -
[Migmepexxa VLAN C — -
ITimmepesxa VLAN MGMT - -
Mapupyruzarop R1 (Legacy, ;]VI\J/?N A), no
(Legacy, VLAN
MGMT), no SW2
(migiaTepdeiic, VLAN
B), 1o SW1
(migiaTepdeiic, VLAN
C), no SW1
KomyTtarop SW1 SVIVLAN B
(xepyBaHH$)
KomyrtaTop SW2 SVI VLAN MGMT
Po6oua cranmis WS1 NIC (DHCP)
Po6oua crantis WS2 NIC (DHCP)

S. Ha xomyrtaropi SW_IIIb 1 ctBoputu nBi podoui VLAN (B, C) 3rinHo 3
BapianToM (Tab:. 3.3) 1 HaNaImTyBaTH:

. MOPTH JUTS MiTKITFOUEHHS pobouunx craHmii — y pexxumi access (VLAN B

ta VLAN C);

. nopT A7 miaKItoueHHs 1o Mapupyrtusatopa R TIIb 1 —y pexumi trunk;

. IP-aapecy na intepdeiici VLAN B mist noctyny yepe3 SSH (kepyBanHs);

. IITI03 32 3aMOBUyBaHHM (anpecy miginTepdeiicy VLAN B).

6. Ha xomyrtaropi SW IIIb 2 ctBoputn aBi VLAN (A, MGMT) i
HAJTAIITYBATHU:

. MOPTH ISl MIAKIIOYEHHS pOoOOYMX CTAHIIN — y peuMi acCess (Juuie

VLAN A);

. 7IBa MOPTH IS MAKIIOYeHHs 10 MapipyTtuzatopa R 116 1 —y pexumi

access (onuH — st VLAN A, apyruit — st VLAN MGMT);

. IP-anpecy na inTepdeiici VLAN MGMT;
. IIJTF03 33 3aMOBYYBAHHSIM.
7. Ha wmapmpytuszaropi R ITIb 1 wmamamrtysatu Inter-VLAN Routing

JIBOMA CII0CO0aMu:

a) Router-on-a-Stick (mms 3'enqnanns 3 SW_IIIB 1):

. akTuByBaTH (Ppi3uunuii iHTepdeiic (6e3 IP-aapecn);
. ctBopuTH nBa mmiaTepdericn — it VLAN B ta mis VLAN C;
. Ha KOKHOMY MiaiHTepdeiici HamamTyBaT 1HKancysmio encapsulation

dotlq 3 Bignosigaum VLAN-ID (oauH i3 migiHTepdeiiciB — native 3rigHo 3 Ta0JI.

3.3);
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. npusHauutu  [P-agpecy koxxkHomy — mimiHTepdeiicy  (uumo3  3a
3aMOBYYBaHHSM 1S BianoBigHOi VLAN).
0) Legacy Inter-VLAN Routing (ans 3'ennanns 3 SW_IIIb 2):

. Ha J1BOX (pizmuyHuX iHTepdeicax npuzHauntu [P-anpecu — nins VLAN A
ta 11t VLAN MGMT (nutro3u BiATIOBITHUX TAMEPEK);
. aKTUBYBaTH iHTEepdekicu koman oo NO shutdown.

8. Ha mapuipytuzaropi R_I11b 1 nanamrysatu DHCP-cepBep mist VLAN
A, VLAN B ta VLAN C. lns xoxxHoi VLAN cTBopuTH okpemuii myi aapec (ip dhcp
pool), Bkazatu Mepexy, 103 3a 3amoBuyBaHHsM, DNS-cepsepu (8.8.8.8, 8.8.4.4).
BuxmiounTtu 3 my’iB ajgpecH, mpU3HAuYeHl JJIi CTATUYHOTO BUKOPUCTAHHS (IILTIO3H,
KOMYTaTOpH).

9. HanamryBatun Bigmanenmii moctyn 4epe3 SSH 10 komyTaTopiB
SW IIIb 1, SW IIIb 2 Tta wmapmpytuzaropa R IIIb 1 uwepes VLAN MGMT
(xomytatrop SW1 — uepe3s VLAN B, ockinbku niBopyd Buaiienoi VLAN MGMT
Hemae). CtBoputu kopuctyBauiB Admin (privilege 15) Ta User (privilege 1) 3
naposem 1111. 3renepyBatu RSA-xmroui, yBiMKHYyTH SSHV2.

YBATI'A! Vci naponi juisi KOpUCTyBadiB Ta MapoJib Ha NPUBLICHOBAHUN PEXUM
noBuHHI OyTn 1111.

10. HanamryBatu po6oui cranmii WS I1Ib 1 ta WS IIIb 2 sk DHCP-
kiieHtd. [liaxmounta WS _TIIB 1 no mopty VLAN B wa SW_IIIb 1, nepeBiputu
orpuManHs [P-aapecu; motim nepemkHytd ued nopt y VLAN C 1 nepesiputu
oTpuMaHHs 1H1101 afapecu. Pobouy craniito WS _TIIb 2 miaxiarounTu 10 nopty VLAN
A na SW_IIIb 2.

11. IlepeBipuTH HasIBHICTb 3B'A3KY MK NpHUCTposiMU pi3HuX VLAN:

. 3 WS IIIb 1 (VLAN B na SW1) no WS IIIb 2 (VLAN A na SW2) —

ping depe3 MapIpyTU3aTop;

. 3 WS IIIb 1 (VLAN B na SW1) no Byznay VLAN C (na Tomy % SW1,

yepe3 MapIIpyTusarop) — ping;

. 3 pobouoi cTaHIli 10 aapec KepyBaHHs komyTaTopiB (SW2 — VLAN
MGMT, SW1 - VLAN B);
. BUKOHATH tracert qis cnocrepexkeHHs Mapuipyty (depe3 R1).

3adikcyBaTH pe3yabTaTH y 3BITI.

12. TlepeBiputu goctyn depe3 SSH 3 pobodoi cranmii 70 KOMyTaTOpiB Ta
mapipyrtusaropa (uepe3 VLAN MGMT, a 1o SW1 — uepe3 VLAN B).

13.  Hocnmigutu Tabaumi mapmpytu3saiii (Show ip route), tadmumi VLAN
(show vlan brief), cran TtpankoBux kanamiB (show interfaces trunk), cran
nigiarepdeiicis (Show ip interface brief), mpus'sisku DHCP (show ip dhcp binding).

14. BuBecTH Ta mpoaHanizyBaTu Qailnu KoHpIrypauii ycix KOMyHIKaliiHIX
pUCTPOiB Mepexi (show running-config).

15. TlpoaemMoHCTpyBaTH BUKOHAHY pOOOTY KEPIBHUKY MPAKTUKU Ta OPOPMHUTH 3BIT
32 3aHSTTSM.
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BAPIAHTHU IHAUBIAYAJIbHUX 3ABJIAHDb

BapiaHnTt BU3Ha4Ya€eTHCs 32 HOMEPOM CTIHKH, 32 SIKOIO MPAIIOIOTh CTYICHTH.

Taomung 3.2.
IHapamerpu IP-aapecauii mepe:ki
Ne IP-agpeca IP-agpeca IP-agpeca IP-agpeca Mpedixe
BapiaHTa VLAN A VLAN B VLAN C VLAN MGMT
1 191.C.S.0 192.C.S.0 193.C.S.0 10.C.S.0 124
2 192.C.S.0 193.C.S.0 194.C.S.0 10.C.S.0 124
3 193.C.S.0 194.C.S.0 195.C.S.0 10.C.S.0 124
4 194.C.S.0 195.C.S.0 196.C.S.0 10.C.S.0 124
5 195.C.S.0 196.C.S.0 197.C.S.0 10.C.S.0 124
6 196.C.S.0 197.C.S.0 198.C.S.0 10.C.S.0 124
7 197.C.S.0 198.C.S.0 199.C.S.0 10.C.S.0 124
8 198.C.S.0 199.C.S.0 200.C.S.0 10.C.S.0 124
9 199.C.S.0 200.C.S.0 201.C.S.0 10.C.S.0 124
10 200.C.S.0 201.C.S.0 202.C.S.0 10.C.S.0 124
11 201.C.S.0 202.C.S.0 203.C.S.0 10.C.S.0 124
12 202.C.S.0 203.C.S.0 204.C.S.0 10.C.S.0 124
13 203.C.S.0 204.C.S.0 205.C.S.0 10.C.S.0 124
14 204.C.S.0 205.C.S.0 206.C.S.0 10.C.S.0 124
15 205.C.S.0 206.C.S.0 207.C.S.0 10.C.S.0 124
16 206.C.S.0 207.C.S.0 208.C.S.0 10.C.S.0 124
17 207.C.S.0 208.C.S.0 209.C.S.0 10.C.S.0 124
18 208.C.S.0 209.C.S.0 210.C.S.0 10.C.S.0 124
19 209.C.S.0 210.C.S.0 211.C.S.0 10.C.S.0 124
20 210.C.S.0 211.C.S.0 212.C.S.0 10.C.S.0 124

Ipumimxka: C (class) — nomep ayauropii: s aya. 107 — 71, s ayn. 107a — 72, S (stand) — Homep

CTIMKH (3a3HaY€HO 3BEPXY CTIUKH).

YBATI'A! B 3anexHocTi BiJ TOJUHHM TNPOBEICHHS MPAKTUKH 3HAYEHHS MOXKE 3MIHIOBATUCH 3a
BHMOTOIO KepIBHHKA.
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Taomung 3.3.
ITapamerpu VLAN Ta nopriB KOMyTaTOpiB

Ne VLAN VLAN VLAN VLAN Native
papianra | A B c MGMT SWI-R (trunk) VLAN
1 10 20 30 100 trunk B
2 11 21 31 200 trunk + nonegotiate C
3 12 22 32 300 trunk B
4 13 23 33 400 trunk + nonegotiate C
5 14 24 34 500 trunk B
6 15 25 35 600 trunk C
7 16 26 36 700 trunk + nonegotiate B
8 17 27 37 800 trunk C
9 18 28 38 900 trunk + nonegotiate B
10 19 29 39 110 trunk C
11 30 40 50 120 trunk + nonegotiate B
12 31 41 51 130 trunk C
13 32 42 52 140 trunk + nonegotiate B
14 33 43 53 150 trunk C
15 34 44 54 160 trunk + nonegotiate B
16 35 45 55 170 trunk C
17 36 46 56 180 trunk + nonegotiate B
18 37 47 57 190 trunk C
19 38 48 58 210 trunk + nonegotiate B
20 39 49 59 220 trunk C
3MICT 3BITY 3 3AHATTA

3BIT 3 3aHATTS IIOBUHEH MICTHTH:

1. Howmep, TeMmy Ta meTy 3aHATTS.

2. KopoTki TeopernyHi BiloMOCTi (32 BIAaCHUM KOHCIEKTOM, 00cArom 2—3

CTOpIHKM) 3 TAKUX MMUTaHb: BIPTyasbH1 JoKalbHI Mepexi VLAN, cnocobu opranizanii
Inter-VLAN Routing (Legacy Ta Router-on-a-Stick), Tpankouii nmpotokon 802.1Q,
nigiaTepdeiicu mapupyTtuzaropa, Management VLAN, DHCP y mepexi 3 VLAN.

3. [lepenik BUKOpUCTAHOTO OOJaAHAHHS Ta MPOTPAMHOT0 3a0€3MEUYEeHHS.

4, Cxemy (®OTO) nodynoBaHOi Mepexkl 3 MO3HAYEHHSAM YCIX MPUCTPOIB
(R_ITIb_1, SW_ITIb 1, SW _IIIb 2, WS TIIb 1, WS _IIIb_2) ta inTepdeiicis.

5. Po3pobneny cxemy IP-ampecanii y Burisiai Tabn. 3.1 3 KOHKpETHUMHU
3HaYEHHSIMU.

6. Jlictuarn komaH (200 CKPIHIIIOTH) 3 pe3yJbTaTaMU BUKOHAHHS, a CaMe:

. crBoperHss VLAN Ta HamaromkeHHs access/trunk-mopriB Ha 000x

KOMYTaTopax;

. HaytaropkeHHs maintepdeiicie (Router-on-a-Stick);

. Hayaro/pkeHHs Qisuunux intepdeiicis (Legacy Inter-VLAN);

. HanaroxeHHs: DHCP-cepBepiB 111 VLAN A, B ta C;
. nanarokeHas SSH ra VLAN MGMT;
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. pesynbratd  show vilan brief, show interfaces trunk, show ip
interface brief;

. pe3ynbratu otpuManHs [P-aapec pobounmu craniismu (ipconfig /all);

. pesyibratu Show ip dhep binding;

. pe3ynbTaTu nepeBipku 3B's13ky Misxk VLAN (ping, tracert);

. pe3yNbTaTH MiAKIIoueHHs yepe3 SSH;

. BMicT running-config ycix npuctpois.

1. Omnuc poGeM, 0 BUHUKIIHU 11T Yac BUKOHAHHS 3aBJIaHHS, Ta MUISIXH 1X
YCYHCHHSL.

8.  BHCHOBKH 10O 3aHITTIO.

TEOPETHUYHI BIJOMOCTI

3azanvhi gioomocmi npo VLAN y konmekcmi mapuwipymu3zauii

VLAN (Virtual Local Area Network) — 1ie joriyde cerMeHTyBaHHS MEPEKi Ha
pIBHI KOMyTaTopa, fIK€ J03BOJII€ OO0'€qHYBaTH MNOPTH Yy TPYNH HE3aJEKHO BIA
¢di13uuHoro posramryBanHs npuctpoiB. Koxkna VLAN ¢yHkiioHye K OKpeMui
IIMPOKOMOBHHUH foMeH: broadcast-tpadik onniei VLAN He nmponukae B iHmry. J{ns
inentudikamii kaapiB ctanaapt IEEE 802.1Q nonmae no Ethernet-kaapy 4-6aittoBuit
ter 3 mojeM VLAN ID (12 0it, nianazon 1-4094). JletansHuit onuc crpykrypu VLAN
ta ¢popmary kanpy [EEE 802.1Q HaBeneHo y TEOpETUYHUX BIJOMOCTSX 3aHITTS No 2.

Cnocoou opeanizauii mapuwpymuszauii mixc VLAN (Inter-VLAN Routing)

Ockinbku koxHa VLAN yTBOpro€ OKpeMuil MIMPOKOMOBHUI JIOMEH 3 BIACHOIO
IP-mameperxero, 3B'430k Mk npucTposiMu pizHuX VLAN BuMarae mapuipyTtu3alli Ha
TpeTboMy (MepexxHoMy) piBHI Mozeni OSI. KoMmyTtaTop apyroro piBHs 130110€ Tpadik
Mk VLAN Ha KaHaabHOMY PiBHI — MapumipyTH3aTop ab0 KOMYTaTop TPEThOTO PiBHS
nekarcytoe kaap IEEE 802.1Q ta npuiiMae pimieHHs PO MepecusiaHHs Ha MiICTaBl
IP-anpecu mpu3HaueHHs y TaOIMIlI MapHIpyTu3aiii (mepeBipseTbcss KOMaHI010 SNOW
ip route). IcayroTs 1Ba 0OcHOBHUX criocoOu opranizarii Inter-VLAN Routing.

1. Legacy Inter-VLAN Routing — mapmpyTtu3aTop MiIKIIOYAETBCS JI0
KoMyTaTopa okpemMuM (izuunuM kaHaioM st koxxHOT VLAN. Kosken intepdeiic
MapuipyTu3atopa mae [P-aapecy BiloOBiIHOT MiAMEPEXi Ta BUKOHYE POJIb ILTIO3Y 32
3amMoBUyBaHHsIM 111 npuctpoiB 1iei VLAN. Iloptu komyrtaropa, 10 SAKUX
MIIKJIIOYEHUA MapIIpyTU3aTOP, HAAIITOBYIOTHCS Y PEXKUMI access JJi BIANOBIIHUX
VLAN. OckinbKu KOMYTaTOp JAPYroro piBHSA HE Ma€ TAOMMIN MapuipyTusalii, s
ympaBiiHCbkoro Tpadiky Management VLAN Ha HbOMYy 3a7aeThcs KOMaHma Ip
default-gateway.

llepesaca — mpocTOTa HAJAMITYyBaHHS (KOXKEH 1HTEpQeic MaplipyTH3aTopa
KoH(pIrypyeThcs sik 3Buuaiinuii Ethernet-intepdeiic 6e3 crenianbHOl 1HKANCYJISIIIT).
Heoonik —oTpeba y BeNMKiN KUTBKOCTI (I3UYHHUX THTEPPEHCIB (M0 OTHOMY Ha KOKHY
VLAN); metroa He maciuTalbyeThest pu 3011bIIeHH] KiibkocTi VLAN.
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Hpuxaan nanamrysanus Legacy aias nBox VLAN (VLAN 10 i VLAN 20):
KomMyTaTop — mopTH y pexxumi access

Switch(config)# interface fa0/1
Switch(config-if)# switchport mode access
Switch(config-if)# switchport access vlan 10
Switch(config-if)#exit

Switch(config)# interface fa0/2
Switch(config-if)# switchport mode access
Switch(config-if)# switchport access vlan 20

MapupyTuzarop — okpemuii inTepdeiic Ha kosxkny VLAN

Router(config)# interface fa0/0

Router(config-if)# ip address 192.168.10.1 255.255.255.0
Router(config-if)# no shutdown

Router(config-if)#exit

Router(config)# interface fa0/1

Router(config-if)# ip address 192.168.20.1 255.255.255.0
Router(config-if)# no shutdown

2. Router-on-a-Stick Inter-VLAN Routing — MapuipyTru3atop miaKIF09aeThCs
70 KoMyTaropa OAHMM (Gi3MYHMM KaHaioM y pexumi trunk. Ha ¢ismunomy
iHTepdeicl MappyTU3aTopa CTBOPIOIOTHCS JIOTIYHI miiHTepdelcu — Mo 0OJHOMY Ha
koxHy VLAN. Ilimiarepdeiic mepexoauTh y CTaH up/up JuIIe MICIAsS aKTUBAIli
0aTbhKiBChKOTO (Pi3uyHOTO 1HTEpdercy koMaHa00 no shutdown — 6e3 1bOro >KojeH
nigiHTepdeic He mpaioBatuMe. MapipyTH3aTop y bOMY PEXUMI HE € YYAaCHUKOM
STP 1 He BruMBae Ha BUOIp KOPEHEBOTO MOCTA.

llepesaca — onun i3nuHuil iHTepdeiic s Oyab-sikoi kiibkocTi VLAN.
Heoonik — Bech MixVLAN-Tpadik npoxoauts yepe3 oauH trunk-kaHal, 110 MOKe
CTaTH BY3bKUM MICIIEM IIPU BEJTUKUX 00csATax Tpadiky.

[Tpuknaa nanamryBanua Router-on-a-Stick nns VLAN 10, 20 ta Management
VLAN 100:

Komytarop — trunk 1o MapmiipytuszaTopa, access 10 XOCTiB

Switch(config)# interface fa0/24

Switch(config-if)# switchport mode trunk
Switch(config-if)# switchport trunk native vlan 100
Switch(config-if)#exit

Switch(config)# interface fa0/1

Switch(config-if)# switchport mode access
Switch(config-if)# switchport access vlan 10
Switch(config-if)#exit

Switch(config)# interface fa0/2

Switch(config-if)# switchport mode access
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Switch(config-if)# switchport access vlan 20

Mapuipytuzarop — aktuBailis $Gi3ugHoro iHTepdercy (000B'SI3KOBHUM TEpIIHit
KpOK)

Router(config)# interface fa0/0
Router(config-if)# no shutdown

[MigiaTepdetic ans VLAN 10

Router(config)# interface fa0/0.10

Router(config-subif)# encapsulation dotlq 10
Router(config-subif)# ip address 192.168.10.1 255.255.255.0
[TimiaTepdetic mis VLAN 20

Router(config)# interface fa0/0.20

Router(config-subif)# encapsulation dotlq 20
Router(config-subif)# ip address 192.168.20.1 255.255.255.0
[MigiaTepdetic s Native VLAN 100 (Management)
Router(config)# interface fa0/0.100

Router(config-subif)# encapsulation dotlq 100 native
Router(config-subif)# ip address 192.168.100.1 255.255.255.0

[TopiBHSAIBHY XapaKTEPUCTUKY 000X METOIB HaBeeHO Yy Taou. 3.4.

Tabmuus 3.4.
IopiBusinas metoxiB Inter-VLAN Routing
Kpurepiii Legacy Router-on-a-Stick

@izuyHuX iHTEpPeiiciB ITo onmHomy Ha VLAN Opun mis Bcix VLAN
MacuraboBaHiCTh Huspka Cepenns

[TpomyckHa 37aTHICTD Oxkpemmnii kanan Ha VLAN CrninpHuit trunk-kanan

VYyacte y STP Hi Hi
CkJ1agHICTh HAJIAIITYBAaHHS Hwuxua Cepenns
PexoMenayeTncs npu 2-3VLAN Jo 8-10 VLAN

Hioinmepgeiicu mapuwpymuzamopa

IMininTepdeiic (subinterface) — noriunuii iHTepdeiic, cTBOopeHHi Ha Oa3i
¢13uunoro Ethernet-intepdeiicy mapupytusaropa. Koxken nigintepdeiic oociyropye
Tpadik koHkpeTHOi VLAN 1 Mae BnacHy [P-agpecy — muito3 3a 3aMOBUYBaHHSM IS
npuctpoiB 1miei VLAN. [Ilicma KOpekTHOro HajamTyBaHHS —migiHTepdeiic
BioOpaxkaeThcst y Tabmumi Mapripytusanii sk 3amuc tamy C (Connected) —
BIJICYTHICTH TAKOTO 3aIUCY € TIEPIIOI0 03HAKOIO MOMUIIKHU (TIEPEBIPSETHCS KOMAH]IO0
show ip route).

CuHTaKCUC CTBOPEHHS MiIIHTepdercy:
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Router(config)# interface interface-type interface-id.subinterface-id

ne  subinterface-id — uucnoBmii inenTudikatop nigiaTepdency (PeKOMEHIYEThCS
BUKOpHUCTOBYBaTH HOMep VLAN 11 3py4HOCT).

[Mopsiiok HamamTyBaHHS € 0OOB'SI3KOBUM: CIIOYATKY 3aJaeThcsi encapsulation
dotlq, i nmme micns — ip address. 3BopoTHuil mopsmok Ha nesikux Bepcisix [0S
HIOBEPTA€E MIOMUJIKY.

Router(config-subif)# encapsulation dotlq vlan-id native
Router(config-subif)# ip address ip-address subnet-mask

ae  vlan-id — momep VLAN, HeoOoB'si3koBHiA mapamerp Native Bkasye, IO I
VLAN e Native VLAN — ii kaapu nepenatothest y trunk-kanam 0e3 tery. Native
VLAN mae 36iraTucst Mi>k MapiipyTu3aTOpoOM 1 KOMyTaTOPOM, 1HAKIIIE BUHUKHE TIETJIS
abo BTpara Tpadiky.

Cran migiatepdeticiB nepeBipserscs komanmamu show ip interface brief ta
show interfaces interface-id.subinterface-id.

DHCP y mepexci 3 VLAN

[Tpu BuKkopucranni mapuipytuzatopa sk DHCP-cepBepa koxxna VLAN Bumarae
okpemoro DHCP-nyny, ockinbku koxkHa VLAN € okpemor [P-migmepexero.
Komanga ip dhcp excluded-address 3amaerbest 10 CTBOPEHHS ITyJly Ta BUKJIIOYAE
ajpecy, Mpu3Ha4YeHi cTtaTnyHo — numo3y, DNS-cepBepa tomo. 3nauenns default-
router mae 30iratucs 3 IP-ampecoro migiHTepdeiicy mapiipyTuzaropa s JaHOI
VLAN.

Hpuxknax HanamryBanast DHCP aas VLAN 10 i VLAN 20:

BukmrouenHs cTaTHYHUX ajipec

K’buter(config)# ip dhcp excluded-address 192.168.10.1 192.168.10.10
Router(config)# ip dhcp excluded-address 192.168.20.1 192.168.20.10

I:I.yn it VLAN 10

Router(config)# ip dhcp pool VLAN10
Router(dhcp-config)# network 192.168.10.0 255.255.255.0
Router(dhcp-config)# default-router 192.168.10.1
Router(dhcp-config)# dns-server 8.8.8.8

Hyﬂ s VLAN 20
I'R.’E)uter(config)# ip dhcp pool VLAN20
Router(dhcp-config)# network 192.168.20.0 255.255.255.0

Router(dhcp-config)# default-router 192.168.20.1
Router(dhcp-config)# dns-server 8.8.8.8
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JliarHocTHKA Ta Bepu(ikamis

OCHOBHI KOMaH/I1 JIIarHOCTUKH TIpeACTaBieH1 y Tao. 3.5.

Taomung 3.5.
OcHoBHni komanau giarnocTuku Inter-VLAN Routing
Komanna IIpusHayeHHs
show vlan brief Crucok ycix VLAN Ta mopTiB, {0 10 HUX HaJIeXaTh
show vlan vlan-id JeranbHa inpopmanis npo koukpeTny VLAN
show interfaces trunk CraH TpaHKOBUX KaHaTiB Ta g103BosieHi VLAN
show interfaces interface-id switchport | Pexum nopty (access/trunk), VLAN
show ip interface brief Kopotkwii craryc ycix intepdeiicis Ta IP-aapec
show ip route Tabnuis MapipyTu3arii
show ip dhcp binding Bunani DHCP-anpecu
show ip dhcp pool [Tapamerpu DHCP-myiB
show interfaces interface- C .. deii
id.subinterface-id Tat MATHTepReucy
show ip dhcp conflict Kondguiktu DHCP-aapec (ny6mroBanns IP)
show interfaces interface-id status Cran iaTepdeticy: up/down, MBUAKICTH, TYILUIEKC

Pexomenoosana nociiooeHicms nepesipKu nicis 3a8epuieHHsA HAlauimyeaHnbs

JIJ1s1 KO’KHOT KOMaHIM MOKa3aHO XapaKTEePHUI BUBIJ Ta MOSICHEHHS KIIFOUOBUX
TOJIIB.
1. I[TepeBipka VLAN 1 nopTiB KOMyTaTopa.

Switch# show vlan brief

VLAN Name Status Ports

1 default active Fae/3, Fa@/4, Fa@®/5, Fa@/6
10 STUDENTS active Faoe/1

20  TEACHERS active Fao/2

100 MANAGEMENT active

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

Vi nanamroBani VLAN (10, 20, 100) npucyTH1 y TaOauIll Ta MalOTh CTaTycC
active. IToptu Fa0/1 i1 Fa0/2 npusnaueni 7o VLAN 10 i 20 Biamosigno. VLAN 100
(Management) He Ma€ access-TIOPTiB — 11€ HOpMa, SIKIII0 BOHa BUKOPHUCTOBY€THCS JIUIIIE
JUTsE yripaBiiHHA KomyTatopoM. Skio nmotpioHa VLAN BijcyTHS y CIUCKY — BOHA HE
Oyna cTBopeHa koman 010 vlan vlan-id abo mopt He 107aHO 110 Hel.

2. [Tepesipka trunk-kanainy.
Switch# show interfaces trunk

Port Mode Encapsulation Status Native vlan
Fao/24 on 802.1q trunking 100

Port Vlans allowed on trunk

Fao/24 1-4094

Port Vlans allowed and active in management domain

Fao/24 1,10, 20,100

Port Vlans in spanning tree forwarding state and not pruned
Fa0/24 1,10,20,100

[Toptr Fa0/24 3uaxoauthest y crani trunking, imkancyssmis 802.19. Native
VLAN — 100, o BiAmoBifae HalalITyBaHHIM MapiupyTtusaTopa. Y psaky Vlans
allowed and active npucythi Bci Tput VLAN (10, 20, 100) — 11e miaTBepIKye, 0 BOHH
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CTBOPEHI Ha KOMYyTaTOopi 1 mpormyckarThes uepes trunk. Sxmo skoice VLAN Hemae y
IIbOMY PSAJIKY — BOHa He OyJla CTBOpEHA Ha KOMYTaTOpi, HaBiTh SIKIIIO HAJAIITOBAaHA HA
MapIIpyTU3aTOoPi.

3. [TepeBipka migiaTepdeliciB MapupyTu3aTopa.
Router# show ip interface brief

Interface IP-Address OK? Method Status Protocol
FastEtherneto/0 unassigned YES unset up up
FastEtherneto/e.10 192.168.10.1 YES manual up up
FastEtherneto/0.20 192.168.20.1 YES manual up up
FastEthernet0/0.100 192.168.100.1  YES manual up up

®iznunmii inTepdeiic Fa0/0 — up/up 6e3 IP-aapecu (Hopma a1t Router-on-a-
Stick). Yci tpu migiHTepdeiicu — up/up 3 npaBwibHuMHu [P-ampecamu. Skio
niginTepderic down/down — OarbkiBebkuii iHTepdelic Fa0/0 He axtuBoBanuii (NO
shutdown). Skmo up/down — mpobirema Ha KaHAIBLHOMY piBHI: MEPEBIPUTH
encapsulation dotlq Ha migiaTepdetici Ta pexkum trunk Ha KomyTaTopi.

4. TlepeBipka TaOIUIII MapIIPyTH3AIIIi.
Router# show ip route
Codes: C - connected, S - static, R - RIP,
Gateway of last resort is not set
192.168.10.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.10.0/24 is directly connected, FastEthernet@/0.10

L 192.168.10.1/32 is directly connected, FastEtherneto/0.10
192.168.20.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.20.0/24 is directly connected, FastEtherneto/0.20

L 192.168.20.1/32 is directly connected, FastEthernet@/0.20
192.168.100.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.100.0/24 is directly connected, FastEthernet0/0.100

L 192.168.100.1/32 is directly connected, FastEthernet0/0.100

st xoxkHoro miginTepdeiicy npucytHiil 3anuc C (Connected) — migmepesxka

oesmocepennbo miakmodena. 3ammc L (Local) — ampeca camoro iHTepdeiicy

mapupytuszaropa. HasiBHICTH ycix Tpbox 3amuciB C MIATBEPIKYE KOPEKTHE
HanamryBaHHs Inter-VLAN Routing. BiacyThiii 3anuc C aig sikoice VLAN o3Hauae,

110 BiAmoBiaHui niginTepderic He orpuman [P-anpecy abo nepedysae y crani down.

5. Ilepesipka DHCP.
Router# show ip dhcp pool

Pool VLAN10O :

Utilization mark (high/low) 100 / ©
Subnet size (first/next) : 0/ 0
Total addresses : 254
Leased addresses : 2
Pending event : none

1 subnet is currently in the context :
subnet : 192.168.10.0 mask : 255.255.255.0

Leased addresses : 2
Excluded addresses: 10
Pending event ! none
Pool VLAN20O :
Utilization mark (high/low) : 100 / @
Total addresses : 254
Leased addresses 1
subnet : 192.168.20.0 mask : 255.255.255.0
Leased addresses : 1

Excluded addresses: 10
[Tone Leased addresses moka3ye KiJbKiCTh BHAAHUX aApeC Y KOXKHOMY IIyJIi.
Slkmo Leased addresses: O nmpu HasiBHOCTI akTHBHHX KiieHTIB — DHCP-3anutu He
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JIOXOIATh 70 Mapmpyrtuszaropa: mnepesipuru default-router y mym Tta cran
niginTepdeiicy.

Router# show ip dhcp binding

Bindings from all pools not associated with VRF:

IP address Client-ID/ Lease expiration Type
Hardware address/
User name
192.168.10.11 0100.50ab.cd12.34 Mar 01 2026 09:15 AM Automatic
192.168.10.12 0100.50ab.cd56.78 Mar 01 2026 ©9:22 AM Automatic
192.168.20.11 0100.50ab.ef34.90 Mar 01 2026 09:18 AM Automatic

Tabmuus Bumau: [P-agpeca, MAC-anpeca Kii€eHTa Ta 4ac 3aKiHUCHHS OPCH/IN.
[Toposxus Tabauist mpu HasiBHOCTI KiTieHTIB y Mepexi — DHCP He npatitoe: mepeBiputu

encapsulation dotlq na migiatepdeiicax Ta BiAMOBIIHICTH MiIMEPEXK Y IyJIax.
Router# show ip dhcp conflict

IP address Detection method Detection time VRF
192.168.10.15 Gratuitous ARP Mar 01 2026 08:45 AM

Anpeca 192.168.10.15 BusBieHa sk KOH(IIIKTHa (JIBa MPUCTPOi MaKOTh
onHakoBy [P). MapuipyTuzaTop aBTOMaTUYHO BUKJIIOYA€ KOHMIIKTHI aapecH 3 myJy.
Jlist BupimieHHsT KOHQJIIIKTY: YCYHYTH CTaTHYHE MPU3HAYCHHS aJpecH Ha KIIIEHTI,
HoTiM oYuCTHUTH 3amuc komanzoro clear ip dhcp conflict 192.168.10.15 a6o clear ip
dhcp conflict *.

6. [lepeBipka crany iHTepJeiciB
Router# show interfaces fastEthernet 0/0.10

FastEthernet@/0.10 is up, line protocol is up
Hardware is Fast Ethernet, address is 0050.abl12.3456
Internet address is 192.168.10.1/24
Encapsulation 802.1Q Virtual LAN, Vlan ID 10.
ARP type: ARPA, ARP Timeout 04:00:00

5 minute input rate 1000 bits/sec, 2 packets/sec
5 minute output rate 500 bits/sec, 1 packets/sec
1523 packets input, 182760 bytes
1204 packets output, 144480 bytes

Pagox Encapsulation 802.1Q Virtual LAN, Vlan ID 10 mniareepmxye
npaBuiIbHY 1HKancyJsmiro. Jliunasauku packets input/output mokasyoTh HasIBHICTD

TpadiKy — HyJIl IPH aKTUBHUX KJIII€HTAX BKA3YIOTh Ha MPOOJIEMY 3 JJOCTABKOIO KaJIpiB.
Switch# show interfaces fastEthernet 0/24 status
Port Name Status Vlan Duplex Speed Type
Fao/24 connected trunk a-full a-100 10/100BaseTX

Craryc connected, pexum trunk, mWBHIKICTE Ta IYIJICKC Y3TOKEHI
aBroMatruHo (a-full, a-100). SIkmo notconnect — ¢iznyna npobdiiema 3 kadeaem abo
SFP. fxmo err-disabled — crpamtosaB 3axuct (PortFast, BPDU Guard abo port
security).

Tunosi nomuxku npu nanazooxycenni Inter-VLAN Routing
1. HiginTtepdeiic cTBOpeHo, ajle He AaKTHBOBAHMH 0aTbKiBCbKHIl
¢iznunmii intepdeiic. [Tigintepdeiicu (Fa0/0.10, Fa0/0.20, ...) He MOXXyTh MaTH CTaH
up/up, ko 6aTekiBchkuii ¢i3uunuii inTepdeiic (Fa0/0) —y crani shutdown. [Tommnka
4acTO BWHHUKAE TPH KOIMIIOBaHHI KOHIryparii, kKoiu 3a0yBaloTb BUKOHATH NO
shutdown nHa ¢iznuHomy inTepdeiici. [lepesipstu komanaoro show ip interface brief
— ¢13uuHMit iHTep(deiic MOBUHEH MaTH CTaH up/up 6e3 mpusHauenoi [P-agpecu.
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2. Hepipunii VLAN-ID y komanai encapsulation. Komanpga
encapsulation dotlq vlan-id wa migiarepdetici 3amae, mig sikoi VLAN Oyme
MapuipyTu3yBaTtucs Tpadik. SKIIO TyT BKa3aHO HEICHYHOUMM a00 HEKOPEKTHUMN
VLAN-ID — makeru miei VLAN ne mapmpytusyBatumyThecsi. VLAN-ID moBuneH
30iraTucs 3 TUM, 110 HAJIArOHKCHUI HA KOMYTATOPIi.

3. Native VLAN Ha migintepgeiici. 3a 3amoBuyBanHsM kaapu Native
VLAN nepenatotecsi Tpankom BE3 tery. Tomy Ha mimiHTepdeiici, 1o BiamoBigae
Native VLAN, moTpiOHO nojmaTu KiIr04oBe ciioBo Native y komanmi encapsulation:
encapsulation dotlqg vlan-id native. be3 poro mMapupyTHU3aTOp OYiKy€ TETOBaHHN
Tpadik, a OTpUMye HeTeroBaHuii — 1 Bigkupae Horo. Skmo Native VLAN He
BUKOPUCTOBYETHCS ISl MapIIpyTU3allii, 10 MpobdieMy MOXHa OOIWTH, BUAAIUBIIN
Native VLAN 3 allowed-cnucky TpaHka.

4, Trunk Ha komyrtarTopi, aje access Ha MapmpyTuszaropi (ado
HaBnaku). Jlns Router-on-a-Stick mopT komyTatopa, A0 SKOTO IMiIKIIOUEHUN
MapuIpyTH3aTop, 00O0B'SI3KOBO MOBUHEH OyTH y pexkumi trunk (e access). [Hakmie
MapuIpyTU3aTOp OTpUMyBaTuUMe TiUIbKU Kaapu oaHiei VLAN, 6e3 rteriB. [lomumka
4acTo MpOSIBISAEThCA Tak: ogHa VL AN mMapupyTusyeTbes, a 1HII — Hi.

S. IIls1r03 32 3aMOBYYBAHHAM HE HAJIATOJKEHUH HA POOOYMX CTAHLIAX.
PoGoui craHiii MOBMHHI MaTH INUIIO30M 3a 3amMoBYyBaHHAM [P-ampecy cBoro
nigiTepdeiicy mapumpyrtuzatopa (Hanpukman, mas VLAN 10 3 mepexero
192.168.10.0/24 — ue 192.168.10.1). SIkmio numo3 He 3agaHo abo 3a7aHO HEBIPHO —
MAKeTH HE BUXOMSATH 32 MexXI1 nmiamepexi. [lepeBipsti Ha poOoUiil cTaHIli KOMaHAOK0
ipconfig (Windows) a6o ip route show (Linux).

6. HesBipue HnHanaromkenHss DHCP-relay npum unenrpasizoBaHomy
DHCP-cepBepi. Sxmo DHCP-cepBep 3HaxomuThbcsl 1M03a MiIMEPEKEIO KIIEHTA
(manpuxnan, y management-VLAN), Ha miginTepdeiici mapuipytuzaTtopa y
kiaientcekii VLAN motpioHo HanamtyBaru ip helper-address server-ip. bes mporo
DHCP-mmupokoMoBIieHHS HE TEPECUIIAEThCS Yepe3 MapUIpyTHU3aTop 1 KIIEHTH He
oTpuMytoTh [P-aapecy. SIKIo Kii€eHTH OTPpUMYIOTH aapecy Bia «uyxoro» DHCP —
nepeBipuTH, U Hemae y mepexi rogue-DHCP-cepaepa.

7. Inter-VLAN He mnpamioe 4epe3 noMwiku subnet-mask Ha
niginrepdeiici. Sxkmo Ha miginTepdeiici 3anana [P-agpeca 3 1HIIIOI MacKoOw, HIX Y
kiieHTiB VLAN — nmaketn o kiieHTa (OpMalbHO HAYTh y I1HINY MiAMEPEKY,
MapuipyTHU3aTop He MoXe ix aoctaBuTh. Yci IP-anpecu B oaniit VLAN (iHTepdeiic
MapuIpyTHU3aTopa + KJI1E€HTH) MOBUHHI OYTH B OJHIM MiAMEPEkK1 3 0JJHAKOBOIO MACKOIO.

8. IIpn Buxopucranni Legacy Inter-VLAN mapumpyruszaTop He Mae
A0cTaTHbO (pizmuHuX inTepdeiiciB. Meron Legacy Bumarae no ogaomy Gi3M4HOMY
iHTepdeiicy MapipyTtusaropa Ha kokHy VLAN, o mapmipyTtusyetsest. Axmo VLAN
ounbimie, HIX 1HTepdeticiB, yactuna VLAN He mapmpyTtusyethes. Ile 1 € ocHOBHa
nmpuurHa nepexoay Ha Router-on-a-Stick. J{ns macmrabuux mepex (6arato VLAN)
Legacy-metos HE MiIXOIUTh.
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KOHTPOJIBHI 3AIITUTAHHSA

1. [Ilo Take BipTyansHa JokaibHa Mepexa (VLAN)? Ski ocHOBHI nepeBaru
Hajgae BukopuctanHs VLAN y koMmyToBaH1i Mepexi?

2. Yomy pana 3alesnedyeHHs 3B'A3Ky MDK HOpucTposMu pizHux VLAN
HEOOX1THUN MapuIPyTU3aTOp a00 KOMYTaTOp TPETHOTO PiBHS?

3. UwuM BiApi3HAETHCS PEXKHUM MOPTY ACCESS Bix pexkumy trunk? SIki komanu
BUKOPHUCTOBYIOTHCS JJIs1 HAATOJKEHHS KOKHOTO 3 PEXKUMIB?

4. o take TpankoBuit mportokon |EEE 802.1Q? Sk Bin 3abesmeuye

nepenavy tpadiky nexinmpkox VLAN no onHomy izuunomy kanamy?

5. o Take Native VLAN? Yomy 3 MipKyBaHb O€3IEKH PEKOMEHIYETHCS
smiHtoBaT Native VLAN 3 VLAN 1 Ha iH11y?

6. Onumrite crocid Legacy Inter-VLAN Routing. fIki fioro mepeBaru Ta
HEJIOIIKU?

7. Onmmnite cmoci6 Router-on-a-Stick Inter-VLAN Routing. fki #oro
nepeBaru Ta HeJIOJMIKU ?

8. [Ilo Take miminTepdeiic MmapumpyTtuzatopa? SKMMH KOMaHJIaMHU BiH
CTBOPIOETHCS Ta HAJIATOJKYETHCA?

9.  Slke mpusHaueHHs komauau encapsulation dotlq vlan-id? Ha skomy piBHi
Mozeni OSI BoHa npaiiroe?

10. Ilo rake Management VLAN? YoMy s KepyBaHHS PEKOMEHIYETHCS
BUAUIITH okpeMy VLAN?

11. Sk namamtyBatu IP-ampecy mns kepyBanHs Ha komyTtatopi Cisco 3a
nornoMororo iHTepdeiicy Management VLAN?

12.  Sx wanamryBatu DHCP-cepBep Ha wmapuipytuzatopi Cisco ans
nexubkox VLAN? Yomy nist koxxHOT VLAN CTBOPIOETHCSI OKpEMHUIA 1y 1?

13. Slkumm xkomaHmamu ShOW moxkHa niepeBiputd ctaH VLAN, TpaHkoBUX
KaHaJIiB Ta MmiiHTepdencin?

14. Io BimOyBaetrbcst 3 kaapom Ethernet mpu ioro mnepexoai uepes
TpankoBui kaHai 802.1Q7? Sk mapmpyTtuzarop BusHavae, 10 skoi VLAN Hanexutsb
Kaap?

15. Sk 3abe3neuntu goctyn uepe3 SSH no0 komyTatopa muiie dYepes
Management VLAN?

16. Sk opranizyBaTH KepyBaHHS KOMYTaTOpPOM, Ha SIKOMY HEMae BUAIICHOI
Management VLAN (Hanpukian, JiBuUM KoMyTatopoM y cxemi Router-on-a-Stick)?
Yepes sxy VLAN y npoMy BUNaaKy npusHadaroTh [P-agpecy kepyBaHHs?

17. Yomy npu Bukopucrtanni Legacy Inter-VLAN Routing nist nBox VLAN
(manpuxmnan, VLAN A ta VLAN MGMT) na mapmipyTuzatropi noTpiOHI ABa OKpeMi
¢iznuni (routed) inTepdeiicu? Ynm 1ie BiapisHseThes Bia Router-on-a-Stick?

TexHo102iYHa npakmuKka YacmuHa 2. MemoduyHi pekomeHdayii 67



SAHATTA Ne 4

JOCJIKEHHS TA HAJIAT'OJ[DKEHHSI MAPIIPYTHU3 AL MIK
BIPTYAJIbBHUMMU JIOKAJIBHUMHU MEPEKAMM HA BA3I
BATI'ATOPIBHEBHUX (L3) KOMYTATOPIB CISCO

Merta 3aHATTS: 03HAMOMUTHUCS 3 IPUHIMIIAMU OpTaHi3allii MapIIpyTU3AIil MiXK
BIpTyaJIbHUMH  JoKanbHUMH  Mepexamu  (Inter-VLAN  Routing) Ha  06asi
OararopiBHeBuX Kkomyrtaropis (Layer 3 Switches); po3rIssHYyTH BHKOPHCTAHHS
iaTepdeiiciB SVI (Switch Virtual Interface) ta mapmipyTr3oBaHUX TOPTIB (routed
port); OTpHMATH NPAKTHYHI HABMYKM HanaropkeHHs SVI, TpaHKOBHX KaHAiB,
MapIIpyTH30BaHUX TOPTiB Ta areHra petpancisinii DHCP (ip helper-address);
3aCBOITH MpUHIUIHU B3aeMoii L3-komyTtaropa 13 30BHimHIM DHCP-cepBepom uepes
mexanizm DHCP relay.

Oonaonanna ma npozpamue 3a0e3neueHns

JJis BUKOHAHHS 3aHATTA Ha pOO0OYOMY MICIII CTy/IeHTa Ma€ OyTH HAassBHUM TaKe

oOnaHaHHS Ta MporpaMHe 3a0e3MeUCHHS:

1. Mapmpytu3zarop Cisco cepii 1841/2801/2811/2821/2901/2911/2921 — 1 .

2. bararopiuesuii komytatop Cisco cepii Catalyst 3560/3650/3750/3850 (3
iATPUMKOIO 1p routing Ta SVI) — 1 mir.

3. Keposanuii komyTatop Cisco cepii Catalyst 2960 (mogem WS-C2960-24TT-L
a0bo WS-C2960-48TT-L) — 2 .

4. Po6oui crantii (ITIK abo HOyTOYyKHM) 3 onepartiiinoro cuctemoro Windows/Linux
— HE MEHIIIE 2 MIT.

5. Koncounbnuii kabens Cisco (rollover) 3 konektopom RJ-45 Ta nepexinHukom
Ha USB a6o0 COM-nopt — 1 mir.

6. Ethernet-kabeni npsimoro tuny (T568B) kareropii Cat Se/Cat 6 — He MeHIe 5
IIIT.

7. TepminanbHa mnporpama-emynarop (PuTTY, Tera Term, SecureCRT a6o
aHaJIori4Ha) — BCTAHOBJICHA HA pOOOYMX CTaHIIISIX.

Cxema nioKknrouenns

Mepexa A (LAN — VLAN A, B, MGMT)

SW_NIB_1

MLS_MI6_1
SV - Ip routin

WS_nis_1 WS_ni6_2

Puc. 4.1. Cxema mMepexi, 10 OyIyeTbCs y MEKax 3aHsTTS
Ipumimka: 1115 HeoOXiaHO 3a3HaYaTH y CKOPOUYCHOMY (hOpMATi, SIKHil BIAMOBIIA€ JTOTIHY IS BXOIY
Ha riatdopmy learn. Ilpukmnan: skuo joriH it Bxoxy Ha learn — kbl kmd, To Ha3Ba komyTaTopa
Mmae 0ytu y popmari SW_kmd 1.
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3ABJAHHS

1. Oznaifomutrcst 3 OOJaJHAHHSAM Ta MPOrpPaMHUM 3a0e3MeYEHHSIM
poboUYoro MicIs, TEpPeBIPpUTH HASIBHICTH KOHCOJbHOTO Ta Ethernet-xabernis,
TepMiHAJIBHOT TporpamMu. BusHauuTH Mojenb OaraTropiBHEBOr0 KOMYyTaTopa,
nepeKkoHaTucs y miarpumii ip routing.

2. CrtBoput Mepexy BiAmoBigHO 10 cxemu Ha puc. 4.1. Mepexa
ckimamaeTbess 3 Mapmpytuszaropa R _IIIb 1, GararopiBHeBOoro KomyTaropa
MLS IIIb 1 (L3 Switch) ta aBox xomytatopis SW _IIIb 1 ta SW _IIIb 2 i nBox
pobouux cranmiit WS _TIIb 1, WS TIIb 2.V mepexi BukopuctoBytoThest Tpu VLAN:

. VLAN A —po6ouya VLAN a5 iepioi rpynu IpucTpoiB;

. VLAN B — po6oua VLAN u1st ipyroi rpynu mpucTpoiB;

. VLAN MGMT — Management VLAN nis kepyBaHHS HPHUCTPOSIMHU

yepe3 SSH.

3nmia MLS T1Ib 1 3'eqnannii 3 SW_IIIb 1 yepe3 TpankoBuii kanaua. Crnpasa
MLS IIIb 1 3'eqnannii 3 SW_IIIb 2 yepe3 Tpu okpemi ¢izuuni kanaau. R I116 1
—  TIOKIIYeHoro g0  OaratopiBHeBoro  komyrtaropa MLS IIIb 1 uyepes
MapuipyTu3zoBanuii mopt (Mepexa B).

3. [IpoBecTu HanaroKeHHs IMEHyBaHHs BCix nmpucTpoiB Mepexi (R I 1,
MLS TIIIb 1, SW _IIIb 1 ta SW_IIIb 2).
4. Po3pobutn cxemy IP-aapecamii mnpuctpoiB wmepexi. [nsg  1mporo
CKopucTatucs AaHuMu T1adi. 4.2. Pesynbratu 3aHectu y Tadi. 4.1.
Tabmuus 4.1.
ITapameTpu aapecaunii Mepe:Ki
Mepexa / Ilpucrpiit InTepdeiic MRS . Macka | IIpedixc
aapeca | ajapeca
ITinmepexxa VLAN A — —
[Tinmepexxa VLAN B — —
[Tinmepexxa VLAN MGMT - -

[Tinmepexa B (R1-MLS1) —

Mapurpytuzarop R1

MLS1 routed port (10 R1)
MLS1 SVIVLAN A
MLS1 SVIVLAN B
MLS1 SVI VLAN MGMT
KomyTtarop SW1 Vlan MGMT
KomyTtarop SW2 Vlan MGMT
Po6oua cranmis WS1 NIC (DHCP)
PoOoua cranmis WS2 NIC (DHCP)

S. Ha 6aratopiBaeBomy komyTtaTopt MLS TIIb 1 ctBoputu Tpu VLAN (10,
20, 99) 3rigHo 3 BapianToM (Ta0:. 4.3) Ta HAJTAIITYBATH:

o YBIMKHYTH MapUIpyTH3aI[il0 KOMaHAOIO ip routing.

o nopt ans miakaodeHHs 7o SW_IIB 1 y pexumi trunk 3 no3BosienumMu
VLAN A, B, MGMT (switchport trunk encapsulation dotlq mnepen
switchport mode trunk);

° SVI s xoxxHoi VLAN (interface vlan A, interface vlan B, interface vlan
MGMT) 3 IP-agpecamu 1m0 OyayTh LUTIO3aMHU 3a 3aMOBYYBAHHSAM JIJIs
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npucTpoiB BianoBigHUX VLAN;

6. Hanmopry MLS TIIb 1, mo miakmrouenuii 1o mapmpytuzatopa R T1Ib 1,
HaJIAIITYBaTH MapIIPYTU30BaHUN MOPT KOMaHI0r0 NO switchport (neperBoputu L2-
nopt Ha L3-mopt) Ta npusnauntu [P-aapecy migmepexi B (BiAnoBiAHO 10 BapiaHTy);

7. Ha xomytaropi SW_IIIb 1 ctBoputu tpu VLAN (A, B, MGMT) Ta
HaJIAIITYBaTHU:

° MOPTH IS MIAKIIOUEHHsT poO0YnX CTaHIii y pexxumi access mist VLAN
A ta VLAN B (3a BapianTOM);

° nopt s miakmodenns 10 MLS TIIB 1y pexumi trunk 3 mo3BoieHnMu
VLAN A, B, MGMT;

o IP-anpecy Ha inTepdeiici VLAN MGMT rta nuio3 3a 3aMOBUYBaHHSM.

8. Ha xomytaropi SW_IIIb 2 ctBoputu tpu VLAN (A, B, MGMT) Ta
HaJIAITyBaTH:

° MOPTH IS MIAKIIOUEHHsT poO0YnX CTaHIi y pexxumi access mist VLAN

A ta VLAN B (3a Bapiantom);

o Tpu nopty mina migkimoueHHs 1o MLS TIIb 1 y pexumi access (mo
ogHOMY TOpTY Ha KoxkHy VLAN — ananoriuno Legacy Inter-VLAN Routing 3
3aHATTA Ne 3);

o IP-anpecy na iHTepdeiictc VLAN MGMT Ta numo3 3a 3aMOBUYBaHHSIM
(anpecy SVI VLAN MGMT na MLS _I1Ib_1).

9. Ha mapmpyrtusaropi R IIIb 1 nanamryBatu [P-agpecy nHa inTepdeiici 0
MLS IIIb 1 (migmepeka B, BiAMOBIAHO A0 BaplaHTy) Ta aKTUBYBAaTH iHTep(eiic
KoMaH 1010 no shutdown.

10. Ha mapmpytuzatopt R _I1Ib 1 nanamryBatu DHCP-cepsep ans VLAN
A 1a VLAN B. Jlns koxHoi VLAN ctBopuTH okpemuii mya aapec (ip dhcp pool),
BKa3aTh MeEpexy, IUI03 3a 3aMmoBuyBaHHAM (aapecy SVI BignosigHoi VLAN Ha
MLS IIIb 1), DNS-cepsepu (8.8.8.8, 8.8.4.4). Buxmtouutu 3 mymniB agpecu SVI ta
iHmn cratwyHi aapecu. Ha MLS T1IB 1 wanmamrysatu ip helper-address ma SVI
VLAN A T1a VLAN B (Bkazatu [P-agpecy R IIIb 1 3 migmepexi B) s
nepenanpasieHHss DHCP-3anuris.

11. HanamryBaTtu MapuIpyTU3allilo 32 3aMOBUYYBAHHIM

o Ha MLS I1Ib 1 nomatu mapuipyt 3a 3amoBuyBanHsM (ip route 0.0.0.0

0.0.0.0 anpeca R _I1Ib 1y miamepexi B), mo Bkazye na R_TIIb 1 sik nutro3 st

JIOCSITHEHHSI 30BHIIITHIX MEPEK;

o Ha R IIIb 1 gonatu cratuuni MmapuipyTu 1o nigmepesxx VLAN A, VLAN

B ta VLAN MGMT (ip route network mask aapeca routed port MLS ITIb 1

y migmepexi B). bes mux mapmpyTie DHCP relay ve npamtoBatume, a Bianosii

Ha ping 10 WS He MOBEpHYTHCS.

12. HanamryBatu Bigmanenuid noctyn uepe3 SSH nmo MLS IIIb 1,
SW _IIIb 1, SW _IIIb 2 ta R _IIIb 1 uepe3 VLAN MGMT. CtBopuTH KOPUCTYBaviB
Admin (privilege 15) Ta User (privilege 1) 3 maponem 1111. 3renepyBaru RSA-kitoui
po3mipom 2048 6it, yBimkayTH SSHV2. Yci mapomi — 1111.

13. HanamryBatu po6oui cranmii WS IIIb 1 ta WS IIIb 2 sx DHCP-
kiienTd. Iliakmountn no moptiB pizHux VLAN wa SW IIIb 1 ta SW_IIIb 2.
[TepeBiputu orpumanns [P-agpec.
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14.  TlepeBipuTH HasIBHICTb 3B'SI3KY MK yciMa IMIPUCTPOSIMU MEPEXKI:

o WS IIb 1 (VLAN A) mo WS IIIb 2 (VLAN B) — ping uepes
MLS IIIb 1;

o WS ITIb 1 mo R_ITIB 1 — ping yepe3 MLS IIIb 1 ta mepexy B;

o R IMIb 1 no SVI VLAN A, B, MGMT na MLS IIIb 1;

o poOouux craIii 10 Management-anpec komyTtatopiB (VLAN MGMT);
° BUKOHATH tracert ays cnocrepeKeHHs MapIpyTy.

15.  JHocmigutu tabmumi mapmpyTu3amii (Show ip route ma R 116 1 Ta

MLS TIIIb 1), cran SVI (show ip interface brief), rabmmmi VLAN (show vlan brief),
CTaH TpaHKOBHX KaHauiB (Show interfaces trunk), mpus's3ku DHCP (show ip dhcp
binding va R_ITI6_1).

16. BuBectu Ta npoananizyBaTu (aitnu kKoH}Iiryparii ycix KoMyHIKaIliiHUX

IPUCTPOIB MEPEXKI.

17. TlponeMoHCTpyBaTH BHUKOHAHY pOOOTY KEpIBHUKY TPAKTUKH Ta

0(OPMUTH 3BIT 32 3aHATTSIM.

BAPIAHTHU IHAUBIAYAJIbHUX 3ABJIAHDb

BapiaHT BU3HaYa€eTHCS 32 HOMEPOM CTIHKH, 3a SIKOIO MPALIOI0Th CTYIEHTH.

Tabmuns 4.2.
IHapamerpu IP-agpecaiii Mmepe:xi
o i i IP-agpeca Ipedixc IP-agpeca Ipedixce
1 191.C.S.0 192.C.S.0 10.C.S.0 124 172.C.S.0 /30
2 192.C.S.0 193.C.S.0 10.C.S.0 124 172.C.S.4 /30
3 193.C.S.0 194.C.S.0 10.C.S.0 24 172.C.S.8 /130
4 194.C.S.0 195.C.S.0 10.C.S.0 124 172.C.S.12 /30
5 195.C.S.0 196.C.S.0 10.C.S.0 24 172.C.S.16 /130
6 196.C.S.0 197.C.S.0 10.C.S.0 124 172.C.S.20 /30
7 197.C.S.0 198.C.S.0 10.C.S.0 24 172.C.S.24 /30
8 198.C.S.0 199.C.S.0 10.C.S.0 124 172.C.S.28 /30
9 199.C.S.0 200.C.S.0 10.C.S.0 124 172.C.S.32 /30
10 200.C.S.0 201.C.S.0 10.C.S.0 24 172.C.S.36 /30
11 201.C.S.0 202.C.S.0 10.C.S.0 124 172.C.S.40 /30
12 202.C.S.0 203.C.S.0 10.C.S.0 24 172.C.S.44 /30
13 203.C.S.0 204.C.S.0 10.C.S.0 124 172.C.S5.48 /30
14 204.C.S.0 205.C.S.0 10.C.S.0 24 172.C.S5.52 /30
15 205.C.S.0 206.C.S.0 10.C.S.0 124 172.C.S.56 /30
16 206.C.S.0 207.C.S.0 10.C.S.0 124 172.C.S.60 /30
17 207.C.S.0 208.C.S.0 10.C.S.0 124 172.C.S.64 /30
18 208.C.S.0 209.C.S.0 10.C.S.0 124 172.C.S.68 /30
19 209.C.S.0 210.C.S.0 10.C.S.0 124 172.C.S.72 /30
20 210.C.S.0 211.C.S.0 10.C.S.0 124 172.C.S.76 /30

Ipumimka: C (class) — nomep ayautopii: mis aya. 107 — 71, ans aya. 107a — 72, S (stand) — nomep
CTiHKH (3a3HAaYEHO 3BEpPXY CTIHKH).
VYBAI'A! B 3anexxHOCTI BiJ TOAWHU TMPOBEIACHHS MPAKTHKKA 3HAYCHHS MOXKE 3MIHIOBATHCH 3a
BHMOTOIO KEpIBHHKA.
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Taomung 4.3.
ITapamerpu VLAN Ta nopriB KOMyTaTOpiB

wapinra A B MGMT Sl Native VLAN
1 10 20 100 trunk/on A
2 11 21 200 dynamic desirable B
3 12 22 300 trunk/on A
4 13 23 400 dynamic desirable B
5 14 24 500 trunk/on A
6 15 25 600 trunk/on B
7 16 26 700 dynamic desirable A
8 17 27 800 trunk/on B
9 18 28 900 dynamic desirable A
10 19 29 110 trunk/on B
11 30 40 120 dynamic desirable A
12 31 41 130 trunk/on B
13 32 42 140 dynamic desirable A
14 33 43 150 trunk/on B
15 34 44 160 dynamic desirable A
16 35 45 170 trunk/on B
17 36 46 180 dynamic desirable A
18 37 47 190 trunk/on B
19 38 48 210 dynamic desirable A
20 39 49 220 trunk/on B
3MICT 3BITY 3 3AHATTA

3BIT 3 3aHATTS TOBUHEH MICTUTH:

1. Homep, TeMy Ta MeTy 3aHSTTSL.

2. Kopotki TeopetnyHi BiOMOCTI (3a BIAaCHHUM KOHCIEKTOM, oOcsroMm 2-3
CTOpPIHKM) 3 TaKMX NUTaHb: OaraTtopiBHeBl komyTatopu (L3 Switches), iHTepdelicu
SVI, mapmpytuzoBani noptu (no switchport), ip routing, DHCP relay (ip helper-
address), mapriupyTu3ariis 3a 3aMoBuyBaHHAM, nopiBusHHsA SVI 3 Router-on-a-Stick.

3. Ilepenik BUKOpUCTAHOTO 00JaHAHHS Ta IPOrPaMHOIO 3a0€3MeYeHHS.

4. Cxemy (®OTO) noOyaoBaHoi Mepexi 3 MO3HAYECHHSAM YCIX MPUCTPOIB Ta
1HTEepQEiCiB.

5. Po3pobneny cxemy IP-ampecamnii y Burisiai tabn. 4.1 3 KOHKPETHUMH
3HaYEHHSIMHU.

6. Jlictuaru koman (a00 CKPIHIIIOTH) 3 pe3yJbTaTaMU BUKOHAHHS, a CaMe:

e crBopenHs VLAN Ta HamaromkeHHs — access/trunk-mopTiB  Ha

MLS ITIb 1, SW IIIb 1 ta SW_IIIb 2;

e  HanaromkeHHs SVI ma MLS IIIb 1 (interface vlan A, B, MGMT 3 IP-

azpecamu);
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®  HaJNAro/DKEHHS MapHIpyTU30BaHoro mopty (N0  switchport) wHa
MLS I1Ib 1;
e  yBiMKHeHHs Ip routing ua MLS TIIb 1;
e  HanarojpkeHHs [P-agpecu na R _I1Ib 1;
e mnanaromkenHss DHCP-cepsepiB Ha R I1Ib 1 Ta ip helper-address na
MLS I1Ib 1;
e  Hajaro/keHHS cratuyHux MapuipyTiB Ha R IIIb 1 Ta mapmpyrty 3a
3amoBuyBaHHsIM Ha MLS TIIIb 1;
) HanaroxkeHas SSH;
e pesynbratd Show vilan brief, show interfaces trunk, show ip interface
brief, show ip route (1a 060x L3-npuctposx);
e  pesynbratu Show ip dhcp binding va R T1I6 1;
pesynbraty ipconfig /all Ha poGouunx cranmisx;
pe3ynbTatu ping ta tracert mixx npuctposimu pizaux VLAN Ta mepexi B;
pe3yibTaty miakaoueHHs no SSH;
BMicT running-config ycix npuctpois.

7. Onuc npo6isieM, MO0 BUHUKIM 1] YaC BUKOHAHHS 3aBIaHHS, Ta NUIAXU X
YCYHEHHS.

8. BUCHOBKM 110 3aHSATTIO.

TEOPETHUYHI BIZIOMOCTI

Heranbauii omuc BipryanbHuX JokanbHux Mepex (VLAN), TpanHkoBoro
npotokony |EEE 802.1Q, pexxumiB mopTiB acCess Ta trunk HaBeaeHO y TEOPETHUHUX
B11IOMOCTSX 3aHATTS 2. OcHoBH MapuipyTu3auii Mixk VLAN (Legacy ta Router-on-a-
Stick) posrsiayTi y 3aHaTTI 3. Y IBOMY PO3JIiTi OMUCYETHCS Cy4acHUi metoxa Inter-
VLAN Routing Ha 6a3i 6aratopiBHeBHX KomyTtaTopis (Layer 3 Switches).

bazamopisuesi komymamopu (Layer 3 Switches)

baratopisueBuii komytatop (Layer 3 Switch, MLS — Multilayer Switch) —
MEpPEeKHUI MpUCTPi, 10 NOenHye (QYHKIII KOMyTaropa Jpyroro piBHS Ta
MapuipyTu3aropa TpeTboro piBHs wmoxeni OSI. Ha BigMiHy BiJg 3BHYAWHOTO
komyTaTtopa L2 (nanmpukiaz, Catalyst 2960), 6araropiBHeBMiI KOMyTaTOp (HAIIPUKIIA],
Catalyst 3560, 3650, 3750, 3850) 3gaTHUI1 BUKOHYBaTH MapuipyTu3aiito [P-nmakeris
Mk VLAN anapatHo, 6€3 nepecuiianns Tpadiky Ha 30BHINIHINA MapIIpyTH3ATOP.

Ilepesacu Buxopuctanas L3 Switch mns Inter-VLAN Routing mopiBHsIHO 3
Router-on-a-Stick:

e  3HAYHO BMINA IIBUJKICTH MaplIpyTH3alli (amapaTHa KOMYTallisl 3aMiCTh

POrpamMHOi HA MApUIPYTU3ATOPI);

®  BIJICYTHICTb BY3bKOTO MICHS y BHUIJIAAI OJHOTO TPAHKOBOIO KaHAIy IO

MapIIpyTU3aTopa;

e wMeHma 3atpumka (latency), OCKUIBKM TIEpEHANpPABJICHHS IaKETIB

BiI0YBa€THCS BCEPEIMHI KOMYTaTOpPa;

®  CHPOUICHHS TOMOJOrli — He MOTPIOeH 30BHILIHIA MapIIpyTH3aTOp IS

Inter-VLAN Routing.
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Inmepdgheiicu SVI (Switch Virtual Interface)

SVI (Switch Virtual Interface) — BipTyanbHuii iHTEpdeiic TpeThoro piBHS,
CTBOpEHUI Ha OaratopiBHEBOMY KomyTaTopi st KoHKpeTHOi VLAN. SVI Bukonye Ti
K GyHKINI, mo W migiHTepdeiic MapmpyrtuzaTtopa abo Gi3uyHul 1HTEepdeic
MapmipyTu3aropa: BiH mae [P-agpecy, € mumo3oM 3a 3aMOBYYBaHHSM JJISI IPUCTPOIB
VLAN i 3a6e3neuye Mapiipytuzaiiito makeTiB Mk VLAN.

BaxnuBo posymitu pizHuIfo Mik SVI Ha komyTaropi Apyroro piBHs Ta Ha
6araTopiBHeBoMy kKomyTatopi. Ha Catalyst 2960 (L2) SV icHye BukitouHO 115 111l
ynpaBiiHHsA: BiH Mae [P-agpecy, ane He BuKOHye mapuipyTuzamito mixk VLAN —
naketu Mix pisHuMH VLAN uepe3 SVI na L2 xomytatopi He mepenaroTthcsi. Ha
Catalyst 3560/3750 (L3) SVI Bukonye noBHOLIHHY MapuipyTu3aiito Mixk VLAN micis
akTuBalii komaHmu Ip routing: koxxen SVI e moBHomimEMM L3-iHTepdeiicom,
aHAJIOTTYHUM TMigiHTepdeiicy mapuipytusaropa y Router-on-a-Stick.

3a 3amoBuyBaHHsIM Ha komyTaTopax Cisco ctBoproeTbest SVI mst VLAN 1 (st
BiiasieHoro kepyBaHHs1). JlomatkoBi SVI HeoOximHO cTBOproBaTd Bpy4HYy. SVI
CTBOPIOETHCS TIPH TIEPIIOMY BUKOHaHHI komaHau interface vlan vlian-id.

YmoBu miis nepexoay SVIy cran up/up:

e BianmosigHa VLAN noBuHHa icHyBaTHu B 0a3i qanux VLAN komyTtaTopa;

e  [[OHAWMEHIIEe OJWH MOPT, 110 HaekKUTh 110 1iei VLAN, nmoBuHeH OyTu y

cTaHi up;

° Ha SVI noBunHa Oyt npusHauena [P-anpeca;

° SVI e noBuHeH OyTH BUMKHEHHUI KomaHoro shutdown.

[Ipuknan HamamryBanHsa SVI:

MLS(config)# vlan 10

MLS(config-vlan)# name SALES
MLS(config-vlan)# exit

MLS(config)# interface vlan 10

MLS(config-if)# ip address 191.168.1.1 255.255.255.0
MLS(config-if)# no shutdown

[Ticnst ctBopenns SVI nmns Bcix moTpiOHux VLAN HE0OXiTHO YBIMKHYTH
MapIpyTH3aiiro ip routing.

Komanoa ip routing

Komanma ip routing Bmukae ¢yHkiito MapmpyTu3amii [P-makeriB  Mix
intepdeiicamu  (SVI Ta routed port) OesnocepenHbO0 Ha KoMyTaropi. 3a
3aMOBYYBaHHSIM 1151 DYHKITIS BiJKIroueHa HaBiTh Ha L3 Switch — 6e3 Hei komyTaTop
nepeaae KaJapy JIMiie Ha KaHaJbHOMY piBHI (K 3Buuaiinuii L2 switch), a [P-anpecu
SVI BUKOPUCTOBYIOTHCS JIMIIIE JIJIS1 YIPABIIHCHKOTO JOCTYITY.

[Ticnst BUKOHAHHS 1i€i KOMaHAM KOMYTAaTop IOYMHAe OyayBaTH TaOJIULIO
MapIpyTH3aiii (mepeBipseThess KOMaH 1010 ShOw ip route) i mepecuiaTi MakeTu Mix
nigmeperxkxamu VLAN amaparHo yepe3 ASIC. Came amapaTHa MapuipyTH3aIis €
KaodoBoto mepeBaroro L3 Switch mepen Router-on-a-Stick, ne mapmpyTtu3aitis
BUKOHY€EThCS IporpaMHo Ha CPU mapuipyTtusaropa.

Skmio komanna ip routing e Bukonana — SVI matumyts [P-anpecu, ane miHr
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Mix npuctposmMu pisaux VLAN Oyne Hemoctymuuii, a Show ip route BimoOpa3uth
nuiire jgokaneHi (L) 3amucu 0e3 3anmcie Tury C (Connected) ams miamepesx VLAN.

Mapwpymuszoeani nopmu (Routed Ports)

MapurpyTuzoBanuii mopt — Qi3nYHMI TOPT OaraTopiBHEBOI0 KOMYTaTOpa, IKUMA
npattoe sk iHTepdeiic mapupytuzaropa (Layer 3 port). Ha Bigminy BiJ 3BUYaitHOTO
MOPTY JOCTyMy ab0 TPaHKOBOTO MOPTY, MAapUIPyTH30BaHHUI MOPT HE HAJEKHUTH 0
xoaHoi VLAN 1 He Oepe yuacTti y npotokoiii STP. Bin yHkuionye sk 3Budaitamii
iHTepdeiic Mapuipytuzaropa 3 [P-agpecoro.

JJis HanmamTyBaHHS MapIIPYTU30BAHOTO MOPTY BUKOPUCTOBYETHCS KOMaH 1a NO
switchport, sika BuMHKa€e (yHKIIOHAIBHICTD APYTOr0 PiBHS HA I[bOMY IOPTI.

[Tpukman HanamryBands Routed Ports:

MLS(config)# interface GigabitEthernet 1/0/24
MLS(config-if)# no switchport

MLS(config-if)# ip address 172.168.1.2 255.255.255.252
MLS(config-if)# no shutdown

Jlns mepeBipkd TOTO, IO TMOPT JiHCHO mepeiiioB y pekum routed port,
BUKOPUCTOBYEThCs komanma Show interfaces interface-id switchport. ¥ BuBomi
psagok Switchport: Disabled miareepmkye, mo L2-(yHKIIIOHATIBHICTS BIAKIIOYEHA 1
nopt mpaiftoe sik L3-iaTepdeiic:

MLS# show interfaces GigabitEthernetl/0/24 switchport

Name: Gil/@/24
Switchport: Disabled

Sxmo psaaok BuBoauth SWitchport: Enabled — komanga no switchport ue 6yna
BUKOHaHa a0o0 He 30eperyiachk y KoHdIrypaiii.

[Ticyis BUKOHAHHS KOMaH K NO SWitChport mopt BTpayae MOXKIUBICTh HAJICKATH
10 VLAN, mnpaioBatd y pexumi access ado trunk. Haromicte BiH OTpuMYyE€
MOXIIMBICTH MaTH [P-ampecy 1 6epe ydacTsb y MapiipyTH3allii.

Ilopienauns SVI ma Router-on-a-Stick

Tabmuus 4.4.
IMopiBusinas cnocodiB Inter-VLAN Routing
S P G xS 5 Router-on-a-Stick L3 Switch 3 SVI
(Bansarra 3) (Bansarra 4)
[Ipucrpiit 30BHIIIHIN 30BHILIHIN bararopiBHeBuit
MapuIpyTu3aii MapuIpyTHU3aTop MapHIpyTHU3aTOP KOMYTaTop
Tun 3'enHanHs ITo ognomy Ha VLAN OpuH trunk-xaHain BayTpimnzbo (SVI)
HIBuakicTh IIporpamua (CPU [Iporpamua (CPU Amnapatha (ASIC
MapuIpyTu3auii MapuIpyTU3aTopa) MapIIpyTU3aTopa) KOMYTaTopa)
MacmtaboBaHICTh Hwusbka Cepenns Bucoxka
3arpumKa Bucoxka Cepenns MinimanbpHa
Vuacts y STP Hi Hi LES(SVAESImh e
MOPTH — TaK)
Bapricts Huxaa Hunxua Buma (L3 switch)
0o0aTHaHHS
Tunose 2-3 VLAN, HaBuainbHe JTo 8-10 VLAN CepenHi Ta genm(i
3aCTOCYBaHHS cepeioBuIIe Mepexi
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DHCP relay (ip helper-address)

Komu DHCP-cepBep po3railioBaHuii HE Ha TOMY K IPUCTPOi, IO BUKOHYE
Mapipytu3aiiro Mbk VLAN, a Ha 30BHINIHROMY MapIIpyTHU3aTOpi (K Y IOMY
3anarTi — DHCP-cepBep na Router), mupokomoBui DHCP-3anutu xiientis (DHCP
DISCOVER) ne Buxomsts 3a mexi cBoei VLAN. [l BupimenHs i€l mpoOiaemMu Ha
SVI GaratopiBHEBOTO KOMyTaTOpa HAIAropKyeThess kKomansa ip helper-address, sika
nepetBopioe mmpokoMoBHi DHCP-3amuTi y cipsimoBasi (Unicast) i mepecunae ix Ha
IP-anpecy DHCP-cepBepa.

[Mpuknax namamryBaHHs ip helper-address:

MLS(config)# interface vlan 10
MLS(config-if)# ip helper-address 172.168.1.1
MLS(config-if)#exit

MLS(config)# interface vlan 20
MLS(config-if)# ip helper-address 172.168.1.1

ae  172.168.1.1 — IP-anpeca mapmpytuszatopa Router y mepexi B.
Cmamuuna mapwpymusayia ma mapuipym 3a 3amMo64y6aHHAM

Jlns 3a0e3nedeHHs MOBHOI 3B'SI3BHOCTI MDK YCIMa HPUCTPOSIMU  MEpExKi
HEOOXIJTHO HAJIAIUITYBATH CTATUYHI MApPIIPYTH HA IBOX IPHUCTPOSIX.

Ha MLS — mapmpyT 3a 3aMOBUyBaHHSM, 110 BKa3zye Ha Router sk numo3 s
nocsrHEHHs Mepex no3a VLAN:

MLS(config)# ip route 0.0.0.0 0.0.0.0 172.168.1.1

ne  172.168.2.1 — IP-anmpeca inTepdeiicy Router y mepexi B.
Ha Router — cratuuni MapmipyTH 10 koxHoi miamepexi VLAN gepe3s MLS:

R(config)# ip route 191.168.1.0 255.255.255.0 172.168.1.2
R(config)# ip route 192.168.1.0 255.255.255.0 172.168.1.2
R(config)# ip route 10.168.1.0 255.255.255.0 172.168.1.2

ne  172.168.1.2 — IP-agpeca routed port na MLS y mepexi B.

be3 nmx mapuipytiB maketu Big Router 1o WS y VLAN ne MarumyTth
3popotHoro muisixy — DHCP relay mpamoBarume (3anut miiine 10 Router), aie
BiamoBigs DHCP OFFER He moBepHeThCs 10 KIIIEHTA.
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Komanou monimopunzy ma oiacnocmuxu

Taomung 4.5.

OcnoBHi komanau aiarnoctukn Inter-VLAN Routing na L3 Switch

Komanaga

IIpu3HayeHHs

show ip route

Ta6mms mapmpytu3anii L3 Switch

show ip interface brief

Kopotkwuii craryc ycix L3-intepdeiicis (SVI Ta
routed ports)

show vlan brief

Crucok VLAN Ta nopriB

show interfaces trunk

CraH TpaHKOBHX KaHaJiB

show interfaces interface-id switchport

Pexxum nopty (access/trunk/routed)

show ip dhcp binding

Bunani DHCP-anpecu

show running-config interface vlan vlan-id

Kondiryparis SVI

show running-config interface interface-id

Kondirypartisi MapmpyTH30BaHOTO MOPTY

Pexomenoosana nociiooeHicms nepesipKu nicis 3a8epuieHHA Haaauimy8anHts

1. ITepeBipka crany SVI Ta routed port.

MLS# show ip interface brief

Interface

GigabitEthernetl/0/24

Vlanlo
V1an20
V1an99

IP-Address
172.168.1.2
191.168.1.1
192.168.1.1
10.168.1.1

OK? Method Status Protocol

YES manual up up
YES manual up up
YES manual up up
YES manual up up

[Topt Gil/0/24 — routed port 3 IP-aapecoro. SVI VLAN 10, 20, 99 y crani
up/up — mapmpyrtusaiis mixk VLAN aktusHa. Skiio SVI y crani down/down — a6o
VLAN He cTBOpeHa, a0 HeMae KOJIHOTO akTHUBHOro mopty B miii VLAN. Skimio
up/down — SVI BuMkHEeHHU# KoMaHa010 shutdown.

2. ITepesipka Tabnui MapmpyTu3aiii Ha MLS.

MLS# show ip route

Codes: C - connected, S - static, L - local

Gateway of last resort is 172.168.1.1 to network ©.0.0.0

S*  0.0.0.0/0 [1/0] via 172.168.1.1

172.168.1.0/30 is variably subnetted, 2 subnets, 2 masks

C 172.168.1.0/30 is directly connected, GigabitEthernetl/0/24
L 172.168.1.2/32 is directly connected, GigabitEthernetl/0/24
191.168.1.0/24 is variably subnetted, 2 subnets, 2 masks

C 191.168.1.0/24 is directly connected, Vlanle

L 191.168.1.1/32 is directly connected, Vlanle
192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.1.0/24 is directly connected, V1an20

L 192.168.1.1/32 is directly connected, V1an20

3armuc S* 0.0.0.0/0 — mapmpyTt 3a 3amoBuyBaHHsAM 10 Router. 3amucu C —
migmepesxki VLAN ta migmepexka B, Gesnocepennpo miakmodeHi. BigcytHicts S*
03HAYae, 10 MaPIIPYT 32 3aMOBUYBAaHHSM HE HAJAIITOBAHUNA — TIHT 32 MEXI T1IMEPEX

VLAN He npoiize.

3. [TepeBipka Tabnwuil mapmpytusaiiii Ha Router.

Router# show ip route

Gateway of last resort is not set

172.168.1.0/30 is variably subnetted, 2 subnets, 2 masks
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172.168.1.0/30 is directly connected, FastEtherneto/0
172.168.1.1/32 is directly connected, FastEtherneto/e
191.168.1.0/24 [1/0] via 172.168.1.2
192.168.1.0/24 [1/0] via 172.168.1.2
S 10.168.1.0/24 [1/0] via 172.168.1.2

3anucu S — cratuyHi MapupyTu 110 miamepexxk VLAN uepe3z MLS. BiacyTHicTh
CTaTMYHUX MapIIPyTiB Ha Router — HalmomupeHima MpuYMHA TOTO, IO PING BiA
Router o WS noxoauts, ajie BianoBiap He moBepraeThes (Request timed out).

4. Tlepesipka DHCP relay.

MLS# show running-config interface vlan 10

nunr N

interface Vl1anle

ip address 191.168.1.1 255.255.255.0
ip helper-address 172.168.1.1

no shutdown

Psinok ip helper-address 172.168.1.1 miarsepmaxkye, mo DHCP-3anutu 3 VLAN
10 nepenamnpasisaoThes Ha Router. Skio et psgok BiacyTHik — kimieHtd VLAN 10
He otpumatoth [P-ampecy Bim DHCP-cepBepa na R IIIb 1, HaBiTh SKIIO

Mapurpytu3aiis Mk VLAN HanamroBaHa mpaBUIbHO.
Router# show ip dhcp binding

IP address Client-ID/Hardware address Lease expiration Type
191.168.1.11 0100.50ab.cd12.34 Apr 30 2026 10:00 Automatic
192.168.1.11 0100.50ab.ef56.78 Apr 30 2026 10:05 Automatic

Anpecu 3 pi3aux miamepex VLAN (191.168.x 1 192.168.x) y Tabnuui Bugay
HiATBEPIKYIOTh KOopekTHy pobory DHCP relay. fxmo Ttabmuis mopoxHs mpu
aKTUBHUX KiieHTax — nepeBiputu Ip helper-address na SVI ta crarnyni mapmpyTtu
Ha Router.

Tunoei nomunxku npu nanawmyeanni Inter-VLAN na L3 Switch

1. He yBiMKHeHa Mapmipytu3amis. be3 komanmu ip routing GaratopiBHEBHIA
KOMyTaTOp mpaitoe sk 3suuaiinuii L2 switch — SVI matots [P-agpecu mist kepyBanHs,
ane mapupyTtuzaris Mikx VLAN He BUKOHY€EThCSI.

2. VLAN #e icnye. Skimo VLAN =e crBopeHa komangoro Vlan vlan-id, SVI ms
Hel 3aTMIINTRCS y cTani down.

3. Hemae axtuBaux nmoptiB y VLAN. SVI He niepeiine y cran UpP, SIKIIO KOJEH
MOpT, 10 HaNeXUuTh 10 1iei VLAN, He 3HaXOauThCs y cTaHi up.

4. Switchport trunk encapsulation. Ha komytaropax Catalyst 3560/3750
nepen switchport mode trunk meooxiaHo Bukonatu switchport trunk encapsulation
dotlq — imakme trunk we aktuByerbes. [IpwuumHa: i Mojaeni MiATPUMYIOTH J1Ba
nporokosu TeryBanHs — dotlq ta 3acrapumii ISL (Inter-Switch Link), Tomy Tum
iHKancymsaii HeoOXigHO BKa3aTu sBHO. JletampHuii ormmc ISL Ta BigMiHHOCTEH Bin
dotlq HaBeneHO y TeopeTHUHHMX BigomocTsax 3aHaTTss Ne 2. Ha Catalyst 2960 s
KOMaHJa He NoTpiOHa, ockiibku 2960 miarpumye BukiIodHO dotlq.

5. Bigcyrtnicts ip helper-address. fkmo DHCP-cepBep posraiioBanuii Ha
iHImomy npuctpoi — 6e3 ip helper-address kiieHTH HE OTPUMAIOTh AAPECH.

6. BiacyTHICTh 3BOPOTHUX MapIIpyTiB. SIKIIO HAa MapUIpyTHU3aTOpi HE J0/JaHI
MapmpyTta g0 miamepe:xkx VLAN — BiamoBiai Ha ping He moBepTaroThes (Request
timed out).
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KOHTPOJIBHI 3AIIMTAHHSA

1. o Ttake OararopiBueBuii komyTtatop (Layer 3 Switch)? Yum BiH
BIJIPI3HSETHCS BiJl 3BUYAliHOTO KomMyTaTopa L27?

2. o Take iaTepdeiic SVI (Switch Virtual Interface)? fke tioro npusHadeHHs?

3. SIxi ymoBm HeoOXimHi mis nepexony SVIy cran up/up?

4. SIlxor0 KOMaHJOI0 YBIMKHYTH MapUIpyTH3alil0 Ha OaraTopiBHEBOMY
komyTtaropi Cisco?

5. lllo Take mapmpytu3oBanuii mopt (routed port)? Skor0 KomaHIOKO BiH
CTBOPIOETHCS?

6. UuM MapuipyTHU30BaHUH MOPT BIAPIZHIETHCS BIJl MOPTY JOCTymy (access) Ta
TpaHKOBOTO TopTy (trunk)?

7. Iopieusiite ciocoou Inter-VLAN Routing: Router-on-a-Stick (3ausarts 3) ta
L3 Switch 3 SVI (3ansrta 4). Ski nepeBaru Ta HeIOIIKUA KOKHOTO?

8. Jlns goro motpibHa koManja switchport trunk encapsulation dotlq na L3
Switch? Homy BoHa He moTpiOHa Ha komyTaTtopax Catalyst 29607

9. lllo take DHCP relay? [Inst 4oro BUKOpUCTOBYEThCS kKoManaa ip helper-
address?

10. HYomy Ha SVI koxxHoi VLAN HeoOXimHO Hamaropkysartu ip helper-address,
sxo DHCP-cepBep 3HaX0IUTHCS HA 30BHIITHROMY MapIIpyTHU3aTOPi?

11. Sk HamamTyBaTH MapLIPYyTU3ALIilO 32 3aMoBUyBaHHAM Ha L3 Switch? Skoro
KOMaH1010?

12. Yomy Ha MapuipyTu3aTtopi HEOOXiIHO AOJaBATH CTATUYHI MapIIPYTH [0
nigmepe:xx VLAN?

13. Slkumu komaHaamu show MoxkHa nepeBiputu ctan SVI, MapipyTu3zaiiito Ta
VLAN Hna L3 Switch?

14. Illo BinOyBaeThes, sikiio Ha L3 Switch He BuKkoHaTH KOMaHy 1p routing, ajie
ctBoputu SVI 3 [P-agpecamu?

15. Ax mepeBipuTH, IO MOPT KOMYTaTOpa MpAIIOE SK MapUIPYTU30BAHUHN
(routed), a e six L2-mmopTt?
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BAHATTA Ne S

JTOCJIKEHHS TA HAJIATOJIKEHHS ITIPOTOKOJIIB JUHAMIYHOI
MAPIIPYTHU3ALII RIPv2 TA OSPFv2 I PEJUCTPUBYIII MAPLIPYTIB
Y MEPEXI HA BA31I MAPIIPYTHU3ATOPIB CISCO

Meta 3aHATTSI: O3HAMOMHUTHCS 3 OCOOJMBOCTAMH (DYHKITIOHYBaHHS Ta
HAJIAro/DKEHHS TMPOTOKOMIB JauHaMiyHOi MapmpyTtusauii RIPv2 1 OSPFv2 Ha
obnannanH1 Cisco; OTpUMATH MPAKTUYHI HABUYKH PO3PAXyHKY METPUK 1 BU3HAUCHHS
ONTHUMAJIBHUX MAapHmIPyTiB 000X TPOTOKOJIB; O3HAWOMHUTHCS 3 MPUHIUIIAMU
OJTHOHATPABJICHOI Ta TBOCTOPOHHBOT peAUCTPHUOYIIIT (TIepepOo3noiLy) MapIIPyTiB MIXK
RIPv2 ta OSPF; oTpumatu mpakTWyHI HaBUYKHU HAJAro/KeHHs, MOHITOPHHIY Ta
J1arHOCTYBaHHsI POOOTH KOMOIHOBaHOI MEpEXi 3 JBOMa JJOMEHaMH MapIIpyTHU3allii,
nanamryBatu DHCP-cepep 3 perpancisiieto 3anutiB (DHCP relay) nns poboumnx
CTaHIIIM 3 000X JOMEHIB; HOCTIIUTH Ipoliecu (GOpMyBaHHS TaOIHIs MapIIpyTH3aIli
ta nopiBHATH MeTpuku RIP 1 OSPF Ha crniinnbHOMY MapuipyTi.

Oonaonanna ma npozpamue 3a6e3neueHns

JlJ1 BUKOHAHHS 3aHTTA Ha poOOYOMY MICLI CTyJIEeHTa Ma€ OyTH HassBHUM TaKe
00JialHaHHS Ta TPOrpaMHe 3a0e3MCUCHHS:

1. MapmpyTtuzaropu Cisco cepii 1841/2801/2811/2821/2901/2911/2921 3
IHTEp(PEHCHUMU CIOTaMHU ISl TUIAT PO3MIMPEHHS — 3 IIT.

2. [Tnatu po3mmpennsa Cisco WIC-2T (abo aHanoriyHi) Ay HOCI1JOBHUX
3'emHaHb — 2—4 1IT. (3a BapiaHTOM).

3. [Inara posmupenns 3 ontuyanM iHTepdeiicom (HWIC-1GE-SFP, GLC-
LH-SMD a6o ananoriuna, Jyist BapiaHTIB 3 ONTUYHUM KaHaioM) — | ImiT.

4, Keposani komytatopu Cisco cepii Catalyst 2960 (monxeni WS-C2960-
24TT-L a6o WS-C2960-48TT-L) — 2 mir.

5. PoGoui cranmii (ITK abo HOyTOykHM) 3 oOIepauiiHOW CHCTEMOO
Windows/Linux — He meHiie 2 IIT.
6. Konconbamit  kabenb Cisco (rollover) 3 konektopom RJ-45 Ta

nepexigaukoMm Ha USB a6o COM-niopt — 1 mir.

1. Ethernet-xabem npsimoro tuny (T568B) kareropii Cat Se/Cat 6 — He
MEHUIE 6 mIT.

8. Hynb-monemni mocinosui kadeni (V.35 DTE + V.35 DCE) — 1-2 mwir. (3a
BapIaHTOM).

9. Ontuunuii  maty-kopa  LC/UPC-LC/UPC, oaHomomoBuii  abo
OaraToMoJ10BHi (3a BapiaHTOM) — | mIT.

10. Tepwminanbaa mporpama-emyisitop (PuTTY, Tera Term, SecureCRT a6o
aHaJIori4Ha) — BCTAHOBJICHA HA pOOOYMX CTaHIIISIX.
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Cxema nioKar0Ouenns

HAomeH RIPv2 HAomen OSPF

Redistribute
RIPv2 & OSPF
DHCP-cepsep

SW_nNI6_1 EEEEEEmmmn | SW_NIB_2
FEEEEEEEED

WS_Mi6_1 WS_fI6_2

(DHCP-KknieHTH)

Puc. 5.1. Cxema Mepexi, o OyAy€eTbea y MeXax 3aHSATTS

Ilpumimka: 1115 HeoOXi1HO 3a3HAaYaTH y CKOPOUECHOMY (hOpMaTi, SKHI BiAMOBIAA€ JIOTIHY I BXOILY

Ha tmiargpopmy learn. Ilpuknan: sxmo soriH s Bxoxy Ha learn — kbl kmd, To HasBa
Mapuipytuszaropa mae 0yt y popmari R_kmd 1.
3ABJIAHHA
1. (D3HaﬁOMHTHCH 3 06HaﬂHaHHHM Ta IIPOIrpaMHHUM 33663Heq€HHHM

po60YOro Miclis, IEPEeBIPUTH HAIBHICTh KOHCOJIbHUX, Ethernet, Serial ta ontuunHux
ka0eJiB, TEpMIHAIBHOI IPOTrpaMHu.

2. CtBOpUTH Mepexy BIANOBIAHO 10 cxemd Ha puc. 5.1. Tun dizmyHux
KaHaJIIB MK MaplIpyTu3aTopaMu oOpaTH 3rigHo 3 BapiaHToM (Tadu. 5.3):

o kaHai R _ITIIb 2 — R ITIB_1 (momen RIPv2);

o kaHas R IIIB_1 - R _ITIB_3 (nomen OSPFv2).
VY Bapiantax 3 mnochigoBHuM (Serial) kanamom Ha DCE-cTOpoHI BCTaHOBUTH
CHHXpOHi3a1ito komanoto Clock rate 3rigHo 3i 3HaueHHsAM 3 Ta0JI. 5.4. Y BapiaHTax 3
ONTUYHUM KaHaJIOM repeBipuTu ctad SFP-mony:s Ta ¢i3udHy akTUBHICTh KaHATy. Y
Bapiantax 3 Ethernet-kanamom (BuTa mapa) HajaMITYBaTH MIBUAKICTH 1 PEXKHUM
iHTepdeiicy komangamu speed Ta duplex.

3. [IpoBecT HanmaroJKEHHsT IMEHYBaHHS BCIX 5 TPHUCTPOIB MEPEXKI
(R ITIb_1,R _IIb 2, R IMIb 3, SW_IIIb 2, SW _IIIb 3).
4, Po3pobutn cxemy IP-aapecanii mnpuctpoiB wmepexi. [ns 1mporo

CKOpHUCTAaTHCS JaHUMU Ta0J. 5.2 3riHO 3 BapiaHTOM. Pe3ynbTatu 3aoBHUTH y TaOJ.
5.1.
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ITapamerpu agpecauii Mepe:xi

Taomung 5.1.

Mepe:xa / Ilpucrpiii Intepdeiic ;\gﬁ‘e(c:;‘ az[I[})D e- ca Macka | Ilpegike
ITigmepexa A (LAN to R2, RIP) - -
IMigmepexa B (R2-R1) - -
ITigmepexa C (R1-R3) - -
ITigmepexa D (LAN to R3, OSPF) - -
o R2
Mapmpytuzarop R1 (ASBR)
1o R3
o R1
Mapuipytuzarop R2 10 SW2
o R1
Mapuipytuzarop R3 10 SW3
Komyrtatop SW2 Vian 1
KomytaTop SW3 Vlan 1
PoGoua cranmis WS2 NIC (DHCP)
PoGoua cranmis WS3 NIC (DHCP)
S. Hanamrysaru [P-agpecanito Ha Bcix iHTepdeiicax MaplpyTHU3aTOpiB Ta

KOMYTaTOpIB 3rigHO 3 AaHuMmu Tabun. 5.1. IlepeBiputu cran iHTEpdeiciB KOMaHI00
show ip interface brief. [Ins ontuunanx iHTEpQEiCciB 10JATKOBO MEPEBIPUTH CTaH

SFP-momyst komanoro show interface interface-id transceiver.

6. Ha mapmpytuzatopax R IIIb 2 ta R IIIb 1 (iforo intepdeiic y Oik
R IMIb 2) nanamryBatd (yHKIIOHYBaHHS MPOTOKONY AMHAMIYHOI MapuipyTH3allii

RIPv2:

aKTUBYBATH MPOTOKOJI KOMaHI0K0 router rip;
BCTAHOBHUTH BEpCito 2 KOMaHI010 VErsion 2;
BUMKHYTH aBTOMAaTHYHY CyMapH3aIlito KOMaH0r0 N0 auto-summary;

OrOJIOCUTH Oe3MoCcepeIHbO MPUEHAHI Mepexi KomaHaoo network (na
R IMIb 2 — migmepexi A 1 B; na R T1Ib 1 — migmepexa B);

o IUTSl TYITMKOBOT JIoKainbHOT Mepexi (miamepexxka A Ha R _T1Ib 2, inTepdeiic
no SW IIIb 2) wanmamryBaTd macuUBHUEM iHTepdelic KoMaHIo passive-

interface.

7. Ha mapumpyruzatopax R IIIb 3 ta R IIIb 1 (iforo intepdeiic y Oik
R _IMIb_3) nanamryBatv (pyHKIIOHYBaHHS MPOTOKONY AMHAMIYHOI MaplipyTH3alli

OSPFv2:
o ckoH(pirypyBatu igeHTudikatop wmapmpytuzatopa (Router ID)
KoMaH010 router-id 3rigHo 3 BapiantoM (Tadm. 5.4);
o aKTUBYBaTH TPOTOKOJ KoMaHmoro router ospf 3 imeHtudikatropom
MIPOIIECy, 110 JOPIBHIOE HOMEPY CTIHKH (S);
o OrOJIOCHTH O€3MOocepenHbo MpHEIHAHI Mepeki KomaHmoro Nnetwork i3
3a3Ha4YCHHSM IHBEPTOBAHOI Macku Ta HoMepa obuacTi (area 0);
o BCTAaHOBUTH €TaJOHHY IMPOIYCKHY 3JaTHICTh KOMaHAOK auto-cost

reference-bandwidth 1000;
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o JUIA  TYNUKOBOI JoKanmpHOI Mepexi (miamepexa D wa R IIIb 3)
HaJIAIITyBaTH MTACUBHUM 1HTEp]Eic.

8. Bukonatu nmepBuHHY (OIHOHANpaBJeHY) peIUMCTPUOYLiI0 MapuIPyTiB

Ha R I1Ib 1 (ASBR):

o y pexumi koHbpirypyBanHs mnporokony OSPF nonmatu xomanmy
redistribute rip subnets metric seed-metric metric-type 2 - s
nepeposnoaury mapupyTiB RIP y OSPF sk 3oBHimHIX Tuny E2; 3HaueHHs
MOYaTKOBOI METPUKH 0OpaTH 3riHO 3 BapiaHTOM (Tabi1. 5.4);

o NEPEBIPUTH TOSBY 30BHIIIHIX MapuipyTiB (3 Mmitkoro O E2) y tabmui
mapmipytu3anii R T1I6 3 komanmoro show ip route;
o nepekonarucs, mo R IIIb 2 moku He mMae MapumipyTiB 0 MiAMEpek

OSPF-gomeny (y #oro Tadnuii MapuipyTu3aiii BicyTHi Mepexi 3 RIP-nomeny

B 0ik R_ITIb 3).

9. HanmamryBatu DHCP-cepBep wHa R IIIb 1 s pobouux craHiii
WS TIIb 2 (mamepexa A) ta WS _TIIb 3 (miamepexa D):

. ctBoputd nya DHCP mins migmepexxi A xomanmoro ip dhcp pool

POOL_A, Bkazatu network (agpecy ta macky miamepexi A), default-router

(anpecy iatepdeiicy R_ITIb_2 y miamepexi A), dns-server 8.8.8.8 8.8.4.4, lease

0 8 0);
o ananorigydo crBoputH mys DHCP mns migmepexi D (POOL_D);
o BUKJIFOUMUTH 3 MYJIiB aJIpecH, MPU3HAUCHI JJIsl CTATUYHOTO BUKOPUCTAHHS,

xomanor0 Ip dhep excluded-address;

o Ha R I1Ib 2 (intepdetic y 6ixk SW_IIIb 2) manamryBatu DHCP-relay

xomanoro Ip helper-address 3 IP-anpecoro R_I1I6 1 y miamepexi B;

o Ha R _TIIb 3 (inTepdeiic y 6ik SW_IIIb_3) ananoriuno HanmamryBatu ip

helper-address 3 IP-agpecoro R _TII6 1 y migmepexi C;

o nepesiputu otpuManHs IP-agpec podounmu cranmisimu (ipconfig /renew

y Windows a6o dhclient -r && dhclient y Linux); npoanaiizyBaTi HassBHICTb

MpU3HAYEHUX IUTI031B 32 3aMoBUyBaHHsIM Ta DNS-cepBepis.

10. TIlopiBusinuss merpuk RIP Tta OSPF Ha cnitbHOMYy TecTOBOMY
mapmpyTi. Ha mpoMy etami peaucTpuOy1iisi BAKOHYEThCS JTUIIE B OJHOMY HAMPSMKY
(RIP—OSPF). MeTa — nOpiBHATH YUCIIOBI 3HAYEHHSI METPUK Y JIBOX MPOTOKOJIAX Ta
3pO3YMITH, YOMY iX HE MOHa CIIBCTaBJIATH Oe3nocepeaHro. JJis uporo:

o Ha R_ITIb 3 BukoHaTh koManay ShOw ip route Ta 3adikcyBaTH METPHUKY

30BHIIIHROTO MapuipyTy A0 miamepexi A (tun O E2, metpuka mopiBHioe seed-

metric, 3a 3amoBuyBaHHsM 20);

o Ha R_ITIb 2 Bukonatu komanmy Show ip route — y RIPv2 noku Hemae

MapmipyTiB f0 migMepexi D (6o penuctpubyiiis B RIP mie He BukoHaHa);

o 3aMOBHUTH TalJ. 5.5 3 MOPIBHAHHSIM METPUK; 3pOOMTH BUCHOBOK IPO

OPUHIMNOBY po30iKHICT MeTpuk RIP (kutekicte mnepexoniB) ta OSPF

(BapTiCTb Ha OCHOBI TPOIMYCKHOI 3JaTHOCTI) 1 NPO HEMOXJIUBICTh iX

0e3mocepeHbOro MOPIBHIHHS 06€3 peaUCTpUOYIIIi 3 SBHO 3a1aHOK0 TTOYATKOBOIO

METPUKOIO.

11. BukoOHaTH ABOCTOPOHHIO peaucTpudyuito mapmpytie Ha R T1Ib 1:
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o y pexumi koH(pirypyBanHs npotokoiy RIP momatu komanay redistribute

ospf process-id metric seed-metric-rip — ms nepeposnoairy mapiipytie OSPF

y RIP; 3nHaueHHs mOYaTKOBOI METPUKH 0OpaTH 3riIHO 3 BapiaHToM (Tabm. 5.4);

abTepHATHBHO — BHKOpucTaTh kKomanay default-metric y pexumi

koHOirypyBanus RIP;

o MEePEBIPUTH TIOSBY 30BHIIIHIX MapUIPyTIB y TaOJIUIll MapHIpyTH3alii

R _ITIb 2: mo migMepesxi D mae 3'siButncs mapmpyt tuny R 3 merpukoro seed-

metric-rip;

o nepesiputu 3B's3HicT ping mix WS I1Ib 2 Ta WS TIIb 3, tracert 3

000X CTOpIH.

12. BukoHaTH TOPIBHSUTHHE JOCIIHKCHHS TAOIHIF MapIIpyTH3alii Ha BCiX
TPHOX MapIIpyTHU3aTopax. Y 3BiTi HABECTH 3HIMKHU BHBEIeHHs KoMaH1u Show ip route
3 KOXKHOTO MapIIpyTHU3aTopa Ta MpoaHalli3yBaTu:

. TUIIK MapiIpyTiB 3a miTkoro (C — connected, L — local, S — static, R — RIP,

O — OSPF intra-area, O E1/O E2 — OSPF external);

o 3HAYEHH aJIMIHICTpAaTUBHOI BiJcTaH1 [AD/metric] y KBagpaTHHUX JyKKaX;

o nosicantu, YoMy Ha R _TIIb 3 mapuipytu tuny O E2 maroTh ogHaKoBy

METPUKY JJIs BCIX PEIUCTPUOYTOBAHUX HiaMepex (oco0nuBicTs TUy E2).

13.  Hocnigutu poGOTY MPOTOKOIIB 32 JOTIOMOTOIO CTIEIiali30BaHUX KOMaH/I:

o s RIP — show ip protocols, show ip route rip, show ip rip database,

debug ip rip (yBiMkHYTH Ha 1-2 iHTEpBaJId OHOBJICHB, TOTIM BUMKHYTH);

o mist OSPF — show ip ospf, show ip ospf neighbor, show ip ospf

interface, show ip ospf database (3BepuyTH yBary Ha HasBHicTh LSA Type 5 —

External LSA st penuctpuOyTOBaHUX MapIIpyTiB);

o st DHCP — show ip dhcp binding, show ip dhcp pool, show ip dhcp

conflict.

14. BuBecTu Ta mpoaHanizyBatu Qaitii KoH}Irypalii ycix KOMyHIKaliiHIX
IpUCTPOIB Mepeki (koManaa Show running-config). Y Bumaaky BUSBICHHS TOMHUJIOK
y HAJIaroJPKEHHAX — BU3HAYUTH IPUUMHY Ta YCYHYTH iX.

15. TIIpomeMoHCTpyBaTH BHKOHaHy poOOTy KEpiBHUKY TIPAKTUKH Ta
0(OPMUTH 3BIT 32 3aHATTSIM.
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BAPIAHTHU IHAUBIAYAJIbHUX 3ABJIAHDb

BapiaHT BHU3HAYA€TLECA 34 HOMCPOM CTifIKPI, 3a SJKOIO IpalrorTb CTYJCHTH, Ta

HOMCPOM KJIaCy, Yy AKOMY BUKOHYIOTBLC 3aBJIaHHA.

Ta6mmrs 5.2.
IHapamerpu IP-aapecauii mepe:xi
Ne Higmepexa A MMigmepexa B Higmepexa C Migmepexa D
papianta  (LAN R2, /24) (R2-R1, /30) (R1-R3, /30) (LAN R3, /24)
1 191.C.S.0 172.C.S.0 172.C.S.80 100.C.S.0
2 192.C.S.0 172.C.S.4 172.C.S.84 101.C.S.0
3 193.C.S.0 172.C.S.8 172.C.S5.88 102.C.S.0
4 194.C.S.0 172.C.S.12 172.C.5.92 103.C.S.0
5 195.C.S.0 172.C.S.16 172.C.S5.96 104.C.S.0
6 196.C.S.0 172.C.S.20 172.C.S.100 105.C.S.0
7 197.C.S.0 172.C.S.24 172.C.S.104 106.C.S.0
8 198.C.S.0 172.C.S.28 172.C.S.108 107.C.S.0
9 199.C.S.0 172.C.S.32 172.C.S.112 108.C.S.0
10 200.C.S.0 172.C.S.36 172.C.S.116 109.C.S.0
11 201.C.S.0 172.C.S.40 172.C.S.120 110.C.S.0
12 202.C.S.0 172.C.S.44 172.C.S.124 111.C.S.0
13 203.C.S.0 172.C.5.48 172.C.S.128 112.C.S.0
14 204.C.S.0 172.C.S.52 172.C.S.132 113.C.S.0
15 205.C.S.0 172.C.S.56 172.C.S.136 114.C.S.0
16 206.C.S.0 172.C.S.60 172.C.S.140 115.C.S.0
17 207.C.S.0 172.C.S.64 172.C.S.144 116.C.S.0
18 208.C.S.0 172.C.S.68 172.C.S.148 117.C.S.0
19 209.C.S.0 172.C.S.72 172.C.S.152 118.C.S.0
20 210.C.S.0 172.C.S.76 172.C.S.156 119.C.S.0

Ipumimxka: C (class) — Homep ayauTopii: s ayn. 107 — 71, nns ayn. 107a — 72; S (stand) — Homep
CTIMKH (3a3HaY€HO 3BEPXY CTIUKH).
YBATI'A! B 3anexHocTi BiJ TOJUMHHM TNPOBENCHHS MPAKTUKM 3HAYEHHS MOXKE 3MIHIOBATUCH 32
BHMOTOIO KepIBHHKA.
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Taomung 5.3.

Tunu QiznyHuX 3'€IHAHL MIXK MAPIIPYTH3ATOPAMH

Ba p‘]:;‘)HT a Kanaa R_2 — R _1 (mzomen RIP) Kanaa R_1 - R_3 (momen OSPF)
1 Ethernet over Twisted Pair Ethernet over Twisted Pair
2 Ethernet over Twisted Pair Serial T1/E1
3 Serial T1/E1 Ethernet over Twisted Pair
4 Serial V.35 Serial V.35
5 Optical Fiber Ethernet Ethernet over Twisted Pair
6 Ethernet over Twisted Pair Optical Fiber Ethernet
7 Optical Fiber Ethernet Serial V.35
8 Serial V.35 Optical Fiber Ethernet
9 Ethernet over Twisted Pair Ethernet over Twisted Pair
10 Ethernet over Twisted Pair Serial T1/E1
11 Serial V.35 Ethernet over Twisted Pair
12 Serial V.35 Serial V.35
13 Optical Fiber Ethernet Ethernet over Twisted Pair
14 Ethernet over Twisted Pair Optical Fiber Ethernet
15 Optical Fiber Ethernet Serial V.35
16 Serial V.35 Optical Fiber Ethernet
17 Ethernet over Twisted Pair Ethernet over Twisted Pair
18 Serial V.35 Serial V.35
19 Ethernet over Twisted Pair Serial T1/E1
20 Serial V.35 Ethernet over Twisted Pair
Tabnmig 5.4.
ITapameTpu HAJIaroA’KeHHsI MPOTOKOJIiB MapIIPyTU3alii Ta peAucTpUOyLil
OSPF Seed-metric | Seed-metric
Bain\EHTa razl,ogil;/c Pr?gess Tlcitlj{(le{;ili) %ilﬁi{sig) (OggﬂFEIlglP) (IiIIJi’ﬂ—g)SglfF)
1 64000 1 1111 11.11.11.11 1 20
2 128000 10 2.2.2.2 12.12.12.12 2 50
3 256000 100 3.3.3.3 13.13.13.13 3 100
4 512000 200 4.4.4.4 14.14.14.14 5 150
5 1024000 1 5555 15.15.15.15 7 200
6 2048000 10 6.6.6.6 16.16.16.16 1 20
7 64000 100 1.7.7.7 17.17.17.17 2 50
8 128000 200 8.8.8.8 18.18.18.18 3 100
9 256000 1 9.9.9.9 19.19.19.19 5 150
10 512000 10 10.10.10.10 | 20.20.20.20 7 200
11 1024000 100 11.11.11.11 | 21.21.21.21 1 20
12 2048000 200 12.12.12.12 | 22.12.12.12 2 50
13 64000 1 13.13.13.13 | 23.23.23.23 3 100
14 128000 10 14.14.14.14 | 24.24.24.24 5 150
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OSPF Seed-metric | Seed-metric
Ne Clock Process = Router ID | Router ID u1st RIP 1151 OSPF
BapianTa rate, 0it/c ID R IIIb 1 R IITb_3 (OSPF—RIP)  (RIP—OSPF)
15 256000 100 15.15.15.15 | 25.25.25.25 7 200
16 512000 200 16.16.16.16 | 26.26.26.26 1 20
17 1024000 1 17.17.17.17 | 27.27.27.27 2 50
18 2048000 10 18.18.18.18 | 28.28.28.28 3 100
19 64000 100 19.19.19.19 | 29.29.29.29 5 150
20 128000 200 20.20.20.20 | 30.30.30.30 7 200
3MICT 3BITY 3 3AHSTTS
3BIT 3 3aHATTS TIOBUHEH MICTUTH:
1. Homep, TeMy Ta MeTy 3aHATTS.
2. KopoTtki TeopeTnuHi BiJoMOCTI (32 BJIACHUM KOHCIEKTOM, 00CsiToM 2—3

CTOpPIHKH) 3 TaKMX NMUTaHb: Kiacu(ikaiisg MPOTOKOIIB JUHAMIYHOI MaplIpyTH3aIlli;
nporokon RIPv2 (merpuka, Taiimepu, ocobnuBocti); mporokoid OSPFv2 (popmyina
po3paxyHKy meTpuku, Tunu LSA, tunu 30BHimHIX MapuipyTiB E1/E2, Router ID);
aJAMIHICTpaTUBHA BIJICTaHb;, peauctpudyuia mapupytiB Mk RIP ta OSPF; DHCP
relay (ip helper-address).

3. [lepenik BUKOpUCTAHOTO OOJaAHAHHS Ta MPOrPAMHOTI0 3a0€3MEUEHHS.

4, Cxemy (®OTO) noOyaoBaHOI MEPEXKi 3 MO3HAYCHHSIM YCIX MPUCTPOIB Ta
1HTEep(ENCIB, TUIIB KaHAIIB M1 MaplIPyTU3aTOPAMHU.

5. Po3pobrneny cxemy IP-ampecanii y Buriisiai tabn. 5.1 3 KOHKpETHUMHU
3HAYECHHSIMHU.

6. 3anoBHeHy Tabnuio nopiBHsHHS MeTpuk RIP Tta OSPF (Tabn. 5.5) 3a
pe3yJIbTaTaMu JIOCIIKEHHS.

7. Jlictuaru komaH (200 CKPIHIIIOTH) 3 pe3yJIbTaTaMU BUKOHAHHS, a caMme:

o HajaropkeHHss [P-agpecanii Ta (i3uyHMX KaHaiuiB  (BKJIIOYHO 3

napameTpaMH JiJIsl BIANOBIJHUX BapIaHTIB);

o Hajaro/pkeHHs: npotokosry RIPv2 wa R IIIb 2 ta R I1Ib 1 (komannu

router rip, version 2, no auto-summary, network, passive-interface);

o Hanaro/pkeHHs npotokony OSPFv2 wa R IIIb 1 ta R IIIb 3 (komanau
router ospf, router-id, network ... area, auto-cost reference-bandwidth);

° HaJlaroJ>KeHHs1 ofHoHanpasiaeHoi penuctpudyiii RIP—-OSPF Tta ananiz
tabnui mapupytusanii R 1116 3 1o ABocTOpoHHBOI peAuCTpUOyIIii;

o HanaromkeHHss DHCP-cepsepa va R _I1Ib 1 (komanmgu ip dhcp pool,
network, default-router, dns-server, ip dhcp excluded-address) ta DHCP-
relay Ha R _T1Ib 2 i R _ITIb 3 (komanna ip helper-address);

o pesyasTatu ipconfig /all a6o ip addr ma poGoumMx CcTaHIISX MiCHs
OTPUMAaHHS aJIpec;
o HaJIaroKeHHsl JBOCTOPOHHBOI peaucTpuOymii Ha R I1Ib 1 (komanau

redistribute, default-metric);

o pe3yabTatu ShOW ip protocols 3 ycix Tpprox MapIipyTH3aTopiB;

o pesyabTat Show ip route 3 ycix TpbOX MapIIpyTH3aTOPIB 3 aHATI30M
THUIIIB MapIIPYTiB Ta 3HAYCHb METPUK;
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o pe3ynbratu Show ip rip database, debug ip rip va R_ITI6_2;

o pesysbratu Show ip ospf, show ip ospf neighbor, show ip ospf database
Ha R TIIb 1 ta R IIIb 3 (oco6mmBo — HasBHICTH LSA Type 5 mist 30BHIMIHIX
MapuIpyTiB);

o pesynbratu show ip dhep binding ta show ip dhcp pool na R T1I6 1;
J pesynpTatn ping Tta tracert mixx WS IIIb 2 ta WS IIIb 3 (uepes

ASBR);
o BMicT running-config ycix npuctpois.
8. Omnuc poGeM, 0 BUHUKIIHU 11T YaC BUKOHAHHS 3aBJIaHHS, Ta MUISIXH 1X
YCYHEHHS.
Q. BucHOBKM 110 3aHATTIO.
Taomung 5.5.
IopiBusinas meTpuk RIP ta OSPF Ha cnijibHOMY T€CTOBOMY MAPIIPYTI
Ne Mapupyrt é\/ll ST(%%ISZ‘) ol\éIST:p(p(I;légt) BucHoBok

1 R2 — migmepexa A
(psima, RIP-momen)

2 R3 — migmepexa A
(uepe3 ASBR, OSPF-momen)

3 R3 — migmepexa D
(mpsama, OSPF-gomen)

4 R2 — migmepexa D
(Tmicis ABOCTOPOHHBOI peaUCTPUOYIIiT)

Ilpumimka: y rpadax «Metpuka RIP» ta «Metrpuka OSPF» HaBomsThCsi 3HAUCHHS, OTPUMaHI 3
BUBEJICHHS KOMaHau ShOw ip route Ha BiAmoBigHOMY MapuipyTu3aTopi. [IpokomeHTyiiTe, YoMy
yrcioBi 3Ha4eHHs: MeTpuK RIP tTa OSPF He MoXxHA HampsiMy MOpiBHIOBATH.

TEOPETHUYHI BITIOMOCTI

Knacughikayia npomoxonie ounamiunoi mapuwipymusauii

JlunaMiyHa MapHIpyTH3alisi — TMpoIec aBTOMAaTUYHOro (OpMyBaHHS Ta
OHOBJICHHS Ta0JINIII MapIIpyTH3allii Ha OCHOBI 0OMiHY CIIy»K00BOI0 1H(POPMAITIE€I0 MIXK
MapuipyTuzaropamu. Ha BigMiHY BiJ CTaTUYHOI MapuipyTu3alii (BUMarae py4HoOro
HaJallITyBaHHS), AUHAMIYHI MPOTOKOJM 3a0e3MeuyloTh aBTOMATUYHY aJanTalliio
MEpEeXK1 0 3MIH TOMOJIOTI: BIIMOB KaHaJIB, J0/IaBaHHsI HOBUX MEPEX, MOSIBU HOBUX
IIPUCTPOIB.

3a anropuTMoM poOOTH MPOTOKOIU JUHAMIYHOI MaplIpyTH3alli MOAUISIOTh Ha
TPH KJIACH:

° nucranniiino-sekTopHi (Distance Vector) — RIPv1, RIPv2, RIPng,

IGRP. Mapmpytuzatopu OOMIHIOIOTBCSI TIOBHUMH  KOMISIMH  TaOJIHITh

MapmipyTHu3allii 3 6e3nocepeHIMU CyCilaMy Yepe3 peryJiipHi iHTepBaJld Yacy.

Mertpuka — KiJIbKICTh epexoaiB. AnroputM — Bellman—Ford,;

o nporokoyn crany kamajgiB (Link State) — OSPFv2, OSPFv3, IS-IS.

Mapripytusaropu GopMyrOTh IOBHY TomoJioriuny kapty Mepexi (LSDB — Link

State Database) Ha 0ocHOBI 00MiHY MOBIIOMJICHHSIMU MpO cTaH kaHaiB (LSA —

Link State Advertisement). MeTpuka — BapTiCTh, 110 3aJ€XKUTh Bl MPOMYCKHOT

3maTHOCTI KaHany. Anroputm — Jledikctpu (SPF — Shortest Path First);
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o riopugni (Advanced Distance Vector) — EIGRP. TIloeanytothb
BJIACTHBOCTI JIUCTAHI[IITHO-BEKTOPHUX TMPOTOKOJNIB Ta MPOTOKOJIB CTaHy
kaHamiB. Anroputm — DUAL.

3a 00:1aCTIO 3aCTOCYBAaHHS TIPOTOKOJIH MOALIII0Th Ha BHYTpimHi (IGP — Interior
Gateway Protocol: RIP, OSPF, EIGRP, IS-IS), mo mpamioTh y MeXax OJIHi€el
aBTOHOMHOI cuctemu, Ta 30BHimHI (EGP — Exterior Gateway Protocol: BGP), mio
320€3MevyI0Th MapIIPyTU3AITII0 Mi’)K aBTOHOMHUMH CUCTEMaMHU.

AnminicTpaTuBHa Bincranb (AD — Administrative Distance) — mapamerp, 110
BHU3HAYa€ MPIOPUTET JHKEpesia MapHIPYTHOI 1HQOpMAaIlii IpH HASIBHOCTI JEKUIBKOX
MapuIpyTiB JO OJHIET MEpEeXi BIJ PI3HUX JKepea. MapuipyT 3 MEHIIMM 3HaYEHHSIM
AD BBaxxaeTbcst OUIbII HAIWHUM 1 BCTAHOBIIOETHCS Y TaOJUIIO MapUIpyTH3aIlii.
Cranpaptai 3HaueHHs AD HaBezeH1 y Tabi. 5.6.

Taomund 5.6.
CranaapTHi 3HAYeHHS aIMiHICTPATUBHOI BiCcTaHIi
JIoxepeio MapmpyTy AD JI2xepesio MapmpyTy AD
Connected (6e3nocepeIHLO IPUETHAHA) 0 OSPF 110
Static (cTaTuuHUI) 1 I1S-1S 115
EIGRP summary 5 RIP (v1/v2) 120
External BGP 20 ODR 160
Internal EIGRP 90 External EIGRP 170
IGRP 100 Internal BGP 200

I pUHOMNOBO BaXKJIUBO: TPOTOKOJIHM 3 HIOKYOI0 AD (Hanpukiaa, OSPF — 110)
BUTICHSIIOTH 3 TaOJUIll MapIIpyTU3aIlil MapIIpyTH BiJ TPOTOKOIIIB 3 BUIIo AD (RIP
— 120) nmo Tiei camoi miamepexi. L{0 BiIacTUBICT, HEOOXITHO BPAaXOBYBAaTH MPH
HaJIaroKeHH1 peaucTpulyiii MmapipyTiB Mix RIP ta OSPF.

Ilpomoxon mapuwpymuszauii RIPv?2

RIP (Routing Information Protocol) — omuH 3 HaiiaBHIIIKUX MPOTOKOJIB
JUHAMIYHOI MapUIPyTU3allil, IO HAJIEKUTH 10 KJIacy JUCTaHIIHHO-BEKTOpHUX. RIPv2
omucano y RFC 2453. Merpukor y RIP e kiabkicTs mepexoais (hop count) —
KUIBKICTh MapIIpyTHU3aTOpIB, SIKI MAaKeT MOBUHEH MPOMTH HAa NUBIXY 1O MEpexi
npu3HauYeHHA. MakcuManbHa JOMyCTHMa METPUKa CTaHOBUTH 15; mapmpyT 3
METPHUKOIO 16 BBa)Ka€ThCs HENOCSHKHUM (HEeCcKiHUeHHUM). [{e oOmMexeHHsT 0THOYaCHO
€ 1 HeJIoJIIKOM (Mepeski OuIbIne HIX 3 15 mepexonamMu He MATPUMYIOTHCS ), 1 CIIOCOOOM
00opoThOu 3 etismu (count-to-infinity).

RIPv2 (ma Biaminy Bim RIPvl) migTpumye Oe3kiiacoBy MapiipyTH3AIliio
(CIDR/VLSM) Ta po3cuiiae OHOBJICHHS IrpynoBuUM criocooom (multicast 224.0.0.9).
RIP BukopuctoBye TpancnoptHuii mpotokona UDP (mopt 520).

Crannaptai Taiimepu RIP:

. Update Timer — 30 ¢ (inTepBai Mix peryJIipHUMUA OHOBJICHHSIMH );

o Invalid Timer — 180 ¢ (uac, micis SKOro MapIIpyT MO3HAYAETHCS SIK

HEJOCTYIHUH, SIKIIO 32 HHOTO HE HAIXOAWIU OHOBJICHHS);

o Holddown Timer — 180 ¢ (4ac, mpoTArom SIKOT0 MapIIpyTH3aTOp iIrHOPYE

OHOBJICHHS 3 T1PILOI0 METPUKOIO IS LIbOTO MapuIpyTy);
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o Flush Timer — 240 ¢ (gac, micist SKOro MapuIpyT BHITyYa€ThCS 3 TaOIHII
MapHIpyTH3aIlii).

[Tpuknan vamaromkenus RIPv2 na mapmpytuzatopi Cisco:

Router(config)# router rip

Router(config-router)# version 2

Router(config-router)# no auto-summary

Router(config-router)# network 192.168.1.0

Router(config-router)# network 10.0.0.0

Router(config-router)# passive-interface FastEthernet 0/0
Router(config-router)# exit

[TapameTpu ocHOBHUX KOoMaH[ RIP:

o router rip — BXix y pexum KoH¢pirypyBanHs nporokoiy RIP;

o version {1 | 2} — BcraHOBIICHHS BepCii MPOTOKOIY;

o network address — orosomieHHsT 0€3MOCEPEAHBO MPUEIHAHOT KIACOBOT
Mepexi aist yuacti y RIP;

° No auto-summary — BUMKHEHHS aBTOMATHUYHOI CymMapu3allii Ha Mexkax

KJIACOBUX MepekK (000B'A3KOBO AJI1 KOPEKTHOI POOOTH 3 MIAMEPEIKAMH );

o passive-interface interface-type interface-id — nepesenenns inrepdeicy

y nmacuBHu# pexxuM (RIP-oHOBIIEHHS HE epecuialoThes uepes 1ieit iHTepdeiic).

KoMaHn MOHITOPUHTY Ta MiarHOCTUKUA poOoTH npoTokony RIP HaBeaeHo y
Tabim. 5.7.

Ta6mmrs 5.7.
KoMaHau MOHITOPUHIY TA JiarHOCTHKHM Po00TH MPOTOKOJIY RIP
Komanga IIpusnavyenus

show ip protocols [Hdopmariis mpo aKkTHBOBaHI MPOTOKOIN MAPIIPyTH3AIIIT
show ip route [ToBHa TabnMIIs MapIIPyTH3ALIIT
show ip route rip Tabnuis mapuipyTu3aitii Jmire 3 Mapiipyramu RIP
show ip rip database basa ganux mapuipytis npotokoiy RIP
debug ip rip AKTHUBAIIIS BUBEJICHHS JIIarHOCTHYHOI iH(popMarrii
debug ip rip events Jlume momii (6e3 BMiCTy OHOBJICHB )
undebug all BuMKHEHHS BCiX nedaris
clear ip route OuuiieHHs TaOIUI MapIIPyTH3AIT

Ilpomoxon mapuwpymuszauii OSPFv2

OSPF (Open Shortest Path First) — mpotokoa mMapiipyTH3allii cTaHy KaHaiB,
ormucanuit y RFC 2328 (OSPFv2 s [Pv4). Ha Biaminy Big RIP, OSPF ne nepenae
TaOJIMIN MapuIpyTU3allii, a GopMye y KO)KHOTO MapIIpyTH3aTOpa MOBHY TOMOJIOTIYHY
KapTy Mepexi — 6a3y nanux crany ka"amiB (LSDB — Link State Database). Ha ocHoBi
miei kaptu anroput™ [eikctpu (SPF) oOuuciioe onTumanbHI MapmipyTH A0 BCIX
BIJIOMHX MEPEK.

Metpuka OSPF (Bapticth, cOSt) pO3paxOBY€TbCS HAa OCHOBI MPOITYCKHOI
3IaTHOCTI KaHAIIY:
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N

M= z RefBW
Y . BWi ’
=
M — meTpuka mapuipyty; N — kinbkicTs ninssHok mapuipyty; RefBW (Reference

1)

Bandwidth) — eranonna npomyckna 3gatHicTh (3a 3amoBuyBanHam 102 Git/c = 100
Mo6it/c); BWIi — nporyckna 3maTHiCTh I-1 minstHKH (011/C).

3a 3amoBuyBanHsaM OSPF nmpusnauae intepdeticy Fast Ethernet (100 M6it/c) i

Gigabit Ethernet (1000 M6it/c) omHakoBy BapTicTh 1, mo € HEKOpeKTHUM. Jlms
YCYHEHHS I1i€T MpoOJIeMH 3aCTOCOBYEThCS KoMaHa auto-cost reference-bandwidth 3
napaMeTpoM, SIKU MOBUHEH OyTH HE MEHIIINM 3a TPOIYCKHY 3/IaTHICTh HAWIIIBUIIIIOT
TEXHOJIOTIT y Mepexi. Y MeKax HaIloro 3aHATTs BCTaHOBIIOeThCs 3HaueHHs 1000 (s
KOPEKTHOTO PO3paxyHKy MeTpuKk 3 ypaxyBaHHsM Gigabit Ethernet). Crangapthi
3HAYCHHS METPUK iHTepdeiiciB 3a pi3Hux 3HaucHsr RefBW naBeneno y Tadim. 5.8.

Taomung 5.8.
CranaaprHi 3Ha4YeHHs MeTpPHK iHTepdeiiciB mpoTokoay OSPF
Texnonoris T CEr Eternet Lol Enernet Ethernet
[IponyckHa 3maTHicTh, MOiT/C 1,544 | 2,048 10 100 1000 10000
Merpuka (RefBW = 100 M6it/c) 64 48 10 1 1 1
Mertpuka (RefBW = 1000 M6it/c) | 647 488 100 10 1 1

O6uaacti OSPF ta Tunu mapmpyrtuszaropis. [[ns macmraboBanocti OSPF
HIATPUMYE 1€papXIUHUI MO Mepexkl Ha o0acTi (areas). Yci o61acti MOBUHHI MaTH
3'eqHAHHS 3 MaricTpaibHOIO obmactio — area 0 (Backbone Area). 3a po3rairyBaHHIM
y 1epapxii mapupytuzatopu OSPF noainiaroTs Ha:

e Internal Router (IR) — Bci inTepdeiicu HanexaTh 0JHINA 001aCTi;

e Backbone Router (BR) — oxun a6o 6inbiire inTepdeiiciB Hanexath area 0;

e ABR (Area Border Router) — mae intepdeticu y 1Box abo Oibiiie 001acTaX,

000B's13k0B0O B area O;

e ASBR (Autonomous System Boundary Router) — 3giiicHioe o00OMiH
MapuipyTamu 3 HIIUMH aBTOHOMHUMH CHUCTEeMaMu a00 1HIIUMH MPOTOKOJIaMHU

MapuipyTH3aLii.
Tunu

3oBHIiIHIX MapuwpyTiB  OSPF. Mapupyrn,

OTpUMaHI1

qyepes

PEIUCTPUOYIIiIO Bl IHITUX MPOTOKOJIIB, OTOJOIIYIOTECS Uepe3 crneriaabHui T LSA
— Type 5 (External LSA). Y Tabauiii MapiipyTH3aiiii Taki MapImpyTH MO3HAYAIOTHCSI

gk O E1 abo O E2:

o E1 (External Type 1) — mizcymMKoBa METpHKa IOPIBHIOE CyMi 30BHIITHBOT

METPUKH (331aHOI IpU peaucTpuOy1ii) 1 BHYTpilHbO1 BapTocTl nuisixy OSPF no
ASBR. To6T0 MeTpuKa 301IbIIYETHCS 3 KOXKHUM TepexoaoM Beepeauni OSPE-
JIOMEHY;

o E2 (External Type 2) — mijicyMKoBa METpHKa JOPiBHIOE JIUIIIEC 30BHILITHI
METpHIl, 3a7aHii mpu peaucTpuOymii (3a 3amoBuyBaHHsM 20). BHyTpimHs
BapTicTh 1wiAxy Bcepenuni OSPF  He BpaxoByerbes. lleir  Tun
BUKOPHCTOBYETHCSI 32 3aMOBUYBAaHHSM 1 € OUIbLI CTAaOUIBHUM MpHU 3MiHAX
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BHYTPIIIHBOI TOMOJIOT1, aJie MOK€ MPU3BOAUTH 10 HEONTUMAIBHUX MapIIPYyTiB
3a HassBHOCTI KiibKkoX ASBR.
[Tpukmnan nanaromkenHss OSPFv2 na mapmpyrtuzaropi Cisco:

Router(config)# router ospf 10

Router(config-router)# router-id 1.1.1.1
Router(config-router)# auto-cost reference-bandwidth 1000
Router(config-router)# network 10.0.0.0 0.0.0.3 area 0
Router(config-router)# network 192.168.10.0 0.0.0.255 area 0
Router(config-router)# passive-interface FastEthernet 0/1
Router(config-router)# exit

KoMaHiu MOHITOPUHTY Ta J1arHOCTUKH poOoTH npoTtokosy OSPF HaBeneno y

tadin. 5.9.

Taomung 5.9.

Komanau MOHITOPUHTY Ta AiarHOCTHKH podoTu npoTokoiay OSPF

Komanga

IlpuzHauyeHHs

show ip protocols

Indopmariist Ipo aKTHBOBaHI MPOTOKOJIX MapIIPyTH3aIlil

show ip ospf

3aranbHa iHdopmaris npo npouec OSPF, RID, kinbkicTh
obracreit

show ip ospf interface

[Tapamerpu inTepdeiiciB OSPF (RID, Tun mepexi, DR/BDR,
METpHUKa, TaHMEPH )

show ip ospf neighbor

CIHCOK CYCiAHIX MapIIpyTH3aTOPiB, CTaH BIAHOCHH CYCiACTBa

show ip ospf database

Bwmict 0a3u ganux crany kanaiis (LSDB) — tumu LSA

show ip ospf database external

JIume LSA Type 5 (3oBHimui mapmpyTtu Big ASBR)

show ip route ospf

Tabnuig mapmpyTtusaiii aumie 3 mapipyramu OSPF

debug ip ospf events

BuBenenns miarHocTHYHOI 1HGOPMAIIIi PO MO

debug ip ospf adj

Busenenns niarHoctuynoi iHdopmarii mpo BiAHOCUHH
CycCiJIcTBa

clear ip ospf process

Ilepesamyck mponecy OSPF

Peoucmpuoyuia (nepepo3nooin) mapwpymie

Penucrpubyuiss mapmpytiB (route redistribution) — mnpomec mnepenaui
MapuipyTHOi iH(popMallii, OTpUMaHOI OJHUM MPOTOKOJIOM MApHIPYyTHU3allii, B 1HIINAN
MPOTOKOJ MapuIpyTU3alii Uil MOJANbIIOr0 PO3MNOBCIOKEHHS. BHKOHYyeThCS Ha
rpasuaHoMy mMapmpyrtusatopi (boundary router; y tepminonorii OSPF — ASBR),
SKAW OJHOYACHO Oepe ydacTh Yy poOoTi naBox (abo Oinblne) MTPOTOKOJIIB

MapIpyTU3aLIii.
HeoOxiaHicTh y peAucTpuOYILii BUHUKAE Y TAKUX BUMAJKAX:
o MpU 3JIMTTI KOMITaHIM, y SKUX ICTOPHYHO BUKOPUCTOBYBAJIWCS PI3HI
MIPOTOKOJIM MapIIpyTH3AIlii;
o y Mepexax, A€ aIMIHICTpaTopaM pI3HMX HIAPO3JUIIB HAJaHO MpaBo
CaMOCTIITHO 0OMpAaTH MPOTOKOJ MapLIpyTHU3AIi;
. [IpU MOETATHOMY IEepeX0 i Ha HOBUM MPOTOKOJ MapILIpyTU3aLli — Ha Yac

nepexory 00u1Ba MpOTOKOJIU (QYHKI[IOHYIOTh apaJebHO;

TexHo102iYHa npakmuKka YacmuHa 2. MemoduyHi pekomeHdayii 92



o py TAKIIOYEHHI A0 Mepex MocTadanbHuka nociayr (Service Provider),

110 BuKopuctoBye BGP.

IlouaTtkoBa wmerpuka (seed metric). MeTpuku KOXHOTO MPOTOKOIY
MapmipyTH3amii MmoOyJ0BaHO 3a PI3HUMH MPUHIWIAMH Ta BigoOpakaroTh pi3HI
XapaKTepUCTHKU MapHipyTy: MeTpuka RIP — kinpKkicTh mepexo/iiB (YHCI0), METPUKA
OSPF — BapTicTh Ha OCHOBI MPOMYCKHOI 3/IaTHOCTI (YMCIO, aje IHIIOTO MOPSIKY),
metpuka EIGRP — ckmamoBa Benmumnaa (bandwidth, delay, reliability, load, MTU).
Tomy npu peaucTpuOyIii 3 OJHOTO MPOTOKOJY B 1HIIWKA HEOOXIAHO SIBHO BKa3aTH
MOYaTKOBY METPHKY, SIKYy IpUAMAaTUME PEIUCTPUOYTOBAHUI MapIIpyT y MPOTOKOJIi-
oTpuMyBaui. SIKI0 MeTpWKa HE 3aJaHa, MapIIpyT MOXKE B3araji He 3'SBUTHCS Y
Ta0IUIl MapIIpyTU3allii (3HaYeHHs 32 3aMOBUYYBAHHSIM JJI O1IBIIIOCTI MPOTOKOJIB —
HECKIHUEHHICTh). Bunsitok — peauctpulyiis B OSPF (3a 3amoBuyBanHsIM MeTprka 20)
Ta CTaTUYHUX MApIIPYTiB 1 connected-Mepexk.

Crioco6u 3a1aHHS TOYAaTKOBOT METPUKH (Y TTOPAIKY 3MEHIIICHHS MIPIOPUTETY):

° y route map 3a jgonomMororo koMmauau Set metric;

o 0e3nocepennbo y komani redistribute mapamerpom metric;

o komanna default-metric y pexumi KoHOITYypyBaHHS MPOTOKOJY-

OTpUMYyBaya (3aCTOCOBYETHLCS JI0 BCIX PEAUCTPUOYTOBAHUX MAPIIPYTIB).

Tabmuus 5.10.
IloyaTkoBa MeTpHKA JJIsI PeAUCTPUOYTOBAHMX MAPIIPYTIB 32 3aMOBYYBAHHIM

g%‘:;gfgg; IMouaTkoBa MeTpUKA 32 3aMOBUYYBAHHIM
RIP HeckiHueHHICTh — MapLIPYT HE PEAUCTPUOYTYETHLCI O0€3 IBHOTO 3aJaHHs metric
OSPF 20 nis Bcix mporokouiB, okpiMm BGP; mis BGP — 1
EIGRP HeckiHueHHICTh (3a BUHATKOM peaucTprOyIii 3 iHmoro npouecy EIGRP)
IS-IS 0
BGP Mertpuka IGP-tipoTokoity, 3 IKOTO BUKOHYETHCS PEAUCTPUOYITIS

Cunrakcuc komanau redistribute y 3araapHOMy BUTIISII:

router(config-router)# redistribute protocol [process-id] [metric value]

[metric-type type] [match route-type] [route-map map-name] [subnets]

HaiiBaxxnuBiii nmapameTpu:

o subnets — o6oB'a3koBuUii mapamerp npu pexucTpudyuii B OSPF s

nepepo3noAiay MappyTiB miaMepex (0e3 Hboro OSPF nepepo3noaimrs auiie

KJIACOBI MEpEKi);

o metric-type type — s OSPF: tun 30BHimHR0r0 Mapmpyty (1 —E1, 2 —

E2, 3a 3amoBuyBanHsM E2);

o route-map map-name — 3acTtocyBaHHS QUIBTPY MapUIpyTiB 3a

JIOTIOMOTOI0 KapTH MapIIpyTiB (I03BOJISIE CEIEKTUBHO PEIUCTPUOYyTyBaTH

MapHipyTH, MPU3HAYATA METPUKHU, TUTIN).

[Tpuknag naBoctopoHHboi peauctpuOymii RIP <> OSPF Ha rpanudnomy
MapuIpyTH3aTOPI:

Router(config)# router ospf 10

Router(config-router)# router-id 1.1.1.1

Router(config-router)# redistribute rip subnets metric 100 metric-type 2
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Router(config-router)# exit

Router(config)# router rip

Router(config-router)# version 2

Router(config-router)# no auto-summary

Router(config-router)# redistribute ospf 10 metric 5

Router(config-router)# exit

[Ticist BUKOHAHHS WX KOMaH/ Ha MapIIpyTHU3aTOpax MPOTHIICKHUX TOMEHIB
3'SIBISATHCA 30BHIIIHI MapmipyTu: Ha Router 3 OSPF — mapmpytu tuny O E2 no
nigmepex RIP-nomeny; Ha Router 3 RIP — mapmpytn tuny R no minmepexx OSPF-
JOMEHY 3 METPHKOIO, 3aJIaHOI0 TmapameTpoMm Mmetric (abo default-metric) y pexmmi
koH(irypyBanus RIP.

Pexomenoosana nocnioognicms nepegipKu pooomu npomoKo.lie mapuipymu3ayii,
peducmpuoyuii ma DHCP

PexomeHi0BaHa MOCIIOBHICTh MEPEBIPKU MICHS 3aBEPILICHHS HalallTyBaHHS
HaBeeHa HIKYe. J{s KOKHOT KOMaHM IIOKa3aHO XapaKTEpHUN BUBIJ Ta MOSCHEHHS
KJIFOYOBHX TOJIB.

1. [TepeBipka ctany iHTEpQEHcCIB.
Router# show ip interface brief

Interface IP-Address OK? Method Status Protocol
FastEtherneto/0 192.168.1.1 YES manual up up
FastEtherneto/1 10.0.0.1 YES manual up up
Seriale/e/0 172.16.0.1 YES manual up up

VYeci inTepdeticu, 1o 3aaisiH1 y poOOTI Mepexi, MOBUHHI MaTH cTaH up/up. Ctan
down/down Bkazye Ha (izuuHy npoOiemy (BiICYTHICTH KabOelto, HEaKTUBHUIA
iHTepdeiic — norpidbHa komanaa no shutdown). Cran up/down — niHIHHHUIA TPOTOKOI
HE BCTaHOBJICHUI: /i Serial-kaHany — BiACyTHICTH clock rate Ha DCE-ctoponi; st
Ethernet — y3ropkeHHs MBUIKOCTI/YTIIEKCY a00 MMOMIIIKOBA 1HKATICYJISIIIS.

2. Ilepesipka npoTtokoisry RIPv2.

Router# show ip protocols
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 12 seconds
Outgoing update filter list for all interfaces is not set
Default version control: send version 2, receive version 2
Automatic network summarization is not in effect
Routing for Networks:
192.168.1.0
10.0.0.0
Passive Interface(s):
FastEtherneto/o
Distance: (default is 120)

Bepcist mporokony nosuHHa 0yt 2 (psinok «send version 2, receive version 2»).
Psnox «Automatic network summarization is not in effecty miaTBepaKye BUKOHAHY
KOMaHAy no auto-summary. Y mnepeniky Routing for Networks moBunH1 6yTH BCi

orosorieHi mepexi. Distance 120 — ctanmapTHa agmiHicTpaTuBHA BigcTanb RIP.
Router# show ip rip database
10.0.0.0/8 auto-summary
10.0.0.0/24
[1] via 192.168.1.2, 00:00:14, FastEtherneto/0
192.168.1.0/24 auto-summary
192.168.1.0/24 directly connected, FastEtherneto/e
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baza manux RIP mictuth yci Mapuipytu, orpuMani Bia cyciaiB. Ilome [1] —
MeTpuka (KumbkicTh mepexonaiB). Yac 00:00:14 — yac 3 MOMEHTY OCTaHHBOTO
oHoByieHHs; ko nepesuinye 180 c¢ (Invalid Timer), mapmpyT cTae HETOCTYITHUM.
3ammucu directly connected — 6e3mocepeHbO MprEIHAHI MEPEXKI.

3. IlepeBipka npotokoixy OSPFv2.

Router# show ip ospf neighbor
Neighbor ID Pri State Dead Time  Address Interface
2.2.2.2 1 FULL/DR 00:00:33 10.0.0.1 FastEtherneto/0o

Cran FULL o3Hauae nmoBHY CUHXpOHi3allito 0a3 nanux ctany kanamiB (LSDB).
[ cranu (INIT, EXSTART, EXCHANGE, LOADING) — npoMiXkHi; SKIIO CTaH
nosro 3amumaerbcss He FULL, mnepeBiputu 301kHIcTE Hello/Dead Interval,
imenTudikaropiB obnacteid Ta Macok migMmepexk. Dead Time mnokazye wac 10

3akiHueHHsd Dead Interval, sxmio 3a Hporo He Haxiige Hello.

Router# show ip ospf interface FastEthernet ©/0

FastEtherneto/0 is up, line protocol is up
Internet Address 10.0.0.2/24, Area ©
Process ID 10, Router ID 3.3.3.3, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 3.3.3.3, Interface address 10.0.0.2
Backup Designated Router (ID) 2.2.2.2, Interface address 10.0.0.1
Timer intervals configured, Hello 10, Dead 40, Wait 4@, Retransmit 5

Tun mepexxi BROADCAST Bcranosnenuit aBromatuuso g Ethernet. Cost 10
po3paxoBanuii 3a Gpopmynoro RefBW/BW = 1000/100 = 10 (3 xomanmorw auto-cost
reference-bandwidth 1000 mnst Fast Ethernet). Hello 10, Dead 40 — crammaptHi
sHauenHs s BMA. State DR / BDR / DROTHER noka3sye ponb mapiipytuszaTopa y
CErMEHTI.

4. IlepeBipka TaOIUII MapIIpyTH3ALlli Ta PEAUCTPUOYIIIi.

Router# show ip route

Codes: C - connected, S - static, R - RIP, O - OSPF, IA - OSPF inter area
E1l - OSPF external type 1, E2 - OSPF external type 2,

192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.1.0/24 is directly connected, FastEtherneto/o

L 192.168.1.1/32 is directly connected, FastEtherneto/o

R 192.168.2.0/24 [120/1] via 192.168.1.2, 00:00:08, FastEtherneto/eo

O E2 10.10.30.0/24 [110/100] via 172.16.0.2, 00:01:23, Serial0e/0/0

3anmuc R — mapmipyr orpumano Big RIP (agminicTpatuBHa Bijactanb 120,
MeTpuka | — kiabkicTb nepexoAis). 3anuc O E2 — 3oBHimHINM MappyT OSPF tuny E2
(agminictpatuBHa Bifctanb 110, Mmetpuka 100 — ne seed-metric, 3aaHa KOMaHA010
redistribute rip subnets metric 100, BHyTpimHa BapTicTh nuAXy OSPF He
BpaxoByeThcs). HasiBHICTH MapuipyTiB 000X THIIIB MIATBEPIKYE KOPEKTHY POOOTY
JIBOCTOPOHHBOI peaucTpudyLii Ha ASBR.

5. ITepeBipka po6otu DHCP-cepgepa.
Router# show ip dhcp pool

Pool POOL_A :

Utilization mark (high/low) 100 / ©

Subnet size (first/next) : 0/ 0

Total addresses : 254

Leased addresses : 1

Pending event : none

1 subnet is currently in the context :
Current index IP address range Leased addresses
192.168.1.2 192.168.1.1 - 192.168.1.254 1
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ITone Leased addresses nmoka3ye KiJIbKICTh BUJIAHUX aJipec. SKIIO Mpy HasIBHOCTI
akTUBHUX KiieHTIB 3HaueHHS 0 — DHCP-3anmuTi HEe 10X0A4Th 10 MapuipyTu3aropa:
nepeBiput komaHay ip helper-address Ha iHTepdeiici HaWOIUKIOTO /10 KIIEHTIB

MapIIpyTH3aTOpa, a TAKOXK BIIMOBITHICT MiAMEPEKl Y Y.
Router# show ip dhcp binding
Bindings from all pools not associated with VRF:

IP address Client-ID/ Lease expiration Type
Hardware address/
User name

192.168.1.10 0100.50ab.cd12.34 Mar 02 2026 14:32 PM Automatic

Tabmuns openn: Buaana IP-agpeca, MAC-aapeca kii€eHTa, 4ac 3aKiHYCHHS
operau. I[lopoxHs TaOmuIs OpW HASBHOCTI KIi€HTIB o3Haudae, mo DHCP He
(GyHKIIIOHye — HEOOXITHO TepeBIpUTH HamaropkeHHs 1p helper-address Ha
MapiipyTusaropi-penei Ta mappyT Bix DHCP-cepBepa no migmepexi Kiri€HTa.

6. [lepeBipka HaCKpi3HOTO 3B'SI3KY.

C:\> tracert 10.10.30.10

Tracing route to 10.10.30.10 over a maximum of 30 hops
1 1ms  * 1ms 192.168.2.1
2 2 ms 1 ms 2 ms 192.168.1.2

3 3 ms 2 ms 3 ms 10.10.30.10
Trace complete.

Busenenns nokasye nuisix Bif RIP-gomeny no OSPF-nomeny. [epmmii xom —
IUTI03 32 3aMoBuYyBaHHsSM. [Jpyruii xom — ASBR, mo BUKOHye peaucTpuOyliio.
OcranH1li XOIT — KIHIIEBa CTaHUis. SKII0 TpacyBaHHs 3ynuHsIEeTbcsl HA ASBR, 3HaunThH
peauctpuOyiis 3 RIP B OSPF (abo 3 OSPF B RIP) npartoe nuiie B oAHOMY HaIpSIMKY
— MoTpiOHA TmepeBipka HasBHOCTI komany redistribute y pexumi koHGIrypyBaHHS
000X NMPOTOKOJIB Ta mapameTpa subnets mpu pexuctpudynii B OSPF.

Tunogi nomuaku npu HANA200)HCEHHI NPOMOKOJIIE Mapuipymu3ayii ma
peoucmpuoyyii

1. He BumkHeHa aBToMaTuuHa cymapusaunisa y RIP. 3a 3amoBuyBaHHIM
RIPv2 aBTOMaTHM4HO CyMapu3ye MapHIpyTH Ha MEXi KJIaCOBHX MEPEK. Y Mepexax 3
HEKJIACOBOIO aJIPECAII€I0 11€ MPU3BOAUTH 10 HEKOPEKTHOTO (POPMYBAHHS MapIIPYTIB.
O06oB's13K0Ba KOMaHa — NO auto-summary.

2. HesipHa inBepToBana macka y komasai network OSPF. [uBeproBana
Macka BKa3zye, ki 61T MOXyTb 3MmiHroBaTucs. s /24 — 0.0.0.255, nns /30 — 0.0.0.3,
s /16 — 0.0.255.255. [Tomuika mpu3BOAMTE JI0 TOTO, 110 iHTEpdElc HE aKTUBYETHCS
y mOTpiOHIM 00JacTi.

3. HecymicHi mapamerpu 11 BCTaHOBJIeHHS BifHocHH cyciacrea OSPF.
Jnst dopmyBanHs cyciacTtBa mapuipytuzatopy OSPF moBuMHHI MaTH: OJHAKOBI
imenTudikatopu obnacted; oxHakoBi Taiimepu Hello/Dead; omgnakoBi wmacku
MiIMEPEIK; OJTHAKOBI THITH MEPEK; OJHAKOBY ayTCHTHU(IKAIIO (SKIO HATAIITOBAHA);
yHikanbHi Router ID.

4, BigcyTHicTh KJII00490BOro cjaoBa subnets npu pexuctpudyuii B OSPF.
bes mapametpa subnets OSPF nepepo3noainute juiie MapipyTH KIaCOBUX MEPEX,
ITHOPYIOUHM BCI MiAMEpExKi. Y CydaCHUX MepexKax 1€ MPU3BOIUTH 10 TOTO, IO KOJICH
MapIuIpyT HE MepeaacThCsl.

5. He 3amana moyarkoBa Merpuka mnpu peauctpudynii B RIP. 3a
3aMOBYYBaHHSIM TIOYaTKOBAa MeTpuKa ajisi peauctpuOymii B RIP — HeckiHYeHHICTS,
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TOMY MapIIpyT He nepenaetbes. O00B's13k0BO 3anaTi Metric y komanai redistribute
a0o default-metric y pexxumi kondirypysanus RIP.

6. IMomuaxosuii port-number aas DHCP relay. Komanga ip helper-
address 3a 3amoBuyBaHHsM nepecuiae aekitbka UDP-mmoprie (TFTP, DNS, NTP ta
i, He Timeku DHCP). V 6inbinocTi BUNAAKIB 1€ HE CTBOPIOE IpobiieM, aie y
Mepeskax 3 BIACHUMU CEpBICAaMH Ha IUX MOPTaX MOKE CIPUIMHHUTU MOOIUHI €PEeKTH.
CenextuBHY (hiIbTpaIlito BUKOHYIOTh KOMaH 100 NO ip forward-protocol udp port.

KOHTPOJIBHI 3AITMTAHHA

1. o Take auHaMiuHa MapmpyTuzamis? Y domy ii mepeBaru Ta HEHOJIKU
MOPIBHSHO 31 CTATUYHOIO?

2. Ha sxi kjacu moAUISIOTH MPOTOKOJW TMHAMIYHOI MapmpyTu3artii? J{o sxoro
kiacy Hanexatb RIP Ta OSPF?

3. Illo take aamiHicTpatuBHa BijacTtaHb (AD)? fke 1i 3nauenns mius RIP ta
OSPF?

4. OnuiiTe NPUHUOUI POOOTH JUCTAHUIMHO-BEKTOPHUX MPOTOKOJIB. SKHUI
AJTOPUTM JIEKUTh B OCHOB1 RIP?

5. Ywuwm Bigpi3asatoTees RIPvI ta RIPv2? Ha3BiTh Tpu KIIFOYOBI BIIMIHHOCTI.

6. Ilo Take merpuka y mpotokoai RIP? fke i makcumanbHe 3Ha4YCHHS Ta
qyomy”?

7. TlepeniuiTh Ta MOSICHITH MPU3HAYEHHSI OCHOBHUX TaiiMepiB rpoTokoay RIP.

8. Yomy mpu HanaromxenHi RIPv2 000B'sI3k0BO BUKOPUCTOBYBATH KOMaHy
no auto-summary?

9. Ski mexaHi3mMu O0pOTHOM 3 METIISIMH MapIIPyTH3aIlii BAKOPUCTOBYIOTHCS Y
nporokosi RIP?

10. OnuiniTh TPUHIMI POOOTH MPOTOKOIIB CTaHy KaHamiB. SIKui anroputm
BukopuctoBye OSPF s po3paxyHKy MapuipyTiB?

11. Sk po3paxoByeThcst MeTpuKka y npoTokosi OSPF? 3anumite popmyy.

12. o take ertanonHa mpomyckHa 3aaTHICTH (RefBW)? Yomy 11 HeoOxigHO
3MiHIOBaTH y Mepexax 3 Gigabit Ethernet?

13. I{o Take Router ID y OSPF? Sk BiH popMyeThCs 32 3aMOBUYBaHHSIM 1 4OMY
PEKOMEHIyEThCS 3a7]aBaTH HOTO SIBHO?

14. Ha3Bith ocHOBHI Tunu mapuipytuzatopiB y OSPF. Skuit 3 HUX BUKOHYE
penucTpuoyIio?

15. o Take LSDB ta LSA? Skuit Tun LSA Hece 1Hdopmalito mpo 30BHIIIHI
MapupyTu?

16. Yum Bigpi3HArOThCs THIH 30BHIMHIX MapuipyTiB OSPF E1 ta E2? Sxuii 3
HUX BUKOPUCTOBYETHCS 32 3aMOBUYBaHHSAM?

17. 1lo Take penucTpuOyLiss MapmipyTiB? Y SKUX BUIAIKaX BUHHUKAE
HEOOXITHICTD y 11 BUKOPUCTAHHI1?

18. I1lo Take seed metric (moyaTkoBa MeTpuka)? ki Tpu cnocodw ii 3aganHs Bu
3HaeTe?

19. Yomy nipu peauctpudyii B RIP 060B's13k0B0 3a1aBaT MOYaTKOBY METPUKY
SIBHO?

20. Ins yoro moTpiOeH mapamerp subnets komanau redistribute mnpu
peauctpuOyii B OSPF?
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SAHATTA Ne 6

HOCJIIIZKEHHS TA HAJIAT'OIKEHHS ITPOTOKOJIY
MAPIIPYTHU3ALIT OSPF Y IUPOKOMOBHINA MEPEXKI 3
MHOXHUHHUM JOCTYIIOM HA BA3I MAPHIPYTU3ATOPIB CISCO

MeTa 3aHATTSI: O3HAMOMUTHCS 3 OCOOTMBOCTAMHU (PYHKITIOHYBAaHHS MPOTOKOITY
mapuipytusanii OSPFv2 y mupokoMoBHiil Mepexi 3 MHOKUHHUM aocTynoMm (BMA —
Broadcast Multiple-Access); o3HalioMUTHCS 3 MEXaHI3MOM BHOOpPIB BHJILICHOTO
mapmpytusatopa (DR) ta pesepsHoro Buiinesoro Mapupytusatopa (BDR);
OTPUMATH IIPAKTUYHI HABMYKH BILTHBY Ha PE3yIIbTaT BUOOPIB Yepes 3M1Hy TPIOPUTETIB
iHTep(eiCiB Ta INCHTH(IKATOPIB MAPIIPYTH3aTOPIB; JOCIIAUTH BILHB TaiiMepis Hello
Ta Dead Ha 4ac BCTaHOBJICHHS BIIHOCHH CYCiICTBA Ta 30DKHICTE MEpEKi; OTPHMATH
MpPaKTUYHI HABUYKH HAJATO/KEHHS, MOHITOPHUHTY Ta JIarHOCTYBaHHS pPOOOTH
nporokory OSPF y koMOiHOBaHIi Mepexi 3 IUPOKOMOBHUM CETMEHTOM.

Oonaonanna ma npozpamue 3a0e3neueHns

JI71s1 BUKOHAHHA 3aHATTS Ha poO0YOMY MICLI CTyAeHTa Ma€e OyTH HassBHUM TaKe
oOJaZiHaHHS Ta MporpamMHe 3a0e3MeUeHHS:

1. MapmpyTtuzaropu Cisco cepii 1841/2801/2811/2821/2901/2911/2921 3
He MeHII Hix Boma Ethernet-inTepdeiicamu — 3 mT.

2. Keposani komytatopu Cisco cepii Catalyst 2960 (monxeni WS-C2960-
24TT-L a6o WS-C2960-48TT-L) — 4 . (oauH 115 IIHPOKOMOBHOTO CEIMEHTA, 110
OJIHOMY Ha KOKHY po0OOUy CTaHIIIIO).

3. Po6oui cranmii (ITK abo HOyTOYKHM) 3 ONEpaIiiiHOIO CHCTEMOIO
Windows/Linux — He meHme 3 mr.
4, Konconpauit  kabens Cisco (rollover) 3 xonekropom RJ-45 Ta

nepexiguukom Ha USB a6o COM-nopt — 1 miT.

5. Ethernet-xabem npsmoro tuny (T568B) kareropii Cat Se/Cat 6 — He
MEHIIE 9 mIT.

6. Tepminanbha nporpama-emynsatop (PuTTY, Tera Term, SecureCRT abo
aHaJoriyHa) — BCTAHOBJICHA HA pOOOYMX CTAHIIISIX.

Cxema nioKknrouenns

Migmepesxxa C

Mepexxa OSPF (area 0) SW_MIB_3

Ws_nis_2

R_MI6_3

SW_MI6_4

lMigmepexa B NMigmepexa D

WS_Mi6_1 WS_ri6_3

Puc. 6.1. Cxema mepexi, 1110 OyIyeTbCs y MEKax 3aHATTS

Ilpumimxka: 111b HeoOXi1HO 3a3HaYaTH y CKOpoUeHOMY (hOpMaTi, SKUH BIAMOBITA€ JIOTIHY ISl BXOTY
Ha miardopmy learn. Ilpuknan: sikmo JoriH s Bxogy Ha learn — kbl kmd, to HasBa
Mapuipytuszaropa Mae Oyt y popmati R kmd 1.
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3ABJAHHS

1. OszHaliomuTHCS 3 OOJAAHAHHAM Ta TMPOTPAMHUM 3a0€3TMeUeHHSIM
poboyoro  MicIl, TIepeBIpUTH HasSBHICTh KOHCOJBbHMX 1 Ethernet-xaGemnis,
TEepPMIHAJIBHOT POTPaMH.

2. CtBOopuTH MEpEeXy BIAMOBIMHO 10 cxemMu Ha puc. 6.1. VYci 1pm

MapIIpyTU3aTOpU MIAKIIOUUTA A0 IeHTpaibHoro komyrtaropa SW _IIIb 1 uepes
iHTepdelicn TakuM YHMHOM (POPMYETHCS IIUPOKOMOBHHM CEIMEHT 3 MHOXHHHUM
J0CTyTOM, Yy sikoMy Oynae ¢pynkuionyBatu OSPF.

3. [IpoBecTu HanmaromkeHHs iMeHyBaHHs Beix mpuctpoiB Mepexi (R_I1Ib 1,
R TIIIb 2, R IIIb 3, SW IIIb 1,SW IIIb 2, SW IIIb 3, SW _IIIb 4).
4, Po3pobutu cxemy IP-aapecamii mpuctpoiB  mepexi. g mporo
CKOpHUCTATHCS AJaHUMU Ta0j. 6.4. Pe3ynbratu 3a10BHUTH Y Ta0. 6.1.
Taomung 6.1.
ITapameTpu agpecauii Mepexi
Mepe:xa / IIpucrpii Intepdeiic  MAC-agpeca | |IP-agpeca | Macka | IIpedikc
ITimmepesxa A (BMA-cermenr) - -
ITimzmepexxa B (LAN R1) - -
ITigmepesxa C (LAN R2) - -
ITimzmepexxa D (LAN R3) - -
Mapupytuzarop R1 Ao BMA
10 LAN B
Mapmipyrtuzarop R2 Ao BMA
1o LAN C
1o BMA
MapmpyTtuzarop R3 OLAND
KomytaTop SW1
KomyTaTop SW2
KomyTtaTtop SW3
KomyTtatop SW4
PoGoua cranmis WS1 NIC
PoGoua cranmis WS2 NIC
PoGoua cranmis WS3 NIC
S. Hanamrysaru [P-agpecanito Ha Bcix iHTepdeiicax MapmipyTHU3aTOpiB Ta

KOMYTaTOpIB, a TAKOK HA POOOYMX CTAHIIIAX, 3T1AHO 3 Janumu 1abdm. 6.1. [lepeBiputu
cran iHTepdeiicie komanmow show ip interface brief. Ileperiputu 3B'130K Mix
napamMu 0e3rmocepeIHbO MPUEAHAHUX MTPUCTPOIB KOMaH 1010 Ping.

6. Bba3ose nanaromxennst OSPF 0e3 srpyuanns y suoopu DR/BDR. Ha
BCIX TpPHhOX MapIIpyTU3aTopax BHUKOHATH Oa3oBe HamaromkeHHs OSPFv2 i3
CTaHJapTHUMH MapaMeTpamHu:

o aKTUBYBaTH IPOTOKOJ KomaHjoro router ospf process-id (3maueHHs
process-id = HoMep cTiliku S);
o OrOJIOCHTH O€3MOocepeIHb0 MpHEIHaHI Mepeki KomaHmoro Nnetwork i3

3a3HAYCHHSIM 1HBEpTOBaHO1 Macku Ta area 0;
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o BCTAHOBUTH €TaJOHHY IMPOIMYCKHY 3JaTHICTh KOMaHAOK auto-cost

reference-bandwidth 1000;

o s tynukoBux JokanbHux Mepexxk (LAN RI, LAN R2, LAN R3)

HaJIAIITyBaTH IAaCHBHUY iHTEepdeiic komaHmoro passive-interface.

7. Anaui3 pesyabraTtiB BuUOopiB DR/BDR 3a crangapTaux ymos. [licis
TOTO SIK Ha BCIX TPbOX MapiipytuzaTopax npotokos OSPF akTuBoBaHuU# 1 BITHOCUHU
CyCIJICTBa BCTAHOBJICH1, BUKOHATH JOCIIKEHHS pe3yiabTaTiB BuO6opiB DR/BDR. Jlns
BOTO:

J Ha KOXXHOMY 3 MapIIpyTH3aTOpiB BHUKOHATH KomaHxy Show ip ospf

neighbor — 3adikcyBaru cran BigHocuH cycinctBa (FULL/DR, FULL/BDR,

FULL/DROTHER, 2-WAY/DROTHER) ta Router ID koxHoro cycina;

o BukoHaTH KomaHmy Show ip ospf interface interface-id Ha koxxHOMYy

MmapuipyTtuzaropi — 3adikcyBatu tun Mepexi (BROADCAST), npioputet

inTepdeiicy (Priority), Router ID DR-mapmipyTuzaropa (Designated Router) Ta

BDR-mapmipytuzatopa (Backup Designated Router);

o 3aMOBHUTH Ta0. 6.2 3 pe3yJbTaTaMu BUOOPIB 33 CTAHAAPTHUX YMOB;

o MOSICHUTH, YOMY caMe oOpaHuii mapmpyrtuzarop craB DR (3a skum

KpUTEPIEM BIH IEpEMIT — 3a Mp1opuTeTOM, 3a Router ID abo naiiBuia [P-agpeca

cepell aKTUBHUX (PI3UYHUX 1HTEP(DENCIB).

Tabmuis 6.2.
Pe3ysabTaT BUOOPIB 32 CTAHIAPTHUX YMOB
R DT R Poan (DR, BDR, | Router Priority Tun . Hello / DR /BDR
DROTHER) ID MepeKi Dead, c (Router ID)
R1
R2
R3

Ipumimka: y rpadi «Ponby» 3a3Ha4a€eThes (PakTHUHA POJTb MapIIPyTH3aTOpa 3a pe3yabTaTaMu Show
ip ospf neighbor. V rpagi «DR / BDR (Router ID)» — Router ID uuanoro DR.

8. [lepeBiputu 3B'A3HICTE MK poOounmu cradmisma WS IIIb 1,
WS IIIb 2 ta WS TIIb 3 xomanmoro ping. Bukonatu komanay tracert 3 WS I116 1
no WS IIIb 3 — nepekoHarwcs, N0 MAaKEeTH MNPOXOASATh YEpe3 MIHUPOKOMOBHHI
CErMeHT A.

Q. Cnocrepe:keHHs1 CTaHiB BiZHOCHMH cycizcTrBa 4epe3 debug. Mix
momeHToM aktuBailii OSPF ta dopmyBannsm noBuux (FULL) BimHOCHH cycincTBa
MapIIpyTU3aTOPU MPOXOAATh MociiioBHICTh cTaHiB: DOWN — INIT — 2-WAY —
EXSTART — EXCHANGE — LOADING — FULL. Oco6nuicth BMA-Mepexi:
Mk napamu MapipytuzaTopiB DR«—<DROTHER ta BDR<—DROTHER ¢opMmytotbcs
noBHi (FULL) BigHocunu, ane Mixk mapamu DROTHER«<DROTHER BinHocuHM
3aJMIanThes y ctadi 2-WAY — mapiupyTu3aTopu «3HAIOTh» MPO ICHYBAHHS OJHE
OJIHOTO, ajie¢ HEe OOMIHIOIOTHCS JI€TAIbHOIO TOMOJOTIYHOK 1H(POPMALIEI0 HaANpsIMYy.
3aBaaHHs JOCIIHKEHH:

o Ha OJIHOMY 3 MAapIIpyTH3aTOPiB CETMEHTA AaKTHUBYBAaTH TpPAaCyBaHHS

komaugamu debug ip ospf adj Ta debug ip ospf hello mns BuBemenns

1H(dOopMarrii mpo mpoiiec BCTAHOBJICHHS BITHOCHH CYCI1ZICTBA Ta MPO HAJCUIaHHS

Hello-noBizomiens;
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o Ha IbOMY X MapuipyTu3aTopi nepesamyctutu npouec OSPF komanmoro
clear ip ospf process (miaTBepauTH Hif0 BBOJOM YeS); 3adikcyBaTh y 3BiTi
dbparmeHT aedar-BUBOLy 3 TOBHUM CIHCKOM mepexoiB ctaHiB Bigm DOWN mo
FULL (a6o 2-WAY — sikio cycig € DROTHER);

o 3BepHyTH yBary Ha ctaH WAITING, y skomy Mapuipytuzarop nepedyBae

a0 Wait Timer cexynn (3a 3amoBuyBaHHsIM 40 ¢ — qopiBHioe Dead Interval) i

npoTsATOM sikoro BiH ciayxae Hello-moBimomiieHHsT ISl BUSBICHHS YWUHHHUX

DR/BDR, nepm Hixk Opatu y4acth y BuOopax. Skmo npotsrom Wait Timer

DR/BDR He BUABICHO — MapLIPyTH3ATOP CaM 1HIIIIO€ BUOOPH;

J MiCJIs 3aBEPIICHHS Tpoliecy BUKoHatu koMmanay show ip ospf neighbor

Ta 3adikcyBatd (iHATBHUM CTaH BIAHOCHH: mapu MapuipyTtuzatop«—>DR 1

mapmpytuzarop<>BDR wmarote O0ytn y crani FULL/DR ta FULL/BDR

BinnoBinHO, a mapa DROTHER<—DROTHER (sikmo o6uaBa MapuipyTu3aTtopu

— DROTHER) —y crani 2-WAY/DROTHER;

o BUMKHYTH jaebar komanaoro undebug all ado no debug all.

10. Hanaroaxenus napametrpiB OSPF nis BiuBy na Budoopu DR/BDR.
BukonaTtu Tpu mociiIoBH1 ciieHapii BIITUBY Ha pe3yJsbrar Bubopis DR/BDR. Ilepen
KOXXHUM CIIEHApleEM YyCl TOMEpeaHl Halaro/pKeHHs, 10 BIUIMBAIOTh Ha BUOOpU
(loopback-iatepdeticu, router-id, ip ospf priority), noBuHHi OyTH CKHHYTI Yy
nedontHUi cTaH, a nporiec OSPF — nepesanymiennii komanoro clear ip ospf process.
KoeH cueHapiii nepegdadae JOCITHEHHS 3aJJaHOTO BaplaHTOM po3noiny poieit DR
/ BDR / DROTHER oaHuM KOHKPETHUM METOJIOM:

o Cuenapiii 1 — BiuiuB 4epe3 loopback-intepdeiicu. 3riqHo 3 nanuMu

Taba. 6.5 Ha KOXXHOMY MapmpyTu3aropi crtBoputd loopback-inrepdetic

xomanor interface Loopback O i npusnauwtu [P-ampecy xomanmorw ip

address A.B.C.D 255.255.255.255. HaiiBuma IP-agpeca cepen akTHBHHX
loopback-inTepdericie aBToMaTH4HO BHKOPHCTOBYEThCS 5K Router ID mpu

HactynHomy 3amycky OSPF; mapmipytuzatop 3 nHaitoinemum RID crae DR.

Bukonaru clear ip ospf process Ha Bcix TphoX MapIipyTH3aTopax. 3adikcyBaTu

(bakTU4HUN pe3ynbTar y Taou. 6.3;

° Cuenapiii 2 — BB 4epe3 siHe 3aaaHHsa Router ID. Bunmanutu

loopback-iaTepdeticu komanmoro no interface Loopback 0. 3rigHo 3 maHuMu

Tabn. 6.6 y pexumi koHdpirypyBanHs OSPF Ha koXHOMY MapmipyTuszaTopi

BukoHatu koManay router-id A.B.C.D. Bukonaru clear ip ospf process na Bcix

TPHOX MapuIpyTH3aTopax. 3adikcyBatu HakTUUHHM pe3yabTaT y Tao. 6.3.

o Cuenapiii 3 — BB 4epe3 mnpiopureru iHTepdeiiciB. CKuHyTH

3HadeHHs Router ID y pexxumi kondirypysanas OSPF komanmoro no router-id.

3rigHo 3 JaHuMu Tabi. 6.7 Ha 1HTepdeici KOXKHOTO MapHIpyTH3aTopa, IO
nuBuThCs Y BMA-cermenT, BuKoHaTH KomMany ip ospf priority priority_value.

MapiupyTuzarop 3 HailbuIbIIKMM npioputeToM ctae DR; npioputeT 0 moBHICTIO

BUKJIIOYA€E MapiipyTu3aTop 3 BuOopiB. Bukonaru clear ip ospf process na Bcix

TPHOX MapuipyTH3aTopax. 3adikcyBatu (HakTUUHHUMA pe3yapTaT y Tadu. 6.3.

[Ticnst xkokHOTO cueHapito 3adikcyBatd HOBI pesyibTaTd BHOOpiB DR/BDR
xomangamu Show ip ospf neighbor ta show ip ospf interface. 3anoBauTH OKpemuii
010Kk Tabu1. 6.3 11 KOXKHOTO 31 crieHapiiB (1, 2, 3). [lopiBHSATH OTpuMaHi pe3yIbTaTu 3

TexHo102iYHa npakmuKka YacmuHa 2. MemoduyHi pekomeHdayii 101



OYiIKyBaHHMM PO3IIOIJIOM 3a BaplaHTOM, 3 pe3yJibTaTaMu 3aBJaHHs 7 Ta0i. 6.2 Ta Mix
creHapismu. [TosicHUTH, 9OMy B yCiX TPhOX CIICHAPiSX BAAETHCS AOCATTH OaKaHOTO
PO3IOLTY pOJIeH, ajie pI3HUMHU 3ac00aMHU.

Tabmauns 6.3.
Pe3yabTatu Bu6opiB DR/BDR (Tpu cuenapii)
ITapameTp Poan (DR / DR /BDR
Cuenapiii = Mapmpytuszatop | (Loopback / Router ID BDR / (Router 1D)
RID / Priority) DROTHER)
R1
Cuenapiii 1
(loopback) R2
R3
R1
Cuenapiii 2
(router-id) R2
R3
R1
Cuenapiit 3
(priority) R2
R3

Ilpumimka: y tpadi «Ilapamerp» mist Cuenapito | 3a3Hawaerscst [P-ampeca Loopback 0; mms
Cuenapito 2 — 3nadyennst Router ID; mis Cuenapito 3 — npioputer intepdeiicy. ¥ rpadi «Ponb» —
(hakTHYHA POJIb MAPIIPYTU3ATOPA.

11.  Hocmigutu po6oty nporokony OSPF 3a momomoroio moBHOTO Habopy
JIarHOCTUYHUX KOMAaH]I:

o show ip ospf — 3aranpna indopmariis npo npouec OSPF, RID, kinbkicTh

obOnactei, KipKIcTh LSA;

. show ip ospf interface — mapamerpu intepdeiicie OSPF (RID, tun

mepexi, DR/BDR, metpuka, taiimepu Hello/Dead);

o show ip ospf neighbor — cmucok cyciaHix MapripyTu3aTopiB, CTaH

BIJIHOCHH CYCIJICTBA;

o show ip ospf neighbor detail — neranpHa iHpOpMaIs 3 3a3HAYCHHAM

npioputety, yacy 1o 3akiHueHHs Dead Interval Ta iH1e;

o show ip ospf database — moBumii BmicT LSDB;

o show ip route ospf — tabauist MmapupyTu3arii 3 Mapupytamu OSPF.

12. BukoHaTH MOPIBHAIBHE IOCTIIHKEHHS TaOIUIL MAapIIPyTH3aIlii Ha BCIX
TPbOX MapuipyTH3aropax komaHmor Show ip route. IlpoanamizyBaT: THIH
MapuipyTiB 3a MiTkoro (C — connected, L — local, O — OSPF intra-area), 3HaucHHs
anMiHicTpaTuBHOI Bigictani [110/cost] y kBagpatHux aykax. [TosICHUTH, 9OMy KOXCH
MapHIpyTU3aTOp Mae MapiipyTu Ao migmepex A, C, D onHakoBUM criocoOom — 4epes
cBoro cyciga y BMA-cermenTi, a He yepe3 DR (y Tepminax SPF-anroputmy DR He €
TPaH3UTHOIO TOUYKOIO JJI Tpa(iKy aHUX, a € JIUILIE [IEHTPai30BaHOI0 TOUYKOIO OOMIHY
TOTOJIOTIYHOIO 1H(POPMAITIEIO).

13. BuBecTu Ta npoaHanizyBatu Qailnu KoHpIrypauii ycix KOMyHIKaliiHIX
HPUCTPOIB Mepeki (koManaa Show running-config). Y Bumaaky BUSBICHHS TOMHIIOK
y HAJIaroJDKEHHSX — BU3HAYUTH IPUYNHY Ta YCYHYTH iX.

14. IIponeMOHCTpyBaTH BHKOHaHYy poOOTy KEpIBHUKY NPAKTUKH Ta
0(OPMUTH 3BIT 32 3aHATTSIM.
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BAPIAHTHU IHIUBIAYAJIBHUX 3AB/IAHDb

BapiaHnTt BU3Ha4Ya€eTHCs 32 HOMEPOM CTIHKH, 32 SIKOIO MPAIIOIOTh CTYICHTH.

Taomung 6.4.
IHapamerpu IP-aapecauii mepe:ki
Bain\fHTa Ilinmepexa A, /29 | Ilinmepexa B, /24 | Iligmepe:xka C, /24 | Ilinmepexa D, /24
1 170.C.S.0/29 171.C.S.0/24 191.C.S.0/24 100.C.S.0/24
2 170.C.S.8/29 172.C.S.0/24 192.C.S.0/24 101.C.S.0/24
3 170.C.S.16/ 29 173.C.S.0/24 193.C.S.0/24 102.C.S.0/24
4 170.C.S.24 /29 174.C.S.0/ 24 194.C.S.0/24 103.C.S.0/24
5 170.C.S.32/29 175.C.S.0/24 195.C.S.0/24 104.C.S.0/24
6 170.C.S.40/ 29 176.C.S.0/ 24 196.C.S.0/24 105.C.S.0/24
7 170.C.S.48/ 29 177.C.S.0/24 197.C.S.0/24 106.C.S.0/24
8 170.C.S.56 / 29 178.C.S.0/24 198.C.S.0/24 107.C.S.0/24
9 170.C.S.64 / 29 179.C.S.0/24 199.C.S.0/24 108.C.S.0/24
10 170.C.S.72/ 29 180.C.S.0/24 200.C.S.0/24 109.C.S.0/24
11 170.C.S.80/ 29 181.C.S.0/24 201.C.S.0/24 110.C.S.0/24
12 170.C.S.88 /29 182.C.S.0/24 202.C.S.0/24 111.C.S.0/24
13 170.C.S.96 / 29 183.C.S.0/24 203.C.S.0/24 112.C.S.0/24
14 170.C.S.104 / 29 184.C.S.0/24 204.C.S.0/24 113.C.S.0/24
15 170.C.S.112/ 29 185.C.S.0/24 205.C.S.0/24 114.C.S.0/24
16 170.C.S.120/ 29 186.C.S.0/24 206.C.S.0/24 115.C.S.0/24
17 170.C.S.128 / 29 187.C.S.0/24 207.C.S.0/24 116.C.S.0/24
18 170.C.S.136/ 29 188.C.S.0/24 208.C.S.0/24 117.C.S.0/24
19 170.C.S.144 /29 189.C.S.0/24 209.C.S.0/24 118.C.S.0/24
20 170.C.S.152/ 29 190.C.S.0/24 210.C.S.0/24 119.C.S.0/24

Ipumimka: C (class) — nomep ayautopii: mis aya. 107 — 71, ans aya. 107a — 72, S (stand) — nomep
CTIMKH (3a3HAa4YEHO 3BepXy CTIHKN).

YBAI'A! B 3anexxHOCTI BiJi TOAWHU TMPOBEJACHHS MPAKTHUKKA 3HAYCHHS MOXKE 3MIHIOBATHChH 3a
BUMOTOIO KEpIBHHKA.
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Cuenapiii 1. IP-ax

Taomung 6.5.
ecu Loopback 0 nist BuinBy Ha Buoopu DR/BDR

Ba;_») . CI)DSII;F Looth{)flck 0 Pous R1 Loopr\t));ck 0 Pous R2 Loopé)gck 0 Pous R3
1 1 3.3.33 DR 2222 BDR 1111 DROTHER
2 10 3.3.3.3 DR 1111 DROTHER 2.2.2.2 BDR
3 100 2222 BDR 3333 DR 1111 DROTHER
4 200 1111 DROTHER 3.3.3.3 DR 2.2.2.2 BDR
5 2 2222 BDR 1.1.1.1 DROTHER 3.3.33 DR
6 12 1111 DROTHER 2222 BDR 3.3.33 DR
7 120 6.6.6.6 DR 9.5.5.5 BDR 4444 DROTHER
8 220 6.6.6.6 DR 4444 DROTHER 5555 BDR
9 3 59.5.5.5 BDR 6.6.6.6 DR 4444 DROTHER
10 13 4444 DROTHER 6.6.6.6 DR 5555 BDR
11 130 59.5.5.5 BDR 4444 DROTHER 6.6.6.6 DR
12 230 4444 DROTHER 9.5.5.5 BDR 6.6.6.6 DR
13 4 9.9.9.9 DR 8.8.8.8 BDR 7.7.1.7 DROTHER
14 14 9.9.9.9 DR 1.0.7.7 DROTHER 8.8.8.8 BDR
15 | 140 8.8.8.8 BDR 9.9.9.9 DR 7.7.1.7 DROTHER
16 240 1.7.1.7 DROTHER 9.9.9.9 DR 8.8.8.8 BDR
17 5 8.8.8.8 BDR 7.7.7.7 DROTHER 9.9.9.9 DR
18 15 1.7.7.7 DROTHER 8.8.8.8 BDR 9.9.9.9 DR
19 150 6.6.6.6 DR 4444 BDR 2.2.2.2 DROTHER
20 | 250 7.7.1.7 DR 3.3.3.3 DROTHER 5555 BDR

Ipumimka: Macka nis Beix loopback-intepdeiiciB — /32 (255.255.255.255). Tlpu nepesamycky
nporiecy OSPF komanoro clear ip ospf process Router ID kokHOTO MapIipyTru3aropa aBTOMaTHYHO
BCTaHOBIIOEThCA piBHUM IP-anpeci loopback-inTepdeticy. Mapupyruzatop 3 HaliBuum Router ID
crae DR, npyruii — BDR, tpetiit —- DROTHER.
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Taomung 6.6.
Cuenapiii 2. 3navenns Router ID nuist BuinBy Ha Bu6opu DR/BDR

Ba;_») . CI)DSII;F RouFteelr ID Pous R1 Rouéezr ID Poun R2 Rouée3r ID Pous R3
1 1 30.0.0.1 DR 20.0.0.1 BDR 10.0.0.1 | DROTHER
2 10 30.0.0.2 DR 10.0.0.2 | DROTHER | 20.0.0.2 BDR
3 100 20.0.0.3 BDR 30.0.0.3 DR 10.0.0.3 | DROTHER
4 200 10.0.04 DROTHER 30.0.0.4 DR 20.0.04 BDR
5 2 20.0.0.5 BDR 10.0.0.5 | DROTHER | 30.0.0.5 DR
6 12 10.0.06 | DROTHER | 20.0.0.6 BDR 30.0.0.6 DR
7 120 30.0.0.7 DR 20.0.0.7 BDR 10.0.0.7 DROTHER
8 220 30.0.0.8 DR 10.0.0.8 | DROTHER | 20.0.0.8 BDR
9 3 20.0.0.9 BDR 30.0.0.9 DR 10.0.0.9 | DROTHER
10 13 10.0.0.10 | DROTHER | 30.0.0.10 DR 20.0.0.10 BDR
11 130 20.0.0.11 BDR 10.0.0.11 | DROTHER | 30.0.0.11 DR
12 | 230 10.0.0.12 | DROTHER  20.0.0.12 BDR 30.0.0.12 DR
13 4 30.0.0.13 DR 20.0.0.13 BDR 10.0.0.13 | DROTHER
14 14 30.0.0.14 DR 10.0.0.14 | DROTHER  20.0.0.14 BDR
15 | 140 20.0.0.15 BDR 30.0.0.15 DR 10.0.0.15 | DROTHER
16 | 240 10.0.0.16 | DROTHER 30.0.0.16 DR 20.0.0.16 BDR
17 5 20.0.0.17 BDR 10.0.0.17 | DROTHER | 30.0.0.17 DR
18 15 10.0.0.18 | DROTHER | 20.0.0.18 BDR 30.0.0.18 DR
19 150 30.0.0.19 DR 20.0.0.19 BDR 10.0.0.19 | DROTHER
20 | 250 30.0.0.20 DR 10.0.0.20 | DROTHER | 20.0.0.20 BDR

Ilpumimka: llepen BUKOHaHHAM cleHapilo 2 BuganuTH loopback-inTepdeiicu komaH010 NO

interface Loopback 0. Mapmipytu3zatop 3 HaiiBuium Router ID crae DR.
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Tadmung 6.7.

Cuenapiii 3. Ilpiopurern inTepdeiiciB 1s BiuinBy Ha Budopu DR/BDR
Ba;_)) . CI)DSIIIDDF PriF(QJ;ity Pous R1 Prilggity Pous R2 Pris;ity Pous R3 HeCIIo, De:d,
1 1 200 DR 100 BDR 1 DROTHER 5 20
2 10 200 DR 1 DROTHER 100 BDR 6 24
3 100 100 BDR 200 DR 1 DROTHER 7 28
4 200 1 DROTHER 200 DR 100 BDR 8 32
5 2 100 BDR 1 DROTHER 200 DR 9 36
6 12 1 DROTHER 100 BDR 200 DR 10 40
7 120 200 DR 100 BDR 0 DROTHER 5 20
8 220 100 BDR 200 DR 0 DROTHER 6 24
9 3 200 DR 0 DROTHER 100 BDR 7 28
10 13 0 DROTHER 200 DR 100 BDR 8 32
11 130 200 DR 100 BDR 1 DROTHER 9 36
12 230 200 DR 1 DROTHER 100 BDR 10 40
13 4 100 BDR 200 DR 1 DROTHER 5 20
14 14 1 DROTHER 200 DR 100 BDR 6 24
15 140 100 BDR 1 DROTHER 200 DR 7 28
16 240 1 DROTHER 100 BDR 200 DR 8 32
17 5 200 DR 100 BDR 0 DROTHER 9 36
18 15 100 BDR 200 DR 0 DROTHER | 10 40
19 | 150 200 DR 0 DROTHER 100 BDR 5 20
20 250 0 DROTHER 200 DR 100 BDR 6 24

Ilpumimxa: lepen BukoHaHHsAM ckuHYTH 3Ha4eHHs Router ID. Ipiopurer 3a1aeTscs Ha iHTEpdEIiC,
o nuBuThCa Y BMA-cerment. 3nauenns Hello Interval Ta Dead Interval 3acTocoByIOTECS OTHAKOBO
Ha BCIX TPhOX MapIIpyTH3aTOpax i 000B'A3K0OBO IMOBMHHI 30iraTucs Ha Bcix cycimax. [Ipiopurer 0
MOBHICTIO BUKJIFOUA€E MapupyTu3atop 3 Bubopis DR/BDR.

3MICT 3BITY 3 3AHATTSA
3BIT 3 3aHATTS IOBUHEH MICTUTH:
1.  Homep, TeMy Ta MeTy 3aHSTTA.
2. KopoTki TeopeTudHi BioMOCTi (32 BIACHAUM KOHCIIEKTOM, 00csirom 2—3

CTOPIHKH) 3 TaKUX MHUTaHb: 0COOIMBOCTI (yHKIioHyBaHHS OSPF y mupokomMoBHUX
Mepekax 3 MHOKHHHHUM JocTyrnoM; npusHadeHHss DR 1 BDR; anroputMm Ta kpurepii
BuOopiB DR/BDR; anroputm aBTomatuunoro Bubopy Router ID; Tunu mepexx OSPF;
LSA Type 1 (Router LSA) ta LSA Type 2 (Network LSA) — npusnaueHns1, reaeparop,
nommpeHHs; cranu BigHocwH cycimctBa (DOWN, INIT, 2-WAY, EXSTART,
EXCHANGE, LOADING, FULL); ratimepu Hello, Dead, Wait, Retransmit; komauau
HaJaro/HKeHHS Ta J1IarHOCTHKHU.
3. [Tepenik BUKoprcTaHoTo OOJIaAHAHHS Ta MPOTPAMHOTO 3a0€3MEUCHHS.
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4, Cxemy (®OTO) nobymoBaHOi MEPEXi 3 MO3HAYEHHSIM YCIX MPUCTPOIB Ta

iHTEep(deicCiB.
5. Po3pobneny cxemy IP-ampecamii y Burisiai Tabn. 6.1 3 KOHKpETHUMHU
3HaYEHHSIMHU.
6. Jlictunru xomasn (a00 CKPIHIIOTH) 3 pe3yIbTaTaMH BUKOHAHHS, a CaAME:
o Hajaro/pkeHHs [P-aapecarii Ha Bcix iHTepdeiicax MapuipyTH3aTopiB Ta
KOMYTAaTOpIB;
o HanaromkeHHs: npotokoiny OSPFv2 Ha BciX TpboX MapHipyTH3aTopax

(Etan A — crangaptHi mapameTpu): komanau router ospf, network ... area 0,
auto-cost reference-bandwidth, passive-interface;

o pesynbpTaTi nociimkenHs BubopiB DR/BDR 3a cramgapTHux ymoB —
3amoBHEHA Ta0IUIs 6.2;
o pe3yJIbTaTH JOCIIHKEHHS CTaHIB BIZHOCHH cycifcTBa uepe3 debug —

¢dbparmenT aedar-suBoay 3 debug ip ospf adj 3 moBHMM crHCKOM MEpeXoiB
craniB B1x DOWN no FULL/2-WAY;

o Hajaro/pkeHHs napametpiB BuOopiB DR/BDR 3a Tproma cuenapiamu
(3rimHO 3 TabI. 6.4, 6.5, 6.6 BiAmoBiaHO): KoMaHau interface Loopback 0 + ip
address (Cuenapiii 1); router-id (Cuenapiii 2); ip ospf priority (Cuenapiii 3);
clear ip ospf process miciist KoXHOTO CIieHapiro;

o HanmaropkeHHs: TaiimepiB Hello ta Dead Interval xomanmamu ip ospf
hello-interval Ta ip ospf dead-interval na Bcix inTepdeiicax BMA-cermenTa
(nnst Cuenapiro 3);

o pesyasTatu Show ip ospf neighbor ta show ip ospf interface 3 ycix
TPHOX MAPIIPYTH3ATOPIB — OKPEMO JJIsI KOXKHOTO 31 clieHapiiB 1, 2, 3;

o 3anoBHEHa Ta0auLs 6.7 3 pe3ynbTaTaMu TPhOX CLIEHAPIIB;
1. Onuc npoOGeM, 110 BUHUKIIH T11]1 YaC BUKOHAHHS 3aBJIaHHSI, Ta MUISIXH 1X
YCYHEHHS.
8. BUCHOBKY 10 3aHATTIO.
TEOPETHUYHI BIIOMOCTI

Tunu mepesc y npomokoni OSPF

[Iporokon OSPF kmacudikye mepexi 3a KUIBKICTIO MaplIpyTH3aTOPiB, IO
MOXYTh OYTH OJHOYACHO MIJAKIIOUCHI JI0 OJHOTO KaHAJIBHOTO CErMEHTa, Ta 3a
3IaTHICTIO CEpelIOBUINA TepeaaBaTH IMMPOKOMOBHI (broadcast) mMOBITOMIICHHS.
BuokpemIttoroTh YOTUPU OCHOBHI TUITH MEPEXK:

° Point-to-Point (Touka-Touka) — JIBOTOYKOBE 3'€IHAHHS, Y SKOMY

OJIHOYACHO MOke OyTH He Ouiblle IBOX MapuipyTusatopiB. [lpukiamom €

nocmiioBHui kanan HDLC a6o PPP. V takiii Mepexi HeMae HEOOX1THOCTI y

BrbOopax DR/BDR, oCKUJIbKH KOXKE€H MapIIPyTU3ATOP Mae JIUIIIE OJHOTO CycCija.

3a 3aMOBYYBaHHSIM 1€ TUI BCTAHOBIIOETHCS AJI MOCHIIOBHUX 1HTEP(EHCIB;

. Broadcast Multiple-Access (BMA) — mmpokoMoBHa Mepexa 3

MHOXHHHUM JIOCTYIIOM, y SIKIil O OJJHOTO KaHAJIBHOTO CETMEHTa MOXe OyTH

MIIKITIOYEHO JOBUTHHY KITBKICTh MApIIPyTH3ATOPIB 1 CEPEOBUINE MIATPUMYE

mupokoMoBieHHs. Kmacmunum mpuknagom € Ethernet-cerment. YV Takmx
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Mepexax 000B's13k0B0 ITpoBoIsITECA BuOopu DR/BDR. 3a 3aMmoBuyBaHHsIM 11eit
THUIT BCTAHOBIIOEThCS 1 Ethernet-inTepdericis;

o Non-Broadcast Multiple-Access (NBMA) — HemupokoMoBHa Meperka 3
MHOKHHHUM JOCTYTIOM, JI0 SIKOi MOK€ OYTH MiJKIIOYEHO JAOBUIbHY KIIBKICTb
MapIIpyTU3aTOPIB, aJie CEPEeIOBUIIIE HE MATPUMYE MIUpoKoMoBieHHs. [Ipukian
— Frame Relay y multipoint-pexxumi. ¥ Takux Mepekax Takox BiOYBarOThCS
Bubopu DR/BDR, mpote cycinu mnoBuHHI OyTH CKOH(IrypoBaHi BpYyUHY
Komanoo0 neighbor;

. Point-to-Multipoint — 3'egnanHs  «Touka-0arato TOYOK»,  IIO
BUKOPHUCTOBYEThCA Y chemianpHux TomoJorisx. Bubopu DR/BDR nHe
TIPOBOISITHCS.

Tun mepesxxi OSPF BU3Ha9aeThCsi aBTOMATUYHO 32 TUTIOM 1HTEpdEHCy, ajie MOXKe
OyTH 3MIHEHUI aMiHICTPaTHBHO KoMaH 1010 1P 0Spf network.

Ocoonueocmi ghynkuyionyseanna OSPF y BMA-mepeoci. Ilpusnauenns DR i BDR

Axmo y BMA-cermenTi mpaiftoe N MapipyTH3aTOpIB 1 KOXKEH 3 HUX (popmye

noBHi BigHocuHu cyciacTtBa (full adjacency) 3 KOXHHMM I1HIIMM, KIJIBKICTh TaKUX
n-(n—-1)

B1JIHOCHH JIOPIBHIOE — i1 3 MapipyTu3aTopis 1e 3 BigHocuHu, 11 S — 10, ais

10 — 45. Yepe3d KokHE TakKe BIAHOIIEHHS MAapIIPyTU3aTOPU OOMIHIOIOTHCS
ciry»x6oBumu noBimomiienHsmu (Database Description, Link State Update, Link State
Acknowledgment), a ko>kHa 3MiHa TOTIOJIOT1i PO3MOBCIOKY€ETHCS O BCIX BIIHOCHHAX.
31 3pOCTaHHAM KUIBKOCTI MAapUIpyTH3aTOpIB CErMEHTa L€ MPU3BOAUTH [0
KBaJpaTUYHOTO 3pOCTaHHS o00cAry Ciy’kO00BOro Ttpadika Ta HABAHTAKEHHS Ha
MapIIpyTU3ATOPH.

Jns ycynenHs wiei npoosnemu npotokosn OSPF (RFC 2328) 3ampoBamxye
KOHIIeIIiF0 BuaiieHoro MmapmpyTtu3aropa (DR - Designated Router) Ta
pe3epBHOro Buaijienoro mapmpyru3aropa (BDR — Backup Designated Router).
[Tpunuun podotu:

o DR 1 BDR oOupatorbcst Mik yciMa MapuipyTh3aTOpaMH CETMEHTa y

npoieci BUOOPIB;

o KO’KEH MapIIpyTU3aTOP CETMEHTA (BKIIOYHO 3 TUMHU, 1110 3aJIUILUIUCS SIK

DROTHER) Bcranosimtoe noBHi Bignocunu cycigcrsa Ttisibku 3 DR i BDR;

o Mk DROTHER-mapuipytusaTopamu 30€epiratoTbesi Jullie ABOCTOPOHHI

(2-WAY) BimHOCHHHU CYCIJICTBa, 4Yepe3 sKi HE MepelaeThCsl TOIMOJIOTIYHA

1H(popmaris;

o DROTHER mnocumarote cBoi LSA ©Ha multicast-anpecy 224.0.0.6

(AlIDRouters), siky ciyxatots auiie DR 1 BDR;

o DR «koHcomigye oTpumaHy iH(GOpMaIlil0 Ta MOUIMPIOE 1ii BCIM
MapIIpyTH3aTopam cermenTa Ha multicast-aapecy 224.0.0.5 (AlISPFRouters);
o BDR Ttakox oTpumye BCi MOBIJIOMJICHHS, ajieé aKTUBHO PETPAHCIIOBATH

no4unHae Jiuiie npu Biamoni DR.

3aBIsKM 1IbOMY 3arajibHa KUIBKICTH TOBHUX adjacencies Ha CETMEHTI
n-(n—-1)

3MEHILYETHCS 3 10 2:n—-3 (onun DR, onua BDR, koxeH 3 pemTu Mae 2 MoBHUX

adjacency — 3 DR i BDR; pa3om 3 Bigaomenasm DR«<>BDR ne i mae 2-n-3). lus 5
mapiupytuzatopis: 10 — 7; nns 10: 45 — 17. EKoHOMIs 3pOCTa€e 3 pOCTOM CErMEHTA.
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Anzopumm euoopie DR i BDR

Bu6opu DR 1 BDR npoBoasiTbCsi y TaKOMY MOPSJIKY:

1. [Tpu aktuBaiii OSPF Ha inTepdeiici MapuipyTu3aTop nepexoiuTh y CTaH
WAITING 1 ciayxae Hello-noBimomieHHsa Bif 1HIIUX MapUIpyTH3aTOPIB CErMEHTa
npoTsroM 4vacy, mo gopiBaioe Wait Timer (3a 3amoBuyBaHHsM nopiBHIO€ Dead
Interval — 40 ¢ nns BMA). Lle no3Bouste BusiButy Bxke HasiBHi DR 1 BDR, skimo taxi €.

2. MapuipyTuzatop 3 HalBUIIMM 3HAYEHHSAM MpiopuTeTy iHTepdeiicy
(OSPF priority — Bim 0 mo 255) obupaerscs sk DR. MapmpyTtusarop 3 Apyrum
HaiBUIIMM nipioputeToM — sik BDR. 3a 3amoBuyBanHsIM npioputet gopiBHioe 1.

3. 3a yMOBHM OJHAKOBUX TMPIOPUTETIB BUKOPUCTOBYETHCS THEOpEHKep —
naviumuit Router 1D ctae DR, npyrwii 3a Benuunnowo — BDR.

4, Mapuipytuzarop 3 npiopuretom 0 MOBHICTIO BUKIIIOYAETHCS 3 MPOIIECY
BUOOPiB — HaBiTh 3 HaMBuIUM Router ID Bin HE Mmoxe ctatu Hi DR, H1 BDR.

5. Mapmipytuzarop, sikuii He craB HI DR, Hi BDR, otpumye poisb
DROTHER.

6. ITicns BuGopie DR mounnae po3scunmatu Hello-noBimomieHus s

iHImIam3amii  mporecy (opMyBaHHS TIOBHMX BIJHOCHH CYyCIACTBA 3 ycIMa
MapuipyTuzaropamu  cerMenta. Po3mip LSDB  koxkHOro MapmpyTtusaropa
CUHXpOHI3yeThes 3 DR.

«Sticky»-noseginka DR/BDR. Ilicis npoenenux BuOopie DR i BDR
3QJIMIIAIOTHCS Y CBOIX POJISIX, IOKM HE BUUIYThH 3 Jaay. SIKIIO y Mepexi 3'aBIIIe€TbCs
HOBUU MapIIpyTU3aTOp 3 MPIOPUTETOM, BHUIIMM 3a MpiopureT umHHOro DR —
nepesudopu HE Big0yBawtbes. Lleli HOBUM MapuipyTuU3aTop MOPOCTO CTa€
DROTHER. Taka mnoBemiHka oOpaHa HaBMHCHO, OCKUIBKM 4YacTi IEepeBUOOPH
IpU3BOAWIIM O J10 mocTiitHOT pecuHxpoHizaiii LSDB Bchoro cerMeHTa 1 3HUKEHHS
ctabibHOCTI Mepexi. [lepeBrubopu BiIOYBaIOTHCS JIMIIIE 32 TAKUMU CIIEHAPISIMHU:

o BizMoBa DR — BDR aBromMaTuuHO nepeTBoproeThest Ha HOBUM DR, micis
yoro npoBoAsaThcs Bubopu HoBoro BDR cepen DROTHER;

° BigMoBa BDR — DR 3amumaerscsi DR, mpoBoasiThest nuiine BUOOpH
HoBoro BDR;

o npuMycoBe nepe3aBanTaxkenns mporecy OSPF komanmoro clear ip ospf
Process Ha BCiX MapUIpyTH3aTOpax CErMeHTa;

o MOBHE BIAKIIOYEHHS YCIX MAapHIpyTU3aTOpiB CerMeHTa (Toal NpH

YBIMKHEHHI1 B1JI0yBalOThCSI HOBI BUOOPH 3 HYJIA).
Anzopumm aemomamuunozo euoopy Router ID

Router ID (RID) — 32-6itHwuii ineHTHdiKaTOp MapmpyTu3aropa y ¢opmari [P-
anpecu (Hampukiian, 1.1.1.1), 10 BUKOPUCTOBYETHCS IJIsl OJTHO3HAYHOT 1eHTH]iKaLIiT
mapipytuzaropa y nromeni OSPF, nis Bubopis DR/BDR (sik TueOpeiikep npu piBHUX
npioputerax) Ta sk Advertising Router y LSA. Anroputm Buznauenus RID:

1.  Sxwmoy koHdirypamii OSPF 3agano komanny router-id A.B.C.D, To came
11€ 3HAYCHHS BUKOPUCTOBYETHCS (PEKOMEHIOBAHUM CIIOCI0).

2. Sxmio komanaa router-id ue 3amana — RID obupaetbes sk HaiiBuma IP-
aapeca cepen aktuBHux loopback-intepdeiiciB. Loopback-intepdericu maroTh
nepesary, 00 ix CTaH He 3aJIeKUTh BT PI3UIHUX 3'€THAHD.
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3. Axmo loopback-inTepdericu He HamamroBaHi — RID obupaerbcs sk
HaiiBuma IP-aapeca cepen akTuBHuX Qi3MYHUX iHTepdeiiciB HA MOMEHT 3allyCKY
OSPF.

[Ticns toro sik RID o6pano 1 mpouiec OSPF aktuBoBanwmii, RID He 3MiHI0€TBCSI
HaBITh SAKIIO 3'SIBISIE€THCSA HOBUH 1HTepdeiic 3 Bumoro [P-anpecoro ado loopback. s
smian RID wHeoOximHo a00 3amatm Horo sBHO KoMaHumor router-id, a6Go
nepezamyctutd  nporiec  OSPF  xomammoro clear ip ospf process, a6o
nepe3aBaHTaXUTH MapiipyTu3arop. Tomy Ha npakTuni RID 3aBaxau 3a1a10Th SIBHO
— IIe TapaHTye nepeadavyBaHicTh 1 cTabLIBHICTH BUOOPiB DR/BDR.

Cmanu eionocun cyciocmea OSPF

[Tpu dopmyBanHi BigHOCHH cyciacTBa Mapupytuzaropu OSPF mpoxonsars
MOCTiA0OBHICTh cTaHiB. CTaHIapTOM BU3HAYEHO 8 CTaHIB, IO BIOOPaKaIOTh MPOTrpec
y cunxponizauii LSDB:

° DOWN - mnouatkoBuii ctaH; Hello-oBimoMmieHHs Bijg cyciga He
OTPUMAaHO;
o ATTEMPT — BuxopucroByerbcs Jume mai1 NBMA-Mmepex;

MaplIpyTHU3aTOp AaKTUBHO HAMara€TbCsi BCTAHOBHUTH 3'€THAHHA 3 BPYUYHY

CKOH(ITypOBaHUM CYCIJIOM;

° INIT — orpumano Hello-nmoBigomiennst Bix cycina, ane BiaacHuii RID

HOTO MapuIpyTHU3aTopa y CHUCKY Bigomux cyciniB nporo Hello me nHe

3a3HauCHUH; OJTHOCTOPOHHE 3'€THAHHS;

o 2-WAY — o60min Hello-nmoBigoMiaeHHsIMA ~ JBOCTOPOHHIN  (Cycif

niaTBepakye orpumanHs Hello Bin Hamoro mapmpyrtusaropa). Y BMA-

Mepekax came Ha IboMY eTamni npoBoasiTbest BUOopu DR/BDR. Mix napamu

DROTHER<—DROTHER wmapuipytuzaTtopu 3ynuHstoTees y ctani 2-WAY 1

Jajil He MPOCYBAIOTHhCS — BOHM 3HAIOTh MPO ICHYBAHHS OAHE OAHOIO, aje He

OOMIHIOIOTHCS IETAIBHOKO TOTIOJIOTTYHOO iH(popMaIIi€ro;

o EXSTART - mnepmwuit ertan oOMiHY TOMOJIOTIYHOIO 1H(OPMAIII€IO;

MapuIpyTU3aTOPH JOMOBJISIFOTHCS, XTO 3 HUX Oyae Master (3 Bumium RID) 1 xTo

Slave 'y mpomeci o06miny DBD-noBioMIEHHSAMH;  BCTaHOBIIOETHCS

ITOCJTIJOBHICTH ITOB1JOMJICHB;

o EXCHANGE - o6min Database Description (DBD) noBinomienHsmu,

o MIcTATh 3arojoBku LSA (6e3 moBHOro BMICTY); MaplupyTuszaTop Oynye

nepenik LSA, ski fiomy 11e HeB1oMi;

o LOADING - wmapmpytuzarop mnocuiae Link State Request (LSR)

MOBIJIOMJIEHHST 3 TepediikoM HeBimomux LSA; cycin BianoBizae Link State

Update (LSU); micnss oTpumanHs Bcix 3anuTaHux LSA mapupyTtusatop

NePEeXOAUTh Y HACTYITHUI CTaH;

o FULL — cunxponizamiss LSDB 3aBepiiena; mapuipytu3aTopd MaroTh

17IeHTHYH1 0a3u JaHUX; MOBHE BIJHOIICHHS CYCIJICTBa BCTaHOBJIeHO. Came y

bOMY CTaH1 3amyckaeThest anroputM SPF it po3paxyHKy MapHipyTiB.

Wait Timer — BaxIuBUi JOMOMIKHHU TaliMep, 110 BUKOPUCTOBYETHCS MPHU
nepexoi 3i ctany INIT y 2-WAY. Mapupyrtuzatop ouikye mo Wait Timer cekyua
(3a 3amoBuyBaHHsIM jaopiBHIOE Dead Interval — 40 ¢ s BMA), 11106 BUSBUTH YMHHUX
DR/BDR y cermenTi, epii Hix Opatu yuacTts y BuOopax. SAxiio nporsarom Wait Timer
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DR/BDR He BusiBI€HO — MapIIpyTU3aTOP caM iHilitoe BuOopu. Lle 3anobirae curyariii,
KOJIM TIEPIIUA MapIIpyTU3aTop, 10 YBIMKHYBCS, Bizmpasy k ctae DR, Ge3 miaHciB
IHIIMX MapLIPyTU3aTOPIB BIUTMHYTH HA Pe3yJIbTaT.

Network LSA (LSA Type 2) — ocobrusicmoe BMA-mepesnc

Y BMA-mepexxax OSPF BukopucrtoBye na tunu LSA st onucy Tomnosorii
CerMeHTa:

o LSA Type 1 (Router LSA) — renepyeThCsi KOKHAM MAPIIPYTH3aTOPOM

1 onucye Moro BiacH1 iHTepdelcH, CTaHU KaHaIIB Ta CYCiJIB; MOIIUPIOETHCS

TUIBKH B MEXKaX OAHI€T 00acTi (area);

o LSA Type 2 (Network LSA) — renepyerbcs BUHATKOBO DR-

MapupyTuzatopom 1 ommcye cam BMA-cerMeHT: mepemik - ycix

MapIUIpyTU3aTOpiB, 0 chOpMyBaIH MOBHI BIAHOCHHU cyciacTBa 3 DR (To6To

DR, BDR i Bcix DROTHER). ITone Link State ID nopisuioe IP-anpeci

inTepdeiicy DR y nibomy cermenti; nmose Advertising Router — Router ID DR.

Yomy Network LSA neoOxinHa. be3 LSA Type 2 kokeH MapHipyTH3aTOp Y
Router LSA noBunen O0yB Ou ornucyBaTi KOKHOTO cBoro cycinia y BMA-cermenTi sk
okpeme point-to-point 3'€eqHaHHA, IO TpU N MapUIPyTU3ATOpPaX Yy CErMEHTI Jano O
n-(n—1) onucis okpemux 3'eqHanb y LSDB. 3aBnsku LSA Type 2 koxen Router LSA
onucye BMA-cerMeHT oiHUM 3amnucoM «transit network» (tum 2 y Router LSA), mro
nocunaetbest Ha Network LSA Bix DR. Ile npuzBoauTs 10:

o 3HAYHOTO 3MEHIIeHHs po3Mipy LSDB y mepekax 3 BETUKOI0 KUIBKICTIO

MaplIpyTHU3aTOPiB CErMEHTA;

o 3MEHIIEHHS OO0YMCIIOBAIBHOI ckiagHocTi anroputMy SPF  (rpad

TOMOJIOT1i CIIPOILYETHCS);

° KOHCHCTEHTHO1 TOITOJIOT1YHO1 Mojieni: Aiistika BMA npencraBiseTbes sk

«transit network» (ogumH By30s Tpada Tomosorii), A0 SKOro MPHEIHAHI BCi

MapuIpyTHU3aTOpPU CETMEHTA — II€ aJICKBATHIIIE BiIOOpa)Kae peabHICTh, HIK

noBHa mesh-tomnosioris.

LSA Type 2 icuye Tinbkn y BMA ta NBMA mepexax — y Mepexax THITY
Point-to-Point a6o Point-to-Multipoint Budopu DR/BDR He mpoBoasThcs, oTKe, 1
Network LSA He renepyerbcs.

Mynaemuxacm-adpecu npomoxoay OSPF

OSPF BukopucroBye ABi 3ape3epBoBaHi [Pv4 multicast-anpecu s po3cuiiku
ciry»00BUX noBigoMiIeHb Y BMA-mepexax:

o 224.0.0.5 (AlISPFRouters) — ciyxaetbcsi BciMa MapiipyTH3aTOpaMu
OSPF y cermenri. Ha 1o agpecy DR 1 BDR poscunators Hello-noBigomiienns
ta Link State Update (LSU) no Bcix MapmipyTu3aTopiB CETMEHTA;

o 224.0.0.6 (AlIDRouters) — ciyxaetbes smire DR 1 BDR. Ha mro agpecy
DROTHER-mapmpytuzatopu Hajacwiaioth cBoi LSU-moBigomiieHHS 0
DR/BDR. Taka aapecariis 103BOJIsIE YHUKHYTH 3aliBOr0 HaBaHTa)KEHHS Ha
DROTHER (Bonu ne otpumytots Hello/LSU Big inmmx DROTHER nanpsimy).
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Taka acumerpuuna multicast-cxema €

YACTUHOK OITHUMI3aIl

BMA:

iH(opmMmartis koHIeHTpYyeThcs Ha DR (uepes 224.0.0.6), a DR ogHo4acHO mommproe ii
BCIM MapiipyTuzaTopam cermenTa (uepes 224.0.0.5).

Taiimepu npomoxony OSPF
CranmaptHi 3HaueHHs TaiiMepiB OSPF st pi3HUX THIMIB MEpeX HABEIACHO Y
Tadi. 6.8.
Tabmuus 6.8.
CranpapTHi 3HaYeHHs TaiiMepiB nporokoay OSPF
Tanweperi | 9 | | DendIatervah e | Wit Timer, ¢ [ Retranenic
Point-to-Point 10 40 40 5
Broadcast (BMA) 10 40 40 5
Non-Broadcast (NBMA) 30 120 120 5
Point-to-Multipoint 30 120 120 5

[Ipu3HaueHHs TaiMepiB:

° Hello Interval — inTepBai mix nocaigoBanmu Hello-mmoBimomieHHAMY.
OOOB'SI3KOBO NMOBMHEH 30iraTmcsi Ha BCIX MaplIPpyTH3aTOpax CErMEHTa —
1HaKIIE BIJIHOCUHU CYC1/ICTBa HE CPOPMYIOTHCH;

o Dead Interval — gac, npotsrom sikoro mapiipytusarop odikye Hello Bix
cycina; sikio 3a 1eit yac Hello He oTpuMaHo — cycin BBaKaeTbcs BTpaueHUM. 3a
3aMoBuUyBaHHAM AopiBHIOE 4xHello. Takox 000B'sI3K0BO MOBUHEH 30iraTucs Ha
cyciax;

o Wait Timer — 4vac ouikyBanHs y ctani WAITING npu dhopmyBanHi
BilHOCMH Y BMA/NBMA;

o Retransmit Interval — inTepBan Mi>k MOBTOpHUMH BifnpaBkamu LSA-
OHOBJICHb, SIKIIIO 32 HUX HE OTPUMAHO IiITBEPHKCHHSI.

3menmennss Hello/Dead Interval (manpukian, g0 1/4 ¢) mnpuckKoproe

BUSIBJIEHHSI BiIMOB 1 3MEHIITy€ yac 301’KHOCTI, ajie 30UIbIIYy€E cayxxk00Buil Tpagik i
HaBaHTtakeHHs Ha CPU wmapmpyrtuzatopiB. 30UIbIIEHHS TaliMepiB — HaBIIaKH,
3MEHIITye CIIy)00BHi Tpadik, ase 301IbIITy€e Yac peakilii Ha BiIMOBHU.

Komanou nanazoosrcenns OSPF y BMA-mepeoici

OcHoBHi KoMaH 11 HajlaropkeHHs poootu OSPF y BMA -Mepexi:

. router ospf process-id — Bxin y pexum koHdpirypysanuas OSPF;

o router-id A.B.C.D — Bcranosniennst Router ID y popmari IP-aapecu;

o network address wildcard area — orosorieHHs Mepexi IS y4acTi y
OSPF 3 npuB'sa3ko010 10 001aCTi;

o ip ospf network {broadcast | non-broadcast | point-to-multipoint |
point-to-point} (pexwum inTepdeiicy) — BcraHoBIeHHS Ty Mepeki OSPF;
o ip ospf priority priority_value (pexum iHTepdericy) — BCTaHOBIICHHS

npioputety iHTepdeiicy mis BuoopiB DR/BDR; gianazon 0-255; 0 BukJ/ouae
MapUIpyTU3aTOP 3 BUOOPIB; 32 3aMOBUYBaHHSM 1;

o ip ospf hello-interval seconds (pexxum inTepdeiicy) — intepsan Hello;

o Ip ospf dead-interval seconds (pexwum intepdeticy) — intepBan Dead,
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o ip ospf retransmit-interval seconds (pexxum iHTepdeiicy) — iHTEpBaI

Mix moBTopamu LSA;

o clear ip ospf process — nepe3anyck mporecy OSPF (iHimiroe HOBi BuOopu

DR/BDR).

[Mpuknan wnamaromkenns OSPF na wmapuipytuzaTopi

y BMA-mepexi

(mapuipyTuzaTop noBuHeH ctatd DR):

Router(config)# router ospf 10

Router(config-router)# router-id 1.1.1.1
Router(config-router)# auto-cost reference-bandwidth 1000
Router(config-router)# network 192.168.1.0 0.0.0.7 area 0
Router(config-router)# network 10.10.1.0 0.0.0.255 area 0
Router(config-router)# passive-interface FastEthernet 0/1
Router(config-router)# exit

Router(config)# interface FastEthernet 0/0
Router(config-if)# ip ospf priority 200

Router(config-if)# ip ospf hello-interval 5
Router(config-if)# ip ospf dead-interval 20

Router(config-if)# exit

Komanou monimopunzy ma oiaznocmuku OSPF

Taomung 6.9.

Komanau moniTopunry 1a aiarnoctuku poooru OSPF y BMA -mepe:ki

Komanga

IIpuzHauyeHHs

show ip protocols

Indopmariist Ipo aKTHBOBaHI MPOTOKOIX MapIIPyTH3aIlil

show ip ospf

3aranpHa iH(opMmaris npo npouec OSPF, RID, kifabKicTh
obnacreit

show ip ospf interface

[Tapamerpu inTepdericis OSPF (RID, tun mepesxi, DR/BDR,
IIPIOPUTET, TaliMepH )

show ip ospf interface Fa0/0

[TapameTpu KOHKPETHOTO IHTEpdEiicy

show ip ospf neighbor

Crucok cyciiHIX MapHIpyTHU3aTopiB, CTaH BIIHOCHH CYCi/ICTBa,
poxi (DR/BDR/DROTHER)

show ip ospf neighbor detail

JeranpHa iH(poOpMaIIis Ipo cyciaiB

show ip ospf database

[Toeawuii Bmict LSDB (yci Tamu LSA)

show ip ospf database router

JInme LSA Type 1 (Router LSA)

show ip ospf database network

JInme LSA Type 2 (Network LSA)

show ip route ospf

Tabmuisg mapmpyTtuzarnii aume 3 mapmpyramu OSPF

debug ip ospf adj

Busenenns iHdopmariii mpo mporec BCTAaHOBIEHHS BITHOCHH
CycClACTBa

debug ip ospf hello

Busenenns indopmaritii mpo Hello-moBigomneHnHs

debug ip ospf events

3aranpui moaii OSPF

clear ip ospf process

Ilepesanyck mporecy OSPF (inimiroe HoBi Bbopu DR/BDR)

undebug all

BuMkHeHHS Beix mebaris
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Pexomenoosana nociioosnicms nepegipku pooomu npomoxoay OSPF
y BMA-mepexnci

PexoMeH0BaHa MOCHIIOBHICTh MEPEBIPKU MICTs 3aBEPIICHHS HaJallTyBaHHS
HaBeZleHa HIbKYe. J[1 KOKHOI KOMaH U MOKa3aHO XapaKTEepPHU BUBIJ Ta MOSCHEHHS
KITFOYOBHX TOJIIB.

1. I[TepeBipka crany iHTEpQEHCIB.
Router# show ip interface brief

Interface IP-Address OK? Method Status Protocol
FastEtherneto/0 172.16.0.1 YES manual up up
FastEtherneto/1 191.71.1.254 YES manual up up
Loopbacke 3.3.3.3 YES manual up up

Yci inTepdeiicu, mo 3aaisHi y poOOTi Mepexi, MOBUHHI MaTH cTaH up/up. s
Loopback-iarepdeiicy cTan 3apxau up/up HE3aISKHO BiJl (i3WIHUX 3'€HAHD — II€ 1
poouts loopback-aapecy namiitHuM mxepenom s Router ID. Cran down/down
d13ugHOTO 1HTEpdEiicy — moTpioHa koMaHaa no shutdown abo nepeBipka kKabderto.

2. Ilepesipka BigHOCHH cycincTBa OSPF.

Router# show ip ospf neighbor

Neighbor ID Pri State Dead Time  Address Interface
2.2.2.2 1 FULL/BDR 00:00:33 172.16.0.2  FastEtherneto/o
3.3.3.3 1 2-WAY/DROTHER ©0:00:35 172.16.0.3 FastEtherneto/0

BuBenenns mokasye Bcix cycigiB cermeHta BMA. Cran FULL/DR a6o
FULL/BDR — nosua cunxposizaiis LSDB 3 DR/BDR. Cran 2-WAY/DROTHER —
B3aeMHe posnizHaBaHHA MK naporo DROTHER«—DROTHER 0e3 o00wminy
TOMOJIOT1YHOIO 1H(OpMalliero HanpsMy (1€ HopMaibHO 1111 BMA-Mepexi 1 CBITYUTH
Mpo npaBwibHY po0oTy MexaHisMy DR/BDR). fAxkmio cran gosro 3anumaerbest INIT
a6o0 EXSTART — nmepeBiputu: 301xHIcTs Hello/Dead Interval (moBunHHI 36iraTtrcs Ha
BCIX CyCiJIaXx CETMEHTA); YHIKaJIbHICTh Router ID; olHaKoOBICTh MacKu migMepexi Ta
area ID. Dead Time noka3ye yac g0 3akinuenss Dead Interval; moBuneH OyTu 0113bKO
3040 c (3a 3amoBuyBanusam Dead 40, Hello 10).

3. [TepeBipka nmapametpis intepdericy OSPF ta pesynbrariB BubopisB DR/BDR.
Router# show ip ospf interface FastEthernet 0/0
FastEthernet@/0 is up, line protocol is up

Internet Address 172.16.0.1/29, Area ©

Process ID 10, Router ID 3.3.3.3, Network Type BROADCAST, Cost: 10

Transmit Delay is 1 sec, State DR, Priority 1

Designated Router (ID) 3.3.3.3, Interface address 172.16.0.1

Backup Designated Router (ID) 2.2.2.2, Interface address 172.16.0.2

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

Neighbor Count is 2, Adjacent neighbor count is 1

Tun wmepexxi BROADCAST BcranoBneHuit aBromatuyHo s Ethernet-
iHTepdeiicy — 1ie 1 € ymoBa aiis nposeaeHds: BubopisB DR/BDR. State mokasye poib
mapmpytuzaropa y cermeHTi: DR / BDR / DROTHER. IMonst Designated Router (ID)
1 Backup Designated Router (ID) moBuHHI OyTH OJHAKOBHMH Ha BCIX TPBOX
MapuIpyTU3aTOpax CerMeHTa — L€ MiJATBEPKY€ KOHCHUCTEHTHICTh BHOOpIB. [lone
Adjacent neighbor count — kinekicts moBauxX adjacencies (it DR/BDR — nopiHtoe
3aranbHiil KibkocTi cyciaiB; migs DROTHER — gume 2: 3 DR 1 BDR). ko
pe3yabTaT BUOOPIB HE BIAMOBIIAE OUIKYBAHOMY 3a BaplaHTOM — HEOOX1JHO BUKOHATH
KoMmaHy clear ip ospf process Ha BCiX TpbOX MapUIPyTHU3aTOpax i MOBTOPHUX
BUOOPIB.

4. TlepeBipka 6a3u manux ctany kaHamiB (LSDB) ta Network LSA.
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Router# show ip ospf database
OSPF Router with ID (3.3.3.3) (Process ID 10)
Router Link States (Area 9)

Link ID ADV Router Age  Seq# Checksum Link count
1.1.1.1 1.1.1.1 234 0x80000003 Ox0PA4C2 2
2.2.2.2 2.2.2.2 231 0x80000003 Ox008B91 2
3.3.3.3 3.3.3.3 229 0x80000003 0Ox00721F 2
Net Link States (Area 0)
Link ID ADV Router Age  Seq# Checksum
172.16.0.1 3.3.3.3 229 0x80000001 Ox0OC8A3

Cexkis Router Link States (LSA Type 1) — kokeH MapIIpyTH3aTOp CETMEHTa
reHepye BiaacHe Router LSA 3 orncoMm cBoix iHTepdeiiciB Ta cycimib. Cekirist Net Link
States (LSA Type 2) — ocobnuBa aiis BMA-mepexi. Mae OyTu piBHO 0HH 3anMC IS
BMA-cermenTa, npuuomy mone Advertising Router (ADV Router) mnoBuHHO
nopiBaroBatu Router ID uynnnoro DR (y mpukiani 3.3.3.3 — DR). ITone Link ID — IP-
aapeca intepdericy DR y BMA-cermenti. SIkmio y cekmii Net Link States kinbka
3aIKCiB — 11€ O3HAaYa€ HeY3roKeHICTh BuOopiB DR (pi3Hi MapipyTH3aTopy BBAXKalOTh

cede DR), 1110 € cepiio3HOI0 MPOoOIEeMOIO.
Router# show ip ospf database network 172.16.0.1
OSPF Router with ID (3.3.3.3) (Process ID 10)
Net Link States (Area 0)

Routing Bit Set on this LSA

LS age: 232

Options: (No TOS-capability, DC)

LS Type: Network Links

Link State ID: 172.16.0.1 (address of Designated Router)

Advertising Router: 3.3.3.3

Network Mask: /29
Attached Router: 3.
Attached Router: 2.

Attached Router: 1.1.1.1

[Mepenix Attached Router — ie Router ID ycix MapIiipyTu3aTopiB cerMeHTa, 1o
chopmyBasii IOBHI BiIHOCKMHU cycincTBa 3 DR (Bkitouno 3 camum DR 1 BDR). Mae
MICTUTH PiBHO TPH 3alMCH JIJI HAIIOT Mepexi. SAKIo 3anuc BiACYTHIN JUIsl OJTHOTO 3
MapuIpyTU3aTOpiB — BiH HE chopmyBaB moBHE cyciacTBo 3 DR (Hampukian, y HOro
ctan 2-WAY/DROTHER 3 ycima iHIIMME MapHipyTH3aTOpaMH 4epe3 MOMHIIKY Y
KOH]Irypariii, b0 BiH MOBHICTIO BUKIFOUEHHI uepe3 priority 0).

5. IlepeBipka TabauIll MapLIPyTU3ALIi].

Router# show ip route

Codes: C - connected, L - local, O - OSPF, IA - OSPF inter area, ..
172.16.0.0/29 is variably subnetted, 2 subnets, 2 masks

C 172.16.0.0/29 is directly connected, FastEtherneto/eo

L 172.16.0.1/32 is directly connected, FastEtherneto/o
191.71.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 191.71.1.0/24 is directly connected, FastEtherneto/1

L 191.71.1.254/32 is directly connected, FastEtherneto/1

0] 221.71.1.0/24 [110/11] via 172.16.0.2, 00:05:23, FastEtherneto/e0

0 200.71.1.0/24 [110/11] via 172.16.0.3, 00:05:23, FastEtherneto/o

3amucu C 1 L — Oe3mocepenHbo TMpHUENHAHI MEpEXi Ta JIOKAJTbHI aapecu
intepdeiiciB. 3amucu O —  wMibkBy3ioBi  Mmapmpytd  OSPF  (Intra-Area).
AnminictpatuBHa Bijctanb 110 y kBaapatHux nyxkax. Merpuka 11 — cyma cost
BuxigHoro intepdeiicy (10 niusa FastEthernet) Ta cost inTepdeticy cycinay LAN (1 ans
GigabitEthernet 0/1 3 RefBW 1000). 3BepHiTh yBary: MapumipyTH HOpPOXOJASTh
0e3nocepeanbo vepe3 cycina y BMA-cermenTi, a He uepe3 DR — 1ie miarBepaxkye,
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o DR € nuiie nieHTpanizoBaHOK TOYKOK 0OMIHY TOMOJIOTTYHOIO 1H(POpMAITi€to, a HE
TPAH3UTHOIO TOYKOIO IS Tpadiky TaHuX.

7. TlepeBipka HaACKpI3HOTO 3B’ SI3KY.
C:\> tracert 241.71.1.1
Tracing route to 241.71.1.1 over a maximum of 30 hops
1 1 ms £ 1 ms 191.71.1.254
2 2 ms 1 ms 2 ms 172.16.0.3
3 3 ms 2 ms 3 ms 241.71.1.1
Trace complete.

BuBenenns mnokasye nuisix go xocra 241.71.1.1. Ilepmwmit xon — nuio3 3a
3amoBuyBaHHsM. [lpyruii xon — iHTepderic Router y BMA-cermenti (172.16.0.3) —
NakeT nepenaerbes 6e3nocepenbo uepe3 BMA-cerMeHT, He3aJ1esKHO BiJl TOro, sKui
mapupytu3atop € DR. Tperiit xon — kiHneBa cranmis. Skmo ping mpairoe, aie
tracert 3ynuHseTbCs — Ha OJHOMY 3 MapIIPYTU3aTOPIB BiICYTHINA 3BOPOTHUN MAPIIPYT
(HampuKJIa1, HE OroJIoIeHA SIKach 3 MiMepexx KoMaHaor network ... area 0).

Tunogi nomunku npu nanazooxcenni OSPF y BMA-mepeorci

1. Po30ixxknicts Hello/Dead Interval na cycigpax. fkmo Ha 1aBOX
MapuIpyTHU3aTopax cerMeHTa HajaropkeHo pizHi 3HaueHHs Hello abo Dead Interval,
BIJIHOCMHU cyclAcTBa He chopmyroTbcsi — crTaH 3anumuthes y INIT. BusiButu
npoOiemy nomomarae komanaa Show ip ospf interface (mopiBHsATH Taiimepu) abo
debug ip ospf hello.

2. Hesipna inBepToBana macka y komanai network. [nBeproBana macka
BKa3ye, K1 01Tu MOXKyTb 3MiHtoBatucs. s /29 — 0.0.0.7, nns /24 — 0.0.0.255, nst /30
—0.0.0.3. ITomuiika TpU3BOAUTH 10 TOTO, 1110 1HTEpdENHC HE aKTUBYETHCS y MOTPIOHIM
o0JacTi.

3. Hecymicni Router ID. fxmo Ha aBox MapupyTuzaTopax 3aJaHo
onHakoBuil Router ID — Mk HUMHM He CPOPMYIOTHhCS BIIHOCHMHHU cycinctBa. s
YHHUKHEHHS I1i€1 TOMWIKH PeKOMEHI0BaHO 3a1aBatu RID siBHO kKomaH0t0 router-id 3
YHIKaJIbHUM 3HAYEHHSM I KOXKHOTO MapIIpyTHU3aTopa.

4, HeouikyBanmii pesyabtar BuHOOpiB DR/BDR. Haiinomupenima
npuurHa — 3a0yTo BukoHaTH Clear ip ospf process micis 3MiHHM TPIOPHUTETIB a0bo
Router ID. Yepe3 «sticky» BnactuBicts, unHHi DR/BDR 3anuiaroTsest y cBOiX possix
HaBITh MICJISI 3MIHM MMapaMeTPiB — HOBI 3HAYCHHS HAOYBAIOTh YMHHOCTI JIMIIE TiCIIs
nepe3aycKy nporecy.

5. Mapumpyrusartop 3 priority 0 B €1uHoMy cermMeHTi. SIKII0 y CErMeHTi
BCl MapuipytuzaTtopu MaroTh priority 0 — DR/BDR He o0uparoThcsi, BIAHOCHHU
cycimzctBa He (GOpMYIOThCs, Mepexa He ¢yHkmionye. [lpunaiiMHl  OAMH
MapIIpyTU3aTOp NOBUHEH MAaTU HEHYJIbOBUN MIPIOPUTET.

6. 3mina THmy Mepexi 0e3 y3romxkeHHs. koo Ha OAHOMY 3
MapuIpyTHU3aTopiB cerMenTa 3minuTh tun Mepexi OSPF xomannoro ip ospf network
point-to-point (a wa iHmIMX 3adMIIATH broadcast) — BIZHOCHHH CYCIJACTBA HE
c(hOpMYIOThCS, OCKIJIBKU Ha cycifax OyJie po301>KHICTh TUITIB MEPEXI.
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KOHTPOJIBHI 3AIIMTAHHSA

1. Axi Tunum Mepex pospizHse npotokon OSPF? Ha3ite xapakTepucTuku
KO>KHOTO.
2. 1o Take BMA-mepexxa? HaBeniTe npukiaam.

3. Pozumdpyiite abpesiatypy DR. Sxe npusznauenns DR y BMA-mepexi?
4. Pozmmdpyiite abpesiatypy BDR. Uomy notpidben BDR, a ne nume DR?

S. Onumite anroputM BubOopiB DR 1 BDR. 3a saxum mapamerpom
BiJI0YBA€THCS IEPBUHHE MOPIBHSIHHS MapIIPyTU3aTOPIB?

6.  Sxe 3mauenHs Priority Bukirouae mapupyrtusatop 3 Buoopis DR/BDR?

7. o Take Router ID? Onuiiiite aaropuTM Horo aBTOMaTU4HOTO BUOOPY.

8. Omumite «sticky»-noeainky DR/BDR. Illo BigOyBaeThCcs Mnpu MosBl y
Mepeki HOBOI'O MapIIpyTHU3aToOpa 3 BUIIUM MPIOPUTETOM?

Q. 3a sxkux ymoB Bin0OyBatoTbes nepeBudoopu DR/BDR? Illo BinOyBaeThcs
npu BigMoBi DR? I1pu BimmoBi BDR?

10. TIlepemiuite cranu BigHOcHH cyciactBa OSPF y mocaigoBHOCTI ix
IPOXOJKEHHS. Y sSIKOMy cTaHi mpoBoAsThCcs Bubopu DR/BDR?

11. Yomy y BMA-mepexi mixx napamu DROTHER«—DROTHER Bignocrunau
3anumaroTbes y ctani 2-WAY, a He nepexonars y FULL?

12. o take Wait Timer? [list goro BiH moTpiden? YoMy MOpiBHIOE HOTO
3HA4YEHHS 34 3aMOBYYBAHHAM?

13.  Sxi mynsTHKacT-aapecu BukopuctoBye OSPF? XT0 iX ciyxae, XTo Ha HUX
Hajacuiae?

14.  TlepeniuiTh Ta MOSACHITH Mpu3HaueHHs ocHOBHUX TaiimepiB OSPF (Hello,
Dead, Wait, Retransmit). SIki 31 crannapTHuX 3Ha4eHb 111 BMA-mepex?

15. Yomy Hello Interval ta Dead Interval moBunHi 30iratucsi Ha BCIX
MapuIpyTH3aTOpax CerMeHTa?

16. Sxumu xomanmamu Cisco 1OS 3amatorbes mpioputeT iHTepdeiicy Ta
Router ID?

17. Yomy y mepexi, ge DR 1 BDR € 4iTko BU3HaU€HUMH POJSIMHU, MAPLIPYT
70 1HIOI miaMepexi y Tabmuui MapmpyTtu3sauii HE 00oB'a3k0BO mpoxoauTs yepes
DR? TlosicHiTh pi3HUII0O MK pojuTto DR Ha piBHI MPOTOKOIY Ta MapIIpyTHU3AIli€l0
TpadiKy JaHUX.
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SAHATTA 7

JOCJLIKEHHA TA HAJIAT'O/IKEHHS ITPOTOKOJIY
MAPIIPYTHU3ALII EIGRP TA BAJAHCYBAHHS HABAHTAKEHHS Y
MEPEKI HA BA3I MAPIIPYTU3ATOPIB CISCO

Meta 3aHATTSI: O3HAMOMHUTHCS 3 OCOONMBOCTAMH (DYHKIIIOHYBaHHS Ta
HAJIaro KEHHs MPOTOKOIy AuHaMiuyHoi Mapiipytu3aiii EIGRP na o6naananni Cisco;
Ha0yTH MPAKTHYHUX HABUYOK PO3PAXYHKY METPUK Ta BH3HAYCHHS ONTHMAIBLHUX
mapuipyTiB EIGRP; nanamryBaru npotokon EIGRP ana IPv4 ta [Pv6 omHowacHO
(dual-stack); mocmiguTH Ta HajalITyBaTH OaJaHCyBaHHS HABAHTAKCHHS MIXK
piBHOMeTpUYHUMU (equal-cost) Ta HepiBHOMETpUIHUMH (unequal-cost) MapmpyTamMu
EIGRP; BukoHaTH po3paxyHOK po3NnoAiLTy Tpadiky MK MaplIpyTamH; HaJlallTyBaTH
NacuBHI iHTep(ercu Ta MePEeBIPUTH BIIMOBOCTIAKICTh MEPEXKI; JOCIIIUTH MEXaHI3M
DUAL Ta cranu tabauiii tonosorii; HamamryBata DHCP-cepBep 1 nepekoHaTucs y
HACKpI3HIM TOCTYMHOCTI XOCTIB uepe3 oouaBi Bepcii IP.

Oonaonanna ma npozpamue 3ade3neueHns

JI71s1 BUKOHAHHA 3aHATTS Ha poO0YOMY MICLI CTyAeHTa Ma€e OyTH HassBHUM TaKe
00JiaTHaHHS Ta IPOrpaMHe 3a0€3MEUCHHS:

1. MapmpyTtuzaropu Cisco cepii 1841/2801/2811/2821/2901/2911/2921 3
1HTEpPEHCHUMU CIOTAMHU ISl IUIAT PO3IIMPEHHS — 3 IIT.

2. [Tnatu posmmpenns Cisco WIC-2T (abo ananoriyHi) Ajis HOCTiJOBHUX
3'elHaHb — 2—4 1IT. (32 BapilaHTOM).

3. Keposani xomyrtaropu Cisco cepii Catalyst 2960 (WS-C2960-24TT-L
abo WS-C2960-48TT-L) — 3 .

4, Po6oui cranmii (ITK a6o nHoytOyku) 3 OC Windows/Linux — He menie 3
IIT.

5. Konconbuuii kabens Cisco (rollover) RJ-45 3 nepexignukom na USB abo
COM-niopt — 1 miT.

6. Ethernet-kxa6em mpsimoro tuny (T568B) Cat 5¢/Cat 6 — He MeHIe 9 mT.

1. Hyns-moaemui mocninoBni kadem (V.35 DTE + DCE) — 2 mr. (3a
BapiaHTOM).

8. Tepminanbaa nporpama-emysitop (PuTTY, Tera Term, SecureCRT a6o
aHaJOr1YHa) — BCTAHOBJIEHA HA pOOOYMX CTAHLISX.
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Cxema nioKarOYenns

Mepexxa EIGRP WS_nis_1

Minmepexa D SW_MIB_1

IIIIIIIIIIII

Migmepexa B

Migmepexa C

SW_MI6_3

Migmepexa E Migmepexa F

WS_i6_2 WS_MiB_3

Puc. 7.1. Cxema mepexi EIGRP, 1o Oynyerbest y Mexkax 3aHATTS

ITpumimka: 1116 HeoOXiTHO 3a3HAYATH Y CKOPOYCHOMY dbopmari, SKuii BIAMOBIAA€ JOTIHY IS BXOILY
Ha mnatdopmy learn. [Ipuknan: skio orin ans sxoay Ha learn — kb1 _kmd, To Ha3Ba komyTtaropa
Mmae Oyt y ¢popmari SW_kmd 1.

3ABJIAHHA

1. OznailomuTHcss 3 OOJaJAHAHHSAM Ta TMPOTPAMHUM 3a0€3MEUYEHHSM,
NEPEeBIPUTH HASBHICTHL KOHCOJbHHMX, Ethernet- ta Serial-xaGeniB, TepMiHaIBHOT
porpamu.

2. CrtBoputu Mepexy BianmoBigHo n0 cxemu (puc. 7.1). Tun ¢izuuamx
KaHaJIIB MK MaplIpyTU3aTOpaMu oOpaTH 3r1IHO 3 BapiaHToM (Tabi. 7.7). Y BapiaHTax
3 Serial-kaHaIOM BCTaHOBUTH YacTOTY TaKTOBUX IMITyJIbCiB KoMmaHmoro clock rate
3rigHo 3 Tadi. 7.8.

3. [TpoBecTu HanarokeHHs iIMeHyBaHHsI BCix npucTpoiB Mepexi (R T 1,
R IMIb 2, R IIIb 3, SW IIIb 1, SW IIIb 2, SW IIIb 3).
4, Pospobutu cxemy [Pv4-anpecanii 3a gqanumu tad:a. 7.5 ta IPv6-aapecarii

3a TaHuMu Taoi. 7.6. Pesynbratu 3anoBHUTH y Tab. 7.1. Jlig koxxkHOro iHTEpdeicy
MapIpyTh3aropa Bkazatu oomasi aapecu: IPv4, IPv6 global unicast ta link-local
FES8O::.
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ITapameTpu agpecauii Mepe:xi

Taomung 7.1.

. . MAC- = |Pv4- IPv6 IPv6
Mepexa / Ilpucrpiii InTepdeiic anpeca aﬁpeca / Global Link- | i3
acka | Unicast /64 Local
[Migmepexa A (R1-R2) - — _ _
[Migmepexa B (R1-R3) - — _ _
IMigmepesxa C (R2—-R3) - — _ _
ITimmepesxxa D (LAN R1) — - — _
[Tinmepexa E (LAN R2) - — _ _
ITimmepexa F (LAN R3) - — _ _
1o R2
R1 o R3
10 SW1
1o R1
R2 o R3
10 SW2
o R1
R3 o R2
1o SW3
SW1 _
SW2 _
SW3 _
WS1 NIC (DHCP) | (SLAAC) —
WS2 NIC (DHCP) | (SLAAC) -
WS3 NIC (DHCP) | (SLAAC) -
S. HanamryBatun [Pv4-agpecanito Ha Bcix 1HTepdeiicax. HamamryBaTtu

IPv6-anpecanito Ha wmapmpytusatopax (komanmu ipv6 address, ipv6 enable).
AxtuByBatu [Pv6-mapuipytusaiiito komanaorw Ipv6 unicast-routing. IlepeBipuTi:
show ip interface brief, show ipv6 interface brief.

6. HanamryBatu EIGRP noist IPv4 Ha Bcix Tphox MapiipyTtuzatopax 3 ASN
3riIHO 3 BapiaHTOM (Tab:x. 7.8):

o aKTUBYBATH KOMaH 1010 router eigrp ASN;

) OTOJIOCHTH BCI MIAKIOYEHI MEPEKi KOMaH1010 NEtwork;

o BUMKHYTH aBTOCyMapH3aIlifo KOMaH 100 N0 auto-summary;

o s LAN-iHTepdeiiciB (10 KOMyTaToOpiB) HajamTyBaTH Passive-
interface.

7. HanamryBatu EIGRP ans IPv6 Ha BCix TphOoX MapIipyTH3aTOpaXx:

. aKTUBYBAaTH KOMaH/I0t0 1pV6 router eigrp ASN;

o npusHauntd Router ID komanmoro eigrp router-id 3rigHo 3 BapiaHTOM
(Tabu. 7.8);

. aKTUBYBATHU Ipolec komanaow NOo shutdown (mporec IPv6 EIGRP 3a
3aMOBYYBaHHIM BUMKHEHUH);
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o Ha KOX)KHOMY 1HTepdeici, o 6epe ydyacTh y MapIIpyTH3allii, BAKOHATH
ipv6 eigrp ASN;

o s LAN-iaTepdeticiB HanamTyBaTH passive-interface.
8. [TepeBipuTH BCTAHOBJICHHS BIIHOCHH CYyCiJCTBa KomaHmamu Show ip
eigrp neighbors Ta show ipv6 eigrp neighbors. 3anosauTu Tabdmn. 7.2.
Tabmuis 7.2.
Pe3ysnbTaTu BcTaHOBJIeHHS BitHocHH cycinctBa EIGRP
. Anpeca cyciga
MapumpyTtusarop (Roﬁ%gll’)—ll D) ( IP\|/_4/ I_I;nk— Intepdeiic H((é;d Uptime EI|I(33V|§P EIIICDBVFEQSP
oca
R1 < R2
R1 <R3
R2 < R3

Q. Hanamrysatu DHCP-cepBep na R IIIb 1 ana miamepex D, E, F
(oxpemmii myn aist koxkHoi). Ha R T1Ib 2 ta R I1Ib 3 manmamryBatu DHCP-relay
komanoro Ip helper-address. [1epeBiputu oTprMaHHS aipec POOOYMMHU CTAHITISIMU.

10. [Hocnigutu piBHOMeTpHYHe OanaHcyBaHHsi HaBaHTa:keHHs (Equal-
Cost LB):

o BukoHatu Show ip eigrp topology — BU3HAaYMTH HAsSBHICTH MapIIPYTIB 3

oJaHakoBomw FD;

. HaJTAITYBaTH OJHaKoBi mapamerpu bandwidth ta delay Ha xanamax A i

B 3rinHo 3 BapianToM (Ta0m. 7.8) 1y1sl OTpUMaHHS PIBHOMETPUYHUX IUIAXIB;

o HepPEBIPUTH HAasIBHICTH 000X MapIIpyTiB KoMaH10t0 Show ip route;

o BUKOHATH PO3PAXyHOK YacTKM Tpadiky s KOXXKHOTO MapIIpyTy 3a

(hopMYJIOI0 3 TEOPETUIHOTO PO3a1Ty. 3aIOBHUTH Tab. 7.3.

Taomung 7.3.

Pe3yabTaTu 10C/1iIKeHHsSI PIBHOMETPHUYHOT0 0AJIAHCYBAHHA HABAHTAKCHHHA
(Equal-Cost LB)

3 Hacr. Hacr. Po3paxynox
MapUpYTHSSTOD | ypupsiicnua | mannsis | PY20A1 | BYRAZ | Guerpuiny| SRCTE
R1
R2
R3
11. JlocnmiauTd  HepiBHOMeTpPU4YHe  OaJlaHCYBaHHSI  HABAHTAYKEHHS

(Unequal-Cost LB):

e BigHOBHUTH pi3Hi mapamerpu bandwidth na kanamax A 1 B (ckunyTH

NoTiepeIHI 3MIHN);

e mepeBipuTH y Tabmuii Tomosjorii HasBHICTH Feasible Successor (FS), mo
3anoBosibHsE Feasibility Condition (AD < FD);

e HajamTyBaTH KoMaHay variance multiplier srigno 3 BapianTom (Tadu. 7.8);

® [IEPEKOHATHCS, 110 Y TaOIUI[l MapIIpyTH3alli 3'IBUIUCS 00MIBa MapIIPYTH
KoMman 1010 Show ip route;
® BUKOHATHU PO3PaXYHOK PO3MOILTY TpadiKy Mi>K MapIIpyTamMu 3a opMyIIor0.

3anoBHUTH TA0JI. 7.4.
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Taomung 7.4.
Pe3yabTaTi 10CaigKeHHsI HPIBHOMETPUYHOT0 0AJTAHCYBAHHS HABAHTAKEHHS
(Unequal-Cost LB)

s Feas 5 PospaxynkoBa
Mepeka uccessor : : YmoBa F yacTka Tpadiky
npwsmasenns | FD  BY3eaS - SUcc. Bysoa FS variance | (Ap<Fp?) | (S:FS=FD fs:
FD s)

ITinmepexa F

Bixg R1
ITigmepesxa D

Bix R3

12.  TlepeBipuTH HaCKpPi3HUII 3B'SI30K MIXK yciMa poOOYMMHU cTaHIisiMu 110 [Pv4
ta [IPv6 xomangamu ping ta tracert (traceroute).

13.  JlocmiauTu BiIMOBOCTIHKICTh: BUMKHYTH OJIUH 1HTEep(deiic kaHamy A abo
B xomanmoro shutdown. 3adikcyBatu wac 30ikHOcTi EIGRP. Ilepekonatucs y
30epexenHi 3B's3Ky. [loHoBUTH iHTEepdeiic komanmoro NO shutdown.

14.  Jlocnigutu poOOTy mpotokoiy Komanmamu: Show ip eigrp interfaces,
show ip eigrp topology all-links, show ip eigrp traffic, show ipv6 eigrp topology,
show ipv6 route eigrp, debug eigrp packets (kopoTkodacHo).

13. BuBectnm Ta mpoanamizyBatu (aiimm KoH]irypamid ycix TpUCTPOiB
Mepexi (show running-config).

14, VY Bumanky BUSBICHHS ITOMUJIOK Y HAJArOPKCHHSIX — BUSHAUYNTH IPUINHY
Ta YCYHYTH iX.

15. IIpoaeMOHCTpyBaTH BUKOHAHY pOOOTY KEPIBHUKY Ta OPOPMHUTH 3BIT.
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BAPIAHTHU IHAUBIAYAJIbHUX 3ABJIAHDb

BapiaHnTt BU3Ha4Ya€eTHCs 32 HOMEPOM CTIHKH, 32 SIKOIO MPAIIOIOTh CTYICHTH.

Tabmms 7.5.
IHapamerpu IPv4-agpecauii
Ne | IMimmepexa | Ilimmepe:xa | Ilimmepe:xa | Ilinmepe:ka | Ilimmepexa | Ilimmepeika
Bap. A /30 B /30 C /30 D /24 E /24 F /24

(R1-R2) (R1-R3) (R2-R3) (LAN R1) (LAN R2) (LAN R3)
1 172.C.S.0 172.C.S4 172.C.S.8 181.C.S.0 182.C.S.0 183.C.S.0
2 172.C.S.12 172.C.S.16 172.C.S.20 184.C.S.0 185.C.S.0 186.C.S.0
3 172.C.S.24 172.C.S.28 172.C.S.32 187.C.S.0 188.C.S.0 189.C.S.0
4 172.C.S.36 172.C.S.40 172.C.S.44 190.C.S.0 191.C.S.0 192.C.S.0
5 172.C.S.48 172.C.S.52 172.C.S.56 193.C.S.0 194.C.S.0 195.C.S.0
6 172.C.S.60 172.C.S.64 172.C.S.68 196.C.S.0 197.C.S.0 198.C.S.0
7 172.C.S.72 172.C.S.76 172.C.S.80 199.C.S.0 200.C.S.0 201.C.S.0
8 172.C.S.84 172.C.S.88 172.C.S.92 202.C.S.0 203.C.S.0 204.C.S.0
9 172.C.S.96 | 172.C.5.100 | 172.C.5.104 205.C.S.0 206.C.S.0 207.C.S.0
10 | 172.C.S.108 | 172.C.S.112 | 172.C.S.116 208.C.S.0 209.C.S.0 210.C.S.0
11 | 172.C.S.120 | 172.C.S.124 | 172.C.S.128 211.C.S.0 212.C.S.0 213.C.S.0
12 | 172.C.S.132 | 172.C.5.136 | 172.C.S.140 214.C.S.0 215.C.S.0 216.C.S.0
13 | 172.C.S.144 | 172.C.5.148 | 172.C.5.152 217.C.S.0 218.C.S.0 219.C.S.0
14 | 172.C.S.156 | 172.C.5.160 | 172.C.S.164 220.C.S.0 221.C.S.0 222.C.S.0
15 | 172.C.S.168 | 172.C.S.172 | 172.C.S.176 100.C.S.0 101.C.S.0 102.C.S.0
16 | 172.C.S.180 § 172.C.5.184 | 172.C.5.188 103.C.S.0 104.C.S.0 105.C.S.0
17 | 172.C.S.192 | 172.C.5.196 | 172.C.S5.200 106.C.S.0 107.C.S.0 108.C.S.0
18 | 172.C.S.204 | 172.C.5.208 | 172.C.S.212 109.C.S.0 110.C.S.0 111.C.S.0
19 | 172.C.S.216 | 172.C.5.220 | 172.C.S.224 112.C.S.0 113.C.S.0 114.C.S.0
20 | 172.C.5.228 | 172.C.S.232 | 172.C.S.236 115.C.S.0 116.C.S.0 117.C.S.0

Ipumimka: C (class) — nomep ayautopii: mis aya. 107 — 71, ans aya. 107a — 72, S (stand) — nomep
CTilKH (3a3HAYEHO 3BEpPXY CTIHKH).
YBAI'A! B 3anexHocTi BiJ] TOJWHUA MPOBEICHHSA MPAKTUKA 3HAYEHHS MOXE 3MIHIOBAaTHUCh 3a
BUMOTOIO KEpIBHHKA.

Tabmmis 7.6.
ITapamerpu IPv6-agpecamii
Ne | IMigmepexa A /64 | Ilinmepeska B /64 | Ilinmepexa C /64 | Ilinmepe:xxa D /64 | Ilinmepexka E /64 | Ilinmepexa F /64
Bap. (R1-R2) (R1-R3) (R2-R3) (LAN R1) (LAN R2) (LAN R3)
1 | 2001:DB8:71C:A:: | 2001:DB8:71C:B:: | 2001:DB8:71C:C:: | 2001:DB8:71C:D:: | 2001:DB8:71C:E:: | 2001:DB8:71C:F::
2 | 2001:DB8:72C:A:: | 2001:DB8:72C:B:: | 2001:DB8:72C:C:: | 2001:DB8:72C:D:: | 2001:DB8:72C:E:: | 2001:DB8:72C:F::
3 |2001:DB8:73C:A:: | 2001:DB8:73C:B:: | 2001:DB8:73C:C:: | 2001:DB8:73C:D:: | 2001:DB8:73C:E:: | 2001:DB8:73C:F::
4 | 2001:DB8:74C:A:: | 2001:DB8:74C:B:: | 2001:DB8:74C:C:: | 2001:DB8:74C:D:: | 2001:DB8:74C:E:: | 2001:DB8:74C:F::
5 | 2001:DB8:75C:A:: | 2001:DB8:75C:B:: | 2001:DB8:75C:C:: | 2001:DB8:75C:D:: | 2001:DB8:75C:E:: | 2001:DB8:75C:F::
6 | 2001:DB8:76C:A:: | 2001:DB8:76C:B:: | 2001:DB8:76C:C:: | 2001:DB8:76C:D:: | 2001:DB8:76C:E:: | 2001:DB8:76C:F::
7 | 2001:DB8:77C:A:: | 2001:DB8:77C:B:: | 2001:DB8:77C:C:: | 2001:DB8:77C:D:: | 2001:DB8:77C:E:: | 2001:DB8:77C:F::
8 | 2001:DB8:78C:A:: | 2001:DB8:78C:B:: | 2001:DB8:78C:C:: | 2001:DB8:78C:D:: | 2001:DB8:78C:E:: | 2001:DB8:78C:F::
9 | 2001:DB8:79C:A:: | 2001:DB8:79C:B:: | 2001:DB8:79C:C:: | 2001:DB8:79C:D:: | 2001:DB8:79C:E:: | 2001:DB8:79C:F::
10 |2001:DB8:7AC:A:: | 2001:DB8:7AC:B:: | 2001:DB8:7AC:C:: | 2001:DB8:7AC:D: | 2001:DB8:7AC:E:: | 2001:DB8:7AC:F::
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Ne | Iinmepexa A /64 | Ilinmepexka B /64 | Ilinmepexka C /64 | Ilinmepe:xxa D /64 | Ilinmepexa E /64 | Ilinmepexa F /64
Bap. (R1-R2) (R1-R3) (R2-R3) (LAN R1) (LAN R2) (LAN R3)
11 | 2001:DB8:7BC:A:: | 2001:DB8:7BC:B:: | 2001:DB8:7BC:C:: | 2001:DB8:7BC:D: | 2001:DB8:7BC:E:: | 2001:DB8:7BC:F::
12 | 2001:DB8:7CC:A:: | 2001:DB8:7CC:B:: | 2001:DB8:7CC:C:: | 2001:DB8:7CC:D: | 2001:DB8:7CC:E:: | 2001:DB8:7CC:F::
13 | 2001:DB8:7DC:A:: | 2001:DB8:7DC:B:: | 2001:DB8:7DC:C:: | 2001:DB8:7DC:D: | 2001:DB8:7DC:E:: | 2001:DB8:7DC:F::
14 | 2001:DB8:7EC:A:: | 2001:DB8:7EC:B:: | 2001:DB8:7EC:C:: | 2001:DB8:7EC:D: | 2001:DB8:7EC:E:: | 2001:DB8:7EC:F::
15 | 2001:DB8:7FC:A:: | 2001:DB8:7FC:B:: | 2001:DB8:7FC:C:: | 2001:DB8:7FC:D: | 2001:DB8:7FC:E:: | 2001:DB8:7FC:F::
16 | 2001:DB8:80C:A:: | 2001:DB8:80C:B:: | 2001:DB8:80C:C:: | 2001:DB8:80C:D: | 2001:DB8:80C:E:: | 2001:DB8:80C:F::
17 | 2001:DB8:81C:A:: | 2001:DB8:81C:B:: | 2001:DB8:81C:C:: | 2001:DB8:81C:D: | 2001:DB8:81C:E:: | 2001:DB8:81C:F::
18 | 2001:DB8:82C:A:: | 2001:DB8:82C:B:: | 2001:DB8:82C:C:: | 2001:DB8:82C:D: | 2001:DB8:82C:E:: | 2001:DB8:82C:F::
19 | 2001:DB8:83C:A:: | 2001:DB8:83C:B:: | 2001:DB8:83C:C:: | 2001:DB8:83C:D: | 2001:DB8:83C:E:: | 2001:DB8:83C:F::
20 | 2001:DB8:84C:A:: | 2001:DB8:84C:B:: | 2001:DB8:84C:C:: | 2001:DB8:84C:D: | 2001:DB8:84C:E:: | 2001:DB8:84C:F::
Taomung 7.7.
Tunu QiznyHuX 3'€IHAHL MIXK MAPIIPYTH3ATOPAMH
Ne Kanan A: Kanaa B: Kanaan C:
Bap. R1-R2 R1-R3 R2 - R3
1 Ethernet Ethernet Ethernet
2 Ethernet Serial V.35 Ethernet
3 Serial V.35 Ethernet Ethernet
4 Serial V.35 Serial V.35 Ethernet
5 Ethernet Ethernet Serial V.35
6 Serial V.35 Ethernet Serial V.35
7 Ethernet Serial V.35 Serial V.35
8 Serial V.35 Ethernet Serial V.35
9 Ethernet Ethernet Ethernet
10 Serial V.35 Ethernet Serial V.35
11 Ethernet Serial V.35 Ethernet
12 Serial V.35 Serial V.35 Ethernet
13 Ethernet Ethernet Serial V.35
14 Serial V.35 Ethernet Ethernet
15 Ethernet Serial V.35 Ethernet
16 Serial V.35 Ethernet Serial V.35
17 Ethernet Serial V.35 Serial V.35
18 Serial V.35 Serial V.35 Ethernet
19 Ethernet Ethernet Ethernet
20 Ethernet Serial V.35 Serial V.35
124
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ITapamerpu HanaromkenHsi nporokoay EIGRP
Ta 02JIAHCYBAaHHS HABAHTAKCHHHA

Taomung 7.8.

No Clock BW = BW | Delay
pap. | ASN Roul;[{elr-ID Rouéezr-lD Roulge:gr-lD rate, KaKan KaHaJ KaXaJI variance
OiT/e | Kgir/e Koitie| mwke
1 10 1.1.1.1 2.2.2.2 3.3.3.3 64000 | 1544 | 512 | 20000 3
2 20 4.44.4 55.55 6.6.6.6 128000 | 512 | 1544 | 20000 3
3 30 1.7.7.7 8.8.8.8 9.9.9.9 256000 | 1544 | 1544 | 20000 2
4 40 /10.10.10.10|11.11.11.11 1 12.12.12.12 | 512000 | 512 512 | 20000 1
5 50 113.13.13.13 14.14.14.14 | 15.15.15.15| 1024000 | 1544 | 512 | 20000 3
6 60 |16.16.16.16 17.17.17.17 /18.18.18.18 | 2048000 | 512 | 1544 | 20000 3
7 70 119.19.19.19 20.20.20.20 | 21.21.21.21 | 64000 | 1544 | 1544 | 20000 1
8 80 |22.22.22.22  23.23.23.23 | 24.24.24.24 | 128000 | 1544 | 512 | 20000 3
9 90 |25.25.25.25  26.26.26.26 | 27.27.27.27 | 256000 | 512 | 1544 | 20000 3
10 | 100 | 28.28.28.28 | 29.29.29.29 | 30.30.30.30 | 512000 | 1544 | 1544 | 20000 1
11 | 10 |31.31.31.31|32.32.32.32  33.33.33.33 | 1024000 | 512 512 | 20000 1
12 | 20 |34.34.34.34|35.35.35.35 | 36.36.36.36 | 2048000 | 1544 | 512 | 20000 3
13 | 30 |37.37.37.37|38.38.38.38 | 39.39.39.39 | 64000 512 | 1544 | 20000 3
14 | 40 |40.40.40.40|41.41.41.41 42.42.42.42 | 128000 | 1544 | 1544 | 20000 1
15 | 50 |43.43.43.43|44.44.44.44 1 45.45.45.45 | 256000 | 1544 | 512 | 20000 3
16 | 60 |46.46.46.46 |47.47.47.47  48.48.48.48 | 512000 | 512 | 1544 | 20000 3
17 | 70 |49.49.49.49|50.50.50.50 51.51.51.51 1024000 1544 | 1544 | 20000 1
18 | 80 |52.52.52.52|53.53.53.53 | 54.54.54.54 2048000 | 512 512 | 20000 1
19 | 90 |55.55.55.55|56.56.56.56 57.57.57.57| 64000 | 1544 | 512 | 20000 3
20 | 100 ' 58.58.58.58  59.59.59.59 | 60.60.60.60 128000 | 512 | 1544 | 20000 3
3MICT 3BITY 3 3AHATTA

3BIT 3 3aHATTA [TIOBUHEH MICTHUTH:
Howmep, TeMy Ta MeTy 3aHSTTS.

1.
2.

3.
4.

5.

6.

Kopotki TeopernyHi BiioMoCTi (2—3 CTOPIHKH): TIOpUIHI MPOTOKOIH
mapuipytu3zaii; EIGRP — anroputm DUAL, tabnuui, metpuka; EIGRP nns IPv6 ta
Horo BIAMIHHOCTI, OallaHCYBaHHS HaBaHTakeHHs (equal-cost Ta unequal-cost),
dopmyna po3paxyHky yactku Tpadiky; DHCP relay; macusH1 iHTepdeiicu.

[lepenik BUKOpUCTAHOTO OOJaAHAHHS Ta MPOrPAMHOT0 3a0€3MEUEHHS.

Cxemy (®OTO) mobynoBaHoi Mepexi 3 MO3HAYEHHSAM YCIX IPUCTPOIB Ta
1HTEepQEicCiB.

Po3pobneny cxemy IP-aapecanii y Burisimi tabn. 7.1 3 KOHKpPETHHUMH
3HaueHHsiMH [Pv4 Ta [Pv6.

JlictuHru KoMaHa (CKpPIHILOTH) 3 pe3yJbTaTaMyi BUKOHAHHS:

HaJIarOHKEHHS

MapHIpyTHU3aTOPiB;
KOMaHIM akTuBarii ipv6 unicast-routing ta nazaromkenns EIGRP mus
IPv4 ta IPv6 (BxarouHo 3 eigrp router-id, no shutdown, passive-interface);

IPv4

Ta
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o pe3ysbrata Show ip eigrp neighbors ta show ipv6 eigrp neighbors —
3aroBHEHa TalI. 7.2;

o pesynbratu Show ip eigrp topology ta show ipv6 eigrp topology 3
aHaJI30M successor Ta feasible successor;

o pesynbratd Show ip route eigrp ta show ipv6 route eigrp 3 ycix
MapIIpyTU3aTOPIiB;

o HaJaro/DKCHHS Ta PE3yJbTaTd PIBHOMETPUYHOTO OajaHCYyBaHHS —
3aroBHEeHa Ta0. 7.3 3 pO3paxyHKOM;

o HAJIaroJDKCHHSA KOMaHAW Variance ta pe3yibTaTH HEPiBHOMETPUIHOTO
OaslaHCyBaHHS — 3allI0BHEHA Ta0I. 7.4 3 po3paxyHKOM;

o HanarokeHast DHCP-cepsepa Ta relay — pesyabratu show ip dhcp
binding, ipconfig /all Ha WS;

J pesynbTatu ping Ta tracert mo IPv4 ta IPv6;
J BMicT running-config ycix mapripytuzaropis.
1. Onuc npoOGeM, 1110 BUHUKIIY T11]1 YaC BUKOHAHHS 3aBJIaHHSI, Ta MUISIXH 1X
YCYHEHHS.
8. BuCHOBKY 10 3aHATTIO.
TEOPETHUYHI BIJIOMOCTI
Ilpomokon mapwpymuszayii EIGRP: 3azanvha xapakmepucmuka ma ai2opumm
DUAL

EIGRP (Enhanced Interior Gateway Routing Protocol) — ynockoHanmeHwmit
IPOTOKOJI BHYTPIIIHBOI MapuipyTusalii, po3pobsienuid kommaniero Cisco 1
cranaaptuzoBanuii y RFC 7868. IIporokon kinacudikyernes sk riopuanmii (Advanced
Distance-Vector), OCKUJIbKH TMO€EIHYE TMepeBard 000X KJIAciB: OOMIH MapIIpyTHOO
iHdopmariiero Jumie 3 Oe3mocepeHIMU CyciamMu (K JIUCTaHIIIMHO-BEKTOPHI
IPOTOKOJIM) Ta 30epiraHHs TaOMWIl TOMOJIOTIiI 3 MHUTTEBUMH YaCTKOBUMH
OHOBJICHHSIMH (SIK TIpOoTOKOJIM cTaHy kaHaiB). OcHoBolo EIGRP e anroputm DUAL
(Diffusing Update Algorithm), mo rapanTye mnerie-BUlbHY 30DKHICTH 0e€3
TUMYACOBOTO 30epiranus mapuipytiB y nemix. [Odom W. CCNA 200-301 Official
Cert Guide. Cisco Press, 2020]

EIGRP niarpumye Tpu okpemi TaOIuLl JaHUX:

o Taoauusa cycincrBa (Neighbor Table) — wmictuth 3ammcu mpo Bci

MapIIpyTHU3aTOPH, 3 SKUMU BCTAHOBJIEHO BITHOCHHH CycCiacTBa. [ KOKHOTO

cycina 36epiratotees: [P-agpeca (abo link-local gnst IPv6), intepdetic, yac mo

sakinueHHs taiimepa Hold, SRTT (Smooth Round-Trip Time), RTO

(Retransmission Timeout).

o Taoauus Tonoaorii (Topology Table) — MicTuTh BCl BiJOMiI MapuipyTH

0 KOKHOI Mepexi: K OoNnTUMalbHUM (successor), Tak 1 3amacHi (feasible

successor). AmnroputM DUAL o00poOiisie 110 TaONMIO JJI1 OPUHHATTS

MaplIpyTHUX pillieHb 0€3 pU3UKY NETENb.

) Ta6auus mapmpyrusauii (Routing Table) — micTuTh muIe onTuMabHi

MapHmpyTH (successor-mapuipytu), o oOpani amroputMom DUAL mis

nepecuianns Tpadiky.
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Anroputm DUAL onepye nBoMa KIFOYOBUMHU MOHITTSIMH METPHUKU:

o FD (Feasible Distance) — miniMaipHO BijloMa METpPUKA BiJl MIOTOYHOTO

MapIIpyTU3aToOpa 10 MEPEXi MpU3HAUYCHHS (B1ACTaHb HAMKPAILIOTO MapLIpyTy,

110 3aHECEHUH y TaOIHITI0 MapIIpyTH3aIlii);

o AD a6o RD (Advertised/Reported Distance) — meTpuka, Ky CyCiIHIi

MapIIpyTU3aTOp PEKIaMye IS JOCSTHEHHS Mepeki Mpu3HadeHHs (BiJCTaHb

MapHIpyTy 3 TOYKH 30py CycCiaa).

MapipyT yepe3 By30J1 3 HAMEHIIIOI0 METPUKOIO OTPUMYE cTaTyc SUCCESSOr (S)
1 BCTaHOBIIOETHCS y TAONHIIO MapHipyTu3amii. MapmpyT udepe3 anbTepHATUBHUN
By30J, 1o 3amoBojbHse Feasibility Condition (FC), orpumye cratyc Feasible
Successor (FS) 1 36epiraeTbest y TaOJIHII TOMOJIOTIT SK pe3epB.

YmoBa Feasibility Condition (FC): AD_FS < FD_successor. Axmo AD
MapIIpyTy 4epe3 3amacHuil By3od MeHiie, Hix FD wnalikpamoro mapmpyty, — 1ei
3alMacHUi MapuipyT TapaHTOBAaHO HE yTBOpIoe€ meTnio. Ilpu BigMOBI OCHOBHOTO
mapuipyty EIGRP murreBo mepexntouaerbcsi Ha Feasible Successor 0e3 3amycky
noBHoro obuncienns (6e3 DUAL Active State).

Skmio Feasible Successor BincyTHil, MapuipyT nepexoauts y cran Active (A),
1 MapmpyTtuzarop po3cuwiae QUEry-moBigoMJyIeHHSl CycilaM Yy  MONIYKY
aNMbTEPHATUBHOTO NULIXY. Yac 301KHOCTI Y IbOMY BUIAAKY OUTBIITUH.

Po3paxynox mempuxku EIGRP

MeTtpuxka npotokony EIGRP € koMIuiekCHOO 1 po3paxoBY€ThCS 3a CIEIIadbHO
po3po0ieHo0 haxiBIsIMU POPMYIIOIO, SIKa BUKOPUCTOBYE HACTYIHI MapaMeTpH:

o MPOMYCKHI 3JaTHOCTI 1HTep(eiiciB (KaHATIB 3B’ S3KY);
o 3aTPUMKH 1HTEPPEICIB;

o napameTpu HaJIHHOCTI IHTEPPEICiB;

o 3aBaHTaXCHHS 1HTEPPEHCIB.

VY 3aranpHOMY BUIAJKY hopmysa po3paxyHky MeTpuku rpotokoiny EIGRP mae
HACTYTTHUW BUTJISI;
M= [(K1 . Bw + 227

256—-L

K5
K,+R

+Ky-D)- =] 256, (1)

ne M — meTpuka N€BHOro MapuIpyTy;

BW (BandWidth) — 0e3po3mipHe 3HaYeHHsS NPONMYCKHOI 3MaTHOCTI, SIKE
po3paxoByeThCs 3a (popmyiioro (2);

L (Load) — 3aBanTaxkenHs intepdeticy (Big 1 mo 255, 1 — BicyTHICTh mepenayi,
255 — moBHe 3aBaHTaXXEHHS i1HTep(delcy); BU3HAYAETHCS IS MOTOYHOTO CTaHy
iHTEepdeicy;

D (Delay) — 6e3po3MipHe 3Ha4€HHS CyMapHOi 3aTPUMKH Ui BCIX IISTHOK
MIEBHOTO MapUIPyTy, SIKE pO3PaxoBYEThCs 3a hopmylioro (3);

R (Reliability) — nanitinicts inTepdeiicy (Bix 1 1o 255, 1 — HeHamiHHUH 3B S30K,
255 — HaIHUH 3B’S30K); BU3HAYAETHCS VISl TOTOYHOTO CTaHy iHTEpQEicCy;

K1, Kz, K3, Ks, Ks — Barosi koeiriieHT a1t po3paxyHKy METPUKHU, IKi MOXKYTh
HaOyBaTu 3Ha4yeHb 0 abo 1;

Uwucno 256 3acToCOBYETHCS Y (hOPMYJIi IJIs1 PO3IMIUPEHHS OTPUMAHOTO 3HAYEHHS
MeTpuku 70 32 OITiB.
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BW = |—

ne  BW; — 3naueHHs mpoIyCKHOi 3MaTHOCTI i-i I[iJI}IHKI/I MmapmpyTy, KoOit/c; 3a
3aMOBYYBaHHSIM JIOpIBHIOE (I3MUYHIM MPOMYCKHINH 31aTHOCTI 1HTEpdeicy, MoxKe

3MIHIOBATHUCS aJMIHICTPATHUBHO;
N — KIJTBKICTh JIIJISTHOK MapIipyTy.

ne  Di— 3HaueHHs 3aTpUMKH IS i-1 TUISHKA MapIIpyTy, MKC; JUIsI KO)KHOTO THITY
iHTep(deiicy BCTaHOBJIEHI CTaHIAPTHI 3HAYCHHS 3aTPUMOK (IuB. TaOm. 7.8), Moxke

D :2?,:1[% )

3MIHIOBATHUCS aJMIHICTPATHBHO;
N — KIJTBKICTb JIIJISTHOK MapIipyTy.

Taomung 7.9.
CranaapTHi 3HaYeHHS MPOIMYCKHOI 3IaTHOCTI Ta 3aTPUMOK /IJIS OCHOBHUX THIIIB
inTepgeiiciB
Tun inTepdeiicy IIponyckua 3paTHicTh, KOiT/C 3arpuMka, MKC
Gigabit Ethernet 1 000 000 10
Fast Ethernet 100 000 100
Ethernet 10 M6iTt/c 10 000 1000
Serial T1 1544 20 000
Serial E1 2048 20 000
Serial DSO (64 Koit/c) 64 20 000
Tunnel 9 50 000

3a 3amoBuyBaHHAM KoediuienTn K y ¢opmyii (1) HaOyBaroTh 3HaueHb: Ki =1,
K:=0,Ks=1,Ks =0, Ks = 0. Bignosigao popmyia (1) criporyeTbest 1 BUTTIAIAE K
EIGRPyotric = [BW + D] - 256, 4)
[Ipuknan po3paxynky: mapmpyT R1 — R2 — mepexa A (nBi ainsiaku: Serial
T1 + FastEthernet).
107 107

BW = = ~ 6476;
min(1544,100000) 1544

_ (20000 + 100)
N 10
M = 256 (6476 + 2010) = 2172416;

EIGRP ona IPv6:
apximexmypa, 0co01u80cmi HAIA200XceHHA ma nopieHAaAnHA 3 IPv4

[Iporokon EIGRP nmns IPv6 (EIGRPv6) Buznaueno y RFC 7868. Ilpunmun
pobotu amroputmy DUAL, crpykrypa Tabmumpb (CyciicTBa,  TOIOJIOTII,
MapHipyTH3allii) Ta MexXaHi3Mu OajaHCYBaHHS HaBaHTAKCHHs MOBHICTIO 1ICHTHYHI
IPv4-Bepcii. Ilpote apxiTekTypa HaJlIaroJK€HHS MPUHLUIOBO BIAPIZHAETHCA 3a
KUIBKOMa acIeKTaMH.

[TopiBusinua xapakrtepuctuk EIGRP nns [Pv4 ta IPv6 npencrasieno B Ta0d.

= 2010;

7.10.
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Taomurs 7.10.

IHopiBusisibHa xapakTepucTuka EIGRP nis IPv4 ta IPv6

ITapameTp EIGRP s 1Pv4

EIGRP nas IPv6

router eigrp ASN (rinobanbHui

AKTHBaL1A IPOTOKOIY pesKIM KOHGIrypyBaHHs:)

ipv6 router eigrp ASN (riobanbHui
PEKUM KOH(DIrypyBaHHS)

network address wildcard (y

TOJIOLICHHS MEPEXK . .
Oronome cpe peKHMMI router eigrp)

ipv6 eigrp ASN (Ge3mocepenHbo Ha
iHTepderici)

ABToMaTnuHO (HaiBuma IPv4-

Router 1D anpeca) abo BpyuHy

OO0OB'13K0BO BpYUHY: eigrp router-
id A.B.C.D (y dopmari IPv4)

Cran nporecy 3a

AKTUBHHH 1icid router ei
3aMOBYYBaHHSIM gIp

Bumknennii! ITorpebye no
shutdown y pexxumi ipv6 router

eigrp

Anpecu s Hello Multicast 224.0.0.10

Multicast FF02::A (All EIGRP
Routers)

InenTudikaris cycinis

IPv4-anpeca inrepdeiicy

IPv6 Link-Local anpeca (FE80::/10)

[TacuBHuit iHTEpdEiic

passive-interface y pexumi
router eigrp

passive-interface y pexumi ipv6
router eigrp

Ilepesipka cyciacTBa

show ip eigrp neighbors

show ipv6 eigrp neighbors

Tabnuig MapipyTu3aiii

show ip route eigrp

show ipv6 route eigrp

Tabauus Tonosorii

show ip eigrp topology

show ipv6 eigrp topology

Kirouora BimMiHHICTB y HamaropxkeHH1 — aktuBailiss EIGRP 6e3nocepennbo Ha
inTepdeiici, a He yepes orosolreHHs Mepex komanor Network. Ile mos's3ano 3 Tum,
10 B [IPv6 BiICYyTHS KOHIIETIIIS KJJACOBUX MEPEXK Ta CYMDKHUX MIAMEPEK.

IToBHa nocmpgoBHicTh HajmarokeHHss EIGRP mia IPv6:

Router(config)# ipv6 unicast-routing
Router(config)# ipv6 router eigrp 10
Router(config-rtr)# eigrp router-id 1.1.1.1
Router(config-rtr)# no shutdown
Router(config-rtr)# passive-interface GigabitEthernet0/1
Router(config-rtr)# exit

Router(config)# interface GigabitEthernet0/0
Router(config-if)# ipv6 eigrp 10
Router(config-if)# interface Serial0/0/0
Router(config-if)# ipv6 eigrp 10
Router(config-if)# interface GigabitEthernet0/1
Router(config-if)# ipv6 eigrp 10

Oco06nuBicth Bukopucranns link-local aapec: y Tabnui cyciacrsa [IPvo EIGRP

BijoOpaxatothcs link-local agpecu cyciniB (FE80::X), a He rnoOanbhi unicast. 1le
HOopMasibHa ToBefiHka — link-local anpecu BukopucToByrOThCs it Bchboro EIGRP-
tpadiky B mexkax cermenta (Hello, Update, Query, Reply, ACK).

TexHo102iYHa npakmuKka YacmuHa 2. MemoduyHi pekomeHdayii

[TepeBipka crany EIGRP qist IPv6:
Router# show ipvé6 eigrp neighbors
EIGRP-IPv6 Neighbors for AS(10)

H Address Interface Hold Uptime SRTT RTO Q Seq

1 Link-local address: Se@/0/0 14 ©00:03:21 12 200 0 11
FE80::2

0 Link-local address: Se@/0/1 12 00:03:45 5 2000 9
FE80::3

129



Router# show ipv6 eigrp topology

EIGRP-IPv6 Topology Table for AS(10)/ID(1.1.1.1)

P 2001:DB8:11C:1::/64, 1 successors, FD is 2172416
via FE80::2 (2172416/28160), Seriale/e/e0

P 2001:DB8:11C:2::/64, 1 successors, FD is 2172416
via FE80::3 (2172416/28160), Seriale/e/1

banancysannsa nasanmasicennsn ¢ EIGRP: po3paxynok ma nanazo0xcenus

EIGRP nmigTtpumye 1Ba pexumu OallaHCYBaHHS HABAHTAXKEHHS, IO
peasi3oBYOThCS BIAMIOBIIHO JI0 IPUHITUIIIB!

1. PiBHomerpuune OanancyBanHs (Equal-Cost Load Balancing). 3a
3amoBuyBaHHsM EIGRP posnoaiunsie Tpadik MK MapumipyTaMd 3 OJHAKOBOIO
meTpukoro FD. MakcuManbHa KITBKICTh PIBHOMETPUYHMX IUISAXIB  33J1a€THCA
KoMaHa00 maximum-paths N (3a 3amoBuyBaHHsM 4, Makcumym 32). Posmomin
Tpadiky Mi>k N piIBHOMETPUYHUMH HUIIXaMH 3/{1IHCHIOETHCS PIBHOMIPHO: KOKEH IILJISX
otpumye 1/N 3arajibHOTO MOTOKY MAKETIB.

Po3paxynkoBa ¢popmyiia yacTku Tpadiky /s piIBHOMETPUYHOTO OaaHCyBaHHS:

Qtota
Qi=tTtl’ (5)

ne Qi — KUIBKICTB MakeTiB uepe3 i-it MapmpyT; Qioral — 3arajibHa KUIbKICTh MMAKETIB;
N — KUIBKICTh PIBHOMETPUYHHX IUIAXIB.

2. HepiBnomerpuune 6anancyBanHs (Unequal-Cost Load Balancing).
AxtuByeThcst KoMaHorw variance multiplier (miamazon 1-128; 3a 3amoBuyBaHHsM 1
— TUIBKA pIBHOMETpUYHE OanaHcyBaHHs). MapmpyTt uepe3 Feasible Successor
BKJIIOUYAETHCS 10 TAOJMI MapIIpyTU3allii Ta OallaHCyBaHHS, KO BUKOHYIOThCS JBI
YMOBH:

e VYmoga 1 — Feasibility Condition: AD_FS < FD_successor (3arnacHuii MapIipyT
rapaHToOBaHO O€3 METelb);

e VYmoga 2 — Variance Condition: FD_FS < FD_successor x variance (MeTpuka
3aMacHOro MapuIpyTy He Outbiia 3a FD X MHOXHUK).
Poznogain tpadiky mMix mMapuipyTamMu IpH HEPIBHOMETPUYHOMY OanaHCyBaHHI
3IICHIOETHCS. 00ePHEHO MPONMOPUIiHO 10 METPHUK:
Qs _ FDps
— =, 6
Qrs  FDs (6)
ne Qs — gactka Tpadiky uepe3 Successor; Qrs — yacTka Tpadiky uepes Feasible
Successor; FDs — metpuka Successor; FDgs — meTpuka Feasible Successor.
AOCOIOTHI 3HaYEHHS YaCTOK:

_ Qtotal " FDrs .
% = by + FDys)’ @
_ Qtotar * FDs
Ors = Dy + FDrs) ®

Ilpuknao: Router Mae qBa MapuIpyTH 0 IMiIMEPEKI.

Mapupyt uepe3 R2 (Serial T1 + FastEthernet): FDs = 2 172 416.
Mapupyt uepe3 R3 (Serial 512 K6it/c + FastEthernet):

FDgs =256 - (19531 + 2010) = 5514 496.
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[Mepesipka FC: ADgs =28 160 < FDs =2 172 416 V.
IMepesipka variance = 3: FDgs =5 514 496 <FDs -3 =6 517 248 V' — mapupyt
BKJTFOYA€ETHCS.
FDps _ 30720 1

Yactka S : FS = = ~ —,
FDs 2172416 70

Komanu HanaromkeHHs HEpiBHOMETPUYHOTO OalaHCyBaHHS:

Router(config)# router eigrp 10
Router(config-router)# variance 3
Router(config-router)# maximum-paths 4

Komanou monimopunzy ma oiacnocmuku EIGRP

Tabmumg 7.11.
Komanan MoHITOPpMHTY Ta KiarHOCTHKH IPOoTOK0Jy EIGRP

Komanaga IIpu3navenns

AxtusHi npotoxonu, ASN, K-xoedinientu, maximum-paths,

show ip protocols variance, ImacuBHI iHTepdeiicu

show ip route eigrp Tabmauug mapmpyrusauii (nume mapupytd EIGRP IPv4)

Intepdeiicu EIGRP: KinbKicTh CyCiaiB, TapaMeTpH Yepru Ta

show ip eigrp interfaces TaiiMepiB

Tabmuna cycincrsa: anpecu, inrepdeticu, Hold, SRTT, RTO,

show ip eigrp neighbors KIJBKICTB ITAKETIB Y Yep3i

show ip eigrp topology Ta6muus Tomonorii: cran (P/A), successor, FS, FD, AD

show |p elgrp topology all-links IToBHa Ta6JH/III$[ TOITIOJIOI'1l, BKJIFOYHO 3 MapuipyramMmu oe3

cratycy FS
'SA}:]%WC' .%%%E%)t(c’pomgy JeranbHa iHGOpMAITis TPO KOHKPETHHIA MTpediKe
show ip eigrp traffic Cratucrtuka: Hello, Update, Query, Reply, ACK
show ipv6 protocols AxtuBHI IPv6-ipoToKonmm MapipyTu3arii
show ipv6 route eigrp Ta6ymus mapmpytusaiiii (Mmapmpyta EIGRP IPv6)
show ipv6 eigrp neighbors Tabmuusg cyciacrsa IPv6 (link-local agpecn)
show ipv6 eigrp topology Ta6muus roronorii EIGRP IPv6
debug eigrp packets ITaketn EIGRP (Hello, Update, Query, Reply, ACK)
debug eigrp fsm [Moxii anropurmy DUAL (finite state machine)
debug eigrp neighbors 3MiHHM BIJIHOCHH CyCijcTBa
undebug all BuMkHeHHS BCiX nedaris
clear ip eigrp neighbors CxugaHHs BIIHOCUH CycifcTBa (1HIIIFO€ TOBTOPHY 3015KHICTH)

Pexomenooeana nocniooenicms nepesipku pooomu npomoxoay EIGRP

PekomeHi0BaHa MOCIIIOBHICTh MEPEBIPKU MICHS 3aBEPILICHHS HaJallTyBaHHS
HaBeJeHa HibKYe. 11 KOKHOI KOMaHAM MTOKa3aHO XapaKTepHUM BHUBIJ Ta MOSICHEHHS
KJIFOUYOBUX MOJIB.

1. IlepeBipka crany iHTEpQEiiciB Ta aapecaliii.
Router# show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEtherneto/0 192.168.1.1 YES manual up up
GigabitEtherneto/1 192.168.2.254 YES manual up up
Seriale/e/0 192.168.3.5 YES manual up up

TexHo102iYHa npakmuKka YacmuHa 2. MemoduyHi pekomeHdayii 131



Router# show ipv6 interface brief

GigabitEtherneto/0 [up/up]
FE8O::1
2001:DB8:11C:1::1
Seriale/0/0 [up/up]
FE80::1

2001:DB8:11C:2::1
VYci 3agistai iHTEpdeiicn MatoTh OyTH y crani up/up. Hassaicts [Pv6 link-local
anpecu (FE80::) miarBepmxye xopektHe Hamaromkens [Pv6. Cram down/down —
¢iznuna npoodiiema adbo shutdown; cran up/down Ha Serial — BincyTHicTh Clock rate
Ha DCE-cTopoHi.

2. Ilepesipka BcTaHoByieHHs BigHocuH cycifacTBa EIGRP (IPv4 ta [Pvo6).
Router# show ip eigrp neighbors
EIGRP-IPv4 Neighbors for AS(10)

H Address Interface Hold Uptime SRTT RTO Q Seq
1 192.168.1.2 Se0/0/0 13 00:04:21 12 200 0 14
@ 192.168.1.6 Gioe/o 11 ©00:04:45 5 200 0 11

Router# show ipv6 eigrp neighbors
EIGRP-IPv6 Neighbors for AS(10)

H Address Interface Hold Uptime SRTT RTO Q Seq

1 Link-local address: Se@/0/0 14 ©00:04:21 12 200 0 11
FE80::2

(%] Link-local address: Gio@/@ 12 00:04:45 5 2000 9
FE80::3

Hold — gac 10 3akindenns taiimepa (15 ¢ 3a 3amoBuyBanHsaM). SRTT — cepenniii
vac Bignosifi. [Topoxus Tabmuis [Pv4 — pizai ASN abo BiacyTHs komaHna hetwork.
[Topoxxus Tabmui IPv6 — BimcyTHs komanma ipv6e eigrp ASN Ha iHTepdeiici abo
Ipollec He aKTHBOBAHUK KOMaH 1010 N0 shutdown.

3. Anami3 TabGauii TomoJorii Ta BuOip successor / feasible successor.
Router# show ip eigrp topology
EIGRP-IPv4 Topology Table for AS(10)/ID(1.1.1.1)
P 192.168.1.0/24, 1 successors, FD is 2172416
via 192.168.1.2 (2172416/28160), Serial@/0/0 <- Successor
via 192.168.1.6 (30720/28160), Gio/0 <- Feasible Successor

Router# show ipv6 eigrp topology

EIGRP-IPv6 Topology Table for AS(10)/ID(1.1.1.1)

P 2001:DB8:11C:1::/64, 1 successors, FD is 2172416
via FE80::2 (2172416/28160), Serialo/e/0

Cran P (Passive) — mapmpyt crabinpauii. Ctan A (Active) — mapipytusarop
HajicaaB Query-moBiJOMJICHHSI CyCilaM y TOIIYKY HOBOTO MapuipyTy. Y HdyKKax
(FD/AD): nepmie — FD Bim motouHoro mapuipyrtusaropa, npyre — AD Bix cyciza.
Hassuicts Feasible Successor miaTBepxye Bukonanus ymosu AD < FD, o rapanrtye
MUTTEBE MEPEKITIOUECHHS 0€3 TOBHOTO NIEpEPaxyHKYy.

4. TlepeBipka TabIUIII MapIIPyTH3ALIii.

Router# show ip route eigrp

D 192.168.1.0/24 [90/2172416] via 192.168.1.2, 00:04:21, Seriale/e/e0

D 192.168.2.0/24 [90/2172416] via 192.168.1.2, 00:04:21, Seriale/e/e
[906/30720] via 192.168.1.6, 00:04:45, Gie/0

Router# show ipvé route eigrp

D 2001:DB8:11C:1::/64 [90/2172416]
via FE80::2, Seriale/oe/0

D 2001:DB8:11C:2::/64 [90/2172416]
via FE80::3, Seriale/e/1
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Mirtka D — mapuipyt EIGRP. [90/meTpuka] — agminicTpatuBHa BiacTanb 90 /
FD. HasBuicTh aBOX pSaKiB Via s ofHiel Mepexi MiATBEP/UKYE aKTHBHE
OamancyBaHHs. SIKIO JesKi maMepexi BiacyTHi — mepesiputu network (IPv4) abo
ipv6 eigrp ASN Ha BiAMOBIIHUX iHTEpdeiicax.

5. IlepeBipka mapameTpiB OanaHCyBaHHS HaBaHTAKCHHS.
Router# show ip protocols
Routing Protocol is "eigrp 10"
EIGRP-IPv4 Protocol for AS(10)
Metric weight K1=1, K2=0, K3=1, K4=0, K5=0
Maximum path: 4
Maximum metric variance 3
Automatic Summarization: disabled
Routing for Networks:
192.168.1.0/30 192.168.1.4/30 191.168.2.0/24
Passive Interface(s): GigabitEtherneto/1

Maximum path: 4 — no 4 piBHomMeTpruHHX nUBIXiB. Maximum metric variance
3 — HepiBHOMETpUYHE OallaHCYBaHHsS aKTMBOBAaHE: BPAXOBYIOTHCA MAapUIPYyTH 3
metpukoro < FD-2. Passive Interface(s) — matore Oytm Bci LAN-iHTepdeticu.
Automatic Summarization: disabled — miaTBepKy€e NO auto-summary.

6. [1epesipka pobotu DHCP-cepBepa Ta relay.
Router# show ip dhcp binding

IP address Client-ID/HW address Lease expiration Type

192.168.1.1 0050.56ab.1234 Apr 30 2026 12:00 Automatic
192.168.2.1 0050.56ab.5678 Apr 30 2026 12:00 Automatic
192.168.3.1 0050.56ab.9abc Apr 30 2026 12:00 Automatic

Router# show ip dhcp pool
Pool POOL_D:
Leased addresses: 1
Total addresses: 254

HasHicTh Tphox 3anuciB miareeppkye poooty DHCP-relay. [Topoxus Tabnuis
Npyd aKTMBHUX KIi€HTax — BiacyTHs komanma Ip helper-address ma Router, a6o
DHCP-cepBep He Mae MapiIpyTy 10 MiAMEPEKI KIIIE€HTA.

7. IlepeBipka Hackpi3HOTO 3B's13Ky 110 [Pv4 Ta IPv6.
C:\> ping 192.168.3.1
Reply from 192.168.3.1: bytes=32 time=2ms TTL=126
C:\> ping -6 2001:DB8:11C:2::1
Reply from 2001:DB8:11C:2::1: bytes=32 time=3ms TTL=125
C:\> tracert 192.168.3.1
1 1ms 192.168.1.254
2 2ms 192.168.2.2
3 2ms 192.168.3.1
TTL=126 — maket mpoiimioB yepe3 2 Mapuipytuzaropu (mouarkoe TTL=128).
[Ipn OanaHcyBaHHI HaBaHTAKEHHsS MapuipyT tracert moske BIAPI3HATHCA MK
CceaHcaMU — IIe HOPMAJIBHO 1 MATBEPKYE poOOTy OaaHCyBaHHS.

8. IlepeBipka BiIMOBOCTIHKOCTI MEPEXKi.

Router(config-if)# shutdown

%DUAL -5-NBRCHANGE: EIGRP-IPv4 10: Neighbor 192.168.2.2 is down: interface down
%DUAL -5-NBRCHANGE: EIGRP-IPv6 10: Neighbor FE8@::2 is down: interface down

[Ipu nasBHOCTI FS — mepexmtouennss muttee (<1 c). [Ipu BimcytHocti FS —

MapmpyT nEpeXoauTh B Active, HaJACHIIAIOTHCA Query.
Router# show ip eigrp topology

MapuipyT uepe3 BiKIIOUeHHN 1HTep(dEiic 3HUKAE, a 3B'SI30K Yepe3 pe3epBHUI
KaHaJ.
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Router(config-if)# no shutdown
%DUAL -5-NBRCHANGE : EIGRP-IPv4 10: Neighbor 192.168.2.2 is up: new adjacency
%DUAL -5-NBRCHANGE: EIGRP-IPv6 10: Neighbor FE8@::2 is up: new adjacency

[ToBinomnennss %DUAL-5-NBRCHANGE indgopmye mpo 3MiHY CTaHy
cycincrBa. Komanma debug eigrp packets no3Bossie B peasibHOMy 4aci crioctepiratu
3a oominom Update, Query Ta Reply moBigomiienHsmMu 1 gac 30ixHOCTI. He 3a0yTn
BUMKHYTH KoMmaH1oro undebug all miciis 3aBepiieHHsI CriocTepeKeHHS.

Tunoei nomunku npu nanazooxicenni EIGRP

1. Po3oizknicte ASN. Sfkmo Ha MmapuipyTh3aTopax 3aJaHO pi3HI HOMEpHU
ABTOHOMHOI CHCTEMH, BIJIHOCMHU CYCIJICTBAa HE BCTaHOBJIATHCSA. BusiBnserhcs
OPOXKHBOIO TabymIero show ip eigrp neighbors.

2. BigcyTHicTh no auto-summary. ¥ mMepexax 3 HEKJIACOBOIO apecalli€ro
aBTOCyMapu3allisi IpU3BOAUTH 10 HEKOPEKTHUX 3anuciB. Komannaa no auto-summary €
000B'SA3K0BOIO.

3. Biacyraicts no shutdown gas EIGRP IPv6. IIpouec IPv6 EIGRP 3a
3aMOBYYBaHHSIM BHUMKHEHHW. be3 no shutdown BigHocuuu cyciacrtBa no IPv6 He
BCTAHOBJIISATHCS.

4. BiacyTtHicTsb eigrp router-id pias IPv6. be3 asroro Router ID nponec [Pv6
EIGRP ne 3anyctuthes 3a BigcyTHocTi [Pv4-ampec. 3aBxkau 3amaBatu router-id y
dopmati A.B.C.D.

5. HenpaBuiibHe 3Ha4YeHHs variance. Slkiio Mapuipyt yepe3 FS He noTparuisie
710 TabJIMIIl MaplIpyTH3allii — ado variance 3aHaJiTo Maiuid, abo mapuipyt He € FS (AD
> FD). Ilepesiputu komanoro show ip eigrp topology all-links.

6. BizcyTHicTn ipv6 unicast-routing. 3a 3amoBuyBaHHsaM [Pv6-MapmpyTHr3artis
Ha Cisco IOS BumkHeHa. be3s 11iel komanau naketu [Pv6 He mepecuiiaroThesl.

7. Komanga ipv6 eigrp He BukoHaHa Ha iHTepgeiici. Y EIGRP nnsa IPv6
IIPOTOKOJI aKTUBYETHCS Oe3MocepeIHRO Ha iHTepdeicl. SKIIo KoMaHy MPOIYCTUTH —
iHTEepdeiic He Oepe ydacTi y MapuIpyTr3arlii.
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KOHTPOJIBHI 3AIIMTAHHSA

1. Jlo sikoro KJiacy MpoTOKOoiB MapuipyTu3aiii HanexxuTb EIGRP? Ha3Bith
TPU KIIOYOBl XapaKTEPUCTHKH, IO BIJAPI3HAIOTH HOTO BiJ YHUCTO JHUCTAHINIHHO-
BEKTOPHHUX Ta MPOTOKOJIIB CTaHY KaHAJIIB.

2. o take anroputm DUAL? ¥V YoMy mossirae IpUHLMUIT «TIETIAE-BIIBHOT
301KHOCTI» Ta SIK BiH MOB'sA3aHMi 3 MOHATTSIM Feasible Successor?
3. [epeniuits Tpu Tabnuui EIGRP. fky indopmariro 30epirae koxxHa 3 HuX?

Mo BimOyBaeThcs 3 TaONMICI0 MapUIpyTH3allli MpH MEPexXoal MapHIpyTy y CTaH
Active?

4, [ITo Take Feasible Distance (FD) ta Advertised Distance (AD)? Slk BoHu
BUKOpUCTOBYIOThCA anroputmMoM DUAL nans BubGopy Successor Ta Feasible
Successor?

S. Cdopmymoiite Feasibility Condition. YoMy BHKOHaHHS 1Ii€i YMOBU
rapaHTy€e BiJICYTHICTb METEJIb MapIIpyTH3aIli?

6. 3anuiIiTh MOBHY Ta cIpouieHy ¢opmyiu po3paxyHky metpuku EIGRP.
SIxi mapaMeTpH 1HTepQEiCy BIUIMBAIOTh HA METPUKY 32 3aMOBUYBaHHAM?

7. Slka anMiHICTpaTHBHA BIJICTaHb BHYTPIIIHIX Ta 30BHIIIHIX MapLIPYTIB
EIGRP? ITopiBusiite 31 3Hauennsimu OSPF ta RIP.

8. [lepeniviTh YOTUPH MPUHLMIOBI BIAMIHHOCTI y HanaromxeHHi EIGRP

st IPv6 nopiBHsHO 3 [Pv4. YoMy orosomeHHs MEpexk BUKOHY€EThCS Ha 1HTEpeiici, a
HE KOMaH/1010 network?

Q. Hagimo notpiona komanza eigrp router-id npu HanaropxeHHi EIGRP s
[Pv6? Yomy Oe3 HET mpoliec MOXKe HE 3ayCTUTHCA?

10. Hagimo notpioHa komanaa no shutdown npu Hanaromkenai EIGRP ns
[Pv6? Yomy nnst [Pv4 BoHa He € 000B'SI3K0BOIO?

11.  Sxy anpecy BukopuctoBye EIGRP s IPv6 nns inentudikartii cycimiB y
Tabymii cycifcTBa? Ska multicast-anpeca BUKopucToByeTbes it po3cuiku Hello-
MIOB110MJIEHB?

12. Illo Take Equal-Cost Load Balancing B EIGRP? flky xomanmy
BUKOPUCTOBYIOTh JJIsi 30UIBIIEHHS KUIBKOCTI PIBHOMETPUYHMX NUIAXIB? 3aMMILNITh
(dopMyTy po3paxyHKy 4acTKu Tpadiky.

13. Tloscuite mpuniun Unequal-Cost Load Balancing. flky xomanmy crmif
BUKOPHUCTATH JUISI HOTO aKTUBAIIii? 3aMuIIliTh Bl YMOBH, 110 MalOTh BUKOHYBATHUCS AJIs
MapuipyTy, SKUil Oepe ydyacTb y HEpIBHOMETPUYHOMY OajaHCyBaHHI.

14. 1o take nacuBHuil 1HTepdeiic B EIGRP? fka pi3auus Mix passive-
interface Ta BimcyTHICTIO 1pv6 eigrp Ha iHTepdeiici (mis [Pv6)? Yomy LAN-
iHTepdencHn PeKOMEHIY€EThCS HAIAroKyBaTH SIK TAaCUBHI?

16. Illo mokaxxe xomanna show ip eigrp topology all-links Ha BigmiHy Big
show ip eigrp topology? ¥V sikux Bumaakax HeoOXiqHO BukopuctoByBatu all-links?

17. SlxkumMu KOMaHIaMH MEPEBIPAIOTH KOPEKTHICTh HanmarokeHHss Unequal-
Cost LB? Sk iHTepnperyBatu BHUBEAeHHS show ip route mpu HasSBHOCTI JBOX
MapuIpyTiB 3 PI3HUMH METPUKAMU?
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3AHATTA 8

JOCJIIAKEHHSA TA HAJIAT'OAKEHHS ITPOTOKOJIY AMHAMIYHOI'O
PE3EPBYBAHHA IIJIIO3Y HSRP Y MEPE’KI HA BA3I
MAPHIPYTU3ATOPIB CISCO

Meta 3aHATTSI: O3HAWOMHUTHCS 3 OCOOJMBOCTAMH (DYHKIIIOHYBaHHS Ta
HaJaro/pKeHHS MPOTOKOJY AMHAMIYHOTO pe3epByBaHHs nutro3y HSRP (Hot Standby
Router Protocol) na o6naananni Cisco; OTpUMaTH MPaKTUYHI HABUYKH HAIATOJKEHHS,
MOHITOPHHTY Ta JlarHOCTyBaHHS poboTu nmpotokory HSRP y mepexi, moOyaoBaHiii
Ha 0a3i mapmpytuzatopiB Cisco; TOCHIIATA MEXaHi3M BHOOpIB aKTHBHOTO Ta
PE3EepPBHOTO MapIIPyTU3ATOPiB, CTAHM MPOTOKOJY Ta TaliMepH; HaTAITyBaTH QyHKITT
Interface Tracking i Preempt; pocmigutu cratudHe OajlaHCYyBaHHS HaBaHTaKEHHS
3acobamu MHSRP (Multiple HSRP); pocnigutn aytentudikamito HSRP Ta
HanamtyBatu DHCP-cepsep 3 HSRP-nutro3om.

Oonaonanna ma npozpamue 3a0e3neueHns

JlJ1 BUKOHAHHS 3aHSTTA Ha poOOYOMY MICLI CTyJIeHTa Ma€ OyTH HassBHUM TaKe
oOJalHaHHS Ta MPOorpaMHe 3a0e3MeUeHHS:

o MapmpyTtuzaropu Cisco cepii 1841/2801/2811/2821/2901/2911/2921 3

He MeHI Hixk n1BoMa Ethernet-intepdeiicamu — 3 .

o Keposanuii komytatop Cisco cepii Catalyst 2960 (WS-C2960-24TT-L

abo WS-C2960-48TT-L) — 1 .

o PoGoui cranmii (ITIK abo HOyTOykHM) 3 oOmepaiiiiHOI0 CHCTEMOIO
Windows/Linux — e meHIe 2 mrT.
o Konconbauit  kabens Cisco (rollover) 3 konektopom RJ-45 Ta

nepexigaukom Ha USB a6o COM-niopT — 1 mir.

o Ethernet-kabeni mpsimoro tuny (T568B) kareropii Cat 5e/Cat 6 — He
MEHILIE 7 IT.

o Tepminanbaa nporpama-emysitop (PuTTY, Tera Term, SecureCRT a6o
aHaJOr1YHa) — BCTAHOBJIEHA HA pOOOYMX CTAHLIISIX.
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Cxema nioKarOYenns

lMigmepexa B

Miamepexxa C

SW_nIb_1

WS_TIB_1 WS_Mib_2

Puc. 8.1. Cxema mepexi HSRP, 110 Oyayerbes y Mexax 3aHSATTS

Ilpumimeka: 1116 HeoOXi1HO 3a3HAYaTH Y CKOpoueHOMY (popmarti, sSIKWi BIATIOBITA€E JIOT1HY JIJIS1 BXOLY
Ha mardopmy learn. Ilpukmanm: sikmo JoriH mis Bxoxmy Ha learn — kbl kmd, to HasBa
Mapuipytusaropa Mae Oyt y ¢popmati R kmd 1.

3ABJJAHHA

1. Oznaifomutrcss 3 OOJaJAHAHHSAM Ta MPOrPaMHUM 3a0€3MEYEHHSIM
poOodyoro Micis, TMEpeBIpUTH HASBHICTH KOHCONbHUX 1 Ethernet-xaGenis,
TEPMIHAJIBHOI MPOTPaMHU.

2. CtBOpHUTH Mepexy BIAMOBIIHO J0 cXeMHU Ha puc. 8.1. Mapipyruzatopu
R IIb 2 ta R_MIb_3 nigkmtountu g0 komyratopa SW_IIIb 1 — Takum yuHOM
dopmyetnes miamepexxa C (HSRP-cermeHT), 10 SKOTO IiIKIIFOYAIOTHCS TaKOXK poOoUi
cranmii WS IIIb 1 ta WS IIIb 2. Mapmpyrtuzatop R IMIb 1 migkmrountu g0
R ITIb 2 ta R ITIb 3 wyepe3 mimmepexi A Tta B Bimmosimno; 1o HSRP-cermenta
(mpamepexa C) mapmipytuzarop R_T1IB 1 He migkimtoyaeThes.

3. [IpoBecTn HalaroJKEHHs IMEHYBaHHS BCIX MPHUCTPOIB MeEpexi
(R IIIB_1,R MIb 2, R MIb 3, SW_IIIb 1).
4, Po3pobutn cxemy IP-aapecanii mnpuctpoiB wmepexi. [nsg 1mporo

CKOpHUCTaTHUCS AaHUMU Ta0. 8.5. Pe3ynbratu 3aroBHUTH y Ta0. 8.1.
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Taomung 8.1.
ITapameTpu agpecauii Mepe:xi

ll}l/llflggﬁﬁé InTepdeiic zll\gﬁ\ecc:a aullfeca Macka | Ipegikc 3aM0H]:g)I:§ailaHﬂM
IMigmepexa A - - -
ITimmepexa B - - -
ITigmepesxa C - - -
BipryansHuii nuio3 (HSRP
HSRP (rpyna 1) B virtual) B
Bipryanbuuii nnio3 (HSRP
HSRP (rpyma 2) B virtual) N
o R2
R1 1o R3
no R1
R2 o SW1
o R1
R3 no SW1
Swi1 Vian 1
WS1 NIC (DHCP)
WS2 NIC (DHCP)
S. HanamryBaru [P-anpecartito Ha Bcix iHTepdeiicax MapuipyTHU3aTOpiB Ta

KoMmyTaTopa 3rigHo 3 Tabn. 8.1. [lepeBiputu ctaH iHTEepdeiiciB KoMaHa00 Show ip
interface brief. IlepeBiputu 3B's130Kk Mk Oe3MOCEPEIHBO MPUETHAHUMHU PUCTPOSIMH
KOMaHJ1010 ping.

6. HanamryBatu craTuyHy MapHipyTu3aiio abo MpOTOKOJ JAMHAMIYHOL
MapuipyTu3aiii (3a Tad:. 8.6) mix miamepexxamu A, B 1 C juist 3a6e3meyeHHst TOBHOTO
MIKMEPEKHOTO 3B'SI3KY.

7. HanamryBatu DHCP-cepBep nwa R IlIb 1 nmns Bumaui [P-ampec
po6ounm cranuismM WS TIIb 1 ta WS IIIb 2. Ockineku R _I1Ib 1 He BXOgUTH 110
HSRP-cermenTa (miamepexa C), Ha intepdeiicax R T1Ib 2 Ta R_ITIb_3 y miamepexi
C nanamryBatu perpancisinito DHCP-3anuTiB komanoro ip helper-address (BkazaTtu
IP-anpecy inTepdeiicy R_IIIb_1). I1lnto3om 3a 3amoBuyBanusam y DHCP-nyii BkazaTtu
Bipryaabny IP-agpecy HSRP (#e ¢izuuny aapecy mapipyrtuzatopa). [lepeBiputu
oTpuMaHHs agpec komanaoro ipconfig /all na WS.

8. HanamryBatn HSRP Bepcist 2 (aBi rpynu pe3epByBannsi) Ha R T1Ib 2
ta R 116 3 nnsa mimmepexi C (HSRP-cerment). [Tapamerpu BiamoBiHO 10 BapiaHTY
(Tabm. 8.7):

e 3amatu Homep rpynmu HSRP Ta Bepcito mportokonry komanmoro Standby

version 2;

e  3ajaru BipryanbHy IP-aapecy komanmoro standby [group] ip [virtual-ip];

e  3ajaru mpioputeT KomaHaow Standby [group] priority [value] 3rigHo 3

BapiaHTOM;

e yBiMKHYTH (yHKIif0 Preempt xomanmoro standby [group] preempt Ha

MapIIpyTHU3aTOPi 3 BUIIUM MPIOPUTETOM;
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e 3adikcyBat cran HSRP komammamu show standby ta show standby
brief. Busnauwtn, sxwii mapmpyrtuszartop craB Active, skuit — Standby.

3arnoBHUTH TA0I. 8.2.

Tabmuis 8.2.
PesyabTatu gocaigxenns crany HSRP (aBi rpynu)
I'pyna Pounb . . Virtual | Virtual Hello /
MapupyTH3aTop | HSpp | (Active/Standby) | TTPiePHTeT  Bepeist o MAC = Hold, ¢
R2
R3

Q. Hocnimntn pynkuniro Interface Tracking:
o Ha MapuipyTu3aropi-Active HaJallTyBaTH BIJCTEKEHHS 30BHIIIHBOTO
inTepdeticy komanmoro Standby [group] track [interface] [decrement] 3
JCKPEMEHTOM IPIOPUTETY 3TiAHO 3 BapiaHToM (Tadi. 8.7);
J BUMKHYTH 30BHIlIHIN iHTepdeiic komanaoo shutdown — nmepexonatucs,
o npioputetr Active-MapuipyTu3atopa 3HU3UBCS 1 BIIOYJIHCS TEepeBUOOPHU
(Preempt). 3adixcyBaru nmoBigomneHass YoHSRP-6-STATECHANGE;

o BITHOBUTH 1HTepdeiic komanmoro NO shutdown — mepexonatucs y
3BOPOTHHOMY IEPEKIIOUEHHI. 3alOBHUTH TaoI. 8.3.

Tabmuws 8.3.
Pesyabtatu gocaigxenns Interface Tracking Ta Preempt
. Active | Standby | Ipiopurer | IIpiopurer | IMoBinomiaennsi 3B'30K
e B (R) (R) Active | Standby | 9%HSRP-6 = WS—WS
Jlo BigK/IrOUeHHS
1HTEpdeEiicy
(Ga3oBHi cTaH)
[Ticns shutdown
30BHIIIHBOTO
iHTepdericy Ha Active
ITicasa no shutdown
(BITHOBJICHHS)
10. Hochigutu ayrentudikaniro HSRP (MDS5):
o Ha 000X MapIIpyTHU3aTOpax HAIAIMTYBaTH ayTEHTU]IKAIIIO KOMaHIOIO

standby [group] authentication md5 key-string [key] 3 kiarodem 3rigHO 3

BapianToM (Tabim. 8.7);

o nepeBipuTH, 110 BigHocuH HSRP 36epernucs (oouasa MappyTu3aTopu

0ayaTh OJTHE OJTHOTO);

o Ha OJTHOMY 3 MapIIpyTU3aTOPIB 3MIHUTH KIIOY — TMEPEKOHATUCS, MO0
Standby-mapiipyTr3zatop BTpadae 3B's30k 3 Active Ta epexoauTh y CTaH Active
camocTiitHo (split-brain). BiiHOBUTH TTpaBUIBLHUMN KITIOY.

11.

JIB1 TPYIIK pe3epByBaHHA Ha migMepexi C:
o I'pyna 1 (3a BapiantoMm, Tabn. 8.7): R IIlb 2 — Active (Bummii

npioputet), R I 3 — Standby;

Hanamrysatn MHSRP (cTatudHe 0ajnaHCyBaHHSI HABAHTAKEHHS) —

o I'pyna 2 (3a BapiantoMm, Tabm. 8.7): R IIlb 3 — Active (Bummii

npioputer), R Il 2 — Standby;

o Ha WS _TIIIb 1 3apatu uutto3 = Virtual [P rpynu 1; nva WS _T1Ib 2 3apatu
nuto3 = Virtual [P rpymnu 2;
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o [TepeBiputn komanmamu show standby brief Ha 0o60x mapmpyTr3aTopax
— BreBHuTucs, mo R I1Ib 2 € Active ans rpynu 1 1 Standby ans rpynm 2, 1
HaBnaky i R_I1Ib 3. 3anoBHuTH Taod. 8.4.

Tabmuus 8.4.
Pe3yabtarn Hanaromxennss MHSRP (aBi rpynu — craTnyHe 0aJaHCYBAHHS)
I'pyna | Virtual Active Ipiopurter Standby Ipiopurer | 03 o)
. standby
HSRP IP Mapmpytusatop =~ Active | mapmpyrm3atop = Standby st brief
R2 R3 WS1
R3 R2 WS2

12.  Jocnigutu 3miny Taiimepis HSRP:
o smiaut Hello ta Hold taiimepu xomanmoro standby [group] timers
[hello] [hold] 3rigwo 3 BapianTom (Tadm. 8.7);

o HIePEBIPUTH 3aCTOCYBaHHS TaliMepiB komaHmoro Show standby (mose
«Hello timey). 3adikcyBaTu HOB1 3HaUeHHA y Tabm. 8.2.

13.  Jocnigutu BigMoBocTilikicte HSRP:

. BITKITIOUNTH  Active-mapmipytuzarop  komanmowo  shutdown Ha
iHTepdeiict nmiagmepexi C;

o BukoHatu Ping 3 WS I1Ib 1 — nepekoHatucs, Mo 3B'S130K BiTHOBUBCS
yepes Standby-mapiipytuzartop;

o 3adiKCyBaTU 4Yac MEPEKIIOYEHHS (KUIbKICTh BTPAUYCHHUX PINg-MaKETIB X
iHTepBai). BinHoBuTH 1HTEpdEiiC.

14.  Jocmigutu poboty mporokory HSRP 3a gomomoror miarHOCTHYHHMX
xomana: show standby, show standby brief, show standby all, debug standby
(xopotkouacHo), debug standby events, debug standby packets.
15. BuBectu Ta npoanaiizyBatu (aitii KoHDIrypaiiiil ycix IpucTpoiB Mepexi.

16. IIpomemoHCTpyBaTH

0(hOPMUTH 3BIT 3a 3aHATTIM
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BAPIAHTHU IHAUBIAYAJIbHUX 3ABJIAHDb

BapiaHnTt BU3Ha4Ya€eTHCs 32 HOMEPOM CTIHKH, 32 SIKOIO MPAIIOIOTh CTYICHTH.

Taomung 8.5.
IHapamerpu IP-aapecanii mepe:ki (BapiaHnTH)
o | Ilinmepexa A | Ilinmepexka B | Iligmepe:xxa C | Bipr. IP rpyna | Bipr. IP rpyna
Bap. (R1-R2) (R1-R3) (HSRP-cerm.) 1 2
1 172.C.S.0/30 172.C.S.4/30 10.C.S.0/24 10.C.S.254 10.C.S.253
2 172.C.S.8/30 172.C.S.12/30 10.C.S.0/24 10.C.S.30 10.C.S.29
3 172.C.S.16/30 172.C.S.20/30 10.C.S.0/24 10.C.S.62 10.C.S.61
4 172.C.S.24/30 172.C.S.28/30 10.C.S.0/24 10.C.5.94 10.C.S.93
5 172.C.S.32/30 172.C.S.36/30 10.C.S.0/24 10.C.S.126 10.C.S.125
6 172.C.S.40/30 172.C.S.44/30 10.C.S.0/24 10.C.S.158 10.C.S.157
7 172.C.S.48/30 172.C.S.52/30 10.C.S.0/24 10.C.S.190 10.C.S5.189
8 172.C.S.56/30 172.C.S.60/30 10.C.S.0/24 10.C.S5.222 10.C.S.221
9 172.C.S.64/30 172.C.S.68/30 10.C.S.0/24 10.C.S.254 10.C.S.253
10 | 172.C.S.72/30 172.C.S.76/30 10.C.S.0/24 10.C.S.30 10.C.S.29
11 | 172.C.S.80/30 172.C.S.84/30 10.C.S.0/24 10.C.S.62 10.C.S.61
12 | 172.C.S.88/30 172.C.S.92/30 10.C.S.0/24 10.C.5.94 10.C.S.93
13 | 172.C.S.96/30 | 172.C.S.100/30 10.C.S.0/24 10.C.S.126 10.C.S.125
14 | 172.C.S.104/30 | 172.C.S.108/30 10.C.S.0/24 10.C.S.158 10.C.S.157
15 | 172.C.S.112/30 | 172.C.S.116/30 10.C.S.0/24 10.C.S5.190 10.C.S5.189
16 | 172.C.S.120/30 | 172.C.S.124/30 10.C.S.0/24 10.C.S5.180 10.C.S.179
17 | 172.C.S.128/30 | 172.C.S.132/30 10.C.S.0/24 10.C.S.58 10.C.S.57
18 | 172.C.S.136/30 | 172.C.S.140/30 10.C.S.0/24 10.C.S.48 10.C.S.47
19 | 172.C.S.144/30 | 172.C.S.148/30 10.C.S.0/24 10.C.S.24 10.C.S.23
20 | 172.C.S.152/30 | 172.C.S.156/30 10.C.S.0/24 10.C.S.112 10.C.S.111

Ipumimka: C (class) — nomep ayauropii: aya. 107 — 71, aya. 107a — 72; S (stand) — Homep cTiiiku
(3a3HaUEHO 3BEPXY CTIHKN).
YBAT'A! B 3anexHOCTI Bii yacy MPOBEIEHHS IPAKTUKU 3HAYEHHS] MOXE 3MIHIOBATHUCH 32 BUMOT'OIO

KepiBHHKA.

Taomuns 8.6.

ITapaMeTpH HAIATOJKEHHS IPOTOKOJY MapIUIPyTH3aLil

Ne BapianTty 1 2 3 4 5 6 7 8 9 10
Hporokon 1 4epr | FIGRP | RIP | STATIC | EIGRP | RIP | OSPF | STATIC | RIP | OSPE
MapUIpyTH3auii

[Iponorxenus tadi. 8.6.
Ne BapianTy 11 12 13 14 15 16 17 18 19 20
Hporoxor o\ eon | STATIC | OSPE | EIGRP | RIP | STATIC | EIGRP | RIP | OSPF | STATIC
MapupyTu3amii
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Taomung 8.7.
ITapamerpu HasaromakenHsi nporokoay HSRP

Y HSRP | ITpiop. | [Ipiop. HSRP IIpiop. Ilpiop. s Hello/ MD5 3aTpumka
e rpyna | R2 R3 | rpyma R2 R3 Tracking Hold, . Preempt,
1 (rp.1) | (rp.1) 2 (rp.2) | (rp.2) c c
1 10 120 100 20 100 120 30 1/3 | cisco8! 5
2 10 130 100 20 100 130 40 1/3 | netkey2 5
3 10 120 90 20 90 120 40 2/6 | passl23 10
4 10 150 100 20 100 150 60 1/3 | hsrpkey 5
5 10 110 100 20 100 110 20 2/6 | cisco8! 10
6 10 120 100 20 100 120 30 1/3 | netkey?2 5
7 10 130 100 20 100 130 40 2/6 | passl23 5
8 10 150 90 20 90 150 70 1/3 | hsrpkey 10
9 10 120 100 20 100 120 30 1/3 | cisco8!
10 10 110 100 20 100 110 20 2/6 | netkey?2 5
11 10 130 100 20 100 130 40 1/3 | passl23 10
12 10 120 90 20 90 120 40 2/6 | hsrpkey 5
13 10 150 100 20 100 150 60 1/3 | cisco8! 5
14 10 110 100 20 100 110 20 2/6 | netkey2 10
15 10 130 100 20 100 130 40 1/3 | passl23 5
16 10 120 100 20 100 120 30 2/6 | hsrpkey 5
17 10 150 90 20 90 150 70 1/3 | cisco8! 10
18 10 110 100 20 100 110 20 1/3 | netkey?2 5
19 10 130 100 20 100 130 40 2/6 | passl23 5
20 10 120 90 20 90 120 40 1/3 | hsrpkey 10
3MICT 3BITY 3 3AHATTA
3BIT 3 3aHATTS IOBUHEH MICTHTH:
1. Howmep, TeMy Ta MeTy 3aHSTTSL.
2. KopoTki TeopeTudHi BioMOCTi (32 BIACHAUM KOHCIIEKTOM, 00csirom 2—3

CTOpIHKM): npu3HaueHHs Ta kiacudikamis FHRP-mporokonis; mporokon HSRP —
MpUHIUI poOOTH, CTaHH, TaliMepH, BUOip Active/Standby; ¢pynxkuii Interface Tracking

ta Preempt; MHSRP Ta cratnune OanmaHcyBaHHS HaBaHTaXXEHHS; ayTeHTU]IKaIlis
HSRP.

3. [lepenik BUKOpUCTAHOTO OOJaAHAHHS Ta MPOrPAMHOTI0 3a0€3MEUEHHS.

4, Cxemy (®OTO) mobynoBaHoi Mepexi 3 MO3HAYEHHSAM YCIX IPUCTPOIB Ta
iHTEepQEHCiB.

5. Po3pobrneny cxemy IP-ampecamnii y Buriisiai Taba. 8.1 3 KOHKpETHUMHU
3HaYEHHSIMHU.

6. Jlictuaru komana (200 CKPIHILIOTH) 3 pe3yJbTaTaMi BUKOHAHHS:

o namaromkendass HSRP (Bxmouno 3 xomammamu Standby ip, standby
priority, standby preempt, standby track, standby authentication md5);
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o pesynbratu Show standby ta show standby brief — 3anoBaena ta6m. 8.2;
o pesynbtatu pocuikeHHs Interface Tracking — 3anmoBHeHa Tadm. 8.3;
° pesyabrat HanarompkeHus MHSRP — 3anopuena ta6:. 8.4,

o pesynbTatu ping ta tracert mixk WS _I1I6 1 ra WS _IIIb 2 no Ta micns
BiIMOBH A ctive-MapIIpyTH3aTopa;

. ¢parment debug standby events nix wac nepesu6opis;
J BMicT running-config ycix mapripytuzaropis.

1. Omnuc poGeM, 0 BUHUKIIHU 11T Yac BUKOHAHHS 3aBJIaHHS, Ta MUISIXH 1X
YCYHEHHSI.
8. BucHoBKU 110 3aHSTTIO.
TEOPETUYHI BIIOMOCTI

Ilpomoxonu pezepgysanns nepuiozo nepexody (FHRP)

VY cydacHHMX KOPHOpPAaTUBHUX MEPEKaX KPUTUYHUM KOMIIOHEHTOM € IUTI03 3a
3aMOBUYYBAaHHSIM — MaplIpyTU3aTOp, Yepe3 SKUU KIHIEBI BYy3JU NEpelaoTh Tpadik y
30BHIIIHI Mepexi. Buxij 3 naay €IuHOro HUII03y MPU3BOJUTH JI0 MOBHOI BTpATU
30BHINTHBOTO 3B'A3KY JJIS BCIX XOCTIB IiaMepexi. [IpoTokonu pe3epByBaHHS MEPIIOTO
nepexony (FHRP — First Hop Redundancy Protocols) BupimytoTs 1o mpoOiaemy
IUIIXOM CTBOPEHHS TPYNH MapIIPyTHU3aTOPIB, M0 Pa3oM BUCTYINAIOTh K €IWHUN
BIpTyaJibHUI 1IUTI03 3 €1uHOI0 [P- Ta MA C-anpecoro, mpo30po AJis KIHIEBUX BY3JIiB.

o naitnomupenimux FHRP-npoTokoniB Hanexarts:

. HSRP (Hot Standby Router Protocol) — dipmosuii nmporokon Cisco,

RFC 2281 (vl) ta RFC 7734 (v2); naii6inpin nomupenuit y mepexax Cisco;

o VRRP (Virtual Router Redundancy Protocol) — Binkputuii crangapt
IETF, RFC 5798; ananor HSRP nns o6magHanHs pi3HUX BUPOOHUKIB;

o GLBP (Gateway Load Balancing Protocol) — ¢ipmoBuii mpoTokos
Cisco 3 BOyIOBaHUM JWHAMIYHUM OallaHCyBaHHSM HABAaHTAXEHHS MK yciMa
YYaCHHUKAMHU TPYIH OJTHOYACHO.

3azanvna xapakmepucmuxa npomokony HSRP

[Tpotoxon HSRP (Hot Standby Router Protocol) po3poGieHuii kommnaHi€ero
Cisco y 1997 p. mig mMpOKOMOBHUX Mepex 3 MHOXMHHUM aoctynom (Ethernet).
OcHoBHa 171es1: Tpyna MaplIpyTU3aTOPIB 00Mpae oJuH Active-mMapiipyTru3aTop, KUl
BUKOHYE (yHKIII 1ut03y, Ta oauH Standby-mapuipyTuszaTop, roTOBUM mepedpaTu
dbynkuii mpu BigMoBi Active. Pemra mapuipytuszatopiB € 3anacuumu (Listen state).
JIist KiHIEBUX BY3JIiB MIAMEPEXKi BCS Tpyla BUTISAAE K €IWHUNA BIpTyaIbHHMA
MapHIpyTH3aTop 3 BipTyansHoto [P-agpecoro ta BipryansHoro MAC-angpecoro.

KittouoBi XxapakTepUCTUKN TPOTOKOIY:

1. Tpancnopt: UDP, mopt 1985 (vl), 1985/2029 (v2); rpynoBa aapeca
224.0.0.2 (v1) a60 224.0.0.102 (v2);

2. Bepcii: HSRPv1 migrpumye no 256 rpymn, HSRPv2 — no 4096 rpym i
nigTpumye [Pvo;
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3. Ipiopuret: nianazon 0-255, 3a 3amoBuyBa"HsM 100; MapipyTuzaTop 3
HaWOIBIITUM TIPIOPUTETOM cTa€ Active; IpH pIBHUX MPIOPUTETAX — MOPIBHIOIOTHCS [P-
anpecu (Oubia crae Active);

4, Taiimepu: Hello Time — 3 ¢ (3a 3amoBu.); Hold Time — 10 ¢ (3a 3amMo0B4.);
akmo Standby e otpumye Hello mpotsrom Hold Time — iniritoe nepeubopu;

5. Virtual MAC-aagpeca: 0000.0C07.ACXX (v1), 0000.0C9F.FXXX (v2),
ne XX/XXX —nomep rpynu HSRP.

Cmanu npomokony HSRP

Koxen mapmpyrtusarop y nporneci poootn HSRP mocminoBHO npoxoauTs Taki
CTaHH:

1. Initial — moyarkoBwii cTaH mmicas akTHBaIil iHTepdeiicy ado 3MiHU
napametpiB HSRP;
2. Learn — mapmpytuzarop ouikye orpumanusi Hello Bim Active 3 MeToro

nizHarucs Virtual IP Ta 3HaueHHs TaliMepiB;

3. Listen — mapmpyTu3arop 3Hae Virtual IP, ane He € Hi Active, Hi Standby;
IpoCIyXoBye moBiiomiaeHHs Active Ta Standby;

4, Speak — wmapmpytuszarop Hajacuiae BiacHi Hello, Gepyun yuacts y
BuOOpax Active ta Standby;

5. Standby — mapmpyrtuzarop € pe3epBHHM (ApyrHid 3a MPIOPUTETOM);
nocTiiHo Hajcuiae Hello mist miaTBepiyKeHHsI CBOET TOTOBHOCTI;

6. Active — mapuipyTu3zatop BUKOHY€E (DYHKIIT IUTFO3Y: BianoBinae Ha ARP-
3anuTH 3a Virtual IP, nepecunae nmaketu.

Hiarpama mepexojiB: mpH aktupailii iHTepdeiicy — Initial — Learn (sikimio
Virtual IP meBizoma) — Listen — Speak — Standby a6o Active. [1pu BigmoBi Active-
MmapuipyTtusaropa: «Standby-MapripyTuzarop mnepexoautb y cTaH Active mics
crutmBanHs Hold Time (3a 3amoBuyBanHsiM 10 ¢) — came cTinbku BiH yekae Ha Hello-
MOBIJIOMJICHHS, TIEPIII HI)K KOHCTaTyBaTH BIAMOBY cycina. JloJaTkoBUX BUOOpPIB HE
notpiOHo: Standby Bxke Bimomumii. Yac mnepeMuKaHHS MOXKHAa CKOPOTUTH O
MUTICEKYH/I, 3MEHILMBILIY TakMepu KoMaHAoto standby timers msec.»

@Dynxuii Interface Tracking ma Preempt

Interface Tracking — mexaHi3M MOHITOPUHTY CTaHy 30BHImHIX (uplink)
iHTEepdeiciB MapupyTuzaTopa. Ko BIACTEKYBaHUN 1HTEpPENC BUXOAUTH 3 JaLdy,
npioputer HSRP-mapuipyT3aTopa aBTOMaTUYHO 3HUXKYETHCS Ha 3a/1aHE 3HAUYEHHS
(decrement, 3a 3amoBuY. 10). Lle Moke MpU3BECTH 10 3MIHU POJIEH, SIKIIO MPIOPUTET
CTaB HWKYMM 3a npioputeT Standby-mapupyTtuzaropa. [Ipu BigHOBIEHH] 1HTEpPEHCY
MPIOPUTET MOBEPTAETHCS 10 MOMEPETHHOTO 3HAUCHHS.

Preempt — dyHKIlisS, 10 A03BOJISIE MapIIPYyTH3ATOPY 3 BHUIIUM MPIOPUTETOM
«B1A1I0paT» posib Active y moTO4HOTO Active-MapiipyTH3aTopa. 3a 3aMOBUYBaHHAM
Preempt BUMKHEHHI — MapIIpyTH3aTOP, 110 TOBEPHYBCS Yy MEPEXKY MICIs BIIMOBH,
HaBITh MAlOYM BUIIUI MPIOPUTET, 3ANIMIIAETHCS y pouti Standby. Preempt 060B's13k0BO
BMHKaTH pa3oM 3 Interface Tracking mist kopekTHOT poOOTH MEXaHI3My BiTHOBJICHHS.
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Komanna HajmaromkeHHs:

Router(config-if)# standby 1 track GigabitEthernet0/0 30
Router(config-if)# standby 1 preempt delay minimum 5

MHSRP — cmamuune 6anancysannsa nasanmaircenns

MHSRP (Multiple HSRP) — Bukopucranus asox ado Ourbme rpyn HSRP Ha
oIHOMY iHTEpdeici A1 oprani3ailii CTaTUYHOTO OAJIAHCYBAaHHS HABAHTAKCHHS MIXK
MapmpyTtuzaropamu. Koxna rpymna mae cBoro Virtual IP-agpecy. YactuHa XOCTIiB
miaMepexi HajmamToByeThes Ha nutro3 = Virtual IP rpynu 1 (me R _ITIb 2 € Active),
iHIIa yactuHa — Ha nuno3 = Virtual IP rpynu 2 (e R_I1Ib 3 € Active). [Ipu npomy
o0OuBa MapIIPyTU3aTOPU OJTHOYACHO BHUKOHYIOTH (PYHKIIIT MUTIO3Y AJISL PI3HUX TPYIl
xocTiB. KokHa rpyma mae BiacHmii Standby-mapmipyTuzatop — TakuM YHHOM
JOCSTAEThCA 1 0alaHCyBaHHS, 1 pe3epBYBaHHS.

[Tpuxnan HanaromxkenHss MHSRP:

1. Routerl — Active mist rpynu 1, Standby st rpynu 2

Routerl(config-if)# standby 1 ip 10.10.1.254
Routerl(config-if)# standby 1 priority 120
Routerl(config-if)# standby 1 preempt
Routerl(config-if)# standby 2 ip 10.10.1.253
Routerl(config-if)# standby 2 priority 100

2. Router2 — Active mist rpynu 2, Standby st rpynm 1

Router2(config-if)# standby 1 ip 10.10.1.254
Router2(config-if)# standby 1 priority 100
Router2(config-if)# standby 2 ip 10.10.1.253
Router2(config-if)# standby 2 priority 120
Router2(config-if)# standby 2 preempt

Aymenmudpixayia HSRP

HSRP miatpumye paBa MexaHI3MH ayTeHTH(IKAWii Jig  3aXUCTy BIJ
HECaHKI[IOHOBAHOI'O MMiJIKJIIFOYEHHS] MapIIpyTU3aTOPIB 0 IPYNH pPE3epBYBAHHS:

1. Plaintext (BiakpuTHii TeKCT) — Mapojb MEPEIAETHCS Y BIAKPUTOMY
Bursial y Hello-moBigomiieHHSX (HE peKOMEHI0OBAaHUM JJI MPOIAKITH-MEPEK);

2. MD5 — xem mnaposis; HaBiTh IEPEXOIJICHHS NAKETIB HE J03BOJISIE
BigHOBHTH Kitou. Hanaromkyerscs komanmoro standby authentication md5 key-
string KEY. Mapuipytu3atopu 3 pi3HUMHU KIIFOYaMH HE BCTAHOBJISATH BIJHOCHHU
HSRP mix coboro. O6uaBa MapiipyTU3aTOpy MOBUHHI MATH OJHAKOBUM KITIOU.

Routerl1(config-if)# standby 1 authentication md5 key-string cisco8!
Router2(config-if)# standby 1 authentication md5 key-string cisco8!
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Komanou nanazooscenns ma monimopunzy HSRP

Taomung 8.8.

Komanau HaJIaroaxeHHsi, MOHITOPHHIY TA AiarHOCTUKH NMPoTokojay HSRP

Komanaga

IIpusnavyenus

standby [gr] ip [vip]

AxtuBanis HSRP ta 3aganns Virtual IP-anpecu rpynu

standby version {1|2}

Bubip Bepcii mpoTokouny (V2 miarpuMye OisbIie rpym Ta
IPv6)

standby [gr] priority [0-255]

3aiaHHs IPIOPUTETY MapIIpyTU3aTOpa Y TpyIi

standby [gr] preempt [delay min N]

J103BiJs1 Ha 3aXOIUICHHS poJii Active pH BUILIOMY
MPIOPUTETI

standby [gr] track INT [decrement]

BincTexxeHHst 30BHIIIHBOTO iHTEp(DENCY; 3HUKESHHS
MPIOPUTETY TIPH BIIMOBI

standby [gr] timers H S

3wmina Hello (H) ta Hold (S) TaiiMepiB y cexyHaax

standby [gr] authentication md5
key-string KEY

Hanaromxenns MDS5-ayrentudikauii rpynu HSRP

standby [gr] name NAME

TekcToBe iM'st TpyIU pe3epBYyBaHHS

JeranpHa iHbopMartis npo Bci HSRP-rpymnu: cras,

show standby npiopureT, Taiimepu, Virtual IP/MAC

. Koportka tabnuusg HSRP-rpyn: intepdeiic, rpymna,
show standby brief npioputet, Active, Standby, VIP
show standby all [ToBHa iHpopMaris 3 ycix iHTepQeiciB BKIIOYHO 3

rnapamMeTpamMu ayTeHTHdikarmii

show standby delay

3arpumkn iHimianizamnii HSRP Ha inTepdeiicax

debug standby VYBimMKkHYTH Aebar ycix nmoxiii HSRP

debug standby events Jlebar moiii 3MiHM CTaHy Ta MPIOPUTETY
debug standby packets Je6ar makeriB Hello, Coup, Resign

debug standby terse CkopoueHuit nebar (TiIbKH 3HAYYIII MOIiT)
undebug all BumkHyTH BCi 1ebaru

Pexomenoosana nocniooenicms nepegipku pooomu npomoxony HSRP

PekomeH10BaHa MOCIIIOBHICTh NMEPEBIPKU MICHS 3aBEPILICHHS HaJallTyBaHHS
HaBeleHa HIKYe. J[7s KOKHOT KOMaHIM NIOKa3aHO XapaKTEpHUN BHUBIJ Ta MOSCHEHHS

KJIFOUOBHUX MOJIIB.

1. IlepeBipka crany iHTEpPEICiB.
Routerl# show ip interface brief
GigabitEtherneto/0 10.10.1.2

GigabitEtherneto/1

YES manual up

192.168.1.2 YES manual up

up
up

Vi intepdeiicu maroth Oyt y ctani up/up. Ctan up/down o3Havae BiICYTHICTh

kabento abo nmpobaeMy Ha MPOTHIICKHOMY KiHIIL.

2. Ilepeipka ctany HSRP (kopoTka popma).
Routerl# show standby brief

P indicates configured to preempt.
Interface Grp Pri P State Active Standby Virtual IP
Gie/e 1 120 P Active local 10.10.1.3 10.10.1.254
Gie/e 2 100 Standby 10.10.1.3 local 10.10.1.253
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CroBnerp State: Active — mapiipyTu3aTop € akTUBHUM muto3om; Standby —
pe3epBHUl, TOoTOBMM mnepeiHsaTH ¢yHkiii. CumBon Py croBmmi Pri — Preempt
yBiMKHEeHHH. «local» y cToBmii Active/Standby o3Hauae, 110 11ei MapIIpyTHU3aTOp 1 €
Active ab6o Standby BinmoBigHO.

3. HeranbHa nepesipka HSRP.

Routerl# show standby GigabitEtherneto/0 1

GigabitEthernet@/@ - Group 1 (version 2)

State is Active
4 state changes, last state change 00:05:23
Virtual IP address is 10.10.1.254
Active virtual MAC address is ©000.0C9F.F001
Local virtual MAC address is 0000.0C9F.F001 (v2 default)
Hello time 1 sec, hold time 3 sec
Next hello sent in 0.608 secs
Preemption enabled, delay min 5 secs
Active router is local
Standby router is 10.10.1.3, priority 100 (expires in 2.848 sec)
Priority 120 (configured 120)
Track interface GigabitEthernet@/1 state Up decrement 30
Authentication MD5, key-string
Group name is "hsrp-Gi@/0-1" (default)

[Tone «State is Active» — miarBepkye poiss. Virtual IPPMAC — anpecu, Ha siki
BiAmoBigae Active-mapmpytuzarop. Hello time / hold time — tafimepu, mo marTh
30irartucs Ha 000X Mapripytu3aropax. |rack interface — BincrexyBanuii inTepdeiic
Ta BEJIMUYUHA ICKPEMEHTY MIPIOPUTETY.

4. IlepeBipka BiIMOBOCTIHKOCTI.

Routerl(config-if)# shutdown

%HSRP-6-STATECHANGE: GigabitEthernet@/0 Grp 1 state Active -> Speak
%HSRP-6-STATECHANGE: GigabitEtherneto/0 Grp 1 state Speak -> Standby

Ha R2:
%HSRP-6-STATECHANGE: GigabitEthernet@/0 Grp 1 state Standby -> Active

[ToBimomnennst YoHSRP-6-STATECHANGE mninreepkye 3miny poseit. Yac
MDXK BIIKITIOUEHHSM iHTepdeiicy 1 noBinomueHHsM Active Ha R _T1Ib 3 = Hold Time
(3a 3amoBu. 10 ¢). 3menmienns Taiimepis Standby timers msec 200 msec 600 no3Bossie
CKOPOTHUTH 4ac nepemMuKanus a0 <1 c.

5. IlepeBipka Hackpi3HOTO 3B's13Ky 4yepe3 Virtual IP.
C:\> ping 10.71.1.254
Reply from 10.71.1.254: bytes=32 time=1ms TTL=255

C:\> arp -a

10.71.1.254 0000-0c9f-fe01  dynamic

Yenimnauit ping no Virtual IP miarBepmxye kopektHy podory HSRP. ARP-
Tabnuis xocta mnoBMHHA Mictutu Virtual MAC, a nHe ¢izuuny MAC-aapecy
MapuipyTtuzaropa. [Ipu nepexmtouenni Active — Standby Virtual MAC 3anuiaerscs
HE3MIHHOI0, TOMY XOCTY He MOTpiOHO oHOBIIIOBaTH ARP-ker.

6. [TepeBipka MHSRP — 00uaBi rpynu ogHOYaCcHO.
Routerl# show standby brief

Interface Grp Pri P State Active Standby Virtual IP
Gie/e 1 120 P Active local 10.10.1.3 10.10.1.254
Gio/o 2 100 Standby 10.10.1.3 local 10.10.1.253

Router2 € Active ans rpynu 1 1 Standby ans rpynu 2 ogqHouacHO. AHAJIOTTYHO
Routerl e Active mist rpynu 2 1 Standby st rpynu 1. Takum unnom, WS1 (o3 =
10.10.1.254) BuxopucroBye R1, a WS2 (nutro3 = 10.10.1.253) — R2.
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Tunoei nomunku npu nana2ooxcenni HSRP

1. Po30iknicTh Virtual IP misk mapmpyruzaropamu rpynu. fxmo Ha Rl
Virtual IP = 10.10.1.254, a na R2 — 10.10.1.253, BoHM He cHOpMYIOTh CIIJIBLHY TPYITY
HSRP. BusiBiseTscst komangoro show standby brief — o6uasa mapmpyrtuzatopu
OynyTh y cTaHl Active as pi3HHX ajpec.

2. Biacyrnicts Preempt nmpu Buxopucranni Interface Tracking. Sxmio
Preempt BUMKHEHUI, MapLIPyTU3aTOpP 3 BiHOBJICHUM 30BHIIIHIM iHTepdericom Ta
BUIIUM TPIOPUTETOM HE TOBepHE cO001 poib Active aBTOMAaTUYHO — Mepexa
3aUIINTBCA Ha CcyOomThManbHOMY MapuipyTi. Preempt 00OB'A3K0BO BMHKATH Ha
MapuIpyTU3ATOPI 3 BUIIUM MPIOPUTETOM.

3. HenpaBuibna Bepcis HSRP (v1/v2 po3bixnicts). HSRPvl 1 HSRPv2
BUKOPHCTOBYIOTH  pi3HI  multicast-agpecu  (224.0.0.2 vs  224.0.0.102).
Mapuipytuzatopu 3 pi3HUMH Bepcismu He Oauath Hello omne omHoro 1 obuaBa
nepexoaTh y cran Active (split-brain). IlepeBiputu xomanmoro show standby —
PAAOK «VEersiony.

4. Po3oizxnictb MD5-kimiouiB ayrentugikanii. Mapuipytuzatopu 3 pisHUMU
kirodyamu irHopyroTs Hello ogne ogHoro. O6uaBa nepexoasate y crad Active i1 CBO€ET
rpymu. BusiBnsierbest yepes debug standby packets — mosinomienns «authentication
mismatch».

5. HepocrarHiii nekpeMeHnT Interface Tracking. ko nekpemMeHT MeHIIN 3a
PI3HHUIIIO MPIOPUTETIB, TOHM>KEHHS MIPlopUTETy Active He MpU3Beae A0 NepeBUOOPIB.
[Ipuknazn: Active npioputer 120, Standby — 100, nekpemenT = 10 — micis BiAMOBH
Active ctae 110, uro 6inbie 100 — nepeBuOopiB He BinOyAeThCs. JleKpeMeHT MOBUHEH
oyTtu nocratHiM: decrement > priority_Active - priority_Standby.

6. o3 y DHCP-nyJai Bka3ye na ¢izuuny IP 3amicts Virtual IP. Skuio
xocT orpumae ¢izuuny IP-agpecy mapuipyTuzaTopa sSIK HUIIO3 — IPU BIIMOBI L[LOTO
MapuIpyTHU3aTOpa XOCT BTPATUTH 3B'130K, HaBITh siKiI0 HSRP kopekTHO nepekiounso
poib Active. 3aBxxau BkazyBatu default-router VIRTUAL _IP y DHCP-nyi.

7. IGMP Snooping 3aBa:xxae HSRP Hello. Ha nesxnx xomyraropax IGMP
Snooping moxe 01okyBatu rpynoBuit Tpadik HSRP (224.0.0.102), sikiio komyTaTop
HE 3Ha€, Ha SIK1 NOPTH Horo nepecwiatu. Pimenns: adbo Biakmountu [IGMP Snooping
KOMaH 1010 NO ip igmp SNooping Ha KoMyTaTopi, a00 A0JATH CTATHYHUN MaPIIPYT JJIsI
multicast-rpynmu HSRP.
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KOHTPOJIBHI 3AIIMTAHHSA

1. [Ilo Take FHRP? Ilepenidite Tpu HaWOLIbII MOMKUPEH] TPOTOKOJH 3 III€]
TPYIH Ta BKAXKITh X KJIIOUYOBI BIIMIHHOCTI.

2. [Tosicuite mpunnun podotu nporokory HSRP. Illo Take Virtual IP 1
Virtual MAC? Hagimo BoHu oTpioHi?

3. [lepeniuith cranu npotokosry HSRP Ta onumrite yMOBH mepexoay Mix
HUMHU. SIKuii CTaH € HOpMAJIBHUM poOouuM Jjist Active-mMapuipytuszaropa?

4, 3a sSKUM anropuTMOM BinOyBaroThcs BuOopu Active Ta Standby
Mmapuipytusaropis y rpyni HSRP? o BinOyBaeTbes mpu piBHUX MpiopuTeTax”?

5. [Ilo Taxe Taiimepu Hello Time ta Hold Time? ki 3HaueHHs € 3a
3aMOBYYBaHHSIM? SIKMM YMHOM iX 3MiHA BIUTMBA€E HA YaC MEPEMHUKAHHS TP BiMOBI?

6. [Tosicuite  mpusnaueHHs  ¢yHkiii  Interface  Tracking. Yomy
HEJIOCTAaTHHOTO JIEKPEMEHTY MOXKE OyTH 3aMaJio JIsl 1HII[IFOBaHHS TIEPeBUOOPIB?

7. [Ilo take ¢ynkiis Preempt? Yomy ii HEOOXiHO BMHUKATH pPa3oM 3

Interface Tracking? IIlo cranetbcst 6e3 Preempt micist BigHOBIEHHS Active-
Mapupytusaropa’?

8. Yuwm Bigpizuserbes HSRP Version 1 Big Version 2? Ha3BiTh KOHKpETHI
TeXHIYH1 BIAMIHHOCTI (multicast-anpeca, KITbKICTh Ty, miaTpumka [Pvo6).
Q. [Ilo take MHSRP? fIx 3a #oro JOMOMOIOI peani3yeTbCs CTATHYHE

OaslaHCcyBaHHs HaBaHTakeHHs1? HaBeniTh mpuKiajg 3 ABOMa IPyMaMH.

10. Sfxa pizamus mik OamancyBanHsm y MHSRP ta GLBP? V dyomy
0OMeKeHICTh cTaTuYHOTO OanancyBanus MHSRP?

11. Sx1 mexanizmu ayteHtudikamii miarpumye HSRP? Io BiaOynerscs,
AKIIIO Ha JBOX MapIIpyTU3aTOpax 3aAaHo pizHi MDS-kiroui?

12.  Sxoro xomanmorw HamaromkyeTbcst HSRP? Ilepemiuite 000B's3k0BiI Ta
HEOOOB'SI3KOB1 KOMaH/IH /7151 06a30BOTr0 HAJIAroKEHHS.

13.  Sky indopmariro BUBoauTh KoMaHaa show standby brief? Po3mmdpyiite
KOEH CTOBIEIb Y il BUBOII.

14.  Yomy y DHCP-nmyni nuiro3 3a 3aMOBUYyBaHHSM Ma€ BKa3zyBaTu Ha Virtual
[P HSRP, a ne Ha izuuny agpecy mapiipyruzaropa?

15. o Taxe split-brain y koutekcti HSRP? Uepe3s siki mOMUIKM BiH BUHUKAE
Ta SIK HOTO BUSIBUTH?

16. Sxa Virtual MAC-aapeca dopmyetsest mis tpynu HSRP 1 y Bepeii 27
3anumith Gopmyiy.

17. Sxum uymnom HSRP B3aemonie 3 ¢yukmieto IGMP Snooping Ha
koMyTaTopi? fka mpobiiemMa MOXKe BUHUKHYTH 1 K 11 BUPIIUTH?

18. Sxkumum komaHmamu Jgebary MOKHA CIOCTEpIraTH 3a IPOIECOM
nepeBubopiB Active/Standby y peansHOMy vaci?

19. TlopiBusite HSRP Ta VRRP: cnoinpHi pucu Ta BIAMIHHOCTI Y
TEPMIHOJIOT11, TaliMepax, ajpecax.

20. Sxumm cnocobamMu MOXKHA 3MEHIHUTH Yac mepexiatodeHHs HSRP mpu
BIIMOBI Active-MapiipyTu3aropa Huxue 1 cekyHau?
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16. Kowmm'torepHni Mepexi : HaBd. moci0. [Emexktponnuii pecypc] /
A.B.Yenunora, A.A.€dimenko, K.C.Pynakos, A.O.JlaBnancekuii, €.B.JlaHCBhKUX,
E.B.®aype. — Kutomup : JlepxkaBHuii yHiBepcUTET «KUTOMUPCHKA TMOMITEXHIKAY,
2025. — 386 c.
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http://www.netacad.com/

NOJIATKHU
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JIOJTATOK A

3pazoxk mumynvhozo apKyuia 36imy 3 mexXHoa02iuHOi NPAKMUKU

MIHICTEPCTBO OCBITH I HAYKH YKPATHU
JNEPKABHUU YHIBEPCUTET
«KUTOMUPCBKA HOJITEXHIKA»

Kadenpa xomm'rorepHoi iHkeHepii Ta K1i0epOe3neKu

3BIT 3 TEXHOJIOT'TYHOI IPAKTHUKHU Ne 2

Crynenra (ku) KypcCy TpyIu
cnemiaibHicTh 123 «Komn'toTepHa iHXEeHepis»

(npizeuwe ma iniyiaiu cmyoenma)

KepiBHuk npaktuku Bij Kadeapu:

(8uenuti cmyninb, 36aHHs, NPi3eUWe ma IHiyianu)

Kutomup — 20XX
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JAOHJATOK b
3pa3zox cmopinKu uj00eHHUKA RPAKMUKU

. . Mignuc IMignuc
Hara HajimeHyBaHHSI BUKOHAHHUX POOIT .
CTy/J€eHTa KepiBHHKA

3ansaTTa 1. JlocmmkeHHs Ta
HaJIarO/KEHHSI arperanii KaHasliB
EtherChannel 1 Multilink PPP y mepesxax
Ha 06a3i o6magHanns Cisco.

Biozyk kepienuxka npakmuxu:

Mara: [linmuc KepiBHUKA:
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