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3aranpHa cxema IHPPACTPYKTYpHU JUIsl BAKOHAHHS JabopaTOpHUX podIT Mae

HACTYITHAW BUTJISI:

N4
WAZUH

SIEM-cuctema Wazuh, posropHyTa
BCepeauwHi KoHTelHepa

<. =
@
N
) o docker @
i | 3

XOCT AiNA PO3ropTaHHs iHPpPacTpyKTypH) @

Bpaznusi HaB4anbHi Be6-goaaTky,
PO3ropHyTi BCepeavHi KoHTeHepa

Ha Bipryanpniii mamumai Kali Linux, sika BUKOPUCTOBYETHCS SIK MallUHA
aTaKylo4yoro Ta XOCT MJisi pO3ropTaHHs 1HPPACTPYKTYpH, PO3ropTaeThcs HaOIp
Docker-xonTeiiHepiB, 1110 MICTSITh:
1. SIEM-cuctemy Wazuh nsis 1ieHTpani3oBaHOTO MOHITOPUHTY TIOMIHM Oe3nexku
Ta CTAaHy CUCTEM.

2. HapuampHi Bpa3muBi BeO-TOJATKWA, TPHU3HAYEHI IS BiAMpAIFOBAaHHS
MPaKTUYHUX HABUYOK aHAJI3y 1HIUJICHTIB Ta pearyBaHHs.

3aBaannsn 1. BcranosneHHs o0pa3y BipTyanbHoi Mamman Kali Linux.
[Tocunanns Ha o0Opas3:

https://www.kali.org/get-kali/#kali-virtual-machines

Ha odimiiinomy caiiti quctpubytuBy Kali Linux HEoOX1HO 3aBaHTaXUTH

IHCTAIIAIRHNN 00pa3s:


https://www.kali.org/get-kali/#kali-virtual-machines

Kali Linux & images are available for users who prefer, or whose specific needs require a
virtual machine installation.

These images have the "kali/kali".

: ® Recommended : ( ® Recommended : : ® Recommended : : ® Recommended :
N |

[licns ycHimHOro 3aBaHTAXKEHHA apXiBy HEOOXIAHO BHKOHATH MOro

PO3MaKyBaHHS.
3aBaanns 2. Bcranosnenns BiptyanbHoi mamuau Kali Linux.
[lepexoaumo A0 pO3MaKOBAHOTO apXiBy Ta 3a JOMOMOIOIO0 MOJIBIITHOTO
HatuckanHsa JIKM BiakpuBaemo daitn  «VirtualBox Machine Definition», micis

YOro BipTyajbHa MallliHA aBTOMATUYIHO J0JA€Thes 10 cepenonuiia VirtualBox.

o
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New Add Settings Start

E General

Name: kali-linux-2025.4-virtualbox-amd64
Operating System: Debian (64-bit)

a System

3miHemMo Ha3By BipryaabHoi mammHu Ha «Kali-host-surname-N», e

surname - npizpuie, a N - Homep BapiaHTy 32 CIMCKOM.



# kali-host-sumame-N - Settings

Basic Expert

General General

Basic Advanced Uescription UIsK Encryption
System = i i

5 Name: kali-host—surname-Nl
Display
Type: Linux
Storage
Subtype: Debian

i Version: Debian (64-bit)

Network

B poznini «System» HeoOXiHO BCTaHOBUTH 3HaueHHs mapameTpa «Base
Memory» y mexax 5000 - 5700 MB, 3a ymoBH 1110 anapaTHi XapaKTepUCTUKHA XOCT-
CUCTEMH 1I€ JO3BOJISIOTb.

VY pa3i obmexeHoro oOcsary omepaTuBHOI mam’sTi (Hampukian, 8 I'b)
JIOTIyCKA€ThCSl  BCTaHOBJIEHHA Onu3zpko 4500 Mb, mo € MiHIMagbHO

PEKOMEHIOBaHUM JIsl KOPEKTHOI pOOOTH BIPTYaJbHOI MAIlIMHHU.

&

Basic Expert

General System

System Motherboard Processor Acceleration
Base Memory: 5632MB ©
4 MB 16384 MB
Storage BootOrder: v & Hard Disk %
v O Optical
Audio = Floppy
EJ Network

Display

Network .
Chipset: PIIX3 ~

Serial Ports IPM: None ~

USB Pointing Device: USB Tablet
v /i
Shared Folders Extended Features Enable [/O APIC
v Enable Hardware Clock in UTC Time

User Interface .
Enable EFI (special OSes only)

Cancel

VY poszaim «Shared Folders» HeoOXigHO moaaTH AMPEKTOPIirO, KA MICTHUTH

nanky «Soc-lab» 3 yciMa maTepianamu 111 BAKOHAHHS JJAOOPaTOPHHUX POOIT.
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Basic Expert

General
System
Display
Storage

Audio
Network
Serial Ports
USB

Shared Folders

User Interface

Shared Folders

Name Path Access Auto Mount At
Machine Folders

Ea

Folder Path: [l D:\SOC
Folder Name: SOC

Mount point:
User Interface SEEE

Read-only
File *  Machin:
v Auto-mount
Visual State: Norraa (0]'¢ Cancel
Mini ToolBar: v Skowin Eul

Show at Top of Screen

Cancel

[Ticas migTBepKEHHS HajamTyBaHb KHOMKOIO «OK)» BHKOHYeMO 3ammyck

BipTyasnsHoi Marmuu Kali Linux.

Jloriun: kali

IMapoan: kali

CroijbHAN KaTaJlor aBTOMATHYHO MOHTYeThcss B Kataysor /media. Jlis

3pY4YHOCTI POOOTH HOTO PEKOMEHAYETHCS CKOIIIOBATH HA pOOOYMIA CTLI:

cd /media

cp -r sf_SOC/ /home/kali/Desktop
cp -r /nome/kali/Desktop/sf _SOC/soc-lab/soc-lab/ /home/kali/Desktop/
cd /home/kali/Desktop/soc-lab/

3ananus 3. Bcranosnenus Docker.

# Kpok 3a KpoKoM 8UKOHYEMO HACMYNHI KOMAHOU:

# Cmeopenus oupexmopii ons 36epicannsn GPG-xnouie APT

sudo install -m 0755 -d /etc/apt/keyrings

# 3asanmadicennsn ogiyitinoco GPG-knoua Docker ma xonsepmayis iio2o y

dopmam .gpg

curl -fsSL https://download.docker.com/linux/debian/gpg | \

sudo gpg --dearmor -o /etc/apt/keyrings/docker.gpg



# Haoannus npae na yumanns GPG-koua 0ns écix kopucmyesauis

sudo chmod a+r /etc/apt/keyrings/docker.gpg

# Jlooasanus ogiyitinoco penosumopito DOCKer oo cnucky oocepen APT

echo \

"deb [arch=$(dpkg --print-architecture) signed-
by=/etc/apt/keyrings/docker.gpg] \

https://download.docker.com/linux/debian bookworm stable" | \

sudo tee /etc/apt/sources.list.d/docker.list > /dev/null

# Bcmanoesnenus Docker ma Docker Compose 3 penosumopiis

sudo apt install -y docker.io docker-compose

# Ilepesipka ycniwnoco ecmanosnents Docker

docker —version

# Ilepesipka ecmanosnenns Docker Compose

docker-compose --version

3aBnannsn 4. Posropranns inppactpykrypu B Docker.

# Haoaemo HeobXiOHI npasa oocmyny Ha kamanoe soc-lab kopucmysauy kali
sudo chown -R $USER:$USER ~/Desktop/soc-lab

sudo chmod -R 775 ~/Desktop/soc-lab

# [lonepeone nanawmyeanns Wazuh

sudo ./setup-wazuh.sh

# Haoaemo npasa Ha 3anyck ckpunma

sudo chmod +x lab-management.sh

# Bukonyemo pozeopmanus Wazuh é Docker-konmetinepi

sudo ./lab-management.sh start wazuh



Pesynbrar Bukonanus komanau sudo ./lab-management.sh start wazuh.

blank string.
[+] Running 9/43
wazuh.dashboard [ 1 Pulling

wazuh.manager [ 1 Pulling
wazuh.indexer [ ] Pulling

[lepme posropranus Wazuh Bcepeauni Docker-konTeiiHepa 3aiimae B

cepenapoMy 10 10 xB. /{7151 oTpumMaHHs AOCTYMy A0 CUCTEMU CIIiJT y BeO-Opaysepi

nepeiTu 3a aapecoto: https://localhost

[Mpuknax posropuyroi SIEM-cuctemu Wazuh Bcepenuni  Docker-

KOHTEHHEpa!

File Machine View Input Devices
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The Open Source Security Platform

2 admin
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s noctyny no Wazuh:

Jlorin: admin

IMapoan: SecretPassword

[Ipo ycmimmHicTh po3ropranns Wazuh Ta arentiB cBimuuth po3nain Agents
Summary (mome Active). Y pasi BUHHKHCHHS OYIb-SKMX IOMHIIOK Ha eTaIli

posropranns Wazuh, ciiig oHOBHTH CTOPIHKY 3a aapecoro https://localhost:



https://localhost/
https://localhost/
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3aBaanus S. Po3ropraHHs HaBYaJbHUX BPa3JIMBUX BEO-I0MaTKIB BCEPEIUHI
Docker-xonreiinepa.

JIJ1st yCHIITHOTO pO3rOpTaHHS BUKOHYEMO HACTYITHY KOMaH/TY:

sudo ./lab-management start vuln-lab

[Ticnst ycminmHoro po3ropTaHHs BeO-10aTKH Oy IyTh JOCTYIIHI 3a
HACTYITHUMHU aJpeCaMu:

1. DVWA: http://localhost:80 (srorin/maposs: admin/password).

2. WebGoat: http://localhost:8080.

3. Juice Shop: http://localhost:3000.

4. NodeGoat: http://localhost:4000.

HavimBumame posropraetscs BeO-momatok DVWA, pemra BeO-caiitiB
noTpeOyIOTh y CepelHbOMY ONM3BKO 5 XBUJIMH JUIsl MTOBHOTO 3amycKy. Y pasi
BUHUKHEHHsT ToMmwiku 404 micns posroptanHs BebO-3acTocyHky WebGoat,

CKPIHIIIOT PO3TOPHYTOT0 BeO-CaliTy MOYKHA HE JI0JIaBaTH JI0 3BITY.


http://localhost/
http://localhost:8080/
http://localhost:3000/
http://localhost:4000/

Posropuytuit HaBuanbHuil Be6-caiit DVWA!
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@ Login :: Damn Vulnerable X +

C @ O D localhost

-3 Import bookmarks... OffSec
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KaliLinux #8 KaliTools « KaliDocs ¥ Kali Forums e\ Kali NetHunter

DWA)

Username

Password

| Login |

Damn Vuinerable Web Application (DVWA)

Posropuyruii HaBYanbHuil BeO-caiT Juice Shop:
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= .OWASPJuice Shop Q@&

All Products

Apple Juice (1000ml)
1.99x

owasp.org

Posropuyruii HaBYanbHUi BeO-caiT Juice Shop:
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& Tutorial Guide: Learn OWASP Top 10
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JIns miaTBepKEHHS YCHIMTHOTO PO3TOPTAaHHS 0 3BITY HEOOXITHO JI0JaTH

cKpiHIIoTH BeO-inTepdeiicy Wazuh ta po3ropHyTux BeO-101aTKiB.



