Jlaboparopna podota Nel
OCHOBM €TMYHOI'O XaKIHTy Ta TECTYBaHHsI Ha IPOHUKHEHHS. Mepexene
CKAaHYBaHHJ 3a AOIIOMOror Nmap
Merta pobotu:
1. O3naifiomsieHHS 3 OCHOBHHMHU TMOHSTTAMH €THYHOTO XakKiHTY Ta
TECTYBaHHS Ha IPOHUKHEHHS.
2. BUBUYEHHS OCHOBHUX €TalllB TECTYBaHHS Ha IPOHUKHEHHS.
3. HaOyTTs mpakTUYHUX HABUYOK POOOTH 3 1HCTPYMEHTOM MEPEKEBOTO
ckanyBanHss Nmap.
Xig pobotu
3aBnanns 1. Peectpanis Ha ninatdopmax.

1. 3apeectpyBarucs Ha miardopmi TryHackMe (https://tryhackme.com/)

Jins  peectpamii  Ha  twiatrdgopmi  TryHackMe  pexomeHIyeTbes
BUKOPUCTOBYBAaTU OCOOMCTY €JIEKTPOHHY IOIITY, 00 3a0e3MeunTH 30epeKeHHS
pe3yibTaTIB MICHs ACaKTUBAIll YHIBEPCUTETCHKOT MOIITH.

2. 3apeectpyBarucs Ha mardopmi LabEx (https://labex.io)

3apaanns 2. [Ipoxompxenns kimHatu TryHackMe.
Kimuara ISt TIPOXOKEHHSI - Pentesting Fundamentals:

https://tryhackme.com/room/pentestingfundamentals

entesting >

Pentesting Fundamentals

% Learn the important ethics and methodologies behind every pentest.

® 30min & 623763 <@

Help ~ 0 Save Room 1% 13972 Recommend

Room progress (0% )

To access material, start machines and answer questions you need to join this Join
room! Room

What is Penetration Testing?

Penetration Testing Ethics

Penetration Testing Methodologies

Black box, White box, Grey box Penetration Testing

Practical: ACME Penetration Test

Pucynok 1 — Kimnara Pentesting Fundamentals wa murargopmi TryHackMe


https://tryhackme.com/
https://labex.io/
https://tryhackme.com/room/pentestingfundamentals

[Ilo6 po3moyatn MPOXOJKEHHS KIMHATH, HEOOX1JHO HATUCHYTH KHOTKY

«Join Room, miciist 4oro 3’ IBUTHCS MOXKIMBICTE BBOAUTH BIIIIOBII.

[Ti7 yac mpoXOMKEeHHS:

1.
2.

3.
4.

VYBa)kHO 03HAHOMUTHUCS 3 TEOPETHYHUM MaTEPiaoM.

BiamoBictu Ha Bcl mMUTaHHS KIMHATU (pa3oM 3 MPAKTUYHOIO YACTHHOIO B
OCTaHHBOMY 3aBJIaHHI).

Otpumaru cratyc Completed.

OdopMUTH CKPIHIIOT YCHIIIHO MPOWUIEHOT KIMHATH Y 3BIT.

3aBaannsa 3. O3HailloMJIEHHS 3 1HCTPYMEHTOM JJII MEPEKEBOIO0 CKaHYBaHHS

Nmap.

Iacrpymernt Nmap (Network Mapper) € ogaum 3 6a30BUX 3ac00iB €THYHOTO

XaKiHFy Ta TCCTYBAHHA HA IIPOHUKHCHH:A 1 BHKOPHCTOBYETBHCA HaA eramni MCPCIKCBOI'O

CKaHyBaHHS Ta po3Bimku (Scanning & Enumeration). 3a momomororo Nmap

BU3HAYAIOTHCA AKTUBHI XOCTM B MEpEXIl, BIIKPUTI MOPTH, 3alyIIEHI CEpPBICH, a

TaKOX 0COOJIMBOCTI KOH(ITYpaIlli MepeKeBUX 3aXUCHIUX MEXaHI3MiB.

3 METOI OTpUMaHHS NPAKTUYHUX HABHUUOK POOOTH 3 1HCTpyMEHTOM Nmap

HEOOXITHO BUKOHATH HaBYaJIbHI KIMHATH Ha 1uiaTdopmi LabEX:

1.

Learn Nmap Fundamentals for Network Scanning:
https://labex.io/labs/nmap-learn-nmap-fundamentals-for-network-scanning-
415922

Use Nmap to Detect and Bypass Firewall Restrictions:

https://labex.io/labs/nmap-use-nmap-to-detect-and-bypass-firewall-
restrictions-415921

Perform Stealth Network Scanning with Nmap: https://labex.io/labs/nmap-

perform-stealth-network-scanning-with-nmap-415933

BukonanHs 3aBHaHHs 3/11MCHIOETHCS 0€3 BUKOPUCTAHHS JOKAJIbHOI BIPTYaIbHOI

mamman  Kali  Linux, ockigeku muatdopma LabEX 3abesneuye moctym 0

MOMEPEHbO  HAJAIITOBAHOTO  BIPTYyallbHOTO HABYAJIbHOIO CEpEJOBHINA 3

HEOOX1THUMHU IHCTPYMEHTAMH.


https://labex.io/labs/nmap-learn-nmap-fundamentals-for-network-scanning-415922
https://labex.io/labs/nmap-learn-nmap-fundamentals-for-network-scanning-415922
https://labex.io/labs/nmap-use-nmap-to-detect-and-bypass-firewall-restrictions-415921
https://labex.io/labs/nmap-use-nmap-to-detect-and-bypass-firewall-restrictions-415921
https://labex.io/labs/nmap-perform-stealth-network-scanning-with-nmap-415933
https://labex.io/labs/nmap-perform-stealth-network-scanning-with-nmap-415933

A\ Perform Stealth Network Scanning with Nmap

Hey! I'm Labby, your learning assistant.
Welcome to the lab "Perform Stealth Network

Scanning with Nmap".

Introduction

In this lab, you will learn how to perform stealth
network scanning using Nmap, a powerful open

Click the virtual machine below to start practicing - source tool for network discovery and security
auditing. Stealth scanning is crucial in
cybersecurity, enabling security professionals to
identify network vulnerabilities while reducing
the risk of detection.

You will explore different Nmap scanning
techniques, starting from basic stealth scans

and moving on to more advanced covert

methods. These skills are essential for security
professionals conducting network audits
without triggering existing security systems or
alerting potential threats on the network. By the
end of the lab, you'll gain practical experience
with Nmap's stealth scanning and know how to

apply these technigues in real - world security

Pucynox 2 — [pukiiaa HaBYanbHOI KiMHATH Ha TuiaTdopmi LabEx

Learn Nimap Fundamentals for
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Pucynox 3 — [pukiiag BUKOHAHHS 3aBaaHHs Ha miatdopmi LabEX
[lin yac BUKOHAHHS HABYAIBHUX KIMHAT HEOOXITHO 3pOOHWTH CKPIHIIOTH
pe3yJbTaTiB BUKOHAHHS KOXKHOT'O 3aBJaHHS (3aBEpIIECHHS 3aB/laHHs, BUKOHAaHI
Kpoku abo orpumanuii craryc). CKpiHIIOTH BHUKOHAHMX 3aBJaHb MaloTh OyTH

JI0/1aH1 JI0 3BITY 3 1Ja0OPaTOPHOI pOOOTH 3 BIAMOBITHUMH KOPOTKUMHU IMOSICHEHHSMH.



