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Jlaboparopua pod6ota Nel 1
HanawTtyBaHHA moHiTopuHry Windows-xocty 3a gonomoroto poswmpeHoro Zabbix Agent 2.

MeTa: HabyTu NPaKTUYHUX HAaBMYOK 3 HaNalWTyBaHHA MOHITOpMHTY Windows-xocTy 3a gonomoroto Zabbix Agent 2,
3abe3neuvytoun iHTerpaLito 3 cepsepom MOHITOpUHry Zabbix.
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Puc. 11.1. Tononozia mepexci

Ha puc. 11.1 HaBegeHa mopenb KOMM'lOTEPHOI Mepexki, nobyaoBaHa Mig 4ac BMKOHAHHA NonepeHix
nabopatopHux pobit. Ha cepsepi Serv-G-N-3 po3ropHyTO CMCTEMY MOHITOpPUHIY Ha 6asi Nagios 4.X. Ha cepsepi
Zabbix-G-N npautoe cepsep Zabbix 3 6a30BMMM HanawTyBaHHAMM.
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Puc. 11.2. MeHto [Monitoring] - [Hosts] y eeb-inmepdaelici Zabbix
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HanawrtysaHHA cMHXPOHiI3auii Yacy Ha cepBepi Zabbix.

Y npoueci NigKntoYeHHA 00 CUCTEMM MOHITOPUHIY KOHTpoJsiepa AomeHy (Serv-22-45-1) susBneHa npobsiema
CUHXPOHI3aL,i Yacy 3 cepepom Zabbix (puc.11.2). Bunpasutu uto npobnemy besnocepeaHbo Yyepes Beb-iHTepoeiic
Zabbix HEemMO/MBO, OCKiNIbKM BOHA MOB'A3aHa 3 PO3CMHXPOHI3aLi€to yacy Ha cepsepi (Serv-22-45-1) Ta cepBsepi
Zabbix-22-45.

Y TMNOBMX KOPMOPATUBHUX MEpEeXKaxX NPaKTUKYETbCA LLeHTPani3oBaHe PO3ropTaHHA BHYTPILWHbLOrO cepsepa
yacy (NTP-cepBepa), 3 AKMM CMHXPOHI3YIOTbCA BCi XOCTU NOKaNbHOI mepei. Takui niaxia 3abesneyye eguHe
OYKepesio Yyacy, He3aNeXHiCTb Bif, 30BHILLHIX PecypciB i Kpally Y3roAMKEHICTb KypHaniB nogin.

OfHaK, Y Mexax HaB4a/NbHOro Kypcy, 3 METOK MaKCMMa/bHOrO CMpOLLEeHHA fabopaTopHOro cepesoBuLla Ta
32 HaABHOCTI A0CTyny A0 |HTepHeTy, AOUiIbHO HaNawTyBaTUM CUMHXPOHI3aLil0 4Yacy HanpaAmy i3 30BHilWHIMMK
BigKputuMmn NTP-cepBepamu. Lleit niaxia He noTpebye AoAaTKOBOro HanalTyBaHHA BHYTpilWHiIX NTP-cepsepis, €
MOBHICTIO NPUNHATHUM ANA HEBEZIMKOrO BiPTyaNbHOro CTEHAY Ta AO3BOANAE NIErKO 3abe3neynT akTyanbHUIA Yac Ha
BCiX By3/1ax.

MpuKknaau BiaKpuTUX cepsepis yacy (NTP)

e pool.ntp.org — 3aranbHUt rnobanbHUI Nyn

e time.google.com — NTP-cepBep Big Google

e time.windows.com — cTtaHaapTHuUi cepsep ana Windows

e ntp.ubuntu.com — gna Ubuntu/Canonical cucrem

e ntp.nplp.org — cepeep HauioHanbHOro HaykoBoro WeHTpy "IHCTUTYT meTponorii”
e ntp.time.in.ua — nybaiuHuMiA cepsep Yacy B YKpaiHi (Big IT-Kom'toHiTi)

KomaHan Ana HanawTyBaHHA NPUMYCOBOI CMHXPOHI3aLii yacy Ha Linux Ubuntu/Debian 3 ABHUM yKasaHHAM
cepsepy ntp.time.in.ua:
sudo sed -i 's/MNTP=/NTP=ntp.time.in.ua/' /etc/systemd/timesyncd.conf
sudo systemctl restart systemd-timesyncd
timedatectl status

KomaHau ana HanawTyBaHHA NPUMMYCOBOT CMHXPOHI3aLii yacy Ha Linux-cuctemax 3 Chrony (Zabbix Server) i3
ABHWUM yKa3aHHAM NTP-cepsepy ntp.time.in.ua. NMiaxoantb gns CentOS, RHEL, Rocky Linux, AlmaLinux, Oracle Linux,
Fedora Towo.

sudo chronyc add server ntp.time.in.ua iburst
sudo chronyc makestep

chronyc tracking

chronyc sources

KomaHau ans HanawTyBaHHA NPUMYCOBOI CMHXPOHI3auii Yacy Ha Windows (y PowerShell 3 npasamu
agMiHicTpaTopa) 3 ABHUM yKa3aHHAM €AMHOrO cepBepy Yacy ntp.time.in.ua:
w32tm /config /manualpeerlist:"ntp.time.in.ua,0x8" /syncfromflags:manual /reliable:YES /update
net stop w32time
net start w32time
w32tm /resync /force
w32tm /query /status

& Setv-22-45-1 [Runnhing] - Oracle VM VirtualBox -

m

EX Administrator: Windows PowerShell ]

Pe3ynbTaTOM BMKOHAHHA TaKWX
i 6yge aKTyaNbHWUIM Ta Y3rodyKeHui
Yyac Ha BCiX BY3/1ax HaBYa/bHOI Mepexi,
WO € KPWUTMYHO BAXKAMBUM  ANA
KOpeKTHOi poboTu binbliocTi cepsicis,
MOHITOPUHTY Ta be3neku.

Ha puc. 11.3-11.4 nokasaHi agii

Nno MPUMYCOBIA CUMHXPOHi3aLii yacy 3

nybniyHum cepsepom uyacy Big |IT-

KOM’IoHITi B YKpaiHi (ntp.time.in.ua) Puc. 11.3. [lpumycosa cUHXPOHI3ayis Yacy Ha Serv-22-45-1 (Windows
server 2022)
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Puc. 11.4. lMpumycosa cuHxpoHizayis Yyacy Ha Serv-22-45-3 (Ubuntu 24.04) ma Zabbix-22-45 (AlmalLinux 8.10)

I CMHXpOHi3aL,is yacy Ha cepBepax nicas 3miHKM NTP-cepBepiB MOXKe 3alHATU KilbKa XBUJTWH. ]

He zawmuiero | 192.168.56.1:81/Zabbix.php?name=_&ip=8idns = &port=&status=-1&ewvaltype = 0&tags%oE0 %50 %56tag oD = &itags wEE0%50 %5Eope... B Q =2 #r » 0O @ :

Hosts

v
Hame Status Enabled | Disabled
Hest groups Select Tags or
3 Contains v Remowe
£dd
w—w——
Show hosts in maintenance [ Show suppressed problems
Port
Sewerty || Not classified iaming High
Information Awerage Disaster

Name Status
Serv-22-d5-1 192.168.48.135: 10050 ER Enabled Latest data Problems Graphs Dashboards
Zabbix-22.45 127.0.0.1:10050 Zix Enabled Latest data Problems Graphs Dashboards

Puc. 11.5. MeHto [Monitoring] - [Hosts] y eeb-iHmepgpelici Zabbix. Mpobaemu gidcymHi ©

HanawTtysaHHA po3LIMPEHOro areHTCbKOro MOHITOpUHry pobouoi craHuii Windows y Zabbix.

3aBaHTaxkyemo Zabbix Agent. Ha pobouiit ctaHuii Windows WS-G-N-1, ae niaHyeTbca BCTAaHOBUTW areHT,
nepexoammo Ha odiuinHui cait Zabbix Downloads.

Download and install Zabbix

Zabbix yix Zabbix maeos 70Lrs

Third-Party X
ainers Appliance Sc 2t Agents A

cloud

endors

FreaBsD 60LTS
OpenBSD 54

Solariz 52

Puc. 11.6. Bubip onepayiliHoi cucmemu 015 aeeHmy Zabbix ma muny iHcmanayiliHozo nakemy..

Ha cTopiHui 3aBaHTaXeHHA NpucyTHi aBa areHTU. O6buasa areHTM Zabbix — ue nporpamu gna 36opy gaHMx Npo
CUCTEMY, ane BOHW MaloTb AeAKi CYyTTEBI BiAMIHHOCTI, AKi BapTO BpaxoByBaTW 3aNeXHO BiA Bawux noTpeb. Zabbix
Agent (KnacuMuHuWI areHT) 6yB BUKOPUCTAHUI AR HaNaLWTyBaHHA MOHITOPUHTY KOHTpOAepy fomMeHy Ha 6a3i Windows
Server 2022. ns MOHITOpUHry pobo4yoi cTaHuii BUKopucTaemo Zabbix Agent 2.

Obupaemo

Operating System: Windows,

Architecture: x64,

Zabbix Version: 7.4.0 (BignoBsigae Bepcii BcTaHoBNeHoro cepsepa Zabbix)
Ta 3aBaHTAXKYEMO iHCTaNALNHUI daiin abo apxis.

[Jani onucyeTbea BCTaHOBAEHHA PO3LIMPEHOro areHTy Ha Windows cepBep UM CTaHLLito YM 33 AONOMOrOI0 msi-nakety
/Release 7.4.0/


https://www.zabbix.com/download_agents
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Zabbix agent v7.4.0 Read manual  Zabbix agent 2 v7.4.0 Read manual
Packaging.  MsI Packagihg  MSI
Encryption:  OpenssL Encryption:  Open3SL
Linkage:  Dynamic Linkage  Dynamic
Checksum:  sha256.  adabcSTad6rdcs3FSELTST: Te241760573 posted Checksum:  sha2Se:  Fo5L 14565825701
shal  7FAldesSLbFles2536386094537c056abd24537 Shal.  32¢B1672bbFOb6529c 7746ach2cbFal5355¢F5F
mdS: eac26as5553F05bb45955b051550052 mdS. 5cF8B6ZcIdzeIa5LetbeSerrebitabl

https:fedn zabbix. cotn/zabbix /binaries /stable/74/74 O/zabbix_agent-74.0-windows-armded-opensslimsi https:fodn.zalbix.com/zabblx/binaries/stable/7.4/7.4.0/2akb X_agent2-7.4.0-windows-am d64-openssl.msi

Puc. 11.7. Bepciiv7.0.6 azeHmis Zabbix 0ns Windows

3aBaHTaxXyemo ¢aiin iHctanAauii Zabbix agent 2 v.7.4.0 Ha pobouy cTtaHuito WS-G-N-1 Ta BUKOHYEMO
BCTAHOB/IEHHA areHTy.

15 Zabhix Agent 2 (64-bit) Setup - X 45} Zabbix Agent 2 (64-bit) Setup — X 8! Zabbix Agent 2 (64-bit) Setup — X

End-User License Agreement Custom Setup
Welcome to the Zabbix Agent 2 (64-bit) Pease read the folowing fcense agrecment careflly ZABBIX B e O ZABBIX

Setup Wizard

Click the icons in the tree below to change the way features will be installed.

The Setup Wizard wil install Zabbix Agent 2 (54-bit) on your GNU AFFERO GENERAL PUBLIC LICENSE
ZABBIX computer. Click Next to continue or Cancel to exit the Setup
Wizard, Vrsion 3, 19 Novambr 2007

Zabbix Agent 2is deployed on
menitaring targets to actively
monitar local resources and
applications and report the
gathered data to Zabbix server.
This feature requires 1KE on your
hard drive. Tt has 3 of 3
subfeatures selected. The
subfeatures require 338 on your
hard drive.

Agent daemon
Zabbix sender

The Enterprise-class

Monitoring Solution
(Copyright (C) 2007 Free Software Foundation, Inc. https:/f

for Everyone

[Everyone is permitted to copy and distribute verbatim copies of this license document, but
lehanging it is not allowsd,

[Dmmabln

www.zabbix.com [A1 accept the terms in the License Agreement Location: C:\Program Files\Zabbix Agent 2\ [

Back Cancel Print Back Cancel Reset Disk Usage Back Cancel

8 Zabbix Agent 2 (64-bit) v7.4.0 Setup X |4 Zabbix Agent 2 (84-bit) Setup - ¥ || i Zabbix Agent 2 (64-bit) Setup - X

Zabbix Agent 2 service configuration
e —————— ZABBIX Ready to install Zabbix Agent 2 (64-bit) ZABBIX Installing Zabbix Agent 2 (64-bit) ZABBIX

Hostname: [Ws2z45-1 Cick Install to bigin the installation. Click Back o review o change any of your Please wait whil the Setup Wizard installs Zabbix Agent 2 (§4-bit).

Appeca Zabbix cepsepy installation settings. Click Cancel to exit the wizard,

Zabbix server IPONS:  [192, 16745, 134 £28 Status:
|

Agent listen port: 10050

Server or Proxy for
active checks:

[192.168.35.13¢ ¥~
[Jenable sk

Add agent location to the PATH

Back Cancel Back Instal Cancel Back Next

Puc. 11.8. BcmaHoeneHHs Zabbix agent 2 v. 7.4.0 dn8 Windows.

[ns npaBuabHOro 3amoBHEHHA KoHdirypauii Zabbix Agent2 (puc.11.8 / mantoHOK 4) 3BepHiTb yBary Ha Taki
napameTpu:
e  Host name. Im's xocTy, Nig, sAKMM BiH Byae 3apeecTpoBaHMi Ta Bigobparkatmcs y Zabbix Server.
Hanpuknag: WS-22-45-1.
e  Zabbix server IP/DNS. Bkazyemo IP-agpecy cepsepa Zabbix, 3 Akum areHT mae 3'eaHyBaTuCA.
e Agent listen port. Lie nopT, Ha AKOMy areHT 6yae cayxat 3anutu. MopT 3a 3amoByyBaHHAM: 10050.
e Server or Proxy for active checks. |P-agpeca abo DNS-im's cepBepa um npokci-cepsepa Zabbix ans
AKTUBHMX NepeBipoK. AKLWO He BUKOPUCTOBYETE NPOKCi-cepBep, BKaxiTb IP cepeepa Zabbix.
e Enable PSK. lUndpysaHHA PSK gns 6e3neyHoro 3'eAHaHHA He BUKOPUCTOBYEMO, 3a/IULLIAEMO BUMKHEHUM.
e Add agent location to the PATH. [lofae wnax A0 areHTa y 3miHHY cepegosuwa PATH, wo cnpouye
[0CTyN A0 BUKOHYBAHMX dainiB areHTy Yepes KOMaHAHUI PAOoK.
Micna 3aBeplueHHA BCTAaHOBNEHHA areHTy, NepeBipPAEMO CTaH cnykbu «Zabbix Agent» Ta uuM cTBOpPUAOCH
BignosiaHe areHTy npasuao Ha Wndows Defender Firewall:

B WS-22-45-1 [Running] - Oracle YM VirtualBox ‘ & WS-22-45-1 [Running] - Oracle VM VirtualBox = B
L") Zabbix Agent 2listen port — anacrusocti X
1 G Zabbix Agent 2 Properties (Local Computer) X .
I i " i @ain M Burnsa AOSM pocoiandpots  Scope  Advanced  Local Pincpals  Remote Users
Qaiin  [Jin  Burnag  [osigka Generl |og On | Fecovery | Deperdiencien | H 2| HE  Genen Programs and Senvies Rermotc Computers
'Y EEEEN IR P Windows Defender Firewall General ! i
Service name: YR g‘g"b:;“"d :“R‘E“ - || InboundRules  «
. Senvees (Loca) |70 Sam i &
s oencss(ocall ) name:  Zabbix Agent 2 4. Connection Security Rul - @ NewRule..
8 % Monitoring sl Filter by Profile b
Zabbix Agent 2 Descrpton Frovides system montoring Zabbix Agent 2 il sten on this port for cornections from 7 Fitter by Prefile
e server T fiterbyState b
Stop the senvice T FiterbyG R
Restart the service Enatled erty oo
Path to executable: Burnaa 3
C:\Program Fies\Zabbix Agent 2\zabbix_agentZexe” < *C:\Program Fles Acton & Onosimn
Omme: ;3 © Alowthe connection =
Dr;:;es systemmor| SR bPe Automatic (Delayed Start) - X & O Alowthe cornecton f tis secure B Excnoprysaru ..
B fosime
O Block the comnection Zabbix Agent 2 list... «
Service status:  Running @ DiszbleRule
& Bupisam
Start Stop Pause Resume £ Kortiosam
You can speciy the start parameters that apply when you start the service K Buganima
from here. [ Bracsocti
[ Acsiax

Puc. 11.9. Cepsic ma npasusno Firewall «Zabbix Agent» Ha WS-22-40-1
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Ha ubomy KoHdirypyBaHHA cepepy WS-G-N-1 3aBepLueHo.
3axoammo y Beb-iHTepdeiic Zabbix, nepexogmmo y nisomy meHto go [Data collection] - [Hosts.]. Hatuckaemo
KHonKy Create host y BepXxHbOMY NpaBoMy KyTi 419 4043BaHHSA HOBOIO XOCTY.

BBogumo im’s xocTy, Aodaemo iHTepdeic i3 Tunom Agent, npus’asyemo wabnoH (Hanpuknag, Template OS
Windows by Zabbix agent active) Ta 36epiraemo HanawTyBaHHA.

<« C A Hesawynueno | 19216856.1:81/zbbixphplacio.. B @ 12 A & O @ Host
ZABBIX «© -
[ Host rame | W 226
s “sible name
scect satus Enabied | Disaled
) Dashioerds e o =
sdect | Mot by sorvar | oy | Frony amup
g s o * Host groups | K 3 Select
Cortans - Rymeve
s [ — o rame Cometto o Dt
o 19219576 153 i [ B A
P
Aoy Deserption. | Workstation 1522 46-1
Wb Interface Prowy Templates Status  Awvailabilty Agert eneryption Info Tags
o b 192,168 451351005 Windows by Zabbix agert Eabed EE O
© Web 127.00.1:10080 Uinse by Zabbix sgert, Zabkix server healtn  Enzbled m 4
JE——— e AT
——

[ uime |
< C A Hesawwuero | 192.168.56.1:81/zabbixphp?action=hast.list B a e » 0 :
ZABBIX « o [JabRE jost Wizard | Create hos

W Fier
Hest groups Select Status Enabled | Disabled
Templates Select Monitored by Server Proxy Proxy group
Mame Tags
- Contains - Remove
s
1] -
Port.
Hame Hems Tragers Graphs Discovary wen  marraca Py Tempiates wtus  avaisbiy  Agent encryption [
Serw-23.45-1 hems 53 Tiggerses  Braphs 2 Discovery ¢ Wb 102.165.46.136:10080 Windows by Zabbix agent Enabled. [ |
W5 22981 hems o Triggers 2 Graphs Dizcovery Wish  192.168.46.133:10080 Zatbix agent etiva Enabled [hone ]
Zabbix 2245 hems s Tiggers=  Graphsm  Dissoverys Wb 127.0.0.1:0080 Linux by Zabbix agent, Zabbix server heatth Enatled [o]

Displaying & of 3 found

0 selected

Puc. 11.10. fodasaHHAa xocmy y eeb-iHmepdgpelic Zabbix
MepernsHemo pe3y/ibTaTU BWMKOHAHWX HanawTyBaHb. MeHto [Data collection] - [Hosts] abo meHio
[Monitoring] = [Hosts]. 3aranbHuii cTaTyc XOCTa: 3e/1eHa iKOHKa CUTHai3ye, Wo XOCT AOCTYMHUI | AaHi OTpUMYOTbCA,
YepBOHa iKOHKA BKa3ye Ha Npobsiemy 3 NiAKAYEHHAM.
Y meHto [Monitoring] - [Hosts] gnsa KoXKHOro xocTy € KinbKa nigmeHto: Dashboard, Problems, Graphs, Items Ta
iHWi. BuABneHi Ha ubomy eTani npobnemun oapasy BUNPABAAOTLCA Y HANALWTYBAHHAX CNYKO.

& C A Heszawmweno | 192.168.56.1:81 zabbix php?nam e=&ip=&dns = &port=&status=-1&evaltype= 0&tagsHEBE0BEDROBtagB50 = &itags B5B0%5D%5Bope. B Q@ & Y M O 9 :

Hame Status Enabled | Disabled
Host groups Select Tgs or

. Contains - Femeve
24
oS
o Show hosts in maimtenance | Show suppressed problems
o
Sewerity || Mot classified Waming High
Information fuserage Disaster

Interface Fuailability Tags Status Lstest data

Problems Graphs: Dashboands b
192.168.46.135:10040 [ z5x] Enabled Latest data 1T Problems Graphs 12 Dashboards 3
f-z2-45-1 182,163 45.133:10050 Enabled Latest data 4 Prablems Dashboards 1
Zabhin-22-45 127.0.0.1:10080 ER Enabled Latest data 16 Prablems Graphs @ Dashboards +

Displaying % of 3 found

Puc. 11.11. MeHto [Monitoring] - [Hosts] y eeb-iHmepdpelici Zabbix



***Basics of system and network monitoring. *** OcHoeu cucmemHo20 ma mepexceso20 MOHiMmopuHay ** *#6/#6* **

3aBpaHHA [o nabopaTopHOi po6oTu

1. BuKoOHaliTe HanalTyBaHHSA CUHXPOHi3auii 4Yacy cepBepiB Ta pobouyoi cTaHuii 3 30BHiWHIM NTP-cepsepom.
MepeBipTe BiACYTHICTb MOMWUAOK CUHXPOHI3au,ii yacy.

2. BcTtaHOBITb Ta HanawTylTe Ha pobouiii cTaHujii WS-G-N-1 oHoBneHuit Agent 2 Zabbix 6e3 BMKOpWUCTaHHA

wudppysaHHA PSK Ta 3MiHK NOPTiB 419 MOHITOPUHTY.

Jopaite pobouy ctaHuito WS-G-N-1 o nepeniky xoctiB cepsepa Zabbix-G-N

4. TMNepernsHbTe AaHi MOHITOPUHTY y Beb-iHTepdeiici Zabbix. IcHytoui npobnemn matoTb 6yTM NOKaNizoBaHi.

w

3BiT mae MmicTuUTH:

®  NIiCTUHT BUKOPUCTAHUX KOMaHA;
®  KOPOTKMIA onuc pegaryBaHHA Gainis KOHPirypauii;
®  CKpPIiHLWOTK HAaNalWTyBaHb T NiAKNIOYEHD.

KopucHi nocunaHHs

e How to Set NTP Server on Windows Server?
https://operavps.com/docs/set-ntp-server-on-windows-server/

¢ How to Set the Timezone and Configure NTP on Windows Server
https://docs.vultr.com/how-to-set-the-timezone-and-configure-ntp-on-windows-server

¢ RedHat. Chapter 18. Configuring NTP Using the chrony Suite.

http://surl.li/ryqia

e chronyd. Manual Page.
https://chrony-project.org/doc/4.6/chronyd.html

e Zabbix Manual.
https://www.zabbix.com/documentation/current/en/manual

e Zabbix Download Agents.

https://www.zabbix.com/download agents



https://operavps.com/docs/set-ntp-server-on-windows-server/
https://docs.vultr.com/how-to-set-the-timezone-and-configure-ntp-on-windows-server
http://surl.li/ryqiaq
https://chrony-project.org/doc/4.6/chronyd.html
https://www.zabbix.com/documentation/current/en/manual

