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Jlaboparopua podota Nel0
Po3ropTaHHA Ta 6a30Bi HanalWTyBaHHA CUCTEMU MOHITOPUHTY Zabbix.
MoHitopuHr Windows-xocty 3a 40NOMOroto K1acu4Horo areHta Zabbix.

MeTa: ocBOITU PO3ropTaHHA CUCTEMW MOHITOPUHIY Zabbix i HaBUMTUCA BUKOHYBaTM 6a30Be HaNaWTyBaHHA CUCTEMU
MOHITOPUHry Zabbix Ta niakntoyati go Hei Windows-XocTu 3a 40NOMOroto KnacuyHoro KnieHta Zabbix Agent.

IHCTpyMmeHTU: rinepsisop VirtualBox, mogenb Komn'toTePHOI Mepesxi.
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Puc. 10.1. Tononoezia mepexi

Ha pucyHky 10.1 npeactaBneHo moaeb KOMN' IOTEPHOT MepeXi 3 PO3rOpHYTOI0 Ta HAaNALWTOBAHOK CUCTEMOLO
MOHITOPUHTY Ha 6a3i Nagios Core, AKa 6y/a cTBOpEHa B paMKax nonepesHix 1abopatopHux pobiTt. ¥ noTouHin poborTi
[0 CKnagy mepexi AofaHo HoBUI XOCT Zabbix-G-N, Wwo BUKOHYE GYHKLIi cepBepHOi YaCTUHU CUCTEMMU MOHITOPUHTY
Zabbix. OcHoBHa meTa Uj€i pobOTM — BCTAHOB/IEHHS, HaNalWITyBaHHA Ta iHTerpauia OaHOro Xocta B iCHyuy
iHPPACTPYKTYpy 3 METOI PO3LIMPEHHA PYHKLIOHANBHUX MOXINBOCTEN CUCTEMMU MOHITOPUHTY.

[opaBaHHA cepBepy Zabbix
Jonamo oo cuctemm MOHITOPUHIY BipTyaZibHY MalwKHy Zabbix, Aska 6yae napanenbHo 3 HanawToBaHMm Nagios
Core 36MpaTV METPUKM 3 TUX CaMMX XOCTiB. [nA po3ropTaHHA BipTyasibHOI MawuHK ckopucTaemoca Install Zabbix
Appliance. BaHTa)KMMO Ha XOCT aKTya/ibHUA HA MOMEHT HaMWCaHHA LbOro AOKYMEHTY apXiB PO3MOBCIOAMKEHHSA 3
cepsepy https://cdn.zabbix.com/zabbix/appliances Zabbix 7.4 LTS /7.4.0 Jul 01, 2025/ y dopmarti Open virtualization
format (.ovf) https://cdn.zabbix.com/zabbix/appliances/stable/7.4/7.4.0/zabbix_appliance-7.4.0-ovf.tar.gz
BuaobyBaemo BMIcCT apxiBy:
e zabbix_appliance-7.4.0.ovf - onucosuit dain y dopmati OVF (Open Virtualization Format), wo mictutb
MeTaiHpopMaL,ito NPO BipTyaNbHY MaLIUHY
e zabbix_appliance-7.4.0-disk001.vmdk - BipTyanbHUiA AncK mawmnHun y popmati VMDK (Virtual Machine Disk)
BukoHyemo imnopt Appliance. 3miHtioemo im’a BM Ha Zabbix-G-N, KinbKicTb nam’aTi 3meHLwwyemo o 2 6 Ta
niakno4daemo i go oaHiei NAT Network 3 iHwmnmMmn cepsepamu.
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Puc. 10.2. Pecypcu imnopmosaHoi BM Zabbix


https://cdn.zabbix.com/zabbix/appliances
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[
& Zabbix-22-45 - Settings = &
E General Network
System Adapler 1 Adapter 2 Adapter 3 Adapter 4
@ Display Enable Metwork Adapter
= Attached to: | NAT Network he
Starage
Mame:  bsnm-45. W
¢ Audio
{):l P Advanced
@ Hetwork. Adapter Type: | Intel PROJ1000 MT Deskhop {§2540EM) A
@ Serial Ports Promiscuous Mode: | Allow All A
§ Lse MAC Address: |080027FBSBAE @

Cable Connected

D Shared Folders
EI User Interface

[o]:4 Cancel Help
Puc. 10.3. Mepexcese nidkatoyeHHA BM Zabbix

dopmaTt OVF € BigKPUTMM CTaHAAPTOM, NiATPMMYBaAHMM baraTbma rinepsisopamm, 30Kpema:
e VMware (vSphere, Workstation, Player): OcHoBHWI iHiLiaTop dopmaTy.
e Oracle VirtualBox: MigTpumye imnopt OVF 6e3nocepeaHbo.
e  Microsoft Hyper-V: NoTpebye 004aTKOBMX iHCTPYMEHTIB /1 KOHBEPTALLil.
e Proxmox VE: MoxKHa imnopTyBaTu nicna KoHBepTau,ii B iHLWI popmaTu.

Y Zabbix Appliance 3a 3amoBYyBaHHAM BUKOPUCTOBYOTbLCA TaKi 06/1iKOBI AaHi:
[ns Beb-iHTepoeicy Zabbix:
Jlo2in: Admin (3 eenukoi nimepu)

Mapone: zabbix

[na poctyny Ao onepawinHoi cuctemm (Yepes KOHCOb):
Kopucmysau: root
Mapons: zabbix

BMuKaemo BipTyasnbHy malunHy Zabbix Ta nigkntoyaemocs Yepes KOHCO/b [0 Hel.

= Zabbix-22-45 [Running] - Oracle ¥ YirtualBox = B

AlmaLinux 8.18 (Cerulean Leopard)
[Kernel 4.18.8-553.58.1.e18_18.x86_64 on an xB6_64

ppliance login: root

[Zabbix frontend credentials:
sername: Admin

[Password: zabbix

o learn about available professional services, including technical suppport and training, please wvi
lsit https:/Aan.zabbix.com’services

Official Zabbix documentation available at https:/ aas.zabbix.comsdocumentation/current.

[rootBappliance ~1# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group default glen 1868
link~loopback B8:H8:80:0A8:08:88 brd BH:B0:80 :80:6d:80
inet 127.8.8.1/8 scope host lo
valid_Ift forever preferred_lft forever
inetb ::1-128 scope host
valid_Ift forever preferred_1ft forever
: ethd: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc fgq_codel state UP group default glen 1888
linksether B8:88:27:fb:58:ae brd £f:fF:FF:fF:FF:FF
altname_eopAs3
inet|192.168.45.134-27|brd 192.168.45.159 scope global dynamic ethd
valid_lft 686sec preferred_lft 6B6sec
inetb fe8B::aB@:2?ff :fefb:58ae/64 scope link
valid_lft forever preferred_Ift forever
[rootPappliance ~1# _

a8 gl

(3] Right Ctrl

Puc. 10.4. KoHconb BM Zabbix

KomaHga nepernagy mepeXeBux HaalwTyBaHb ip @ NOKasana agpecy, Wo BXOAUTb A0 A4iana3oHy,
HanawToBaHoro Ha DHCP cny»k6u NAT Network. nHamiyHi mepexesi HanawTyBaHHA BM KopeKTHi, ane
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ONA cepBepiB PEKOMEHA0BAHO BUKOPUCTOBYBATM CTATUUHI agpecu. ToOMy 3MIHIOEMO Ha/IAWITYBAaHHA Ha
CTaTU4Hi. MepekeBi NapameTpu XOCTiB HaBeAeHiI B TabanLi.

Tabauys 10.1
- IHTepdeiic /
Mepexa / Npucrpiii MepesxHuii agantep / Wntos IP-appeca Macka
Meperka - 192.168.45.128/27 255.255.255.224
192.168.45.129
3ape3epsoBaHi agpecu VBox 255.255.255.224
192.168.45.130
Windows cepsep MepexHuin agantep 192.168.45.135 255.255.255.224
Serv-22-45-1 LLinto3 3a 3amoBuyBaHHAM/ Public DNS 192.168.45.129 -
Ubuntu 24.04 or MepeHuii agantep 192.168.40.136 255.255.255.224
later server
Serv-22-45-3 L nto3 3a 3amoBuyBaHHAM/ Public DNS 192.168.45.129 -
Ubuntu 24.04 or MepeHuii agantep 192.168.45.132 255.255.255.224
later server
Serv-22-45-4 LLnto3 3a 3amoBuyBaHHAM/ Public DNS 192.168.45.129 -
Po6oua cTaHuis MepeKHuii agantep DHCP 255.255.255.224
Windows 10
WS-22-45-1 L nto3 3a 3amosuyBaHHAM/ Public DNS 192.168.45.123 -
Zabbix 7.0 LTS or MepexHuii agantep 192.168.45.134 255.255.255.224
later. Almalinux 8.10
Zabbix-22-40 LLnto3 3a 3amosuyBaHHAM/ Public DNS 192.168.45.129 -

HanawToByemo SSH-nigkntoueHHs go cepsepy Zabbix-G-N 3a gonomoroto Port Forwarding Nat Network.
3axo4MMO Yy HanawTyBaHHA mepexKi VirtualBox Ta goAaeMo BiANOBIAHI HanalWTyBaHHA ANA MiAKNOYEHHA 00
cepBepy No MeToAML,, BianpauboBaHiin y nonepeaHix poboTtax. 3pa3oKk HanalwTyBaHb NoKasaHui Ha puc. 10.5.

iR PUTTY Configuraticn ?
Category
S Session Basic options for your PUT Y session
B L"g‘g‘"g Speciy the destination you wart to connect to
i Host Name (or IF addess) Fort
epboard
ot 152188.56.1 202
Fealues Comnzction tpe.
= lndony @35H O Seriel OOther | Tehet v
Appeatance
; Behavioun Load, save or delele a sored session
General Options Port Forwarding X
B Lrensaten Saved Sessions
o 1Zabbix 2295
Py IPvE & Connection Defaul Satings ~1 [ Lood
Deta oo
P 15en-22:402 oo
Name Prokocol Host IP Hosk Part Guest IP Guest Port = 53H ey =
o elete
Serc-22-45-3 35H TCP 192,168,561 2200 192,168,45.136 22 sad o @
- Rlogn
Serc-22-45-4 55H TP 192.168,56.1 2201 192.168.45.132 22 SUPDLR Ernuiect

iz ONever  (®) Onlyon clean it

| ETCP 192.165.56.1 2202 192.165.45.134 22|

About Help Open Cancel

Puc. 10.5. HanawmyeaHHA Port Forwarding 0nsa cepsepy Zabbix-22-45

Biakpusaemo ans peparysaHHa ¢ain /etc/sysconfig/network-scripts/ifcfg-<interface-name>, ae <interface-
name> y Halwomy Bunagky (puc. 10.6) mae im’a eth0. Takum unHom ©, Biakpnsaemo dpain
/etc/sysconfig/network-scripts/ifcfg-ethO

2 root@appliance~ =

yroup default glen 1000

e UP group default glen 1000

Puc. 10.6. Mepexca Zabbix-22-45



| 2 root@appliance~ - [o penaryBaHHA

= - i S
; g root@appliancei~ - B
~

DEVICE="eth0"
BOOTPROTO=dhcp
NM_CONTROLLED="no"
PERSISTENT_DHCLIENT=1
ONBOOT="yes"
TYPE=Ethernet
DEFROUTE=yes
PEERDNS=yes
PEERROUTES=yes
IPV4_FAILURE_FATAL=yes
NAME="eth0"

TEMNT DHCLIENT=1

=r
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Micna peparysaHHA

DEVICE=ethO
BOOTPROTO=none
NM_CONTROLLED=no
ONBOOT=yes
TYPE=Ethernet
IPADDR=192.168.45.134
NETMASK=255.255.255.224
GATEWAY=192.168.45.129
DNS1=192.168.45.129
DEFROUTE=yes
PEERDNS=no

PEERROUTES=no
IPV4_FAILURE_FATAL=no
NAME=eth0

36epiraemo 3miHu
KOHOirypauii Ta nepesanyckaemo
KOHirypauito mepeski:

e UNKNOWHN group default glen 1000

sudo systemctl restart network

 codel state UP group default glen 1000

Puc. 10.8. 3acmocysaHHA 3MiH HaAAWMYBAHb Mepexci
He 3abyBaemMo MpO BaskKAMBUI MOMEHT — im'a |2 root@appliance:~
cepsepy. CepBep mae HocuTH im’a Zabbix-G-N, 3miHloemo
ue im’a y BigNoBiAHOCTI 4,0 3aBAAHHA:

hostname

sudo hostnamect! set-hostname Zabbix-22-45

Puc. 10.9. lMepelimeHysaHHs cepsepy Zabbix

Hopaemo y paitn /etc/hosts paaok 3 HoBUM imeHem cepsepy 127.0.1.1 Zabbix-22-45

HanawTtosyemo Port Forwarding NAT Network gna 80-ro (http) nopTy. 3axoAuMMO y HafalWTyBaHHA Mepexi
VirtualBox Ta gogaemo BiAMOBIAHI HanalWTyBaHHA ANA «nNpokugaHHsa» 80 nopTy Ha 81 meperkeBoro aganTtepy
¢disnyHoro xocty (80 nopt 3aitHATO WEB-iHTepdelicom Nagios). 3pa3oK HanalTyBaHb NOKasaHM Ha puc. 10.10.

General Options Port Forwarding

IPvd IPvE
Mame Protocol Host TP Host Port Guest IP Guest Port
Serc-2Z2-45-4 55H TCR 192.168.56.1 2201 192.165.45.152 22
| TCP 192,168.56.1 81 192,168,45.134 &80 |
Zabbix-22-45 55H TCP 192,168,56,1 2202 192,166,45.134 22

Puc. 10.10. HanawmysaHHA HTTP Port Forwarding 0ns cepsepy Zabbix-22-45
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ZABBIX Global view
o
Aamin
Passwor
Top hosts by CPU utilization System information
| Remember me for 30 days

Puc. 10.11. HTTP-nioKkno4eHHA 0o Zabbix-22-45 3 VirtualBox Host
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b5a30Bi HaNalWTYBaHHA CaMlTy.

MNiakntovaemocsa no HTTP no Web-cepsepa Zabbix-G-N Ta 3miH0eEMO Moro im’s y BignoBiAHOCTI 40 3aBAaHHA.
MepelimeHyBaHHA BUKOHYETbCA y NyHKTI [All Dashboard]/[Zabbix server]/[Host]/[Host name]

Fabbix server & C A HeszawwmweHo | 192.168.56.1:81/2sbbixphp?action=popup&popup.. B = ¥ & 0O @ :

Al dashboards / Zabbix server Zabbix server

Map
LomLretuark Host

Host  IPMI Tags  Macros  Inweniory @ Encryption  “alue mapping

1 Dashboards
Problems Visible name
Lstest data )

Templates Mame Actions

Graphs

Wb

Inventory Zabhix server health Unlink Unlink and clear

Linux by Zahhix agent Unlink Unlink and clear

CONFIGU RATIO N Select

Host

* Host groups Select

Top hosts by CPU utilization
Interfaces Type |P address DMES name Connectto Port s

Hostname Utilization Tmoavg Gmoavg 18m avy Froce
agent| 127.001 n ons || 10080 C

Zabbi-22-45 [ 17.50% 045 0.44 058 21

Nesrrintinn

BT

Puc. 10.12. 3miHa imeHi xocmy y Web-iHmepdelici.

Y nyHkTi meHio [Users]/[Users]/[Admin] 3miHoemo naponb gna Web-nigkntoueHHAa KopucTyBada Admin Ta
BCTAHOB/IIOEMO YacoOBY 30HY. 3BEpHIiTb yBary Ha cneuudidyHi BUMOrK A1 HOBOrO MNapoto, AKI MOMKHA NepernaHyTm
NPV HaTUCKaHHI Ha 3HaK «?» fiBopyy Big nons *Password (prc.10.13) Npuknagu P@SSwOrd2025 ab6o ZhytOmyr25.

& [¢] A He zawuweno | 192.168.56.1:81/zabbix.php?action = user.edit&useri, W e *

ZABBIX « n =8

sers

User Media Permissions

User Media  Permissions
* Usemame | Admin

* Username hame | Zabbix

Marme | Zabhix

Lastname | Administrator

Lastname | Administrator
Groups Zabhix administrators X

sroups Zabu aaminstators X
= Current password | e

= Password @ | e

Fassword | Change passwor €pm—————""—"

Language | System default v

= Password ance again) || e
Time zane | System defaull: (UTG+00.00) UTG ~
Password i not mandatary 0 non inte mal authentication e
Theme | System default v
Language | System default v
Auto-login | v|
T\mzznnsl ‘ (UTC+03:00) Europeikyiy -
Auto-logout
+ ratrosh (200 Theme | System defaut v
* Rows perpage | 50 Auteogin v
URL (afer login) Auto-logout

4 .

ation

Puc. 10.13. HanawmysaxHa y Web-iHmepdelici naponto kopucmyeaua Admin ma ecmaHoeneHHs Time zone.

Y KoHcoAi 3MiHI0EMO iM’'a Web-cTopiHkn — y daiini /etc/zabbix/web/zabbix.conf.php 3amiHIOEMO 3HaueHHs
3miHHOT SZBX_SERVER_NAMIE Ha 'Zabbix-G-N'Ta nepesanyckaemo Web-cepsep

sudo systemctl restart nginx
3 6e3neKoBMX MipKyBaHb 3MiHIOEMO Napo/ib KOPMUCTyBaya root:

passwd

L) root@appliance:~ - BB root@appliance:~ = B N Nagios: 192.168.56.1 % [ Zabbix-22-45 Dashboard X

sardview&dashboardid="1&from  Zabbix-22-45; Dashboard
192,168.56.1:81

2 root@appliance:~

~_DEFAULT _FO TG 2 $IH ORMAT DEFAULT

Puc. 10.14. 3miHa imeHi Web-cmopiHKu ma naposto Kopucmyea4a root.
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HanawTtyBaHHA areHTcbKoro moHitopuury Windows cepsepy y Zabbix.

3aBaHTaxkyemo Zabbix Agent. Ha cepsepi Serv-G-N-1, ge nnaHyeTbCA BCTAHOBMTWU areHT, MepexogMmo Ha
odiuinHni caiT Zabbix Downloads. O6upaemo

Operating System: Windows,

Architecture: x64 (a6o x86, Akwo y Bac 32-6iTHa cuctema ©),

Zabbix Version: 7.4 (BianoBigae Bepcii BcTaHOBNEHOro cepeepa Zabbix)
Ta 3aBaHTAXKYEMO iHCTanALiNHWIA daiin abo apxis.

[Jani onucyeTbca BCTaHOBNEHHSA areHTy Ha Windows Server 2022 3a 40ONOMOrot msi-nakeTy.

ENCRVPTION PACKAGING

Get Zabbix

CpenssL

Linu 86 72 Ho ancryptien Aschiva

Zabbix

Containers

Zabbix
Agents

Zabbix

Sources

Third-Party
cloud

Zabbix

Packages

Zabbix

Appliance

Puc. 10.15. Bubip onepauyiliHoi cucmemu 0158 azeHmy Zabbix ma muny iHcmanayiliHo2o nakemy..

Ha cTopiHuj 3aBaHTaXKeHHA NpUCYTHI ABa areHTU. Obuaga areHTM Zabbix — ue nporpamu ana 36opy gaHMx
npo cucTemy, ane BOHW MatoTb AefKi CyTTEBI Bi4MIHHOCTI, AKi BApTO BPaxoByBaTW 3aN€XKHO Big, Balwmx notpeb:

Zabbix Agent (knacuuHuiA areHT) - cTapilla Bepcia areHTa, WO iCHYe NPOTArOM TPUBanoro yacy. HanvcaHa Ha
moBi C, Mae NPOCTy apXiTeKTypy i nNpautoe aK okpema cnyxkba. MigTpmye aKTUBHWI Ta NAaCUBHUIA pexumun 36opy
OaHUX Ta BUKOPWUCTOBYETbCA AN 6a30BOro MOHITOPUHrY: 36ip mMeTpuK i3 ¢annis, norie, Npouecis, BUKOHaAHHA
nepeBipoK CUCTEMHUX NapameTpis (Hanpuknag, 3aBaHTaxkeHHA LM, BUKopucTaHHA nam'aTi, cTaTycy AMCKiB).

MeHLwe HaBaHTaXeHHA Ha Pecypcu cMcTemMu.

PekomeHAayeTbCA ANA CUCTEM i3 HU3BKMMM BUMOramn o dyHKUioHany abo ctapumn KoHdirypauiamu Zabbix-
cepsepa.

Zabbix Agent 2 - cyuacHilia Bepcisi areHTa, po3pobsieHa AK anbTepHaTMBa KNacMYHOMY areHTy. HanucaHa Ha
moBi Go, WO A03BONAE NPOCTiWe AoAaBaTv HoBi PyHKLUiIl. Mae po3WwMpeHi MOXKAMBOCTI: NiATPMMYE NAariHKM gns
poboTu 3 6asamu gaHux, Docker, Kubernetes Ta iHWMMKU cydyacHUMM TEXHONOFIAMM, KpaLle iHTEFPYETHCA 3 XMAPHUMMU
cepBicamu, MoxKe 361paTh binblle MEeTPUK 3aBAAKMU FHYUKIN apXiTeKTypi. TaKOXK NiATPUMYE aKTUBHUIA Ta NAaCUBHUM
pexumm 36opy AaHKX.

PekomeHAyeTbCA AN HOBMX cMcTeM abo BMNAAKiB, KoM NOTpibeH po3wmpeHuit GyHKLioHan (KoHTelHepw,
6a3n  gaHux Towo). BUKOpPUCTOBYE TpOxu Oinblue pecypciB y MOPIBHAHHI 3 KAACMYHMM areHTom, ane ue
KOMMEHCYETbCA MOro NOTYKHICTIO.

i Read manual R

Zabbix agent v7.4.0 Zabbix agent 2 v7.4.0 Read manual
Packaging:  MSI packaging MsI
Encryption:  OpenSsL
Linkage: Dynamic Encryption:  OpenSSL
Checksum:  sha256.  addabcS7adbfdco3F5d1Farl 6309eed 29027 F 386724176857 376213C60b6s4 ed Linkage: Cymamic

shal 7F41dea0R] bF1e62b 36386084507 956abd2d557 Checksum sha256:  F351da@8964d3b45b23489 ccectI2eBdbfddc@59811d565beaTdf lee?fh5ddas

s eac263250353F@5bbA5055b051554b62 sha 32e81672bEFIb6529CT A6 a0 2CEFT a15355eF5F

mdS: Scf#B62c3d2ef3951ebheSefFeb3fabd

hitps:/fcdn Zabbix.com/z abbix/binaries/stable/7.4/7.4.0/2abbix_agent-74.0-windows-3mdéd-openssimsi

http s fedn zabbix com/zabbie/binaries/stable/74/7.4.0/zabbix_agent2-7.4 0-windews-amdéd-cpenssl msi

Puc. 10.16. Bepciiv7.4.0 azeHmis Zabbix dana Windows

3aBaHTaxyemo ¢ann Zabbix agent v7.4.0 Ha cepBep Ta BUKOHYEMO BCTAaHOB/IEHHSA.

15 Zabbix Agent (64-bit) Setup - x

ZABBIX

Click the icons in the tree below to change the way features will be installed.

) Zabbix Agent (64-bit) Setup — X |§5 Zabbix Agent (64-bit) Setup — x

ZABBIX

End-User License Agreement Custom Setup

Please read the folloning license agreement carefully Select the way you want features to be installed.

Welcome to the Zabbix Agent (64-bit)
Setup Wizard

The Setup Wizard wil install Zabbix Agent (64-bit) on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard

ZABBIX

The Enterprise-class
Monitoring Solution
for Everyone

‘www.zabbix.com

Cancel

‘GNU AFFERO GENERAL PUBLIC LICENSE

Varsion 3, 19 Novamber 2007

(Copyright (C) 2007 Fres Sofiwars Fonndation, Inc. https:

[Everyone is permitted to copy 2nd distribute verbatim copies of this license docoment, but

chanzing it is not allowsd.

[T accept the terms in the License Agreement

Print Back

[ERRE=N | 2abbix Agent (64-bit)
- 3 = | Agent daemon
53 ~| Zabbix sender

3~ Zabbix get

Zabbix Agent s deployed on
monitoring targets to actively
monitor local resources and
applications and report the
gathered data to Zabbix server
This feature requires 1KB on your
hard drive. Ithas 3 of 3
subfeatures selected. The
subfeatures require 15MB on your
hard drive.

Location: Ci\Program Files\zabbix Agent) Fri=

Reset Disk Usage Back Cancel

Cancel

Puc. 10.17. NMoyamok scmaHosneHHsA Zabbix Agent (64-bit) 0ns Windows.


https://www.zabbix.com/download_agents
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1B Zabbix Agent (64-bit) v7.4.0 Setup X |§ Zabbix Agent (64-bit) Setup - X | §8) Zabbix Agent (64-bit) Setup

Zabbix Agent service configuration
Please enter the informaton for configure Zabbix Agent ZABBIX Ready to install Zabbix Agent {64-bit) ZABBIX

Completed the Zabbix Agent (64-bit)
Setup Wizard

Host name: [sERv-22-45-1 Click Install to begin the installation. Click Back to review or change any of your

Click the Finish button to exit the Setup Wizard.
installation settings. Click Cancel to exit the wizard.

ZABBIX

Appeca cepeepy Zabbix

Zabbix server P/ONS:  [[192. 168 45,134 §6

The Enterprise-class

Agent listen port: 10050 Monitoring Solution
Server or Proxy for for Everyone
active checks: [iz7.0.0.1

[JEnable P5¢

[ add agent location to the PATH

www.zabbix com

Back Cancel Back Instal Cancel Back Cancel

Puc. 10.18. 3asepweHHAa scmaHosneHHA azeHmy Zabbix dna Windows v7.4.0

[na npaBuabHOro 3amoBHeHHA KoHoirypauii Zabbix Agent (puc.10.18/mantoHoK 1) 3BepHiTb yBary Ha TaKi
napameTtpu:
e Host name. Im's xocTy, Ni AKMUM BiH Byae 3apeecTpoBaHuii Ta Bigobpakatuca y Zabbix Server.
Hanpwuknag: SERV-22-40-1.
e Zabbix server IP/DNS. Bkaxitb IP-aapecy abo DNS-im'a cepsepa Zabbix, 3 sKuM areHT mae 3'egHyBaTuHCA.
e  Agent listen port. Lie nopT, Ha AKOomy areHT byae cayxaty 3anutu. MopT 3a 3amoBYyBaHHAM: 10050.
e Server or Proxy for active checks. |P-agpeca abo DNS-im'a cepsepa uuM npokci-cepsepa Zabbix ana akTUBHUX
nepesipok. AKLLO He BUKOPUCTOBYETE NPOKCi-cepBep, BKaXiTb IP cepsepa Zabbix.
e  Enable PSK. AKwo BukopuctoByeTe WwWndpysaHHa PSK gns 6eaneyHoro 3'e4HaHHSA, NOCTAaBTe rasiouKy Ta HanawTynTe
napametpu PSK. AKw,o PSK He BUKOPUCTOBYETLCA, 3aAMLLTE OMLLiK0O BUMKHEHOIO.
e  Add agent location to the PATH. [lofae wnax [0 areHTa y 3MiHHy cepegosuwa PATH, wo cnpowye goctyn go
BMKOHYBaHWX GaiNiB areHTy yepes KOMaHAHUI pALOK.
Micna 3aBeplueHHA BCTAaHOBNEHHA areHTy, NepeBipPAEMO CTaH cnyxbu «Zabbix Agent» Ta um cTBOpPUIOCH
BignosigHe areHTy npasuao Ha Wndows Defender Firewall:

Senv-22-45-1 [Running] - Cracle ¥M WirtualBox & Serv-22-45-1 [Running] - Oracle VM VirtualBox
- i Windows Defender Firewall with Advanced Security
5 Manage
File Action View Help
Zabbix Agent Propesties (Local Computer) X |75 [
Help 5 | @ Windows Defender Firewall witl (TSR LIS
= = eneral LogOn Recovery Dependencies P s
HEAN Rl N g r = g Ig:;‘;"fﬂ?gjﬁ Name Group Profle  Enabled  Action A
O Sxmie=) Service name:  ZTENREN] By Connection Security Rules gNSCIwemu WMonitoring Agent Al Ves Allow
Zabbix Agent lsten port All Yes Allow
" Display name:  Zabbix Agent & Monitoring J L
Zabbix Agent rtup Type 9 Allloyn Router (TCP-In) Alljoyn Router Domai.. Ves Allow
Description. Provides system monitoring abled @ Allloyn Router (UDP-In) Allloyn Router Demai.. VYes Allow
Stop the service sl
Restart the service o Zabbix Agent listen port Properties X
Path to executable nual g
) “C.\Program Files\Zabbix Agert\zabbix_agertd exe” ~corfig "C\Program f [1OM2tI< Protocols and Pots ~ Scope  Advanced  Local Prinipals  Remote: Users
Des(_nptmn. . abled General Programs and Services Remote Computers
Provides system monitoring Startup type: Automatic (Delayed Start) - nual
General
tomatic
Name:
tomatic -
ad
Service status:  Running abled e
tomatic
Stat Stop Pauss Resume abled kb Agert wilten antis potfo connectons fam
You can specify the start parameters that apply when you start the service nual
from here tomatic (T... Enabled
nua: (Trig... oton
"“a‘ 5 ® Alowthe conmedtion
"“a‘ L& O Alow the connection i it is secure
nua
Cocd | [ e o
T Workstation Createsand... Running  Automatic O Block the connection
% Zabbix Agent Providessys.. Running  Automatic (...

Puc. 10.10. Cepsic ma npasuno Firewall «Zabbix Agent listen port»

Ha upomy KoHoirypyBaHHs Zabbix Agent Ha cepBepi Serv-G-N-1 3aBeplueHo.

HEPQXO,D,VIMO p'o CTBOpEHHﬂ XOCTy y Ho_s\\wn Tags  Maoros  Invertory  Enoryption  “Alue mapping
i : v . * Host name -stz-sm
Zabbix. 3axogmmo y Be6-iHTepdeiic Zabbix,

“sible name
nepexoaumo y nisomy meHto o [Data collection] R e
- [Hosts.]. Hatuckaemo KHonky Create host y — e

BEPXHbOMY MPABOMY KyTKy 414 [AO4aBaHHA .
HOBOTO XOCTY. | I o [t ® femes

BaHTaXunTbCA BikKHO puc. 10.11. ‘ -

BBoaMMoO im’a xocTy, pomaemo iHTepdelic
i3 TMnom Agent, npuB’A3yemo  wWabnoH
(Hanpuknaa, Template OS Windows by Zabbix nierad by
agent) Ta 36epiraemMo HanalTyBaHHs. e

[JomeH y Hac BiacyTHin — aybntoemo y DNS
name IPaddress Ta 3anuwaemo Connect to IP. Puc. 10.11. [Data collection] - [Hosts.] - [Create Host]

Deseription | Windows 2022 server

Froxy | Froxy group
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\ He saupmwiero | 192.168.56.1:81 fzabbixphp?action=hostlist W a2+ 0@ :
Hosts Host Wizard
Host aclded ‘

7 Fittar
Host groups | type here to search Selact Status Enabled | Disabled
Templates | type here to search Selact Wanitored by Server | Proxy | Proxy group
Hame Tags ar
ons tag Cortains | [vaie Remove
Add
- s
Part
Mame & lems Triggers Graphs Discovery Web  Interface Proxy  Templates Status Fuailabilty #gent encryption Info  Tags
Serv-22-46-1 fems 3 Triggers 13 Graphs & Discovery + fah 102.168.46.126:10080 ‘findows by Fabbix agent Enahled m
Zabbix-22-46 ems 161 Triggers @ Graphs a1 Discovery & fah 127.000.1:10050 Linux by Zabbix agent, Zabhix serwer health En d m m
Displaying  of 2 found
D zelected

Puc. 10.11. [lodasaHHs xocmy y eeb-iHmepgpelic Zabbix

MepernaHeMo pe3y/sibTaTh BUKOHAHWX HaNaLWTyBaHb.

MeHto [Monitoring] - [Hosts] abo meHto [Data collection] - [Hosts]. 3aranbHuUiM cTaTyc XocTa: 3e/1eHa iKOHKa
CUTHANI3YE, LLO XOCT AOCTYNHUI i AaHi OTPMMYIOTBCS, YEPBOHA IKOHKA BKA3Yye Ha Npobaemy 3 NiAKAOYEHHAM.

Y meHio [Monitoring] = [Hosts] an1a KoXKHOro xocTy € KinbKa nigmeHto: Dashboard, Problems, Graphs, Items Ta
iHWi. Ha pnc.10.12 cuctema MOHITOPUHTY BUABKIA Npobaemy CMHXPOHi3au,ii Yacy 3 cepsepom Zabbix. BunpasuTu uto
npobaemy 6esnocepeHbO Yepes Beb-iHTepdeiic Zabbix HEMOXKNMBO, OCKiNIbKM BOHa NOB'A3aHa 3 PO3CUHXPOHI3aLiet0
Yacy Ha cepBepi (Serv-22-45-1) Ta cepBepi Zabbix. Cnpobyemo ii BUPiWKUTK y HACTyNHilA poboTi.

Hosts
v
Name Staws Enabled | Disabled
Host groups | type hers 1o sezrch Selact Tags or
I tag Containg ~ || value Remove
Aid
ons £ad
Show hests in mainterance [ Show suppressed problzms
Por
obne ! oHizauii yacy
Severty || Mot elassified Waring High MpoGnena ciHXpOHisauii Yacy
Information urerage Disaster
Name Interfase Auailabilty Tags Status Latest data Protlems, Graphs Dashboards et
Sarv-22-45-1 192.168.46.135:10050 Enatled Latest data 13 Graphs 12 Dashboards 3
Zabbix-22-45 127.0.0.1:10050 EB Enabied Latest data 164 Graphs @ Dashbosrds ¢

Displaying Z of # found
Problems EZTED B

v

Shou Froblems | History Host invertory | Type ~ Femawe
Host groups | type hers 1o search select s
Hosts B 1 Salect Tags or
type here to search tag Contains v || walue FRemove
Triggers [ rype here 1o search select e
Problem Showtzgs | Mene | 1| 2 n Tagrame [N Shortened | Hone
Sewerity || Mot classified iaming High Tag display priority | comma:separated i
Information Farerage Disaster Show operational data Separately | With problem name
#ge less than davs Compact wiew Show timeline [
Shew symptoms show details Highlight whale row

Show suppressed problems

Foknouledgement status Unacknowledged | Acknouledged | By me

Time v Severty  Recovery tme Staus Info Host Frablem ODuration  Update  detions  Tags

045343 At + iaming PROBLEM Serw-33-46-1 Wiindoms: System time is out of sync (diff with Tabbix server > G0<) & 16m &7s  Update

Displaying 1 of 1 found

Puc. 10.12. MeHto [Monitoring] - [Hosts] y eeb-iHmepdpelici Zabbix
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3aBpaHHA [o nabopaTopHOi po6oTu

1. 3aBaHTaXKTe aKTyaNbHWI annaiiHc Zabbix. BcTaHOBITb 3 annaHcy BipTyanbHy MalMHy 3 imeHem Zabbix-G-N Ta
CTAaTUYHOO aApPECcOl0 Y HaNalTOBaHY Mepexy MOHITOPUHry. G — Homep rpynu, N — BapiaHT, napameTpu Aans
po3paxyHKy IP-agpec y 3aBgaHHi HagaHo y goaaTky 10.1.

2. Hanawrtyiite gns BM Zabbix-G-N Port Forwarding ana HTTP-nigkntoyeHHs 3 VirtualBox Hosts

3. BukoHaviTe 6a30Bi HanawTyBaHHA cepBepy Zabbix: im’a xocTy, cepBepy Ta canTy mae Bignosigatv wabnoHy
Zabbix-G-N.

4. 3miHiTb naponb zabbix KopucTyBauis cepsepy Zabbix-G-N root Ta Admin Ha 6e3neuHi.

5. BcTaHOBIiTb Ta HanawTylTe Ha KoHTponepi AomeHy Serv-G-N-1 KnacuuHuiA areHT Zabbix 6e3 BUMKOPUCTaHHSA
wndpysaHHA PSK Ta 3mMiHM NopTiB 414 MOHITOPUHTY.

6. [Oopavite Windows cepsep Serv-G-N-1 ao nepeniky xoctis cepsepa Zabbix-G-N

7. MepernaHbTe gaHi MOHITOPUHIY y Beb-iHTepdelici Zabbix. Yu icHYOTb Y A@aHUIA MOMEHT siKicb Npobiemu?

3BiT Ma€e micTuTH:

®  JIiICTUHT BUKOPUCTAaHUX KOMaHA;
e  KOPOTKMIA onuc peaaryBaHHA dannis KoHoirypauii;
®  CKPIHWOTW HaNAWTyBaHb Ta MiAK/IOYEHD.

Oopatok 10.1
MapameTpun ans po3paxyHky IP-agpec y 3aBaaHHi.

Ne IP-agpeca Ne IP-agpeca Ne IP-agpeca
BapiaHTa Mepexi BapiaHTa Mepexi BapiaHTa Mepexi
1 192.168.N.0 /27 14 192.168.N.160 /27 27 192.168.N.64 /27
2 192.168.N.32 /27 15 192.168.N.192 /27 28 192.168.N.96 /27
3 192.168.N.64 /27 16 192.168.N.224 /27 29 192.168.N.128 /27
4 192.168.N.96 /27 17 192.168.N.0 /27 30 192.168.N.160 /27
5 192.168.N.128 /27 18 192.168.N.32 /27 31 192.168.N.192 /27
6 192.168.N.160 /27 19 192.168.N.64 /27 32 192.168.N.224 /27
7 192.168.N.192 /27 20 192.168.N.96 /27 33 192.168.N.0 /27
8 192.168.N.224 /27 21 192.168.N.128 /27 34 192.168.N.32 /27
9 192.168.N.0 /27 22 192.168.N.160 /27 35 192.168.N.64 /27
10 192.168.N.32 /27 23 192.168.N.192 /27 36 192.168.N.96 /27
11 192.168.N.64 /27 24 192.168.N.224 /27 37 192.168.N.128 /27
12 192.168.N.96 /27 25 192.168.N.0 /27 38 192.168.N.160 /27
13 192.168.N.128 /27 26 192.168.N.32 /27 39 192.168.N.192 /27

KopucHi nocunaHHsa
e Install Zabbix Appliance.

https://www.zabbix.com/download appliance

e Zabbix Manual.
https://www.zabbix.com/documentation/current/en/manual

e Zabbix Download Agents.

https://www.zabbix.com/download agents



https://www.zabbix.com/download_appliance
https://www.zabbix.com/documentation/current/en/manual

