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Jlabopartopna po6ota Ne§
[oAaTKOBI HanawTyBaHHA cucTeMu MoHiTopuHry Nagios:

KOPUCTYBayi, 4aCoBi MPOMIiXKKU, KOHTAKTU.
Meta: GOpMyBaHHS MPAKTUYHUX HABUYOK PO3LIMPEHOrO HaNalTyBaHHA CUCTEMWU MOHITOpuHry Nagios, 30Kpema
YyNpPaBAiHHA 4YacOBMMM NepiogamMmm MOHITOPUHTY, CTBOPEHHSA KOPWUCTYBauiB i3 OOMEKeHMMM npaBamu [OCTyny Ta
HaNAWTYBAHHA CMCTEMM OMOBILLEHHA NPO KPUTUYHI nogii.
IHcTpymeHTU: rinepBisop VirtualBox, moaenb Komn'toTepHOT Mepexki.
TeopeTnyHi BigoMocTi

b — = VirtualBox Host
Serv-G-N-3
(Nagios Core)

NatNetwork

WS-G-N-1 (NCPA) (Gateway/DNS/DHCP)

Serv-G-N-4 (NCPA+NRPE)

Puc. 8.1. Tononozia mepexci

Ha puc. 8.1 HaBegeHa Mmogenb KOMMN'IOTEPHOI Mepexki, nobyaoBaHa nia 4Yac BMKOHAHHA MonepeaHix
nabopaTopHux pobiT. o cepsepy Serv-G-N-2 HanawToBaHo SSH gocTyn yepe3 NAT Network gns VirtualBox Host.

Ha cepsepi Serv-G-N-2 po3ropHyTo cMcTeMy MOHITOpUHIy Ha 6a3i Nagios 4.X. HanawToBaHO NigKAOYeHHSs 3
xocty NAT Network no npotokony HTTP oo cuctemy MOHITOPUHTY Mig, KOpPUCTyBavyem nagios.

Time Periods in Nagios Core.

HanawTtyBaHHA 4YacoBMX iHTEPBaNiB MOHITOPUHIY [03BO/IAE KOHTPONOBATWU, KOMM MOXKYTb MPALOBATU Pi3Hi
aCneKTU NIOTiKNM MOHITOPUHTY Ta OMNOBiLWEHHA. HanpuKknaa, MoXKHa OOMEKUTU BUKOHAHHA PEryNfapHMX 3an1aHoBaHMX
nepeBipoK XOCTy Ta CAyxbwu, HagcunaTM ChoBilLeHHA, BMKOPUCTOBYBATM eCKanalilo CroBiWweHb, KOAW AiloTb
3a/1€XKHOCTI.

BusHaueHHA xocTiB i cnyxb matoTb Heobos’A3KoBYy AnpekTMBY check_period , Aka [03BONAE BKa3aTu nepiog,
yacy, AKUIN cnig, BUKOPUCTOBYBATU A/1A 0OMEXKEHHSA, KO/IM MOXHa BUKOHYBATK PeryaspHi akTUBHI NepeBipKM XOCTy umn
cny6u. AKwo ampektnsy check_period He BUKOPUCTOBYETbCA A1 BM3HAYeHHs nepiogy Yacy, Nagios Core 3morke
3anaHyBaTM aKTUBHI NEPEeBiPKM XOCTY UM CNYKOU B Byab-aKuii yac. Mo cyTi, ue cLueHapiit MOHITOpUHry 24X7.

3a3HaueHHA nepioay Yacy B aupekTtusi check_period no3sonse obmexuntu yac, npotarom sakoro Nagios Core
BMKOHYE perynAapHi 3annaHOBaHi aKTMBHI nepeBipku xocty abo cnyx6u. Konu Nagios Core HamaraetbcA
nepensiaHyBaTU nepeBipKy XOocTy abo ciy»Kbu, BiH NepeKOHaETbCA, WO HACTyNHa nepesipka NOTpanase B AiMCHUI
[iana3oH Yacy B MeXaxX BW3HA4YeHOro nepiogy vacy. AKWO uboro He Biabysaetbcs, Nagios Core HanawTye 4ac
HacTynHoi NepeBipKM Tak, Wo6 BiH 36irca 3 HaCTYyNHUM «ZiMCHMM» YacOMm Y BKasaHWi nepiofd 4yacy. Lle o3Hauae, wo
XOCT ab0o cny*K6a MOXKYTb He NepeBiPATUCA 3HOBY Yepes roANHY, AeHb YU TUKAEHD TOLO.

MpuKNagy AMPEKTUB A PiISHUX NepioaiB Yacy MOMKHA 3HAWUTK TyT . Mu ByayeMo TeCTOBO-HaBYa/IbHY CUCTEMY
MOHITOPUHIY, TOMY HaNAWTYEMO [Ba YaCOBWMX MNPOMIXKKM MOHITOpPUHTYy. Lli HanawTyBaHHA BUWKOHYKTbCA Y
danni /usr/local/nagios/etc/objects/timeperiods.cfg. Bigxpnsaemo daiin i oapasy 6a4MMo KislbKa BXKe BU3HAYEHMX
YacoBMX NepioAis Ta WabnoHIB A0 HUX. HanpuKknaa CTaHAaPT MOHITOPUHIY 24X7 BUrNAAAE HAaCTYNMHUM YUHOM:

define timeperiod {

name 24x7

timeperiod name 24x7

alias 24 Hours A Day, 7 Days A Week
sunday 00:00-24:00

monday 00:00-24:00

tuesday 00:00-24:00

wednesday 00:00-24:00

thursday 00:00-24:00

friday 00:00-24:00

saturday 00:00-24:00



https://assets.nagios.com/downloads/nagioscore/docs/nagioscore/4/en/objectdefinitions.html#timeperiod
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ntime every Sunday from 22:00 to 23:00 EET

CTBOPMMO CBiil NepLUMiA YacoBUI Nepiod, WO MaE
npautoBaTh y pexumi 24x7 3 BUMKHEHHAM MOHITOPUHTY
KOXHY Heginto 3 22:00 go 23:00 no KuiscbKomy uacy.
CKaximo, WO Yy Uel 4Yac MaEe BUMKOHYBaTMUCA CepBicHe
nepesaBaHTaXKeHHA cepBepiB. 3 ornagy Ha Npuknagu
KOHOirypauis TakKoro 4acosoro nepiogy 6yae matu
BUMNAA: )

rs (Mon-Fri 9:00-18:00, Fri 9:00-17:00)
eperiod {
period name

Opyrmii  yacosulii  nepios, MNPOTATOM  AKOroO
BUKOHYETbCA MOHITOPUHI poboumx CcTaHui Ta ix
nepudepii. Mepiog mae TpuBaTM Auwe pobounit yac
nepcoHany - 3 NnoHeAainka no yertsep — 3 9:00 go 18:00, y
n’‘atHmgo — 3 9:00 go 17:00 no KwuiBcbkomy 4acy.
KoHoirypauisa Takoro yacoBoro nepiogy Ma€ HacTynHuin
BUMNAA: )

Jonaemo uacosi nepioan Ao KoHeirypauiiHoro dainy Jusr/local/nagios/etc/objects/timeperiods.cfg Ta
BMKOHYEMO MepeBipKy BiPHOCTI BHECEHUX Y KOHOIrypaLito 3miH 3 nepesanyckom cepsicy Nagios:
sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg
sudo service nagios restart
Mifg yac BMKOHaHHA nonepeaHboi 1abopaTopHOi MW BUKOHANW ANna NiHyKc cepeepa Serv-G-N-4 HanawTyBaHHA

nepeBipKM AOOCTYMHOCTIi AOMEHHUX iMeH ztu.edu.ua Ta TMMYAcOBO BUMMKHYAW X MOHITOPUHIr wWo6 3anobirtm
moxknnsomy edekty DDoS-aTaK yepes yacTi 3BepHEHHS.

e {

e, serv-22-40-3 Penaryemo cekuji cepsicis nepesipku AOMeHIB y
: : daiini KoHdirypauii xocty

check_nrpe!check_dns -a ztu.edu.ua /usr/local/nagios/etc/objects/linux/serv-22-45-4.cfg
3HiMaemo KomeHTapi 3 pagkKis, napameTp check_interval
36inblwyemo 3 5 xB Ao 30, y AKOCTi nepioay nepesipok
tion perd work-hours check_period 3amictb cTaHAapTHOro 3HadeHHA 24x7
} 3a[ldEMO Ha3BY BWM3HA4YeHOro poboyoro nepioay work-
hours.

Tak camo 3miHemo notification_period, wo BM3Hayae nepiogn, Konm Nagios 6yae BianpaBAATU
noBigoOM/IEHHA NPO HEeAOCTYNHICTb cepBicy. notification_period morke BigpisHaTMCa Big check_period.

use

service description
check_c i

[N 3MEHLEHHA KiNbKOCTI PAAKIB | YHUKHEeHHA mo- | °7717e service | 24x7-no-sunday-night -service
BTOPEHHA OAHUX i TUX CamMUX NapameTpiB y ¢aini koHbiry-
pauii  /ust/local/nagios/etc/objects/linux/serv-22-45-4.cfg, H
cTBOptOEMO WabnoH cepsicy. Y ubomy WaboHI BUHECEHO 1
BCi TUMOBI NapaMeTpu, WO CRiNbHI A1 BiNbLWOCTI cepaiciB. Lo emsandayTataht
Cekuia WabaoHy Mae BUrnaa; 1 24x7-no-sunday-night

Ak GaunTe, AnAa 3HauyeHb check_period Ta notification_period y wabnoHi BKa3aHO HaNalITOBAaHWIM Hamu
Yacosui nepiog 24x7-no-sunday-night.

3a notpebu uen wWabnoH, AK | byab AKMN KOPUCTYBaLbKUN, MOXHA BUHECTU A0 OKpemoro ¢aliny wabnoHis
cepsicis. OgHaK, BPaxoOBYHOUYM HEBEAMKY KiNbKiCTb XOCTIB Yy HaBYa/ibHOMY CTeHAi, LI CeKLilo 3anuWeHo
6e3nocepenHbo y KOHdIrypauinHomy daini BignoBigHOro xocry.

Ona BCix cepBiCiB [aHOrO XOCTy, 3@ BMHATKOM NepPEeBipKU
OOCTYNHOCTI AOMEHIB, 33[a€ETbCA BMKOPUCTAHHA CTBOPEHOro LWabnoHy
24x7-no-sunday-night-service. Le [03BoNAE YHUKHYTUM Ay6AtOBaHHA
napameTpiB y KOXHOMY cepsici. BignosigHo, i3 cekuiin define service
BUAANAOTLCA NApPaMeTpH, AKi BXKe BU3HaAYEHI y WaboHi:

24x7-no-sunday-n
60
24x7-no-sunday-night

tion inte
ion peri

define service {

TakMM 4YMHOM, TUNOBUW cepBic (He [AOCTyMHicTb
aomeHy) y daini KoHdirypauii xocty serv-22-45-4 oTpumye

y-night-service

BMF/]HA: check_comma t '"P@sswOrd' -P
. . . o 5693 -M processes -w 150 -c
3BepHITb yBary Ha /IIHK CepsBICYy 3a4aHOro AK HOBUU }
wabnoH: use 24x7-no-sunday-night-service

TakMm 4YMHOM, BCi cepBicM AaHOro cepsepy, KpiM MepeBipKM AOMEHiB, npautoTb no wabnoHy 24x7-no-
sunday-night-service.

MepeBipKa BipHOCTI BHECEHMX Y KOHIrypauito 3miH Ta nepesanyck cepsicy Nagios:
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sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg
sudo service nagios restart

Mepernagaemo poboTy BUKOHAHMX HANALUTYBaHb:

Service Status Details For Host 'serv-22-45-4'

it Rasuts: 100

Hast *# Servioe 4 Status % LastCheok *# Duration *%  Attempt #% Status Information
-22-45-
o CFU Usage oK 07-17-2025 (7:33:40 O IhEOM 228 1/5 OK: Percent was D00 %
Check Total procs oK O7-17-2025 O7-3667 19 0h47m 25 175 FROGS DK: 108 processes
Check Zombis pross oK 0O7-17-2025 O7:3404 Do thagm 588 175 FROCS DK: 0 processes with STETE =7
Check domain leamatueduus | PENDING. | M/ 0l Oh 2m 415+ 175 Tervios aheok soheduled far Thu JulLT7 DG-00AT UTE 2025
Check domain metaua. PEMDING | M/ 0l Oh 2m 415+ 15 Servics check seheduled for Thu Jul 17 D9:01:22 LTS 2025
Dheck domain PENDING | M/a 0 Oh 2m 415+ 15 Servics check scheduled For Thu Jul 17 08:02:03 UTC 2025
poralztuedu.ug
Chack domain ztueduua PEMDING | M/ 0l Oh 2m 415+ 15 Service check scheduled for Thu Jul T7 09:02:44 UTC 2085
Chack load SRU i 0F-17-2025 C7:36:40 0d1h3Em 225 115 0K - load average: 000, .00, 000
Check users hel OF-17-2026 O7:34:13 Odih43m43s 15 LUSERS O - 1 usars currently lagged in
Disk 5D Rea! bytes i OF-17-2025 C7:34:47 1 120 50m 365 115 OK: Reac_bytes was D.00 ME/s
Disk SDA Read time oK OF-17-2025 CT35:21 1 hEm4%s 15 OK: Read_time was £.00 ms/s
Disk SDA Writs byres oK 07-17-2025 CT:35:65 1o 12h49m 108 115 OK: Write_byres was 0.0 ME/s
Etharmar Rsosivsd bitss o 07172025 073629 14 ThiDm 258 175 DK Byras_rscv s D10 kB
Etharmar Ssnt biyras o 07172025 CTAT05 1 126 47m 435 15 DK Byras_ssnt s D15 KB/
Logioal disk o O7-17-2025 073737 Od Dhim 265 15 DK Fras was 107 6B,
Logial disk usad parcant oK 07-17-2025 CT-36.60 ¢ 12h49m s 16 DI Us sdl_parasnt was 7260%
oI 2340 % {Auzilabls: 118 G, Total- 154 6B, Fras: 093 88, Lssd: 03
Memeory Usage oK 07-17-2025 07:38:11 Dl hEOM5ls 15 o R RS e BT 5 Free: 8 Us
Frosess Geunt oK 07-17-2025 O7-36:08 14 12h 49m SR 175 DK: Prosess ount was 103
Siystem apsration fime oK D7-17-2025 O7:3405 Dd thagm §7s 175 DK Lptime was 1 hour 50 minutes 17 sssands
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Service Status Details For Host 'serv-22-45-4'

it Resuts: 100 ]

Host %% Service *4 Status #% LastCheck #%  Duration %  Attempt ## Status Information
iew—zz—ns— TPU Ussgs oK D7-17-2026 D9:28:40 0d 3h4tm 425 1/6 OK: Percant wag D00 %
Gheck Total prozs oK O7-17-2025 DI27:01  1d 12h 38m 225 1/5 PROCE OK: 105 processes
Check Zombig pross oK O7-17-2026 D3:29:04 D 3h41m18s  1/6 FROCS DK: 0 processes with STATE=7
Check domain learnzru.edu.ua oK O7-17-2026 D9:00:41 OdThE4mis+ 1/5 DNS OK: 0830 5800Mds responGs Uma. laarnztu.edu.ua returns 46.4.92154
Theck domaln metaua oK OF-17-2025 09:01:22 O hE4mis+  1/5 DNE OK: 0L05S secords responss Hma. meta.ua returms 17266 40165172.66.43.98
e e oK 07-17-2025 D902:03 DeiThEAmis+ 16 DNS DK: DD8E 58000 reaponss Hmea. portalzi sdu ua raturns 46.4 92154
portalztu.eduua
Check domain zhusduua oK 07-17-2026 D3:02:44 D hE4mle+  1/6 DNS OK: 0034 secords response hime. 2twedu.ua returns 46.4.92154
Check load CRU oK O7-17-2026 D328:46 Dot DR 2Im 375 1/6 0K - load average: 0.03, .07, D.02
Check users K O7-17-2025 09:29:13 Ol 3h41m 95 1/5 UUSERS CK - 1 users currently logged In
Disk 6DA Resd bytes oK O7-17-2025 09:29:43 1d 14h41m B6s  1/5 OK: Read_bytes was 0.00 ME/s
Disk 6DA Resd time oK O7-17-2025 D9:25:22 1d 2hE7m 9z 1/5 OK: Read_time was 0.00 ms/s
Disk SDA Writa bytes oK O7-17-2026 D3:26:56 1d 14h40m 308 1/6 DK: Write_bytes was 0.01 MB/s
Ethernat Ressivad bytes oK O7-17-2025 D9:26:28 1d Shim4Gs  1/6 OK: Bytas_recv was 010 kB/s
Ethernet Gent bytes oK OF-17-2025 D927:05  1d 14h 39m 35 1/5 OK: Bytes_sent was 015 kB/s
Logieal gk oK O7-17-2025 09:27:35 Od1hE2m48s 1/5 OK: Free wag 107 GB
Logieal disk used percent oK O7-17-2025 DI:26:50 1d 14h40m 215 1/5 OK: Used_percent was 7260 %
K W 23,60 % {fwailable: 117 GB, Total: 164 BB, Frae: 0.97 GB, Used: 02
Memary Usage oK O7-17-2025 09:28:43  Og 3h42mils  1/5 fel= oo usaases rizple B e B Free AU
Frocess Count CK O7-17-2025 09:26:08 1d 14h4im 165 1/5 OHK: Process count was 103
System operation time K OF-17-2025 09:29:08 Od 3h4im17s 15 CHK: Uptime was 3 hours 45 minutes 17 seconds

Resuits 1- 13 of 19 Maiching Services
Puc. 8.2. Mepeznsaod cepsicie Serv-22-45-4
Ha puc. 8.2 noKasaHe O4iKyBaHHA HAcTaHHA 3a4aHOT 30-TM XBUAMHHOI 3aTPMMKKN 1A NepeBipKn A0CTYNHOCTI
OOMeHiB. 3pa3oK danny KoHdirypauii xocty Serv-22-45-4 3 ycima BHECEHMMM 3MiHAMM HaBeAeHO Y AoaaTky 8.1.

3MIHIOEMO YacoBi HafalUTyBaHHA MOHITOPUHIY Ansa poboudoi cTaHuii — peaaryemo ii KOH@irypauinHuii daiin
/usr/local/nagios/etc/objects/workstation/ws-22-45-1.cfg, 3MiHIO4YM 3HaYeHHA check_period Ta
notification_period 3 24x7 Ha work-hours, a napameTp check_interval 36inbwyemo 3 5 x8 o 15.

CTBOPIOEMO LWAB/IOH cepsicy, MOAiIGHO A0 nonepepHix | 2777 servics |
KPOKiB y daini KOH@irypauji poboyoi CTaHU;ji
/usr/local/nagios/etc/objects/workstation/ws-22-45-1.cfg.
CTBOPIOEMO WabsoH cepiicy. Y LuboMy WabMOHI BUHECEHO BCi
TMNOBI NapameTpu, WO ChinbHi Ana 6inbwocTi cepBaicis.

Cekuifa WwabnoHy mae Burnaa;

worstation-service

MNepemunkaemo BCi cepsicM poboyoi CTaHuii  Ha
BMKOPUCTaHHA CTBOpeHoro wabnoHy worstation-service Ta
BUOANAEMO 3aliBi pAAKM 3 KoHdirypauih cepsicis. Cekuis
TUMOBOrO CepBiCYy OTPUMAE HACYTMHUI BUTNAL,

Bmict BigpeparosaHoro ¢ainy KoHdirypauii /usr/local/nagios/etc/objects/workstation/ws-22-45-1.cfg
HaBeAeHO y 8oAaTKy 8.2.
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BMKOHYEMO nepeBipKy BipHOCTIi BHECEHMX Y KOHIirypau,ito 3miH 3 nepesanyckom cepsicy Nagios:

sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

sudo service nagios restart

Ouikyemo check_interval i pmBMMOCH Ha KapTUHKY puc. 8.3.

leltResuu.s:

Host 4 Service T4 Status *4

Service Status Details For Host 'W§-22-45-1'

Last Check #%  Duration *4

Attampt +§ Status Information

W5-22-45-1 CFU Usage oK

Ethermel Received bytes LK

Ethernet Sent bytes 13

Free space ondisk © 13

Memory Usage 13

PhysicalDrive. Read bytes oK

PhysicalOrive Read fime oK

PhysicalDrive. Write bytes oK

PhysicalOrive Write fime oK

Frocass Count oK

Results 1 - 10 of 10 Matching Services

KopucryBaui Nagios Core.

C7-17-2025 10:23:41
O7-17-2025 10:24 14
O7-17-2025 10:25:04
O7-17-2025 10:25:53
O7-17-2025 10:26:44
O7-17-2025 10:27-32
O7-17-2025 10:25:22
O7-17-2025 10:291

O7-17-2025 10:30:00
O7-17-2025 10-30:60

Od Oh 26m 33s
Oct Oh 41m Os.

O Oh 40m 10
Oc Oh 39m 218
Od Oh 23m 308
O Oh 37m 425
O Oh 36m 628
O h 36m 38

O h BOmM 148
Od Dh49m 245

15 OHK: Percent was 0.00 %

15 CK: Bytes_recy was D.04 kBfs

15 CK: Bytes_sent was 0.08 kBfs

s CK: Free was 2670 GiE

15 CK: Memaory usage was B3.30 % {Available: 0ES GB, Total: 215 GB, Free: DBS GB, Used: 147 GB}
15 CK: Read_bytes was 012 MBfs

s CK: Read_time was 0.05 ms/s

15 CK: Write_bytes was D.0B MEB/s

s CK:Write_time was 00D ms/s

i3 Ok Frozass count was 76

Puc. 8.3. MepeanAo cepsicie WS5-22-45-1

Y KoHdirypauiitHomy daiini /usr/local/nagios/etc/cgi.cfg € kinbka rnobasbHUX 3MIHHUX A1 HANALWTYBaHHA

npaB KOPMCTYBauiB:

Tabauys 9.1
authorized_for_system_information SYSTEM/PROCESS | KopucTyBaui, AKi maloTb A0CTyn 40 nepernsay iHbopmauii npo
INFORMATION npouec Nagios.
ACCESS
authorized_for_configuration_information | CONFIGURATION | KopucTtyBaui, saKki moxyTb nepernsgatm BCHO KoHoirypauiiHy
INFORMATION iHbopmaLjto (xOoCTM, KOMaHAM TOWO). 3a 3aMOBYYBAHHAM
ACCESS KOPUCTYBaui  MOXYTb nepernagatv nauvie  KoHirypauiiHy
iHbopMmaUito Ana XOCTiB i CNYKO, ANA AKMX BOHM € KOHTAKTaMMU.
authorized_for_system_commands SYSTEM/PROCESS | KopucTyBaui, Aki MOKyTb BUAaBaTM KOMaHaM 3aBepLieHHs po6oTu
COMMAND Ta nepesanycky Nagios 3a gonomoroto KomaHau CGI (cmd.cgi) i
ACCESS MOXYTb 3MIHIOBATM PEXMM NPOrpPamMm Ha aKTUBHWUIA abo
OYiKyBaHHA.
authorized_for_all_services GLOBAL KopucTtyBaui, saKki MoXKyTb nepernsgatM iHbopmauito Ana BCiX
authorized_for_all_hosts HOST/SERVICE XOCTiB i cnyxb, AKi KOHTpo/OOTbCA. 3a 3aMOBYYBaHHAM
VIEW ACCESS KOPUCTYBa4yi MOXKyTb nepernagatv avwe iHbopmaLiio Npo XocTu
Un CNyKOU, ANA AKUX BOHM € KOHTAKTaMU.
authorized_for_all_service_commands GLOBAL KopwucTyBaui, fiKi MOXYTb BUAABaTM KOMaHAM, NMOB’A3aHi 3 XOCTOM
authorized_for_all_host_commands HOST/SERVICE abo cnyxboto, 3a gonomoroto KomaHau CGl (cmd.cgi) ans Bcix
COMMAND XOCTiB i cnyxkb, AKi KOHTponTbcA. 3a 3aMOBYYBaHHAM
ACCESS KOPWUCTYBayi MOXYyTb BMAABaTW KOMaHAM Auwe Ana xoctie abo
CNYXKO, BNA AKUX BOHWU € KOHTAKTaMM.
authorized_for_read_only READ-ONLY KopucTyBaui, fiKi matoTb npasa aAnwe Ha YntaHHA B CGl. Ana Hux
USERS 6710K0BaHi byab-AKi CAy»KO6W, KOMEHTapi Y4 KOMaHOM XOCTy, AKi

3a3BMYait BigobparkatoTbea Ha cTopiHKax extinfo CGl.

CTaHpapTHa 3agaya. HeobxigHo Hapgatv obmekeHui [0CTYn BMKOHABLO, AKMI Byae nvwe nepernagatv
CTATyCM XOCTiB Ta CePBICiB i OTPMMYBATM Ha NOLWTY NOBIAOMIEHHA NPO NEBHi XoCcTW. Mam’aTaloum NPo «YyTAUBICTb»
Linux go perictpy cumsonis ©, CTBOPIOEMO KOPUCTyBaya CUCTEMM MOHITOPUHIY surname:

sudo htpasswd /usr/local/nagios/etc/htpasswd.users falkovsky

[logaemo KopucTyBaya surname 4o

daiiny koHTakTiB Nagios

/usr/local/nagios/etc/objects/contacts.cfqg

Y KoHoirypauinHomy danni
/usr/local/nagios/etc/cgi.cfg

Ha/1aLITOBYEMO HACTYMHI rnob6anbHi 3MiHHI

contact {
tact name

1S w,u,C
ns w,u,c,r

d,r
nands notify-service-by-email
noti host-by-e 1
ation=nagios,falkovsky

horized for a

zed for
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22 student@seny-22-45-3; fusr/local/nagios/etcy

student@seny-22-45-3: fusr/local/nagios/etc/objects

Puc. 8.4. HanawmysaHHA npae Kopucmysa4ya surname

BUKOHYEMO nepeBipKy BipHOCTi BHECEHMX Y KOHirypau,ito 3miH. Mepesanyckaemo cepsicu Nagios Ta Apache:
sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

sudo service nagios restart
sudo systemctl restart apache2

Mepesanyck cepsicy Apache BMKOHYeTbcA Yepes 3miHun y daini /usr/local/nagios/etc/cgi.cfg

HanawTtyBaHHA BiANPaBKU NOLWITOBUX NOBiAOM/IEHbD.

Y daitnax KoHirypauii Nagios € HanalwTyBaHHSA BiACWIaHHA NOBIAOMAEHDb Y BUNaAKy npobsiem 3 xoctamu abo
cepsicamn. BUKOHaeEMO [,04aTKOBI HaNaWTyBaHHA ANA NOBHOLHHOI pob0TH Lboro dyHKLioHany.

Buwe onucaHo sK y danni  /usr/local/nagios/etc/objects/contacts.cfg BM3HaYalOTbCA KOHTaKTM 3a
3amoBYyBaHHAM (puc. 8.3) Ta iHWi. BignoBigHO ANA KOXHOro xocTy abo HaBiTb cepBicy MOX/NBO BU3HAUUTM CBilA

KOHTQaKT.

BU3HaYeHHA KOHTAKTy A/1A NOKaNbHOro XocTy y daini
Jusr/local/nagios/etc/objects/linux/localhost.cfg
BMKOHYETbCA  AodaBaHHAM  pAAKy contacts vy
BiANOBiIgHY CeKLito

Bu3HayeHHA KOHTAKTy surname BWKOHaHO Yy daini
/usr/local/nagios/etc/objects/contacts.cfg ne 8 noni email
Hanpuknag,
surname@ukr.net abo surname@ztu.edu.ua TaKo», B OMNUCI
KOHTaKTy € MOAA, B SAKUX OMUCaHO, KO/AW BianpaBaATU

NPONUCYETbCA agpeca ofepKyBaya,

NnoBigOM/IEHHA MPO CTaH XOCTY 4M cepsicy (puc.8.4).

MNoAacHeHHA NnapameTpis:

}

contact_name: Lle im'a KOHTaKTY, siKe iAeHTUDIKYE MOro B CUCTEMI.

alias: Lle nceBAOHIM KOHTAKTY, KM MOXKe ByTU BUKOPUCTaHUI AnA BiaobpaxkeHHs B iHTepdelici Nagios.
email: Agpeca eneKkTpoHHOI NoWTH, Ha AKY OyAyTb HaACUAATUCA NOBILOMNEHHS.
service_notification_period: Mepiog, konan cnyxobm 6yayTs cnosiwaTv NPo CTaH.
host_notification_period: Nepioa, Konu 6yayTb cnosiwaTtv Npo cTaH XocTy.
service_notification_commands: KomaHaa ana cnosilleHb NpPo cTaH cay»Kou.
host_notification_commands: KomaHaa ana cnosiwieHb NPo CTaH XOcTy.

Tabnauys 8.2

host_notification_options
3HaYeHHA 3a 3aMOBYYBaHHAM «d, r»
MonuBi BapiaHTV 3HaYeHb:

3 d — nosigomnaTu npo cratyc DOWN
. u — nosigomnaTu npo ctatyc UNREACHABLE
. r — NOBIZOMAATM NPO NiZHATTA XocTa (nepwuit UP)

service_notification_options
3HaYeHHA 33 3aMOBYYBAHHAM «W,U,C,r»
Mo»knuBsi BapiaHTV 3HaYeHb:

. w — nosigomnatn npo ctatyc WARNING service states,
o u — nosigomnatn npo ctatyc UNKNOWN service states,
. ¢ — nosigomnaTu npo cratyc CRITICAL service states,



mailto:surname@ukr.net
mailto:surname@ztu.edu.ua
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. f — noBiZOMANATM NPO NOYATOK i 3aKiHYEHHA «BMMatoyoro» . r — NOBIZOMAATM NPO NiZHATTA cepBicy (NepLa nosga cTaTycy
CTaHy OK)

. S — NOBIAOMAATM NPO NOYATOK i 3aKiHYEHHA 3aNN1aHOBAHOrMO . f — noBiZOMAATM NPO NOYATOK i 3aKiHYEHHA «BAMMaOYOro»
BUMKHEHHSA CTaHy

. n — He BiACWMNATU }KOAHMX NOBIJOMNEHD . n — He BiACWUNATU }KOAHMX NOBIJOMIEHb

Bxoaumo ao Nagios nig Kopucrysauem surname
Ons nigrkntoueHHA go WEB-iHTepdeiicy Nagios MOXKAMBO BUKOPMUCTOBYBATU aHOHIMHI BK/agKn y Bpaysepax:
Google Chrome (KombiHauis knasiw: Ctrl + Shift + N), Internet Explorer (IE 11) (kombiHauin knasiw: Ctrl + Shift + P).

Current Notwerk Stalus
Last Upaated: Tho Jul TP 130708 UTE 2625 g
ardis 5

Servies Slatus Tolals

Has! Status Totals.
Penging Dk Warniag Unio

hispuf/192. 16561

Tapone

Host Status Details For All Host Groups

umir Rasa: 100 Service Overview For All Host Groups
Hoat®e  giaus e Lt Choc #4 Draiin #8 St Informaiion

1 appears az though you a not have permisaion to uew Inlarmation fer amy of 1he hoata you requested .
P e P . It appears as though you do not have permission ta view informafion lor any of he hoats you requested

I'you believe this is an errer, check the HTTF server authenlicalion requirements for accessing this Cal
and check the author: i 6l aonfiguration lile.

M youbatieve ' 1his €51

84 check Ihe AuthorZation Splions in yeur COI contiguration tie.

Service Status Totals
Ok Warning Unknown Critical Pending
Bl o o e o]
All Problems Al Types

current Network Status

Last Updated: Thu Jul 17 13:17:20 UTC 2026
Upetated every 90 secords

Hagios® Cors™ 455 -
Logged inas faliovsky

Host Status Totals
Up Dowm Unreachable Pending
[of oo o]
All Problems Al Types

iew History For all hosts
Visw Notifications For All Hosts
Visw Host Status Detail For All Hosts

Service Status Details For AllHosts

it Rocute: (1]

Host *# Service ¥ Status #¥ LastCheck #%  Duration ®¥  Attempt #% Status Infarmation

W5-22-45-1 CPU Usage LK O7-17-2025 131540 Odd DR 33m 335 1/5 OK: Percent was 3640 %
Ethernet Received bytes LK O7-17-202513:09:14  Ocd 3R 23m6s  1/5 OK: Bytes_recy was D06 ks
Ethernet Sent bytes LK O7-17-202513:10:08  Odd 3R 22m 165 1/5 OH: Bytes_sent was 010 kE/fs
Free space ondisk C LK O7-17-202513:11:07  Odd 3R 21m 278 1/5 OK: Free was 2516 GIB

O Ml 8960% lable: 0.22 GB, Total: 215 GB, Free: 0.22 GE, Used:

Memory Lsage [a] |k O7-17-2025 150648 Ddihim 328 15 1on G;;"W Rl e B To B, Fres: B, Us
FhysicalDrive. Rea bytes oK O7-17-202613:12:32  Ocd Sh19m 485 1/6 OK: Reacl_bytes was D55 MB/s
FhysicalDrive. Fead tme oK O7-17-202613:13:22  Oct 3h18m 685 116 OK: Readl_time was 1.09 ma/s
FhysicalDrive. Wrics bytes oK O7-17-2025 1341 D 3hiBm s VS OK: Wiite_bytes was 1.03 MB/s
FihysicalDive. Wrics tims oK O7-17-2025 13:15:00 O 3h32m 208 1/6 OK: Wiite_time was 1.23 ma/s
Froess Count oK O7-17-202513:15:52  0d 3h31m 308 1/6 OK: Process count was 77

serv-22-45-1  Of\ Drive Space O7-17-202513:348  1d18h16m 418 13 &:- total: 43.37 Gb - used:12.03 Bb {24%] - frae 37.34 Gb {76%)

TPU Load O7-17-2025 134352 T 18h25mis  1/3 GPU Load 1% {5 min averaga}
DHOP Client O7-17-2025134:25 T 18h16mM 21 1/3 Dhep: tartad
Dara Sharing Service O7-17-20251395:08 1 18h25m 31s  1/3 Dssuve: Stared

Explorer O7-17-202513:09:33 Od 5h37Tm 475 13 ExplorerEXE: Running
Memory Usage O7-17-2025 137601 1d18h25m9s 13 Memory usagie: toral442373 MB - used: 101553 MB {23%} - frae: 3407.90 MB {775}
NRPE Gheck GRU O7-17-2025 137643 1 1h58m 208 13 DIC: GPU load 15 0k

O7-17-202513:07:31 i Ehoma7s  1/3
O7-17-2025 13:07:49 1 4h54m 408 1/3
O7-17-202513:08:23 i EhEm7s  1/3

DI BT service(s) are ok
DHC AL 2 drivveds} are ok
PROCESS K- 53 processfest

NRPE Chesk DHEP Cliert
NRPE Chesk Drive Size
NRPE Chesk WinPrasess

Puc. 8.5. Mepeanad WEB GUI Nagios nid kopucmysauem falkovsky.

3aBaaHHA po nabopaTopHoi po6oTu

1. HanawTyiTe HOBMIA YaCOBMI NepPiog, CUCTEMU MOHITOPUHIY TaKUM YMHOM W06 MOHITOPUHT BiabyBaBcA He BinbLu
HiXX 5 AOHIB Ha TMXKAEHb Ta 7 rOAWH Ha OeHb, 3 NepioAMYHICTIO He yvacTiwe 1 pa3 Ha 3 roguHKU. 3MiHiTb
HaNaWwTyBaHHA MOHITOPUHIY Ha Uel nepiod ana niHykc-cepsepa Serv-G-N-3. 3HIMiTb KOMeHTM 3 cepsiciB
MOHITOPUHIY 30BHILLHIX 4OMEHIB, Lo 6y HaNalTOBaHi y 04Hil 3 nonepeaHix pobiT.

2. CTBOPITb A0AATKOBOrO, FOCTHOBOIO KOPUCTYBAYa Y CUCTEMI MOHITOPUHTY TaKMM YMHOM, WO BiH HE MaB ZoCTyny
[0 CUCTEMHUX KOMAHZA, KOMaHA, ynpasBaiHHA cepBicamm Ta KOMaHA ynpasaiHHA NPUCTPOAMU. IM’A KopucTyBaya —
LOBiNbHe.

3. VYBingitb no Beb6-iHTepdelicy cuctemu MoHiTopuHry Nagios nig, cTBOpeHMM KOpUCTyBayem surname, ge surname
— Balle npi3Buule. MepeBipTe, AKi XOCTU Ta cepsicK BigobpaxkaloTbCa A1A LbOro KopucTyBaya, BignosigHo Ao
Moro poni Ta HanawTyBaHb 4OCTYNY.

[o 3BiTy AoganTe ckpiHwoTn GUI-iHTepdeicy Nagios, 4OCTYNHOro KopMUCTyBayy surname, 30Kpema:
e rosioBHa cTopiHka (Home — Tactical Overview);
e  CcnucoK xocTiB (Hosts);
e CMUCOK cepsiciB (Services);
®  npuknag iHbopmaLii Npo KOHKPETHNIN xocT abo cepsic.

3BiT Ma€e mictTuTu:

®  JIICTUHT BUKOPUCTAaHUX KOMaHA;
®  CKPIHWOTM OTPUMAHMX pe3yabTaTiB MOHITOpUHTY y Nagios 4;
®  KOPOTKWI onuc pegarysaHHA ¢annis KoHoirypauii Nagios 4.
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define host {
host_name
address
use
hostgroups
check command
max_check_attempts
check interval
retry interval
check period
notification_interval
notification period
notifications_enabled

}

define service {
name
register
active_checks_enabled
max_check_attempts
check_interval
retry interval
check period
notification_interval
notification_period

}

define service {
host_name
use
service_description
check command

}

define service {
host_name
use
service_description
check command

}

define service {
host_name
use
service_ description
check_ command

}

define service {
host_name
use
service_description
check command

}

define service {
host_name
use
service_ description
check command

}

define service {
host_name
use
service description
check command

}

define service {
host_name
use
service_description
check command

-u G

}

define service {
host_name
use
service description
check command

critical 95

}

define service {
host_name
use
service_description
check command

100

}

define service {
host_name
use
service_description

3pa3ok KoHdirypauii Serv-22-45-4

serv-22-45-4
192.168.45.132
linux-server
linux-servers
check_ncpa!-t 'P@sswOrd' -P 5693 -M system/agent_version
5

5

1
24x7-no-sunday-night
60
24x7-no-sunday-night
1

24x7-no-sunday-night-service

o v kr o

1
24x7-no-sunday-night
60
24x7-no-sunday-night

serv-22-45-4
24x7-no-sunday-night-service
CPU Usage

serv-22-45-4

24x7-no-sunday-night-service

Memory Usage

check_ncpa!-t 'P@sswOrd' -P 5693 -M memory/virtual -w 50 -c 80 -u G

serv-22-45-4

24x7-no-sunday-night-service

Process Count

check ncpa'!-t 'P@sswOrd' -P 5693 -M processes -w 150 -c 200

serv-22-45-4
24x7-no-sunday-night-service
Ethernet. Sent bytes

Jopatok 8.1.

check_ncpa'!-t 'P@sswOrd' -P 5693 -M cpu/percent -w 20 -c 40 -q 'aggregate=avg'

check_ncpa'!-t 'P@sswOrd' -P 5693 -M interface/enpOs3/bytes_sent -d -u k -w 10 -c 100

serv-22-45-4
24x7-no-sunday-night-service
Ethernet. Received bytes

check_ncpa!-t 'P@sswOrd' -P 5693 -M interface/enp0Os3/bytes_recv -d -u k -w 10 -c 100

serv-22-45-4

24x7-no-sunday-night-service

System operation time

check_ncpa'!-t 'P@sswOrd' -P 5693 -M 'system/uptime'’

serv-22-45-4
24x7-no-sunday-night-service
Logical disk

check_ncpa!-t 'P@sswOrd' -P 5693 -M 'disk/logical/|/free' --warning 0.8:

serv-22-45-4

24x7-no-sunday-night-service

Logical disk used percent
check_ncpa'!-t 'P@sswOrd' -P 5693

-M 'disk/logical/|/used_percent'

serv-22-45-4
24x7-no-sunday-night-service
Disk SDA. Read bytes

--critical 0.3:

--warning 90 --

check_ncpa'!-t 'P@sswOrd' -P 5693 -M 'disk/physical/sda/read bytes' -d -u M -w 50 -c

serv-22-45-4
24x7-no-sunday-night-service
Disk SDA. Write bytes
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check command

100

}

define service {
host_name
use
service_description
check command

}

define service {
host_name
use
service_description
check command

}

define service {
host_name
use
service_description
check command

}

define service {
host_name
use
service description
check command

}

define service {
host_name
use
service_description
check command

}

define service {
host_name
use
service_description
check command
max_check_attempts
check_ interval
retry interval
check period
notification_interval
notification_period

}

define service {
host_name
use
service_description
check command
max check attempts
chezk_intgrval
retry interval
check period
notification_interval
notification period

}

define service {
host_name
use
service description
check command
max_check_attempts
check interval
retry interval
check period
notification_interval
notification_period

}

define service {
host_name
use
service_description
check command
max_check_attempts
check_interval
retry interval
check period
notification_interval
notification_period

check ncpa!-t 'P@sswOrd' -P 5693 -M 'disk/physical/sda/write bytes' -d -u M -w 50 -c

serv-22-45-4
24x7-no-sunday-night-service
Disk SDA. Read time

check_ncpa'!-t 'P@sswOrd' -P 5693 -M 'disk/physical/sda/read time' -d -w 50 -c 100

serv-22-45-4
24x7-no-sunday-night-service
Check users

check nrpe!check_users

serv-22-45-4
24x7-no-sunday-night-service
Check load CPU

check nrpe!check load

serv-22-45-4
24x7-no-sunday-night-service
Check Total procs

check nrpe'!check_total_ procs

serv-22-45-4
24x7-no-sunday-night-service
Check Zombie procs

check nrpe!check zombie procs

serv-22-45-4
generic-service
Check domain meta.ua

check nrpe'!check_dns -a meta.ua

5

30

1
work-hours
60
work-hours

serv-22-45-4
generic-service
Check domain ztu.edu.ua

check nrpe!check dns -a ztu.edu.ua

5

30

1
work-hours
60
work-hours

serv-22-45-4
generic-service
Check domain learn.ztu.edu.ua

check nrpe!check dns -a learn.ztu.edu.ua

5

30

1
work-hours
60
work-hours

serv-22-45-4
generic-service
Check domain portal.ztu.edu.ua

check nrpe'!check dns -a portal.ztu.edu.ua

5

30

1
work-hours
60
work-hours



***Basics of system and network monitoring. *** OcHoeu cucmemHo20 ma mepexceso20 MOHIiMopuHay ** *#9/#10***

define host {
host_name
address
hostgroups
check command
contact_groups
max_check_attempts
check interval
retry interval
check period
notification_interval
notification_period
notifications_enabled
}
define service {
name
register
active_checks_enabled
max_check_attempts
check_interval
retry interval
check period
notification_interval
notification period

}

define service {
host_name
use
service_description
check command

}

define service {
host_name
use
service_description
check command

}

define service {
host_name
use
service_description
check command

}

define service {
host_name
use
service_ description
check command

}

define service {
host_name
use
service description
check command

-w 50 -c 100

}

define service {
host_name
use
service_description
check command

M -w 50 -c 100

}

define service {
host_name
use
service description
check command

-c 100

}

define service {
host_name
use
service_description
check command

50 -c 100

}

define service {
host_name
use
service_description
check command

100

}

define service {

JopaTtok 8.2.

3pa3ok kKoHdirypauii WS-22-45-1

WS-22-45-1
192.168.45.133
win-workstations

check_ncpa!-t 'P@sswOrd' -P 5693 -M system/agent_version

admins

5

15

1
work-hours
60
work-hours
1

worstation-service
0

1

5

15

1

work-hours

60

work-hours

WS-22-45-1
worstation-service

CPU Usage

check_ncpa!-t 'P@sswOrd'

WS-22-45-1
worstation-service
Memory Usage

check ncpa'!-t 'P@sswOrd'

WS-22-45-1
worstation-service
Process Count

check ncpa'!-t 'P@sswOrd'

WS-22-45-1
worstation-service

Free space on disk C
check_ncpa!-t 'P@sswOrd'

WS-22-45-1
worstation-service
PhysicalDrive. Read bytes

check_ncpa'!-t 'P@sswOrd' -P 5693

WS-22-45-1
worstation-service
PhysicalDrive. Write byte

check_ncpa!-t 'P@sswOrd' -P 5693 -M 'disk/physical/PhysicalDrive0/write_bytes'

WS-22-45-1
worstation-service
PhysicalDrive. Read time

check _ncpa'!-t 'P@sswOrd' -P 5693 -M 'disk/physical/PhysicalDrive0/read time' -d

WS-22-45-1
worstation-service
PhysicalDrive. Write time

-P 5693

-P 5693

-P 5693

-P 5693

s

-M cpu/percent -w 50 -c 750 -q 'aggregate=avg'

-M memory/virtual -w 80 -c 90 -u G

-M processes -w 150 -c 200

-M 'disk/logical/C:|/free' -w 15: -c 10: -u Gi

-M 'disk/physical/PhysicalDrive0/read bytes' -d -u M

check_ncpa'!-t 'P@sswOrd' -P 5693 -M 'disk/physical/PhysicalDrive0/write_time'

WS-22-45-1
worstation-service
Ethernet. Sent bytes
check ncpa!-t 'P@sswOrd'

-P 5693 -M 'interface/Ethernet/bytes_sent' -d -u k -w

50
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host_name WS-22-45-1

use worstation-service

service description Ethernet. Received bytes

check command check_ncpa!-t 'P@sswOrd' -P 5693 -M 'interface/Ethernet/bytes_recv' -d -u k -w 10 -c

100

KopucHi nocunaHHsa

o Nagios Core. Time Periods.
https://assets.nagios.com/downloads/nagioscore/docs/nagioscore/4/en/timeperiods.html
o Nagios Core. Time Period Definition

https://assets.nagios.com/downloads/nagioscore/docs/nagioscore/4/en/objectdefinitions.html#timeperiod
e Nagios Core. CGI Configuration File Options
https://assets.nagios.com/downloads/nagioscore/docs/nagioscore/4/en/configegi.html
e How to Install and Use SendEmail on Linux

https://tecadmin.net/how-to-install-sendemail-in-linux/

¢ NagiosQL - Nagios configuration tool Files
https://sourceforge.net/projects/nagiosql/files/nagiosql/



https://assets.nagios.com/downloads/nagioscore/docs/nagioscore/4/en/timeperiods.html
https://assets.nagios.com/downloads/nagioscore/docs/nagioscore/4/en/objectdefinitions.html#timeperiod
https://assets.nagios.com/downloads/nagioscore/docs/nagioscore/4/en/configcgi.html
https://tecadmin.net/how-to-install-sendemail-in-linux/
https://sourceforge.net/projects/nagiosql/files/nagiosql/

