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Jlaboparopna pobota No5
HanawTyBaHHA NacMBHOro MoHiTOPUHry Linux xocty Ha 6a3i Nagios Cross-Platform Agent.

MerTa: ¢popmyBaHHSA HABMYOK HanNalITyBaHHA MNAaCMBHOIO MOHITOPMHIY cepsepiB Linux y cuctemi Nagios 4.x 3a
aonomoroto areHTa NCPA, onTumisauii po6oTM cucTeMM MOHITOPUHIY LWNAXOM YNpaB/iHHA XOCTaMM Ta iX iHTerpau,ii
0,0 TEMaTUYHUX FPYN XOCTIB.

IHCTpYMeHTMU: rinepsisop VirtualBox, moaens Komn’loTepHOI Mepeski.
p p il p p

TeopeTnyHi BigoMocTi
Ha puc.5.1. HaBegeHa Mmoaenb Komn'toTepHoi Mepexki, nobyaoBaHa nig 4Yac BWKOHAHHA nonepeaHix
nabopaTopHux pobiTt. o cepsepy Serv-G-N-3 HanawToBaHo SSH gocTyn yepe3 NAT Network gns VirtualBox Host.

Serv-G-N-1
(NSClient++)

Serv-G-N-3 _— = VirtualBox Host

WS-G-N-1 (NCPA)

NatNetwork
(Gateway/DNS/DHCP)

Serv-G-N-4 (NCPA)

Puc. 5.1. Tononoezia mepexci
Ha cepsepi Serv-G-N-3 aBTOMaTM4HO, NpW iHCTanAUii cepBepy, PO3rOpHYTO CUCTEMY MOHITOPUHIY Ha 6asi
Nagios 4.X. MOHITOpUHI OCHOBHUX cepsiciB cepsepy Serv-G-N-1 BMKOHYyeTbcA 3a gonomoroto NSClient++. Ona
pobouoi ctaHuii WS-G-N-1 HanawToBaHO MOHITOpUHT 3a gonomoroto NCPA. HanawToBaHo nigkatoyeHHs 3 xocty NAT
Network no npotokony HTTP a0 cuctemun MOHITOPUHTY Nif KopMUcTyBayem nagios.

Service Overview For All Host Groups

Linux Servers (linux-servers) Windows WorkStations (win-workstations) Windows Servers (windows-servers)
Host Status Services Actions Host Status Services Actions Hast Status Services Actions
localhost  UR QB we-az-151 [T Qg srezzast UR RY-=¥:Y

Host Status Details For All Host Groups

Limit Fesulis:
Host ¥ Status #%  Last Check ## Duration * ¥ Status Information
WE-22-45-1 B ur O7-14-2025 12:12:41 Od Oh11m 438 DH: Agent_vergion was 31.3
localhost g uF O7-14-2025 12:10:44 Odd 8h 7m 208 FING CK - Packet loss = 085, RTA = 018 ms.
s8nv-22-45-1 B ur O7-14-2025 12:10:44 Ot 1h 44m Ds FING CK - Packst loss = 0%, RTA = DES ms

Resuits 1- 3 of 3 Matching Hosts

Puc. 5.2. Hosts, Host Groups.

Service Status Details For Host 'WS-22-45-1'

—T

Host & Service *# Status *# LastCheck #%  Duration *# Attempt #% Status Information

WS-22-45-

1 CPU Usage oK 07-14-2026 12440 Od OhTIm 38 e DK: Percant wags 0.00 %
Ethernet Recaived bytes ok D7-14-202512:15:25 O Oh1Om 185 1/5 OK: Bytes_recy was 0.09 K&/s
Ethernet Gent bytes Ok D7-14-20258 12140 Od Oh 9m 335 1/5 DK: Bytas_sent was D10 KBz
Fres spacs on disk T Ok D7-14-2026 121166 Od Oh13m47s 15 OK: Fres was 2662 GiB
Wemary Usage WARNING | D7-14-2025 12:11:43 0l Oh 9m Da 55 \;:}PN\NG: Memory usage was 7230 % {ailable: D53 58, Tatal: 215 3B, Frae: 053 5B, Used: 155
PhysicalDrive. Read bytes Ok D7-14-2026 124326 0d Dh12mi7s  1/5 DK: Read_byras was D.OD MBY/s
PhysicalOrive. Read time Ok D7-14-20261213:33 0d Oh12m10s 16 OK: Read_tima was 000 me,/s
::\t!::cam”ve' writz oK O7-14-202512:4:31 A Oh1Im 128 16 DK Write_bytes was .07 ME/s
PhysicalDrive. Write time ok D7-14-202512:12:19  Od Oh13m 245 1/5 OK: Write_time was D01 ms/s
Frocess Gount Ok D7-14-2025 1244858 0d DhiDm 43z 1/5 OK: Process eount was 73

Assults T- 10 of 10 Matching Services

Puc. 5.3. Service Status Details for host WS5-22-45-1.
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3BepHiTb yBary Ha «KOBTMM» CTaTyC BMKOPWUCTAHHA Mam’saTi Ha pobouiit ctaHuii WS-22-45-1 (puc.5.2, 5.3).
BMKOpUCTaHi NOpPOroBi HafalWTyBaHHA He MigXoAaTb A/A AaHOi poboyol CTaHLUil i TOMy PEKOMEHAOBAHO 3MIHUTU

pPAJOK:

| check command check ncpa!-t 'P@sswOrd' -P 5693 -M memory/virtual -w 50 -c 80 -u G

Nigsuwyemo noporosi 3HaveHHss Warning 3 50 o 80% a Critical 3 80 go 90%.

| check command check ncpa!-t 'P@sswOrd' -P 5693 -M memory/virtual -w 80 -c 90 -u G

Service Status Details For Host 'WS-22-45-1

Uit Resuts: 100 ]
Host *% Service *¥ Status #¥ LastCheck *#%  Duration *% Attempt *# Status Information
WE-22-45-1 CPU Usage Q E Ok 07-14-202617:27:46  Dd Oh DM 95 Vi Ok: Pargent was 3240%

Ethernat Received bytes Ok 07-14-202617:26:61  Dd OhBm 45 18 O Bytes_recy was 0.23 kB/fs
Ethernat Sent bytes Ok 07-14-202517:27:36 DA OhEmM18s 16 Oz Bytes_sant was 0.22 ks
Free space on disk © Ok C7-14-2D2517:26:48  0Od OhEm 37z 1/5 OK:Free was 26.44 GiB
Memory Usage oK C7-14-202517:23:57 K/ Oh3m58s 1/5 OK: Memory usage was 76.60 % (4vallable: 0.50 GB, Total: 215 GB, Free: 0,50 GB, Used: 1.65 GB}
PhysicalDrive. Read bytes oK 07-14-202517:24:49 Dol OhEm 65 s OK: Reacl_bytes was 051 MB/s
FhysicalDrive. Read time oK 07-14-202617:24:817 O OhEm 45 s OK: Reag_tima wag 3.69 me/s
PFhysicalDrive. Write bytes Ok 07-14-202617:26:64  0d Dh7m1s 18 DK Write_bytes was 0.97 MB/s
PhysicalDrive. Writs time Ok 07-14-202517:23:42 DdOh9m13s 16 O Wirite_time was 106 ma/s
PFrocess Count OK C7-14-2D2517:26:48  0Od OhEm 37z 1/5 OK: Process count was 78

Rssults 1- 10 of O Matching Services

Puc. 5.4. Service Status Details for WS-22-45-1 nicas pedazy8aHHA nopo208uUx 3HAYeHs.

AKwo Baw MK mae meHwe 16 Gb ¢isnyHoi nam’aTti, Ans 3meHWeHHA HaBaHTa)KeHHA Ha VirtualBox Host,
MOX/IMBO TMMYACOBO BigKNOUMTM pobody cTaHuito WS-G-N-1 Ta i MOHITOpuHr. Ons uboro nepemmeHOBYEMO

KOH®irypauiiHuin ¢ann poboyoi cTaHLil:
sudo mv Jusr/local/nagios/etc/objects/workstation/ws-22-45-1.cfg /usr/local/nagios/etc/objects/workstation/ws-22-45-1.cfg.bkp

Micns peparysaHb ¢ainnis KoHoirypau,ii, nepesipsemo BigCYTHICTb MOMUNOK Y KOHIrypaLii Ta nepesanycKkaemo
cepsic Nagios:
sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg
sudo service nagios restart
Poboua ctaHuia WS-G-N-1 morke 6yTu BUMKHYTa.
CTBOPIOEMO BipTyasbHY MalIMHYy ANA po3ropTaHHA cepsepy Serv-G-N-4 (puc.5.1.), nobygosaHomy Ha OC
Ubuntu 24.04. ina po3ropTaHHsA cepeepy imnopTyeTbea VirtualBox appliance ¢ain Serv-G-N-3.ova.
Micns imnopTy cepBepy 3 appliance ioro HeobxigHO NepelrimeHyBaTH y BiANOBIAHOCTI 40 BapiaHTy. Mepernag,
Ta neperimeHyBaHHA NOTOYHOrO iIMeHi cepBepy:
sudo hostname Serv-G-N-4
hostnamect!
sudo hostnamectl set-hostname New-Name-Server
sudo reboot
[e Serv-G-N-4 — HoBe im’s cepsepy. Nicna imnopTy, abo iHcTanAuii cepBepa HeobxigHO BMKOHATW MOro
NiAKAIOYEHHA A0 BigNOBIAHOI BipTyanbHOI Mepeki, A0 AKOT MiAKAOYEHI iHWI XOCTU Moaeni Komn’'toTepHOoT Mmepesxi.
MigkntoueHHA NoKkasaHo Ha puc. 5.5.

Ll Sery-22-45-4 - Settings = =
E General Network
ystem lapter 1 | Adapter 2 | Adapter3 | Adapter4
| systs Adapter 1 ad d d
E‘ Display Enable Network Adapter
Attached to: | NAT Network v
Storage
Name: | bsnm-45. v
Audio
({)D T Advanced
@ Network Adapter Type: | Intel FROJ1000 MT Deskkap (B2540EM) v
@ Serial Ports Promiscuous Made: | Allaw Al v
MAC Address: 080027 1D4CDE ®
usB
Cable Connected
|__-| Shared Folders
E‘ User Interface
Invalid settings detected Cancel Help

Puc. 5.5. Mepexcesi HanawmyeaHHsA 015 BM Serv-22-45-4 (Ubuntu 22.04) y VirtualBox.
Mepernagaemo im’a cepsepy Ta nepeiMeHOBYEMO MOro:
Hostnamectl!
sudo hostnamectl set-hostname New-Name-Server
sudo reboot
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Puc. 5.6. IM’s cepsepy Serv-22-45-4.

Serv-G-N-4 cKoH}irypoBaHO Ha AMHAMIYHY agpecauito i, MOXAMBO, BiH oTpumye agpecy Big DHCP NAT
Network. [ToBTOpOEMO Aii, AETaNIbHO ONMCAHi Y MEeTOoAMYHUX BKa3iBKax A0 flabopaTtopHoi pobotm Nel.
3MIHIOEMO HaNaWTyBaHHA AMHAMIYHOI agpecn Ha cTaTMuHy. LLlykaemo Ha3By mepexkeBoro iHTepdelicy, AKMM
HeobxigHO Biapeaarysatu
ip a abo ip link
sudo dir /etc/netplan
Lykaemo KoHoirypauinHi daitam Netplan (3 poswupeHHam YAML), wo 36epiratotbes B kKatanosi /etc/netplan.
MMoBipHO, Y LLbOMY KaTano3i € oauH abo gekinbka daiinie YAML. Hasea ¢aliny moxe BifpisHATUACA 3anesKHO Bifg
HaNaWwTyBaHb Ta BepCii onepauinHoi cuctemu.
sudo dir /etc/netplan
HanpuKknag, y KaTtanosi 3HangeHo dain 50-cloud-init.yaml. Pobumo iioro Konito ans pegaryBaHHA:
sudo cp /etc/netplan/50-cloud-init.yaml /etc/netplan/45-natnet.yaml|
BiakpuBaEMo ana pesaryBaHHA
sudo vi /etc/netplan/45-natnet.yaml
Huxkye HaBeaeHo BmicT dpaiiny Netplan go Ta nicna peaaryBaHHA.

/etc/netplan/50-cloud-init.yaml --- DHCP /etc/netplan/45-natnet.yaml Static 192.168.40.132/27
network: network:
version: 2 version: 2
ethernets: ethernets:
enp0s3: enp0s3:
dhcpd: true addresses: [192.168.45.132/27]
gateway4: 192.168.45.129
nameservers:
addresses: [192.168.45.129]

36epiraemo BiapeaarosaHuii Netplan Ta 3aCTOCOBYEMO BHECEHI 3MiHMU: sudo netplan apply

HanawTtoByemo Port Forwarding gns opraHisauii SSH goctyny no cepsepy Serv-G-N-4 3 ¢i3svyHOT MaWnHU —
xocTa VirtualBox. HanawTyBaHHA BUKOHYETLCA Y MEHIO
[Oracle VirtualBox Manager] - [File] — [Tools] — [Network Manager] — [Nat Network] — [Properties] — [Port
Forfarding] — [IPv4].

HasBa npasuna NAT — “Serv-G-N-4 SSH” ,

pe G —rpyna,

N — BapiaHT, Lo Bu BUKOHYETe, npoTokon — “TCP”.

Y akocti Guest IP 3apaemo IP-agpecy cepsepa, AKY MU OTpMMaaKN 3a 4ONOMOro KomaHau ip a , Port — 22 —
nopT «3a 3amoBYyBaHHAM» ana SSH poctyny. MoBTOPOEMO Aji, ONUCaHI Y MeToAMLI BM3HAYEHHA agpec Ta NopTis
onucaHii y MeToamnyHmUxX BKasiBKax 40 nabopatopHoi pobotm Nel.

General Options Port Forwarding
Pvd | IPve

Haost IP Hast Part
192,165.56.1 80

Guest IP Guest Port
192,165.45.136 &0

Name Pratocal
Serc-22-45-3 HTTP TCP

192,168.56.1 2200 192.1658.45.136 22

192,1658.56.1 2201 192.1658.45.132 22

Puc.5.7. HanawmysaHHA npasuna nepeadpecauii nopmy 0149 SSH 0o cepgepy Serv-22-45-3[192.16.45.132].
Ansa nepeadpecayii sukopucmosyemocs nopm 2201.
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Ha pwuc. 5.7 nokasaHe HanawTyBaHHA port forwarding ans SSH nigknioueHHs y NAT Network. Y aKkocTi nopty
nepeagpecauji ana Serv-22-45-3 obpaHo 2200, gns Serv-22-43-4 — nopt 2201. Ons Serv-22-45-3 opraHizoBaHoO
aoctyn no 80 nopty (HTTP) Ao cuctemu moHiTopuHry Nagios.

Migkntoyaemoca fo Serv-22-45-4 33 gonomoroto Putty. OdiuiiHKIA caitT iHCTpymeHTy https://www.putty.org/

MoKnnBe BUKOPUCTAHHA Byab-AKoro iHworo SSH-KnieHTa Ha Ball po3cy, .

= PUTTY Configuration ?

| Category:

stuclent@sen-22-40-3: ~ - =

- Sessian Basic options for your PuT T session

- Logging Speciy the destination pou want to connect to
& Teminel

: Host Name (o IP address) Port
Keyboard

el 19216822129 220
b Features Connection type:

- Window
- Appearance
- Behaviou
£ Translation
i Gedection
“ Colours

& Copnection Diefaul Seltings | [ Lo
i Data 1Serv-22-40-2
: 15erv-22:40-3 Save

AB-CLACOT

- 88H Astetss PEX
© Seial Dozord Delcte

L Tenet Jailt in Dozar Host v
i+ Flogin
- SUPDUP Close window on exi:
Otlways O Never  (®) Orly on clean exit

®55H () Serial Other: | Telnet (2

Load, save or delste & stored session
Saved Sessions

15erv-22-40-3

i

L Prowy

Abhout Help Open Cancel

Puc. 5.8. Pu7T); SSH 0o cepsepy Serv:22;45-21

BctaHoBMMO Ta HanawTtyemo NCPA Ha cepsepi Serv-G-N-4.

3aBaHTaXXYEMO OCTaHHIO CTabinbHy Bepcito areHTa ans DEB Linux 64-bit (Ubuntu 16+) 3 odiuiliHoro caity

https://www.nagios.org/projects/ncpa/#download-ncpa-section. Ha MOMEHT HanNMCaHHA LbOTO AO0KYMEHTY Lie Bepcina
3.1.3.

Mepexoanmo B TUMUYACOBMIA KaTasor (Moxe byTu Byab-aKkuiA, Hanpuknaa, /tmp)
cd /tmp

3aBaHTaXXyemo Ta BcTaHoBAOeEMO NCPA
sudo wget https://assets.nagios.com/downloads/ncpa3/ncpa-latest-1.amd64.deb
sudo dpkg -i ./ncpa-latest-1.amd64.deb

3anyck Ta nepesipKa poboTtu cny>k6m NCPA:
sudo systemctl start ncpa
sudo systemctl status ncpa

student@senv-22-45-4: ftmp = =

Puc. 5.9. 3asaHmaxceHHA, scmaHosneHHA ma 3anyck NCPA Ha cepesepi Serv-22-45-4


https://www.putty.org/
https://www.nagios.org/projects/ncpa/#download-ncpa-section
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[Ons 3abe3neveHHs 6e3nekn Ta aBTeHTUOIKaLil HanawToByemo Token-u, aHanoriyHo HanawTyBaHHAM NCPA
for Windows. Le pobutbca peparyBaHHAM KoHirypauiHoro daiiny NCPA, AKUIA  3HaxoaAuTbcA B
/usr/local/ncpa/etc/ncpa.cfg. Lykaemo posain [api] Ta BCTaHOBAOEMO TaemHMIt Knou (Token) ans nacuMBHMX

nepeBipokK.
community string = mytoken #06ys10
community string = P@sswOrd #craso

A 3a pagkom gossony WEB API goctyny admin_gui_access = 1 sctaHoBntoemo Token gna HTTP WEB API. BiH
MOMKe BiZpPi3HATUCA Bifg, KNtOYa, WO BCTAHOBAEHMIN 1A MAacCUMBHUX MEPEBIPOK, afie BPaxXxOBYOUM, LLO LLe HABYA/bHWUIA
CTeHpA, Y AKOCTI KNtoYa BCTAaHOB/IEHO TUMOBY NOCNiIAOBHICTb cMmBonis P@sswOrd

admin password = None #6ys0
admin password = P@sswOrd #craso

36epiraemo 3miHW Ta nepe3anyckaemo cnyb6y NCPA:
sudo systemctl restart ncpa
MepesipKa npauesgaTHocTi NCPA moke 6yTM BMKOHaHa aHanoriyHO nepesipkam, WO MU BUKOHYBanu Ans
NCPA for Windows. MepesipKa, wo cnyx6a NCPA npautoe npaBMabHO Ta clyxae nopT besnocepeaHbo Ha NCPA:
nc -zv localhost 5693
abo 3 3 cepsepy Nagios
nc-zv 192.168.45.132 5693

nepesipka L cepsepy
/usr/local/nagios/libexec/check_ncpa.py -H 192.168.45.132 -p 5693 -t P@sswOrd -M cpu/percent -w 80 -c 90 -q 'aggregate=avg'

Puc. 5.10. lNepeensd sioeyky NCPA cepsepy Serv-22-45-4 3 Serv-22-45-3

Biapenaryemo Ha cepBepi Serv-22-45-3 KoHdirypauiiiHi daiinm ans BipHoro BigobpaskeHHA rpynu cepsepis
Linux. Y daitni rpyn xocTis /usr/local/nagios/etc/objects/hostgroups.cfg noaaemo cekuito Linux Servers:

define hostgroup {
hostgroup name linux-servers

alias Linux Servers

Y daini koHoirypauii nokanbHoro cepsepy /usr/local/nagios/etc/objects/localhost.cfg «npubupaemo»
BiANOBIAHY CEKLt0, LOAAEMO «HANEXKHICTb» A0 rPYNU XOCTIB Ta BUNPABAAEMO iM’ Ta aniac iMeHi XoCTy Ha peanbHe (y
BCiX CceKLiax KoHdirypau,ii):

s that belong to this group

address

}

Y ronosBHoMy KoHoirypauiitHomy ¢aini  /usr/local/nagios/etc/nagios.cfg npubupaemo 3 nepeniky
KOH®irypauiiHux ¢ainis dain N0KaNbHOMO XOCTY:

MepeHocMMO KOH®irypaLinHMi ¢aiin NoKaNbHOrO XOCTy A0 KaTasiora, 3ape3epBOBAHOrO A8 FPynu XOCTiB
Linux Servers

sudo mv /usr/local/nagios/etc/objects/localhost.cfg /usr/local/nagios/etc/objects/linux/localhost.cfg

«3BUYHa», ane 0b60B'A3KOBa onepauis — nepesipKa BipHOCTI BHECEHUX Y KOHOirypaulito 3MmiH Ta nepesanyck
cepsicy Nagios:

sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg
sudo service nagios restart

CtBOpOEMO TUNOBUI KOHOIrypauiiHuin dann ana Hosoro cepsepy Serv-G-N-3 3 rpynu xoctis Linux Servers y
BignosiaHomy, 3apesepsosaHomMy Katanosi: fusr/local/nagios/etc/objects/linux/serv-22-45-4.cfg
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define host {

host_name serv-22-45-4
address 192.168.45.132
use linux-server
hostgroups linux-servers
check command check ncpa!-t 'P@sswOrd' -P 5693 -M system/agent version
max check attempts 5
chezkiintgrval 5

retry interval 1

check period 24x7
notifzcationiinterval 60
notification period 24x7

notifications enabled 1
}

define service {

host name serv-22-45-4
use generic-service
service description CPU Usage
check command check ncpa!-t 'P@sswOrd' -P 5693 -M cpu/percent -w 20 -c 40 -q 'aggregate=avg'
max_check attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7

}

define service f{
host name serv-22-45-4
use generic-service
service description Memory Usage
check command check ncpa!-t 'P@sswOrd' -P 5693 -M memory/virtual -w 50 -c 80 -u G
max check attempts 5
che?:kiintgrval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7

7

define service {
host_name serv-22-45-4
use generic-service
service description Process Count
check command check ncpa!-t 'P@sswOrd' -P 5693 -M processes -w 150 -c 200
max_check_attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7

MepeBipKa BipHOCTIi BHECEHMX Y KOHOIrypaLito 3miH Ta nepe3anyck cepsicy Nagios:
sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg
sudo service nagios restart

Mepernag, BCix AOCTYMHUX NapaMeTpiB MOHITOPUHTY AN LbOro cepsepy 3 cepsepy Nagios:
/usr/local/nagios/libexec/check_ncpa.py -H 192.168.40.132 -t P@sswOrd -p 5693 —list

Jopaaemo KinbKa BaxMBUX NapameTpiB MOHITOPUHTY AnA cepeepy Serv-G-N-4 y daiin KoHbirypauii:

define service {

host_name serv-22-45-4

service description Ethernet. Sent bytes

check_command check_ncpa!-t 'P@sswOrd' -P 5693 -M interface/enp0s3/bytes sent -d -u k -w 10 -c 100
max_check_attempts 5

check_interval 5

retry interval 1

check_period 24x7

notification interval 60

notification period 24x7

}
define service {

host name serv-22-45-4

service description Ethernet. Received bytes

check_command check_ncpa!-t 'P@sswOrd' -P 5693 -M interface/enp0s3/bytes recv -d -u k -w 10 -c 100
max_check_attempts 5

check_interval 5

retry interval 1

check_period 24x7

notification_ interval 60

notification period 24x7

}

define service {

host_name serv-22-45-4

SEerCS_dSSCrlpthn System operation time

check_command check ncpa!-t 'P@sswOrd' -P 5693 -M 'system/uptime’
max_check_attempts 5

check_interval 5

retry interval 1

check period 24x7

notification interval 60

notification period 24x7
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}
define service {
host_name serv-22-45-4
use generic-service
service description Logical disk
check_command check ncpa!-t 'P@sswOrd' -P 5693 -M 'disk/logical/|/free' --warning 10: --critical 5: -u G
max_check_attempts 5
check_interval 5
retry interval 1
check_period 24x7
notification interval 60
notification period 24x7
}
define service {
host_name serv-22-45-4
use generic-service
service description Logical disk used percent
check command check_ncpa!-t 'P@sswOrd' -P 5693 -M 'disk/logical/|/used percent' --warning 90 --critical
max_check attempts 5
check_interval 5
retry interval 1
check_period 24x7
notification_ interval 60
notification period 24x7
}
define service {
host_name serv-22-45-4
use generic-service
service description Disk SDA. Read bytes
check_command check _ncpa!-t 'P@sswOrd' -P 5693 -M 'disk/physical/sda/read bytes' -d -u M -w 50 -c 100
max_check attempts 5
check_interval 5
retry interval 1
check_period 24x7
notification interval 60
notification period 24x7
}
define service {
host_name serv-22-45-4
use generic-service
service description Disk SDA. Write bytes
check_command check_ncpa!-t 'P@sswOrd' -P 5693 -M 'disk/physical/sda/write bytes' -d -u M -w 50 -c 100
max_check_attempts 5
check_interval 5
retry interval 1
check_period 24x7
notification interval 60
notification period 24x7
}
define service {
host_name serv-22-45-4
use generic-service
service description Disk SDA. Read time
check command check_ncpa!-t 'P@sswOrd' -P 5693 -M 'disk/physical/sda/read time' -d -w 50 -c 100
max_check_attempts 5
check_interval 5
retry interval 1
check_period 24x7
notification interval 60
notification period 24x7
}
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Hoctyn yepe3s GUI npu nigknodeHHi 4o NCPA Ha cepsepi Serv-G-N-4 3 cepsepy Serv-G-N-1, a6o
cTaHuii WS-G-N-1 wo nokasaHuit Ha puc.5.11.
& Sery-22-45-1 [Running] - Oracle WM VirualBox - a iﬁ Serv-22-45-1 [Running] - Oracle VM VirtualBox

MO El oo N x|+ - & x O ] creds N x |+

< C

& O O Notsecure | hips//192.16845.132:5633 guilct n)

betpsy/192.160.45.1 335693/ - # P

Checks. s Ay

Checks Status | Any v Type  Baoth v Executed By T Filter
Paga 1448 B Showing 120 of 103 e chack recws Vs e ][] s

Hode Enmdpoint

Eracutad B Trpe

Fassee

Fage 1of3 @ Showing 1 - 20 of 51 total check recor

Hode Endpoint Check Time Status Status Information Executed By

interface/enpOs3/bytes_recy  07/15/2025 07:18:19 oK fiff:192.168.45.136

disk/logical/|fused_percent  07/15/2025 07:17:45 ok OK: Used_percent was 59.50 % | fiff:192.168.45.136

0%;:90:95;

disk/physical/sdajwrite_bytes  07/15/2025 17:17:36 oK was 0.01 MB/s | iff:192.168.45.136
‘write_bytes =0,01;50;100;

system/uptime 07/15/2025 07:16:56 oK 0K Uptime was 1 hour 10 minutes 8 ::fiff:192.168.45.136
seconds | "uptime'=4209.00s;:;

disk/physical/sda/resd_time  07/15/2025 07:16:53 ok OK: Read_time was 0.00 ms/s | iff:192.168.45.136
‘read_tima'=0. 0;

pracesses 07/15/2025 07:16:50 oK OK: Process count w fiff:192.168.,45.136

‘Brocess_count'=106;150;200;
disk/physical/sda/resd bytes  07/15/2025 07:16:10 oK OK: Read_bytes was 0.00 MB/s | fiff:192.168.45.136
‘read_bytes'=0.00;50;100;

pobouoi
- a x
L - o

R

Type

Active

Active

Adive

Adive

Active

Active

Active

Puc. 5.11. Mepeanad napamempie moHimopuHey Linux cepeepy Serv-22-45-4 yepes https://192.168.45.132:5693 ma

poboyoi cmaHuii WS-22-45-1 uepes https://192.168.45.133:5693 3 Serv-22-40-1

MepeBipKa BipHOCTI BHECEHUX Y KOHIrypaLito 3miH Ta nepesanyck cepsicy Nagios:
sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg
sudo service nagios restart



https://192.168.45.132:5693/
https://192.168.45.133:5693/

it Resute: 100V
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Service Status Details For Host 'serv-22-45-4'

Host *4 Service *¥ Status *¥ LastCheck *¥  Duration *¥  Attempt *# Status Information
Gery-22-45-4 CRU Usage o 07-15-2026 07:19:36  Ocf Oh 20m 325 1/5 CK: Parcantwags 210 %
Disk SDA Read bytes o 07-15-2025 07:16:10 O Oh18m 58s 175 OK: Read_bytes was 0.00 ME/s
Disk SDA Fead time el D7-15-2025 07:16:53  Od Oh18m18s 15 OK: Read_time was 0.00 msfs
Disk SDA Write bytes el 0O7-15-2025 07:17:36  Od Oh17m 328 15 OK: Wiite_bytes was 00T WEfs
Ethernat Received bytes DK 07-15-20265 071898 Od Ch16m48s 15 OK: Bytes_recv was 0.36 ks
Etharnat Sert bytas el D7-156-2026 D7:19:03  Ocd Dh16m 65 15 OIC: Bytes_sant was 3.08 ks
Logical disk CRITICAL 07-15-2026 07:18:48 O OhTIm 20e  5/E CRITICAL: Frae was 169 GB
Logical dlisk used percent o 07-15-2025 07:1745 O Oh17m 238 1/5 CK: Used_percent was 59.50%
Memory Usage el D7-15-2025 07:15:43 O Oh19m 288 15 OK: Memory usage was 23.80 % (Avallable: 117 GB, Total: 154 GB, Free: 0.83 GB, Used: 0.21 GB}
Process Count el DO7-15-2025 07:18:50  Od Oh18m18s 15 LKz Process count was 108
System operation time DK 07-15-2026 07:16:66  Od Oh18m12s 15 CH: Uptime weas 1 hour 10 minutes 8 seconds
Aesults 1 - 1T of I Matching Services
Service Status Details For Host 'serv-22-45-4'
Limit Results:
Host #% service *# status #¥ LastCheck *¥ Duration ##  Attempt ## Status Information
sen-22-45-4 LCPU Usage DR 07-15-2025 O7:29:36  Od Dh3Im48s /% Ok: Percent was 000 %
Disk 504 Read byras ok 07-15-2025 07:31110 Od Dh30m 148 /6 OK: Read_byres was (.00 MB/s
Disk SDA Fead time LK O7-18-2025 O7:26:53 0Od Oh29m 31s  1/8 Ok: Read_time was 0.00 ms/s
Disk S04 Write byres ok 07-15-2025 07:27:36  Od Dh28m 4858 /6 OK: Wrirs_byras was 001 MB/Ss
Ethermat Recaived bytes LK 07-15-2025 07:25:18  Od Dh28m 55 1/s DKz Bytes_recv was DDE ks
Ethernat Sent bytes oK 07-16-2026 07:29:03  Od Oh27m 21 /G OK: Bytes_sentwas 014 K/s
Lagical disk LK D7-16-2026 O7:28:48 0Od Dh2m 365 s OK: Fres was 169 GB
Logical disk used persant Ly 07-15-2025 072745  Od Oh28m 395 /5 Ok Used_parcentvwas 59.50 %
Kemory Usage OK 07-15-2026 O7:30:43  Od Dh3Dm41s /5 OK: Memory usage was 2410 % (fvailable: 117 GB, Total: 154 GB, Free: .67 GB, Used: 02168}
Frocess Count Ok 07-15-2025 O7:26:50 Od Oh29m 348 /5 OK: Process count was 108
System operation tima DK D7-15-20265 O7:26:66  Dd Dh28m 285 /5 Oz Uptime was 1 hour 20 minutss 10 s&5onds

Results 1= 11 of ¥ Matching Services

Puc. 5.12. lNepeansad sUKOHAHUX HaanauwimyeaHs Service Status Details for host Serv-22-45-4

3MiHIOEMO MOPOroBi 3HaYeHHa ana cepsicy disk/logical/|/free. 1,59 I'6 ana BM Takoro Tuny goctatHbo ©. Ha
puc.5.12 nokasaHi 3miHM CTaTyCy LbOro cepsicy.

Host Status Details For ALl Host Groups Service Overview For AllHost Groups

i e 100 ]

Linux Sarvers (linux-sarvers)

Host * 4 Status *% LastCheck #%  Duration*#  Status Information - i Windlours Sarvers (wrindows-servers)
Hast Status Services Actions Host Status Services Actions
senv-22-45-1 [ UR 07-15-2035 07-34:34 D Dh30m 31s  FING DK - Packst loss = 0%, RTA =119 ms CYy-, CYy-,
ser-22-45-3 UP & 0K serv-22-45-1 UP & 0K
sen-22-45-3 QL UR 07-15-2025 O7:3159  Od Dh38m6s  PING DK- Packet loss = D%, RTA = .08 ms
senv-22-45-4 [k U 07-16-2036 O7:34:47 Ocl Oh 36m 265 OK: Agent_version was 31.3 SENERAE) | U el S8 &

Results Y- 2 of 2 Maiching Hosts

Puc. 5.13. Mepeanad HanawmosaHux xocmie ma ix 2pyn y Nagios.

3aBgaHHA oo nabopaTtopHOi po6oTHn

1. [nAa 3meHleHHs HaBaHTaxKeHHA Ha VirtualBox Host TMmuacoBo BigKAto4iTb pobouy cTaHuito WS-G-N-1 Ta ii
MOHITOPWHT.

MpoiHcTantonTe abo imnopTynte 3 appliance BM Ubuntu 22.04 Serv-G-N-4 Ta nigkatodite ii o mogeni
Komn'toTepHOI Mmepexi (puc.5.1)

BcTtaHOBITL Ta HanawTtynte Ha Serv-G-N-4 aKkTyanbHy Bepcito areHTa moHiTopuHry NCPA. Y 3BiTi 060B’s3KoBO
HaBegiTb cKkpiH HTTP-niakntoueHHA go NCPA cepsepy.

CroHdirypyiiTe rpynum xoctiB Nagios a1a BKAoYeHHA o rpynu Linux Servers nokanbHoro xocty Nagios (Serv-G-N-
3) Ta cepsepy Serv-G-N-4.

HanawTyiiTe MOHITOPUHI OCHOBHMUX cepBiciB (MiHimym 8) cepBepy Serv-G-N-4. Y 3BiTi 060B’A3KOBO HaBeAiTb
CKpiHW 3aKknazoK Hosts Ta View Service Details for Serv-G-N-4.

3BiT Ma€e mictTuTH:

®  JIiCTUHI BUKOPUCTAHWUX KOMAHA;
®  CKpPIHWOTK OTPMMaHUX pe3yabTaTiB MOHITOpUHry y Nagios 4;
®  KOPOTKWUIM onuc peparyBaHHs ¢ainnis KoHirypauii Nagios 4.
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JopaTtok 1.
BunpaBneHHA noMunku 3 3anyckom knieHta Nagios Ha Ubuntu.

BunpasaeHHA NOMUAKKM 3 poboToo ncpa. MepeBipAeEMO CTaTyC CYKOU KNieHTa.
sudo service ncpa status
Bumnkaemo aBTo3anyck cnyx6u NCPA, w06 BoHa He 3anycKanaca nig Yac nepesaBaHTaXKeHHs CUCTEMMU.
sudo systemctl disable ncpa
sudo reboot
sudo service ncpa status
3miHloemo npasa gocTtyny Ao dainy npouecy ncpa.pid, wob 403BOAUTU MOTO BUAANEHHA Ta BUAANAEMO.
sudo chmod 777 /usr/local/ncpa/var/run/ncpa.pid
sudo rm Jusr/local/ncpa/var/run/ncpa.pid
Mepesanyckaemo cnyxby Ta BigHOB/IOEMO ii aBTO3aMyCK.
sudo service ncpa restart
sudo systemctl enable ncpa
Lle yHiBEpCaNnbHUI aNropuT™m BiLHOBNEHHSA Ta NPALLIOE TaKOXK 3 nrpe. ®aiin npoLecy nrpe-KNieHTa 3HAXo0AUTbCA
no wnaxy /usr/local/nagios/var/nrpe.pid

KopucHi nocunaHHsa

e Nagios Add-Ons Projects
https://www.nagios.org/downloads/nagios-core-addons/

o NCPA. Downloads latest stable agent

https://www.nagios.org/ncpa/#downloads

e |Installing NCPA
https://nagiosenterprises.my.site.com/support/s/article/Installing-NCPA-9f1de62f#Installing NCPA On Windows

o NCPA. Getting Started
https://www.nagios.org/ncpa/getting-started.php

e Download check_ncpa.py
https://raw.githubusercontent.com/NagiosEnterprises/ncpa/master/client/check ncpa.py

e Nagios Plugins Downloads
https://nagios-plugins.org/downloads/

e GitHub. NagiosEnterprises/ncpa
https://github.com/NagiosEnterprises/ncpa

e GitHub. NagiosEnterprises/ncpa/"free disk space"
https://github.com/NagiosEnterprises/ncpa/issues/857

e Nagios Support Knowledgebase. Network Interface Checks
https://support.nagios.com/kb/article/network-interface-checks-781.html
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