***Basics of system and network monitoring. *** OcHoeu cucmemHo20 ma mepexceso20 MOHIiMopuHay ** *#1/#9* **

Jlaboparopua po6oTa Ne4
HanawTyBaHHA nacuBHoro moHitopuHry Windows xocty Ha 6a3i Nagios Cross-Platform Agent.

MeTa: dopmMyBaHHA MPaKTUYHUX HABMYOK HANALWTYBAHHA MACMBHOrO MOHITOpUHTY Windows poboumx cTaHuii y
cuctemi Nagios 4.x 3a gonomoroto areHTa NCPA (Nagios Cross-Platform Agent), a Takox opraHisauii xocTis y
TEMATWUYHI FPYNuY ANA NOKPaLLEeHHA yNpaBAiHHA Ta aHani3y cTaHy iHGpacTpyKTypu.
IHcTpymeHTH: rinepsisop VirtualBox, mogenb Komn't0TEPHOT Mepeski.
TeopeTUyHi BigoMoCTi
Ha puc.4.1l. HaBeaeHa MoAenb KOMM'tOTEPHOI Mepexki, nmobygoBaHa nif 4ac BMKOHAHHA nNonepeaHix

nabopatopHux pobit. Kpim Toro, Ao cepsepa Serv-G-N-3 HanawToBaHo SSH goctyn uyepes NAT Network ans
VirtualBox Host.
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Puc. 4.1. Tononozia mepexci

Ha cepBepi Serv-G-N-3 po3ropHyTo CUCTEMY MOHITOPUHrY Ha 6a3i Nagios 4.X. MOHITOPUHT OCHOBHUX CepBiciB
cepeepy Serv-G-N-1 BMKOHYeTbCA 3a gonomoroto NSClient++. HanawTtoBaHo nigkatoueHHs 3 xocTy NAT Network no
npotokony HTTP [0 cucTemy MOHITOPUHIY MNif, KOPUCTyBavyemM nagios.
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Puc. 4.2. Hosts, Host Groups, Service Status Details for Serv-22-45-1.
BctaHoBMMO Ta HanawTtyemo NCPA Ha pobouili ctaHuii WS-G-N-1. 3aBaHTaXKyeEMO OCTaHHO cTabisibHYy Bepcito

areHta ana Windows 64-bit 3 odiuiiHoro caitty https://www.nagios.org/ncpa/#downloads . Ha MOMeHT HanucaHHA
LbOro AOKYMeHTY Le Bepcia 3.1.3.0

B nceasetp = % | nepa setwp _ x B Listener Configuration - X
. jos Cross-Platf NCP. .
Nagios Cross-Platform Agent (NCPA) . N‘?’“ lorm Agent (NCPA) Naglosw
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Puc. 4.3. Incmanayia NCPA v.3.1.3 Ha pobouili cmaHyii WS-22-40-1.


https://www.nagios.org/ncpa/#downloads
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3anycKkaemo 3aBaHTaXkeHUI dann ncpa-latest.exe Ta norogKyemocs 3 iLeH3inHO yroaoto.
Ha TpeTbomy eKpaHi nokasaHi kKoHdirypauii gna WEB APl gocTtyny. EaguHe HanawTyBaHHA, Ake TyT NOTpibHO, ue Token
— KoM, AKuK cepsep Nagios BUKopucToByBaTMMe AnA aBTeHTUdiKauii 3a gonomoroto NCPA. Y akocTi Kawouva
BCTaHOB/IEHO TUNOBY NOC/iA0BHICTb CMMBOJIIB P@sswOrd.

IP-appeca npue’askm 0.0.0.0 o3Hauae, wo NCPA npocnyxosyBatume Bci agpecu Ipv4d Ha mawwuHi Windows.
BMKOpPUCTOBYETLCA CTaHAAPTHWUI NnopT 5693.

[E] Listener Configuration - w  [El Passive Checks Configuration - X [J NCPA Setup — %
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Set General, APT and Listener configuration options. B G EETS Select whether you want to install NCPA enly for yeurself or for all users of this computer.
EomlEe Configuration will be saved in [=tc/ncpa.cfg.djrdp.cfo] automatically when using this form. Click Next to continue.
You can leave it biznk for no pre-setup checks. To use | you must escape by doing \\
Loglevel  |warming -
AP Configuration
(® Install for anyone using this computer
Token \ P@ssword|
jpercent —warning 80 —critical 90 —aggregaie avg
J/C: | jused_percent —warning 80 —ritical 90 O nstal st for me
Listener Configuration Advanced Listener Configuration
BndtP [ 0.0.0.0
sind Port | 5693 S5 Yerson IS s ocesses —warning 300 —gitical 400
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Puc. 5.4. Incmanayia NCPA v.3.1.1 Ha pobouili cmaHyii WS-22-40-1.

EKpaH KoHirypauii ans nacMBHUX nepesipoK. BctaHoBAOeEMO npanopelp “Send passive checks over NRDP”,
o6 yBIMKHYTU NacuBHi NepeBipKku Ta HanawToByemo napameTpu NRDP:

e URL. URL-agpeca xocty Nagios, WO nNpuimae pesynbTaTM MNacUBHOI MepeBipku. Y AaHOMYy BWMMNaAKy
http://192.168.45.136/nagios/

o NRDP Token. Kntou, W0 BUMKOPUCTOBYETLCA Nif, Yac nepegadi nacueHux nepesipok NCPA go Nagios, wob
NRDP npuitHAB 4yeK. BiH moxke BigpisHATMCA Bifg KAko4a, WO BCTaHOBAeHWMA pas APl poctyny, ane
BPAXOBYOUM, WO L HaBYa/bHUW CTEHA, A BCTAHOBMB Yy AKOCTI K/O4Ya TMNOBY MNOC/ILOBHICTb CMMBOAIB
P@sswOrd

e Hostname. Im’'s1 xocTa, AKOMY HanexKaTb NacUBHi NepeBipkKn Ha cepsepi Nagios — WS-22-45-1

MpoaoBXKeHHA iHCTanAuii NacMBHUX NepesipoK. Ha eKkpaHi 3anponoHOBaHO CTaHAAPTHI NACMBHI MepeBipKu
cnyx6, wo 6yayTb BUKOHYBaATUCA Ta HaacunaTMca Ha cepsep Nagios. 3a NnoTpebu iX MOXKHA 3MIHUTU.

[ NePa Setup - [ NCPA Setup -

Choose Install Location L Installing
Choose the folder in which to install NCPA. ua gios Please wait while NCPA is being installed. n

B nePa setup — x
Completing NCPA Setup

Setup willinstall NCPA in the following folder. To installin  different folder, dick Browse and Extract: gevent._gevent_c_imap.cp312-nin_amd6+.pyd... 100% INCPA has been installed on your computer,

select another folder. Click Install to start the instalation.
Click Finish to dose Setup,

Extract: _wmi.pyd... 100%
: charset_narmalizer.md.cp312-win_amdé4.pyd... 100%

rset_normalizer,md__mypyc.cp312-win_amde4.pyd... 100%
Extract: cryptography.hazmat. bindings._rust.pyd... 100%

Extract: gevent._gevent_c_abstract_linkable.cp312-win_amd64.pyd... 100%
Extract: gevent._gevent_c_greenlet_primitives.cp312-win_amd64.pyd... 100%
duisee Extract: gevent._gevent_c_hub_local.cp312-in_amds4.pyd... 100%

Extract: gevent._gevent_c_hub_primitives.cp312-win_amd64.pyd... 100%

Destination Folder

Extract: gevent._gevent_c_ident.cp312-win_amd64.pyd... 100%
Spacereamed Do Extract: gevent._gevent_c_imap. cp312-win_amd6+.pyd
Space avalable: 27.5 GB gevent._gevent_c_imap.cp! i Py v

few NCPA website and documentation

s p— <Back Next > Cancel <Back Cancel

Puc. 4.5. Incmanayia NCPA v.3.1.3 Ha pobouili cmaHyii WS-22-45-1.
Ha HacTymHUX KpOKax MOX/AMBO 3MIHUTU Micle BcTaHoBneHHA areHTy NCPA Ta ycniwHO 3aBepwuTu

iHCTanALito.
MepeBipsemo cTaH cny»x6u Nagios Cross-Platform Agent.
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Puc. 4.6. Mepesipka HanawmyesaHs cayxbu NCPA ma npasuna ¢aliepeon Ha pobouyili cmaHuii WS-22-45-1.

Ha puc.4.6 cnyx6a NCPA npauto€, HanawToBaHa Ha aBTOMATUYHUIA 3aMyCK.

HactynHuit Kpok nepesipku — Windows Defender Firewall. Ana po6otn NCPA mae 6yTm npasuao, WO
npos3sonsie Inbound TCP 5693. MotouHa Bepcis NCPA cTBopto€ Ui npaBMaa aBTOMaTUYHO.

OcTtaHHA nepesipka — nigkntovaemoca Ao NCPA Ha ctaHuii WS-G-N-1 3 cepsepy Serv-G-N-1. Y Hawomy

BMNAAKY - https://192.168.45.133:5693.
MornumBo nigrntoumTrcsa 3 BnacHoro MK, HanawTtysaswm y NAT Network signosigHuii Port Forwarding.



http://192.168.45.136/nagios/
https://192.168.45.133:5693/
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Puc. 4.7. Web GUI NCPA WS-22-44-1. lMioKntoueHHA Ha Serv-22-45-1.

Ha puc. 4.7 nokasaHe nigkntodeHHA o Web GUI NCPA. Y AKoCTi Kawoua A0CTyny BKa3yeTbCA 3a4aHUNA npu
iHcTanauii knou gna APl goctyny, BikHo Listener Configuration iHctanauii NCPA. «Migrnegitm» uein naponb MOXKHa
nepernaHyBLIM Ha XocTi, Ae npoiHctanboBaHo NCPA y danni C:\Program Files\Nagios\NCPA\ncpa.cfg. [na
niaknoyeHHs yepe3s WEB BUKOpPUCTOBYETbCA 3HaYeHHA community_string 3 cekuii [api]

Mepexoamnmo 4o KoHdirypyBaHHs Nagios ans B3aemogii 3 NCPA. Mo aHanorii B3aemogii 3 NSClient++, ge
BMKOPUCTOBYETbCSA KoMmaHAa check_nt

/usr/local/nagios/libexec/check_nt -H 192.168.45.135 -p 12489 -s P@sswOrd -v CPULOAD -I 5,80,90
ans B3aemoaii 3 NCPA BuKkopucToByeTbca KomaHaa check_ncpa. CMHTaKcUC AyKe CXOXNIA:
/Jusr/local/nagios/libexec/check_ncpa.py -H 192.168.45.133 -p 5693 -t P@sswOrd -M cpu/percent -w 80 -c 90 -q
'‘aggregate=avg'

MoTouHa Bepcia Nagios Core npu pO3ropTaHHi He BCTAHOBJIIOE LLIIO KOMAHAY YM il aHaN0ru Ha cepsep.
HanawTtoByemo B3aemogito 3 NCPA, sk onucaHo y Getting Started
3aBaHTaXXYEMO CKPUNT aKTUBHUX nepesipok check_ncpa.py

cd /usr/local/nagios/libexec

sudo wget https://raw.githubusercontent.com/NagiosEnterprises/ncpa/master/client/check_ncpa.py
Hapaemo ¢dainy ckpmnTa BignoBiAHi f03BONM ANA BUKOHAHHA:

sudo chmod +x /usr/local/nagios/libexec/check_ncpa.py

in 0.001s

Puc. 4.8. Serv-22-45-3. 3asaHmaxceHHs, 3MiHa pAOKA nosHosaxceHb check_ncpa.py, Headana crnpoba BUKOHAHHSA
CKpunma i nepeansad ecmaHoeaseHoi sepcii Phyton.

MomunKa npu BUKOHaHHI ckpunta /usr/local/nagios/libexec/check _ncpa.py
/Jusr/bin/env: ‘python’: No such file or directory
BKa3ye Ha BiACyTHiCTb iHTepnpeTaTopa Python. CKpunT BUKopucToBye Python ans BUKOHaHHA, ane Ha Serv-G-N-2 uei
iHTepnpeTaTop BCTAaHOBNEHO Mig Ha3Bo python3, npo wo roBopuTb Nepesipka Bepcii Phyton:
python3 --version
Penaryemo nepwuit pagok ckpunty check_ncpa.py Ha BignoBigHuit iHTepnpeTtaTop Python, 3amiHtotoumn pagoK
#1/usr/bin/env python
Ha
#1/usr/bin/env python3.


https://www.nagios.org/ncpa/getting-started.php
https://raw.githubusercontent.com/NagiosEnterprises/ncpa/master/client/check_ncpa.py
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P student@serv-22-45-3: fusr/local/nagios/libexec

n

-M METRIC, --met

- =

Puc. 4.9. Serv-22-45-3. PedazysaHHA Ha3eu iHmepripemamopa Python y ckpunmi check _ncpa.py.

CtBoptoemo KomaHay check_ncpa y KoHdirypauinHomy danni ana Nagios Core. 3assuuyait ue daiin
/Jusr/local/nagios/etc/objects/commands.cfg
BigkpmBaemo Moro ana pegarysaHHa. Pailn He NOPOXKHIA — y HbOMY 3anMcaHO A0BOAI 6araTo KOMaHA.

[ofaemo cekuito Bu3HauyeHHA KomaHam check _ncpa:

define command {

HaBepeHa ceKuia [03BONAE nepesati binblicTb aprymeHTiB 3a gonomoro SARGI1S, pobasum KomaHay
OVHAMIYHILWO.

Puc. 4.10. flodasaHHA ceKyii KomaHOu check _ncpa y ¢paiin commands.cfg
ma nepesipka 83aemo0ii 3 NCPA Ha cmaHuii WS-22-45-1

Ko)KHa 3MiHa KOH®IirypaLii cuctemum NOBUMHHA 3aBEpPLLYBATUCA NEPEBIPKOIO BIPHOCTI BHECEHUX Y KOHOIrypaL,ito
3MiH Ta nepesanyckom cepsicy Nagios. Mepesanyck smMwe npu BigcyTHOCTi nommiok ©
sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfqg
sudo service nagios restart
Oppasy nepeBipsemo B3aemogito 3 NCPA, wo BCTaHOBNAEHUIM Ha pobodin craHuii WS-G-N-1. KomaHay
check_ncpa, wo onuncaHa paHilwe, 3aMiHIOEMO Ha im’ss BCTaHOB/IeHOro ckpunTa check_ncpa.py:
/usr/local/nagios/libexec/check_ncpa.py -H 192.168.45.133 -p 5693 -t P@sswOrd -M cpu/percent -w 80 -c 90 -
q '‘aggregate=avg'
Peparyemo KoHirypauintHnin  daiin Jusr/local/nagios/etc/objects/hostgroups.cfg, ne onucaHa rpyna
cepeepiB Windows Servers. [lJogaemo e ofAHy rpyny 06’eKTiB MOHITOpMHIy — poboumx ctaHuin Windows, Kyau
BK/IIOYMMO pobouy cTaHuito WS-G-N-1.

define hostgroup {
hostgroup name
alias Windows Work

win-works

Y katanosi /usr/local/nagios/etc/objects/workstation cteopioemo KoHbirypauiiHuin paitn ana pobouoi ctaHu;i
/Jusr/local/nagios/etc/objects/workstation/ws-22-45-1.cfg

define ho
host

roups
._command ' -P 5693 -M system/agent version

t groups

interval 6/

period 24x7

ns _enabled 1
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define service {

}

host_name

service description
check command
max_check attempts
check interval

retry interval

check period
notification interval
notification period

define service f{

}

host name

service description
check command
max_check attempts
check interval

retry interval

check period
notification interval
notification period

define service {

host name

service description
check command
max_check_attempts

Ws-22-45-1
CPU Usage
check ncpa!-t
5

5

1

24x7

60

24x7

WS-22-45-1
Memory Usage
check ncpal!-t
5

5

1

24x7

60

24x7

ws-22-45-1
Process Count
check ncpal!-t
5

'P@sswOrd' -P 5693 -M cpu/percent -w 20 -c 40 -g

'P@sswOrd'

'P@sswOrd' -P 5693 -M processes -w 150 -c 200

'aggregate=avg'

-P 5693 -M memory/virtual -w 50 -c 80 -u G

check interval 5
retry interval 1
check period 24x7
notifﬁcationﬁinterval 60

notification period 24x7

Le Tvnosuit KoHodirypauintHuin ¢ann ana NCPA moHiTopuHry Windows cTaHUji — nNpuKaag 3 KOMMNEeKTy
noctasku NCPA. LLlo6 nepernaHyTM BCi AOCTYNHi NMapameTpu MOHITOPUHTY ANA LiEl cTaHuii 3 KOHconi cepsepy
MOHITOPUHTY, BUKOPUCTOBYETHCA KOMaHAa:

/usr/local/nagios/libexec/check_ncpa.py -H 192.168.45.133 -t P@sswOrd -p 5693 --list

TaKoXX MOXKIMBUIA Nepernsg HalalToBaHMX NapameTpiB MOHITopuHry Yyepes GUI npu nigkntoyeHHi 4o NCPA
Ha cTaHuii WS-G-N-1 3 cepsepy Serv-G-N-1.

Ha puc.4.11 nokasaHui Burnag, 3aknagku Checks npwm nigkntoyeHHi 4o NCPA po6o4oi cTaHLii.

Senv-22-45-1 [Running] - Cracle ¥M VirtualBox = B

0 ) Checks.NCPA ®x 4+ - [u] ®

< C

© Notsecure | hipsy//192.168.45.133:5693/gui/checks

Checks Status | Any w Type Both | Executed By - T Filter Q
Page 1 of 6 Shewing 1 - 20 of 103 total check records 1 2 3 4 5 ¥

Mode Endpoint Check Time Status Status Information Executed By Type
processes 07/14/2025 14:32:48 oK OK: Process count was 72 Togg tput Internal Passive
memory,/virtual 07/14/2025 14:32:48 oK OK: Memory usage was 68,10 % (Availzble: 0.64 GiB, Total: 2.00 GiB, Free: 0.64 GiB, Used: Internal Passive

1.36 GiB) | 'svailable'=0.64GiB; ;; 'total' =2,00GIB;;; 'percent'=68.10%;80;30; 'fres'=0.64GiB;;;

‘used'=1.36GiB;;;
memory/swap 07/14/2025 14:32:48 0K OK: Swap usage was 21,30 % (Used: 0.24 GiB, Total: 1,12 GiB, Free: 0.83 GiB) | Internal Passive

‘used'=0,24GiB;:; ‘total'=1.12GiB::: :
disk/logical/C: |fused_percent  07/14/2025 14:32:48 oK OK: Used_percent was 46.20 % | 'vsed_percent'=4£,20%;80;90; Internal Passive
cpu/percent 07/14/2025 14:32:48 oK OK: Percent was 0.00 % | 'percent'=0.00%;80; %0; Internal Passive
system/agent_version 07/14/2025 14:32:47 oK OK: Agent_version was 3.1.3 | 'agent_version'=3.1.3:;; Internal Passive
processes 07/14/2025 14:27:47 oK OK: Process count was 72 Tog Internal Passive
memonry,/virtual 07/14/2025 14:27:47 oK OK: Memory usage was 68.30 Internal Passive

1.37 GiB) | 'svailable'=0.62GiB; ; 'total'=2.00GIB:;; 'percent'=68.20%:80,90; 'fres'=0.63GIB:;

'used'=1,37GiB;;;
memary/swap 07/14/2025 14:27:47 oK OK: Swap usage was 21.30 % (Used: 0.24 GiB, Tetal: 1.12 GiB, Free: 0.83 Gig) | Internsl Passive

‘used'=0,24GiB; ;; ‘total'=1,12GiB;;; free'=0.89GiB;
disk/logical/C: |fused_percent  07/14/2025 14:27:47 oK OK: Used_percent was 46.20 % | 'used_percent'=46,20%;80;90; Internal Passive
cpu/percent 07/14/2025 14:27:47 0K OK: Percent was 0.00 % | 'percent'=0.00%;80;90; Internal Passive
system/agent_version 07/14/2025 14:27:46 oK OK: Agent_version was 3.1.3 | "agent_version'=3.1.3;:: Internal Passive
processes 07/14/2025 14:22:46 oK Internal Passive
memory,/virtual 07/14/2025 14:22:46 oK OK: Memory usage wa: Internal Passive

1.37 GiB) | 'available'=0.63GiB: ; 'total'=2.00GiB:;; ‘percent'=68.30%:80;20; ‘free'=0.63GiB::;

‘used'=1.37GiB: 1
memory/swap 07/14/2025 14:22:46 oK 21.30 % (Used: 0.24 GiB, Total: 1.12 GiB, Free: 0.85 GiB) | Internal Passive -

Anam TPy

Puc. 4.11. lNepeanad napamempie MoHimopuHay poboyoi cmaHyii WS-22-45-1 yepes https://192.168.45.133:5693

—n oorsn...



https://192.168.45.133:5693/
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Ha niactasi oTpMmaHoro nepesniky KomaHa MM MoOXKeMo 0bpaTh HeobXiaHI NapameTpu ANnA BiaobpaxKeHHs y
CUCTEMI MOHITOPUHTY. BUKOHAaEMO KOMaHAy OTPMMaHHSA iHpopmaLyii Npo BiibHE micLe Ha noriyHomy ancky C:

/usr/local/nagios/libexec/check_ncpa.py -H 192.168.45.133 -t P@sswOrd -p 5693 -M 'disk/logical/C:[/free' -w 15: -c 10: -u Gi
-W: BCTAHOB/IIOE NMOPIr ANA nonepearKeHHa (warning). AKLWO BUMipAHE 3HAYEeHHA METPUKU MepeBULLyE Lein
nopir, nepesipKa BUAACTb CTaTyC NONepearKeHHA.
-C: BCTQHOB/IIOE KPUTUYHUI MNOpIr. AKWO BUMiIpAHE 3HAYEHHS METPUKM NepeBULLYE LLed nopir, nepesipka

BMAACTb CTAaTyC KPUTUYHOT NOMUIKM.
-U: BKa3ye o4MHULi BUMIpHOBAHHSA AN NOPOriB, 3a4aHNX K/OYaMK -W Ta -C. G BKa3ye rirabanTu.
[Josiakoso, ana TpeHyBaHHA ©, Tun dpainosoi cuctemm amcka C:

/usr/local/nagios/libexec/check_ncpa.py -H 192.168.45.133 -t P@sswOrd -p 5693 -M 'disk/logical/C: | /fstype'

ABO, XapaKTeEPUCTUKM MepeKeBoro iHTepdency — BianpasaeHi NakeTu:
/usr/local/nagios/libexec/check_ncpa.py -H 192.168.45.133 -t P@sswOrd -p 5693 -M 'interface/Ethernet/packets_sent’

Ta OTPMMaHI NaKeTu:
/usr/local/nagios/libexec/check_ncpa.py -H 192.168.45.133 -t P@sswOrd -p 5693 -M 'interface/Ethernet/packets_recv'

Yac poboTu cuctemu:
Jusr/local/nagios/libexec/check_ncpa.py -H 192.168.45.133 -t P@sswOrd -p 5693 -M 'system/uptime’

HonosHumo KoHoirypauiiuin daiin /usr/local/nagios/etc/objects/workstation/ws-22-45-1.cfg ceKkuismu

OnUCcaHMX NapameTpis.

define service {
host_name
service description
check command
max_check_attempts
check _interval
retry interval
check_period
notification interval
notification period

}

define service {
host_name
service description
check_command
max_check attempts
check_interval
retry interval
check_period
notification interval
notification period

}

define service {
host_name
service description
check command
max_check attempts
check_interval
retry interval
check period
notification interval
notification period

}

define service {
host_name
service description
check command
max_check_attempts
check interval
retry interval
check_period
notification interval
notification period

}

define service {
host_name
service description

check command

ws-22-45-1

Free space on disk C

check ncpa!-t 'P@sswOrd' -P 5693 -M
5

5

1
24x7
60

24x7

ws-22-45-1
PhysicalDrive. Read bytes

check_ncpa!-t 'P@sswOrd' -P 5693 -M

ws-22-45-1
PhysicalDrive. Write bytes

check _ncpa!-t 'P@sswOrd' -P 5693 -M

€}

[

24x7

ws-22-45-1
PhysicalDrive. Read time
check_ncpa!-t 'P@sswOrd' -P 5693 -M
5

5

1
24x7
60

24x7

ws-22-45-1
PhysicalDrive. Write time

check_ncpa!-t 'P@sswOrd' -P 5693 -M

'disk/logical/C:|/free' -w 15: -c 10: -u Gi

'disk/physical/PhysicalDrive(0/read bytes' -d -u M -w 50 -c 100

'disk/physical/PhysicalDrive0/write bytes' -d -u M -w 50 -c 100

'disk/physical/PhysicalDrive0/read time' -d -w 50 -c 100

'disk/physical/PhysicalDrive0/write time' -d -w 50 -c 100
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max_check attempts 5

check terval 5
retry interval 1
period 24x7
notification interval 60
notification period 24x7

.

ws-22-45-1

service description Ethernet. Sent bytes

check_command check ncpa!-t 'P@sswOrd' -P 5693 -M 'interface/Ethernet/bytes sent' -d -u k -w 10 -c 100
max_check attempts 5

check _interval 5

check_period 24x7
notification interval 60
notification period 24x7

}

define service {

ws-22-45-1

'interface/Ethernet/bytes recv' -d -u k -w 10 -c 100

< _period 24x7

MepeBipKa BipHOCTI BHECEHMX Y KOH}Irypau,ito 3miH Ta nepesanycK cepsicy Nagios:
sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg
sudo service nagios restart

Mepernsaaemo 3miHM y BigobpakeHHi rpyn XocTiB, XOCTiB Ta iX cepBiciB NicNs BUKOHAHMX HaNalTyBaHb.

Service Overview For All Host Groups

Linux Servers (linux-servers) Windows WorkStations (win-workstations) Windows Servers (windows-servers)
Host Status Services Actions Host Status Services ACTions Host Status Services Actions
lozaltost  UR RY =¥ e | QG5 ez R Ry Y-
TWARNING

Host Status Details For All Host Groups

Limit Resulrs: 100 v |

Host ¥ Status #%  Last Check ## Duration * ¥ Status Information
WE-22-45-1 B ur O7-14-2025 12:12:41 Od Oh11m 438 DH: Agent_vergion was 31.3
localhost B uF O7-14-2025 12:10:44 Odd 8h 7m 208 FING CK - Packet loss = 085, RTA = 018 ms.
s8nv-22-45-1 E ur O7-14-2025 12:10:44 Ot 1h 44m Ds FING CK - Packst loss = 0%, RTA = DES ms

Resuits 1- 3 of 3 Matching Hosts
Service Status Details For Host 'WS-22-45-1

—

Host *4 Service *# Status *# LastCheck *#  Duration *# Attempt #% Status Information

Ws-22-45-

b SFU Usage ok 07-14-202512:4:40 DA DRTIM3s  1/5 OK: Percent waz DIDD'%
Etherner Recsived byres  [BR 07-14-2025 124525 Od Oh10m 185 /5 TK: Birees_racv was D08 kafs
Ethernet. Sent bytes ok 07-14-2026 121190 Od Dh8m 335 /5 OK: Byten_sent was D10 s
Free space ondisk oK 07-14-2025 12, 0d DR 13m 475 1/5 OK: Free was 26,52 GIB
S N SR A \éVQ,RN\NG-Memory usage was 7230 % (usllable: 055 B, Total: 215 58, Free: 059 &8, Ussd: 155
FhysicalDrive. Readt bytes  [OR 07-14-202512413:26 Od DR1ZmT7s  1/5 OK: Rreadl_bytes was 0.00 MBfs
PhysicalDrive. esci time 9K 07-14-202512413:33 D DRIZMI0s 1/5 OK: Resdl_time was D.00 msfe
::f:‘mn”m Wi ok 07-14-2025 124431 Dd Dhilmi2s /5 K- Vilfite_bytes veas (107 MBfs
PhysicalDriva. Writs ims  [OK 07-14-2026 1241249 Od Dh13m 245 1/5 OK: Wiite_time was 0.01 ma/s
Frocsss Count oK 07-14-2025 12:4:56 Od Dh1OM 485 1/5 OK: Process count was 73

PResuits 1 - 10 of 10 Matching Services

Puc. 4.12. [Nepe2a0 8UKOHAHUX HAAAWMYBAHb:
Host Group Summary, Host Status, Service Status Details for host WS-22-45-1

3BEepHiTb yBary Ha «XKOBTUI» CTaTyC BUKOPUCTAHHA Nam’aTi Ha pobouin ctaHuii WS-22-45-1 (puc.4.12).



***Basics of system and network monitoring. *** OcHoeu cucmemHo20 ma mepexceso20 MOHIiMopuHay ** *#8/#9* **

3aBaaHHA Ao nabopaTtopHoi po6oTu

1. BcTaHOBITb Ta HasawTynTe Ha pobouilt cTaHuji WS-G-N-1 akTyanbHy Bepcito areHTa MoHiTopuHry NCPA. VY 3BiTi

060B’A3KOBO HaBeAjiTb CKPiH 3aKknagku checks HTTP-nigkntoueHHa ao NCPA WS-G-N-1.

2. HanawTyiTe MOHITOPUHI OCHOBHMX cepsiciB (MiHimym 10) pobouoi cTaHuji WS-G-N-1. Y 3BiTi 0608’A3K0BO

HaBeAiTb CKPiHM 3aKknagok Hosts Ta View Service Details for WS-G-N-1.

3. Biapeparyiite KoHirypauito Nagios TakMm YMHOM, W06 y cuctemi Byno Tpu akTMBHUX rpynu xocTis: Windows

Servers, Windows Workstations Ta Linux Servers. 3aknaaka Host Groups Nagios.

3BiT mae MmicTuUTH:

®  NiCTUHT BUKOPUCTAHUX KOMaHA,
®  CKPiHWOTU OTPUMAHMUX pe3yNibTaTiB MOHITOpuHry y Nagios 4;
®  KOPOTKMI onuc pegaryBaHHA ¢annis KoHirypauii Nagios 4.

anKnaAM KOHCOJIbHUX BUKIUKIB ncpa.py
192.168.45.133 —ajpeca BigaaneHoro Xxocty
P@sswOrd —naponb goctyny Ao areHty NCPA

/usr/local/nagios/libexec/check_ncpa.py -H 192.168.45.133 -t 'P@sswOrd' -P 5693 -M system/agent_version
OK: Agent_version was 3.1.3 | 'agent_version'=3.1.3;;;

/usr/local/nagios/libexec/check_ncpa.py -H 192.168.45.133 -t 'P@sswOrd' -P 5693 -M system/agent_version
OK: Agent_version was 3.1.3 | 'agent_version'=3.1.3;;;

/usr/local/nagios/libexec/check_ncpa.py -H 192.168.45.133 -t 'P@sswOrd' -P 5693 -M cpu/percent -w 20 -c 40 -q 'aggregate=avg'
OK: Percent was 0.00 % | 'percent'=0.00%;20;40;

/usr/local/nagios/libexec/check_ncpa.py -H 192.168.45.133 -t 'P@sswOrd' -P 5693 -M memory/virtual -w 50 -c 80 -u G
CRITICAL: Memory usage was 81.00 % (Available: 0.41 GB, Total: 2.15 GB, Free: 0.41 GB, Used: 1.74 GB) | 'available'=0.41GB;;; 'total'=2.15GB;;;
'percent'=81.00%;50;80; 'free'=0.41GB;;; 'used'=1.74GB;;;

/usr/local/nagios/libexec/check_ncpa.py -H 192.168.45.133 -t 'P@sswOrd' -P 5693 -M processes -w 150 -c 200
OK: Process count was 77

Processes Matched

PID: Name: Username: Exe: Memory: CPU

0: System Idle Process: NT AUTHORITY\SYSTEM: 0.0 % (VMS 0.00 GB, RSS 0.00 GB): 0.00 %
4: System: NT AUTHORITY\SYSTEM: 0.01 % (VMS 0.00 GB, RSS 0.00 GB): 0.00 %

4952: msedge.exe: WS-22-45-1\Student: 0.51 % (VMS 0.00 GB, RSS 0.01 GB): 0.00 %
Total Memory: 107.37 % (VMS 1.13 GB, RSS 2.28 GB)
Total CPU: 0.00 %

Jopatok 4.1

| 'process_count'=77;150;200; 'cpu'=0.0%;;; 'memory'=107.37000000000002%;;; 'memory_vms'=1.1300000000000003GB;;; 'memory_rss'=2.28GB;;;

/usr/local/nagios/libexec/check_ncpa.py -H 192.168.45.133 -t 'P@sswOrd' -P 5693 -M 'disk/logical/C:| /free' -w 15: -c 10: -u Gi
OK: Free was 19.65 GiB | 'free'=19.65GiB;15:;10:;

/Jusr/local/nagios/libexec/check_ncpa.py -H 192.168.45.133 -t 'P@sswOrd' -P 5693 -M 'disk/physical/PhysicalDrive0/read_bytes' -d -u M -w 50 -c 100

OK: Read_bytes was 0 MB/s | 'read_bytes'=0;50;100;

/usr/local/nagios/libexec/check_ncpa.py -H 192.168.45.133 -t 'P@sswOrd' -P 5693 -M 'disk/physical/PhysicalDrive0/write_bytes' -d -u M -w 50 -c 100

OK: Write_bytes was 0 MB/s | 'write_bytes'=0;50;100;

/usr/local/nagios/libexec/check_ncpa.py -H 192.168.45.133 -t 'P@sswOrd' -P 5693 -M 'disk/physical/PhysicalDrive0/read_time' -d -w 50 -c 100
OK: Read_time was 0 ms/s | 'read_time'=0;50;100;

Jusr/local/nagios/libexec/check_ncpa.py -H 192.168.45.133 -t 'P@sswOrd' -P 5693 -M 'disk/physical/PhysicalDrive0/write_time' -d -w 50 -c 100
OK: Write_time was 0 ms/s | 'write_time'=0;50;100;

/usr/local/nagios/libexec/check_ncpa.py -H 192.168.45.133 -t 'P@sswOrd' -P 5693 -M 'interface/Ethernet/bytes_sent' -d -u k -w 10 -c 100
OK: Bytes_sent was 0 kB/s | 'bytes_sent'=0;10;100;

/usr/local/nagios/libexec/check_ncpa.py -H 192.168.45.133 -t 'P@sswOrd' -P 5693 -M 'interface/Ethernet/bytes_recv' -d -u k -w 10 -c 100
OK: Bytes_recv was 0 kB/s | 'bytes_recv'=0;10;100;
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KopucHi nocunaHHsa

¢ Nagios Add-Ons Projects
https://www.nagios.org/downloads/nagios-core-addons/

o NCPA. Downloads latest stable agent
https://www.nagios.org/ncpa/#downloads

e Installing NCPA
https://nagiosenterprises.my.site.com/support/s/article/Installing-NCPA-
9flde62f#installing NCPA On Windows

o NCPA. Getting Started
https://www.nagios.org/ncpa/getting-started.php

e Download check_ncpa.py
https://raw.githubusercontent.com/NagiosEnterprises/ncpa/master/client/check ncpa.py

e Nagios Plugins Downloads
https://nagios-plugins.org/downloads/

e GitHub. NagiosEnterprises/ncpa
https://github.com/NagiosEnterprises/ncpa

o GitHub. NagiosEnterprises/ncpa/"free disk space"
https://github.com/NagiosEnterprises/ncpa/issues/857

¢ Nagios Support Knowledgebase. Network Interface Checks
https://support.nagios.com/kb/article/network-interface-checks-781.html



https://www.nagios.org/downloads/nagios-core-addons/
https://www.nagios.org/ncpa/#downloads
https://nagiosenterprises.my.site.com/support/s/article/Installing-NCPA-9f1de62f#Installing_NCPA_On_Windows
https://nagiosenterprises.my.site.com/support/s/article/Installing-NCPA-9f1de62f#Installing_NCPA_On_Windows
https://www.nagios.org/ncpa/getting-started.php
https://raw.githubusercontent.com/NagiosEnterprises/ncpa/master/client/check_ncpa.py
https://nagios-plugins.org/downloads/
https://github.com/NagiosEnterprises/ncpa
https://github.com/NagiosEnterprises/ncpa/issues/857
https://support.nagios.com/kb/article/network-interface-checks-781.html

