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Jlaboparopua podota Nel0

NigkniouyeHHA areHTiB A0 Wazuh Server.

MeTta: HabyTu NpakTUYHMX HAaBUYOK iHCTanALIl Ta HanawTyBaHHA areHTiB Wazuh Agent Ha onepauiiHux cuctemax
Windows Server Ta Ubuntu Server, 3apeecTpyBaTy ix Ha paHiwe po3ropHyTomy cepsepi Wazuh Server i nepesipntu
KOPEKTHICTb 3’eAHaHHA. O3HanomnTucsa 3 BigobparkeHHAM nogii y Wazuh Dashboard Ta nigrotysat cepesosuiue
ANA NOJANbLIOTO BUKOHAHHA NabopaTopHux pobiT 3 6€3neKoBOro MOHITOPUHIY CUCTEMHMWX /IOTIB Ta BUAB/EHHSA
iHUMAOEHTIB.

IHCTpYMeHTHU: rinepsisop VirtualBox, mogenb KOMN' tOTePHOT MepesKi.
p p p p

TeopeTuuHi BigomocrTi

Y nonepegHix nabopatopHux poboTtax byno cTBOPeHO BipTyanisoBaHe cTeHAoBe cepenosuile y VirtualBox,
L0 CKNAAAETHCA 3 YOTUPLOX XOCTIB:

Serv-G-N-1 (Windows Server 2022) — KoHTposiep aomeHy 3 poaamu AD DS, DNS i DHCP, Ha skomy byae
posropHyTo Wazuh Agent on1s 10KafIbHOTO MOHITOPUHIY pecypcis.

Serv-G-N-5 (Ubuntu Server 24.04) — cepBep Ha skomy b6yae BctaHoBneHo Wazuh Agent gna nokanbHoro
MOHITOPUHTY pecypciB.

Serv-G-N-7 (Amazon Linux 2023) — cepsep Wazuh Appliance, wo mictute KomnoHeHTn Wazuh Server
(Manager, API) Ta Elasticsearch + Kibana (Dashboard)

MepeeBe cepefoBMLLE 3abe3neyye B3aEMOAII0 MK By3famMn 3 [AOMEHHOW iHPpacTpyKTypoto Aand

NoAaNbLIOro MOHITOPUHTY il eNeMeHTIB.
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Puc. 10.1. Tononozia mepexci

Po3sroptaHHa Wazuh Agent Ha Ubuntu Server 24.04
[Ona nigkntoyeHHs Linux-By3na o cuctemum 6e3nekoBoro MoHiTopuHry Wazuh BMKOPWCTOBYETbCA areHT
Wazuh Agent, akuii 3abe3nedye 36ip nogin i3 noKanbHOI cucTemn Ta ix nepegadvy Ha cepsep Wazuh Manager.
Bxogumo ao Wazuh Dashboard nig o6nikoBum 3anucom agmiHicTpaTopa Ta y ro/loBHOMY MEH0 06MPAEMO MYHKT
“Home — Overview — Deploy new agent”. Y ¢opmi po3ropTaHHA BKa3yeEMO:
Select the package to download and install on your system: Linux (DEB amd64)
Server address: |P-agpeca cepsepa Wazuh (192.168.50.9) Ta Bigmiyuaemo Remember server address
Optional settings: Assign an agent name: BKazyemo im’s XocTy Ha AKomy 6yZie pO3ropHyTO areHT.
Y ubomy X BikHi (NyHKT 4 “Linux installation command”) nicns 3anoBHeHHA nonepeaHix Nois aBTOMaTUYHO
reHepyeTbCa roToBUI Habip KOMaHA, A1 BCTAaHOB/IEHHA areHTa Ha winbosui xocT Ubuntu.
Mpuknag KomaHau gna Ubuntu Server 24.04:
wget https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.14.0-
1_amdé64.deb && sudo WAZUH_MANAGER="192.168.50.9' WAZUH_AGENT_GROUP='"default’
WAZUH_AGENT_NAME='serv-22-50-5' dpkg -i ./wazuh-agent_4.14.0-1_amdé4.deb
Lla KomaHAa 3aBaHTaXKYE iHCTANALIMHWI NAaKeT areHTa, 3a4a€ NapaMeTpu nigkntoyeHHs go cepsepa Wazuh
(WAZUH_MANAGER, WAZUH_AGENT_GROUP, WAZUH_AGENT_NAME) Ta BUKOHYE iHCTanAL0 NakeTa i aBToMaTu-
YHY peecTpauilo areHTa Ha cepsepi (puc.10.2).
Micna ycniwHOro BCTaHOBAEHHA BUKOHYEMO MOCAIAOBHICTb KOMaHA, i3 NYHKTY 5 LLbOro K BiKHa 414 aKTUBaL,ii
CnyKobwm areHTa:
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sudo systemctl daemon-reload
sudo systemctl enable wazuh-agent
sudo systemctl start wazuh-agent
Micna 3anycky cnyx6bu nepesipAemo i cTaH:
sudo systemctl status wazuh-agent
Y pesynbTaTti cTaTyc mae bytu active (running), wo niaTBepAKye ycnillHe po3ropTaHHs areHTa Ta Moro roTos-

HicTb A0 3’eaHaHHA 3 Wazuh Server.

&« CcC A hetps//19216856.. B Q 1© % # O @ ¢ C A htps/19216856.. B Q 12 % # O @

a = w Endpairts Deploy new agent a

= W Endpoints Deploy new agent
° Optional settings:
By dafaul, the deployment uses the hostname as the agant rams. Optionally, you can use a differem.

< Deploy newagent
agert name inthe field baow.

° Select the package to download and install on your system:
Rssign anagent name:

. P serv-22-50-5
A LiNux B8 winDows & macos
The agent name must be unigue. it can'the changed onee the agent hasbeen enrclled. &
RFU el
RFM amdsd
asrehi M| 5264 bits "
ppke siicon
O oeeamass L UEE
Select ane o more et g groups:

D Foradditional systems and architecmres, please check cu- decumentation © defautt

° Server address: ° Run the following coimmands to download and install the agent:
This is the address the agent uses to communicate with the server. Entar anlR address or a fuly qualified

wget httpe: ffpackeges wezuh. con/d x/ept/ponl fmein/ufvezuh-agent fuazub-egent_d 14 b1 _amdd  deb 22

sl WAZUH_HARAGER="152 1685 5' WAZUH_AGENT GROUP="defeult’ WAZUH_AGENT_WAME=" cery-23-56-5° dpkg -1

. fezuh-agent 4. 14, B-1_emdéd. deb

domain nam (FEDN)
Assign aserver address

192166.509

@ Remembarsarver address i .
D Requiremants

Puc. 10.2. leHepauis Habopy KOMAHO 015 8CMAHOB/EHHA a2eHma Ha yinsosuli xocm Ubuntu

student@senv-22-50-5; ~

in/

Puc. 10.3. BcmaHosneHHs aezeHMa Ha yinsosomy xocmi Ubuntu

MosepTaemoca y Wazuh Dashboard, ge HoBuWiA areHT Mae 3’aBUTUCA Y CAMCKY. [Micna KOPOTKOi 3aTpUMKK (1-2
XBW/IMHW) MOro CTaTyc 3MiHUTbCA Ha Active, WO CBiAYMTb NPO KopekTHe 3’eaHaHHA 3 Wazuh Manager. Hagani,
«0ennon» areHTiB BUKOHYETbCA Y NYHKTIi meHto “Home — Agent Management — Summary — Deploy new agent”
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Puc. 10.4. MeHto Home — Agent Management — Summary



***System and network monitoring. ***Cucmemnuili ma mepexceauii MOHimopuH2 ** *#3/#4* ** JlabopamopHa poboma Ne10

PosropraHHa Wazuh Agent Ha Windows Server 2022
Ons nigkntoyeHHa Windows-By3na Ao cuctemm 6e3nekoBoro MoHiTopuHry Wazuh TakoX BUKOPUCTOBYETLCSA
areHT Wazuh Agent, skni1 3abe3neuye 36ip nogil i3 N0KanbHOI cucTemu Ta ix nepegady Ha cepsep Wazuh Manager.
Bxoanmo no Wazuh Dashboard nig 06nikoBum 3anncom agmiHictpaTtopa Ta y rofIOBHOMY MeEHI 06MPaEMO MyHKT
Home — Agent Management — Summary — Deploy new agent (puc.10.4). Y popmi po3ropTaHHs BKasyemo:
Select the package to download and install on your system: Windows (MSI| 32/64 bits)
Server address: |P-agpeca cepsepa Wazuh (192.168.50.9) Ta 3anuwaemo Remember server address
Optional settings: Assign an agent name: BKasyemo iMm’a XOCTy Ha KoMy Byfe pO3ropHyTO areHT.
Y ybomy X BikHi (NyHKT 4 “ Run the following commands to download and install the agent:”) nicns 3anos-
HEHHA nonepeaHix NOiB aBTOMATUYHO FreHEePYETbCA FOTOBMI Habip KOMaHA, ANA BCTAHOB/IEHHSA areHTa Ha LiboBUiA
xocT Windows. Mpuknag komaHgm Power Shell ansa 3aBaHTaXKeHHA Ta BCTAHOB/IEHHA areHTa:
Invoke-WebRequest -Uri https://packages.wazuh.com/4.x/windows/wazuh-agent-4.14.0-1.msi -
OutFile Senv:tmp\wazuh-agent; msiexec.exe /i Senv:tmp\wazuh-agent /q
WAZUH_MANAGER='192.168.50.9' WAZUH_AGENT_NAME="Serv-22-50-1'

Lia KomaHAa, aHaNoriyHO KOMaHAj ans Linux-xocTy, 3aBaHTaXKyeE iHCTaNALIMHWIA NaKeT areHTy, 3a4a€ napa-
MeTpU nigKntoueHHn ao cepsepa Wazuh (WAZUH_MANAGER, WAZUH_AGENT_GROUP, WAZUH_AGENT_NAME) Ta
BMKOHYE iHCTaNALil0 NakeTa i aBTOMaTMUHY peecTpaLlito areHTa Ha cepsepi (pnc.10.6).

Micns ycniwHoro BCcTaHoBAEHHA BUKOHYemo KomaHay NET START Wazuh. MosepTaemocs ao seb-iHTepdeicy
Wazuh Dashboard. HoBuit areHT mae 3’ABUTUCA Yy CMIMCKY 3apEECTPOBaHMX BY3AiB 3i cTaTycom Active.

€« C A Rhps//1921685. B Q 2 & #» O @ <€ c A hetss//1921685. B Q& & vr w O @
= W. Endpoirts Deploy new agent a = W. Endpoints Deploy new agent a
° Optional settings:
< Deploy new agent By dafault, tha deployment uses the hostnama as the agam rame Optionally, you can use a differam

agent namea inthe fisld below.
e Select the package to download and Install oh your system:
Assign anagent name:

Serv-22-50-1

-
A Lnux 2R WINDOWS & macos
D Theagent harme MUST e unique. £ can'tbe changed ehee the agent has been enrolled,
REM REM el
amdbi aarchid,
© S 326 bits Spphe s hon
rER DEE
amibid aarchid,
Select ane.or moreaisting groups:
‘ @ Foradditicnal systiems and architectures, please check our documentation o Dafault w
° Server address: ° Run the following commands todownload and install the agent:
This is the address the 8g0ant US&Ss to communicate with the server. Enter anlP addrass orafully
qualified domain rame (FEON)
Invoke-WebRequest -Uri https: f/peckeges wezuh. com/d xiwindows fwezuh-egent-4 14 B-1 mei -OutFile
Senv: mpiwezuh-sOENT; Meiexec.exe Fi Serv: mmpiwezuh-egent fo WAZUH_HANAGER="102.162.50.0'
Assln aserver address (7 WAZUH_AGENT_HAME=" Sery-27-56-1"

192168.509
@ Rememberserver addrass N
© Reguirements

« Youwill nead administrator privileges to perform this installation.

Puc. 10.5. l'eHepauis Habopy KOMAHO 0415 8CMAHOB/EHHA d2eHma Ha uyinsosuli xocm Windows
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Puc. 10.6. BcmaHosneHHA azeHmMa Ha yinsosomy xocmi Windows
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<« cC A | bips:/192.168.56.1 /app/endpoints-summanyiagents-praview Hoa @ a 0@ :
= W. Endpoints a ®
AGENTS BY STATUS TOP 505 TOP 5 GROUPS
® Activa (2] ® ubuntut) ® default {2
@ Disconnected (0} ® windows (1)
Pending {0}
® Mavar connected (0)
Agents (2) @ Daploy new agent ' Refresh hy Export formattad More ~ 1)

Search woL

DT Hame 1P address. Grounls)  Dperating system Cluster node  Version Status. Actions

001  serv-22-50-5 192168507 defautt ‘Q Uburtu 24.04.3 LTS noded1 w4140 ® activa

002  Sev-22-50-1 182188503  defaut BB Microsoft Windows Server 2022 Standard 10.0.20348.587 noda01 v 14.0 ® activa @

Rows per pag: 10 ~ 1

Puc. 10.7. MeHo Home — Agent Management — Summary

MepesipKa niakntoueHHa areHTis go Wazuh Server.
Y po3gini meHto Wazuh Dashboard Home — Agent Management — Summary (puc.10.7) Bigobparkaerbca cnu-
COK YCiX areHTiB, 3apeecTpoBaHux Ha cepsepi Wazuh. [1ns KOXKHOTo BCTaHOBJ/IEHOrO areHTa (Hanpuknag, Serv-G-N-1
Ta Serv-G-N-5) y cToBnui Status mae 6yt 3a3HayeHo Active. AKLo areHT nepebysae y cTaHi Disconnected abo Never
connected, BapTo nepesipuTH HanalTyBaHHA Mepexi, IP-aapecy cepsepa abo napametpn WAZUH_MANAGER.
MepernaHyTn }KypHanu areHTa Ha Linux Mo»KHa KOMaHZoto:
sudo systemctl status wazuh-agent
sudo tail -f /var/ossec/logs/ossec.log
Te » came Ha Windows BMKOHYeTbcA Yepes Event Viewer — Applications and Services Logs — Wazuh.
[ns nepeBipKM HaAXOAKEHHA MOAIA PpEKOMEHAYETbCA BUKOHATM NEBHI CUCTEMHI Ajii Ha xocTax. Hanpuknaga,
BXif, KOPUCTYyBaya, 3anNycK cepBiciB, Nepe3aBaHTaXKEHHA XOCTy, TOWOo. Pe3yabTaTom LMX Ai mae 6yTn nosABsa Biano-
BigHMX nosigomneHb y Home — Threat Intelligence — Threat Hunting. Lle 6yae cBia4MTV Npo ycnilwHy KoOMyHiKau,ito
MiXK areHTom i cepsepom Wazuh.

3aBpaHHA go nabopaTopHoi po6oTu
1. MepeBipnTn AOCTYNHICTb Y Mepei icHytovoro cepsepy Wazuh Appliance Serv-G-N-7.
2. PosropHyTtn areHT Wazuh Agent Ha xocTi Ubuntu Server 24.04 (Serv-G-N-5) i3 BUKOPUCTaHHAM iHCTPYMEHTY

Deploy new agent y Wazuh Dashboard.
3. BcTaHoBWUTM Ta HanawTyBaTu areHT Wazuh Agent Ha Windows Server 2022 (Serv-G-N-1), BUKOHaBLIM

iHcTansuito yepes PowerShell-komaHay, 3reHepoBaHy y Dashboard.

4. TNepeBipnTn NigKkntoyeHHs obox areHTiB A0 cepBepa Wazuh, nepekoHaTucs y ixHbomy cTaTyci Active Ta y
HaaxoaxeHHi noain oo Wazuh Dashboard.

5. Po3rnaHyTM aHanituuHy iHpopmauito meHto Threat Intelligence — Threat Hunting Tta Threat Intelligence —

Vulnerability Detection ans nepeBipku po60oTK cuctemmn 6€3neKoBOro MOHITOPUHTY

KopucHi nocunaHHsa

e Wagzuh. Installation alternatives. Virtual machine (VM)
https://documentation.wazuh.com/current/deployment-options/virtual-machine/virtual-machine.html

¢ Installation guide / Wazuh agent
https://documentation.wazuh.com/current/installation-guide/wazuh-agent/index.html

o Getting started with Wazuh / Architecture

https://documentation.wazuh.com/current/getting-started/architecture.html

o Wazuh Agent Install —Endpoint Monitoring

https://socfortress.medium.com/part-4-wazuh-agent-install-endpoint-monitoring-f24f6a0464ac

e User manual / Wazuh dashboard
https://documentation.wazuh.com/current/user-manual/wazuh-dashboard/index.html



https://documentation.wazuh.com/current/deployment-options/virtual-machine/virtual-machine.html

