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[TuTaHHSA nekuil

1. OCHOBHI NpMHUUNK iIHOpPMaLINHOT 6e3neKun
2. Metoan tectyBaHHA 6e3neku
3. TunoBi BpasmBoOCTi



OCHOBHI NpUHUMNM iHopMaLiHOT be3rneku

Tpiaga CIA (KoHigeHUinHicTb, LlinicHicTb,
LocTynHicTb) — Ue hyHaaMeHTanbHa mogesnb
iHpbopMauinHoT 6e3nekn. BoHa cfiyrye oCHOBO ansd
PO3pPOO6KN opraHizauiaMm NoniTMK 6e3nexku.

OcHoOBHI npuHUUNYK iHcbopmaUinHOI 6e3neKku:
e Confidentiality (KoHigeHUiMHICTL) — OaHi
AOCTYMHI AnLwe TUM, XTO Ma€ A03Bif.
e Integrity (UinicHicTb) — gaHi He MOXYTb OyTH
3MiHeHi 6e3 [o3BOoNy.
e Availability (JocTynHicTb) — cuctema mMae
npauoBaTh, KON KOPUCTyBaX 1l noTpebyeE.

Understanding the CIA Triad
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OCHOBHI NpUHUMNM iHopMaLiHOT be3rneku

Vulnerability Scanning - ABTomMaTtn3oBaHun NpoLec NoLyky BigoOMMUX
BPa3/IMBOCTEN Y CUCTEMI.

Security Auditing - KomnnekcHa nepeBipka BignoBiAHOCTI cMctemu
BMMOram 6e3neku.

Penetration Testing / Pentest - IMiTauia peanbHoOl aTakn Ha cuctemy 3
METOI BUABNIEHHA BPAa3/IMBOCTEN, AKi BaXXKO 3HAWTM aBTOMaTUYHUMWU
3acobamu.

Risk Assessment - [Tpouec ineHTUdiKauil Ta aHanisy, akun
30cepenXXeHuin Ha 3anobiraHHi gedpektam i BpasnnuBocTaM y 6e3neui
nporpamMHoOro 3abesneyeHHs.

Security Scanning - BukopunctaHHS aBTOMaTM30BaHUX iIHCTPYMEHTIB Ana
nepesipkn Mepexi, gogaTtka Yn CUCTEMM HA HASIBHICTb BPa3NIMBOCTEN Ta
CNabKunx Micub, AKi MOXYTb OYTV BUKOPUCTaHI 3/T0BMUCHUKAMMU.

Ethical hacking - [Mpouec BUSBMEHHA BPa3IMBOCTEN Y KOMM'IOTEPHUX
cucTeMax Ta Mepexax 3 03BO/Y IXHiX BNacHUKIB 3 METOIO MiABULLEHHS
6e3neku.

Posture Assessment - RoMmnnekcHa ouiHka 3axucTy Kibepbe3neku
opraHisauil 4nsa BUABMEHHA BPa3/IMBOCTEN, MporanunH i obnacrten ans
BAOCKOHANEHHA
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MeToamn TecTyBaHHA Oe3neku

3a MeTolo TeCTyBaHHA 3a piBHeM 06i3HaHOCTi TecTepa
e Penetration Testing e White Box Testing
e Vulnerability Assessment e Grey Box Testing
e Security Audit e Black Box Testing
e Red Teaming
e Blue Team Testing 3a cnoco60M BMKOHAHHSA
e Purple Teaming e PydyHe

e ABTOMatM3oOBaHe
3a rnubuHolo BNNAMBY

e Surface Testing 3a BUKOHAHHSAM CUCTEMMU

e Deep Testing e SAST (Static Application Security Testing)

e Infrastructure Testing e DAST (Dynamic Application Security Testing)
e Social Engineering Testing e |AST (Interactive Application Security Testing)



Tunosi Bpa3nnBOCTI

Bpasnusictb

Mpuknap

5k nepeBipnUTH

Injection (SQL/Command)

""OR '1'="1"y noni naponto

Cnpo6yBaTh HEKOPEKTHI 3aNnTh Yepes

Postman

Broken Authentication

MNaponi 6e3 o6MexeHb cnpob

TectyBatu brute-force cuerapii

Sensitive Data Exposure

BignpaBka naponiB y BigKpUTOMY
BUrnaai

MepeBiputnn HTTPS Ta 36epiraHHa gaHux

XXE (XML External Entities)

HekoHTponboBaHa 06pobka XML

Bignpaeutn wkignnenii XML-3anut

Broken Access Control

KopuctyBau 6aumntb Yyxi gaHi

3MiHnTK userld y 3anurTi

Security Misconfiguration

Biokpwuti debug-cTtopiHku

MepeBiputn /admin, /debug URL

Cross-Site Scripting (XSS)

<script>alert(1)</script>

Beectn y chopmy HTML-kog

Insecure Deserialization

MNigpo6ka serialized-gaHunx

TectyBaHHS Yepes interception tools

Using Components with Known
Vulnerabilities

3acTapini 6i6niotekn

MNepeBipka yepe3 Dependency Scanner

Insufficient Logging & Monitoring

BigcyTHicTb 3anucy cnpo6 3namy

MNepeBipuTK XypHanu nogin




' MNOBI BDA3NMUBOCTI

id username password email

Authorization . .
0 admin admin@com.ua

User ’ admin |

‘OR 100=100 - | I_IleKﬂaﬂ, SQL-iH’eKLI,i'I.

Pass ’

Select *
From users
Where
user_name ="
AND password =
OR 3
<?php
’ . 3
$message = trim($_POST[ mtxMessage']); o Vulnerability: Stored Cross Site Scripting (XSS)
$name = trim($_POST['txtName')) SN
Setup.
$message = stripslashes($message); :::w ' =

$message = mysql_real_escape_string(Smessage); o oo
e [Npunknag XSS-iH’ ekl

$name = mysql_real_escape_string($name);

$query = "INSERT INTO guestbook (comment,name) VALUES
(‘Smessage’,'Sname’);";

$result = mysql_query($Squery) or die('<pre>' . mysql_error() . '</pre>')

) <script>prompt(111);</script>



[Mpuknagn IHUMOEHTIB

e \Widespread npm Supply Chain Attack Puts Billions of Weekly Downloads at Risk

Spill the Tea: “Tea” the #1 Women’s Dating App Faces Major Data Breach — Private
Data Publicly Exposed

e Cloudflare DDoSed itself with React useEffect hook blunder



https://www.paloaltonetworks.com/blog/cloud-security/npm-supply-chain-attack/
https://www.keypasco.com/en/spill-the-tea-tea-the-1-womens-dating-app-faces-major-data-breach-private-data-publicly-exposed/
https://www.keypasco.com/en/spill-the-tea-tea-the-1-womens-dating-app-faces-major-data-breach-private-data-publicly-exposed/
https://www.theregister.com/2025/09/18/cloudflare_ddosed_itself/

KOpUCHI nocunaHH4

—
.

https://www.testrail.com/blog/performance-testing-types/

2. https://blog.sentry.io/whats-the-difference-between-api-latency-and-api-respo
nse-time/

3. https://training.gatestlab.com/blog/technical-articles/performance-testing/



https://www.testrail.com/blog/performance-testing-types/
https://blog.sentry.io/whats-the-difference-between-api-latency-and-api-response-time/
https://blog.sentry.io/whats-the-difference-between-api-latency-and-api-response-time/
https://training.qatestlab.com/blog/technical-articles/performance-testing/

[1akyio 3a yeary!



