JlaGopaTopHa po6ora Ne§
MOHITOPUHI" XMAPHOI IH®OPACTPYKTYPU B AZURE

Meta: O3HailoMUTHCS 3 MOXJIMBOCTSIMHU Tutatgopmu Azure Monitor st 300py,
aHasi3y Ta Bi3yamdi3allii METPUK 1 KypHaliB y XMapHOMy cepenoBulli. HaBuntucs
MpaloBaTH 31 CTaHAAPTHUMHU Ta OyayBaTu 3amutu 3a jpomomMoroio Kusto Query
Language (KQL), ananizyBaTH )KypHaJIi poOOTH CepBiciB Azure Ta BUSIBISTHA aHOMaTI1
gy mpoOaeMu MpoAyKTUBHOCTI. OmaHyBaTH CTBOPEHHS MpPaBHII CIOBIIICHb (Azure
Monitor Alerts) Ha OCHOBI METPHUK, XypHAJIIB 1 JIOTIYHUX YMOB, a TaKOX
HaJlallTOBYBaTH Jii pearyBaHHs uyepe3 Action Groups. Jlocnmiautu MexaHI3MU
pE3epBHOTO KOMiIOBaHHS pecypciB Azure 3a qomomororo Azure Backup, HaBuntHcs
CTBOPIOBATH HOJITHKU 3aXUCTy, BUKOHYBaTH O€Kall Ta BITHOBJICHHS JaHUX, & TAKOXK

MEPEBIPATU CTaH 3aXUIIEHOCTI PECYPCIB.

Xig poooru

1. IlepeBiputu nomituky Allowed resource deployment regions Ta oOpaTu oiuH 3
perioHiB.
2. 'V mobansHoMy noiryky Azure Portal 3naiit Resource groups ta ctBoputu
HOBY Resource group 3 iM’ M rg-sa-Xxx-yyy-zzz, Jie:
- XXX — CKOpOY€Ha Ha3Ba 0OPaHOTO PETIOHY;
- yyy — IHIIIaJH CTYJEHTA;
- 77z — HOMEp BapiaHTy.
3. CtBoputu Azure Storage Account. B ronosHomy nomryky Azure Portal 3Haiitu
Storage Account ta o6paru omiito Create. Jlani 3a1i0BHUTH OIS

Basics (3MiHIOBaTH TUTHKY BKa3aHi MOJIS):

- Subscription: HaByanpHa mignucka Azure for Students;

- Resource group: o6paru cTBOpeHy B MyHKTI 2 Resource group;

- Storage account name: yHikanbHe M’ 3 3-24 cuMmBOIiB (JiTEpH Ta
udpu);

- Region: 00panuii B myHKTI1 1 periox;



- Performance: Standard;
- Redundancy: Locally-redundant storage (LRS).
3aJIMIIUTY PEelITy HajJalllTyBaHb 3a 3aMOBUYBAaHHSIM Ta HaTUCHYTH Review +
Create 1a Create.
4. CrBoputu Log Analytics Workspace. ¥ rnoGansHomy momryky Azure Portal
3Haiitu Log Analytics Workspaces ta ctBopuTu HOBHiA. B mporieci cTBopeHHs

BKa3aTH HACTYIIHI JaHI1:

Subscription: HaBuansHa mignucka Azure for Students;

Resource group: oOpatu cTBopeHy B IyHKT1 2 Resource group;

Name: 3a1aemo iM’s1 log-xxx-yyy-zzz, 1ie

® XXX — CKOpOY€Ha Ha3Ba 0OpPaHOro PErioHy;
e yyy — IHIIIAJIN CTY/ACHTA;

® 777 — HOMEp BapiaHTy;

Region: oOpanuii B myHkT1 1 perioH.
Ta natucunytn Review + Create ta Create.

5. Ilepeiitu B cTBOpeHuili B myHKTI 3 Storage Account > Data storage >
Containers Tta HatucHyTd Add container, Bkaszatu Name: images Ta
HatucHyTH Create. IlepeliTu B HOBOCTBOPEHUN KOHTEHMHEp, HATUCHYTHU
Upload > Browse for files Ta 00patu 3 BumaakoBi 300pakeHHs Ha KOMIT FOTEPi
(MO’KHa 3pOOUTH TPU BUIIAJKOBI CKPIHILIOTH).

6. IlepeBipuTH JOCTYIHICTH OAHOTO 3 3aBaHTaKeHMX (aitniB. KiikHyTH mpaBoro
KHOITIKOIO MuIlll o ogHoMy 3 daitmiB B Container Ta oopatu Generate SAS >
Generate SAS token and URL Ta ckonitoBatu Blob SAS URL ra Biakputu
CKOMiioBaHEe MOCUJIAaHHS Y HOBIM BKJIaAL1 Opay3epy.

7. HanamryBaTu BiAIpaBKy JIOTIB mpo nojli B Storage Account y Log Analytics
Workspace. Ilepeiitu B cTBopeHuit B myHKTI 3 Storage Account > Monitoring >
Diagnostic settings, oOpatu cepea AOCTYNHUX OMIIiil blob, kiIikHyTH Aani Ha +
Add diagnostic setting. [{ani Bka3aTu HaCTyIHE:

- Diagnostic setting name: diag-blob-xxx-yyy-zzz, ne

® XXX — CKOpOYEHA Ha3Ba 00PaHOTO PETIOHY;



® yyy — IHIIIaJIU CTYJEHTA,
® 777 — HOMEp BapiaHTy;
- Logs:
o Category groups: audit, allLogs;
- Destination details: Send to Log Analytics workspace:
o Subscription: Azure for Students;
o Log Analytics workspace: oOpatu 3 Bunagarouoro cnucky Log

Analytics workspace, sikuit 0yJ10 CTBOPEHO B ITyHKTI 4.

30eperTtu 3M1HU, HATUCHYBIIH Save Bropi.

8.

Bugamutu ogun Blob object 3 Blob container. Ilepeiitu B Data storage >
Containers, oOpaTu paHillle CTBOPEHHUI KOHTEWHEp images, KIIKHYTH IIO

0JIHOMY 3 00’€KTiB Ta HaTUCHYTH Delete.

. CtBoputu Dashboard. /{ns nmporo B rimo6ansHoMy mnomryky 3HaiiTi Dashboard

hub ta nHatucuytu Create. O6patu Custom Ta Hidoro He obuparouu 3 Tile
gallery Ta 3agatu im’a Dashboard Ha «Storage insights» Ha 30epertu 3miHu,

HAaTHUCHYBIIIH Save.

10. BukopucroByroun Log Analytics Workspace, 3naiiT otpumaTi iHpOpMaIiio

1.

npo omnepariii DeleteBlob. /{51 niboro nepeiTy B CTBOpEHMIA B IyHKT1 3 Storage
Account > Monitoring > Logs. [Ipu 3axoai B ganuii po3ain Azure NpornoHye
11a0JIOHU 3alUTIB, SIKE MOXHA MPOITHOPYBATH Hapa3sl Ta 3aKpUTH BiKHO. Bropi
crpaBa 3MIHUTHU THI Bi1oOpaskeHHs iHTepdericy 13 3anmutamu 3 Simple mode Ha
KQL mode, miciist 4oro B iHTepdeic MOSBUTHCS MOJIE, 1€ € MOAKIIUBICTD MUCATU

3anmuTd KQL. BcTaBuTH Ta BUKOHATH JAHUI 3aIINT:

StorageBlobLogs

| where OperationName == "DeleteBlob"

| sort by TimeGenerated desc

| project AccountName, AuthenticationType, StatusCode,
StatusText, ObjectKey

VY rnobGansHomy nomyky Azure Portal 3naiitu Resource groups ta ctBopuTu

HOBY Resource group 3 iM’sim rg-webapp-xxx-yyy-zzz, ne:

- XXX — CKOpOYeHa Ha3Ba 00paHOTO PETIOHY;



- yyy — IHIIllaJu CTy/ICHTA;
- ZZZ — HOMEp BapiaHTy.

12. CrBoputu App Service. B romoBHoMy momryky Ha Azure Portal 3naiitn App
Services Ta oOpatu oniito Create > Web App. [ani 3arioBHUTH NOJIA:
Basics (3MiHIOBaTH TiTHKY BKa3aHi MOJIS):
- Subscription: o6paru miamucky Azure for Students;
- Resource group: o6paru ctBopeHy Resource group
- Name: app-linux-dotnet-xxx-yyy-zzz-001 (mampuknaa, app-linux-dotnet-
frc-mvv-006-001), ne
- XXX — CKOpOYEHa Ha3Ba 0OPAHOTO PETIOHY;
- yyy — IHIIIaJH CTYACHTA;
- 7ZZ — HOMEp BapiaHTy. 111aJIu CTYJIEHTa

Ta BUMKHYTH Secure unique default hostname on
- Publish: Code;
- Runtime stack: .NET 10 (LTS);
- Operating system: Linux;
- Region: oOparu cepen N1O0CTYIHUX, IO BKa3aHi B MOJITHUII PETi1OHIB, sSKa 3a-
CTOCOBYETHCS JJI1 HaBYanbHUX Subscriptions Azure for Students;
- App Service Plan o6paru Create new Ta 3a/1aTu HACTYIIHI 3HAYEHHS
o Name: asp-linux-dotnet-xxx-yyy-zzz-001 (manpukian, asp-linux-
php-frc-mvv-006-001), ne xxx — ckopodyeHa HazBa 0OpaHOTO, cepell
JOCTYIIHUX B TIOJIITHUIII, PET10HIB, SIKA 3aCTOCOBYETHCS JJIsl HABYAIBHHUX
Subscriptions Azure for Students, BiIOB1IHO A0 11bOTO (hailiTy, 1110 Mi-
CTUTh BIMOBIIHICTh M1’ TTOBHOIO Ta CKOPOYCHOIO HA3BOKO PETIOHY, a
yyy — IHII[IaJH CTYEHTA, ZZZ — HOMEP BaPIaHTY;
o Pricing plan: o6paru Free F1 (Shared infrastructure);

Monitoring + secure:

- Enable Application Insights: Yes;

- Ilepetitu y Bkinagy Review + Create Ta micis Banminanii HatucayT Create.
[lepexoHatuch y ToMy, 110 AOAATOK (DYHKIIIOHYE CIPAaBHO, IEPEUIIIOBIIN IO
HOBOTOCTBOpEeHOTOo App Service > Overview > Browse.

13. 3renepyBartu 3anutH, 1mo noepHyTh 404 HTTP response code — Not found.
Jlist isoro y Braami Overview CTBOPEHOTo App service, CKOIIoBaTH 3HAYCHHS
Default domain, BiakpuTH HOBY BKJaJAKy Opay3epy, BCTaBUTH CKOIiHOBaHE
3HAYeHHS, MEPEHTH 3a JaHUM TMOCHJIAHHAM Ta TEPEeKOHATHUCH, IO IOJATOK
npaiioe. B Azure Cloud Shell, B cepenopumii PowerShell Bukonatu Hactynny

KOMaHJy, ska 3reHepye 100 3anutiB, ki MatoTh 3reHepyBatu 100 moOMHIIOK:


https://github.com/Azure/terraform-azurerm-caf-enterprise-scale/blob/main/modules/connectivity/locals.geo_codes.tf.json

1..100 | %{$u="https://<BuHauvenHs Default domain>/$ (Get-Random
-Maximum 99999999)"; "Su -> $((Invoke-WebRequest Su -Method
Head -EA SilentlyContinue) .StatusCode) "}

14. 3naiitu B Application Insights iHpopmartito mpo 3reHepoBaHi y nonepeaHbLOMy
MTyHKTI 3alATH , 0 TTOBEpHYJIU moMuiiKy. [lepetitu y ctBopeHy Resource group
Ta 3HaiTH pecypc 3 TunoMm Application insigts, nepeiitn y nynkr Failures.
[lepeiitu cnpasa y posain Top 3 response codes Ta kimikHyTH 1mo 404. YV
BIJIKpDUTOMY BiKHI MaioTh BioOpaskaTuck yci 100 3anuTiB, SKi Majau MOBEPHYTH
404 HTTP response code. KiikayTu mo OyJb-sIkoMy 3amuTy Ta 3adiKCyBaTH
OTpUMaHy 1H(OpMAILiIO.

15. Orpumatu iH@OpMaLII0 NpoO BHUKOpUCTaHHA pecypciB. B Application
Insights > Investigate > Live metrics neperisiHyTv iHQopMallito Mpo MOTOYHE
3aBaHTaXeHHs Ha App Service, HOro BUKOPUCTaHHS pecypciB. Y CyCIIHIM
BKJIA111 Opay3epy 3poOrTH ACKUIbKA 3aMUTIB 10 App Service, 1100 3reHepyBaTH
noii, mo BigoOpaszsatbesa y Live metrics. Pesynbrar 3adikcyBaTi.

16. CtBoputu Tect, mo0 nepeBipsie mocTynHicTe App Service. ¥ Application
Insigts > Investigate > Availability crBoputu Tect, kimiknyBum Add Standard

test Ta BKa3aTH HACTYIIHE:

Test name: App Service Availability Test;
- URL: npomucatu https:// ta BcraButu 3nHaudeHHs 3 Default domain App
Service;
- Parse dependent requests: uncheck;
- Enable retries for availability test failures: check;
- Enable SSL certificate validity: uncheck;
- Test frequence: 5 minutes;
- Test locations: BcTaHOBUTH TUIBKU OJIUH Oyb-sKUi location.
PemmTy 3HaueHb 3aIMIIUTH 32 3aMOBUYBaHHAM Ta HaTUCHYTU Create.
17. IlepeBiputu Avaiability test, 3auekaBmmii 5xB, 10 BUKOHAaHHS Tecty. llicas
TOTO, SIK Ha rpadiky Availability Oyne BimoOpaskeHO OJHY YCHIIIHY EPEBIPKY,

3ynuHUTH App Service, 3a4eKatu 1€ SXB Ta MepeBipuTH, 1o Availability test



OyJie BUMKHEHO. Y BUNAJKY, SKIIO 00JiKOBUM 3amuc Owner MICTUTh BaliaHY
MOIITY, TO Ha HEl TakoXK OyJe BIAMpPaBJICHO JIUCT 3 iH(OpPMAILIE€I0 PO JaHy
nonito. [lepeiitu y Application Insights > Monitoring > Alerts > Alert rules
Ta TMepekoHaTuch y crBopeHux Alert rules, siki Oyj0 CTBOpeHO B IpoIieci
cTBOopeHHs Avaiability test.

18. Ilepernsaytu Application Insigts Dashboard. Ilepeiitu y Bkinaaky Overview
Ha Bropi 3j1iBa 3HaiiTH Ta KIikHyTH Ha Application Dashboard.

19. IToBepuyTHch y Application Insigts, 3HaiiTu Monitoring > Logs. Bropi cnpasa
K1ikHyTH Ha Queries hub > Perfomance > Failed requests — top 10 > Run.
3adikcyBatu pe3yiabTaT BUKOHAHHS 3aIUTY.

20. CtBoputu Backup vault nns Azure Blob Storage. B rnoGansHOMYy mouryky
Azure 3naiitu Resiliency. HatucuyTtu Bropi 3misa + Configure protection ta
o0paTu HACTYIIHE:

- Resources managed by: Azure;
- Resources managed by: Azure Blobs (Azure Storage);
- Solution: Azure Backup;
Hatucuytn Continue Ta y Jaii HaJlaluTyBaTH HACTYIIHE:
Basics:
- Datasource type: Azure Blobs (Azure Storage);
- Vault: Create Vault Ta nani HanamTyBaTi HaCTYIIHE:
o Subscription: Azure for Students;
o Resource group: o6patu Resource group, siky O0yJio CTBOPEHO y
yHKTI 2;
o Backup vault name: vault-xxx-yyy-zzz, ne
- XXX — CKOpOY€Ha Ha3Ba 0OPAHOTO PETIOHY;
- yyy — IHIIllaJI1 CTYJIeHTa;
- 777 — HOMEp BapiaHTy.
o Region: oOpaTu perioH, B IKOMY 3HaXOJUThCS PaHille CTBOPEHUIN
Storage Account;

o Backup storage redundancy: Locally-redundant.



Peiuty mapaMeTpiB 3aJIMIINTH 32 3aMOBUYBAHHS Ta HATUCHYTHU
Review + Create > Create.
[Ticast moBepHyTHCH Y HanamTyBaHHs OekamiB Azure Blob Storage ta y Bkianii
Backup policy o6patu Create new:
o Basics:
= Policy name: daily;
o Schedule + retention
= Operation backup: uncheck;
= Backup Frequency: Daily;
= Time: 00:00;
* Timezone: oOpatu yacoBy 30HY 3a KueBom
Hartucnytu Review + Create > Create.
[Ticns moBepHyTHCh Yy Datasource kiniknyTH + Add/Edit Ta oOpaTu cTBOpeHuii y
nyHKTI 3, Storage Account. HatucHyTtu Assign missing roles /111 BUnipaBieHHs
MOMUWJIKHM BaJifallii poJi, kol He BUCTayae kopucTyBadeBi (Storage Account Backup
Contributor). ¥ xononui Selected containers HaticHyTH Ha Change Ta nepekoHaTucCh,
o Tam obpatu Backup all containers. [lani natucaytu Next Ta Configure backup.
21. IlepekoHaTuCh, 1110 Yy CTBOpEHOMY y ITyHKTI 3 Storage Account B Blob container
€ 1 Blob object. 3aBanTaxutu 1 abo Oinbuie adbo Blob objects y nanwmii Blob
container images. Jlani mo6 He OYiKyBaTU KOJHM CTBOPHUTHCS MEPIINi Oekar,
3ayCTUTH 3aJlayy MO CTBOpeHHIo Oekamy. Jlns uporo, mepeiitu y Resource
group, ne Oyyno posmimeHo Backup vault Ta obpatu Manage > Backup
instances Ta xiiknyTH 1o Backup instance, sxuii J0CTyTHUI TaM Ta HATUCHYTH
Bropi Backup Now.
22. IloBTOopuTH MyHKT § Ta BUAWIN OAWH BUMNaakoBuii Blob object 3 koHTEiHEPY
Objects.
23. IloBTOpuTH yHKT 3 Ta CTBOPUTH Storage Account 3 JOBUIBHUM 1M’ SIM.
24 TligroTyBaTu mpoIec BITHOBJICHHS Oekamy, HaJgaBIIM HEOOXiAHI TpaBa aJis
Backup Vault. Ilepeittu y Managed > Identity 3a ckomiroBaTH 3HaY€HHS

Object (principal) ID. Ilepeittu no Storage Account > Access Control



(IAM) > Add > Add role assignment ta o6patu Storage Account Backup

Contributor ponb. Y Assign access to oopatu User, group, or service

principal, + select memebers Ta B moJie NOIIYKy BCTaBUTH 3HAYEHHS

ckomiioBanoro Object (principal) ID. OOpaTtu 3anpornoHoBaHe 3HAYEHHS 31

cnucky Ta HaTucHYTH Next > Review + Assign.

25.Ilepeiitu y Backup vault > Backup items ta obpatu moctynmauii Backup item

taM. OOpaTtu Restore > Restore point Ta oOpatu Restore point. [{ani y Restore

parameters oOpaTH HACTyIHE:

Select option to restore the blobs: Restore all backed up containers;
Target Subscription: Azure for Students;

Target storage Account: K0 CIIUCOK IyCTUH, TO 3a MOTPeOU CTBOPUTH
HOBHUH Storage Account 3 mapaMeTpaMu 3a 3aMOBUYBaHHSIM;

3aBepiInuTy Mpoleypy BITHOBICHHS, HATUCHYBIINU Next > Review and

restore.

26. JlouekaTuch BUKOHAHHS IIPOIIECY BIIHOBJICHHS OeKally, Ta mepeiTu y Storage

Account Ta IepeKOHATHCH, 1110 TaM MOSBUBCS BigHOBIeHUM Blob container ta

panime Buganenuii Blob object.

27. Y nasBaux Backup vault, 3ynuauTi Gexkanu Ta BUAAIUTH yCi HasiBHI Oekanu. Y

Properties > Soft delete oOpatu Update ta 3usTH rasiouky Ha Enable Soft

Delete it natucuyTn Update. Ilepeiitu y Backup instances, oOpatu noctymnHwmii

Backup item > Stop Backup Ta o6patu HactymnHe:

Stop backup level: Delete Backup Data;

Type the name of Backup Instance: Bkazatu Ha3By Storage Account, 6exan
SIKOTO 3yTUHSETHCS;

Reason: Others;

Comment: BkazaT Oyab-1110.

Ta natucuytu Stop backup. Ile HeoOXinHMIT KPOK, Mepe]] BUAAIECHHAM YyCiX

pecypciB.

28. Buganmutu yci CTBOpEHi B MPOIleci 1ab0paTopHOi, peCypcHu.



KoHTpoJibHI 3an1uTAHHA

1. Sxi Tumu ganux 30upae Azure Monitor, Ta B 4OMy Pi3HHULA MK METPUKaMH 1
Joramu?

2. Jlnst woro BukopuctoByeThest Log Analytics Workspace 1 siki TN TaHUX MOXKYTh

y HbOTO HaIXOAUTH BiJ cepBiciB Azure?

3. lllo Take Kusto Query Language (KQL)? ki #loro MOXJIMBOCTI y KOHTEKCTI

aHaI3y KypHaIiB 1 momyKy noaiil y StorageBlobLogs?

4. Hagimo HanamroByroThcsi Diagnostic Settings y Storage Account, Ta siki THUIH

JI0T1B MOXYTh OyTu niepenani B Log Analytics Workspace?

5. Sk nmpamroe Azure Monitor Metrics? SIki mapameTrpu HeoOXigHO 3aaaTu, 1100

BitoOpasutu Ingress Tpadik y Storage Account i3 po3ourtsam 3a API name?

6. Illo Take Azure Monitor Alert Rule, 3 SkMX OCHOBHHX KOMIIOHEHTIB BOHO

ckianaerbes (Scope, Condition, Actions, Details) 1 sx nmpaitorots Action Groups?

7. SIkuM YMHOM MOKHA IEPEBIPUTH cripaiioBanHs anepty DeleteBlob event alert Ta

Jie TIEPEITITHYTH 1CTOP1I0 MOTO CIpallbOByBaHb?

8. Y domy nonsrae npuzHadyeHHs: Application Insights? fIky iHpopMmamio MoxHa

orpuMatu B po3ainax Failures, Live Metrics Ta Availability?

9. Mdxi Kpoku NOTpIOHO BHKOHATH, 100 HamamrtyBaru Availability Test s

Be03aCTOCYHKY, 1 SIK IHTEPIPETYBaTH PE3YAbTaTU POOOTU TECTY MICIS 3yNMUHKUA App

Service?

10. o take Azure Backup Vault, sk cTBOpIO€TbCS TMONITHKA PE3EPBHOTO

xomitoBaHHA /i Blob Storage, Ta sik BiiOyBaeTbcs MpolieC BIIHOBICHHS TaHUX Y

HOBHMI Storage Account?



