JlaGoparopHna pooora Ne6 (u.1)

PO3I'OPTAHHA OBUYNCIIIOBAJIbBHUX CEPBICIB B AZURE TA
VIIPABJITHHA HUMU (AZURE VIRTUAL MACHINES, APP SERVICE,
CONTAINER INSTANCE)

Mera: 03HalOMHUTHUCS 3 OCHOBHHMH OOYMCIIOBAIbBHUMH CEpBICAMH ILIATPOPMU
Microsoft Azure Ta HaBUMTHUCS PpO3rOpPTAaTH 1 YIPABIATH HUMHU Ha MPAKTHULIL.
JlocaiAuTY MPUHIMIHN CTBOPEHHS 1 KOHPIrypaii BipTyanbHuX MamuH (Azure Virtual
Machines, Azure Virtual Machine Scale Sets), xmapuux Be63actocyHkiB (Azure App
Service) Ta koHTeiHepHUX ex3eMmusapiB (Azure Container Instances). ChopmyBaru
HAaBUYKH BHOOpPY BIAMOBIAHOIO CEPBICY 3aJI€KHO BIJ CLEHApPII0 BUKOPUCTAHHS,
onTUMIi3aIlli mapamMeTpiB MPOAYKTUBHOCTI Ta BApTOCTI, a TAKOXK YIIPABIIIHHSI CTAaHOM,
MacmTabyBaHHSAM 1 JOCTYHNOM JI0 OOYMCIIOBaJbHUX PECYPCIB Yy XMapHOMY
CepeoBHIIII.

Xin podoru

1. Tlepesiputu nomituky Allowed resource deployment regions Ta 06paru oguH
3 perioniB. CtBoputu Virtual Machine Azure Portal. B ronoBnomy momryky
Ha Azure Portal 3maiitu Virtual Machine ta oOparu ommito Create. Jlami
3aIMOBHUTY TIOJIA:

Basics (3MiHIOBaTH TUIHKU BKa3aHi MOJIS):

- Subscription: o6paru mianucky Azure for Students;

- Resource group: CTBOpUTH HOBY, Ha3BABIIIHU I'Z-VM-XXX-YYy-ZZZ, € XXX —
CKOpOY€Ha Ha3Ba 0OpaHOro, cepell JOCTYIMHHUX B MOJITHUII, PETIOHIB, KA
3aCTOCOBY€ThCS sl HaBYabHUX Subscriptions Azure for Students,
BIIIIOBIIHO JI0 15010 (haiy, o MICTAUTH BIAMOBIAHICTh MIK IOBHOIO Ta
CKOPOUYEHOIO0 HAa3BOIO PETIOHY, a Yyy — I1HILIAIU CTyHAEHTa, ZZZ — HOMEp
BaplaHTy;

- Virtual machine name: vim-xxx-yyy-zzz-001, ne Xxxx — ckopoueHa Ha3Ba
oOpaHoro, cepejl IOCTYIHUX B MOJITHIll, PETIOHIB, KA 3aCTOCOBYEThHCS
Ul HaBdaIbHUX Subscriptions Azure for Students, Bi/IITOBIIHO J10 1THOTO
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(ailsty, 10 MICTUTh BIJIMOBIAHICTh MK IMOBHOIO Ta CKOPOYEHOIO HA3BOIO
pEriOHY, a Yyy — 1HILIaJU CTY/IEHTa, ZZZ — HOMED BapiaHTy;
Region: oOparu cepen 1OCTYNMHUX, IO BKa3aHl B MOJITHUII PETi1OHIB, SKa
3aCTOCOBYETHCS JIJIsl HAaBYAIIbHHUX Subscriptions Azure for Students;
Availability options: Availability set;
Availability set: Create new
o Name: as-xxx-yyy-zzz-001, ne Xxx — CKOpoueHa Ha3Ba 0OpaHOTO,
cepen JOCTYIHUX B TOJMITHUIl, PETiOHIB, KA 3aCTOCOBYETHCS JUIS
HaBuabHUX Subscriptions Azure for Students, Bi/IIIOBIIHO JI0 11LOTO
(ailiry, IO MICTUTH BIJAMOBIAHICTE MK MOBHOIO Ta CKOPOUYEHOIO
Ha3BOIO PETiOHY, a YyY — 1HIIIa]u CTylAeHTa, ZZZ — HOMEp BapiaHTYy;
o Fault domains: 2;
o Update domains: 6;
o 30epertu HamamTyBaHHs Availability set;
Security type: Trusted launch virtual machines;
Image: Windows Server 2025 Datacenter — x64 Gen?2;
Size: Standard B2s — 2 vcpus, 4GiB memory;
Username: ananoriunuii username, sik 1 B Azure Cloud Shell, tumy
ki251 mvv;
Password: noBuUTbHMIA Oe3meyHUI Mapoyib HE MeHIe 12 CUMBOIMIB, IO
Oyzne mictut OykBH, 1udpu, crier.cuMBoiH (y 3BiTI HE BKa3yBaTH);
Public inbound ports: None;

Disks (3M1HIOBaTH TIJIKU BKa3aH1 MOJIs):

OS disk type: Standard SSD (locally-redundant storage);
Create and attach a new disk:

o Standard SSD (locally-redundant storage);

o Size: 32GiB;

o Delete disk with VM: check;

o 36epertu 3miHu, HatucHyBIU OK;

Networking (3M1HIOBaTH TUTbKU BKa3aH1 MOJIs):

Virtual network: Edit virtual network
o 3aminutu aapecuuid npoctip Ha 10.xxx.0.0/16, ne, a XXX — HOMEP
BapiaHTy TPYyIIH;
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o PeparyBatu icHyrouuii subnet, oOpaBmu B IPv4 address range
nonepeanbo crBopenuit (10.xxx.0.0/16) Ta 3MEHIIUTH KUIBKICTh
JTOCTYMHUX ajipec B subnet, o0paBumiu npedikc (Size) —/29;

o 30epertu 3MiHU;

- llepeiitu y Bkiagy Review + Create Ta micist Banmijaiii HaTUCHYTH
Create.

. Ho3Bomutu moctynm 3a mpotokosnom RDP 1o HOBOCTBOpeHOT BipTyaibHOI

mamuHu. Ilepelitu B HanmamryBanHs Virtual Machine > Networking >

Network settings Ta HatucHyTH Create port rule > Inbound port rule.

Jlani BKazaTu HACTYIHE:

- Source: My IP address;

- Source port ranges: *;

- Destination: Any;

- Service: RDP;

- Action: Allow;

- Priority: 110;

- Name: allow-rdp;

- Description: Allow RDP connection from my current public IP address

- 30eperTtu npaBuio.

. B manamryBanus BipryanbHoi mammau nepeitu y Connect > Connect Ta

HatucHyTH Check access Ta mnepekoHaTuCh, IO BH MA€ETE JOCTYH 3a

nporokoioM RDP no BipryasibHOI MamuHu, mpo 110 Oyze CUTHali3yBaTh

Haamuc «Port 3389 is accessible from source [P(s)». [Ticns niboro HatucHyTH

Download RDP file.

. IligxknrounTUCh 0 BIPTyaJbHOI MAalIMHU, BHUKOPHUCTOBYIOYM Microsoft

Remote Desktop Connection client, BigkpuBIu 3aBanTaxenuit ¢aiin. [licmus

IIbOTO BBECTH JIOTIH Ta Napojb, M0 OyaW 3ajJaHi IIiJI 4ac CTBOPEHHS

BIPTYaJIbHOI MAIIMHU JIS TIAKIIOYEHHS 10 Hel.

. Bigkpurtu File Explorer ta 3adikcyBaru HasiBH1 Devices and drives (Windows

(C:), Temporary Storage (D:), DVD Drive (E:)). BaxxnuBo 3a3HauuTH, 1110 Ha

naHoMy etami BiacyTHiM Data drive, mo Oyno cTBOPEHO Miji Yac CTBOPEHHS

BIpTyaibHOI1 MamuHu. [{ns Toro, mo6 BiH BigoOpaxkascs y File Explorer ta

1oro MokHa OyJI0 BUKOPHCTOBYBAaTH, HEOOX1JHO KIIKHYTH IIPABOKO KHOITKOIO

mumn no Start Menu Icon Ta ob6parn Disk Management,a ne cucrema

3aMpoTioOHye 1HiamiamidyBatu HasBHUM guck. Harmckaemo OK. Jlami

3HaxouMo Harl auck (opieatoBHO Disk 2, po3mipom 31.98GB), kiikaemo mo

HEpo3MideHiil obOmacti, Ta obupaemo Create mew simple volume 1 mami



HOrO/KYEMOCH 3 YCIMa HaJJalITYBaHHSIMH 32 3aMOBUYBAHHSM 1 HAaTHCKAEMO
Finish. ¥V File Explorer nepekonyeMoch, 1o mnosiBuBcs HoBui Volume,
po3mipom y 31.9GB.

6. Biakputu PowerShell, Ta BukoHnaTn komaumy:
Install-WindowsFeature -name Web-Server -IncludeManagementTools

[Ticns ii BukoHanHs, Biakputu Azure Portal, mepeiiTi 10 CTBOpeHOI paHiiie
BIpTyaJpHOI MamuHU Ta y BKIam Overview, CKoOmioBaTH 3HAYCHHS
Primary NIC public IP Ta BizpuT BeOCTOPIHKY, JOCTYITHY 32 ITIEI0 aIPECOI0
y HOBIi# BkIaj1i Opay3sepy, BukopuctoBytouu nporokon HTTP (we HTTPS!).
OdikyBaHO, MU OTPUMAEMO TTOMHUIIKY.

7. Josomutu noctyn 3a mporokoiioM HTTP no BipryansHoi mamunu. [lepeiitu
B HanamtyBaHHsa Virtual Machine > Networking > Network settings Ta
HatucHyTH Create port rule > Inbound port rule.

Jlaii BKa3zaTu HACTYITHE:

- Source: Any;

- Source port ranges: *;

- Destination: Any;

- Service: HTTP;

- Action: Allow;

- Priority: 120;

- Name: allow-http;

- Description: Allow HTTP connections from any location
- 30eperTtu npaBuio.

8. Y HOBOMY BiKHI Opay3epi BCTaBUTH TOMEPEIHRO CKomiioBany [P-aapecy Ta
NEPEKOHATUCh, M0 BU OTPUMAIH JOCTYN JO CTaHAAPTHOI CTOPIHKHU
BeOceprepy Internet Information Services (IIS).

9. Bigxmountrch Big RDP-miakmroueHHs Ta BUAATSIEMO yC1 pecypcH, mo O0yio
MOTEePETHHO CTBOPEHO.

10. BuxopuctoByroun Azure Portal, B momryky 3uaiitu Virtual Machine Scale Set
Ta 00paru Create. [{asi 3amOBHUTH TOJIS:

Basics (3MiHIOBaTH TIIKU BKa3aH1 MOJIS):

- Subscription: o6paru nmianucky Azure for Students;

- Resource group: CTBOPUTH HOBY, Ha3BaBIIIU IZ-VMSS-XXX-YYY-ZZZ, I XXX
— CKOpOY€Ha Ha3Ba 00paHOro, cepell IOCTYITHUX B MOMITHUIL, PETIOHIB, KA
3aCTOCOBY€TbCSl JUIsl HaBdasbHUX Subscriptions Azure for Students,
BIIIIOBIIHO JIO IILOTO (haliiry, [0 MICTATH BIAIIOBIAHICTH MIK IIOBHOIO Ta
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CKOPOUYEHOIO HAa3BOIO PETIOHY, a Yyy — I1HILIAIM CTyIAEHTa, ZZZ — HOMEp
BaplaHTy;

Virtual machine scale set name: vmss-xxx-yyy-zzz-001, ne xxx —
CKOpOY€Ha Ha3Ba 0OpaHOro, cepell AOCTYIMHUX B MOJITHUII, PETIOHIB, SIKa
3aCTOCOBYEThCS Il HaBYabHHX Subscriptions Azure for Students,
BIJIIOBIIHO 710 11Or0 (haiiay, 110 MICTUTh BIAIIOBIAHICTH MK IMOBHOIO Ta
CKOpPOUYEHOIO HAa3BOIO PETIOHY, a Yyy — IHILIaIM CTyIeHTa, ZZZ — HOMEp
BapiaHTy;

Availability zone: Zone 1, Zone 2;

Orchestration mode: Flexible;

Scaling mode: Manually update the capacity: Maintain a fixed amount of
Instances;

Instance count: 2;

Image: Ubuntu Server 24.04 LTS - x64 Gen2;

VM architecture: x64;

Size: Standard B2s;

Authentication type: SSH public key;

Username: ananoriudauii username, sk 1 B Azure Cloud Shell, tumy
ki251 mvv;

SSH public key source: Generate new key pair;

SSH Key Type: Ed25519 SSH Format;

Disks (3MiHIOBaTH TUTbKU BKa3aH1 MOJIs):

OS disk type: Standard SSD (locally-redundant storage);

Networking (3MiHIOBaTH TUJIbKH BKa3aH1 MOJIs):

Select a load balancer: Create a load balancer
o Name: Ib-xxx-yyy-zzz-001, ne xxx — ckopoyeHa Ha3Ba 0OpaHOro,
cepen JOCTYIHUX B MHOJITULI, PETI1OHIB, SIKA 3aCTOCOBYETHCS JUIS
HaBYATbHUX Subscriptions Azure for Students, Bi/IIOBIIHO 10 1TLOTO
(hailiry, MO MICTHTH BIAMOBIAHICTH MiXK ITOBHOIO Ta CKOPOYCHOIO
HA3BOIO PETIOHY, a YYy — IHIIIaJIA CTYACHTA, ZZZ — HOMEP BapiaHTy;
o Harucuytu Create ta 3adikcyBaru 3minu it Load balancer;

Advanced (3MiHIOBaTH TITHKY BKa3aH1 MOJIA):

Custom data and cloud init: Bkazatm Custom data, sska BCTaHOBHUTH
BeOcepBep NGINX na ycix mammnax Virtual Machine Scale Set 3anuiie B
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fioro cropinky 3a 3amoBuyBaHHsi ‘“‘Hello from $(hostname)”, ne Oyzne

I1ICTaBJICHO BIAacHE hostname MalInHu:
package update: true
packages:

- nginx

write files:
- path: /var/www/html/index.html
permissions: "0644"
content: |
placeholder

runcmd:

# Ensure nginx is enabled and running

- systemctl enable nginx

- systemctl restart nginx

# Write a simple default page with the instance hostname

- bash -1c 'echo "Hello from $ (hostname) " >
/var/www/html/index.html"

- llepeiitu y Bkiagy Review + Create Ta micis Bamijaiii HaTUCHYTH
Create.

11. ITepetitn o moitHO cTtBOpeHoro Virtual Machine Scale Set, y Bxmamimi
Overview > Properties > Networking xiikHyTH Ha iM’S TONEPEIHBO
ctBopenoro Load balancer. Ilicns mepexomy B Load balancer, oGparu
Monitoring > Insights. Tyt moxHa crnoctepiraru craryc Health probes
BIpTyalbHUX MamuH y ckiaai Virtual Machine Scale Set. MoxnuBo, Tpeba
NeBHUI yac, o6 Mammuu nepenuin y craryc Healthy. Ilicas msoro y Load
balancer > Settings > Frontend IP configuration ta ckonitoBaT 3HaU€HHS
IP address. Buxonaru B Azure Cloud Shell (PowerShell) nactrynny komanny,

3amiHuUBIIM 1.2.3.4 Ha 3HAUEHHS CKOMI1OBAHOI aJIpeCcH:
1..10 | ForEach-Object { (Invoke-WebRequest -Uri
"http://1.2.3.4") .Content }

Tak Oyno mnpomemoncTpoBaHo, mo NGINX ycmimHO mpaiioe Ha ycCix
MmamrHax y ckiagi Virtual Machine Scale Set 1 mo Load Balancer 3aiiicHioe
OaslaHCyBaHHS HaBaHTaKEHHsI BeOTpadiky.

12. Iepe#itu y nanamryBanHas Virtual Machine Scale Set > Instances. Ha nanuit
MOMEHT TICJIsl CTBOPEHHS ix mae Oytu 2. OOpaTu NOBUIBHUN Ta KIIKHYTH
Delete.

13. Jlomatu mpaBujio sl TOPU3OHTAIBHOTO MaciuTaOyBaHHs Virtual machine
scale set, ko HaBanTaxxeHHs Ha CPU Oyne Butie 70% O1y1bIie SXB MOCI1b.
[Iepeiitu y Availability + scale > Scaling > Configure > Custom autoscale.



3anumutu nonst Autoscale setting name, Resource group, Predictive
autoscale 6e3 3MiH. Y noni Scale mode o6paru Scale based on a metric.
Jani B Rules o6paru Add a rules 3minuTu B moJii Duration (minues) 3 10
Ha 5, a B Operation, Increase count by; B instance count 3ajaru 3Ha4eHHs
1. Pemty numuty 3a 3aMOBYYBAaHHSM. 30€pertu 3MiHH, HATUCHYBIIN Save
BIOpI.

14. ITepeOyBarouu B IIbOMY K MEHIO JOAATH MPaBWIIO iig Scale in, y1s crieHapito,
KOJIM HABAHTAXKEHHA Yy CMaJa€ Ta MOTPIOHO 3MEHIIUTH KITBKICTh MAllUH y
Virtual Machine Scale Set. Kmikaytu Add a rule Ta 3amatu HacTymHi
3HAYEHHS:

- Operator: Less than;

- Metric threshold to trigger scale action: 30%;
- Duration (minutes): 5;

- Operation: Decrease count by;

- instance count: 1;

- HarucHyTH Add Ta notim Save.

15. IlporectyBatu mpaBuiio MaciiTaOyBaHHS Ha OCHOBI MeTpuku. Y Virtual
Machine Scale Set > Instances, KJ1IKHyTH Ha JOCTYIIHY BIpTyajbHY MallluHY,
BCepearHi AKoi nepeitu B Operation > Run command > RunShellScript,

BCTAaBUTHU HACTYIIHUM CKPUIIT TA BUKOHATH MOTO.
while :; do :; done &

JlaHni CKpHUIIT 3r€HEpy€ HAaBaHTAXEHHA HA CUCTEMY, L0 IPU3BENE N0
TOPU30HTAIBHOTO MaciiTaOyBaHHs iHCTaHCIB Virtual Machine Scale Set.

16. IToBepnytuce y Virtual Machine Scale Set > Instances ta uepe3 5xB (K
OyJi0 3a/laHO y TIPaBWJIl) OHOBUTU CIHCOK Ta MEPEKOHATHUCH, IO BiIOYIOCH
maciTabyBaHHs. SIKIIO BOHO HE BiJIOYJIOCh, KPOK 15 MOXKHA MOBTOPUTH Ta
3HOBY 3a4€KaTH.

17. 3aBepuiutu Ha BIpTYyalbHIN MaIlIMHI MPOIECH, 1110 OYJIO CTBOPEHO Y KpoIil 15
Ta 3a4eKaT, MOKU KUIbKICTh 1HCTaHCIB y Virtual Machine Scale Set He
3HHU3UTHCSI 3HOBY.

18. Bumanutu yci momepeaHb0 CTBOpeHi pecypcu. llepekoHaruch, 1mo y
Subscription Oisibilie HEMa€e pecypcCiB, 1110 BUKOPUCTOBYBAIN OU KPEAUTH.



