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BCTYIT

CbOropHi Aeps>kaBHO-TIpuBaTHe MapTHepcTBO (pAaAi — ATTIT) Bu3HaeThCS 5K AeprKaBa-
MU, TaK i HeAep)KaBHUMU Cy0’ €KTaMy KAIOUOBMM €AEMEHTOM IOOYAOBU AINICHO epeKTUBHOI
cucteMu Kibepbesmneku Aep>kaBu. Maibke KO)KHa cTparerist Kibepbeamneku (HallioHaAbHOTO Y1
HAAHALIOHAABHOTO PiBHsI) 00 X BiAOMYMII Bi3iliHMIT AOKYMEHT (SIKMI1 CTOCYETHCSI Kibepbes-
MeKu) MiCTUTh 3raAKu po baxaHHs posBuBatu AITIL

BoaHovac, He3Ba)kalouM Ha TaKy €AHICTDb IOTASIAIB, TpaKTHUKA peaaisalii KibepOesme-
koBoro AITIT (aaai — KATIIT) Bce 1ie € BKpait HEOAHO3HAYHOIO Ta CYIIEPEYAUBOIO (HAIPUKAAA,
peiTvHr MiKHapOAHOIO COI03y eAeKTPO3B’ 3Ky «I'A00aAbHMIT iHAEKC KibepOesneku 2017»
Xo4a i1 Ma€ rpady «Aep>KaBHO-IIPUBaTHE ITAPTHEPCTBO», aA€ BUMIPIOE 110T0 AOCUTD 00epex-
HO — 3€A€HMM, )KOBTUM Ta YePBOHUM KOAbBOPAMMU i He HapAI0UM 3MiCTOBHOI METOAOAOTII BU-
MiproBaHHs').

3anponoHoOBaHe AOCAIAXKEHHSI — CIIpo0a pos3noyaTy B YKpaiHi OiAbII MIMPOKY AVCKY-
Cifo 3 IbOr0 MUTaHHSI, BUCBITAIOIOUY, 3 OAHOTO OOKY, B)K€ HasIBHUI AOCBiA OKpEMUX 3aXiAHUX
AepxaB y cdepi mobypoBu AINI, a 3 iHIIOro — KAIOYOBi YKpaiHChKi TpoOAeMY B KOHTEKCTI
crBopeHHs KATIIT. PesyabTaToM AOCAiIAXKEHHSI € peKOMeHAallil, Ki, Ha Hallly AYMKY, AOIIOMO-
XKYTb i A€p’)KaBHUM OpraHaM, i Heaep>KaBHUM Cy0 ekTaM (mepeaycim Oi3Hecy, aae Tak caMo i He-
YPSIAOBMM OpraHisaljisiM Ta HayKOBLSIM/€KCIIEpPTaM) Aillliie 3p03yMiTH, SIKUMU € MOXXAUBI LIASI-
X1 BupilieHHs npooaemu po3dypoBu KATIIIT B Ykpaini.

[Tepunit po3aia AOTIOBiAI IPUCBSIUEHU 3aTaABPHOTEOpPEeTUYHUM ITipxopaMm Ao ATIIT
SK TAaKOTO Ta OCMMCAEHHIO caMoi MOXXAMBOCTI peaaisauii KATTIT.

Y Apyromy Ta TpeTboMy po3airax pobotu omnucati npodaemu modyposu KATIIT y exo-
HOMIYHO Ta TEXHOAOTIYHO PO3BMHEHMX AepyKaBax, sIKi MAIOTh 3HAYHY iCTOpiio 3 popMyBaHH:
MmexaHiamiB KATTIT Ta BAacHe MalOTh MOTY>KHUX Oi3HEC-YYaCTHUKIB, 3 AKMMM i BUOYAOBYIOTb-
s i BIAHOCUHY, a00 B TMX KpalHax, sIKi Auie npuctynuau Ao popmysanns KAITIT, aae 3aiit-
CHIOIOTD lle B Me)KaX 3araAbHOEBPOIIENICbKOTO0 HOPMAaTMBHOIO NPOCTOpY. TakMM 4YMHOM AASI
aHaAizy 6yau obpani CIIIA, Beanxa bpuranis, Himeuunna ta [Toapma.

YeTBepTHil po3AiA MOBHICTIO MPUCBSIYEHO TpobAeMaM Y il LapuHi B YkpaiHi, Ae cu-
Tyallisi AOAATKOBO YCKAQAHIOETbCSI HUBKOIO crielidiyHmx 00CTaBMH, XapaKTepHUX 3Ae0iAb-
LIOTO caMe AAS Haluoi Aeprkasu. Ilepeaycim 1ie:

e HEOAHO3HAaYHAa HOPMAaTMBHO-IIpaBoBa 0a3a, sika peryatoe KAIIIT (y 1. 4. B muTaHHi,
1[0 CTOCYEThCS XaKTUBICTCHKOI AISIABHOCTI);

e HasBHICTb HM3KU MUTaHb (30KpeMa y chepi BIpOBaA)KEHHsI CTAaHAAPTIB Kibepbes-
meKu), siki OiAbIIIOI MipOI0 BXKe BUpillleHi B 3aXiAHUX AeprKaBax;

e iCTOTHO OiAblIIa AaKTVBHICTb IPOMAACBKOTIO CEKTOPY, AAKMIT X0o4e 6paTu 6iAblIy yyacTb
y 3abe3neuyeHHsI KibepOe3neku pep>kaBu (0c00AMBO B cuTyauii micast 2014 p., KoAau 3’ssBUAACS
3HaYHa KiAbKiCTb XaKTUBICTCHKUX YIPYIIOBaHb).

! Global Cybersecurity Index 2017 [EaexTponHuit pecypc]. — Pexxum poctymy : https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-
GCI.01-2017-PDF-E.pdf



AHATTIITUHYHA AOMNOBIAb

Yce 11e AOITOBHIOETBCS OIABII TPAAULIITHMMY IIPOOAEMaMM, 3 OAHOTO OOKY, HaAMipHOI
3aKpUTOCTi 6€3MeKOBUX CTPYKTYP Ta BUPA3HOTO TPEHAY AO A€AAAi 3pOCTAIOUOro KOHTPOAIO,
a 3 IHIIOTO — YaCTO 3aBUIEHMX OYiKyBaHb Ta «MAKCMMAAi3My» BiA MPUBATHOTO Ta HEYPSIAO-
BOT'O CEKTOPIB, SKi He 3aB>KAY CIIPOMOXKHI BUPOOUTY KOHCTPYKTUBHMIL IOPSIAOK AEHHUI AAS
O0OrOBOpEHHS 3 Aep)KaBOI0, He MAIOTb HAAEXXHUX 3HaHb IIPO PeaAbHi MOXKAMBOCTI Ta obMe-
YKEHHsI Aep>KaBHMX YCTaHOB Y Liill cdepi, 4acTo He Ay’ke 00i3HaHi i3 0COOAMBOCTAMM yKpaiH-
CbKOT'O 3aKOHOAABCTBA, & TAKOX iM BiAUYTHO OpaKye €EAHOCTI y IOrAsIAAX Ha Te, SIKOI0 B3ara-
Al moxe i mae 6yTu KATIIT.

ABTOpM AOmNOBiAl He cTaBMAM CODi 32 METY AQTV BUYEPIIHI BiATIOBiAl Ha BCi mUTaHHS
y uiit cdepi, aAe HaMaraAmcp y3araAbHUTHU CBiTOBUIT AOCBiA ¥ po36yaoBi KATIIT, 3posymitu
o0’exTuBHi Mexxi KATIIT Ta BU3HAYMTU KAIOUOBi TpoOAeMy, OB si3aHi i3 po3Butkom KATIIT
B YKpaiHi. 3a pe3yAbTaTaMM L[bOTO OTASIAY 3aIIPOIIOHOBAHI 11 OKpeMi peKOMeHAallil, AKi, Ha AyM-
KY aBTOpIiB, AO3BOASITb IEPETBOPUTU AIAAOT MK A€P>KaBHUMU Ta IPUBATHUMMU CTPYKTypamMu
joA0 KATIIT Ha 6iAbI pe3yAbTaTMBHMIL T HAAQTY IOMY MEBHUX iHCTUTYLiNHUX GOPM.
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Poszain 1. Ay COEPI KIBEPBESIINEKN:
MOXJINBOCTI TA OBME>XXEHHH4

IcTopuuHMIt TpeHA AO OiABLIOL yyacTi IPUBATHOTO CEKTOPY B SKUTTI Aep>KaBU BUHUK
y KiHni 70-x pokiB XX cT. y KpaiHax 3axoAy, 1[0 OYAO IOB’3aHO i3 TAOOAABHOIO €KOHOMIU-
HOI0 Kp13010 Toro yacy’. OAHUM i3 MIASIXiB BUXOAY 3 Hel HeoAiOepaAbHi TeopeTuKy BOayaAu
y HeoOXiAHOCTI MacIITabHOI AeOl0poKpaTu3allii Ta mepeaayi YaCTUHM TOBHOBA)KEHD AepiKa-
BI IIPUBATHUM CY0'€KTaM ab0, MpUHAIMHIi, BCTAHOBAEHHS IIAPTHEPCHKUX BIAHOCUH MiX Aep-
XaBoio Ta 6izHecoM. I sxijo nepiui mpoexTu AT cTocyBaaucs nepeaycim po3BuTKy iHdpa-
CTPYKTYPU MiICT, €KOAOTiYHMX MPOEKTIB, OXOPOHU 3AOPOB’SI Ta OCBIiTH, TO B IOAAABLIOMY
KiABKiCTB cdep, A0 sIKMX 3acTOCOBYETbCs MOHATTA AT po3mMprAOCh HACTIABKY, LIIO 1ie BXXe
3MYILy€ OKPEMUX AOCAIAHMKIB Ka3aTu PO BUXOAOIIEHHs MOHATTA Ta IepeTBOPEHHs 10ro
Ha «SIPAVK, AAS BCiX HOBUX 200 HeBiAoMuX popM cIiBpoOITHULITBA MiXK Aep)KaBOIO Ta MPU-
BaTHUM CEKTOPOM»>.

Hai16iabi HeopHO3HAUHMM cTaAo npoHuKHeHHsI AITIT Ao chepu 3abe3neueHHs Aep-
»KaBHOI Oe31exy, TOOTO TyAU, A€ AeprKaBa TPaAULIiITHO 30epirasa cBoi MOHOIOAII0. lllonpas-
AQ TaKa MOHOIIOAISI 3aBXXAM OyAa AOCUTb YMOBHOIO: MalDKe B YCi IepioaM icTopii AIoACTBa ic-
HYBaAU IpPUKAAAU crielndiuHNX Aep>KaBHO-TIPUBATHUX BiAHOCKH y cdepi HaljioHaAbHOI
0esnexyu. OcoOAMBO SICKpaBO BOHU IPOSIBASIAMICDH Y UTAHHI BilICBKOBMX OIlepaliil Ha MOpi,
A€ AOBI'UI 4ac OYAM IMOIUMpPEH] «KalepchKi CBIAOLITBa» AASI IPUBATHUX KOpaOAiB. ChOroAHi
TaKa MpaKTyKa IPOAOBXKYETbCA (i 6araTro B YoMy HabyBae AeAdAi HOBMX BUMIpIB) Y KOHTEKCTi
PO3BUTKY «IPUBATHUX BOEHHUX KOMIIAHI».

OAHUM 3 HaMOIABII CKAQAHUX TEOPETUYHUX MUTaHb, MoB’si3aHux i3 AT, € Bu3HaveH-
Hs TOTO, 10 € «crpaBxHiM» AT, a mo Hi. KatouoBe posyminnsa ATl KOHLEHTPYETbCSI HABKO-
AO ABOX iA€ll, IKi AO3BOASIIOTh OXapaKTepu3yBaTy HeOOXiAHI MpyunHY AASL BUHUKHeHHs ATTIT:

e JKOAEH i3 apTHEPiB He MOXKe AOCATTU Oa’kaHOI 1L[iAi 0AHOOCO00BO (6e3 mapTHepa);

e Mae OyTu QpiHaHCOBa AOMOBAEHICTD, IKa POOUTDH MAPTHEPCTBO NMPUBAOAMBUM AAS
000X CTOpIH.

CriBen Ainpep (Stephen Linder) xapaktepusye Lie Takum uynHoM: «MeToro AITIT e Bu-
KOPUCTaHHSI CUHEpril y CIIiAbHOMY iHHOBaL|ilHOMY BMKOPMCTaHHi pecypcCiB Ta 3aCTOCYBaHHI
YIPaBAIHCBbKIUX 3HAaHb 3aAAS ONITMMAABHOTO AOCATHEHHA LiiAel YCiX 3aAy4eHUX CTOpIiH, SIKIIO
i 1Al He MOTAM OYTU AOCSTHYTI 0e3 3aayueHHs UMX cTopin»*. Kpim Toro, BiH cAylHO 3a3Ha-
yae, mo B Mexxax AITIT 06uaBi cTopoHu, AAsT 3abe3IedeHHs YCIIIHOCTI NapTHEPCTBA, MAIOTh
3MiHIOBaTH XapakTep CBOro MucAeHHs — cy6o’extu AT amyuieni AymaTut Ta AlsiTH SIK iX apT-
Hepy, TOOTO Aep’KaBHi YYaCHMKM MAIOTh AYMAaTU Ta AiSITU SIK MAIPUEMLL], B T. 4. IK Oi3Hec Mae

% Cavelty Myriam Dunn, Suter Manuel. Public—Private Partnerships are no silver bullet: An expanded governance model for Critical
Infrastructure Protection // International Journal of Critical Infrastructure Protection. — December, 2009. — Vol. 2, Is. 4,, — P. 179-187.

3 Linder S., Coming to terms with the Public-Private Partnership — A grammar of multiple meanings. // Public-Private Policy
Partnerships / P. Vaillancourt Rosenau (Ed.). — The MIT Press, Cambridge MA, 2000. — P. 19-36.

* Linder S., Vaillancourt P. Rosenau, Mapping the terrain of the Public-Private Policy Partnership // Public—Private Policy
Partnerships / P. Vaillancourt Rosenau (Ed.). — The MIT Press, Cambridge, MA, 2000. — P. 1-19.



AHATTIITUHYHA AOMNOBIAb

BpPaxoBYyBaTU CYCIIiAbBHUI iHTepec, i ouiKyBaTy, 110 iM AOBeAETbCs OyTH OiAbII MiA3BITHUMYU
IPOMAACBKOCTI®.

Bincent KoyBenxosen (Vincent Kouwenhoven) xoukpetusye®, mo AT e Hemoxxan-
BUM 0e3:

e B3A€EMHOI AOBipM Ta BCTAHOBAEHHS OOMeXXeHb, CIIPSIMOBAaHMX Ha HEAOIYILEeHHS
3AOBXXVBaHb;

e HAsIBHOCTI YiTKVX, HEABO3HAUHUX 1liAeli Ta cTparerii, sika 3adikcoBaHa y AOKYMeH-
TAaAbHOMY BUTASAL

e YiTKOTO PO3IOAIAy PU3MKIB;

e BIANTOBIAQABHOCTI, TOBHOBaXKEHb, & TAKOX QYHKLi 3a0e3Me4eHHsI TapTHEPCHKUX
OisHec-iHTepeciB.

ApHuas fracis (Arnav Jagasia) 6arato B YoMy AOIIOBHIOE L€l MiAXiA TAKMMY T€3aMU’:

e IapTHepU MAKTh iaeHTH(IKYBaTK Ta Bu3HaUNTH (detect) MOBEAIHKY, sIKQ BUKAVIKAE
3aHEIMOKOEHHS;

e YYACHUKM IAPTHEPCTBA MAIOTh ME€PEKOHATHUCS, 110 YYACHUKU — fK Bip A€P’KaBHOTIO,
TaK i MPMBATHOIO CEKTOPY — IMOBHICTIO MOTOAXXYIOTbCS i3 3acapamu (standards) mapTHepCTBa;

o ATIIIT mae 3anpomnoHyBaTy MeXaHi3M BiAIIOBiAl Ha cuTyawii micast Kibepsarpos
(Lje BKAIOYA€E aHAAI3 aTaKM Ta BUSIBAEHHSI PillleHb AASI 000B SI3KOBOTO BUPIIIEHHS YPa3AMBOCTEN
B QTAKOBAHMX CHUCTEMaX).

AVCKYCIIHMM 3aAMIIAETHCS i MUTAHHS TOTO, B SIKMX KOHKPETHO opMax MoOKe peaai-
30ByBaTUCh «crpaBxHe» AITIT — TyT Tak caMo BiAUyBa€eTbCs OpaK METOAOAOTIUHVIX HaIpaLllo-
BaHb. DiHcbka AocaipunLst Mapist Kocrainen (Mariia Kostiainen) mpomnoHYe BiALITOBXYBaTHUCh
BiA ToTO, 110 3arasom yce AT Mmoske OyTy IIOAIA€HO Ha TPy BEAUKI TPy B3aEMOAI (1jonpas-
A, 3BaKalouy Ha OiAbLI BY3bKY Tpo0AeMy 3a0e3neyeHHst Oe3neku Aitelt y Mmepexi [HTepHeT)®:

e Auckycii (bopMyBaHHS MOCTITHMX MalAQHUMKIB AASL OOTOBOPEHHS CKAQAHVIX M-
taHb AI'IT MiX 1oro yuacHuKamu, akTMBHe IIPOBEAEHHS K aKaAeMiUHUX, TaK i MPaKTUYHUX
KPYT'AMX CTOAIB/ceMiHapiB Ha L0 TEMY, pO3BUTOK OyAb-sAKuX popM popMaAbHMX Ta Hedop-
MaABHUX B32EMOAIN MK Aep>KaBolo, IPMBAaTHUM CEKTOPOM, HEYPSAOBMMM OpraHisalismu
Ta HAyKOBLISIMI);

e CHiABHI Aii (3AI/ICHEHHS CIIABHMX 3YCUAD A€P>KaBHOTO Ta IPUBATHOTO CEKTOPIB
Ha AOCSATHEHHSI CIiABbHUX LiAen. Haitbiabin TpapuiiHo € ¢opma Takoro criBpoOiTHMITBA
AASL LiAelt ocBiTU YV cdepi KibepOesreky, y T. 4. uepe3 3aAy4YeHHsI CIiBPOOITHUKIB cy0 eKTiB
cucteMu KibepbOesneKku A0 OCBITHIX aKiiiif, 1110 3A1/ICHIOIOTBCST HEYPSIAOBUMM CTPYKTYPaMu);

o TmpsiMe Ta HempsiMe ¢piHaHCYBaHHs (MaeTbCsl Ha yBasi MOIIYK MeXaHi3MiB CIIABHOTO
A€pP>KaBHOTO Ta HeAep>KaBHOTO (iHaHCYBaHHS IPOEKTIB, sIKi MOXKYTb OyTHy TpakToBaHi sik AITIT
y Kibepcepi. Lle BKArOUae BUAATKU SIK IPsIMi 3 AEP>XKOIOAXKETY, TaK i OIOCepeAKOBaHi yepes
pisHOMaHiTHi KBasipepskaBHi mporpamu ¢hiHaHCYBaHHS, B T. 4. — Yepe3 IPAHTYBaHHS).

Popsxep Bertenxaa (Roger Wettenhall)®, anaaizyioun pisHi mipxoan ao camoi iaei AT,
MIPUXOAUTD AO AYMKU, IIIO 3aTAAOM € ABi BEAMKi KaTeropii TOro, 110 TpaAULiiTHO BiAHOCATD A0 ATTIT:

e Ieplla — TOPU3OHTAABHI, He iepapXiuHi 3B’s13K1, 1110 XapaKTepPU3YIOTbCsI KOHCEHCYC-
HOIO MOAEAAIO IPUIHATTA pillleHb;

® Linder, S.H. Coming to Terms With the Public-Private Partnership: A Grammar of Multiple Meanings // American Behavioral
Scientist. — 1999. —Ne 43(1). — P. 35-51. DOI: 10.1177/00027649921955146

¢ Kouwenhoven V., Public-Private Partnership: A model for the management of Public-Private cooperation // Modern Governance /
J. Kooiman (Ed.). — New Government—Society Interactions, Sage, London, 1993. — P. 119-130.

7 A Look into Public Private Partnerships for Cybersecurity [EaextponHmit pecypc]. — Pexxum poctymy : https://publicpolicy.wharton.
upenn.edu/live/news/1815-a-look-into-public-private-partnerships-for

8 Internet safety for children (Finnish practices and stakeholders) [Eaextponumit pecypc]. — Pesxum aoctymy : http://tampub.uta.
fi/bitstream/handle/10024/99386/GRADU-1466515272.pdf?sequence=1&isAllowed=y

® Wettenhall R. The Rhetoric and Reality of Public-Private Partnerships // Public Organization Review. — March, 2003. — Vol. 3,
Is. 1. - P. 77-107.
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OEP>XABHO-MPUNBATHE MAPTHEPCTBO Y COEPI KIBEPBEESIEKN...

e Apyra — iepapXi4HO OpraHi3oBaHi BIAHOCUHHU, A€ OAHA 31 CTOPiH Ma€ AOMiHYI04Y I10-
3ULIIIO.

Ha 1ioro AymMKy Auie Ti B3aeMoAi, SIKi MOXXyTb OyTHU BiAHeCeHi A0 mepiIoi KaTeropii,
MOXKHa AiricHo HasuBatu ATTIL

BoaHouac kibepbesnekoBa chepa Mae NeBHi YHIKaAbHI MpobAeMy, sIKi BCe 11je CAaOKO
AOCAiIAKeH] Ta He MaIOTh YHiBEpCAaAbHUX «peLIelTiB» pilileHb (OiAblie TOro, MOXXAUBO, BOHU
B3araai Ix He MaTb). AMepukaHcbka Aocaipanis M. Kapp (Madeline Carr) 3Beprae yBary',
o HaBiTh y CIIIA, ae maike 15 pokiB ATIIT BusHauaaoch siK sIApO (cornerstone) HallioHaAb-
HOI cucTeMu KibepOesneKku, CTOpOHAM TakK i He BAAAOCh BU3HAUUTU MMapaMeTpU, XapaKTep
Ta MacCIITabM Takoro crniBpoOiTHULITBA (OiAblie TOrO, 3BiT PaxyHkoBoi masatu CIIA «Aormo-
BiAb ITPO 3aXUCT KpUTUYHOI iHPpacTpykTypu: IToTouHmMit miaXiA AO MAQHYBaHHS B CEKTOPI Ki-
Oepbe3nexu noTpedye nepeotiinku» (Current Cyber Sector Specific Planning Approach Needs
Reassessment) 3a 2009 p. BUSBUB 3HAUHY KiABKiCTb IPOOAEM Y TUX 3YCUAASIX, fAKi 3AINICHIOBa-
AVICb aMePUKaHCBKUM YPSIAOM AAst cTBopeHHi ATTIT y cdepi kibepbesmnexu).

Edexrusnicts KATITIT 6araro B YoMy noB’s13aHa 3 TUM, SIK B3araAi BU3HayeHa KibepoOes-
eKa Ta SIKO0 MipOIo CITiBBIAHOCATHCS KibepOesneka poep)kaBu Ta KibepOesmeka AlopuHu. B 6a-
raTbOX BUITAAKAX MPABUAO «IJO AOOpe AAsL Oe3IeKu Aep>KaBu, TO AOOpe i AAsl bGe3meKu iHAU-
Bipa» He mpaiioe i 0c06AMBO YacTo — B KibepOe3nekoBux nuTanHsax. Kpim Toro, marke
3aBXXAM B LIMIX BIAHOCMHAX NPUCYTHiN Opak KoopAVHallii, 1[0 BiAuBae Ha caM xapaxrep ATITIT.
3 uporo npuBopy Aappi Kainrtou (Larry Clinton)'' BAy4HO Bip3HA4aE€, 1[0 «IIAPTHEPCTBO MiXK
rpoMaAsiHaMy, Yyl 6i3HeCOM, UM YPSIAOM MOYKe BUSIBUTYMCD 3HAYHO CKAQAHIIINM, HiX 11e O4iKy-
eTbcs. bpak KoopAMHallil II0OAO pOAi apTHepIB, iX BIAIOBIAAABHOCTI Ta OYiKyBaHb MOJKe IIPU-
3BECTU AO IIPOOAEM, HaBIiTh SIKIIO y ITAPTHEPiB HaueOTO criAbHi Ljiai. KoMyHiIKyBaHHS X II0OAO
MOTEHLIITHMX BIAMIHHOCTEN TaKOX MO>Ke OyTHU TPOOAEMATUYHMM HABiTh Y TOMY BUITAAKY, SIKIIIO
MapTHepU IVPO XOUYTb AOCATTH ycIixy». Tomy, Ha 1ioro AyMKY, AAs ebextuBHoro ATTIT pa-
LjioHaAbHe Ta 3MICTOBHE YIIPaBAiHHS LM BiAHOCMHAMM MO>K€ MaTU HaBiTh OiAbllle 3HaUYeH-
HS1, HDK CYTHICTb LIX BIAHOCHH (UM OXOTIAEHICTh HUMM YCi€l MHOXXMHU cep Kibepbesmnekn).

Yce 111e AMCKYCITHUM €, B sIKMX caMe cdepax Kibepbesneky MoXKe B3araAi 3acTocoByBa-
tuch ATIIL Teitaop Myp (Tyler Moore)™ mponoHye MOAIAUTY IX Ha YOTHPU KAIOUYOBI cepu:

e KpaAiKKa AaHUX Y Mepexi (online identity theft);

e iHAyCTpiaAbHe KiOepIIMUIyYHCTBO;

e 3aXMCT KPUTUYHOI iHPpaCTpyKTypH;

e OoTHeTH.

Ha aymky T. Mypa, i oep>kaBHi, i npuBaTHi Cy0’'€KTI OIMHSIOTHCS YPAa3AUBMMM Ta 3a-
AEXHVMMU Bip X cdep, TOXK caMe HaBKOAO HIMX i MOKYTb 30CepeAXyBaTuch iHitjiatusu AITIT.

OpHak Takuit MOAIA (BAacHe, sIK i OiABLIICTD iHIINX), 3 OAHOTO DOKY, CIIPOILYIOTH IO-
mwyk chep Aast moxxansoro AITIT, aae, Tak camo, i yCKAAQAHIOIOTb, aA’Ke 0OMEXXYI0Th KOAO cdep
AAs mepeMoBMH. Ha Hamry Aymky, roBopsuu npo KATII, yacTimie 3a Bce MaloTh Ha yBasi ABI
Makpocdepu:

e eKOHOMIKY B LIiAOMY (BiA sIKOT 3aA€XKUTb MPOLIBITAHHS AepyKaBy Ta Il FPOMaAsIH) Ta

o KpuUTMYHY iHPpacTpyKTYypY (Bip pobOTH SKOI YaCTO 3aAeXXUTH Oe3reKa i AepkaBy,
i1 1l TPOMaASTH).

I nepia, i Apyra cdepu aOCOAIOTHO IepeBa>kKHO NepeOyBaIOTh Y pyKax MPUBATHMUX BAAC-
HVIKIiB, aAe SIKIIO KibepaTaka Ha eKOHOMIYHY Millb AepyKaBU MaTuMe IepeBaKHO (iHaHCOBI Ha-
CAiAKM, TO KibepaTaka Ha KPUTUYHY iIHPPaCTPYKTYPy MOXKe IIPUBECTU AO AIOACBKVX XKepTB. ToxX

10 Madeline Carr. Public—private partnerships in national cyber-security strategies [EaekTpoHHmit pecypc]. — Pesxxum poctymy :
https://www.chathamhouse.org/sites/files/chathamhouse/publications/ia/INTA92_1_03_Carr.pdf

' Clinton Larry. A Relationship on the Rocks: Industry-Government Partnership for Cyber Defense.// Journal of Strategic
Security. — 2011. Vol. 4, no. 2. — P. 97-112.

2 Moore T. Introducing the Economics of Cybersecurity: Principles and Policy Options. Deterring Cyberattacks: Informing Strategies
and Developing Options for U.S. Policy [EaektponHmit pecypc]. — Pexxum poctymy : https://www.nap.edu/read/12997/chapter/3
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IIPUPOAHO, 11]0, HE3BA)KAIOYM Ha XapaKTep BAACHOCTI, AeprKaBa BM3HAE 32 COOOIO IIeBHi 3000B’51-
3aHHS Ta BIAITOBIAQABHICTD i3 KOHTPOAIO 3a 0e31eKo 00’eKTiB KpUTUYHOI iHPpacTpyKTypH,
TUM CaMMM HeBiABOPOTHO dopmytoun 6a3y Aast AT (Ao pedi, mpo 06’eKTUBHY 0OMeXXeHiCThb
MO>XXAMBOCTeN cTBOpeHHs peaabHoro AITIT came y cdepi 3axucTy KpuT4HOI iHQpacTpyKTYypu
rOBOPUTD DAraTo AOCAIAHUKIB 11bOTO MuTaHHsI, 30Kpema A. Accad’®, A. Kaintou' Ta M. Kapp).

3araaom mety BripoBapxeHHst KATIIT Ocrtin TiBenc (Austen D. Givens) oKpecAloe Ta-
KIM 4MHOM (i3 aKIleHTOM Ha MUTAHHS 3aXMCTy 00'€KTiB KpUTUYHOI iHPPaCTPyKTypH): «3MeH-
IIEHHS AYOAIOBaHHSI 3YCUAD, TOKpallleHHsI MDKCEKTOPHUX B3a€MO3B sI3KiB, iABUIIEHHS edeK-
TUBHOCTI Ta AOCATHEHHS 3aXUCTY Aillllle, HiX ypsiA un 6i3Hec Morau 6 1Lie 3poOUTH He3aAEXKHO
OAMH Bip OAHOTO» .

C. AiHAep NPOIOHYe BU3HAYATH CYTHICTb OYAb-AKMX Kibep6e3neKoBuX MPOeKTiB y cde-
pi AITT xpi3p ABa BeAMKi HanpsiMu:

e IIAPTHEPCTBO SIK pedopMa yIpaBAiHHS Ta

e TMapTHEPCTBO SIK PO3MOAIA (sharing) BAapU.

[Tepumit mipxip 6epe A0 yBaru Te, 110 KepiBHUKM i3 chepy A€P>KaBHOTO YIIPABAIHHA
(B T. 4. — y cdepi KibepOesnexn) MalOTh MeperiMaTy HaBUYKM, YMIHHS Ta MAXOAU CBOIX KO-
A€r 3 IPUBATHOI'O CEKTOPY, 3aII03MYYyI04M HaMIKpallli IPaKTVKM Oi3HeCy 3 yIpaBAiHHS CBOIMU
cepamu. Lleit miaxip iMaHEHTHO BIALITOBXYETHCS BiA TOTO, 10 PUHOK € 0iAbII eeKTUBHUM
3a CBOEIO CYTTIO, HIXK A€P’KaBa, TO>K MEHEAXKepY Y IIPMBAaTHOMY CEKTOPi € 6iAbLI KBaAipikoBa-
HUMU, HDK Aep>KaBHi daxiBLji. AAe 1ie MpunyleHHs Beae A0 OiABII TAOOAABHUX y3araAbHeHb,
SIKi AOTIYHO IPUBOASTDH AO BUCHOBKY, 1110 CaMe IIPMBATHUII CEKTOP, a He Aep>KaBa Ma€ Neperma-
TUCS 3aXMCTOM IPUBATHUX Mepex (1110, A0 pedi, BIAOOpakeHO i B yKpaiHCbKOMY IpodiAbHOMY
3aKOHOAQBCTBI). OAHAK Y BUIIAAKY 3 KPUTUYHOI iHPPACTPYKTYPOIO Lje BCTYIIAE€ B OYEBUAHY
CYIEpeYHiCTb i3 KOHIIEML[i€I0 CYCIIAPHOTO 0Aara, 11j0 MEHIIO Mipoo TypOye MpMBaTHMI CEK-
TOp (SIKMIT KEPYEThCSI BAACHOIO 0i3HEC-MOAEAAIO), aAe B YOMY 3alliKaBA€HUIT yPsIA Ta rpoMa-
AsiHU. st cutyanist (OAHaK y OiAbII HIMPOKOMY KOHTEKCTi) A03BoAMAa T. Mypy BuitTu y cBOiX
AOCAIA>KEHHSIX Ha peHOMEH «He30aAaHCOBaHUX CTUMYAIB» (misaligned incentives), siki BuHu-
KaIOTh Y BUIIAAKY KOMIIPOMICY MiX Oe3nekoro Ta epextuBHicTioO. [Tip HUMM MaeTbcs Ha yBasi
4acTo iHTYITMBHO 3pO3yMiAa Ta 3HalOMa 3 MPAKTUKM IPOOAEMa, KOAY 30iAbLIIEHHS 1IapiB ce-
KpPeTHOCTi (0e3reKn) HEraTMBHO BIIAMBAa€ Ha eQeKTHUBHICTb opraHisauii. T. Myp aeMoHCTpye
1je Ha NPUKAaAi OaHKIB: K10 OAHKM IIepeCcTaHyTh HAAABAaTU IIOCAYTY OHAQVH-OAHKIHI'Y, BOHU
AIICHO CTaHYTh MEHII ypasAUBUMU AO KibepaTak. AAe TaK caMo 1 iX KAieHTU OyAu 6 oOme-
XKeHi y AOCTYIIi A0 CBOIX KOIITIB, & BUTPATU Ha MATPUMKY poboTu diaint 6aHKiB (Aast 3a6e3-
IIeY€eHHsI TAKOT0 3K PiBHs 00CAYTOBYBaHHsI) OyAM O HaA3BMYAITHO BUCOKMMMU AAS OaHKiB. LIs x
AOTiKa CIIpalbOBYE i B IPOTUAEKXHOMY HAIMPSIMI.

Apyruit miaxip — mapTHEPCTBO SIK PO3MOAIA BAAAM — HAMOIABII BAQAO XapaKTepusy-
€TbCs ipe€r0 «0OMiHy iHpopMalieo». [TapTHEPCTBO K po3moAiA BAaay 6a3yeTbcs Ha ipel
CHiBIIpalli, B SIKiil AOBipa Y BIAHOCMHAX MK IIapTHEpaMM 3aMill[y€ iA€l0 )KOPCTKOI KOMaHAHOI
cucteMu (TOX 6araTo B YOMY Lieil MAXiA MIATBEPAKY€e KOHLIEMLif0 HeiepapXiuHMX BiAHOCUH
SIK OCHOBU AAs1 cripaBXHboro AITIT). OaHax s X iaest «o6MiHy iHpopMmaljiero» 4acTo BUSIB-
ASIETBCSA i HAMOIABII AMCKYCITHOI0. 3 OAHOTO OOKY, i IPUBATHMII CEKTOP, i YPSIAOBI CTPYKTYpH
BB)KAIOTh L{eil HAIIPSIM OAHUM i3 KAIOYOBMX. 3 iHIIOTO — OOMABI CTOPOHM MAlOTh IEPMaHEHT-
Hi 3aCTepe>XXeHHs AASL LIbOTO HANpsAMY IapTHepCTBa. AAsl IPUMBAaTHUX KOMIIAHIN 1ie, IepeAyCiM,
MOXXAMBI BUTOKM iHpopMmauii npo ataky. [Ipuuomy Hebe3meKow € BUTOKM SIK MyOAiuHi, TaK

13 Assaf D., Conceptualizing the use of Public—Private Partnerships as a regulatory arrangement in critical information infrastructure
protection // Non'State Actors as Standard Setters / A.O. Peters, L. Koechlin, T. Forster, G.F. Zinkernagel (Eds.). — Cambridge University
Press, October, 2009.

1 Clinton Larry. A Relationship on the Rocks: Industry-Government Partnership for Cyber Defense. — Journal of Strategic
Security. — 2011. — Vol. 4, no. 2. — P. 97-112.

!> HaBoautbes 3a: John O Halloran. Challenges of public-private partnerships in cybersecurity [EaexTponHuit pecypc]. — Pexxum
aoctymy : https://search.proquest.com/openview/0f178ab71ad4af902baf8e3528f9a473/1?pq-origsite=gscholar&cbl=18750&diss=y
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i BUKAIOUHO AASI KOHKYPEHTIB. AAsI Aep>KaBU Lisl poOAeMa 3Ae0iABIIOro o’ si3aHa i3 TMm, 1o
3Ha4yHa yacTuHA iHpopMaliii, sika MOXe OyTU LiikaBa IPUBATHOMY CEKTOPY (Ta BaXKAUBA AASI
itoro Kibep6Oesmeku) Moxxe Matu rpud obmesxeHHsI Ha moumpeHHsi. He caip irHopysaru i 3a-
raAbHUI TPEHA AEP’KaBHMX 0e3[eKOBMX CTPYKTYP Ha BTAEMHUYEHHS iHpopMaliil Ta 1BKALLIE
1l HAKOIIMYEeHHsI, HDXK MOV PEeHHsL.

A. fracig 3BepTae yBary Ha HU3Ky IIPUYMH, YOMY NIPUBATHUI CEKTOP AOCUTb HEOXO-
4e J1A€ Ha CIIBIIPALIO 3 AeP>KaBO (0COOAMBO B YaCTUHI PO3CAIAYBaHHSI IHLIMAEHTIB). 30Kpe-
Ma, Ha JI0T0 AYMKY, KOMIIaHii Y4aCTO MalOTh CYMHIiBM IIOAO 3aAy4YeHHS AepP>KaBHUX CTPYKTYP
AASL pPO3CAIAYBaHHS KiOepiHIIMAEHTIB i TOMY, 1110 B TaKOMY pasi Aep>kaBa OTPUMA€E AOCTYII
AO BHYTpilHbOI iHpopmauii kommnanil. Kpim Toro, cam ¢akT 3aAyueHHs Aep>KaBHUX CTPYK-
Typ MO>XXe NIPU3BECTYU AO ecKaAallii cepito3HoCTi cutyauii (cutyanis 6yae cnpuiiMaTuch cyc-
MiABCTBOM SIK DiABIII CepiTO3Ha, Hi’K BOHA €, @ CaMi KOMIIaHil MaTUMYTb OiAblile OI0pOKpATIY-
HUX TPOOAEM Yepe3 3aAYUYeHHS AepP>XKaBHUX CTPYKTYP). AO TOro X KOMIIaHii BiAYyBaloTh, 110
B pa3i AOAyYEHHs AepyKaBU BOHU (HaKTUYHO BTPATSITh aBTOHOMHICTb Y PO3CAiAYBaHHi Kibep-
IHLIMAEHTY.

3asHaveHi AMCKYCii icTOTHO BIAMHYAM i Ha Ti mipxoau Ao KATIIT, mo ictoTHO BiAuBa-
I0Th i Ha NMO3MLIii KAIOUOBMX Cy0'eKTiB 11i€i cdhepy, 30kpema, — AreHTCcTBO E€Bporneiicbkoro Co-
103y 3 IUTaHb MepeXXeBoi Ta iHpopmauiitHoi 6e3nexku (European Union Agency for Network
and Information Security, ENISA). Excrieptu ENISA e B 2010 p. y cBoeMy A0cAipXeHH] «36ip-
HUK HAMKpaIIMX MPaKTUK AAST KOorepaTuBHOI MopeAi ebexktuBHoro AITIT» (ae ATTIT BusHa-
YeHO SIK «OpraHi30BaHi BIAHOCMHM MK Aep’KaBHMMM Ta IPMBATHYMY OpraHisalisgMy, AKi BCTa-
HOBAIOIOTBHCSI 3apaAM 3araAbHOCYCITIABHUX iHTepeciB Ta nmepcrnekTuB (PO3BUTKY). Y LuX
BIAHOCUH CIiABHI 1A, 10 AOCATAIOTHCS 32 AOIIOMOTOI0 PO3MOoAiAy (yHKLiiT (poAeit) Ta Bu-
3Ha4YeHHs METOAIB poOoTu»)'® 3anpornoHyBaau cBoepipny marpuiio ATITL, o Aae BiaoBiai
Ha KAIOYOBi MMTAHHS:

o Hasimo AT notpi6He;

e XTO € YYaCHMKAMU Ta 3aAy4YEHUIT AO IIPOLECY;

e XTO LVIM KepyBaTuMe;

e sKi CepBicK UM CTUMYAM 3’SIBASITBCSI BHACAIAOK peaaisallii;

e KOAM i SIK Taka CIiBIpalisi Ma€ pO3BUBATUCH (TaOA. 1).

HesBakarouu Ha Te, 10 BCi MIOAOXKEHHS LIbOTO MIAXOAY € BXXAUBUMU AASL PO3YMiHHS
npobaemarrky KATIIT, y KOHTEKCTi TeOpeTUYHMX 3aCaA PO3BUTKY BaKAUBO BiA3HAYMTH, 11O
aBTOPMU AOTIOBiAl WiTKO 3a3HAYAIOTh, L0 «AAS YCIIIIIHOTO ITAPTHEPCTBA 0OMABI CTOpOHU Ma-
I0Th YiTKO PO3YMITU 110r0 BaXXAUBICTb AAsI CBOIX opraHisauiit. Lle crocyetbes i Tux gpopm,
Ae yaeHCTBO y KATTIT € 060B’3K0BUM, OCKIABKM BM3HA4a€ CTYIiHb y4acTi». Biabie Toro —
4iTKe PO3YMiHHS LIIHHOCTI MapTHEPCTBA Ma€ OyTH i y A€P>KaBHUX CTPYKTYP, i Y IPMBaTHHUX.
Y po0oTi HaBOASTBCS TPU IEePeAiKM MPUYVH, YOMY TAaPTHEPCTBO MOYKE MAaTU CEHC AAS Aep-
YKaBHUX CTPYKTYP, AASI IPUBATHUX Ta SIKUMU MOXYTb OyTU CriAbHi (i AAST AepKaBy, i AAst 613-
Hecy) apryMmeHTU Ha Kopuctb KATIIT.

AAs Aep>XKaBHUX CTPYKTYP OCHOBHUMM NPUYMHAMU € TaKi:

e Hal[iOHaAbHA CTpaTeris €, are iHCTpyMeHTH ii peaaisanii oomexeni, Tomy KATIIT
MO>Ke OyTM TaKMM MeXaHi3MOM;

o YPSIA YCBIAOMAIOE HEOOXIAHICTD 3aAyUeHHsI HEAEP)KaBHOTO CeKTopy (industry) Ao 1io-
AOAaHHs 3arpo3 (help respond to a crisis);

e y crparerii HaijioHaAbHOI Oe3mexku Mae OyTu nepeadavyeHa yyacTb (IpeACTaBHU-
LITBO) HeAep>KaBHUX KOMIIaHuit (share with industry representatives);

e YPSIA Ma€ BiAIIOBIAQABHICTD I[OAO 3aXMICTY KPUTUYHOI iHPPACTPYKTYpH, aAe He Ma€
MEeXaHi3MiB 3aAyY€HHS AO LIbOTO IIPOLeCy iHAYCTPil;

16 Good Practice Guide on Cooperatve Models for Effective PPPs [Eaextponnuit pecypc]. — Pesxum aoctymy : https://www.enisa.
europa.eu/publications/good-practice-guide-on-cooperatve-models-for-effective-ppps/at_download/fullReport
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e B YPSAY BIACYTHI AOCTaTHIi KOIITU AASL 3AAY9EHHS BCIX MAAMX CTEIKXOAAEPIB AO 3a-
XUCTY KPUTUYHOI iHGPACTPYKTYpU/KPU30BUX CUTYALIiI.

AAsl IPUMBaTHMUX KOMIIAHIN TaKMMM IPUYMHAMU €:

e TIPEACTAaBHUKMU IHAYCTPii MaroTh IpoOAEMY i BUBHAIOTH, 11]0 II BUPIII€HHS Y/ BIAKB
iCTOTHO BUXOASTD 32 MeXi IX opraHizalilHMX KOpAOHIB;

e CIOCTepiraeTbcs Opak 3aAy4yeHOCTi BUILLIMX KePiBHUKIB (Senior Management) A0 AiiL,
1[0 CIIPSIMOBaHi Ha MUTaHHS Oe3meKy;

e CTparerisi/moAiTMKa HalliOHAABHOI Oe31eKy He peaAicTiyHa ab0 He € MPUAATHOIO
AAsE peaaisauii (fit for purpose);

e IHAYCTpist XO4e MaTi MO>KAMBICTb BIAMBATY Ha MailOyTHI pepakuii cTparerii/moai-
TUKY HalliOHaAbHOI O€3I1eKM UM peryAloBaHHS;

e TIpaBMAA PETyAIOBAHHs BMMAaraloTh BiA opraHisauil meBHOI iHAyCTpil OyTH YAeHOM
KATIIIT;

e mpuBaTHi KoMnadii (IHAyCTpis) 3aljikaBAeHa y Al€BUX MexaHi3Max HelTpaaAizaLii He-
aA€KBAaTHOI'O A€P>XaBHOTO PeryAOBaHHA.

ITpu oMy € HU3Ka PAKTOPIB, SIKi € CIIAPHUMU AASL CTPYKTYP 000X CEKTOPIB, SIKi MO-
XKYTb CTaTy apryMeHToM AAsl popmyBanHs KATTIT:

e oOpraisallii MaloTb HETaTUBHUII AOCBiA OyTM aTaKOBAaHMMU i Telep XO4yTb YCYHY-
TU BPa3AUBOCTI;

e opraHi3atlii po3yMilOTb, 110 BOHU AYOAIOIOTb 3YCUAAS;

e opradi3allii BU3HAIOTb, 1IJ0 iCHY€ HEAOCTATHs KOOPAMHALliS uu/Ta 00MiH iHdpopMma-
1li€l0 B MIEBHMX CEKTOpaXx;

e opraHi3allii BU3HaIOTb HasBHICTb IIPOBaAiB y 3a0e3IeyeHHi BCiX eTariB XUTTEBOTO
LIMKAY Oe3mexy;

e oprasizauii BU3HAIOTh, L]0 3aIPO3}M PO3BMBAIOTHCS PA30M i3 MOAAABLINM 3AUTTAM
KOMYHiKaLill Ta iHpopMaLiiiHIX TEXHOAOTII, a OT3Ke, TOTPEOYIOTh CIIIABPHOI BIATIOBIAl, & He po3-
MOAIA€HOI IO OKPEMMX CEKTOPaXx;

e opraHi3allii BUSHAIOTh 3AUTTSI 3arpO3 Bip TepopusMy Ta Kibeparak;

e oprasisauil BUSHAIOTbh, IO 3arPO3M €BOAIOLIIOHYIOTb Ta 3MillyIOTbCS 3 HAL[iOHAAD-
HOT'0/CEeKTOPAaAbHOTO PiBHSI Ha Mi>KHapOAHMUI;

e criocrepiraerbcs 6pak AOBipM MK KOHKYPEHTaMU B MeXKax reorpadivHmx, CeKTo-
paAbHUX 200 TeMaTUIHKX cdep, a OTKe, icCHye MOTpeba y CTBOPEHHI AOBIPEHOI CTPYKTYPU AAST
BUpilIeHHS Lji€l TpoOAeMMU.

3araaom ENISA, KOPUCTYIOUKCH MTIAXOAOM 3 IT'SITY €AEMEHTIB «OKUTTEBOTO LIMKAY» IIPO-
noHye Tpu 6aszoi mopeai KATIIT:

1) KAIIII, cdokycoBaHe Ha pearyBaHHsI (DO3BUTOK €AEMEHTIB «BIiATIOBiAb» Ta «BiA-
HOBAEHH:»). [lepeBa)KHO omepaTMBHi Ta TAKTUYHI IPYIH, 5IKi 6€311ocepeAHbO MPALIOIOTh i3 Ha-
caipkamu atak (Hanpukaap, CERT-Polska, sikuii e 6yae pO3TASIHYTUI Y LIbOMY AOCAiAXKEH-
Hi). @OpMYIOTHCS HAMOIABII TPOCTO, 6O yYaCHUKAM 3PO3YMIAMIT 3UCK Bip AlSIABHOCTI Ta ix
LIiHHICTB;

2) KAIIII, chokycoBaHe Ha monepeA’keHHs (PO3BUTOK €AEMEHTIB «CTPUMYBaH-
HsI» Ta «3axucT»). OcHOBHA MeTa — nMpodiraKTMKa Ta HEAONMYIeHHs aTak. biAbuIoo Mi-
poIo cTpaTeriuHi rpyny, sKi MaloThb 3HaYHY B3aEMHY AOBipY, 110 chopMoBaHa bararopiyHumM
paocBipom. ITpukaap takoro AITIT (i3 Tux, 1m0 pO3rASIHYTI y AOCAiAXKEHHI) — aMepUKaHCh-
Ka ISAG;

3) «mapacoabkoBe» KATIIIL. CtpykTypu, sIKi HAMararTbCsl OXOIUTY BCi eAEMEHTH,
MOYMHAIOUY BiA MPOdiAaKTUYHMX 3aXO0AIB i 3aKiHUYIOUM AOITOMOroOI0 B yMOBax Kpusu. Buma-
ralThb BUCOKOTO PiBHsI TOTOBHOCTI IApTHEPIB A0 criBrpalii. B po6oTi opHa 3 TaKMX CTPYKTYp
po3rasiHyTa 0iAbII AOKAAAHO — Himenpka UPKRITIS.

Y cBoeMy HOBOMY AOcAipKeHHi «AepkaBHO-TipuBaTHe napTHepcTBO (ATIIT). Koome-
patuBHi MmopeAi» (Public Private Partnerships (PPP). Cooperative models) Bip 2018 p.,



AHATTIITUHYHA AOMNOBIAb

ENISA nponoHye'” 3MiHUTM 1j10 TpaAaLlilo Ha iHIIIY, sIKa CKAAAQETHCS 3 YOTUPbOX 6A30BUX MO-
aeaent KATIIT:

1) incruryniitne AITIL. Y ysomy Bupi AITIT Bei iHCTUTYLiT npaljioioTh y MeXax 3a-
raabHux npasua AINIL 3assuuan takuit Tun AITIT € AXkepeaoM uMcAeHUX CepBiCiB Ta MOCAYT,
30KpeMa, AOCAIA>KEHHS, aHaAi3, pO3BUTOK HaMKpaIMX MPAKTUK, PO3pOOKa HACTAHOB, IIPOBe-
AeHHs 6e3nekoBux ayauTis Too. Llent Bup ATIIT yacTiuie 3a Bce oB’si3aHuMit i3 3aX1CTOM KpH-
T4HOI iHdppacTpykrypu. CniBnpaiist Mk yuacHukamu AITIT 3a Takoi MoAeAl opraHi3oByeThb-
sl sIK po00Yi Tpymny, rpynu MIBMAKOTO pearyBaHHs Ta AOBTOCTPOKOBi 00’'epAHaHHs1. OCHOBHA
MeTa — ybe3neyeHHs] KpUTUYHOI iHQPACTPYKTYpHU 3araAoM, aAe 3 aKLEHTOM Ha 3aXMCTi BiA Ki-
6epsarpos;

2) wuiseopientoBane AIIII (Goal-oriented PPP). Llen tun AT opienToBaHuUi Ha poO3-
BUTOK Kibep0e3rekoBoi KYABTYpU Y Aep>kaBax — yaeHax €C. 3a3Buyail 1je maaTdopMa uu papa,
sSIKi CTBOPEHi AASI TOTO, 1100 MOEAHATY Y CIIBIIpalli Aep>KaBHMII Ta IPUBATHUI CEKTOP AASL 00-
MiHY 3HaHHAMU Ta HaIKpALIMU IPaKTUKaMU.

3) ayTcopcuHroBi cAyX0u Kibep6esnexu (Service outsourcing PPP). CTBopeHHs
AITIT uporo Tumy iHiLilOETHCA YPSIAOM UM NPUBATHUM CEKTOPOM, KOAM HUMMU BU3HAIOTbCS
nmpobAeMM y NeBHiil TaAy3si, aAe y )KOAHOI 3i CTOpiH HeMae pecypcCiB Y MO>XKAMBOCTEN AAS IX
BupileHHs1. TOMy OCHOBHE 3aBAQHHS TaKMX HOBOCTBOPEHUX CTPYKTYP — IMiABUILIEHHS Kibep-
o0i3HaHOCTI Ta piBHs Kibepbeamneku cepep ycix crenkxoapepis. Taki ctpykrypu AINIL, 3 oa-
HOTO OOKY, 3aA0OBOABHSIIOTh IOTPeOY KOHKPETHOI'O CEKTOPY B KibepOe3neKoBUX pillleHHSIX,
a 3 iHIIOTO — MOXYTb AOIIOMAaraTi ypsiAy B iMIIAeMeHTallii eBHMX KibepOe3rneKoBMUX CTaH-
AQpTiB uM y MATOTOBLi HaljiOHAABHUX cTpaTerii Kibepbesmeku. [I[pukaapoM Takoi €
UP KRITIS y Himeu4uHi.

4) riopuane AIIIL. 3araaom MaeTbcsl Ha yBasi MOEAHAHHS MiXK COOOI0 IHCTUTYLiITHO-
ro Ta ayrcopcunrosoro AIIIT. Bunukae y Tux Bumapkax, KOAU ypsAy He BUCTA4da€ pecypcis,
HEOOXiAHMX AAsI 3a0e3TeyeHHsI TeBHMX PillleHb Ha HalliOHAABHOMY PiBHi, TOX € moTpeba y Ha-
AQroAXKeHi CHiBpOOITHUIITBA i3 MPUBATHOI CTPYKTYPOIO, 110 MAa€ BiATTOBIAHMIT AOCBiA Ta pe-
cypcu. Yacrie 3a Bce Taka AiSIAbHICTD 1OB’s13aHa i3 pyHKLionyBaHHAM CSIRT.

BoueBuab et miaxip (Tak camo, sk i sanpornonoBana B 2010 p. matpuust AITIT) He €
€AVIHO MO>KAVMBHM, aA€ HA HUHIIIHbOMY eTalli BiH IIPOIIOHYE AOCUTD LIiAiCHE Ta IPaKTUYHO-3Ha-
4yyMe nosicHeHHs1 popmyBaHHA Ta peaaisauii ATy cdepi kibepOesnexn.

ITiACyMOBYIOUM OTASIA TEOPETUKO-MeTOAOAOTIUHMX MOTASIAIB Ha KATTIT, caip 3asHaum-
TH, 1O KAIOUOBOIO CYICTEMHOIO ITPOOAEMOIO Lii€l chepy 3aAMIIAIOTHCS Pi3Hi OUiKYBaHHS I10-
TeHLiHMX mapTHepiB 10A0 KATIT, sKi mpu3BOASITH AO LIAKOM KOHKPETHUX IIPOOAEM Yy IpaK-
tyHoMy BripoBapxeHHi KATIIT. BoueBuab 0a)kaHHs Aep>kaBy, 1106 6i3HeC BKAaAaB SIKOMOTa
OiAbllle KOILITIB Y BAACHY KibepOesmeKy (HaBiTh SIKIIIO Lje He BiAlTOBipae 6i3Hec-Mopeai) 3apa-
AV «CYCHIABHOTO OAara», CTMKA€ThCA 3i 3p03yMiAMM HebOa)KaHHSIM IPUBATHUX CTPYKTYP He-
CTU AOAATKOBe (piHaHCOBe HaBaHTA)XEHHs B MUTAHHSIX, SIKi BOHM BBa)XXKalOTb 30HOIO BiATIOBI-
AQABHOCTI Aep>kaBu (HaIpUKAaA, BIAOUTTS macmrTabHuX Kibeparak Ha 00'€KTU KPUTUIHOL
inppactpykrypu). Ha aoymxy M. Kapp, 151 cuTyauis Ma€ HaCTiAbKM CUCTEMHUI XapakKTep, 110,
MOJKAUBO, AOp€eYHillle TOBOPUTY He CTIAbKM NPO MapTHEPCTBO, CKIABKM MPO BIAHOCMHU MiX
A€pP>KaBoI0 Ta NMPUBATHUM CEKTOpOM. LIs1 AuaeMa MiXK MapTHepCTBOM Ta BiAHOCMHAaMU Mae€
IIPUHAVIMHI 1lle OAMH BMMip — BOHA 3aroCTPIOETHCS i HabyBae HOBOI CYTHOCTI, SIKIIIO CIIOCTe-
piraetbcst mpobaema «ImpoOyKCoByBaHHsI» y mobyaoBi ebpexkTuBHOro AITIT (0c06AMBO sIKIIO
A€prKaBa BBaXKae, Lo lie BiAOyBaeTbcs 3 BuHM Oi3Hecy). HacTo 1je IpU3BOAUTDH AO TOTO, IO
y Aep>KaBHMX CTPYKTYP BUHMKA€E OQ>KaHHS IITH IIASIXOM >KOPCTKOT'O YHOPMYBAHHsI, IEPETBO-
pUBIIM IEBHY chepy Ha TPAAMLIiIHY iepapXiuHO-ITaTepHAAICTCHKY, KOAM Oi3Hec OyAe 3000B’s1-
3aHMi1 OpaTu Ha cebe OiAblle BiATIOBIAQABHOCTI 3a HallilOHAAbHY 0€3I1eKy, B TOM 4Yac sIK YpsiA

17 Public Private Partnerships (PPP) Cooperative models [EaekTponnuit pecypc]. — Pexxum pocrymy : https://www.enisa.europa.
eu/publications/public-private-partnerships-ppp-cooperative-models/at_download/fullReport
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OEP>XABHO-MPUNBATHE MAPTHEPCTBO Y COEPI KIBEPBEESIEKN...

BUKOHYBaTMMe POAb CyAAL. 3BICHO, B TaKill MOA€AIL 1IOAO BIAHOCUH IIPO «IAPTHEPCTBO» BXe
He ipeTbcs. Bee 1ie mopoa)Kye i 3HauHy BapiaTuBHICTb MopeAeit ATIIT y pisHux poeMokpaTny-
HIUX KpalHaX, L0 YaCTO 3aA€XUTH SIK BiA HOPMATMBHO-IIPAaBOBOIO NMPOCTOPY KpaiH, TaK i Bi
tpaauuin AT, siki B HUX CKAAAKCH iCTOPUYHO.

BoapHOYac MaeMO 3a3HauUTH, 110, IOMPU HAA3BUYANHO CTPUMAHUI MOTASIA 0araTbox
AOCAIAHMKIB Ha pocTip MoxAuBoro icHyBanHst KATTIT, HaBiTh HaibiAbIIi CKENITUKY He 3arie-
peuyiots, o AITIT noTpibHe i BaskauBe. B ibomy cenci Crisen loapcmit (Stephen Goldsmith)
ta Biabsm Errepc (William D. Eggers)'® cayliHO 3ayBaXkyIOTb, L]0 «Ba)KAMBO aHaAi3yBaTu
He Te, UM OTpiOHe Aep’KaBHO-TIpMBATHE MAPTHEPCTBO B3araai, a Te, y AKuXx popMax BOHO Mae
BipOyBaTUCH» .

8 Goldsmith S., Eggers W.D. Governing by Network: The New Shape of the Public Sector [Eaextponnnit pecypc]. Washington,
DC: BrookingslInstitution Press, 2009. — Pe>xxum aoctymy : https://www.brookings.edu/wp-content/uploads/2016/07/governingbynetwork_
chapter.pdf

¥ HasepeHo 3a: Greiman, V.A. Public/Private Partnerships in Cyberspace: Building a Sustainable Collaboration // Journal of
Information Warfare; Yorktown. — 2015. — Vol. 14 (3). — P. 30-42.
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Poznin 2. HOPMATVIBHO-TTPABOBI
TA IHCTUTYUIMHO-OPTAHISAUINHI
SACAON KAOrM: 4oCBIA CLUA

CbOropHi iHTErpoOBaHICTh MepeX Aep>KaBHOTO Ta IMPUBATHOTO CEKTOPIB CTae Aepaai
OiABLI BaXKAVBOIO AASI HalliOHaABHOI Oe3nexku. OcTaHHI YOTHpPY aAMiHicTpauii HaroaouryBa-
AV Ha B&KAMBOCTI KibepOesIeku sIK y Aep)KaBHOMY, TaK i B IPUBATHOMY CeKTopax. AAMiHi-
CTPAaTMBHI Ta 3aKOHOAABYi KPOKM IIPOAEMOHCTPYBAAY BaXXAUBICTb TAPTHEPCHKUX BIiAHOCUH
MiX IPUBATHUM CEKTOPOM Ta YPSIAOM Y 3aXUCTi KPUTUYHOI iHGPaCTPYKTypH, CIIpUSIHHI iHi-
LiaTMBaM y raAysi ocBiTu Ta KibepbOe3neku i 3abesneuyeHHi LiaicHOCTI MepexeBoi iHppa-
CTPYKTYPH.

ITpesupenT bapak O6ama 3 camoro oyaTKy poooTy CBO€i aAMiHiCTpallii BM3HaBaB, 10
«Kibep3arposu — OAMH i3 HAMCePIO3HIINX HALIIOHAABHUX i EKOHOMIYHUX BUKAUKIB, 3 SIKUMMU
MM CTMKA€EMOCH SIK KpaiHa». 3a ouinkaMu ¢axiBuis, KibepaTaku BapTyioTh CIIA 300 MApA
Aoa. CHIA na pix (abo 6an3pko 1 % BBII) y BUrasipi BTpar iHTeAeKTyaAbHOI BAACHOCTI, a 6e3-
MoCepeAHi BTPATU AASI HACEAEHHSI CTAaHOBASITh MaiKe 15 MAH pAoa. CIIIA na pik®. Kpim Toro,
CcTypOOBaHICTh CIIOKMBAaYiB MUTAHHSAMMU KibepOe3reKy CTBOPIOE AeAaAi OiAbliie TPpoOAeM AAST
MOTEHLIiaAy PO3BUTKY LipOoBOI €EKOHOMIKY. 3aHEITIOKOEHICTh MUTAHHAMM Oe3IeKH i mpuBar-
HOCTi pu3BeAa AO TOTO, 11j0 IPUOAM3HO IOAOBUHA KOpUCTYBauiB Mepexi IntepHer B CIIA
YTPUMYIOTBCA Bip 3AiliCHeHHS QiHAaHCOBMX TPAHCAKIIii, Y4acTi B Onepalisix e-TopriBai abo
y4yacTi B COLIiaAbHUX Mepexax.

KopucTtb Bip crmiAbHOI pobuTH Hap iHiniaTuBamu 3 Kibepbesmneku B3aeMHa SIK AASI
AEP>KaBHOTIO, TaK i MPMBATHOTrO CeKTOPiB. OCKiABKY MPUBATHUI CEKTOP KOHTPOAIOE OiAbIIY
YaCTUHY KPUTUYHOI iHPpaCcTPYKTYpy, 10 YaCTO € MPUBAOAMBOIO AASL Aiil KiOep3AOUMHIIIB,
6araTo MpMBATHMX KOMIIAHIN y)Ke MAlOTh IIPOrpaMu 3 KibepOesreKy, BOAOAIIOTD CIieljiaAb-
HMMU 3HaHHSMMU Ta AOCBIAOM y BUPillleHHi NOTeHLiTHUX 3arpo3. Aep’KaBHUI CEKTOP, 3i CBO-
ro 00Ky, Mae LpIi MOXXAUBOCTI AASI PO3CAIAYBaHHS KiOE€P3AOUMHIB Ta MepecAiAyBaHHS Ki-
0€ep3A0UYMHLIB.

Yhepiie nUTaHHS HEOOXIAHOCTI CITIABHOTO 3 IPMBAaTHUM CEKTOPOM 3aXUCTY Kibeprpo-
cTopy 6yao BucBiTAeHO y AupekTuBi npo pimenns Ilpesupenra Ne 63 «IIpo 3axuct xpu-
TiaHol indpacTpykrypu» (Critical Infrastructure Protection, Presidential Decision Directive
63 (PDD-63))*! Bip 1998 p., ae ipe3upeHT Biabsim Ax. KAIHTOH BU3HA4YMB 3aXUCT KPUTUIHOL
inppacTpykTypu Ta KarouoBux pecypciB (CIKR) siK HalliOHAAbHY LIiAb Ta 3aKAMKaB AO CIIiB-
Ipalli MK YpsIAOM Ta IPUBATHUM CEKTOPOM 3 MeTOI0 3axucTy ¢i3nyHoi Ta Kibepcucrem. Tak,
Pozpia IV «AepxaBHO-IIpuBaTHe MapTHEPCTBO» KOHCTaTye Take: « OCKiAbKM 1IiAl HamapiB
Ha Hallly KpUTUYHY iHPPaCTPyKTYypy, IMOBipHO, BKAIOUATUMYTh SIK 00'€KT! y chepi eKOHOMi-
KU, TaK 1 YpsIAOBi, 3MEHILEHHs Halllol IOTEHLiHOI BPa3AMBOCTi BMMara€ TiCHO y3rOAXKEHUX

2 Ku6eprorosrocts CIIA 2.0 [Eaextponnuit pecypc]. — Pesxum aoctymy : https://digital.report/kibergotovnost-ssha-2—0-vvedenie/

2 Presidential Decision Directive/NSC-63 [EaexTponHuii pecypc]. — Pexxum aoctymy : https://fas.org/irp/offdocs/pdd/pdd-63.htm
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OEP>XABHO-MPUNBATHE MAPTHEPCTBO Y COEPI KIBEPBEESIEKN...

3YCHAB SIK YPSIAY, TaK i mpuBaTHOTro cektopy. llJo6 pocsrTu ycmixy, e mapTHepcTBO Mae Oyt
iCTMHHUM, B3aEMHUM i CKOOPAVMHOBaHUM. ToMy, IparHyuy AOCSI'TY HAlllOl HalliOHAaAbHOI MeT!
YCYHEHHSI Bpa3AMBOCTE HAallIOl KPUTUYHOI iHGPaCTPYKTypH, MU, HACKIABKY 1ie MOXXAUBO, IO-
BMHHI HaMaraTucsi YHUKHYTU KPOKIB, sIKi MIABUIIYIOTb A€P>KaBHE PEryAIOBaHHs ab0 po3Iin-
pIOIOTb HeiHAHCOBaHI YPSIAOBI TOBHOBAa)KEHHS LIIOAO IIPMBATHOI'O CEKTOPY».

BiamoBipAHO A0 AVPEKTUBU, AASI KOSKHOTO 3 OCHOBHMX CEKTOPIiB €EKOHOMIKW, SIKi € Bpas-
AVIBUMMU AO iHGPaCTpyKTYpHOI aTaky, PpeaepasbHMil YpsIA IpU3HAYaE [ [pedcmaBHuKa ceKkmopy
AAsL 3B’s13KiB 3 mpuBaTHUM ceKTopoM (Sector Liaison Official). IIpeACTaBHUKM CEKTOPY MiCAS
O0OrOBOPEHHS Ta Y3IOAJKEHHS 3 CY0 €eKTaMy IIPUBATHOIO CEKTOPY Bu3HavaloTh KoopauHaTopa
cextopy (Sector Coordinator) AAs IpeACTaBAEHHS IIPUBATHOTO ceKTopy. Pazom 1ii ABi ocobu,
a TaKOXX BiAOMCTBa Ta Kopropallii, IKi BOHJ IPEACTaBASIOTh, CIIPUSIOTh PO3POOAEHHIO TaAy-
3€BOr0 IIAAHY HallilOHAABHOI iHPPACTPYKTYPU LIASIXOM:

e OLIHKM Bpa3AMBOCTi CEKTOPY AO Kibep- abo ¢isnuyHux arak;

e HaAAHHA PeKOMEHAQLM LII0OAO YCYHEHHS BPa3AMBOCTi;

e TIPOMO3MLI IIOAO CUCTEMU BUSBAEHHS Ta 3alI00iraHHs CIpo6aM IMOTY>KHUX aTak;

e pO3pOOAEHHS MAQHY AAS OTIOBIIIIEHHS IIPO aTaKy, 3 OAAABLIVM HIBUAKUM BiAHOB-
A€HHSIM MiHIMaAbHO HEOOXIAHOTO IOTEHIIiaAy MiCAS aTaKU.

ITip yac miATOTOBKM raAy3eBux rnaaHiB HarlioHaAbHMIT KOOPAMHATOP 3 IUTaHb Oe3Ie-
KM, 3aXUCTY iHGpacTpyKTypu Ta npotupii repopusmy (National Coordinator for Security, In-
frastructure Protection and Counter-Terrorism) pa3oM i3 IpeACTaBHUKaMU MPOBiAHOTO depe-
PAABHOTO areHTCTBa raAysi Ta npeacraBHukoM HarjionaapHoi ekoHOoMiuHOI paau (National
Economic Council)** 3abe3neuye ix 3araAbHy KOOPAMHALIIIO Ta iHTerpauiio pisHIUX CEKTOPAAb-
HMX IIAQHIB.

Lliero >k AMPEKTUBOIO B paMKaX HalliOHAABHOI CCTEMM ITOTIEPEAKEHHS Ta OOMiHY iH-
¢dbopmariero 3 muTaHb KibepOesnexku B mexxax OBP 0yB cTrBopennit LieHTp 3axucTty AepkaBHOI
inppacrpykrypu (National Infrastructure Protection Center, NIPC). DyHk1iieio opraHisauii €
OLIiHKa 3arpo3, IONePeA’KEHHS, BUSBAEHHS BPa3AMBOCTEN Aep)KaBHOI KpUTUYHOI iHPpacTpyK-
TYpPU Ta CIPUSHHS IPAaBOOXOPOHHMM OpraHaM Yy po3cAipyBaHHi Ta pearyBaHHi. NIPC BKAIO-
Yyae eAeMEHTY, 1[0 BiATIOBIiAQIOTD 32 ITONePEAKEHHS, aHAAi3, KOMIT I0OTEPHE PO3CAIAYBaHHs, KO-
OpAMHALIiI0 pearyBaHHs Ha HAaA3BMYANHI CUTYallil, HABYaHHSI, OCBITHIO AiSIABHICTB, PO3POOKY
Ta 3aCTOCYBaHHS TEXHIYHMX 3aCO0IB.

Kpim Toro, LlenTp 3axucty Aep>kaBHOI iHPpPaCTPYKTypy BCTAaHOBUB ITAPTHEPCHKI BiA-
HOCVHM 0€e3[10CepeAHPO 3 KOMITAHIsIMM IIPMBATHOI'O CEKTOPY Ta 3i CTPYKTypaMu 3 OOMiHy
Ta aHaAi3y iHpopMallii, CTBOpeHi IpMBaTHMUM CEKTOPOM, Ha KIITaAT LleHTpy 3 0OMiHy Ta aHa-
Aizy indopmauii (Information Sharing and Analysis Center, ISAC, oaai — LJOAI). Lli Lientpn
CTBOPIOIOTHCS SIK HEMPUOYTKOBI opraxisaiiil, i ABAsIIoTb 00010 pecypc AAst 300py iHbopmauii
PO Kibep3arposu AAsl 00 €KTiB KpUTUYHO BXXAUBOI iHGPaCTPyKTypu Ta 3abe3reueHHsI ABOCTO-
POHHBOTO 00MiHy iHpOpMalli€0 MK IPMBAaTHMUM Ta Aep>KaBHUM ceKTopoM. DaKkTuyHa CTPYK-
Typa Ta ¢yHkuii ISAC ta itoro BiAHocuHM 3 NIPC BU3HAYAIOTbCA IIPUBATHUM CEKTOPOM 34 I10-
ropKeHHsIM i3 DepepaAbHUM YPSIAOM.

Ha npakTuii BUsIBASIETBCS, 110 OCKIABKM AQA€KO He BCi KpUTUYHO BaXKAMBI eAeMeH-
Th iHppacTpyKTypu ctBopuau BaacHi LIOAL Ti, y IKMX BOHU BIiACYTHI, OTPMMYIOTh 3a3Haue-
Hi MOCAYTM BiA 30BHiLIHIX mocTayaapHUKIB. 30kpema, LJOAI dinancoBux incturyris (FS-
ISAC) Hapae poomoMOry y BU3Ha4Y€eHHI, 3a1100iraHHi Ta pearyBaHHi B pasi KibepiHIMAEHTIB
Ta 1pu crpobi kibeppaabcudikauii. 3 riero metoro LIOAI 6yau HapaHi IpsIMi KOHTAKTH 3 11O-
cTayaAbHUKaMM GiHAaHCOBMX MTOCAYT; KOMEPLiHMMY KOMIIaHisIMY, 1[0 3a0e3IeuyoTh Oese-
KY; pepepasbHUMY, Ha PiBHIi IITATiB Ta MiCLIeBUMU Aep>KaBHMMM OpraHaMM; IPAaBOOXOPOH-
HMMU OpTaHaMM; a TaKOX iHIIMMM HaAIMHMMM OpTaHi3allisiMM 3 METOI0 HAaAQHHS MOCAYT

22 HaujionaAbHa exoHoMiuHa papa CLIA — ypsipoe arentcrBo CIIA, mo BXoAUTb A0 ckAaaay Aaminictpauii ITpesupenta CLIA,
sABAsIE 00010 roAOBHMIT PopyM, skmit Bukopuctosyetbces IpesnaenTom CIHIA AAsT POSTASIAY MUTaHb €KOHOMIYHOI MTOAITUKM.
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AHATTIITUHYHA AOMNOBIAb

31 CBO€EYACHOIO MTOBIAOMAEHHS IIPO MOKAMBI Kibep3arposu Ta iHii 3arposu y MbKHapOAHO-
My Maciutabi. B pamkax cBoei ciiBnpaui i3 3a3HaueHnmu oprasisanismu FS-ISAC BUKOpUCTO-
BY€E 0COOAMBUI MPOTOKOA Tnepepaui panux (Traffic Light Protocol), 1106 K0o>XKHa 3 opraHisa-
Lil-nIapTHepPiB 0Aep>KyBaaa caMe Ty iHpopMmaliio, sika i1t HeobxipHa. B xoai koopanHOBaHMUX
Kibepatax 100 Kiabkox 6aHkiB CIIIA B 2012-2013 pp. FS-ISAC HapaBaB AOIIOMOT'Y AESIKUM
i3 6aHKIiB CTOCOBHO OL[iHKM CEPIIO3HOCTI Ta 3aXMCTY BiA TaKUX aTak 3aBASIKM 00MiHy iHdop-
Malli€elo Mi>XK HUMU B pe>XXMMi peaabHOTo 4yacy. FS-ISAC TakoxX 3AIICHIOE KPOKM B HANpAMi
PO3IOBCIOAXKEHHSI CBOET crcTeMy 00MiHy iHdopMallielo 3 yyacTio opranisauin y Beauxiin bpu-
TaHil Ta €Bpomi*.

BianoBipHO A0 AupexTyBu N 63 3 METOI0 CIPUSIHHS IIPUBATHOMY CEKTOPY y AOCHAT-
HeHHi Ta mATpuMLi Oe3nexky iHppacTpyKTypu: «AepkaBHuil KoopanHaTop Ta Paaa i3 3axu-
CTY HaL[iOHaAbHOI iHQPACTPYKTYPH MPOIIOHYIOTh T PO3POOASIIOTH LIASIXY 3aAYY€HHS IPMBAT-
HOTO CEKTOPY AO NepiOAMYHOI OLiHKM PU3UKIB KPUTUYHUX IMPOLECiB, 1[0 BKAIOYAKTH
inpopmaliiiHi Ta TeAeKOMYHiKaLiliiHi cucTemu. MiHicTepcTBO TOpriBAi Ta MiHicTepcTBO 000-
POHM B KOOPAMHALIIIl 3 IPMBAaTHUM CEKTOPOM HAAAIOTh CBOI 3HAHHS NPUBATHMM BAACHMKaAM
Ta OIepaTopam KpUTUYHOI iHGPaCTPYKTypu AASI pO3POOAEHHS CTAHAAPTIB HAMKpPAI[Ol ITpaK-
TUKK y cdepi 6e3nexu. MiHicTepcTBO IocTuiii Ta MiHicTepcTBO diHaHCIB rapaHTyIOTh IIpO-
BEAEHHSI KOMIIAEKCHOTO AOCAIAXKEHHS, 1[0 MiCTUTb AeMorpadiyHi MoKasHMKM KOMIT I0TEPHOI
3AOUMHHOCTI, TOPiBHIOE Aep>KaBHi MAXOAM AO KOMIT IOTEPHOI 3A0UYMHHOCTI Ta pO3POOASIE LIASI-
X1 3ar00iraHHs Ta pearyBaHHsI Ha KOMIT I0TEPHi 3A0YMHY HETTOBHOAITHIMM».

OxpeMo BapTo HaroaocutH Ha iHiniaTusax b. O6amu 3 nutaHp oOMiHy iHpopMma-
i€ro mpo Kibep3arposu B iHTepecax MOCMAEHHsI 3aXUILEHOCTi BipTyaAbHOro mpocropy. Tak,
y 2011 p. 3’saBuaucs [1aan 3 peryawoBanHs y cdepi kibepbesnexu (Cybersecurity Legislative
Proposal) i MixxHapopHa cTparerisi Aast Kibepripoctopy (International Strategy for Cyber-
space). T1aaH 3aKAMKae IPUBATHUIL CEKTOP AlauTucs iHopmariieto npo Kibepsarposu 3 Ha-
LIiOHaAPHMM LIEHTPOM KibepOesneky Ta iHTerpoBaHux KomyHikauin (National Cybersecurity
and Communications Integration Center, NCCIC) npu MiHicTepcTBi BHYTpilHbOI Oe3meKy,
SIKUI AQAi OTlepaTUBHO mepeaae 1o iHpopmallio BiATOBIAHUM dheAepaAbHUM areHTCTBaM
i npuBaTHUM opraxisalisM 3 0OMiHy Ta aHaaisy iHdopmauil. [Taan AaminicTpanii CIIA Ta-
KOXX MIOKAMKAHUM MABUIUTHY piBeHb 3aXMCTy ocobucTol iHpopMmaljii rpomMapsiH, 3000B’513y-
104M NIPVBATHI KOMIIaHii BUKOHYBaTH BM3HAYeHi IIpaBMAa IOAO0 0OMeXXeHHs 1i 30epiraHHs
Ta BUKopucTaHH:. [TaaH Bkasye MinicTepcTBy BHYTpiLIHbOI Oe3neku i [eHepaAbHiil mpoKypa-
Typi po3pooutu Arst OeaepaabHOIO ypsIAY iHCTPYKLII i3 OTpUMaHH:, 30epiraHHs, BUKOPU-
CTAHHS Ta PO3KPUTTSI IEPCOHAABHUX AQHUX I'POMaASH: «A0OpOBiAbHMIT 00MiH iHbOpMallieo
3 IPOMMCAOBUM CEKTOPOM, LITatamu Ta MicueBumu opraHamu Baapu (Voluntary Informa-
tion Sharing with Industry, States, and Local Government). IliAnpueMcTBa, IITaTK Ta OPraHu
MiCL|€BOTO CAMOBPSIAYBAHHS iHOAI BUSIBASIIOTb HOBi BUAM KOMIT I0TE€PHMX BipyciB abo iHmmx
Kibep3arpos (iHLMAEHTIB), aAe BOHU He 3HAIOTb, UM 3MOXKYTb BOHU MOAIAUTHUCA Lii€lo iHDOP-
Mauier 3 QepeparbHuM ypspoM. [Iponosuiia ApMiHicTpauii moAsirae B Tomy, 10 Lii OpraHi-
3auii MOXXyTb 0OMiHIOBaTUCs iHOpMaLli€lo Mpo KOMITI0TEpHI 3arpo3u Ta iHuuaeHTy 3 MiHic-
TEePCTBOM BHYTPIlIHbOI Oe3neku... BopAHOYac npomnosuis nepeadayae HaAiHUIT KOHTPOAD
3a KOH]iAeHLiHICTIO, 11100 rapaHTyBaTH, 10 Taka iHpopMallis He 3a4enUTh 0COOUCTY Mpu-
BaTHICTh Ta TPOMAASIHCBKi CBOOOAM» .

Takum unHOM, 060B’s13ku NIPC 6yAu nepepani MiHicTepcTBY BHYTpIlIHBOI Oe3mexu
i Hapa3i HaaexxaTb A0 cdepu pisiabHOCTI NCCIC, AIKUII € LeHTPOM KOOpPAVMHALIT Aill y pasi Ki-
OepiHLMAeHTIB Ha pepepaabHOMY PiBHI, piBHI ITATiB, HA MiClLIeBOMY, TEPUTOPiaAbHOMY,

2 Kub6eprotosHocts CIIA 2.0: O6men undopmauueit [Eaekrponnnit pecypc]. — Pexxum aoctymy : https://digital.report/
kibergotovnost-ssha-2-0-obmen-informatsiey/

2 Cybersecurity Legislative Proposal [EaexTponnmit pecypc]. — Pesxum aoctymy : https://obamawhitehouse.archives.gov/the-press-

office/2011/05/12/fact-sheet-cybersecurity-legislative-proposal
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MDKHapOoAHOMY piBHsIX i B mpuBaTHOMY cekTopi. NCCIC Hece BiATIOBiAQABHICTD 3a iHpOpMy-
BaHHs Ta KOOPAMHALII0 pearyBaHHs Ha KiOepiHLMAEHTY, 3HVDKEHHSI PU3KKIB i BIAHOBAIOBaAb-
Hi 3aX0AM B OCHOBHOMY LII0AO (eAepaAbHUX MepeX, IIPU CHiBPOOITHULITBI 3 IPUBAaTHUM CEK-
TOPOM, TPOMAASHCbKUM CYCITIABCTBOM, IPAaBOOXOPOHHUMY OpraHaMy, pO3BiAKOIO, LIIBiABHOIO
000pOHOI0, @ TAKOXK Mi>)KHAPOAHMMU OpraHisawisiMmm?.

NCCIC BipnoBipaAbHMIT 32 KOOPAMHALII0 00MiHY iHdOpMallieo Ta TPOAKTUBHO yIIPaB-
Asie xibeppusukamu y kpaini. OcHoBHa AisiabHicTb NCCIC moasirae y:

e AKTUBHIIl KOOPAMHALIii 3ar100iraHHs Ta MOM SIKIIEHHSI HACAIAKIB TUX THUITIB Kibep-
i TeAeKOMYHIKaLilTHUX 3arpo3, sIKi IPEACTABASIIOTb HAMOIABIINIT PUBKK AASL KPATHY;

e OmepaLilfHill BCeAepKaBHiN iHTerpawii IAsSXOM PO3LIMPEHHS Ta TOTAMOAEHHSI B3ae-
MOAII 3 MapTHepaMM LMIASIXOM OOMiHy iHdoOpMallielo AASI YIIpaBAiHHS 3arpo3amMy, Bpa3AUBOC-
TSMU Ta iHLUMAEHTaMU;

e  pYVHYBaHHi TEXHOAOTIYHUX Ta IHCTUTYLiITHUX Oap’epiB, SIKi TePELIKOAYKAIOTD CITiAb-
HOMY 00OMiHy iHdopMaliew, cuTyariiHii o6isHaHOCTI (moiHpOpMOBaHOCTI) Ta yCBiAOMAEH-
HIO 3arpo3 Ta IX HACAIAKIB;

e miATpUMaHHI Oe3nepepBHOI FOTOBHOCTI HeraiHo Ta epeKTUBHO pearyBaTiu Ha BCi
BUITAAKY 3arpO3 HalliOHAABHIN Oe3nelli y cdepi KibepnpocTopy Ta TeAeKOMYHiKalil;

e AAS 3alliKaBA€HUX CTOPiH QYHKLIOHYBaTU SIK HAlliOHAABHUI LIEHTP ITepEAOBOIO
AOCBiAY Ta eKCIepPT 3 MUTaHb KibepOesneky Ta TeAEKOMYHiKaLili;

e  3aXMCTi NPMBATHOCTI Ta KOHCTUTYLiMHUX IIPaB aMePMKaHCbKOIO HapOAY Ilip yac
BMKOHAHHS CBOEI Micii%.

BaxAMBO 3a3HaYNTH, 1[0 NTepeAideHi iHILIiaTUBY TaKOX 6yA1/[ BTiA€HI B YMCAEHHUX I10-
AITUYHUX AOKYMEHTaX i BUKOHaBUMX yKa3ax npe3upeHTiB CIIA, mo, 30KkpemMa, npucBsAyeHi
NUTaHHIM 00MiHy iHdopmauiero. Cepea HUX, HanpuKAaA, BukonaBunit ykas (Executive Order)
Ne 13636 «IIpo mipBuIieHHs KibepOesnexu y chepi kputuuHoi iHbpacTpykTypu» (Improving
Critical Infrastructure Cybersecurity)”, nianucanuit y aroromy 2013 p., BukonaBuuii ykas
Ne 13691 «IIpo obmiH iHpopmariero 3 Kibepbeseku B IpUBAaTHOMY CeKTOpi» (Private Sector
Cybersecurity Information Sharing)®, nipnucannit y Aloromy 2015 p. Lli AOKymeHTH CcBipyaTh
PO HEOOXiAHICTD 30iAbLIIEHHS 00CATIB, CBOEYACHICTD Ta SIKICTh 0OMiHY iHbOpMaLliero Mpo Ki-
Oep3arposy MiXX IPMBAaTHUM CEKTOPOM i YPSIAOM, @ TAKOXK HATOAOIIYIOTh Ha AOLIIABHOCTI 0iAbII
TicHOI criBnpali y cdepi aHaaisy inpopmaliii 3a yyacTio Bcix 3aljikaBA€HUX CTOPIH.

Ocob6auBy yBary Ykas Ne 13691 mpuAiAuB CTUMYAIOBAHHIO CIIBIIpalli 3 opraHisayismu
IIPUBATHOTO CEKTOPa 32 AOIIOMOTOI0 CTBOPEHHsI OpraHisanii 3 oOMiHy Ta aHaAi3y iHdop-
mauii (Information Sharing and Analysis Organizations, ISAOs), IKi TOBUHHI CAY)KUTU ITYHK-
TaMu 00MiHy iHpopMalliero MK HMiAIIpMEMCTBAMY, IPUBATHUM CEKTOPOM i ypsipoM. Lleit Ykas
TAKOXX MiCTMB BMMOTY YTOUHUTH IIOBHOBa)KeHHsI MiHicTepcTBa BHYTPIIIHbOI O€3IeKU 3 TUM,
I[00O TOJ Mir YKAQAATU YTOAM 3 OpraHizalisiMu 1oA0 0OMiHy iHdopMallielo, TUM CaMUM poO3-
IIMPIOIOYM CIIIBIIPALII0 MK opraHisauisiMu 3 oOMiHy Ta aHaAisy iHbopmauii i DepepasbHUM
YPSAAOM, LIJO AO3BOAVIAO CTBOPUTH MEXaHi3M, Y paMKax sIKOI'O TaKi )X YToAU IIpo 00MiH iHpop-
Marjiero mir ou ykaapatu i NCCIC. Kpim toro, Ykas nepepbadae BkatoueHHst MinicTepcTBa
BHYTPIlIHbOI Oe3IeKy y CIMCOK peAepaAbHUX areHTCTB, sIKi MOKYTb BUAABATU CXBAaAE€HHS
i miamucyBaTtu yroaum npo oOMiH ceKpeTHOIO iHpopmali€eo i3 TuM, 10O AO3BOAUTHU

%5 National Cybersecurity and Communications Integration Center [Eaextponuuit pecypc]. — Pexxum pocrymy : https://www.us-
cert.gov/nccic

%6 National Cybersecurity and Communications Integration Center [EaekTponnuit pecypc]. — Pesxum poctymy : https://www.dhs.
gov/national-cybersecurity-and-communications-integration-center

%7 Executive Order — Improving Critical Infrastructure Cybersecurity [Eaextponnmit pecypc] / EXECUTIVE ORDER. — Pexxum
aoctymy : https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-
cybersecurity

8 Executive Order 13691—Promoting Private Sector Cybersecurity Information Sharing [Eaextponnuit pecypc]. — Pexxum aocTy-
my : https://www.dhs.gov/sites/default/files/publications/2015-03714.pdf
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MPUBATHUM KOMIIaHiSIM OTPUMATU AOCTYII AO CeKpeTHOI iHpopMalii mpo HasiBHi Kibep3arpo-
31. Yka3 Ne 13691 TakoK MiCTUTh MIOAOKEHHSI TIPO HEOOXIAHICTh CTBOPEHHSI AI€BUX MeXaHi3-
MiB 3aXMICTy IIPMBAaTHOCTI Ta LVBIABHMX CBOOOA Ha OCHOBI CIIIABHMX CTaHAQPTIB i KEPiBHULITB,
TaKUX SIK IIPUHLIUIIN CIIPAaBEAAMBOrO yIpaBAiHHs iHbopmauieto (Fair Information Practice
Principles).

BuxonaBumit ykas Ne 13691, wjo cpusie oomiHy inpopmauieio y cdepi KibepHeTUKM
B IIPMBATHOMY CEKTOpi, yIOBHOBa)Xye MiHiCcTepCcTBO BHYTPIIIHbOI Oe3nmexu™:

«Po3pobuty 6iAbII edheKTUBHI 3aC00M AAST HAAQHHS AOITYCKY AO CeKpeTHOI iHpopma-
1jii ocobaM IPMBATHOIO CEKTOPY, sIKi € YaeHamu OpraHisauii 3 00MiHy Ta aHaAi3y iHdopmauii
(ISAOs) yepes BM3HaYEHY NTPOTpaMy 3aXUCTYy KPUTUYHOI iHGPACTPYKTYpH.

3AIMICHIOBAaTU NOCTINIHY, CIIIABHY Ta BCEOXOIAIOIOUY KoopAMHaliew 3 ISAOs uepes
NCCIC, sixuit KoopauHye 06MiH iHpopMmalieio y chepi Kibepbesneku Ta IPOBOAUTD aHAAI3
y CepeAOBMUILi MapTHePiB MPUBATHOTO CEKTOPY i (heAepaAbHOIO YPSIAY.

Ob6uparu yepe3 BIAKpUTUI Ta KOHKYPEHTHMUIA ITPOLIeC HEYPSIAOBY OpraHisaliiio, sika cTa-
He Opranisaunieto cranpapTiB ISAOs. 1la Opranisauis cranpaptis ISAOs BU3HAUUTb Habip
CTAaHAAPTiB 200 KePiBHUX MPUHLUIIIB AASL CTBOpPeHHS i pyHKLioHyBaHHS ISAOs».

Cranpaptu ISAOs 6a3yr0TbCsl Ha PUHLIMITAX:

e AOOpOBiABHOCTI — yyacTp y popmyBaHHi ISAOs He € 000B’s13K0BOI0. CKOpilile BOHA
Mae 6yTy aOCOAIOTHO HEOOOB SI3KOBOIO Ta AOOPOBiIABHOIO;

e IIPO30POCTi — 32 AOIIOMOTOIO CITIABHOI Ta BIAKPUTOI CITiBIIpalli OpraHU Aep>KaBHO-
IO Ta IPMBATHOI'O CEKTOPiB MaTMMYTb 3MOT'y HapaBaTu iHpopMalito Ipo po3pobAeHi cTaH-
AApTH;

e iHKAIO3MBHOCTi — YYaCHUKM 3 OYAb-SIKOT'O CEKTOPY — HEKOMEPLITHOTO Yy KOMep-
LiIIHOTO, eKCIIEPTHOrO ab0 HOBAYKM, MOBMHHI MaTy MOXXAMBICTh OpaTH y4acTb Y CTBOPEHHI
BAacHOI ISAOs;

e AI€BOCTI — YYaCHMKM OTPUMAIOTh KOPVUCHUII Ta IIPAKTUYHMI HAOIp CTAHAQPTIB i Hall-
KpallMX NMPaKTUK sIK KepiBHULTBO, SIKIIIO BOHM BUpIlIaTh OpaTy y4acTb y cTBOpeHHi ISAOs;

e THYYKOCTI — CTAHAQPTU He MalOTh nepelkoaxatu opmyBaHHio ISAOs abo 3aBAaBa-
TV LIKOAM TIOTOYHMM IIpOLiecaM iCHYIOUMX OpraHisallili, 1o 3AiMCHIOITh 00MiH iHdopMmaliiero.

Ha cporoaHi 6iabuticTe 00MiHiB iHpOpMaLii€ro MPUBATHOTO CEKTOPY IIPOBOASITHCS 32 AO-
[IOMOTOI0 I[eHTPiB 00MiHy Ta aHaAi3y iHpopmaii (/[SACs). ISACs npaio0Th 3a raAy3eBOI0
MOAEAAIO, TOOTO opraHisallii B Me>Xax II€EBHOTO CEKTOPY (HanmpukAap, GiHaHCOBMX MOCAYT,
eHepreTuKy, aBiaLil ToIio) 00’eAHYIOTBCS AAs 0OMiHY iHdOpMaLiiero po Kibep3arposu. He-
3Ba)KAIOUM Ha Te, L]0 0araTo 3 LiMX IPYII BXXe € MOTY)XHUMM eAeMeHTaM! epeKTUBHOI criBIparii
y cdepi kibepOesmneky, AesKi opraHisaljii He MOXXYTb OyTU AOAYYEHi AO IEBHOTO CEKTOPY abo
MaloTh yHiKaAbHi moTpedu. Ti opranisaiiii, siki He MOXyTb IpueAHaTUCH AO ISACs, are MalOTh
notpe0Oy B inpopmalii mpo Kibepsarposu, HaparTh nepenary yyacti B ISAOs.

OKpeMUM AOKYMEHTOM, 110 ¢iKCcye MpoueAypM CHiBIpalli MiXK NpUBAaTHUMU KOMIIA-
HisSIMM Ta YPSIAOBMMM yCcTaHOBaMu y cdepi iHpopmaliiiHoi Oe3nekn € AKT mpo o6MiH iHdop-
Matiero y cdepi kibepbesnexu (Cybersecurity Information Sharing Act, CISA)*, 3aTBeppxe-
Huit Konrpecom Hanpukinii 2015 p. BiAroBiaAHO A0 HbOTO OpraHi3aliii, siki Ha AOOPOBiAbHIN
OCHOBi 00MiHIOBaAuCs iHpopMaljieto Mpo Kibep3arposu Mk coboro i DepepaAbHUM YPSIAOM,
OTpMMaAM MpaBO OOMEXXEHOI BiATTOBIAAABHOCTi. AOKYMEHT Hapa€ AOAATKOBUI 3aXUCT KOM-
HaHisIM, 1[0 AOOPOBIABHO BUPIILIMAY AIAUTUCS AQHUMMU IIPO Kibep3arposu 3 ypsiAOBUMMU yCTa-
HOBaMU. 3aKOH NOKAMKAHUI 3aXUCTUTY IIPEACTABHMKIB Oi3HeCy Bip MO>XKAMBUX CYAOBMX I1030-
BiB 3 00Ky KOpMCTYBauiB, sIK1II0 iHopMaLlisi Ipo Kibep3arposy, sika epeAaHa OpraHaM BAAAY,
MICTUTDb IIEPCOHAABHI AQHI.

% Information Sharing and Analysis Organizations (ISAOs) [Eaextponnuit pecypc]. — Pexxum poctymy : https://www.dhs.gov/isao#

% Cybersecurity Information Sharing Act of 2015 [EaexTponuuit pecypc]. — Pesxum poctymy : https://www.congress.gov/bill/114th-

congress/senate-bill/754/text
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AKT 3000B’s13ye MiHicTepcTBO BHYTpilIHBOI Oe3nexu: 1) opep>xyBaTu iHpopmaliro nmpo
Kibep3arposu Ta 000pOHHI 3aX0AY, 11J0 HAAAIOTHCSI OYAb-SIKOIO OpraHisaliieo; 2) 3abe3neunTtu
OTpMMaHHs BCiMa (epepasbHUMY areHTCTBaMy Takol iHpopMmallii cBOeyacHO, B peXMMi pe-
AABHOTO Yacy i 3 BUKOPUCTAHHSM aBTOMAaT/30BaHUX CUCTEM.

Y pamkax BukoHaHHsI AkTa MiHicTepcTBO BHYTpilIHbOI Oe3IeKku po3poOdrAO cuCTeEMY
aBTOMAaTUYHOTro 0OMiHY iHAUKaTOopamu (Automated Indicator Sharing, AIS)*, sixa pA03BoAsiE
OTPMMYBAaTH HOBI iHAMKATOpY Kibep3arpos Bi MIAIIPUMEMCTB IIPUBATHOI'O CEKTOPY i yPSAOBUX
opraHisalill aBTOMaTU4YHO, @ TAKOXK CTUMYAIO€E CITiBIIPaLl0 MAPUEMCTB (OopraHisauin) npu-
BaTtHOTro cekTopy 3 NCCIC y nuTaHHsX MIATOTOBKM IX MepeX A0 aBTOMAaTUYHOIO OOMiHy Ta-
KMU iHAMKaTopaMu. Meta nnporpamu ALS — aBToMaTiyHe HapaHH: iHdopMaLlil opraHizarism-
yY4aCHMLSAM, y T. 4. pepepaAbHMM MiHICTEpPCTBaM i areHTCTBaM, IPUBAaTHMM KOMIAHIisIM
i neHTpam 06MiHy i aHaaizy indopmauii (ISACs).

Y pamKkax peaaisauii 3a3HaueHoro AkTa, onepaiiiHa cucrema AIS 3anpaiifoBaaa 3 bepes-
Hs1 2016 p., a MiHicTepcTBO MATBEPAUAO, 1110 OYAM pO3pO0OAEHi peKOMEHAALI 1I[0AO CIIPUSHHS
HEYPSIAOBYMM OPIaHi3allisiM B 3Ai/ICHEHHI 0OMiHy ITOKa3HMKaMM Ipo Kibep3arposu 3 Depepanb-
HUM yPSIAOM. MiHICTEPCTBO TAaKOX PO3POOASIE IPOLIEAYPH LIIOAO OTPMMAHHS Ta BUKOPUCTAH-
HSI IIOKA3HMKIB IIPO Kibep3arposu ¢epepasbHIMY OpraHaMy, & TAKOXX KePiBHi IPUHLIMIIN LIIOAO
IIPUBATHOCTI Ta FPOMAASIHCBKIX CBO0OA (Y paMKax 0OMiHy LM IIOKa3HUKAMM), Ta KEPiBHULI-
TBO AASL peAepaAbHMX YCTAHOB IIOAO 0OMiHY iHbopMali€elo, sIKo BoAoaie ypsia. Cepea Lux
AOKYMEHTIB, 30KpeMa, TaKi’*:

o 3axoau i3 3axucTy Ta 0OMiHy iHAMKaTOpamu Kibepsarpos (Sharing of Cyber Threat
Indicators and Defensive Measures);

o KepiBHMIITBO 3i CTIpMSIHHS HeAep>XXKaBHUM CY0'€KTaM IIOAO OOMiHYy iHAMKaTOpaMu
Kibep3arpos Ta 3aXMCHUX 3aX0AiB 3 pepepasbHuMu opraHamu (Guidance to Assist Non-Fed-
eral Entities to Share Cyber Threat Indicators and Defensive Measures with Federal Entities);

e 3aKAIOYHI MPOLIEAYPH, TIOB’sI3aHi 3 OTPUMaHHSIM iHAMKATOPiB Kibep3arpos Ta 3a-
xucHux 3axoAiB (Final Procedures Related to the Receipt of Cyber Threat Indicators and Defen-
sive Measures);

e 3axucTt KOH}IAEHLIMHOCTI Ta rPOMAASIHCBKUX CBOO0A. KepiBHUIITBO: 3aKOH Ipo
o0MiH iHdopMaliero B raaysi kibep6esneku Bip 2015 poky (Privacy and Civil Liberties Final
Guidelines: Cybersecurity Information Sharing Act of 2015).

IHmrM HampsiMmoM peaaisauii mpoekTtiB AITIT MinicTepcTBa BHYTpPIilIHBOI O€3meKu
3 IPMBATHUM CEKTOPOM AASI 0OMiHy iHpopMallielo po Kibep3arposyu CTaA0 yKAaAQHHS YTOA
npo crniBnpamnio y cepi pAocaipxenn i po3po6ok (Cooperative Research and Development
Agreements, CRADA)*, siki € yacTuHOMW0 peaaisariii 6iapin BceocspkHoi [Tporpamu 3i criBpo-
OiTHMLTBA Ta 0OMiHY KibepiHnbopmauieto (Cyber Information Sharing and Collaboration Pro-
gram, CISCP)*.

KarouoBum HanpsimoMm AisiapHOCTi CISCP € ABOCTOPOHHIN 00MiH iHpopMali€to: mapT-
Hepu CISCP HapaoTh iHAMIKaTOpY 3adikcoBaHMX Kibep3arpos Ta inpopmairo npo kibepiHum-
AEHTU Ta BUSIBA€HI Bpa3AuBi Micust MiHicTepcTBY BHYTPIlIHBOI O€31eKy, sSIKi BOHO ITOTIM Iie-
peaae inumm naptHepam CISCP aHoHiIMHO Ta y 36ipHOMY dopmari. ITicast oTpuMaHHs AQHUX
anaaitTuxu CISCP peparyioTb iHdopMaliito Mpo BAACHMKA Ta IEPCOHAABHY iH($OpMaLlilo it aHa-
Ai3YIOTb AQHi y CIIiBIIpalli 3 Aep>KaBHMMM Ta TAAy3€BMMM MAapTHEPAMIU AAS BUPOOAEHHS TOY-
HIUX, aKTyaAbHUX, CBOEYACHUX Ta AQHAAITUUYHMUX AOKYMeHTiB. Hapasi 1ie Taki AOKyMeHTH, fK:

31 Automated Indicator Sharing (AIS) [Eaextpounmit pecypc]. — Pexxum poctymy : https://www.us-cert.gov/ais
32 Tam camo.

33 Cooperative Research and Development Agreements (CRADAs) [EaexTponnuit pecypc]. — Pexxum poctymy : https://www.fda.
gov/ScienceResearch/CollaborativeOpportunities/CooperativeResearchandDevelopmentAgreementsCRADAs/default.htm

3 Cyber Information Sharing and Collaboration Program (CISCP) [EaextpoHHmit pecypc]. — Pexxum aoctymy : https://www.dhs.
gov/ciscp
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«broaeTHi iHAMKaTOpiB», «AHaAiTHYHI 3BiTN», «[IpiopuTeTHi onoBiljeHHs», «PeKoMeHAOBaHI
MPaKTUKI».

Kpim inmroro, CriiabHa HaljioHaAbHa olepaTMBHa rpymna KibepposcaipyBaus (National
Cyber Investigative Joint Task Force, NCIJTF)* criabHO 3 iHmMMu depepasbHUMU KibepijeH-
TpaMU Ta OPraHaMU BAOCKOHAAKKTH cuctemy Kioepoesneku ®BP (Cyber Guardian sys-
tem), 3 METOIO MIABUILEHHS SIKOCTi IPOLIECY CTBOPEHHS i BUKOPUCTAHHS 3BiTiB Ipo Kibep3sa-
rpo3M, a TAaKOX OIOBIill[eHHsI KOMITaHili, SIKi B)Xe CTAaAU LiASMU HIKIAAMBOI KiOepAiSABHOCTI.
B pamkax 1€l AisIAbHOCTI pi3Hi KibepiieHTpu cTBOpUAH i motmpuAu moHaa 10 000 3BiTiB po
Kibep3arposu i posicaaau moHaa 2 000 moBipAOMAeHb PO HUX CTaHOM Ha AuneHb 2015 p. Ha-
peuuri, B Alotomy 2015 p. Ilpesupent CIIA B. O6ama cxBaauB ctBopeHHs: HanjionaapHoro
LeHTPY iHTerpaiii po3Bipku no kidepsarposu (The Cyber Threat Intelligence Integration
Center, CTIIC) 3 MmeTO0 HiABUIIIEHHSI cUTYaLiiiHOTO iHGOpMyBaHHs ypsiaoBux opraHis CIIIA
npo 30BHiuHi Kibepsarposn®. CTIIC Hapasi € HalJiOHaABHVIM PO3BiAYBAaABHUM LIEHTPOM, SIKUI
IIOB’s13Y€ BIAITOBIAQABHUX [TOCAAOBUX OCI0 B ypsial Kpainu i 3piiicHIOe aHaAi3 iHdopMauii 3 ycix
A>KepeA 3 MeTOI0 BUSBAEHHS Kibep3arpos HaljioHaAbHOT'O MacIITaoy.

[H1ra MopeAb 00MiHY iHbopMaliieto 3aiicHIOEThCs B HaljioHaAbHOMY aAbsiHCI KibGep-
KpuminaAictuku i kibepmiprorosku (National Cyber-Forensics & Training Alliance®,
NCFTA) — HexoMepLiiiHOI KOpIiopallii, BIATIOBiAQABHOI 32 MATPUMKY CITiBITpaL|i MiX MpUBaT-
HUM CEKTOPOM, AOCAIAHMLIBKMMM OpraHi3alisiMy Ta MPaBOOXOPOHHVMMY OPTraHAMU 3 METOI0
BM3HAYEHHs], 3ar00iraHHs i HeiTpaaisalii KoMmaekcHUX Kibepsarpos. Kpim mpaBooXxopoHHMX
OpraHiB 1ITATiB i MicL[eBOro piBHS, a TAKOXX IIPUMBATHOI'O CEKTOPY, B Liill iHiljiaTuBi OepyTh
y4acTb Mi>KHapOAHi npepcTaBHUKM 3 KaHapu, ABcTpaaii, Beaukoi bpuranii, IHail, Himeuun-
Hu, Hipepaanais, Ykpainu i Autrsu. NCFTA 3abe3neyuye CBO€4acHMI i CIPSIMOBaHUI OOMiH
iHpopmauiero mpo Kibep3arposu Mi>k KOpropauisiMu Ta iHIIMMM [TAPTHEPaMM, @ TAKOX 0e3-
IIOCEPEAHDO CITIBIIPALIOE 3 eKCIIepTaMy y chepi 0XOpOoHM MOPSIAKY, be3reku 6i3Hecy, a TaKOX
3 AOCAIAHUIBKUX KiA, 3 METOIO 3amI00iraHHsI pM3MKaM i MPOTUIIPABHIN AISIABHOCTI, & TAKOX
AAsL 30upaHHs iHdopMallii, HeOOXiAHOI AAS TIepecAiAYBaHHS 3AOUMHLIIB.

CrmiBrnpaus 3 mapTHepaMu CIIpUsiaQ BIAKPUTTIO Oe3Aivi KpUMiHaABHUX Ta LIMBIABHUX
PO3CAiAyBaHb, SIKi iHaKIIIe MOTAM 3aAMIIMTHCA 032 yBaroo. Ha cboropni NCFTA Hapaaa pos-
BiAyBaAbHY iHbOpMallilo, sIKa AOITIOMOTAQ YCITIIIIHOMY TIepeCAiAYBaHHIO COTEHb KiDep3AOUMH-
1iB 110 BcboMy cBiTy. Kpim Toro, mpotsirom octaHHix Tpbox pokiB NCFTA miAroryBasa moHaa
800 3BiTiB Ipo po3BiAKY Kibep3axucTy.

lIle oAHMM IIPUKAAAOM CITiBIIpalli € AisIABPHICTb Po31IMpeHOro neHTpy Kioepoe3nexkun
(Advanced Cyber Security Center)*® y BocToHi, 1110 € perioHaApHOIO iHiL[iaTUBOI, CIPSIMOBa-
HOI0 Ha 0OMiH iHdopmauiew. [TopioHo NCFTA, BiH € HEKOMEPLIITHMM KOHCOPLIiyMOM, 110
o0’epHye nmpuBaTHi pipMu, yHiBepCcuTeTH, @ TAKOX YPSIAOBI opraHisauii 3 MeTO0 3amo0irTu
HabiAbIII KOMITAEKCHUM Kibep3arposam.

LleHTp pas Ha ABa TVDKHI IPOBOAUTb 3yCTpidi AAsI 00MiHY iHdOpMalieo Ipo iHAMKATOpU
3arpos i 0OMiHy AyMKaM¥ 3 TUTaHb ITOTEHLITHO IIKiAAMBOI ASIABHOCTI B Mepexi. Bin Takox 3aiima-
€ThCSI OllepalLjioHaAi3allielo aBTOMAaTMYHOr0 0OMiHy iHdopMaLiielo AAS TOTO, 11[00 YYaCHUKM MOT-
AV OOMIHIOBATVCSI AQHVIMY IIPO 3arpO3Y i METOAM 3aTI00iraHHs iM, 2 TAKOXK Oepe aKTUBHY y4acTb
Y AOCAIAHMLIBKiN POOOTI B L1il1 cdepi, CriBIpaliooyy 3 IPMBATHUM CEKTOPOM i YHIBEpCUTETAMIU.

HesBakaroun Ha 3Ha4Hi 3yCUAAS, 5IKi AOKAAAQ€E ypsIA Y cdepi AOcAipKeHD, OiAbLIICTD
iHHOBaLiM Ta IHBECTULIN TYT pPeaAi3yloTbCA NPUBATHUM CEKTOPOM. I[HHOBaLilHI LIeHTpU

% National Cyber Investigative Joint Task Force [EaexTponnuii pecypc]. — Pexxum aoctymy : https://www.fbi.gov/investigate/cyber/
national-cyber-investigative-joint-task-force

% The Cyber Threat Intelligence Integration Center [EaexTpoHHuit pecypc]. — Pesxxum poctymy : https://www.dni.gov/index.php/
ctiic-who-we-are

37 National Cyber-Forensics & Training Alliance [Eaextponumit pecypc]. — Pexxum poctymy : http://www.ncfta.net/

3 Advanced Cyber Security Center [EaexTporHmi1 pecypc]. — Pesxxum poctymy : https://www.acscenter.org/
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B cdepi kibepbesmnexn 3 sBuanca B Ataauti, Octini, Boctoni, Hpio-Vopky, CieTai Ta Kpemie-
Bii1 AooAMHi. LIi leHTpu 3aAyyaroTh 3HaYHi 00CATY BEHUYYPHUX iHBECTULIiM, 1[0 CIIPSIMOBYIOTh-
Cs1 Ha pO3pOOKY TEXHOAOTIN Oe3IeKy, B T. Y. TaKUX, SIK aHTUBipyCH, aHTUCIaM-riporpamy, i 10
3 npoTuAil 3aomiB Mepex. Yepboro inBectuuii B IKT y CIIA craHoBuau 133 Mapa AOA., 200
41 % Bip 3araAbHOIO O0OCATY iIHBECTULIN Y AOCAIA’KEHHS B KPAiHi, 1110 CTAHOBUB 323 MAPA AOA.
craHoM Ha 2013 p. 3a ouinkamu ¢axiBiiB, Toro x poky IKT-cekTop cTaHOBUB Auie 4,6 % Bip
Bciei ekoHoMiku CIIIA, aAe 1151 yacTKa 3pOCTa€ B OCTaHHI ABa pOKM mpubOAM3HO Ha 1 % 1mopo-
Ky*. 3 ypaxyBaHHsM Brcokoi 3aaexxHocTi ekoHoMiku CIIIA Bip IKT-cextopy (B T. 4. pA0cAia-
XeHb y cdepi 6e3snexn), ypsia CILIA pobuts cripobyu po3BMBaTU CIIBIIPALO 3 IPUBATHUM CeK-
TOPOM i IAQHY€E TOTAKOAIOBATU B3aEMOAII0 MDX YPSIAOM i mpomucAoBicTio. Tak, MiHicTepcTBO
000pOHM HeIJOAABHO 3amycTAo nporpamy Defense Innovation Unit-Experimental (DIUx).
[Tporpama DIUx nmoxaukaHa 3abe3neunty 6iAbiry BiAKpuTicTh MiHicTepcTBa 11[0AO HETPaAU-
LIiTHUX TEXHIYHVX iAell i mpuiioMy Ha poOoTy HOBUX (axiBLiiB, a TAKOXX CIIPUATU BiAKPUTTIO
odiciB MiHictepcTBa y KpemHieBint ooanni Ta bocToHi.

ITpakTuka BcranoBAeHHs KATIIT poemoHcTpYe, 10 He3Baxkaroun Ha Te, o KATIIT mo-
XXYTb OYTU BUTIAHUMIU SIK AASI TIPUBATHOTO CEKTOPY TaK i AASI YPSIAY, He BCi MpUBaTHI KoMIIa-
Hil HAAQroAXXYIOTh Take MapTHepPCTBO. OAHMM i3 KAIOUOBMIX CTPUMYIOUMX (PaKTOpPiB CTAIOTH
pobAeMM AOBipM, KOHTPOAIO Ta po3KpUTTs iHopMauil. Aesiki KoMmnaHii He IparHyTb 0OMi-
HIOBATUCS iHpOpMaLli€lo 3 YPSIAOM, OCKIABKM yPsIA He 3MO>Ke HAaAATy BCi AaHi IIPO MOTEHLii-
Hi 3A04MHM, TOB’s13aHi 3 KibEP3AOUMHHICTIO Yyepes Te, 1110 NeBHa iHpopMalis Moxe 6yTu 3ace-
KpeueHa abo KoHipeHIiliHa, @ TOMY 6araTo KOMIaHill BBa)KaloTh, 1[0 0OMiH iHpopMmallieo
He MOBUHEH 0yTr opHOCTOpOHHIM. KpiMm TOro, Aesiki mpuBaTHi KOMITaHil TAKOXX HETTOKOITb, 1110
nepepaya KoHdiAeHLiHOT iHpopMaLii MOXe 3alIKOAMTM IXHiN permyTalii abo 1o mepepaHa
iHpopmauist He 6yae MOBHICTIO KOH]iAEHLITHOIO.

¥ Ku6eprorosHocts CLIA 2.0 [Eaextponnuii pecypc]. — Pesxum aoctymy : https://digital.report/kibergotovnost-ssha-2—0-vvedenie/



Poain 3. KOMNM B €EBPOMENCHKMX
KPAIHAX

3.1. CninbHOeBponencbKi nigxoan po KAMM

CyuacHuit ctaH acquis communautaire® y cdepi Kibepbesnexku Ha 3araAbHOEBPOIIEN-
CbKOMY piBHi nlepeOyBae B TOYLIi CBOrO HalliHTEHCUBHIIIOTO PO3BUTKY. 3 OTASIAY Ha CUCTEM-
HICTb XapakTepy 3arpo3 AAsl KibepOe3reKku y MOeAHaHHi i3 MOCTITHUM 3pOCTaHHSM Kibep3Ao-
YMHHOCTI B ocTaHHi poku, EBponeiicbka Kowmicis y cniBnpaui 3 kpainamu — yaeHamu €C,
iHmmmy iHcTuTyuissMu €sponericbkoro Cor3y Ta BIAIIOBIAHMMM 3alliKaBA€HVMY CTOPOHAMU
PO3p00MAA Y3TOAXKEHY TIOAITUKY Aiif, LIJ0O MA€ PEryAIOBATY Liell CEKTOP.

3ripHo 3 mpoBeperuMm y 2017 p. PricewaterhouseCoopers onutTyBaHHAM®, IJOHaIMeH-
uie 80 % eBpoOINeNnCchbKUX KOMIAHIN 3aCBIAYMAYM IIPMHAVIMHI IPO OAVH iHLIMAEHT MPOTATOM OC-
TaHHIX TPbOX POKiB y cdepi KibepOesmnexu.

Y aumni 2016 p. Eponericbka Komicist micass HU3KM rPOMaAChKUX KOHCYABTALIiM 3 yci-
Ma 3al[ikaBA€HUMM CTOPOHAMM IIAIIMCAAa YTOAY Y cdepi iHAYCTpii KibepOe3neku, TUM caMUM
aKTMBi3yBaBILY 3yCUAAS, CIIPSIMOBaHi Ha 60poTbOY 3 Kibepsarposamu y popmi KATTIT*.

IaaH Aiit, iHiuitoBaHmit EBponeiicbkoio Komicieto (Agreement with industry on cyber-
security and steps up efforts to tackle cyber-threats)*, okpecaus pamku KATIIT, o Hapaai pe-
TYAIOBAaTUMYTD 1110 cdepy, il mpaBoBi Ta eKOHOMIiuHi BiAHOCcuHM. Ha peaaisanito Liei crparerii
0yao BupiaeHO 450 MAH €BPO, OCHOBHUM AKEPEAOM IIEPEPO3IIOAIAY KOLITIB € IporpamMa Ao-
cAipxeHb Ta iHHOBaLi «[opu3oHT 2020». TakoXX y4aCHUKU PUHKY KibepOe3neku, IpeACTaB-
AeHi €EBporieiicbKo0 opraHisatiieo 3 kibep6oesmnexu (ECSO), 3apekaapyBaAu HaMip 1J0AO pea-
Ai3allii cBOIX iHBeCTULi/l y paMKax Lji€l iHilliaTUBU.

MeTol0 MapTHEPCTBA € CTBOPEeHHsI MAAThOPMHU AAST KibepOesreKku pisHuX ceKTopiB (Ta-
KIX SIK €HEepreTuKa, OXOPOHa 3A0POB’sl, TPAHCIIOPT Ta (piHAHCH, @ TAKOXK BKAIOUEHHS Y Liei
IIPOLieC OPraHiB BAaAY, HAYKOBO-AOCAIAHVX LIEHTPIB Ta iHIIVX 3allikaBAEHUX CTOPiH), sIKa pO3-
BMBaAa O AOCAIAHUMIIBKMIT Ta IHHOBAL[iTHUI TIOTeHLjiaA ceKTopy. Taka criBIpalis MOKAMKaHa
3MEHIINTH HeraTuBHMIT epeKT po3apobAeHOCTi puHKY Kibepbesneku €C, 110ro HENOBHOI Bpe-
T'YABOBAHOCTI, II0 AEMOHCTPY€E pi3HULS Y mpoliepAypax ceprudikalii, 3 TUM, 1[06 KOXeH

4 Acquis communautaire (3 dp. — 00po6oK cnirbHOMIL) CYKYIHICTD CMIABHUX TIPAB i 3060B’3aHb, 060B’A3KOBUX AO BUKOHAHHS
AASt ycix KpaiH — yaeHiB €EC. AopobOK MOCTIiNHO 3MiHIOETBCS 1 y3araabHIOEThCs. [IpaBoBa cucrema €pporneiicbkoro Com3sy BKAOYAE
aKTM 3aKOHOAABCTBA EBporericbkoro Coosy (aAe He 0OMEXYETbCSI HUMM), IPUITHATI B paMKax EBPOIIENCbKOro criBToBapuctsa, CriAb-
HOI 30BHIIIHBOI IIOAITHKY Ta TOAiITHKY Oe3mekn i CriBrpaui y cdepi ocTuiii Ta BHyTpIIIHIX CIIpaB.

41 Orasip rao6aabHOTO cTany iHdopmatiitHoi 6esnexu 2017 [Eaextponuuit pecypc). — Pexxum poctymy : http://www.pwc.com/gx/
en/issues/cyber-security/information-security-survey.html

2 Komicis mipmmcye yroay 3 raayssio npo ki6epbesnexy Ta akTUBi3ye 3yCUAAS, CIPAMOBaHi Ha 60poThby 3 Kibepsarposamu [EaexT-
poHHuit pecypc]. — Pexxum poctymy : http://europa.eu/rapid/press-release_IP-16-2321_en.htm

43 Ibidem [EaexTponnmit pecypc]. — Pexxum poctyny : http://europa.eu/rapid/press-release_IP-16-2321_en.htm
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ITOCTAYaABHMK MOCAYTU Y cdepi Kibepbe3nexu Mir peaaisyBaTy CBOIO AISIABHICTB y KOKHIN
KpaiHi — yaeHi €C, 0AHaKOBO A€TKO YHUKAIOUM MOAITUKY IPOTEKLiOHI3MY.

Li pamxu criBripani mAKpPeCAITb 0COOAMBY Ba)KAMBICTD iHHOBALLi, 1[0 3 SIBASIIOTH-
Cs1 Ha IlepeTVHI iHTepecCiB 3rapaHMX BHUIlLle YYACHUKIB PUHKY — BiA HillIeBMX PMHKIB Ha KIUTAAT
kpunrorpadii, 3 0AHOTo 60Ky, A0 AOOpe PO3BUHEHNMX PUHKIB 3 HOBUMU Oi3HeC-MopeAsiMU (Ha-
MPUKAQA, PUHKY aHTMBIPYCHOTO IporpamHoro 3abesnevents). Llierw iHinjiaTuBoro €Bpormneit-
cbka KoMicis HaMaraaacb MOAErmNUTY AOCTYI AO BUXOAY Ha HOBi pUHKU MAIIPUEMCTBAM Ma-
AOTO Ta CEPEAHbOrO0 Oi3Hecy, 110 IpauoTh ¥ cdepi Kibepbesmnexu.

OCHOBOIO 3araAbHOTO IAAHY Aill cAyryloTb Crparerist eAMHOro 1yppoOBOTO PUHKY
2015 p. (Digital Single Market Strategy for Europe)**, Kibepcrparerist €Bpomneiicbkoro Cowosy
2013 p. (Cyber Security Strategy of the European Union: An Open, Safe and Secure Cyberspace)*
ta AupektuBa €C 1mop0 MepexxeBoi Ta iHdopmatiinHoi 6esnexu (NIS Directive on security of
network and information systems) (Mae OyTu BKAIOYEHA B HalliOHAAbHE 3aKOHOAAQBCTBO Kpa-
iH — yaeHiB €C A0 9 TpaBHs 2018 p. Ta y BHYTPIllIHI CTaTyTHI AOKYMEHTY OCHOBHMX IIAIIPU-
€MCTB A0 9 auctomapa 2018 p.)*.

YxBaaeHa y 2013 p. €Bpomneiicbka cTpaTeris KibepOesneku®’ BusHaumaa criabHe OaueH-
Ha Eppornericbkoi Kowmicii Ta Bucokoro npeapcraBHuka €sporneiicbkoro Coray i3 3aKopAOH-
HUX CIIPaB Ta MOAITUKM Oe3IeKN I[OAO BIAKPUTOrO Ta Oe3reyHoro Kibeprnpocropy.

Crpareris BU3Ha4a€ OCHOBHI IPiOPUTETY, 1[0 PET'YAIOIOTb IPOOAEMMU SIK BHYTPIIIHBO-
€BPOIEIICbKOTO, TaK i M>XKHAPOAHOTO 3aKOHOAABCTBA. [IpiopuTeTu L€l iHiLiaTUBY CTOCYIOTh-
Cs MABUILIEHHS PIiBHA 3aXMCTY Ta CTIMKOCTi €BPOIENChKUX MePeX Ta PO3BUTKY IPOMUCAO-
BUX i TEXHOAOTIUYHUX PECYPCiB AAsI 3abe3neueHHs KibepOesmnexu.

BianosipHo a0 Crparteriiy 2013 p. Eponericbka Komicis 3anponoHyBaaa nepiumii Bce-
OCSDKHMIT eAeMeHT 3aKoHOoAaBcTBa €C 1040 Kibepbesneku — AupextrBy €C 11040 Mepexe-
BoI Ta iHpopmauiitHoi 6e3nexu (NIS Directive on security of network and information systems),
yxBaAeHy €BporneiicbkuM [TapaameHnTom 6 AnmHs 2016 p. i sika HabOpaAa YMHHOCTI B ceprHi
2016 p.*8. TTicast TpPOX POKiB IT€PErOBOPIB 1iell AOKYMEHT OyB YXBaA€HUI i3 IONIpaBKaMM, AQAi
BipOyAacs 110ro iMIAeMeHTallisl Ha HAL[iOHAAPHOMY PiBHi.

Takoxx NIS nepeabaunaa CTBOPEHHSI KOOPAMHALITHOTO MeXaHi3My pearyBaHHs Aep-
)KaB-YA€HIB Y CITiBIIpalli 3 IPMBaTHMM CEKTOPOM Ha IIOrPO3M Ta BAACHe caMi KibepaTaku, TUM
CaMMM CIIPMSIOYM CTPATeriYyHOMY CHiBpOOITHMLITBY Ta 0OMiHy iHbopMalieo i mATpUMYyOUM
piBeHb AOBipM MDX y4dacHMKamu npouecy. KoMicist TaKoXX 3alycTuAa Aep>KaBHO-IIPMBATHY
naatpopmy Ha piBai EC — 1. 3B. [Iaardpopmy mepexxeBoi Ta indopmarinHoi 6esnexu (Network
and Information Security (NIS) public private Platform)* aast BusHaueHHs e(peKTUBHOI TpaK-
TUKU KibepOe3reky 3 MeTOI CIPUSHHSA IOAAABIIOMY BIPOBaAKeHHIO AupeKkTuBu. Pe3yabra-
ToM AisiapHOCTi [TaaTrdopmu y III kBapTaai 2015 p. craB CrpaTeriuHmit HOpPsIAOK AeHHUI

“ udbporsnit eannuit punok [EaekTponHuit pecypc]. — Pesxxum poctymy : https://ec.europa.eu/commission/priorities/digital-single-
market_en ; Communication from the Commission to the European Parliament, the Council, the European economic and social
committee and the Committee of the regions [EaexTponnmit pecypc]. — Pexxum poctymy : http://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=celex%3A52015DC0192

“ TToBipoMAeHHs Tpo cTpaTeriio Kibepbesneku €spornericbkoro Cowo3y — BiAKpUTHiL Ta 6esneunuit KibeprnpocTip [EAeKTpoHHMit
pecypc]. — Pexxum aoctymy : https://ec.europa.eu/digital-single-market/en/news/communication-cybersecurity-strategy-european-
union-%E2 %80 %93-open-safe-and-secure-cyberspace

6 AMpeKTuBa Npo 3aXUCT MepeXXeBux Ta iHpopmaninHux cucreM (Avpextusa mopo HHA) [EaektponHmit pecypc]. — Pexxum ao-
cTymy : https://ec.europa.eu/digital-single-market/en/news/directive-security-network-and-information-systems-nis-directive

7 Crpareris xibep6esnexu €pporneiicbkoro Corwsy: BIAKpUTHIL Ta Gesneunuit Kibepnpoctip [EAexTponnuit pecypc]. — Pexxum ao-
crymy : http://eur-lex.europa.eu/procedure/EN/202369

48 Aupextusa Espomnericekoro ITapaamenty Ta Papu (EC) 2016/1148 Bip 6 aunns 2016 poky OAO 3aX0AIB IOAO 3a0e3neyeHHst
BICOKOTI'O 3araAbHOTO piBHs Oe3neky MepexeBux Ta iHpopmauinHux cucreM y Bcbomy Corosi [EaexTponnmit pecypc]. — Pexxum po-
crymy : http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2016.194.01.0001.01. ENG&toc=0]J:L:2016:194:TOC

4 NIS Iaardopma — [epa 3yctpia po6ounx rpyn [EaexTponnmit pecypc]. — Pesxum poctymy : https://ec.europa.eu/digital-single-
market/en/news/nis-platform-kick-meeting-working-groups
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Aocaipxensst kibepoesneku (SRA — Cybersecurity Strategic Research Agenda) Ha 6asi Ilaar-
dbopmu MepexeBoi Ta iHpopmarinHoi besmexn.

Oxkpim nepeaivennx Buie iHitiaTus, EBpomneiicbka Komicis uepes FP7 ta CIP (Cpomy
PamxoBy nporpamy Ta [Tporpamy 3 KOHKYpEHTOCIIPOMO>KHOCTI Ta iHHOBaLiit) piHaHCYE I1je HU3-
KY IIPOEKTiB 3 Kibepbe3nexu.

BianoBiaHo a0 ITocTanoBu (EC) Ne 460/2004 Eppornericbke criBToBapucTBo B 2004 p.
3acHyBaAo ENISA®! 3 MeTOI0 CIIpUSIHHS 3a0€3I1€UeHHI0 BUCOKOTIO PiBHSI PO3BUTKY KYABTYPU
inpopmauiitHoi 6e3neku B Mmexxax €C. ITponosuiis moao MopepHizauii manpata ENISA Gyaa
npuyiHaTa 30 BepecHs 2010 p.*2. HopmaTuBHO-IpaBoBa 0a3a eAeKTPOHHMX 3aCO0iB 3B’513KY,
10 Aisiaa 3 Anucromaaa 2009 p., mepepbavyara 3000B’s13aHHS 1[OAO Oe3MeKU MOCTaYaAbHUKIB
€AEKTPOHHNX 3aC00iB 3B’3Ky>*, a TAKOXX 3000B’s13aHHS KpaiH-4AeHiB A0 TpaBH: 2011 p. TpaHC-
IIOHYBAT! Lli IOAOKEHH: Y 3aKOHOAQBCTBO Ha HalliIOHAABHOMY PiBHi.

BiaTak, yci cTOpoHU, Y BiAaHHI SIKMX € IIepCOHAABHI AaHI, — HAIPUKAAA, OaHKM uu Ai-
KapHi, BIATTOBIAHO AO HOPMAaTHMBHO-IIPABOBOI 0a3M 3aXMUCTy AQHUX OYAM 3000B’s13aHi BXXUTU
3aX0AIB Oe3reKkM AASL 3aXMCTY LIMX EePCOHAABHMX AaHMX. Kpim Toro, BiaTIoBiAHO A0 Ipormo-
3uwii €sporneiicbkoi Komicii Bip 2012 p. 111040 3araAbHOTO peryArOBaHHS 3aXMCTY AQHUX,
T. 3B. <KKOHTPOA€PY AQHMX» ITOBMHHI IOBIAOMASTY HalliOHAAbHI HAaTASIAOBI OPTaHM IIPO MOPY-
IIIEHHSI PE>KVMY ITIepCOHAABHUX AQHMX.

BipnosipHo oo AupextuBu Papu €C 2008/114 Bip 8 rpyaHs 2008 p. npo ipeHTU -
Kallifo Ta NPOEKTYBaHHs €BPOIMENCHhKOI KPUTUYHOI iHPPACTPYKTYpM Ta OLIIHKY HEOOXiA-
HocTi nokpamenHs ii 3axucty (Council Directive 2008/114/EC of 8 December 2008 on the
identification and designation of European critical infrastructures and the assessment of
the need to improve their protection (Text with EEA relevance) B €BponenchbKii nporpami
3aXMCTY KPUTUYHO BOKAUBOI iIHPPACTPYKTYpU®® BUBHAYEHO 3araAbHMUIT «I1aPACOABKOBUIT»
MiAXiA AO 3aXMCTY KPUTUYHO BaKAMBOI iHdpacTpykTypu B €EC. AupekTupa npo 6e3mnexy
Mepexi Ta iHpopMaLiIHMX CUCTeM MOBMHHA 3aCTOCOBYBATUCS 0€3 IKOAU AASL AVPEKTH-
Bu 2008/114.

Ha mixxHapopHoMYy piBHi €C mpaijioe Hap KibepOe3neKoro siKk Ha ABOCTOPOHHBOMY, TaK
i Ha 6araTocToponHboMmy piBHsx. Ha camiti EC—CIIIA 2010 p.** 6yao cTBOpeHO pobouy rpymy
3 IUTaHb KibepOesneky Ta Kibep3A0UMHHOCTI. TaKOX € HM3KA MYABTHMAQTEPAABHMUX YTOA IIOAO
criBIpaui y uiit cdepi 3 OpraHisanjielo eKOHOMIYHOTO CIiBpOOITHULITBA Ta pO3BUTKY, [eHepaAb-
Howo Acambaeero Opranisanii O60’epnanux Hauiit, Mi>kKHapOAHUM COI030M €AEKTPO3B’I3KY,
OpraHizaliero 3 6e3nexu Ta criBpobiTHUIITBA B €Bpomi, BcecBiTHiM camiToM 3 nmuTaHb iHpop-
MauirHoro cycriabctBa (WSIS) Ta Dopymom 3 nutaHb yrpaBAiHHs IHTepHeToM (IGF). 6 TpaB-
Hs 2015 p. €epomnenicbka Komicist npuithsiaa CrpaTerito EAMHOro puMHKY LMbpOBUX

%0 Resilience and security of communication infrastructure, networks and services [EaexTponuuit pecypc]. — Pexxum aoctymy :
https://goo.gl/mK4irQ

51 Peraament (EC) Ne 460/2004 Esponeiicbkoro [TapaamenTty Ta Paau €C Bip 10 6epesns 2004 p. po cTBopenHs Arencrsa €C
3 IUTaHb MepexeBoi Ta iHpopmauiiHoi besnexkn [EaekTporuuit pecypc]. — Pexxum pocrtymy : http://eur-lex.europa.eu/LexUriServ/
LexUriServ.do?uri=CELEX:32004R0460: EN: HTML

%2 PernameHnT €Bpornericbkoro [Tapaamenty Ta Paau €Bporn moa0 Arenctsa €C 3 nuTaHb MepexeBoi Ta indpopmauiitHoi Gesmne-
xu (ENISA) [EaexTponnmit pecypc]. — Pexxum poctymy : http://ec.europa.eu/smart-regulation/impact/ia_carried_out/docs/ia_2010/
sec_2010_1126_en.pdf

53 Crarri 13a Ta 13b PaMKOBOi AMPeKTUBU.

% TIponosuuis Ao Peraamenty €epomneiicbkoro [TapaamenTy Ta Paay npo saxmct disndanux ocib cTocoBHO 06po6KM MepcoHaAb-
HMX AQHVX Ta BIABHOTO IepeMillleHHsI TaKuX AaHMX (3araAbHi IIOAOXKEHHS IPo 3axucT AaHux) [EaexrponHmit pecypcl. — Pexxum po-
crymy : http://eur-lex.europa.eu/procedure/EN/201286

5 AupexTusa Paan €C 2008/114/€C Bip 8 rpyaHs 2008 p. PO BU3HAYEHHS €BPOMENCHKIX KPUTUYHUX iHPPACTPYKTYP Ta OLIHKY
HeobXiAHOCTI moKpaueHHs ix 3axucty [EaextponHui pecypc]. — Pexxum poctymy : http://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=celex%3A32008L0114

% Camir EC-CIIIA, 20 aucromapa 2010 p., Aicaboun — CriabHa 3asBa [EaekTponHMit pecypc]. — Pexxum pocrymy : http://europa.

eu/rapid/press-release_ MEMO-10-597_en.htm
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TexHoaoriit (DSM)*. Taka MOAITMKa CTaAa liie OAHUM i3 acmeKTiB Aast peryatoBanus KATIIT
y cdepi TeXHOAOTI Ta pillleHb AASI 3a0e3IeueHHsT MepeXXeBoi Oe3nexy BIpoAoBx 2016 p.

HesBakarouu Ha Te, mjo KATIIT € BuriaHuM AAsT 000X CEKTOPIB, A€sIKi IPUBaTHI KOM-
naHii 3BOAIKAIOTh i3 AOTPMMaHHSM 3aKOHOAABCTBA Yy il chepi. OAHMM i3 KAIOUOBUX KaMeHiB
CIIOTMKAHHSI € MUTAHHS AOBipY, KOHTPOAIO Ta PO3KPUTTSI KOPIIOPAaTUBHOI iHpopMalil.

KommnaHii MaloTb CyMHIB CTOCOBHO 3aAy4Y€HHS YPSIAY AO PO3CAIAYBAHHA CIIPaBU MiCAS
TOTO, SIK KibepaTaka Ha IXHI0O KOMIIaHiI0 B)Xe BiAOyAach, T03asK Lie epepbayae BIAKPUTTS AO-
CTYyIy AO IpUBATHUX AaHuX KoMmraHil. Cepea MpeACTaBHUKIB IPUBATHOTO CEKTOPY MOOYTYe
AYMKQ, 1JO Y4aCTh YPSIAY AULIE YCKAAQAHUTD CUTYyalilo. KpiM TOro, y MOMeHT, KOAM NpuUBaTHA
KOMIIaHis 3aAy4ae ypsIAOBUIL OPraH AO PO3CAiAYBaHHS KibepaTaky, KOMIIaHisl BTpaya€ aBTO-
HOMIIO LIJOAO TaKOTO PO3CAiAYBaHHA.

Ockiabku neBHa iHdopMaliss Moxke 6yTu KaacudikoBaHa 5K KoHOipeHLiTHa, baraTo
KOMIIaHil1 BB)XAIOTb, 11J0 0OMiH iHpopMalliero pu3BeAe A0 MOTEHLMHYIX BTPAT MO3MLIii Ha pUH-
Ky*%. Kpim Toro, Aesiki mpuBaTHi KOMIaHii TAKO>XX MOXXYTb HEIOKOITUCH, 1[0 Iepepaya KoHOi-
AeHLiHOI iHpopMalil MoXKe 3alIKOAMTY IXHiV peryTalii, TOOTO 110 BiAKpUTa AASI YPSIAOBO-
ro po3cAipyBaHHs iHGOpMallist MiCASI 3aBePIIEHHS TaKOTO PO3CAIAYBaHHS He 3aAUILUTHCS
KOH(piAeHLiTHO0 ».

I1]e opHi€lo MPOOAEMOIO € CKAAAHMIT PETYASITOPHMIA i TpaBoBuit AaHAIIAdT Y cdepi Ki-
OepOe3reKy, y BUITAAKY MOPYILIEHHS SIKOTO MPUBATHI KOMITaHil MOXXYTb OyTy 3MylIeHi A0 6iAb-
IIOTO, HIXK peaaisaliisi craHAAQpTHUX 3000B’s13aHb II0AO PO3KpUTTs iHboOpMaliii, a came po3-
KpMBATy MOTEHLIHI pU3UKN ypsIAY, MiHicTepcTBy IocTuLii 800 HaBiTh MO3MBaYaM, SIKi MOXKYTb
MOCTPa’KAQTU BiA KiOep3AOUYMHY.

3araAoMm >ke IIPMBATHI KOMIIaHii BiA3HAYMAM BIACYTHICTb AOBIpM SIK KAIOUOBY NMpUYM-
HY BaraHHs LIOAO Aep>KaBHO-IIPUBATHOI criBIpalli y ibomy ceKTopi®.

AAst TOro 106 3MILIHUTY AOBIpY MiXK yYacHUKaMu npolecy, B Hiaepaanpax ctBopuan
OesneuHy Mepexy iHpopmallii, A0 KOl Ypsip OTpUMYe O€3I0CEePEAHIN AOCTYIT AMIIIE TTICASI
TOTO, SIK KOMITaHisl BUCAOBUTbD IIJOAO LIbOTO CBOIO 3rOAY®.

VY Takill MOAeAl IPeACTaBHUKY A€PKaBHOTO Ta IPYBATHOIO CEKTOPIB IPALIOIOTD Y CIiAb-
Hill mAaTdopMi Hap TOOYAOBOIO AOBipM, PO3BUTKOM CIIiIBPOOITHMIITBA Ta AlaAOI'y, BpaXxoByIO-
4yl iHTepecU yCiX y4acCHMUKIB IIpOLecy.

Taka cmiBnpausi CTUMYAIOE CTBOPEHHSI HOBMX IIOCAYT i pO3BUBA€E iIHAYCTPil0 BAACHUX
NIpOrpaMHMX IIPOAYKTIB, IIOAIIIIIYE B3aEMOAIIO CYCITIABCTBA i AEP’KaBH, @ TAKOX ITiABUIIIYE NTPO-
30picTb ALSIABHOCTI Ta AOBipy A0 opraHiB Baaau. bepyun Ao yBaru wjiai, BukAapeHi B Yroai®,
€spornericbka Komicist posrasiHyAa Taki cueHapii, moB’si3aHi 3i 3MiliHeHHsIM iHAYCTpil Kibep3a-
XMCTy B €Bpomni. 3aponoHOBaHi BapiaHT OyAM peTeAbHO BiAiOpaHi micas aHaAi3y AokasiB
3 Pi3HUX AXKepeA, BKAIOYAI0UM AOCAIAKEHHSI PUHKY KibepOeseKky, a TAKOX aHaAi3 TOYOK 30py
IiA Yac rpOMaACBhKUX KOHCYABTALiN, Y SIKMX B3sIAM y4acTb 6iabln HDK 250 pisHMx opraHisauii,
1[0 TIPEACTABASIIOTh SIK ITOMUT TaK i mporno3uliio y cdepi iHAyCTpii KibepOesnexu.

IniniaTuBa €Bponericbkoi Komicii y chepi KATTIT mokaasa moyaTok po3BUTKY AOBIO-
CTPOKOBOI KOHKYPEHTOCIIPOMOYKHOCTI Ta iHHOBAaL{iil €BPOIEiChbKOI KibepOe3mneky, BTiM cama

57 CriiabHuit tmdposuit punox [EAexTponHmit pecypc]. — Pexxum poctymy : https://ec.europa.eu/commission/priorities/digital-
single-market/

*8 [TaptHepcTBa y cdepi Kibepbesnexn: HOBa epa Aep>KaBHO-NpMBaTHOI chiBnpayi [EAexTponHumit pecypc]. — Pexxum pocrymy :
http://www.lawandsecurity.org/wp-content/uploads/2016/08/Cybersecurity.Partnerships-1.pdf

% TTapTHEPCTBO MiXK AEP)KaBHUM Ta MIPUBATHUM CEKTOPAMIU He € CPiGHOI0 KyAelo: PO3IIMPEeHa MOAEADb YIPABAIHHS KPUTUIHOIO
indpacrpykrypor [EaexTponHmit pecypc]. — Pexxum poctymy : http://www.sciencedirect.com/science/article/pii/S1874548209000274

%0 Bupuenns cuneprii MiXX IMBIABHUM HaceAGHHSM Ta pUHKaMU 3axucTy Kibep6esneku [EaekTponHuit pecypc]. — Pexxum pocty-
my : https://goo.gl/uLXE43

1 DopMyBaHHs AepXaBHO-TIPUBATHOTO TlapTHepcTBa B cdepi kibepbesnexu [EaexTpoHHUit pecypc]. — Pexxum pocTymy :
http://scholarcommons.usf.edu/cgi/viewcontent.cgi?article=1478&context=jss

%2 Komicis niammcye yroay 3 6isHecom npo kibep6esmnexy Ta akTUBisye 3yCHAAs, CIIpsIMOBaHi Ha 60poTbby 3 Kibepsarposamu [EaexT-
poHHuit pecypc]. — Pexxum aoctymy : http://europa.eu/rapid/press-release_IP-16-2321_en.htm



AHATTIITUHYHA AOMNOBIAb

10 co0i BOHA 11le He € MeXaHi3MOM IIOAOAQHHSI IPOOAEMY PO30aAaHCOBAHOCTI BHYTPILIHBOTI'O
PUHKY Y cdepi KibepOesnexu.

3 OrasiAy Ha lie, ITiCASI peTeABHOTO aHaAi3y Ta KOHCYAbTALlil i3 3allikaBA€HMMHU CTOPO-
Hamy, EBpornericbka KoMiciss mpoaoBXye poOOTY Hap AOAQTKOBMMU 3aX0AQMU, 1[0 AO3BOASI-
TUMYTb €BPOIENICHKIM I'POMAASHAM, IIAIPUEMCTBAM (BKAIOUAIOUM MAAi Ta CEpeAHi), opra-
HaM Aep>KaBHOI BAAAV OTPUMYBATU AOCTYI AO LiMPOBMX TEXHOAOTIN Oe3neKy, HalKpalx
MPAKTUK 3a0e3nevyeHHs iHpopMaliltHoi iHppacTpyKTypu.

OaAHMM i3 iHCTPYMeHTIB y Uiit cuTyauii € po30yAoBa MexaHi3My eKOHOMIYHMX KAAC-
TepiB, SIKi MOXKHA IIMPOKO BU3HAYNTY K IPYITy eKOHOMIYHMX Cy0'€KTiB Ta IHCTUTYLII, SIKi Te-
PUTOpiaAbHO PO3TAalIOBaHi HEMOAAAIK i MAIOTh AOCTATHI MacIITabK AASL PO3BUTKY CITeLjiaAi-
30BaHOI eKCIepTU3H, MIOCAYT, pecypciB, yMiHb Ta HaBM4OK. CHiBIpallO0YM pa3oM, MaAi
Ta CepeAHi MApYEMCTBA MOXKYTb OyTU OiAbII iHHOBALIIIHMMM, CTBOPIOBATH OiAble po6OUYMX
MiCLIb Ta peecTpyBaTy OiAblIe Mi’>KHAPOAHMX TOBAPHMX MapoOK Ta MATEeHTIB, HIX Ti, 110 mpa-
L[IOIOTb BiAOKPEMAEHO.

ITprHaAeXHICTb AO KAACTepy AO3BOAsIE KOMIIaHisAM, fKi 0epyTb y4acTb B iHilliaTuBi,
HMIABUILUTY KOHKYPEHTOCIIPOMO>XKHICTD i, TAKMM YMHOM, AOCSTTYU OiABIIOI TPOAYKTUBHOCTI,
TOAOBHMM YMHOM, LIASIXOM II IIABUILIEHHS 3aBASIKM ITOKPALLEHHIO AOCTYIIy AO CIleliiaAi3oBa-
HMX ITOCTAYaAbHUKIB, TEXHOAOTIN Ta iH$opMalil Ta 6iAblLI BUCOKOMY iHHOBAL|iTHOMY IIOTEH-
LjiaAy criBIpaljlolounx KoMmnaHiin. Lle mos’si3aHo 3 mepepayero 3HaHb, reHepalielo HOBYUX iAeit
Ta aKLEHTYBaHHsM Ha iHHOBalisx. Kaactepu — nepeBa>kHO pMHKOBe sIBUIIE, HAyCITiIIHIIII
3 HMX CTBOPIOIOTbCSI CIIOHTAaHHO BHACAIAOK IIPMPOAHMX KOHKYPEHTHMX IlepeBar Ha PUHKY.

Oxpemum HanpsiMmKoM mnoAituku €C et mipxia craB HanpukiHui 1990-x pokis, 3 Toro
yacy 6i3Hec-iHilliaTXBY, BUIIi HABYAABHI 3aKAAAM TA HAYKOBO-AOCAIAHI IHCTUTYTU CHIpUSAU
PO3BUTKY Ta IOsBI HOBUX TUIIIB A€P’KaBHOI IOAITUKY, AIF0UM K KaTaAi3aTop i Aoomomara-
104 PO3KPUTY €KOHOMIUYHMI Ta HAYKOBUI MOTEHL[iaA OKPeMUX PerioHiB. Y 1IbOMYy KOHTEeK-
cti B €Bporneiicbkomy Co3i 6iAbLIICTb KAACTEPIB, 1110 30CEPEAXYIOTh yBary Ha Kibep0es-
neni, Mo>XHa 3HaiT B 3axipHin €spomi (G4C y HiMmeuuuHi, 1110 yCHiliHO 320XOTUB yPSIA
HIATpMMYBaTK pO3BUTOK 17 perioHaAbHUX KAacTepiB Kibepbesnexu, Pole d’Excellence Cy-
ber — y ®panuii, laazpkuit oeapra-kaactep — y Hiaepaanpax a6o INCIBE — B Icnawii), HOBI
iHinjiaTMBM MouyMHAOTE 3'ABAATUCS TaKoX y LleHTpaapHii Ta CxipHiit €BpoIi, HAIPUKAAA,
y Yexii Ta EcTonil.

3 meroio BupobAeHHst ManbyTHbol cTparerii KAITIT €Bponeiicbka Komicist mpoBeaa
PAA TPOMAACHKMX KOHCYADbTALM i3 3allikaBAeHUMMM cTOpoHaMu. CTapT OHAAH-KOHCYAbTALi-
siM OyA0 pAaHO 18 rpyaHs 2015 p. Ha 12 THKHIB 3 MeTO 310paTu pi3Hi MOTASIAM I[OAO TTUTaH-
HsI QYHKLIIOHYBaHHS €EAVIHOTO €BPOIIEVICBKOTO PUHKY Y cdepi Kibepbesneku. Le cympoBoaXy-
BaAOCSI AOPOXXHBOIO KapToi® Kpaijoro peryaroBanHs Aass KATTIT.

BoaHoYac nMpoBiAHMMM €BpONENCbKMMY IpaBLsiMu chepu Kibepbesmnekyu Oyaa 3acHo-
BaHa €Bporielicbka poboya rpyma Aipepis KibepOesnekn. BoHa mpaijjoBasa Hap HM3KOIO KOH-
KPeTHVX PEKOMEHAALIN AASI €BPOIIENICBKUX TPOMAASIH, Oi3HeCcy Ta MpOMMUCAOBOI MOAITUKY
1I[OAO TIUTaHb KibepOesnekn. Ao ckaapy pobouoi rpynu Bxoauau Airbus Group, Atos, BBVA,
BMW, Cybernetica, Deutsche Telekom, Ericsson, F-Secure, Infineon ta Thales.

I'pyna nmpeacTtaBuaa pAonoBiab KoMicapy ETbeHrepi y ciuni 2016 p. Ha MibkHapoAHOMY
dopywmi 3 kibepbesnekn y Aiaai. B A0moBiai®* BUCBITAIOIOTBCS peKOMEHAALLT IIOAO 3aXO0AiB,
CIIPSMOBaHMX Ha MiABUILEHHA HaAiIMHOCTI B €C, a TaK0XX peKOMEHAY€ETbCA YCIIIHNUI AOCBIA
€BPOIIEICHKUX AipepiB 3 KibepOesnexu. ITicast MpoBeAeHHS IPOMaACHKMX KOHCYABTALIN BAQ-
AOCSI BUABUTY i HU3KY BaXXAUBUX T€HAEHLIN:

3 Aep>xaBHO-TIpUBaTHe MAPTHEPCTBO 3 MUTaHb Kibepbesnexn [EaexTponnuit pecypc]. — Pesxum poctymy : http://ec.europa.eu/
smart-regulation/roadmaps/docs/2015_cnect_004_cybersecurity_en.pdf

© Aipepu eBporeiicbkoi iHAycTpii KiGep6esnexu [Eaextponumit pecypc]. — Pexxum aoctymy : http://ec.europa.eu/newsroom/dae/

document.cfm?action=display&doc_id=13326
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e OiABLIICTb PECIIOHAEHTIB NO3UTUBHO pearyBaau Ha iHiniatuBy Kowmicii moao KATIIT,
HaroAOILIYyI04Y Ha BaXKAMBOCTI CTpaTerivHol CpsIMOBAHOCTI TaKol CIiBIpalli;

e KpuUTHYHA iHPpacTpyKTypa, piHaHCKU Ta GaHKIBCbKaA AISIABHICTD, €HEpreTHKa Ta 0XO0-
pOHa 3A0POB’SI PO3TASIAQAMCS YYACHMKAMM ONMUTYBAHHS SIK TaKi, 1[0 MOXXYTb IPUHECTU Hail-
OiAblle coLliaAbHO-eKOHOMIYHMX 30UTKIB Y BUIIAAKY BEAMKOI KibepaTaky;

e CepeA PeCIIOHAEHTIB Bipo3HauaBCs 3araAbHUI KOHCEHCYC LII0AO IIPiOPUTETHOCTI 3aXy-
CTy KpUTMYHOI iHppacTpyKTypy. 3HaYHA YaCTVHA PECIIOHAEHTIB 3a3HAUMAAQ, 1[0 Ha €BPOIIEN-
CbKOMY PMHKY OpaKye HeOOXiAHMX TOBapiB Ta IMOCAYT AAsI 3a0e3IeueHHsI 0e3repepBHOro i LjiAic-
HOTO MOTOKY 3B’sI3KiB y cdepi KibepOesnexu. Lle, 30kpeMa, CTOCYeTbCS CCTEM BUSIBAEHHS
KibepHaraaiB Ta yrpaBAiHHs Oe3mekoro iHdopmaliii Ta moaiit, AOCTaTHBOI KIABKOCTI IIPOrpaMHO-
IO Ta alapaTHOro 3abe3rnevyeHHs], KpUITorpadiuHx CTaHAAPTIB i HAAIVTHMX XMapHUX CepBiciB;

e 0araTo pecroHAEHTIB BUCAOBMAU AYMKY CTOCOBHO CAQOKOI BHYTPIllIHBOPMHKOBOI
KOHKYPEHTHOCTI, aA€ TaKOXX 3a3HAUYMAM IPO CAAOKICTbh KOHKYPEHTOCIIPOMOXXHOCTI 1330BHI
€C. Xoya AesiKi eBponecbKi IPOAYKTU Ta IIOCAYTY, HA AYMKY PECIIOHAEHTIB, € KOHKYPEHTO-
CIIPOMO>XHMMM i3 IXHIMM BIATIOBIAHMKAaMM 3 iHIIMX YaCTUH CBiTy, HIOCTAaYaAbHUKU B Pi3HUX
KpaiHax €C 4acTo Mpalio0Th y HillleBUX PUHKAX, TOMY He MOXYTb IIBMAKO Ta 0€3 3HAUYHUX
BTPaT AOAAQT! HalliOHAAbHI KOPAOHM, IO BIIAMBAE Ha IX LJiHOBY KOHKYPEHTOCIIPOMOXXHICTb;

e  OIiABLIICTb PECIIOHAEHTIB, 0COOAMBO 3i cpepy MAAOTO Ta CEPEAHBOrO Di3HeCy, Haro-
AOCHAM Ha TpoOAeMaXx, OB SI3aHMX i3 AOCTYIIOM AO PeCYpPCiB AASL piHAaHCYBaHHS IPOEKTIB Ta iHi-
uiatuB y cdepi kibepbesnexu. Donan €C, BeHuypHi GOHAM Ta OAHKIBCHKi KPEAUTU PO3rAsIAa-
IOTbCS SIK HallOIABII 3pyuHi (iHAHCOBI iIHCTPYMEHTHU AASI CTUMYAIOBAHHS 3pOCTaHHs Oi3Hecy;

e OiABIIICTb PECIIOHAEHTIB BUSIBUAH, 1[0 CTAHAQPTM3ALis MATPUMYBaAa iHHOBalll,
OCKIABKM CIIpMsIAQ CYMICHOCTI, HaAal04M IlepeBary KOMOiHOBaHOMY ITIAXOAY AO CTaHAQPTM3a-
il — TOPM3OHTAaABHUM Ta OaraTroraayseBuM 3B'si3kaMm. Ha nuranHs npo man0OyTHe pokycy-
BaHHs Ha cdepi cTaHAapTM3ALlil cepeA PECIIOHAEHTIB OYAO AOCSTHYTO MillHOTO KOHCEHCYCY
I[OAO 3aXMCTY KPUTUYHO BXKAMBOI iHPpacTpyKTypy;

e  YYACHMKMU ONUTYBAHHS MOAIAVMAMCS HU3KOIO iA€l1 LII0OAO TOTO, SIK MOXKe IpaLloBaTu
cxema cepTudikallii, — MIOYMHAIOUM 3 EAVIHOTO €BPOIIEVICHKOTO PiBHS, BIAITOBiAQABHOTO 32 BU-
3Ha4YeHHsI OYAb-SIKVX HEOOXIAHMX CTAaHAQPTIB 200 BUMOT i 3aKiHUYIOUM YTOAQMU ITIPO B3aEMHE
BM3HAHHS, 110 3aAMILIAIOTHCS LIeHTpaAbHUMK®. BopAHOYAC 3HaYHA YacTKa PECIIOHAEHTIB 3a-
SIBUAQ, 11]0 BOHY He 3HAIOTh, U/ B3a€EMOBM3HAIOTHCS CXeMM cepTudikalii, poOAsSIM IpUITyIIeH-
Hs, 1IJ0 Hapa3i BOHM He € B3aEMHO BM3HaBaHMMMU B yCiX KpaiHax — yaeHax €C;

e 0araro y4acHMKIiB KOHCYAbTALill BUCAOBMAM AYMKY IIPO HEOOXiAHICTD iHTeHCUdi-
KyBaTy 00MiH iHopMalli€lo Mi>K TPUBATHUMU CTPYKTYpaMU Ta YPSIAOM Y chepi po3BiayBaAb-
Hoi iHpopmallil B cekTopi iHpopMaLiitHOI Oe31eKy, OCKIABKY MUTAaHHS KibepOe3IeKu €, 3a CBOEI0
CYTHICTIO, TPAHCKOPAOHHOIO ITPOOAEMOIO.

3.2. Joceig Hime4y4nHun

HimewunHa € opHielo 3 KarouoBux Kpail, popmu KATIIT sK0i BUKOHYIOTH POAB OAHO-
r0 3 OCHOBHMX iHCTPYMEHTIB epeKTUBHOI cUCTeMM Kibep3axucTy KpaiHu.

3a paHuMu uudpoBoi mpoMucAoBoi acouiauii Himeuunnu Bitkom, 53 % HiMenbKux
KOMIIaHill y)Xe CTaAM >KepTBaMM eKOHOMIYHOro KibepinuryHcTBa®. 3riAHO 3 ONUTYBaHHAM
«3axucr 6i3Hecy B umudpoBomy cBiti» (Business Protection in the Digital World), mopoxy BTpa-
4aeTbCsl MOHAA 55 MAPA €BPO Uepes LIMUIYHCTBO, Cab0TaX a00 KPAAKKY AQHUX Y HiMeLbKiil

% 3pepuenns Kowmicii oo €sponeiicbkoro ITapaamenty, Paau EC, EBpomneiicbKoro eKOHOMIYHOTO i coliaabHOro KomiTety Ta Ko-
MiTeTy perioHiB. 3MilJHEHHs €BPOMENCHKOI CCTeMM KibepHeTMYHOI CTIMIKOCTi Ta CIIPUAHHSA PO3BUTKY KOHKYPEHTOCIIPOMOXKHOI Ta iH-
HoBauinHoi kibepbesneknu [EaexTponHuin pecypc]. — Pexxum pocrtymy : https://eur-lex.europa.eu/legal-content/en/
TXT/?uri=CELEX%3A52016DC0410

% Zaxucr 6isHecy B uudpoBomy cBiti [Eaextponnnmit pecypc]. — Pexxum aocrymy : https://goo.gl/Rmp5ZP



AHATTIITUHYHA AOMNOBIAb

IIPOMUCAOBOCTI. B onuTyBaHHi B3siau yyacTh 1 069 MeHepXepiB Ta CHiBPOOITHUKIB CAYXOU
oxopoHu®’.

3riaHo 3 aHaaisom Bitkom ta HiMmelpKoi BHYTpilIHBbOI po3BiAyBaAbHOI cAyxOu (BfV),
micAst KibepaTaku 3a AOIIOMOTOI0 AO YPSIAY 3BEPHYAUCSI MeHIlle TPeTHHM KoMmaHiil. OCHOB-
HOI0 MOTMBAL|i€EI0 HETTOBIAOMAEHHSI PO KibepaTakKy € HeOa’kaHHS 3aBAATY IIKOAM peIryTanil.
ITpoMMCAOBICTD Y IAQHI TEXHOAOTIYHOI IIPOCYHYTOCTI HabaraTo BUIIEPEAIKAE CBOIX YPSIAOBUX
MapTHepiB. A ypsiA Ma€ MOXXAMBICTb CIIPUATU aAMiHICTPaTUBHUM pecypcaM, Ha sIKi IpuBaT-
HUI CEKTOP He Ma€ 3aKOHHOTO BIIAMBY.

Ha crpareriunomy Ta onepauinHomy piBHi @epepasbuuit ypsp Himeuunnuy, nocayro-
BYIOUVCD LIiAICHUM ITAXOAOM AO 3aXUCTY KPUTMYHOI iHGPACTPYKTYPH, IO 3AIICHIOETBCS B pPaM-
Kax BIpoBap>keHHs HanjioHaabHOI cTparerii AAs 3axucTy KpUTHYHOI iHdpacTpyKTypu (cTpa-
terist CIP), y 2005 p. pospo6us ta nouaB BriatoBatu [1aan AT KPITIC (Umsetzungsplan
KRITIS), sixuit yxe B 2006 p. moyaB peaAisyBaTucCh y CIIiBIIpalli 3 ollepaTopaMy KPUTUIHOL
iHppacTpykTypu. 3 onyOaiKyBaHH:M nAaHy imnaemeHnTarii y 2007 p. 1je Aep>KaBHO-IIpMBaTHE
cniBpoOiTHULITBO Tip HadBow «UP KRITIS» mo4aAo AisaTu.

/10ro TOAOBHOIO METOI € MOKPAIeHHs 3aXUCTY KPUTUYHOI iHGPaCTPYKTYpH Y pisHUX
cexTopax 6esnexu. Y HimeuunHi mipnpuemcTBa Ta 00'eKTU y cdepi mocTayaHHs eHepreTUKH,
iHpopMaLifIHIX TEXHOAOTII Ta TEAEKOMYHiKallil, TPaHCIIOPTY Ta TOPriBAi, OXOPOHMU 3A0POB’s,
IIPOAOBOABYOIO Ta BOAOIIOCTAYaHHS, (PiHAHCOBO-CTPAXOBOI'O CEKTOPY, AEP>)KaBHOIO Ta aAMi-
HICTpaTMBHOrO YIIpaBAiHHS, a TAaKOX 3aC00iB MacoBoi iHpopMmallii Ta KYAPTYPU € CKAQAOBU-
MU KPUTUYHOI iHPpaCTPYKTYpU A€p>KaBu.

Oanum i3 HanpsimiB ATNIT, iHininoBaHoro HiMeuunHoto, € 3a0X04YeHHS CriBIpaLi Mix
Aep>KaBHMMU Ta NMPUBATHMMM OpraHi3alisgMM Ha PaHHIX eTanax AOCAIAHMLIBKOIO Ta iHHOBa-
LitHOro mporecy y Kpaiti (ta B €Bpomnericbkomy Coro3i 3araAom) 3 METO0 CUHXPOHi3allii A0-
CTYIy AO iHHOBAL|iHMX Ta HAAITHMX €BPOMNEICbKYUX PillleHb — MPOAYKTiB, IOCAYT Ta IPOTPaM-
Horo 3a0esrnedyeHHsa AAs IKT.

3 MeTOI0 BIIOPSIAKYBaHH: Kibepbe3nekoBoi ckaapoBoi cdhepu AT y Himeuunni 6yao
YXBAA€HO PsIA HOPMAaTHMBHO-IIPABOBUX AOKYMEHTIB — SIK 3araAbHOTO, TaK i OiAbILI crieliaAbHO-
IO CIIPSIMYBaHHSL.

[Tepeaycim HimeuyunHa e B 2009 p. patudikyBasa Kousenuiio Papu €Bpomnu mpo ki-
6ep3aounHHicTB®® (mipmmcaaa i B 2001 p.) Ta aKTUBHO iMIAeMeHTYE ii moAoxeHHs1. Kpim Toro,
HimeuunHa mipmucaa ta patudikyBasa A0AaTKOBi mpoTokoAn Ao KoHBeHLil mpo kibep3ao-
YMHHICTD, AKi CTOCYIOTbCS KpMMiHaAi3alii pacuCTChKMX Ta KCEHODOOCHKUX Aill, 3AiICHEHUX
Yyepe3 KOMIT I0TepPHi CCTEMN.

KpuminaapHuit kopexc HimeuunHu peryaroe cdepy KibepHETMUHMX 3A0UMHIB y YacCTu-
Hi BU3Ha4YeHHs MOHATb, CYTi 3A0UMHY Ta HACAIAKIB 32 BUMHEHMIT 3A0UMH Ha KIITAAT KOMIT 10~
TEPHOTIO IIAXPalCTBA, BTPYYAHHS B AQHi, KOMITIOTEPHOIO Ca00TaXKy, KOPIIOPAaTUBHOIO IIIIiO-
HaXXY AaHUX, QIilIMHIY, & TAKOX iHIIKMX 3AOYMHHUX Aill y KibeprpocTopi®.

Pospiau 93-95 KpuminaabHoro xopexcy HiMeyunHy nop’si3aHi 3 BUBHAYEHHSIM TaEM-
HULIb HallioHaAbHOI O6e3niekn’’, a § 4 3akoHy 1994 p. «ITpo HeoOXiAHICTD KaacubikaLii AaHUX» "),
110 BBA)KAIOTHCSI TAEMHMMU Ta KPUTUYHMMU AAS 3aXUCTY CYCIIABHMX iHTepeciB, OKpecAloe
YOTUPMPIBHEBY CCTEMY PiBHiB 3aceKkpeuyBaHHs. PiBHI Ipu3Ha4yal0TbCs BIATIOBIAHO AO PiBH:A
PU3UKY, TIOB’SI3aHOT'O i3 PO3rOAOLIEHHSIM CeKpeTHOI iHdopmaliii.

7 Kopotkuii 3Bit 2016 p. 3Bit npo saxuct Koncrutyuii [EAexTponnnit pecypc]. — Pexxum poctymy : https://goo.gl/j36SEV
% Konsenuis npo kibepsaoununicts [EAextponuuit pecypc). — Pexxum poctymy : http://zakon0.rada.gov.ua/laws/show/994_575

 DepeparbHe MiHicTepPCTBO 0CTULT Ta 3aXUCTY TpaB crioxusauis (2015) [EaexTponuuit pecypc). — Pexxum poctymy : https://www.
gesetze-im-internet.de/englisch_stgb/

70 KpuminaabHumit kopexc Himewunnu [Eaextponnnit pecypc). — Pexxum aoctymy : https://www.gesetze-im-internet.de/englisch_
stgb/

! IntepHer-3akoHopacTBo HimMeuunnu [EaexTponnumit pecypc]. — Pesxum aoctymy : http://www.gesetze-im-internet.de/
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HauionaabHa cTparerist 3axucty KputuyHoi indpactpykrypu 2009 p. (Crpareris CIP)™
XPOHOAOTIYHO OyAa MEPIIMM CTPATEriyHUM AOKYMEHTOM, 1[0 MiCTUTh BIiATIOBiAHI BU3HAYeH-
HS «KPUTUYHOI iHQPACTPYKTYypU» Ta «3aXMCTY BiA aTak Ha KpUTUYHY iHPPACTPYKTYpy» .

HacTynHuM KpOKOM Yy CTpaTeriyHoMy NAaHyBaHHi cTaB HaljioHaAbHUI IIAQH 3aXU-
cry indpopmauinHoi indppacTpykTypy, sikuir y 2011 p. 6yao nepertmeHoBaHo y HalioHaAbHY
cTparerito Kibepbesneknu’*, — 11e MIOCUAKAO MOXXAMBOCTI IPaBOOXOPOHHUX opraHiB, Pepe-
pPaAbHOI areHLii Ta NIPpMBATHOTO CEKTOPY B OOPOTHOi 3 KiOEP3AOUMHHICTIO, @ TAKOX aKL|e€H-
TYBAAO Ha 3aXMUCTi KpaiHu Bip wWnuryHcTsa ta caboraxy. Came Lisl cTpaTeris okpeMum
PO3AIAOM IIPOMMCY€E PAMKY CIIABHMX iHCTUTYTIB AASL 6i3HeCy/IIpMBaTHOIO CEKTOPY Ta Ipa-
BOOXOPOHHUX OPraHiB, i K 1e cdopmyaboBaHo B 3akoHi «[Ipo iHpopMmaLiHy Oesmexy»
(IT-Sicherheitsgesetz) 2015 p., yci mOAaABII KPOKK MAIOTh Y3TOAXKYBaTHCS 3 HUM°. AOAAT-
KoBoro po3Butky cdepa KATIIIT orpumaaa y Crparerii kibepsaxucty 2016 p. (Cyber Sich-
erheits Strategie)’®.

Besnocepeanbo cdhepa KATIIT mix onepaTopamMy KpUTUYHO BaXKAUBOI iHQPACTPYKTY-
pU Ta BIATIOBIAHMMM A€p>KaBHUMM OPTraHAaMU PeryAIETbCA MAAHOM peaaisauil Umsetzung-
splan KRITIS des Nationalen Plans zum Schutz der Informationsinfrastrukturen 2014 p.””. Oa-
Hieto 3 npioputeTHux Hirent KATIII, sakpinaenux y 3akoHoAaBCTBI mip HasBow UP KRITIS,
€ «CITiAbHA OLiHKa Kibepbe3mneku Ta peakiis Ha Hei»’®, L[s1 HaljioHaAbHa iHiLliaTMBa MK Aep-
kaBoro HimeuunHa Ta oneparopamy KpUTUYHOI iHPpacTPyKTypH iHillilloBaHa 3 METOIO 3aXVC-
Ty cTpareriyHoi iHpopmauinHoi iHppacTpyKTypu.

KarouoBuMm A0OKyMeHTOM, 10 BriAMBa€ Ha peaabHi popmu KATTIT, 3aanmaerbes Crpa-
Terist KibepOesneku Himeuunnu, yxBasena B 2011 p. SIK KOMIIA€KCHA CTpPATeTis], 110 BKAIOYAE
OCHOBOIIOAO>KHI NPMHLIVIY, YiTKI LAl Ta TAQH BIPOBAaAKEHHSI CTpaTeriyHMX HAMNpsMiB Ta 3a-
BAaHb, CIIPSIMOBAHMX Ha:

e 3axucT KpUTU4HOI iHppacTpykTypu Ta IT-cucrem;

e 3MilHeHHs iHpopMaLiTHOI 6e31eKu Aep)KaBHOTO YIIPABAIHHS LIASIXOM 00 €eAHaHHS
Y €AVHY bepepaAbHY MepeXY;

e cTBOpeHHs HalioHaABHOTO LIEHTPY KibeppearyBaHHs;

e cTBOpeHHs HailioHaAbHOI papy 3 MUTaHb KiDEP3AOUMHHOCTI AASI TOKPAILl€HHS CITiB-
npalli MK Aep>KaBHMM CEKTOPOM Ta NPUBATHUM CEKTOPOM;

e CHpusHHS eQeKTMBHIN MDKHapOAHIN KoopauHaLii Kibepbeaneky;

e po3BuTOK iHHOBalii B IT-iHAyCTPpi];

e MArOTOBKY KBaAipikoBaHOTrO nepcoHaAy AAsl pepepaAbHUX OPIaHiB BAAAM;

e edeKTUBHe BUKOPUCTAHHS IHCTPYMEHTIB A€P>KaBHOTO CEKTOPY, TAKMX SIK 3aKOHO-
AaBUi IOBHOB)KEHHS, AASI OOPOTHOM 3 HACMABCTBOM Y cdepi KibepaTax™.

HanjionaabHa cTpareris xibepsaxucty 2011 p. ynoBHoBaxxuaa DepaeparbHy areH1iio
3 uTaHb iHopmainHoi 6esnexu (BSI) ctBoputu HauioHaAbHMI LjeHTp KibeppearyBaHHs
(National CyberAbwehrzentrum, NCAZ BSI), sixuit 6u 3a0e31ie4yBaB Kpalljy KOOPAMHALIIO Aill
II[OAO aTaK Ta OiAbII onepaTuBHUM OOMiH iHpOpMallielo MK YPSIAOM Ta IPUBATHUM CEKTO-
pom. NCAZ BSI cTBOpIOE YMOBU yCiM KOMITIETEHTHUM OpraHaM AAS OTIepaTMBHOTO pearyBaHHs

72 National Strategy for Critical Infrastructure Protection (CIP Strategy) [EaexTponHuit pecypc]. — Pesxum pocrymy : http://ccpic.
mai.gov.ro/docs/Germania_cip_stategy.pdf

73 Tam camo. IT. 7, C. 9.
7% Crpareris xi6ep6esnexu Himeaannu [EaexTponnuit pecypc]. — Pesxum aoctymy : https://goo.gl/ T5XkLn
7> 3akon Himewunuu npo indopmauiitiy 6esnexy [Eaexrponnnit pecypcl. — Pesxum aoctymy : https://goo.gl/otKwQi

76 Crpateris ki6ep6esnexu Himewunnu 2016 [EaextponHuit pecypc]. — Pexxum aoctymy : https://www.bmi.bund.de/
cybersicherheitsstrategie/BMI_CyberSicherheitsStrategie.pdf

77 T1aan BripoBapxenHs KPUTVC — HauioHaAbHOTO MAaHy 3 0X0poHu 06'ekTiB iHdopmaiitHoi indpacTpykTypu [EAeKTpOHHMII
pecypc]. — Pexxum poctymy : https://goo.gl/TUur3h

78 T1aan Bnposapxenns KPUTVIC [Eaextpounuit pecypc]. — Pesxum aoctymy : https://goo.gl/DJZQgG
79 Crpareris xibep6esnexn Himeauannnu [Eaextponnmii pecypc). — Pexxum poctymy : https://goo.gl/ XHZYSt
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Ha CepIO3Hi IHLMAEHTH, a TAKOXX IIPOBOAUTD aHAAI3 Ta OLiHKY HeOe3IeK, KOOPAUHYE CIIiB-
IpaLio 3 MiCLIEBUMM Ta FAAy3€BMMU OpraHi3allisiMi i3 BperyAloBaHHs KpM30BUX CUTYaLin®.

Okpim npsimoi yuacti @epepaapHoi arenuii 3 mutaup 3axucty Koncruryuii (Bunde-
samt fiir Verfassungsschutz, BfV) Ta ®epepasbHOro BiAOMCTBA 3 IIUTaHb LIMBIABHOTO 3aXUCTY
Ta AiKBipaLii HacAiAKIB cTuxintHux aux (Bundesamt fiir Bevilkerungsschutz und Katastrophen-
hilfe, BBK), yci iHuii ypsIAOBi opraHu, 1[0 3aiiMalOTbCsI MUTaHHIMMU KibepOesneky, y T. 4. De-
AepaabHa CAyX0a kpumiHaabHOI noaiuii (Bundeskriminalamt, BKA), ®epepaabHa MoAiLis
(Bundespolizei, BPOL), MutHa KpumiHoaoriuHa cayx6a (Zollkriminalamt, ZKA), ®epepasb-
Ha po3BipayBaabHa cayx0a (Bundesnachrichtendienst, BND), ByHaecBep Ta iHIIi oprasu, 1o
3AIVICHIOIOTD HarAsIA 32 KpUTUYHOIO iHQPaCTPYKTYpOIO Ta OllepaTopaMy y paMKax LeHTPY, aK-
TUBHO CHiBIIPALIIOIOTh 3 IPMBATHUM CEKTOPOM.

HimeuunHa npoBeAa KiApKa HalliOHaAbHMX HaBYaHb 3 MUTaHb KibepOe3neku AAsL Aep-
KaBHVX YCTaHOB Ta OKPEMIUX ollepaTopiB KpuTu4yHoi indppacTpykrypu. OpHe 3 Hux —y 2011 p. —
CTOCYBaAOCS MIATOTOBKM AO KPUBOBMX CUTYaLill i OyAO CIIpsiMOBaHe Ha PO3YMiHHS YPSIAOM
MeXaHi3My pearyBaHHsI Ha 6araTOCTOPOHHI aTaKy, BKAIOYAIOUYY PO3IIOAIAEHI aTaKy TUITY «BiA-
MOBa B 00cAyroByBaHHi» (DDoS), Hamaau Ha KpUTUYHY iHPPaCTPYKTYPY, HOTPATIASIHHS LIKIA-
AVIBUIX IIPOTpaM y OaHKiBCbKi CICTEMM Ta BTPYYaHHsI B KOOPAVHALIIO CHICTEM YIIPaBAIHHS PyXy
aitakiB®. HimeuunHa Takox Oepe y4yacTb y 6araToHaljioHaAbHMX HaBYaHHSIX, OPraHi3oBaHMX
€spornericekuM Coroszom Ta Opranisauiero ITiBHiyHOaTAaHTMYHOTO AoroBOpy (HATO). He-
3Ba)Kal0ul Ha KiAbKiCTb HaBYaHb, IPOBEAEHVX B OCTaHHI POKM, ITAQH BIIPOBAAJKEHHSI LIEHTPY
PEKOMEHAYBaB IPOBECTY OiAblIle «BIPaB AAS ITEPEBIPKY Ta OHOBAEHHS iCHYIOUMX KOHLIETILIi».
Hapeurri, BHyTpiliHs po3BipyBaabHa cay>k6a Himewunnu BfV ny6Aikye mjopiuHi 3BiTH 1po Ki-
Oep3arposy, A0 IPUKAAAY, B AonoBiai 2016 p. 3azHaueHo, 1o Pocis ta Kurait € npoBipHumMu
AXepeAamu Kibeparak Ha Himewyuunny.

IncturyuiitHa cipoMokHicTs HiMeyunHu peaaizoByBaty wiai Crparerii 3a0e3nevuyeTs-
Cs1 HU3KOIO AepyKaBHUX Oe3reKoBMX iHCTUTYLiN: HiMelbKuM HallioHaABHUM LIEHTPOM Kibep-
pearyBauusi (Das Nationale Cyber-Abwehrzentrum (NCA) / German National Cyber Response
Centre)®?, ®epepaAbHOIO areHii€io 3 nutaHb iHGopMmauiitHoi 6esnexu (BSI) Ta DeaepasbHO0O
areHiiieo KpumiHaabHOI MoAiLil (BKA), sIKi CiABHO POTUAIIOTH KiOEP3AOUMHHOCTI.

DdepepasbHa areHiis 3 nuranb iHpopmauiitHoi 6esnexu (BSI)% BuByae pusuku 6esme-
i, moB’si3aHi 3 BuKopuctaHHsaM IKT, Ta po3po0basie mpeBeHTUBHI 3aX0AM Oe3NeKy, HaAa€ iH-
dbopmaljito Mpo pM3MKM Ta 3arpo3u, OB’ sI3aHi 3 BUKOPUCTAHHAM iHPOPMALIITHUX TEXHOAOTII,
i mporonye BupilieHHs mpobAem®. PoboTa 1ji€i areH1ii BKAIoYae TakoX TecTyBaHH: [T-6e3me-
ku Ta ouiHky IKT-cucrem, y 1. 4. ix po3poOKy y criBpali 3 npeAscTaBHUKaMy raAysi. HaBiTb
y TEXHIYHO 3axMileHMX iHpOopMaLliiHMX Ta TEAEKOMYHIKaL[iIHMX CCTeMaX pU3VKM Ta 30UTKK
MO>XXYTb BUHMKHYTM BHACAIAOK HEaAeKBaTHOTO aAMiHICTpyBaHHs 200 HEHAAEKHOTO BUKOPH-
craHHs. 1100 3BecTy AO MiHIMyMY 1ii pU3MKM 200 YHUKHYTM X, areH1is MpaLoe 3 pisHUMMU Lii-
ABOBMMMU I'PYNIaMH, y T. Y. KOHCYABTYE BUPOOHUKIB, AUCTPUO IOTOPIB Ta KOPUCTYBauiB iHop-
MaL[ilHX TEXHOAOTIN, a TAKOXX aHaAi3ye PO3BUTOK Ta TEHAEHLil po3BUTKY iHpopMaLiiiHuX
TEXHOAOTIi1. ATE€HL|isI Ma€ I ATh AeMlapTaMEeHTIB, OAVH LEHTPAAbHMIT TA YOTUPU CITeljiaAi30BaHi

80 Crpareris xi6ep6esnexn Himewannn [Eaextponnuit pecypc]. — Pexxum poctyny : https://goo.gl/ XHZYSt

81 Best Practices in Computer Network Defense: Incident Detection and Response [Eaektponnuit pecypc] // NATO Science for
Peace and Security Series — D: Information and Communication Security. — IOS Press. — February 2014. — Vol. 35. — P. 12. — Pexxum
aoctymy : https://www.iospress.nl/book/best-practices-in-computer-network-defense-incident-detection-and-response/

82 Crpareris xi6ep6esnexu Himeuuunu [Eaextponnuit pecypc]. — P. 28. — Pesxxum poctymy : https://www.bmi.bund.de/
cybersicherheitsstrategie/BMI_CyberSicherheitsStrategie.pdf

83 DepepanbHe areHTCTBO BUIOTO PiBHS, SIKe BiATIOBiAae 3a ynpaBainus IKT Ta 3a6esnedenns 6esmnexu 353Ky AAs ypsay Himeu-
yuHK. Cdepa i1oro KomIeTeHIil Ta BIATOBIAQABHOCT] BKAIOUa€ Oe3MeKy KOMITIOTEPHUX CUCTEeM, 3aXUCT KPUTUIHOI iHppacTpyKTypH,
6esnexy [HTepHeTy, Kpunrrorpadiio, KOHTPCAYXOY, cepTrdikaLio IPOAYKTIB Oe3leKy Ta akpeAUTalio AabopaTopiit TecTyBaHHs 6e3-
neku. AreHCTBO po3TaloBaHe y boHHi, y HboMy mpaijoTh moHap 600 criBpo6iTHUKIB.

8 ®epepaabHe BiaoMCTBO 3 6esnexu inpopmauiitnux Texnoaoriit [EaexTponHuit pecypc]. — Pexxum aocrymy : https://www.bsi.

bund.de/EN/TheBSI/Functions/functions_node.html
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nippo3aian. KoskeH BiaAIA CKAQAQETBCA 3 OAHOTO-TPbOX MIAPO3AIAIB, KOJKEH 3 SIKMX Y CBOIO
4yepry — 3 psIAy CTPYKTYPHUX MIAPO3AIAiB®.

Sk HaLioHaABHWII OpraH 3 MUTaHb KibepOesneku Aasl Himewunnn Arenuis popmye mo-
AITUKY Ta AisiApHICTD iHGOpMaLiiiHOI Oe3neky Yepes 3amo0iraHHs, BUSIBAEHHS Ta pearyBaH-
Hs. ATeHLIisl BUAQ€E TTOTIEPeAYKEHHS TIPO ILIKiAAMBe IpOrpaMHe 3abe3rneveHHsI Ta Bpa3AUBi Mic-
us B IT-mpoaykTax i ceppicax, moumpioe iHbopMaliifo sIK cepea 3alikaBAEHUX CTOPiH, TaK
i IIMPOKOI IPOMAACBKOCTI, i peKOMEHAY€E KOHTP3aX0AU. ATeHLIisl TAKOX BiAIIOBiAae 3a Mip-
TPUMKY iHdopMaLitHoro oomiHy i3 monaa 50 000 mpuBaTHUMM yCTaHOBaMuM ™.

HimeuyurHa Mae Mepexy KOMITIOTEPHUX CAYKO Kpr3oBoro pearyBaHHs (network of
computer emergency response teams — CERTs) 3 nauioHaabHoto CERT — CERT-BUNDY, tic-
HO CIIBIPALIIOIOYM 3 A€P’)KaBHUM OPTraHaMl Ta HEYPSIAOBUMU CTPYKTYpPaMu KpU30BOIO pea-
I'YBaHHSL.

Y Himeuunni 3 1991 p. 6yao cTBopeHo Kiabka rpyn CERT Ta ix exBiBaaeHTiB. Y 1994 p.
AreH1iist cTBOpMAQ IEPLIY KOMIT I0TEPHY KOMaHAY i3 Hap3BuuaiHux curtyauint (BSI-CERT) past
(dbeaepaAbHUX YCTAHOB SIK BipTYaAbHY CTPYKTYPY, LII0 30CEPEAKYBaAa CBOI 3yCHMAAS Ha 30u-
panHi iHdpopmauii. Y 2001 p. BSI-CERT 6yao nepeiimenoBaHo y CERT-Bund, sikuit CAyTyBaB
LIEHTPAABHOIO ITAAT(HOPMOI0 KOMYHIKaLlil AAST 3AIVICHEHHSI IPEBEHTVBHMX, PEaKTUBHYIX Ta aK-
TUBHIX 3aXOAIB 1J0AO iHUMAEHTIB y cdepi kibepbesnexku. CooropHi CERT-Bund TicHo cIiB-
MpaLloe 5K i3 Aep’KaBHUMY, TaK i 3 HeypsapoBuMu CERT.

Himeupkuit HaljioHaAbHUI LieHTp KibeppearyBauus (Nationales Cyber-Abwehrz-
entrum, NCAZ / German National Cyber Response Centre), mo 6yB crBopenuit y 2011 p.,
o0’epHye pecypcu 3 Kibep3saxucty OepepaabHol areHiii 3 mutaHb iHpopmauinHoi 6e3nexy,
depepaabHOTro BipsoMcTBa i3 3axucty Koncturyuii, @epepasbHoi po3BiAyBaAbHOI CAYXOH,
DepeparbHOI MOAIL, caiguoro ynpasainHsa mutHuyi Himeuunnu, Bynaecsepy, @epepaab-
HOTI'O YIIPAaBAIHHA IMBIABHOIO 3aXMCTY Ta AOTIOMOTHU NPYU CTUXIMHUX AuXax i PepepasbHOTO
BiAOMCTBa KPMMiHaABHOI MOAILlil, @ TAKOX CIiBIpal[I0€ 3 HATASAOBUMMM OpTraHaMM ollepa-
TOPiB KPUTUYHO BaXXAMBOI iIHPPACTPYKTYpU B MeXKaX CBOIX CTATyTHUX 0OOB’A3KiB i TOBHO-
Ba)KeHb. OCHOBOIO B3aEMOAII € «yropa Mpo CIiBIpaLio» BiAIOBIAHMX OpraHiB i BIAOMCTB
Himeyunnm.

NCAZ takoxX ynmoBHOBa)XeHMIT CITiBIIPaL[lOBaTU 3 OyAb-skumu iHcTutyTamu €C 0es-
MOCePeAHbO, 3 BUKOPUCTAHHAM PeCcypciB icHyouMx opraHis KpaiH €C, 110 3alIMaloTbCA M-
TaHHSMU Kibep3axucTy. LleHTp criBmpaiioe 3 €EBpomneiicbK1M areHTCTBOM 3 MepeXKeBOl Ta iH-
dopmauinHoi 6e3nexku ENISA, puipekTop sikoro YAo XeAbMOpexT paHilie 06iiiMaB mocT
npe3upenTa OepepaAbHOI areHiiii 3 mutaHb iHpopmariinHoi 6esneku, a npesupeHT NCAZ Mi-
XxaeAb XaHT BXOAUTD A0 HarasipnoBoi paput ENISA.

Sk 3asHaueno B HaijioHaAbHii cTparerii kibep3axucty 2011 p., Himeripbkuit HalioHaAb-
HUJ LIeHTp KibeppearyBaHHs BiAIIOBiAQ€ 32 KOOPAMHALIIIO pearyBaHHs Ha iHIMAEHTU Ta 00-
MiH iHdopmalieio B ninomy. OAHi€0 3 HarocTpimmx noTped O6yAO cTBOpeHHs iHiljiaTuBum/
nAaTGopmu, A0 CKAAAY SIKOT BXOAMAY O TIPeACTaBHUKYM IIPOMMCAOBOCTI Ta HEYPSIAOBUX Opra-
Hizawil, sIKi 3AaTHI HapaBaTH IOTOYHY Ta AOCTOBipHY iHdopMalito y cdepi kibepbesnexku Ha Ha-
LIiOHAABHOMY PiBHi Ta KOHCYABTYBATU 3aL[iKaBA€HI CTOPOHM ILIOAO ITOIIEPEAXKEHHS Ta TIOM SIK-
1eHHs KibepiHumaeHTiB. Y cmiBrpati 3 HanjioHaabHUM 1ieHTpOM KibeppearyBaHHsI «AAbSIHC
3 muTaHb Kibepbesmeku» (raayseBoi maatpopmu Aasi criBIpalii Ta 06MiHy iHpopmalii€to, CTBO-
penuit y 2012 p.) peaaizyerbcst popma criBIpalii MiXk Aep>XaBHMMY OpraHaMy, aKaAeMiuHUM
Ta MPUBATHUM IIPOCTOPOM, 2 TAaKOX IIAIIPUEMCTBAMH, 1[0 € 00'€EKTOM OCOOAMBOTO IPOMaA-
CbKOTO iHTepecy.

8 CrpykTypa ®eaeparbHOro BiAOMCTBa 3 Gesnexu inpopmauiiiHnx TexHoAoriit [EAekTponHuit pecypc]. — Pesxxum poctymy :
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/BSI/org_chart_IFG_pdf.pdf? _blob=publicationFile&v=7

8 Security in focus [Eaextpounuit pecypc]. — 2017. — Ne 01. — Pexxum poctymy : https://goo.gl/prNmr6
87 CERT-Bund [EaexTponHmit pecypc]. — Pesxum poctymy : https://goo.gl/5unMMN
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Crnpusmoun HallioHaAbHOMY 00MiHy iHpopmauieto, Hanionaapnuit IT curyauinamii
ueHTp® (Nationales IT-Lagezentrum®), sKuil TaKOX € CKAaAOBO yacTuHOI DepeparbHOI
areHuil 3 TUTaHb KibepOe3neKy, CTEXXNUTD 32 HALliIOHAABHOIO Ta TAOOAABHOIO CUTYalli€lo y cde-
pi 6esnexu IT, 3 MeTOIO IIBUAKOTO BUSIBAEHHS Ta aHAAI3y CEpIO3HUX iHIIMAEHTIB y cdepi iH-
dbopmaiifHOI Oe3neKy Ta peKOMEHAYE 3aXMCHI 3aX0AU. Y BUITAAKY KPU3BU LS CTPYKTypa Mae
IIPaBO PO3IIMPUTY CBOI IOBHOBa)KeHHsI i TpaHcdopmyBartucs B HallioHaAbHMIT LIEHTp KpU30-
Boro IT-pearyBanus (Nationales IT-Krisenreaktionszentrum?®™). Llei1 11leHTp KOHLIEHTPYE MO>XX-
AVIBOCTI AAst opOA@HHA IT-Kpu3, 0XOMAI0I0UM BCi HalliOHAABHI aCIeKTY, BKAIOYAIOUM AepKaB-
Hi Mepexi Ta KpUTHUYHI iHPPaCTPYKTypu.

Hosuit BaxxanBui etan y cpepi KATIIT posnouascs y aunxi 2015 p., koan y Himeuun-
Hi Oyao yxBaaeHo 3akoH «IIpo inpopmauiiiHy Oe3neky»®! 3 MeTOI0 3arm00iraHHs aTakaM Ha BaK-
AuBi iHboOpMaliiiHi cucTemMu. 3aKOH BU3HAYa€ MiHIMaAbHI CTAHAQPTU KibepOesreku AAsI TIOHaA,
2 THC. KOMIIaHill — oneparopiB KpUTUYHOI iHPpacTpyKTypu. BiAIIOBiAHO A0 3aKOHY Lii MiHi-
MaAbHI BUMOTM A0 Oe3IeKy MalTh 3a0e31euyBaTICs Yepe3 AOCTYITHICTh, aBTEHTUYHICTh, KOH-
dipeHuinHicTp Ta HisicHicTs IT-6e3nexu no Bcinn HimewunHi; mipBuieHHs 6e3nexu [HTepHe-
TY AASI TPOMaASIH; KpPaliuil 3aXUCT KPUTUYHO BaXKAUBOI iHQPaCTPYKTypu HaL[iOHAABHOIO
3Ha4YeHHs %

3riAHO i3 3aKOHOM OIlepaTopy KPUTUYHOI iHPPaCTPyKTypu 3000B’s13aHi BCTAHOBUTU
HaAeXHi cucTeMu iHpopMaLliitHOI 6e31meKu Ha BAACHUX MAMPUEMCTBAX ITiA YaC HaAQHHS HUMU
IIOCAYT Ta 3000B’s13aHi OHOBAIOBATH L0 CUCTEMY KOXHi ABa poku. OnepaTopy TaKOX MAlOTh
MOBIAOMASITY IIPO Cepiio3Hi KibepiHLaeHTN BSI — 3000B’13aHHS IOBIAOMASTU TTpO Kibep-
aTaKy MaloThb OIlepaToOpy aTOMHUX €AEKTPOCTAHLIiN, TEAEKOMYHIKaL[iTHMX KOMIIaHill, a TAaKOX
nmounHatouu i3 TpaBHs 2016 p., 3riAHO i3 OHOBAEHOIO CTpaTeriei Kibepbe3neku, ornepaTopu
KPUTHUYHOI iHPPaCTPYKTYpH Y CeKTOpax eHepreTuky, iHpopMaLiiiHuX Ta TeAeKOMYHIKaLliil-
HVIX TEXHOAOTIV, IPOAYKTIB XapuyBaHHs Ta BOAHOro. O60B’s13K0Ba 3BiTHICTb OnepaTopiB Kpu-
TUYHOI iHPaCTPYKTYpH B raaysi QpiHaHCiB, CTpaxyBaHH Ta TPAHCIOPTHUX CEKTOPIB, & TAKOX
OXOPOHM 3A0POB’S PO iHIVAEHTY iCHYBaAM 3 MOMEHTY HaOpaHHS YMHHOCTI IIOCTaHOBOIO ITPO
3MiHy A0 unHHOro noaoxeuHs mpo KPITIC 30 uepBus 2017 p.*.

3akoH’* BuMarae Bip BSI mpoBOAUTH ayAuUT Oe3neKky opraHisanii, o 3aiiMarTbCs
KPUTUYHOI iHPPACTPYKTYPOIO, OAMH pa3 Ha ABa poKu. Llert 3aKOH TaKoXX po3LIpPUB IIOBHO-
BakeHH:SI DepepaAbHOI CAY)KOM KPUMiHAABHOI OAILIT AASI PO3CAIAYBaHHS 3A0UMHIB, ITOB’sI3a-
HUX i3 XakepCchbKUMU aTakaMu Ha dpepepaabHi IT-cuctemn®. 3aKoH TaKoXX BuMarae 060B’si3-
KoBOI 3BiTHOCTI Bip depepasbHMX OpraHiB BAAAM I[OAO iHUMAEHTIB y cdepi KibepOesnexn
nepep DepepasbHOIO areHiiew 3 nuTaHb iHGopMauinHoi 6e3neku. He HiMelbKi KoMmaHii,

88 Curyauiitanit eHTp Hapae LleHTpy KibepsaxucTy 3BiTu PO CUTYaLIi0, AOBIAKOBY iH(OpMaLiio PO iHIMAEHTY, IOB's13aHi 3 iH-
¢dbopmariiitHoo Oe3rexoro, Ta iHpopMaLioo/monepeakeHHs 0AO Bpa3AnBocTi. I[Jo6 oTpuMary A0AATKOBY iHbOpMALIio AAST OLIIHKY CH-
Tyauil Ta 3aXMCTY, 3alIMTAHHS CTaBASITbCS LiAeCnpsiMoBaHO. LleHTp Kibep3axucTy Hapae PENTHHIY, AOAATKOBI BIAOMOCTI Ta AOBro-
CTPOKOBUII CUTYAL{ITHNI aHAAI3 Y OIABII IIMPOKI MDKBIAOMUIN ITEPCIIEKTUBY TA 3BAXKAKOYM HA BIATIOBIAL Ha 3alMTaHHSL.

8 DepepanbHe BiAOMCTBO 3 6esnexu inpopmaliiitHux TexHoAoriit. Panne nonepepsxkenns [EAekTpoHHuit pecypc). — Pexxum pocty-
my : https://www.bsi.bund.de/DE/Themen/Cyber-Sicherheit/Aktivitaeten/IT-Lagezentrum/Fruehwarnung/fruehwarnung_node.html

0 LlenTp xpusoBoro pearysanns IT [EaexrpouHuit pecypc]. — Pesxum poctymy : https://www.bsi.bund.de/DE/Themen/Cyber-
Sicherheit/Aktivitaeten/IT-Krisenreaktionszentrum/itkrisenreaktionszentrum_node.html

91 DepepaabHUIL 3aKOH TIPO 3aXMCT AaHMX [EAeKTpoHHMIK pecypc). — Pesxum poctymy : https://www.gesetze-im-internet.de/englisch_
bdsg/

92 Watson Farley & Williams. Briefing «The New German it Security Act» [EaekTponnuii pecypc]. — February 2016. — Pesxum po-
crymy : http://www.wfw.com/wp-content/uploads/2016/02/WFW-Briefing-GermanylIT-Security-Feb-2016-EN-15-Feb.pdf

%% Schutz Kritischer Infrastrukturen ITSig u UP-KRITIS [EaexTponuuit pecypc). — Pesxum aoctymy : https://www.bsi.bund.de/
SharedDocs/Downloads/DE/BSI/Publikationen/Broschueren/Schutz-Kritischer-Infrastrukturen-IT Sig-u-UP-KRITIS.pdf?__
blob=publicationFile&v=7

° 3akoH npo miaBuIeHHs 6eanexy indopMaLiiHux crcTeM (3aKoH po 3axucT indopmariiux cuctem) [EAekTponHMit pecypc). —
Pexxum poctymy : https://goo.gl/Hft42E

% Gesetz zur Erhéhung der Sicherheit informationstechnischer Systeme (IT-Sicherheitsgesetz) [EaekTponnuii pecypc]. — Pexxum
aocrymy : https://goo.gl/pUw5UG
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II]0 € ollepaTopaMy KPUTUYHOI iHppacTpykTypu B HiMeuunHi, TakKo)X NOTPanAsIIOTh Y che-
Py Ail 3aKoHY.

CTOCOBHO IIPMBATHOTO CEKTOPY 3aKOH PEryAIO€ AISIAbHICTb OIIepaTOPiB OHAANH-Pecyp-
CiB Ta iHIIMX NMOCTAYaAbHMKIB ITOCAYT LIOAO 3aXUCTY BUKOpUCTOBYBaHUX HUMU IT-cucrtem
Ta PiBHA 3aXMILEHOCTi LIMX CUCTEM BiA HECAHKLIIOHOBAHOT'O AOCTYITYy AO NMIEPCOHAABHMX (KAi-
€HTCHKIMX) AQHUX. 3 L{i€l0 MEeTOI0 MOBMHHI BUKOPMCTOBYBATHCh HalICyYaCHILIi TeXHiuHi Ta op-
raHisaniiiHi npoueAypu mudpyBaHHs. TakoXX TeAeKOMYHiKalliliHi KOMITaHil Terep MOBMHHI 110-
BIAOMASITUM CBOIX KAI€EHTIB mpo OyAb-sIKi MOpYIIEHHS Ta 3AOBXMBAaHHS y IX Mepekax.
Omneparopu KpUTHMYHOI iHPPaCTPyKTypH Ta iX MPOMUCAOBI acoljiallii MOXYTb 3aIIPOIIOHYBa-
TU raAy3eBi cTaHAQpPTU Oe3neky, siKi MOXKYTb OyTu BusHaHi BSI, AKIO 1ii CTAaHAApPTU AiICHO
3aro6iraroTh nepe6osM i rapaHTYIOTb LIiAiCHICTb, aBTEHTUYHICTb Ta KOH(IAEHLIHICTD BiaTIO-
BipHOI iHppacTpykTypu®.

ITpoTsromM ABOX POKIB ITiCASI yXBaA€HHS 3aKOHY BCi orepaTopu 30008’ s13aHi OyAu 3Aiiic-
HUTY HaA€XKHI OpraHisaliiliHi Ta TexHiuHi 3ax0Au 6e3nexu aAast 3axucty [T-cucrem, ix Kommo-
HEeHTIB ab0 MpolleciB, 10 CTOCYIOTHCS PYHKLiOHYBaHHS KpuTn4yHOl iHppacTpykTypu. Kpim
TOTO, OrepaTopu 00’ €KTiB KPUTUYHOI iHPPaCTPYKTypH 3000B’s13aHI IPOXOAUTY ayAUT a00 cep-
tudikayiro Oesmneku IT moHaliMeHIIe KOXKHI ABa POKI.

Ller1 3akoH MaB Ha MeTi BperyAloBaTy HU3KY IONepeAHiX HeAOIpallloBaHb NPaBOBUX
IIOAOYKEHD, YTIM AAsI Oi3HECY Ta MIAIIPMEMCTB IraAy3i 3aAUIIAETHCS A MUTAHHAM, XTO € 4aCTHU-
Hoto KRITIS i sskumu € Hacaipku 3akony nipo IT-0e3neky. Ilpore, 3a Biarykamu iHaycTpii Ta 6i3-
HEC-CIIIABHOTHU, HE € AOCTaTHbO IIPO30PUM BM3HAYEHHS OIlepaTopa KPUTUYHOI iHpacTpyK-
TypH, 30Kpema, yepes Te, 1o y 3akoHi 2015 p. AAsSI KOMITaHiil MaAoro i cepepaHpOTO Gi3HeECy
cdepa 3aCTOCYBaHHS 3aKOHY He PO3MeXXOByBaAacs. 3a onuTyBaHHsIM PwC?, 6Au3bko 18 %
KOMIIaHill, 3apeecTpoBanux y HiMeuurHi, OpAMYHO MOXXYTD IIAMIAAATY A TIOHATTS OIlepa-
TOPa, BU3HAYEHOTO Y 3aKOHOAABCTBI. 3ripHO 3 aHaAizom KPMG® KiABKiCTb «HENEBHMX» KOM-
MaHin ime GiAbIa.

Y aroromy 2016 p. OyB onmyOAiKOBaHMIT TPOEKT yPSAOBOI MOCTAHOBMY, AKUIT YACTKOBO
BMpilllyBaB lie MUTaHHsI, BTIM HU3Ka acouianin iHpopmauinHoi 6e3nexu, Takux ik VDE (Aco-
Ljiallisl eAeKTPUYHMX, eAeKTPOHHUX Ta iHpopmauiitHux TexHoAori E.B.), VKU Acouiatiist )Kut-
AOBO-KOMYHaAbHOrO rocrnopapctsa (Verband Kommunaler Unternehmen) abo DVGW (Hi-
MelbKa acolliallisi AAsI rady i BoAM) BOauaroTh HEOOXiAHICTD y mopaabiii crienydikanii”®. Tak,
yce 1lle HeBUPIillIeHUM 3aAMIIAETbCA MUTAHHS YAeHCTBA B UP KRITIS: 3a BusHaueHHAM Depe-
PaAbHOI areHLii Aep>KaBHO-TIPUBATHOTO CIiBPOOITHULITBA, TaKe YAEHCTBO € AOOPOBiABHUM,
aAe y BUITAAKY, KOAUM opraHisauis He € uaeHoM UP KRITIS, BoHa MoXKeTe MATAAATY ITiA CaHK-
wuii 3ripHo i3 3akonom 2015 p.

UP KRITIS dinaHcyeTbcs oneparopaMy KpUTUYHOL iHGPACTPYKTypu Ta BiAITOBIAHMK-
MU AepkaBHUMY opraHamu. OaHiero 3 siBHuX wiaent UP KRITIS e ciApHa OLliHKa CTaHy Kibep-
Oesneku Ta BUpOOAEHHS MeXaHi3My pearyBaHH: Ha KibepiHLuAeHTH. SIK dopMma Aep>kaBHO-TIpU-
BaTHOI cHiBmpaui MiX omeparopaMu KpUTUYHOI iHGpacTpyKkTypu, ix acouianisimu
Ta BianmoBipHUMU Aep>kaBHUMU opraHamul KPITIC ckoHLieHTpoBaHMIT Ha A€KiABKOX HaIIpsiMax
AISIABHOCTI.

ITepeayciM — Ha MIATOTOBL Ta peaAisallii CIAbHUX peKOMEHAALIN AASI A€P>KaBY Ta IIPU-
BaTHOTO CeKTOpY Y cdepi kibepsaxucty. Poboua rpyna UP KRITIS Bupobyuaa ABa OCHOBHI IiA-
XOAU, SKi CTAaAM HACAIAKOM cepil HaBYaHb LUKEX. ITepmmnit mipXip HampaubOBYBaBCs

% Gesetz zur Erhéhung der Sicherheit informationstechnischer Systeme (IT-Sicherheitsgesetz) [EaexTponnuii pecypc]. — Pexxum
aoctymy : https://goo.gl/pUw5UG

°7 Infrastruktur unter besonderem schutz [Eaexrponnuit pecypc]. — Pexxum poctymy : https://next.pwc.de/wikri-2016/infrastruktur-
unter-besonderem-schutz.html

%8 IT-Sicherheitsgesetz [EaexTponnmit pecypc]. — Pexxum aoctymy : https://goo.gl/ MNCQNG

% Was KRITIS Fuer Unternehmen Bedeutet [Eaextponnnit pecypc]. — Pexxum poctymy : https://www.security-insider.de/was-
kritis-fuer-unternehmen-bedeutet-a-536376/
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SIK YaCTVHA HaBYaHb «PaHHEe BUABAEHHS Ta ITOM SKIIEHHS HACAIAKIB Kibep3arpos». Apyruit —
sIK 6AOK HaBuaHb «Haa3Bu4aiiHi Ta KPU30Bi All II0A0 KPUTUYHUX iHPPACTPYKTYP Y BUITAAKY
Kibep3arpos». 30kpema, y paMkax HaBuaHb «Bundessonderlage IT 2009» («Himeubka depe-
paabHa creuiaabHa [T-cutyauis 2009») ta «Eltville 13» uaenn UP KRITIS 3MOrau iHTEHCUB-
HO BiAIlpalfoBaTyl KpUTUYHI clieHapii Kibep3arpos, BU3HAUMUTH MOTEHL]iaA MTOAIIIIEHHS, a Ta-
KOXX pO3pOOUTHU pillieHHS AASI TOAOAAHHSI KpU3 Y KPUTUYHUX Tporecax'®.

HacTynmHuit HanpsiM — KpU30BUI MEHEAXKMEHT, 3 SIKOI'0 OYAO IIPOBEAEHO ABOAEHHI Tpe-
HiHIY B AKapeMii yIIpaBAiHHSI KpU30BUMMM CUTYaLIisIMU, HA SIKUX BiAllpallbOBYBaAacs peaxliist
B HaA3BMYAMHMX CUTYaLifAX TA 3aXOAU LIMBIABHOTO 3axucTy y DeaepaAbHill areHuii 3 NUTaHb
LIMBIABHOTO 3aXVCTY Ta AikBipalii HacAiAKiB cTuxiitHux aux (AKNZ (Academy for Crisis Man-
agement, Emergency Planning and Civil Protection of the Federal Office of Civil Protection and
Disaster Assistance (BBK)) 3 METOIO TTOCMAEHHS Ta MMOTAUOAEHHS CITiBIIpaLii MK Aep>KaBHUM
Ta MPUBATHMUM CEKTOPAaMM Y KOHKPETHUX KPU30BUX CUTYaLisAX. AOCAIA’)KEHHS NMOTeHLIHNX
KPM30BMUX CLieHapiiB CIPUSIAO TOMY, 1110 3aAisIHi OpraHisaliii 3MOrau po3poouTH CIiAbHY AyM-
Ky npo MoXAuBi IT-kpusu Ta BiATIOBiAHI CXeMlU CKOOPAMHOBAHOI AISIABHOCTI.

3 MeTOI0 3a0e3reyeHHs Kpalljoro Hal[iOHAABHOTO Ta MDKHaPOAHOTO CIiBpOOITHMIITBA
UP KRITIS peryasipHo iHbOpMYy€e HalliOHAABHYMX NTAPTHEPIB IIPO BIAIIOBiAHI €BpoOmeNChKi 3a-
XOAM IIOAO 3aXMCTY KPUTUYHOI iHPpacTpyKTypu. YxBaseHi uaenamu UP KRITIS iniuiatuBu
OyAM IIpeACTaBAEHI Ha €BPOIEVICBKOMY PiBHi, i TAKVIM YMHOM OTPMMAAM MOXKAMBICTD BIIAVIBA-
TU HA pillleHHs, IPUIHATI B €BPONENICbKUX CTPYKTYpPax Ha paHHIX CTaAlAX, Y HaIpsAMi IOCHU-
Aenns intepeciB UP KRITIS ta Himeyunnu B Liaomy.

UP KRITIS o6’epHYe pi3Hi CTPYKTYpU KpM30BOI'O MEHEAXKMEHTY MK CEKTOpaMH, a Ta-
KOX MTPOAOBXXYE PO3LIMPIOBATY CIIABHI CTPYKTYpH Ta Ipoliecy KPM30BMX KOMYHIKalliil. 3a He-
00XiAHOCTi CTBOPIOIOTBCSI AOAATKOBI GOpMM KOMYHIKallii B OKpEMIX TaAy35IX.

Yci opranisauii, o Ail0Tb y cdepi KpUTHIHOI iHGPaCTPYKTYpU i MAIOTh CBOI IIPEACTAB-
HuLTBa B HiMeuuynHi, MOXXyTb nopaTy 3aABKYy Ha ydacTb y UP KRITIS. Y4acHUKM TIpU3HaYa-
I0Tb IIPEACTABHMKIB CBO€I OpraHisalii, SIKMM HaAQ€TbCS AOCTYII AO iHPOpMaL[iTHUX IPOAYKTIB
UP KRITIS, a Takox a0 iHbopMaliii, HaAaHOI AABSTHCOM 3 MUTaHb KibepOesneku, Ta KOHDI-
AeHLIiHOI iHpopMallii mpo cuTyalliio Ta nonepea’XxeHHs Kibepsarpos, o HapaeTbcs Harrio-
HAABHOIO areHilieo 3 iHpopmalinHoi be3nexu.

BoaHnouac, kpim UP KRITIS, icHyIOTb 11 iHIII MallAQHYMKM AeP>KaBHO-TIPUBATHOIO CIIiB-
pobiTHUILITBA.

3oxpema, AABSIHC AAST KibepOe3neku — Lie iHiliaTuBa ¢epepasbHoOro ypsay Himeuun-
HU, B paMKaXx sIKOl OCHOBHi iH(pOpMallilTHO-TeXHOAOTiYHi KOMIIaHil — sIK Aep>KaBHi, Tak i mpu-
BaTHi — OOMIHIOIOTBCS iHpOpMalli€lo, CTBOPIOIOTH Ta PO3IUMPIOIOTh 0a3y 3HaHb 3 METOIO I10-
cuAeHHs KibepOesmneku B Himewunni'',

Kpim AAbsiHCy, icHYe psiA iHIIMX MalAQHYMKIB AASI LIBMAKOTO 0OMiHY iHdopMali€o
Ta €BEHTYaAbHOTO pearyBaHHsI BXKe HEAep)XKaBHOTO TUITY, sIKUiT 00’ epAHYe Oi3Hec-KoAa B He-
3aAeHi acotjianil. Hanmpukaaa, Papa 3 muranb Kibep6e3neku HimeuunHu — He3aAeXKHa aco-
uiaiis 3 KibepOe3neky, sIKY CTAHOBASITb YA€HU IIPUBATHUX OpraHisaliil — ornepaTopiB Kpu-
TUYHOI iHppacTpykTypu'®>. Papa € MOAITMYHO HENTPAABHOIO, il MeTa — KOHCYABTYBAHHSI
KOMIIaHill, Aep>KaBHMX OPTaHiB Ta MOAITUKIB IJOAO IOCHMAEHHS KibepbOesneku y 60poTp0i
3 KiO€pP3AOUUHHICTIO.

YaeHaMmu acoljiallii € BEAUKi Ta cepeAHi MATIPUEMCTBA, onlepaTopy KpUTUYHOI iHbpa-
CTPYKTYpHU, bepepasbHi 3eMai (Harpukaap, [TiBHiunuit Peitn-Bectdaais, Huwkusa Cakconist),

100 P KRITIS. Public-Private Partnership for Critical Infrastructure Protection. — Basis and Goals [EaexTpoHHuit pecypc]. — Pe-
XuM poctymy : https://goo.gl/ZpbG6t

101 Allianz Fuer Cybersicherheit [EaexTponnuit pecypc]. — Pexxum poctymy : https://www.allianz-fuer-cybersicherheit.de/ ACS/DE/
Home/startseite.html

102 Cyber-Security Council Germany [EaexrponHmit pecypc]. — Pexxum poctymy : http://www.cybersicherheitsrat.de/english/

about-us/
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MyHiuumaaireTu (Hanpukaap, micto @pankpypr-Ha-MaiiHi), a TAKOK €KCIIepTH Ta MOAITUY-
Hi 0cO0U, SIKi MPUIIMAIOTD pillleHHS 1I0AO KibepOesmneku. Acoujianis Haaiuye 6AM3bKO 3 MAH
IpaliBHUKIB Oi3Hecy Ta 1,8 MAH YAeHIB iHIIMX 00’€epAHAaHDb Ta acoLjallii.

Cepep OCHOBHUX LIiA€M AISIABHOCTI — MOCMAEHHS CIiBITpaLi Mi>XK pO3pOOHMKaMU MOAi-
TUKHU, YPSAOBUMU CTPYKTYpamy, 6i3HeCOM Ta HAyKOBMMM YCTAaHOBAMU AAS TIOKpALleHHs Ki-
Oep3axucTy, BIIPOBAAKEHHS iHiliaTMB Ta MPOEKTIB, CIIPSIMOBaHMX Ha IOMYyAsipU3aLiilo Kibep-
OesmeKy, CTBOPEHHS HiMeLbKOi Mepexi KibepbOe3neku B €BPOINENICbKOMY Ta MKHapOAHOMY
KOHTEKCTax.

3.3. focsig Benukoi BputaHii

Beauka bpuranisa xapakTepusyeTbCsl BUCOKMM piBHEM PO3BUTKY HALliOHAABHOI CHUC-
TeMU KibepOe3nexy, sikuit 3a0e31evyeThbCsl MOTY)KHOI CTPATErivHO Ta 3aKOHOAABYOI0 0a-
3010, @ TAKOXK HM3KOIO NMPAKTUYHMX 3aXO0AIB, CIIPSIMOBAHMX Ha PO30YAOBY IIMPOKOIO MapT-
HepPCTBA MK Aep>XaBHMMU CTPYKTypaMy, IPUBAaTHUM CEKTOPOM, HAYKOBMMM YCTaHOBAMU
Ta IPOMAaASHCBKVM CYCIIIABCTBOM. X04a 00CATr pecypciB, sKi BuAiasioTbes y Beaukin bpu-
TaHil Ha KibepOesIeKy, He MOKHa IMOPIiBHIOBATY 3 MOXXAMBOCTSIMU HAIIIOI A€p>KaBy, aHAAI3
opuraHncbkoro AocBipy KATIIT € akTyaabHUM AAsT YKpaiHM 3 TOUKM 30pY MIAXOAIB Ta Mexa-
Hi3MiB criBIpani, 0co6AMBO 3Bakaiouu Ha Te, 10 CTparerieio Kibepbe3nexku YkpaiHu, o yx-
BaAreHa 2016 p., KAITIT 6yao BU3Ha4eHO 5IK OAVH i3 TOAOBHVIX NPUHLUIIB 3a0€e3Me4YeHHs Ki-
6epbesnexu.

Ha 3akoHopaBuomy piBHi moHATTS AINIT y Beaunkinn bpuranii ynopmosaHe B AKTi mpo
AepkaBHi pecypcu Ta paxyHku 2000 p. (Government Resources and Accounts Act), ae 3a3Ha-
yeHo, o AINIT — 1e «mpoexTu Ta iHiLliaTMBY, pecypcy Ha SKi BUAIASIOTBCA YaCTKOBO AePrKaB-
HMMMU YCTQHOBaMM, YACTKOBO — IMPUBATHUM CTPYKTYypaMu»; IipA pecypcamMmyu po3yMiloTbCs
«KOIITY, aKTUBY, TpodeciiiHi HaBMYKY Ta OYAb-SIKi iHII BUAM KOMepLiTHUX pecypciB»'®. Bia-
nmoBipaabHUM 32 MexaHi3M AITIT e 6purancbke MiHicTepctBo ¢inanciB (KopoaiBchka Ckap6-
Hutist — HM Treasury), sike 3abe3nedye peaaisaliiio 11bOoro MexaHiamy, inBectyrwoun ¢piHaHCOBI
Ta iHILIi pecypcu Ta HapaI0uy KOHCYABTALlii, @ TAKOX MMiA3BiTHA MiHicTepcTBY CAyX0a 3 MUTaHb
inppacTpykTypu Ta npoexris (Infrastructure and Projects Authority).

Y 1990-x pokax Beauka BpuraHisi 6yaa opHi€lo 3 mepiumx KpaiH, sika IopsiA i3 mporpa-
MaMM IpuBaTu3aLii moyaaa BrpoBapxysatu MexaHiam AIIIT Tak, y 1992 p. MiHicTepcTBOM
¢diHaHciB Oyaa 3amyijeHa cxema Private Finance Initiative (PFI), 3a siKo0 MpUBaTHI KOMIaHii
MIANUCYIOTb AOBITOCTPOKOBI KOHTPAKT! 3 AepP>KaBHMMM YCTaHOBAMMU, BIATTOBIAHO AO BUMOT
YCTaHOBU PO3POOASIOTH, GiHAHCYIOTH Ta YIIPABASIIOTh [IEBHUMU (II€peBa>KHO iHPPACTPYKTYp-
HVIMU) IPOEKTAaMY; ITiCASI BUKOHAHHSI IPOEKTY Aep>KaBa BIIPOAOBXK KiAbKOX AECSATUAITD CIIAQ-
4yye MOCTAYaAbHUKY 32 BUKOPUCTAHHS peaAizoBaHoro o0’exra'®™. y 2012 p. PFI 6yaa oHOBAe-
Ha Ta 3aMiHeHa Ha Private Finance 2; 3arizHO 3 PF2 pep>XaBa cTa€ MiHOPUTapHUM iHBECTOPOM
MIPOEKTiB, BCTAHOBAIOETHCSI OOMeKeHHsI Y 18 Mics1liB Ha TEHAEPHI IPOLieAYPU, 2 HEBUPOO-
Hu4i ocayru (soft services, HaNpMKAaA, IPUOMPAHHSI UM IPOMAACHhKe Xap4yyBaHHsI) IepecTa-
10Tb OyTu mpepmetom ATITT!. Cranom Ha Oepesenb 2016 p. HaaiuyBasocs 716 mpoexTiB PFI
Ta PF2, 3 sikux 686 O6yAu BUKOHaHI Ta 3a 5IKi Aep’kaBa [oYaAa BUITAQUYBaTH KOLITY; 3araAbHa
BapTiCTh MPOEKTiB cTaHOBMAA 59,4 MAPA QYHTIB CTepAiHriB (IpOeKTH 3 HAMOIABIIOI CYKYII-
HOIO BapTICTIO peaAi30ByBaAMCh Ha 3aMOBAEHHsI AelapTaMeHTy OXOPOHM 3A0POB’s (MaibKe
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13 mapa ¢yHTIB), MiHicTepcTBa 060poHu (9,5 MApA PyHTIB), AemapTaMeHTy OCBiTH (OAU3D-
Ko 8,6 Mapa dyHTIB) Ta AenapTameHTy TpaHcnopty (7,8 Mapa dyHTIB)'%. Cepea 1ux, pirounx
y 2016 p., npoexTiB y coepi IT-inppacTpykTypu Ta KOMyHiKaLiit Oyan, 30kpema: mpoekT De-
fence Fixed Telecommunications Service, sxun y 1997 p. Ha 3amoBAeHHs1 MiHicTepcTBa 060po-
Hu Beaukoi bpuraHnii moyaaa peaaisoByBatu British Telecom, itoro 3araabHa BapTiCTb CTaHO-
BrAa 312,2 MAH QYHTIB CcTepAiHriB; mpoekT 3amycky y 2008 p. cynythuka Skynet 5 Bip Airbus
Defence & Space Ha 3amoBAeHHSI MiHOOOpPOHY, 3araAbHa BapTiCTh — MOHAA 1,3 MApA dyHTIB
cTepAinris; posnoydaruit y 2002 p. NpoeKT BIPOBAaA>XEHHSI aBTOMaTU30BaHOI CUCTEMU YIIpaB-
AinHs cnpaBamu Compass CMS Bip, CGI Group y KopoaiBChKill IPOKYpPOPCHKill CAYXOi, 3a-
raAbHa BapTicTh — 2,9 MAH QYHTIB cTepainriB'”.

ITopsip 3i cxemamu KATIIT y Beauxiit bpuTanii ycrmimmHo AilOTh ypsAOBiI paMKOBI IIPo-
rpaMu 3aKymiBeAb y pisHux cdepax, 3okpema, y cdepi kibepbesnexu. OpHi€I0 3 TaKUX MPO-
rpaM € 3amylieHa YpsiAOBOIO LM poBolo cAyxboto (Government Digital Service) Ta Kopoais-
CbKOI0 KOMepLiitHOI0 cAy)060t0 (Crown Commercial Service) y 2013 p. ininiatusa «G-Cloud»,
Y paMKax sIKOI Aep>KaBHi CTPYKTYPU MOXYTb 3aKYIMOBYBAaTU ITIOCAYTH Y IPOBAMAEPiB XMapHUX
cepgiciB. Komnatii pisHuX po3MipiB MOXYTb pa3 Ha piK MOAABATH 3asIBKM Ta OyTU 0OpaHUMU
SIK TIOCTAYaABHMKY OAHOTO 3 TPbOX BMAIB XMapHMX CEPBICIB — XOCTMHI'Y, IPOrPaMHOr0 3a0e3-
IIeYeHHs Ta MOCAYT MATPUMKK'®. Aep>XaBHi CTPYKTypU OTPUMYIOTb AOCTYI AO OHAQJH-Ma-
rasuny Digital Marketplace, ne MOXYyTb IpuAOaTV HeOOXiAHI XMapHi cepBicu Bip oOpaHux
xommnaHin. Kpim toro, Ha Digital Marketplace pep>kaBHi OrpaHy MOKYTb OTPUMATU TIOCAYTY
eKkcrepriB y cdepi LindpoBuX TEXHOAOTIN Yy paMKax nporpamu «Digital Outcomes and Special-
ists», a TaKOXX OoTpuMaTy GizyHUI 00CAr MICLIs y AaTa-1eHTpi B pamKax nporpamu «Crown
Hosting Data Centres» (CIIABHOTO HMIAIPMEMCTBA, CTBOPEHOTO YPSIAOM Ta KOMIIaHiew Ark
Data Centres Limited)'™. Y 2015 p. KopoaiBcbka KoMepliiiiHa cAy>K0a 3arycTuaa Iporpamy
3aKyIiBAI KOHCAATMHIOBYX ITOCAYT y cdepi kibepOeanexu «Cyber Security Services» — Aep>kaB-
Hi CTPYKTYPU OTPUMaAM 3MOI'y 00MpaTy BU3HAYEHMX MPUBATHUX [TOCTAYaAbHUKIB TOCAYT
3 pO3pOOAEHHS MOAITUMKM O€e3IIeKU AQHVMX, OLiHKM Ta YIIPaBAIHHS pU3UKaMM, YIPaBAIHHSA iH-
LIMAEHTaMMU, pO3pO0OAeHHsI 6€311eKOBOI apXiTeKTYpU yCTaHOBU To10' .

Ha crpateriunomy piBui KATIIT (y 7oro mmpoxomy po3yMiHHi) BU3HAY€HO OAHIEIO
3 OCHOB cTaAoro QyHKIIOHYBaHHs Oe3nekoBoi cuctemu AepxaBu. CTpareris kibepbesmnexku
Beauxoi bputanii, yxBaseHa Ha nepiop 2011-2015 pp., BU3Ha4aAa KAIOYOBY POAb IIPMBATHO-
IO CEKTOPY AASL KibepOe3reky, OCKiAbKM IIOTY>KHOCTI Ta TEXHOAOTII TepeBakHO IepeOyBalTh
Yy BAACHOCTI IPUMBAaTHMX KOMIMAaHiN. Y paMKaX BCTAHOBAEHHs IIAPTHEPCTBA 3 PMBATHUM CeK-
TOPOM A€p’KaBa BXKMBaAa 3aXOAIB 1[0AO 00OMiHY iHpopMaljieto mpo Kibep3arposu, ynpaBAiH-
HSIM KibepiHIMAEeHTaMu, PO30yAOBM CIIPOMOSKHOCTeI KibepOe3nek, po3poOAeHHsI raAy3€eBUX
cTaHAapTiB KibepOesnexu'. 3a pesyapraTamu oLiHKM YpsiaoM BukoHaHHs Crparerii 2011—
2015 pp.'* MO>XKHa CTBEPAJKYBATH, 1O Y HANIPSIMi pO30YAOBY IMapTHEPCTBA 3 IIPUBATHUM CEK-
TOpPOM OyAO 3pOOAEHO YMMAaAO KPOKiB. I3 3araapHOro m'siTupivHoro obcsry ¢inaHcyBaHHs,
BMAIA€HOTO YpSIAOM Ha peaaisauito Crparerii (6An3bko 860 MaH (yHTIB cTepAiHriB), 6AU3b-
K0 61,1 MAH QYHTIB CTepAiHTiB OYAO BUTpayeHO AMIlle Ha 3aAy4YeHHs Oi3Hecy A0 criBmpari
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Ta MiABUILEHHS J10ro 00i3HaHOCT] y MUTaHHX KibepOe3neKky; HaibiAblie KOLITIB OyAO BUAI-
A€HO Ha IMIABUIIEHHS CIIPOMOKHOCTI AepyKaBU BUSIBASITU Ta AiKBiAOBYBaTy HaliHeOe3IeuHi-
i 3arpo3u — 441,8 MAH QyHTIB cTepAiHriB'.

Yunna Crpareris kibep6esmnexn Ha 2016—2021 pp. HaroAo1ye, 110 «0i3HEC 3MEHIINTD
MOTEHLiVHI Kibep3arposyu, Auiile sKILO OLiHIOBaTMMe Ta MiHIMi30ByBaTMMe PU3UKU AASL CBO-
iX KpUTUYHUX CUCTEM Ta KOHIAEHLIITHIX AQHUX, IHBECTYIOUM Y AIOACBKUI KaIliTaA, TEXHOAO-
rii Ta ynpaBaiHHa» . AepkaBa Iporoaourye Hamip OpaTy Ha cebe 1ye OiAbIIy BiAITOBiAQAb-
HICTb 32 BIIPOBAA’KEHHsI 3aX0AIB 3 KibepbOe3mneKki, are BOAHOYAC HATOAOLIYE HA TOMY, 1[0
IIPUBATHUI CEKTOP MA€ OYTY He MEHII BiATIOBIAQABHMM 32 3aXJICT AQHMX, SIKMMM BiH BOAOAIE,
Mae CpusiT! 3a0e3TeYeHHIO CTIIKOCTi CUCTeM, pO3B sI3aHHIO KiOepiHIIMAEHTIB Ta HECTU I0pU-
AVYHY BiAIIOBiAQABHICTD 32 HACAIAKM MOKAMBUX Kibeparak. HoBa Crparerist nepep6avae 30iab-
1IeHe y OHaA ABiui piHaHcyBaHHS — 1,9 MAPA QYHTIB CTEpAIHTIB, 8 TOAOBHOIO METOIO A€p>Ka-
BI Iporoaoiye «3pobutyu Crioayuene KopoaiBCcTBO Har0iAbLI O€3IIeYHNM MiCLIeM AAS KUTTS
Ta BEAEHHs Oi3Hecy oHAaH» ™.

CAip 3a3HAUUTH, 10 OAHMM i3 HAMMOMITHIIINX Pe3yAbTATiB BUKOHAHHS IOIepeAHbOI
' siTupiunoi Crparerii cTarno 06’epHaHHS y )XKOBTHI 2016 p. 3yCUAD pi3HUX Aep>KaBHUX CY0 €K-
TiB 3a0e3neuyeHHs Kibepbe3mneKky y paMKax €EAMHOI CTPYKTypu — HaljioHaAbHOTO LIeHTpY Ki-
6ep6esnexu (National Cyber Security Centre, NCSC) y ckaaai LleHTpy ypsianoBoro 3B’s13Ky (Gov-
ernment Communications Headquarters, GCHQ)'"®. NCSC axTuBHO Ta ImyOAiYHO B3aeMoaie
3 IPMBATHUM CEKTOPOM, HayKOBUM CepPeAOBHIIEM, TPOMAACHKICTIO Ta MDXKHAPOAHMMU NapT-
HEpaMU i CAYTye EAVHMM MalIAQHUMKOM AAsI GOPMYBAHHS CIIIABHOTO OaueHHs Ta 3acap 0es-
nevHol Ta e(eKTUBHOI AISIABHOCTI Aep>XaBU y KibeprpocTopi.

Y 2017 p. 3ycuaast KopoaiBcbKoi KOMepLiiiHOI CAY>KOM y HampsiMi 3aKyIiBeAb KOHCAA-
TUHTOBMX ITOCAYT OYAU 00’epHaHi i3 3ycuaassmu HauioHaApHOTro LIeHTPY KibepOesneku, pe-
3YABTaTOM 4OTO CTAAO BIIPOBaAXXeHHs paMKoBoi nporpamu «Cyber Security Services 2». 30-
KpeMa, mporpama 6yAa 3Ha4YHO pO3LIMpeHa — AO MOCTAaYaAbHUKIB KOHCAATMHIOBUX ITOCAYT
AOAQAUCS TIPOBAIAEPY TECTIB HA BUSIBAEHHsSI Bpa3AuBOCTeN iHpopmariitHux cuctem (Pener-
tation Testing CHECK), po3po0bAeHi ABi cxeMu pearyBaHHs Ha KibepiHIIMAEHTH Ta AOAHI BiA-
MOBiAHI rpynu KomnaHin-noctadaabHukis (Cyber Incident Response At Aep>XKaBHUX CTPYKTYP
ta Cyber Security Incident Response AAst IpUBAaTHMX KOMIIaHil Ta aKaAeMiYHMX YCTaHOB), a Ta-
KOX AOAQHI IIPOBalIAE€PU OLIIHKU BIiATIOBiAHOCTI iHGOpMaLiIHMX CHUCTeM KOMIIaHil Ta yCTa-
HOB BuMoraM HailioHaabHOrO 11eHTpY KibepOesmexu'’.

Inmoro cTpykrypolo, mo TicHo criBnpaiioe 3 NCSC, € LleHTp 3ax1CTy HalliOHAABHOI
inppacrpyxrypu (Centre for the Protection of National Infrastructure, CPNI, niip3BiTHmit MI5).
LlenTp 3abe3neuye o6MiH iHpopMmaliiero MiXK AeprKaBolo Ta 13 KAIOUOBMMY CEKTOPaMU KPUTUYHOT
iHppacTpykTyp (XiMidHa TPOMIUCAOBICTD, SIA€PHI 00’ €KTH LIMBIABHOTO IPU3HAYEHHSI, 000POHa,
aBapilfHO-PATYBaAbHI CAY>KOM, eHepreTyKa, GpiHaHCK, IPOAOBOABCTBO, YPsIA, OXOPOHA 3A0POB’s,
KOCMi4Ha raAy3b, TPAHCIIOPT, BOAOIIOCTAYaHHs'®), MATpUMYE CIiBPOOITHUIITBO Y IUTAHHSIX BU-
SIBA€HHS PU3MKIB Ta 3MEHILIEHHs BPa3AMBOCTi 00'€KTiB KpUTUYHOI iHPPACTPYKTYpH, @ TAKOXK
pO3po0AsiE BIATTOBIAHI peKOMEHAALLi, HATIPMKAAA, LIIOAO BIIPOBAAYKEHHSI KPAILUX IPAKTHUK 3MeH-

IIeHHsI KIOepHEeTUYHVIX PUBVKIB B YIIPaBAIHHI AQHL[IOTOM ITOCTABOK Ha Pi3HMX ITATIpMEMCTBaX .
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Posrasparoun 3akoHopaBunii acnekT KATII, BapTo 3BepHyTH yBary Ha IUMTaHHA pery-
AIOBaHHS ITOPYILIEeHb 3 0OKY IMPUBATHMX KOMIaHii. H1Hi 3aKoHOAQBYO He BCTaHOBA€HA 000B’sI3-
KOBa HEOOXiAHICTh KOMITaHil 3BiTyBaTy Mpo KiOepiHLMAEHTY Ta MOPYLIEHHs 0e3IeKy Yy IIPo-
XOAUTHU clieliiaAbHy cepTudikaiiifo (y BUMapAKax KpUTUYHOL iHPPACTPYKTypu — MUTAHHS
PETYAIOETBCS LIASIXOM 000B’SI3KOBOTO AilleH3yBaHHsI 3TiAHO 3 AKTOM IIpO HelepeabayyBaHi
cutyauii 2004 poxy (Civil Contingencies Act'*®). Komnatii, 11j0 mpaljloioTh 3 epCOHAABHUMU
AQHMMU, THATIAAQIOTH ITiA A0 AKTa mipo 3axuct pauux (Data Protection Act) 1998 p. ta IToao-
YKeHHsI ITPo KOHQIAEHLIIMHICTD Ta eAeKTpOoHHI KoMyHiKawil (Privacy and Electronic Communi-
cations (EC Directive) Regulations) 2003 p. (OpUTaHCBKMIT 3aKOHOAABYMIL aKT, SIKUM OyAa imIiAe-
MeHTOBaHa BipnoBigAHa Aupektua €C 2002/58/EC npo 06poOAeHHs epCOHAABHUX AQHUX
Ta 3aXVUCT IPUBATHOCTI), SKMMM BU3HAYAIOTHCSI BUMOTY AO LIIABOBOTO Ta 3aKOHHOT'O BUKOPU-
CTaHHSI AQHMX, 3a0e3MevYeHHs 3aXMIeHNX KaHaAiB KOMYHiKalill, BAKOPUCTaHHS cookies
Ha Be0-caitTax, 30epe>KeHHsI MPUBATHOCTI AQHUX KAIEHTIB (AaHi Ipo Tpadik, MiCIie3HaAXOAKEH-
H#, iAeHTUdIKaLlis, pO3paxXyHKU OHAAIH TOI0) 2.

Y BUmaAKy Kibeparaky, 110 Npu3BeAa AO 3HUIIEHHS YM KPAADKKY ITIEPCOHAABHYIX AQ-
HUX, KoMmaHii MalTb nosipomutu Odic inbopmauinHoro komicapa (Information Commis-
sioner’s Office, ICO) — CTpyKTYpY, MiA3BITHY 06€3I0CEpeAHBO MTAPAAMEHTY, 1[0 (iHAHCYETHCS
AenaprameHTOM LipOBOro po3BUTKY, KYABTYpH, Meaia Ta ciopty. ICO po3rasipnae KOKHY
KOHKPETHY CUTYallil0 Ta BU3HAYAE, UM MpU3Ha4YaTy WTpad (MakcumasbHMit po3mip — Ao 500 tuc.
¢byHTiB cTepainriB'?). Cepep Hallpe30HAHCHILIX BUITAAKIB HAKAQAQHHS Ha KOMIIaHii BeAnkoi
Bpuranii mrpadis 3a KibepiHIMAEHTY MOXKHA 3TAaAATy CIIpaBy iHTepHeT-nipoBaripepa TalkTalk.
Tax, y »xoBTHi 2015 p. KOMITaHis 3a3HaAa HECKAQAHOI 3a IPMHLMIIOM KibepaTaky Ha CBOIO 6asy
AaHux (SQL-iH’exuiist), BHACAIAOK SIKOI 3AOBMMCHUKM OTPUMAAY AOCTYII AO YYTAMBUX I1€PCO-
HaAbHUX, 30KpeMa MAATDKHUX, AAHUX TIoHaA 15 Tuc. oci6. Xoya kommanis i moBipaomuaa ICO
PO iHIIAEHT, peryAsaTop cTarHyB 3 Hei 400 Tuc. pyHTIB cTepaiHriB mrpady 3a HEAOTpUMaH-
Hs1 6a30BMX BUMOT IIOAO 3aXVCTY AQHMX KOpuUCTyBauiB'?. Aeljo iHIIOK0 cuTyallist OyAa 1[0AO
inumaenTy B komnasii Uber; y >xoBTHI 2016 p. xakepu BKpaAK IepCOHaABHi AaHi (iMeHa, Teae-
boHU, eAeKTPOHHI appect To10) 57 MAH KOPUCTYBauiB Ta BOAIIB, 3 HUX 2,7 MAH — 3 Beaunkoi
BpuraHii; KoMIaHis BupillnAa 1ie IpUX0OBaTH i 3araaTuAa xakepam 75 Tuc. GyHTIB CTepAiHriB
3a BupaAeHHs paHux'*. CraHoM Ha cepepuHy TpyAHs 2017 p. cutyauist poscaipyerbcs ICO
ta NCSC; xo4a BUKpaAeHi AaHi He OyAu uyTAuBumu (sensitive), Ao Uber moxxe 6yt 3acToco-
BaHO LITpad 3a MOPYIIEHHS BUMOT A0 O€e3MeKM AQHUX KOPUCTYBaYiB.

3 9 TpaBHa 2018 p. mpolieaypa MOBiAOMA€EHHS Ipo KibepiHuyaeHTn y Beaukin bpura-
Hil Mae cTaTu 000B’I3KOBOIO Yepe3 HAOYTTsI YMHHOCTI HOBMM 3aKOHOAABCTBOM €C, 30KpeMa
Aupextusu €C mopo MepexxeBoi Ta iHdopmauiitHoi 6esnexu (The Network and Information
Security Directive, NIS) 2016 p. Kpim Toro, pepxaBu — uaenn €C MarOTb CTBOPUTH IPYIHK pea-
I'YBaHHS Ha KiOepiHIMAEHTM, BUSHAUUTY KAIOYOBMX OIepaTopiB KpUTUYHOI iHGpacTpyKTypu
(essential services) Ta mpoBaAepiB LUPOBUX MOCAYT, 3a0€3MeYUTU BUKOHAHHS HUMMU 3aX0-
AIB IIIOAO yIIpaBAiHHS pu3KKamy, MiHiMi3auil HaCAIiAKIB KibepiHLIMAeHTiB; TpMBaTHI KOMIIaHiI,
SIKi He BIAHOCSITBCSI AO KpPUTUYHOI iHPPaCTPYKTYpy Ta IpoBanAepiB LMPPOBUX IOCAYT, Ma-
I0Th MIPAaBO AOOPOBIABPHO MOBIAOMASITU PO KibepiHLuAeHT .

120 The UK’s Cybersecurity Regulatory Landscape: An Overview [EaexTponumit pecypc]. — Pexxum poctymy : https://goo.gl/XnsWAF

12! Guide to Privacy and Electronic Communications Regulations [EaexTponnuit pecypc]. — Pexxum aoctymy : https://ico.org.uk/
for-organisations/guide-to-pecr/

122 Government to strengthen UK data protection law [Eaextponnmit pecypc]. — Pesxum pocrymy : https://goo.gl/Ur9KXs
123 TalkTalk hit with record £400k fine over cyber-attack [Eaextponuuit pecypc]. — Pexxum poctymy : https://goo.gl/HGEfRh

128 Uber failed to tell UK authorities of mass data breach, says No 10 [EaexTponnmit pecypc]. — Pesxum poctymy : https://goo.
gl/7PnUyb

125 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a high common
level of security of network and information systems across the Union [EaexTponnmit pecypc|. — Pexxum aoctymy : https://goo.gl/
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OEP>XABHO-MPUNBATHE MAPTHEPCTBO Y COEPI KIBEPBEESIEKN...

3araApHUI peraaMeHT 3axucTy AaHux (General Data Protection Regulation, GDPR)
2016 p. (sxuit He Ma€e 3000B’I3yI0YOr0 XapaKTepy), TAKOXK repepbaydae iHil[ilOBaHHS AepiKa-
BOIO HOPM III0AO 3000B’sI3aHHSI KOMIIaHil, sIKi 30epiraloTb Ta 00pOOASIIOTh IEPCOHAABHI AaHi,
MOBIAOMASITY TIPO KibepiHiupeHTy Ta nopyueHHs /CO Ta KAI€HTIB, IPOBOAUTU PETYASIPHI
OLIiIHKM CTaHy 3axuieHocTi poauux. Kpim Toro, GDPR Bu3Hauae HEOOXiAHICTb HapaBaTy KO-
pucTyBayaM OiAbLINIT KOHTPOAD HaA CBOIMM IIEPCOHAABHUMMU AQHVMMMU, BUAAASITH 1X 32 BUMO-
rOI0 Ha 3aKOHHMX MiACTaBax. 3a MOPYILIEeHHs KOMIIaHi€l0 HOPM Aep’kKaBa MOXXe 3aCTOCYBaTy
aAMiHicTpaTuBHUM WTpad y po3mipi Ao 20 MAH €Bpo 260 A0 4 % 3araAbHOTO NMPUOYTKY KOM-
naHii'?®, mo 3aAexxaTyMe Bip CEPIIO3HOCTI MOPYLIEHHS.

3Bakaloun Ha Te, L]0 Ipoliepaypa BuxoAy Beanxoi bpuranii 3 €C TpuBae, nuTaHHA MO-
AQABIIIOL Ail B>XKe iMIaeMeHTOBaHMX AMpeKTuB €C Ta iMIAeMeHTaLii HelJOAABHO MPUITHITUAX
3aAMIIAETHCS BKpayl BakauBMM. Tak, y ciuni 2017 p. €sponericbka Komicis npeacraBuaa Ho-
Buit PeranaMeHT Ipo KOHGIAEHLIHICTb Ta €AeKTPOHHI KOMYHIKallil, 1[0 Ma€ IPUITY Ha 3aMi-
Hy Aupextusi 2002/58/EC (peraameHT, Ha BiAMiHYy Bip AMPEKTUBHU, Ma€ 00OB’SI3KOBO CTATyU
YaCTUHOIO HALliOHAABHOTO 3aKOHOAABCTBA). Y >k0BTHI 2017 p. EBponmapAaMeHT IPOroAOCyBaB
3a 3MiHMU, a CTAHOM Ha no4yartok ciuHg 2018 p. mpomno3uiiis HOBOro MOAOXEHHS TPOXOAUTDb IPO-
LileAypy 00roBopeHHs AepkaBamu — yaeHamu €C'. Cepea KAIOYOBMX 3MiH, epepbaueHnx Per-
AAMEHTOM: BKAIOUEHHS AO IIEePeAiKy IpoBaliAepiB €eAeKTPOHHMX TeAEKOMYHIKaL|ilHUX CepBiCiB
Cy0’exTiB, 110 HapaTh ocayru Over-the-Top (IP-TeaedoHist, MeceHAXKepH, eAeKTPOHHA TOLL-
Ta HA OCHOBI BEO-TEXHOAOTI1); MOLIMPEHHS Ail HOPM Ha IIPOBaiA€epiB, sIKi TepUTOpiaabHO 6asy-
I0TbCs 1o3a Mexxamu €C i HAAQI0Th TOCAYTM KOpUCTYBauaM Ha Tepurtopii €C; cripoleHHs npa-
BMA BUKOPMCTaHHs cookies Ta iHIIMX TeXHOAOrIN iaeHTUdiKawii kopucTyBauiB'?. ITapaameHT
Beaukoi bpuTtanii nmpoaHaAizyBaB npomno3uLiii Ta 3aKAMKaB ypsiA 3a0€311eYnTy BIIPOBAAKEHHS
OHOBAEHMX HOPM Y HalliOHaAbHe 3aKOHOAABCTBO, OCKIAbKY, sAK1II0 BeArka bpuraHis xoue npo-
AOBXYBaTU OYABb-SIKY ALSIABHICTD, 110 ITepea0ayae 0OMiH eAeKTPOHHMMY KOMYHIKallisIMM Ta rep-
COHAABHMMM AQHMMU KOpUCTYBauiB Ha Teputopii €C MicAst BUXOAY 3 HbOTO, TO HEOOXIAHUM €
Y3rOAKeHHSI OpUTaHChKMX HOpM Ta HOpM €C'®. TIuTaHHS TOrO, SIKUM CaMe YVMHOM Lii HOpMMU
OyAYTb BIIPOBaAXXeHi — IIASIXOM BKAIOUEHHSI PeraaMeHTy A0 HalliOHAABHOTO 3aKOHOAQBCTBA,
apanTanii, uu ykaapaHHs Beankoro bpuranieio okpemux yrop 3 €C — 3aAnIIa€TbCS BIAKPUTUM.

Y Bumnaaky 3 Aupextusorw €C 1m0A0 MepexeBoi Ta iHpopmaiitHoi 6e3neKy, To MMOBip-
HICTb 1l BIPOBaAKEHHsI Y OpMTaHCbKe 3aKOHOAABCTBO € BUCOKOI0. B ypsia0Biit AomoBiai «Orasia
3aKOHOAABYOTO peryArOBaHHs Ta iHiuiaTuB y chepi kibepbesnexn» 3a 2016 pik 3a3Hava€THCS,
mo Aupextusa NIS «oBuHHa 6yTy BripoBapxeHa y 2018 poui», a «A€TaAbHMIT ONVUC Ta BU-
MOTH IIOAO iMIlAeMeHTaLii AUpeKTUBU OYAYTh BM3HAUYeHi YPSIAOM BIIPOAOBXK 2017 poxy»'®.
CraHoM Ha ociub 2017 poky AenapTaMeHT LiMPPOBOro pO3BUTKY, KYABTYPU, MeAia Ta CIIOPTY
MPOBiB KOHCYABTAL|il 3 TIPEACTABHMKAMU Oi3HECY, PEryAsITOPHMX OPraHiB Ta iHIIMX 3aljiKaB-
A€HMX CTOPIH ILIIOAO IAQHIB YPSIAY iMIIA€MEHTYBaTh HOpMU AUPEKTUBM y OpUTAHChKE 3aKO-
HOAQBCTBO. Y 3BiTi 3a pe3yAbTaTaMM KOHCYABTALlil 3a3HAYA€THCA, 1[0 AOKU TPUBAE Ilepero-
BOpHUII TIpolec 10A0 BuxoAy CroayueHoro KopoaisctBa 3 €C, ypsip «00roBoproBatnMme,
BIIPOBAA’KYBaTUMe Ta 3aCTOCOBYBAaTMMe 3aKOHOAABCTBO EC» 3!, a micast Buxoay 3 €C 1je 3a-
KOHOAQBCTBO AisiTMe i Hapaai. [TopiOHa cuTyallist HaMOiABII IMOBIPHO CKAQAETBCA i 3 iMmiae-
MeHTaljieo GDPR. Ypsip HEOAHOPa30BO NPOrOAOLIYBaB HaMip BlipoBapuT GDPR y nOBHOMY

126 Data protection: Rules for the protection of personal data inside and outside the EU [EaexTponnmit pecypc]. — Pexxum aocTy-
my : http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf

127 Proposal for a Regulation on Privacy and Electronic Communications [EAexTponnumit pecypc]. — Pesxxum poctymy : https://goo.
gl/vwKE1Y

128 Tam camo.

129 Proposed Regulation on Privacy and Electronic Communications repealing Directive 2002/58/EC [EaexTponnuit pecypc]. — Pe-
xum poctymy : https://publications.parliament.uk/pa/cm201617/cmselect/cmeuleg/71-xxix/7109.htm.

130 Cyber Security Regulation and Incentives Review [Eaextpounuit pecypc]. — Pesxum pocrymy : https://goo.gl/m529Zv

B Security of Network and Information Systems [EaexTponHmit pecypc]. — Pesxum poctymy : https://goo.gl/G4mWso



AHATTIITUHYHA AOMNOBIAb

00cs3i Ao 25 TpaBHs 2018 p.*% PeraameHT Mae OyTu iMIIA€eMeHTOBaHUN Y OpUTAHCbKE 3aKO-
HOAQBCTBO HOBMM AKTOM IIPO 3aXUCT AQHUX, KU HYHI IPOXOAUTDb CAYXaHHS Y ITapAAMEHTI.

Beauxa bpuraHis — pep>kaBa 3 OAHUM i3 HAIAMHAMIYHININMX, IHHOBALIIIHMX Ta MOTYX-
HVX PMHKIB Kibep6Oe3neku y €Bpori Ta cBiTi. 3a ocTaHHi ciM pOKiB 3araAbHUI 00CsT OpUTaH-
CbKOT'O PMHKY KibepOe3mexy 3pic Ha MalKe IiBTOpa MiABSIPAM AOAapiB — 3 2,4 MApA QyHTIB
cTepAinriB y 2010 p. oo maitke 3,5 MApA GYHTIB cTepainriB y 2017 p.'*. 36iAbLIyeThCS TAKOXK
YacTKa eKCIIOPTY MPOAYKIII Ta IOCAYT KibepOe3neku y 3araAbHOMY 0e311eKOBOMY €KCIIOPTi
Beauxoi Bpurasii. Tak, y 2016 p. kibepbe3neka craHoBuAa 34 % ycboro oocsry 6e3rnekoBoro
eKCIIopTY, 00 noHap, 1,5 MApA GYHTIB cTepaiHris '

Pa3owm 3i 3pocTaHHsIM pUHKY KibepOe3neku 3MiHIOEThCS i KiABKICTD Ta xapakTep 3a-
I'po3, 1110 IIOCTAIOTD SIK IlepeA YYaCHUKaMU PUHKY, TaK i mepeA OiAbII HIVMPOKMM KOAOM 3alli-
KaBAEHMX 0Ci0 y pi3HMX CeKTOpaX eKOHOMIKM. 3Ba)Kalouy Ha Lie, AepyKaBa IIparte 3abesmneyyBa-
TN epeKTUBHE peryAloBaHHs cepy KibepOeaneKy, BHPOBAAKYIOUM CTAHAAPTY, pO3PO0OASIOUN
CIIABHO 3 IIPeACTaBHMKaMU Oi3HeCy, HAyKy Ta IPOMaACHKOCTI peKOMeHAAllil, a TaKoX 3a0e3-
IeYyI04Yy HeOOXiAHMII piBeHDb BiATIOBIAQABHOCTI 32 AOTPMMAaHHS IIPUBATHUM CEKTOPOM 6a30-
BMX BUMOT Ta MIATPMMKY HAA€XKHOIO PiBHSI 3aXUILEHOCTi AQHUX Ta IMOTY>KHOCTE, 0COOAMBO
SIKIO MAETBCS MPO NMPOBAAEePiB KPUTUYHOI iHPpaCcTPyKTypu.

3a ocTaHHIN piK KiAbKICTb KiOEPIHLIMAEHTIB Y A€pP’KaBHUX Ta IIPMBATHUX CTPYKTypax Be-
Avikoi bpuraHii 36iabpimmaacs. Tak, 3a AQHUMY OLIHKY PiBHS 3A0UMHHOCTI, TpoBeAeHOoT CAyX-
6010 HalioHaAbHOI cTaTUCTUKK Beankoi Bpuranii, y 2016 p. 6yao 3adikcoBaHo 3,6 MAH BU-
MAAKiB OHAQJH-IIAXpaliCTBa Ta 2 MAH BUMAAKIB HEIIPAaBOMiPHOI'O BUKOPMCTAHHS KOMIT I0TEPiB,
1[0 3araAoM Ha 8 % OiAblile, HiXX MUHYAOTO pOoKy'*®. 3a pe3yApTaTaMu OLIiHKY MOPYLIEHb Ki-
Oepbesnexu y nepiop 3 )xoBTHs 2016 p. o ciyvenn 2017 p., mpoBepeHOl ypsiA0BUM Aenapra-
MEHTOM KYABTYPH, MeAia Ta cropty, 46 % onurtaHux 3 1 523 KoMmaHiit 3a3HaAK xo4a 0 opHiel
Kibeparaky abo nopylIeHHs Oe3NeKy 3a OCTaHHil PiK; 0AHA KOMIIaHisl Y cCEpeAHbOMY BTpavae
1 570 ¢yHTIB cTepAiHTiB Ha OAHI aTani (AAsT BeAMKOI KoMmaHil st undpa craHoBUTH 19 Tuc.
byHTIB cTepAiHriB, AAs cepepHbOTO Oi3Hecy — 3 070, oast Maroro — 1 380 ¢yHTIB cTepainris) .
[TepeBa>kHa KiABKiCTb ITOPYILIEHb ITOB’s13aHA 3 BIAKPUTTSIM IIaXPaNCbKNX €AeKTPOHHUX ITOBi-
AOMAeHb, Bipycamy, mKipauBum 13 Ta nporpamaMu-BuMaradyaMy, 1o CBiAUMTD IPO 3HAY-
HUI BIIAUB AIOACHKOTO aKTOpa Ta MOXKAUBE HEAOTPUMAHHSI IIPOCTUX IPABUA ITOBOAKEHHSI
3 mipo3piauMu popaTkamu. Kpim Toro, AOCAiA’KeHHS BUSIBMAO, 1110 X04a 74 % KOMIIaHill BM3Ha-
yae KibepOe3neKky KAIOUOBUM NPiopUTETOM, a 67 % KOMIIaHill BUTpayae rpoiuui Ha Kibepbes-
nexy (mepeBa)KHO 3 METOIO 3aXMCTy AQHUX KAIEHTIB Ta aKTKBiB KoMmaHil), aniire 20 % Komra-
Hill IPUAIASIIOTD yBary HaBYaHHIO CIiBPOOITHUKIB OCHOBaM Kibep3axucty, i Tiapku 11 % bipm
MaIOTb PO3pOOAEHMIT TIAQH YIIpaBAiHHA KibepiHuyaeHntamu'. Taki ¢pakTy nopyliieHb Ha HU-
30BOMY PiBHi MOXXYTb MPU3BOAUTH AO CYTTEBUX 30UTKIB Ha piBHi HallilOHAABHOI €KOHOMIKHU,
TOMY OAHVM i3 BKAMBYIX HAIIPsIMiB A€P>KaBHO-TIIPMBATHOIO CHiBPOOITHMIITBA CTa€ BIIPOBa-
A>KeHHs1 6a30BMX peKOMEHAALil 3 KibepOesneky y pisHUX KOMITaHisIX.

OpaHMM i3 HannoMiTHimux Ta HarlepexTuBHiMMX npoekTiB KAITIT mo)xHa Ha3Batu 3a-
noyarkoBaHe y 2013 p. [TaptrHepcTBO 3 00MiHY iHpopMaLi€to y chepi kibepbesmexu (Cyber Se-
curity Information Sharing Partnership, CISP). 11 iHitjiaTnBa mokAukaHa 3abe3mneqyuTu «00oMiH
iHpopmaliiero mpo Kibep3arposu y pexxumi peaAbHOTO0 4acy, B 6e3rneqyHoMy, KOH]iAeHIITHOMY

132 International Strategy 2017—-2021 [Eaextponnuii pecypc]. — Pesxxum poctymy : https://ico.org.uk/media/about-the-ico/
documents/2014356/international-strategy-03.pdf

133 Cyber security market size in the United Kingdom (UK) from 2010 to 2017 (in million GBP) [EaexTponnuii pecypc]. — Pexxum
aocrymy : https://www.statista.com/statistics/289173/uk-cyber-security-private-enterprises-segment-size/

134 UK defence and security export statistics for 2016 [EaekTponnuit pecypc]. — Pexxum aoctymy : https://goo.gl/gTVphZ

135 Cybercrime and fraud scale revealed in annual figures [EaexTpouHuit pecypc]. — Pexxum poctymy : http://www.bbc.com/news/
uk-38675683

136 Cyber security breaches survey 2017: Mainreport [EaexTponnuit pecypc]. — Pesxum aocTymy : https://goo.gl/SVHKSS

137 Tam camo.
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Ta AVHAMIYHOMY CepeAOBUIIIi, TOCUAIOIOYY CUTYaLlilIHy O0i3HAHICTh Ta 3MEHLIYIOUM BIIAUB
Ha Oi3Hec y CnioayuyeHomy KopoaiBcTBi»'*. ¥ pamKax 1poro naprHepcTBa MOXKAUBMM CTaB
00OMiH iHpopMalliero Mi>K 6i3HECOM Ta CIeLICAY>)KOaMy I[OAO PeaAbHUX i MOTEHLITHNUX Kibep-
3arpos; Taka iHdopMallisi FOTyeTbCsSI KOOPAVHALIIHOI0 aHAAITUYHOIO IPYIIOI0 ¥ CKAAAL IIpeA-
CTaBHUKIB iHAYCTPii Ta Aep>kaBu (30kpema, CAy>x6u 6esnexu M5, GCHQ ta HaljionaapHOro
areHTCTBa i3 60poTHOU 3i 3A0uUMHHICTIO). OTpuMytoun iHdopMallio Mpo nopylieHHs Oesre-
K1 B iHpOpMaLiHUX cucTeMaxX KOMITaHil, gaxiBLi crericAy>k6 MaloTb MOXXAMBICTb 3amo6irtu
nomMpeHHIo mkipausoro I13 3a mexxamu komnasii. KomnaHii, cBo€io yeprow, MoXyTb nomne-
pPEeAUTH KibepiHIMAEHT, BOAOAi0UM HEOOXiAHO iHpOpMalli€r0, AOCTYITHOIO AMIIIE CIIELICAYK-
6am. CraHoMm Ha KiHewb 2016 p. uaenamu CISP 6yau noHap 2 800 opranizauiit Ta 8 000 oci6'®,
3a pik poOOTH piBeHb 3aAyYEHHS AO ITAPTHEPCTBA 30iAbLIMBCS Ha 43 %'

YpsiA TAaKOXX AOKAAB 3YCUAb AO TOTO, abu 0i3HeC-CTPYKTYpU NMPUAIASIAU OiAbIIy yBary
MUTAHHAM KibepOesneku. 3okpema, OyAO 3alIOYaTKOBAHO HM3KY iHOpMaLiiHMX KaMIIaHi
Ta MPOrpaM, OPiEHTOBaHMX Ha MaAuil Ta cepeAHin 6isHec. Tak, y 2014 p. ypsipoBuit Aenapra-
MEHT Y cIipaBax 0Oi3Hecy, eHepreTMKu Ta NIpOMUCAOBOI cTparerii po3pobus kamnanio Cyber
Streetwise, sika IIASIXOM TOLIMPeHHs iHopMallii yepe3 coLjiaAbHi MepeXXi Ta peKAaMy 3aKAU-
KaAa MaAMI1 i cepeaHilt 6i3HeC AOTPUMYBATUCS ITSITU Ay’Ke IIPOCTUX NPABUA YOe3IeueHHs Bip
KibepaTak Ta KibepiHI[MAEHTIB: 3aB)KAM BCTAHOBAIOBATU Ta MIEPIOAMYHO OHOBAIOBATY aHTUBI-
pycHe I'13, BUKOpMCTOBYBaTU CKAAAHI ITAPOAi, He 3aBaHTKYBAaTU AOAATKM Ta PO3LIMPEHHS He-
BiAOMOTO ITOXOAKEHHSI, BUAAASITU MIAO3PiAl €AEKTPOHHI AMICTU Ta NEPiOAVYHO IepeBipATHU
3axuujeHicmy iHgopmauii, aky 36epicae komnaniz™. 3ropom y 2016 p. Cyber Streetwise Oyaa
nepeiimeHoBaHa Ha Cyber Aware'*?, Ky Ha CbOTOAHI MIATPUMYIOTH 128 mapTHepiB, cepea sIK1X
MOAiLis Ta KoMmaHil y pisHux cdepax 6i3Hecy; 3a pesyabraramMmy KaMmaHii moHap 1 MAH 6i3-
HEC-CTPYKTYP BUCAOBMAY F'OTOBHICTb AOTPUMYBAaTHCs 6a30BUX MpaBUA KibepOesmexu .

Y 2014 p. TakoX OYAO PO3pOOAEHO Ta BIPOBAAXKEHO cxeMy cepTudikalii KoMnaHin
Ha IpeAMeT BiAMTOBiAHOCTI 6a30BuM BuMoraM Ao KibepOesneku Cyber Essentials. Cepep Ta-
KJX BMMOTI': HasIBHICTb Ha KOMIT I0Tepax MEPE>KeBOro eKpaHy, be3neyHa KoHpiryparis, KoH-
TPOAb AOCTYITy KOPUCTYBaUiB, 3aXMCT Bip HIKipaMBoro I13, mocrillHe KOHTPOAbOBaHE OHOB-
AeHHs BctaHoBAeHOro [13. KoMmaHist Moke 3BEPHYTHUCS AO OAHI€] 3 IT'SITY BU3HAYEHVX YPSIAOM
KOMIIaHil, sIKi MpOBOASTH cepTudikariito; ceprudikaliist € 060B’13K0BOI0, K10 dipMa IAaHye
B3AEMOAISATU 3 A€P>)KaBHMMM OpraHaMM B paMKax IIPOLIECiB, 10 IepeAbayaroTb 0OMiH YyTAU-
BOIO Ta KOH}IAeHLIiTHO iHpopMallielo, 30KpeMa ITiA Yac 3A1ICHEHHS AeP)KaBHMX 3aKYIiBeAb .
Y nepiop 3 2014 o 2016 pp. 6yao BupaHo noHap 2 tuc. ceprudikaris Cyber Essentials, a pe-
KOMEHAALil 3 AOTpMMaHHs 0a30BMX BUMOT A0 KibepOesneku OyAu 3aBaHTa)KeHi oHaA 50 Tuc.
pasiB'®. Cepep iHIIMX IPUKAAAIB peKOMEHAQLIIHMX MaTepiaAiB AAsI Oi3HeECY CcAip TaKoX Has-
Batu «10 KpOKiB A0 Kibepbesmekn», pospobaeni GCHQ y 2015 p.1.

138 The cyber threat to UK business 2016/2017: Report [Eaextponnmit pecypc]. — Pexxum aoctymy : https://goo.gl/uaQiSs

139 The UK Cyber Security Strategy 2011-2016: Annual Report [Eaextponnuit pecypc]. — Pesxxum aoctymy : https://www.gov.uk/
government/uploads/system/uploads/attachment_data/file/516331/UK_Cyber_Security_Strategy_Annual_Report_2016.pdf

140 UK National Cyber Security Centre looks to future in annual review [EaexTponHuit pecypc]. — Pexxum aocrymy : https://goo.
gl/9ixfGY

141 Cyber streetwise: Open for Business [Eaextponnmit pecypc]. — Pexxum aoctyny : https://www.gov.uk/government/uploads/
system/uploads/attachment_data/file/273330/cyber_streetwise_open_for_business.pdf

142 Cyber Aware [EAexTponHmi1 pecypc]. — Pexxum aoctymy : https://www.cyberaware.gov.uk/

143 The cyber threat to UK business 2016/2017: Report [Eaextponnmit pecypc]. — Pexxum aoctymy : https://www.ncsc.gov.uk/
content/files/protected_files/news_files/The%20Cyber%20Threat%20t0%20UK%20Business%20 %28b%29.pdf

144 How can Cyber Essentials help you? [Eaexrpounuit pecypc]. — Pexxum aoctymy : https://www.cyberessentials.ncsc.gov.uk/
about.html

145 The UK Cyber Security Strategy 2011-2016: Annual Report [Eaextponnmit pecypc]. — Pesxum aoctymy : https://www.gov.uk/
government/uploads/system/uploads/attachment_data/file/516331/UK_Cyber_Security_Strategy_Annual_Report_2016.pdf

146 10 Steps to Cyber Security [EaexTpoHHuit pecypc]. — Pexxum pocrymy : https://www.ncsc.gov.uk/guidance/10-steps-cyber-
security
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3 2015 p. criBmpais ypsiAy Ta IPMBAaTHOI'O CEKTOPY aKTMBHO 3AIICHIOETBCA B paMKax
nporpamu Cyber Growth Partnership — MmaipaH4IMKa AASI OOMiHY AOCBIAOM MIX IIpEACTaBHU-
KaMu Oi3Hecy, HayKu Ta Aep’KaBy, MOIIYKY PeCypPCiB, TEMAaTUYHMX 3aX0AIB, PEKOMEHAALLiI1, Tpo-
rpaMm MeHTOpCcTBa. OAHI€I0 3 HElJOAABHIX iHIil[iaTKB B paMKax 1[bOro MapTHepCTBa OYAO Bia-
kputTs Llentpy xibepaemonctpauii (Cyber Demonstration Centre) y AoHAOHI. YpsipAOBUI
AenapramMeHT 11PPOBOro pO3BUTKY, KYABTYPU, M€eAia Ta CIIOPTY CIIABHO 3 AemapTaMeHTOM
MDKHapOAHOI TOPriBAl BCTaHOBUAY AOMOBAEHICTb 3 Oi3Hec-nipocTopoM Level39, HapaBiy Ma-
AOMY i cepepAHbOMY Oi3HeCy Ta cTapTanaM MOXXAUBICTb AEMOHCTPYBATM CBOI IPOMO3MULIiI 110-
TEHLIIHMM KAi€HTaM Ta iHBecTOpaM Yy clieljiaAbHO 00AapAHaHKX npuMinieHHAX Y. CTaHOM
Ha xoBTeHb 2017 p. oo Cyber Growth Partnership Bxopsatb 570 xoMmmnaHiit Ta opraHisatiii, ce-
pea sikux Cisco, KPMG, Barclays, naatdopma TexHoAorivHUX KommaHin techUK ta 6araTo iH-
wmx'*. Ls mporpama cripusie GyHKL[iOHYBaHHIO IOTY>KHOTO Xa0y MpeACTaBHUKIB CEKTOPY Ki-
Oepbesnexu Beanxoi bpuraHii.

ITporpecuBuuMm Hampsimom KATTIT € 6e3nocepeaHe 3aAydeHHs IPEACTABHUKIB Oi3He-
cy Ao pobotu y HarlioHaabHOMY 1leHTpi KibepOesneku. 3anyijeHa y aroromy 2017 p. mporpa-
Ma «Industry 100» nepepbayae 3aAyueHHsI CIiBPOOITHMKIB KOMIaHiN y cepi Kibepbesnexn
AO pi3HUX CTPYKTYpHMX HiApo3aiaiB NCSC (mporpama He mepepbavae MocCTiiHOTO mparte-
BAQIUTYBaHHsI, 0CKiAbKM cHiBpoOiTHUKM NCSC € Aep>XaBHUMU CAY>KO00BLsiMM) . BripopoBsk
2017-2018 pp. nmaanyetbcs 3aayuntu 100 daxiBuis 3 npuBaTHux komnaHin. Huai NCSC He mae
OLIIHKM NPOMDKHUX pe3YAbTATiB peaAisallil mporpaMu, OAHaK BIATYKM IEpLINX 3aAy4eHUX
A0 poboru LleHTpy daxiBLiB y 1liAOMy MOXKHa Ha3BaTU MO3UTUBHUMU; AOCTYITHMMU HUH] €
noHap 20 mo3uLiii, 110 MOXKe CBIAUMTHU PO BIAHOCHO NMO3UTUBHY AMHAMIKY Ha0OpY AIOAEN.

ITopsa i3 mporpamMaMu 3araAbHOTO CIIPAMYBAHHS, SIKi KOOPAMHYIOTbCS 3 €AMHOTrO Ha-
LIiOHAABHOT'O LIeHTPY KibepOe3neKy, pi3Hi YPsIAOBi AelapTaMeHT! pO3POOASIIOTh pEKOMEHAA-
il I[OAO AOTPUMaHHs 0a30BMX IpaBUA KibepOesneku y cBoix cdepax. Tak, Hampukaaa, Ae-
napraMeHT TpaHcropTy y 2016 p. miAroTyBaB pekoMeHAALil 3 KibepOe3neKku AASI 3aAi3HUYHUX
nepeBisHMKiB'*. AemapraMeHT y cnipaBax 0i3HecCy, eHepreTuKM Ta MPOMMUCAOBOI CTpaTerii
Ha noyaTtkKy 2017 p. po3pobuB okpemy CrpaTerito Kibepbesrneku AAsL LIUBIABHOTO SIAEPHOTO
CEeKTOpY, sIKMI1 Ha CbOTOAHI 3a0e3mneuye 6An3bko 18 % norped Beauxoi bpuranii B eaekTpo-
e”eprii'!. TlisHile, bOTO X POKY, AemapTaMeHT TpaHCIOPTY, LleHTp 3axucTy HallioHaABHOI
inppacTpykrypu Ta LleHTp 06’€eAHaHMX Ta aBTOHOMHMX TPaHCIIOPTHUX 3aCO0iB BUITYCTUAY
peKoMeHAALlil i3 3a0e3meyeHHsI HEOOXIAHOTO piBHsI Kibepbesmneku nmpu BUPOOHULTBI aBTOMO-
0iAiB Ta iHIIMX TPAHCIIOPTHMX 3aC00iB'*. AemapTaMeHT OXOPOHY 3A0POB’s MATOTYBaB BUMO-
I AO 3a0e31eueHHsI Oe3eKu AaHMX ITPOBaliAepaMu ITOCAYT Y chepi oxopoHu 3A0poB’sit>3. Xoua
raAyseBi peKOMeHAAlll i He € AOKyMeHTaMM 3000B’s13yI04Oro XapakTepy Ta B LIiIAOMY IIOBTO-
PIOIOTD pUHLMIY, sIKi BpoBapXXye NCSC, oAHaK BOHM 3a0€311euyIoTh BUIIMIT piBeHb 00i3Ha-
HOCTi Cy0’€KTiB Pi3HUX raAyseil Ta aKLieHTYIOTb yBary AMIle Ha HEOOXiAHMX AASI IT€BHOI TaAy-
3i 3aX0AiB Kibepbesmeku.

OxpeMo CAip Bip3HAUMTH, 1[0 Aepi>KaBa NMPUAIASE 3HAYHY yBary po3BUTKY CTapTalliB
y cdepi kibepbOesmeku. Y Mexkax Aep>XKaBHOTO DIOAXKETY IepeAdaueHO CTBOPEHHSI CIIeLliaAbHOTO
boHAY Ha MATPUMKY iHHOBaLI y cdepi 060poHY Ta KibepOe3neky, B AKMIT CIPSIMOBYBATVMYTh-
cs1 165 MAH QYHTIB CTEPAIHTIB 1[OPOKY, 3 AKUX 10 MAH QYHTIB CTEpAIHIiB IPU3HAYATUMYThCSI

147 The UK Cyber Demonstration Centre [EaextpouHuit pecypc]. — Pexxum poctymy : https://cyberexchange.uk.net/#/cdc

148 Cyber Exchange: Newsletter — October 2017 [EaexTponnmit pecypc]. — Pexxum poctymy : https://cyberexchange.uk.net/media/
admin/resources/Cyber%20Exchange%20Newsletter%200ct%2017 %20FINAL.pdf

% Introduction to Industry 100 [EaexTporHmit pecypc]. — Pexxum poctymy : https://www.ncsc.gov.uk/information/industry-100
150 Rail Cyber Security: Guidance to Industry [Eaextponnuit pecypc]. — Pexxum poctyny : https://goo.gl/X5HGwa
151 Civil Nuclear Cyber Security Strategy [EaekTponHuit pecypc]. — Pesxum pocTymy : https://goo.gl/aGLjsC

152 The key principles of vehicle cyber security for connected and automated vehicles [Eaextponnuit pecypc]. — Pexxum pocTymy :
https://goo.gl/RTezf5

1532017/18 Data Security and Protection Requirements [Eaextpontmit pecypc]. — Pexxum aoctymy : https://goo.gl/DyhmAV
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Ha MIATPUMKY ctapTamniB™®. ¥ ciyni 2016 p. AenaprameHT L1pOBOro po3BUTKY, KYABTYPHU,
MeAia Ta CIIOPTY 3aIyCTUB CIIiAbHO 3 akceaepaTopoM Cyber London ta lleHTpom Oe3mnexu iH-
¢dbopmauinuux rexHoaorii npu Kopoaiscbkomy yHiBepcuteTi beadacTa mporpamy paHHbOI mmia-
TPUMKH CTApTaIliB, 0I0AXeT siKoi ctaHoBMB 250 Tuc. GyHTIB cTepAinris'®. [Iporpama sropom
oTpuMaaa Ha3By «HutZero» Ta nepepbayae MeCTUMICIYHMI IHTEHCUBHUN Kypc AAsL 20 Mait-
OyTHix mianpueMuiB®. Y 6epesni 2016 p. AenapraMeHT 111$POBOro pO3BUTKY, KYABTYPH,
Meaia Ta cniopty, GCHQ Ta HanjioHaAbHMIT LIeHTp Kibepbe3neKy CIiAbHO 3 aKCeAepaTopoM
Wayra UK, siknit BXOAUTb AO Mi>)KHAPOAHOI TPYIIM TeAeKOMYHiKaLitHux kommnatin Telefénica
Group (y Beaukiit BpuraHii npepcTaBaeHa A04ipHbOI KoMIaHiero O2 — APYTMM 32 BEAUYM-
Hotwo IKT-npoBaiipepoMm y KpaiHi), 3anouyatrkyBaau nporpamy Cyber Accelerator, MmeToro sKOi
€ HapQHHSI AOTIOMOTY Ha PO3BUTOK HAalKpall[IM CTapTanaM y cepi Kibepbeaneky, sKi MaloTb
iHHOBaLli/1HI pO3POOKU B aKTyaAbHUX AASI A€P>KaBM HampsiMaX. 30KpeMa, IicAs BiaOopy crie-
LliaAbHOIO KOMici€lo y cKaaAi npeacTaBHUKIB AepxaBu, Wayra UK, Telefonica Group Ta iH-
BECTOPiB, KOMIIaHisl MaTVMe 3MOTY OTPUMATHU IPAHT Ha 25 Tuc. GyHTIB CTEPAIHTiB, AOCTYI
AO LIMPOKOI MepeXXi peCcypciB Ta eKCIIepTiB, a TAKOXK IPUMIlLIEHHS AASL IOYaTKOBOI'O BEACHHS
AlsiAbHOCTI'. 3a pe3yAabTaTaMu IepLIOro HAbOpy MPOrpamu, 0 TPMBAB AEB’ATh MICSLIB, CiM
CTapTariB 3araAoM 3i0paau moHaa 2,7 MAH QyHTIB cTepAiHriB >

Ha cporopninHint oenb Beanka BpurtaHisi He 00MeEXY€eTbCs AMILIe iHBECTYBAHHSIM Y ITep-
CIeKTVBHMII Oi3HeC, aAe 11 3a0X0uye Oi3HeC iHBeCTYBaTU Y IIepeAOBi AOCAIAXKeHHS Y cdepi Ki-
Oepbesmnexu. Y pamkax inBectuuiinHoi nmporpamu «CyberInvest» ypsip criApHO 3 Papoto pocaia-
XeHb y cdepi Pizuky Ta iH)KeHepHUX HayK 3a0e3MevyI0Th 3aAyUYeHHS IPUBATHOTO CEKTOPY
AO GiHAHCOBOI AOIIOMOTIM YHiBepcUTeTaM, IPU SIKMX CTBOPIOIOTHCS LIEeHTPY BUBYEHHS Ilepe-
AOBOTO AOCBiAY V cdepi kibepbesnekn (Ha 2017 p. Taki LieHTpU Aisian y 14 OpUTaHCHKMX YHi-
BepcuteTax'®). O0csr iHBecTuL il BapitoeTbcs Bip 10 TuC. PyHTIB cTEpAIHTiB AASI MaAOTO 6i3-
Hecy (A0 10 cniBpo6iTHUKIB) A0 500 T1C. GYHTIB CTEPAIHTIB AAST BEAMKMX KOMITaHi (ITOHAA
250 cniBpoObiTHUKIB), 200 >X KOMIaHil MOXXYTb AOIIOMaraTi 0OOAAAHaHHSIM Ta HIIVMU pecyp-
caMmu. BipopOBXX HacTYImHMX IT'sITU pOKiB 24 komnanii, cepep sikux IBM, Cisco, Airbus, Hewl-
lett Packard Ta iHuii, iHBECTYIOTb Y AOCAIA’KeHHS TOHaA 8 MAH QYHTIB cTepAiHriB'®.

OxpeMuM, ase He MEHII Ba)KAVBYM HAIPsIMOM Aep>KaBHO-TIPMBATHOI'O CIiBPOOITHU-
LITBa BAPTO BM3HAYUTU MIATPUMKY OCBITHIX Ta npodecintHux nporpam y cdepi kibepbesmnexu.
Y unnHii Crparerii KibepOesnekn pep>kaBy 3a3HAYAETHCS, 1O ATHAMIYHE 3DOCTaHHSI CEKTO-
Py CIpMYMHsIE PO3PUB MiX IOMMUTOM Ta IPOIO3ULIi€I0 HA PUHKY IpodecioHaAiB 3 Kibepbes-
IIeKY, & OT>Ke, Aep>KaBHA MIATPUMKA IPOTrpaM OCBITHBOI Ta Mpo¢eciiiHOl MATOTOBKM CTa€e
OAHi€I0 3 HEOOXIAHMX YMOB 3a0e3redyeHHsI CTAAOTO QYHKL[IOHYBaHHSI Aep)KaBU Y KibepIipocTo-
pi'®t. Cepea KAIOUOBMX IPOEKTIB Y 1IbOMY HalpsiMi MO>KHa Ha3Batu nporpamy «CyberFirst»,
1110 opraHizoByeTbcst HallioHaAbHUM LeHTpOM KibepOe3neku y mapTHepCTBi 3 IpeACTaBHUKA-
MM IHAYCTpii Ta B paMKaX SKOI IPOBOAATBHCS K KOPOTKOCTPOKOBI KYPCU AASL AiTell Ta MOAO-
Al Ha TeMy KibepOe3mneKy, Tak i HAAQI0TbCSI CTUIIEHAIT Y po3Mmipi 4 TuC. PYHTIB CTepAIHTiB AAST

15 GCHQ Cyber Accelerator doubles down for second intake [EaextponHuit pecypc]. — Pesxum poctymy : https://techcrunch.
com/2017/10/18/gchq-cyber-accelerator-doubles-down-for-second-intake/

155 Making Cyberspace «Cyber Safe» — New Government initiative for Cyber startups will drive innovation [Eaextponnuii pe-
cypc]. — Pexxum poctymy : https://goo.gl/P1K8ne

156 HutZer [EaexTponnuit pecypc). — Pesxum poctymy : http://www.hutzero.co.uk/

157 Developing the UK’s cyber security ecosystem through accelerating innovative start-ups [Eaextponnuit pecypc]. — Pexxum po-
ctymy : https://wayra.co.uk/gchq/

158 Firms urged to apply for groundbreaking GCHQ cyber start-up scheme [Eaextponnuit pecypc]. — Pesxum poctymy : https://www.
ncsc.gov.uk/news/firms-urged-apply-groundbreaking-gchq-cyber-start-scheme

159 Academic Centres of Excellence in Cyber Security Research [EaextponHuit pecypc]. — Pexxum aoctymy : https://www.ncsc.gov.
uk/articles/academic-centres-excellence-cyber-security-research

160 CyberInvest [EaexTponnmit pecypc]. — Pesxum aoctymy : https://www.ncsc.gov.uk/articles/cyber-invest

161 NATIONAL CYBER SECURITY STRATEGY 2016-2021 [EaexkTponuuit pecypc]. — Pesxum poctymy : https://www.gov.uk/
government/uploads/system/uploads/attachment_data/file/567242/national_cyber_security_strategy_2016.pdf
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MEPLIOKYPCHUKIB, SIKi AQHYIOTh OyAyBaTU Kap'epy y Uil cdepi; AAS TAAQHOBUTUX CTYAEHTIB
TAKOXX € MOXKAMBICTD MPONTHU TpUPiuHYy nporpamy npodecinuoi miaroroBku «Cyber First De-
gree Apprenticeship»'*.

bBiabure Toro, NCSC cranom Ha 2017 p. BCTaHOBMB IApTHEPCTBO 3 25 yHiBepcuTeTa-
MU, 3aBASIKM YOMY CTYAEHTU MAlOTb 3Mory orpumysartu ceprudikoani NCSC 6akaraBpChKi
Ta MaricTepchbki cryneHi 3 kibepHeTuyHoi/iHdopmarinnoi 0esnexu. Takoxx NCSC mipTprumye
YOTUPU BipTYaABHMX AOCAIAHMLIBKUX iHCTUTYTH Y cdepi Kibepbesnexn'®. Y maaHax Beanxoi
Bpurasnii oo 2020 p.: miaroToBka 6 000 mipAiTKiB y pamkax nporpamu Cyber Schools Programme,
PO3LIMPEHHS IPOrpaM CTR)XYBaHHs Ha Pi3HMX HMIANPMEMCTBAX KpUTUYHOI iHPpacTpyKTypu
Ta CTBOpeHHsI AKapeMii KibepHeTYHOI 000POHM SIK LIEHTPY IepeAOBOro AocBiay MiHicTep-
cTBa 000POHU Ta YpsIAY B LiiaoMy'®:. AAsi IpeACTaBHMKIB 6i3Hecy Hapasi € uMMaAo GesKolI-
TOBHVMX OHAQIH-KYpCiB'®.

3.4. Oocsig NMonbLui

ATy IToAb1Ii 4aCTO TPAKTYETHCA AK CIIBIpaLs MK OPTaHaMU A€P>KaBHOI'O yIIpaB-
AlHHSI, OpraHaMu MiCLIeBOro CaMOBPSIAYBaHHS (IIOABCHKOIO — administracji rzgdowe; admin-
istracji samorzgdowe; administracji publiczne) 71 npyBaTHUMY opraHisauisimu y cdepi HapaH-
HS1 MyOAIYHMX HOCAYT. [IpMHLMIIOBO BXKAVBUM AASI aA€KBAaTHOTO pO3YMiHH: oAbcbKoro ATTIT
€ dyHkuioHaabHe B Pecniy6airni [Toabima (paai — PIT) noHsATTs «cycmiapHi 6Aara» (dobra pub-
liczne; the general welfare)', sike TOKM 11j0 HAA€XKHMM Y/HOM He YBIJIIIAO B YKPAIHCHKUI IPO-
MaACBKO-TIOAITUYHUI Ta iHCTUTYLITHO-TIPaBOBUII OOIr, a TOMy MO>Xe OyTM BEAbMM HETOYHO
nepeKAaAeHe sIK «IPOMAAChKi TOBapu» ab0 «TOBapy HAPOAHOTO CIIOXXMBAHHSI».

Y BUITAAKY CYCIABHUX OAQr iAeThbCsl PO HavpisHOMaHiTHiI ToBapu (peui, mocAyru
TOIL[0), sIKi HEMOXXAMBO BUKAKOYUTY 3i CIIO>KVMBaHHSI IIEPECiYHOTO TPOMAASIHMHA i SIKi BOAHO-
4ac He € B CIIO)XMBAHHI KOHKYPEHTOCIPOMOXXHVMMY, TOOTO PUHKOBUMM, IPU3HAYEHNMU AAS
IIepCOHAABHOTO 30arayeHHs TOLIO.

IcHye ABi HEOOXiAHI 1 AOCTATHI IEpeAYMOBY AA€KBaTHOT'O PO3YMIiHHSI CYCITIABHOTO OAara.

[Tepiua moAsirae y Tomy, 10 XOpOIIMI IIOCTAYaABHUK BIiATIOBIAHMX OAAr He MOXe I0pU-
AVIYHO TIEPEIIKOAXKATY TIOCTAYaHHIO 11 BUKOPYICTAHHIO TAaKOro OAara iHIIMMY TOCTa4aAbHUKAMMU.

Apyra yMoBa MOASITa€ B TOMY, 1[0 CIIO)XMBAHHS CYCIIABHOTO OAara OAHIEI0 AIOAVMHOIO
He BUKAIOYAE MOKAVIBOCTI CIIO>KMBATU 1OTO0 11 iHImMu AroAbMu. Came ToMy 0e3 OyAb-sSIKMX
HeraTMBHMX HACAIAKIB UMMAAO AIOAEI MOXKYTh BOAHOUYAC CIIOXKMBATY OAHE 11 Te XK caMe CYCITiAb-
He 6Aaro.

Y HeAeMOKPaTUYHOMY CYCITIAbCTBi CYCITiABHI 6Aara KOHTPOAIOIOTBCS AEPKaBOI0. 3 BiA-
MOBIAHOT cepy XXUTTA 3a3BUYAN BUAAASIOTh HEAEP)KAaBHMX CY0 €KTIB, IO YHEMOXKAVBAIOE
ATIIT (B OiabIIOCTi BUITAAKIB — B IIPUHLMIIL, 800 YBOAUTD J10TO B ITE€BHi paMKM LITYYHUX 00-
Me>KeHb). Y AeMOKPaTUYHOMY X CYCIiAbCTBI CyCIiAbHi OAara € pesyAbTaTOM CIIIABHOI Al rpo-
MaAsIH, BOAIO SIKVX BUPa’KaloTb BUOpaHi HUMM Aep>KaBHi OpraHM Ta OpraHu MiCLieBOro ca-
MoBpsiAyBaHHsI. OaHi i1 Ti X cami mocAyru (HampMKAaA, LIKIABHULITBO i1 OCBiTa 800 0XOpOHa
3AOPOB’sI) MOXXYTb OYTU BipAHECEHI AEMOKPAaTUYHMM COLIiYMOM AO IyOAiYHOI a00 mpuUBaTHOI
cdepu abo X AO Ti€l 11 iHIIIOI BOAHOYAC, 3aA€XKHO BiA BOAI 11 0c06MCTOro BUOOPY rpOMaASH.

162 CyberFirst Bursary and Degree Apprenticeship [EAexTponnmit pecypc]. — Pexxum aoctymy : https://www.ncsc.gov.uk/articles/
cyber-first-bursary-scheme

163 Academics and researchers [EaekTponnuit pecypc]. — Pexxum aoctymy : https://www.ncsc.gov.uk/Academics-and-researchers

164 NATIONAL CYBER SECURITY STRATEGY 2016-2021 [EaexTponnuii pecypc). — Pesxum poctymy : https://www.gov.uk/
government/uploads/system/uploads/attachment_data/file/567242/national_cyber_security_strategy_2016.pdf

165 Cyber security training for business [Eaextponumit pecypc]. — Pesxum aoctymy : https://www.gov.uk/government/collections/
cyber-security-training-for-business

166 Dobra publiczne [EaexTponnnit pecypc] / Wikipedia. — Pexxum poctymy : https://pl.wikipedia.org/wiki/Dobra_publiczne
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OAHUM 3i crioco6iB OTpUMaHHSI CYCITIABHUX OAar € myOAiuHa (AeprkaBHa) mocayra (ustu-
gi publiczne; public service)'®, sika B >)KOAHOMY pa3i He MOXKe OyTU 3BEAEHOIO AO MyOAiYHOI
(Aep>xaBHOT) MOHOITOAIT'®. ToOTO Taki MOCAYTHM Aep’kaBa MOXXe HaAQBATU He TiAbKU Oe3roce-
PEAHDBO, aAe 1 OIIOCEPEAKOBAHO, 3BEPTAIOUYNCh AO NIPMBATHUX CTPYKTYP Ta diHAHCYIOUM Bip
iMeHi cycniabCTBa OAIOHY AISIABHICTD 3 OIOAKETHVX 3aCO0iB.

Y cyvacHuX pAeprkaBaX AEMOKPATUYHOTO TUITY OCOOAMBOIO MOIIMPEHHS HAAQHHS Ty0-
AlYHVIX TIOCAYT HabyAO B Takux cdepax, sIK: TeAeKOMYHiKallii Ta nmomypeHHs epipHoro paaio-
TEAEBi3i/IHOTO CUT'HaAY; OCBiTa Ta LIKIABHMLTBO; COLliaAbHa OIiKa (0CODAMBO AASI AiTell, AIOAEI
3 BaAAMU PO3BUTKY, TIOXMAOTO BiKY TOLI[0); OXOPOHA AOBKIAASI; OXOPOHA 3AOPOB’sI Ta CaHiTapis;
IIOBOAJKEHHS 3 BIAXOAQMM Ta MIATPMMAaHHS YMCTOTU 11 IOPAAKY; IMOAILIINHA CIIpaBa; IOXeXXHa
CIpaBa; BilICbKOBA CIpaBa; eHEPronocTayaHHs (eAeKTpoeHepreTuka, rasudikalis, Tenaome-
peXi TOIL[0); MICbKUI TPAHCIIOPT; OYAIBHMUL[TBO COLIIaABHOTO JKMTAQ; IIPOCTOPOBE IMMAAQHYBaH-
HsI Ta MiCbKa apXiTEeKTypa; BOAHE TOCIIOAAPIOBAHHSI (BOAOMOCTaYaHHs Ta KaHaAi3awis); 36e-
peXeHHsI Ta apXiBaljisi my0AidHOI iHGopMmaLii (HarpuKAaa, Y TPAAULIIHIX a00 €eAeKTPOHHUX
6ibAioTexax) .

Takum unHoM, npeameTrom AITIT € HapaHHA cycniabHUX OAar. [Toabcpkmit IHcTUTYT
yOAIYHO-TIPMBATHOIO IIAPTHEPCTBA BUOKPEMAIOE TaKi BM3HaYaAbHi o3Haku ATIIT:

e cmiBmpans My0AiYHOro (A€p>KaBHOT0) CEKTOPY 3 MPUBATHUM;

e LMBIABHO-IIPAaBOBMII XapaKTep MOAIOHOI criBmpalii;

e KOHKpEeTHa MeTa MMOAIOHOI criBmpali: mobyAoBa iHGpPaCTPYKTYpHUX 00’€KTiB, Ha-
AQHHS IEBHUX ITOCAYT, 1110 TPAAMULIITHO BUKOHYBAAOCS IyOAIYHUM (A€ep)KaBHMUM) CEKTOPOM;

e ONTMMAaAbHUM MOAIA 3aBAQHB MDK 000Ma CEKTOpaMI;

e TMOAIA PU3MKIB Mi>K 000Ma CeKTOpamu;

e B3aeMHa KOpUCTh'”.

OxpeMmi AOCAIAHMKY BUOKPEMAIOIOTH TaKoX Taki popmum ATTITHE:

1. CniapHe mipnpuemcTBo (Joint Venture) — criiAbHe BUKOPUCTaHHSI peCypPCiB Ta 1o-
AIA PU3MKIB MK YPSAOM Ta IPMBAaTHMM CEKTOPOM BKAIOYHO 3 BUKOPMCTAHHSM CIeLjiaAbHUX
iHcTpyMeHTaAbHUX 3ac00iB (Special Purpose Vehicle, SPV).

2. CepsicHuii pAoroBip (Service Contract) — ypsip HalIMa€e 3 METOI HAAQHHS MEBHUX
IIOCAYT NPUBATHY KOMIIaHiIO Ha NeBHUI Nepiop (3a3Buyait Ha 1-3 pokn).

3. YmpaBaiHcbkuii AoroBip (Management Contract) — byHAaMeHTaAbHI BUAATKM Oepe
Ha cebe ypsiA, IpMBaTHA KOMIIaHisI 3abe3mneuye 000pOTHUI KaIliTaA AASI peaAisallii mpoexTy.

4. Aorosip openpu (Lease contract) — IpUBATHUIT CEKTOP MOBHICTIO Oepe Ha cebe
peaaisaliilo KOHTPaKTy cTpOKOM A0 10—20 pokiB BKAIOUHO 3 piHaHCYBaHHSIM, €KCIIAYaTaLli€lo,
YIIPaBAIHHAM fAKICTIO Ta PU3MKAMMU.

5. Konuecii (Concessions) — koH1iecioHep (MpMBaTHA KOMIIaHist) — MATIPUEMCTBO OB-
HOTO O0CAYTOBYBaHHSI KOHTPAKTy BKAIOUHO 3 KaIliTAABHVMM BKAQAEHHSIMMY, €KCIIAyaTalli€lo,
YIIpaBAIHHSIM Ta 0OCAYTOBYBaHHSIM. 3a3BMUYail Ale cXeMa: «I100yAOBa 00’€KTa — 110r0 eKCIIAya-
Tauis — mepepada ob’exra pepxasi» (Build-Operate-Transfer, BOT), x0ua MO>XXAMBI Bapiatiii.

Auckycii pooBkoaa cytHocTi AINIT cToCcyloThCA MepeAyCciM MO>KAMBOCTI 10T0 OTOTOX-
HeHHs1/pO3pi3HeHHsI 3 KOHLIECIITHOIO AisIABHICTIO (KOHLecissMu). TyT 3ycTpivaroTbCst ABi Kpait-
Hi 03U Llii: OTOTO>XKHEHHSI LIX HOPM B3aEMOAIT Aep>KaBHOTO (IyOAIYHOTO) Ta IPMBATHOTO MAPT-
HepiB Ta IX pO3MeXXyBaHHSL.

167 Ustugi publiczne [Eaextponnuii pecypc]. — Pexxum aoctymy : Wikipedia https://pl.wikipedia.org/wiki/Us%C5 %82ugi_publiczne

168 Cesar A. Guimardes Pereira, Public-Private Partnerships (PPPs) and Concessions of Public Services in Brazil [EaexTponuwmit pe-
cypc]. — Pexxum poctymy : www.bricslawjournal.com/jour/article/download/4/5

169 Ustugi publiczne.

170 partnerstwo Publiczno-Prywatne (PPP) [EaexTpounnit pecypc] / Instytut Partnerstwa Publiczno-Prywatnego. — Pexxum aocTy-
my : www.paih.gov.pl/files/?id_plik=16912

7! Surya Kiran Sharma. Public-Private-Partnership in Cyber Security [EaexTponnmit pecypc] / Centre for Land Warfare Studies
(CLAWS). — Pexxum poctymy : http://www.claws.in/1278/public-private-partnership-in-cyber-security-surya-kiran-sharma.html



AHATTIITUHYHA AOMNOBIAb

HajtonTuMaApHIIM ySBASIETBCS MTOTASIA, BiATIOBiAHO A0 sikoro ATTIT — Giabiue mmpo-
Ke IOHATTS, a KOHLecist — Aulle oAMH 3 pisHOBMAIB AT, sKkui1 cTocyeTbcs nepeBakHoO pea-
Aizanii iHppacTpyKTypHUX 00’€KTiB 3a KOLITY IPUBATHOIO iHBECTOPA 3 iX HACTYIIHOIO Iepe-
Aauero Aep)KaBHOMY (mybOAiYHOMY) BAQCHMKY Ha 3acapax HABEAEHOIO BUILE MPUHLUITY
«Build-Operate-Transfer (BOT)».

3asBuuai crnisnpaus Ha 3acapax AITIT mae AooBrorepMiHOBUI XapakTep yepe3 HU3bKY
OKYITHICTb NPOEKTIB Y KOPOTKOTPUBAAIN MEPCIEKTUBI, 3 OAHOTO OOKY, Ta HEOOXIAHICTIO Ha-
AQHHSI TapaHTill AKiCHOI mocAyru — 3 iHmoro. Y PIT Taki KOHTpakTu yKAapaoTh y mexax 30—
70 poxkiB. BAacHe OYAb-sIKUII IPOEKT, SIKMIT 00ilisie IPMBAaTHUKY IIOBEPHEHHSI BKAQAEHVIX Y HbO-
ro KOLITiB, MOXKe OyTu peaaizoBanuit Ha 3acapax AITIT.

Y kpainax €C AINIT po3noBciopkeHe HepiBHOMipHO. Haitbiablr iHTeHCHBHO Taka ¢op-
Ma criBIpaui Aep>kaBu (MiCLIeBOro CaMOBPSIAYBaHHsI) 3 IPUBATHUM CEKTOPOM pO3BMBaAaCs
B Beaukin Bpuranii'’, Icnanii i1 I[Topryraaii. 3okpema, y Beaukinn Bpuranii, npoexTu, peaai-
3oBaHi Ha 3acapax AINIIL, ctaHoBAATB 15 % Bi ycix iHBeCTULill B Aep>KaBHUI CEKTOP.

IToAbCBKiI AOCAIA>KEHHS CBiAYATD IPO Te, 110 3aLIiKAaBAEHICTD Y LIl MOAEAL criBIpani
3 IPUBATHUM CEKTOPOM HaHIDKYA HAropi (Ha piBHi LieHTPaAbHUX OPTaHiB A€P>KaBHOI BAAAMN)
i 3pocTae y Mipy pyXy BHM3 — AO BAAAHMX OPIaHiB BOEBOACTB, NOBITiB Ta rMiH. HaiiBuioro
OyAa mopibHa aKTMBHICTb Ha PiBHI MiCT Ha NpaBax MoBiTiB'”>.

ITpaBoge peryatoBanHsa AIITy PIT rpuBaanit yac 6yao BiacyTHe i anire y 2008—2009 pp.
HaOYyAY YMHHOCTI ABa IPUMHLIUIIOBO BaXXAUBI 3aKoHY, sKi BperyAatoBaau ATIIT ta KoHIeciitHy
AIIABHICTB 74,

[ToabcpKumit 3aKoH, 110 BperyAoBas ATNIT, OyB yxBaaenuit Hanpukiuui aArororo 2009 p.,
aAe 3TOAOM 3a3HaB 3MiH i3 YpaxXyBaHHAM CIiAbHO€EBPONENChKOI MpaKTUKM 3aoxoueHHs AT
(y TOMY 4MCAi — 32 PaXyYHOK MOXXAMBOCTEN BUKOPUCTAHHS BiAITOBIAHVX CIIIABHOEBPOIENCHKIX
¢boHAiB; pecypciB €EBPP Towo).

IctoTHO BaskauBuM y PIT cTaAo CTBOpEHHSI HOBUX iHCTUTYLill T iIHCTPYMEHTIB, CIIPO-
MO>XHMX ITO3UTMBHO BIAMBATY Ha IpulIBKAIIeHHs puHKy AT Y pekomeHAaLlisIX TOABCBKO-
ro Llentpy AIIII mmaoca 3okpema npo:

o crBOpeHHs npu MiHicTepcTsi ekoHomiku (Ministerstwo Gospodarki) neHTpaAbHO-
IO OpraHy, BiAllOBIAQABHOTO 3a opraHisaliito Ta imnaemenrauito B PIT ATII, koopauHaliio
B LIbOMY HAIIPAMIi AIIABHOCTI iHIIMX YPSAOBMX YCTaHOB;

e BIIPOBaAXXEHHs II0CaAU YIIOBHOBaXKeHOTo ypsipy y cipasi AT (petnomocnika rzg-
du do spraw PPP).

Ao HaBa)XAMBILIMX 3aBAAQHB MOAIOHMX IHCTUTYLIT BiAHECEHO:

e Mpo2paMHi — BKAIOYHO i3 HallpalL[lOBaHHsIM cTparterii Bukopuctanusa popmyau AT
AAST peaaizallii ypsioAOBOI cOLliaAbPHO-eKOHOMIUHOI MOAITMKY ¥ cTparerii imnaemeHTanii pop-
myAan ATIIT y pakTHKy HapQHHS ITyOAIYHMX TOCAYT;

e KOOpOuHauiriHi — 3a0e31eyeHHs TOTOAXKEHOI AISIABHOCTI Aep>KaBHUX OPTraHiB, BiA-
noBipaapHuMx 3a AT

e  MOHimoOpuH208i — ipeHTUIKALISA KIABKOCTI Ta CTPYKTYpHU MiAIIPYEMHUIIBKOI aK-
TUBHOCTI Ha 3acapax AIIT

172y Beaukiit BpuraHii BIIPOAOBX OCTaHHBOTO AECATUAITTS Ha 3acapax «popmyan AIIT» no6yaosano noxaa 800 HOBUX IIKiA;
44 Aixapi (micast 1997 p.); 13 tiopem (Ae nepebyBaioTh 6An3bK0 10 % yB'si3HEHNUX); AOPOr'Y; 3aAiBHMULI; AIHII AOHAOHCBKOTO METPO; UM-
MAaAO ypsIAOBUX OyaiBeAb (cepea Hux — 6yaiBai Ambacapu Beankoi Bpurawii y Bepaini ta Minicrepcrsa ¢iHaHciB B AOHAOHI). A0 1jbO-
IO IePeAiKy CAiA AOAATU YMCAEHHI IIPOEKTH 1I[OAO OXOPOHU AOBKIAASI, TIOBOAXKEHHS 3 BIAXOAAMM Ta TPOMAACHKOTO TPAHCIIOPTY.

173 Herbst Irena, Jadach-Sepioto Aleksandra, Korczynski Tomasz. Wspétpraca: Jagusztyn-Krynicki Tomasz, Mysiorski Bartosz,
Zaremba Przemystaw. Raport o partnerstwie publiczno-prywatnym w Polsce / Praca zbiorowa pod redakcja prof. dr hab. Jerzego
Hausnera. — Warszawa, lipiec 2013. (Publikacja sfinansowana z grantu Fundacji S. Batorego przyznanego na realizacje projektu
upowszechniania PPP w Polsce).

174 Ustawa z dnia 19 grudnia 2008 r. o partnerstwie publiczno-prywatnym (Dz. U. z 2009 r. Nr 19, poz. 100 z p6zn. zm.); Ustawg o
PPP. -Ustawa z dnia 9 stycznia 2009 r. o koncesji na roboty budowlane lub ustugi (Dz. U. Z 2009 r. Nr 19, poz. 101, Nr 157 poz. 1241 z

po6zn. zm.); Ustawa o Koncesjach.



OEP>XABHO-MPUNBATHE MAPTHEPCTBO Y COEPI KIBEPBEESIEKN...

* AHANIMUYHI — OLIIHKY BIIAMBY NPABOBMX T iHCTUTYLIMIHUX PETYAATUBIB Ha Iepe-
oir peaaisanii AT, a TakoXX LiHHICTD Ta ePEKTUBHICTb MPOEKTIB y KOHTEKCTi 3aBAAHb YPsi-
AOBOI cTparerii;

o 0p2aHi3ayiliHO-IOPUOUYHI — TIIATOTOBKA HEOOXIAHMX MPAaBHUYO-IHCTUTYLIIHUX
KOPEKTUB Ta M0AQYA NPOIMO3NULIiI L[OAO iX YXBaA€HHS.

26 aunnst 2017 p. Papa minictpiB Pecriy6aiku [ToAbina yxBaArAa BaXKAUBUIT AOKYMEHT
«[Toaituka Ypsiay y chepi po3BuTKy nmybAiuHO-niprBaTHOTrO mapTHepcTBa» («Polityka PPP»)'7.
Y ybomy AoKyMeHTi nepcnekTyByu po3BuTkKy AIIIT mopaoTbes 3 mo3uLin aHaAITUYHUX OLi-
HOK KOHKPETHMX MO>XAMBOCTEN IMMOABCbKOIO PUHKY. Llel1 AOKyMeHT AOIOBHIOE 11 KOHKpeTU-
3ye OiAbLI IV POKNIT AOKYMeHT — «CTpareriio 3aAAs BIATTOBIAQABHOTO PO3BUTKY»7° i1 YBiilIIOB
AO T. 3B. «I1akeTa MopaBelpkoro» (Mareyi MopaBeLbKIil, SIKUIT 3TOAOM OYOAVIB IIOABCHKII
ypsiA, Ha Toi1 yac 6yB MiHicTpoM iHBecTuLlin Ta po3Butky PIT)'7.

Y 3araAbHOIIOABCHKOMY MacLITabi B yMOBaX MaKCUMMAAbHOI iH$OpMallilHOI mpo3opo-
cti moaitTuky AITIT koopauHye MinicTepcTBo iHBecTHL il Ta po3BUTKY (Ministerstwa Inwesty-
¢ji i Rozwoju). 30KpeMa, TaKy aKTUBHICTb A€TKO BIACTEXYBATU Yepe3 OAMH 3 TIOPTAAiB LIbOTO
MiHicTepCcTBa, MPUCBAYEHUN TOTOYHUM muTaHHsIM ATITT!S,

HeopHoO3HauHMM 3aAnmaeTbcs nutaHHs BuMipoBaHHs AKocTi KATITIT y IToabwmi.
Y 2015 p. opranisaliis, 1110 penpeseHTye iHTepecu HaibiAbIIMX cOPTBEpHMX KOMIIaHii CBiTY
BSA — Software Alliance (mutab-xBapTrHa — y BammHrroni) npoanaaisyBaaa craH Kibep6es-
neku B ycix 28 kpaiHax — yaeHax €C 11 po3pobuAa BiATIOBiAHI peKOMeHAallii €BPOIEeiCbKOro
MpPEeACTAaBHULITBA Mi>KHAPOAHOI opraHisanii'”.

OuiHIOBaHHS TIPOBOAUAOCS 32 25 KpUTEPisiMU, 3TPYIIOBAHMMU AOBKOAQ ITSITU 3aCaA-
HUYMX T€MAaTUK:

e TIPaBOBUX MACTaB GYHKLIOHYBaHHS KibepIpocTopy;

e OprasisalillHMX iHCTUTYLIiN Ta MeXaHi3MiB;

e MYOAIYHO-TIPMBAaTHOIO MapTHEPCTBA;

e CEeKTOpaAbHOI KibepOesnexy;

o Kibep0Oe3rnmeKoBOro MpoCBiTHMUIITBA.

Aipepamu y cdepi KATIIT BSA — Software Alliance Busnano m’'sitb kpain €C: ABcTpiro,
Himeuunny, Hipepaanau, Icnanito i1 Beauky Bpuraniro. llJopo iHmux kpain €C, To cTa”
KATIIT y Hux BU3HaHO «abo HeicHyIounM, ab0 BeAbMM 0OMeXXeH!M, a60 Ha HalTHIPKYOMY 111a6-
Al pPO3BUTKY».

PIT 3a Bcima 3alpOIIOHOBAaHMMM KPUTEPISIMU MTOCIAA TIO3ULII0 KTBEPAOTO CepeAHsIKa»
i1, 3TIAHO i3 3aIIPOITIOHOBAHOIO AOTIOBipAI0 BSA — Software Alliance, «Mara KOMIIAEKCHY CTpa-
Teriio 3 4iTko cGOPMYAbOBAaHMMMU LiASIMU». VIIIAOCS TIPO TaKMit AOKYMeHT, sIK «[ToaiTuka 3a-
xucty Kibeprnpocrtopy Pecriybaiku [Toabiar» Bip 25 yepBust 2013 p.'*, yxBaaennit [TocriitHum
komiterom Papu minictpis PIT (Komitet Staty Rady Ministrow).

175 Polityke Rzadu w zakresie rozwoju partnerstwa publiczno-prywatnego [EaexTponnuii pecypc]. — Pexxum poctymy : https://www.
ppp.gov.pl/Aktualnosci/Documents/POLITYKA_PPP_0717.pdf

176 Strategia na rzecz Odpowiedzialnego Rozwoju [Eaextponnuit pecypc]. — Pexxum aocrtymy : https://www.mr.gov.pl/media/36848/
SOR_2017_maly_internet_03_2017_aa.pdf

177 SOR: administracja bedzie zorientowana na ustugi cyfrowe [Eaextponnuit pecypc]. — Pexxum poctymy : https://www.onet.
pl/?utm_source=biznes_viasg&utm_medium=nitro&utm_campaign=allonet_nitro_new&srcc=ust

178 Departament Partnerstwa Publiczno-Prywatnego [EaexkTponnuit pecypc]. — Pexxum aoctymy : https://www.ppp.gov.pl

179 BSA — Software Alliance [EaexTponnmit pecypc]. — Pexxum pocTymy : http://www.bsa.org/about-bsa

Ha momeHT onybAikyBaHHs Li€el AoonoBial BSA — Software Alliance cepep 28 TopiuHix yaeniB €C anute 19 pospobuan crparerii
Kibepbesnexu. BiamoBiaHux cTpareriit Ha Toi1 MOMeHT He po3pobuan: Boarapis; Xopsarist; Aauis; Ipewist; Ipaanais; Maabra; CaoBe-
His; 1Berris.

Y TMopryraaii Taka crparerist nepebyBaaa B cTaaii po3apobaenns. Harmisuiwe (y 2014 p.) raki ctparerii pospobuan Aursa, Ecto-
Hist i1 [Taais, a panime 3a Bcix (y 2008 p.) — CaoBayumHa.

180 Polityka ochrony cyberprzestrzeni Rzeczypospolitej Polskiej [EaexTponHmit pecypc]. — Pesxum poctymy : https://goo.gl/VCXSTW
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BiAbII KpUTUYHO MOCTABUAUCS AO 3a3HAYEHOIO AOKYMEHTA IOAbCHbKi KOHTPOAEpHU
3 «HaitBuijoi KOHTpoOABHOI TaAaTu» ', sIKi 3ayBaskuAM, 1110 BiH € «PE3YABTATOM ITOTaHOTO KOM-
IIPOMiCy», @ TOMY He € Ai€3AaTHUM, I1030aBAEHMIT HAA€XKHOI KOHKPETUKY TOIIO. Y AOKYMEHTi
HaBiTh OYAO BUSIBAEHO «icTOTHI moMuakm» (bledy merytoryczne).

Ha MomeHT oryOAiKyBaHHsI 3a3HaueHoi AonoBial BSA — Software Alliance, PIT maaa pe-
KiAbKa «KOMITIOTEPHUX IPYII 3 pearyBaHHs Ha Hap3BuyanHi curyanii — CERTS» BKAIOYHO
3 CERT.GOV.PL, sixu 3abe3meyuyBaB 0e3IeKy BCi€l ypsiA0BOi Ta KpUTUYHOI iHdpacTpyKTypu'®.

Metow CERT.GOV.PL € 3a6e3me4eHHs Ta PO3BUTOK ITOTEHIIiaAy OpraHi3aliifiHuX IiA-
po3aiAiB Aep>xaBHOrO yrnpaBAiHHsA PIT aAAst 3axucTy Bip Kibep3arpos, i3 0COOAMBYUM aKLleHTOM
Ha HalaAM, OpieHTOBaHi Ha KpUTuuHy iHdpacTpykTypy. CERT.GOV.PL dyHKLiOHYyE BipmO-
BiAHO A0 mpunuciB «IIporpamMu oxopoHu Aep>kaBHoro Kibeprpocrtopy Pecniy6aixku IToabina
Ha 2009-2011 poku (RPOC)»'®, yxBasenoi 9 6epesus 2009 p. [TocriitHum komiteTom Papu
Mminictpis PIL

CERT Polska'®* aie Bip 1996 p. (a0 xinus 2000 p. — mip, HazBoo CERT NASK). Bi
1997 p. CERT Polska € unenom FIRST (Forum of Incidents Response and Security Teams), cmiB-
IpaLoYy B paMKax Lii€l opraHisauii 3 MoAIOHMMY CTPYKTYpaMiU IO BCbOMY CBITi.

Ao roaroBHux 3saBpanb CERT Polska HasexaTb:

e 3amuc Ta 0OpOOKa MOALM, SKi MOPYLIVIOTh Oe3IeKy MepeKi;

e IIOBIAOMAEHHS KOPMCTYBauiB PO HACTAHH: 3arpo3 1 aKTUBHA BiAIIOBiAb Y pasi 6e3-
MOCEPEeAHbOI 3arpo3y KOPUCTyBavyaM;

o cniBnpays 3 inmmmu komanpamu IRT (Incidents Response Team), siki AlFOTB y pam-
Kax FIRST;

e YYacThb y HalJiOHaABHMX Ta MDKHAapOAHMX IPOEKTaX, ITOBSI3aHMX 3 TEMATUKOIO iH-
dbopmatiiitHoi Oe3mneku;

e HayKOBO-AOCAiAHA AISIABHICTB IJOAO METOAIB BUSIBAEHHS iHIVIAEHTIB Oe31eKu;

e aHaAi3 MIKIAHMIIBKOTO MPOTrPaMHOro 3abe3neyeHHs Ta CUCTeMU OOMiHY iHbopMa-
Lli€l0 MPO 3arposy;

e pO3pODOAEHHS BAACHUX IHCTPYMEHTIB AASI BUSIBAEHHSI, MOHITOPVHTY, aHAAi3y Ta CIIiB-
BipAHeceHHs 3arpos;

o peryasipHa nyoaixauis 3Bity CERT Polska npo 6e3neky inTepHeT-pecypcis [ToAbii;

o iHdOpMaLiTHO-TIPOCBITHMLIBKI 3aXOAM, CIIPSIMOBAHI Ha MiABUIEHHS 00i3HAHOCTI
y cdepi inbopmauiitHol Oesmneky, B T. 4. Yyepes mybaikauito iHopmauii npo 6esmnexy B 6A03i
cert.pl Ta y coniaapHux Mepexxax Facebook i Twitter; opraunisanito kondepeHnuin SECURE™;

e He3aAeXHi aHaAi3u Ta TecTu pieHs y chepi IT-0esnexu.

Cepep NpOEKTiB, AKi BIPOAOBX OCTaHHbOTO Mepioay ycminHo peaaisye NASK, caip
BUOKPEMUTH TaKi'®:

e ARAKIS-GOV — cucreMy paHHbOIO MOIEPEeA)KeHH: NIPO iHTepHeT-3arposy, sKa €
pe3syAbTaToM criBnpaui AemaprameHTy TeaeiHpopmaliiiHol Oe3neky AreHiiil BHYTPilIHbOI
0esnexu Ta KomaHAU CERT Polska, mo aie B pamxax NASK. ARAKIS-GOV 6yB noyaTKoBO
CTBOPEHUI AAS MIATPUMKM Ta 3axucTy pecypciB IKT aeprkaBHMX apMiHiCTpaliil, aae 3aBAS-
ku cniBnpaui 3 CERT Polska Habype A0AQTKOBOI PyHKIIIOHAABHOCTI.

181 Realizacja przez podmioty paristwowe zadati w zakresie ochrony cyberprzestrzeni RP, Informacja o wynikach kontroli, KPB4101—
002-00/2014 — nr ewid. 42/2015/P/14/043/KPB. / Departament Porzadku i Bezpieczenstwa Wewnetrznego, Najwyzsza Izba Kontroli. —
Warszawa, 2015. — S. 12.

182 Mtotek Michal, Siedlarz Marcin. Rzadowy Zesp6t Reagowania na Incydenty Komputerowe CERT.GOV.PL
183 Rzadowy Program Ochrony Cyberprzestrzeni RP na lata 2009-2011 (RPOC).
184 CERT Polska [Eaextponnuit pecypc]. — Pexxum poctymy : https://www.cert.pl/

185 SECURE 2018-22. KONFERENCJA NA TEMAT BEZPIECZENSTWA TELEINFORMATYCZNEGO [Eaextponnuii pecypc). —
Pexxum poctymy : https://www.secure.edu.pl/pl/site.html

18 PROJEKTY STRATEGICZNE [EaexTponnuit pecypc]. — Pexxum poctyny : https://www.nask.pl/pl/dzialalnosc/projekty-

strategiczne/145, Projekty-strategiczne.html
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o ACADEMICA - npoexrt ouudpyBaHHs 6i6AioTeuHrx PpoHAIB, ssKuil peaaizye Ha-
LioHaapHa 0ibAioTeka Ta NASK, 3acHoBaumi1 mip eripoto @oHAY moAbebKoi Hayku (Fundacja
na Rzecz Nauki Polskiej) Ta sxuit ¢pinancyeTbces 3 «OmnepaliiiHol mporpaMy iHHOBaLiTHOI eKO-
HoMiku» (Programa Operacyjna Innowacyjna Gospodarka, Dziatanie).

«be3neynnit InTepHeT» — peaaisyeTbcs [T0ABCBKMM IPOrpaMHYM LIEHTPOM Oe3Iey-
Horo IutepHery (PCPSI) ciouarky B pamkax nporpamu €C «besneunnit IntepHer» (2005—
2014 pp.), a HapaAi B pamkax nporpamu €C «Connecting Europe Facility» (CEF). MeTor npo-
€KTY € MiABUIIEHHsI 00i3HAHOCTI IPOMAACHKOCTI I[OAO 3arpo3, sIKi BUHMKAIOTh YHACAIAOK
BUKOPMCTAHHS iHTepHeT-KoMYHiKaliil. Cepea 3axoAiB npiopureToM € 60poThba 3 HE3aKOH-
HUM 1 IKiAAMBUM BMicTOM Mepexi.

BakauBuM KpokoM yriepep y cripaBi HaaaropxeHHss KATIIT mibx MiHicTepcTBOM onud-
PYBaHHs 1 TOABCBKUM Oi3HecoM cTaB oQiLiiiHMil MoyaToK pobotu 5 aunusa 2016 p. Hauio-
HAABHOTO LieHTpY KibepOesneku (Narodowe Centrum Cyberbezpieczeristwa, NCC), cTBOpeHO-
ro Ha 0a3i CERT NASK. AAst 1boro OYAO YKAQAEHO BIATIOBIAHY YyroAy Mi>k MiHicTepcTBOM
oundpysanHs Ta CriAKOIO MOAbCbKYUX 0aHKiB (Zwigzek Bankéw Polskich). Ao criucky mipmnm-
caHTiB yroau ysinmamn: Citi Handlowy, Credit Agricole, mBank, PKO BP, Raiffeisen Polbank,
BZW BK, Orange, T-Mobile, Polkomtel, Energa, PSE S.A., Gas-System S.A., PERN S.A. 1 PKP
Informatyka.

B opranizauii HaljionaapHOro 11eHTpY KibepOe3neKku MoAbChbKi Meaia BiaTIOBiAHOTO da-
XOBOTI'O CIIPSIMyBaHHS IMIAKPECAIOIOTD IIEPCOHAABHY 3aCAYT'Y TIOMIYHMKA MiHicTpa ouudpyBaH-
Hs1 3 MUTaHb KibepOesmneku, renepasa Baoasumexa Hosaka (Wiodzimierz Nowak)'™'.

Ianest HauioHaAbHOTO 1IeHTpY KibepbOesIeki MOAsITae epeAyciM y L[iAoA000BOMY CTe-
KEHHI 3a Kibep3arposamu i1 KibepBUKAMKaMMY, sIKi HAAXOASITD 3BIiAyCiAb AO KOPAOHIB ITOAB-
cbKoi Mepexi abo BUHMKAIOTh BcepeauHi 1iel Mepexi. B. HoBak HaBiTh BUCAOBAIOBaBCS He-
OAHOPa30BO Ha KOPMCTb OpraHisallii HallioHAaABHMX BXIAHMX «eKpaHiB» Tumy firewalls.

Okxpim «IToaituku 3axucty kibeprnpocropy Pecriyoaiku [Toabiar, muranus KATIIT 06-
TOBOPIOIOTHCS IIEPEAYCIM Y TaKuX AOKyMeHTax PIT:

e AoxtpuHi kibep6esmnexu PIT 2015 p.'8;

o Crparerii kibepbesneku PIT na 2017-2022 pp.'®.

AoxTpuHa kibep6esnexku PIT 2015 p. y uetBepTomy po3saiai («KoHuemnuist miaroros-
41X 3aBAAHB y cdepi Kibepbesmnexu (MATpUMaHHS i1 pO3BUTKY Kibepbe3mnexkoBoi chepu [Toab-
cpKkoi Pecrty0aixu)») nmpononye mipposaia 3 AITIT (4.3.), Ae Taki 3yCMAASL MalOTb OyTH BXXUTI
AASL TOIO, 1106

e CTBOPUTMU YMOBY, 1IJO CIIPUSIIOTh 3pOCTAHHIO BiATIOBIAQABPHOCTI IPMBAaTHUX MIATIPU-
€MCTB i FpOoMaAsIH 3a ITyOAiuHi Ail y cdepi KibepOesnekn. 10 Mae 3abe31meunTy CUHEPTiIo Aep-
KaBHO-TIPUBATHOTO MapTHepcTBa y cdepi Kibepbesmexn PIT;

o 3abe3nmeunTy BiATIOBiAHI MeXxaHi3Mu CHiBpOOITHMITBA Ta NAPTHEPCTBA MiX A€p-
)KaBHMM Ta MPUBATHUM ceKTopaMu y cdepi Kibepbesmnexu.

ITpy LIbOMY HaroAOLIYETHCS HAa OCOOAMBIN yBa3i A0 KibepOesneku pepskaBy, AASI UOTO
IIPOIIOHYETHCSI BUKOPUCTOBYBATH:

187 NCC - na strazy cyberbezpieczeristwa [Eaextponnuit pecypc]. — Pexxum poctymy : https://www.gov.pl/cyfryzacja/ncc-na-strazy-
cyberbezpieczenstwa

188 Doktryna cyberbezpieczenistwa Rzeczypospolitej Polskiej. (Warszawa 2015). 4. KONCEPCJA ZADAN PREPARACYJNYCH
(PRZYGOTOWAWCZYCH) W DZIEDZINIE CYBERBEZPIECZENSTWA (UTRZYMANIA I ROZWOJU SYSTEMU
CYBERBEZPIECZENSTWA RP). 4.3. Publiczne i prywatne ogniwa wsparcia [EaexTponnuit pecypc]. — Pexxum poctymy : http://en.bbn.
gov.pl/ftp/dok/01/DCB.pdf

189 Strategia Cyberbezpieczeristwa Rzeczypospolitej Polskiej na lata 2017-2022 [EaexTponHuit pecypc]. — Pexxum poctymy :
https://www.gov.pl/documents/31305/0/strategia_cyberbezpieczenstwa_rzeczypospolitej_polskiej_na_lata_2017_-_2022.pdf/f249b627-
4050-a6f4-5cd3-351aa025be09

190 4.3, PUBLICZNE I PRYWATNE OGNIWA WSPARCIA [EaextponHuit pecypc]. — Pexxum poctyny : http://en.bbn.gov.pl/ftp/
dok/01/DCB.pdf
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AHATTIITUHYHA AOMNOBIAb

e INyOAiuYHO-TpMBATHUM Alaror y cdepi MATOTOBKM 3aKOHONPOEKTIB, SIKi CIIPUATU-
MYTb CTBOPEHHIO e(peKTVBHUX IPAaBUA Ta MPOLIEAYP AiSABHOCTI y cdepi KibepOesmnexu;

e yropu y cdepi Ljiaeit Ta 3aBpaHb KibepOe3nexky yepes AiaAOr Ha TEOPETUYHOMY
Ta MPaKTUYHOMY PiBHSX;

e IIPOCYBaHH: IIOABCBKMX pillleHb Ta MPOAYKTIB y cdepi KibepOeanexy Ha HaljiOHAAb-
HOMY Ta M>KHapOAHOMY PiBHSIX;

e edexTUBHY CHiBIIpalliO Ta Aep>KaBHY MATPUMKY Y cdepi KibepOesneku AAsI TpUBAT-
HIIX OIIepaTOPiB KOMIIOHEHTIB iHPpaCcTPyKTypy KPUTUYHMX CUCTEM YIPABAIHHA 3 BUKOPUCTAH-
HSM TeAeiHOpMaLIiIHUX CUCTeM i onlepaTopiB Ta MpoBanAepiB TeAeiHPOpMALIITHIX TOCAYT;

e 3AAyYEHHs NIPEACTABHUKIB AeP’KaBHOIO, IPMBATHOTO TA AEPXKaBHOT'O CEKTOPIB, IPo-
MaAsIH Y ITpolieci Oe3nepepBHOI OCBiTM Ta IiABMIIEHHS PiBHsI 00i3HAHOCTI IIOAO 3arpo3 y cde-
pi kibepbesmeku.

Y boMy X AOKYMEHTI MIAKPECAIOETHCA: «Ba)KAMBO CTBOPUTHU CUCTEMY MATPUMKHU AO-
CAipAXKeHD Ta po3po6oK y cdepi Kibepbesneky Ta OCBITY BKAIOYHO 3 IIPOEKTaMy, peaAizoBaHU-
MM Yy CHiBIIpalli 3i CBITOM HayKu i KOMepLifIHUX MAIPpUEMCTB. [[piopuTeTHUM Yy LIbOMY CeHCi €
CTBOpeHHs cucteMy ceprudikanii HallioHAABHYMX pillleHb, SKi MOXXYTb IOCIPUSITY HalliOHAAb-
Hill HE3aA€KHOCTI B TEXHIYHOMY, IPOTPAMHOMY Ta KPUIITOAOTIYHOMY BUMipax». ¥ PO3BUTOK
i€l iael 3a3HaveHo, 1[0 AAST AOBIOCTPOKOBOI onTumisatiii kKibepbesnexku PIT BaKAMBO CTBO-
PUTU BIATIOBIAHI TaAy3eBi CTAaHAAPTU TA HAA€XHI IPAKTUKU MATPMMKY IPMBATHUX Ta HEAEP-
aBHuX opraHizauiin (HAQO, HayKoBUX yCTaHOB TOILI0), TIATPMMAaHHS Ha YPSIAOBOMY PiBHi AO-
CAipKeHB Yy cdepi ynpaBAiHHA pusuKamu B KibepOesmnelti.

[Muranus KATIIT petaaisye posaia 7 «Crparterii kibepoesneku PIT Ha 2017-2022 pp.»,
yXBaAeHOI Mip eripoto MiHicTepctBa oundpysanus PITy 2017 p. Lleit AOKYMEHT € MPOAYK-
TOM AISABHOCTI MDDXKBiAOMYOIL IPYIIU, AO CKAAAY AKOI YBIMILIAY NPEACTaBHMKY MiHICTEpCTB:
Oundpysanns, HarionaapHoi 060poHy, BHyTpilHix cripaB Ta apMiHicTpauii, a TaKOXX HU3-
K/ 0€3MeKOBUX CTPYKTYP: AreHLjil BHYTpPillIHbOI Oe31eKy, YpPsIAOBOro LieHTpy Oesmnexu, biopo
HauioHaAbHOI 6e3nexu. [IpuBaTHi CTPYKTYpi y Lill rpyni ornocepeakoBaHo npeacTaBasiB Ha-
uioHaAbHUI KibepOesnekoBuit eHTp NASK.

Taxum unHOM y PIT cKAaAacsa AOCUTD UiTKO perAaMeHTOBaHa 3 IPABOBOI TOUKU 30pY
Ta MMATPMMaHa Ha PiBHi IPOMaASHCBKOIO CYCITIIABCTBA i1 0i3HECOBOTO Ta OaHKiBCHKOT'O CEKTO-
piB cucrema KATII, sika, o cyTi, AONOBHIOE 11 po3BUBa€ NMoAioOHI npaktyku AITIT B iHmmx
cdepax HapaHHS CYCITIABHUX OAar.
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Poznin 4. AKTYAJIbHI TIMTAHHA PO3BUTKY
KAOMNM B YKPAIHI

AK i B ycix iHIIKMX KpaiHaX, OPi€HTOBaHMX Ha AeMOKPAaTUYHY MOAEAb PO3BUTKY, ITiA
Oe3nocepeAHiM (3a pOPMOIO BAACHOCTI i MOXXAMBOCTSIMM QAMiHICTPaTUBHO-TIPAaBOBOTO BIIAK-
BY) KOHTPOAEM Aep’kaBM B YKpaiHi mepeOyBae Auille YaCTVHA HAL[iOHAABHOI KPUTUYHOI iH-
dbopmauniinHoi inppactpykrypu (HKII). 3HauHwit 1i cerMeHT — y raAyssx eHepreTMku, Ximiu-
Hol mpomucAoBocTi, TpaHcnopty, IKT, 6aHKiBCcbKOMY CeKTOpPi, KOMyHaABHOMY I'OCITOAQPCTBI
TOLO — IepeOyBae y NpUBaTHIM Ta iHmMX popmax BAacHOCTI. [Topsia i3 UM SIK yKpaiHChKuMI
TaK i Mi>KHapOAHMI AOCBiA CBIAUMTD MPO Te, 110: 1) caMe HepepsKaBHI 00'€KTU KibepOesrneku
3a3BMYall € HalOiAbLI BPa3sAMBUMU AASL KibepaTak''; 2) MOBHOLIIHHMIL 3aXMCT TaKMUX 00’€K-
TiB BUMarae 00’ €AHaHHsI 3YCUAD IIPUBATHOTO Ta AEP)KaBHOT'O CEKTOPIB i CUCTEMHOI B3a€MOA|]
MK HuMY; 3) mupoke, T06To He oomexene anie 06’ektamu HKII, KATIIT € B3aemoBurigAHum
i cipusie onTuMisauii raayseBoi Aep>KaBHOI IMOAITMKM Ta 3MillHEHHIO HallioHaAbHOI Oe3neKu
(3BicHO, 32 YMOBM aA€KBAaTHOTO iHCTUTYL{ITHO-IIPABOBOT'O PETYAIOBAHHS).

Kputnuna norpeba B po3Butky KATIIIT o6ymoBA€Ha B Cy4acHOMY CBiTi HU3KOIO MpU-
4MH, cepeA AKUX eKCIIepTY Ha3MBalTh HacaMIlepeA TaKi:

e  aKTUBHA MPUBATU3ALIS AESIKIX CEKTOPIB KPUTUYHOI iHPpaCTPyKTypH (1[0 € He Auiie
YKpaiHCbKMM, aA€e ¥ TAOOAABHMM TPEHAOM), YHACAIAOK SIKOI A€p>KaBHi OpraHy He MOXYTb ca-
MOCTITHO rapaHTyBaTH [TOBHOTY 3aXMCTy KPUTUYHOI iHpopMaLiitHOI iHDpaCcTpyKTypy;

e HAKOIMYEHHS BEAMKOI KiAbKOCTi eAeKTpOHHMX iH(dOpMaLiIHUX pecypciB, sKi Ma-
I0Tb B)KAVBE 3HAUEHHS AAS AISIABHOCTI SIK IPUMBAaTHUX BAACHUKIB TaK i OpraHiB Aep>KaBHOTO
yIIpaBAiHHS;

e 3aAeXHICTb iHGPACTPYKTYpH Bip iHPOpMaLiiTHO-TEAEKOMYHIKAL[iTHUX CUCTEM Ta iX-
HbOI YPa3AUBOCTI;

e 3pOCTarya KOHBEPreHLlisi KOMIT IOTEPHUX MePeXX, YHACAIAOK YO0 ypakeHHsI OAHIEL
3 iHpopMalliTHO-KOMYHIKaLIifHMX CUCTeM MOXXe CYTTEBO IO3HAUUTUCA Ha PYHKILIOHYBaHHi
IHIIMX;

e Y HIIAIIPMEMCTB MAaAOTO Ta CEPEAHBOro Oi3Heca 3a3BMYall OpaKye IOBHOBA)KEHD i pe-
CYpCiB AASI TOBHOLIIHHOTO 3aXMCTY BAacHOI iHdopMaLitHOl iHppacTpyKTypy, TOMY BOHU 3a-
LliKkaBA€Hi B OTPMMaHHI BiATTOBIAHVX ITOCAYT Bip Aep>KaBHMX OpraHiB Ta/abo Bip KpYIHMX KOp-
noparin'®.

Came Tomy pi3zHi popmu KATIIT po3rasipnaloTbcst HUHI SIK OAVIH 3 OCHOBHUX iHCTpYMeEH-
TiB MOOYAOBM e(peKTUBHIUX CUCTEM Kibep3axMCTy i MIMPOKO 3aCTOCOBYIOTHCSI B MIXKHAPOAHI
npakTuLi. B iaeaai e A03BoAsie moeAHATH Y GOpMYBaHHI HalliOHaABHOI cucTeMU Kibepbesnexu

191 B Vkpaini 11e A0Gpe MPOAeMOHCTPYBaAa, 30KpeMa, araka Bipycy NotPetya Baitky 2017 p., mpuuoMy 3’CyBaAocs, 110, KPiM CyTO
TEXHIYHMX YMHHUKIB (HEAOCKOHAAMX, 260 pocTo BiacyTHix cucteM T3I), 0CHOBHOI NPUYMHOIO ypaskKeHb Y IIPUBATHOMY CEKTOPI CTaB
T. 3B. AIOACBKMIT PaKTOP, TOOTO HErPaMOTHICTh KOPMUCTYBaviB i HepAbaAicTb Ta Henpodecionaaism IT-npaniBHuKiB.

192 Mapymwak A., [Tanuenko B. Bsaemoaist Aep>KaBHOTO Ta IPUBATHOTO CeKTOpiB y cdepi KibepHeTnyHOi 6esnexn: iHo3eMHMII AOC-
BiA Ta mepcrekTuBM AAst YKpainu // IndopmariniHa Ge3mneka, AIOAMHA CYCHiABCTBO AepkaBa. — 2014. — Ne 3 (16). — C. 56—-63.



AHATTIITUHYHA AOMNOBIAb

PO3MaITTsI peCcypcCiB MPMBATHOIO (CYCIIAPHOTO) CEKTOPY i3 CHCTEMHICTIO METOAUYHOTO Aep-
>KaBHOTO PeryAlOBaHH: KibepOesmnexi.

4.1. HopmaTuBHO-NpaBoBe Ta IHCTUTYLINHO-OpraHisaujinHe
3a6eaneyvyeHHsa KAMM B YkpaiHi

YxBaaeHHsa BepxosHoio Paporo 5 >xoBTHs Ta nipnucaHHA [IpesanpenTom Ykpainu 7 au-
cromapa 2017 p. 3akony Ykpainu «IIpo ocHOBHi 3acapu 3abe3neueHHs KibepOesneku Ykpai-
HI», 2 TAKOX 3aTBepAKeHHs YKkazoMm [IpesupenTa Ykpainu (Bip 15 6epesns 2016 p. Ne 96/2016)
HauioHaabHOiI CrpaTerii KibepOe3neKky 3aKAaAM OCHOBU HalliOHAABHOIO I'aAy3€BOTO 3aKOHO-
AQBCTBA i BUBHAYMAY KAIOYOBI BEKTOPU M10TO IIOAQABIIOTO PO3BUTKY BIAIIOBIAHO AO €BpOIIEN-
CBKMX AE€MOKPATMYHMX MPaKTUK. B 000X AOKyMeHTax 3Hauyly yBary IpUAiA€HO IUTAHHIO
npaBoBoro peryatoBaHHss KATIIT (y 3asHaueHOMY 3aKOHi 3aCTOCOBYETHCS popMa «AeprKaB-
HO-IIpMBAaTHA B3aeMOAis» — ATIB!%).

I B 3akoHi, i B CTpaTerii 3aTBepAXY€ETbCH, 10 AeP>KaBHO-IIPMBATHA B3aEMOAIS € OAHUM
3 IPUHLIMIIIB 3a0e31eyeHHs KibepOe3neku B YKpaiHi, a TAKOXK OAHUM i3 LIASAXiB QyHKIIOHY-
BaHHs Hal[ilOHAABHOI cUCTeMM KibepOesmneKy, 30KpeMa 3a AOTIIOMOTO00 «00OMiHy iHdopMaLlien
Ipo iHIIMAEHTU KibepOe3neky, peaAisauil CIIIABHMX HAYKOBUX Ta AOCAIAHMIIBKMX MPOEKTIB,
HaBYaHHs Ta MiABUIEHHs KBaAidikaril kappiB y uiit chepi». Crarts 10 «Aep)xaBHO-TIpuBart-
Ha B3aeMOAiA y chepi KibepOe3nek» Br3HAYa€ OCHOBHI HAIIPSIMM Ta BUAY AISIABHOCTI, A€ AO-
uiabHO BpaBatucs Ao AIIB y coepi kibepbesmexn '™

SK y nyx 6a30BMX AOKYMEHTaX, TaK i Y BIAIIOBIAHMX ITIA3aKOHHMX aKTaX Aep’KaBa He-
3MiHHO AeKAapye FOTOBHICTb AO CUCTEMHOI poboTtu 100 po3Butky AIIB y cdepi 3abesme-
yeHHs KibepOesmneku. Tax, y posnopsaxenHi Kabinery MinicTpiB Ykpaiuu Bip 10 6epesns
2017 p. Ne 155-p «Ilpo 3aTBepA’keHHs mAaHy 3axoaiB Ha 2017 pik 3 peaaisauii Crpareril Ki-
Oepbe3nexku YKpaiHu» sIK OAVIH 3 IIPiOPUTETHUX HANIPSIMIB Aill TAKOXX BU3HaYeHe «(HOpPMYBaH-
HSI CTpaTerivHMX HaNpsIMiB Aep>KaBHO-IIPUBATHOI B3aeMOAI y cdepi KibepOesneku Ta npiopu-
TETiB, Ha 5IKi CIIPSIMOBYIOTBCS CIIIABHI 3YCUAASL AASI IPOTUAIL Kibep3arposam» .

3ayBara 11j0A0 HEOOXIAHOCTI «po3pobuTH Ta 3anpoBapuTy MexaHizmu ATTIT Aast ynpas-
AIHHS Kibep3axmcToM KpUTHM4HOI iHpopMmaLiitHoi iHppacTpyKTypu y 3arnobiranHi Kibepsarpo-
3aM Ta B YMOBaX KpM30BMX CUTYaLill, HAA3BUYATHOTO CTaHy, B 0COOAMBMIL IIEPIOA» MICTUTHCS
TaKOXX B peKOMEHAALiSIX TAPAAMEHTChKUX CAyXaHb «Pedopmu raaysi inpopmaninnHo-KoMyHi-
KaL{/HMX TEXHOAOTIN Ta PO3BUTOK iH(OPMaLiiIHOTO poCTOpy YKpaiHm», 0 BiAOyAMCA y AtO-
Tomy 2016 p.**".

3ainicHenHs AINIT B YkpaiHi peryaroerbcest 3akoHoM «IIpo pep)kaBHO-IIpuBaTHe NapT-
HepcTBO» (Bip 1 Aumust 2010 p. Ne 2404-VI 3 ocTtaHHIMU 3MiHAMM Ta AOTIOBHEHHSIMU BiA
24.11.2015 p.). 3ripHo 3i amicTom npoexkTut ATTIT moBMHHI BIATIOBiAQTH TaKMM OCHOBHUM KpPU-
TepisiM: 1) MaTy AOBrOTpPUBAAMIL XapakTep (IIOHAA ITSATh POKiB); 2) IepepbayaTy mepesaHHs
IPYBaTHOMY MapTHEPY YaCTVHM PU3KKIB Y Ipolieci peaAisalil mpoeKTiB; 3) MaTy BHUILi TEXHIKO-
€KOHOMIiYHi TOKa3HMKY eeKTUBHOCTI, HDK y pasi peaaisalii 0e3 yyacTi npyBaTHOrO IapTHEpa.

193 Y 11boMy AOCAiAXKEHHI MU 6YAEMO BUKOPUCTOBYBATU MOHSTTS «A€P>KaBHO-TIPUBATHE NAPTHEPCTBO» AAsL BCiX GOpM CriBpo6iT-
HULTBA KPiM BUITAAKIB, A€ Lje CTOCYEThCS IIPSIMOTO IIOCUAAHHS Ha HOpMU 3aKoHy YKpaiuu «IIpo ocHoBu kibepbesmeku Ykpainm». Oak-
TUYHO 00MABA TepMiHM («AeP>KaBHO-TIPMBATHA B3AEMOAIS» Ta «A€P>KaBHO-IIPUBATHE IIAPTHEPCTBO») BUKOPUCTOBYBATUMYTBCS SIK PiB-
HO3HaYHi, X04a BOHM i MalOTb BiAMiHHE 3MiCTOBHE HAaIllOBHEHHSI.

194 3akon Ykpainu «I1po ocHOBHI 3acaan 3abesnedyenHs kibep6esnexu Ykpainn» [EaexTpoHHmit pecypcl. — Pexxum poctymy :
http://zakon3.rada.gov.ua/laws/show/2163-19

195 Posnopsapxentns KMY «ITpo 3aTBepaXeHHs MAaHy 3ax0ais Ha 2017 pik 3 peaaisauii Crparerii kibep6esnexu Ykpainu» [Eaext-
poHHuit pecypc]. — Pexxum poctymy : http://www.kmu.gov.ua/control/uk/cardnpd?docid=249807504

19 Tocranosa BepxoBHoi Papgu Ykpainn «ITpo PexomeHAaLii napAaMeHTCbKUX CAYXaHb Ha Temy: «Pedopmu raaysi inpopmariit-
HO-KOMYHIKaLlillHMX TeXHOAOTi1 Ta pPO3BUTOK iHpOpMaLitHOro nmpoctopy Ykpainu»» [EaexTponumit pecypc]. — Pexxum poctymy :
http://zakon3.rada.gov.ua/laws/show/1073-19
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OEP>XABHO-MPUNBATHE MAPTHEPCTBO Y COEPI KIBEPBEESIEKN...

BoaHouac, xoya 6a30Bi TOAOKEHHS 3aKOHY BiAIIOBiAQIOTH CyYaCHVM €BPOIENICHKUM
IIpaBOBMM HOPMaM Ta IIpaKTUKaM, BiH, 3a OLliHKaMU eKCIePTiB, Ma€ 11 NeBHi HepoAiku. [1o nep-
1Ie, He BCTAaHOBAEHO MiHIMaAbHY 4aCTKY y4YacTi y IpOeKTi IpMBaTHOrO NMapTHepa (30KpeMa,
y PO3BMHEHMX KpaiHaX MiHiMaAbHa YacCTKa IPUBATHOTrO GiHAHCYBaHHS CTaHOBUTH 25 %). Ue-
pes lie HaBiTh MiHiMaAbHA YaCTKa MPUBATHOTO (GDiHAHCYBAHHA Y CITIABHOMY ITPOEKTi AO3BOASIE
BipAHOCUTHU 110TO AO Kateropil AT, mepekaaparoum OiAblIy YaCTUHY BIiATIOBIAQABHOCTI Ha Aep-
xaBy. ITo-Apyre, BiACYTHI 4iTKO BM3Ha4eHi MeXaHi3MM MPaKTUYHOI peaAisallii (BU3HaYeHHs
eramiB peaaisauii mpoekTiB AIIIT, cTBopeHHsT MOTUBALIii AAsI iHO3eMHUX iHBECTOPIB TOII[O).
[To-TpeTe, 3aAMIIAETHCS HEBU3HAYEHOIO POAb Aep>KaBHOTO (POHAY pPerioHaAbHOTO PO3BUTKY
y dinaHcyBaHHi mpoekTis AITITY.

Hacamkinenp, cdepa 3abesneyeHHs KibepOesneky y 3a3HaueHOMY 3aKOHi He ¢irypye
B nepeAiky cdep 3acrocyBauus AINIT (crarTs 4). 3 iHuoro 60Ky, B 3akoHi «IIpo ocHOBHI 3a-
capu 3abesrneveHHs KibepOesneku YKpaiHm» BXXUBAETHCS BUKAIOYHO TEPMiH «A€P>KaBHO-TIPU-
BaTHA B3aEMOAis», IPUUOMY 3i 3MiCTy 3aKOHY (BKAIOYAI0UM IIepeXiAHi TOAOXKEHHSI) He 3p03Y-
MiAO, uM € Taka B3aeMoAis pisHOBUAOM AIIII 3ripHO 3 BM3HaYeHHSAMM Ta HOpMaMy YMHHOTO
3akoHopaBcTBa moa0 ATNIT i, BiaTak, uM moTpamnase BoHa Iip 11010 Ailo. BpaxoByroun 1, a Ta-
KOX Te, 110 (2) B yxBaaeHii1 BepxoBHoto Paporo pepaxiii 3akoHy «IIpo ocHOBHI 3acaay 3a0e3-
neveHHs Kibepbesnexku Ykpainu» GpopmyaroBanHs 1jopA0 AITB MaroTh 3A€6iAbIIOro onyucoBumit
Ta a0CTpaKTHMIT XapakTep, i (6) 3Baykaroum Ha BIACYTHICTb MOB’sI3aHMX ITiA3aKOHHMX aKTiB,
MOXXHa KOHCTaTyBaTH, 110 3piricHenHss AIIB y cdepi kibepbesnexu nmoku He Mae B YKpaiHi
aAEKBaTHOT'O HOPMAaTVBHO-IIPaBOBOI0 (PyHAAMEHTY.

bararo B yomy nutaHHs npo ATIIT un ATIB € HacAipAKOM y>Ke 3rapaHMX Yy Nepllii ya-
CTUHI L€l AOMOBIAI AMCKYCIVT PO MOXKAMBICTD B3araai icHyBanHs came KATTIT y neBHux cde-
pax (30KpeMma — I[0AO 3aXUCTY KPUTUYHOI iHGPACTPYKTYpH). 3 METOIO YTOYHEHHS LIbOTO MTyHK-
Ty HaMU OyAO CIIPSIMOBAHO BIiATIOBIAHI 3amuTU AK A0 Cy0’€KTiB HallioHAaAbHOI CUCTeMMU
KibepOe3neku YKpaiHy, TakK i HeYypsIAOBMX CTPYKTYP, 1O OIIKYIOTbCsI KibepOe3nekoBoo pood-
A€MaTHKOIO.

BipnoBiaHO MiHicTepcTBO 060poHM YKpaiHM MPOMOHYEe'™® po3rasipaTu i ABa IMOHSAT-
Ts1 OKpEeMO, BUKOPUCTOBYIOUM 061ABa. 3okpeMma, mip KATIIT nponoHyeTbest po3ymiTi «KOMII-
A€KC 3aXO0AIB, 1110 3AIICHIOETBCSI A€PYKaBHMMY OpraHaMM BAAAU 3 METOI0 CTBOPEHHS AOBipUYMX
CYCHIABHUX BIAHOCUH 3 NIPUBAaTHUM CEKTOPOM 32 BM3HAYEHOI 3aKOHOM AOMOBAEHICTIO AAS
CTBOPEHHS CIIPUSATAUBUX YMOB LJOAO 3a0e3IeyueHHs 0e3neKn AIOAVHH, CYCITIABCTBA Ta Aep-
KaBU B KibeprpocTopi», B T. 4. sk mip AIIB y cdepi kibepOesnexn — «AisIABHICTD, 1[0 3AiMiC-
HIOETBCSI AEP)KaBHMMU OpraHaMM BAAAM 3 METOIO 3aA0OBOAEHHSI CYCITIABHMX IIOTPEO AepiKaB-
HOTO Ta IIPUBATHOTO CEKTOPIB Yy KibeprpocTopi». BiAloBiAHO mepia AisIABHICTB 0iABIIOIO
MipoIo CIIpsIMOBaHa Ha GOPMYBaHHS AOBipYMX BIAHOCHH, TOAIL SIK ApyTa — Ha BUPillIleHHS KOH-
KPETHUX NPOOAEM AEP>KaBHOT'O Ta MPUBATHOIO CEKTOPIB.

HaujionaapHuit 6aHK YKpalHM TaKoX 3BE€PTA€ yBary Ha pi3HMULO B LIUX MOHSTTSX, aK-
LIEHTYIO4M yBary Ha TOMY, 10 cripo6a 3minnTy/3aminnTtu mousaTTs AIIB Ha ATIIT «nipusBeae
AO 3BY)KEHHsI TIOHSITTSI AeP>KaBHO-TIPMBATHOI B3aeMOAI1 Y cdepi KibepOesmneku Ta 3MiHUTb KOH-
LIENTYaAbHi MIAXOAY i IPUHLIMIIMA TAKOI B3a€EMOAII» ',

Cay>x6a 6esreku YkpaiHM B L[bOMY IIUMTAHHI BiAIITOBXYETHCS BiA TOTO, IO «ITOHSTTS
«B32aEMOAISI» € HallOiABLI OAVI3BKMIM AO B3Aa€EMOBIAHOCHH, sIKi HEOOXiAHO 30yAyBaTH MK opra-
HaMM Aep>KaBHOI BAAAY Ta CYCIIABCTBOM AASI HAAQTOAYKEHHS B3a€EMOPO3YMiHHS, AOBipH Ta Op-
raHizauii epekTMBHOI poOOTM y HANIPSMKY 3aXMUCTY )XUTTEBO BAXKAUBUX iHTepeCiB AIOAVHU
i rpoMapsiHMHA, CYCIIABCTBA i AepsKaBM, HallilOHaAbHUX iHTepeciB YKpainu y KibepmpocTopi

198

197 OcobAMBOCTi 3aCTOCYBaHHS A€P’KABHO-TIPUBATHOTO IAPTHEPCTBA SIK MeXaHiaMy peaaisauii HOBOI perioHaabHOi moaiTnku [EAexT-
ponHumit pecypc]. — Pexxum aoctymny : http://www.niss.gov.ua/articles/1239/

1% Amct Minictepctsa o6oponu Yxpainm Ne 123/2/171 Bia 03.03.2018 na sarmmt HICA Ne 293/54 Bip 31.01.2018.
199 Auct HauionaabHoro 6anky Yxpainu Ne 56-0007/13334 Bip 06.03.2018 na sarut HICA Ne 293/54 Bip 31.01.2018.



AHATTIITUHYHA AOMNOBIAb

B YMOBAX BeAEHH:I IIOTY)XHOI KiOepBiitHy, 5Ky 3ailicHIoe PD»*®. 1le symoBAeHOo TvM, 10 «ATIB
€ OAHVM 3 TOAOBHMX IIPUHLINIIIB 3a0e3IeueHHs KibepOesneKku Aep>KaB, SIKUI Iepeadadac -
POKY CHIBIIpaLjI0 3 FPOMAASHCBKUM CYCITIABCTBOM Yy cepi Kibepbesneky i Kibepaaxucry... BKa-
3aHMI1 IPYHLUII IPYHTYETHCA Ha CIIABHIN BIAITOBIAAABHOCTI A€p’KaBy Ta IIPMBATHOIO CEKTO-
Py 3a cTaH 3abe3neyeHHs Kibepbe3neky, 10 Nepeadayae nepepayy IpUMBaTHOMY ITapTHEPY
YaCTMHM PU3YKIB, 2 TAKOXX BHECEHHSI OCTAaHHIM BiATIOBiAHUX iHBeCTHULil1 y cdepy 3abeseueH-
Hs KibepOesneku pAepskaBu. [IpyMHLINIT Aep>KaBHO-IIPUBATHOI B3aEMOAL, B ITepIy Yepry, Crpsi-
MOBAHMI1 Ha MIABUILEHHS e(PeKTUBHOCTI AiSIABHOCTI 5IK A€P>KaBHUX, TaK i HEAEp)KaBHUX CY0 €K-
TiB y chepi 3abe3neueHHs KibepOe3reKky 3a yMOB IX HaA€KHOI CITiBIIpalli, @ TAKOXX MTOCUAEHHS
CIIPOMO>KHOCTEIT Hal[iOHAABHOI crCcTeMU KibepOeameku YKpaiHu».

Kpim Toro, CBY BusHauae y cBOiil BIAITOBiAl 1 IEpeAiK KAIOUOBMX HAIpsMIB Yy cdepi
ATIB BipmoBiaHO A0 KomneTeHLii CBY (BopHOYAC 1ielt iepeaik 6araTo B YoMy MOXKHA eKCTpa-
moAroBaty i Ha OiAbLr mMpoKe KoAO 3aBAaHb ATIB B YkpaiHi y coepi kibepbesmekn):

e HaAQHHS BAACHMKaM Ta OIllepaTopaM KpUTUYHOI iHPpacTpyKTypu iHpopMalil 11j0A0
BUSIBAEHHS KibepaTak Ta/ab0 KibepiHIAEHTIB, Bpa3AMBOCTEN BAACHUX CHCTEM Kibep3axucry;

e PpO3pOOAEHHs OpraHisalilfHO-IIPaBOBUX 3acap Ta Oe3rocepeAHe 3aAyueHHs daxiB-
1jiB TPUBATHOTO CEKTOPY (B T. 4. XaKTUBICTiB) AO IPOBEAEHHST HETAACHUX [T€PEBIPOK FOTOBHO-
cTi 00’€KTiB KpUTUYIHOI iHPPACTPYKTYpU A0 KibepaTak Ta KiOepiHIIMAEHTIB;

e opranisayis Ha 6asi nmpoBipHMx IT-KoOMIIaHii TpeHiHTiB Ta HaBYAABHUX NPOTrpaM
3 mipABMIIEeHHs KBaAidikauii past daxiByis Cb Ykpainu;

e 3a0e3neyeHHs BUKOHAHHS OllepaTOpaMI Ta NpOBaliAepaMy TeAEKOMYHIKalill mo-
asoxenb Konsentiii PE npo kibep3A0UMHHICTD y 4aCTVHI TEpMiHOBOTO 30€pe>KeHHs Ta HaAaH-
HS Ha BMMOTY KOMIIETEHTHOT'O IIPABOOXOPOHHOTO OPTaHy AQHMX, HEOOXIAHUX AASI IPOTUAIL
KiO€p3AOUMHHOCTI.

BoaHouac nutaHHs yaropxeHHsA noHATb AT ta ATIB yce 11e 3aAMIIaeTbCst aKTyaAb-
HIUM SIK AASI HOpPMATMBHO-IIPABOBOTO ITOAS, TaK i AASL CAMOI Aep>KaBHOI YIIpaBAIiHCbKOI CHC-
temu. Hapasi ¢yHkuio crieljiaaAbHO ynoBHoBakeHoro oprany 3 nutaib AIIIT B Ykpaini Bu-
KOHye MiHicTepcTBO €KOHOMIYHOTO po3BUTKY i TOopriBai Ykpainu (MEPT). 3riaHo 3 itoro
AaHumy, npotsrom 2016 p. B Ykpaini AIIB y chepi 3abe3neueHHs KibepOesneky mpakTuy-
HO OyAa BIiACYTHSI (YKAQAEHI TYT AOTOBOPY MOTAM BiAHOCUTHCS Xi0a 1[0 AO TUX HepyOpUKO-
BaHUX 2,9 % yroa, mo ¢Girypyorb y TadbAuii y croBmuuky «IHme»)*"'. AaHi 3 iHImx Axxepea
IIePEKOHAMBO CBipauaTh, o y 2017 p. cuTyallisg NPpMHLUUIIOBO He 3MiHMAACS, 1O € 3aKOHO-
MipHIM, BPaXOBYIOUM KPalHIO HEPO3BMHEHICTh HOPMAaTUBHOI 0231, @ TAKOXX BIACYTHICTB Bia-
MOBIAHOI AepP>KaBHOI raAy3eBOi Ta KOMYHIKaTMBHOI MMOAITMKY. HUHI He Aulle B yKpalHCbKUX
€KCIIePTHYX, 0i3HECOBMX Ta YIIPaBAIHCBKMX KOA2X, aA€ i B CYCITIABCTBi IMPOKO IIPeACTaBAe-
Hi HapaTuBM Ta pillleHHs 1[0AO0 iHOopMaliiHOI Ta KibepHEeTUYHOI Oe3MeK, aAe BOHU Maii-
e HikoAan He acouirooTbes 3 KATIIT Ilpu nbomy )0A€H 3 Aep’KaBHUX OpPraHiB Ha CbOTOA-
HilHi AeHb He BUKOHYe yHKLii KoopauHaTopa 3 nmutanb AIIB sk 3araaom, Tak i y coepi
KibepbOe3nexkyu 30Kkpema.

TakyM 4MHOM, Ha HUHILITHBOMY €TAaIli AASI CTBOPEHHSI TAATGOPMU A€P>KaBHO-TIPUBAT-
HOI B3aeMOAii y cdepi Kibepbe3nexku Aep>kaBolo yXBaAeHi Auile 6a3oBi paMKOBi HOpMaTMBHi
aKTU, IPOTe He HAAATOAXKEHO AlaAOT 3 eKCIIepTHMMM KOAAMU Ta CYCIIABCTBOM i He CTBOPEHO
YKOAHUX IHCTUTYLIIIHO-ITPABOBMX iHCTPYMEHTIB TaKOI B3a€MOAIL.

ITopsip i3 4yM yMHHe podiabHE 3aKOHOAABCTBO MA€ HU3KY CYTTEBUX BaA. Y KOHTEK-
cti npobaematuku ATTIT OCHOBHUMU 3 HUX € TaKi:

o BiamOBiAHI HOpMaTUBHI MOAOXKEHHS CPOPMYABOBaHI Ay>Ke LIMPOKO, PV LIbOMY CITO-
cTepiraeTbcs rocTpuit AeilUT OB sI3aHMUX MiA3aKOHHUX aKTiB, CIIPSIMOBAHMX Ha PO3BUTOK

20 Ayct Cayx6u 6esnexn Yxpainu Ne 30/5/2-3288 Bip 05.03.2018 Ha sanut HICA Ne 293/54 Bip 31.01.2018

201 AoBipKa 1moA0 pesyAbTaris spiiicHenns ATTIT (2017 pik) [EaexTponnuii pecypc]. — Pexxum aocrymy : http://www.me.gov.ua/
Documents/Detail?lang=uk-UA&id=ed00a2ba-480a-4979-84eb-d610a0827a8c&title=ZagalniiOgliad
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i KOHKpeTM3awio 1MX MOA0KeHb> ., HacaMIiepep 11e CTOCYETbCS FaAy3€BOI'O PET'YAIOBAHHS 3a-
XMCTY 00’€eKTiB Kibepbe3neku (3 ypaxyBaHHAM crieliudiky pisHUX CEKTOPiB eKOHOMIKM), YHOP-
MYBaHH iIHCTUTYTY HE3aA€KHUX ayAUTOPIB i, 3peIITO0, BU3HAYEHHs NPABOBOI0O 3MICTY Ca-
MOTO IOHSATTS «A€P’KaBHO-IIPMBATHA B3aEMOAIS».

o CynepeyAuMBMMU € HOPMH, 110 BU3HAYAIOTH MOPSIAOK BIIPOBAAXKEHHS ayAUTY iH-
¢dbopmauinHoi 6esneku Ha 06’ekrax HKII, BCTaHOBAIOIOTH BUMOTHY AO ayAUTOPiB iHdpOpMa-
L[ifiHOT Oe3eKy i BU3HAYAIOTh MOPSAAOK ix aTecTauii*®. lle cTBOpIO€ MOTEHLiNIHMIT TPOCTip
AASI 3BAOBXKMBAHb, TUCKY Ha HeAep)XaBHUIT CeKTOp (mepeaycim 6i3Hec) i CTBOpeHHs KOpyII-
LIIIHUX CXEM.

o 3akonoM «IIpo ocHOBHi 3acapu 3abe3neueHHs KibepOesmneku Ykpainu» BcTa-
HOBAEHO, II]O MOPSIAOK T2 METOAMKA 3AIMICHEHHS ayAUTY KibepOe3neKu 3AiMICHIOETbCS
Ha OCHOBIi MI>XHapOAHUX CTaHAQpPTiB, IPOTE B I1OTO NMPUKiIiHLIEBUX Ta MEPEXiAHMUX MOAO-
JKEHHSIX HEMa€ )KOAHOI 3TaAKM PO YMHHMIT 3aKkoH Ykpainu «IIpo 3axucT indpopmauii B iH-
dbopmalifiHO-TeAeKOMYHIKaLiTHUX CUCTeMaXx», 3TiAHO 3i cTaTTelo 7 SIKOTO «Aep’KaBHi iH-
¢dbopmaninui pecypcu abo indpopmalis 3 06MeKeHUM AOCTYIIOM, BMMOTQ I[OAO 3aXVUCTY
SIKOT BCTAHOBA€HA 3aKOHOM, IIOBMHHI 00p0O0ASATUCS B CUCTEMI i3 3aCTOCYBaHHSAM KOMII-
A€KCHOI CHCTeMMU 3aXUCTy iHpopMmalii 3 MATBEPASKEHOIO BiATIOBiAHICTIO». OueBUAHO, 11O
MiA AlI0 LIi€] HOpMU MOTPANASIIOTh IPAKTUYHO BCi 00'ekTy KpuTnuHOi iHpopmaliitHoi iHd-
pPacTpPyKTypu, 3HaYHA KiABKICTb SIKMX mepeOyBae B HEAEP)KAaBHOMY CEKTOPi (HAlpUKAaA,
B eHepreTulli, TPAaHCIOPTHIN cucTeMi, TeAeKOM-iHAYCTpil, dapmarieBTuLi TO1O). [Topsia
i3 uuMm i cama KomnaekcHa cuctema 3axucty inpopmauii (KC3I), 6azoBana Ha ykpaiH-
cokomy cranpapri KC3I HA T3I 2.5-004—-99, i Bumora ii 060B’sI3KOBOr0 3aCTOCYBaHHS
Ha o6’extax HKII 35€6iAb1IOTO MiAAQ€ETHCA TOCTPiV KPUTHL Y BITUM3HSAHUX €KCIIEPTHUX
Ta 6i3HEeCOBUX KOAax?",

4.2. CtaHpapTu3auisa Ta ceptudpikauifa y Kibepbesnedi:
DXXepeno cynepe4yHocTen 4m nigcrtaBa ana peanisadii KAMM

[Muranus craHpapTusauii y coepi kibepbesnexu ta saxucty iHdopmauii € mpepsme-
TOM ITOCTIVTHMX AMCKYCill MK BiTYM3HSIHOIO IIPOdeCiiiHOI0 CIiABHOTOMO i TpodiAbHMMY Aep-
aBHUMU opraHamu. Hapasi B YkpaiHi sik eAuHuit (KpiMm 0aHKiBCbKOTO CEKTOPY) A€p>KaBHMUI
CTAHAAPT TEXHIYHOrO 3axMCTy iHpopMaLlii Aie cepiss HOpPMATUBHMUX AOKYMEHTIB, LIeHTPAaABHUM
3 sikux € HA T3I 2.5-004-99 «Kpurepii ouinku 3axuieHocTi iHpopmauii B KOMIT IOTEPHUX
CUCTEMAX BiA HECAHKL[IOHOBAHOTO AOCTYIy»>*”. CTaHAQpT po3po0OAeHMIT Ha OCHOBI T. 3B. Ka-
HAACBKUX KpuUTepiiB 6e3neku komirotepuux cuctem (Canadian Trusted Computer Product
Evaluation Criteria (CTCPEC))**, a TakoX 3 ypaxyBaHHSAM HnpuitHATHX B 2005 p. Mi>KHApOA-
HuX «3araabHux KputepiiB» (Common Criteria for Information Technology Security Evaluation

202 Cranom Ha skoBTeHb 2017 p.
203 Aup. crarTi 5, 6, 8 3akony Ykpainu «IIpo ocHOBHI 3acapu 3abesneyeHHs Kibep6esnexu YkpaiHu».

204 3akoH npo kibepbesmnexy Ta cTpareris Kibepbesnekn Ykpainu [Eaextponnuit pecypc]. — Pexxum poctymy : http://uz.ligazakon.
ua/ua/magazine_article/EA010553 ; 1Ilo He Tak i3 3aKOHOIIPOEKTOM PO Kibepbesmneky Ta sIK 10ro BAOCKOHAAUTHU [EAeKTpOHHMIT pe-
cypc]. — Pexxum pocrymy : https://ain.ua/2017/06/10/kiberbezpeka-v-nebezpeci ; Komnaexcui cucremu saxucry indopmauii: OyTu un
He 6yTn? [EaexTpoHHmMi1 pecypc]. — Pexxum pocrymy : http://infosafe.ua/article-6 ; KubepbesomnacHocts B Ykpaune. Auckyccust [Eaexrt-
poHHuit pecypc]. — Pexxum aocrymy : http://ko.com.ua/kiberbezopasnost_v_ukraine_diskussiya_121089

205 H A T3I 2.5-004—-99 «Kpurepii otinku saxuieHocTi inpopmallii B KOMITIOTEPHIX CUCTeMaX Bip HECAHKI[IOHOBAHOTO AOCTYTTY»
[EaextponHuit pecypc]. — Pexxum poctyny : http://web.archive.org/web/20121202025850/http://am-soft.ua/files/KSZ1/2.5-004-99.pdf ;
Indopmariiitunit mepeaik AoKymeHTiB QOHAY HOPMaTUBHUX AOKYMEHTIB y cepi TeXHIYHOTo Ta KpunTorpadiyHoro saxucTy indpopma-
uii [EaexTponHmit pecypc]. — Pexxum pocrymy : http://www.dsszzi.gov.ua/dsszzi/control/uk/publish/article?art_id=89740&cat_id=89734

206 HanjionaabHMit cTaHAapT indopmauinHoi 6esnexn, pospobaenuit Lientpom 6esneku BiaomcTBa 6esnexu 383Ky Kanapu

(Canadian System Security Centre Communication Security Establishment) y 90-x pokax XX ct. AokaapHie AuB.: https://en.wikipedia.
org/wiki/Canadian_Trusted_Computer_Product_Evaluation_Criteria
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(ISO 15408))*". Ha BipMiHy Bip Hanmnowmmpenimoi y csiti cepii ISO/IEC27000, sika cdhoxyco-
BaHa Ha MeHeAXXMeHTi iHbopMaliitHoi Oe3reku, Kputepiem 3axuineHocTi inbopmauii 8 HA
T3I 2.5-004—-99 € BiANIOBiAHICTD apXiTeKTypM Ta IapaMeTpiB IMPOrpaMHO-anapaTHUX 3aCo-
6iB 00’eKTa YITKOMY perAaMeHTy — KOMIIAEKCHiit cucTemi 3axucty inpopmanii (KC3I). 3 Tou-
K1 30py ¢axiBLiB, cama iAes, BHYTPIlIHA CTPYKTYpa i MoAeAb BipoBaaxeHHs KC3I 3Ae6iab-
IIOTO He BIiATIOBiAQ€ BUMOTaM CY4aCHOTO Kibep3axmucTy, 0COOAMBO B HEAEP)KaBHOMY CEKTOPI.
3a3BMyal eKCrepTy BKa3yIOThb Ha TaKi il HEAOAIKH, fAK:

o HepocTarTHs rHydKicTb. KoHuenuia KC3I Bumarae peTeAbHOro AOKyMeHTYBaHHA ap-
XiTeKTypM Ta BCiX HAAAIITYBaHb CUCTEMM 3aXMCTY iHbopMallii, a mpy BHeCeHHi OyAb-SKMX 3MiH —
CKAAHOTO 11 OI0POKPAaTU30BAHOTO MPOLieCy repearecTalil (A0 KiAbKOX MicsLliB). AOCUTb ove-
BUAHO, L[JO TaKa CTaTM4YHA MOAEADb 3aXMCTY MAAO KOPDEAIOE 3 AMHAMIKOI0 Ta PO3MAITTAM
6i3Hec-TIpoLieCiB, Ta 1 B3araai € He 30BCiM HeaAE€KBAaTHOIO BUKAMKAM CY4aCHOTO KibeprpocTopy;

e rpomi3pKicTb. [Tiaxoan HAT3I, mo BumararoTe CTBOpeHHS BEAUKOI KiABKOCTI AO-
KYMeHTallil, € 3aHAATO TPOMI3AKMMU AASI IPUBATHOTO Oi3Hecy;

o obOMexeHi MoxAuBocTi MmacmtabyBanHs. KC3I/HAT 31 He miAXOASITb AAST BeAU-
KIX OpraHisauii/miANpreMCTB, IPUMIPOM AASI 3aBOAIB, A€ MOXXYTb BUKOPUCTOBYBAaTUCS Be-
AVIKi PO3IIOAIA€HI CHCTEMY CIIOCTEPEKEHHS Ta KEPYBAHHS IIPOMMCAOBUMMU Ipoliecamu (Ha-
npukaap, SCADA/ACK TIT*%%)*;

e 3acrapiAa KoHuenuisa 3axucry/3axumeHnocti. Moaeap KC3I/HAT3I opienToBa-
Ha Ha 3axucT iHdopmariii B iHpopMalliiHO-KOMYHiKalilHiil (KOMITIOTEPHi) cucTeMi sIK Ta-
Kii1, 0e3 ypaxyBaHHs KOHKPETHMX 0e3I1eKOBMX ITOTpeb 00’ekTa Kibep3axucTy 3araaom. Sk cBia-
YUTh MDKHAPOAHUI AOCBiA, Y CyYaCHUX YMOBax 3Ha4HO OiAbiunil epeKT Aa€ MPOAKTUBHUIA,
T. 3B. PU3MK-OPIEHTOBAHMI MTIAXiA, SIKUII ITepeAOayae MOHITOPVHI, iMOBiIpHICHMIT aHAAI3 Ta OLIi-
HIOBaHHS PUBMKIB (32 MIKAAOIO — BiA IPUITHIATHUX AO HETIPUITYCTUMUX) Cy0’ €KTa roCroaapo-
BaHHJ Y II€BHIll €KOCUCTEMi 3 METOI0 AOTPMMAaHHS KibepOe3neKy IASXOM YIPaBAIHHA LMY
pU3MKaMMU.

Humni y cBiTi icHye 1Ljiaa HM3Ka BIAKPUTUX AASI BUKOPUCTAHHA MDKHAapOAHMX CTAHAQAP-
TiB KibepbOesreku, aAe HacaMIlepeA BapTO 3rapaTy PO ABa iX pi3HOBMAM, OCKiABKM (a) came
BOHM 3aAQI0Th HYMHI Y CBiTi IEBHY KOHLIENITYaAbHO-T€XHOAOTIYHY PAMKY i IIMPOKO 3aCTOCOBY-
I0ThCs B 0araTboxX KpaiHax, a A0 TOro X (0) y HuX BpaxoBaHi HaiCy4acHilli TpeHAU PO3BUTKY
i BiAcyTHi Baay, BAacTuBi yKpaiHcbkomy HA T3I 2.5-004-99.

[To-mepuite, 1e cepist Mi>xkHapoAHux craHpaptiB ISO/IEC27000%°, pospobaena MixHa-
poAHOMW opraHisauier 3 cranpaptusanii (ISO) cmiaApHO 3 Mi>KHAPOAHOIO €AEKTPOTEXHIYHOO
kowmicieto (IEC), sika MOCTiTHO AOTIOBHIOETbCSI HOBUMU AOKyMeHTamu. Cepist, 10 CYTi, sIBAsIE
c006010 MoAeAb (PppeitMBOPK) AAST pO3POOKHM, BIIPOBaAKeHHSI, PyHKI[iOHYBaHHS, MOHITOPUHTY,
aHaAi3y, MATPMMKU Ta MOAIMIIIEHHS CCTEMYU MEeHEAXXMeHTY iHdopMauiitHoi Oe3reku sK Ha 3a-
raabHOMY piBHi (27001), TaK i B OKpeMUX CEKTOpax Ta raAy3siX, — TaKMX sIK piHaHCH, TpaH-
CIIOPT, EHEPreTUKA, OXOPOHA 3A0POB’s, OIIEpPaToOpU 3B’ 3Ky, XMapHi 004ncAeHHs, iHppacTpyK-
TYPHI IPOEKTH, ayAuT i cepTudikariis Too.

BripoBapskeHHs cucTeMu ynpaBainHs iHdopmauiinHoio 6esnexoro (CYIB) BiamoBiaHO
A0 ISO/IEC27000 A03BOAsIE ONITMMI3YBaTy IIPOLIEC 3aXUCTY iHPOpMaLiIHUX pecypciB i ynpas-
AIHHS pU3MKaMM AASL VX pecypciB. Y Halllill KpaiHi CTaTyc Aep’KaBHOTO CTAaHAQPTY OTpMMaAa

27 Common Criteria e METOAOAOTIUHOW 623010 AASL BUSHAYEHHS BUMOT 3aXUCTY KOMITIOTEPHUX CUCTEM BiA HECAHKLiOHOBaHOTO

AOCTYITY, CTBOPEHHS 3aXVCHMX CYCTEM Ta OLIiHKM CTYIIeHi 3axuiieHocTi. 3 pooromoroio kpurepiiB Common Criteria MOXXAMBO TIOPiB-
HATY pi3Hi MexaHi3Mu 3axucry iHdopmauil Ta BUSHAYMTU HEOOXiAHY DYHKLIOHAABHICTD TAKMX MEXaHi3MiB y po3po0Li 3axmieHnx
KOMIT FOTEPHUX CUCTEM.

208 ABTOMaTM30BaHA CUCTEMA KepPyBaHHS TEXHOAOTIYHUM mpoliecoM [EAexTponnuit pecypc]. — Pexxum aoctymy : https://goo.
gl/p1v2tuU

299 11]o He Tax i3 3aKOHOTIPOEKTOM Mpo KibepbesmeKy Ta sk itoro BaockoHaauTH [EAeKTpoHHMIT pecypc). — Pexum pocTymy :
https://ain.ua/2017/06/10/kiberbezpeka-v-nebezpeci

210 ISO/IEC27000 family — Information security management systems [EaexTporHmit pecypc]. — Pesxxum pocTymy : https://www.

iso.org/isoiec-27001-information-security.html
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nepua Bepcist ISO/IEC27001 (naitHoBiwmow € ISO/IEC27001:2013), mpote ae-daxTo immae-
MEHTOBAHUM BiH AMiile B 6aHKiBChKiil chepi — y Burasiai Bumor COY H HBY 65.1 CVYIb 1.0:
2010°" (3ripHo i3 3akoHoM «IIpo ocHOBHI 3acaay 3abesnevyeHHs KibepOeanekn Ykpainn» Ha-
LjioHaABHUM OaHK YKpaiHyu € OAHMM 3 CY0 €KTiB HallioHaABHOI cucTeMu KibepOesnekn). [Tpak-
TiyHe 3acTocyBaHHs ISO/IEC27001 B iHIIVX raAyssix yKpaiHCbKOi eKOHOMiKM Ta 6i3Hecy ok
3aAMIIAETHCS BIAKPUTUM Yepe3 HOPMATMBHO-IIPABOBY HEBPET'YAbOBAHICTb.

OAHMM i3 Ha0iABLII aBTOPUTETHUX i BIAOMUX Y CBiTi € TakoX National Institute of Stan-
darts and Technology Cybersecurity Framework (NIST CSF)** — po3po0AeHi1 aMepUKaHCbKUM
[HCTUTYTOM CTaHAApPTIB i TEXHOAOTIN AAS OpraHisauin npusarHoro cekTopy CIIA xommnaexc
METOAOAOTII Ta peKOMEHAALiN 11[0A0 3HIDKeHHsI [ T-pu3ukiB, 3arobiraHHs, MOHITOPUHTY i pea-
I'yBaHHS Ha KibepaTakyu. OpelIMBOPK € BIAKPUTUM, IPU3HAYEHMI BUKAIOYHO AASI AOOPOBiAB-
HOT'O BUKOPUCTAHHS i AOCTaTHbO «THYUKUII» AAS apAamTallil B pi3HMX yMOBaXx/KpaiHax, 1110 3Y-
MOBMAO JI0TO NMOIIMPeHicTh y ¢BiTi. Yiepuie NIST CSF 6yB Bunymennit y 2014 p., B HOTOYHOMY
polli BUHeCceHUI1 Ha 00roBopeHHs poeKT (draft version) Bepcii 1.1213.

Tpeba BipA3HauUMTY, 10 HOPMAABHOIO CBITOBOIO ITPAKTVMKOIO € PO3pOOKa i 3aCTOCYBaHHA
y pasi HeOOXiAHOCTi aAPTEPHATUBHIMX a00 NMPU3HAYEHNX AASL TUIX YU iHIIMX CEKTOPIB HeAepyKaB-
HOT'O CEKTOPY CTAaHAAPTIB Ta PpperMBOPKIB 3 KibepOesneku. Cepe, iHIIOTO, 11e AO3BOASIE YHUKATU
HAAMIpPHOI peryAsSITOpHOI MOHOIIOAI3aLlil, HeAOOpPOYeCHOT KOHKYPeHLi 11 KOPYTILii, 110 HUHi 0CO-
0AMBO aKTyaAbHe AASL YKpainu. Hampukaag, xoua 6ausbko 70 % npuBatHyx opranisauiin y CIIA
cboroaHi Bipaatote niepeBary NIST Cybersecurity Framework™*, B aMepUKaHCbKOMY eHepreTmy-
HOMY CeKTOPi AifoTb cTaHAapTyt NERC CIP*?, po3po0aeHi [ TiBHIYHOAMePHKaHCHKOIO KOPIIOPALIE0
i3 3abe3neueHHs1 HapiltHOCTI eaekTpocucteM (North American Electric Reliability Corporation), sika,
AO pedi, € HeIpMOYTKOBOIO HEAEPYKaBHOIO OpraHisaliero. Bapro HaroaocuTy, 1[0 came Lii CTaHAAP-
TU PeKOMEHAYIOTb 3anpoBapuTy B yKpaiHcbkoMy ITEK excnieptu kuiBcbkoro Bipaiaennst ISACA.

HosigkoBo. ISACA — mixHapogHa npodeciviHa HenpubyTkoBa acolliavisi, opieHToBaHa Ha IT-me-
HepkMeHT. O6’egHye daxisuiB y cdepi IT-ayanTy, IT-koHcanTuHry, ynpaeniHHs IT-pysvkamm Ta iH-
dopmauinHoto 6eanekoto. OCHOBHMM 3aBAaHHAM acoLiauii € po3pobka i hopmanizauis eUHNX
edheKTMBHMX NiOXOAIB A0 OUiHKM Ta ynpaeniHHa IT-npouecamu Ta IT-cuctemamu (ooknagHille avs.
http://www.isaca.org.ua/). Y nuctonagi 2014 p. AgmiHicTpauis Jep>xaBHoi cnyx6u creuianbHOro
3B’A3KY Ta 3axucTy iHdhopmadii Ykpainn Ta kuiscbke BigaineHHs ISACA yknann memopaHayMm rnpo
CniBpoBITHNLTBO y chepi Kibepbeaneku Ta iHopmaLinHux TexHonorin. Y cdpepi ayauTty i ctaHpap-
Tnaauii IT-opraHidanisa mae HU3Ky HanpawutoBaHb i PO3PO6OK, AKi CTAHOBNATL 6E€3CYMHIBHUI iHTe-
pec 3 TOYKM 30pYy 3MiLHEHHS HaLliOHaNbHOI CUCTEMU KiBepHETUYHOI 6e3nekn. 3okpema:

CobiT (akpoHim aHrn. Control Objectives for Information and Related Technology («KoHTponbHi wini
Ans iHpopMaUifnHMX Ta CYyMDKHUX TEXHOSOTIN») — BIGKPUTUI MiXKHAPOAHWI IT-cTaHpapT, kvl B CBOIO
yepry MICTUTb HU3KY OOKYMEHTIB 3i cTaHgapTaMu LWo[o onTumidadii ynpaeniHHs IT: aygutom IT
Ta IT-6e3nekoto. CTBOPeHO AcoujiaLieto 3 ayauTy Ta KOHTPOMO iHpopmauinHux cuctema (ISACA)
cninbHo i3 IHcTuTyToMm ynpaeniHHam IT (/T Governance Institute — ITG). MNeple BnaaHHa — 1996 p.
VY 2012 p. BigbyBCA peni3 noTo4Hoi Bepcii — CobiT 5°.

ITAF — (Information Technology Assurance Framework) — eTanoHHa MOJEeNb BUKOPUCTaHHA Kpa-
LLMX NPaKTUK, [0 SKOi MOXYTb 3BepTaTucs daxiBLi 3 ayauTy Ta NigTBEPAKEHHS OOBIpY A0 iHAOpP-
mMauinHnx cuctem (IC) 3a HacTaHOBamMu, Ans OOCAIIKEHHS MNONITUKX i npouenyp, OTPUMAHHS Npo-
rpam ayguTy Ta MigTBEPAKEHHS AOBIPY, & TakoX (PopMyBaHHS eDEKTUBHNX 3BITiBY.

211 MeTtoau 3axucty B 6aHKiBCbKill AliabHOCTI. CrcTema ynpaBainHs iHpopmauiitHowo 6esnexoro: Bumory [EaexTponHmii pecypc). —
Pexxum poctymy : https://kyianyn.files.wordpress.com/2010/12/nbu-27001.pdf

42 Cybersecurity Framework [Eaextponumit pecypc]. — Pexxum poctymy : https://www.nist.gov/cyberframework
13 Draft Version 1.1 [EaexTponnuit pecypc]. — Pexxum aoctymy : https://www.nist.gov/cyberframework/draft-version-11

24 NIST Cybersecurity Framework Adoption Hampered By Costs, Survey Finds». Information Week Dark Reading. Retrieved 2016—
08-02.

215 (CIP) Critical Infrastructure Protection [EaekTponuuit pecypc]. — Pesxum poctymy : http://www.nerc.com/pa/Stand/Pages/
CIPStandards.aspx

416 'pomapcpka opranisaiis «ISACA Kuis» [EaexTponnuit pecypc]. — Pexxum poctytry : http://www.isaca.org.ua/index.php/standards

27 Tam camo.
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Taki pekoMeHALil 3yCTpidal0Th PO3yMiHHA B yKpaiHCbKOMY Oi3Heci. Tak, came 3ripHO
3 NERC CIP (y xommnaexci 3i craupaptamu NIST 800-SERIES, IEC62443 ta ISO 27000) no0y-
AoBaHu Ta ceprudikoBanum saxuct kputnyHoi IT-indpactpykrypu B TOB ATEK Enepro.
Kpim Toro, cammum MiHiCTepCTBOM €HepreTUKM Ta BYyTiAbHOI IPOMUCAOBOCTI YKpaiHy 3Mill-
HeHHs Kibepbe3neKky yKpaiHChKOI'O IMaAVIBHO-€HEPreTUYHOTIO KOMITAEKCY TaKOXX MUCAUTHCS
SIK CTBOPEHHSI KOMITAEKCHOI raAy3€eBol cucTeMH KibepOe3mexy, IpuyoMy 3 OpieHTallielo came
Ha Kpali MbKHapoAHi Hopmu Ta npakTuku®'®. ¥ «TumoBomMy rnoao>keHHi npo iHpopmauinHy
6esmnexy nipnpuemcts [TEK», posmiijeHomy Ha odiliiHoMy BeO-TIopTaAi MiHiCTepCTBa, € 10-
AO>KEHHSI 1I[OAO «peaAisaliii BUMOT M>KHAPOAHUX CTAHAAPTIB 3 iHpopmalitHoi Oesnexku SO
27000-series, ISA 099-series Ta IEC 62443»*". OcTaHHi ABa — CrielliaAi30BaHi BIAKPUTi cTaH-
AQPTH, ONITUIMi30BaHi B TOMY YMCAi AASI 3aCTOCYBaHHS Ha 00'€KTaX KPUTUYHOI iHppacTpyKTy-
pu puBaTHOi GopMU BAACHOCTI. TakM UMHOM, MO>KHA TOBOPUTMU IIPO Te, LII0 B YKPATHCHKOMY
ITEK yxxe 3apa3 TpuBae popMyBaHHS €AMHOIO MAaKeTa raAy3eBUX CTAHAAPTIB 3 iHpopMaLiii-
Hol Oe3meKu.

Ha orpumanHs MibkHapoaHoI ceprudikauii y chepi inbpopmauiitHoi 6e3nexku B YKpaiHi
Opi€HTOBaHIi TAaKOX 1 iHIII IpUBATHI IPaBLj, y T. 4. BeAuKi. Hanpukaaa, kommnasiss De Novo —
HanbiApmMil B YKpaiHi MpoBaliAep XMapoBUX CepPBiciB, sika Mae cepTudikar BiATIOBiAHOCTI
BuMoram ykpaincbkum ctaHpapram KC3I aast cBoro cepsicy G-Cloud (xmapa Aast opraHiB
Aep>KaBHOI BAAAM), BOAHOYAC BIIpOBaAMAa ¥ cepeprHi 2017 p. cuctemy ynpaBaAiHHs iHdop-
mauiinHoto 6e3nekoro (CYIB) i orpumaasa ceptudikar BiATIOBIAHOCTI 3riAHO 3 Mi>KHapOAHUM
cranpaptTom ISO 270017,

AAe 3 ypaxyBaHHSIM BMKAQAEHOTIO BUIIle, HE3PO3YMiAO, HACKIABKY Taki Ail MiHeHepro
i De Novo KOpeAIOTh i3 YUMHHUM 3aKOHOAQBCTBOM Y YaCTVHI cTaHAApTU3aLii Ta cepTudika-
uii iHndpopmariinHoi Ta KibepHeTUYHOI Oe3meKu.

4.3. focsig penizadii KAMNM B YkpaiHi

ITopsip i3 BUKAapAeHMM Bullle i Hepepy)KaBHUM CeKTOp B YKpaiHi, i AepXaBHi BiaooMcTBa
(moKu 10 — AesIKi 3 HUX) AEMOHCTPYIOTb 3HAaUHUM MOTeHLiaA AAsT GOpMYBaHHS MOBHOLIiH-
Hoi nmaaTdopmu KATITT y saraapHOHalioHaAbHUX Maciitabax. Hanmpukaaa, came Ha 3aca-
Aax ATIIT TpuBae po6oTa Hap CTBOpEHHSIM B YKpaiHi MOTY)KHOTO LIeHTPY 3 KibepOesnexku
Ha 0a3i AK «Ykpobopounpom». Kpim npeacraBHukisB PHEOY, MinicTepcTBa 060poHH,
CBY, ACC33I, Aenapramenty Kibepmoaiuii, ¢paxiBuiB HATO, KOHCYABTaHTIB TypeLbKOI
aepxaBHoi komnaHil HAVELSAN ta cnieniaaictiB HTYY «KIII», y mpoexTi 6epyTb yuacTb
rpOMaAChKa HeMpMOYTKOBa opraHisauis «YkpaiHcbKa akapeMist Kibepb6esmeku»?* i ykpa-
iHCcbKa KOMaHAQ «b0iamx» xakepiB DCUA (opHa 3 HamcuAbHimuX y cBiti)?*. TIpoexT aAep-
YKaBHOTO KOHIepHY «YKpobopoHnpom» Cyber Guard OyB peaaizoBaHMIl y HapTHEPCTBI
3 IPMBAaTHUMM KOMIIQHISIMU AASL 3aXMCTY Bip KibepaTak IpMBAaTHUX i Aep)KaBHMUX YCTAaHOB
Yipainum®=,

218 CTBOpeHHs KOMIIAEKCHOT cucTeMu Kibep6besnexu — npioputeTHe 3aBaanHs [EAeKTponHMit pecypc). — Pexxum pocTymy : http://mpe.
kmu.gov.ua/minugol/control/publish/article?art_id=245224502

% Tunose noaoskenHs npo inpopmauiitiy 6esnexy nianpuemcrs ITEK [Eaextponnuii pecypc]. — Pexxum poctymy : http://195.78.68.67/
minugol/doccatalog/document?id=245167627

220 Besnexa xmapHux cepsicie De Novo niarBeppxena ceprudikatom ISO 27001 [Eaextponnuit pecypc). — Pesxum pocrymy :
https://goo.gl/MAoW 8k

221 Ukrainian Academy of Cyber Security [EaexTpoHHuit pecypc]. — Pexxum poctymy : http://www.uacs.kiev.ua/

222 B Vipaini 3a miarpumxu HATO cTBOpATb eAvHMIT LIeHTp 3 Kibep6esnexu [EaexTponHuit pecypc]. — Pexxum aoctymy : https://goo.
gl/ANLSTX;

223 [TpoeKT Aep’KaBHOTO KOHILIEPHY « YKPOOOPOHIIPOM» y MapTHEPCTBI 3 MpUBaTHMMM KoMmaHismu [EaexTponHMit pecypc]. — Pe-
Yy Yy y

Xum poctyny : https://cyberguard.com.ua/
L 59 |1l



OEP>XABHO-MPUNBATHE MAPTHEPCTBO Y COEPI KIBEPBEESIEKN...

3 kinus 2015 p. B YkpaiHi, kKpim pepskaBHoro CERT-UA, aie odiLiiiHo akpeAUTOBaHMIT
MiKHapOAHOI0 Mepexxeto FIRST?** npuBaTHMIL LIEHTP pearyBaHHs Ta 60pOTbOU 3 KibepiHLM-
aeHTtamu (computer emergency response team, a6o CERT). IneTbCs1 PO BITYM3HSIHY KOMIIQHIIO
CyS-Centrum, sIKa clieljiaAi3yeTbCsa Ha MOHITOPMHIY 11 HelTpaaisauii Ib-3arpos 3 Bukopuc-
TAHHSIM aNapaTHO-IIPOrPAMHUX pillleHb BAACHOI pO3pO0OKM, a TAKOXX Ha KOHCAATUHTY Y cdepi
inpopmauiitHoi 6e3mexu®.

e y xBiTHi 2015 p. MBC Ykpainu ta Koprnopauis «MaitkpocodpT» nmipnicaau Memo-
PaHAYM IIPO B3aEMOPO3YMIHHS, SIKUI 3aCBiAUMB B3a€EMHY 3al[iKaBA€HICTb Yy criBnpaui y cpepi
3aXMCTy AaHuX, iHpopmauiiHoi Ta KibepOesnexu. Y auctomnaai 2017 p. moaibHuI )ke MeMOpaH-
AYM, CIIpSIMOBaHUI Ha OpraHi3allilo B3aeEMOAii B TOOYAOBi KOMIIAEKCHUX pillleHb TEXHIYHOTO
3a0e3neyeHHs BiAOMYOI AISIABHOCTI y MacuITabax Aep>kaBy, 3aCTOCYBaHHs iHHOBawil y cdepi
AEP>KYIIpaBAiHHSI, & TAKOX ONTUMI3allii HASIBHOTO pecypcy, OYB MiAIMCaHUIT TIPeACTAaBHUKA-
mu HauioHaapHOI moainii Ykpainu ta kommnasii «MarikpocodTt Ykpaina» 2.

OcobArBoO BuCcoKy pnHaMiky po3Butky KATIIIT oemoHcTpye AenmapramMeHT Kibeproairil
HauioHaAbHOI moainii Ykpainu. 3okpema, 3 2016 p. HaAarop)keHa CUCTEMHA CITiBITpaLisi MK Bi-
AOMCTBOM i yKpaiHCbKMMU MpodiabHMMY KoMmmaHisimu ProtectMaster (protectmaster.org) i Bere-
zha Security (berezhasecurity.com), a TAKOX 3 TPOMaACbKOI0 opraHisarieio «Exkcriepris kibepbes-
neku» (3aAyueHHs ¢axiBLiiB, 0OMiH AQHVMMU, IPOBEAEHHSI CITIABHMX KOH(ePEeHLIil, TPEHIHTIB AAST
AEP)KCAY>KOOBLB). AenapTaMeHTOM TaKO>X OpraHi30BaHO PeryAsipHmit 0OMiH iHdopMaliielo Ta A0-
cBipOoM 3 paxiBLsiMy 3 XapKiBCbKOT0 HaL[iOHAABHOTO YHiBepcuTeTy papioeaekTponiku (XHYPE)
i HauionaabHOTO aepokocmiuHoro yHiBepcuteTy iMm. M.E€. JKykoBcbkoro «XAl». Kpim Toro, 3a mia-
paxyHKaMu CreLiaAicTiB KibeproaiLii, 306iabinTy epeKTUBHICTh pearyBaHHs Ha Kibep3arpo-
31 B A€KiAbKa pa3iB AO3BOAMAO PO3MillleHHsI OHAQIH-(OPMY 3BOPOTHOTO 3B 513Ky Ha ii canTi*”’.

Y Bepecni 2017 p. 3a cripusiHHs YKpaiHChKoi acouianii onepaTopis 3B’s13Ky «Teaac» Oyao
MIAITMICAHO MEMOPAHAYM IIPO CIIiBIpaLllo MK AermapTaMeHTOM KibepIoAilii i1 AaTa-oneparo-
pow lifecell, 3a ymoBaMu SIKOTO OCTaHHii1 Ha O€30MAaTHI OCHOBI IepepaB AernapTaMeHTy CU-
CTeMy BAACHOI PO3pOOKM AASI eKCTPEHOro iHGOPMYBaHHS B YMOBAaX HAaA3BMYANHIX CUTYaLil
Emergency Notification System (ENS). Cepep, iHIIOT0, CICTEMA AQ€ 3MOTY AOKaAi3yBaTu Kidep-
3arpo3y ¥y YHUKHYTHU Ii pO3IIOBCIOA’KEHHS 32 AOIIOMOTOI0 ONEPATUBHOIO iHGOPMYBaHHS PO
Hebe3IeKy 3aBYaCHO BM3HAYEHMX IPYI OTPMMYBaYiB yepe3 roAOCOBi BUKAUKY, SMS Ta eAek-
TPOHHI AUCTU. 3a MTOBIAOMAEHHAMMU KepiBHMLITBA, ENS BXe YCHIIIHO NPOJIIAA TeCTYBaHHS
11 1l abOHEHTaMM MOXKYTb CTaTU SIK Aep>KaBHi, TaK i MPMBATHI KOMIIaHil, BKAIOYAIOYM 00’ €KTU
KPUTUYHOI iHppacTpyKkTypm?*.

BoapHouac et moTeHuiaA cniBpobiTHULTBA Mir 6u OyTM 6iapuiMM i 3aiHTEpeco-
BAHICTb B LIbOMY 3aCBiAUYIOTb i AeprKaBHi opranu. Hanpukaap 3a poanumu MiHicTepcTBa
o6oponu Ykpainn®?, nporsrom 2014—2017 pp. HUM y)Ke OTPUMAHO MO3UTUBHUI AOCBIA

228 FIRST (axponim Bip anra. — Forum for Incident Response and Security Teams — ®opym KOMaHA pearyBaHHs Ha iHIMAEHTH iH-
dbopmauiitHoi Oe3rnexu) — € MDKHAPOAHOI0 AOOPOBIABHOI0 MEPEXXHOI0 CIIABHOTOI0 OKPeMMX KOMaHA CreLiaicTiB y chepi indopma-
uinHoI Ta KibepueTnuHoi 6esnexu (CERT teams), CTBOPEHOIO IIEPEAYCIM 3 METOK BUBYEHHS KiOep3arpos Ta mpoTHAil iM y TAOGaABHO-
My BuMipi. Y Mexax FIRST MOXXYTb IPALIOBATH IIPEACTABHUKM YPSIAOBUX, IPABOOXOPOHHMX, HAYKOBMX, Oi3HECOBMX Ta IHLINMX KiA, ase
IXHA AIABHICTD peryAatoeTbcst Koopaunaniitnum Komiterom opranisanii. Bapro Haroaocuty, mo yaeHcTBo KomaHAu y FIRST osHavae
1l MDKHapOAHe BU3HAHHA, a KPIM TOTO, 1ie HAAQ€ MOXKAMBICTb CICTEMHO Ta OIIePATUBHO B3aeMOAIATU 3 326 iHmmmu komanpamu CERT
i3 73 KkpaiH cBiTy, 110 POOUTD IXHIO POOOTY 3HaUHO eeKTUBHIIIOW (AOKAaAHIIIe AMB.: https://www.first.org/).

25 Caitbep Cexbtoputu Llentpym [EaexTponnmit pecypc]. — Pexxum poctymy : https://cys-centrum.com/ru

226 MBC Ta «Maiikpocodt» miamcaan MeMopaHAyM Tpo CHiBIpalio B raaysi ki6epbesmnexu [EaexrponHuit pecypc). — Pexxum
aoctymy : https://www.npu.gov.ua/uk/publish/article/1422098

27 Kibeprioaillist B3aeMoaie 3 IPUBAaTHUMU KOMIAHIAMY 3 KiGep6e3neKku 3 MeTolo MiABUIIeHHS eDeKTUBHOCTI PO3KPUTTS 3A04U-
HiB [EAexTponHuMit pecypc]. — Pexxum aoctymy : https://goo.gl/GnQle6 ; Kommanus ProtectMaster akTUBHO B3aMMOAEIICTBYET C TOCy-
aapcrBoM [EaexTpoHHmit pecypc]. — Pexxum poctymy : https://goo.gl/6HsXhK

228 Cepriit Aemeptox: Kibeproailisi BUKOPUCTOBYBaTUMe CUCTeMY eKCTPEHOTO CIIOBillleHHs Y BUMaAKaX Kibep3arpos [EAeKTpoH-
Huit pecypc]. — Pexxum poctymy : https://goo.gl/Ef2ZNH ; Kibeprioaiwist sanpoBapXye B YKpaiHi rA06aAbHY CUCTEMY CIIOBILIEHHS IIPO
3arposu [EaextponHumit pecypc]. — Pexxum poctymy : https://goo.gl/snoAGA ; Kibeproaiyist 3Mmosxe TepmMiHOBO iHpopMyBaTu npo Kibep-
3arposu [EaektpoHuuit pecypc]. — Pexxum pocrymy : https://goo.gl/N9aBLg

22 3a Matepiaramm Aucra Minictepcta o60ponn Ykpainm Ne 123/2/171 Bip 03.03.2018 na sanutr HICA Ne 293/54 Bip 31.01.2018.
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peaaisanii HM3Kku NpoeKTiB 3abe3neyeHHs Kibepbesneku y popmari KATII, y nmepury uep-
I'y B KOHTEKCTi BiAOUTTS pociiichkoi iHpopmaliitHoi arpecii Ta npoBepaeHHst ATO Ha Te-
puropii Aonenpkoi Ta Ayrancpkoi ooaacteit. Ilpu ubomy MO 3auikaBAeHe B pO3LIMpPEHHI
cripomokHocTent 30porHux Cua YKpaiHu 1[0AO MATOTOBKU Ta 3AiliICHEHHs Kibepobopo-
HU Ta [IAAHY€ OPTaHi3allil0 Aep>KaBHO-NIPUBATHOIO MAPTHEPCTBA 32 OCHOBHMMU HalpsiMa-
MM IJOAO:

e CTBOpEHH: KibeppesepBy;

e BUKOPUCTaHHS iHQPACTPYKTYpU Ta OOUMCAIOBAABHUX CIIPOMOKHOCTE;

e OTpUMaHH:A KOHCYABTALi/HOI Ta MaTepiaAbHOI AOTIOMOTH.

3a3HayeHy AISABHICTD Ha Liell 4ac po3IovyaTo Yy B3aeMoAil 3 [poMaAChKolo papoio mpu
MinicTepcTBi 060poHu Ykpainu Ta npoBipuumu IT-komnaHismu Ykpainu.

HarionaapHuit 6aHK YKpaiHu sIK OAMH i3 KAIOYOBUX NPoeKTiB y cdepi AIIB posrasipae
cTBopeHuit Hum Llentp kibepsaxucrty (CSIRT-NBU), y MeXxax sIKOTO «OpraHi3oBaHa B3aeMO-
Alst i crliBpoOiTHULITBO LleHTpy Kibep3axucTy 3 6ankamu YKpaiHu, OiAbIIICTD 3 SIKMX € IIPMBAT-
HVIMY, i CTaHe OCHOBOIO Aep>KaBHO-TIPMBATHOI B3aEMOAII B OaHKIBCBKill cucTeMi YKpaiuu y cde-
pi xibepOesmexn» >,

Cay>x0a Oe3nexy YkpaiHM TaKoXX HampaljoBasa*! sHauHuit AocBip y cdepi AIIB. 3o-
KpeMa, 32 pe3yAbTaTOM aHaAi3y CBiTOBOTO AOCBiAy (B T. u. y kpainax HATO) Bukopucranss
cucteM Ha KIITaAT «Malware Information Sharing Platform»** (MISP) ¢axiBusmu Aenapra-
MEHTY KOHTPPO3BiAYBAaABHOI'O 3aXMCTY iHTepeciB Aep>kaBu y cdepi iHbopmauiitHol Oesnexn
CBY cTBOpeHO apanTUBHMIT IpOrpaMHuil NPpoAYKT Malware Information Sharing Platform
and Threat Sharing «Ukrainian Advantage» (MISP-UA), sikuit BpaxoBye 0COOAMBOCTI iHoOp-
MaLilfHOro 0OMiHy MK pi3HMMU I'pyniaMy KOPUCTYBauiB (Cy0'ekTamu Ta 00’'ekTaMu KibepoOes-
IeKy Ta Kibep3axucTy): 3a0e3meueHo PO3IOAIA IPaB AOCTYITY, pO3LIpeHO PYHKIIIOHAA 3 aHa-
AlTryHOI 06p00OKM iHpopMaLii Ta BIPOBAAKEHO pO3IIMpeHY MOAITHKY Oe3neku. Kpim Toro,
3 PO3IMOPSIAHMKAMM OKpeMUX 00’€KTiB KpUTUYHOI iHPPACTPYKTYPU AOCSTHYTO IOTEpPeAHiX
AOMOBAEHOCTEI I[OAO HaAQHHSI AOCTYITY A0 iHopMmauinHoi cuctemu MISP-UA 3 meTor0 00-
MiHy ipeHTUdiKaTopaMy KOMIIpOMeTallil, 1[0 BUKOPUCTOBYBAAMCH Yy LIiAbOBUX KibepaTakax.
Po3pobAaeHO poeKT MeMopaHAYMY ITpo 0OMiH iHbopMalji€ro 3 BUKOPUCTaHHAM iHpopMa-
irtHoi cuctemu MISP-UA.

Takox 3 ininiatuBu CBY 3anmouatkoBaHo criabHuUiT 3 Paporo €Bpomnu npoext Cyber-
crime@EAPIII, cipsiMoBaHuUI1 Ha 3MiLIHEHHSI CITiBPOOITHULITBA AEP’KaBHMUX, Y T. Y. IPABOOXOPOH-
HUX i crelfiaAbHMX OpraHiB KpaiH — 4yAeHiB CXiAHOTO TapTHePCTBa, 3 npuBaTHUM I T-cekTopom
y cdepi nmpoTuaii Kibepsarposam, a TaKO>XX BUKOPUCTAHHS eAeKTPOHHUX AOKa3iB Y AOCYAOBUX
pPO3CAiAyBaHHAX. Y MeyKaX LIbOrO IIPOEKTY He3aA€KHVIMY eKCIIepTaMU BXXe PO3pOOAEHO IIpo-
eKT MeMOopaHAYMY PO MOPO3YMiHHS 3 MUTaHb CHiBIpali B 60poTh0i 3 KibepP3AOUMHHICTIO
Ta 3A04MHAMU, TIiA 9aC AOBEAEHH: AKX BUKOPUCTOBYIOTbCA €AeKTPOHHI pAoKasu. KpiMm 3a3Ha-
yeHoro Bute npotsirom 2016—-2017 pp. CBY npoBoaMAa pisHOMaHITHI 3aX0Au (KPYTAi cTOAY,
ceMiHapy TOILO) 32 Y4acCTIO PEACTAaBHUKIB 3al[iKaBA€HVX OPTaHiB Aep’KaBHOI BAAAU, CIIeLli-
aAbHMX Ta MIPAaBOOXOPOHHMX OPraHiB Ta MpoBaiiAepiB YKpaiHM 3 MUTaHb CTAHY iMIIAEMEHTa-
1jii moaoxenb KonseHuii PE npo Kibep3A04YMHHICTB.

OpHuM 3 HanbiAbII BaKAMBUX Ta nepcrnektuBHuX HanpsMmiB KATIIT € ocBiTHiit Ha-
IpsIM — MIATOTOBKA KBaAipiKoBaHMX KaApiB i MOIIMpeHHsI cepea NpaLliBHMKIB KOMIIQHIN Ta I1e-
peciyHMX KOPUCTYBaviB KyAbTYpU iHpopMaLiiiHOi Ta KibepHeTHYHOI Oe3eKu (3ammycK 3araAb-
HOHaLliOHAABHOI ITPOrpaMy «KOMIT JOTEPHOTO AiKHEITy»).

231

230 Aucr HauionaabHoro 6auky Ypainu Ne 56—0007/13334 Bip 06.03.2018 na sanur HICA Ne 293/54 Bia 31.01.2018.
21 Auct Cayx6u 6esnexn Yxpainu Ne 30/5/2-3288 Bi 05.03.2018 na sarur HICA Ne 293/54 Bia 31.01.2018.

232 TMaardopma AAst 36upanHs1, 06po6Ku Ta 06MiHy iHdOpMaLiero PO iHUMAEHTH KibepHeTUYHOT Ge3neKn, a TAKOXK TeXHIYHUMU
AQHMMIU TIPO iAeHTH]IKaTOpK KomMIpoMeTauii iHpopMaLiitHIX cucTeM 00'€KTiB KpUTUYHOI iHGPACTPYKTYpH B PEKMMi PeaAbHOTO Yacy

MDK cy6’eKTaMu ceKTopy Oe3rnex.
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Bipomo, mo YkpaiHa Mae 3HauHUI MoTeHLiaA y Lt cdepi. bakaaaBpiB Ta maricTpis
3a creniaabHicTiO «KibepOesneka» roryiors 44 BirumsHsauux BH3 (y Tomy umcai npu npo-
¢biapHux BisomcrBax — ACC33I, CBY, MBC, MO Ykpainu, po3BiayBaAbHUX OpraHax) i oocsi-
' AEP’KaBHOTO 3aMOBAEHHSI Ha 11X QaxiBLIiB OCTaHHIMU POKaMU TIOCTITHO 3pOCTaoTh>, Aji-
I0Tb Ta PO3BMBAIOTbCS TAKOX CIIelliaAi30BaHi AeprKaBHI Ta KOMepLifiHi LieHTpU IMiABUIeHHS
KBaAidikauii Ta TpeHiHry. Pasom i3 uuM sIK ekcriepTu-ocBiTsiHY, Tak i mpodeciitHa IT-cmiab-
HOTa KOHCTATYIOTh HAsIBHICTb CUCTEMHMX IPoOAeM Y Liit chepi. Hanpukaaa, y piuHomy 3Biti
VIII Ykpaiucekoro popymy 3 yrpaBainHs lutepuerom IGF-UA (xoBTenb 2017 p.) 3a3Ha4a€eThCS:

e BIACYTHICTb HaAeXHOro piBHA KBaAidikalii B mAroTosui cyyacHux ¢axisuis 3 nu-
TaHb Kibepbe3mneku Ta iHGopMalliitHOI 6e3reKu B 3aKAaAAX OCBITH;

e HU3DBKIiNl piBeHb 3apnaaTyé NpodecopCchbKO-BUKAAAALIBKOIO CKAAAY B iHCTUTYTax
Ta piHaHCcyBaHHs GaxiBLiB y Aep>XKaBHUX KOMIIaHisIX;

e 3acTapiAy HaBYaAbBHY IpOrpamy 3 MArOTOBKM QaxiBLiB 3 muTaHb Kibepbesnexn
Ta iHbopMaliitHOI Oe3eKu;

e BIACYTHICTb KOOpAMHALII B CMCTeMi OCBITU MiXK 3aMOBHMKaMU KaAPiB Ta 3aKAaAQ-
MM OCBIiTU;

» BipipBaHicTb ¢axiBuiB 3 iHpopMalliTHOI Ta Kibepbe3neky Bip MbKHapoAHOI cucTe-
MU CTaHAApTU3allil;

e Opak HayKOBMX AOCAiAXKeHD 3 TpoOAeM KibepOesmexy .

ExcriepTHi AOCAIAKEHHST CBIAYATBH, 1110 B Cy4aCHOMY CBiTi IIIATOTOBKa KaApiB i3 KibepbOes-
IeKV He MOXKe 0OMe’KyBaTICsI AMIlle OTpPMMaHHAM Buoi ocBitu y BH3 3a BipnmoBipHOIO crie-
LjiaAbHICTIO. AAs 30€pesKeHHsT HaA€)KHOI KOHKYPEHTOCIIPOMOXKHOCTI Ta MpodeciitHoro piBHs
M (axiBLsIM HEOOXiAHO IIEpMaHEHTHO IIABMIYBAaTH CBOIO KBaAidikallilo Ha 3acapax T. 3B.
KOHLerLii 6e3nepepBHOI OCBITY (A00 «OCBITU MPOTATOM XUTTSI»), MHOKUHHICTb HGOPM Ta Me-
TOAIB SIKOI BIAKpMBA€ 11je OAVH IIMPOKUI Ta MepPCHeKTUBHUI HanpsAM AAs raayseBol KATIIL
MoskAuBi AeKiAbKa BapiaHTiB poOOTY B LIbOMY HaIpsIMi, CepeA SIKMX MEePEMiArOTOBKA B paM-
Kax IMiCASIAMITAOMHOI OCBiTH (axiBLIiB y ClTOpiAHEHMX 3 KiOepHEeTUYHOI0 0e3MeKOI0 CIeliaAb-
HOCTeV, 3aCTOCYBaHHS HEAIHITHOI cxeMU MAroToBKM ¢axiBLiB, BUKOPMCTAHHS MOTEHLIITHUX
MOXXAUBOCTeI HepOPMAABHOI OCBITU AASI TiABUILEHHS KBaAidikauii Aitounx daxiBuiB yepes
IIPOBEAEHHS TPEHIHIiB, ceMiHapiB, Mi>)KHAPOAHMX CTaKyBaHb TOII0>.

KputuvHo Ba)KAMBMM € TaKOX 3abe3IeveHHs] HAA€XXHOTO PiBHS 00i3HAHOCTI epcoHa-
Ay KOMIIaHiil Ta YCTAaHOB B MUTAHHAX KiOepHeTUYHOI Ta iHPOpMaLiliHOI Oe3IeKy, — 3HOBY XX
TaK! CIIIABHMMM 3YCUAASIMY MIPUBATHUX Ta AepKaBHUX cy0’exTiB. @opmu KATIIT TyT MOXYTB
OyTM pi3HOMaHITHMMMU: CIIABHI ceMiHapy, TPEHIHIY, OHAAMH-KYPCH, 3aAyYeHHsI HAyKOBO-aHa-
AITMYHMX Ta KOHCAATVMHIOBMX KOMIIaHii Bcix ¢popM BaacHOCTi i 6araTo inmoro. Kpim Toro,
HEOOXiAHMMMU € PeryAsipHi TeCTyBaHHs (HaBYaHHsI) Ha IPOHUKHEHHS, MOAEAIOBAHHS 3arpos,
I'PaMOTHICTb ITOBEAIHKM NpaLiBHMKIB/KOPUCTYBayiB y Mepexi (AOTpMMaHHS eAeMeHTapHUX
MpaBUA OHAQIH-0e3IeKH, CTIKICTh A0 cripo6 ilMHIY TOLIO).

Crarrero 10 yuHHOro 3akoHy «IIpo ocHOBHi 3acapu 3abe3neueHHs KibepbOesneku
YKpaiHu» «CTBOPEHHS CUCTEMM MIATOTOBKYM KaApiB» Ta «IiABUILEHHS Li(POBOI IPaMOTHO-
CTi rpoMaAsiH» Bu3HaveHi sIK oAHi 3 HanpsimiB KATIIT. TTopsip i3 M 3Ha4HOIO Mipoio HeBU-
pillleHVM 3aAUIIAETHCS MUTAHHS IHCTUTYLITHO-IIPABOBOr0 3abe3IeyeHHsl TOBHOLIIHHOI pea-
Aizanii 11iei HopMu.

23 Nosianuk BH3 [EaexTpoHHuit pecypc]. — Pexxum poctymy : https://osvita.ua/vnz/guide/search-17-0-0-42-43-0.html
B4 VI Vxpaincbkuit popym 3 ynpasainns Ilnrepuerom IGF-UA [EaexTponnuit pecypc]. — Pexxum poctymy : https://goo.gl/FQxQjx

235 Hanpsmu miAroTOBKM Ta mipBMuleHHs KBaAidikauii paxiBuis is kibepbesnexn [Eaextponnmit pecypc]. — Pexxum pocrymy :
http://pgp-journal kiev.ua/archive/2017/3/45.pdf ; TIpobaeMHi muTaHHS Ta aKTYyaAbHI 3aBAQHHS MAroTOBKM (axiBLiB 3 KiOepHETUYHOT
6esrnexu raAysi 3HaHb «iHpopMmaiiHi TexHoAorii» [EAexTpoHHMI pecypc]. — Pexxum poctymy : http://irbis-nbuv.gov.ua/cgi-bin/irbis_
nbuv/cgiirbis_64.exe? C21COM=2&I21DBN=UJRN&P21DBN=UJRN&IMAGE_FILE_ DOWNLOAD=1&Image_file_name=PDF/
szi_2016_2_3.pdf; Kopheiiko OaekcaHpp. besmneka kibeprpocropy YkpaiHu: cy4acHi BUKAMKY Ta MAroToBKa ¢daxiBiis [EAexTpoHHMIT
pecypc]. — Pexxum poctymny : http://inau.ua/doc/6/all
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YKpait BaXKAVMBUM € IIOCTiMHUI Ta CUCTEMHUI OOMiH AQHMIMMU IJOAO aKTYaAbHUX KiOep-
3arpos i MO>XKAMBOCTeN (IHCTpYMeHTiB) 00poTbOM 3 HUMU. AASI LIbOTO ONITUMAABHUM OYAO 61
CTBOpPEHHsI Ta MATpUMKa Ha ocHOBI mpokoi KATTIT HalioHaAbHOI cucTeMy 0OMiHY AQaHUMU
npo KibepiHuupeHTH Ta ix peectp. Lle po03BoAmAO 6 mippo3aisam 3 IT-6e3meku KomIaHin
Ta YCTAaHOB NepeBipATH MapKepy KOMIIpOMeTAllil, BIiACAIAKOBYBaTH, KOMY 1lle PO3CUAAAUCS
aHAAOTIUHI 3pa3Ky IIKIAAMBOTO IPOrPAMHOIO 3a0e3neyeHHs, 0OMiHIOBAaTHCs iHAMKaTOpamMu
aTak, yoesrnevyyouy TaKVM YMHOM CBOi 00’€KTU Bip Kibep3AouMHLiB>.

B YkpaiHi oKy He iCHY€ TaKol CMCTEMU, OAHAK HEOOXiAHO HATOAOCUTH, 11jO Il CTBOPEH-
HS € CKAAQAHOIO TPOOAEMOI0 Y 0iABIIOCTI KpaiH CBiTY, IpUYOMY B 3B’sI3KYy 3 IO3ULIi€EI0 CaMe
HeAepKaBHUX (mepeayciM 6i3HeCOBMX), @ HE Aep>KaBHUX aKTOpiB. KepiBHULITBO TakuXx ImiA-
IIPUEMCTB Ta KOMIIaHil 3a3Buyait BBakae AIIB y wiit cdepi 3aHaATO pUBMKOBaHMM Yepes3 He-
OesIeKy po3KpUTTS KOMePLiHOI TAEMHMLII Ta iMiA>KEBUX BTPAT, OB sI3aHUX 3 ONIPUAIOAHEH-
HSIM AQHMX IIPO KibepiHLMAeHTY B Me)Xax KoMmaHil. [ToHaa 11e CBOo Baromy poAb BipirpaioThb
TakKi YMHHMKY, sIK pi3Ha AMHaMiKa poOOTU i IpUITHATTS pillleHb y Aep>KaBHUX (OIOpOKpaTuy-
HIX) Ta KOMEepLiMHUX OpraHisallisiX, a TAKO>XX HEAOCTATHsI iHTepoIepabeAbHICTbh IX iHpopMa-
uinHux iHppacTpykryp.

3 iHIIOro OOKY, B Mi>KHAapOAHIN IpaKkTuLli AAsS 00MiHy iHdOopMali€ero Mpo aTaky Ta 3a-
rpo31, pO3CAiAYBaHb KibepaTak, eKCIiepTHOI MATPMUMKH i T. iH. IIMPOKO Ta YCIIIIHO MPaKTy-
KkyeTbcst AIIB 3 raayseBuMu aconialissMu i IpMBaTHMMM KOMITIAHISIMY, IO CIeL[iaAi3yIOTbCs
Ha [B-pimennsax?®. BirunsHsaHMIT TOTEHLIaA i YMHHE 3aKOHOAABCTBO (cTaTTi 7 Ta 10 3ako-
Hy «IIpo ocHOBHI 3acapu 3abesmneveHHs KibepOesneky YKpaiHu») LIIAKOM AO3BOASIIOTH Ha-
aaroputy B Ykpaiui KATIIIT Takoro Hanpsimy, HaBiTh OiAbllle — iCHYIOTh OKpeMi IIPUKAAAU
ii ycmimHoi peaaisauii (AuB. Buiiie). BopHOUAC, AASI TOTO 11100 TaKa B3a€MOAS B HaIii KpaiHi
HaOyAa CMCTEMHOTO 3araAbHOHALIIOHAABHOT'O XapaKTepy, MOTPiOHI iHCTUTYLiMHI BaxkeAi (Ha-
MIPUKAQA, Y BUTASIAL OPraHi30BaHMX AepPyKaBOIO MOCTITHO AII0UYMX MAATPOPM AASI KOMYHiKaLlii
/1 HAAQTOAKEHHSI CIIBPOOITHUIITBA) Ta BiAITIOBIAHMIT HOPMATMBHO-IIPABOBMII iHCTpYMeEHTA-
piit AAsL il CTMMYAIOBaHHS/PETYAIOBAaHHS i IOpMAMYHOrO odpopmaeHHsA. HuHi Bce 1je MoBHO-
LIIHHO He peaAizoBaHe.

3 TOYKM 30py YKpaiHChKMX ¢axiBLiB*’, sIKi creliaAbHO AOCAiAXKYBaAM CBiTOBMIT AOC-
Bip KATIIT, HavipoLiAbHIlIe opraHi3oByBaTH ii Ha TaKMX NPUHLMUIIAX i 3acapax:

o (dopmyBaHHs BIAHOCKH AOBipM MiX Aep)KaBHUMM Cy0’ekTamu (peryasitopamu) Ki-
6epOesreku i KepiBHULTBOM NMPUBATHUX IMATIPUEMCTB;

e CTBOpEHHS YMOB, 32 SIKMX IIPUBATHi 00’eKTU Kibep3axucTy A0OpOBiAbHO IPUBOAK-
TUMYTb CBOI IIPOrpaMU YIIPaBAIHHS PU3MKAMU Y BIATIOBIAHICTD AO BUMOT peryasitopa (rasy-
3eBMX PEryAsITOpPiB) Ta HAAABATUMYTh BCIO HEOOXiAHY iHOpMaLio B iHTepecax 3ax1ucTy Kpu-
T4yHOI iHppacTpyKTYpU;

e IIOCTiViHe BpaxyBaHH: raaysenoi crieyudiku npoueciB iHpopmaTusauii Ta AOTpu-
MaHHs KibepOesrekn y pisHMX CEeKTOpax eKOHOMiKY, 3alIpOBaAYKeHHSI IHCTUTYTY raAy3eBUX
PeryAsiTopis;

e OCHOBHMMM KOHTaKTHUMU (KOOPAMHYIOUMMM) CYD €KTaMM 3aXUCTy KPUTUYHOT iH -
PacTPyKTypy MOBUHHI OYTY TIABKM A€P’KaBHi YCTaHOBY;

e AISIABHICTD A€pP>KaBHUX CTPYKTYP YHOPMOBaHa (CyBOPO perAaMeHTOBaHa) Y CTOCYH-
KaxX 3 IPMBAaTHUM CEKTOPOM — y po3BUTKY AIIB HaAeXuTb BUKOpMUCTOBYBAaTU iHCTPYMEHTA-
piil MiAbBT 1 IpUBiAeiB;

239

2% Cybercrime: cuctemu saxucty «HapoiyoTh M’sa3u» [EaexTponHuit pecypc]. — Pesxum aocrtymy : https://goo.gl/YwcRei

%7 Mapyuiak A., [Tanuenxo B. B3aeMopisi Aep>kaBHOTO Ta IPUBATHOTO CEKTOPIB y cdepi KibepHeTuuHOI Ge3nexu: iHozeMHuit AOC-
BiA Ta mepcrexTuBy AAst Ykpainu // InpopmainHa 6e3nexa AOAMHM, CYCIIABCTBA, AepkaBu. — 2014. — Ne 3(16). — C. 56—63.

238 TMonepeani npomnosuii IO «ICAKA Kuip» uoao nokpamenHs 3akony «IIpo ocHoBHi 3acapu 3abesneuenHs Kibepbesnexu
Vkpaiun» [EaexTponumit pecypc]. — Pexxum poctymy : https://goo.gl/ve38K8

%39 Mapymak A., [TanueHko B. B3aeMoaist Aep)kaBHOIO Ta IPUBATHOTO CEKTOPIB y cdepi KibepHeTuuHOI Ge3nexu: iHoseMHuit AOC-

BiA Ta mepcrieKTuBM AAs YKpainu // InpopmaliiiiHa 6e3nexa AIOAMHM, CYCIABCTBA, AepKaBu. — 2014, — Ne 3(16). — C. 56—63.
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e CTBOpPEHHs CIIBTOBapUCTB AAsI 00MiHY iHdopMalieto (HampUKAaA, Ha OCHOBI KOH-
uenuii Information Exchange Model, sik 1ie peaaizoBano y Beankiin bpuranii**);

o opranizauia CERT y pi3HUX raAy3sAx i Ha pi3HUX piBHAX;

e po3poOKa Ta po3BUTOK y pamkax AITB cmiAbHMX aBTOMaTM30BaHUX CUCTEM MOHi-
TOPUHIY KibepaTak (Ha KIITAAT MOAbCBKOI cuctemu ARAKIS-GOV*).

I3 MOpiBHIABHOTO aHAAI3Y LIbOTO MEPEAIKY i BUKAAAEHUX BUIIle (aKTiB BUIIAMBAE, 1[0
cTaHOM Ha ociHb 2017 p. B YKpaiHi TpuBae GpopMyBaHHS OKpEMMX €AEMEHTIB 3araAbHOHAIli0-
HAABHOI CHICTEMU Aep)KaBHO-TIPMBATHOI B3aeMoAl y cdepi kibepOesneku, mpore cama cucre-
Ma fAK TaKa MOKU BiACYTHS.

4.4. XaKTnBi3M Ta Aep)xaBHO-NpuBaTHe NapTHEPCTBO:
Bif NpoTunpasHOI AisANbHOCTI A0 NneranbHOro
CniBpoGITHULTBA 3 fepXKaBolo

IIpoTarom ocTaHHIX YHOTUPBHOX POKiB CIIOCTEPIraAOCs MOMITHE 3pOCTAaHHSA POAL BOAOH-
TEePCbKIX Ta TPOMAACBKUX CTPYKTYP, AKi AOTIOMaraAu Aep>kaBi B Pi3HMX acleKTaX HalliOHAAb-
Hol 6e3neku. LI poormomora Habyaa 0COOAMBOTrO 3HAYEHHS B TepIili POKY KOHPAIKTY Ha CXOAI
VYKpaiHu i3 pocCiiicbKO-TepOPUCTUYHUMY CUAAMMU.

He cTtasra BunsaTkoM i kibepcdepa. TTpoykpainchki xakTuBicTu (30Kkpema, «YkpaiHChKi
Kibepainiceka», «Kibepcotusi», «FalconsFlame», « Trinity», «RUH8» Ta i) 3AilicHIOBaANM:

e 3AaMU KOMITIOTEPHHUX CUCTEM — SIK TEPOPUCTIB, TaK i iX pOCiICbKUX KypaTopiB;

e OTPUMYBAAM AOCTYII AO TIOIITOBMX CKPMHBOK 0Ci0, sIKi 3aAisiHi B opraHisauiii Ta pea-
Ai3allii pocilichKoi arpecii npoTu YKpainu;

e BIACAIAKOBYBaAM aKKayHTU B COLIIAABHMX MepeXkaX Ta Mepexi IHTepHerT, uepes AKi
TEPOPUCTUYHI YTPYIIOBAHHS BEAM CBOIO ariTaiiito Ta 30MpaAu KOUITY;

e OAOKYBaAV OKpeMi €eAeKTPOHHi ramaH1li GpiHaHCUCTIB TEpOPUCTIiB;

e AomomaraAu y iaeHTudikanii ocib, siki 6epyTb yyacTb y 30pOMIHOMY NPOTUCTOSIHHI

Ha cxoAi Ykpaiuu npotu cua ATO Ta 6araro iHioro.
LIETILII0 «KOABOPOBUX KaMeAXiB» (hats)**?, 0 B)e CTaAa 3BUMHOIO [P XapaKTEPUCTULI Aiil
xakepcbkux (un nmpocto IT-ekcnepTHux) yrpynoBaub. «biai kanearoxu» (White hat) 3azBuyain
€ oBHicTI0 AeraabHUMU [ T-daxiBLsmMy, 1[0 3AIICHIOIOTH CBOIO AISIABHICTD 3aKOHHO i 4acTiiie
3a BCce — Ha KoMepLilHiin ocHoBi. OCHOBHA iX MeTa — BAOCKOHAAEHHSI CUCTeM KibepOesrneku
TUX 4M iHIIUX CTPYKTYP (A€P’KaBHMX UM MPUBATHMUX), Y T. Y. Yepe3 IOIIYK HEAOAIKIB KOAY THX
iHdbopMaLifHUX cuCcTeM, SIKi BUKOPUCTOBYIOTD Lji CTPYKTypu. OCHOBHUM iHCTPYMEHT — I€H-
TecT*®. Ba)XAMBUM € Te, 1[0 1ii Ail BOHM 3aCTOCOBYIOTD Ha 3aluT caMoi opraHisalii Ta 3a 4iT-
KOIO ITONlepeAHbOI0 AOMOBAEHICTIO 3 Helo.

[HIIMM OAIOCOM € «4OpHIi KaneAloxm» (Black hat), sixi 6iabior Mipo € TpapuLii-
HUMU KiOep3AOUYMHIISIMY, IO 3AIICHIOIOTb CBOIO AISIABHICTD 3apaAul 0COOMCTOrO 3UCKY, BU-
KOPUCTOBYIOUM OYAb-SIKi METOAM 3AaMy. BopAHOUYAC mocAyraMu Takux Irpyn AeAaai yacTime
KOPUCTYIOTbCS BilICBKOBI Ta pO3BiAYBaAbHI CTPYKTYPU 3aAAS AOCATHEHHS CBOIX BilICbKO-
BO-TIOAITMYHUX LliAel, aAe MiHIMi3yl04uu NIpY IbOMY IOPUAMYHI HACAIAKM Bip TAaKOTO BTPYYaHHS

240 Mapymaxk A., [Tanuenxo B. B3aeMoaist AepkaBHOIO Ta IPUBATHOTO CEKTOPIB y cdepi kibepHeTnuHOi 6esmnexu: iHozeMHUIt AOC-
BiA Ta mepcrexTuBM AAst YKpainu // IHdopmaliiHa 6e3rexa AOAMHM, CYCIIABCTBA, AepkaBu. — 2014. — Ne 3(16). — C. 58-59.

21 ARAKIS-GOV [EaexTponnmii pecypc). — Pesxum poctymy : http://www.cert.gov.pl/cee/arakis-gov-system/78, ARAKIS-GOV-
system.html

22 Tpaaniiist MOAIASTH XaKepiB 3a KaneAaloxamy 6epe MOYaTOK 3 AMEPUKAHCHKOTO KiHOBECTEPHY, A€ TIO3UTHUBHI repoi TpaAULiiiHO
HOCHAM OiAl KalleAroXy, TOAL SIK 3AOAIT Ta HeraTMBHI IIepPCOHAXI — YOPHI.

23 TMenTect (penetration test, pentest) — OLiHIOBAHHS 3aXMIEHOCTi KOMITIOTEPHOT CUCTEMM YU MEPEXi IASIXOM YaCTKOBOTO MO-
AEAIOBAHHA Aill 30BHIIIHIX 3A0BMUCHMKIB 3 IDOHMKHEHHA Y Hel.
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(HEMO>KAMBICTb BU3HAHHSI BIATIOBIAQABHOCTI A€PJKaB 3a Taki aTaku). B Takux Bumapkax «41op-
Hi KaIleAI0X)» BUCTYIIAIOTh SIK CBOEPIAHI «IIPOKCi-TPyIM», RHAAOTIYHi 32 CBOEIO CYTTIO AO pi3-
HOMaHITHUX (HOpPM HAMIMAHLIB, SIKi 3AIMICHIOIOTb CBOIO AISIABHICTh MPOTYU YKpAiHU 3 TEPUTO-
piit «k AHP/AHP».

BoaHouac yKpalHChKi XaKTUBIiCTM IIBUALIE MIATIAAAIOTD A TPeTIo KaacudikaliiHy
rpymny — «cipux KaneawxiB» (Grey hat). Ao HUX BiAHOCATBCS Xakepy uu daxiBLii 3 KOMIT'I0Tep-
HOI Oe3IeKy, sIKi 104acTy NOPYIIYIOTh 3aKOHOAQBCTBO M TUIIOBi €TUYHI HOPMU, aA€e He 3AIi-
CHIOIOTb A€CTPYKTUBHOI'O BIIAMBY Ha 3AaMaHy CUCTEMY, IO € TUIOBUM AASL «HOPHUX KalleAlo-
xiB». Taka xapakTepucTHKa NIPOYKPAIHCbKMX XaKepChKUX IPYIl MEHIIOK MipOI0 CTOCY€EThCA iX
AlsiapHOCTI TpoTH iHdopMmaninHux pecypciB « AHP» ta « AHP», a Takox pociitcbkux indop-
MALIIHMX PeCypCiB, MIOAO AKMX BOHU AIIOTb caMe K «YOPHi KalleAIoXW».

OcranHiM yacoM ix 6e3rocepeAHst aKTUBHICTb A€AaAL YacTillle CIIPSIMOBYETHCS Ha BHY-
TpiwHi iHpopMauilHi cucTemu (IepeayciM — AepyKaBHi opraHy Ta 06'eKTy KpUTUYHOI iHdpacTpyk-
TYpH), LIIOAO SIKMX BOHU IPOBOASITh HECAHKLIIOHOBaHi MIEHTECTH, CKauyIOu IIPU LbOMY OKpeMi
AOKYMeHTH (sIKi He MatoTb IpudiB 0OMeXXeHHsI AOCTYITY) AAS IATBEPAKEHHST HASIBHOCTI ypas-
AuBoCTi. He3Bakarouu Ha Te, 10 Lii All 3AIICHIOIOTHCSI HUMU B iHTepecax 3abe3rneveHHs OiAbIIOl
KibepOesmnekn Aep>kaBy B YMOBAXx arpecii (puHaiMHi Taka MeTa HUMU IyOAIHO AEKAAPYETHCS),
aAe BIATIOBIAHO AO UMHHOT'O YKPaiHCbKOT'O 3aKOHOAABCTBA, YaCTillle 3a BCe BOHU 100 TOPYLIYIOTb.

[ToxazoBMM Yy 1IbOMY CeHCi OyB BUITaAOK i3 yKpaiHcbkuM nmporpamicrom O. Moxosuwm,
axuit y 2013 p. momiTuB ypasauBicTb y cuctemi «IlpuBar-24»2* Ta, 3A1ICHUBLIN AeKiAbKa
TECTiB Ypa3aAMBOCTi, 3BepHYBCsI A0 CAy>x0u Oe3nekn ITpuBaTbanky. OpHak GaKkTUYHO eKCIIAya-
Talio i€l ypasAMBOCTi MOXKHa OYAO KBaAipiKyBaTU SIK MOPYIIEHHs 3aKOHOAABCTBA (IIPO 1110
i 3asBMAA TOAL Tpec-cayxba 6aHKy?>*), y T. u. — cTaTTi 361 KK Ykpainu. Hapaai curyauiio ype-
T'YAIOBAAl, OAHAK IIPY 1[bOMY IIPMHLMIIOBA TPOOAEMA He 3HUKAAQ.

IlJe 6iapLI BUpa3HO poOAeMa CBOEPIAHOI «HETHYYKOCTi» YKPalHChKOTO 3aKOHOAAB-
CTBa LIOAO AISIABPHOCTI y KibepripocTopi mposiBuAach y icTopii HaBKoAo akuii** (paemmooby)
«Ukrainian Cyber Alliance» mip 3araapHum xeurerom #F*ckResponsibleDisclosure*”, sxui
posmouascs y Aucromnaai 2017 p. 3a caoBamMu OpraHisaTopis, 1OT0 MeTa — «2pPOMAOCbKA dK-
yist 0rs1 niosuugens pisus IT-zizienu» (1o cyTi aKiisi € GOpMOI0 KPayACOPCHHIOBOTO IIEHTeC-
Ty AepKaBHUX iHopMaLiitHUX cucTeM). Y Mexxax ¢paeniMoOy OyAu 3HalAeHi YypasAMBOCTI
B KOMITI0TepHMX cucTemax moHanmenie 10-tu LIOBB (y 1. 4. — mpaBoOXOpOHHUX OpraHiB),
AEKIABKOX 00ApaA, MiHIMYM IT'SITM 00’€KTIB, sIKi MOXXKHa BIAHECTU AO KPUTUYHOI iHYpaCTPYK-
TYPU Aep>KaBU, HU3KM HAYKOBMX Ta KOMYHAAbHMX 3aKAQAIB.

IlJoHarMeHIIIe OAHA 3 ATAKOBAHMX CTPYKTYP 3BEPHYAACh AO MOAIL[ii**
HE3aKOHHOTO BTOPIHEHHSI B AOKAaAbHY KOMIT IOTEPHY MEPEXY 00ApaAUL.

Caip BM3HATH, 1O 3 MOTASIAY YMHHOTO 3aKOHOAABCTBA Ail «Ukrainian Cyber Alliance»
Ti€I0 UM iHIIOI0 MipoI0 AifiCHO MOpyyIoTh cTaTTio 361 KpumiHaapHOro Kopekcy Ykpainm?*:
«HECaHKL[IOHOBaHe BTPYYaHHsI B pOOOTY eAEKTPOHHO-00YMCAIOBAABHMX MALIMH (KOMIT I0TEpiB),

i3 3asIBOIO 1IJOAO

24 Kak KIMMumuk Aaexceit Moxop Baaomaa TIpusatBank [Eaextponnuit pecypc). — Pesxum poctymy : http://kpishnik.com/mohov-
privat24/

45 TpusarBaHK 06BMHMA YKPaMHCKOTO POrpaMMUCTa BO B3aoMe cBoero Android-npuaoxenus [Eaektponuuit pecypc]. — Pe-
)um poctymy : https://habrahabr.ru/post/193204/

246 Fxck responsible disclosure. TTpuset ot oueHb 3abix xakepos [EAextponuuit pecypc]. — Pexxum poctymy : https://petrimazepa.
com/disclosure.html

247 Responsible Disclosure — popma noiyky ypasansocreit inbopMaliifHUX CUCTeM, 32 SIKOK TIepIM MpO il HAABHICTb MOBIAOM-
ASIETHCST BAACHUK CUCTEMM (AASL TOTO, 100 BiH Mir ii BUIIDaBUTH) i Anllle 3 IIEBHUM YaCOBUM IIPOMIDKKOM IIPO L0 YPasAUBICTb NOBi-
AOMASIIOTH rpoMapchKicTb. Konuernyist «Full disclosure» He nepepbayae maysu AAst iHpOPMYBaHHS BAACHUKA CUCTEMU. BiAbI AOKAAA-
HO 1po cyTHicTh noHATTs «Responsible Disclosure» Ta HebGakaHHs aBTOpPIiB pAemIMOOy 110ro0 AOTPUMYBATUCh — Y Marepiaai
3a nmocuAaHHsAM: https://www.facebook.com/vstyran/posts/10155958884177372

248 33 AQHUMU 0diLilTHOro MOBIAOMAEHHS Ha CAIITi yCTAHOBIU.

249 Anaaoriuna ouinka aisiabnocti «Ukrainian Cyber Alliance» micTUTbCs i B AUCTaX oKpeMuXx Cy6'eKTiB Hal[ioHaAbHOI cUCTeMU

Kibepbesmeku YKpaiHu.
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aBTOMATM30BAHMX CUCTEM, KOMIT IOTEPHUX MePEeX UM MepeXX eAeKTPO3B s13Ky»**’. OakTU4YHO
3rapaHa CTaTTsI PO3TAsIAA€ OYAb-sIKe BTPY4YaHHsI (B T. 4. Te, sSIKe He HAHEeCAO 0e3I0CcepeAHbOT
IIKOAM) AO @BTOMAaTH30BAHOI CUCTEMM M KOMIT IOTEPHOI MepeXi SIK 3A0UYMH, aA’Ke BHACAIAOK
At «Ukrainian Cyber Alliance» Bip0OyBcst BUTIiK iHdopmaliii. DopMyAlOBaHHS 3a3Ha4eHOI CTaT-
Ti KK $paKkTYHO YHEMOXXAVBAIOE AISIABHICTD HEKOMEPLiVIHIX ITEHTECTEPIB, SIKIIO 1ii TECTH 3a-
3AAAETiAb He TIOTOAJKEHI 13 00’€KTaMM aTaKu.

BoueBupb AisiabHicTb rpym Ha Kutaat «Ukrainian Cyber Alliance» i3 BusiBAeHHs Bpas-
AuBOCTel B iHpopMaLitHux cuctemax (y T. 4. — OpraHiB Aep>KaBHOI BAAAM) € B&KAMBOIO i LIiA-
KOM ITIAITAAQ€ TTiA CYTHICHI O3HaKM AepyKaBHO-IIPMBATHOIO IIAPTHEPCTBA, OAHAK MTOTPeOye CBO-
ro MOBHOLIHHOIO 3aKOHOAAQBYOro BupimeHHs. IlepeayciM — 3apAAsl BUBEAEHHSI TaKUX
SIKUI O He HAHOCUB IIKOAY A€P>KaBHMM pecypcaM i He CTBOPIOBAB MEPEAYMOBU AASL 3aCTO-
CYBaHHS IPAaBOOXOPOHHMMM OpraHaMM CTaTTi 361.

OaHMM i3 BapiaHTiB BuUpillleHHsI IPOOAEMY € YTOUHEHHS CTaTTi 361 AOAATKOBMM ITyHK-
TOM 3, TAKVIM YMHOM, sIK chopmyaboBaHo y crarTi 111 KK «Aep>kaBHa 3papa», Ae 3a3HaU€EHO,
0 «3BIABHSETBCH Bip KPUMiHAABHOI BiATIOBIiAQABHOCTI I POMaASIHUH YKpaiHy, AKILO BiH Ha BU-
KOHaHH: 3A0YMHHOT'O 3aBAQHHS iHO3€MHOI AeprKaBy, iHo3eMHOI opraHisariii ado ix mpeacTas-
HUKIB HiSIKMX Aill He BUMHUB i AOOPOBIABHO 3a5IBUB OpraHaM A€P>KaBHOI BAQAY PO CBilt 3B's1-
30K 3 HMM Ta IIPO OTPUMaHe 3aBAQHHS». TaKMM YMHOM JIAETBCSI PO POpMY IONEepeA)KEHHST
BIATIOBiAQABHMX OpraHiB A€P>KaBHOI BAAAY IIPO Afil, IKi MOKYTb OyTM TPAaKTOBaHi SIK 3A0YMH
BIATIOBIAHO AO TToAOKeHb cTatTi KK.

Kpim Toro, caip BusHaty, 1o AisiabHicTs «Ukrainian Cyber Alliance» Ta CX0XMX Ha HUX
XaKTUBICTIB (sIKi BiApi3HAIOTBCA BiA KOMepLITHUX IIEHTECTePiB, SKi Y3TOAXKYIOTb CBOI Aii
31 CTPYKTYPOIO, I[OAO SIKOI IIPOBOAUTHCSI IIEHTECT) BOYEBUAD YaCTKOBO ITATIaAa€ Mip popmy-
AIOBAHHS «HETAACHA IlepeBipKa FOTOBHOCTI 00’eKTiB KpUTUYHOI iHPPaCTPYKTYpU A0 MOXKAK-
BUX KibepaTak Ta KibepiHLMAEHTIB», 110 BiATIOBiAHO A0 3akoHy Ykpainu «IIpo ocHOBHI 3aca-
AU 3a0e3mnedeHHs KibepbOesneku YkpaiHm»?! mokaapeHo Ha CAyxOy Oesmexu YKpaiHu.
BoaHOYac Moske BUHMKHYTH IIeBHA I0pUAMYHA ITpobAaeMa yepes Te, o ctaTTs 361 KK Ykpai-
Hu nipABiaoMya HanlioHaAbHil nmoAiuii YKpainy, Ail TaKMX aKTUBICTiB, MOXKAUBO, MAIOTb Y3TOA-
XyBarucs He Antite 3i CAyx0o010 Oe3rnexu Ykpaiuu, a i1 3 HauioHaAbHOI0 noaiLieio (mpodiab-
HUM A€lapTaMeHTOM).

BakAMBO BiA3HAUMTH, IO «HETAACHA IepeBipKa» € CKAAAOBOIO OllepaTMBHO-PO3IIY-
KOBOI AISIABHOCTI, siKa Y 3aKoHi YkpaiHu «IIpo onepaTMBHO-pO3IIYKOBY AISABHICTb» BU3HA-
YyeHa K «CUCTeMa FAACHUX i HerAaCHUX IOIIYKOBUX, PO3BIAYBAaAbHMX T2 KOHTPPO3BiAyBaAb-
HIX 3aXOAIB, 1O 3AIMICHIOIOTBCA i3 3aCTOCYBAaHHAM ONEPATUBHUX TA ONepPaTMBHO-TEXHIYHUX
3aco0iB», a, BIAIOBIAHO AO YKpaiHCBKOTO 3aKOHOAABCTBa, i CAyx0a 6e3nexku Ykpaiuuy, i Ha-
L[iOHaAbHA MOAILlisT YKpaiHy € cy6’'€KTaMy IPOBEAEHHS OIepaTVBHO-PO3IIYKOBOI AiISIABHOCTI.

HeopHO3HaUYHMM BUAQETHC i MOLIYK NIPAKTUYHOIO MeXaHi3MYy CIiBIIpalli — LIBUALIE
3a BCe 1je aKTyaAizye npuHaiMHi 1je ABi mpobAeMM, 5IKi CTAaHYTb TAOM AASI AMICKYCII 3 LIbOTO
MIPUBOAY.

[To-nepiue, caM MexaHi3M Ta HEOOXIAHICTD aKTMBICTIB Y3roAXXyBaTHu CBOI Ail i3 mpaBo-
OXOPOHHMMM/KOHTPPO3BiAYyBaABHUMU CTPYKTYPaMM MOKYTb CTaTU MUTAHHSIM CKAQAHMX Ile-
pemoBuH. He B ycix Bumapkax HeypsIAOBi CTPYKTYpu 6a>KaroTb y3rOAXYBaTU CBOI Ali i3 mpa-
BOOXOPOHHMMU/KOHTPPO3BiAYBaABHMMU OpraHaMy, 4aCTO BOAYarOuu B LIbOMY OOMEXeHHsI
CBOIX ITpaB Ta MOXKAMBOCTEI], 2 TAKOXX HE3aAEXKHOCTI Aill. KpiMm Toro, myOaiuHe apTuKyAlOBaH-
Hs1 GaKTiB TAKOro CHiBpOOITHUIITBA MOYKEe MaTy HETAaTUBHI iMiAKeBi HACAIAKY AASI TAKUX CTPYK-
Typ. ToMy momyk npakTUYHOro MeXaHi3My cmiBmpaui Mae 6a3yBaTuCs Ha rapaHTYBaHHI

250 Kpuminaabuuit kopexc Ykpainu [EaexTporHuit pecypc]. — Pesxum poctymy : http://zakon3.rada.gov.ua/laws/show/2341-14/print

%1 3akon Ykpainu «ITpo ocHOBHI 3acapu 3aGesnevenns Ki6ep6esnexu Ykpainu» [EaexTponHuit pecypc]. — Pexxum aoctymy :
http://zakon3.rada.gov.ua/laws/show/2163-19/
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HEPO3TrOAOIIEHH: iHpopMallil PO TaKy CIiBIPaLl0 Ta MiHIMaAbBHO HEOOXIAHMX OIOpOKpaTUy-
HIX NpOLieAypax AA iHIlLIiIFOBaHHS IepeBipKU.

[To-apyre, BupillleHHsI TPOOAEMY 3 ypaXyBaHHSIM Pe3yAbTATiB TAKOI'O TECTYBAHHS AAS
0e3rmocepeAHbOro MoAimnieHHs Kibepbesneky IpoTecToBaHUX CTPYKTyp. OcTaHHE 0COOAMBO
B2)KAMBO AASI XaKTUBICTIB, OCKIABKM OAHA 3 OCHOBHUX iX IpeTeH3ill Ta OOIpyHTYBaHb Qop-
MaTy IpoBeAeHHs GAenIMoOy MoAsiraAa y CUCTEMHOMY irHOPYBaHHi ycraHoBaMu iHdopmauiii
IIPO YPa3AMBOCTI B iHpopMawilHii cucTemi Tiel uu iHIIOI AeprKaBHOI CTPYKTYPH, sIKi HapaBa-
AVICb XaKTUBiCTaMMU.

Ba)kAMBO BiA3HAUNTH 1lle OAVMH aCIEeKT: BIATTIOBIAHO A0 3akoHy YKpainu «IIpo ocHOBHi
3acapu 3abesnevyeHHs KibepOesneku YkpaiHu» cy0'eKkTu KibepOesnekyu peaAizyoTb CBOI ITOB-
HOB)KEHHS ITIepeAyCiM 1[0A0 00’eKTiB KpuTU4UHOI iHppacTpykTypu. CaiiTyi )X OpraHiB Aep>KaB-
HOI BAaAY, iX BHYTPILIHI KOMITI0TepHi MepeXxi LIBUALIE 32 BCe He MAMAAYTD A 03HaKM 00’ €K-
TiB KpUTHUYHOI iHppacTpykTypu. ToxX MOoTpiOHO a0O YTOYHUTU NMOAOXKEHHS 3a3HAYEHOTO
3aKkoHy, ab0 X repeAbaunTI MOXKAMBICTh BUKOPUCTAHHSI MeXaHi3My CIiBIIpalji 3 aKTMBicTa-
MU i AAs i€l chepu B iHIIMX 3aKOHaX YKpaiHu.

He3Ba)kaloun Ha Te, 1110 BUpillleHHs 3a3HaYeHOl (MOSKAMBO — CYyTO TAaKTUYHOI) podae-
MU MO>Xe BUAQTVCSI HEICTOTHMM Ha TAi OiAbII 3HAUYILIMX IPOOAEM, OAHAK ITOIIYK PillleHHS Bap-
TO PO3TASIAATHU Y OiABLI IIMPOKOMY KOHTEKCTi. 30KpeMa, HalpalloBaHHsI MeXaHi3My poboTu
takux IT-excrepriB y B3aeMOAII i3 opraHamu cekTopy 6e3rnexy Ta 000pOHM MOXKYTb Halpa-
1ioBaTU epeKTUBHI MOAEAI i AAS iHIINX cdep, Ae AOCSTHEHHSI KOHCEHCYCY BCe 1€ € AAAEKOI0
nepcrnekTusow. OakTU4YHO, 3a0e3neyeHHs epeKTUBHOI CIiBIIpali OyAe BaXKAMBMM €A€MEeH-
ToM y popmyBanHi aTMmocdepu poBipu Mix yuacuukamu KATIIT, a otxxe — cipusiTu peaaisa-
il OiABII MaCIITAOHUX IIPOEKTIB.

4.5. Possutok KAMMM B YKpaiHi:
Bif, MNONITUKKN «BENIMKMUX HaAiN» A0 «MaNiMX KPOKiB»

Sk i GiapIIicTb CBITOBUX AeprKaB, sIKi a00 BxXe chOpMyBaAU CTpATETivyHi MpiopUTeTU
CBOE€I KibepOe31eKoBoi MOAITUKY, 260 Auie GOpMYIOTH X, YKpaiHa CTaBUTh IUTAHHS IIPO PO3-
BUTOK A€P>KaBHO-TIPMBATHOIO MAPTHEPCTBA. BopHOUYAC y IbOMY MUTAHHI CIIOCTEPIraroTbCA ABI
IMOMITHI TEHAEHIIil.

3 opHOTO OOKY, B 0diLlifiHMX 3as1BaX Ta KOMEHTAPsIX MOTeHLiMHKUX yyacHuKiB ATTIT Bu-
3HAETHCS K KAIOUOBUIT €eAeMEHT Kibepbe3neKoBoi CUCTeMU AepPyKaBH, 110 MOTPIOHO MaKCU-
MaAbHO po3BuBartu. biarble Toro, yacto Take KAIIIT nmpeacTaBAsieTbCs SIK CBOEpiAHA «ITaHA-
Les» Bip ycix mpobaeM y cdepi Kibepbesneky, a 0OT>Ke, Ha 10T0 PO3BUTOK ITOKAAAIOTh BEAVIKI
HaAII sIK eKcrepTy, TaK i FPOMAACDHKICTb.

3 iHmoro 60Ky, 0COOAMBMX NMPAaKTUYHUX KPOKIB y LIbOMY HampsiMi He BipOyBaeTbcs,
a CTOPOHU, SIKi AeKAapyioTb OakaHHs po3BuBatu KATII, yacTime 3a Bce 00MeXyIOTbCS 3a-
sIBaMU, He Oa>Kaluy 3MiHIOBAaTU peaAbHUI CTAaTyC-KBO. | mpobAeMa BUXOAUTD He AMIIIE 3 Aep-
)KaBHMX YCTQHOB (SIK L{€ YaCTO CIIPUIIMAETHCS CYCIIABHOI AYMKOIO) — HEAep)KaBHI YYaCHUKM
TaKOXX MOYACTU BUKOPUCTOBYIOTb AMcKYycito mopao KATIIT 3 monyaicTcbkoo MeTomo i He Ma-
IOTb Ha yBasi Iepexip A0 PeaAbHOTO CIiBpOOITHUITBA.

Y 1bOMY CeHCi TOKa30BUM € i AOCBiA aBTOPIB 1Lii€l AONIOBiAL Tpy 30MpaHHi BIAIIOBIA-
HVX MaTepiaAiB: AASI OTPMMAaHHS ITO3ULIII Ta TOTASIAIB Aep)KaBHUX Ta HEAEP>KaBHUX CY0 €KTIiB
y cepi xkibepbesmneku (abo moB’si3aHMX i3 HEI0) OYAO CIIPSIMOBAHO 3aIUTH 1T ITbOM KAIOYOBUM
cy0’eKTaM HalliOHaAbHOI cucTeMu Kibepbe3nekn YKpaiHu Ta I AITbOM HEYPSIAOBUY CTPYKTypam
(3 sikMx ABI acoujianii, oaAHa MibkHapoaHa Ta ABi yKpaincbki HYO). BipnoBiap 6yao oTpumaHo
AMIIIe BiA TPbOX A€P>KaBHMX YCTAaHOB — >KOAHA 3 HEYPSAAOBMX CTPYKTYP TaK i He BiAIlOBiAa.

BoaHoYac 1ie He BiAMiHsI€ HAsIBHOCTI MaKponpobAeMu — MaiKe LIiAKOBUTOI 3aKpU-
TOCTi AQHMX IIPO CTaH YKPAIHCBKOI'O KibepOe3neKoBOro CEKTOpy 3araAoM, L0 YCKAAAHIOE
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dbopMyBaHHS AOBipU A0 Aep>kaBHUX cy0’exTiB. HaBiTh i3 ypaxyBaHHSAM 0COOAMBOCTEN yTaEM-
HUYEHHs [IPOLIeCiB IIAAHYBaHHS B CEKTOPi Oe3meky Ta 000POHM, CTYIIIHb 3aKPUTOCTI B Kibep-
0e3meKoBill chepi 3aAUIIAETHCS HAA3BUYATHO BUCOKUM.

[ToHap Te, 3aKPUTICTb CIIOCTEPIraeTbCs He AUIIe IMIOAO iHPOPMYBaHHS CyCITiAbCTBA
Ta ¢axiBLiB, aAe 11 YACTO IIOAO caMuX Cy0 eKTiB 3abesneyeHHs KibepOesnekn aepxaBu. Aep-
»KaBa MOYaCTU ONMMHSETbCA B CUTYallil, KOAU AOCTEMEHHO He 3HAE€, SIKMUM PeCypCOM BOAOAi€
i sAKi MO>XKAMBOCTI MaloTh ii opranu. Lle yHeMO>XAMBAIOE TOOYAOBY AiVICHO LiiAicHOI Ta edex-
TUBHOI CHCTeMU KibepOe3neku AeprKaBy, 1[0 CKAAAAETHCS SIK i3 3aXMCHMUX, TaK i 3 HACTYIAAD-
HUX cCcTeM Ta 3acobiB. OKpeMmi AaHi IIOAO CTaHy KibepOe3nekyu Aep>KaBy OIIPUAIOAHIOIOTHCS
auite CERT-UA, a B pesikux Bunapkax — CBY ta MBC (y BUTAsIAL TOBIAOMAEHD TIPO 3aTpu-
MaHHS THX YM {HIIMX 3AOBMUCHMKIB). [HIa cTaTucTuyHa iHpopmalis maitke BiACyTHs abo
HAAQ€TbCA 32 OKPEMUMU 3alIUTaMMU.

Lle mpu3BOAUTD AO TOTO, 11O TpobAeMU chepy KibepOe3eky, a TAKOX MOIIYK IIASXiB
ix BupileHHs 0iAbIIOI0 MipOI0 6a3yIOThCs Ha CY0 €KTUBHOMY CIPUITHATTI il CTaHy OKpeMUMM
¢daxiBLsIMU ceKTOpY KibepOe3snekyu YKpaiHu.

Y 6ararbox Bumapkax oouaBi croponu KATIIT BUSBASIIOTBCS HECIIPOMOXXHUMM 3HA-
TU AASL ce0e apr'yMEHT! B MeXKaX TUX KAIOUOBMX ApPaiiBepiB, sIKi 1 00YMOBAIOIOTD IOSIBY IIPO-
ekrtiB KATIIT

Caia xoHcTaTyBary, mo B 6aratbox Bunapkax KAITIT norpebye He CTiABKM pUTOPUKM
«3aBUILEHUX OUiKYBaHb», CKIABKM AY’Ke IPAKTUYHOI MOAITUKM «MAAUX KPOKiB», SIKa peaAisye-
ThCsI Yepe3 KOHKPEeTHi IPOeKTY 3 HU3bKMM piBHEM KOH(MAIKTHOCTI UM cynepeyHoCTi iHTepe-
ciB. CaMe BOHM MAIOTh BUPIlIyBaTy KAIOYOBY IPOOAEMY, sIKa YIIOBIABHIOE OYAB-SIKUIL IIPOrpec
Ha masxy KATIITT, — 6pak poBipu y cy0’extiB KAITIT opAH A0 0pHOTrO, a BiATak — i A0 cmiB-
npati. DopMyBaHHS AOBipM Ma€ CTaTU OAHUM i3 KAIOUOBMX MPIOPUTETIB HAMOAVIKYIOTO Yacy.
Biab1Ior0 Miporo Ha 1je Ma€e OyTy CIIpsIMOBAaHO CTBOPEHHS Pi3HOMAaHITHMUX AVMICKYCIMHUX Maili-
AQHYMKIB, eKCIIEPTHUX 0OTOBOPEHbD, 3aITyCK HECKAQAHVX CIIABHUX MTPpoeKTiB y dopmati KATIIT.

CaMme 1[0AO OCTAHHBOT'O CIIOCTEPIraeThbcs MOMiTHa MpobAeMa — B YKpaiHi BiAuyBa€eTh-
Cs1 HeCcTava MPOEKTIB, sIKi 6 MOTAYM CTaTU AIMICHO iHILIFOIOYMMU AAST OIABII IIMPOKOTO 0OTOBO-
penHs moao cytHocTi KATIIT Ta, 3 0oAHOro 60Ky, MOrAu 6 BU3HAYUTM HANPSMU TAKOI CIIiB-
mpatli, a 3 iHIIOro — cama ix peaaisarjiss morau 6 craru npukaapom KATIIT.

OAHMM i3 TaKMX CHIABHMX NPOEKTIB MOXK€ CTaTy MiATOTOBKA CHiABHOTO AOKYMEHTa
II[OAO CTaHy CeKTOpY KibepOe3neku YkpaiHu. BuMora npoBepeHHsI TAKOTO OTASIAY 3aKpillAeHa
i B Crparerii kibepbe3nekn Ykpainu. 3okpema, y 1. 4.4 (1. mm. 2) 3a3Ha4aeThCsl PO HEOOXiA-
HICTD «I1epiOAMYHOIO ITPOBEAEHHS OTASIAY HalliOHAABHOI CUCTEMU KibepOe3neku, po3pobAeH-
HsI TaAy3eBMX iIHAMKATOPiB cTaHy KibepOeanek». ToX AAs LIbOTO €, IPMHAVIMHI, HOpMaTMBHA
BMMOTa, 110 BXXe popmye 0asy pAast alarory y dopmari KATIIT. 3asHaueHut orasia, mAroTos-
A€HMII i3 3aAyUEHHSIM YCiX 3allikaBA€HUX CTOPiH, MaB OM AQTV BIATIOBiAl Ha MUTaHHS IIPO CTaH
KibepOe3nekoBoi chepu YKpainu, 1i peaAbHOr0 PeCYpPCHOTIO IMOTEHIIiaAY, 8 TAKOX LIOAO IIASI-
XiB onTuMi3auii KibepOe3neKoBoro ceKTopy.

Cam mpotiec CTBOPEHHSI TAKOTO OTASIAY MIr OM CTaTu MPUKAAAOM e(deKTUBHOI CITiB-
mpatli cy0’eKTiB HalliOHAABHOI CUCTeMU KibepOe3IeKy Ta HeAepP>KaBHUX CTPYKTYP. 3Bakaroun
Ha Te, 1110, BOYEBUAD, IEPEBa)KHA YaCTUHA AOKYMEHTA Ma€ OyTU BIAKPUTOIO (He BUKAIOYAIOYN
IIpY LIbOMY HasIBHICTb 3aKPUTOI YaCTMHU), MalDKe Ha BCiX eTamax IMATOTOBKM AOKYMEHTA
AO LIbOTO IIPOLIECY AOLIIABHO 3aAyYaTy MPEACTABHUKIB KAIOUOBMX iHAYCTpIit (110 € omeparo-
pamMu KpUTUYHOI iHPPaCTPYKTYpH), HAYKOBi yCTaHOBY, HEYPSIAOBI opraHisauii npogiabHOro
CIIPSIMYBAHHS @ TAaKOXK €KCIIEPTiB 3 HEAEP>KaBHOT'O CEKTOPY.

IA€VIHO 1ie1 OTASIA Mir 61 B3SITY 32 OCHOBY TPaAULIiiiHMI 000poHHMII orasip 3C Ykpaiuy,
B Me)Kax sIKoro popmyerbcs crparerist po3BuTKy 3C YKpaiHu Ha AOBIOCTPOKOBY IT€pCIIEKTH-
BY, ii rapMOHi3allisl 3 HAIBHMMM PU3MKAMU, MOKAUBOCTSAMU Ta PeCypCaMy, 10 € OAHIEIO 3 Lii-
Aell IPOBEAEHHsI 000POHHOTO OTASIAY. Lleit )ke OTAsIA € MACTaBOIO AASI 3AIVICHEHHS eeKTHB-
HOTro 0OOPOHHOTO NAQHYBaHHA.
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CrpykTypHO Orasip Mir 61 BKAIOYATH B ceOe TaKi eAeMeHT.

1. CTyniHb PO3BUTKY Ta OCHOBHi 3arpo3u
y cchepi Kibep6esneku

2. BusHayeHHs cun, aKi noTpi6Ho 3any-
YUTW ANA BUPILUEHHA 3aBAaHb NpoTUAii
BHUAIBJIEHUM 3arpo3am Ta HEraTMBHUM
CLieHapifim po3BUTKY

3. OuiHka HasBHWMX MOXNMBOCTEI CEK-
Topy 6e3nekn O[O NpoOTMAIT BusBNeE-
HUM 3arpo3am Ta HeraTMBHUM CLeHapi-
SIM PO3BUTKY

4. AHani3 cTaHy KappoBoro, ¢hiHaHco-
BOr0, MartepianbHO-TEXHIYHOro Ta iH-
LUKMX BUAIB 3a6e3ne4YeHHs OpraHiB cek-
Topy 6e3neku

5. dopmyBaHHA onTuManbHOi mopeni
3a6e3neyeHHs 3aBfaHb y6e3neyeHHs
KibepnpocTopy 3 ypaxyBaHHAM pealib-
HUX MOXNMBOCTEN Ta Pecypcis

6. Bu3HayeHHa Halbinbw nepcnekTuB-
HUX anbTepHaTUBHMX CTpaTerii pocar-
HEeHHSA NOCTaBJIEHUX 3aBaHb

Lle anani3 3arpo3 He nuLle Ha HaLiOHANbHOMY, @ 1 HA MDKHapO4HOMY
piBHi. MAKTUYHO LieA pO3aiNn — Le NpuHUMNOBe 6a4eHHs aBTopiB Ornsagy
TOro Kibep6e3nekoBoro CepeioBuLLA, B IKOMY Aep)KaBa Mae BUpiLLyBaTy
CBOI 3aBJjaHHS i3 3aXMCTY HaLiOHANbHMX iHTEPeciB. BiH »Ke BU3Ha4ae Ti Knto-
YOBi NapameTpw, L0 BMMBAIOTL Ha 3aBAAHHS, SKi CTOATb neped YKpaiHow
y cdpbepi onTumi3aLii BNacHoi Kibepbe3nekoBoi CUCTEMU.

[MpuHaiMHi 3aranbHa (TEOPEeTUYHA) OLiHKA TUX Cuil, AKi 3HAL06NATb-
cA AepxxaBi 417 eOeKTUBHOT NMPOTUAIT KSTHOYOBUM BUKIINKAM, BUSBIIEHUM
y nepLiomy po3sgini. Liei po3gin moxe 6yTn 4aCTKOBO «3aKpuUTUM» (y Ya-
CTWHI, L0 CTOCYETLCA KiNbKiCHMX NOKA3HWKIB), OAHAK BifNOBIAHI faHi no-
BUHHI CTaTW JOCTYMHUMM TUM (paxiBLUsAM 3 Kibep6e3neKoBMX NUTaHb, SKi
MatoTb HEOOXiAHWIA PiBEHb AONYCKY 40 AePXKaBHOI TAEMHNLL.

Baxnuea cknagosa, L0 MOXE MaTh K BiKPUTY, Tak i 3aKpUTYy 4acTu-
HU. BigkpnTa YacTmHa 6inbLLIOK MipOKD MOXEe 3a3Hadatu Ti ny6nivHi Bigo-
MOCTi PO CTaH OpraHis CekTopy 6e3nekn i 060pOHM, L0 3afifHi y NPOLECi
3aXUCTY KibEPHETUYHOMO NPOCTOPY fepXkaBu. BogHovac 3akputa YyacTuHa
Ma€e MICTUTU LiniCHY iHpopMaLlito NPO CTPYKTYPY LMX OpraHis, ix cknag,
AaHi ayauTy ix noTeHuiany, 0OCHOBHI npo6nemun?e,

KputnyHo Baxknuemid po3ain. OfHaK, AKWO OLiHKA HassBHUX MOXXJTMBO-
CTel NepeBaXHO 30CEpeKeHa Ha OpraHi3aLinHNX Ta iHCTUTYLIAHUX MOX-
NINBOCTAX, TO B LbOMY PO3Lini NTUMETLCA NPO TEXHIYHI Ta (PiHAHCOBI pe-
cypcu, 3aBAAKM AKUM OpraHu CeKTopy Kibep6esrnekn MoXyTb BUKOHYBATH
NoKnafeHi Ha HUX 3aBAaHHS.

Kpim TOro, Len e po3fin mMae Aath BifnoBifi HA NUTaHHA, SKUMU €
BiZIHOCUHW [Iep>XaBHUX CY0’€KTiB CEKTOPY Kibep6esneku i3 HeepXaBHUM
CEKTOPOM.

Ha ocHOBi aHanisy nonepenHix NyHKTIB AOLiISIbHO CdhopmyBaTy Haii-
6iNnbll  (PYHKLIOHANbHI MOAeni 3abe3nevyeHHs Kibepbesnekn [epxxasu,
KNHO4OBI NPIOPUTETM Ta 3aBOAHHSA PO3BUTKY.

Po3ymitoumn, L0 CcycnifibHO-eKOHOMIYHE CepefoBuLLEe HaA3BUYaHO
ANHamivHe, MarTb 6YTWU 3anponoHOBaHi M anbTepHATWUBHI CTpaTerii go-
CATHEHHS KNY0BUX Lifen. Y T. 4. 9K 3a YMOB 36i/bLLIEHHS (DiHAHCYBAHHS
Ta PECYPCiB, TaK i NPy X 3MEHLLIEHHI Y11 B3arani B YMOBAaX BOEHHOI0 Yacy.

OpraHisalliliHO IpOBeAEHHS OTASIAY AOLIIABHO 3AIICHIOBaTU Ha ABOX OCHOBHMX Mali-

paanumkax — Anapary PHBO VYkpainu (HauioHaAbHOro KOOpAMHALTHOTO LIEHTPY KibepOes-
nexu) Ta HICA,. ITepumit Mmae HeoOXiAHI MOXXAMBOCTI 30MpaHHs Ta y3araAbHEHHSI AQHIX 3 OC-
HOBHMX OPTaHiB A€P’KaBHOI BAAAY Ta KAIOUOBMX CYO €eKTiB Kibepbesneku aep>xaBu. HICA moxe
BUCTYIIUTY MAaIAQHYMKOM AASI OOrOBOpEHb 3a3HaYeHMX IUTaHb HAYKOBLSIMU, POMAACBKIMU
OpraHi3allisiMM Ta IPUBATHUMMU CTPYKTYPaMMU.

IITe opAHMM HampsAMOM MOXKE i Ma€ CTaTU CIiAbHA MIATOTOBKA 3araabHol KoHuenuii
(ITaany ain) KATTIT, sika 6 koHKpeTusyBaaa sik moaoxenHs Crparerii Kibepbesneku B Ljiit ya-
cTuHi, TaK i 3akoHy Ykpaiuu «IIpo ocHOBHi 3acapu 3a0e3nedyeHHs KibepOesneku YKpaiHu».
CrBopeHnHs Takoro IlaaHy Aiil € i opHiero 3 BaxkauBux pekomeHpauin ENISA B yacTuHi pos-
BUTKY ATITIT: «AyXe BaXXAUBUM AASI AP’KaBHUX CTPYKTYP € UiTKe Ta BipABepTe KOMYHiKyBaH-
HsI CBOIX NOTpeb Ta 0OMexeHb AAsl OisHec-cekTopy. CTBOpEeHHsI KOHTAKTHOI TOUKU (point of
contact), MOXXAVBO, € HAOIABII BUAVIMUM aCIIEKTOM LIbOTO aitchepry. AAe 3HaUHO OiAbII BaXK-
AVIBUM € Te, 100 AepyKaBHi opranu, ki xouytb po3BuBatu KATIIII, Ao Toro, sIK 3ampocsTh

%2 [Toka30Bo, 140 3a Pe3YABTATAMM BiANIOBiAeil cy6'eKTiB HalioHaAbHOI cucTemu Kibepbesnexu Ykpainu Ha samut HICA B 5K0A-
HOMY 3 HUX ITOKM 1[0 He 6YAO IIPOBEAEHO OL{iHKM HeOOXiAHMX pecypciB Aast peaaisanii AITIT y cdepi kibepbesnexu, 1o TakoxK cTaHe
OAHVM i3 BOKAMBUX 3aBAHB TaKoro Orasipy.
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IIPUBATHUIL CEKTOP AOAYUUTHCH AO TIPOLIECY, AYXKe AOOpPe PO3YMiAM, YOTO BOHU AiJICHO XOUYThb
AOCSITTH, SIKUM OyAe IXHil BHECOK Ta 1[0 MA€ BHECTU IIPUBATHUI CEKTOP Y TaKe CIiBpOOITHM-
UTBO. K10 OyTY MaKCMMaAbHO AQKOHIYHVMU: MalTe CTPATErilo AO TOro, K MPUEAHAETECH
A0 ATTIT» 23,

Kpim 3a3Hau€HOro, CTOpOHM MAOTh HIYKaTy LIMPLIOTO AIAAOTY 3 METOXO peaAisallii Tux
MIPOEKTIB, sIKi IpU MiHIMaAbHMX 3YCHAASIX MOXYTb BCTAaHOBAIOBAaTU GOPMATH CIIOYATKY KO-
POTKOCTPOKOBOI, a IIOTIM i AOBrocTpoKkoBoi criBnpaui. Ha nepuomy eTari 1je MOXyTb 0yTU
MPOEKTH, CIPAMOBaHI Ha:

e AOCAIAXKEHHS Ta aHaAi3 (mepeAyciM CITiABHI AOCAIA)KEHHS 3arpo3 Ta MOXKAMBUX HO-
BMX TEXHOAOTII);

° PO3BUTOK KEePiBHULTB i3 «HAMKpPALIMX IIPAKTUK»;

e  CIHiAbHI HaBYaHHs (Ha IEPIIOMY eTalli L{e MOXKYTb OyTM CYTO KOMaHAHO-IITA0H] HaB-
YaHHA);

e TMiABHUIIEHHS 00i3HaHOCTI (CrmiAbHI iHboOpMaliiiHi KammaHii);

e BU3HAYEHHs CTAaHAAPTIB (Ha mepuioMy ertamni — GOpMyBaHHS MOCTIHOI IPYIV AAS
AVICKYCil1 HABKOAO KAIOYOBMX CTaHAQPTIB y cdepi Kibepbesnekn);

e OOMIH CTaTUCTUYHUMU AQHVIMU.

CaMme B LjMIX POEKTaX y4aCTh HEYPSIAOBOIO Ta HAYKOBOI'O CEKTOPIB MOXe OyTU Kpu-
TUYHO BaXXAMBOMW. biAb1I010 Mipoto ¢daxiBiyj, sSIKi He HaAeXXaTb Oe3MmocepeAHbO aHi A0 AepyKaB-
HIIX, aHi AO PUBATHUX CTPYKTYP, MOXKYTb BUCTYIUTHU aciiTaTopaMu AUCKYCiil Mi>K OCHOBHHU-
MU IrpaBLsIMM (YACTKOBO HiBEAIOIOUM TUM CaMuM Opak B3aeMHOI AOBipM), epeAyciM mpu:

o ¢opmyBaHHi 6azoBoro nepeaixy coep/uireit KAIIIT (sxk Aast AepskaBy, Tax i mpu-
BaTHOTO CEKTODPY);

e BuU3HauyeHHi Kputepiis, 3a sskux KATIIT ctaHe npuBabAMBUM pillleHHSIM AAST 060X
CTODIH;

o ponomo3i o6om croponam KATIIT y BusHaveHHi 1jiAeit TapTHEPCTBA;

e (¢dopMyBaHHi AOBrOCTPOKOBMX CTpATeriil TAKOTO IMapTHEPCTBaA.

Ba)KAMBMM NMUTaHHSM € CTBOPEHHS OCHOBU AASI MEXaHi3My «00OMiHy iHbopMaliieo».
Bupaerbcs, 1110 Ha CbOTOAHIIIHIN AeHb >KoAHA 3i cTopiH KATTIT He Mae 06’€KTUBHUX MOXAU-
BoCTel (PO3yMil0uM Iip HUMU He AMILE PECYPCHY, aAe i1 ICMXOAOTiUHY TOTOBHICTB) AASI pea-
Aizawii TaKMX MPOEKTiB, 3Ba)Kalouy Ha Te, 1[0 BOHU IOTPeOYIOTh BUCOKOTO PiBHS AOBipM MiX
yyacHukamu. Tox cripo6bu (3 060X CTOpiH) SIKMMOCh YMHOM LITYYHO iHTeHCU]IKyBaTH Liei
Ipoiiec OyAyTb, BOUEBUAD, HEBAAAVIMH i AMIIIe 30iABIIYBAaTMMYTh KOH(MAIKTHICTD BiAHOCUMH
MiX norteHuinuumu cy6’exramu KATIIT

23 Public Private Partnerships (PPP) Cooperative models [EaexTponnuit pecypc]. — Pexxum pocrymy : https://www.enisa.europa.
eu/publications/public-private-partnerships-ppp-cooperative-models/at_download/fullReport



BCHOBKN/

1. KATIIIT Bce 111e 3aAUIIAETHCS HAA3BMYANTHO CKAAAHUM Ta HEOAHO3HAYHUM SIBUIIEM,
siKe GOPMYETHCS B YMOBAX B3aEMHOI HEAOBIpY YYaCHMKIB Ta OpaKy METOAOAOTIYHMX MIAXOAIB
AAst po3yMiHHs camoi cyTHocTi ATTIT y wiit uapuHi. Xova 0iAbLIiCTh pO3BMHEHMX KpaiH MalOTh
Tiero yM iHworw mipolo npauoroui popmu KATTIT, opHaK Marbke B KOKHOMY BUITAAKY BOHU
bopmytoTbes y pexuMi ad-hoc i mip 3HAYHUM BIAMBOM iCTOPUYHOIO AOCBIAY KOXKHOI KOH-
KpeTHOi Kpainu. Kpim Toro, MoskHa Bip3HaunTy, 110 HPaKTUYHO >KOAHIN KpaiHi CbOrOAHI He BAa-
aocst ctBoputu cuctemy KATITL, siky 6 Mo>kHa OYyAO Ha3BaTy B3ipLieBoIO i sika 6 MOBHICTIO BU-
pilryBasa BCi KAIOWOBI MMTaHHS, 1II0 BUHMKAIOTD Y cdepi KibepOesnexu.

2. Ha 3araabHO€BpOIIENICHKOMY PiBHi BCe Iiie OiABIIO MipOI0 CIIOCTEPIiraeThCs Mpo-
Lec BizioHepcTBa B apuHi KATIIIT, xoua KAI04OBi cTpareriyHi AOKyMeHTH Yy cdepi KibepbOes-
neKky BKAIo4aloTh i ckaapoBy AITIT. 3okpema, Esponericbka KoMicis iHillitoBaAa IAaH Aill, oc-
HOBOIO SIKOTO CAYTy0Tb CTpareris eaHoro nudposoro pusky Bip 2015 p., KibepcTpareris
€spomnericpkoro Coro3sy Bip 2013 p. Ta AupekTuBa €C mopo MepeskeBoi Ta iHpopmalintHoI
Oe3nexy, 1110 Mae OyTV BKAIOUEHA B HalliOHAAbHe 3aKOHOAABCTBO KpaiH — yaeHiB €EC A0 9 TpaB-
HA 2018 p. Ta y BHYTpIIIHI CTaTyTHI AOKYMEHTY OCHOBHMX IAIIPMEMCTB A0 9 AucTomnaaa 2018 p.

3. ¥ mexax nomyky epextruBaux popm KAITIT €EBponericbka Komicist mpoBeaa mpo-
rpaMy KOHCYABTALlill 3 BEAUKUM, MAaAUM Ta CEPEAHIM Oi3HecoM, acoLiiallisiMu, AOCAIAHULIBKHU-
MM iHCTUTYLisIMU, TPOMAACBKUM CEKTOPOM, OPTaHAMU A€P>KaBHOI BAAAYM Ta OpTraHAMM perio-
HaAbHOTO piBHsA. TpuBaaicTh KoHcyAbTanin — 12 TmxHiB. BoueBuab 3acTtocoBanuit €K
MeXaHi3M KOHCYABbTaLli/l Ma€ CTaTV OCHOBOIO i AASI BIATIOBIAHOTO IIpOLieCy, SIKOr0 IOTpeOye i
VYkpaiHa.

4. HesBaxaroun Ha Te, o KATIIT € B niaAomy BuriaAHUM AAs1 060X CeKTOPiB, IpMBaTHi
KOMIIaHil BCe 1ile 3 IEpPECTOPOrol0 CTABASITCS AO 110ro peaaisarjii. OAHMMY 3 KAIOUOBMX ITPOO-
A€M 3aAUIIAIOTHCS POOAEMU AOBipY, KOHTPOAIO Ta PO3KPUTTS KOPIOPATUBHOI iHpopMariii.

5. Mainke BCi IpoaHaAi3oBaHi KpaiHu MaAu BupasHi akueHTU po3BUTKY KATIIT anire
B OAHOMY 4 ABOX aCIIeKTaX, X04a Ha HOPMaTUBHO-IIPAaBOBOMY piBHi (mepeaycim — y cTpare-
TiYHMX AOKYMEHTaX 11[0AO 3a0e3neueHHs Kibepbesnexku) KATIIT omucyBaaocs sik 6a3oBuit eae-
MEHT, 11J0 TOTPe0ye BCeOIYHOrO PO3BUTKY AASI BCIX KOMIIOHEHTIB.

6. 3okpema, aast CLIA opHuMm i3 ocHoBHuX HampsamiB KATIIT € Bsaemuuit ooMmiH iH-
dbopmatiiero po Kibep3arposu MiXX ypsIAOM Ta IIPMBATHUM CEKTOPOM, IO 3HAIIAY CBOE BTi-
A€HHS B 3aKOHOAQBUMX Ta IHCTUTYLIMHUX iHilliaTMBax. BopAHOYac Taka CHiBIpalisd BUsBMAQ
K nepesary, Tak i HepoAiku KATIIT. 3 opHoro 6oky, KATIIT pormomMorao po3caiayBaTul KpyMi-
HAaABHI Ta UMBIABHI 3A0UMHH, CIIPUSIAO MTOTIEPEAKEHHIO KibepaTak, a TAKO>K CTBOPEHHIO HOBUX
METOAIB IIOIIEpEA’KeHHS Ta MPOTHUAII Kibep3arpo3aM. 3 iHIIOro — Taka B3aEMOAiS BUKAMKAE
A€AaAi biAbllie 3aHETTOKOEHHS 3 0OKY ITPEACTABHMKIB IPMBATHMX KOMIIAHil Yepe3 OAHOCIIPSI-
MOBaHICTb iHpOpMaLiTHOro 0OMiHY, HAAMiIpHY 3aKPUTICTb AepP>KaBHMX OPraHiB, [0 CTABUTH
MUTaHHS NP0 AOLIIABHICTb TaKoOl CHiBIIpalji.

7. Y Himewyunni KAIIIT cipsiMmoBaHO nepeayciM Ha BCTAaHOBAEHHS B3a€EMOBUTIAHUX
IIPaBUA I'PU AASI OIIEPATOPIB KPUTUYHO Ba)KAMBOI iHppacTpykTypu. Ha HuHiIHBOMY eTa-
Ii, He3Ba)KAI0uM Ha 3HAYHY KiAbKiCTb MeXaHi3MiB, CTBOpeHUX B iHTepecax peaaisauii KATIIII,
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BianIOBiAHa cucTeMa B HimeuunHi Bce 1je nepeOyBae Ha eTami CTAaHOBAEHHS, a 3HAYHA KiAb-
KicTb nmutaHb (0co6ArBO y chepi KATIIT moao 06’ekTiB KpuTnvHOI iHGpacTpyKTypH) 00’eK-
TUBHO 3aAMILAETHCS HEBUPILIEHOIO.

8. Tlouyk MexaHi3MiB criBpoOiTHMIITBA BiAOYBa€eThCsI B MeXKax peaaisaliii mporpa-
mu UP KRITIS, ocHOBHUM 3aBAQHHSIM SIKOTO € IMTIATOTOBKA Ta peaAisalisi CliAbBHUX peKOMeH-
AQLITT AASI A€pPKaBM Ta IPUBATHOTO ceKTopy y cdepi kibepsaxucty. UP KRITIS peryasipHo
iHdpopMye CBOIX y4aCHUKIB Ta MAPTHEPCHKi CTPYKTYPU 3 iHIIMX KpaiH PO BiANIOBIAHI €BpO-
MEeIChKi 3aX0AU LIOAO 3aXUCTY KPUTUYHOI iHPpacTpyKTypu. PilleHHs, NpUMHATI YyAeHaMU
UP KRITIS, npeACTaBASIOTbCA HA PO3TASIA €BPONENICbKUX CTPYKTYP, BIAMBAKOYM HA €BPOMeEN-
CbKUI MOPSIAOK A€HHUII Ha PAHHIX CTaAIfX, TOCKAIOI0YM iHTepecu HiMeuyunHu B IbOMy CeK-
TOpi 6e3neky. ICHYIOTh TaKOX iHIIi MallAQHYMKM CIIiBIIpalli, IO MAIOTh 3MilllaHe IIPUBATHO-
AepkaBHe (iHaHCYBaHH:, Ha KIITAAT AAbSIHCY AASL KibepOesneky, iHilliatuBu @epepaAbHOTO
ypsAy HimeuurHu, B paMKax sIKOi OCHOBHI IpaBlii — K Aep’KaBHi, Tak i NpuBaTHi, 0OMiHIO-
I0TbCsI iHpOpMallielo, CTBOPIOIOTh Ta PO3IIKPIOIOTh 0a3y AQHKX 3 METOI IMOCHUAEHHS Kibep-
Oesnexy B HimeuunHi.

9. Himeupki ypsiAOBi CTpYKTYpH, 3i cBoro 60Ky (kepyrounce HarjionaapHom cTpaTe-
riero Kibep3axucry Bia 2011 p.) TaKOX BXXMBAIOTb 3aX0AIB, sIKi MOXKYTb OyTu KBaaidikoBaHi
sk KATITT. 3okpema, Himerbka DepepaabHa areHiiis 3 mutaHb iHbopmaliintHoi 6esmnexu (BSI)
Mae KiAbKa cTPYKTYyp (30kpema HaijioHaabHMiT LIeHTp KibeppearyBaHHsI), 1j0 MOKAMKAHI 3a-
OesrmeuyBaTy Kpallly KOOPAVHALIIO Aill IJOAO MPOTHAIL KibepaTakaMm Ta OiABLI OrepaTUBHMUI
00MiH iHpopMaLli€r0 MK yPSIAOM Ta IPMBATHUM CEKTOPOM. 3a3HaueHui1 LIeHTp cTBopIro€ ymo-
BU BCiM KOMIIETEHTHMM OpraHaM AAS OIIepaTUBHOTO pearyBaHHs Ha CEePIO3Hi iHLIMAEHTH, a Ta-
KOXX IIPOBOAUTD aHAAI3 Ta OLIIHKY Hebe3IeK, KOOPAVHYE CIiBIIPALI0 3 MiCLIEBMMU Ta TaAyse-
BYMM OPIaHi3alisiMU 3 YPeryAIOBaHHA KPMU30BUX CUTYALIiIL.

10. KATIIT y Beauxiit bpuranii Ha HMHIIIHPOMY eTarli 6iABIIOI MipOX0 30CepeAkeHe
Ha IOILIYKY CYTO PUHKOBMX (GOPM B3aEMOAIL Ta Ha 3aX0AaX IMOCHUAEHHS B3aEMHOI AOBipu. 30-
kpema, KATIIT po3BuBaeTbCcs B MeXXaxX MeXaHi3My Ae€pP>KaBHUX 3aKYIliBeAb, 2 TAKOX Bipirpae
B&KAMBY POAb y 3a0e3IeueHHi Aep>KaBHUX CTPYKTYP SIKICHMMU IOCAyramy, 30kpema y cdepi
poBuX TexHOAOriN. LIboMy cripusie Toit daxT, 1o pMHOK Kibepbesnexku Beankoi bpuranii
PO3BMBAETHCS AY)KEe AMHAMIYHO, i AASI 3a0€e3Ie4eHHs 10r0 3aXUILEeHOCTi Ta CTAAOro yHKIIio-
HYBaHHS Aep>KaBa Ta NPUMBATHUI CEKTOP MAalOTh HECTU ITOCUMAEHY CIIIABHY BiATIOBIAQABHICTbD,
HaBiTb SKILO CYTHIiCHI 1IiAi Aep>kaBu Ta 6i3Hecy € pisHUMM (AASI A€P>KaBU TOAOBHOIO € Oe3rie-
Ka TPOMAaASIH, a AAS Oi3Hecy — opepyKaHHs IpUOYTKiB).

11. PoAb ypsiay Y IUTaHHSIX KibepOe3reku He 0OMEXYETbCS TOTAABHUM KOHTPOAEM
Ta HAarASIAOM, a ITOAATA€ Y CTUMYAIOBAHHI IIPMBATHOIO CEKTOPY AO CIiBIIpalli, AOIOMO3i iHHO-
BallillHMM CTapTanaM, KOOPAMHaLil iIHCTpYyMeHTIB 3a0e3neyueHHs KibepOesnexy, MATpUMIL
Mepex ¢axiBLiB 3 muTaHb KibepOesneky. [Tonpy akTUBHICTD Aep>KaBM y HaNpsiMi po3byAoBu
[apTHEPCTBa, Oi3HEeC He 3aBXAU AOOPOBIABHO MOIEpeAKae Aep>KaBHi CTPYKTYPU IPO 3arpo-
34, 3 AKMMM CTUKAETHCA i AKi MOXKHA IIONIEPEAUTH, 1[0 3yMOBAIOE HEOOXIAHICTD OiABII YKOp-
CTKOTO PeryAIOBaHHS.

12. BAaAMM IIPUKAAAOM KOHCOAIAQLil 3yCHAD Pi3HMX Aep)KaBHUX CTPYKTYP y cdepi Ki-
bepbOesmneku € ¢pyHkuiionyBanHs HauioHaabHOTO LIeHTPY Kibepbesneku (ckaapoBa GCHQ),
SIKUJ Y CBOIV PAKTUYHIN AiSIABHOCTI K€PYETHCS MPUMHLMIIAMY MTOIIYKY TOPO3YMiHHS 3 Oi3He-
COM Ta 3aAy4Y€HHs IIPEACTaBHUKIB Aep)KaBy, Oi3HecCy, HAyKU Ta rPOMaACBKOCTi AO TpoLecy
PO3pOOKM KpallyX MPAaKTUK, PeKOMEHAAL]iV Ta HACTAHOB i3 BIPOBAaA)KEHHSI BUCOKMX CTaHAApP-
TiB KibepOesmneky, y T. 4. — raAy3eBUX.

13. Ao 3acapHnunx xapakrepuctuk KAITIT sriaHo 3 ycraaeHoro B Pecrty0aiui IToabima
IOPUAVYHOIO IIPAKTHKOIO CAiA BIAHECTU: B3a€EMHY KOPUCHICTD; LIMBIAbBHO-IIPAaBOBUM XapaKTep;
KOHKpeTHy MeTy (mo6yAoBY iHGPaCTPYKTYpPHUX 00 €KTiB, HAAQHHS IIEBHMX MOCAYT, L0 Tpa-
AVLIIITHO BUKOHYBAAOCS ITyOAIYHMM (Aep>KaBHMM) CEKTOPOM, TOLL0); ONITYMAABHUM TTOAIA 32-
BAQHb MK Aep>KaBHUM (ITyOAIYHMM) Ta IPMBATHUM CEKTOPAMMU CIIBIIPaLli; HOAIA pU3UKIB MK
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oboma cexTopamu. Auckycii B [Toabii AooBkoaa cyrHocTi KATIIT cTocyroThes nepeaycivm Moxx-
AVIBOCTi 10TO OTOTO>KHEHHsI/pO3Pi3HEHHS 3 «KOHLIECIHOIO AisSIABHICTIO» (KOHLecissmu). [To-
OyTYIOTb ABi KpaiiHi TO3M1lii: OTOTO>KHEHHS LIMX (POPM B3aEMOAIL AeprKaBHOTO (1TyOAidHOrO) 11
IIPMBATHOIO MAPTHEPIB Ta IX )XOPCTKe PO3Me>XXYBaHHS.

14. Ha cporopHi IToablra 6iAbIIOI0 MipOI0 30CEPEAKYETHCSI HA PO3BUTKY CUCTEMU
CERTs, daktnyHo «BOypoByroun» okpemi dopmu KATIIT (y T. 4. — 3 6aHKIiBCBKMM CEKTOPOM
Ta HAyKOBUM CITIBTOBapUCTBOM) Y iX AisiabHicTb (mepepycim — CERT NASK ta NCC, cTBOpe-
HOTO Ha 110ro oCHOBI). BaxxauBy poab y inctutyuitoBanHi KATIIT IToabii BipirparoTs ypsipo-
Bi CTPYKTYpHU, epeayciMm — MiHicTepcTBO o1 pyBaHHs, a TAKOXX PO3pOOAE€HA HOPMATUB-
HO-TIpaBOBa 0a3a, sika KOHCTATye HeoOXiAHICTh BripoBapskeHHsT KATTIT.

15. CraHom Ha ocinb 2017 p. aoast ctBopeHHs1 mpaBoBoi maatrdopmu KATIIT B Ykpaini
A€P>KaBOIO YXBaA€HO AMliie 6a30Bi paMKOBi HOpMaTUBHi akTy — 3aKoH YKpaiHu «IIpo ocHOB-
Hi 3acapu 3abe3neueHHs KibepOesmekn YKpaiHu», a TAKOXK 3aTBepakeHa YKasom [IpesupeH-
Ta YKpaiuu Bip 15 6epesnst 2016 p. Ne 96/2016 Crpareris kibepbesnexu Ykpainu. Ha HuHim-
HbOMY (IIOYaTKOBOMY) eTalli BOHU He GOPMYIOTbh aA€KBaTHOTO HOPMAaTMBHO-IIPABOBOIO
byHpaamMeHTY AAs 3piticHeHHs raayseBoi KATITT, ockiapku He MAKpinA€eHi BIATTOBIAHMMY TIiA-
3akoHHUMM aKTamu (BKAtouyarouu peectp HKII) i MicTsTh HM3KY cripHUX 200 3aHAATO aOCTpaKT-
HO cOpMYABOBaHMX BM3HAUEHb, IOAOXKEHb Ta HOPM. A came:

e HEBM3HAYEHMM 3AAUIIAETHCA MPABOBUM 3MICT CAMOIO MOHATTS «AeP>KaBHO-TIPU-
BaTHa B3aEMOAis», 30KpeMa 110ro KopeAsuis i3 3akoHoM Ykpainu «IIpo pep>kaBHO-IpuBaTHe
MMapTHEPCTBO» T IHIIMMY HOPMATVBHUMM aKTaMU;

e HEAOCTAaTHbO apTUKYAbOBAHi MeXaHi3MM Ta MPOLIEAYPY FaAy3eBOrO PeryAIOBaHHS
3aXUCTy 00'eKTiB Kibepbe3nexy, He BpaxoBaHi MoxkauBocTi AIIB y nint cdepi (3oxpema, 3a-
IIPOBAAKEHHS HEAEPI)KaBHMX FAAy3€BMX PETyASITOPIB, 1[0 AOBEAO CBOIO e(PeKTUBHICTD Y MiX-
HapOAHMX MPAKTUKAX);

e Ha3acapax 30aAaHCOBAHOCTI IIOBHOBa)KeHb Ta iHTEPECIB MiX yCiMa CTENKX0AAEPa-
mu AIIB norpebye moAaABLIOrO Y3roA’KEHHS MOPSIAOK BIIPOBAAKEHHS ayAUTY iHpopMaLiii-
Hol 6e3nexu Ha 00’extax HKII, BcTaHOBAEHHSI BUMOT A0 ayAUTOpiB iHpopMmaLiiiiHOl Oe3mexu
i BU3HaYeHHs NOPSAKY IX aTecTauil;

e  Ha LIMX Xe 3aCaAax He0OXiAHe TaK0)XX YHOPMYBaHHSI CAMOT0O iHCTUTYTY HE3aAEKHUX
ayAUTODIB;

e HeBpPEryAbOBaHMMU 3aAMINAIOTHCS MUTAHHS CTaHAApTU3aLil y cdepi KibepsaxucTy
Ta iHpopMaliHOI Oe31eKy, HacaMIlepeA Y YaCTVHI OPSIAKY Ta MeX 3aCTOCYBaHHS BiATIOBiA-
HUX YKPAIHChKMX Ta/4M MDKHAPOAHMX CTaHAAPTIB (0COOAMBO KPUTUYHO AAS po3BUTKY ATTB
3a yuacrti 00’extiB HKII).

16. I'lpu Tomy, L]0 SIK Hepep>KaBHUI CeKTOp B YKpaiHi, Tak i Aep>kaBHi BiaoMCTBa IO-
AEKYAU A€MOHCTPYIOTb 3HQUHUI NMOTEHLiaA AASI CTBOPEHHs 3aTaAbHOHALIiIOHAABHOI CUCTeMU
KA, nopsip i3 uum craHoM Ha ocinb 2017 p. B YKpaiHi TpyBae ¢popMyBaHHS AKLIe OKPEMUX
il eAeMeHTiB, caMa X CuCTeMa SIK TaKa IIOK! BiACYTHS.

17. TTopsip i3 HEAOCKOHAAICTIO HOpMaTUBHO-TIPaBOBOL 0a3u Apyrowo ¢GyHAAMEHTaAb-
Hoo pobaemMoro po3BuTKy AIIB Hapasi 3aaumaeTbes AeinnT apTUKYAbOBaHOI Ta epeKTUB-
HOI AepP>KaBHOI IIOAITUKM, ITEPEAYCIM — KOMYHIKAaTUMBHOI /1 pEr'yAATOPHOIL. Y LIbOMY KOHTEKCTI
0COOAVBOI aKTYaABHOCTI AASI TPOIABHMX BIAOMCTB HaOyBa€ (a) HAaAQrOAKEHHSI HAA€XKHOI KO-
MYyHiKalii/ciBpoOiTHULITBA Aep>KaBy 3 HEAeP)KaBHUM CEKTOPOM (raAyseBumu O6isHec-acollia-
LisiMy, TpodeciiHMMY HEeNIpUOYTKOBMMM OpraHi3alisiMy, eKCIIePTHUMM KOAAMU TOLIO)
i (6) cTBOpeHHsI Ai€BMX iHCTUTYLIIHO-TIPAaBOBMX iIHCTPYMEHTIB TaKol B3aeMOAlL.

18. IIpobaemoro y po36yaoBi ebpexTuBHOro KAITIT B YKpaiHi 3aanaeTsces i Te, o Ki-
6epbesnexkoBuil ceKTop YKpaiHu BKpall 3aKPUTUM, a HasiBHA iHGOpPMALlisl PO HbOTO HE AQ€E
00’€KTMBHOTIO YSIBAEHHSI ITPO JI0T0 CTaH Ta NepCreKTyBMU. Lle 3yMOBAIO€ HEOOXiAHICTD TpOBe-
AEHHSI OTASIAY KibepOe3reKoBOro ceKTopy YkpaiHu Ta HampaljloBaHHs Ha I0T0 OCHOBI BiATIO-
BiAHOTO AOKYMEHTA, 10 AO3BOAUTb CTBOPUTMU LliAiCHe YsIBA€HHS IpO npobAaeMu y cdepi
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KibepOe3mneKy, OLiHUTY peCcypcu AASI BUPILIIEHHs IPOOAEM Ta OKPECAUTY MOKAUBI cTparerii
BUPIilIEHHS iCHYIOUMX TIPOOAEM.

19. IoAiTrYHMIT XaKTKBi3M CTa€ 3HAYMMUM (PAKTOPOM Y 3araAbHMX IIUTAHHSX KibepOes-
nexky YKpaiHu. Y4acTb BOAOHTEPCHKMX Ta HEYPAAOBUX CTPYKTYP Y IPOTUAIL arpecii PD mas-
XOM aTaK Ha KOMITIOTEPHi CUCTEMM POCIIICBKO-TEPOPUCTUYHYIX YIPYIIOBaHb, a TAKOX MPOTU
KOMIT I0TEpHUX CUCTeM Ha TepuTopii PD AilicHO HapaAO BaXXKAMBY AOTIOMOTY y IIPOTUAIT pOCiit-
CBKill arpecii Ta AOIIOMOTAO HaAQTU ITyOAIYHOCTI AOKa3aM aKTUBHOI BKAIOUeHOCTi PO y KoHb-
AIKT Ha CX0Al YKpaiHu.

20. BopHOYac cripoby yKpaiHChKMX XaKTMBICTiB YaCTKOBO IIEPEOPIEHTYBATU CBOIO Ai-
SIAbHICTD i3 30BHIIIHIX MallAQHYMKIB Ha BHYTPIlIHi (BAQIOYMCH AO HECAHKI[IOHOBAHMX ITEHT-
TECTiB AE€P’KaBHMX CHUCTEM) Yy MeXKaX YMHHOIO 3aKOHOAABCTBA 0arato B YOMY IPOTU3aKOHHI
i MoXXyTB OyTHM KBaAidikoBaHi BiaoBiaHO A0 cT. 361 KK Ykpainu. bes opupAndHOro BupiiieH-
Hs1 Liei npobaemu epexTrBHe KATTIT MiX Aep>kaBoIo Ta aKTUBICTCHKMMY YIPYIOBAaHHAMMU (OK-
pemMuMu eKCriepTaMi 3 MUTaHb KibepOesneku) OyAe iCTOTHO YCKAAQAHEHO.

21. 3Ba)kaluM Ha Te, 110 B YKpaiHi 4acTo BiACYTHi HaBiTh 6a30Bi eAeMeHTY, HeOOXiAHi
Aast ctBopeHHs edexTrBHOro KATIIT, KAIOYOBMMY HanpsiMaMy IPaKTUYHMX KPOKIB y Ll 1ja-
PMHI € Taki:

o ¢opmyBaHHs 6azoBoro nepeaiky chep/uirent KATIIT (sx AAsT pepKaBy, Tak i Mpu-
BaTHOT'O CEKTOPY), SIKMX BOHU HE MOXYTb AOCSITU OAVH 0e3 OAHOTO;

o Bu3HauYeHHs (Ha 0asi MMPOKOI AMCKYCII Ta SAKICHUX HAyKOBO-eKCIIEPTHUX AOCAIA-
)KeHb) KpuTepiiB, 3a sikux KATIIT cTane npnBabAMBUM pillleHHSIM AASI 000X CTOPIiH;

e 3AIMICHEHHS CUCTEMHUX 3aXOAIB, CIIPIMOBAHMX Ha NOCUAEHHS AOBipM YYaCHUKIB
KATIIT opAMH AO OAHOTO;

e AomoMmora 3 00Ky HeypsSIAOBMX CTPYKTYP Ta HayKOBO-eKCIIEPTHOTO CIIiBTOBapMCTBa
000M CTOpPOHaM y BM3HA4YeHHI LliAell IapTHEPCTBA Ta y pOpMyBaHHI AOBIOCTPOKOBMX CTpa-
Terill TaKOro MapTHEPCTBA;

e TIOWYK epeKTMBHUX MAXOAIB AO BU3HAYEHHS PUBMKIB AASI KOXKHOI i3 CTOpIH, a Ta-
KO ONMTUMaAbHUX (HGOPM BiATTOBIAAQABHOCTI;

e PO3BUTOK AMCKYCill Mi>k 000Ma CTOpOHaMy IIAPTHEPCTBA 3aAASl BUPIlIEHHS HasB-
HUX IPOOAEM Ta CTBOPEHHSI MOCTINMHO AII0YMX AMCKYCITHMX MaliAQHYMKIB;

e 00roBOpEHHS MOXKAMBMX CIIABHMX ITPOEKTIB (SIK Ha 3acapax CIiBy4acTi, Tax i cmiB-
¢diHaHCyBaHHA).



PEKOMEHOALLI

1. YkpaiHa notpebye BiaKpuToi Ta MacurTabHoi Auckycii 3 mutanb KATII, pesyabra-
TU SKOi MOTAM 6 OYTM BTiA€Hi y 4iTKOMY Ta 3pO3yMiAOMY A€P>KaBHOMY CTPAaTeriyHOMY AOKY-
MmeHTi («CrpaTerii Aep>kaBHO-TIPMBAaTHOTO apTHePCTBa Y cdepi Kibepbesnekn» un «KoHuern-
Lii opranisaiii Aep>aBHO-IIPUBATHOI B3aeMOAIl y cepi 3abe3neueHHs Kibepbesmexn»).
3a3HaueHUI AOKYMEHT Ma€ pOpPMYyBaTUCS 32 aKTUBHOTIO 3aAY4Y€HHsI 3allikaBAE€HUX CTOPiH
i 6iABIIOIO MipOIO OyTM MPOAYKTOM HEAEPYKaBHOTI'O CEKTOPY, Hi’K Aep)KaBHUX CTPYKTYp. 3Ba-
)Karo4uy Ha HEOOXiAHICTb BUpIillIeHHS IPOOAEMM Aep)KaBHO-TIPMBATHOTO MAapTHepCTBa Y cdepi
KibepOesIeky BIAIIOBIAHO AO €BPOIIENICHKIX AEMOKPATUYHVX NPAKTUK, IIPOMOHYIOTbCS TaKi
KPOKY, 1I]0 AO3BOASITb ONTUMi3yBaTy 3a3HayeHy cdepy:

e 3 OrAsIAy Ha 3HAUHY KiABKICTb CTEMIKXOAAEPIB Y LIbOMY ITPOLiECi, BiH MaTyMe OiAbIIOIO
MipOIO MOAITUYHNIA, @ HE CYTO IOPUAMYHUI/TeXHIYHMI BUMIip. 3BaXkalouM Ha 1ie, lije A0 eTamy
NPOBEAEHHs KOHCYAbTAL|ill AOPEYHO PO3IOYaTH 3aXOAM 3 MIABUILEHHS AOBIpM MiXK y4acHU-
KaMU PMHKY (HeAepXaBHUMU CY0 €KTaMM) Ta A€P>KaBOIO B L[IAOMY. 3 Lji€l0 METOI0 Y MPAaKTU-
ui iHctuTyuin €C e A0 IPOBEAEHHS KOHCYABTaLliNl OYAO crBOpeHo niamgpopmy (K OHAAIH,
MmaK i ogpAatin) 01 00MiHy 00CAIOWEHHAMU Ma IHHOBAYLIMU, 00CBiOOM, 1110 Ma€ Ha MeTi pop-
MYBaHHS IIPOCTOPY AOBipM YYaCHMKIB A0 Ipoliecy. BiaTak nmponoHyeTbcs yTBOpeHHs 6a3o-
Boi oHAalH-IAaTpopmu «Kibepaiaaor», sika Mae cTaTy OCHOBOIO AASI IPOBEAEHHS TPOMAA-
CBKVX KOHCYABTALiN i3 3allikaBAEHVMM CTOPOHAMU II[OAO TIAQHYBaHHSI MallOyTHBOI cTpareril
A€p>KaBHO-TIPMBAaTHOTO MapTHepCTBa y cepi KibepOesmnexu.

o 3 Mmeroro 3amycky nmaaropmu Ha 6asi ApmiHicTparii ITpesupenta Yxpaiuu (rmip
TOAOBYBAHHSIM OAHOTO i3 3acTynHuKiB ToaroBu AITY) mpomnonyetbcs yrBopenHs [HiniaTus-
HOI po00yYoi rpynu, A0 SIKOI MaIOTh YBilITM OCHOBHI HeAepyKaBHI YUaCHUKM PUHKY Y cdepi Ki-
OepOesmneku (B T. 4. — cucTemHi iHTerpatopu I13, BUpOOHUKM aHTUBIPYCHOTO IPOTPAMHOIO
3abesneuyeHHs), npeacTaBHUKM podiapHux IT-aconianiil, a TaKoX NpeACTaBHUKY HAayKO-
BMX YCTaHOB. 3a3HayeHa Ipyra IMPOBOAUTH MIATOTOBYI 3ax0AM (ceMmiHapu Ta poboui Hapa-
an) 3 KATTIT, a TakoX 3 ypaxyBaHHsIM IPOIO3ULIil Ta 3ayBa)KeHb aAy3€BUX HeAep)KaBHUX
cy0’exTiB roTye 6a30Bi Mpomo3uLiii, siki B MOAQABIIOMY MalOTh CTaTU OCHOBOIO MAaTdOpMU
«Kibepaiaaor».

o AisabHicTp Liei maaTdopMy Mae 3a0e3revyBaTUCh HAAEKHUM KOMYHiKYBaHHSIM
BCiX Aep>XKaBHMX YCTAaHOB, 3aAisiHMX y upomy npoueci: AITY, Aepxxcrenss’sisky, CbY, MBC,
Harni6auky. [TocuaanHs Ha 1jio maatdopmy MaoTh OyTy 000B’sI3KOBO pO3MilljeHi Ha caiiTax ycix
Aep>XKaBHMX ycTaHOB, Ha Pb-akayHTax BiAOMCTB, a TAaKOX 32 MO>KAMBOCTI 3TaAyBaTUCh Y BU-
CTyIax MPeACTaBHIUKIB BIAOMCTB AAst 3MI uu Ha podiAbHMX MTyOAIYHMX 3aX0AaX.

o BiANOBipAHMII OHAQVIH NPOEKT Ma€ OyTHU 3alyIleHO Ha CTPOK He MeHIue 12 TVDKHIB
(BapiaHT — A0 24 TVDKHIB), 1100 3i6paTul pidHi TOUKY 30py LIOAO MUTAHHS PYHKLIOHYBaHHS
YKpaiHCBKOTO pMHKY y cdepi Kibepbe3neky, a TaKOXX KAIOYOBI IIPOMO3MULii Ta 3ayBa’keHHs 3a-
L[iKaBA€HUX CTOPiH AO YMHHOI CUCTEMU B3aEMOAII MeX Aep>KaBOIO Ta IIPUBATHUM CEKTOPOM
y cdepi kibepbesnexu.

o Amapary PHBO VYkpainu (B Mmexxax BukoHaHHst Ctparerii kibepbe3nexku YkpaiHu)
3aIpOIIOHYBaTM Cy0’ €KTaM HalliOHAaABHOI cucTeMU KibepOe3mneKky MArOTyBaTy CIIiAbHY Bisito
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A€p>KaBHMX OpraHiB IIOAO TOTO, SIKOI0O MOXKe i Ma€e OyTy CITiBIIpaList MiXK A€pP>KaBOIo Ta HeAep-
)KaBHUM CEKTOpPOM Y cdepi Kibepbesneku.

e Y Mexxax KOHCYAbTAL|i/l Ma€ OyTM HallpalbOBaHO KOHCEHCYCHMII ITOTASIA Ha HUBKY
MPUHLVIIOBUX NUTAHb, SIKI HAAAQAL CTAHOBUTUMYTb OCHOBY AASI PAMKOBOTO A€P>KaBHOTO AO-
kymeHTa y chepi KATITIT: raaysesi Bumorn po 3ainicHennss KATIIT; crerikxoaaepis KATIIT (mox-
AVIBO — Y BUTASIAL TIPOEKTY BIiATIOBIAHOTO PEECTPY); METOAOAOTIT OL[iHKM pM3UKiB (Ha OCHOBI
MDKHapOAHMX CTQHAQPTIB Ta MPaKTUK); TUIIOBUX MoaeAeli-nipoekTiB KATIIT i3 Bu3HaueHHsAM
NIpaBOBMX, IHCTUTYLIIHMX, IHBECTULIIMHYUX Ta iHIIMX MEXaHi3MiB IX peaaisalii; IOPsAAKY cep-
Tudikauii ayAUTOpiB Ta IPOBEAEHHSI ayAUTY (i3 MOCMAAHHSM Ha BiATIOBIAHI HOpMaTUBHO-TIpa-
BOBI aKTI); MEXaHi3My HaAaroAKeHHsI Oe3repepBHOTo HaraToOCTOPOHHbOrO OOMIHY BiATIOBIA-
Holo iHdopMaliero Mixx ycima yyacHukamu KATIIT; akepea Ta MexaHi3MiB CTUMYAIOBaHHS
KATTIT; wAsxiB i MexaHi3aMiB MATPUMKU AOCAIAKeHDb Ta po3pobok (AiP), a TakoX MAroToB-
KJ IIPOEKTiB KOHILIENTYaAbHMX AOKYMEHTIB y cepi Kibepbesnexu y pamkax KAITIT; mopsaky
NpOBEeAEHHS HaBYaHb, TPEHIHTiB TOILO.

2. 3a pe3yAbTaTaMM KOHCYABTAlill, y3araAbHEHHs TA YXBAaA€HHSI BIATIOBIAHOTO AOKY-
MeHTa MOXe BiAOYBaTUCh OAHMM i3 3aIIPOTIOHOBAHMX IIASIXiB:

o BapianT 1. Ha 6a3i Anapaty PHBO Ykpainu mosxe 6yTu yrBopeHo CriabHY po6o-
4y rpymny 3 mAroToBKu mpoekTy «CTparerii Aep>KaBHO-IIPMBAaTHOTO MapTHepCTBa y cdepi Ki-
OepOesmnexn», ssKka Ma€ MaKCMIMaAbHO ITOBHO BpaXxOBYBaTy HaNpallloBaHH:A [HilliaTMBHOI rpymnm.
Ao npoiiecy po3pobaeHHst (KOHCYAbTYBaHHsI) TeKCTy CTparerii AOpeYHO 3aAYYUTY IPEACTAB-
HVIKiB €BPOIIENICHKUX CTPYKTYP, AKi a00 MalOThb AOCBiA CTBOPEHHSI BIATOBIAHMX cTparerii, abo
3aAisiHI CbOTOAHI y Tpoljecax pedopMyBaHHs ceKTOpy Oe3neku i oboponu Ykpaiuu: EUAM?*,
npepcTtaBHuKiB €K, siki Opaau yuactp y po3pobAeHHi €BPOENCHKOTO MAAHY Ailt (European pub-
lic private partnership on cybersecurity). 3asHaueHy CTpaTerito AOLIABHO YXBAAUTU BiATIOBIA-
HuM pimteHHssM PHBO Ykpainu B Me)xax po3BUTKY IoAoKeHb Crparerii KibepOesneky YKpaiHu.

o BapiaHT 2. Po3p0o0OA€HHs IPOEKTY BiAIIOBIAHOTO AOKYMEHTa MO’Ke BiAOyBaTucCh
Ha 6a3i MiHicTepcTBa €EKOHOMIYHOTO PO3BUTKY i TOPTiBAi (SIK KAIOUOBOro cy0’ekTa peaaisanii
¢dopm KATIIT B Ykpaini) criabHO 3 cy0'ekTamu 3abe3nedeHHs KibepbOesneku B YKpaiHi (Bia-
MOBIAHO AO MeX iX KOMIIeTeHLlil) AAsI TiATOTOBKM «KOHIernii opraHisarii Aep>kKaBHO-TIPUBAT-
Hol B3aeMOAI y chepi 3abe3neuenns kibepbesnexn». O3naueny KoHujemniiiio A0LiAbHO yBecTH
B Aifo [TocTanoBolo KabineTy MiHicTpiB YKkpaiHu B paMKax 3aXOAiB i3 peaAisaljil HIOAOKeHb
3akonHy Ykpainu «IIpo ocHOBHI 3acapu 3abesnedyeHHs KibepOesnexky YKpaiHu», yXBaA€HOTO
BepxoBHoto Paporo Ykpainu 05.10.2017 p.

3araAbHi peKoMeHAanil

3. Cyb0’exTaM HaliOHaABHOI ccTeMM KibepOe3reKky B Me>KaxX IXHiX TOBHOBa>KEHD ITiA -
roryBatu (Ta mopatu Ha posrasip KomireriB BepxoBHoi Papu Ykpaiuu 3 nutaHp iHbpopmaru-
3auii Ta 3B’s13Ky Ta 3 MUTAaHb HAL[lOHAABHOI Oe31eKyu i 000pOHM) MPOEKT 3MiH, CIIPSIMOBAHUIA
Ha MOAQABIIY rapMoHi3alito 3akoHy Ykpaiuu «IIpo ocHOBHI 3acapu 3a0e3nedeHHs KibepbOes-
nexu YKpaiHu» 3 IIOB’SI3aHMMY HOPMAaTUBHO-IIPaBOBMMM aKTaMu (Iiepeaycim i3 3akoHoMm Ykpai-
Hu «ITpo 3axucr indopmaii B iHpopMaLiTHO-TeAEKOMYHIKaL[ifHMX CYCTEMaxX» B YaCTMHI YMOB
00po0Oku iHpopMmallii y cucTeMi Ta TOBHOBa)KEHb AepyKaBHUX OpraHiB y cdepi 3axucty indop-
Mauii B cuctemax (crarrsa 8, 10)).

4. Ka6inery MiHicTpiB Ykpainu, cy6’ekTaM HalliOHAABHOI cucTeMu KibepOesneku (6a-
3YI0UMCh Ha Pe3yAbTAaTaX eKCIIEPTHOTO OOrOBOPEHHSI) Ta BIATIOBIAHO AO HOPM YMHHOTI'O 3aKO-
HOAQBCTBa, pO3pOOUTHU:

e eAMHi KpuTepil Ta IpOLIeAYPY BiaAHECEHHS 00’ EKTIB AO MEPeAiKy HallioHAABHOI KpU-
T4HOI iHpopMawintHoi iHppacTpyKTypy;

2% EUAM Ukraine [Eaextponnuit pecypc]. — Pexxum poctyny : http://www.euam-ukraine.eu/ua/our-mission/our-priorities/



AHATTIITUHYHA AOMNOBIAb

e 000B’A3KOBi 3araabpHi BUMoru Ao indopmariinnoi 6esnexku 06’exris HKIL, y 1. 4. mip,
yac iX CTBOpEHHsI, YBEAEHHs B €KCIIAyaTal|ilo, eKCIIAyaTallii Ta MOAepHi3allii 3 ypaxyBaHHIM
Mi>KHapOAHMX CTaHAQAPTIB.

5. BusnauuTu BiAmIoBiAHO A0 BuMor 3akoHy Ykpaiuu «IIpo ocHOBHI 3acapu 3abe3me-
4yeHHs KibepOesnekyu YKpaiHu» cy0’eKTiB 3a0e3neueHHs Kibepbe3meky y raayssx ta/abo ok-
pemux 00’exTax i 3000B’s13aTu IX po3poOUTU 000B’sI3KOBI raAy3eBi BUMOTM (CTaHAAPTH) iH-
dopmaninnoi 6esnexn 06’extiB HKII 3 ypaxyBaHHSAM AOKaAbHOI crielndiku.

IIloA0 BAOCKOHAAEHHSI TEPMiHOAOTIL

6. Crarrs 10 3akoHy Ykpainu «IIpo ocHOBHi 3acapu 3abe3neyeHHs KibepOe3neku
YKpaiHu» MICTUTb MePeAiK IASIXiB 3AIICHEHHS «AepKaBHO-TIPUBATHOI B3aEMOAII» y cdepi Ki-
Oepbe3snexy, KU TOTPeOye MOAAABLIO] KOHKpeTu3allil. [Tepeaycim B6auaeTbcss HEOOXiAHUM
HaIpalloBaTy OAHO3HAUYHUI MOHATIMHMI anapart, 30KpeMa HaAaTU YiTKe BU3HAYeHHs IIOHAT-
TAM «A€p>KaBHO-TIPMBATHA B3AEMOAIS», TIPO sAKe ATbCA B 3aKOHi Ta «Aep’KaBHO-TIpMBaTHe
IApTHEPCTBO», PO siKe 3rapyetbest y Crpateril KibepOesneku YkpaiHu.

IIJoao cTanpapTiB

7. Ha BuxonanHs m. 3 1. 3 ¢t. 8 3akoHy Ykpaiuu «IIpo ocHOBHI 3acapu 3abe3neyeH-
Hs Kibepbe3neku YKpaiHM» Ba>KAMBO OIPALIOBATH MOXXAMBICTb BIIPOBaAKeHHS AocBiay Hi-
MeY4YMHY B YACTMHI 3aTBEPAYKEHHsI CY0 €eKTaMM HalliOHaAbHOI crcTeMU KibepOe3neky, siki 6e3-
IIOCEpPEeAHBO BIiAIIOBIAQIOTH 32 MUTAHHS BUPOOAEHHS Ta KOHTPOAIO 32 AOTPUMAHHSIM
CTaHAAPTIB y 1il1 chepi, AAs orepaTopiB 00'€KTiB KpUTUYHOI iHGPACTPYKTYpU TUX FAAY3€BUX
CTAaHAApPTIB Kibepbe3nexy, 1[0 OYAYThb 3aIIpONIOHOBaHI CAaMUMU OIlepaTOpaMu.

IIfoao cuniBmparii 3 3apyO0i>KHUMU MapTHEPaMU

8. Cayx6i besneku YKpaiHy pO3rAsIHyTH MOXKAMBICTD BKAIOUeHHs Tematuky KATTIT Ao mpo-
rpam, 110 peaAisyrorbcs y Mexkax TpactoBoro ¢ponpy YkpaiHa — HATO 3 mutaHb Kibepbesmneku.

9. MiHicTepCTBY 3aKOPAOHHMX CIIpaB YKpaiHM 3 METOI0 3aAyYeHHS AOCBIAY MiKHa-
POAHUX MApTHePIiB B YaCTUHi po3pobAaeHHs: HOBMX MexaHidMiB KATIIT y cdepi kibepsaxucty
Ta 00MiHY iHdopMalliero po Kibep3arposy MpONOHYETLCS CHPSMYBATU TEMAaTUYHi 3alUTH
A0 MixxnapopHoro cekpetapiaty HATO, kpain — uaeniB HATO, €spomneiicbkoi Komicii mjopo
HasiBHUX HalnKpawux npakTuk KATIIIT

0AO HaAArOA)KeHHsI 00MiHy iHdopManiero MiXK cyd’ekTamu
OMiHYy i p i K cy0’ KATIIIT

10. ACC33I iHiuiroBaTi CriAbHO 3 IIpeACTaBHUKaMU Oi3Hec-cepeAOBULIIA (epeAyciM —
ornepaTopaMu 00’e€KTiB KpUTUYHOI iHppacTpykTypu) cTBopeHHs «[Iporpamu 3i criiBpobiTHM-
UTBa Ta 00MiHy Kibepindopmauieo» (B3sBiuM 3a ocHOBY npuHumny nporpamu CISCP). 3 me-
TOM0 OiABII epeKTUBHOI peaAizaliii Takoi Mporpamu MPOIMOHYETHCS 3aAYUYNUTH SIK KOHCYABTAHTIB
npu ii cTBopeHHi daxiBLiB MinicTepcTBa BHyTpilHboi 6e3nexy CIIIA, sKi BiATIOBiAQIOTb 32 ITIA-
TPUMKY Ta peaaizanito CISCP.

11. BpaxoByBary, 11J0 HEBIiA €MHOIO CKAQAOBOIO ITpU popMyBaHHI Ta peaaizauii «IIpo-
rpamu 3i criBpobiTHMLITBA Ta 0OMiHY KibepiHdopMalii€lo» MalOTh CTATU MPUHLMIIN 3aXUCTY
MPUBATHOCTI Ta IPOMAASTHCBKMX CBOOOA, IO MOXYTb OyTy cpOpMOBaHi Ha OCHOBI CITIABHUX
CTaHAQPTIB i KepiBHMLITB Ha KIITAAT «[I[pMHLIMITIB CIIpaBeAAMBOrO yIIpaBAiHHS iHdopMaljiero
CUIA» (Fair Information Practice principles).

12. PO3rAsIHYyTM MO>KAMBICTD 3aIlIpOBaAKeHHS MTOAIOHOTO 6putaHcpkomy CISP 3axuiie-
HOT'O OHAQJH-MeXaHi3My 00MiHy iHdopMaliiero mpo KibepHeTHYHi 3arpo3y MK IPeACTaBHUKAMM
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iHAyCTpil KibepOe3rekyu Ta eAeKTpPOHHMX KOMYHiKalliil, 3 OAHOT0 OOKY, Ta Cy0’eKTaMM Ha-
1L[iOHAABHOI cucTeMU KibepOesneku — 3 iHIoro. Po3po6Ky moaAi6HOro MexaHi3sMy AOLIIABHO
3AIVICHIOBATM IiA eriporo HaljioHaAbHOTO KOOPAMHALIIHOTO LIeHTPY KibepOe3neku 3a yya-
CTi excrneprTiB 3i chep OizHecy, MPOBIAHMX HAYKOBO-AOCAIAHMX YCTaHOB, A€P>KaBHUX OpraHiB
Ta FPOMAACBKOTO CEKTOpY.

IIloa0 PO3BUTKY AiaAOI'y Ta 3aX0AiB, CIPSIMOBAHUX Ha 30iAbIIEeHHS
B3a€EMHOI AOBipu

13. 3apisiTU MeXaHi3M PeryAsipHOTO AlaAOT'y MiXK IPMBAaTHUMY KOMIIAHISIMU Ta YPSAOM
(ceminapu, popymu, TpeHiHIM) 3aAAs IpOCyBaHHs Ta peaaisauil iHiuiatns KATITT. OpHum
i3 MexaHi3MiB peaaisallii MOXe CTaTy 3alIOYaTKYBaHHS LOPiYHOrO Mi>XHAapOAHOTO/BCeyKpa-
fHCcbKOrO (GOpyMy 3 MUTAaHb AEP>KaBHO-TIIPMBATHOTO MApPTHEPCTBA y Kibepcdepi 3a yyacri oc-
HOBHUX CY0'€KTiB HallilOHAaABHOI CUCTeMU KibepOe3neku Ta BCiX 3aljikaBA€HUX CTOPiH 3 OOKY
HeAep>KaBHUX CTPYKTYP.

14. Cy6’exTaM HallioHaABHOI cucTeMM KibepOesneky, Ha BUKOHAHHA II. 6 cT. 10 3axo-
Hy Ykpaiuu «IIpo ocHOBHI 3acapu 3a0e3nieueHHs1 KibepOe3nexky YKpaiHu» CITIABHO 3 TPEACTaB-
HUKaMU HalliOHaABHOI iHpopMaLiiHOI iHAYCTPil chopMyBaTy YA €KCIIEePTiB, sIKi MOXYTb 3a-
AYYaTUCH AO:

e pO3CAipyBaHHs KibepiHIIMAEHTIB Ha 00’€KTaX KPUTUYHOI iHGPACTPYKTYPU Ta ITOAO-
AQHHS HAaCAIAKIB;

e AASI KOMYHIKYBaHHs iHIIMAEHTIB y 3aco6ax macoBoi iHdopmallii;

e AOIIpOrpaM IiABUIEeHHS KBaAidikallil criBpoOiTHUKIB CTPYKTYp HalliOHAABHOI CHC-
TeMU KibepOe3neku Ta AAsI CITiBPOOITHMKIB 00'€KTiB KpUTUYHOI iHPPaCTPyKTypu.

ITya excriepriB MO>Xe OyTy cOpMOBaHMIT 32 TAAY3€BUM IIPVHIIMIIOM 3 PEI'yASPHYUM IIO-
PIYHMM IIEPETASIAOM.

15. I'Tip yac mpoueaypu dopmyBanHs I1aaHiB Aiit 3 peaaisauii Crpaterii kibepOesnexu
Ykpainu (30Kpema THX, sIKi BIAHOCSTBCS A0 Tl 6 11. 4.3 po3aiay «[IpioputeTn Ta HanpsiMu 3a-
Oe3neueHHs1 KibepOe3nekn YkpaiHu») BpaxyBaTu HEOOXIAHICTb PO3LIMPEHHS 3aX0AIB, CIIPSIMO-
BaHIX Ha peaAisallilo Aep>kaBHO-TIPMBATHOTO MAPTHEPCTBA. 30KPeMa, ITepeAdaunTy MOXKAUBICTD
cTBOpeHHs ykpaiHcpKkoro anaaory KPITIC, oo dyHKuil Ta 3aBAQHB SIKOTO MAlOTh OyTH BipAHeCeHi:

e IIIATOTOBKA peaAisallil ClliAbHUX peKOMeHAALIill AAS A€P>KaBHOTO i IPMBATHOTO CeK-
TOpIB y cdepi KibepbOesneky;

e TIpoBeAeHHs TpeHiHriB pas cTopid KATIIT

e B3A€EMOAIA 3 MDKHApOAHMMM NIAaPTHEPAMM Ta QHAAOTIYHMMMU CTPYKTypaMu;

e KpM30Bi KOMYHiKalii;

o iHpopMyBaHHS HallilOHAABHMX ITAPTHEPIB IPO BIiAIIOBiAHI €BPOMENICHKI CTPYKTYPU
III0AO 3aXMCTY KPUTUYHOI iHPpaCTPYKTYpy;

e BM3HAYEHHA MOPAAKY AOAYYEHHS YYaCHMKIB AO Liiel maaTdopmu.

16. CniabHo 3 I'pomapcbkoro papoto npu ACC33I onpauoBaTyt MUTaHHS MIATOTOBKHU
KOHLENITYaAbHMX IIPOITO3MLIIN AASI BCiX Cy0'€KTIB HalliOHAABHOI cCTeMM KibepOe3reKy II0A0
dbopMm Ta MeTOAIB (a TaKOX Oe3mocepeAHiX MPOTOKOAIB Ta MpoLEAYp) peaaisalii AepkaB-
HO-TIPMBATHOI'O ITAPTHEPCTBA B OPraHaX Aep>KaBHOI BAAAM Y YaCTVMHI MUTaHb, 1[0 OB’ A3aHi
3 KibepbesmeKoro.

17. Kabinetry MiHicTpiB Ykpaiuu cniAbHO 3 iHIIMMU cy0’ekTamy 3abe3neyeHHs Kibep-
6esnexu, MEPT, MITT, ITAT HCTYV Ta i3 3aAy4yeHHsM iHIIMX HalliOHAABHMX MOBHUKIB — PO3-
TASIHYTY NMUTaHHSI HAaAQTOAJKEHHSI IIMPOKOTO €KCIIEPTHOTO Ta TPOMAACHKOIO OOrOBOpPEHHs
CTBOpEHHS MAATGOPMU AeprKaBHO-TIPMBATHOI B3aeMOAIil y cdepi Kibepbesnekn (Imip3akoHHi
aKTH, EAVHI Ta raAy3eBi HOpMaTUBHI BUMOry iHpopMmaliiiHoi 6e3nekn, popMyBaHHS peeCcTpy
o0’extiB HKII, cranpapTusanis, ceprudikariisi, ayAuTt, TexHiuHe 3a0e3nedeHHs, iHTeponepa-
OeABHICTb CUCTEM TOIO). 3a0€3MeunTy HAAeXKHY ITyOAIYHICTD i AOCTaTHIN Meaia-CynpoBia



AHATTIITUHYHA AOMNOBIAb

L[bOTO OOTOBOPEHHSI: OHAAVH-MAAQHYMK (1), BeO-TPaHCASLI, MATOTOBKA BIATIOBIAHUX TeAe-
nporpam Ta iHui popm Th-npomoyuiena. ONpUAIOAHUTY Pe3YABTaT OOTOBOPEHHSI.

IIloao BupimIeHHS MPO6AEMI AiSIAPHOCTI XaKTUBiCTCHKIX YIPYITyBaHb

18. BaxxAuBUM € iHillil0BaHHS AMCKYCIi (TlepeayciM) 1j0A0 Moandikallii yKpaiHCbKOTro
3aKOHOAQBCTBA (B T. 4. — KpuMiHaABHOTO KOAEKCY YKpaiHu) AAsL AeraAisaljil meHTecToBOI Ai-
SIABHOCTi XaKTMBCTIB B iHTepecax mepeBipKy TOTOBHOCTi 00’€KTiB KpUTUYHOI iHPPaCTPyKTy-
PU AO MO>XKAMBMX KibepaTak Ta KibepiHLIMAEHTIB. 3 11i€l0 MEeTOI0 IPOIIOHYETHCS YTOUYHUTU POp-
MyAatoBaHHs cTaTrTi 361 KK YkpaiHu, AOMOBHUBIIM II HOBUM IYHKTOM Yy TaKill peaakwii:
«3BIABHAETBCA BiA KpMMiHAABHOI BIATIOBIAQABHOCTI TPOMAASIHMH YKpaiHy, AKIIO TaKe BTPY-
YaHHS 3AIMICHIOBAAOCH 32 TIOTOAKEHHSIM 13 Cy0’€eKTaMU HalliOHaABHOI crcTeMu KibepOesneku,
10 MAIOTh IIPABO Ha 3AIMICHEHHS ONEePAaTUBHO-PO3IIYKOBOI AISIABHOCTI Ta Ha SIKMX BIATIOBIA-
HO A0 3akoHy Ykpainu «IIpo ocHOBHI 3acapu 3abesmeueHHs KibepOe3neku YkpaiHu» MOKAa-
A€HO 3aBAQHHS HETAACHOI ITepeBipKY TOTOBHOCTI 00'€KTiB KpUTUYHOI iHYPACTPYKTYPU AO MOXK-
AVIBUX KibepaTak Ta KiOepiHLIMAEHTIB».

19. AoLiAbHUM € HanpaLl0OBaHHS PEaAbHOTO MeXaHi3My ITOTOAXKEHHs Alll XaKTUBICTIB,
MaKCMMaAbHO A€0I0POKPATU3YBaBILIY JIOTO Ta FAPAHTYIOUM HEPO3rOAOLIeHHs iHpopMawii mpo
TaKy criBnpauio. BapiaHTiB BupillleHHsI 3a3Ha4eHOTr0 MUTAHHA MoXXe OyTu ABa. [Tepmmit —
yTBOpeHHs Ha 0a3i HaijioHaAbHOro KOOpAMHALIIHOTO LIeHTPY KibepOe3rneKku MOCTilHO Aifo-
40i po60Yoi Ipynu 3 0COOAMBUX NMUTAHDb AEP>KaBHO-IIPYBATHOI'O ITAPTHEPCTBA. Apyruit — po-
b6oua rpyma y CKAaAi opraHy BAaAU, Ha SIKUI ITOKAQAEHO 3aBAQHHSI HETAACHOI IepeBipKu
TOTOBHOCTi 00’€KTiB KpUTUYHOI iHPPaCTPYKTYpU A0 MOXXAMBUX KibepaTak Ta KibepiHIIMAEH-
tiB (Hapasi ue CBY).

20. AAst GYHKLIOHYBaHHS Ipyny Mae O0yTy cpOpMOBAHO OKpeMe IIOAOKEHHS, B AKOMY
CAiA YiTKO BU3HAUMUTU MEXaHi3M HaAQHHS AO3BOAY Ha 3AIVICHEHHS MEHTECTY CUCTEM, a TaKOX
JI0TO IpaHNYHi TOKa3HYUKY, 32 Me)KaMM SIKVX AO3BiA 3asIBHMKY OiAblile He HapaBaTuMeTbcsl. Kpim
TOTIO, Lie )X TOAOXKEHHsI Ma€ YiTKO perAaMeHTYBaTy 11 BUUEpIIHi NPpUYMHY, YOMY TaKUil AO3BiA
MO>Ke He HaAaBaTMCS CY0 €KTaM HallilOHaABHOI cucTeMy KibepOesnexkn. Po3poOAeHHs BIATIOBIA-
HOTO TIOAO>KEHHS AOLIIABHO ITPOBOAUTH CITIABHO i3 IpeACTaBHUKaMM yKpaiHcbKoro IT-criBTo-
BapUCTBA, ePeAYCIM TUMH, SIKi CIeLiaAi3yI0TbCA Ha KOMEPLITHOMY 3AIICHEHHI ITeHTeCTiB.

21. TlepeabaunTy, 1110 Cy0’€KTOM OTPUMAHHS BiAOMOCTeN IIpy PoOOTi TaKUX XaKTU-
BiCTCHKMX IIEHTECTOBMX I'PYII € OPTaHY, sIKi HAAQBaAM AO3BiA Ha IIEHTeCT. Y MeXKax poOoTu Ta-
Kol [pynu nepepbaunTy 4iTKMiT MeXaHi3M AOHECEHHSI Pe3yAbTaTiB TaKol IIepeBipKM AO TUX Bi-
AOMCTB, sIKi OYAM mipAAQHI HETAACHOMY MeHTeCTy (Hampukaap, y 10-AeHHUIT TepMiH micAs
OTPVMaHHSI AQHUX IIPO YPA3AMBICTb), @ TAKOK KOHTPOAIO 32 IX YCYHEHHSIM (IIOBTOPHMIT KOH-
TPOABHUI TeCT cucTeMu yepe3 30 AHIB 3 MOMEHTY ITOBIAOMAEHHSI).

22. Po3rAsiHyTM MOXXAMBICTb IpOBeAeHHs1 HallioHaAbHUM KOOPAVHALIIIHUM LIEeHTPOM
KibepOe3meKy IoHalIMeHIle OAHOTO 3aCiAQHHS Ha PiK, IPUCBSIYEHOro MUTAHHSM CTaHy pea-
Aizarjii Aep>kKaBHO-IIPUBATHOTO MAPTHEPCTBA (MOKAUBO — i3 3aAy4eHHSIM IPEACTABHUKIB He-
A€p>KaBHOTO CEKTOPY).

Illopo po3Butky B3aemoaii mixk cyo’ekramu KATIII (y 1. 4. — 06MiH A0CBipAOM)

23. Kabinetry MiHicTpiB Ykpainu, BepxoBHint Paai YkpaiHu pos3rassHyTu nNuTaHHA
CTBOPEHHSI KOOPAVHALIHOI Aep>KaBHO-NIPUBATHOI NAATGOPMU 3 KOHCYABTATUBHO-AOPAA-
4YMM IOBHOBA)XEHHSIMM (HATPUKAaA, Y Gpopmi TuMYacoBOi KoMmicii abo xomiTeTy) AAs y4a-
CTi B p03p00AEHHI HOPMATUBHO-IIPABOBMX aKTiB i3 HE3aA€)KHOT0 ayAUTY iHbOpMaLiiiHOI Oe3-
nexy Ha 06’extax HKII Ha 0cHOBI Mi>KHaApOAHMX CTQHAQPTIB, Y T. 4. EBpomneiicbkoro Cowoay
ta HATO (3ripgHo 3 BuMoramu yactunu 3 ctaTTi 6 3akoHy Ykpaiuu «IIpo ocHOBHI 3acaau 3a-
Oe3neueHHs KibepOesneku YKpaiHu»).
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24. ITpu po3pobaeHHi aaHy 3axoAiB 3 peaaisauii Crparerii kibepbesnexku Ykpainu
(Ha BUKOHaHHs MYHKTY 2 piumeHHs1 Paau HaljioHaAbHOI Oe3rexku i o6opouu Ykpainu Bip
27.01.2016 p. «ITpo Crparerito Kibep0O3mnekn YkpaiHn») cAip BpaxoByBaTu HEOOXiAHICTB poO3-
POOAEHHS MPAaKTUYHUX MeXaHi3MiB 3aAy4yeHHs QisMYHMX Ta IOPUANYHMX OCi0 AO Kibep3axucTy
Aep>KaBHYX iHOpMaLiTHMX pecypciB y paMKax IPOrpaM Aep>KaBHO-IIPMBAaTHOIO TAPTHEPCTBA,
B T. 4. BUKOPUCTOBYI0uM A0CBip ISAC abo ISAO.

25. AKTyaAbHUM TaKOXX BOQYA€THCH iHIl[iIOBaHHA Cy0 €KTaMy HalliOHAaABHOI CHCTEMMU
KibepOesneky YkpaiHu KOHCYABTAL[il [IIOAO CTBOPEHHS BIAKPUTOI'O OHAQIH-MalAQHUMKA AAST
00MiHYy AOCBiAOM Y cdepi KibepOesneky MK Aep’kaBolo, HayKo, 6i3HeCOM Ta rpOMaAChKUM
CEKTOpPOM 3a aHaAorom O6putaHcpkoi iHiuiatusu Cyber Growth Partnership. BeanocepeaHe
CTBOPEHHsI OHAAMH-TIAATGOPMIM MOKAVIBE, 30KPEMA, 32 PAXYHOK IIPUBATHMX Ta BOAOHTEP-
CBKVX 3YCUAD.

26. 3 MeTOI0 3aM03MY€HH MPAKTUYHOTO AOCBIAY IPMBATHOTO CEKTOPY B MUTAHHAX IO-
nepeAkeHHsI Kibep3arpos, pearyBaHHs Ha KiOepiHLIMAEHTY Ta 3aXUCTY iHGOPMALIHUX CUC-
TeM KAIOYOBMX CY0'€KTIB HalliOHAABHOI CUCTEMU KibepOeseKky AOLIIABHO pO3poOUTU Mexa-
Hi3M 3aAy4yeHHs nepeBipeHux ¢axiBLiiB 3 MPUBATHOIO CEKTOPY AO POOOTHU Hap MPOEKTaAMU
B paMKaxX CBOIX IIAPO3AIAiB UM MAPO3AiAiB, BiATTOBiAaABHYIX 32 KibepOe3meKy, y cKaaai iHmmx
AeprkaBHMX ycTaHOB. OiHaHCYBaHHS ONAaTH Ipalli Takux $axiBLiB MOXKAMBE 32 PAXYHOK ITPO-
€KTiB Mi>KHapOAHOI TeXHIYHOI AOIIOMOTY, & TAKOJX, 32 MOXXAMBOCTI, 32 PaXyHOK KOLITIB, BUAi-
AeHMX y pamkax TpacroBoro ¢oHpy Ykpaina — HATO 3 nurtaHp Kibepbesmnexu.

27. AAS AOAQTKOBOIO HayKOBOIO Ta iH($opMalliliHOro 3abe3neuyeHHs cy0 eKTiB Hallio-
HAABHOI cuCTeMH KibepOe3neky BOAYaeThCsI AOLIIAPHUM CTBOpeHHsI pu KaovoBux 3BO Ykpai-
HU LleHTpiB BUBYEHHS IIEpEAOBOrO AOCBiAY Y cdepi KibepOesneku. Ak miAoTHI TOAIOHI eHTpU
AOLIIABHO CTBOPUTHU Yy IPOBIAHMX OCBITHIX 3aKAapaX, 30KpeMa, y paMkax HaBuaabHO-HayKo-
BOro iHcTUTYTY iHbopMmauiiHoi 6e3neku npu Axapemii CBY, IHcTuTYTY crieniaabHOrO 3B’513-
Ky Ta 3axucty iHpopmauii npu HTVYY KIII, BiricbkoBoro iHCTUTYTy TeAeKOMYyHiKallii Ta iH-
dbopmarusauii, KHY imeni Tapaca llleBueHka, Aep>kaBHOTO YHiBepCUTETY TeAEKOMYHIKaLIiil.

28. ACC33I rta iHumm cy0’eKTaM HaL[iOHAABHOI CMCTeMU KibepOesIeKky pO3rAsiHyTU
MUTAHHS iHCTUTYLITHOTO, PECYPCHOTO i HOPMAaTVBHO-IIPABOBOTO 3a0€e3MeUeHHs II0AAABLIOTO
posummpenHs KAITIT 3 raayseBumu aconjiaiiisiMu Ta iHIIMMY HEAEP’)KaBHMMU aKTOpaMu y cde-
pi 0OMiHy iHpopMalliero Mpo KibepiHLMAEHTY, eKCIIEPTHOT'O Ta TEXHIYHOTI'O CIiBPOOITHUITBA,
B 3ar00iraHHi Ta po3cAiAyBaHHsX KibepaTak (y KOHTEKCTi CTBOpEHHs 3araAbHOHAL[iOHAABHOI
cucteMyn oOMiHy AQHMMU TIPO KiGEPiHLMAEHTH).

IIToao npiopuTeTHUX CNiABHUX MPOEKTiB y Mekax po3BuTKy KAIII

29. MiHicTepcTBY OCBiTM Ta HayKu YKpaiHu — B paMkax HaaaropxeHHs AIIB y cdepi
miABUILEHHS 00i3HaHOCTI rpoMaasiH y cdepi Kibepbesnekn Ta 3abe3rneyeHHs] HAAEKHOTO PiB-
HsI KOMIT I0TE€pHOI IPaMOTHOCTI IIPalLliBHVUKIB yCTaHOB, KOMIIAHill Ta MAIIPUEMCTB — PO3IAS-
HYTU MO>XXAMBICTb BCTAHOBAEHHSI CUCTEMHOI CIiBIIpalli 3 MpoQiAbHUMMU HeAEP>)KaBHUMU Op-
raHi3allisiMu AAS CITIABHOTO PO3pOOAEHHSI CIleliaAi30BaHMX HaBYaABHMX IIPOIPaM AASI BULLOI
Ta CEPEAHBOI ILIKOAY, yYaCTi B HABYAABHOMY IIPOLIECi Ha 3acapax KOHLeILil Oe3nepepBHOI OCBi-
T — MICASIAMTIIAOMHA, ACTaHL|iliHa, HepopMaAbHa (TPeHiHIM, KYpCH) OCBiTa, paKyAbTATUBHI
IporpaMu AASI CTYAeHTiB HenpodiabHux 3BO Ta mkoasipis Touo.

30. AouiAbHMM € iHiLlifOBaHHS pO3pOOAEHHS KAIOUOBMMM Cy0'€eKTaMM HalliOHaABHOI CHC-
TeMu KibepbOesneku, MiHicTepcTBOM iHGOPMALiTHOT MOAITUKYM YKPaiHU CITIABHO 3 TIPEACTaB-
HVIKaMJ IIPUBATHOTO CEKTOPY HU3KM iHPOpMALiIHMX KaMIIaHill 3 METOI0 AOHECEHHSI AO Aep-
KaBHMX YCTaHOB, Oi3HeCy Ta LIMPOKOTO 3araAy peKOMeHAALil i3 AOTpUMaHHs 6a30BUX MTPABUA
Kibep6Oesmeku. Kpim Toro, HeobXipAHMM Takox € po3pobaenHs (3ycuaasimu CBY, Kibeproai-
uii Ta CERT-UA) noranbAeHnX raAy3eBux peKOMEeHAQLIN AAS IATIPUEMCTB Ta YCTAHOB KpU-
TUYHOI iHppacTPyKTYypu.
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31. Baxxausum niaotHum npoexkrom KATIIT moraa 6u cratu miaroroBka «Orasiay cek-
TOpY Kibepbe3snexy» i3 3aAy4eHHSIM yCiX 3aljikaBAEHMX CTOPiH, 10 Ma€ OXapaKTepu3yBaTu I0-
TOYHUI CTaH KibepOe3nekoBoi chepu YKpainy, Ii pecypCHOro IOTEeHIiaAy Ta WASIXiB ONTHUMi-
3auii CIPOMO>XKHOCTEN KibepOe3neKoBOro CeKTopy.

32. OpoHuM i3 popMmaTiB MpoBeAEHHS 3a3HAYEHOT'O OTASIAY MOXKe OYTU BUKOPUCTaHHS
B)Ke HAasSIBHUX MPOLIEAYP NPOBEAEHHSI KOMIIAEKCHUX OL[iHOK CTaHiB Kibepbe3mnexku. 30KkpeMa,
BUTASIAQ€E AOPEYHMM OiAbLI epeKTVBHE AOCAIAYKEHHS AOCBiAY IIPOBEAEHHS TaKMX OTASIAIB MK-
HapOAHMMMU KibepOe3mnekoBumu oprasisauismu (3okpema Business Software Alliance), a cam
Orasip MOXXe OYAYBaTUCh 3a TAaKOI CXEMOIO:

e IpaBoOBi MiACTaBU QYHKIiOHYBaHHS IIeBHOTO ¢pparMeHTa KibeprnpocTopy;

e opradizauiiHi iHCTUTYLiI Ta MexaHi3Mu 3a0e3nevyeHHsI Kibepbe3nexy;

e CTaH Aep)KaBHO-TIPMBATHOIO (ITyOAIYHO-TIPUBATHOIO) TAPTHEPCTBA;

e CeKTOpaAbHa KibepOesmeka;

e KibepOe3mnekoBe MPOCBITHUL[TBO.

EETEI



AAA HOTATOK



AAA HOTATOK



HaykoBe BupaHH:A

AEP’KABHO-TIPVIBATHE ITAPTHEPCTBO Y COEPI KIBEPBE3ITEKU:
MDKHAPOAHUIT AOCBIA TA MOXKAVIBOCTI AAS YKPATHU

AHaAiTyHa AOIIOBIAD

Peparysauus: L1 Bawcan
Kopexrypa: O.1 Cabadaw, O.M. Pomarnosa
Komr'orepHe Bepctanus: O.M. Adyaos

BianoBipaabpuuit 3a Bunyck: O.M. Pomanosa

OpuriHaA-MakeT MIATOTOBAEHO
y HauioHaAbHOMY iHCTUTYTi CTpaTerivHMX AOCAiAKEHb:
BYA. [lnporosa, 7-a, Kuis-30, 01030
Tea./daxc: (044) 234—50-07
e-mail: info-niss@niss.gov.ua

@opmat 60x84/8. Ym. APYK. apK. 9,53
Haxaap 150 mpum. 3am. Ne AD 654

ITIT «BupaBuuTBo MeHiKC»
03067, Kuis, Bya. lllyToBa, 13-6
www.fenixprint.com.ua
CBipOLTBO CY0’'€KTa BUAABHUYOL CIIPAaBU
AK Ne 271 Bip 07.12.2000 p.
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