JlaGopaTopHna podora Nel
3HAMOMCTBO 3 OCHOBHUMMU NOHATTSMHA AZURE. CTBOPEHHS
HEPHINX PECYPCIB B AZURE

Mema 3anamms: 03HAMOMUTHUCS 3 OCHOBHUMHU TIOHATTSAMH JJII POOOTH 3
xMapor Microsoft Azure; 03HaHOMUTHCH 3 1EpPAPXIEI0 pecypciB B Azure Ta ix
XapaKTEPUCTUKAMU; JTOCIIIIUTH TIPOLIEC CTBOPEHHS HABYAJIBHOI MIMUCKU B Azure;

03HAaHOMUTHUCH 3 iHTep(ericom Azure Portal.
Teopernuni BinomocTi
3azanvHi gioomocmi npo iepapxiro pecypcie 6 Azure

3Ha"Hs TOOYA0BH i€papXii pecypciB B Azure JOMOMOXYTh CTPYKTYPOBaHO
3aCTOCOBYBATH Ha KOKHOMY 3 PiBHI KEPYBATH JOCTYTIAMH, MOJTITHKAMHU Ta
KOHTPOJIIOBATH BUTPATH.

B Azure Buninsiotscs 4 piBHI i€papXxii pecypcis:

- Management groups;

- Subscriptions;

- Resource groups;

- Resources.

Bizyamnizariii iepapxii pecypciB, a Takox 3B’s130k 3 Entra ID npezacrasneno Ha

puc. 1.



W Microsoft Entra
@& roles
Microsoft Entra
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2 Azure roles .. Root
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Puc. 1. lepapxis pecypciB B Azure

Management groups 3HaXOAAThCS Bropi iepapxii pecypciB. 3a 3aMOBUYBaHHAM
B KOXXHOMY TEHEHTI € sk MiHIMyM ojHa Management group (root), 3 sKOi
TIOYMHAETHCS i€papXisi B MeKax OJHOTO TCHEHTY Ta Ha3MBa€eThCs BoHA Tenant root
group. Management groups MiATPUMYIOTh MOXJIUBICTh CTBOPIOBATH BKJIAJICHI
Ipynu 7 THYYKOTO Ta JIOTIYHOTO CTPYKTYPYBaHHS pecypciB TeHEHTY. B ogHOMY
TeHeHTI Moxke Oytu 10 10000 Management groups. JlepeBo Management groups
Jormyckae 0 6 piBHIB BKJIaJEHOCTI, HE paxyroun root Ta piBHs Subscription. Koxkna
Management group Mo)ke MaTu JMile oAHYy OaTbKiBCbKYy Management group, ane
onHa Management group MOXe MaTuh Oarato BKJIQJCHUX €JIEMEHTIB — IHIII
Management groups ta/abo Subscriptions. [Inst Toro, mo0 MaTH MOXJIHUBICTh
kepyBaTu Tenant root group, HeoO6xiaHO Matu poiib User Access Administrator (Ous.
puc.l.).

Subscriptions sBis€TbCS JTOTIYHOIO OAMHUICIO JJI KEpPyBaHHA, OIUIATH Ta
MmacmtabyBanas. s mowarky pobotu 3 Azure HeoOxigHa Oomail oxHa
Subscription. Matoun Subscription, kopuctyBaui Azure aBTEeHTH(IKOBaHI Ta
aBTOPHU30BaH1 JJI1 BUKOPUCTAaHHSA MPOJYKTIB Ta CEPBICIB XMapu. Subscription

OB’ A3y€ThCA 3 00yiKOBUM 3amucoM Azure (cyTHicTio B Entra ID abo B TeHeHTI,



axomy noBipse Entra ID). BonHoyac oauH 00JIIKOBUI 3alMC MOXE MaTH ACKIJIbKa
Subscriptions. Oxpemi Subscriptions [03BOJIIIOTE POOUTH PO3MEKYBaHHS Jis
OIIaTH 32 BUKOPUCTAHHIX XMAapHUX PECYPCIB, JOTTYHO BIJOKPEMUBIIH X, a TAKOXK
HaJaBIIM HEOOXIHUM piBeHb HocTymiB a0 HUX. Okpemi Subscriptions MokHa
CTBOpPIOBATH Il okpeMux cepenoBul (development, staging, production, To1o),
okpemux migposautie opranizamii (IT, Development, Accounting, HR) a6o matu
OKpeMYy MIMKUCKY JUIs KIEHTIB OpraHizarii, 1Jisl TOTo, 100 JIETKO 0a4YUTH BUTPATH
Ha 1HQPACTPYKTYpy KOKHOTO 3 HUX Ta BIJIMOBITHO BUCTABIISATH 1M paxyHKH, TOIIIO.
Subscriptions He TpHB’s3aHI NIEBHOTO perioHy, a Resources cTBopeHi Bcepenui
Subscription MOXyTh 3HaXOAWTHUCHh Y OyIb-IKOMY perioHi Azure. Baxiaupo
mamMm’siTaTd, WO Ha BIAMIHHY Big Management groups, Subscriptions He
MiATPUMYIOTh BKIageHHs. OgHa Subscription He Moxke OyTH po3MillieHa BCEpeInHI
iHm0i. Bonu MoxxyTh OyTH po3TaiioBaHi BcepeauHi Ta TUIbKU onHieT Management
group. Subscriptions MOKHa MEpeMillaTd MK PI3HUMH TEHEHTaMH, SKIIO Yy
KOpUCTyBauya € BIJNOBIJHI JOCTYIM Ha BHKOHaHHS 1€l omnepauii. Koxhna
Subscription Mae neBHI 0OMeXEHHS 32 KBOTaMH. Ll KBOTM MOXHa MoOayuTH y
BIAMOBIAHOMY Oneiini. Ilpuknan kBoTH — MOXJIMBICTH cTBOpUTH 10 250 Storage
Accounts B ogHOMY perioHi. [IeBHI KBOTU MOKHA 3MIHIOBATHU MUTTEBO, ajie B TOM
K€ 4ac JUIS 3MIHU JIeSIKUX MOTPIOHO CTBOPIOBATH 3aMUT y MIATPUMKY Microsoft.
Tomy KBOTH MTOTPIOHO BpaxOBYBATH I1]1 Yac IJIaHyBaHHs 1HQPACTPYKTYpPH.
Resource groups ciyrytoTh KoHTeitHepamu i Resources. [1ig yac crBopeHHs
pecypciB B Azure 000B’A3KOBO BKazyBaTu Subscription Ta Resource group, aie
ICHYIOTh BUKJTFOUEHHS TUTS MIEBHUX THUITIB pecypcis.
Opna Subscription Moxe mMicTUTH B co01 6arato Resource groups. Resource groups
HE MOXYTh OyTH BKJIAJICHUMHU — HE MOXHA IMOMICTUTH 0JiHY Resource group B iHIIY.
Opnna Resource group moske mictutu Oarato Resources, ane onua Resource Mmoxe

HaJeXKaTH TUTbKH ofHIN Resource group. Jleski Resources MoxHa mepemilnnyBaTu



Mik Resource groups micins iX cTBopeHHs. Resource groups € 1me OgHUM
IHCTPYMEHTOM, L0 J103BOJIsie TpynyBaTu Resource, BinnoBigHo a0 notped. Komu
3aCTOCOBYETBCS SIKach 1is M0 Resource group, me BrummBae Ha Bci Resources
BcepenuHi Hei. Hampukman, BuganeHHs Resource group mpusBene A0 BUIATICHHS
yCIX pecypciB BcepeauH1 Hel, HajaHHsA a0o BiAMOBa y J0CTyn a0 Resource group
nae abo BIIMOBIISIE Y JOCTYIIL JI0 BCiX iX pecypciB.

Resources — 11e 6a3zoBuii OyziBenbHuil 0110k Azure. Yce, 110 CTBOPIOETHCS UM
po3ropraerbcsi € pecypcoMm. Cionm BXOIAThH 1 BIpTyalbHI MAaIllMHHU, BIpTyajbHI

Mepexi, 0a3u TaHuX, KOTHITUBHI CEPBICH — yce IIe pecypcu B Azure.

3aB1aHHA HA Ja00paTOPHY PoOOTY

1. CrBoputu Subscription BuKopucTOByIouu cepenoBuiie Azure Portal 3a
nocwianasIM https://signup.azure.com/studentverification?offerType=1. Ilicus
nepexoAy 3a NMOCHJIAHHAM B IOJII JUJIS BXOJYy HEOOXIJHO BBECTU CTYIEHTCHKY
CJIEKTPOHHY TIOIITYy, IO BHKOPUCTOBYEThCS B 1H(GOPMAIIMHUX CHCTEMax
yHiBepcuTeTy. Pa3oBuil maponb Oyae HaJaHO BHKJIaJadyeM Ta IMIcias HOro
BBEJICHHS Oy/Ie 3ampornoHOBaHO oro 3miHa. HacTymHuM 000B’SI3KOBUM KPOKOM
Oyne HajamTyBaHHS JIO0JAaTKOBOTO 3aXHUCTy o0dikoBoro 3amucy Entra ID 3a
JOTIOMOTOI0 BUKOpUCTaHHA OaraTtodakTtopHoi aBTeHTu®ikamii. [ns uporo
Microsoft mponoHyrOTh cCKOpUcTaTUCh AoaaTkoM Microsoft Authenticator, sikuii
MOKHAa BCTAaHOBUTU Ha MOOUIBHUM MpHUCTPiil, a00 HOro aHamoramu BiJl 1HIIMX
BeH1opiB. Ilicnsa mpuB’sa3ku o6mikoBoro 3anucy Entra ID no o6panoro mponatky
s 6ararodakTopHoi aBTeHTHU(]IKALIT Y hopMi peecTpallii BUMAraeTbCs J01aTH
JI0JIaTKOBO HOMEp TesneoHy KOpUCTyBaua abo eneKkTpoHHy mnomTty. Ilicis
3aBEpICHHS JaHOTO eTamy peecTpanii OyBalOTh CUTyallli, KOJIW CHCTeMa

nepeHanpaBiisie TIEBHUX KOPUCTYBadiB Ha JOMAIHIO CTOpiHKY Azure Portal



(portal.azure.com), aje OCKUIbBKM MPOIIEC peeCTpallli Ha I[bOMY HE 3aBEPIICHO,
HeoOX1Ha mianucka Oye BiACYTHs. B TakoMy BUNIaJKy BapTO 3HOBY MEPEUTH 32
nocuiaHHaM  https://signup.azure.com/studentverification?offerType=1  Ta
MIPOJIOBXKUTH PEECTPAIlil0 BBIBIIM JaHi, SIKI BUMararTbcs cuctemoro. Jlami
cuctema Oyjie IPOCUTH BBECTH IM’S Ta Tpi3BHUINE (BBOAUTH Il JaHI MOTPIOHO
JATUHCBKUMH JIITEpaMH, TaK, K y OQIMIHHUX JOKyMEHTaX, 110 3aCBIIYYIOThH
oco0y abo 3rinHo odimiiHuX nmpaBui TpaHcmiTepaiii), kpainy (Ukraine), School
name (Zhytomyr Polytechnic State University), maty HapomKeHHs, a B TOJi
School email address mae OyTu 3armoBHEHA aBTOMAaTUYHO Ta MAaTH aJIpecy MOIITH,
10 BUKOPHUCTOBYETHCA B cHUCTeMi yHiBepcuTeTy ((@student.ztu.edu.ua). Ilicus
npoxokeHHs CAPTCHA-BunpoOoByBaHHs HeoOxigHO HaTHUCHYTH «Verify
academic status». Jlami kopucTyBaua OyJe IepeHamnpaBiIeHO Ha HACTYIHY
CTOpIHKY AJisi 3amoBHEHHS iH(popmarii npodimto. BapTo 3BepHyTH yBary, 1o
HEOOXIJTHO 3alOBHIOBATH TiILKH OO0OB’SI3KOBI Iojs. [loyst, ski IOMIYEHI SK
optional BapTO MpOIyCTUTH JJIsl CHPOILLIECHHS MPOLECY peecTpailii. Y BIANOBIAHUX
000B’I3KOBUX MOJSAX HEOOX1HO YBa)KHO 3aIIOBHUTHU MPaBAUBY 1H(OPMALIIIO TTPO
cebe. B mom Address line 1 mnorpiOHo 3amoBHUTH aapecy Jlep:kaBHOro
yHiBepcuTeTy «KuToMupchbka TMOMITEXHIKa» JATUHCBKUMHU JIITEpaMU —
Chudnivska St, 103; B moii City Bkazyemo Zhytomyr; B moJi Postal Code — 10005.
[Ticast mporo BapTO 03HAHOMUTHCH 3 YMOBAMH BUKOPHUCTAHHS CEPBICY Ta SKIIO
BCE BIAIITOBYE, TMOTOJUTHCH Ta 3aBEPIINTH TMpolec peectparii. B skocTi
pe3yJIbTaTy BUKOHAHHS IIbOTO 3aBJaHHS HEOOX1JHO 3pOOUTH CKPIHIIIOT CTOPIHKU
po3ainy Education, xkyau kopucTtyBaya Oyle HampaBI€HO aBTOMAaTHUYHO 10
3aBEpIICHHIO peecTpallii. Koo 1e nepeHamnpaBleHHS HE BiI0YJIOCH
aBTOMATUYHO, TO JAaHUM PO3AUT MOKHA 3HAWTH, YBIBIIM B TOJI TMOIIYKY
"Education". Ha ckpiHmoTi 000B’SI3K0BO Ma€ OyTH BUAHO E€JIEKTPOHHY TMOIITY

00JIIKOBOTO 3aIKCY, 3 IKOTO 0yJIO BUKOHAHO BXiJ (JIUB. pucC.2).
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Puc. 2. Po3nin Education, y sxwuii 3aiinioB kopuctyBad ki251 aaa@student.ztu.edu.ua

2. SIk1o BCTaHOBJIEHO aHIMIINCHKY MOBY, K MOBY iHTep(deiicy Azure Portal, To
Ha3Ba MIANKUCKU 3a 3amMoBUyBaHHsSM Oyae «Azure for Students». HeoOximHo
3MIHUTH Ha3By MIJIMUCKH, TOAABIIM aJPECy €JIEKTPOHHOI MOIITH B i HA3By Ha

noyatky (auB. puc.3).
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Puc. 3. 3minena Ha3zBa Subscription Azure for Students

J1o 3BiTY HEOOXITHO TOAATH CKPIHIIIOT, AaHAJIOTIYHUH prC. 3 31 3MIHEHOIO HA3BOIO

Subscription.



3. Hapatu noctyn no Subscription BukiagadeBi. Bukiagad 3a3HauyuTh sIKOMY caMme
00J1IKOBOMY 3aIliCy MOTPIOHO HAJaTH JOCTyN 10 Subscription. [ BUKOHAHHS
IIOT'0 3aBJaHHSA HeoOXigHO oOpatu myHKT "Access control (IAM)", nmam
KIikHyTH Ha "+ Add" Ta o6patu "Add role assignment". [{ani moTpiOHO meperTu
y Bkiaaky "Privileged administrator roles", cepen npuBiielioBaHUX poJjieit 00paTu
"Owner", micis 1poro mnepedtu Bkimaaky "Members", wiaikayta "+ Select
members" Ta cepes; KOPUCTYBaviB 00paTH KOPUCTyBaya, SIKOT0 Ha3Be BUKJIAaY.
VY Brnaami "Conditions" morpi6Ho o6patu omirito "Allow user to assign all roles
(highly privileged)". Sxmo momepenHbo Bce Oyiio 3po0OJE€HO MPaBHIBHO, TO
HaTuckaemo "Review + assign". B sKOCTI miaTBEpIKCHHS BUKOHAHHS IIHOTO
3aBJaHHS, HAJIaTU CKPIHIIOT, aHAJOTIYHUI 10 puc. 4, 1€ MOKHA MOOAYHTH, 110
KOPHUCTYBa4eBl, 3a3HAYCHOTO BHKJIaJadeM, Oyio HaJaHO HEOOXiJHI MpaBa Ha

Subscription.
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kkik_mvwv@ztu.edu.ua Owmer Add

> Billing

Puc. 4. Haganns xopuctyBauesi posi Owner s Subscription Azure for Students

4.Y Subscription Azure for Students HeoOxigHo cTtBOpUTH Resource group. s
1bOro MoTpioHO mepeiitu y "Settings" > "Resource groups" Ta o6patu "Create".
VY nomi "Subscription" aBromatudHo Oyse oopano mignucky Azure for Students,

TOMY JlaHe ToJie He 3MiHloeMo. HactynHi napamerpu Resource group HeoOXi1HO



3alIOBHUTH 3T1IHO BapiaHTy, 3a3HadeHoro y Tabmuii 1. Jlo 3BiTYy HEOOX1THO

JI0JaTH CKPIHIIIOT 31 CTBOPEHOIO Resource group, aHaIoT14HUM puC. 5.

Ta0omurs 1
ITapameTpu ctBOpeHHs1 Resource group
Ne
. Resource group name Region Tags

BapiaHTa

1 rg-fin-payments-prd- westeurope environment=prod;
westeurope-001 owner=finance-team

2 rg-web-portal-dev-eastus- eastus environment=dev;
001 project=web-portal

3 rg-data-warehouse-prd- northeurope environment=prod;
northeurope-001 costCenter=CC1024

4 rg-iac-shared-uat-uksouth- uksouth environment=uat;
001 owner=platform-team

5 rg-ml-inference-tst-westus3- | westus3 environment=test;
001 project=ml-inference

6 rg-sec-logging-prd- francecentral environment=prod;
francecentral-001 owner=sec-ops

7 rg-api-gateway-dev-eastus2- | eastus2 environment=dev;
001 project=api-gateway

8 rg-crm-backend-prd- germanywestcentral | environment=prod;
germanywestcentral-001 businessUnit=sales

9 rg-monitoring-dev- switzerlandnorth environment=dev;
switzerlandnorth-001 owner=sre-team

10 rg-datalake-prd- canadacentral environment=prod;
canadacentral-001 project=datalake

11 rg-backoffice-uat- japaneast environment=uat;

japaneast-001

owner=backoffice




[TpooBkeHHs Tabnwmi 1

12 | rg-cache-layer-tst- southeastasia environment=test;
southeastasia-001 project=cache-layer

13 | rg-erp-core-prd- australiaeast environment=prod;
australiaeast-001 businessUnit=operations

14 | rg-analytics-dev- centralindia environment=dev;
centralindia-001 owner=data-team

15 | rg-media-stream-prd- southafricanorth | environment=prod;
southafricanorth-001 project=media-stream

16 | rg-integration-uat- brazilsouth environment=uat;
brazilsouth-001 owner=integration

17 | rg-billing-tst- norwayeast environment=test;
norwayeast-001 project=billing

18 | rg-search-prd- swedencentral | environment=prod;
swedenCentral-001 owner=search-team

19 | rg-hr-portal-dev- uaenorth environment=dev;
uaenorth-001 businessUnit=hr

20 | rg-edge-services-prd- koreacentral environment=prod;

koreacentral-001

costCenter=CC2080

= Microsoft Azure

2 Search resources, services, and docs (G+/)

l S coni _

Home >

(5] ro-ml-inference-tst-westus3-001 | » « - @

« + Create €5} Manage view ]E Delete resource group C) Refresh 0

Resource group
O Search
[*4] Overview ~~ Essentials

B Activity log Subscription (move)

ki251 aaa@student.ztu.edu.ua - Azure for Students

A Access control (IAM)

@ Tags

. —
s Resource visualizer

Subscription ID

Tags (edit]

environment : prod
Events

2da25743-d6f7-4bcc-83d3-31d6e20ba563

awner : finance-team

[epxasHuii yHiBepcuTeT «XKuToMm. .. Sign out

Are there any alerts fired for this 1

ki251_aaa@studen...
ki251_aaa@student.ztu.edu.ua
View account

Switch directory

@ Sign in with a different account

Deployments
No deploymes

Location
West US 3

Puc. 5. Ilpuxnag ctBopenoi Resource group




5. Bunanutu ctBopeny Resource group, BUKOPUCTOBYIOUM TpadiuHuii iHTEpPEic
Azure Portal Ta togaTu 710 3BiTY CKPIHIIIOT, IO MiATBEPKYE YCHIIITHE BUKOHAHHS

JaHO1 omepartii, aHaJoT14HU# puc. 6.

= 5 i - fa) ki251_aaa@studentztu.. @
SV PR YRl © Search resources, services, and docs (G+/) I % Copilot Bl = @ A i vieerenrer @
) Notifications X
Azure services
3
—I— | 1| ,] ' o n More events in the activity log - Dismiss all
Create a Resource Quickstart Azure Al Kubernetes Virtual Q Deleted L-inf 3.001
resource groups Center Foundry services machines slated rasource group rg-mi-arence-tet-wstued-
Deleted resource group rg-mi-inference-tst-westus3-001
;:‘g — % a few seconds ago

App Services Storage SQL databases More services
accounts

Puc. 6. Bunanenns crBopenoi Resource group

KoHTpoJ/ibHI NUTAHHSA

[S—

. SIxi 9oTupu piBHI i€epapxii pecypciB iCHYIOTh B Azure?

SAxy pons Bigirpae Tenant root group y cTpykrypi Management groups?

3. CKiIbKHM MaKCHUMaJIbHO PIBHIB BKJIQJICHOCTI MATPUMYIOTh Management
groups (0e3 ypaxyBaHHs root Ta piBHs Subscription)?

4. Yum BIIpI3HIETHCS MOKIIUBICTD BKJIaICHOCTI y Management groups Ta
Subscriptions?

5. Hns yoro B Azure BUKOPUCTOBYIOThCSL Subscriptions 1 K1 3aBIaHHS BOHU
JI0TIOMararoTh BUPIITyBaTh?

6. SIki KpokHu HEOOX1THO BUKOHATH JIJIsi CTBOPEHHS CTYJEHTCHKOI MIMUCKH
Azure for Students?

7. YoMy Ba)JIMBO BpaxoOBYBAaTH KBOTH IiJ] Yac TUIaHyBaHHS 1HQPACTPYKTYPH B
Mexax Subscription? HaBeaiTs npukiam KBOTH.

8. Uum Resource group BiapizHseThes Bix Management group 1 Subscription 3a
byHKUIISIMUA?

9. Sxi nii, 3acrocoBani o Resource group, aBTOMaTUYHO BIUIMBAIOThH Ha BCi
pecypcu BcepeiuHi Hei?

10. o € HaitHM>KYKUM piBHEM B 1€papXii pecypciB Azure 1 AKi TPUKIaaAN TaKUX

00’ €KTiB MOYKHA HAaBECTH?
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