JlabopaTopHna pob6ora Nel

ITpoTokonu IoT. Kimieatnt MQTT
Mera poboru: BupBueHHs mnpunHnuiiB pobotu mnpotokory MQTT Ta
OTPUMAaHHS TMPAKTUYHUX HABUYOK 3 BUKOpuUcTaHHS MQTT-kimieHTiB mis myOmikamii
Ta MIANMCKKM Ha JaHl, a TakKoX IX 1HTerpauii 3 xmapHoto loT-matdopmoro

Thingspeak s Bizyasnizarii Ta aHami3y.

TeoperuuHi BizomocTi

CydyacHUW  TEXHOJIOTIYHMM  JaHAmMA(PT  XapakTEpPU3YeETbCS  CTPIMKUM
3poctannsaM siBuima [HTepHeTy peueit (Internet of Things, IoT). Ilix loT po3ymiroTsh
Mepexy (i3uYHUX 00'€KTIB - «pedei», siki OCHAIIEeHI BOYJIOBaAaHUMH TEXHOJOTISIMU
JUIA B3a€MOJIii OJMH 3 OJHUM a0o0 3 30BHIMIHIM cepefoBumieM. Lle MoxyTh OyTh
moOyTOBI MPUJIAIA, TPOMHCIOBE O0JIaJHAHHS, JATYUKH, CEHCOPHU Ta 1HIII IPUCTPOI],
K1 30MparoTh Ta OOMIHIOIOThCSA gaHuMU. Merta IoT - aBTOmaTu3alls mHpoOIIECiB,
MIJBUIIEHHA €(QEKTUBHOCTI Ta CTBOPEHHS HOBUX CEPBICIB MUIAXOM IHTErparii
1upoBoro 1 G13UIHOTO CBITY.

Jist Toro o0 MUIBSpAM PI3HOPIAHUX MPHUCTPOIB MOTIU  €(PEKTUBHO
CIIJIKYBaTUCSA, HEOOXiAHI crheriagi3oBaHl MNPOTOKoJdu 3B'si3Ky. Ha BigmiHy BII
Tpaauiiitnux BebnporokomiB (Hampukiang HTTP), nmporokonu [oT opienToBani Ha
poOOTy B yMOBaxX OOMEKEHOI MPOMYCKHOI 3JaTHOCTI KaHaJly 3B'S3Ky, HEHaJIMHHUX
MepeX, HU3bKOTO E€HEProCHOKMBAHHSI Ta OOMEKEHHX OOUYMCIIOBAIIBHUX PECYPCIB
npuCcTpoiB. HailOunbll mommpeHuMu TpOTOKONIaMHu piBHSA 3acTocyHKy st [oT e
MQTT, AMQP Toro.

Cepen Hux ocoOmuBo Buuauisietbes mnporokon MQTT (Message Queuing
Telemetry Transport). Ile BumaBenp-nignucHuk (publish-subscribe) mporokon s
nepeqayl MOBIIOMJIEHb, KWW iAeaibHO miaxoauTh 1isi [oT. Peui (kmieHTH) He
OOMIHIOIOTBCSI JJAaHUMHU HampsMy, a MIIKII0YalOThCS 10 IEHTPAJIBHOIO CepBepa
(6pokepa). OnuH KIIEHT MyOJIIKy€e TOBIIOMJICHHS B TIEBHY «TeMy» (topic), a iHIm

KJIIEHTH, K1 MIAMUCaHI HA II0 TEMY, OTPUMYIOTH ii BiJ Opokepa. Taka apxiTeKkTypa



(pucynok 1.1) pobuts MQTT wmacmraboBanuM, eHeproeeKTUBHUM 1 HaAIMHUM

HaBITh Y HECTAOUTHHUX MEpexkKax.

MQTT-Broker @

Pucynoxk 1.1 - MQTT apxitextypa

Jlist aHamizy poOOTH CUCTEMU BUKOPUCTOBYIOTHCSI TECTOB1 KIIIEHTH, SIKI €
3BHYAHUMHU JoJaTkamMu Komm 'torepa. IcHytors pizHi MQTT-kmieHTH y BHUTISAL
BeOgonaTka abo JecKkTomHoro jojaTtka. besmocepeanbo 3 Opay3epa MOKHA
Bukopuctatin TectoBuit kKiaieHT MQTT.Cool, sxuii posramoBaHui 3a agpecoro
https://testclient-cloud.mqtt.cool. Iammit TecroBuit MQTT-kmi€eHT — 11e AECKTOMHUI
nmogatok MQTT.1x.

[Ticnss 3aBaHTaXeHHS 1 BCTAHOBJCHHS HOro TOTPIOHO HaJAIITyBaTH.
3anyckaemo MQTT.fx. Hacammepes HeoOXiqHO HaNaIITyBaTH MIAKIIOYEHHS [0

cepBepa, JUIs 4OTo CJIiJl HATUCHYTH Ha 1KOHKY 3 IecTepHero (pucyHok 1.2).

MQTT.fx - 1.7.1

File Extras Help

‘ local mosquitto v -u- Disconnect .
m Subscribe  Scripts Broker Status  Log

Pucynox 1.2



Haum BBeaemo indopmariro mpo MQTT-6poxkepa (pucyrok 1.3):

1. Jlomatu HOBE 3'€THAHHS;

2. Bxkazatu itoro na3y (Hanpukian, [oT Course);

3. BBectu agpecy 6pokepa;

4. Beectu nopt Opokepa;

5. 3reHepyBaTu ab0 BUTAJaiTe YHIKAIbHUHN 11€HTU(DIKATOP KITIE€HTA;

6. IlepeiiTu 10 BBeJEHHS OOJIIKOBUX JTAaHMX KOPHUCTyBada: JIOTiHA Ta mapoJsis (3a
HEOOX1HOCTI);

7. 30epertu 3MiHu HaTUCKaHHSIM KHONKU OK.

Edit Connection Profiles

M2M Eclipse

local mosquitto 2‘ Profile Mame | loT Course

Profile Type MQTT Broker v “\

O]

MQTT Broker Profile Settings

3 ‘. Broker Address | 192.168.192.192
4‘ Broker Port | 1883

Client ID | e2d3bfdc10947053bc1e5cd5d6d2a5 Gener...

User Credentials SSL/TLS Proxy LWT 5
6 Connection Timeout | 30
Keep Alive Interval | 60

Clean Session v

Auto Reconnect
Max Inflight | 10

MQTT Version v Use Default

Clear Publish History

Clear Subscription History

v

Revert (8].4 Apply

Pucynox 1.3 — HanamryBanuss MQTT.fx
Tenep mepexkonaemocst (pucyHok 1.4), mo obpano ctBopeHuit mpodias (1) i
MIIKIF0OYUMOCS JI0 cepBepa HaTUCKaHHSIM KHomku Connect (2).
SKk11o Bce HAJIAIMITOBAHO TIPABUIIHHO 1 MIIKIIOUCHHS 10 OpOKEepa BCTAHOBJICHO,

TO 3arOpPUTHCA 3€JCHUN IHIUKATOP (PUCYHOK 1.5).



File Extras Help 1.
‘ loT Course — v 'ﬂ@ .

m Subscribe  Scripts Broker Status  Log

Pucynok 1.4
File  Extras Help \
Disconnect ol .

m Subscribe  Scripts Broker Status Log

» |

Qos 1 QoS 2 Retained -4 4

Pucynok 1.5

AHaJOTIYHMM YWHOM MOXHa HamamrtyBaTH TectoBui KiieHT MQTT.Cool
(pucynok 1.6). Ognak /i TecTyBaHHsS B 0aratbOX BMIIQJIKaX MO>KHAa CKOPUCTATUCS

B)KE€ HAJIAIITOBAHUMU OpOKEpaMH, SIKHi1 0OUPAETHCS 13 BUTAIal0U0T0 CIIHCKY.

[ Test Client

tcp://test.mosquitto.org:1883 @

Connection

Select a Broker = tcp://test.mosquitto.org:1883 % n

Pucynox 1.6
Posrnsinemo opranizamito oominy iHdopmaritiero. Ilepeiizemo Ha BKIAIKy
Subscribe (pucynok 1.7), opopmumMo mianucKy Ha TOBIAOMIIEHHS TOITIKa 10t practice

1 Bcl Moro cyoOTomiku. [[nsi mporo B TekctoBe mose (1) BBememo iot practice/# i

HaTtucHeMO Subscribe (2).



MQTT.Fx- 1.7.1

File  Extras Help

‘ Disconnect "y o
Publish Scripts Broker Status Log

iot_practice/#

iy Q051 Qos2

Topics Collector (D) Sean -3

Pucynok 1.7

Jlnst my6Oumikartii moBimomiieHs (pucyHok 1.8) mepetimemo y Bkimaaky Publish (1).
3agamo iM'ss TeMu (2), BBEAEMO TEKCT IJis BiANpaBku (3) 1 HATUCHEMO KHOIKY
Publish (4). st MPOCTOTH Oynemo BHUKOPUCTOBYBATH TEMY
iot_practice/Bamre mpizuimie. Hamimemo nosigomnenus «My UserID is IDy, Tinbku
3amicTh ID BKaXiTh Balll YUCIOBUMN 1/IEHTU(DIKATOP, HATPUKJIIA] HOMEP BapiaHTy.

Tenep, sikio noBepHeMocs Ha BKIaJKy Subscribe (1) 1 mepeBipuMo (PUCYHOK
1.9), To BUSBHUTBCA, IO AIMCHO 3'ABUIACS Taka Tema 1 B HIM 3HAXOIWUTHCS HAaIIe

moBioMJIeHHS (3).



MQTT.Fx- 1.7.1 =

File  Extras Help

‘ 1 Disconnect "y o

Subscribe  Scripts Broker Status Log

# ot practice/kanashev v Publisk 4 Qi) Qos1 Qos2 Retained i

My UserlD is 5404] \2

Pucynok 1.8

MQTT.Fx- 1.7.1

File  Extras Help

A
. Disconnect "y o

Publish B8 Scripts  Broker Status  Log

i 1 v "
2 # QoS0
gateway/000040bd32eded1d/command/down 12
Dump Messages Mute
# QoS50
gateway,/000040bd32eded 1d/event/ack 13
# QoS50
gateway,/000040bd32eded 1d/event/up 14
4 Qa5 0
gateway,/000040bd32e4e41d/ event/stats 15
# QoS50
gateway/000040bd32eded 1d/event/stats 16
# QoS50
2 ‘Iot_practkefkanashw 17
# Qos0
Topics Collector (D) Sean t -3
iot_practice/kanashev
# 17
02-06-2021 14:46:19.53179278 QoS50
My UserID is 5404

Payload decoded by Plain Text Decoder v

Pucynok 1.9



O6min Mk MQTT-kiientamu — 11ie Joope. OHaK y Takiid CUCTEMI € HeTOMIK —
HeMae 30epexxeHHs 1Hdopmailii. 30epexeHHst 1HpopMallii J03BOJUTh MEPETISTHYTH
rpadik 3MIHM TeMIEpaTypu MPOTATOM, HAMpHKIad, n1o0u abo BHKOHATH OOPOOKY
nanux. OIMH 13 BapiaHTIB YCYHEHHS HEJOJIKY — 116 MOXKHA MapalieIbHO BIIIPABISATH
JaHl Ha 1HIME cepBep. B saxocTi Takoro cepeepa OyaeMO BUKOPHCTOBYBATH
miatdopmy ThingSpeak. Bona 103BOIMTH HAKONMWYyBAaTH Halll JaHI 1 TIOTIM
BiI0OpakaTu iX y Burisi rpadikis 3a Oyab-skuid nepion. [lepexoaumo 3a agpecoro

thingspeak.com i Hatuckaemo kHomky «Get Started For Free» (pucynox 1.10).

:lThingSpeak“ Channels  Apps  Support ~ CommercialUse How toBuy €9

: .u’t’
ThingSpeak for loT PrOJeC.tS’/ ////////////////
Ny

Data collection in the cloud with advanced data analys
using MATLAB

v,

7y

Get Started For Free Learn More

Pucynoxk 1.10
Bubpatu cTBOpeHHsI HOBOTO OOJIKOBOIO 3aIlMCy, HATUCHYBIIW Ha MOCUJIAHHS

«Create one» ( pucynok 1.11).

4\ MathWorks:
Email %
No account? Create one! g DATA AGGREGATION
By signing in, you agree to our privacy policy. 0 AND ANALYTICS
CIThingSpeak"
: MATLAB
_
= 0
° -
- = ¢ > /JI ll
_
@m|  SMART CONNECTED DEVICES
Q
° ALGORITHM DEVELOPMENT
SENSOR ANALYTICS

Pucynoxk 1.11
Jlaini peecTpyeMocs: BKa3yeMO aJIpecy €JIEKTPOHHOI MOIITH, 0OMpaEMO KpaiHy

tomio (pucyHok 1.12) i Haruckaemo “Continue’.



Create MathWorks Account

Email Address

[ myemail@student.ztu.edu.ua (/] ]

H To access your organization’s MATLAB license, use your
school or work email.

Location

[ Ukraine v]

First Name

| J

Last Name

( — }

Pucynoxk 1.12
[TinTBepKyeMO, 1O BKa3zaHa ajapeca BUKOPUCTOBYeThes 1 1 MatlLab

(pucynox 1.13).

Personal Email Detected

A\ To use your organization's MATLAB, enter
your work or university email

Email Address

l mymail@student.ztu.edu.ua (] l

Use this email for my MathWorks Account

( Carcel )

This site is protected by reCAPTCHA and the
Google Privacy Policy and Terms of Service apply.

Pucynox 1.13
Yekaemo nMcTa Ha MOWITY, MIATBEPKYEMO OOJIIKOBHM 3amuc, HATUCKAEMO

“Continue” (pucyHok 1.14)



Verify Your MathWorks Account

To finish creating your account, complete the
following steps:

1. Go to your inbox
2. Click the link in the email we sent you.

3. Click Continue.

Didn't receive the email?

+ Check your spam folder.
+ Send me the email again.

+ If you still have not received the email, Contact
Customer Support

| |

Pucynok 1.14
CtBOproeMo napoJb (pucyHok 1.15) 1 Hatuckaemo “Continue”.

Finish your Profile
Password

|| ®

(O 1accept the Online Services Agreement

See our privacy policy for details.

( Carcel )

Pucynoxk 1.15
Peectparrist 3aBepiieHa, MOKHa CTBOproBaTH KaHainu. KanainiB Oyne moTpiOHO
CTUIbKHU, CKUIBKH Y HaC JpKepen iHdopmariii.

Jlist ctBopeHHs kaHamy HaTUCHITEH “New Channel” (pucynok 1.16).

|:| ThingSpeak*" Channels~ Apps~ Community  Support ~ CommercialUse  HowtoBuy  Account ~  Sign Out

My Channels Help

New Chaninel Searchby g Q | Collect data in a ThingSpeak channel from a device,
) from another channel, or from the web.

Click New Channel to create a new ThingSpeak
channel.

Pucynok 1.16 — CTBOpeHHs KaHay
BBomuMo Ha3By KaHajdy Ta CHHCOK TIOJIB, B SKI OyAyTh HAAXOJWTH JIaHi.

Mo>Ha BUKOPHUCTOBYBATH JI0 8 TOJIIB, MPOTE HaM Oyje IOCTaTHBO OJTHOTO (PUCYHOK

1.17).



|:| ThlngS peakYM Channels ¥ Apps ¥ Devices ¥ Support ¥ Commercial Use How to Buy

New Channel Help

Channels store all the data that a ThingSpeak application collects. Each channel includes eight fields that
can hold any type of data, plus three fields for location data and one for status data. Once you collect data
ina channel, you can use ThingSpeak apps to analyze and visualize it.

Name My Channel 1

Description Channel Settings
’ * Percentage complete: Calculated based on data entered into the various fields of a channel. Enter the
Field 1 Datal name, description, location, URL, video, and tags to complete your channel.

¢ Channel Name: Enter a unique name for the ThingSpeak channel.

Field 2 ] . o .
* Description: Enter a description of the ThingSpeak channel.
Field 3 0 o Field#: Check the box to enable the field, and enter a field name. Each ThingSpeak channel can have
up to 8 fields.
Field 4 0 * Metadata: Enter information about channel data, including JSON, XML, or CSV data.
* Tags: Enter keywords that identify the channel. Separate tags with commas.
Field 5 O
o Link to External Site: If you have a website that contains information about your ThingSpeak channel,
Field 6 @) specify the URL.
* Show Channel Location:
Field 7 ] N . . L . . .
o Latitude: Specify the latitude position in decimal degrees. For example, the latitude of the city
of London is 51.5072.
Field 8 O
o Longitude: Specify the longitude position in decimal degrees. For example, the longitude of the
city of London is -0.1275.
Metadata

o Elevation: Specify the elevation position meters. For example, the elevation of the city of
4 London is 35.052.

Pucynok 1.17 — HanamryBanHs kaHaty
[Ticas 30epexeHHs KaHaldy MOTPAIUIIEMO B «IPUBAaTHUM Meperisg JaHuX
KaHaiy (pucyHok 1.18).
[JThingSpeak™ Channels ~ Apps ¥ Devices > Support Commercial Use  How to Buy
My Channel 1
Channel ID: 3070341

Author:
Access: Private

Private View Public View Channel Settings Sharing API Keys Data Import / Export

Add Visualizations Add Widgets Export recent data MATLAB Analysis
Channel20f2 < >
Channel Stats
Created: less than.aminute.ago

Entries: 0
Field 1 Chart g o ¢ x
My Channel 1
-
g
<
[=]
Date

ThingSpeak.com

Pucynoxk 1.18 — Burinsig kanamy
HartucuayBmm Ha kHonKy “Add Widgets” Mo)kHa H0JaTH 1€ OJUH KOMITOHEHT,

KpiM rpadika, Hanpukiaj, «[{udposuii qucruieit» (pucynok 1.19).



Click on a widget to add it to the Channel X

Pucynok 1.19 — JlogaTkoBi KOMIIOHEHTH
[Mo6 migxmrountn MQTT-kmienTa, HeoOxigHO nomatu npuctpiit (device).
HeoOxinno B MeHto Bubpatu «Device» 1 mianyHkT “MQTT”. Ha orpumaniii cropini
HaTUCHYTH KHOMKY «Add a new device». VY BikHI, IO 3'IBUJIOCA, 3alOBHITH

HEOOX1THI TToJIs 1 00paTu HeoOXi1Hii KaHa (pucyHok 1.20).

Add a new device X

Device Information

Name*

L. Enter optional information about this
Description .
device for later reference.

Authorize channels to access @

-- Select a Channel -- v J
Your Channels & Public Channels

-- Enter a channel ID below --
Your Recent Channels

My Channel 1 (3070341) Allow Subscribe
MyFirstChannel (3070190)

Pucynok 1.20 — HanamryBaHHsI IpUCTPOIO



[Ticns momaBaHHS TPUCTPOIO 3’SIBUTHCA BIKHO 3 HAJNAMTYBaHHSAM Opokepa

mwatdopmu ThingSpeak (pucynok 1.21), sikuit mae agpecy: mqtt3.thingspeak.com.

New Device Added

Device Information

ThingSpeak has added a new MQTT device and authorized it
to access the channels you selected.

Device Name: Dev2

MQTT Credentials

Use these MQTT credentials to publish and subscribe to
ThingSpeak channels. Learn More

ClientID ChcWMygwCzw7LgwxBAAWFI | I
Username ChcWMygwCzw7LgwxBAAWFI  ITY

Password esesescssesesescsssseses @ E

ThingSpeak does not store a copy of your device's MQTT password.
Download or copy it to keep it safe.

Download Credentials ~

Pucynok 1.21 — HanmamryBanns 6pokepa ThingSpeak
Jlnsg BigmpaBiieHHs y Miat@opMy MOBIAOMIICHb MOTPIOHO BH KOPHUCTATH
HactynHuid Tomuk: channels/<channellD>/publish/fields/field1, ne <channellD>

MOTPIOHO 3aMIHUTH HA YMCIIO, SIKE € 11eHTU(IKAaTOpOM KaHaly (IuB. pucyHOK 1.18).

Xin padorun

1. HamamryBatn  MQTT.fx  xmienta gmgs  poGotu 3 Opokepom
test.mosquitto.org (HajamTyBaHHS MOXKHAa TIOJUBUTHCS Y KII€HTa
MQTT.Cool). Iligmucatucs ©Ha TOmIK 1ot practice/Bamie mpi3BHIEe i
nepeBipUTH poOOTY KITIEHTA.

2. OpranizyBatu 0OMiH MOBigoMIIeHHAMH MK 2Ma kmieHtamu: MQTT.fx Ta
MQTT.Cool.

3. OpranizyBata 0OMiH MOBIJIOMJICHHIMHU MK CBOIM KJIIEHTOM Ta KJIIEHTaMHU

OJIHOTPYITHUKIB.



4. 3apeectpyBartucs Ha matdopmi ThingSpeak.
5. OpranizyBatu 00MiH Mk cBOiMH KilieHTamu Ta miatdopmoro ThingSpeak.
6. Jlomatu kommoHeHT (Widget) 10 kaHaTy.

OdopmuTH neTaabHUM 3BIT IO POOOTI.



