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Foreword

ISO (the Intenational Organization for Standardization and IEC (the International
Electrotechniel Commission) form thespecalized system for worldwide standardization.
Natioral bodies that ae members of I® or IEC participate inthe developmerof International
Standards througtechnich committess estblished by the espective organization to deaith
particular fields of echnical activity. ISO and IEC technical commédecollaborate in @ds of
mutual interest. Other iatnational organizations, gesnmentaland non-goernmental, in liaison
with 1SO and IEC, ale takepart inthe work.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,
Part 3.

In the field of infornation technology, ISO and IEC have estal#ih joint technial commitiee,
ISO/IEC JTC 1.Draft International Standards adoptby the joint technid committee are
circulated to national bodies for voting. Publication as an latiemmal Standard requires approval
by at kast 75 % othe national bodies castirg/ote.

International Standard ISO/IEC 15408-2 was prepared by Joint Teatf@ommitee ISO/IEC

JTC 1, Information technologyin collaboration with CommorCriteria Project Sponsoring
Organisations. The idengictext of ISO/IEC 15408-2 is published by the Common Criteria Project
Sponsoring Organisations @@mmon Criteria for Information Tanology Security Evaluation.
Additional information on the Common Criteria Project and contact information on its Sponsoring
Organisatiosis providedin AnnexA of ISONEC 154081.

ISO/IEC 15408 consists of the following parts, under theergétitle Information technology —
Security techniques — Evaluation criteria for IT security

- Part 1: Introduction and general model
- Part 2: Security functional requirements
- Part 3: Security assurance requirements
Annexes Ato M of this part of ISO/IEC 15408 are for informan orly.

This LEGAL NOTICE hasbeen placed in all Parts of ISO/IEC 15408 by request:

The seven governmental organisations (cetitively called “the Common Criteria Project
Sponsoring Organisations”) identified in ISO/IEC 1840 Annex A, as the joint holders of the
copyright in the Common Criteria for Informatiohechnology &urity Evaluation, Parts 1
through 3 (called the “CC”), hereby grant naxclusiwe license to ISO/IE to use the CC in the
development of théSO/IEC 15408 international standard. However, the Common Criteria
Project Sponsoring Organisations retdahe right to use, copydistribute, or modify taCC as they
see fit.
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Information technology — Security techniques — Evaluation
criteria for IT security —

Part 2:
Security functional requirements

1 Scope

Security furctionalcomponentsas defined in tisipart of ISO/IEC 15408, aethe basis for th&d OE

IT security functional requirements exgased in a Protection Profil§PP) or a Security Target
(ST). Theserequirements describe the edired security ehaviour expected of a Target of
Evaluation (TOE) andre intended to me#te securityobjectives as stated @PP oran ST. These
requirements describe security properties thatsiesn deted¢ by dired interaction with theTOE
(i.e. inputs, outputs) or by thEOE’s responséo stimulus.

Security functioal comporents express security requirements intended to counter threats in the
assumed opating environmeinof the TOE and/or cove any identiied organisational secity
policies and assumptions.

The audience forthis part of ISO/IEC 15408 includes consumetsvelopers, and evaluataré
securdT systems and products. ISO/IEC 15408-1 clause 3 provides additional informatien on
targetaudience of ISO/IEC 15408nd on the use of the standard by gineups tlat comprise the
target audence. These groups may usthis part oiSO/IEC 15408 as follows:

- Consumers who use ISO/IEC 15408-2 when selecting components tesexpr
functional equirementgo satisfythesecurity objectiveexpresseth a PP or ST. ISO/
IEC 154081 subclause .8 provides mee detailed information on the relationship
between security objectis@nd security requiements.

- Developers, who respond to actual or perceived consumer se@&guiyements in
constucting aTOE, may find a standardisedethod to understand thossgjurements
in this part ofISO/IEC 15408. They can also use the conteintsi® pat of ISOIEC
15408 as adsis for further defining theTOE security functions andeohanisms that
complywith those requirements.

- Evaluators, who use the functional requirements defined inahisfdSO/IEC 15408
in verifying that the TOE functional requirements expressed in the PP @tiSfyy the
IT security objectives and that all dslencies are accounted for and shown to be
satisfied. Evaluators also should use this part of ISO/IEC 15408 to assist in
determinig whether a give TOE satisfis stated requirements.

1.1 Extending and maintaining functional requirements

ISO/IEC 15408 and the associatedwsey functioral requirements desibed herein are not rast
to beadefinitive answeto allthe problems of T security. Rather, tle standard ofrs asetof well
understood security functional requirements that can led tscreate trusted products or systems
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reflecting the needs of the mark&hese seurity functional requirements aregsented as the
current state ahe art in requements speciftation and evaluation.

This part of ISO/IEC 15408 does not pres@nto include all possible secuyitfunctional
requirements but rather contains thosa #re known an@greed to be of alue by the ISO/IEC
15408-2authors at the timef release.

Since the unefstanding and needs cbnsumers @y change, the functionagguirements in this
pat of ISOAEC 1543 will need tobe maintainedit is envisioned that soe PP/ST authis may
have securityneed not (yet) coveredby the furctional requirement components ISO/IEC

15408-2. In thoseases the PP/ST author may choose to consider usictdioa requirements
not taken from the standarafgrred to aextensibility), as expdined in Annexes B and C of ISO/

IEC 15408-1.

1.2 Organisation of ISO/IEC 15408-2

Claus 1lis the introductay materialfor ISO/IEC 15408-2.

Clause2 introdues thecatalogue of ISO/IEC 15408-2 functional components whieses 3
through 13 dscribe the fumtional classes.

Annex A provides additional informatio of interest to potential userof the functional
components including a complete cross referéaioie of the funtional component degndencies.

Annexes B through M provide tl application nats for the functionlaclasses. They are a
repositoryfor informative suppding materialfor theuses of this part  ISO/IEC 15408which
may help then to appy relevant operationsand selet appropria¢ audit or documentation
information.

Those who authdPPs orSTs should refeto Clause? of ISONEC 154081 for relevant structures,
rules, and guidase:

- ISO/IEC 154081, claue 2definestheterms used iINSO/NEC 15408.
- ISOJ/IEC 154081, Annex B déines the structure fd°Ps.
- ISOJ/IEC 154081, Annex C dénes the structure f&TSs.

1.3 Functional requ irements paradigm

This subclause describes the paradiged inthe security functional req@ments bthis part of
ISO/IEC 15408. Figure 1.1 ard 1.2 depictsomeof the ke conceps of the paradign. This
subclause vides descriptive text for those figures anddthe key concepts not depicteldey
conceptsdiscussal are highlighted in bold/italics. This sibclause is mt intended to replace or
supersedanyof theterms foundn theISOAEC 15408 gloss# in ISONEC 154081, clause 2.
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Target of Evaluatio{TOE) TOE Security Functions Interfad@ SFI)
Huma) ‘ : ;
TOE Security Functions
User ( Security — (TSF;/
/ Remote T\ Attributes
Product R . .
: EnforcesTOE SecurityPolicy
Bubject Ly (TSP)
SN N
Bubject Object/
‘ Information
Security -
Attributes Security SG?UI'Ity
Attributes Attributes
.
Security Resource Process
User Attribute
S
Subje TSF Scopef Control (TSC)

Figure 1.1 - Searity functional requirements paradigm (Monolithic TOE)

This part of ISO/IEC 15408 iscatalogue of security fusional requirements that can be specified
for a Target of Bvaluation (TOE). A TOE is an IT product or system (along with user and
administrator guidance documetin) containingesources such as electronic storage medja (

disks), peripheral devices.§. printers), and computing ity (e.g. CPU time) thatan beused
for processingnd storing information and is the subjetan evaluation.

TOE evaluation is concerngatimarily with ensuring that a defineOE Security Policy (TSP)is
enforced over the TOE resources. Th8P defines the rules by which the TOE governs access to
itsresources, anthusall informationand services controlled lige TOE.

TheTSP is, in turn, made wgf multiple Security Function Policies (SFPs) Each SFP has a scope
of control, that defines the s&bjs, obgcts, and operations controlled undex 8FP. The SFP is

implementedby a Searity Function (SF), whose rechanisms enforcéhe policyand provide
necessary capabilities.
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Local User Local (Interna TOE)
- "Trusted Path

Eﬂ ‘\’ . Internal TOE Transfer
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™ Outside TSF - Transfer
Cortrol ’ ‘
InterQTSF AN
;ru?]ted { —| RF: Renvote
at ! Function

Iy *

Untrusted IT Product
Remote User

RemoteTrusted IT Product

Figure 1.2 - Diagram of security functions in a distributed TOE

Those portios of a TOE that must beelied onfor the correct enforcemenof the TSP are
collectively referred toas theTOE Security Functions (TSF). The TS consistsof all hardware,
software, and firmware of a TOE #his either diectly or indirectly relied upon for seurity
enforcement.

A reference monitoris an absact machine that enforces thecess control polies of a TOE. A
reference validation mechanisnis animplementaton of the reference maror corcept thet
possessethe following propeties: tampeproof, always invoked, and simplenough to be
subjected tothorough analysis ahtesting The TSF may consist ofa reference validation
mechanism and/or ot securityfunctions neessary for the opeation of the TOE.

The TOE m# be a monolithic product containing hardwdnmenware, and software.

Alternatively a TOE may bea distributed product thatonsiss internally of multiple sparaed
parts. Each of #separts of the TOE provides jgarticular service for the TOE, and is conreect
to the other parts ofthe TOE through amternal communicationchannd. This channel can be as
small as a processbus, or may encompsia network internal to th€OE.



©ISO/IEC ISO/IEC 15408-2:1999(E)

When the TOE consists of multiple parts, each part of the TOE may have its own part of the TSF
which exchangsuser and TSF data over internal communicaticaamcéls with other @rts of the
TSF.This interaction is @led internal TOE transfer In thiscase the eparate parts of the TSF
abstractlyform the composié TSF, whid enforces the TSP.

TOE interface may be localisal to the particulaTOE, or they may allow interaction with other
IT products ove external communication channelsThese external intactions with other IT
products mayake two forms:

a) The security policy of the‘remotetrusted IT prodat’ and the TSP of the local TOEs
have been administiively coordinaéd and evalu&d. Exchanges of information in
this situationare calledinter-TSF transfers, as they are between thi&Fs of distinct
trusted poducts.

b) The remote IT produt may na be evaluated, indigted in Figure 1.2<‘untrusted IT
product’, theefore its security policy is unknan. Exchangesfanformation in this
situation are calletransfers outside TSF contrg as there is no TSF (or its policy
chagcteristics are unknowrgn the remot¢T product.

Thesetof interactions that canccur withor withina TOE and are subjedb therules ofthe TSP

is caled the TSF Scope of Control (TSC)The TSC encompasses a defined set of interactions
based on subjects, objects, and operations within the TOE, riegdt not enconass all resoures

of a TOE.

The set ofinterfaces, whethanteractive (man-machine interigcor programmat (application
programming interfag), through whibt resourcs are @cessed thaare mediaté by the TSF, or
information is obtaired from the TSF,is referredto as thel' SF Interface (TSFI). The TSFI defines
the boundass of the TOE functiosithat providefor the enforcement of the TSP.

Users are outside of the TOE, and therefore outside of the TSC elAmwin order to recest that
services be gformed by the TOE users interact with the TOE through the TSFI. There are two
types of users of intest to the ISO/IEC 15408-2aurity functional requirementstuman users

ard external IT entities Human usesare further differentiated aslocal human users meaning
they interact directly with the TOE via TOE devices (e.g. workstations¢neote human users
meaning they interact indirectly with the TOE through another IT product.

A period of intelaction ketween users and the TSF is referred to asasession Establishment
of user sessions can lentrolled based on a variety of consatems, for example: user
autrentication, time of day, method ote@essing the TOE, and number of allowahcurent
sessions @ user.

This part of BO/IEC 15408usesthe tem authorisedto signify a user who possess#e rights
and/orprivileges neessaryto perform an operation. The teauthorised usertherefore, indicas
that it is allowable for a user to perfoan opeation as @fined by the TSP.

To expresrequirements that ddior the separatiorof administrator dutieghe relevantSO/IEC
15408-2 scurity functional components (from family FMT_SMR) explicitlyatst that
administratie roles are required. A role is a pre-defined set of rules establishing the allowed
interactions btween a user and the TOE. A TOE may support the definition of any number of roles.
For example roles related to the secure opation of a TOE may include “Audit Administrator”

and “User Accountddministrator”.
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TOEs contain resourcesathmay be used for the processing and storing of information. The
primary goal of the TSF is the coref@ and correct enfoement of the TSP @ the resources and
information that the TOE controls.

TOE resources can bersttued and utilised in many dédrent ways. Howewe |ISO/IEC 15408-2
makes a specific distinction thatows for the specification ofesbired seurity properties. All
entities that can be created froesources can be claaterised in on®f two ways. The entities
may beactive, meaning that thegre the cause of actions that occur inéta the TOE and cause
operations tdoe perforned oninformation.Alternatively, threentitiesmay be pssive, meaning b
they ae eitherthe containefrom whichinformation origirates or towhich informationis stored.

Active entitiesare referred toas subjects Several types of subgcts may exiswithin a TOE:

a) those ating on behalf oén authorised wes and which are subgt toall the rules of the
TSP (e.g. UNIX processes);

b) those acting as aagfic functional process that may in turn act on behalf of multiple
uses (e.g. furttions as mighbe found in client/server architectures); or

c) those actingspart of tre TOE itsef (e.g. trusted processes).

ISO/IEC 15408-2 addresses the enforcement of tHe oM8r types of subjects as those dibt
above.

Passive entities (i.e. infomtion conginers) are referred to in the ISO/IEQA5408-2 seurity
functional requirements abjects Objectsare the targets of operations thaynbe gerformed by
subjects. In the case where a subjjat active entity) is the target of an operation (e.gemprocess
communi@tion), a subject maylso beacted onas arobject.

Objecs can contai information. This conaept is required taspecify information flow control
policies @ addressed ithe FDP class.

Users, subjects, information and objects possess cattaioutes that consin information tlat
allows the TOE to be&ve correctly. Sone attributes, sut as file names, nyabe intended to be
informational (i.e. to inrease theuser-friendliness of the TOE) while etls, such as access control
information, may exist specifically for thenforcement of the TSPlhese é#tter attributes are
geneally refared to assecurity attributes’. The word attribute will besed as a shorthand in this
part d ISO/IEC 15408 for thevord ‘security attribute unless othmsvise indicatedHoweve, no
matter what the intered purpose of the attribute infoation, it may be necessary to have controls
on attribues as dictated byhe TSP.

Data in a TOE is categoed as either user data or TSF data. Figure 1.3 degpihis elationship.
User Datais informationstored in TOEe@sources that can be operatgan by usesin accordance
with the TSP anl upan which the TSHlaces no special meaning. Foraeyle, the contents oein
electronic nail message is user dataSF Datais information used by the TSF in making TSP
decisions. TSF Data may be infleed by users if allowed by the PSSecurity attributes,
authentcationdata and amss control list entries are examples of TSF data.

There areaveral SFPs that apply to data protection sudcasss control SFPandinformation

flow control SFPs The mechanisms that implement access control SFPs base their policy
decisions orattributes of the subjects, dofs and operations within the scope of control. These
attributes areaused in theet of rules that govern oparons that sulgcts may perform onbjects.
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Themechanisms that implement information flow coh8&Fs base their policy decisions time
attributes othe subjetsand informetion withinthe sopeof controland the setof rules that govern
the operations by subjects on information. Heibutes of the information, which may be
assaiated with the attributes of tle@ntiner (or may not, as in the case of a mutiidl database)
stay withthe information as it mas.

TOE DATA

e ™~ / Security Attributes \
TSF DATA / Y \
/ N < UserAttributes>

Authentication ( Object Attributes>

USER DATA Data
< Subject Attributes)

Information Attribute
)

\ P

Figure 1.3 - Relationship between usedata and TSF data

Two syecific types of TSF dataddressed by ISO/IEC 15408e2n be, but araot recessarilythe
same. These amithentication dataandsecrets

Authentation data is used to verify the claimed identity of a user requesting services from a TOE.
The most common form aefithenti@tion data is thegssword, which depends on being kept secret

in order to ben effectie security mectanism. However, not all forms of authenticatetaneed

to be keptecret. Biometricauthentcation devices (e.dingerprint readergetind scannersdo not

rely on the fact that the data is keptreg¢, but rather that the data is ssihing that only one user
possesses and that cannot be forged.

The term secrets, as e in ISO/IEC 15408-2 functional requirements, while applicable to
autrentication daa, is intended to also be apglite to other types of data that must be kept secret
in orde to enforce a specific SFP. Fexample,a trustedchannel mechanism thaelies on
cryptography to preserve the comndiality of informationbeing transmitted via the chasican
only beas strong as the method used to keep the crygbgr keys secret from unauthorised
disclosure.

Therefore, some, but not all, a@titication dataneed to be lept secretand some, but not all,
secretsare used as audmtication data. Figure 1.4 shewhis relationship between secredad
autrentication dita. In the Figure the types of data tgily ercouniered intheauthentcation data
and the secrets sectioare indicated.



ISO/IEC 15408-2:1999(E) ©ISO/IEC

AUTHENTICATION DATA

PASSWORDS

CRYPTO VARIABLES
SECRETS

BIOMETRICS
SMART CARDS

Figure 1.4 - Relationship betweerfauthentication data” and “secrets”
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2 Security functional components

2.1 Overview

This clause defines thecontent ad presentation ofhe functionarequrements ofl SO/IEC 15408,
and provides guidance on the organisation of the requirements for new componentsltméd in
in an ST The functionakequirements are exgased in classes, families, and components.
2.1.1 Class structu re

Figure 2.1 illustrags the functional class structure in di@agmatic form. EBch functional chss
includes a clasname, class introduction, andesr more functional families.

Furctional
Class
Class
] Name
Class
A — Introduction

Key II Functional

A contains B plus a number of C — Families

Figure 2.1 - Functional class stiucture
2.1.1.1 Class name

The class name subclause provides information necessary to idewtifgtegorise dunctional
class. Every functional class has a unique name. Tegaretal information consists @ short
name of threecharacters. The sharame of the class isegsin the speification of the short ames
of the families of thatclass.

2.1.1.2 Class introduction
The class imbduction expesses the common intent approach bthosefamilies to satisfy

security obgctives. The definition of functional classes does not reflect anyafdexonomy in
the speification of therequirements.
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Theclass introduction provides a figudescribing tle families in ths classand the hierarchy of
the components in eaéamily, as explaineth 2.2.

2.1.2 Family structure

Figure 2.2 illustrates #functional family strature in dagrammatt form.

Functional
Family 4¢ Family name ‘

4¢ Family behaviour ‘

_{ Component levelling ‘

_¢ Management ‘
_{ Audit ‘

I|
_¢ Components m

Figure 2.2 - Functional family structure

2.1.2.1 Family name

The family name subclause provides categoerdldescriptive informationecessary to ienhtify
and caegorise a funtional family. Every functional &mily has a unique name. Tleategorial
information consists of a short name of seven chergawith the first three identtto the short
name of the class followed bgn underscoreand the short name of the family as follows
XXX_YYY. The unique sha form o the family nane provides the pncipal reference name for
the components.

2.1.2.2 Family behaviour

The family behaviour is the native description of the functiondamily stating its security
objectiveand a general descriptiar the functionakequirementsThese a& described irgreater
detil below:

a) The security objectives of the family address a security problem that may besdolv
with the telp of a TOEthatincorporates comporent of this family;

b) The description the functional requirementsummariss all therequirements tlat
areincluded in the component(s). The descripi®aimel at authos of PPsSTs and
functional packags who wish to assess whether the family is relevant to their specific
requirements.

10
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2.1.2.3 Component levelling

Functional &milies contain oneor more components, any @of which canbe selected for
inclusion in PPs, STs and functional packages. The goal of tisrses to provide information
to users in selecting an appropriate functiammehporent oncethe family has been @ttified as
being a neessary or useful part otheir security requements.

This section of the functional family descriptiorsdribes the components available, and their
rationale. The exadtetails of the componenése corgined withineach component.

Therelationships betwesn components within a functional family may or may not kedrchical.
A component is hierarchical to another if it offers more security.

As explained in 2.2 the descriptions of the families provide a graphierview of the hierahy
of the components a family.

2.1.2.4 Management

The managementrequirenents contain information for the PP/ST authors to consgter
maregement activities for a ggn componentThe mamgement requirementare detailed in
components of thmanag@mentclass (FMT).

A PP/ST authomay select thandicated managment requirements or may includether
maregement requirements not listed. As such the information shoudnstderednformative.

2.1.2.5 Audit

The audt requirements contain auditakdeents for the PP/S@uthors to select, ifequirements
fromthe cbss FAU,Securityaudit, aréncluded inthe PP/ST. Téserequirements include security
relevant events in terms of tharmus levels of deil suppored by the components of the
FAU_GEN Security audit data gnerationfamily. For example, an audiote mightinclude
actions tlat are in terms of: Minimal - sgessful use of the security mechanism; Basiay use
of the security rechanismas well as relevant information regarding the security ategut
involved; Detailed -any configuration changes made the mehanism, including ta actual
configurationvalues before and after thange.

It should be observed that thategorisation obuditable events is hierarical. For example, when
Basic Audit Generation is desired, all auditable events idesh being both Miniad and Basic
should be included in the PP/ST through the use of the appropriate assignment operapbn, exc
when the higher level event simply prossdnore detail than the lower lewesient. When Btailed

Audit Generation is desired, all identified auditablesrete (Minimal, Basic and Deidil ed) should
beincluded in the PP/ST.

In the class FAU theules governing thaudit are explained imore detail.
2.1.3 Component structure

Figure 2.3 illustrates the functidrcomponenstructure.

11
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Component

Component
—1 Identification

[
Functional
. Elements

—| Dependencies

Figure 2.3 - Functional componert structure
2.1.3.1 Component identification

The component identifation sulslause provides desptive information neessary to identify,
categorise, egister and crosseference acomporent. The following is provided as part of every
functional component:

A unique nameThe name reflects the purpasfehe component.

A short nameA unique short form of theunctionalcomponent name. This short name serves as
the principal reference namfor the cakegorisation, registration andross-refeencing of the
comporent. This short name refits the class and family to which the component belongs and the
comporent number within théamily.

A hierarchicatto list. A list of other components th¢éhis componenis hierarchichto and for
whichthis component can beagsto satisfy dependenesto the listeccomponents.

2.1.3.2 Functional elements

A set of elementis provided foreach component. Each element is indiatiudefined and is self-
contained

A functional element is aesurity functional requirement that if further divided would na&d¢ia
meaningful ewaluation result. Itis the smallestsecurity functional requirerent identified and
recognised in IS8/IEC 15408

When building jpckages, PPs and/or STs, it is not permitted to select only one oelements
from a component. The complete set of elementsofrgorent must be selected fordlusion in
aPP ST or package.

A unique short form of the functionalement namesiprovided. For example the requirement
name FDP_IFF.4.2 reads follows: F - functional requirement, DP - class “User data protection”,
_IFF - family “Informaton flow control fundtons’, .4 - 4th componentamed “Parial elimination

of illicit information flows”, .2 - 2nd eémentof the component.

12
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2.1.3.3 Dependencies

Dependencigamongfunctional components arise when a compornemibt self sufficientand
relies upon the functionajitof, or interaction with, anothe component for its wn proper
functoning.

Each furctional component provides aomplete list of degndencies to other functionahd
assuranceomponents. Some components may lish épendenciesThecomporentsdepended

upon may in turrhave dependeres onother components. The list provided ire tomponents

will be the direct degndencies. That is only refergas tothe functionalrequirements that are
required for this requirement to perform its job properly. The indirect dependencies, that is the
dependenass that result from the depended upomporents can be found in Annex A of this part

of ISOANEC 154081t is noted that in some cases the dependency is optional in that a number of
functioral requirements arprovided, whee each oneof them would be suffient to satisy the
dependency (sefor exampke FDP_UIT.1).

Thedependency list identifies tmeinimum functional or assurance components needed to satisfy
the security equirementsassodied with an identified comporent. Components #i are
hierarchical to theidentified component may also be used to sattsfydepenenhcy.

The dependenciandicated in ISO/IE 15408-2are normative. They must b satisfied within a
PP/ST In speific situations theindicated @pendenas might not be applicableThe PP/ST
author, by providing the rationalewhy it is not applicable, may dave the degnded upon
component out of #apackag, PP or ST.

2.1.4 Permitted functional component operations

Thefunctionalcomporents used in the definition of thequiremensin a PP, an Sorafunctional
package may bexactly as speified in clauses 3 to 13 dlfis partof ISO/IEC 15408, or they may
betailored to meet a specific security objective. Hoeeseleting and éiloring these functional
components is complicatéy thefact that identifieccomporent dependencies must tensicered.
Thus thistailoring is restricted to an approved sébperations.

A list of permitted operations is included with each dtional component. Not all opeations are
permitted onall functional components.

The permitted operationare seleatd from the following set:

- iteration: allowsacomponent to be ed more than once with varyiraperations,
- assignment: allows the apfication of an identified arameter,

- selection: allowshe speciftation of one or more elements fratist,

- refinenment: allowsthe addition of etails.

2.1.4.1 Ilteration
Where neessary to cover different aspects of the same regemtefe.g. iéntification of more

than one typefouse), repetitive use othe same component from thisrpaf ISO/IEC 15408 to
covereach aspect is permitted.

13
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2.1.4.2 Assignment

Sonrefunctional component elements contain parameters or variables thattbed®R#S author

to speify a policy or a set of values for incorporation into the PP or STe&t mspecific saiurity
objective. These elementsegrly identify each grameter and constraint on values that may be
assigned to that paraster.

Any aspet of an eémentwhose acceptable valsiean beunambiguously described or enumedat
can be represented by a parameter. The parametebenan attribute or rule that narrows the
requiremento a specific value orange of values. For instagydased om specifed seurity
objective, the functionhcomponentlemen may state that given ogeration should be perfored
anumber of times. Ithis case, thassignmentvould provide the number, or rangénumbersto

be used irthe pararster.

2.1.4.3 Selection

This is the operation of picking o more items from a list in order to narrow the scope of a
comporent element.

2.1.4.4 Refinement

For all functionalcomporent elements the PP/STauthor is permitd tolimit the sé of acceptable
implementations by specifying additional detail in orglemest a seurity objective. Refinement
of an element consists aflding these technical details.

Within a ST, the meanings of th@ms subjet and obgct might ned to beexplained for the TOE
to bemeanindul, and are theréore subjectto refinement.

Like the othe operationsrefinementoes na levy any completelypew requrementslt appliesan
elaboration, interpretation, orspecial maning to a requirement, rgjlconsént or condition basl
on seurity objectives. Refinement shall only further restrict the set of possibbepsable
functions or nechanisms to imgment the requirements, but nevacreaseit. Refinement does
not allow nev requirements to bereated, and therefore do®ot increase #list of dependencies
associated with a componeiihe PP/ST author must be carefutttne cependency needs of other
requirements that depend on theguirement, are satisfied.

2.2 Componen t catalogue

The grouping of the components in thiartpof ISO/IEC 15408 does notflect any fornal
taxonomy.

This part of ISO/IEC 15408 contains classes of famidied components, whiclare rough
groupings on the basis of related functioporposepresented in alphabetic ordét the start of
each class is an informative diagram that ingisghe axonomy of ech class, indicating the
families in eah clas and the comporents in eah family. The diagram ia usefulindicator of the
hierarchicakelationship tiat may exist betweecomponents.

In the description of the functional components, a section iderttifie dependencies between the
comporent and any other components.

14
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In each class a figureatcribing the family hierarchy similar to Figure 2.4, is provided. In Figure
2.4.the first family, Family 1, comins three hiearchical components, whereomporent 2 and
component 3 can both besed to satisfy dependencies comporent 1. Component 3 is
hierarcchical to componen2 andcan also be usl to satisfy depenéncieson component 2.

Class Name
Family 2
4
Family 3 1 4
-.

Figure 2.4 - Sample tass decomposition diagram

In Family 2 thereare three components not all of which are hierarchical. Components 1 and 2 are
hierarcchical to no othecomporents. Component 3 isdriarchical to component 2, and can be used
to satisfydependencies omomponen?2, but not to satisfy dependses on compoent 1.

In Family 3, components 2, 3, and 4 are hierarchical to component 1. Comp2rent 3 are both
hieracchical to component, butnon-comparalel Component 4 ikierarchicato both compoent
2 and component 3.

These diagrams are meant to complement the text of the families and make mtentifot the
relationships easier. They do not replace the “Hierarchical to:” note in each component that is the
mandatory dim of hierarchy for ech component.

2.2.1 Component changes highlighting

The relationship &ween components within a family is highlighted ugiabolding conwention.
This bolding conventioncalls for the bolding of all new requirements. For hierarchical
components, requirements and/or dependencielcdded when tey areenhaned or modified
beyondthe requirements of th@evious component. In additipany newor enhanced permitted
operationseyond tle previous component are alsmhlighted usingbold type.

15
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3 Class FAU: Security audit

Securiy auditing involves recognising, recording, storing, and analysing informationdétate
security releent activities (i.e. activities controlled by the TSP). The resulting auddrds can be
examined to determine&hich security relevant activities took place and whom (whigder) is
responsible fothem.

‘ Security audit ‘

4¢ FAU_ARP Security audit automatic response

|

FAU_GEN Security audit data generation

4’ FAU_SAA Security audit analysis

|

FAU_SAR Security audit review

4{ FAU_SEL Security audit event selection

4‘ FAU_STG Security audit event storage

Figure3.1 - Security audit class decompaosition

17
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3.1 Security audit automatic response (FAU_ARP)
Family behaviour

This family cefines the esponse to be taken oase of deteetl events indicative of a potedlti
security violation.

Component levelling

FAU_ARP Security audit automatic response

At FAU_ARP1 Security alarms, the TSFahtake actions in case a jotial security violation
is detected.

Management: FAU_ARP.1

The following actions coulde considered fahe manageent functiorsin FMT:

a) themanagment(addtion, remové or modificaton) of actons.
Audit: FAU_ARP.1

Thefollowing actions showl be audital®#if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Minimal: Actions take due to imminent security violations

FAU_ARP.1 Security alarms
Hierarchical to: No other components.

FAU_ARP.1.1 The TSF shall take [assignmentilist of the least disruptiveactiond upon
detection of a potential security violation.

Dependencies: FAU_SAA.1 Potential violation analysis

18
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3.2 Security audit data generation (FAU_GEN)

Family behaviour

This family defines requirements for recording the occurrence of security relevemtsehatake
place undel SF control. Thigamily identifiesthe level of auditingenumerads thetypesof events
that shall be auditable by the T@3Rd identifies the minimum set afidit-related information that
should begorovided within vaious audit recad types.

Component levelling

FAU_GEN Security audit data generation

FAU_GEN1 Audit data genegtion defines tle leve of auditabé eventsand speifies thelist of
data that shall be parded in eah record.

At FAU_GEN.2 User identityassociation, the TSF shall associate auditable events to individual
use identities.

Management: FAU_GEN1, FAU_GEN.2
There are no ranagement activiéis foreseen.
Audit: FAU_GEN.1, FAU_GEN.2

There are no ations identified tha should beauditabke if FAU_GEN Security audit data
generation is includeth the PP/ST.

FAU_GEN.1 Audit data generation
Hierarchical to: No other components.

FAU_GEN.11 The TSF shall beable to generatean audit record of the following auditable
events:

a) Start-up and shutdown of the audit fu nctions;

b) All auditable events for the [seletion: minimum, basic, detailed, not
specified levelof audit; and

c) [assignment:other specifically defined auditable evesjt

FAU_GEN.12 The TSF shall recad within each audit record at least the following
infor mation:

19
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a) Date and time of the event, type of event, subjet identity, and the
outcome (sieccess or failure)of the event; and

b) For each audit event type, based on the auditable event definitions of
the functional compaments included in the PP/ST, [assigment: other
audit relevant information]

Dependencies: FPT_STM.1 Reliable time stamps

FAU_GEN.2 User identity asso ciation
Hierarchical to: No other components.

FAU_GEN.21 The TSF shall be able to associagach auditable event with the identity of the
userthat caused the event.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID. 1 Timing of identification

20
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3.3 Security aud it analysis (FAU_SAA)

Family behaviour

This family defires requirements for automatectans that analyse sgat activity and auditiata
looking for possileé or real sesurity violations This analysis may workn suppot of intrusion

detection, orautomatic response #mn imminent scurity violation.

The actions to betaken based on the detection can be specified using the FAU_ARP family
desired.

Component levelling

FAU_SAA Security audit analysis

In FAU_SAA.1 Potential violation analys, basic theshold detection on the basisadixed rule
sd is required.

In FAU_SAAZ2 Profile based anomalyetection, theT SF maintains individugdrofilesof sysem

usage where a profile represents the historical patterns of usage performed by members of the
profile target group.A profile target group efers to a group of one enoreindividuals (e.ga

single user, users wishare a group ID @rou account, uarswho operate undean assigned role,

users of an entire system or network node) who interact with the TSF. Each member of a profile
target grow is assigned an individdasuspicion ratingthat represents how vell that member’s
current activity corresponds the esdblished patterns of usage repented inthe profile. This
analysis can be perfoet at runtimeor during a post-collectionabch-mode analysis.

In FAU_SAA3 Simple attack heuristics, éhTSF slall be able todetect the occurrence of
signature esnts that represersignificant theat to TSP enforcementThis search fosignature
eventsmay occuiin real-time or during a post-colletion batch-mode analysis.

In FAU_SAA.4 Complex attek heuristicsthe TSF shall be abto represerand detet multi-step
intrusion scenarios. The TSFable to compare sysém events (possibly perfoed by multiple
individuals) against event sequences knowrepoasent entire intrusion @tarios. The TSF shall
be able to indicate when a sigture event or event sequence is fotlmat indicates a potential
violation of tre TSP.
Management: FAU_SAA.1
The followingactions could be considered fahe managemeriunctionsin FMT:

a) mainenance of the rules by (adding, modifying,atieln) of rules from theet of rules.
Management: FAU_SAA.2

The followingactions could be considered fahe managemeriunctionsin FMT:
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a) mainterance (deletion modification, addition) othe group ofusers in tk profile
target group.

Management: FAU_SAA.3
The following actions coulde considered fahe manageent functiorsin FMT:

a) mainterance (deletionmodification, addition) of theubset obystem events.
Management: FAU_SAA.4
The following actions coulde considered fahe manageent functiorsin FMT:

a) mainterance (deletionmodification, addition) of theubset obystem events;

b) maintenance (aletion, modification, additiondf theset of sequence of system events.
Audit: FAU_SAA.1,FAU_SAA.2, FAU_SAA.3, FAU_SAA4

Thefollowing actions showl be audital®if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Minimal: Enablingand disablirg of any of the analysimechanisms;

b) Minimal: Automated responses perfatnby thetool.

FAU_SAA.1 Potential violation analysis
Hierarchical to: No other components.

FAU_SAA.1.1 The TSFshall be ale to apply a set of rules n monitoring the audited evats
and basea upon theserules indicate a potential violation of the T SP.

FAU_SAA.1.2 The TSF shall enforce the following rulesfor monitoring audited events:

a) Accumulation or combination of [assignment: subset of efined
auditableeventg known to indicate a potential security violation;

b) [assignment:any othe rules|.

Dependencies: FAU_GEN.1 Audit data generation

FAU_SAA.2 Profile based anom aly detection
Hierarchical to: FAU_SAA.1
FAU_SAA.2.1 The TSF shal beableto maintain profiles of system usage, where an individual

profile represents thehistorical pattern sof usage performed by thanember(s)
of [assignment the profile target group.
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FAU_SAA.2.2 The TSF shall be able to maintain a suspicion rating associated with each user
whose activity s recorded in a profile, where the susprion rating represents
the degree to which the uses current activity is found inconsistent with the
establishal patterns of usage represented in the profile.

FAU SAA.2.3 The TSF shall be able to indicatean imminent violation of the TSP when a
user’s suspiciorr ating exceeds the following threshold conditions [assignment:
conditions under whichanomalous activity is reported tifne TSF].

Dependencies: FIA_UID. 1 Timing of identification

FAU_SAA.3 Simpl e attack heuristics
Hierarchical to: FAU_SAA.1

FAU_SAA.3.1 The TSF shall be able to maintain an internal epresentation of the following
signature events [assignmenta subset of systeravent] that may indicate a
violation of the TSP.

FAU_SAA.3.2 The TSF shall be able to compare the signature ents against the ecord of
system activity discernible from an examination of [assignment:the
information to beused to determingystem activitly

FAU SAA.3.3 The TSF shall be able to indicatean imminent violation of the TSP when a
system event is foud to match a signature eventhat indicates a potential
violation of the TSP.

Dependencies: No dependencies.

FAU_SAA .4 Complex att ack heuri stics
Hierarchical to: FAU_SAA.3

FAU_SAA.4.1 The TSF shall bable to maintaimn internal representation of tHellowing event
sequences of known intrusioscenarios [assignmentist of sequences of system
events whose ocurrence are repesentative of known penetration scenasicand
the following signature events [assignmeatsubset of systenvents| that may
indicatke a potentialviolation of the TSP.

FAU_SAA.4.2 The TSF shall be able to compare the sigmawntsand event sequenceagainst
the record of system activity dsaible from anexamination of [assignmenthe
information to beused to detemine systen activity].

FAU_SAA.4.3 The TSF shall bable to indicate an imminent violation of the TSP wh&ystem
activity is found to match a signature evemtevent sequencdhat indcates a
potential violation othe TSP.

Dependencies: No dependencies.
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3.4 Security audit review (FAU_SAR)
Family behaviour

This family defines therequirements for autiiools that should be available tauthorise users to
assist in theeview ofaudit data.

Component levelling

FAU_SAR Security audit review

FAU_SAR1 Audit reviewprovidesthe capabilityto read information from thaudit records.

FAU_SAR2 Restricted auditaview requires tht thereare no other users esat those tht have
beenidentified in FAU_SAR.1 that can ad the information.

FAU_SAR3 Selectble audit revew requires audit review tools telect the audit data to be
reviewed based on ogifa.

Management: FAU_SAR1

The following actions coule considered fahe manageent functiorsin FMT:

a) mainterance (deletion, modification, addition) of the group of users wiill aecess
right tothe audit reords.

Management: FAU_SARZ2, FAU_SAR.3
There aren0 management activities &seen.
Audit: FAU_SAR.1

Thefollowing actions showl be audital®if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Basc: Reading of information frorthe audit reords.
Audit: FAU_SAR.2

Thefollowing actions shoul be auditat#if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Basc: Unsucessful attempts$o read informatiorirom theaudit records.
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Audit: FAU_SAR.3

Thefollowing actions shoultle auditabléf FAU_GEN Secuity audit datageneration isncluded
in thePP/ST:

a) Detailed: the parametersagsfor the viewing.

FAU_SAR.1 Audit review

This component will providauthorisé users theapability to obtin and inerpret the information.
In case bhuman usethis information needs to be in a human understandable preseritatase
of external IT entities the information needs to benmpiguously epresented in an electronic
fashion.

Hierarchical to: No other components.

FAU_SAR.1.1 The TSF shall provide [assignmentauthorised userswith the cgability to
read [assignment:list of audit information] from the audit records.

FAU_SAR.1.2 The TSF shall povide the audit records in amanner suitable for the user to
interpret the infor mation.

Dependencies: FAU_GEN.1 Audit data generation

FAU_SAR.2 Restrict ed audit review
Hierarchical to: No other components.

FAU_SAR.2.1 The TSF shall prohibit all users read acess to theaudit records, except those
users that have bee granted explicit read-access.

Dependencies: FAU_SAR.1 Audit review

FAU_SAR.3 Selectable audit review
Hierarchical to: No other components.

FAU_SAR.3.1 The TSF shall provide the ability to perform [selection: searches, sorting,
ordering] of audit data based on [assignmentriteria with logical relations].

Dependencies: FAU_SAR.1 Audit review
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3.5 Security audit event selection (FAU_SEL)
Family behaviour

This family definsrequirements teelectthe eventso be auditediuring TOE operation. It defines
requirements to riude or exlude ewents from theset ofauditable events.

FAU_SEL Security audit event selection

FAU_SEL1 Selective audit,aquires theability to include or exclua events from the set of
audited events based uporriatites to be specified by the PP/ST autho

Management: FAU_SEL.1

The following actions coulde considered fahe manageent functiorsin FMT:

a) mainterance of the rights to @ew/modify theaudit events.
Audit: FAU_SEL.1

Thefollowing actions showl be audital®if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Minimal: All modifications to the audit configuratiothat occur whik the audit
collection furctions are opeting.

FAU_SEL.1 Selective audit
Hierarchical to: No other components.

FAU_SEL.1.1 The TSF shall be able to include oexclude auditableevents from the &t of
audited events based on the following attributes:

a) [selection: object identity, user identity, subject idengjt host identity,
event ype|

b) [assignment list of additional attributes that audit eectivity is basd
upon].

Dependencies: FAU_GEN.1 Audit data generation
FMT_MTD. 1 Management of TS data
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3.6 Security aud it event storage (FAU_STG)
Family behaviour

This family defires the requirements for the TSF to be able ¢éaterand maintain a secure audit
trail.

Component levelling

FAU_STGSecurity audit event storage

At FAU_STG1 Protected audit trail stage, requirements are pkton theaudit trail. It will be
protected fromunauthorised deletionand/or modification.

FAU_STG2 Guarantes of audit data availability specifies the guarantees that the TSF maintains
overtheaudit cita given theoccurrence oén undesied condition.

FAU_STG3 Action in case of possible audit data loss specifies actions to be ifek threshold
on the audit trail is exceeded.

FAU_STG4 Prevention of audit data loss specifies actionsase the audit trai full.
Management: FAU_STG1

There are no ranagement activiéis foreseen.

Management: FAU_STG2

The followingactions could be considered fahe managemenrfunctiorsin FMT:
a) mainenance of thparameters that controlglaudit storage capability.

Management: FAU_STG3

The followingactions could be considered fahe managemenrfunctionsin FMT:

a) mainenance of thehreshold;

b) mainenance (deletion, modification, addition) of actions to be takewase of
imminent audit storage failure.

Management: FAU_STG4

The followingactions could be considered fahe managemenrfunctiorsin FMT:
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a) mainterance (deletion, modiGation, addition) ofctions to be taken in casé audit
storage failure.

Audit: FAU_STG.1 FAU_STG.2

There ae no actions identified t& should beauditable if FAU_GBEN Security audi data
genestion is included in th&P/ST.

Audit: FAU_STG.3

Thefollowing actions shouwl be auditat#if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Basic:Actions take due to exceedmof a threshold.
Audit: FAU_STG.4

Thefollowing actions showl be audital®if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Basc: Actions takerdue to the audit storage failure.

FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.

FAU_STG.1.1 The TSF shall protect the stored audit records from unauthorised deletion.

FAU_STG.1.2 The TSF shall be able to [selectiomprevent, detet] modifications to the audit
records.

Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.2 Guarant ees of audit data avail ability
Hierarchical to: FAU_STG.1

FAU_STG.2.1 The TS shallprotect the storedudit record from unauthorised deletion.

FAU_STG.2.2 The TSF shall & able to [seletion: prevent, detei modifications to the audit
records.

FAU_STG.2.3 The TSF shall ensure that [assignmentmetric for saving audit records] audit
records will be maintained wren the following conditions occur: [selection:
audit storag exhaustion, failure, attack

Dependencies: FAU_GENJ1 Audit data genetion
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FAU_STG.3 Action in case of possible audit data loss
Hierarchical to: No other components.

FAU_STG.3.1 The TSF shall take [assignmentactions to be taken in case of possible audit
storage failurg if the audit trail exceeds [assignmentpre-defined limii.

Dependencies: FAU_STG.1 Protected audit trail storage

FAU_STG.4 Prevention of auditd ataloss
Hierarchical to: FAU_STG.3

FAU_STG.4.1 The TSF shall[selection ‘ignore auditable events’, ‘preent auditable eents,
except those taken by the authoeib user with special rights’, “gerwrite the
oldest stored auditecords] and [assgnment: other actionsto be taken in case
of audit storage failug] if the audit trail is full.

Dependencies: FAU_STG1 Protected audirail storage
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4 Class FCO: Communication

This class provides two families spécally concerned with assuring theidentity of a party
participating ina data exciinge. These famiksare related to assuring thedity of the originator
of transmitted information (proof of origin) and assuringitiemtity of the recipient of transmitted
information (proof of reeipt). Thesefamilies ensuréhatan originator cannot deny having séme
message, nor can thecipient deny havingeceived it.

Figure 4.1 showthe decomposition of thisads into its constituent components.

Communication

FCO_NRO Non-repudiation of origin — 1 2

—{ FCO_NRR Non-repudiation of receipt H 1 H 2 ‘

Figure 4.1 - Communication clas decomposition
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4.1 Non-repudiation of or igin (FCO_NRO)

Family behaviour

Non-repudiatia of origin ensures that #ghoriginator ofinformation canna sucessfully deny
having senthe information.This family requires that the TSF provide a mettio@nsure thiaa
subjed that re@ives information during a dad exchange is provided with evidere of the origin of
the information. This evidence c#wen be verified by eitér this subject oothersubjects.

Component levelling

FCO_NRO Non-repudiation of origin 12

FCO_NROL1 Selectiwe proof oforigin requies the TSF t@rovide subjecwith the capabilityto
requesevidence of therigin of information.

FCO_NRO2 Enforced proof of origin requires that the TSF always ge@avidege of origin
for transmitted inforration.

Management: FCO _NRO.1, FCONRO.2

The following actions coulde considered fahe manageent functiorsin FMT:

a) The managemendf changes to iformation typesfields originata atributesand
recipients of evidere.

Audit: FCO_NRO.1

Thefollowing actions shouwl be auditat#if FAU_GEN Security audit datagenerationsgincluded
in the AP/ST:

a) Minimal: The identity of the user whequestedthat evidence of originvould be
geneated.

b) Minimal: The invocation of the non-repudiation seevi

c) Basc: Identification of tke information,the destination, and a copy of the evidence
provided.

d) Detailed:The identity of thauserwho requested a verification tife eviderce.
Audit: FCO_NRO.2

Thefollowing actions showl be audital®if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Minimal: The invocation of the non-repudiation seevi
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b) Basic: Identificationof the infornation, the destination, ané copy ofthe evidence
provided.

c) Detailed: Thadentity of the user who request a verifiation of the evidence.

FCO_NRO.1 Selective proof of origin
Hierarchical to: No other components.

FCO_NRO.11 The TSF shall be able to generate evidence of origin for tansmitted
[assignment: list of information types| at the request of the [seletion:
originator, recipient,[assighment: list of third partied].

FCO_NRO.12 The TSF shall be able to relate the [assignent: list of attributes] of the
originator of the information, and the [assignment list of information fieldg of
the information to which the evidence applies.

FCO_NRO.13 The TSF shall provide a capability to verify the evidence of origin of
information to [seletion: originator, recipient, [assignment: list of third
partied] given [assignment:limitations on theevidene of origin].

Dependencies: FIA_UID. 1 Timing of identification

FCO_NRO.2 Enforced proof of origin
Hierarchical to: FCO_NRO.1

FCO_NRO.21 The TSF shalenforce the generation ofeviderce of origin for transmitted
[assignmentlist of information typédsat all times.

FCO_NRO.22 The TSF shalbeable torelate the [assignent: list of attributeg of theoriginator
of the infornmation, and the dssignment:list of information fields of the
information to which tk evidence applies.

FCO_NRO.23 The TSF shall provide a capability to verify the evidence of origin of information
to [selection: originator, recipent, [assignment:list of third parties]] given
[assignmenttimitations on the evidence ofigin].

Dependencies: FIA_UID.1 Timing of identification
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4.2 Non-repudiation of receipt (FCO_NRR)

Family behaviour

Non-repudiation of respt ensures that the recipient of infoation cannot suassfully deny
reaiving the infornation. This family requires that éhTSF provide a rthod to ensure that a
subject that transmits information during a data exchange is pdowiith evidere of receipt of
the information. This evidence c#ren be verified by eitér this subject oothersubjects.

Component levelling

FCO_NRR Non-repudiation of receipt 1 2

FCO_NRRL1 Selective proof of receiprequires the TSFto provide subjets with acapability to
requesevidene of thereceipt of information.

FCO_NRR2 Enforced proof of receipt requires that the Tfrays generatevidence ofreceipt
for receivednformation.

Management: FCO_NRR.1, FCO_NRR.2

The following actions coulde considered fahe manageent functiorsin FMT:

a) The mamagement of charggto information types, fields,originator attributeand third
parties recipients adviderce.

Audit: FCO_NRR.1

Thefollowing actions showl be audital®if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Minimal: The identity of tle user who equested thiaevidene of receiptwould be
geneated.

b) Minimal: The invocation of the non-repudiation seevi

c) Basrc: Identification of tke information,the destination, and a copy of the evidence
provided.

d) Detailed:The identity of thaiserwho requested a verification tife eviderce.
Audit: FCO_NRR.2

Thefollowing actions shouwl be auditat#if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Minimal: The invocation of the non-repudiation seevi

b) Bast: Identification of tke information,the destination, and a copy of the evidence
provided.
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c) Detailed: Thadentity of the user who request a verifiation of the evidence.

FCO_NRR.1 Selective proof of receipt
Hierarchical to: No other components.

FCO_NRR.11 The TSF shall be able to generate evidenceradceipt for received [assignment:
list of information types] at the request of the [seletion: originator, recipient,
[assignment list of third partied].

FCO_NRR.12 The TSF shall be able to relate the [assignent: list of attributes] of the
recipient of the information, and the [assignment list of information fields] of
the information to which the evidenc applies.

FCO_NRR.13 The TSF shall povide a capability to verify the evidence of reeipt of
information to [seletion: originator, recipient, [assignment: list of third
partied] given [assignment:limitations on theevidence of receipt].

Dependencies: FIA_UID. 1 Timing of identification

FCO_NRR.2 Enforced proof of receipt
Hierarchical to: FCO_NRR.1

FCO_NRR.21 The TSF shallenforce the generation of evidene of receipt for received
[assignmentlist of information typéds

FCO_NRR.22 The TSF shall be abte relate the [assignmeniist of attribute$ of the recipient of
the information, and the [assignmelidt of information felds] of the information
to which theeviderce apples.

FCO_NRR.23 The TSF shall provide a cagility to verify the evignce of reeipt of information
to [selection: originator, recipent, [assignment:list of third parties]] given
[assignmentltimitations on the evidence wEceipt].

Dependencies: FIA_UID.1 Timing of identification
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5 Class FCS: Cryptographic support

The TSF may employ cryptographic functionality help satisfy several high-lesl security
objectives. These include (buére not limited to): identifcation and authenttion, non-
repudiation, trusted path, trusted channel astd deparationThis clss is used wherthe TOE
implementzryptogaphic functionsthe mplementationof whichcould be in hedware, firmware
and/or safware.

The FCS chss is compaal of two families: FCS_CKM Cryptographic key @mnagementand
FCS_C@ Cryptogmphic operation. The FCS_CKM familgldresses the managemh aspeof
cryptographt keys,while the FCS_COPRamily is concerned with the operationaleusf those
cryptographic keys.

Figure 5.1 showthe decomposition of thisads into its constituent components.

‘ Cryptographic support

—{ FCS_CKM Cryptographic key management

—{ FCS_COP Cryptographic operation

Figure5.1 - Cryptographic support class de@mpaosition
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5.1 Cryptographic key management (FCS_CKM)

Family behaviour

Cryptographic keys must be managed througltbeir life cycle This familyis intendedo support
that lifecycle and consequently defines requirements for the following activatigstographic key
geneation, cyptogaphic key distribution, rgptogaphic key access and cryptographic key
destruction. This family should bednded whenever there are functional requirements for the
management of cryptographic keys

Component levelling

FCS_CKM Cryptographic key management

FCS_CKMJ1 Cryptographic ky genestion requies cryptographic keyso be generatedn
accordance with a specifiedgorithm and key steswhich an be based on an assigneahdard.

FCS_CKM2 Cryptographt key distribution requires cryptograjghkeys to be distributed in
accordance with a specified distribution method wigah bebased on aessigned standard.

FCS_CKM3 Cryptographic ky access requires ass to cryptographic keys to be performed in
accordance with a specified@ess nsthod which can bedsed on an assigd standard.

FCS_CKM.4 Cryptographickey destuction requires typtogaphic keys to be dwoyed in
accordance with a specifiatestruction method whiclcan bebasedn anassignedstandard.

Management. FCS _CKM.1FCS CKM.2 FCS _CKM.3FCS CKM.4

The following actions coulbe considered fahe manageent functiorsin FMT:

a) the managemewtf changesto cryptographic keattributes. Examples &gy attributes
include user, key type (e.g. public, private, secret), validitiod, and use (e.g. digat
signatue, key encryption, keggreementdataencryption).

Audit: FCS_CKM.1,FCS_CKM2, FCS_CKM.3FCS_CKM.4

The following actions should bauditable if FAU_GEN Saurity Audit Data Generation is
included in the PP/ST:

a) Minimal: Success andifure of the activity.

b) Basic: The object attribute(s), and object valugggluding any sensitive information
(e.g. secret or privakeys).
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FCS_CKM.1 Cryptographic key generation
Hierarchical to: No other components.

FCS_CKM.1.1 The TSF shall generatecryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographc key
generation algorithm] and specified cryptographic key sizs [assignment:
cryptographic key siz} that meet the following: [assignmentlist of standards.

Dependencies: [FCS_CKM.2 Cryptographic key distri bution

or

FCS_COP1 Cryptographic operation]

FCS _CKM. 4 Cryptographic key destuction
FMT_MSA.2 Secure security attibutes

FCS _CKM. 2 Cryptographic key distribution
Hierarchical to: No other components.

FCS_CKM.2.1 The TSF shall distribute cryptographic keys in &cordance with a specified
cryptographic key distribution method [assigiment: cryptographt key
distribution methal] that meets the following: [assignment: list of standard.

Dependencies: [FDP_ITC.1 Import of user data without security attributes

or

FCS_CKM.1 Cryptographic key generation]
FCS_CKM. 4 Cryptographic key destuction
FMT_MSA.2 Secure security attibutes

FCS_CKM. 3 Cryptographic key access
Hierarchical to: No other components.

FCS_CKM.3.1 The TSF shall perform [assignment:type of cryptographic key acce$sin
acca dance with a specified cyptographic key access method [assignment:
cryptographic key access metHatihat mees the following: [assignment list of
standard$.

Dependencies: [FDP_ITC.1 Import of user data without security attributes

or

FCS_CKM.1 Cryptographic key generation]
FCS CKM. 4 Cryptographic key destuction
FMT_MSA.2 Secure security attibutes
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FCS_CKM.4 Cryptog raphic key destruction
Hierarchical to: No other components.

FCS_CKM.4.1 The TSF shall destoy cryptographic keys in acordance with a speified
cryptographic key destruction method [assignment: cryptographic key
dedruction mehod] that medsthe following: [assignmen: list of standard.

Dependencies: [FDP_ITC.1 Import of user data without security atributes

or
FCS_CKM.1 Cryptographic key generation]
FMT_MSA. 2 Secure security attributes
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5.2 Cryptographic operation (FCS_COP)

Family behaviour

In order for a cryptographic opedtion to furction correctly, the operatiomust beperformed in
accordance with specified algorithm and withcryptographic &y of a specifié size. Thsfamily
should be inclued whenever tere are requirements for cryptographic ogiens to be performed.

Typical cryptographic operationsiclude data eeryption and/or decryption, digitadignature
generation and/or verification, cryptographic checkswmegation for integrity and/or verdation

of checksum, saire hash (message digest), cryptograpbycdncryption and/or decryptioand

cryptographic key agement.

Component levelling

FCS_COP Cryptographic operation

FCS_P.1 Cryptographic operation reqes a cryptographic operation to be fpened in
accordance with a specified algoritrend with a cryptographic key of spéed sizes. The
specified algorithm anaryptographic keysizes care based oan assigned standard.
Management: FCS_COP.1

There are no ranagement activiéis foreseen for these components.

Audit: FCS_COP.1

The following actions should be auditable if FAU_GEN Security AuditaDGereration is
included inthe PP/ST:

a) Minimal: Swcesandfailure, and theype ofcryptographic operation.

b) Basic. Any applicable cryptographic mode(s) @ipetion, subjet attributesand
object attributes.

FCS_COP.1 Cryptographic operation

Hierarchical to: No other components.

FCS_copP.1.1 The TSF shall perform [assignment:list of cryptographic operatiog in
accadance with a speified cryptographic algorithm [assignment:

cryptographic algorithnf and cryptographic key sizes [assignment:
cryptographic key siz} that meet the following: [assignment:list of standard
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Dependencies: [FDP_ITC.1 Import of user data without security attibutes

42

or

FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes



©ISO/IEC ISO/IEC 15408-2:1999(E)

6 Class FDP: User data protection

This class contains families specifying requirements for TOE security functions and TOE security
function policies relad to protecting user data. FDP is split into four groups of families (listed
below) that addess user data withiaTOE, during import, export, and sége as well as security
attributes directly related to user data.

Thefamilies in this class are organised into four groups:
a) User data protection security functipalicies:

- FDP_AQC Access control policyand
- FDP_FC Information flow control policy.

Components in these families permg BP/STauthor to name the user data jgation
security function poligs ard define the scope of control of the policy, necess&oy
address the sarity objectives The names of these policies are meanbéused
throughout the remainder of the functiomalmponents that have an operation that
calls for an assignment or selection of an "access control SFP" or an "information flow
control SFP." The rules thadiefine tle functionality ofthe named access control and
information flow control SFPs will be defined in the FDP_ACF and FDP_IFF famili
(respectiely).

b) Forms of user data protection:

- FDP_ACF Access controfunctions;

- FDP_IR Information flow controlfunctons;
- FDP_ITT Internal TCE transfer;

- FDP_RP Residual information prot&ion;

- FDP_RQ Rollback; and

- FDP_SDI Staed data integty .

c) Off-line storage, imporand export:

- FDP_DAU Data autlentication;
- FDP_ETC Export tooutsideTSF control; and
- FDP_ITC Importfrom outside TSF control.

Components in these families address the trustworthy transfer into or out of the TSC.
d) Inter-TSF communication:

- FDP_UCT Inter-TSF user data confidedtty transferprotection;and
- FDP_UIT Inter-TSF user data integrity traesprotection.

Components in these families address communicationebattte TSF of the TOE
and anothetrustedl T product.

Figures 6.1and 6.2 show the decomposition of thisasd into its constitent
components.
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‘ User data protection

—{ FDP_ACC Access control policy

FDP_ACF Access control functions ‘

FDP_DAU Data authentication

FDP_ETC Export to outside TSF control

FDP_IFC Information flow control policy

I

1

FDP_IFF Information flow control functions

—{ FDP_ITC Import from outside TSF control

—{ FDP_ITT Internal TOE transfer

Figure6.1 - Usea data protection class decomposition
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‘ Userd

ata protection

A

_{

FDP_RIP Residual information protection

_{

FDP_ROL Rollback

FDP_SDI Stored data integrity

FDP_UCT Inter-TSF user data confidentiality
transfer protection

FDP_UIT Inter-TSF user data integrity transfer
protection

Figure 6.2 - User dataprotection class decomposition (cont.)
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6.1 Access control policy (FDP_ACC)

Family behaviour

This family identifies the access control SFPs (by name) and defines the scope of control of the
policies that fom the identifed acces control portion ofthe TSP. T8 scope of controis
characterised by threets: thesubjects under control of tip®licy, the obgcts under control of the
policy, and the operations among controlled ettispnd controlled objects thate covered by the

policy. The criteria allows multiple policies to existeach havinga unique name. This is
accomplished byteratingcomponents from teifamily once for @ch named acesscontrd policy.

The rules that define ¢functionality of an access control SFP will tefinedby other families

such as FDP_ACF and FDP_SDI.eThames of the access control SFPs identified here in
FDP_ACCare meant to be used throughout the remaindeheffunctional components that have

an operatiorthatcalls for an assignemt or selectiorof an “access control SFP.”

Component levelling

FDP_ACC Access control policy

FDP_ACC1 Subsetccess control requires that each identified accassd SFP be in place for
asubsebf the possible operations on a sulisfehe objets inthe TOE.

FDP_ACC2 Complete accescontrol requires that each identdiaccess contrdbFP cover all
operations on subgs and objests covered by that SFP. It furér requires that all objects and
operations withthe TSC are covered by &kt one identifiedccess control SFP.
Management: FDP_ACC.1FDP_ACC.2

There areno management activities &seen for thicomporent.

Audit: FDP_ACC1, FDP_ACC.2

There are no event identified that shouldbe audital® if FAU_GEN Security audi data
genestion is included in th&®P/ST.

FDP_ACC.1 Subset access control

Hierarchical to: No other components.

FDP_ACC.1.1 The TSF shall enforce the [assignmentaccess control SFRon [assgnment: list
of subjects objects, and operations among subjects andeoty covered by the
SFP].

Dependencies: FDP_ACF.1 Security attribute based accescontrol
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FDP_ACC.2 Complete ac cess control

Hierarchical to: FDP_ACC.1

FDP_ACC.2.1 The TSF shall enforce the [assignmeicess control SHRN [assignmentist of

subpcts and objets] and all ope ations among subjets and objects coveed by
the SFP.

FDP_ACC.2.2 The TSF shall ensue that all operations betvween any subject in the TSC and
any object within the TSC are covered by an ecess controlSFP.

Dependencies: FDP_ACF1 Security attributdasedaccess control
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6.2 Access control functions (FDP_ACF)

Family behaviour

This family describes the rules for tepecific functions that en implement an &cess control
policy named in FDP_E&C. FDP_ACC speifies the scope afontrol of the policy.

Component levelling

FDP_ACF Access control functions

This family addresses security attribuisage ad characteristics ofpolicies. The component
within this familyis meant to beused to describe ¢ftulesfor the functionthat implements te SFP
as identified in FDP_ACC. The PP/&lithor may als iterate ths component to address multiple
policies in the TOE.

FDP_ACF1 Security attribute lased acess contrballows the TSF toenforce access based upon
security attributes and named groups of attributes. Furthermore, the TSF may have the ability to
explicitly authorise or deny aessto anobject based upon security attriégit
Management: FDP_ACF.1
The following actions coultde considered fahe manageent functiorsin FMT Management:

a) Managingthe attribués used to make explicit access endl based deisions.

Audit: FDP_ACF.1

The following eventshouldbe auditable iFAU_GEN Security auditdatagereration is inclued
in the AP/ST:

a) Minimal: Successfulequests tperform an opetion onanobject covered bthe SFP.
b) Basic: All requests tperform a operation oran object covered by &iSFP.

c) Detailed: Tle spexifi c security attributes used makingan acesscheck.

FDP_ACF.1 Security attribute bas ed access control
Hierarchical to: No other components.

FDP_ACF.1.1 The TSF shall enforce the [assignent: access control SFRo objects based on
[assignment security attributes named groups of security attributek
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FDP_ACF.1.2 The TSF shall enforce the following rules to determine if an opation among
controlled subjects and controlled objects is allowed: [assignment: rules
governing acess among controdd subjects and controlled objects using
controlled ogerations on controlledobjects.

FDP_ACF.1.3 The TSF shall explcitly authorise access of sulgcts to objects based on the
following additional rules [assignment: rules, based on security attributes, that
explicitly authoriseaccess of sulegts toobjects.

FDP_ACF.1.4 The TSF shall explicitly deny access of subjects to objects based on the
[assignment rules, based on security attributes, that explicitly deny access of
subjects to objec}s

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA. 3 Static attribut e initialisation
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6.3 Data authentication (FDP_DAU)

Family behaviour

Data autlentication grmits an entity to amept responsibility for the autnticity of information

(e.g., by digitally signing it) This family povides a method ofrpviding a guaranteefdhe
validity of a specificunit of data that cabe subsequently used verify that the information
content has not been forged or fraudulently modified. In contrast to Class FCO, this family is
intended to bapplied to "static" dateathe thandata thats being tangerred.

Component levelling

FDP_DAU Data authentication

FDP_DAU.1 Basidata Authentietion requiresthatthe TSF is capablef generatin@ guarantee
of authenticityof the information content aibjects (e.g. documents).

FDP_DAU.2 Data Authentication with Identity of Guarantor addgilyrrequires that the TSF is
capable of establishing theentity of the subjet who provided the guarantee of authenticity.

Management: FDP_DAU.1, FDP_DAU.2

The following actions coultle considered fahe manageent functiorsin FMT Management:

a) The assignmerdr modificatian of the objects for whicldata authenticatiomayapply
could be corfigurablein the system.

Audit: FDP_DAU.1

The following eventshouldbe auditable iFAU_GEN Security auditdatagereration is inclued
in the AP/ST.

a) Minimal: Sucessful generationf validity evidene.
b) Bastc: Unsucessful generationf validity evidene.

c) Detailed:The identity of thesubject thatequested the evidence.
Audit: FDP_DAU.2

The following eventshouldbe auditable iFAU_GBEN Security auditdatagereration is inclued
in the AP/ST.

a) Minimal: Sucessful generationf validity evidene.
b) Basic: Unsucessful generationf validity evidene.

c) Detailed:The identity of thesubject thatequested the evidence.
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d) Detailed: Thadentity of the subjet that generated &evidence.

FDP_DAU.1 Basic data authentic ation
Hierarchical to: No other components.

FDP_DAU.1.1 The TSF shall provide a capability to generat@videncethat can be used as a
guarantee ofthe validity of [assigiment: list of objects or mformation type$.

FDP_DAU.1.2 The TSF shall provide [assignrent: list of subject} with the ability to verify
evidence of the validity of the indtated information .

Dependencies: No dependencies.

FDP_DAU.2 Data authenti cation with identity of guarantor
Hierarchical to: FDP_DAU.1

FDP_DAU.2.1 The TSF shall provide a capability to geate eviégnce that can be used as a
guarantee of the validityf [assignmenttist of objects or information ypeg.

FDP_DAU.2.2 The TSF shall provide [assignmetist of subjects with the ability to verify
evidenceof the validity of the indiated informatiorand the identity of the user
that generatal the evidence.

Dependencies: FIA_UID. 1 Timing of identification
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6.4 Export to outside TSF contro | (FDP_ETC)

Family behaviour

This family defines functions for exportirg userdata fom the TCE such that & security attibutes
and protection either can leplicitly preserved or can be igreat once it las been exported. It is
concerned with limitations on export and with the association airgg attributes with the
exported user data

Component levelling

FDP_ETC Export to outside TSF control

FDP_ETC1 Export of use data withow security attributes requires that the TSF erderthe
appropriate SFPs when exporting usetadoutside the TSF. User data that is exported by this
function is expord without its associateskcurity attributes.

FDP_ETC2 Export of user data with security attributes requires that th&F enforce the
appropriate SFPs using a function that accurately andhigaously asociatessecurity attributes
with the user data that is exported.

Management: FDP_ETC.1
There areno management activities &seen for thicomporent.
Management: FDP_ETC.2

The following actions coultde considered fahe manageent functiorsin FMT Management:

a) The additional exportatioontrd rules coull be configural®# by a use in a defired
role.

Audit: FDP_ETC.1, FDP_ETC.2

The following events shall liditable if FAU_GEN Securityaudit datageneration is inclugtl in
the PP/ST:

a) Minimal: Sucessful export of inforration.

b) Basic:All attemptsto expat information.
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FDP_ETC.1 Export of user data without security attributes
Hierarchical to: No other components.

FDP_ETC.1.1 The TSF shall enforce the [assignment: access control SFP(s) and/or
information flow control SFP(s) when exporting user data, controled under
the SFP(s), outside of the TSC.

FDP_ETC.1.2 The TSF shall export the user data without the user data’s associated security
attributes.

Dependencies: [FDP_ACC.1 Subset accescontrol, or
FDP_IFC.1 Subset hformation flow control]

FDP_ETC.2 Export of user data with security attributes
Hierarchical to: No other components.

FDP_ETC.2.1 The TSF shall enforce the [assignment.: access control SFP(s) and/or
information flow control SFP(s) when exporting user data, controled under
the SFP(s), outside of the TSC.

FDP_ETC.2.2 The TSF shall expot the user data with the user data’s associated security
attributes.

FDP_ETC.2.3 The TSF shall ensure that the securityattributes, when exporéd outside the
TSC, are unambiguouslyassociaté with the exported user data.

FDP_ETC.2.4 The TSF shall enforce the following rués when user data is exported from the
TSC: [assignment:additional exportation control rules.

Dependencies: [FDP_ACC.1 Subset accescontrol, or
FDP_IFC.1 Subset nformation flow control]
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6.5 Information flow control policy (FDP_IFC)

Family behaviour

Thisfamily identifies theinformation flowcontrol SFPs (by name) addfines tle scope of control

of the polices that form the identified information flow control portion of #®P. This scope of
contrd is characterisé by three sets: the subjexiinder contrbof the policy the informatia under
control of the polty, and operations whicltause controlled information tow to andfrom
controlled subjects covered by the policyeThiteria allows multiple poli@sto exist, @ch having

a unique name. This mccomplished by drating compoents from this family once for eh
named information flow control polcy. The rules tat define the functionality of an information
flow control SFP will be defined by other families such as FDP_IFF and FDP_SDI. The names of
the information flow control SFPs identified here in FDP_IFC are meant to be used throughout the
remainder of the functional components that haveoperation that calls for an assignment or
selection of an “informatiorflow control SFP.”

The TSF mechanismontrolsthe flow of information in accorcance with the information flow
contrd SFP. Operations that wouldatge the security attributes ioformation are not generally
permitted as this would be in violation of an information flow control .SFHbwever, such
operations may be permitteas exceptios to the information flowcontrol SFPif explicitly
specified.

Component levelling

FDP_IFC Information flow control policy

FDP_IFC1 Subset information flowontrol requiretha each identifed information flowcontrol
SFPs bén place for a subset of the possible operations on a subset of information flows in the TOE.

FDP_IFC2 Complete information flowcontrol requires tit eachidentified infornation flow
control SAP cover all operations on subjects and information covered by that SFP. It further
requires thatll information flows and operations with the TSC am®ered by at least one
identified information flow control SFP. In conjunction with the FPT_RVM.1 component, this
gives tle “always involed” aspect of aagference monitor.

Management: FDP_IFC.1FDP_IFC.2
There areno management activities &seen for thicomporent.
Audit: FDP_IFC.1, FDP_IFC.2

There are no event identified that shouldbe audital® if FAU_GEN Security audi data
genestion is included in th&®P/ST.
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FDP_IFC.1 Subset information flow control
Hierarchical to: No other components.

FDP_IFC.1.1 The TSF shall enforce the[assignment: information flow cantrol SFP] on
[assignment list of subjects information, and operations hat causecontrolled
information to flow toand fromcontrolled subjects covered by the SEFP

Dependencies: FDP_IFF.1 Simple security attributes

FDP_IFC.2 Complete information flow control
Hierarchical to: FDP_IFC.1

FDP_IFC.2.1 The TSF shallenforce the [assignemt: information flow control SF] on
[assignmentlist of subjectsandinformation] andall operations that caise hat
informatio n to flow to and from subjects coveredby the SFP.

FDP_IFC.2.2 The TSF shall ensure that all opeations thatcause anyinformatio nin the TSC
to flow to and from any subject in the TSC ae covered by an information flow
control SFP.

Dependencies: FDP_IFF1 Simple security attributes
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6.6 Information flow con trol funct ions (FDP_IFF)

Family behaviour

This family descibes the rules for the specific functions tlaatimplement the inforation flow
contrd SFPs named in FDP_IFC, whialso speifies the scope otontrol of tke policy. It consists
of two kinds of requirements: one addressing the common informatioriiftustion issues, and a
second addressing illicit information flows (i.e. covert channels). This division arisasgethe
issuesconcerningillicit information flows are, in someease, orthogoriato the st of an
information flow control SFP. By their nature they circumvestitifiormation flow controlSFP
resulting in a violation of the policyAs such, they require special functions to @itlmit or
prevent their ocurrence.

Component levelling

FDP_IFF Information flow control functions

FDP_IFF1 Simple security attributes requires security attributes on irgitsm and on subjs
that cause that information to floand on subjects thaict as recipients of that information. It
specifies the rules thanud be enforced by the function, and desesthav security attributes are
derived by tle function.

FDP_IFF2 Hierarchical security attributes eapls on theequirements of FDP_IFE.Simple
securityattributes byrequiring that alinformation flowcontrol SFPs in # TSP use hierarchical
security attributes that forra lattice.

FDP_IA.3 Limited illicit information flows requires the SFP to cover illicit information flows,
but not neessarily eliminate tém.

FDP_IFF4 Partal elimination of illicit information flows equires the SFP to cover the
elimination of some (but not wessarilyall) illicit inform ation flows.

FDP_IF.5 No illicit information flows requires SFP to cover the eliminatioh all illicit
informationflows.

FDP_IFF6 lllicit information flow monitorirg requires tle SFP tomonitar illicit information
flows for specified and maximum capacities.

Management: FDP_IA-.1, FDP_IFF.2

The following actions coultie considered fahe manageent functiorsin FMT Management:

a) Managingthe attribués used to make explicit access based decisions.
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Management: FDP_IFF.3FDP_IH-.4, FDP_IFF.5
There are no ranagement activiéis foreseen for these components.
Management: FDP_IFF.6

The followingactions could be considered fahe managemenrfunctiorsin FMT Management:
a) Theenabling or disabling of the monitoring function.

b) Modification of themaximum @pacityat whichthe monitoring occurs.
Audit: FDP_IFF.1, FDP_IFR2, FDP_IFF.5

Thefollowing events siould be auitable f FAU_GEN Secuity aulit datageneraton is included
in aPP/ST:

a) Minimal: Decisions to permit requested information flows.
b) Basc: All decisiors on requests for infonationflow.

c) Detailed: The specific security attributesedisin making an information flow
enforcement decision.

d) Detailed: Some specific subsets of the information that hasdid®ased upon policy
goak (e.g. auditing of downgraded material).

Audit: FDP_IFF.3, FDP_IFH, FDP_IFF.6

Thefollowing events fiould be auitable f FAU_GEN Secuity aulit datageneraton is included
in aPP/ST:

a) Minimal: Decisions to permit requested information flows.
b) Badc: All decisiors on requests for infonationflow.
c) Basic: The use of identifietlicit information flow channels.

d) Detailed: The specific security attributesedisin making an information flow
enforcement decision.

e) Detailed: Some specific subsets of the information that hasdldased upon policy
goak (e.g. auditing of downgraded material).

f) Detailed: The useof identified illicit information flow channels with estimated
maximum capacity exceeding a specifiaiue.
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FDP_IFF.1 Simple securit y attributes

Hierarchical to: No other components.

FDP_IFF.1.1

FDP_IFF.1.2

FDP_IFF.1.3

FDP_IFF.1.4

FDP_IFF.1.5

FDP_IFF.1.6

The TSF shall enforcethe [assignmrent: information flow control SFH based on
the following types of subjet and information security attributes:
[assignment the minimum number andtypeof security attributes).

The TSF shall permit an information flow betweena controlled subject and
controlled information via a controlled operation if th e following rules hold:
[assignment for each operation,the security attribute-based relationship that
musthold betweersubject and informatiorsecurity attributes].

The TSF shall enfoce the [assignment:additional information flow control SFP
rules).

The TSF dall provide the following [asignment: list of additional SFP
capabilitieg.

The TSF shall explicitly authorisean information flow based on the following
rules: [assignment:rules, based on security attributes, that explicidythorise
information flows].

TheTSF shall explicitly deny aninformation flow based on the following rules:
[assignment rules, based on security attributes, that explicitly deny information
flowq.

Dependencies: FDP_IFC.1 Subset information flow control

FMT_MSA. 3 Static attribute initialisation

FDP_IFF.2 Hierarchical security attributes

Hierarchical to: FDP_IFF.1

FDP_IFF.2.1

FDP_IFF.2.2

FDP_IFF.2.3

FDP_IFF.2.4
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The TSF shall enforce the [assignmentormation flow control SFPbased on the
following types of sulgct and information swirity attributes: [assignmenthe
minimum number and type sdcurity attributes].

The TSF shall permit an infomation flow betwen a controlledsubject and
controlled information via a controlled operation if the following rukesed on
the ordering relationships between saurity attributes hold: [assignmentfor
each operationthe securityattribute-based elationship that mushold betwesn
subject and informatiosecurit attributes].

The TS shall enforce the [assignmeridditional information flow controSFP
rules|.

The TSF shall provide the following [assignmetist of additional SFP
capabilitieg
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FDP_IFF.2.5 The TSF shall explicitly authoesn information flow baskon the followirg rules:
[assignment rules, based on securityattributes, that explicitly authorise
information flowg.

FDP_IFF.2.6 The TSF sHIl explicitly deny an information flow based on tf@lowing rules:
[assignmentrules, bagd on seurity attributes, that gplicitly deny information
flows].

FDP_IFF.2.7 The TSF shall enforce the following elationships for any two valid
information flow control security attributes:

a) There exids an ordering function that, given two valid security
attributes, deter mines if the security attributesareequal, if one security
attribute is greater than the other, or if the security attributes are
incomparable; and

b) Thereexists a “least upper bound” in the set ofecurity attributes, such
that, given any two valid security attributes, there is a valid security
attribute that is greater than or equal to the two valid security
attributes; and

C) There exists a‘greatest lower bound” in the set of security attributes,
such that, given any two valid security attributes, there is a valid
security attribute that is not greater than the two valid security
attributes.

Dependencies: FDP_IFC1 Subset inforration flow control
FMT_MSA.3 Sttic attribute initialigtion

FDP_IFF.3 Limited illicit information flows
Hierarchical to: No other components.
FDP_IFF.3.1 The TSF shall enforce the [assignmeninformation flow contrd SFP] to limit

the capacty of [assignment types of illcit information flows] to a [assignment:
maximum capacity.

Dependencies: AVA_CCA.1 Covert channel analysis
FDP_IFC.1 Subset nformation flow control

FDP_IFF.4 Partial elimination of illicit information flows
Hierarchical to: FDP_IFF.3
FDP_IFF.4.1 The TSF shall enforce the [assignmenformation flow control SFPto limit the

capacity of[assignment:itypes of illicit nformation flowsg to a [assignment:
maximum capacity
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FDP_IFF.4.2 The TSF shall prevent [assignmenttypes ofllicit information flow g].

Dependencies: AVA_CCA.1 Covert chansel analysis
FDP_IFC1 Subset information flow control

FDP_IFF.5 No illicit information flows
Hierarchical to: FDP_IFF.4

FDP_IFF.5.1  The TSF shall ensure that no illicit information flows exist to circument
[assignment name of information flow control SFP].

Dependencies: AVA_CCA.3 Exhaugive covett channel analysis
FDP_IFC1 Subset information flow control

FDP_IFF.6 lllicit information flow monitoring
Hierarchical to: No other components.

FDP_IFF.6.1 The TSF shall enforce the [assignmentinformation flow contrd SFP] to
monitor [assignment: types of illicit information flows] when it exceeds the
[assignment:maximum capacit].

Dependencies: AVA_CCA.1 Covert channd analysis
FDP_IFC.1 Subset information flow control
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6.7 Import from outside TSF contro | (FDP_ITC)

Family behaviour

This family defines the ethanisms for introdttion of user data into th€OE such that it &
appropriag security attribute and is appropriately protecteld is concerred with limitations on
importation, determination ofedired securityattributes,and interpetation of security attribes
assaiated with the user dat

Component levelling

FDP_ITC Import from outside TSF control

This family contains two components to addresptieservation of security attributes of imported
use datafor access contt@nd informatio control policies.

Component FDP_ITQ. Import of usemdatawithout security attributesequires that #asecurity
attributes correctlyepreent the usr data and ae supplied sepately from the objet.

Component FDP_ITQ. Import of user data with security attributes requires that security
attributes correctlyepreent the usr data and ag accuratelyand unambiguously associated with
the user data importdtbm outside the TSC.

Management: FDP_ITC.1, FDP_ITC.2

The followingactions could be considered fahe managemerfunctiorsin FMT Management:

a) Themodification ofthe additioml control rules used for import.
Audit: FDP_ITC.1, FDP_ITC.2

Thefollowing events siould be auitable f FAU_GEN Secuity aulit datageneraton is included
in thePP/ST:

a) Minimal: Successful import of s data, including any securitgttributes.
b) Basic: All attempsto import user dat includingany ®curity attributes.

c) Detailed: The sgeification ofsecurity attributes for importedserdata suppliedy an
authorised user.

61



ISO/IEC 15408-2:1999(E) ©ISO/IEC

FDP_ITC.1 Import of user data without security attributes
Hierarchical to: No other components.

FDP_ITC.1.1 The TSF shall enforce the [assignent: access control SFP and/or information
flow control SFP when importing user data, controlled under the SFP, from
outside of the TSC.

FDP_ITC.1.2 The TSF shall ignore any security attributes associaed with the user data
when imported from outside theTSC.

FDP_ITC.1.3 The TSF shall enforce the following rules when importing user data controlled
under the SFP from outside he TSC: [assignment:additional importation
control ruleg.

Dependencies: [FDP_ACC.1 Subset access contrpbr

FDP_IFC.1 Subset information flow control|
FMT_MSA. 3 Static attribute initialisation

FDP_ITC.2 Import of user data with security attributes
Hierarchical to: No other components.

FDP_ITC.2.1 The TSF shall enforce the [assignent: access control SFP and/or information
flow control SFP when importing user data, controlled under the SFP, from
outside of the TSC.

FDP_ITC.2.2 The TSF shall use the security attibutes associated withthe imported user
data.

FDP_ITC.2.3 The TSF shall ensue that the protocol usedprovides for the unambiguous
association between the security attributes and the user data received.

FDP_ITC.24 The TSF shall ensure that interpretation of the security attributes of the
imported user data is as intendd by the source of the user data.

FDP_ITC.2.5 The TSF shall enforce the following rules when importing user data controlled
under the SFP from outside he TSC: [assignment:additional importation
control ruleg.

Dependencies: [FDP_ACC.1 Subset access contrpbr

FDP_IFC.1 Subset information flow control]
[FTP_ITC.1 Inter-TSF trusted channel, or
FTP_TRP.1 Trusted path]

FPT_TDC.1 Inter-TSF basic TSF data consistency

62



©ISO/IEC ISO/IEC 15408-2:1999(E)

6.8 Internal TOE transfer (FDP_ITT)

Family behaviour

This family provides requirements that address protectd use data when itis transérred
between parts cA TOE across amternal channel. This may lentrasted with the FDP_UlCand
FDP_UIT families, whichprovide protection for s datawhen itis transferred &ween distinct
TSFs across an external charet, and FDP_ETC and FDP_ITGyhich address transfer of data to
or from outside the TSFs control.

Component levelling

FDP_ITT Internal TOE transfer

FDP_ITT1 Basic internbtransfer protection requires that user d@tproteced when transmitted
betwee parts of te TOE.

FDP_ITT.2 Transmission separation bjtributerequres sepeationof data based otie value of
SFP-relevant attributes auldition to the first component.

FDP_ITT3 Integrity monitoring requires that the SF monitor usatadransmitted betweerafs
of the TOE foridentified inegrity errors.

FDP_ITT4 Attribute-based integtmonitoringexpands orthe thirdcomporent by allowing the
form of integrity monitoring to differ by SFP-relemt attribute.

Management: FDP_ITT.1, FDP_ITT.2

The followingactions could be considered fahe managemenrfunctionrsin FMT Management:

a) Ifthe TSF provides multiple methods to protect user data during transmission between
physically separated parts of the TOE, the TSF could provide a pre-defined role with
the abilityto seect the methodhatwill be used.

Management: FDP_ITT.3, FDP_ITT.4
The followingactions could be considered fahe managemerfunctiorsin FMT Management:

a) The specificationof the actiongo betaken upon detection of an integréyor could
be @nfigurable.

Audit: FDP_ITT.1, FDP_ITT.2

Thefollowing events fiould be auitable f FAU_GEN Secuity auit datageneraton is included
in thePP/ST:
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a) Minimal: Sucessful transfers of user daiacluding identifi@tion of the protection
method used.

b) Bast: All attempts to transfer user datagluding the protection method used and any
errors that ocurred.

Audit: FDP_ITT.3, FDP_ITT.4

The following eventshouldbe auditable iFAU_GBEN Security auditdatagereration is inclued
in the AP/ST:

a) Minimal: Sucessful transfers of user data, including identification of thaegiity
protectionmethod ued.

b) Basic:All attempsto transfeuserdata including the integrity protectiomethod used
andany errors thabccurred.

c) Basc: Unauthorised attempts tthange the integritgrotection method.

d) Detailed The action taken upon detectionaof integity error.

FDP_ITT.1 Basic internal transfer protection
Hierarchical to: No other components.

FDP_ITT.1.1 The TSF shal enforce the [assignment access control SFP(s) and/or
information flow control SFP(s) to prevent the [selection: disclosure,
modification, loss of usg of user data when it is transmitted between
physically-separated parts ofthe TOE.

Dependencies: [FDP_ACC.1 Subset access contrpbr

FDP_IFC.1 Subset information flow control]

FDP_ITT.2 Transmission separation by attribute
Hierarchical to: FDP_ITT.1

FDP_ITT.21 The TSF sHI enforce the [assignent: access control SFP(s) and/or information
flow control SFP(Y to prevent the [settion: disclosure, modificatioripss of usé
of user data whett is transmitted betweephysially-separaed parts of the TOE.

FDP_ITT.22 The TSF shall separate data controlled by the SFP(s) when transmitted
between physically-separated parts othe TOE, based on the values of the
following: [assignment:security attributes that require separatp

Dependencies: [FDP_ACC1 Subset accexontrol,or
FDP_IFC1 Subset information flow control]
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FDP_ITT.3 Integrity monitoring
Hierarchical to: No other components.

FDP_ITT.3.1 The TSF shall enforce the [assignment: access control SFP(s) and/or
information flow control SFP(s) to monitor user data transmitted between
physically-sepa ated parts of the TOE for the following errors: [assignment:
integrity errorg.

FDP_ITT.3.2 Upon detection of adata integrity error, the TSF shall [assignment:specify the
action to be taken upon iegrity error].
Dependencies: [FDP_ACC.1 Subset accescontrol, or
FDP_IFC.1 Subset nformation flow control]
FDP_ITT.1 Basicinternal transfer protection

FDP_ITT.4 Attribute-based integrity monitoring
Hierarchical to: FDP_ITT.3

FDP_ITT.41 The TSFshall enfoce the [assignmengaccess control SFP(s) and/or information
flow control SFP(s) to monitor user data transnadt between physically-separated
patts of the TOE for the followingrrors: [assignmett integrity errors|, based on
the following attributes: [assignment:security attributes that require gparate
transmission channelg.

FDP_ITT.4.2 Upon detection of a dta integrity error, the TSF shall [assignmespeify the
action to be taken upantegrity erron.

Dependencies: [FDP_ACC1 Subset aasss control, or
FDP_IFC1 Subset information flow control]
FDP_ITT.2 Transmission separation by attribute
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6.9 Residual information protection (FDP_RIP)

Family behaviour

This family addresses tneedto ensuraghatdeleted information is nolonger accessib] and tfat
newly created objets do not containnformation that should not be accessible. This family
requires protectiofior information that has Ilea logically deletedor releasd, but may still be
presenwithin the TOE.

Component levelling

FDP_RIP Residual information protection

FDP_RIP1 Subsetesidual information protection reqes that the TSF ensure that any residu
information content of any resources is wa@ble to a defined subset of the obgacithe TSC
upon the resougs allocation or ceallocation.

FDP_RIP2 Full residual information protectioreguires that the TSF ensure that any regidu
information content of any resources is unavailable to afctdbjpon the resource’s athtion or
deallocation.

Management: FDP_RIP.1FDP_RIP.2

The following actions coulte considered fahe manageent functiorsin FMT Management:

a) The choice of when to perform residual information protection (i.e. alpmzation or
deallocation) could be made confighle within the TOE.

Audit: FDP_RP.1, FDP_RP.2

There are no evens identified that shouldbe audital® if FAU_GEN Security audi data
genedtion is included in th&P/ST.

FDP_RIP.1 Subset residual information protection
Hierarchical to: No other components.
FDP_RIP.1.1 The TSF shall ensure that any pevious information content of a resource is

made unavailable upon the [selectionallocation ofthe resource tpdeallocation
of the resource from] the following objects: [assignmentlist of objecs].

Dependencies: No dependencies.
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FDP_RIP.2 Full residual information protection

Hierarchical to: FDP_RIP.1

FDP_RIP.2.1 The TSF shall ensure that any previous infaifom content of a resource is made

unavailable upon the gction: allocation of theresoure to, deallocation ofthe
resource frorhall objects.

Dependencies: No dependencies.
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6.10 Rollback (FDP_ROL)

Family behaviour

The rollback operation involgaundoirg the last operation or a series of operagdmounded by
some limit, suclas a period of time, and return to ayous known site. Rollback provides the
ability to undo the efects d an operaton or seiesof operatons to peserve thentegrity of the user
data.

Component levelling

FDP_ROL Rollback

FDP_ROLL1 Basic rollbak addresses a need to rolckar undo a limited number of egtions
within the defined bounds.

FDP_ROL2 Advanced rolllack addresss the need to roll back or undo all operations within the
defined bounds.

Management: FDP_ROL.1, FDP_ROL.2

The following actions coultie considered fahe manageent functiorsin FMT Management:

a) The boundary limit tavhichrollback may beperformedcould be a configable item
within the TOE.

b) Permissiorto perform a rollbackoperation could be restricted to a weé#fohedrole.

Audit: FDP_ROL.1, FDP_ROL

The following events should be auditable if FAU_KEESecurity audit data generation is spedifi
in the AP/ST:

a) Minimal: All successful rollbak operations.
b) Basic: All attemptsto perform rollbackoperations.

c) Detailed: All atempts to perform rollback operations, including idendicn of the
types of operations rolled back.

FDP_ROL.1 Basic rollback
Hierarchical to: No other components.
FDP_ROL.1.1 The TSF shall enforce [assignmentaccess control SFP(s) and/or information

flow control SFP(s) to permit the rollback of the [assignment: list of
operations] on the [assigiment: list of object$.
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FDP_ROL.1.2 The TSF shall pemit operations to berolled back within the [assignment:
boundary limit to which rollback maybe performel].

Dependencies: [FDP_ACC.1 Subset accescontrol, or
FDP_IFC.1 Subset nformation flow control]

FDP_ROL.2 Advanced rollback
Hierarchical to: FDP_ROL.1

FDP_ROL.2.1 The TSF sHIl enforce pssignmentaccess control SFB(and/or information flow
control SFP(s)to pemit therollbadk of all the operationson the [assignmeniist
of object$

FDP_ROL.2.2 The TSF shall gmit operationsd be rolled lack within the [assignmenboundary
limit to which rollback maybe performd.

Dependencies: [FDP_ACC1 Subset aasss control, or
FDP_IFC1 Subset information flow control]
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6.11 Stored data integr ity (FDP_SDI)

Family behaviour

This family provides requirements that addressegtmn of user data whilg is stored within the
TSC. Integrity errors may affect esdata stored in memory, or insioragedevice. This family
differs from FDP_ITT Internal TOE transfer whichrptects the user daftaom integity errors
while being transferred withithe TOE.

Component levelling

FDP_SDI Stored data integrity

FDP_SDI1 Stored data integrity monitoring requires that the SF monitor azstbred within
the TSC or identified integrity erors.

FDP_SDI2 Stored datantegity monitoringand actioradds theadditional capability tahe first
component by allowing faactiors to betaken as aesult d anerror detection.

Management: FDP_SDI.1
There areno management activities &seen for thicomporent.
Management: FDP_SDI.2
The following actions coultie considered fahe manageent functiorsin FMT Management:
a) The ations to be taken upon the detion of an integrity error could be configurable.
Audit: FDP_SDI.1

The following eventshouldbe auditable iFAU_GEN Security auditdatagereration is inclued
in the AP/ST:

a) Minimal: Successful attempts to check the integrity of user data, incluating
indication of the esults of the check.

b) Basic: All attempts to check the integrity of @&rsdata, including an indication of the
results of the akck, if performed.

c) Detailed:The type of integrityerror that @curred.
Audit: FDP_SDI.2

The following eventshouldbe auditable iFAU_GBEN Security auditdatagereration is inclued
in the AP/ST:
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a) Minimal: Swcessful attempts to cble the integrity of user data, dluding an
indication oftheresults of the clek.

b) Badc: All attempts to check the integrity aser data, including an indicatioh the
results of theheck if performed.

c) Detailed Thetypeof integrity error that occurred.

d) Detailed: Theaction taken upon detgion of anintegrity error.

FDP_SDI.1 Stored data integrity monitoring
Hierarchical to: No other components.

FDP_DI.1.1  The TSF shall monitor user data stored withinthe TSC for [assignment:
integrity erors] on all objects, based on the followig attributes: [assignment:
user data attibuteq.

Dependencies: No dependencies.

FDP_SDI.2 Stored data integrity monitoring and action
Hierarchical to: FDP_SDI.1

FDP_DI.2.1  The TSF shall monitor user dateored within theTSC for [assignmenintegrity
errors] on all objects, based on the followirgtributes: [assignmenuser data
attributes].

FDP_I.2.2 Upon detection ofa data integrity error, the TSF shall [assignment:action to
be taken.

Dependencies: No dependencies.
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6.12 Inter-TSF user data confidentiality transfer protection (FDP_UCT)

Family behaviour

This family defines the requiresnts for ensuring the confidentiality of user data when it is
transferré using a external channel between distinct TOEs or usemdistinct TOESs.

Component levelling

FDP_UCT Inter-TSF user data confidentiality transfer protection

In FDP_UCT1 Basic data exchange confidentiality, the goal is to provide protecfi@mm
disclosue of use data while irtransit.

Management: FDP_UCT.1
There aren0 management activities &seen for thicomporent.
Audit: FDP_UCT.1

The following eventshouldbe auditable iFAU_GBEN Security auditdatagereration is inclued
in the AP/ST.

a) Minimal: The identity of any user or subjecing the data exchange mechanisms.

b) Basc: Theidentity of any unauthorised user or subject attempting to use the data
exchange mechanisms.

c) Basic: A refeence to the names other indexing infamation uséul in identifying the
user data that was transraittor received. This could dude ®curity attributes
associated with the inforation.

FDP_UCT.1 Basic data ex change confidentiality
Hierarchical to: No other components.

FDP_UCT.1.1 The TSF shal enforce the [assignment access control SFP(s) and/or
information flow control SFP(3] to be able to[selection transmit, recive]
objects in a mannermprotected from unauthorised disclosure.

Dependencies: [FTP_ITC.1 Inter-TSF trusted channel, or

FTP_TRP.1 Trusted path]
[FDP_ACC.1 Subsetaccess control, or
FDP_IFC.1 Subset information flow control]
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6.13 Inter-TSF user data integrity transfer protection (FDP_UIT)

Family behaviour

This family defines the requirements for providing integrity for user data in transit between the
TSF and another trusted IT product and recovering fretecthbleerrors. At a minimum, this
family monitors the integrity of user data for modifications. Furthermore, this family supports
different ways otorrecting detectedntegrity errors.

Component levelling

FDP_UIT Inter-TSF user data integrity transfer protection

FDP_UIT1 Data exclhnge integrity addresses detion of modifications,deletions, insertions,
and eplay errors of the user data transmitted.

FDP_UIT2 Source dta exchange recovery addresses regg\wof the original uer data bythe
receiving T% with help from the source trusted IT product.

FDP_UIT3 Destiration data exchnge recovenaddresss recovery ofthe origind user dat by
thereceiving T% on its own without ay helpfrom the sotcetrustedl T product.

Management: FDP_UIT.1,FDP_UIT.2 FDP_UIT.3
There are no ranagement activiés foreseen for this component.
Audit: FDP_UIT.1

Thefollowing events fiould be auitable f FAU_GEN Secuity aulit datageneraton is included
in thePP/ST.

a) Minimal: The identity of anyuseror subgct usingthedata exchnge nechanisms.

b) Basic: Theidentity of any user or subject attempting to use the useredataange
mechanismdut who is urauthorised to doso.

c) Basic: Areferere to the names or other indexing information useful in identifying the
user data that was transmitted or ee®d. This could include security attritest
associated with #huserdat.

d) Basic: Anyidentified attempts tblock transmission of user data.

e) Detailed: The types and/orfetts of any detected mdiations of tansmitted user
data.
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Audit: FDP_UIT.2, FDP_UIT.3

The following eventshouldbe auditable iFAU_GEN Security auditdatagereration is inclued
in the AP/ST.

a) Minimal: The identity of any user or subjecing the data exchange mechanisms.

b) Minimal: Successful recoveryrom errors including theyype of error that was
detected.

c) Bast: The identity of any user or subject attempting to use the useextdtange
mechanismsput who is unauthoriseid do so.

d) Basic: A refeence to the names other indexing infamation uséul in identifying the
user data that was transreittor received. This could dtude curity attributes
associated with the esdata.

e) Basc: Any identified attempts to block transmissiofruserdata.

f) Detailed: The types and/or effects of any detected modifications of traatsunstr
data.

FDP_UIT.1 Data exchange integrity
Hierarchical to: No other components.

FDP_UIT.1.1 The TSF shal enforce the [assignment access control SFP(s) and/or
information flow control SFP(3] to be able to[selection transmit, receivguser
data in a manner protected fom [sekction: modification, deletion, insertion,
replay] errors.

FDP_UIT.1.2 The TSF shall be able todeter mine on receipt of user data,whether [selection:
modification, deletion, insertion, replay has occurred.

Dependencies: [FDP_ACC.1 Subset access contrpbr
FDP_IFC.1 Subset information flow control]
[FTP_ITC. 1 Inter-TSF trusted channel, a
FTP_TRP.1 Trusted path]

FDP_UIT.2 Source data exchange recovery
Hierarchical to: No other components.
FDP_UIT2.1 The TSF shal enforce the [assignment access control SFP(s) and/or

information flow control SFP(s) to be able to recover from [assignment: list of
recowerable errord with the help of the surce trustedIT product.
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Dependencies: [FDP_ACC.1 Subset accescontrol, or
FDP_IFC.1 Subset nformation flow control]
FDP_UIT.1 Dataexchange integrity
FTP_ITC.1 Inter-TSF trusted channel

FDP_UIT.3 Destination d ata exch ange recovery
Hierarchical to: FDP_UIT.2

FDP_UIT.3.1 The TSFshall enfoce the [assignmengaccess control SFP(s) and/or information
flow control SFP(J)to be able to recover from [assigant list of recoverable
errors] without any help from the source trusted IT product.

Dependencies: [FDP_ACC1 Subset aasss control, or

FDP_IFC1 Subset information flow control]
FDP_UIT1 Data exchange integrity
FTP_ITCL1 Inter-TSF trusted channel
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7 Class FIA: Identification and authentication

Families inthis classaddres the requirements for functions to establisd aerify a claimed user
identity.

Identificationand Authentication is required to ensure thaerssare assmated with the proper
securityattributes (e.g. identity, groups, roles, security or integrity levels).

The unambiguous identification authorised usersand the correc association of security
attributes with users and subgcts is critical tothe enforement of the intended seurity policies.
The families in this class ehl with determining and verifying the identity of users, determining
their authorityto interactwith the TOE, andvith the corect assoiation of security attributes for
each authorised user. Other classegs@ifirenents (e.g.User DataProtection, Seurity Audit) are
dependent upon correct identéition and authentication of users in ortiebeeffective.
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Identification and authentication

—{ FIA_AFL Authentication failures

—‘ FIA_ATD User attribute definition

—‘ FIA_SOS Specification of secrets

—‘ FIA_UAU User authentication

—‘ FIA_UID User identification

—‘ FIA_USB User-subject binding

Figure 7.1 - Identification and authentication class decomposition
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7.1 Authentication failures (FIA_AFL)

Family behaviour

This family contains requirements for defininglues for some number of unsuccessful
autrentication attempts and TSF actioimscases ofuthentcation attempt failures. &ameters
include, but are not limid to, the number of failed authenticatiaitempts and timehresholds.

Component levelling

FIA_AFL Authentication failures

FIA_AFL.1 requires that the TSF be able to termirtagesession establishment pessafter a
specified number of unsuccessful usawthentcation attempts. It also reqeg that, after
termination of thesessiorestablishment process, the TSFdixeto disable the user account or the
point of entry (e.g. workation) from whih the attempts were made ungh administator-defined
condition occurs.

Management: FIA_AFL.1

The followingactions could be considered fahe managemenrfunctiorsin FMT:
a) management of the threshold forsuccessfuhuthentietion attempts;

b) management of actions b@ taken in thevent of an authentication failure.
Audit: FIA_AFL.1

Thefollowing actions shoultle auditabléf FAU_GEN Secuity audit datageneration isncluded
in thePP/ST:

a) Minimal: the eaching of the threshold for the unsasful authentiation attemptsand
the actions (e.g. disabling of a terminal) talen ard the subsequent, if appropriate,
restoation to tle normal state (g. re-enabling o terminal).

FIA_AFL.1 Authentication failure handling
Hierarchical to: No other components.

FIA_AFL.1.1  The TSF shall detect when [assignmentiumbel] unsuccessful authentication
attempts occur related to [assignmenttist of authentication eents].

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
met or surpassed, the TSF shall [assignmeritst of actions].

Dependencies: FIA_UAU.1 Timing of authentication
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7.2 User attribute defini tion (FIA_ATD)

Family behaviour

All authorised users ray have a set of securigjtributes, other than the user’s identity, that idus
to enforce the TSP. This family defines the requirementss&wcating user scurity attributes
with users as needetb support th& SP.

Component levelling

FIA_ATD User attribute definition

FIA_ATD.1 User attribute definition, allows user security attributes foln @ser to be maintaed
individually.

Management: FIA_ATD.1

The following actions coulde considered fahe manageent functiorsin FMT:

a) if so indicated in the assignment, the authorised administrator might be able to define
additional securityttributes for users.

Audit: FIA_ATD.1

There ae no actions identified ta& should beauditable if FAU_GBEN Security audi data
genestion is included in th&®P/ST.

FIA_ATD.1 User attribute definition
Hierarchical to: No other components.

FIA_LATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individ ual users [assignment: list of security attrituteq.

Dependencies: No dependencies.
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7.3 Specification of secrets (F 1A_SOS)

Family behaviour

This family defines requaments for mechanisms that enforce defirquality metrics on provided
secrets andameratesecrets to satisfy the defined metric.

Component levelling

FIA_SOS Specification of secrets

FIA_SOS1 Verification of secrets requires the TSF wify that secrets met defined quality
metrics.

FIA_SOS2 TSF Generation of secrets requires the TSF tallbe to genate secrets that meet
defined quality metrics.

Management: FIA_SOS1

The followingactions could be considered fahe managemenrfunctiorsin FMT:
a) the mamgement of tk metric used twerify the ®crets.

Management: FIA_SOS2

The followingactions could be considered fahe managemenrfunctiorsin FMT:
a) the mamagement of tk metric used t@ererate thesecrets.

Audit: FIA_SOS.1,FIA_SOS.2

Thefollowing actions shoultle auditabléf FAU_GEN Secuity audit datageneration isncluded
in thePP/ST:

a) Minimal: Rejection by the TSF of any tested secret;
b) Basic: Rejection or acceptance b SF of any tesd secret;

c) Detailed: Identiftationof any changes tthe defined quality metrics.
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FIA_SOS.1 Verification of sec rets
Hierarchical to: No other components.

FIA_S0S.1.1 The TSF shall provide a mechanism to verify that secrets meet [assignmenta
defined quality metri¢.

Dependencies: No dependencies.

FIA_SOS.2 TSF Generation of secrets
Hierarchical to: No other components.

FIA_S0S.2.1 The TSF shall provide a mechanism to genmate secrets that met [assignment:
a defined qualiy metric].

FIA_S0S.22 The TSF shall be able to enfare the use of TSF enerated secrets for
[assignment list of TSF functiong.

Dependencies: No dependencies.

82



©ISO/IEC ISO/IEC 15408-2:1999(E)

7.4 User authentication (FIA_UAU)

Family behaviour

Thisfamily definesthetypes of user authenticationechanisms supped by the T8. Thisfamily
also defines threquired attributes on whighe user authentication mechanisms mustased

Component levelling

FIA_UAU User authentication

FIA_UAU.1 Timing of autlentication, allows a user to perform certactions prior to the
autrentication of theuser’s identity.

FIA_UAU.2 User autkentication before any actiomequires that wess autlenticate tlemselves
before any action willbe allowed by the TSF.

FIA_UAU.3 Unforgeable authentication, requires taehentcation mechanism to be able to
detectand prevent the use of au¢htication data tit has been forged or copied.

FIA_UAU.4 Single-use authentication mkanisms, equires an autntication mechanism that
operates with singluse authentationdat.

FIA_UAU.5 Multiple authentication meanisms, equires that different authentcation
mechanisms be provided and used to authetaticser identities for specifevents.

FIA_UAU.6 Re-autlenticating, requires thability to specify events for which the ersneads to
be re-authenticatl.

FIA_UAU.7 Protected authenttion feedback, require that only limitecefback information is
providedto the user durinthe authentication.

Management: FIA_ UAU.1

The followingactions could be considered fahe managemenrfunctiorsin FMT:

a) managementfahe authenticatindataby anadministator;
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b) management ofhe authenticationata by theassocateduser;
c) managing the lisbf actions thatcan be taken before the user is authengatat
Management: FIA_UAU.2
The following actions coulde considered fahe manageent functiorsin FMT:
a) management ofhe authenticationata by an administrator;
b) management ofhe authenticationatia by theuserassocitedwith this chta.
Management: FIA_UAU.3, FIA_UAU.4, FIA_UAU.7
There areno management activities &seen.
Management: FIA_UAU.5
The following actions coulbe considered fahe manageent functiorsin FMT:
a) the managment ofauthenticatia mechanisms;
b) the managment ofthe rules forauthentication.
Management: FIA_UAU.6

The following actions coule considered fahe manageent functiorsin FMT:

a) if an authorised administrator could requestauthentcation, the management
includes a re-authenticatiorquest.

Audit: FIA_UAU.1

Thefollowing actions showl be audital®if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Minimal: Unsucessful use of the awhtication mechanism;
b) Bast: All use of the authenticationeohanism;
c) Detailed:All TSF mediagdd actionsperforned before authentication ofehuser.

Audit: FIA_UAU.2

Thefollowing actions shouwl be auditat#if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Minimal: Unsucessful use of the awhtication mechanism;

b) Basic: All use of the authenticationeohanism.
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Audit: FIA_UAU.3

Thefollowing actions shoultle auditabléf FAU_GEN Secuity audit datageneration isncluded
in thePP/ST:

a) Minimal: Detection of fraudulent authentication aa;
b) Basic: All immediate measureskenand results of checks on étiraudulent data.

Audit: FIA_UAU .4

Thefollowing actions shoulte auditabléef FAU_GEN Secuity audi datageneration isncluded
in thePP/ST:

a) Minimal: Attempts toreuse authenticatio data.
Audit: FIA_UAU.5

Thefollowing actions shoultle auditabléf FAU_GEN Secuity audit datageneration isncluded
in thePP/ST:

a) Minimal: The final decision oauthentcation;
b) Basic: The resulof each activated mechanism together witthe final deision.

Audit: FIA_UAU.6

Thefollowing actions shoulte auditablef FAU_GEN Secuity audi datageneration isncluded
in thePP/ST:

a) Minimal: Failure of reauthentication;

b) Basic: All reauthentication attempts.
Audit: FIA_UAU.7

There are no audible events foreseen.

FIA_UAU.1 Timing of authentication
Hierarchical to: No other components.

FIA_UAU.1.1 The TSF shall allow [assignmentlist of TSF mediated etions] on behalf of the
user to ke performed before the user is authenticated.

FIA_LUAU.1.2 The TSF shall require each user to be successfully authenticated before
allowing any other T SF-mediated actions on behalf of that user.

Dependencies: FIA_UID. 1 Timing of identification
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FIA_UAU.2 User authentication before any action
Hierarchical to: FIA_UAU.1

FIA_UAU.2.1 The TSF shall require each user to be successfullyestitdhted before allowing
any aher TSF-mediaed adions on behalf of that user.

Dependencies: FIA_UID.1 Timing of identiication

FIA_UAU.3 Unforgeable authentication
Hierarchical to: No other components.

FIA_UAU.3.1 The TSF shall [seletion: detect, prevetuse of aithentication data that has
been forged by any user of the TSF.

FIA_UAU.3.2 The TSF shall [seletion: detect, preventuse of aithentication data that has
been copied from anyother user of the TSF.

Dependencies: No dependencies.

FIA_UAU.4 Single-use auth entication mech anisms
Hierarchical to: No other components.

FIA_UAU.4.1 The TSF shall preventreuse of authentication data related to [assignment:
identified authenticationmechanisn(s)].

Dependencies: No dependencies.

FIA_UAU.5 Multipl e authentication mechanisms
Hierarchical to: No other components.

FIA_UAU.5.1 The TSF shall provide [assignmentlist of multiple autkentication mechanismp
to support user authentication.

FIA_UAU5.2 The TSF shall authenticate anyuser’'s claimed identity according to the
[assignment: rules describing howthe multiple authentication mechanisms
provide authentication.

Dependencies: No dependencies.
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FIA_UAU.6 Re-authenticating
Hierarchical to: No other components.

FIA_UAU.6.1 The TSF shal re-authenticate theuser underthe conditions [assignment:list
of conditions under wheh re-authentication is required].

Dependencies: No dependencies.

FIA_UAU.7 Protected authentic ation feedback
Hierarchical to: No other components.

FIA_UAU.7.1 The TSF shall provide only [assignmentlist of feedback to the user while the
authentication isin progress.

Dependencies: FIA_UAU. 1 Timing of authentication
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7.5 User identification (FIA_UID)

Family behaviour

This family defines the conditions under which users shall be required to identify themselves
before performing any other actions that are to be nmeediat the TSF and which require user
identification.

Component levelling

FIA_UID User identification

FIA_UID.1 Timing of identification, allows uses to perfom certain actions before being
identified by the TSF.

FIA_UID.2 User identification before any action, requiraetthsers identify tamsehes before
ary action will be allowe by the TSF.

Management: FIA_UID.1
The following actions coulde considered fahe manageent functiorsin FMT:

a) themanagmentof the ugr identities;

b) if an authorised administrator can changesditteonsallowed before identification, the
managing of tle action lists.

Management: FIA_UID.2

The following actions coulde considered fahe manageent functiorsin FMT:
a) themanagmentof the ugr identities.

Audit: FIA_UID.1,FIA_UID.2

Thefollowing actions shouwl be auditat#if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Minimal: Unsuccessful use dfie use identification mechanism, including thuser
identity provided,;

b) Basc: All use of the user ihtification mechanism, including the user identity
provided.
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FIA_UID.1 Timing of identification
Hierarchical to: No other components.

FIA_UID.1.1  TheTSF shall allow [assigment: list of TSF-mediated actionjson behalfof the
user to ke performed before the user is identified.

FIA_UID.1.2 The TSF shallrequire each user to be succesfully identified before allowing
any other TSF-mediated actions on behalf of that user.

Dependencies: No dependencies.

FIA_UID.2 User identification before any action
Hierarchical to: FIA_UID.1

FIA_UID.2.1  The TSF shall requireaeh user to identify itself before allowiragy ather TSF-
mediated actionson behalf of tht user.

Dependencies: No dependencies.
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7.6 User-subject b inding (FIA_USB)

Family behaviour

An authenticated user, in order to use the TOE, typicatlyades a subject. Thaser’s seurity
attributes are associated (totally or partially) with this sttbjehisfamily definesrequirements to
create and maintain tk association of thuser’s secunjt attributes ta subjet acting on the user’s
behalf.

Component levelling

FIA_USB User-subject binding

FIA_USB.1 User-subject binding requires the maintenance of arciaisn between the user’'s
security attributes and a subject actioig the user'®ehalf.

Management: FIA_USB.1

The following actions coulde considered fahe manageent functiorsin FMT:

a) an authoriseddministratoican define defaultsubjectsecurity attributes.
Audit: FIA_USB.1

Thefollowing actions showl be audital®if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Minimal: Unsuccessful binding of user security attributes to a sufgey. ceation of
a subject).

b) Basc: Success andaifure of binding of user security attributes to a subject (e.qg.
success and failure to creatsubject).

FIA_USB.1 User-subject binding
Hierarchical to: No other components.

FIA_USB.1.1 The TSF shall associate the appropriate user security attributes with subjects
acting on behalf ofthat user.

Dependencies: FIA_ATD .1 Userattribute definition
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8 Class FMT: Security management

This class is irdnded to specify the amagement ofeveral aspestof the TSF: securitgttributes,
TSF data and functions. The different ragement roles and tlrdnteraction, such as separation
of capability, carbe speified.

This class bs several obpives:
a) management of TiSdata, which include, foexample panners;

b) management ofesurity attributes, which iclude, for example, the Access Control
Lists, and Capability Lists;

c) management of functions of the TSF, which includes, for examplegldgetian of
functions, and ruws or conditonsinfluencing the behanour of the TSF;

d) definition of securityroles.
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Security management

—{ FMT_MOF Management of functions in TSF

—‘ FMT_MSA Management of security attributes

4‘ FMT_MTD Management of TSF data

FMT_REV Revocation

FMT_SAE Security attribute expiration

-— FMT_SMR Security management roles

Figure8.1 - Seurity management class decomposition
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8.1 Management of funct ions in TSF (FMT_MOF)

Family behaviour

This family allowsauthorised uses control over the managent of functions in the TSF.
Examples of functions in te TSF irclude tre audit functiors and tke multiple authentcation
functions.

Component levelling

FMT_MOF Management of functions in TSF

FMT_MOF.1 Management of security functionshaviour allows the authorised users (roles) to
marege the behaviour of functions in the TSF tha¢ udes or have specdi conditions that may
be manageable.
Management: FMT_MOF.1
The followingactions could be considered fahe managemerfunctiorsin FMT Management:

a) managinghe groupof roles that caninteract with the functiorsin the TSF;

Audit: FMT_MOF.1

Thefollowing actions shoulte auditabléef FAU_GEN Secuity audi datageneration isncluded
in thePP / ST:

a) Basic: All modificationsin the behaviour of the fations in tre TSF.

FMT_MOF. 1 Management of security functions behaviour
Hierarchical to: No other components.
FMT_MOF.11 The TSF shall restrict the ability to [selection: detemine the behaviar of,

disable, enablemodify the behaviour dfthe functions [assignment:list of
functions] to [assgnment: the authorised identified rolels

Dependencies: FMT_SMR.1 Security roles
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8.2 Management of security at tributes (FMT_MSA)

Family behaviour

This family allows authorised uses control over te managment of security attributes.This
managemenmnight include capabilitefor viewing andmodifying of security attribus.

Component levelling

FMT_MSA Management of security attributes

FMT_MSA.1 Managment of securityattributes allowsauthorised users (roles) to nege the
specified securitgttributes.

FMT_MSA.2 Secure ecurity attributes enses that \alues assiged to security attribas are
valid with respecto the secure ate.

FMT_MSA.3 Static attributenitialisation ensures #h the deéult values of secury attributes are
appropriately eithepermissive or restrictive in nature.

Management: FMT_MSA.1

The following actions coultie considered fahe manageent functiorsin FMT Management:

a) managing the group of roles tharcinteraciwith the security attribes.
Management: FMT_MSA.2
There areno additional management actiegiforeseen for this component.
Management: FMT_MSA.3

The following actions coultie considered fahe manageent functiorsin FMT Management:
a) managing the group of roles tharcspeify initial values;

b) managing the prmissive or restrictive setting of default values fogiaen access
control SFP

Audit: FMT_MSA.1

Thefollowing actions shouwl be auditat#if FAU_GEN Security audit datagenerationsincluded
in the AP/ ST:
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a) Basic: All modificationsof the \alues of security attributes.

Audit: FMT_MSA.2

Thefollowing actions shoultle auditabléf FAU_GEN Secuity audit datageneration isncluded
in thePP / ST:

a) Minimal: All offered ard rejected valuefor asecurityattribute;

b) Detailed: All offered and accepted secuakies for a security attribet
Audit: FMT_MSA.3

Thefollowing actions shoulte auditabléef FAU_GEN Secuity audi datageneration isncluded
in thePP / ST:

a) Basic: Modifications of thelefault setting of permissive cestrictive rules.

b) Basic: All modificationsof the initialvalues of scurity attributes.

FMT_MSA. 1 Management of security att ributes
Hierarchical to: No other components.

FMT_MSA.1.1 The TSF shall enforce the [assignmentaccess control SFP, information flow
control SFH to restrict the ability to [seletion: change_default, query, modify,
delete [assignment: other operationy the security attributes [assignment:list
of security attributesto [assignment the authorised identified rolg.

Dependencies: [FDP_ACC.1 Subset accescontrol or
FDP_IFC.1 Subset nformation flow control]
FMT_SMR.1 Security roles

FMT_MSA. 2 Secure security attributes
Hierarchical to: No other components.

FMT_MSA.2.1 The TSF shall ensure that only secure values are accepted for security
attributes.
Dependencies: ADV_SPM.1 Informal TOE security policy model
[FDP_ACC.1 Subset access contrar
FDP_IFC.1 Subset nformation flow control]
FMT_MSA.1 Management ofsecurity attributes
FMT_SMR.1 Security roles
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FMT_M SA.3 Static attribut e initialisation
Hierarchical to: No other components.

FMT_MSA.3.1 The TSF shallenforce the [assignnent: access control SFP, information flow
control SFH to provide [seletion: restrictive, permissive, other propejty
default values for security attibutes thatare usal to enforcethe SFP.

FMT_MSA.3.2 The TSF shall allow the [assignmentthe authorised identified roks] to specify
alternative initial values tooverride the default values when an object or
information is created.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
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8.3 Management of TSF data (FMT_MTD)

Family behaviour

This familyallows authorised users (roleg)ntrol over the managnent of TSF data. Examples of
TSF data include audit information, clock, system configuration anet iBF configuration
parameers.

Component levelling

FMT_MTD Management of TSF data

FMT_MTD.1 Management of TSF data allows authorised users to manage TSF data.

FMT_MTD.2 Management of limits on TSF dagpecifies thection to be taken if limits on TSF
data are reched orexceeded.

FMT_MTD.3 Secure TSF dat&nsures that valuessigned to TSF datare valid with resgct to
the secure gte.

Management: FMT_MTD.1

The followingactions could be considered fahe managemerfunctiorsin FMT Management:

a) managinghe goup of roles that camteractwith the TSF data.
Management: FMT_MTD.2

The followingactions could be considered fahe managemeriunctiorsin FMT Management:

a) managinghe goup of roles that camteractwith the limitson the T data.
Management: FMT_MTD.3
There are no additional managem activities foreseen for this component.
Audit: FMT_MTD.1

Thefollowing actions shoulte auditabléef FAU_GEN Secuity audi datageneration isncluded
in thePP / ST:

a) Basic: All modificationsto the values of TiSdat.
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Audit: FMT_MTD.2

Thefollowing actions shouwl be auditat#if FAU_GEN Security audit datagenerationsincluded
in the AP/ ST:

a) Basc: All modifications tothe limitson TSFdat;
b) Bast: All modifications inthe a&tions to bedkenin case of violatiorof the limits.

Audit: FMT_MTD.3

Thefollowing actions showl be audital®#if FAU_GEN Security audit datagenerationsincluded
in the AP/ ST:

a) Minimal: All rejected values of SF data.

FMT_MTD. 1 Management of TSF data
Hierarchical to: No other components.

FMT_MTD.1.1 The TSF shallrestrict the ability to [selection change_default, query modify,
delete, clear[assignment other operationy the [assignment list of TSF datd
to [assgnment: the authorised identified roleq.

Dependencies: FMT_SMR.1 Security roles

FMT_MTD. 2 Management of limits on TSF data
Hierarchical to: No other components.

FMT_MTD.2.1 The TSF shallrestrict the speciftation of the limits for [assignment list of TSF
data] to [assignmant: the authorised identified rolg].

FMT_MTD.22 The TSF shall take the following actions, if the TSF data are aty @xceed, the
indicated limits: [assignment: actions tobe taker.

Dependencies: FMT_M TD.1 Management of T SF data
FMT_SMR.1 Security roles

FMT_MTD. 3 Secure TSF data
Hierarchical to: No other components.

FMT_MTD.3.1 The TSF shall ensure that only secure values are accepted for TSF data.

Dependencies: ADV_SPM.1 Informal TOE security policy model
FMT_MTD. 1 Management of TF data
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8.4 Revocation (FMT_REV)

Family behaviour
This family addressesevocationof security attributes fora variety of entities within a TOE.

Component levelling

FMT_REV Revocation 1

FMT_REV.J1 Revocation provides for reeation of security attributes to be enforcatdsome
point in time.

Management: FMT_REV.1

The followingactions could be considered fahe managemenrfunctiorsin FMT Management:
a) managinghe goup of roles that camvokerevocation 6 secuity attributes;

b) managing the lists of users, sedif, objects and other resources for which cation
is possible;

c) managing threvocatiornrules.

Audit: FMT_REV.1

Thefollowing actions shoulte auditabléef FAU_GEN Secuity audi datageneration isncluded
in thePP / ST:

a) Minimal: Unsuccessfulevocation of security attributes;

b) Basic: All attempts toevoke security attribes.

FMT_REV.1 Revocation
Hierarchical to: No other components.
FMT_REV.1.1 The TSF shallresrict the ability to revoke scurity attributes associated with

the [seletion: users, subjectspbjects, otheradditional resoures|] within the
TSC to [assignment the authorised identified roleg.

FMT_REV.1.2 The TSF shall enfor@ the rules [assignmentspecification of revocation ruleg.

Dependencies: FMT_SMR.1 Security roles
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8.5 Security attribute expiration (FMT_SAE)

Family behaviour
This family addessesthe capabilityto enforce time limits for the validity of security attributes.

Component levelling

FMT_SAE Security attribute expiration

FMT_SAE1 Time-limited authorisation provides the ehpity for an authorised user to specify
an expiration time on seified security attributes.

Management: FMT_SAE.1

The following actions coultle considered fahe manageent functiorsin FMT Management:
a) managing the lisof security attibutesfor which expration is to be supported,;

b) theactions to bedken ifthe expiration tire has passed.
Audit: FMT_SAE.1

The following actions should be auditédFAU Security Audit is included in thBP/ST:
a) Basc: Specification othe expiration time for aattribute;

b) Basic:Action takenr due to attibute expration.

FMT_SAE.1 Time-limited authorisation
Hierarchical to: No other components.

FMT_SAE11 The TSF shall restrict the capability to speify an expiration time for
[assignment list of security attributes forwhich expiration is to be supportd to
[assignment:the authorised identified rolg].

FMT_SAE12 For each of these security attributes, the TSF shall be able to [assignmelist
of actions to beaakenfor each security attribud] after the expiration time for the
indicated security attri bute has passed.

Dependencies: FMT_SMR.1 Security roles
FPT_STM.1 Reliable time stamps
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8.6 Security management roles (FMT_SMR)

Family behaviour

This family is interded to control the asggnment of different ples b users The capabilities of
these rads with respectto securitymanagemengre descriled in the other families ihis class.

Component levelling

FMT_SMR Security management roles

FMT_SMRJ1 Security roles specifies theles withresgect to security that the T’Srecognises.

FMT_SMRZ2 Restrictions orsecurity roles specifies that additionto the speification of the
roles, there areules that control theelationship between éroles.

FMT_SMR23 Assuming roésrequires that an expliaiequests given to the TSF to assume arole.
Management: FMT_SMR.1
The followingactions could be considered fahe managemeriunctiorsin FMT Management:
a) managinghe goup of uses thatare pat of a role.
Management: FMT_SMR.2
The followingactions could be considered fahe managemerfunctionrsin FMT Management:

a) managinghe goup of uses thatare pat of a role;

b) managinghe conditions t& the roles mustatisfy.
Management: FMT_SMR.3
There are no additional managem activities foreseen for this component.
Audit: FMT_SMR.1

Thefollowing actions shoulte auditabléf FAU_GEN Secuity audit datageneration isncluded
in thePP / ST:

a) Minimal: modificationsto the group of users that are part of a role;

b) Detailed: every use of the rightsafole.
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Audit: FMT_SMR.2

Thefollowing actions shouwl be auditat#if FAU_GEN Security audit datagenerationsincluded
in the AP/ ST:

a) Minimal: modificationsto thegroup of users thatre pat of a role;
b) Minimal: unsuccedsil attemptdo use a role dudo the given conditions on thieles;
c) Detailed:every useof the rights of a role.

Audit: FMT_SMR.3

Thefollowing actions showl be audital®if FAU_GEN Security audit datagenerationsincluded
in the AP/ ST:

a) Minimal: explicit request tassume a role.

FMT_SMR.1 Security roles
Hierarchical to: No other components.

FMT_SMR.1.1 The TSF shall maintain the roles[assignment:the authorised identikd roleq.
FMT_SMR.1.2 The TSF shall be able toassociate users with roles.

Dependencies: FIA_UID. 1 Timin g of identification

FMT_SMR.2 Restrictions on security roles
Hierarchical to: FMT_SMR.1

FMT_SMR.2.1 The TS shallmaintain theoles: [assignmenthe authorised identified roled.
FMT_SMR.2.2 The T3 shallbe able ® associate users witoles.

FMT_SMR.23 The TSF shall ensure that the conditions [assignmentconditions for the
different roleq are satisfied.

Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.3 Assuming roles
Hierarchical to: No other components.

FMT_SMR.3.1 The TSF shall require an explicit request to assume the followingroles:
[assignment the roleg.
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Dependencies: FMT_SMR.1 Security roles
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9 Class FPR: Privacy

This class contains privay requirements. Thesequirements providea ugr protection against
discovery and misusa identity by other users.

Privacy

4{ FPR_ANO Anonymity

FPR_PSE Pseudonymity

|

—{ FPR_UNL Unlinkability

4{ FPR_UNO Unobservability

Figure9.1 - Privacy class decomposition
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9.1 Anonymity (FPR_AN O)

Family behaviour

This family ensures that a useragnuse a resoae or servicavithout disclosing the user’s identity.
The requirements for Anonymity provide protection of the user identity. Anonymity is noteédtend
to protect thesubject identity.

Component levelling

FPR_ANO Anonymity

FPR_ANO1 Anonymity requires that oén users or subjestireunable to dermine theidentity
of a use bourd to a subject copeaation.

FPR_ANO2 Anonymity without soliciting information enhanes the requirements of
FPR_ANO.1 by ensuring that the F8oes notisk for the user identity.

Management: FPR_ANQ1, FPR_ANO.2
There areno management activities &seen for thse comporents.
Audit: FPR_ANO.1, FPR_ANQ

The following actions shall be auditable if FAU_ESecurity auditdatagereration is inclued
in the AP/ ST:

a) Minimal: The invocation of the anonymitgechanism.

FPR_ANO.1 Anonymity
Hierarchical to: No other components.
FPR_ANO.1.1 The TSF shall ensure that [assignmentet of users and/or subjedtare unable

to determine the real wser name bound to [assignmentlist of subjects and/or
operations and/or objects

Dependencies: No dependencies.
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FPR_ANO.2 Anonymity without soliciting information
Hierarchical to: FPR_ANO.1

FPR_ANO.2.1 The TSF shall ensure that [assignmesd: of uses and/@ subjectsare unable to
determine thereal user name bound to [assignmeligt of subjects and/or
operations and/or olkegtg.

FPR_ANO.2.2 The TSF shall provide [assignment:list of servicep to [assignment list of
subject$ without soliciting any referenceto the realusername.

Dependencies: No dependencies.
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9.2 Pseudonymity (FPR_PSE)

Family behaviour

This family ensures that a user may use a resource or service without disclosing its user identity,
but can stilbe accountable for shuse.

Component levelling

FPR_PSE Pseudonymity

FPR_PSEL Pseudonymityequires tht a setof users and/or subjexdre unabléo determine the
identity of a user bound to a subject or operation, but that this user is still accountabletionss a

FPR_PSE2 Reversible paudonymity equires the TS to provide a capability to determine the
original user iéntity basedn a providedlias.

FPR_PSE Alias pseudonymity requires tA&F to follow certain construction rules for the alias
to the user identity.

Management: FPR_FSE.1, FPR PSE.2, FPR_PSE.3
There aren0 management activities &seen for thse comporents.
Audit: FPR_PSEL, FPR_FE.2, FPR PSE.3

The following actions shall be auditable if FAU_RESecurity auditdatagereration is inclued
in the AP/ ST:

a) Minimal: The subject/user that requestesolution of the user identiy should be
audied.

FPR_PSE.1 Pseudonymity
Hierarchical to: No other components.

FPR_PSE1.1 The TSF shall ensure that [assignmentet of users and/or subjegdtare unable
to determine the real wser name bound to [assignmentlist of subjects and/or
operations and/or objecfs

FPR_PSE1.2 The TSF shall be able to povide [assignment number of alisseq aliases of the
real user naneto [assignment:list of subject}

FPR_PSE1.3 The TSF shall[selection: determine an alias for aiser, acept thealias from the
usea] and verify that it conforms to the [assignment:alias metrig.
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Dependencies: No dependencies.

FPR_PSE2 Reversible pseudonymity
Hierarchical to: FPR_PSEL

FPR_PSE.2.1 The TSF shll ensure thia[assignmentset of users and/or subjeftse unable to
determine thereal user name bound to [assignmeligt of subjects and/or
operationsand/or obgctg.

FPR_PSE.2.2 The TSF shall beble to provide [assignmentumber of aliasdsaliases of the real
user nameto [assignmentlist of subjectp

FPR_PSE.2.3 The TSF shall [selectiometermine an alias for a user, accept di@s from the
user] and verifythat it conformgo the pssignmentalias metic].

FPR_PSE.2.4 The TSF shall provide [sedction: an authorised user,[assignment list of trusted
subject$] a capability to determine the user identity based on the provided
alias only underthe following [assignment:list of condtions).

Dependencies: FIA_UID. 1 Timing of identification

FPR_PSE3 Alias pseudonymity
Hierarchical to: FPR_PSEL

FPR_PSE.3.1 The TSF shll ensure thia[assignmentset of users and/or subjeLtse unable to
determine thereal user name bound to [assignmeligt of subjects and/or
operationsand/or obgctg.

FPR_PSE.3.2 The TSF shall beble to provide [assignmentumber of aliasdsaliases of the real
user nameto [assignmentlist of subjectp

FPR_PSE.3.3 The TSF shall [selectiometermine an alias for a user, accept di@s from the
user] and verifythat it conformgo the pssignmentalias metic].

FPR_PSE.3.4 The TSF shall provide an alias tothe real user name which shall bedentical
to an alias provided previously wunder the following [assignment: list of
conditions] otherwise the alias provided shal be unrelated to previously
provided aliases.

Dependencies: No dependencies.
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9.3 Unlinkability (FPR_UNL)

Family behaviour

This family ensures that a usenay make multipleuses of resources servies without others
being able to linkhese usetogether.

Component levelling

FPR_UNL Unlinkability

FPR_UNL1 Unlinkability requires that users and/or subjects are unable to determine whether the
sameuser @ausedcertainspecifc opewtionsin thesystem.

Management: FPR_UNL.1

The following actions coulde considered fahe manageent functiorsin FMT:

a) themanagmentof the unlinkability function.
Audit: FPR_UNL.1

The following actions shall be auditable if FAU_ESecurity auditdatagereration is inclued
in the AP/ ST:

a) Minimal: The invocation of the unlinkability meahism.

FPR_UNL.1 Unlinkability
Hierarchical to: No other components.
FPR_UNL.1.1 The TSF shall ensure that [assignmentet of users and/or subjegtare unable

to determine whether [assignment: list of operation$ [selection: were cased by
the sanme user, are related as follove [assignment:list of relationg]].

Dependencies: No dependencies.
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9.4 Unobservabi lity (FPR_UNO)

Family behaviour

This family ensures that a user may use a resowr servicewithout othersespecially third
parties, beingable to observe that the resour@eservice is Bing used.

Component levelling

FPR_UNO Unobservability

FPR_UNOL1 Unobservability reques that users and/or subjeceniot deérmine whether an
operation is beingerformed.

FPR_UNO?2 Allocation of information imgcting unobservabilityrequires that taTSF provide
specific mechanisms to avoid the coedration of privacy related information within the TOE.
Such concentrations might irag unobservabilityf a securitycompromise occurs.

FPR_UNO3 Unobservabilitywithout soliciting information requés that the TSFdoes not try to
obtain privacy relad information that mighibe used t@ompromise unolesvability.

FPR_UNO4 Authorised uer observability requires the TSF to provide one or more authorised
useas with acapability to obsemvthe usage foresouices and/or sevices.

Management: FPR_UNO.1, PR_UNO.2

The followingactions could be considered fahe managemenrfunctiorsin FMT:

a) the mamgement of tk behaviour of the unobsrability function.
Management: FPR_UNO.3
There are no ranagement activiéis foreseen for these components.
Management: FPR_UNO.4

The followingactions could be considered fahe managemeriunctionsin FMT:

a) the list of authorised users that agpable of determining thecourerce of operations.
Audit: FPR_UNO.1FPR_UNO.2

Thefollowing actions shoulte auditablef FAU_GEN Secuity audi datageneration isncluded
in thePP / ST:
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a) Minimal: The invocation of the unobwability mechanism.
Audit: FPR_INO.3

There are no actions identifiedthat should be auditablif FAU_GEN Security Audit Data
Genestion is included in th@P/ST.

Audit: FPR_WNO.4

Thefollowing actions showl be audital®if FAU_GEN Security audit datagenerationsincluded
in the AP/ ST:

a) Minimal: The obseration of the use of aesource or service by user or subg.

FPR_UNO.1 Unobservability
Hierarchical to: No other components.

FPR_UNO.1.1 The TSF shal ensure that[assignment list of users and/or subjectkare unable
to obsenethe operation [assignmentlist of operation$ on [assignment list of
object§ by [assignment:list of protected usesyand/or subject].

Dependencies: No dependencies.

FPR_UNO.2 Allocation of information impacting unobservability
Hierarchical to: FPR_UNO.1

FPR_UNO.2.1 The TSF shall ensure that [assignmdiat of usrs and/or subjed are urable to
obseve the operation [assignmerlist of operatios] on [assignmentlist of
objectd by [assignmentlist of protected users and/or subjdcts

FPR_UNO.2.2 The TSF shall allocate the [assignment: unobservability related informatioh
among different parts of the TOE such that the following conditiors hold
during the lif etime of the information: [assignment: list of condtions].

Dependencies: No dependencies.

FPR_UNO.3 Unobservability without soliciting information
Hierarchical to: No other components.
FPR_UNO.3.1 The TSF shall provide [assignmentlist of servies] to [assignment: list of

subject$ without soliciting any reference to [assignment:privacy relaed
information].

Dependencies: FPR_UNO.1 Unobservability

112



©ISO/IEC ISO/IEC 15408-2:1999(E)

FPR_UNOA4 Authorised user observability
Hierarchical to: No other components.

FPR_UNO.4.1 The TSF shall grovide [assignnent: set ofauthorised userkwith the capability
to observe the usage of [assigrent: list of resource and/or servicep

Dependencies: No dependencies.
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10 Class FPT: Protection of the TSF

This class comrins families of functionatlequirements that relate to the integatd managment

of the nechanisms that provide the TSF (independent of TSEi#&g® and to the integrity of TSF
data (independent of the specific contents of the TSB).dat some sense, families in thisss

may appear to duplicate components in the FDP (User da&tpn) class; they may even be
implemented using the same e¢hanisms. However, FDP focuses on user data protection, while
FPT focuses on TSF data pection. In fact, components from the FPT class aeeessary to
provide requiremesthat theSFRsin the TOE cannotdétampered with or bypasd.

From the point ofriew of this class, therare three significart portiors for the TSF:

a) The TSF'sabstract machinewhichis the vrtual or physcal mechine upon withthe
specific TSF implementation undewvaluationexecutes.

b) The TSF'smplenentation, which executes on the abstract machine andemmghts
the mechanisms that enforce FSP.

c) The TSFsdata, which are the administrative dasaks that guide the enfeement of
the TSP.
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Protection of the TSF

FPT_AMT Underlying abstract machine test 1

FPT_FLS Fail secure 1

FPT_ITA Availability of exported TSF data

FPT_ITC Confidentiality of exported TSF data

FPT_ITI Integrity of exported TSF data

FPT_ITT Internal TOE TSF data transfer

I

FPT_PHP TSF physical protection

FPT_RCV Trusted recovery 1 2 3

Figure 10.1 - Protection of the TSF clas decomposition
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‘ Protection of the TSF ‘

A

FPT_RPL Replay detection

FPT_RVM Reference mediation

FPT_SEP Domain separation

]
]

FPT_SSP State synchrony protocol

]

FPT_STM Time stamps

I

FPT_TDC Inter-TSF TSF data consistency

FPT_TRC Internal TOE TSF data replication
consistency

S B B R E E E

FPT_TST TSF self test

Figure 10.2 - Protection of the TSF clas decomposition(Cont.)

117



ISO/IEC 15408-2:1999(E) ©ISO/IEC

10.1 Underlying abstract machine test (FPT_AMT)

Family behaviour

This family defines requirements for the TSF to perform testing emahstete the seurity
assumptions made about the underlying abstraachine upon which the TSHlies. This
“abstrat” machine could be a hardware/firmwapéatform, orit could be some known and
asessal hardware/software combinatiactingas avirtual machine.

Component levelling

FPT_AMT Underlying abstract machinetest —— 1

FPT_AMT.1 Abstract machine testing, provides for testing of the underlying abstract machine.
Management: FPT_AMT.1

The following actions coule considered fahe manageent functiorsin FMT:

a) management of the conditions under wahiabstract rachine test occurs, such as
during initial start-up, regular intealy or underspecified conditions;

b) management ofhe time interval ifappropriate.
Audit: FPT_AMT.1

The following actions should bauditedif FAU_GEN Securityaudit data gemation is included
in the AP/ST:

a) Basc: Executionof the tests of thenderlying nachine and the resglof the ests.

FPT_AMT.1 Abstract machin e testing

Hierarchical to: No other components.

FPT_AMT.1.1 The TSF shall run a suite of tests [selectiorduring initial start-up, periodcally
during norma operation, at the request of an authorised user, other condispn

to demonstrate the corect operation of the security assmptions provided by
the abstract machine that underlies tle TSF.

Dependencies: No dependencies.

118



©ISO/IEC ISO/IEC 15408-2:1999(E)

10.2 Fail secure (FPT_FLS)

Family behaviour

The requirements of this family ensure that T@E will not violate its TSP in thevent of
identified caiegories of failurgin the TSF.

Component levelling

FPT_FLS Fail secure

This familyconsists of only one component, FPT_FL &ailure withpreservation ofecure state,
which requires that th@ SF preserve a secustate in the facef the identified failues.

Management: FPT_FLS.1
There are no ranagement activiés foreseen.
Audit: FPT_FLS.1

The followingactionsshould be audited if FAU_Q¥ Security audit data generation iluded
in thePP/ST:

a) Basic: Failure of the TSF.

FPT_FLS.1 Failur e with prese rvation of secure st ate
Hierarchical to: No other components.

FPT_FLS.1.1 The TSF shall preserve a secure state wdm the following types of failur es
occur: [assignment:list of types ofailures in the TSH.

Dependencies: ADV_SPM.1 Informal TOE security policy model
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10.3 Availability of exported TSF data (FPT_ITA)

Family behaviour

Thisfamily defines theules fa theprevention 6loss of availability of TE data movingetween
the TSFand a remote trustl IT product. This data could, for ample, be TSF critical data sth
as passwaods keys, audit dataor TSF executal# code.

Component levelling

FPT_ITA Availability of exported TSF data

This family consists foonly one component, FPT_ITA Inter-TSF availability within a diéned
availability metric. This componentequires that theTSF ensug, to an identified dege of
probability, the availability o SF data provided to a remote trust&gproduct.

Management: FPT_ITA1

The following actions coule considered fahe manageent functiorsin FMT:

a) managementfahe listof types & TSF data that must be availalitea remoterusted
IT product.

Audit: FPT_ITA.1

Thefollowing actions shoul be auditat#if FAU_GEN Security audit datagenerationsincluded
in the AP/ ST:

a) Minimal: the absence of TSF data wheequired bya TOE.

FPT _ITA.1 Inter-TSF availability within a defined availability metric
Hierarchical to: No other components.

FPT_ITA.1.1 The TSF shall ensue the availability of [assignnent: list of types of TSFKdatd]
provided to a remote trusted IT product within [assignment: a defined
availability metric] given the following conditiors [assignment: conditions to
ensure availability.

Dependencies: No dependencies.
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10.4 Confidentia lity of exported TSF data (FPT_ITC)

Family behaviour

This family defines the rules for the protection from unauthorised disclosure of TSF data during
transmission &ween the TS and a remote truad IT product. This data could, for example, be
TSFcritical data such spasswordskeys, audit datagr TSF exeutable code.

Component levelling

FPT_ITC Confidentiality of exported TSF data

This family consists of only one component, FPTCIT Inter-TSF confidenglity during
transmission, which requires that the TSF ensure that data tradsbetiveen the TSF and a
remotetrustedl T product is protecteddm disclosue while in transit.

Management: FPT_ITC.1

There are no ranagement activiés foreseen.

Audit: FPT_ITC.1

There are no ations identified tha should beauditabke if FAU_GEN Security audit data
generation is includeth the PP/ST.

FPT _ITC.1 Inter-TSF confidentiality during transmission
Hierarchical to: No other components.

FPT_ITC.1.1 The TSF shall protect all TSF data transmitted from the TSF to a remote
trusted IT product from unauthorised disclosure during transmission.

Dependencies: No dependencies.
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10.5 Integrity of expor ted TSF data (FPT_ITI)

Family behaviour

This family defines the rules fdhe proection, from unauthorised modiftion, of TSF data
during transmission between thé&H and aremote trusted IT neduct. This data could, for
example, be TScritical data suchspasswords, keys, audit data TSF executableode.

Component levelling

FPT_ITI Integrity of exported TSF data

FPT_ITI1 Inter-TSF atection of modification, provides ttability to detect modification of TSF
dataduring transmission between the TSk arremote trustkl T product,under theassumption
that theremote trusted I'productis cognisant of the mechanism ugd.

FPT_ITI2 Inter-TSF detction and correction of modification, provides Hiality for the remote
trusted IT product not only to det modification, but to correct modified TSF data under the
assumption that theemotetrustedIT product is cognisant ofhe mechanis used.

Management: FPT_ITI.1
There aren0 management activities &seen.
Management: FPT_ITI.2

The following actions coule considered fahe manageent functiorsin FMT:

a) managementfahe types off SF data that the TSF shoulgtto corect if modified in
transit;

b) management ofhe types ofaction tha the TSF coud take if TSF data ismodified in
transit.

Audit: FPT_ITI.1

Thefollowing actions showl be audital®#if FAU_GEN Security audit datagenerationsincluded
in the AP/ ST:

a) Minimal: the detectio of modification of transmittel TSF data.
b) Bast: the actiontaken upordetction of modification of transmitted TSEat.

Audit: FPT_ITI.2

Thefollowing actions shoul be auditat#if FAU_GEN Security audit datagenerationsincluded
in the AP/ ST:

a) Minimal: the detectio of modification of transmittel TSF data;

122



©ISO/IEC

ISO/IEC 15408-2:1999(E)

b) Basic: the action taken uporetéction of modification of transmitted TSFktd.

c) Basic: the usef the correction mechanism.

FPT_ITI1

Inter-TSF detection of modification

Hierarchical to: No other components.

FPT_ITI.11

FPT_ITI.1.2

The TSF shall provide the capability to detect modification of all TSF data
during transmission between the TSF and a remote trustie T product wit hin
the following metric: [assigiment: a definedmodification metrid.

The TSF shall provide thecapability to verify the integrity of all TSF data
transmitted between the TSF and a remote trusid IT product and perform
[assignment action to be takehif modifi cations are detected.

Dependencies: No dependencies.

FPT_ITI.2

Inter-TSF detection and correction of modification

Hierarchical to: FPT_ITI.1

FPT_ITI.2.1

FPT_ITI.2.2

FPT_ITI.2.3

The TSF shall provide theapability to detet modification of all TSF data during
transmission &ween the TSF and a remote trusted IT pobelithin the following
metric: [assignment:a defined modification metrjc

The TSF shall proviel the capability to verifythe integrity ofall TSF data
transmitted beteen the TSF and a remote tredstIT product and perform
[assignmentaction to betaken] if modifications are detected.

The TSF shall provide the capability to correct [assignment:type of
modification] of all TSF data transmitted between the TSF and a remote
trusted IT product.

Dependencies: No dependencies.
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10.6 Internal TOE TSF da ta transfer (FPT_ITT)

Family behaviour

This family provides requirements thaddress protection of TSF data when it is transterr
between separaparts of a TOE across amternal channel.

Component levelling

FPT_ITT Internal TOE TSF data transfer ‘
3]

FPT_ITT1 Basic internal TSF data transfer protection, requires that TSF data be protected when
transmitted between separate parts efiDE.

FPT_ITT2 TSF data transfer separatjorquires that the TSF separate user data from TSF data
during transmission.

FPT_ITT3 TSF data integrity monitoring, requires that Tt®&F data transmitted between agpe
parts of tle TOE is monitored fordentified inegrity errors.

Management: FPT_ITT.1
The following actions coulbe considered fahe manageent functiorsin FMT:

a) management dhe type of modificationagainst which the 3F should potect;

b) managementfothe mecharsm used to povide the protection bthe data irtransit
between differenparts of thelr' SF.

Management: FPT_ITT.2
The following actions coule considered fahe manageent functiorsin FMT:

a) management dhe type of modificationagainst which the 3F should potect;

b) management fothe mecharsm used to povide the protection bthe data intransit
between differenparts of thelr' SF;

c) management ofthe separation mechanism.
Management: FPT ITT.3

The following actions coulte considered fahe manageent functiorsin FMT:

a) management dhe type of modificationagainst which the 3F should potect;
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b) managemenof the mehanism used tprovide the pradction of the datain transit
between differentats of the TSF;

c) management of the types of modification of TSk&adhe TSF should trip detect;

d) managementfahe actios that will be taken.
Audit: FPT_ITT.1, FPT_ITT.2

There are no ations identified tha should beauditabke if FAU_GEN Security audit data
generation is includeth the PP/ST.

Audit: FPT_ITT.3

Thefollowing actions shoultle auditabléf FAU_GEN Secuity audit datageneration isncluded
in thePP / ST:

a) Minimal: the detection of modification of TSF data;

b) Basic: the action taken followindetection of anintegrity error.

FPT_ITT.1 Basic internal TSF data transfer protection
Hierarchical to: No other components.

FPT_ITT.1.1 The TSF shall protect TSF data from [selection:disclosure, modificatiohwhen
it is transmitted betweenseparate parts of the TOE.

Dependencies: No dependencies.

FPT_ITT.2 TSF data transfer separation
Hierarchical to: FPT_ITT.1

FPT_ITT.21 The TSF shHIl protect TSF dta from [selectiondisclosure, modi@ation] when it
is transmitted betweeseparate partd ¢the TOE.

FPT_ITT.22 The TSF shall separate usedata from TSF data when sub data is transmitted
between separateparts of the TOE.

Dependencies: No dependencies.
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FPT_ITT.3 TSF data integrity monitoring
Hierarchical to: No other components.

FPT_ITT.3.1 The TSF shall beable to detectselection: modification of data,substitutionof
data, re-ordering of data, eletion of data,[assigiment: other integity errors]]
for TSF data transmitted between separate parts of the TOE.

FPT_ITT.3.2 Upon detection of a data integrity error, the TSF shall take the following
actions: [assigiment: specify theaction tobe taken].

Dependencies: FPT_ITT. 1 Basic internal TSF data transfer protection
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10.7 TSF physical protection (FPT_PHP)

Family behaviour

TSF phystal protection components gefto restrictions on unauthorised plogiacess to the
TSF, and to the deterrence of, aesistance to, uauthorised physical modification, or substitution
of the TSF.

The equirements of components in this family ensure that the TSF is protected from physical
tampering ad interference. Satisfying érequirements of these components resuih the TSF

being paclaged and ud in such a ranner that physidaampering is detectable, or resistance to
physical tamperings enforeed. Without thege componentsthe protectiorfunctions ofa TSF lose

their effectiveness in environments s physcal damage cannot be prevented. This family also
provides equirementgegarding how the TSshallrespond tghysial tampering agmpts.

Component levelling

FPT_PHP TSF physical protection

FPT_PHPL Passive detgion of physial attack, provides for features that indicate wherir SF
device or TSFelement is subj to tampmring. However, notitation of tampering is not
autonatic; an authorised user must invoke awsgy administrative fuotion or perform manual
inspection to detenining if tampering hasccured.

FPT_PHP2 Notification of physical attackprovides for automatic notification ¢dmpering for
anidentified subset of physicakretrations.

FPT_PHP3 Resistance tphysial attack, provides for featusehat prevent oresist physical
tampering with TSF devies and TSFlements.

Management: FPT_PHP.1
There are no ranagement activiéis foreseen.
Management: FPT_PHP.2

The followingactions could be considered fahe managemeriunctionsin FMT:
a) management of the userrate that gets informed aboutrusions;

b) management of the list of devices that should informritieated user or role about
the intrusion.
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Management: FPT_PHP.3

The following actions coulbe considered fahe manageent functiorsin FMT:
a) management of the automatic responses to physical tampering.

Audit: FPT_PHP.1

Thefollowing actions shoul be auditat#if FAU_GEN Security audit datagenerationsincluded
in the AP/ ST:

a) Minimal: if detection by IT means, detection antrusion.
Audit: FPT_PHP.2,

Thefollowing actions showl be audital®if FAU_GEN Security audit datagenerationsincluded
in the AP/ ST:

a) Minimal: detection of intrusion.
Audit: FPT_PHP.3

There ae no actions identified ta& should beauditable if FAU_GEN Security audi data
genestion is included in th&P / ST.

FPT_PHP.1 Passive detection of physical attack
Hierarchical to: No other components.

FPT_PHP.1.1 The TSF shall provide unambiguous detection of physical tampergthat
might compromise the TSF.

FPT_PHP.1.2 The TSF shall provide thecapability to determine whether physical tampering
with the TSF’sdevicesor TSF’s elements has occurred.

Dependencies: FMT_MOF. 1 Management of securiy functions behaviour

FPT_PHP2 Notification of physical atta ck
Hierarchical to: FPT_PHP.1

FPT_PHP.2.1 The TSF shall ppvide unambiguous detectior physical tampering that might
compromise the TSF.

FPT_PHP.22 TheTSF shall provide theapabiliyy to determinavhether physical tampering with
the TSF’sdevices or TSF’'s elements has occurred.

FPT_PHP.2.3 For [assignment list of TSF devices/elements for which active detection is
required], the TSF shall monitor the devices and elements and notify
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[assignment a designagd user or rolé when physical tampering with the TSF’s
devices orTSF's elements has occurred.

Dependencies: FMT_MOF.1 Management oecurityfunctions behaviour

FPT_PHP3 Resistance to physical attack
Hierarchical to: No other components.
FPT_PHP.3.1 The TSF shall resist [assignment:physical tamperig scenaris] to the

[assignment list of TSF devices/elemerjtby responding automatcally such
that the TSP isnot violated.

Dependencies: No dependencies.
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10.8 Trusted recovery (FPT_RCV)

Family behaviour

The requirements of this family ensure that the TSF can determine ¢hBOh is started up
without protection compromise andcrecover without protection compromise after discontinuity
of operations. This family is imparit because thetart-up state of the TSF danines the
protection of subsequent states.

Component levelling

FPT_RCV Trusted recovery

FPT_RCV1 Manualrecovery, allows a TOE to onlyrovide mechanisms tht involve hunan
intervention to eturnto a secure ate.

FPT_RCV2 Automated recowy, provides, for at least one typd service discontinuityecovery
to a secure ate without human inteention; recovery for other discontinuities may require Bam
intervention.

FPT_RCV3 Automated recovery without undue loss, also provides for automatedery, but
strengthens the requireents by disallowing undue loss of protected otge

FPT_RCV4 Functionrecovery, provides for recosry at the level of grticular SFs, ensuring
either successfutompletionor rollback of TSF data toa secure state.

Management: FPT_RCV.1

The following actions coulbe considered fahe manageent functiorsin FMT:

a) management ofvho can acessthe restoreapability within the maintenae mock.
Management: FPT_RCV.2, FPT_RCV.3

The following actions coulte considered fahe manageent functiorsin FMT:
a) management ofvho can acessthe restoreapability within the maintenae moc;

b) management of the list of failures/service discontinuities that willdnelled through
the automad procedures.

Management: FPT_RCV.4

There areno management activities &seen.
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Audit: FPT_RCV.1FPT_RCV.2, FPT_RCV.3

Thefollowing actions shoultle auditabléf FAU_GEN Secuity audit datageneration isncluded
in thePP / ST:

a) Minimal: the fact thatfailure or servicaliscontinuity occurred;
b) Minimal: resumpbn ofthe regularopetion;

c) Basc: typeof failure or sevice discontinuity.
Audit: FPT_RCV .4

Thefollowing actions shoulte auditabléef FAU_GEN Secuity audi datageneration isncluded
in thePP / ST:

a) Minimal: if possible, the impossibility to return to a secstate afér failure of a
security function;

b) Basic: if possible, th detectionof a failure ofa security function.

FPT_RCV.1 Manual recovery
Hierarchical to: No other components.

FPT_RCV.1.1 After a failure or service discontinuity, the TSF shallenter a maintenance
mode whete the ability to return the TOE to a secure state is provided.

Dependencies: FPT_TST.1 TSF testing
AGD_ADM.1 Administrator g uidance
ADV_SPM.1 Informal TO E searity policy modd

FPT_RCV.2 Automated recove ry
Hierarchical to: FPT_RCV.1

FPT_RCV.2.1 When automated recovery fom a failure @ savice discontinuityis not possible
the TSF shall enter aamtenance mode where tldility to return the TOE toa
securestate is provided.

FPT_RCV.2.2 For [assignment:list of failures/service disontinuities], the TSF shall ensure
the return of the TOE to a securestate using automated procedures.

Dependencies: FPT_TST1 TSF testing
AGD_ADM.1 Administrata guidance
ADV_SPMJ1 Informal TOE security policy model
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FPT_RCV.3 Automated recovery without undue loss
Hierarchical to: FPT_RCV.2

FPT_RCV.3.1 When automated cevery from a failure or service discontinuity is not possible, the
TSF shall entea maintenance mode whereghbility to returnthe TOE to aecure
stateis provided.

FPT_RCV.3.2 For [assignrent: list of failures/grvice discontinuites], the TSF shall ensure the
return of the TOE to aesure state using automatpobcedures.

FPT_RCV.3.3 The functions provided by the TSF to recover from failure or service
discontinuity shall ensure that the secure initial state is restored without
exaeeding [assignment:quantification] for loss of TSF data or objects within
the TSC.

FPT_RCV.3.4 The TSF shall provide the capability to determine the objects that were or
were not capable of being ecovered.

Dependencies: FPT_TST1 TSF testing
AGD_ADM.1 Administrator guidance
ADV_SPM.1 Informal TOE security policy model

FPT_RCV.4 Function recovery
Hierarchical to: No other components.
FPT_RCV.4.1 The TSF shall ensure that [assignmentist of SFs and failure scenarigl have

the property that the SF either completes siccessfully, or for the indicated
failure seenarios, recovers to a consistent athsecur e state.

Dependencies: ADV_SPM.1 Informal TOE security policy model
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10.9 Replay de tection (FPT_RPL)

Family behaviour

This family addresses detection of replay for various typesntfies (e.g. messagesgrvice
requests, serviceesponss) and subsequent actions to correct. In the case where regidyem
detected, this effetively prewents it.

Component levelling

FPT_RPL Replay detection

Thefamily consgts ofonly one conponentFPT_RPL1 Replay detectionyhichrequresthatthe
TSF shallbe able taletkct the repdy of identified entities.

Management: FPT_RPL.1

The followingactions could be considered fahe managemenrfunctiorsin FMT:
a) management of the list afentified entites for whichreplay shall be detected,;
b) management of the list aftions thaineedto betaken in case ofreplay.

Audit: FPT_RPL.1

Thefollowing actions shoultle auditabléf FAU_GEN Secuity audit datageneration isncluded
in thePP / ST:

a) Basic Detected replayattacks.
b) Detailed: Action to be taken based time sgcific actions.

FPT_RPL.1 Replay detection
Hierarchical to: No other components.

FPT_RPL.1.1 The TSF shall deect replay for the following entities: [assignment: list of
identified entitie$.

FPT_RPL.12 The TSF shall perform [assignment:list of specific @tions] when replay is
detected.

Dependencies: No dependencies.
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10.10 Reference mediation (FPT_RVM)

Family behaviour

The requirements of this family aads the “always invoked” aspeaif a traditioral reference
monitor. The goal of this familysito ensure, with respect tgaven SFP, that all actions requiring
policy enforcement are validatby the TSF agaitishe SFP. If the portion of T SFthat enforces
the SFP also mets the requirements ofapproprate components from FPT_SEP (Domain
separation) and ADV_INT (TSF internals), therattportion of the TSF provides a€eference
monita” for that FP.

A TSF that mplementsa SFP provides effec@protection againsinauthorised operatiahand

only if all enforceable actions(g.accesses to objects) requested by untrusted subjects withtrespe
to any or all of that SFP arelidated by the TSF &ore succeeding. If amaction that could be
enforceable by th&SF, is incorectly enforced or incogctly bypassed, the overall enforcement of
the SFP could be compromsed. Subjects coulthenbypas the SFP ira variety of unauthorised
ways (e.g. circumvent access ckefor some subjects or @gojs, bypass checks for objs whose
protection was assunokby applications retainaccesrights beyondheir intended lifetime, bypass
auditing of audited actions, or bypass authentication). Note that some sulbjectso elled
“trusted subjects with respet to a specific SPP, might be trusted te@nforce theSHP by
themseles, and bypass the mediatiofithe SFP.

Component levelling

FPT_RVM Reference mediation

This family consists of only amcomponent, FPT_RVM. Non-bypassabilit of the TSP, wtah
requires non-bypassability fol @FFsin the TS

Management: FPT_RVM.1
There areno management activities &seen.
Audit: FPT_RVM.1

There ae no actions identified t& should beauditable if FAU_GBEN Security audi data
genestion is included in th&P/ST.

FPT_RVM.1 Non-bypassability of the TSP
Hierarchical to: No other components.

FPT_RVM.1.1 The TSF shall ensurghat TSP enforcement functiorsare invoked and succeed
before each functionwithin the TSC is allowed toproceed.

Dependencies: No dependencies.

134



©ISO/IEC ISO/IEC 15408-2:1999(E)

10.11 Domain separation (FPT_SEP)

Family behaviour

The compoents of thisfamily ensure that at least one security domain is availabkador SF’'s
own executiorand that the TSF is protected frm external interérence andamperirg (e.g. by
modification of TSF codeor data structurgdy untrusted subjectSatisfying tke requirementsf
this family makes the TSF self-proecting, meaning thé& an untrusted suégt cannot modify or
damage the TSF.

This familyrequires the following:

a) The resources dhe TSF’s security domaftiprotected domain™and thog of subjects
and unconstrained enafi exteral to the donain are separated suchathhe entities
exterral to the proteted domain cannot observe or modify TS#ador TSF code
internal to theprotecteddomain.

b) The transfers between domains are controlled suathatbitrary entry to, or eturn
from, the protected domain is not possible.

c) The user oapplication parameters passed to the et domain by addresses are
validated with respect to the protected domain’s esddspaceand those passed by
value are validated with respetd the values exmpgedby the protead domain.

d) Thesecurity domairsof subgcts aredistinct exceptfor controlledsharing vathe TSF.

Component levelling

FPT_SEP Domain separation 1 2 3

FPT_SEPL TSF donain separation, provides distinct protected domin for the TSF and
provides segration betveen subjets within the TSC.

FPT_SER2 SHP domainseparation requires that the TSF be further subdivided, with distinct
domain(s) for andentified set of SFPs that act aerence monitors fotheir policies, andch
domain for the remainder tfe TSF as wellasdomains fo the non-T& portions ofthe TOE.

FPT_SER3 Complete referencemonitor, requires that the be distinct domain(s) for TSP
enforcement, a domain for the rander of the TSF, asell as domains for the non-TSF portions
of the TOE.

Management: FPT_SEP.1FPT_SEP.2, PT_SEP.3

There are no ranagement activiéis foreseen.

Audit: FPT_SEP.1FPT_SHE.2, FPT_SEP.3

There are no ations identified tha should beauditabke if FAU_GEN Security audit data
generation is includeth the PP/ST.
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FPT_SEP.1 TSF domain separation

Hierarchical to: No other components.

FPT_SEP.1.1

FPT_SEP.1.2

The TSF shall maintain a security domain for its own execution that protects
it from interferenceand tampering by untrusted sibjects.

The TSF shall enforce separation between the security domains of subjects in
the TSC.

Dependencies: No dependencies.

FPT_SEP.2 SFP domain separation

Hierarchical to: FPT_SEP.1

FPT_SEP.2.1

FPT_SEP.2.2

FPT_SEP.2.3

The unisolated portion of the TSF shall mintain a security domain for its own
executionthat protects it from interfance anddmpering by untrusted subjects.

The TSF shall enforce separation between the security domains of subjects in the
TSC.

The TSF dall maintain the part of the TSF related to [assignment:list of
acaess control and/or information flow control SFRsn a security domain for
their own execution that protects them from interference and tampeng by the
remainder of the TSF ard by subjects untrusted with respect tadhose SFPs.

Dependencies: No dependencies.

FPT_SEP.3 Complete reference monitor

Hierarchical to: FPT_SEP.2

FPT_SEP.3.1

FPT_SEP.3.2

FPT_SEP.3.3

The unisolaed portion ofthe TSF shall maintaia securitydomain for its own
executionthat protects it from interfeance andampering by untrusted subjects.

The TSF shall enforce separation between the security domains of subjects in the
TSC.

The TSF shall maintaithe part of the TSF that enforces the aass control and/
or information flow control SFPsin asecurity domairior its own exeaution that
protecsthemfrom interference and tarepng by the remainderof the TS and by
subjecs untrusted with respect tahe TSP.

Dependencies: No dependencies.
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10.12 State synchrony protocol (FPT_SSP)

Family behaviour

Distributed systms may give rig to greater complexityhan monolithic systems throug the
potential for diferences in state betee parts of the system, and througlelags in
communicationln most cases synchronisationstatebetween distributed futions involves an
exchange protocol, not a simplian. When malice exists in the distributed environment of these
protacols, more complex defensive protogate required.

FPT_SSP establishes the requirementéotain critical security functions of thESF to use this
trusted protocol. FPT_SSP ermurthat two distributed parts of tHEOE (e.g. hosts) have
synchronisd their stateafter a security-revant action.

Component levelling

FPT_SSP State synchrony protocol

FPT_S®.1 Simple trusted acknowledgement requires only a simple acknowledgment by the data
recipient.

FPT_SSR Mutual trusted acknowledgerent requires mutuabcknowledgment of thedata
exchang.

Management: FPT_S®.1, FPT_SSP.2
There are no ranagement activiéis foreseen.
Audit: FPT_SSP.1, FPT_SSP.2

Thefollowing actions shoultle auditabléf FAU_GEN Secuity audit datageneration isncluded
in thePP / ST:

a) Minimal: failure to reeive an acknowledgementhen expected.

FPT_SSP.1 Simple trusted acknowledgement
Hierarchical to: No other components.

FPT_SSP.1.1 The TSF shall acknowledge, when requesdeby another part of the TSF, the
receipt of an unmodified TSF data transmissian.

Dependencies: FPT_IT T.1 Basic internal TSF dat transfer protection
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FPT_SSP.2 Mutual t rusted ackno wledgement
Hierarchical to: FPT_SSP.1

FPT_SSP.2.1 The TSF shall acknowtige, when requested by another part of the TSF, teape
of an unmodifiedTSF data transmission.

FPT_SSP.2.2 TheTSF shall ensurethat the relevantpartsof the TSF know the correct status
of transmitted data among its differet parts, using acknowledgements.

Dependencies: FPT_ITT1 Basic internal TS datatransfer potection
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10.13 Time stamps (FPT_STM)

Family behaviour
This familyaddressesequirementdor a reliable time stamp function within a TOE.

Component levelling

FPT_STM Time stamps

This family consists of only one component, FPT_STNReliabk time stamps, whik requires
that the TE provide reliable timestamps foflTSF functions.

Management: FPT_STM.1

The followingactions could be considered fahe managemerfunctiorsin FMT:

a) managementfahe time.
Audit: FPT_STM.1

Thefollowing actions shoultle auditabléf FAU_GEN Secuity audit datageneration isncluded
in thePP / ST:

a) Minimal: changes to theme;

b) Detailed: providing a timestamp.

FPT_STM.1 Reliable time st amps
Hierarchical to: No other components.

FPT_STM.1.1 The TSF shall beable to provide reliable time stampdor its own use.

Dependencies: No dependencies.
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10.14 Inter-TSF TSF data cons istency (FPT_TDC)

Family behaviour

In a distributed or composigystem environment, BEOE may need to €kange TSF data (e.g. the
SFP-attributes ssociated with dataaudit information,identification information) with another
trustedI T product. Thisfamily defines the requiremerfigr sharing and consistent inpeetation
of these attributebetween thd SF of theTOE andadifferent trustedT product.

Component levelling

FPT_TDC Inter-TSF TSF data consistency

FPT_TDCL1 Inter-TSF basic TSF data consisteneguires that the TSF provide thegability to
ensure consistay of attributes btween TSFs.

Management: FPT_TDC.1
There aren0 management activities &seen.
Audit: FPT_TDC.1

Thefollowing actions shoul be auditat#if FAU_GEN Security audit datagenerationsincluded
in the AP/ ST:

a) Minimal: Sucessful use of TSF data consistency mechanisms.
b) Basic: Use of the TSF data consistgrmechanisms.

¢) Basc: Identification of which TSF data have beenérpreted.

d) Basic: Detection omodified TS data.

FPT_TDC.1 Inter-TSF basic TSF data consistency
Hierarchical to: No other components.

FPT_TDC.1.1 The TSF shall provide thecapability to consistently interpret [assignment: list
of TSF datatypes] when shared ketween the TSF and anotbr trusted IT
product.

FPT_TDC.1.2 The TSF shall use [assignmentist of interpretation rules to be applied by the
TSF] when interpreting the TSF data from another trusted IT product.

Dependencies: No dependencies.
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10.15 Internal TOE TSF data replication consistency (FPT_TRC)

Family behaviour

Therequirements of this family areeecekd to ensure theonsistency of TSF data wi such data
is replicated internal to theTOE. Such data may becomonsistent if the ir@rnal channel
between parts of th€OE beomes inoperative. If the TOE is enbally strictured aanetworkand
pats d the TOE network connectionsealroken, this may occur when parts become disabled.

Component levelling

FPT_TRC Internal TOE TSF data replication consistency

This family consists of only om comporent, FPT_TRC.1 Internal TSF consistency,which
requires tht the TSF ensure tlensistency of TEdatathatis replicated irmultiple locations.

Management: for FPT_TRC.1
There are no ranagement activiéis foreseen.
Audit: for FPT_TRC.1

Thefollowing actions shoultle auditabléf FAU_GEN Secuity audit datageneration isncluded
in thePP / ST:

a) Minimal: restorirg consistency uporeconnection.

b) Basic: Detected inconsistencbetween T data.

FPT_TRC.1 Internal TSF consistency
Hierarchical to: No other components.

FPT_TRC.1.1 The TSF shall ensure that TSF data is consistent when replicated between
parts of the TOE.

FPT_TRC.1.2 When parts of the TOE containing replicated TSF dataare disconnected, the
TSF shall ensure the consishcy of the replicated TSF data upon econnection
before processing ap requess for [assignment list of SFs dependent o TSF
data replicationconsistency.

Dependencies: FPT_ITT. 1 Basic internal TSF data transfer protection
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10.16 TSF selftest (FPT_TST)

Family behaviour

The family dfines the requirements for the self-testing of the TSF with respect to someedxpect
correct operation. Examplesare interbces to enforcement functions, and samgithmetical
operations on critical grts of the TOE. Theseests can bearried ou at sart-up, periodically, at

the request aheauthorisediser, owhen otherconditions arenet. The actions to hakenby the
TOE as tleresult of self testing are defined in other fagsili

The requirements of this family are alsseded to detect theorruption of TSF exautable code

(i.e. TSF software) and TSF data by various failures that do not necessarily stop the TOE's
operation (which would be handled by other families). These checks must be performed because
these failures may not necessarily be prevented. Such fagareoccur either lwause of
unforesen failure modsor associatgoversights irthedesign ofhardware, firmware, or software,

or becausof malicious corruption of #8TSF dieto inacequate logical and/or physicalrotection.

Component levelling

FPT_TST TSF self test 1

FPT_TST1 TSF testing, provides the ability to test the TSF’s correct operation. These tests may
be peformed at std-up, periodically, at theequest 6 the authorised ser, or when other
conditions are met. lso provides theability to verify the integrity of TSF data and executable
code.

Management: for FPT_TST.1

The following actions coulbe considered fahe manageent functiorsin FMT:

a) management of theonditions under which TSF self testing oc¢uwsch as during
initial start-up,regular inérval, or under specified conditions;

b) management ofhe time interval iappropriate.
Audit: for FPT_TST.1

The following actions should bauditedif FAU_GEN Securityaudit data gemation is included
in the AP/ST:

a) Basic: Executia of the TS sef tests and the ressibf the tests.
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FPT_TST.1 TSF testing
Hierarchical to: No other components.

FPT_TST.1.1 The TSF shall run a suite of self tests [selectiorduring initial start-up,
periodically during normal operation, at theaguest of the authorised user, at the
conditions [assignment: conditions under whichself test should ocur]] to
demonstrate the correct operation of the TSF.

FPT_TST.1.2 The TSF shall provide authorised uses with the capability to verify the
integrity of TSF data.

FPT_TST.1.3 The TSF shall provide authorised uses with the capability to verify the
integrity of stored TSF exeutable code.

Dependencies: FPT_AMT. 1 Abstract machine testing

143



ISO/IEC 15408-2:1999(E) ©ISO/IEC

144



©ISO/IEC ISO/IEC 15408-2:1999(E)

11 Class FRU: Resource utilisation

This class providethree families that support éhavailability of required resouss sich as
processing cagbility and/or storage capity. The family Fault Toleance provids protection
against unaail ability of capabilities caused by failure of the TOE. Thaniily Priority of Service
ensures that the resources willdlecated to the ma&important or timeeritical tasks andannot
be monopolised by loweoriority tasks. The family Resage Allocation povides limits on the use
of available resourcestherefore preventing users from monopolising the regsurc

Resource utilisation

—{ FRU_FLT Fault tolerance
—{ FRU_PRS Priority of service
—{ FRU_RSA Resource allocation

Figure 11.1 - Resource utilisation class decomposition

145



ISO/IEC 15408-2:1999(E) ©ISO/IEC

11.1 Fault tolerance (FRU_FLT)

Family behaviour

The requirements of this family ensure that TI@@E will maintin correct operation een in the
event of filures.

Component levelling

FRU_FLT Fault tolerance

FRU_FLT1 Degraded fault tolerae requires the TOE to continue correct operation of idedtifi
capabilities inthe event ofdentified failures.

FRU_FLT2 Limited fault tolerarce requires the TOE to continue correct @pen of all
capabilities inthe event ofdentified failures.

Management: FRU_FLT.1, FRU_FLT.2
There areno management activities &seen.
Audit: FRU_FLT.1

Thefollowing actions showl be audital®if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Minimal: Any failure detead by theTSF.
b) Bast: All TOE capabilities being discontinuedue to a failure.

Audit: FRU_FLT.2

Thefollowing actions shouwl be auditat#if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Minimal: Any failure detead by theTSF.

FRU_FLT.1 Degraded fault tolerance
Hierarchical to: No other components.

FRU_FLT.1.1 The TSF shall ensure theoperation of [assignment:list of TOE capabilitie}
when the followingfailures occur: [assignment: list of type offailures].

Dependencies: FPT_FLS.1 Failure with prese vation of scure state
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FRU_FLT.2 Limited fault tolerance

Hierarchical to: FRU_FLT.1

FRU_FLT.2.1 The TSF shall ensure the ogon of all the TOE’s capabilities when the
following failures occur[assignmenttist of type of failure].

Dependencies: FPT_FLS1 Failure with preservation oesure state
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11.2 Priority of serv ice (FRU_PRS)

Family behaviour

The requirements of this family allow the TSF to control the use of resources within the TSC by
usersand subjects such that high priority activities withine TSC will alwaysbe accomplisied
without unde interfererte or delaycaugd by low priority activities.

Component levelling

FRU_PRS Priority of service

FRU_PRSL Limited priority of service provids priorities fora subjects use of a subset of the
resources within the TSC.

FRU_PRS2 Full priority of service provides priorities for a sulgct’'s use ofall of the resources
within the TSC.

Management: FRU_PRS1, FRU_PFR5.2

The following actions coulde considered fahe manageent activities inFMT:
a) assignment ogpriorities to eaclsubject in the TSF.

Audit: FRU_PRS.1, FRUPRS2

The following actions shall be auditable if FAU_ESecurity auditdatagereration is inclued
in the AP/ST:

a) Minimal: Rejection ofoperation basd ontheuse ofpriority within an allo@tion.

b) Basic: All attempted uses of the allocation function which involvesribety of the
service functions.

FRU_PRS1 Limited priority of service
Hierarchical to: No other components.

FRU_PRS.1.1 The TSF shall assign a priorityto each subjectn the TSF.

FRU_PRS.1.2 The TSF shall ensure that each access to [assignmeotntrolled resourcs]
shall be mediatel on the basis of the subjects assigned priority.

Dependencies: No dependencies.
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FRU_PRS2 Full priority of service
Hierarchical to: FRU_PRS.1

FRU_PRS.2.1 The TSF shall assign a priority tach subjet in the TSF.

FRU_PRS.2.2 The TSF shall ensure thesich &cess tall shareable resoucesshall bemediated
on the basis of the subjects assigpedrity.

Dependencies: No dependencies.
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11.3 Resource allocation (FRU_RSA)

Family behaviour

The requirements of thisamily allow the TSF tacontrol the use of resources by users and stsje
such that denial aferviee will not occu because ofinauthorised monopolisati@f resoures.

Component levelling

FRU_RSA Resource allocation

FRU_RSA1 Maximum quota provides requirements for qaohechanismgha ensuregha users
and subjects will not monopolisacontrolledresource.

FRU_RSA2 Minimumand maximum qudas provides requrements for quotanechamsms that
ensure that users aisdbjects willalwayshaveat leasta minimum ofaspecified resource and ¢
they will notbe able tanonopolise a controlled resoerc

Management: FRU_RSA.1

The following actions coulbe considered fahe manageent activities inFMT:

a) specifying maximum limits for aresource for goups and/or individual sers and/or
subjects by aadministrator.

Management: FRU_RSA.2

The following actions coulde considered fahe manageent activities inFMT:

a) specifying minimurmand maximum limits for a resource for groups and/or indigidu
uses and/or subjectby an administrator.

Audit: FRU_RSA1, FRU_RSA.2

The following actions shall be auditable if FAU_RESecurity auditdatagereration is inclued
in the AP/ST:

a) Minimal: Rejection ofallocation opeation due to resource limits.

b) Basc: All attempted uses of the resource editton functiors for resources that are
under control bthe TSF.
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FRU_RSA1 Maximum quotas
Hierarchical to: No other components.

FRU_RSA.1.1 The TSF shall enfoce maximum quotas of the following resorces:
[assignment controlled resource$ that [selection individual user, defined
group of users subject§ can use [selectionsimultaneously, over a specified
period of tim4.

Dependencies: No dependencies.

FRU RSA.2 Minimum and maximum quotas
Hierarchical to: FRU_RSA.1

FRU_RSA.2.1 The TSF shHIl enforce maximum quotas of the followingspurces [assignment:
controlled esources] that [selectionindividual user, defined group of usgrsan
use [selectionsimultaneousl, over a specified period dfme].

FRU_RSA.2.2 The TSF shall ensuethe provision of minimum quantity of each [assignment:
controlled resourcgthat is available for [seletion: an individual user, defined
group of userssubject$to use [selectionsimultaneously, oser a speified period
of time]

Dependencies: No dependencies.
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12 Class FTA: TOE access

This family specifies functioal requirements focontrolling the establishemt of a user’s ession.

Figure 12.1 shows the decompositmirthis class into its constignt components.

TOE access

—{ FTA_LSA Limitation on scope of selectable attributes H 1 ‘

—{ FTA_MCS Limitation on multiple concurrent sessions }7 1 2

—{ FTA_SSL Session locking

—{ FTA_TAB TOE access banners

}7
—{ FTA_TAH TOE access history }7 1
}7

—{ FTA_TSE TOE session establishment

Figure 12.1 - TOE access class demposition
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12.1 Limitation on scope of se lectable attribu tes (FTA LSA)

Family behaviour

This family defines requirements to limit the scajiesession securityattributes that a user ay
select forasession.

Component levelling

FTA_LSA Limitation on scope of selectable attributes }— 1

FTA_LSA.1 Limitation on gope of seletable attributes provides thequirement for arOE to
limit the scope of the session security attributes dursegsionestablishment.

Management: FTA_LSA.1
The following actions coulte considered fahe manageent activities inFMT:

a) management ofhe scope of the session security attrisbyeanadministrator.
Audit: FTA_LSA.1

Thefollowing actions shouwl be auditat#if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Minimal: All fail ed attemptst seleting a session securiggtributes;
b) Bast: All attemptsat selecting a session secuatiributes;

c¢) Detailed:Capture of tkvalues of eackessiorsecurity attributes.

FTA_LSA.1 Limitation on scope o f selectab le attributes
Hierarchical to: No other components.

FTA_LSA.1.1 The TSF shall restrict the scope of the session sarity att ributes [assignment:
session security attribut¢sbasel on [assignment:attributeq.

Dependencies: No dependencies.
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12.2 Limitation on mu ltiple concurrent sessions (FTA_MCS)

Family behaviour

Thisfamily defines requaments toplace limits on the number of concurrergessiosthat belong
to thesameuser.

Component levelling

FTA_MCS Limitation on multiple concurrent sessions }—— 1 2

FTA_MCS.1 Basic limitation on multiple concurrent sessions provides limitations that apply to
all users othe TSF.

FTA_MCS2 Per user attribute limitation on multiple concurrent sessions extends FT3.1IM
by requiring the ability to specify limitations on the number of concurrent sessions based on the
related securityattributes.

Management: FTA_MCS.1

Thefollowing actions could be&onsideredor the management activein FMT:

a) management of the maximum allowed number ofcament user sessions by an
administrator.

Management: FTA_MCS.2

Thefollowing actions could be&onsideredor the management activein FMT:

a) management of the rules that govern the maxirdiowed number of concurrent user
sessions by an administrator.

Audit: FTA_MCS1, FTA_MCS2

Thefollowing actions shoulte auditabléef FAU_GEN Secuity audi datageneration isncluded
in thePP/ST:

a) Minimal: Rejectian of a new session baden the limitation of multipleconcurent
sessions.

b) Detailed: Capture of the numbef curently concurent use session ard the user
securityattribute(s).

155



ISO/IEC 15408-2:1999(E) ©ISO/IEC

FTA_MCS.1 Basic limitation on multiple concurrent sessions
Hierarchical to: No other components.

FTA_MCS.1.1 The TSF shall restrict the maxmum number of concurrent sessions that
belong to the same user.

FTA_MCS.12 The TSF shall enforce, by default, a limit of [assignmentdefault numbet
sessions per user.

Dependencies: FIA_UID. 1 Timin g of identification

FTA_MCS.2 Per user attribute limitation on multiple concurrent sessions
Hierarchical to: FTA_MCS.1

FTA_MCS.21 The TSF shall restrict the maximum number of concurrent sessions that belong to
the same useiaccording to the rules [assigment: rules for the number of
maximum concurrent sessiorjs

FTA_MCS.22 The TSF shall enforce, by default, a limit of [assignmeéefault numigr] sessions
per user.

Dependencies: FIA_UID.1 Timing of identification
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12.3 Session lock ing (FTA_SSL)

Family behaviour

Thisfamily defines requeaments forthe TSF tqorovidethe cajbility for TSF-initiated and user-
initiated locking andinlocking of interactie sessions.

Component levelling

FTA_SSL Session locking K— 2

FTA_SSL1 TSF-initiated ®ssion laking includes systa initiated locking of aninteractive
session after a specified perioduskrinactivity.

FTA_SSL2 User-initiated locking provides capabilities for tner to lock and unlock the user’s
own interactive sessions.

FTA_SSL3 TSF-initiatedtermination providerequirements for the TSF terminate thesession
after a period of user inactivity.

Management: FTA_SSL.1

Thefollowing actions could beonsideredor the management activaiin FMT:

a) specification ofthe time of user inactivity after which lock-owtonirs for an individual
user;

b) specification of the default time of usamactivity after which laek-out ocurs;

c) management of the events that should occur prior to unlotkéngession.
Management: FTA SSL.2
Thefollowing actions could beonsideredor the management activadin FMT:

a) management of the events that should occur prior to unlothkéngession.
Management: FTA SSL.3

Thefollowing actions could beonsideredor the management activadin FMT:

a) specification of the time of user inactivity after which termination of the interactive
session occurs for an individuaer;
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b) specification of the default timef user inactivity after which termation of the
interactive session occurs.

Audit: FTA_SSL.1, FTA_SL.2

Thefollowing actions showl be audital®#if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Minimal: Locking of aninteractive session by #hsession laking mechanism.
b) Minimal: Sucessful unlockingof an interactive session.

c) Basc: Any attemptst unlockingan interactivesession.
Audit: FTA_SSL.3

Thefollowing actions shouwl be auditat#if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Minimal: Temination d aninteractive session by treession locking mechanism.

FTA SSL.1 TSF-initiated session locking
Hierarchical to: No other components.

FTA_SSL.1.1 The TSF shall lock an interactive sessio after [assignment time interval of
user inactivity] by:

a) clearing or overwriting display devices, making the currentcontents
unreadable;

b) disabling any actvity of the user's data access/displg devices other
than unlocking the session.

FTA_SSL.1.2 The TSF shall require the following events to occur por to unlocking the
session: [assignmentevents taccur].

Dependencies: FIA_UAU. 1 Timing of authentication

FTA SSL.2 User-initiat ed locking
Hierarchical to: No other components.

FTA_SSL.2.1 TheTSF shall allow user-initiated locking of the user’s own ingractive session,
by:

a) clearing or overwriting display devices, making the currentcontents
unreadable;
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b) disabling any activity of the user’'s data accesdisplay devices other
than unlocking the session.

FTA_SSL2.2 The TSF shall requre the following events to occur prior to unlocking the
session: [assignmentevents to occyr

Dependencies: FIA_UAU. 1 Timing of authentication

FTA_SSL.3 TSF-initiated termination
Hierarchical to: No other components.

FTA_SSL3.1 The TSF shall teminate an interactive session after a [assignmentime
interval of user inactivit].

Dependencies: No dependencies.
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12.4 TOE access banners (FTA _TAB)

Family behaviour

This family defines requirements to display a configurable advisory warning message to users
regarding the appropriate uskthe TOE.

Component levelling

FTA_TAB TOE access banners ’7 1

FTA_TAB.1 Default TOE acess banners provides the requient for a TOE Acess Bnner.
This banneisdisplayed prioto the establishment dialogb@ a session.

Management: FTA_TAB.1

The following actions coulde considered fahe manageent activities inFMT:

a) mainterance of the barer by the authorised administrator.
Audit: FTA_TAB.1

There ae no actions identified ta& should beauditable if FAU_GBEN Security audi data
genestion is included in th&®P/ST.

FTA TAB.1 Default TOE acce ss banners
Hierarchical to: No other components.

FTA_TAB.1.1 Before establishing a user session, the TSF shall display an advisory warning
message regarding unauthosed use of the TOE.

Dependencies: No dependencies.
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12.5 TOE access history (FTA_TAH)

Family behaviour

This family defines requirements for the TSF to display to a user, upon successful session
estblishment, a history of sgessful and unsgessful attemptt acessthe user’s account.

Component levelling

FTA_TAH TOE access history }7 1

FTA_TAH.1 TOE access history provides the requirement for a TOE to display information
related to previous a&pts to establish a session.

Management: FTA_TAH.1
There are no ranagement activiéis foreseen.
Audit: FTA_TAH.1

There are no ations identified tha should beauditabke if FAU_GEN Security audit data
generation is includeth the PP/ST.

FTA _TAH.1 TOE access history
Hierarchical to: No other components.

FTA_TAH.1.1 Upon successful session establishment, the TSF shall display the [selection:
date, time, methodlocation] of the last successful session establishmeatthe
user.

FTA_TAH.1.2 Upon successful session establishment, the TSF shall display the [selection:
date, time, method, location] of the last unsuccessful attemp to session
establishment and the number of unsuccessful attempts since the last
successful session establishment.

FTA_TAH.1.3 The TSF shall not erase the@ess history information from the user interface
without giving the user an opportunity to review the infa mation.

Dependencies: No dependencies.
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12.6 TOE session establishment (FTA_TSE)

Family behaviour
This family defines requirements deny a user permission to establssessio with the TOE.

Component levelling

FTA_TSE TOE session establishment

FTA TSE1l TOE sessiorestablishment provides requirements for denying userssado the
TOE bagd onattributes.

Management: FTA TSE.1
The following actions coulde considered fahe manageent activities inFMT:

a) management ofhe session establiskent conditions bythe authorised administrator.
Audit: FTA_TSE.1

Thefollowing actions showl be audital®if FAU_GEN Security audit datagenerationsincluded
in the AP/ST:

a) Minimal: Denial of a sessiorestablishment due to the session establishment
mechanism.

b) Bast: All attemptsat establishment @usersession.

c¢) Detailed: Gpture ofthe vale of the selected acess pammeters (e.g. loation of
access, time of access).

FTA TSE.1 TOE session establishment
Hierarchical to: No other components.

FTA_TSE.1.1 The TSF shall ke able to deny session establishment basexh [assignment:
attributeq.

Dependencies: No dependencies.

162



©ISO/IEC ISO/IEC 15408-2:1999(E)

13 Class FTP: Trusted path/channels

Families in this class provide requirents for a trusted communication path between users and the
TSF, and for artisted communication channel Wween the TSF and othé&rusted IT poducts.
Trusted pathand channels have tfi@lowing geneal charactestics:

- The communicationsgth is constructed using erhal andexternal communications
channels (as appropriafier the component) that isolate arendified subset of TSF
dataard commandgrom theremainde of the TS ard use data.

- Use d the canmunications pathmay be initiated by the sar and/or the TSF (as
appropriate for the component)

- The communications gth is capable of providing assurance thhé user is
communi@ting with the correct TSF, anl that the TSF is communi@ting with the
correct user és appropria¢ for the component)

In this paradigm, &rusted chamel is a commur@ationchannethat may beinitiatedby either side
of the channel,and provide non-repudiatia chaicteristis with respect to theidentity of the sides
of the channel.

A trusted path provides a means$or uses to peform functions through an aswsd drect
interaction with the TSFTrusted path is usually desirddr use actions such as initial
identification and/or authentication, but mago be desiredt other times during a user’s session.
Trusted path exchanges may be initiated by a ustieol §-. Userresponses via the trusted path
are guaranteetb beprotected from modifietion by or diglosureto untrusted applications.

Figure 13.1 shows theedomposition of this class into its constituent components.

Class FTP: Trusted path/channels

FTP_ITC Inter-TSF trusted channel

5 e

FTP_TRP Trusted path

Figure 13.1 - Trusted path/chamels class decomosition
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13.1 Inter-TSF trusted channel (FTP_ ITC)

Family behaviour

Thisfamily defines requirements féine ceation ofatrustedchannebetweerthe TSF anather
trusted IT products forthe performancef security criticaloperations This family should be
included whenever tére are requiements for the secureommuniation of user or TSF data
between the TOE and aghtrusted IT products.

Component levelling

FTP_ITC Inter-TSF trusted channel

FTP_ITC1 Inter-TSF trusted chnnel requires that the TSF provide a trusted commation
channel between itself and anathestel IT product.

Management: FTP_ITC.1

Thefollowing actions could be&onsideredor the management functionsHMT:

a) Configuring the actions #h requiretrusted chand, if supported.
Audit: FTP_ITC.1

The following actiors should beauditable if FAU_GEN Securiy audit data generatiaa included
in thePP/ST:

a) Minimal: Failure of the trusted channel functions.
b) Minimal: Identification of theinitiator and target ofailed trusted chana functions.
c) Basic: All attempted uses oféftrusted chana functions.

d) Basic: Identificationof the initiator andtarget of dltrusted channel functions.

FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to: No other components.

FTP_ITC.1.1  The TSF shall provide a communication channel between itself and a remote
trusted IT product that is logically distinct from other communication
channels and providesassured identification of isend points and protection of
the channel data from modification or disclosure.

FTP_ITC.1.2 The TSF shall permit [seletion: the TSF, the remote tristed IT product] to
initiate communicatian via the trusted channel.
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FTP_ITC.1.3 The TSF shall initiate communication via the tusted channel for [assignment:
list of functions for which atrustedchannd isrequired].

Dependencies: No dependencies.
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13.2 Trusted path (FTP_TRP)

Family behaviour

This family defines the requaments to establish and maintain trusted comroation to or from
uses and the TB. A trusted path may be required for any security-relevant interactioged@ru
path exchanges ray be initiated by a user during an interaction with the TSF, or the TSF may
esablish communication with the asvia a trused peth.

Component levelling

FTP_TRP Trusted path

FTP_TRPL1 Trusted pathiequires thaa trusted path betweethe TSF and a user be provided for
a set of eents defined by a PP/ST author. The user and/or the TSF may have the ability to initiate
the trusted gth.

Management: FTP_TRP.1

Thefollowing actions could be&onsideredor the management functionsHMT:

a) Configuring the actions #h requiretrusted path, iupported.
Audit: FTP_TRP.1

The following actiors should beauditable if FAU_GEN Securiy audit data generatiaa included
in thePP / ST:

a) Minimal: Failures of the trust path functions.
b) Minimal: Identification ofthe useassaeiated with all trusted path failures, #vailable.
c) Basic: All attempted uses oféftrusted path fuctions.

d) Basic: ldentification of the user associated withll trusted path invocations, if
available.

FTP_TRP.1 Trusted path

Hierarchical to: No other components.

FTP_TRP.1.1 The TSF shall provide a communication path btween itself and [seletion:
remote, loca] users thatis logically distinct from other communication paths

and provides assired identification of its end points and protection of the
communicated data from modification or disclosure.
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FTP_TRP.L2 The TSF shall permit [selection: the TSF, local users, remote usén® initiate
communication via the trusted path.

FTP_TRP.L3 The TSF shallrequire the use of thetrusted path for [selection: initial user
authentication [assignment:other services for which trustd path is requied]].

Dependencies: No dependencies.
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Annex A
(informative)

Security functional requirements application notes

This annex contains informagvguidarce for the familes and components defined ithe
normative elements of thpat of ISO/IEC 15408, which may bequred by uses, developes or
evaluators to use the components. To facilitate finding the appropriate information, the
presentation of #classes, familieand components in thignne is similar to the presentation
within the normative elements. Tlelass, family, and component stru@siin this annex differ

from those foundh the mainbody of this part of ISO/IEC 15408, as this annesoixcerned with

only thosesections that are informative.

A.1 Structure of the notes

This clause defies the content and presentation of the notes related to functgoaiements of
the CC.

A.1.1 Class structure

Figure A.1 belaw illustrates tle functional classtructurein this annex.

Functional
Class
Class
— Name
Class
— Introduction
Key
The Functional Class C
can contain multiple _
Functional Families. - Functional
Families

Figure A.1 - Functional classstructure
A.1.1.1 Class name

This isthe unique name of the class defined within the normative elements of this part of ISO/IEC
15408.
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A.1.1.2 Class introduction

The class introduction in this a@q provides information about the use of the familaesl

components of the class. This information is completed with the iafwerdiagram that descib

the organisation of each class with the familiesacheclass and the dxarchical relationship
between components each family.

A.1.2 Family structure

Figure A.2 illustrags the functioal family structue for application notes in dgrammatt form.

Functional
Family 4. Family name ‘
User notes ‘
4¢ Evaluator notes
Key ‘
The Functional Family |'
can contain multiple 4¢ Components
Components.

Figure A.2 - Functional family structure for application notes
A.1.2.1 Family name

This is theunique name fothe familydefined within thenormative elements of this paf 1SO/
IEC 15408.

A.1.2.2 User notes

Theuser notes contin additionalinformationthat is ofinterestto potentiausers othe family, that

is PP, STand functional pekage authors, and developers of TOEs incatpay the functional
components. Thpresentation is informative, and might cover warniagsut limitations of use
and areas whepecificattention might berequiredwhen usingthe components.

A.1.2.3 Evaluator notes

The evaluator noes contain ag information that is of interest talevelopers ahevaluatos of
TOEsthat claim compliance with aomponent of theamily. The presentation is informatiaad
can cover a variety of eas wherespecific atention might be neededhen ewaluating the TOE.
This can include clarifications ofmeanirg and specittation ofthe way tainterpret requirements,
as well as caveats and warnings of specific interest to et@is.

These User Notes anetvaluator Notes sectiorse not mandatory andpper only if appropriate.
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A.1.3 Component structure

Figure A.3 illustrates the functionebmponent structure for tlapliction noes.

Component

Component
—1 ldentification

Component
— Rationale &
Application notes

L Permitted
Operations

Figure A.3 - Functional component structure
A.1.3.1 Component identification

This is the unique nam& the component defined within the normatelements of this part of
ISO/IEC 15408.

A.1.3.2 Component rationale and application notes
Any specific information related toéftomporent can be foundn this section.

- Therationale contains the specifs of the rationale thatfine the genedl statements
on rationale for the specificevel, and should only be udeif level specific
amplification is equired.

- Theapplication noés containadditional refinement iterms of narrative qualification
as it pertains to a speciftomponent. This refement can pertain to asnotes,and/
or evaluator noteas described in A.1.2. Thigfinement can be used &xplain the
nature otthe depenehcies (e.g. stred informationor shared operation).

This section is not mandatory and appears only if appropriate.
A.1.3.3 Permitted operations

This portion ofeach component coaihs advice elating to the permitted operations of the
component.

This section is not mandatory and appears only if appropriate.
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A.2 Dependency tab le

Table A.1- Dependency table for functional components, shows their direct, indirect and optional

©ISO/IEC

dependenas. Each of the components that is aabelency of some functional component is
allocateda column. Eadh functional componehis allocaed a row.The value in the tablecell

indicate whether the column label componendirectly requirel (indicated bya cross ‘X’),

indirectly required (indicated by a dash *-’), or optionally required @atéd by a ‘0’) by the row
labelcomporent. An example of a component with optional dependenciEBis ETC.1, which
requires either FDP_ACC.1 or FDP_IFC.1 to be present. So if FDP_ACC.1 is present, FDP_IFC.1

isnot necessargnd vice versa. If noharacte is presented, th comporent is not épendenupon
arother mmponent.

Table A.1 - Dependency tale for functional components

ANAAAAAAAAAAAAARRRRRRRRRERRRREARARARAAAAAAHA
DGVMVAAAAGAdGaDOODOODO0I|I[I|{MMMMMMAAAARRAATHT
VMVOAAUUUUSSSSPFARARRAPARPRBRRPRAAATTTTTTRTTTTTTHARHA
dAddgss9dddadAAI]I|IdAJUMMMMMYUAAISTTIT
ADGAGEAATKKKAOAGARRTTTITAI|QASSSTMNMYTTOS TR
MMAANARGMMMARAGHOGRAGTTTOUDHAAAAORQTSTMQTJHR
Y22 a ool ool o241 1111112111221 23222fafaf1111
FAU_ARP1 - X -
FAU_GEN.1 X
FAU_GEN.2 X X -
FAU_SAA.1 X -
FAU_SAA.2 X
FAU_SAA.3
FAU_SAA.4
FAU_SAR.1 X -
FAU_SAR.2 4| X -
FAU_SAR.3 4| X -
FAU_SEL.1 X - « - -
FAU_STG.1 X -
FAU_STG.2 X -
FAU_STG.3 - X -
FAU_STG.4 X -
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Table A.1 - Dependency tabé for functional components
ANAAAARARARAAAARARAARARARARAAAARARAARAAAARA
OGMMAAAACQQGQGADDODODOOQOOI|I|I|MMMMMMRABRRARAAARRAATHT
MOAAUUUUSYSYSAAAARARAAAATTTTMITRTITTTTAA
gAddagssgddadAAI|IfiIfIHUAUUMMMMMS UARISTTI|T
ADOQCEAATKKKAQAOGHATTTITAIIAGYSSSTMNMLYTTDSYTR
MMAANARGMMMPAQAGRGTTTNTOUDHAAAADORAQTSTMGT QR
1110311101 1]2 411011111221 11112311121113114141:1

FCO_NRO.1 X
FCO_NRO.2 X
FCO_NRR.1 X
FCO_NRR.2 X
FCS_CKM1 | - daxa-l---- [ I RV R R
FCS_CKM2 | - a-Ix-----a S O I I
FCS CKM3 | - d-lx-l-l---a O I I B
FCS_CKM4 | - d-l------la I I I I I
FCS_C®1 - a-xX-----ad - -l X - -
FDP_ACC.1 A - B I I I I
FDP_ACC.2 A X - O I I
FDP_ACF.1 X -| - - I I I VI
FDP_DAU.1

FDP_DAU.2 X
FDP_ETC.1 d-q- - - - -
FDP_ETC.2 d-aq- - - - -
FDP_IFC.1 Y R Y - - - -
FDP_IFC.2 Y R Y - - - -
FDP_IFF.1 - X - I O O IV I
FDP_IFF.2 - X - I O O IV I
FDP_IFF3 X - X - B I I I I I
FDP_IFF4 X -l A - 5 I I
FDP_IFF5 X -l A - 5 I I
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Table A.1 - Dependency tale for functional components
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AAAARAARARAFRARAAARARAFRARAARARARARAFRAARAFARAHAFR
DGVMMAAAAGGAGAGDDODODDDDDODI|IIIIMMMMMMARRBRRRBAHATT
VODAAUUUUSSSSAAPAAARARARPRAAATTTTTTRTTTTTTHRHA
§AddGgssSAdddagAAHlYyAYYMMMMMYYAHRTSTTIT
ADOQCEBEAATKKKOGAGHHRARTTTIITAIIAOSSSTMNMUTTDOSTR
MMAANARGMMMAGHAQRGT TTTTDUDHAAADROT ST MGT GAH
R T T T T T T T R R R R

FDP_IF~6 X -l - X - - - - -

FDP_ITC1 ag-a- I R A

FDP_ITC2 a-ag- - - - - X | d

FDP_ITT.1 ag-a- - - - -

FDP_ITT.2 ag-a- - - - -

FDP_ITT.3 a-a- |x - |- - -

FDP_ITT.4 Q- a- X - |- - -

FDP_RP1

FDP_RP2

FDP_ROL.1 a-a- - |- - -

FDP_ROL.2 ag-a- - - - -

FDP_SDI1

FDP_SDI2

FDP_UCT.1 ag-a- - |- - - a d

FDP_UIT.1 ag-a- - - - - a d

FDP_UIT.2 Q-q- X -l - - - X

FDP_UIT.3 Q-la- X - - - - X

FIA_AFL.1 X -

FIA_ATD.1

FIA_SOS1

FIA_SOS2

FIA_UAU.1 X

FIA_UAU.2 X
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Table A.1 - Dependency tabé for functional components
ANAAAARARARAAAARARAARARARARAAAARARAARAAAARA
OGMMAAAACQQGQGADDODODOOQOOI|I|I|MMMMMMRABRRARAAARRAATHT
MOAAUUUUSYSYSAAAARARAAAATTTTMITRTITTTTAA
gAddagssgddadAAI|IfiIfIHUAUUMMMMMS UARISTTI|T
ADOQCEAATKKKAQAOGHATTTITAIIAGYSSSTMNMLYTTDSYTR
MMAANARGMMMPAQAGRGTTTNTOUDHAAAADORAQTSTMGT QR
1110311101 1]2 411011111221 11112311121113114141:1

FIA_UAU.3

FIA_UAU.4

FIA_UAU.5

FIA_UAU.6

FIA_UAU.7 X -

FIA_UID.1

FIA_UID.2

FIA_USB.1 X

FMT_MOF.1 - X
FMT_MSA.1 d-a- I O Y
FMT_MSA.2 | X d-a- B I I N I B Y
FMT_MSA.3 I 4 Ix |- | X
FMT_MTD.1 - X
FMT_MTD.2 - X X
FMT_MTD.3 | X - X -
FMT_REV.1 - X
FMT_SAE.1 - X X
FMT_SMR.1 X
FMT_SMR.2

FMT_SMR.3 - X
FPR_ANO.1

FPR_ANO.2

FPR_PSH
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Table A.1 - Dependency tale for functional components
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Table A.1 - Dependency tabé for functional components
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Table A.1 - Dependency tale for functional components
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AANAARARARARAARARARARARAARAARARARARAARFARAFR
DGVVMAAAACQAddADDODOODODOII|I|MMMMMMARARARAARATT
MOAAUUUYSSYSSSAAPARARAPRAAATTTTNTRTTTTTTAA
dAddagssgadadAAItIIIfUAYJUMMMMMS YARISTTIT
A0CAEAATKKKAAQAARTTTI[TAIASSSTMNMUTTOSTR
MMAANARGMMMAGARAAGTTTOUYUDHAAAADRQTSTMATAJHA
1110311 1)1 a2 4121211 a2af1a121234224124123121711

FTA_TAB.1

FTA_TAH.1

FTA_TSE.1

FTPITC.1

FTP_TRP1
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Annex B
(informative)

Functional classes, families, and components

The following Annexes C through M provide the application notes for the functional classes
defined in theman body of ths part of ISO/IEC 15408.
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Annex C
(informative)

Security audit (FAU)

CC audit families allow PP/ST authors the ability to define requirements for monitoring user
activities and, in some cases, e#ing real, potential, or immemt violations of the TSP. The
TOE'’s scurity audit functions are defined to help monitecsrity-relevant events, and act as a
deterrent against security violations. The requirements of ghulit families refer to functions that
include audit datprotection, record format, drevent sedction,as well & analysis toolsyiolation
alarmsand real-timeanalysis. The audit trail should be presented in human-readable format either
directly (e.g. storing the audit trail in humaradable format) or indectly (e.g. using audit
reduction tools)or both.

While developing the security audit requirements, the PP/ST author should take note of the inter-
relationships among the audit families anchporents. The poterdl exists to spefy a set of audit
requirements that comply witthe familycomporent dependenas lists, whik at the sare time
resulting in a deficient audit function (e.g. amdit function that requires all security reéew

events to be audited but without the stlgty to control them on any reasonable basis sagch
individual user or object).

Audit requirements in a distributed environment:

The implementation of audit requirements for networks anér ddrge systems may differ
significantly from those eeded for stand-alone systems. Larger, more complex and active systems
require morehought concerning which audit data to collect and how this should be edadag

to lowered feasibility of interpreting foeven storingwhat getscollected. The traditional notion

of a time-sorted list or “&il” of audited eents may not be applicable a global asychronous
network with arbitrarily many eents occurring at once.

Also, different hosts and servers on a distributed TOE nmae Wiffering naming policieand
values Symbolic nanes pesentation for audit review magqure a netwide convention to avoid
redundancies and “name clashes.”

A multi-object audit repository, portions of which are essible by a potentially welvariety of
authorised users, may bequired if audit repositoes are to serva ugful function in distributed
systems.

Finally, misuse of authority bguthorise users should be addressed by systematically avoiding
local storageof audit data peatning to administratoactions.

Figure C.1 shows theedomposition of this class into its constituent congms.
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‘ Security audit ‘

4{ FAU_ARP Security audit automatic response

4{ FAU_GEN Security audit data generation

4‘ FAU_SAA Security audit analysis

|

FAU_SAR Security audit review

FAU_SEL Security audit event selection

|

4‘ FAU_STG Security audit event storage
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C.1 Security audit automa tic response (FAU_ARP)

The Scurity audit automatic response family describaguirements for the handling of audit
events. The requement could include requirements for alarms or TSF action (automatic response).
For examplethe TSFcould include the generation oéal time alarmsgtmination of the offending
processdisabling @ a servicepr disconnectia or invalidation of a useaccount.

Application Notes

An audi event is defined tbean “potential seurity violation” if so indicated bythe FAU_SAA
components.

FAU_ARP.1 Security alarms
User application notes

An action should be taken fdollow up action in tle event of a alarm. This action can be to inform
the authorised user, to present the authoriserdwith a se& of possibé containment etions, orto
take corrective actionsThe timing of theactions should be carefully consigdrby the PP/ST
author.

Operations

Assignment:

In FAU_ARP.1.1 the PP/ST author should specify the actions to be taken in case
of a potertial security violation. An example of such a list is: ‘mform the
authorised user, disable the subject that created the potential security violation.”
It can also specifythat the action to ke taken can be specified by an authorised
user.
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C.2 Security audit data generation (FAU_GEN)

The Security audit data generati@mily includes requigments to speify the audit eents that
shouldbe generated e TSF for security-relant events.

This family is presemt] in a nanner that avoids a depdency orall components requiring audit
supportEach component has an audit section developed ichviheéevents to beudited for that
functional area are lied. When the PP/ST author assemblePtREST, the items in theeidit area
are used tacompletethe variable in this component. Thus, the specificationvbit could be
audited for a functional area is localised in that functional area.

The list ofauditable events is entirely depeat on the other functional fames within the PP/ST.

Each family dfinition should therefore include a list of itanfily-specific auditablevents. Eah
auditable event in the list of auditable events specified in the functional family should correspond
to oneof the kvels of audit eent generaion specfiedin this family (i.e. minimal, kesic, cetailed).

This provides te PP/ST authowith information necessary t@nsure that all approgte auditable
events are specified in the PRFISThe following example shows how auditable events are to be
specified in appropate furctional families:

“The following ections should beauditable if FAU_GEN Securityaudit data generation
is incluced inthe PP/ST:

a) Minimal: Sucessful use of the user security attribute administration functions;
b) Basc: All attempted uss of the ugr securityattribute administration functions;
¢) Basc: Identification of which user security attribes havebeenmodified;

d) Detailed: With the exception of egific sensitive attribute data items (e.g. passwords,
cryptographic keys), the new values of the attributes should be @&ptur

For e&zh functionalcomporent thatis chosen, the auditable eventshat are indicated in #h
comporent, atand kelow the level indtated in FAU_GEN should be auditable. If, for example, in
the pevious example ‘Bsic’ would be selected in FAU_GEN, the auditable events mentioned in
a), b) andc) should beauditable.

Obsrve thet the categorisation of auditable events is hierarchicaletample, when Basic Audit
Genedtion is desired, all auditable ents identifed as being either Minimal or Basic, should also

be included in the PP/ST through the use of the appropriate assignment operation, except when the
higher kvel ewent simply provides more detail than the lowevrdl event. When [Ztailed Audit
Geneation is desired, all identifiecduditable ewents (Minimal, Basic, and Detailed) should be
included in the PP/ST.

A PP/ST author By decide toinclude otherauditable eents beyond those reqatt for a given

audit level. For example, the PP/ST may claim only minimal awgtglgilities while including
most of the bsic capabilities because the few ex@udidtcapabilites conflict with other PP/ST
constraints (e.g. becaeithey requirghe collectiorof unavailable data).

Application Notes

The furctionality that creates thauditable event should be spe@fl inthePP or ST as a functiah
requirement.
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The following areexamples of the types of the events that shalibe definedas auditald within
each PP/STunctional component:

a) Introductionof objects withinthe TSC intca subject’s addresspace;

b) Deletion of objects;

c) Distributionor revocation daccess rights or capabilities;

d) Changes tasubject or olgct securityattributes;

e) Policy checks performed by tA&F asaresult of a request by a subject;
f) Theuse of access rights to bypass agyotineck;

g) Use of Ieentification and Authentication functions;

h) Actions taken by an operatoand/a authorised user (e.g. suppressidnaoTSF
protection mechanism as human-readédbels);

i) Import/expat of data fom/toremovabé media (e.g. pringoutput, tapesdiskette’.

FAU_GEN.1 Audit data generation
User application notes

This component &fines requirements to identify thaditable events for whih audit records
should begyererated, and the information te provided in taaudit records.

FAU_GEN.1 by itself might besed when the TSP does nejuire tha individual user identigs
be associad with audit events. Thisould ke appropriate when the PP/ST also contains privacy
requirementslf the user identity mustbe incorpoated FAU_GEN.2 could be sl in addition.

Evaluator application notes

Thereis a depndency on FPT_STM. If correctness of time is not an issue for this TOE, elimination
of this dependency could be justified.

Operations

Selection:

For FAU_GEN.1.1b, the PP/ST athor should select the level of auditable events
called out in the audit section of other functional components included in the PP/
ST. This levelcould be ‘minimum’, ‘basic’, ‘detailed’ or ‘not specified’. If ‘ not
specified’ is selected, the PP/ST author should fill in all desired auditable events
in FAU_GEN.1.1c, and this part of the element (item bdan be remo\ed entirely.

Assignment:

For FAU_GEN.1.1c, the PP/ST author should assign a list of other specifically
defined auditable events tobe includedin the list of auditable events These events
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could be auditable events of functional requirement that are of higher audit
level than requested in FAU_GEN.1.1b, as&ll as the events enerated through
the use of a speified Application Programming Interface (API).

For FAU_GEN.1.2b, the PP/ST author shouwl assign, fo ead auditable ewents
included in the PP/ST, a list of other adit relevant informatio n to be included in
audit event records.

FAU_GEN.2 User identity asso ciation
User application notes

This component addresses tlguirement of accountabilitgf auditable events atthe level of
individual user identity. Thizomponent should be et in addition to FAU_GENL Audit data
geneation.

There is a potential conflict between the audit and pyivaquirements. For audit purp@sst may

be desirable to know who performed an action. Uiser may want t&eep his/lr actions to
himsef/hersel ard nat be identifiedby other persos(e.g. asite with job offers) Or it migh be
requiredin the Organisational &urity Policy that thedentity ofthe uses mustbe protected. In

those cases the objectives for audit and privacy might contradict each other. Therefore if this
requirement iselected and privacy is important, inclusion of the component usedpsimity
mightbeconsideed. Requirements afetemining thereal user name based ospseudonym are
specified in tle privacy class.
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C.3 Security audit analysis (FAU_SAA)

This family defires requirements for automatectans that analyse sgat activity and auditiata
looking for possileé or real sesurity violations This analysis may workn suppot of intrusion
detection, orautomatic response #mn imminent scurity violation.

The action to be performed by the TSF on deia of a possil# imminent or potential violation
is defined in FAU_AR Security audit automatic response components.

Application Notes

For real-time aadysis, audit data could be transformed into a useful &rfar automated
treatment, but into a differenseful format for deligry to authorisedises for review.

FAU_SAA.1 Potential violation analysis

User application notes

This component is &d to sgcify the set of auditable emts whose occurrenaa accumulated
occurrence held to indicate a potential violatibthe TSRand any rules to be used tofoem the
violation analysis.

Operations
Assignment:

For FAU_SAA.1.2.a, the PP/$ author should identify the subset of defined
auditable events whoseoccurrence or accumulated occurrence need to be
detected as an idication of a potential violation of the TSP.

Assignment:

In FAU_SAA.1.2.b, the PP/ST autor should specify any other rules hat the TSF
should use in its analysis of the audit trail. Those rules could include specific
requirement to express the neesifor the evens to occu in a certain period of
time (e.g.period of the day, duration).

FAU_SAA.2 Profile bas ed anomaly detection

A profile is a structure that emacterises the behaviour of usansl/or subjects; it repsents how
the users/subgts inteect with the TSF ina variety of ways. Pattesiof usag are establistabwith
respet to thevarious types of activity the users/subjestenga@ in (e.g. patterns iexceptions
raised patterns in resource utilaion (when, which, how),patterrs in actiors perforned). The
ways in which the various types of activity are recorded in the profile (e.g. resousserese
eventcouners, timers)re reerredto asprofile metrics

Each profile epresents the expected patterns of usagenmed by members of thgrofile target
group. This pettern may be based on past use (historical ggatt) or on normal use farses of

similar target groups (expected behaviour). A profile target group refers to one or ereneghs
interact with the TSF. The activity od&h member of the profile group is ulday thearalysis tool

187



ISO/IEC 15408-2:1999(E) ©ISO/IEC

in establishing the usagetferns represented in the profile. The following swene eamples of
profile target goups:

a) Single use account one profile per user;

b) Group ID or Group Account: one profile for all users who possess the same group
ID or operate using the same group account;

c) Operating Role: one profile for all users sharing a given operating; rol
d) System: one profile for all users @system.

Each member ofa profile target groups assigned maindividual suspicion ratiig that represents
how closely that member new activity corresponds to the established pettef usage
represented in the goup profile.

The sophistication of tanomaly detection tool will largelyelnletermined by the numbef target
profile groupsrequred bythe PP/ST and theomplexity ofthe requiregrofile metics.

This component is used to specify the set of auditable events wbaseence or acimulaed
occurrence indicatea potental violation of the TSP,and any rules to be usé¢o perform the
violation analysis. This set of events or rules could be modified by the authorised user, through
addition, modifcationor deletion of egnts or rués.

The PP/ST author shoulehumerate sgcifically what activity should be monitorednd/or
analysed by the TSF. The PP/ST author should also identify spdigifwhat information
pertainingto the activityis necessary to constithe usag profiles.

FAU_SAA.2 requires that the TSFamtain profiles of system usage. The word maintain implies

that the anomaly @tector isactively updating the usage profileded onnew ativity performed

by theprofile target members. It is important here thatiinetrics for representing user activity are
defined bythe PP/ST author. For examplleere nay be a thousandifferent actions an individl

may be capable of perming, but the anomaly detector may choose to morteubset of that
activity. Anomalous ativity gets integragd into the profile just like non-anomalous activity
(assuming the tool is monitoring thogetions). Things that may have ape anomalous four
months ago, might over time become the norm (and vice-versa) as the user’s work duties change.
The TSF wouldn't be able tapture this notion if it filtered o@nomalous activitjrom the profile
updating algorithms.

Administrative notification should be provided such that the authorised user understands the
significance of the suspicion rating.

The PP/ST author shoul@fthe how to interpret suspicion ratings and the conditions undehwhi
anomalous activitys indicated to the FAU_AR mechanism.

Operations
Assignment:

For FAU_SAA.2.1, the PP/ST autho should specify tte profile target group. A
single PP/ST may include multipleprofile target groups.
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For FAU_SAA.2.3, the PP/ST author should specify conditions under which
anomdous actvity isreported by the TSF. Conditions mayinclude the susgcion
rating reaching a certain value, or be based on the type of anomalousctivity
observed.

FAU_SAA.3 Simpl e attack heuristics

User application notes

In practic, it is at best rare wheam analysis tootan detect with certainty when acaety violation
is imminent. However, there do exist some sysewents tlat are so signifient that they are
always worthy of independent review. Example affsavents include the datiion of a key TSF
security data file (e.gthe password file) or activity sih asa remote user attempting taig
administrative privitgge. These events areferred to asignature events that their ocurrence in
isolation from the rest of &system activity arendicative ofintrusive activity.

The canplexity of a giventool will depend geatly on theassignments dimed by the P/ST author
in identifying the kaseset ofsignaturesvents.

The PP/ST author should enumerspecifically what events should be monitored by the TSF in
order toperform the analysis. The PP/Bauthor should idntify specifically whatinformation
pertaining tothe event is neessary to determinetiie event maps @signaturesvent.

Administrative notifcation should be provided such that the authorised usesrsirttls the
significane of the eventand the appropriate possible responses.

An effort was made in the spBcation of these requirements@woid a dependency on audit data

as the sole inpur monitoring system activity. Thisas done in recognition of the existence of
previously developed intrusiortéction tools that do not perfortineir analyssof system activity

solely through the use of audit data (examples of other input data include network datagrams,
resoure/accountingdata, or combinationsf various sysm data).

The elements ofFAU_SAA.3 donot require that the TSF implementinige immedite attack
heuristics be tke same TSF whosectivity is beirg monitored. Thus, oe can devel@ an intrusion
detection component that operates independently of themsyshosesystem ativity is being
analysed.

Operations
Assignment:

For FAU_SAA.3.1, the PP/ST author should identify a base subset of system
events whose occurrerg; in isolation from all other system activity, may indicate

a violation of the TSP. These include events that by themselves indicate a clear
violation to the TSP, or whose occurrence is so significant that they wamt
actions.

In FAU_SAA.3.2, the PPST author should specify the information used to
determine system activity. Thisinformation is the input data used bythe analysis
tool to deter mine the systen activity that has accurred onthe TOE. This datamay
include audit data, combinations of audit data with other systendata, or may
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consist of data other than the adit data. The PP/ST athor should define
precisely what system eventand event attributes are being monitored within the
input data.

FAU_SAA.4 Complex attac k heuristics

User application notes

In practice, it is atést rare when ananalysis tool can detect with cairity when a security violation

is imminent. Howeer, there do exist some system events that are so significant they aye alw
worthy of independerneview. Exampk of sich events include the deletiofa key TSF security
datafile (e.g. the password fil@r activity such as a remote @sattempting to gain administive
privilege. These eents are referred to assignature gentsin that their occurrence in ision from

the rest of the system activity are indicatofantrusive ativity. Event sequences aam ordeed

set of signatue events that mighindicate intrusive activity.

Thecomplexity of a given tool will depergteatlyon the assignemts defined by the PP/SButhor
in identifying thebase set of signatureents and evergequenes.

The PP/ST author should define asé set of signature events and event se@setw be
represented by the TSF. Additional sigiture eventsand eent sequeoces may be defined by the
system developer.

The PP/ST author shou@humerate sgrifically what events should bmonitored by the TSF in
orderto perform the analysisThe PP/ST authoshould identify spcifically what information
pertainingto the event is necessary to determine if the event toapsignature ent.

Administrative notification should be provided such that the authorised user understands the
significance of the event and the appraferipossible responses.

An effort was mad@ the speciftation of these requements to avoid a dependgnon audit data

as the sole input for monitoring system activity. This was done in recognition of the existence
previowsly developed intrusiodetection todthat donot peiform ther analyses of syste activity
solely through the use of audit data (examplestber input data include wetrk datagams,
resourcedccounting dad, or combinations of various system datagvelling, therefore, requires
the PP/ST author to sp#y the type of input data uséd monitor system activity.

The elements of FAU_SAA.4 do not require that the TSF implementing the complek atta
heuistics be thesame T& whose activig is beirg monitored. Ths, onecandevel® anintrusion
dekection component @i operates indepndently of thesystem whose system activity isirg
analysed.

Operations
Assignment:
For FAU_SAA 4.1, the PP/STauthor should identify a baseset of list of sequences
of sysem events whose occurrence r& representative of known penetration

scenarios. These event sequences represent known penetration scenarios. Each
event represented in the sequence should map to a monitored system event, such
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that as the system events arperformed, they are bound (mapped) to the known
penetration event sequences.

For FAU_SAA.4.1, the PP/ST author should identify a baseesobsystem events
whose occurrence, in isolation from all other aysactivity, may indicate a violation
of the TSP. These include eventstthy themselves indicte a ckar violation to the
TSP, or whoseccurrence is so significantehwarrant action.

In FAU_SAA 4.2, the PP/Bauthor should sp#y the information usd to determine
system activity. This information is the input data used by afaysis tool to
determine the systenttavity that has ocurred on the TOE. Thidata nay include
audit datacombinations & audit datawith othe system dataor may couist of data
other thantheaudit data. The PP/ST author shouéfige precisely what system events
and evenattributes are being monitored within tinput dat.
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C.4 Security aud it review (FAU_SAR)

The Security auditeview family defines requements relatedo review of the auditnformation.

These furtions should allow pre-storageuost-storage audit sek&on that includes, for example,
the ability toselecti\ely review:

- the actions of omor moe users (e.gidentification, authentiation, TOE entry, and
access control actions);

- theactions performean a spcific object or TOE resour

- all of a specifiedset of audited exceptions; or

- actionsassoaitedwith a speific TSP attribute.

Application Notes

The distinction btween audit reviews is based on functionality. Audit review (only) encompasses
the abilityto view audit dataSelectable review is more sophisted, and reques the abilityto
perform seathes based on a single criterion or multigligeria with logical (i.e. and/or) retions,

sort auditda, filter audit cita, before audit data areviewed.

FAU_SAR.1 Audit review
User application notes

This component is used to sffg that users and/or authorised users caraglethe audit ecords.
These audit mrds will be provided in a mannappropriate to the user. &e are different types
of users (human ess, machine users) that might have etght reeds.

The conent of the auditecords that cabe viewed canbe specified.
Operations

Assignment:

In FAU_SAR.1.1 the PP/ST autor should specify the authorised uses that can
use thiscapability. If appropriate the PP/ST authormay include security roles
(see FMT_SMR1 Security roles).

In FAU_SAR.1.1 the PP/ST author Isould specify the type of information the
specified useris permitted to obtain from the auditreca ds. Examples arée‘all”,
“subject identity”, “all information belonging to audit r ecords referencing this
use”.

FAU_SAR.2 Restricted audit r eview
User application notes

This component specifies that any users not idesatiin FAU_SAR.1 will not be able to read the
audit records.
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FAU_SAR.3 Selectable audit review
User application notes

This componentsiused to spefy that it should be possible to pam selection 6the audit data
to be eviewed. If basd on multiple criteria, those crdria should be related together with logical
(i.e. ‘and’ or ‘or’) rehtions, and the tools should provittee abiliy to manipulae audt data €.g.
sort, filter).

Operations

Selection:

For FAU_SAR.3.1 the PP/ST author should select whether searchssyting and/
or ordering can be performed by the TSF.

Assignment:

For FAU_SAR.3.1, the PP/ST author should assign the criteria, possibly with
logical relations, to beused to select the audit data for review. The logal
relations are intended to specify whether the operation can be on @ individual
attribute or a collection of attri butes. An example of this assignmercould be:
“appli cation, user account and/or lgation”. In this case the opration could be
specified using any combination othe thr ee attributes: application, user account
and location.
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C.5 Security aud it event selection (FAU_SEL)

The Security audit event selectioaniily provides requirements related to the dhaitities of
identifying which of the possible auditalkl events areto be auditedThe auditable events are
defined inthe FAU_GEN Security auditdata generation family, but those events should be
defined as being selectabletinis component to be audited.

Application Notes

This familyensures that it is possible to keep #hlit trail from becoming so large that icbenes
usekss, by defining the appropté granularityof the sedcted security audit events.

FAU_SEL.1 Selective audit
User application notes

This component defes the criteria usd for the selection of events to be auditEdosecriteria
could pemit inclusion orexclusion of eventérom the set of auditablevents basel on user
attributes subject attribugs, obgcts attributes, or event tgp.

The existence ahdividualuser identities is not assumed for this component. This allowgXas
suchas routers @t may not support the notion of users.

For a distributed environment, the host identity could led as a dection criteria for eents to
be audited.

The managment function FMT_MTD1 Managment of TSF data will bBndle the rights of
authorised users tpuery or modify the selections.

Operations

Selection:

For FAU_SEL.1.1a, the PP/STauthor should wlect whether the security
attrib utes upon which aidit selectivity is based, is relatd to object identity, user
identity, subject identity, hostidentity, or event type.

Assignment:

For FAU_SEL.1.1b, the PP/ST auhor should specify any additimal attri butes
upon which audit selectivity is based.
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C.6 Security audit event storage (FAU_STG)

The Scurity audit event storage familygstribes requirements for storing audit data farlase,
including requirements controlling the loss of audit information due to system failure, attack and/
or exhaustion of storage sea

FAU_STG.1 Protected audit trail storage
User application notes

In a distributed environment, as the location of the audit trail is in the TSC, but not necessarily co-
located with the functionagperating the audit data, the PP/ST author could requéstntcation

of the originato of the audit record, or norepudiation of the originfahe record por staing this
recordin the auditrail.

TheTSF will protect the audit trail from unauthorisedeletion and modifigtion. It is notedhat in
some sysms theauditor (role) might not be authorised telede the audit records for a cant
period of time.

Operations

Selection:

In FAU_STG.1.2, the PP/ST authoshould specify whether theT SF shall prevent
or only be able to detect modfications d the audit trail.

FAU_STG.2 Guarantees of audit dat a availability
User application notes
This component allows the PP/ST author &#p to which nretrics theaudit trail should conform.

In a distributed environment, as the location of the audit trail is in the TSC, but not necessarily co-
located with the functionagperating the audit data, the PP/ST author could requéstntcation

of the originato of the audit record, or norepudiation of the originfahe record por staing this
recordin the auditrail.

Operations

Selection:

In FAU_STG.2.2the PP/ST author should speciffrether the TSF shallprever or
only be able to detect modiéitions of the auditrail.

In FAU_STG.2.3, the PP/ST autho should specify tre condition under which the
TSF shall still be able to maintain a defined amount of audit data. This condition
can be anyone ofthe following: audit storage exhaustion, failure, attack.
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Assignment:

In FAU_STG.2.3, the PP/ST author should specify the metric that the TSF must
ensure with regped to the audit trail. This metric limi ts the data loss by
enumerating the number of records that must be kept, or the time that records
are guaranteed tobe maintained. An example othe metric could be “100,000”
indicating that 100,000 audit records can be stored.

FAU_STG.3 Action in cas e of pos sible audit data loss
User application notes

This component requires thatians will be taken when the audit trail erds ceréin pre-defined
limits.

Operations

Assignment:

In FAU_STG.3.1, the PP/S author shauld indicate the pre-defined limit. If the
management functims indicate that this number might be changed by the
authorised user, this value is the default value. The PP/ST author might chodse
let the authorised user define this Imit. In that case the assignment can be for
example “an authorised user set limit”.

In FAU_STG.3.1, the PP/ST author shouldpecify actions that shouldbe takenin
case of imminent audit storage failure indicated by exceeding the threshold.
Actions might include informing an authorised user.

FAU_STG.4 Prevention of audit data loss
User application notes

This componenspecifiesthe kehaviourof the TOE ifthe auditrail is full: either audit records are
ignored, or the TOE is frozen such thatanolitableevents can take place. The requirement also
staks thatno matter how theequirements instantiated, the authorised user withcHerights to
this effect can continue togenera¢ auditableevent (actions). The reasas that otherwis the
authorised usercould not even reset the syste@onsideation should ke given to the choice of the
action to be #&ken by tle TSF in the case of autlstorage exhaustioms ignoring events, wtt
provides lketter availability of the TOE, will also permit actions to be perfearwithout keing
recordedand without the uer being accountable.

Operations

Selection:

In FAU_STG.4.1, thePP/ST author should select whether th& SF shall ignore
auditable actions, orwhether it should prevert auditable actionsfrom happening,
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or whether the oldest audit records should be owavritten when the TSF can no
longer store audt records.

Assignment:

In FAU_STG.4.1, the PP/ST author should specify othe actions that should be
taken in case of audit storage failuresuch as informing theauthorised user.
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Annex D
(informative)

Communication (FCO)

This class describes regenmments specifically of ingrest for TOEs that are used for the transport
of information. Families within this claslealwith non-repudiation.

Communication

——— FAU_NRO Non-repudiation of origin 1—2

—— FCO_NRR Non-repudiation of receipt 11— 2

FigureD.1 - Communication class decomposition
Figure D.1 showthe decomposition of thisads into its constituent components.

In this class the concept of “infoation” is used. This information should be interpreted as the
object being communicated, andould contan an electronic mail message, a 8| or a set of
predefired attribute typs.

In the literatue, the erms ‘proof of receipt’ and ‘proof of origin’ are commonly used terms.
However it is recognised that the tefpnoof’ might be interpreted in a legal sensemply a form

of mathematicalationale. The componentshithis clss interpret the de-¢t use of the word
‘proof’ in the contex of ‘evidence’ thathe TSF @émonstetes tle non-repudiated transpasf types

of informaion.
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D.1 Non-repudiation of origin (FCO_NRO)

Non-repudiation of origin defines reqgeinents to provide eviehce to users/subjects about the
identity of theoriginator of some information. The originator cannot successfully deny having sent
the informatiorbecause evidence of origin (edigital signatureprovides evidencef the binding
between the originatcand the information sent. The recipient or a third paewy verify the
evidence of origin. Thigvidence should not be foegble.

User notes

If the informatioror the associated attribegtare altered in any wayalidation of the evidence of
origin might fail. Therefore a PP/STauthorshould consider including integritgquirementsuch
asFDP_UIT1 Data exchange iegrity in the PP/ST.

In non-repudiation there are seaalifferent roles involved, each of whicbould becombined in
one or more subjects. The first role assubject that requests evidence arfgin (only in
FCO_NRO.1 Selective proof of origin). Theesond role is the recipint and/or other subpcts to
which the evidence is provided (eagotary). The third rolés a subject that requests verification
of the evidencef origin, for example, a recipient or a thirdfy such as an arbiter.

The PP/ST author must sjify the conditions that mustdomet to be able to verify #avalidity of
the evidege. An example ofa condition whth could be sgcified is where theverification of
evidence must occur within 24 hours. Theseaditions, therefore, allow the tailoring of then-
repudiation tdegal requirements, sah as beingble to provide evidence foregeral years.

In most cases, ¢hidentity of the recipent will be the identiy of the user who received the
transmission. In some instan¢éise PP/ST author de@ot want tke useridentity to be exported.
In that case the PP/ST author moshsicer whether it is appropriatego includethis class, or
whether the identity of thtransport senge provider or the icntity of the host should be used.

In addition to (or ingad of) the user identity, a PP/ST author might be rooneerned about the
time the information was transmitted. For example, requests for proposals must be tradsmitt
before acertain datein order to be considered. In such insemadhese requireents can be
customised to provide a timestanmglication (time of origin).

FCO_NRO.1 Selective proof of origin
Operations

Assignment:

In FCO_NRO.1.1 the PP/ST author should fill in the types of information subject
to the eviderce oforigin function, for example, electonic mail messages.

Selection:

In FCO_NRO.1.1 the PP/ST author should specify the user/subjeetho can
request evidence ofragin.
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Assignment:

In FCO_NRO.1.1 the PP/ST autho, dependent on the selection, should specify
the third parties that canrequest evi@nce ofreceipt. A third party could be an
arbiter, judge or legal baly.

In FCO_NRO.1.2 the PP/ST author should fill in the list of the attributes that
shall be linked to the information; for example, originator identity, time of origin,
and location of origin.

In FCO_NRO.1.2 the FP/ST author should fill in the list of information fields
within the infor mation over which the attributes provide evidence of nigin, such
as the body of a message.

Selection:

In FCO_NRO.1.3 the PP/ST author should specifghe user/subject who can
verify th e evidenceof origin.

Assignment:

In FCO_NRO.1.3 the PP/ST autho, dependent on the selection, should specify
the third parti es that can verify the evidence of origin.

In FCO_NRO.1.3 the PP/ST athor should fill in the list of limitatio ns under
which the evidencecan be verified.For example the evidence can only be verified
within a 24 hour time interval. An assigiment of ‘immediate’ or ‘indefinite’ is
acceptable.

FCO_NRO.2 Enforced proof of origin
Operations

Assignment:

In FCO_NRO.2.1 the PP/ST authshould fill in the types oinformation subject to
the evignce of origin functionfor example, electronimail messages.

In FCO_NRO.22 the PP/ST author should fill the list ofthe attribute that shall be
linked to the information; for example, originator identttme of origin, and Igation
of origin.

In FCO_NRO.2.2 the PP/S&uthor should fill in the list of informationdids within
the information oer which the attribugs provide evidence of origin, such as the body

of a message.
Selection:

In FCO_NRO.2.3 taPP/ST author should specitye user/sulgct who can verify the
evidence obrigin.
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Assignment:

In FCO_NRO.Z3 the PP/ST authg degendent on tk sekction, should specify the
third parties tht can verify the evidence of origin. A third party could be an arbite
judge or legal body.

In FCO_NRO.2.3 taPP/ST author should fiih thelist of limitationsunder whit the
evidencecan be werified. For exampleghe evidence can only be verified withir24
hourtime intenal. An assignmenof ‘immediate’ or ‘indefinie’ is aceptable.
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D.2 Non-repudia tion of receipt (FCO_NRR)

Non-repudiation of respt defines requaments to provide eviehce to other users/subjects that the
information wasreceivedy the recipientTherecipientcannot swecessfully deny having received
the information because evidence of receipt (e.g. digital sigeptprovides evidencef the
binding between the recipieattributes and the information. The originator or a third party can
verify theeviderce ofreceipt. This evidence should not be forgeable.

User notes

It should be noted that the provision of ewide that the information was received does not
necessarily imply that the inforation was read or comprehended, but only deéder

If the information or the associated attributes are alteradyrway, @idation ofthe evidencef
receiptwith respect to the origimanformation might fail. Therefore a PP/S&uthor should
consider including integrity requirements such as FDP_UDOata exchange integrity in the PP/
ST.

In non-repudiation, there areveral different roles involvedgach of which could be combined in
one ormore subjects. Tnfirst role is a subjet that request evidence of redpt (only in
FCO_NRR1 Sekctive proof of receipt). The second ragethe ecipient and/or other subjects to
which the evidege is provided, (e.g notary).The third roles a subjettha requess verification

of the evidence of ceipt, for example, an origator or a third party suchas an arbiter.

The PP/ST authanust specify the conditions that must be metetatile to \erify the validity of
the evidence. An example of a conditiwhich could be specified is where therification of
evidence must ocur within 24 hours. Thessonditions, thesfore, allow the tailoring of the non-
repudiatiorto legal requirements, suels being able tprovideeviderce for sevedl years.

In mostcases, the idenyitof the recipient will be the identity of the use who reaived the
transmissionin sone instanes, the PP/ST authaloes not wanthe ugr identity tobe exported.
In that case, the PP/SAithor must consider whether it is approprisiancludethis class, or
whether thedentity of the transporservice provideor the identity of the host should beeds

In addition to (or instead of) the useetity, a PP/ST author might be more conedrabout the
time the information was rewwed. For example, whean offer expires at a certain date, orders
must be reeived lefore a certin date in order to beonsicered. In swch instances, these
requirements can kristomised to provide a timestammglication (time of receipt).

FCO_NRR.1 Selective proof of receipt
Operations

Assignment:

In FCO_NRR.1.1 the PP/ST author should fill in the types of information subject
to the evidence of eceipt function, for example, eletronic mail messags.
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Selection:

In FCO_NRR.11 the PP/ST author should specify tle user/subject who can
request evidence ofeceipt.

Assignment:

In FCO_NRR.1.1 the PP/ST autho, dependent on the selection, should specify
the third parties that can request evidence ofeceipt. A third party could be an
arbiter, judge or legal bog.

In FCO_NRR.1.2 the PP/ST author shouldfill in the list of the attributes that
shall be linked tothe information; for example, recipient identity, time of receipt,
and location of receipt.

In FCO_NRR.1.2 the PP/ST author should fil in thelist of information fields with
the fields within the information over which the attributes provide evidence of
receipt, such as the body a message.

Selection:

In FCO_NRR.1.3 the PP/ST author should specify the user/subjects who can
verify the evidence ofreceipt.

Assignment:

In FCO_NRR.1.3 the PP/ST autho, dependent on the selection, should specify
the third parties that can verify the evidenceof receipt.

In FCO_NRR.1.3 the PP/ST author shod fill in the list of limitatio ns under
which the evidence carbe verified. For example the evidence can onlye verified
within a 24 hour time interval. An assignment of ‘immeliate’ or ‘indefinite’ is
acceptable.

FCO_NRR.2 Enforced proof of receipt

Operations
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Assignment:

In FOQO_NRR.2.1 the P/IST author should fill in the typeof information subject to
theeviderce ofreceipt function, for exameklectronic nail messages.

In FCO_NRR.2.2 the PP/ST author should fill in the list of the attributes that shall be
linked to the information; for examplesaipient identiy, time of reeipt, and location
of receipt.

In FCO_NRR.2.2 the PP/ST authshould fill inthe list of informatian fields with the
fields within the information over which thatributes provide evidence oégeipt,
suchas the body ch message.
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Selection:

In FCO_NRR.2.3 the PPTSauthor should specify the user/subjects who can vérdy
evidenceof receipt.

Assignment:

In FCO_NRR.2.3 the PPTSauthar, dependent on the sadtion, should specifyhe
third parties that can verify the evidence afeipt. A third partycould bean arbite,
judge or legal bog

In FCO_NRR.2.3 the PP/ST author should fill in the list of Eionhs undewhichthe
evidencecan be verified. Foexample theevidencecan only be erified within a 24
hour time interval. An assignment of ‘imediate’ or‘indefinite’ is acceptable.
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Annex E
(informative)

Cryptographic support (FCS)

The TSF may employ cryptographic functionality help satisfy several high-lesl security
objectives. These include (buére not limited to): identiftation and authentation, non-
repudiation, trusted path, trusted channel asid deparationThis clss is used wherthe TOE
implementsryptogaphic functionsthe mplementationof whichcould be in hedware, firmware
and/or safware.

The FCS class is composed of two families: FCOMCKryptographic key management and
FCS_C@ Cryptogmphic operation. The FCS_CKM famigdresses the managemaspedof
cryptographt keys, while the FCS_CORamily is concerned with the operationaleusf those
cryptographic keys.

Figure E.1 shows the decompositiorttt class into its constient components.

‘ Cryptographic support

—{ FCO_CKM Cryptographic key management

—{ FCS_COP Cryptographic operation

Figure E.1 - Cryptographic support class decomposition

For each cryptogaphic key generation method implemented by the TOE, if any, the PP/ST author
should sedct the FCS_CKM.Tomporent.

For eacteryptographic keylistribution method implementdxy the TOE, if any, thBP/ST author
should sedct the FCS_CKM.Zomporent.

For eachcryptographt key access mathod implemerdd by the TOE if any, thePP/ST author
should sedct the FCS_CKM.&omporent.
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For each cryptogphic key destruction method implemented by the TOEny, the PP/ST author
should sedct the FCS_CKM.4comporent.

For each crypto@phic operation (such as digisignature, data encryption, key agreement, secure
hash, etc.) perford by the TOE,if any, the PP/ author should select the FCS_COP.1
component.

Cryptographic functionajtmay be uséto meet objectives speciéd in class FCOand in families
FDP_DAU, FDP_SDI, FDP_UCT, FB_UIT, FIA_SOS, FIA_UAU to meet a variety of
objectives. In the eses where cryptographic functionality is used teenhobjectives for other
classes, the individual futional componentsspecify the obgctives that cryptographic
functiorality must satisfy. The obgives in class FCS should beedswhen cryptographic
functiorality of the TOE is sought by consumers.
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E.1 Cryptographic key management (FCS_CKM)

User notes

Cryptographikeys must be managd throughout their lifetime. The typical events in the lifecycle
of a cryptographic key include (but are not lieditto): geneation, distribution,entry, storage,
acess (e.g. bakup, escrow, archive,acovery)and destruction.

As a minimum, cryptographikeys should atdag go throudn the following séges: gneration,
storage andestriction. The inclusiorof other stagsis dependent oithe keymanagerant straegy
being implemented, as the TOEed not be involved in all of the kédife-cycle (e.g. the TOE may
only geneate and distributeryptographt keys).

This family is intendd to support the cryptographic key lifeby and consequently defes
requirements forthe following activities cryptogephic key gereration, cryptographic key
distribution, cryptogaphic key acess and cryptogphic key destruction. Thisamily should be
included wherever there are futional requirements for tle managemenof cryptographt keys.

If FAU_GEN Security AuditData Generation is included the PP/ST then, in the contextfdhe
events beig audited:

a) Theobjectattributesmay include the assigned user for the cryptograpdyictkeuser
role, the cryptogphic opeation that the cryptographic keig to be usedor, the
cryptographic key identié and the cryptographic key validity period.

b) The objet value may include the values of cryptographey(k) and @mrameters
excluding any sensitive informatio(such as secret or private cryptograpkeys).

Typically, random numbers are used to geteercryptographic keys. If this is the case, then
FCS CKM.1 Cryptographic key generatiorshould be uxd instead of the compent
FIA_SOS2 TSF Genestion of screts. In cases whe&random number generation ejuired for
purpcses othe thanfor the generation focryptographic keysthe componenEIA_SOS2 TSF
Generation ogecrets should be esl.

FCS_CKM.1 Cryptographic key generation
User application notes

This component requires the cryptographic key sizes and method used to generate cryptographic
keys to be specified, this can be incaance with an assigned stard It should e used to

specify the cryptogaphic key sizes and the method (e.g. algorithm) used to generate the
cryptographic keys. Only one instance of the component is needed for the same andthod
multiple key sies. The key sizeould be common or different for the various entities, and could
beeitherthe input to or theutput from the method.
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Operations

Assignment:

In FCS_CKM.1.1, the PP/ST author should specify the cryptographic key
generation algorithm to be used.

In FCS_CKM.1.1, the PP/ST author should specify thergptographic keysizes to
be used The key sizes specifie should be appropriate for the algorithm and its
intended use.

In FCS_(KM.1.1, the PP/ST author should specify the assigned standard that
document the method used to generate cryptographic keys. The assigned
standard may comprise none, one or more actual standards publications, for
example, from international, national, industry or organisational standards.

FCS_CKM.2 Cryptog raphic key dist ribution
User application notes

Thiscomponent requisghemethod used to distribeicryptographic keys to be specifjedis an
be inaccordance with an assigned stanid

Operations

Assignment:

In FCS_CKM.2.1, the PP/ST author should specify the cryptographic key
distrib ution method to be wsed.

In FCS_(KM.2.1, the PP/ST author should specify the assigned standard that
documents the method used to distribute cryptographic keys. The assigned
standard may comprise none, one or more actual standards publications, for
example, from international, national, industry or organisational standards.

FCS_CKM.3 Cryptog raphic ke y access
User application notes

This component requires theethod used to access cryptographic keys be specified, this can be in
accordance with an assigned stamid

Operations

Assignment:

In FCS_CKM.3.1, the PP/ST author should specify the type of cptographic key
access being used. Exangs of types ofcryptographic key access include (but are
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not limited to) cryptographic key backup, cryptographic key archival,
cryptographic key escrow and cryptographic key recosry.

In FCS_CKM.3.1, the PP/ST author shouw specifythe cryptographic key access
method to beused.

In FCS_CKM.3.1, the PP/ST author should specify the agned standard that
documents the method used to access cryptographic keys. The assigned standard
may comprise none, one or more actual standasdpublications, for example,
from international, national, industry or organisational standards.

FCS _CKM.4 Cryptographic key destruction

User application notes

This componentequires the method used to destroy cryptogragéys be specid, this can be
in accordancevith anassigned sindard.

Operations

Assignment:

In FCS_CKM.4.1,the PP/ST author should specify the kg destruction method to
be used to destroy cryptographic keys.

In FCS_CKM.4.1, the PP/ST author should specify the agned standard that
documents the method usel to destroy cryptographic keys. The assigned
standard may comprise none, one or more actual standards publications, for
example, from international, national, industry or organisational standards.
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E.2 Cryptographic operation (FCS_COP)
User notes

A cryptogmphic operation may have cryptographic mode(s) efatppn assaated with it. If this
is the case, then the cryptographic mode(s) must be specified. Egarfipltyptogaphic modes
of opestion are cipher block chaining, output feedtk mode, electronicode book mode, and
cipher feedlack mode.

Cryptogephic operations may based to supporone or more TOE security services. The
FCS_C@ component mapeedto beiterated more than once dependarg

a) theuser applicatio for which the security grvice is being used.
b) theuse ofdifferent cryptographi@lgorithmsand/or cryptogaphic key sizes.
c) thetype orsensitivity of thedata being operated on.

If FAU_GEN Securityaudit data generation is included in the PP/Slin the context of the
cryptographic opetion eventdeing audited:

a) The types of cryptographic opation may irclude digital signature generatiand/or
verification, cryptogaphic clecksumgereration forintegrity and/or foverification of
checksum, securdnash (message digestpmputtion, data encryption and/or
decryption, cryptographikey encryption and/or cdecryption, cryptogaphic key
agreemenand random number genragion.

b) The subjet attributes mayinclude subject role(s) and eits) associatedvith the
subject.

c) The objet attributes may include the assigned user for the cryptogr&pkii user
role, cryptogaphic opeation the cryptographicdy is to be usedor, cryptographic
key identifier, and the ryptogaphic key validity period.

FCS_COP1 Cryptog raphic operation
User application notes

This component requires theeyptographic algorithm and key sizeedsto perform speciéd
cryptographic opetion(s) which can bedsed on an assigd standard.

Operations

Assignment:

In FCS_COP.1.1, the PP/ST author shouldpecifythe cryptographic operations
being performed. Typical cryptographic operations include digital signature
generation and/or verification, cryptographic checksum geeration for integrity

and/or for verification of checksum, seure hash (message digest) computation,
data encryption and/or decryption, cryptographic key encryption and/or
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decryption, cryptographic key agreement and random number generation. The
cryptographic operation may ke performed on userdata or TSF data.

In FCS_COP.1.1, the PP/ST author should specify the cryptographic algorithm
to beused. Typical cryptographic algorithms include, but are not limited to, DES,
RSA and IDEA.

In FCS_COP.1.1, the PP/ST author should specify the cryptographic key sizes to
be used. The key sizes spified should be appropriate for the algorithm and its
intended use.

In FCS_COP.1.1, the PP/ST author should specify the assigned standard that
documents how the identified cryptographic operation(s) are performed. The
assigneél standard may comprise none one or more actual standards
publications, for example, from intemational, national, industry or
organisational standards.
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Annex F
(informative)

User data protection (FDP)

This class contains families specifying requirements for TOE security functions and TOE security
function policies relaied to protecting usedata. This class difs from FIA and FPT irthat FDP
specifies components to proteaiser da, FIA specifies compamts to protect attribes
assaiated with theuser, and FP specifies components to protect FSnformation.

Theclass dosnotcontain explicitrequirements for traditional Mandatory Asss Controls (MAC)
or traditional Discretionary Access Cools (DAC); however, suclrequremens may be
constructedising components from this class.

FDP does not explicitly dkwith confidentiality, inegrity, or availability,as al three are most
often intertwined in the policyand mechanisms. However, the TOE security policy must
adequately cover these three objectives @PiR/ST.

A final aspect of this class isahit specifies acess control in terms dbpetions”. An operation

is defined as a specific type of ass on a sgific object. It depends on the level of abstraction of
the PP/ST author whethitrese operatiorare described aséad” and/or “write” operations, @s
more complex opetions sich as “update the database”.

The acces control policiesare policies that control aessto the infornation container. The
attributes representittributes ofthe container.Once the information is ouof the continer, the
acaessor is fee to modify that inforration, including writing the information inta different
continer with different attributes. By contrast, an information flow policies contozess to the
information, indegndent of the container. The attributes of the information, which may be
assaiated with the attributes of tlentiner (or may not, as in the case of a mudiidl database)
stay with thenformation as itmoves. The accessor does not higrebility, in the absence of an
explicit authorisation, to changdlee attribués of the infornation.

This clss is not mant to be a completxonomy of IT access poles,as others can be imagined.
Those policies inclugl here are simply those for which current exgere with actual systems
provides a basis for specifying requirements. There may lse fathms of intent that are not
captured irthe definitions here.

For example, oneould imagine a goal ofauing user-imposed (and usegfished) controls on
information flow (e.g.an automaed implementation of the NO FOREIGN handlireyeat). Such
concepts could be handledlrafinemens of, or extensions to the FDP components.

Finally, it is important when looking at tikemporents in FDP to remember thlilesecomponents
are requirements for functions thmeay be implemented by a mechanifimt also serves arould
serve another purpose. For example, it is possible to build assaoatrol policy (FDP_ACC)
that uselabels (FDP_IFF.1) as thieasis of the access control maaism.
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A TOE security policy may encompass maregusity function policies (SFPs), eéa to be
identified by thetwo policy oriented components FDP_ACC, and FDP_IFGsséhpolicies will
typically take confidentiality, irdgrity, andavailability asped into consideation as requiregdto
satisfy the TOE requirementsat€ should bedken to ensure that all adgjtsare covered byat least
one SFP and that there ai@ conflicts arising frommplementing tle multiple SFPs.

Figures F.Jand F.2 show theedomposition of this class into its constituent components.
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‘ User data protection

—{ FDP_ACC Access control policy

FDP_ACF Access control functions

FDP_DAU Data authentication

FDP_ETC Export to outside TSF control

FDP_IFC Information flow control policy

I

1

FDP_IFF Information flow control functions

—{ FDP_ITC Import from outside TSF control

—{ FDP_ITT Internal TOE transfer

FigureF.1 - User data protection class decomposition
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‘ User data protection

A

—{ FDP_RIP Residual information protection

—{ FDP_ROL Rollback

—{ FDP_SDI Stored data integrity

—— FDP_UCT Inter-TSF user data confidentiality
transfer protection

FDP_UIT Inter-TSF user data integrity transfer
—] protection

Figure F.2 - User data protection class decomposition (cont.)

When building a PP/ST usimgmponents from the FDP class, the following information presvid
guidarce on where to look and what sekct fromthe class.

The requirerents in the FDP class are defined in terms otcarsy function (abbreviated SF) that
will implement a SFP. Sece aTOE may implement multiple SFPs simultaneously, the PP/ST
author must sgeify the name foeach SFP, so itan be refereced in other families. This name
will then be uséin each component selected to indicate ithia being usd as parof the definition

of requirementdor that function. This allows the author to easily indi¢thesscopefor operations
sweh as objed covered,operations covered, authorised users, etc.

Each instangtion of acomporent can apply to only one SFP. Tletare if an SFP is specified in a
component then this SFP will apply to all #éements in this componerthe components may be
instantiated multiple timewithin a PP/S to account fodifferent policiesif so desired.

The key to selecting components from this family isaweta well defined TOE security policy to
enable progr seletion of the components from the two policy components; FDP_AQd
FDP_IFC. In FDP_ACC and FDP_IFC respedityall acess control policies and all information
flow control policies a@ named. Furtermore the scopeof controlof these components in tergof
the subgcts, obgcts aml operations coered by ths security function. Tenames of these polies
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aremeantto be usedhroughout theemainder othe furctionalcomporents that lave an operation
thatcalls for an assignment or setion of an “@cess control SFP” @n “informationflow control
SFP. The rules that define the functionality of the nameamkss control and information flow
control SFPs wilbe defined in the FDP_ACF and FDP_IFF families (respectively).

Thefollowing steps are guidanan howthis class is applied in theonstruction ol PP/ST:

a) ldentify thepolicies to be enforced from the FDP_ACC, and FDP_IFC families. These
families define scopef@ontrol for the policygranulaity of control and may identify
sonerules to gawith the policy.

b) Identify the components andeniorm any applicable apations in the policy
components. The assignment operations may Herpexd generally (such as with a
statement “All files”) or specifically (The files “A”, “B”, etc.) depending upon the
level of detail known.

c) ldenify any appicable function comporents from the FDP_ACF and FDP_IFF
families to addess the named policy familiem FDP_ACC and FDP AC. Perform
the opertions to make tlie components define érules to beenforced bythe named
policies. This should make the components fit the requirements sélibeted function
envisionedr to be built.

d) Identify who will have theability to control and change security attributes under the
function, such sonly a gcurity administrator, only the owner thfe objet, etc. Select
the approprate components from Clas=MT Security managemengend perform the
operations. Refinements may be useful here to identify missing features, such as that
sone or all change must be done witrusted path.

e) ldentify any appropriate componearftom the Class FM Security managemetrior
initial values fomew objects and subjects.

f) Identify any appliable rollback componesfrom the FDP_ROL family.

g) ldentify ary applicable residual information protection requirenseftom the
FDP_RP family.

h) Identify any applicable import or expocbmporents, and how ecurity attribues
should be handled duringnport andexport, from tie FDP_ITC and FDP_ETC
families.

i) ldentify any applicablénternal TOE communication components from the FDP_ITT
family.

j) ldentify any requirements for integrity protection of srinformation from the
FDP_SDI.

k) Identify ary applicable inter-TSF communicaticomporents from the FDP_UCT or
FDP_UIT families.
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F.1 Access control pol icy (FDP_ACC)

This family is kased upon theconcept of arbitrary controls on the irdetion of subjects and
objects. Thescope and purpose of the controls is based upatttiteutes of the accessor (subject),
the attributes of the container being accessedcpbjbe actions (operations) and any assediat
access contralles.

User notes

The components in this family are capable of identifying the access control SFPs (by name) to be
enforced by tletraditional Digretionaly Access Contrb(DAC) mechanisms. further defires the
subjects, objects and eptions that are covered by identifiactess control SFPs. The esithat

define the functionality of an aess control SFP will be defied by other &milies, such as
FDP_ACF and FDP_RIF.he names othe acces control SFPs defirkein FCS_ACC a& meant

to beused throughouhe remainder ahe functional componentsathavean operation that calls

for anassignmenor selection obn “acaess control SFP.”

The access control SFP covers a set of triplets: subject, object, and operations. Therefore a subject
can be covered by multiple access control SFPs but only with respect to a different operation or a
different object. Of course the same applieslifects and operations.

A critical aspet of an &cesscontrol furction that enfores an acess control SFP is ttability for

users to modify the attributes involvedarctess control decisions. The FDP_ACC family does not
address these asgs. Some of these requirements are leftefindd, but can be added as
refinements, while others are covered elsewhere in other families and classes such as FMT Class
FMT: Security management.

There are ncaudit requirements in FCS_ACC as this family specifieseas control SFP
requrements. Audit requirements will be found in familgsecfying functions tosatisy the
access contt&SFPs identifid in this family.

This family provides a PP/ST author tapability to specify searal policies, forexample, a fixed
access contidoSFP to be applied to erscope ofcontrol, and a flexible access conttdSFP to be
defined for a different scope of control. To specify more than one access contcy| pui
componentdrom this familycan beiterated multiple timesin a PP/STto different subsetsof
operations and olects. This will accommodate TOEs that contain multiple policieschea
addessing gpaticular setof operations and objectin othe words, thePP/S autha should
specifythe required inforraion in the ACC component for eaabf the access control SFPsitth
the TSFwill enforce. For example, a TOE incorporating tacces control SFPseadh covering
only a subset of the olges, subjets, and operations within the TOE, will ceaimt one
FDP_ACC1 Subset ecess control component for each of the theeeess control SFPs,
necessitating a totaf three FDP_ACC.1 compents.

FDP_ACC.1 Subset access control
User application notes

The terms objectand subject efer to generic elements in the TOE. For a policy to be
implementable, thentities must be clearly édtified. For a PP, the objects and operations might
be expressed as B such asnamed objets, data repositories, obseraccesses, etc. For a
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specific system these generic terms (subjject) mst be refined, g. files registers ports,
daemons, opengalls, et.

This component specifiesatthe policy cover some well-defined set of @hiens on some subset
of the objects. It places rmonstraints orany operations outside tlset — including operations on
objects for which otler operationsre controkd.

Operations

Assignment:

In FDP_ACC.1.1, the PP/ST autho should specify a uniquely named access
control SFP to be enforced by tle TSF.

In FDP_ACC.1.1, the PP/ST author should specify the list of subjects, objects,
and operations anong subjects and objects coved by the SFP.

FDP_ACC.2 Complete ac cess control
User application notes

This component reques that all possible opations on obgcts, that are included in the SFP, are
covered byan accescontrol SFP.

The PP/ST author musemhonstate thet each combiretion of objects and subjects s coveral by
an accescontrol SFP.

Operations

Assignment:

In FDP_ACC.2.1, the PP/ST author shouldc#y a uniquely named aesscontrol
SFP to be enforced by the TSF.

In FDP_ACC.2.1, the PP/ST autho should specify the lisof subjects andobjects
covered by the SFP. All operations among those subjects and objects will be
covered by the SFP.
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F.2 Access control functions (FDP_ACF)

This family describes the rules for tepeific functions that en implement an &cess control
policy named in FDP_ACC which alspecifesthe scope of control of theolicy.

User notes

This family provides a PP/ST author thapability to describe the rules for access control. This
results in a system where thecass to objects will nathange. Anexample of such an object is
“Message of the &”, which is readable by alland changable only by the authorised
administrator.This family also provides the PP/Silithor with theability to desribe rules tht
providefor exceptions to the general access control rules. Such exceptions would either explicitly
allow or denyauthorisation to access aobject.

There areno explicit components to specify other possible functions such as two-person control,
sequence rule for operations, or exclusiooontrols. However, these mechanisms, as well as
traditional DAC mehanisms, an be representd with the existingcomporents,by careful dafting

of the aacesscontrd rules.

A variety of aceptable access control SFs mayspecified in this familysuch as:

- Access control lists (ACLS)

- Time-based access control specifications
- Origin-based amss control specifietions

- Owner-controllechcces controlattributes

FDP_ACF.1 Security attribute bas ed access control
User application notes

This component providerequirements for a mechanism that mediatzess controbased on
security attributes assoced with subjets and objects. Each objeand subject has a set of
associatedattributes, suclas location, tira of creation, access righie.g, Access ControLists
(ACLSs)). This component allows the PP/ST author tai§péhe attributes that will be ed for the
access control mediation. This component alloeceas control rules, using these attributes, to be
specified.

Examples of the attributes thatRP/ST author might assigwe presented in the following
paragraphs.

An identity attributemay be associated with users, subjemt®bjects to be used fanediation.
Examples of suchttributes might be the name of theogram image used in the creation of the
subject, or a security attribuéssigned to the program image.

A time attribute can be used to specify that access will be authorised degrten times of the
day, during certainays of theweek, or during a certain @aldar year.

A location attributecould specify whether the laion is the location of the request for the
operation, the location where the operation will be carried out, or both. It couldsee bpon
internal tables to translate the logical interfaces of the TSF irdiidos such as through ternaln
locations, CPUocations, etc.
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A grouping attributeallows a single group of s to be associated with an operation for the
purpo®s of access control. If reqed, the efinement opeation should be used to specify the
maximum number of definable groups, the maximum membership of a group, and the maximum
number of groups to whicluser @n concurrentlybe associat.

This component also provides requirements for the acoessl security functions to bable to
explicitly authorise or deny aess to an obg based upon security attributes. This could be used
to provide privilegeaccess rights, aaccess authorisations within the TOEcBuprivileges, rights,

or authorisationsould apply to users, sudgjts (repesenting uses or applications),and objects.

Operations

Assignment:

In FDP_ACF.1.1, the PP/ST author should specify an access control SFP name
that the TSF is to enforce. The name of the access control SFP, and the scope of
control for that policy are defined in components from FDP_ACC.

In FDP_ACF.1.1, the PP/ST author should specify the security attributes and/or
named groups ofsecurity attribute sthat the function will use in the specification
of the rules. For example, such attributesnay be things seh as the user identity,
subject identity, role, time of day, location, ACLs, or any other attribute specified
by the PP/ST author. Named groups of security attbutes can be specifiel to
provide a convenent means to refer to multiple security attributes. Named
groups could provide a useful way to associate “roles” defined in
FMT_SMR Security management roles, and albf their relevant attributes, with
subjects. In other words each role could relate to a named grquof attributes.

In FDP_ACF.1.2, the PP/ST author should specify the SFP rules governing access
among controlled subjects and controlled objects using controdid operations on
controlled objects. These rules spegifwhen access igranted or denied. It can
specify general access control furctions (e.g. typcal permission bits) or granular
access controfunctions (e.g. ACLS).

In FDP_ACF.1.3, the PP/ST author should specify the rules, based on security
attributes, that explicitly authorise access ofubjects to objecs that will be used

to explicitly authorise access. These rulesra in addition to thosespecified in
FDP_ACF.1.1. They are included in FDP_ACF.1.3 as they are intended to contain
exceptions to the rules in FDP_ACF.1.1. An example of rules to exptly
authorise access is based on a privilege vector assated with a subject that
always grants &cess to objects covered by theceess control SFP that hasden
specified. If such a capability is not desired, then the PP/ST author should specify
“none”.

In FDP_ACF.1.4, the PP/ST author should specify the rules, based on security
attributes, that explicitly deny acaess of subgcts to objects. Theseules are in
addition to those specified in FDP_ACF.1.1. They are included in FDP_ACF.1.4
as they are intended to contain exaptions to the rules in FDP_ACF.1.1. An
example ofrulesto explicitly deny access is baston a privilege vector associated
with a subject that always denies ecess to obgcts coveed by the acesscontrol
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SFP that has been specified |If such a capability is na desired, then the PP/ST
author should speify “non €.
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F.3 Data authentication (FDP_DAU)

This family descriles specific functions tlat canbe used to authenticate ‘static’ data.
User notes

Components inthis family are to beused when tbre is a requirement for ‘staticdata
autrentication, i.e. wheréata is to be signed but not transmitted. (Note that the FCO_NRO family
provides for non-repudiation ofigin of information receivedduring a dta exchang,)

FDP_DAU.1 Basic data authentic ation
User application notes

Thiscomponent may be satisfied bye-way hasfunctiors(cryptographic cheksum, fingerprint,
message digest), to gaate a hash value for a defingidocument that mabe use as verifcation
of the validity orauthenttity of its information content.

Operations

Assignment:

In FDP_DAU.1.1, the PP/ST author should specify the list of objects or
information types for which the TSF shall be capable of generating data
authentication evidence.

In FDP_DAU.1.2 the PP/ST authorshould specify the list of subjects that will
have the ability to ve ify data authentication evidence for the objects identified in
the previous elenent. The list of subjects could be very specific, if the subgts are
known, or it could be more generic and refer to a “type” ofsubject such as an
identified role.

FDP_DAU.2 Data authenti cation with identity of guarantor
User application notes

This component additionally requires the hility t o verify the identity of the use that provided te
guarantee of authenticite.f. a trustedhird party).

Operations

Assignment:

In FDP_DAU.2.1, the PP/ST author should specify the list of objects or information
types for which theTSF shall be @pable of generatindataauthentietion evidene.

In FDP_DAU.2.2, the PP/ST author should specify the list of sidtjeat will have
the ability to verify data authentication evidence floe objets identified in the

225



ISO/IEC 15408-2:1999(E) ©ISO/IEC

previous elementes well as the identity of the user that created the data
authentication evidence
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F.4 Export to outside TSF control (FDP_ETC)

Thisfamily defines furctions forexporting user data fromeff OE suclthatits security attribugs
eithe can be explicitly preserved can be ignoréonce it habeen exportedConsisteng of these
securityattributes are addresség F°T_TDC Inter-TSF TSF data consistency.

FDP_ETC is concerul with limitations onexport and associatiasf security attributes witthe
exported uer data.

User notes

This family, and the corresponding Impoaniily FDP_ITC, address how the TOE deals with user
data transferred into and outside its control. In ggte this family is concerned with the export of
user data and its redted security attributes.

A variety of actvities might be involved her
a) exporting of user data withoahy security attributes;

b) exporting user data including secusyributes where the two are associated with one
another andhe security attributes unambiguously represent the exposer data.

If there are multiple SFPs (access control and/or nmtion flow control) then it may be
appropriate to itete these componentsice for each named SFP.

FDP_ETC.1 Export of user data without security attributes
User application notes

This component is used to specify teeport of user data without the export of its security
attributes.

Operations

Assignment:

In FDP_ETC.1.1, the PP/ST author should specify the access control SFP(s) and/
or information flow control SFP(s) that will be enfored when exporting user
data. The user data that this function exportsis scqed by the assignmenof these
SFPs.

FDP_ETC.2 Export of user data with security attributes
User application notes

The uer data s expored together with its security attribute$he securiy attributes are
unambiguously associated with theer data. There are several ways of achieving this association.
One wg that this can be achieved is by physically collocating the usea datl the security
attributeqe.g. thesame floppy), bby using cyptographic technigussuch as seca signatureso
assaiate the attribués and the user data. FTP QTinter-TSF trusted channel could besdizo
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assure that th attributes are correctly received at the other trusted IT producwhile
FPT_TDC Inter-TSF TSF data consistency can be used to make sure that those attributes are
propely interpreted. Furthvenore, FTP_THR Trusted path could be used to make sure that the
export is keing initiated bythe proper user.

Operations

Assignment:

In FDP_ETC.2.1, the PP/ST author should specify the access control SFP(s) and/
or information flow control SFP(s) that will be enforced when exporting user
data. The user data that this function exports is scoped by the assignment of these
SFPs.

In FDP_ETC.2.4 the PP/ST aithor should specify any adlitional exportation

control rul es or “none” if there are no additional exportation control rules. These
rules will be enforced by theTSF in addition to the access controSFPs and/or
information flow control SFPs selected in FDP_ETC.2.1.
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F.5 Information flow control policy (FDP_IFC)

This family covers the identification of information flow control SFPs; andefmh, speciis the
scope of control afhe SFP.

Examples of securitypolicies that might satisfy this olajgve are:

- Bell and La Padula Securitpodel[B&L];
- Biba Integrity model [Biba];
- Non-Interference [Gogul,Gogu2].

User notes

The components in thisraly are capable of identifying the information flow control SE® be
enforced by theraditional Mandatory Access Control mechanisms that woufdured in a TOE.
However, they go beyond just the traditional MA@amanisms andan be used to ehtify and
describe non-irgrferencepolicies andstate-transitions. It further defines the subjects ucatgrol

of the policy, the information under control ahe policy,and operationsvhich ausecontrolled
information to flow to and from controlled subjects for each information flow control SFP in the
TOE. The functionalit that defines the rules of an informatiflow control SFP will be defined

by other families sutas FDP_IF and FDP_RIP.The accessontrol SFPs nangehere in
FDP_IFC are mant to be used throughout the remaindf thefunctional components that have
anoperation that calls for an assignmentedection of an “informatiorflow control SFP.”

These components arpiite flexible. They allow the dorain of flow control to bespecifiedand
there is no requirement that the mechanism be based upon labels. The different elements of the
information flow control componentalso permit differentiegress of exception to ta policy.

Each SFP covers a settaplets: subject, informatiorand operations thattause information to

flow to and fom subjects. Some information flaventrol policiesmay be at avery low level of

detail and explicitly describe subjects in terms of processes within an operating system. Other
information flow contol policiesmay be at a high level and describe subjects in therigesense

of uses or input/output channels. If the informatiiow control poligy is at too higha level of

detail, it may not clearly define the desired IT security functions. In such cases, it is more
appropriate to idude such descriptions of information flawntrol policies as objecties. Then

the desied IT security functions cabe specified as supportive of those objectives.

In the seconccomporent (FDP_IFC2 Complete informatio flow control),each information flow
control SFP willcover all possible operations that cause informatmmred by that SFP to flow
to and fom subjects covered by thaFRa Furthemore, all informationflows will need to be
covera by a SFP. Therefore for each actiontteuses information to flow, there wile a seof
rules that define whether the actiorallowed. If thereare multiple SFPs that are aplite for a
given information flow, all involvd SFPs must allow this flow before gpermitted to ke place.

An information flow control SFP coversagll-defined set of oprations. The SFPs coverage may
be “complete” with respedio some information flows, or it may adds only someof the
operations thaaffect tre information flow.

An accescontrol SFP controls access to the objects that contain information. An information flow
control SFP controls access to the information, independétstadnainer. Theattributes othe
information, which may beassociated with the attribeg of the cordiner (or may not, as in the case
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of a multi-level database)ast with the infornation as it flows. Theaccessor does not have the
ability, in the absencef an explicit authorisation, to change the attributes eirtormation.

Information flows and opations can beexpressed at multipleevels. In the case of a ST, the
information flows and operations might be specatfiet a system-specific l&l: TCP/IP packts
flowing through a firewall Bsed upon known IP addresses. F&R theinformation flows and
operations might be express as types: email, data repositories, obseceessesetc.

The components in this family came appliedmultiple times in a PP/ST tdifferent subsetsf
operations and olects. This will accommodate TOEs that contain multiple policieschea
addressinga particubr set of objets, subjects, and operations.

FDP_IFC.1 Subset information flow control
User application notes

This comporent requires that an infornation flow control policy apply to a subset thie possible
operationsn the TOE.

Operations

Assignment:

In FDP_IFC.1.1, the PP/ST author should specify a uniquely named information
flow control SFP to be enfa ced by the TSF.

In FDP_IFC.1.1, the PP/STauthor should specifythelist of subjects, information,
and operations which cause controéd information to flow to and from controlled
subjects coveredy the SFP. As mentioned abovethelist of subjects coudl be at
various levels ofdetail dependirg on the needs of he PP/ST author. It could
specify users, machines, orprocessafor example. Informatio n could refer to data
such asemail or network protocols, or more specific objects similar to those
specified under an acces control policy. If the information that is specified is
contained within an object that is subgct to an access contrd policy, then both
the aaess control policy and information flow control policy must be enforced
before the specifed infor mation could flow to or from the object.

FDP_IFC.2 Complete information flow control
User application notes

This component requires thalt possibleoperations thatause information télow to and from
subjects included in the8FP, are covered by anformation flow control SHP.

The PP/ST author mudemonstratehat eaclcombination of infornation flows and subgs is
covered byan informaion flow control SFP.
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Operations

Assignment:

In FDP_IRC.2.1, the PP/S@author should spiy a uniquely named information flow
control §-P to be enforced by tHeSF.

In FDP_IFC.2.1, the PP/ST author should specify the list of subjestand
information that will be covered by the SFP. All operations that cause that
informatio n to flow to and from subjects will be coveredy the SFP.As mentioned
above, the #t of subjects could be at various levels of detail depending on the needs
of the PP/STauthor. It could specify users, macksy or praesses for example.
Information could redr to datasuch as email oretwork protocols, or morspecific
objects simibr tothose specified under an asscontrol policy If the information that

is specified is comtned within an objet tha is subje&t to an acesscontrol polcy, then

both the acess control policy and information flow control policy mustebérced
beforethe specified information could flow or from the objet.
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F.6 Informa tion flow contro | functions (FDP_ IFF)

This family desribes the rules for the specific functionsitban implement the information flow
control SFPs named in FDP_IFC, which also specifie scope of control of the policies. It
consists otwo “trees:” one addressintge common information flowontrol function issues, and

a second addressing illicit infoation flows (i.e. covert channels) with respect to one or more
information flow control SFPs. This division arises becatlse isses concerning illicit
information flowsare, in some sense, orthogonal to the rest of an SFR.ififiormation flows are
flows in violationof policy; thus they are not a pofiissue.

User notes

In order to impément strong protgion against disclosure or modiéition in the face afintrused
software, controls on information flovare required. Acess controls alone are not soi@int
because #y only contrd acces to continers, alowing the information they contain tiow,
without controls, throughoud system.

In this family, the phrase “tygs of illicit information flows” is used. This phrase may be used to
refer to the categorisation of flows as “Sta@&annels” or* Timing Channels”, or it carefer to
improved @tegorisations reéctive of the needs @PP/ST author.

The flexibility of these components allows the definition of a privilpgkcy within FDP_IFF.1
and FDP_IFF.2 to allowthe controled bypass of albr partof a particular SFRf there is a ned

for a predefined approacto SFP bypass, ¢hPP/ST author should considéncorporatinga
privilege policy.

FDP_IFF.1 Simple securit y attributes
User application notes

This comporent requires security attributes on informationand on subjects thatause that
information to flow and subjects thatt as recipientsof that information. The attributs of the
containerf the information should also lwensideredf it is desied that they should plagpart

in information flow control desisions or if they are covered by an access control policy. This
comporent sgecifies the key rules that are enforced, amdcdbes how security attribes are
derived. Fo example, this component should bedusvhen at leas one ofthe information flow
control SFPs in the TSP is based on labels as defined in the Bell and LaPadula seceyity poli
model [B&L], but theseecurity attributes do not forra hierarchy.

Thiscomponent does not spiy the details of how a swirity attribute s assigned (i.e. user versus
process). Flexibility in policy is provedl by having assignments that allow specdion of
additional policy and functionequirements, snecessary.

This componenélso provides requaments for the information flow control functions to be able
to explicitly authoriseand denyan information flow baed upon security attributes. This could be
used to implement a privilege policyathcovers exceptions to the basic poligfiged in this
component.
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Operations

Assignment:

In FDP_IFF.1.1, the PP/ST author should specify the information flow control
SFPs enforced g the TSF. The name of theinformation flow control SFP, andthe
sce of control for that policy are defined in components from FDP_IFC.

In FDP_IFF.1.1 the PP/ST author should specify the minimum number and type
of security attributes that the function will use in the speification of therules. For
example, such attributes maybe things such & subject identifier, subject
sensitivity lewvel, subject cleaance level, information sensitivity level, etc. The
minimum number of each type of security attribute should be sufficient to
support the environmental needs.

In FDP_IFF.1.2 the PP/ST author should specify for eacloperation, the security
attribute-based relationship that must hold between sibject and information
security attributes that the TSF will enforce.

In FDP_IFF.1.3 the PP/ST author should specify any additional information flow
control SFP rules that the TSF is to enforce. Ithere are no additional rules then
the PP/ST author should specify “none”.

In FDP_IFF.1.4 the PP/ST author should spegifany additional SH° capabilities
that the TSF is to povide. If there are no additional capabilitiesthen the PP/ST
author should specify“none”.

In FDP_IFF.1.5, the PP/ST author should specify the ruledased on security
attributes, that explicitly authorise information flows. These rules are in addition

to those specified in the preceding elements. They are included in FDP_IFF.1.5 as
they are intendead to contain exceptionsto therulesin the preceding elenents An
example of rules to explicitly authaise information flows is basedn a privilege
vector associated with a sulgct that always grants the subject the ability to cause
an information flow for information that is covered by the SFP that has been
specified. If such a capability is not desired, then the PP/ST author should specify
“none”.

In FDP_IFF.1.6, the PP/ST author should specify the ruledased on security
attributes, that explicitly deny information flows. These rules are in addition to
those specified in the precedig elements. They ae included in FDP_IFF.1.6 as
they are intendead to contain exceptionsto therulesin the preceding elenents An
example of rules to explicitly authaise information flows is basedn a privilege
vector associated with a subject that always ders¢éhe subject the ability to cause
an information flow for information that is covered by the SFP that has been
specified. If such a capability is not desired, then the PP/ST author should specify
“none”.

233



ISO/IEC 15408-2:1999(E) ©ISO/IEC

FDP_IFF.2 Hierarchical security attributes
User application notes

Thiscomponent requires thall informationflow control SFRin the TSP ge hierarchical security
attributes that form aattice.

For example, ishould be ged when at least one of the information flow control SFPs in the TSP
is basel on labels as definkin the Bell and LaPadulaecurity policy mode]B&L ] andform a
hierarchy.

It is important to note that the hiechical relationship requirements identified in FDP_IFF.2.5
need onlyapply to the information flow control security attributes for the information flow control
SFPs that have been identified infFFDFF.2.1 This component is not meant to apply to oBfePs
such g access contrd@FFs.

Like the preeding component, this component could also be used to implement a privilege poli
that covers rules #h allow for the explicitauthorisation or denal of information flows.

If it is the case that multiple information flow control SFPs are to beifsgge and tlat each of
theseSFPs will have tbir own seurity attribues that are notefated to oe another, then the PP/

ST author should iterate this component once for each of those SFPs. Otherwise a conflict might
arisewith the subitems of FPP_IFE2.5 since theequredrelationshipswill not exist.

Operations

Assignment:

In FDP_IFF.2.1, the PP/ST author should specify the information flow c@kRd
enforced by the TSF. The name of the information flow control SFP, and the scope of
controlfor that policy are definesh components from FDP_IFC.

In FDP_IFF.2.1 the PP/ST author shoul@écsfy the minimum number and type of
security attributes that the fustion will use in the specification of the rules. For
example, suclattributes nay be things sch as subject identifier, subjeansitivity
level, subjet cleaance level, information sensitivity level, etc. The minimum number
of each type ofeturity attribute should be suffient to support thenvironmental
needs.

In FDP_IFF.2.2 the PP/ST author should specify dach operation, the serity
attribute-basedefationship thaimust hold betwen subgct and information swirity
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attribuies that tle TSF will enforce These relationships shou be basel upon the
ordering relationships between the security attributes.

In FDP_IFF.2.3 thPP/S author should specify any addit@nnformation flow
control SFP rules thatéT SF is toenforce. If there &no additional rules thendlPP/
ST author should ggify “none”.

In FDP_IA-.2.4 thePP/ST author should specify any additional SFP capabilities that
the TS is to enforce. If thre are no additionalules then the PP/ST author should
specify “none”.

In FDP_IFF.2.5, ta PP/ST authorshould specify the rules, based on security
attributes, that explicitly authorise information flows. These rules are in addition to
thosespecified in the precedingeehents. Theyre included in FDP_IFF.2.5 as they
are intended to contain exceptsdn the rués in the preceding &hents. An example

of rules to explicitly authorise information flows based on a privilege vector
associated with a sulgiethat alvays grants the subject the ability to cause an
information flow for infamation that is covered by thé&®B that has been specified. If
suwch a capability is not desired, then the PP/ST author shoutdysfrene”.

In FDP_IFF.2.6, ta PP/ST authorshould specify the rules, based on security
attribues, that explicitly deny information flows. These rules areaddition to those
specified in the preeding elements. Tdy are included in FDP_IFF.2.6 as they are
intenckd to contain exceptions to theles in the preceding elements. An example of
rules to explicitly authorise information flows is bd®n aprivilege vector associated
with a subject tit always @nies the subject the ability to cause an infation flow

for information that is covered by the SFP that has beaifigge If such a capability

Is not desired, then the PP/ST author shoutdip“none”.

FDP_IFF.3 Limited illicit information flows
User application notes

This component should beasswhen at least one of the SFPs tregjuires control of illicit
information flows does notequire elimination of flows.

For the specified illicit information flowscertain maximum capaities should be providedn
addition a PP/ST author $ithe ability tospecify whether the illicitnformation flons must be
audited.
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Operations

Assignment:

In FDP_IFF.3.1 the PP/ST author should specify the information flow control
SFPsenforced by the TSF. The name of the informationflow control SFP,and the
scope of controffor that policy are defined in componentsfrom FDP_IFC.

In FDP_IFF.3.1 the PP/ST author should specify the types of illicit information
flowsthat are subject to a maximum capacity limitation.

In FDP_IFF.3.1 the PP/ST author should specify the maximum capacity
per mitt ed for any identified illicit infor mation flows.

FDP_IFF.4 Partial eliminati on of illicit information flows
User application notes

This component should beagswhen all the SFPs that requires control of illicit information flows
require elimination ofome (bunhotnecessarily alljllicit information flows.

Operations

Assignment:

In FDP_IFF.4.1 the PP/ST author should specify the information flow coB8&Bls
enforced by the TSF. The name of the information flow control SFP, and the scope of
controlfor that policy are defineoh components from FDP_IFC.

In FDP_IFF.4.1the PP/ST author shouldesjify the types of illicit infornation flows
which are subject to a maximuntapacity limitation.

In FDP_IFF.4.1 the PP/ST author shouldcHyeghe maximum capacity permitted for
anyidentified illicit information flows.

In FDP_IFF.4.2 the PP/ST author should specify the types of illicit information
flowsto be eliminated. This list may not beempty asthis component requr esthat
some fllicit information flow s are to beeliminated.

FDP_IFF.5 No illicit information flows
User application notes

This component should beasswhen theSFPs that require control of illicit information flows
require elimination of alillicit inform ation flows. However, the PP/ST authashould cagfully
consicer the potential impact thateliminating all illicit information flows might have on the noam
functional ogration of the TOE. Mny practical appligtions have shown that thereas indirect
relationship betwen illicit information flows and normal functionalitwithin a TOE and
eliminating all illicit information flows may result itess tlan desied functionality.
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Operations

Assignment:

In FDP_IFF.5.1 the PP/ST author should specify the information flow control
SFP for which illicit information flows are to be eliminated. The name of the
information flow control SFP, andthe scope of control for thatpolicy are defined
in components from FDP_IFC.

FDP_IFF.6 lllicit information flow monitoring
User application notes

This component should be used wheis iesired that the TSF provide tHality to monitorthe

useof illicit information flows that exeed a spcified capaity. If it is desired thasuch flows be

audited, then this component could serve as the source of audit events to be used by components
fromthe FAU_GHEN Securityaudit data gneration family.

Operations

Assignment:

In FDP_IFF.6.1 the PP/ST author should specify the information flow control
SFPs enforced  the TSF. The name of theinformation flow control SFP, andthe
sce of control for that policy are defined in components from FDP_IFC.

In FDP_IFF.6.1 the PP/ST author should specify the types of illicit information
flows that will be monitored for exceedinga maximum capacity.

In FDP_IFF.6.1 the PP/ST author shouldspecify the maximum capacity above
which illicit infor mation flows will be monitored by theT SF.

237



ISO/IEC 15408-2:1999(E) ©ISO/IEC

F.7 Import from outside TSF cont rol (FDP_ITC)

This family defines mechanisms for importingeudata from outside the TSC into the TOEcku
that the userata scurity attributes can be presedv Consisteng of these scurity attributes are
addressedypFPT_TDC Inter-TS TSF data consistency.

FDP_ITC is concerad with limitations on import, user sgiécation of security attributes, and
association of securitgttributes with the us data.

User notes

This family, and the corresponding export family FDP_ETC, address how the TOE deals with user
dataoutside its control. Thisamily is concerned with assigning and abstion of theuser data
security attibutes.

A variety of activities might beénvolved here:

a) importing user data from an unformatted medium (Bappy disk, tape scanrer,
video or audit signal), without including any security attrlsutand physally
marking the nedium to indicate its contents;

b) importing user da including security attributes, from a medium and verifyirag tie
objectsecurity attributes are approjpte;

c) importing user data, including setty attributes, fom a medium using a
cryptographic sealing technique to matthe assoetion of user dita and seurity
attributes.

This family is not concerned with thdeterminatio of whether tle user datanay be imported. It
is concerneavith the vales of the security attribusgo associate with the imported user data.

There are two possibilgs for the import of user dataeither the usedata is unambiguously
associated with reliable objectaeity attributes (@lues and neaning of the security attributes is
not modified), or no reliable securigtributes (or no ecurity attribues at all) are available from
the import source. This family addresbeth cases.

If there areeliable security attributes available, thregy havebeen associated withe ugr data
by physical neans (thesecurity attributes are on theamemedia), oiby logicalmeans (thesecurity
attributes are distributed differently, butclnde uniqueobjectidentification, e.g. cryptographic
checksum).

This family is concened with mporting user data and maintaigithe association d security
attributes as required by tt®&FP. Other families are concerned witheoiimport aspects such as
consistencytrusted channelsand integity that ae beyond tle scope of this family. Furthermore,
FDP_ITC is only concerned withe interfaceo the import medium. FDP_ETC is responsible for
the other end point of theetium (the source).

Some ofthe wellknown impat requrements are:

a) importing of user data without arsgcurity attributes;

238



©ISO/IEC ISO/IEC 15408-2:1999(E)

b) importing of ugr data irtluding seurity attribues wherethe two are assaated with
one another and étsecurityattributes unambiguously represent the infation being
imported.

These import requirements may be handhly the TS with or without human intemntion,
depending on the IT limitations and theganisatioal security policy. For example, if user data is
receivedon a “confidential” chnnel, the security attributes of the objestwill be set to
“confidential”.

If there are multiple SFPs (access control and/or nmtion flow control) then it may be
appropriate to itete these componentsice for each named SFP.

FDP_ITC.1 Import of user data without security attributes
User application notes

This component is &d to specify the import of usewid that does not have reliable (or any)
security attribute associagd with it. This function requirs that the security attributes for the
importeduserdata be initialised withirthe TSF It could also be tle case thatthe PP/ST author
specifies the rules for import. It ay be appropriate, in some environments,efuire that these
attributes be supplied via a trusted patla trusteachannelmechanism.

Operations

Assignment:

In FDP_ITC.1.1, the PP/ author should specifythe access contrbSFP and/or
information flow control SFP that will be enfaced when importing user data
from outside of the TSC. The usedata that this function imports is scoped by lhe
assignment d these SFPs.

In FDP_ITC.1.3, the PP/ST author should specyf any additional importation

control rules or “none” if th ere are no additional importation control rules. These
rules will be enforced by the TSF in additionto the access control SF®and/or

information flow control SFPsselecte in FDP_ITC.1.1.

FDP_ITC.2 Import of user data with security attributes
User application notes

This component is used specify the import of userath that has reliable serity attribues
assaiated with it. Thisfunction relies uponthe security attributes that are accuratelyd
unambiguously ass@ted with the olgcts on the import medium. Once imported, those objects
will have those samattribuies. This require FPT_TDC toensure tk consisteny of the data. It
could alsabe the case that the PP/&uthor specifies #rules forimport.
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Operations

Assignment:

In FDP_ITC.2.1, the PP/ST author should specify thaccess controSFP and/or
information flow control SFP that will be enforced when importing user data
from outside of the TSC. The user datathat thisfunction importsisscoped by the
assignment of thes&FPs

In FDP_ITC.2.5, the PPET author should specify ary additional importation
control rules or “none” if thereare no additiond importation control rules. These
rules will be enforced by theTSF in addition to the access controSFPs and/or
information flow control SFPs selected in FDP_ITC.2.1.
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F.8 Internal TOE transfer (FDP_ITT)

This family provides requirements that address protectd use data when itis transérred
between parts chA TOE across amternal channel. This may lentrasted with the FDP__UlCand
FDP_UIT family, which provide protection for useaté when it is transferred between distinct
TSFs across an external chareh, and FDP_ETC and FDP_ITGyhich address transfer of data to
or from outside the TSFs Contol.

User notes

The requirerents in this family allow a PP/ST author to siethe desired security for user data
while in transit within the TOE. This securitguld be protetion againg disclosure, modification,
or loss of availability.

The determinatio of the degee of physical separation above whithis family should apply
depends on the intended environmehuse. In a hostile environment, there may be risks arising
from transfers between parts tife TOE separatedybonly a systembus. In more benign
environmentsthe transérs may be across motditional network redia.

If there are multiple SFPs (access control and/or nmtion flow control) then it may be
appropriate to itete these componentsice for each named SFP.

FDP_ITT.1 Basic internal transfer protection
Operations

Assignment:

In FDP_ITT.1.1, the PP/ST author should specify the accessntrol SFP(s) and/
or information flow control SFP(s) covering the infomation being transfe red.

Selection:

In FDP_ITT.1.1 the PP/ST author should specify the types of transmission errors
that the TSF should prewent occuring for user data while in transport. The
options are disclosure, modification, los of use.

FDP_ITT.2 Transmission separation by attribute
User application notes

Thiscomporent could, for examp, beused to providdifferent forms of protection to information
with different clearawe levels.

One oftheways toachieve sepation of datawhen it is transmitted is through the usesgbarate
logical or physicathannels.
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Operations

Assignment:

In FDP_ITT.2.1, the PP/ST author should specify dbeess control SFP(gnhd/or
information flowcontrd SFP(s) covering theformation beiig transferred.

Selection:

In FDP_ITT.2.1 the PP/ST author should specify the types of transmission egtors th
the TSF should prevent aaring for user datavhile in transport. The options are
disclosure, modification, loss of use.

Assignment:

In FDP_ITT.2.2, the PP/ST author should specify the security attributes, the
values of which the TSF will use to determine when to separate data that is being
trasmitted between physically-separated pagof the TOE. An example & that
userdata assaiated with the identity of one owrer is transmitt ed separately from
the user data associated with the identify of a different owne. In this case, the
value of the idertity of the owner of he data is what is used to deternmie when to
separ ate thedata for tr ansmisson.

FDP_ITT.3 Integrity monitoring
User application notes

This componenis used in combiaion with either FDP_ITT.1 or FDP_ITT.2. It ensures that the
TSF checkseceivel user data (and theattributes) for integrityFDP_ITT.1 orFDP_ITT.2 will
providethe datan a manner such that it is protestt from modification (so @t FDP_ITT.3 @n
detct any modifications).

The PP/ST author has to specify the typesoirs that must be detected. The PP/ST author should
consicer: modificatian of data, substitution of datainrecowerable orderingchange of dad, replay
of da, incomplee dda,in addtion to dher irtegity errors.

The PP/ST author must specify theti@ns that the TSF should &kn detection of a failure. For
example: ignore the user data, request the aigan, inform theuthorised administrator, reroute
traffic for other lines.
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Operations

Assignment:

In FDP_ITT.3.1, the PP/ST author should specify the accessntrol SFP(s) and/
or information flow control SFP(s) covering the information being transfered
and monitored for integrity errors.

In FDP_ITT.3.1, the PP/ST author should specify the type of possible integrity
errors to be monitored durin g transmissia of the user data.

In FDP_ITT.3.2, the PP/ST author should specify the action to be taken by the
TSF when an integrity error is encounteed. An example might be that the TSF
should request the resubmissio of the user data The SFP(s)specifiad in
FDP_ITT.3.1 will be enforced aghe actions are taken by the TSF.

FDP_ITT.4 Attribute-based integrity monitoring

This component is used in combination with FDP_ITT.2n#ures that the TS¢hecks received
user data,that has ben transmited by separatechannels (basl onvalues ofspecified security
attributes), for integty. It allows thePP/ST author to specify actions to be taken upon detection of
an integrity error.

For example, thiscomporent could be ued to provide different integrity error deteon and action
for information at diferent integity levels.

ThePP/ST author has to spiy the types of errors that must be de¢dciThe PP/ST author should
consider: modification aflatg substitution ofdata, unrecoverable ordering chawd data, replay
of data, itompletedata, in addition to other iegrity errors.

The PP/ST authorshould spcify the attributes (and associated transmission channels) that
necessitate irggrity error monitoring

The PP/ST author must specify the actions thaT 8 should take on det#on of a failure. For
example: ignore the user data, regjithe @ta again, inform the authorisedministrator, reroute
traffic for other lines.

Operations

Assignment:

In FDP_ITT.4.1, the PP/ST author shoulaafy the acess control SFP(s) and/or
information flow control SFP(s) covering the infeation being trasferred and
monitored for integty errors

In FDP_ITT.4.1, the PP/ST author should specify the type of possible integrity errors
to be monitored during tramission of tle userdata.

In FDP_ITT.4.1, the PP/ST author should specifia list of security attributes that
require separate transmission channels. This list issedto determine which user
data to monitor for integrity errors., based on its security attributes and its
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transmission channel. This element is directly relatel to FDP_ITT.2
Transmission separatian by attribute.

In FDP_ITT.4.2, te PP/ST author should specifyetaction tobe taken bythe TSF

when an integrity error is encountered. An example might be that the TSF should
request the resubmission of the user data. The SFP(s) specified in FDP_ITT.3.1 will
be enfored as tke actions are takehy the TSF.
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F.9 Residual informat ion protection (FDP_RIP)

This familyaddresses #@meed to ensureha deletednformation is ndonger acessibleand that
newly-created objects doot contain informatiorirom previously used objects within the TOE.
This familydoes not address objsstoredoff-line.

User notes

This family requires protgion for informetion that has éen logicallydeleted or released (not
available to theiser but stillvithin the system and may be recoverable). In pasdictilis inclucs
information that is contained ian object as @t of the TSF reusable resoasc where destruction
of the object dognot neessrily equate to destructiorof the resouwse or any contents ofthe
resource

It also applies toresourcs that are serially reused by di#rent subjects within th sysem. For

example, mosbperatingsystems typialy rely upon lardware egisters (resourcesd support
processes within the system. As processes are swapped from a “rumd stéseep” state and

vice versa), thesregistes are serially reused hyifferent subjects. Whalthis “swapping” action

may not be consided an alleation or dellocation of a resource, FDRIP couldapply to such
eventsand resources.

FDP_RP typically controlsaccess to information thas not partof any currently defined or
acaessibke object however,in certaincases this may not be true.rlexamplepbject “A” is afile
and object “B is the disk uponwhich that fik resides. If objed “A” is dekted, the information
from object “A” is under the contraf FDP_RP eventhough itis still part of obgct “B”.

It is important to note that FDP_RIP applies only to on-linea®jand not off-line objects such
as those backed-up on &spFor example, if a file is deletel in the TOE, FDP_RIRan be
instantiated to require @ahno residal information exists upon @#ocation; however, the TSF
cannotextend this enforcement to that same filettegists on tk off-line back-up.Therefore that
same file is still available. If this is a amrn, then the PP/ST author should make sure that the
proper environmental objectives are iagd to support administrative guidantoaddress off-line
objects.

FDP_RIP and FDP_ROL can conflict when FDP_RIP is instantiated to retaireesidual

information be cleard at the time th application eleases th object to the TSF (i.eupon
deallocation). Therefore, the FDP_RIP swien of “deallocatiori should no be usd with

FDP_RQ since there would beo informationto roll back. The otler sekction, “unavailability
upon allocation”, may be udavith FDP_ROL, buithere is the risk thathe resourcevhich held

the informatiorhas beemllocated toa newobjectbeforethe rollback tookplace. If that were to
occur, then treroll back would nobe possible.

There are no audit requirements in FDP_RIRchu® this is not a user-invokable function.
Auditing dof allocated odeallocated resoces would be auditable as pairtive access control SFP
or the information flow contdldSHP operations.

This family should apply to thebjects specified in the eess control SFP(s) or the information
flow control SFP(s) as specifiéy the PP/$ author.
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FDP_RIP.1 Subset residual information protection

User application notes

Thiscomponentequires that, fom subset othe obgcts in the TOE, the TSF will ensure tlat there
is no available residiinformation contained in a resaze allocated to those objects or dealledat

from those ol#cts.
Operations

Selection:

In FDP_RIP.1.1, the PP/ST autho should specify the eventallocation of the
resource to or deallocation of the resowe from, that invokes the residual
information protection function.

Assignment:

In FDP_RIP.1.1, the PP/ST author should specify the list of objects subject to
residual information protection.

FDP_RIP.2 Full residual information protection

User application notes

This componenh requires that forall objects in the TOE, the TS will ensurethat there is no
available residal information contained in a resaar alloated to those objects or deallost
from those olgcts.

Operations

Selection:

In FDP_RIP.2.1, the PP/ST author should specify the ealérdation of the resource
to or deallocation of the resoze from, that invokes the residual information protection

function.
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F.10 Rollback (FDP_ROL)

This familyaddresses the needr&gurn toawell defined valid statesuch as theeed of a user to
undo modifications to a file or to undo traoBons in case of an incomplete series of @atisn
as inthe casef databases.

This familyis intended to asdia usein returnirg to awell defined \alid stat after tre user undes
the last set ofa@ions, or, in distributed databas#se return of all othe distributeccopies of the
databases to theae before amperation faiked.

FDP_RIP and FDP_ROL confliovhen FDP_RIP enforces that éhlcontentswill be made
unavailabé at the time thata resource is dalocated froman object Therefor, this ug of
FDP_RIPcannot be combined with FDP_ROL as there would be no information to roll back.
FDP_RIPcan be ued only with FDP_ROL when it enforces that the contents will be ailadne

at the time that a resourcealkocated to an object. This is tsuse the FDP_ROL mechanism will
have an opportunity to ecess the previous information that may still be preseneif@t in order

to sucessfully roll back the operation.

The rollback requirement is bounddxy certain limits. Foexamplea text editor typically only
allows you roll lack up to a ertain number otommands. Anotlreexampé would be backups. If
backup tapes anmotated after a tape is reused, the information can nodobgretrieved. This also
poses a bound dherollback requirement.

FDP_ROL.1 Basic rol Iback
User application notes

This component allowsaser or subject to undo a set of operations on a predeéhefiabjects.
The undo is only possible within certain limits, for example up to a numbegotérs or up to
atime limit.

Operations

Assignment:

In FDP_ROL.1.1, the PP/ST author should specify the access cont@FP(s) and/
or information flow control SFP(s) that will be enforced when performing
rollback operations. This is necessary to make sure that roll back is not used to
circumvent the specified SFPs.

In FDP_ROL.1.1 the PP/ST author should specify the lisof operations that can
be rolled back.

In FDP_ROL.1.1 the PP/ST author should specify thdist of objects that are
subjected to the rollbadk policy.

In FDP_ROL.1.2 the PP/ST author should gecify the boundary limit to which
rollback operations may be performed. The boundary may be specified as a
predefined period of time, for example, operations may be undone whibt were
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performed within the past two minutes. Other possibe boundaries may be
defined as the maximum number of operations allowable orthe size of abuffer.

FDP_ROL.2 Advanced rollback
User application notes

This component enforces that the TSF provide the capability to roldlamberations; howesr,
the user an choose to rollbz only a part ofthem.

Operations

Assignment:

In FDP_ROL.2.1, the PP/ST author should specify the access control SFP(s) and/or
information flow contrd SHP(s) that will be enforcedvhen performing rollback
operations. This is necessary take sure that roll back is not used to circumvent the
specified SFPs.

In FDP_ROL.2.1 the PP/ST author should specify the list @tdbjhat are subjest
to the rollbak policy.

In FDP_ROL.2.2 the PP/Sauthor should specify the boundary limit to which rotkba
operations may be perfored. The boungry may be specifed as a predefinegeriod
of time,for example, operations may be undone which wer@peed within the past
two minutes. Otlr possible boundaries pde definel as the maximunmumber of
operations allowable or #nsize of a buffer.
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F.11 Stored data integrity (FDP_SDI)

This family providesequirements thaaddress protection of user data while it is stored within the
TSC.

User notes

Hardwere gltches or errors may affecttdastoed in memory. Thisdmily provides equiremerts
to detect these uniaitional errors. The integrity of user data while eioon storage deves
within the TSC are also addressedthig family.

To prevent a subg from modifying the da the FDP_IFF or FDP_ACF families arequired
(rather than this family).

This family differs from FDP_IT Internal TOE transfer that pemtts the user data from integrity
errors while leing transferred within the TOE.

FDP_SDI.1 Stored data integrity monitoring
User application notes

This component monitorsath stored on media for integrity errors. The PP/ST author can specify
different kinds of uer data attributes thawill be used as the bador monitoring.

Operations

Assignment:

In FDP_SDI.1.1 the PP/ST author should sgify the integrity error sthat the TSF
will d etect.

In FDP_SDI.1.1 the PP/ST autho should specify the user data attributes thawvill
be used asthe basis for the monitoring.

FDP_SDI.2 Stored data integrity monitoring and action
User application notes

This component monitorsath stored on media for integrity errors. The PP/ST author can specify
which action should beskenin case an integrity erras detected.
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Operations

Assignment:

In FDP_SDI.2.1 the PP/SAuthor should specify thiategrity errors that the TSF will
detect.

In FDP_SDI.2.1 te PP/ST authoshould spcify the userdata attributes that wilbe
usedas the bsis for the monitoring.

In FDP_SDI.2.2 the PP/ST author should specify the actisio be taken in case
an integrity error is detected.
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F.12 Inter -TSF user da ta confiden tiality trans fer protec tion (FDP_UCT)

This family defires the requirements for ensuring the coafithlity of user data when it is
transferred using an external adnel between the TOENd another trusted IT product.
Confidentiality is enforced by preventing unauthorised disclosure of asemdtransit between
the two end pointsThe end points may ke TSF orauser.

User notes

This family provides a requiremenfor the protection of user dat during transit. In contrast,
FTP_ITC handles $F data.

FDP_UCT.1 Basic data exchange confidenti ality
User application notes

TheTSF has the abilityo protectfrom disclosure some user data whigkexchanged.
Operations

Assignment:

In FDP_UCT.1.1, the PP/ST author should specif the acces control SFP(s) and/
or information flow control SFP(s) that will be enforced when exchanging user
data. The specifiel policies will be enforced to make decisions about who can
exchangedata and which data can be exbhanged.

Selection:

In FDP_UCT.1.1, thePP/ST author should specify whether this elemerapplies
to a mechanism that transmits oreceives usedata.
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F.13 Inter-TSF user data integrity transfer protection (FDP_UIT)

This family defines theequirements for providing integrity for user data in transit betwthe
TSF and anothetrustedI T product andrecoveing from detectable esrs. At a minimumn, this
family monitorsthe inegrity of user data for modifations. Furthermore, thisrhily supports
different ways 6 carrecting detected inteigy errors.

User notes

This family defines the requirements for providing integrity far asta in transit; while FPT_ITI
handles T& data.

FDP_UIT and=DP_UCT are duals okach otheras FDP_UCT adésssuser dataconfidentality.
Therefore, the same wmi@nism that implements FDP_Utbuld possibly be uskto implement
othe families such aBDP_UCT and FDP_ITC.

FDP_UIT.1 Data exchange integrity
User application notes

The TSF has adsic ability to send or receive @rsdata in a manner suchathmodification of the
user data can be detectederhisno requirement for a TSF mechanism to attempadowerfrom
the modifcation.

Operations

Assignment:

In FDP_UIT.1.1, the PP/ST author should specify the access control SFP(s) and/
or information flow control SFP(s) that will be enforced on the ransmitted data

or on the received data. The specified policies will be enforced to make decisions
about who can transmit or who can receive data, and which data can be
transmitted or received.

Selection:

In FDP_UIT.1.1, the PP/ST author should specify whether this element applies to
a TSF that is transmitting or receivingobjects.

In FDP_UIT.1.1 the PP/ST author should specify whether the data should be
protected from modification, deletion, insertion or replay.

In FDP_UIT.1.2 thePP/ST autor should ecify whether the errors of thetype:
modification, deletion, insertion or replay are detected.
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FDP_UIT.2 Source data exchange recovery
User application notes

This component provides thability to recover from a set of mhtified transmission errors, if
required, with thénelp ofthe other trustedT product. As the other trustl IT product is outside
the TSC, the TSF cannot control its behaviour. Howevecait provide functions #h have the
ability to cooperate with the other tradtlT product for the purposes ofcovery. For example,
the TSF couldnclude functions that depend upon the sotnasted T productto re-send tedata
in theevent that an ermis deteted. This component dals with the abily of the TSF to handle
such an ermorecovery

Operations

Assignment:

In FDP_UIT.2.1, the PP/ST author should specify the access control SFP(s) and/
or information flow control SFP(s) that will be enforced whenrecovering user
data. The speified policies will be enforced to make decisions about wth data
can be recoverd and how it can kerecovered.

In FDP_UIT.2.1, the PP/ST author should speify the list of integrity errors from
which the TSF, with the help of he source trusted IT praduct, is be @le to
recover the original user data.

FDP_UIT.3 Destination d ata exch ange recovery
User application notes

This component provides thability to recover from a set of ehtified transmission errors. It
accomplishs this taskwithout help from the source trusted IT product. For example, ibicert
errors are detected, thartsmission protocol must iebustenough toallow the TSF to ecover
from theerror based onhecksums and othaformation availablavithin thatprotocol.

Operations

Assignment:

In FDP_UIT.3.1,the PP/ST author should gifg the acces control SFP(s) and/or
information flow control SFP(s) that will be enforced when recovering user data. The
specified policies will be enfoced to make decisiegnabout which data an be
recovered and how canbe recoveed.

In FDP_UIT.3.1, the PP/ST author should specify the list of intggrrors rom
which thereceiving TSF,alone, is able to recover thariginal usedata.
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Annex G
(informative)

Identification and authentication (FIA)

A common security reqeement is to unambiguously identify the person and/or entitpmeing
functions ina TOE. Thisinvolves not onlyestablishinghe claimeddentity of eachuser, but also
verifying that each user is indeed who he/stants to ke. This is achiegd by requiring users to
provide theT SF with some information #his known by thél' SF to be associated with the user in
qguestion.

Families inthis classaddres the requirements for functions to establisd aerify a claimed user
identity. Identifiation and Authentation is required to ensure that users are assdaidth the
proper security attributes (e.g. identigyoups roles,security or integty levels).

The unambiguous identification authorised usersand the correc association of security
attributes with users arsiibjects igritical to the enforcementf the security policies.

The FIA_UID family addresses detaining the identity ¢ a user.
The FIA_UAU family addresses verifygithe identity d a use.
The FIA_AFL family addresses defining limits on repeated cocesssful autenticationattempts.

The FIA_ATD family addessthe definition ofuser attributes #t are used in #gnenforcement of
the TSP.

The FIA_USB family addresses the correct association of seaitrtiputes for eeh authorised
user.

The FIA_SOS family addresses the geaien and verification of secrets that satisfy a defined
metric.
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(informative)

—{ FDP_AFL Authentication failures

—‘ FIA_ATD User attribute definition

—‘ FIA_SOS Specification of secrets

—‘ FIA_UAU User authentication

—‘ FIA_UID User identification

—‘ FIA_USB User-subject binding

Figure G.1 - Identification and authenticationclass decomposition
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G.1 Authentication failures (FIA_AFL)

This family addresses requirements for defining values foeatithtion attempts ahT SFactions
in cases of authenticatiorattempt failure. Brameters include, but are not limitexlthe numbepf
attempts antime thresholds.

The session establiskent proess is the interation with the user to @form the session
estblishment independent of thactual implemeraion. If the number of unsuccessful
autrentication attempts exceeds tineicated threshold, either theensiccount or the termah(or
both) will be locled. If the user ecount is disabled, the user cannot log-on to thessydf the
terminal is disabled, thestminal (or the address that the terminal has) cannot be usamlyftog-
on.Both of these situatiormntinue until the conditiofor re-establishmenis satisfied.

FIA_AFL.1 Authentication failure handling
User application notes

The PP/ST authomay define the numberf unsuccessfuhuthentietion attempts or @y choose

to let the TOE developer or the authorised user to define this number. The unsuccessful
autrentication attempts need not be consecutive, but rattaded to an autentication event. Such

an autfentication event could be tleeunt from the last swessful session esilishmentat a given
terminal.

The PP/STRuthorcould sgcify a ligt of actions thathe TS shall take in the caof authentcation
failure. An authorised adminisator could also be allowetb manage the eventd deemed
opportune by the PP/ST author. These actions could be, among other things, terrciinatidea
user account deactivation, administratoralarm. Theconditions under wich thesituation will be
restored to normal mube specifie on the action.

In order to prevetrdenial of grvice, TOEs usually ensure that there is asteore useraccount that
canna bedisabled.

Further actions for #0TSF @n be stated by the PP/ST author, inclgdiles for reenabling the

user session esblishment process, or sending an alarm to the administrator. Examples of these
actions are: until a specified time has lapsed, until the authorised administrat@btes the
terminal/account, a timeelated to failed pevious attempts (ery time theattempt fails, the
disabling time is doubled).

Operations

Assignment:

In FIA_AFL.1.1, if the PP/ST autor should specify the default number of
unsuccessful authentication attempts that, when met or surpassed, will trigger the
events. The PP/ST author may specify that the nuneb is: “an authorised
administrator configura ble number”.

In FIA_AFL.1.1, the PP/ST author should specify the authentication events.
Examples of theseauthentication events ae: the unsucessful authentication
attempts sirce the last sucessful authentication for the indicated useridentity,
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the unsucessfu authentication attempts sirce the last successful authentication
for the current terminal, the number of unsucessful authentication attempts in
the last 10 minues. At least one authentication event must be secified.

In FIA_AFL.1.2, the PP/ST author should specify the actions to be taken in case
the threshold is metor surpassed.These actiors could be disabling of an account
for 5 minutes, disabling the terminal for an ingeasing amount of time (2 to the
power of the number of ursuccessful attempts in seconds), or disabling of the
accownt until unlocked by the administrator and simultaneously informing the
administrator. The actions should specify the measures and if applicablethe
duration of the measure (orthe conditions under whid the measure will be
ended).
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G.2 User attribute definition (FIA_ATD)

All authorised uers may have setof security attributes, othéhanthe user’'sdentity, thet are
used to enforce tle TSP. This family defines the requirements for associating user security
attributes with userssaneeded to suppottie TSP.

User notes

There are dendencies on the individual security policy definitiofi$iese individual definitions
should contairthe listingof attribues that are necessary for policy enforcement.

FIA_ATD.1 User attribute definition
User application notes

This component specifies the security attributes that should be maintainedeaékiod theuser.
This means thahe security attribés listed are assigde¢o and can be changed at the level of the
user. In other wordsgchanginga scurity attributein this list assoetedwith a user shouldave no
impact on the security attritegtof any other user.

In case security atbutes belong to argup d uses (such as Capability List for agup), the user
will need to have a refence (& security attribute) tahe relevant group.

Operations

Assignment:

In FIA_ATD.1.1, the PP/ST autha should specify the security attributes thatre
associatéd to an individual user. An example of such st is {'clearance’, ‘group
identifier’, ‘rights’}.
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G.3 Specification of secrets (FIA_SOS)

This family defines requirements for nekanisms that enforce definedatity metrics on providd
secrets, and gneratesecrets to satisfy the defined metric. Examples of such mechanigyms m
include automated checking of useipplied passwds or automatd passwed generation.

A secret can be generated outside the TOE (e.g. selectedusethed introduced in the system).

In such ases, the FIA_SOS.1 component can be used to ensure that the external gesteeated s
adheees to certain staraids, for example a minimumzsi, not pesent in a dictionary, and/or not
previowsly used.

Secrets can also be gemizd by the TOE. In those cases, the FIA_SOS.2 compoaeiecusd
to require the TOE tensure thathe secrets thatill adhere tosome specified metrics.

User notes

Secrets contain the aughtication data provided by the user for an antication mehanism tlat
is based on knowledghe user possesses. When cryptographic keys are employed, the class FCS
should beusedinstead of ths family.

FIA_SOS.1 Verification of sec rets
User application notes

Secretscan be geneted by the usr. This component ensures that those user generated saarets ¢
be verified to meet a certain qualitynetric.

Operations

Assignment:

In FIA_SOS.1.1, the PP/S author should provide a definedquality metric. The
quality metric specification can be as simplesa description of the aiality checks
to be performed, or as formal as a reference to a government published standard
that defines the quality metrics that serets must meet. Examples of quality
metrics could include a degription of the alphanumeric structure of aceptable
secrets and/or the space siz¢hat acoeptable screts must meet.

FIA_SOS.2 TSF generation of secrets

This componengllows the TSF to gneratesecrets for specific functions suchaaghentcation by
means of passwords.

User application notes

When a pseudo-random nuenlgenerator is wesl in a secret genation algorithm, it shouldaccept
as inputrandom data that would provide output that has a high defneepedictability. This
random @ta (seed) can be deriveéfrom a numbe of available parametes such & a systen clock,
system registers, dattime, etc. The parameters should becteteto ensure that the number of
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unique seeds that can be generated fragsetlinputs should be atdst equal to the minimum
number of secrets that must generated.

Operations

Assignment:

In FIA_SOS.2.1, the PP/ST author should provide a defined quality metric. The
quality metric specification can be as simple as a description of the qualithecks
to be performed or as formal as a reference to a governmepublished standard
that defines the quality metrics that secrets must nat Examples of quality
metrics could include a description of the alphanumeric structure of acceptable
secrts and/or the spae size that acceptable seets must meet.

In FIA_SOS.2.2, the PP/ST author should provide a list of TS functions for
which the TSF generated secretmust beused. An example of such a function
could include a password based ahentication mechanism.
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G.4 User authentication (FIA_UAU)

This family defines the types of @s authentication mechanisms supportedigyTSFThis family
definesthe requireditributes onwhich the user audmtication mechanisms musé based.

FIA_UAU.1 Timing of authentication
User application notes

This comporent requies that the PP/ST author define the TSF-mediated actionsahabe
performed by th& SF on behalf of thaser before the claimed identity of the user is enitbated.
The TSF-nediated actions should have necsgrity concerns with userincorrectly identifying

themseles priorto beingauthentcated. For albther TSF-mediated actions not in the lkisg user
must beauthenticate before theaction can be péormed by the T3 on behd of the user.

This componentannot control whether thaetions can also beeformed kefore the identification
took place. This requires the use of either FIA_Ullant FIA_UID.2 with the appropriate
assgnmerts.

Operations

Assignment:

In FIA_UAU.1.1, the PP/ST author should specifya list of TSF-mediated actions
that can be performed by the TSF on behalf of use before the claimed identity
of the user is authaticated. This list cannot be enpty. If no actions are
appropriate, component FIA_UAU.2should beused instead. An example of such
an action might include the reques for help on the login procedure.

FIA_UAU.2 User authentication before any action
User application notes

This component requires thatets are identified &ore any TSF-mediatl actioncan take place
on behdl of that use

FIA_UAU.3 Unforgeable authentication
User application notes

This component addresses requirements for emsims that provide protection of aattiication
dai@. Authentication data that is copied from another user, or is in someonstyucted should be
detected and/or gjected. These mechanisms provide configehet usersauthentcated by the
TSF ae actually who theyclaim to be.

This componentmay be usefulonly with authentication me@misms that a& based on
authentcation dita that @nnot be shared (e.g. bi@irics). It is impossible for a TSF to detect or
prevent the sharing ofspsword outsidethe control of the TSF.
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Operations

Selection:

In FIA_UAU.3.1, the PP/ST author should specy whether the TSF will detect,
prevent, or detectand prevent forging of authentication data

In FIA_UAU.3.2, the PP/ST author should specif whether the TSF will detect,
prevent, or detectand prevent copyingof authentication data

FIA_UAU.4 Single-u se authentication mechanisms
User application notes

This component addsses requirerents for autlentication mechanisms based simngle-use
autrentication data. Single-use autheation data can be sathing theuserhas or knows, but not
something the user is. Bxples d single-use authentication data include single-use padsywo
enaypted time-stamps, and/andom numbes from a secretookup table.

The PP/ST authocan speify to which authentietion mechanism(s) this requirement applies.
Operations

Assignment:

In FIA_UAU.4.1, the PP/ST author should specify the list of authentication
mechanisms towhich this requirement applies. This assignment ca be ‘all
authentication medanisms’. An example of his assigpment could be “the
authentication mecdhanism employed to aubenticate people on the external
network”.

FIA_UAU.5 Multiple authentication mechan isms

User application notes

The use of this componedtows specification of requirements for morerttoneauthentcation
mechanism to be udavithin a TOE.For e&h distirct mechanism, applicalelrequirements must
be chosen from the FIA class to be applied to each anirh. It is possible that the same
component could be selected multiple times ineotd reflect diferent equirements for the
different use of the authenticatiamechanism.

The manag®ent functiors in the class FMT mayrpvide maintenance capabilities fine set of
authentication mechanismss well as the rules that d®iine whether the authentication as
successful.

To allow anonymous users to lom the sysim, a ‘none’authenti@ion mechanisncan be
incorporatedThe use of sth access should logearly explained in the ras of FIA_UAU.5.2.
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Operations

Assignment:

In FIA_UAU.5.1, the PP/ST author &ould define the available authentication
mechanisms. An example of such a list could be: “none, password mechanism,
biometric (retinal scan), S/key mechanism”.

In FIA_UAU.5.2, the PP/ST author siould specify the rules that describe how the
authentication mechanisms provide authentication and when each is te bised.
This means hat for each siuation the set of mechanisms that mighbe used for
authenticating the user must be described. An example ofliat of such rules is:

“if the user has special privilegs a password mechanism ath a biometric
mechanism both shall be used, with success only if both succeed; for all other
users apasswod mechanism shall be used.”

The PP/ST author might give the boundaries within which the authorised
administrator may specify speific rul es. An example of a rule is: “the user shall
always be authenticated by means of a token; the administrator might specify
additional authentication mechanisms that alsamust be used.” The PP/ST&uthor
also might choosenot to specify any boundariesbut leave he authentication
mechanisms and their rules completely up to the authoriseadministrator.

FIA_UAU.6 Re-authenticating
User application notes

This component addresses potentiadseto re-authenticate users at defined points in time. These
may include user requests for theF to perform saurity relevant actions, as well as requests from
non-TSF entities for reuthentcation (e.g. a seev application requesting that the TSF re-
authenttate the client it is serving).

Operations

Assignment:

In FIA_UAU.6.1, the PP/STauthor should specify the lig of conditions requiring
re-authentication. This list could include a spcified user inactivity period that
has elapsedthe user requesting a change active security attributes, or the user
requesting the TSF to gerform some security critical function.

The PP/ST aithor might give the bourdaries within which the reauthentication

should accur and leave the specifics to the authorised administrator. Aexample

of such a rule is: “the user shall always be re-authenticatl at least once a day;
the administrator might specify that the re-authentication shouldhappen more
often but not more often than onceevery 10minutes.”
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FIA_UAU.7 Protected authentic ation feedback
User application notes

This component addresses the feedback on therdiatition process that will be provid& the
user. In some systems theefiback consists of indicating how many chasechave ben typed
but not showing the characters themselves, in other sysiemshis infornation might not be
appropriate.

This component requires that the amtication data is not provided as-is back to the user. In a
worksgtion environment, it could display a ‘dummy’ (e.g. star) foche@assword character
provided, and not the original claater.

Operations

Assignment:

In FIA_UAU.7.1, the PP/ST author should specy the feedbackrelated to the
authentication process that will e provided to the user. An exampleof a feedback
assignment is “the number of characters typed”, another type of feedbdcis“the
authentication mechanisn that failed the authentication”.
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G.5 User ident ification (FIA_UID)

This family defines theonditions under which users amguired to iégntify themselves before
performing any other actionsdatrare to be mediatl by the TSF and that require user identification.

FIA_UID.1 Timing of ide ntification
User application notes

This component poses requirements for thee tesbe identified. The PP/ST author can indicate
specific actionshatcan beperformed before the identification takes place.

If FIA_UID.1 is used, the TSk nediated actions mentioned in FIA_UlDshould also appean
this FIA_UAU.1.

Operations

Assignment:

In FIA_UID.1.1, the PP/ST author should specify a list of TSF-mediated actions
that can be performed by the TSF on behalf of a user before the user has to
identify itself. If no actions are appropriate, component FIA_UID.2 should be
used instead. An example of such an action might include thequest for help on
the login procedure.

FIA_UID.2 User identification before any action
User application notes

In thiscomporent users will bedentified. A user is not allowed by the TSF to perform any action
before beig identified.
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G.6 User-sub ject binding (F IA_USB)

An authenttated user, in order to use thOE, typically actiates a sulgct. The user’s security
attributes are associated (totally or partially) with this subject. This family defines requirements to
createand maintain the assation of the user’s smurity attributes t@subject acting on thuser’s

behalf.

FIA_USB.1 User-subject binding
User application notes

The phraséacting on behalf of” has proven to be a eotibus issue in previous criteria. It is
intenced that a subject iacting on behalf of the user who causeddhbject to come into being or
to be actiated to perform a certain task. Therefawhenasubject is created, that subjecaising
on befalf of the user who initited thecreation. In case anonymity is used, the subject isstitig
on behalf ofauser, btithe identity of the user is unknowr special categoy are the subjects that
sene multiple users (e.g. a servprocess). In such casesdluser that creatl this subjet is
assured tobe the ‘owner’.
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Annex H
(informative)

Security management (FMT)

This class specis the managment of sverd aspets ofthe TSFE securityattributes, TSF data
and functions in the TSF. The different management roles and their interactioassseparation
of capability, caralso bespecified

In an enviroment whee the TOE is made ugd onultiple physically separated s that form a
distributed system, the timing issues with respepropagation osecurityattributes, TSFdata,
and function modiftation become very complex, especiallytlife informetion is required to be
replicated across theps of the T(. This should be considered whetesting components such
as FMT_REV1 Revocation, or FMT_SAH. Time-limited authorisation, where the behaviour
might be impairedIn suchsituations use of componentsrobm FPT_TRC is advisable.
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Security management

—{ FIA_MOF Management of functions in TSF

—‘ FMT_MSA Management of security attributes

4‘ FMT_MTD Management of TSF data

FMT_REV Revocation

FMT_SAE Security attribute expiration

—{ FMT_SMR Security management roles

FigureH.1 - Seurity managementclass decomposition
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H.1 Management of functions in TSF (FMT_MOF)

The TSF mamgement fuitions enable authorised users to set up and controbtbeesoperation
of the TOE. These administratifienctions typically fall into anumber of different cagories:

a) Management fuctions that relate tocaess controlaccountabilityand authentcation
controls enforced by the TOE. For example, definition and update of user security
chacteristics (e.g. unique edtifiers associated with usem@ames, user accounts,
system entry pameter9 or definition and updatef auditing system control&@.g.
selection of audit events, mamagent of audit trails, audit trail analysend audit
report generation), definition and update of per-user policy attributes gsugker
clearane), definition of known sysem acess contrb labels, ad control and
management of user groups.

b) Management fuctions that relate to controls over availability. For example, definition
and updte of availability parameters or resourpgotas.

c) Management functions that relate tengral installation and configuration. For
example, TOE configation, manual recovery, installation of TOE security fixes (if
any), repairard reinstallation of handare.

d) Management functions that relate to routine con@modl mainenance of TOE
resouces. For example, enabling and disablingigher devices, mounting of
removable storage edia, backup and recovery of user and @ysbbjects.

Note that thesfunctions ned to be pesent in a TOE based on the families incldde the PP or
ST. It is the responsibilitof the PP/STauthor to ensure that adequate functiaiil be provided
to manage tle system in aecure Bshion.

The TSF might contain functions that candeatrolled byan administrator. For example, the
auditing furctions could be switched off, the time synchronisation could be switclzabler the
autrentication mechnism could be modiéble.

FMT_MOF. 1 Management of security functions behaviour

This component allows identifiemles to manage th&curity functions of the TS This might
entail obtaining the currestatusof a security function, disabling or enablithg securityunction,
or modifying the behaviawf the sectity function An exampé of modifying the behaviour othe
securityfunctions is changing @uthenti@ion mechanisms.

Operations

Selection:

In FMT_MOF.1.1 the PP/ST author should select whether thole can determine
the behaviour of, disable, enable, and/or modify th behaviour of the security
functions.
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Assignment:

In FMT_MOF.1.1 the PP/ST author should specify the functios that can be
modified by the identified roles. Examples include auditing and time
determination.

In FMT_MOF.1.1 the PP/ST author should specify the roles that are allowed to
modify the functions in the TSF. The possible rolsare specified in FMT_SMR.1.
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H.2 Management of security attr ibutes (FMT_MSA)

This family defines the requirements dhe management of securdstributes.

Users, subject and objects have associated security attributes thagffaict the behaviour othe
TSF. Examples of suclsecurity attributes are the groupswdich a usebelongsthe roles k/she
might asume, the gority of a procesg¢subject), and the rights belonging tooée a a use. These
security attributemight need to be manad by the user,a subject ora specificauthorised use(a
user with explicitly given rights forthis managment).

It is noted that theight to assign rights to users iselfsa security attribute and/or potentially
subjectto management byMT_MSA.1.

FMT_MSA.2 @n be used to ensure that amgepted combination of security attriesiis within

a xcure state. The definition of what ‘age” means is left to the TOE guidance and the TSP
model. If the developer provided aat definition of the securealues and the reason why they
should be considered seeuthe dependay from FMT_MSA.2 to ADV_SPM.1 can bargued
away.

In some insdnces subjects, objects or user accoamgsieated. If no explicit vales for the related
security attributes are g, default values need to be used. FMT_MSA.1 can be used to specify
that these dault values carbe managed.

FMT_MSA. 1 Management of security att ributes

This component allows users acting in certain roles to manage iedsgfturity attributes. The
users are assignem a rolewithin the compoant FMT_SMR.1.

The default value of a paraneetis the value the parameter takes when it is instantiated without
specifically assigred values. An initial valuesiprovided duringthe instantation (creation) of a
parameter, and overrides the defadtue.

Operations

Assignment:

In FMT_MSA.1.1, the PP/ST autha should list the access contloSFP or the
information flow control SFP for which the security atributes a e applicable.

Selection:

In FMT_MSA.1.1 the PP/ST author should specify the operations that can be
applied to the identified searity attribu tes The PP/ST author canspecify that
the role can modify the default value (change_default)guery, modify the security
attribute, delete the security attributes entirely or define their own operation.
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Assignment:

In FMT_MSA.1.1, if selected, the PP/STauthor should specify which other
operations the rok could perform. An example of such an operation could be
‘create’.

In FMT_MSA.1.1 the PP/ST author should specify the securitgttributes that
can be operated on by the iehtifi ed roles. It is possible fo the PP/ST author to
specify that the default value such as default access-rights can be managed.
Examples of these security attributes are user-clearance, priority of service level,
access control list, defaulaccess rights.

In FMT_MSA.1.1 the PP/ST author should specif the roles that are allowed to
operate on the security attributes. The possible roles are specified in
FMT_SMR.1.

FMT_M SA.2 Secure security attributes

Thiscomponent contains requirementdioa values thatan be assigned tgecurityattributes. The
assigned values should bechuhat the TOE will remain in a secure state.

The definition of what ‘scure’ mans is not answered in thisomporent but is left to the
development of the TOE (sp@cally ADV_SPM.1 Informal TOE seurity policy modl) and the
resulting information in the guidance. An example could be that if a useura is created, it
should have a netrivial passvord.

FMT_M SA.3 Static attribut e initialisation
User application notes

This component requires that the TSF provide default values for relevant object security attributes,
which can be overriddeby an initial value It may stil be possiblgor a new object to have
different security attributes atreation, if a mechanism exists to specify the permissions at time of
creation.

Operations

Assignment:

In FMT_MSA.3.1,the PP/ST author should list the access control SFP or the
information flow control SFP for which the security attributes are applicable.

Selection:

In FMT_MSA.3.1, the PP/ST author shouldselect whethe the default property
of the access comol attribute will b erestictive, permissive, or another poperty.
In case of anotherproperty, the PP/ST author shouldrefine this to a specific

property.
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Assignment:

In FMT_MSA.3.2 the PP/ST author shoutl specify the roles that ae allowed to
modify the values ofthe seurity attributes. The possibleroles are spcified in
FMT_SMR.1.
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H.3 Management of TSF data (FMT_MTD)

Thiscomporent imposeseguirements on the magement of TSF data. Examples of TSF data are
the current time and the audit trail. So, for example, this family allows the spetidic of whom
can read, deteor create tle audit trail.

FMT_MTD. 1 Management of TSF data

This component allows users with a eertrole to maage values of TSF dat The usrs are
assigned to a role within &comporent FMT_SMR.1.

The default @lue of a parame is the values thegpameter takes when it is instantiated without
specificallyassigned values. Amitial value is provided during the instantiation (creation) of a
parameter and omedes the default value.

Operations

Selection:

In FMT_MTD.1.1 the PP/ST author should speify the operations that can be
applied to theidentified TSF data. The PP/S author can ecify that the role can
modify the default value (chage default), clear, query or modify the TSF data,
or deletethe TSF data entirely. If so desired the PP/ST author could spify any
type of operation. To clarify “clear TSF data” meansthat the conten of the TSF
data is removed, but that the entity itself remains in the system.

Assignment:

In FMT_MTD.1.1, if selected, the PP/ST author should specify which other
operations the role coutl perform. An example could be treate’.

In FMT_MTD .1.1 the PP/ST athor should specify the TSF data that can be
operated on by the identified roeks. It is possible for the PP/ST author to specify
that the default value can be managed.

In FMT_MTD.1.1 the PP/ST author should specify the roles that are allowed to
operate on the TSF data. The possible roles arespecified in FMT_SMR.1.

FMT_MTD. 2 Management of limits on TSF data

This compoent specifies limits on TSFath, andactions to be taken if these limits are exceeded.
This component, foexample, will allow limits on the size of the audit trail to be defined, and
specificationof the actions tie takerwhen these limits arexceeded.
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Operations

Assignment:

In FMT_MTD.2.1 the PP/ST autha should specify the TSF da that can have
limits, and the value of those limits. An example of such TSF data is the number
of users loggd-in.

In FMT_MTD.2.1 the PP/ST author should specify the roles that are allowed to
modify the limits on the TSF data and the actions to be taken. fie posdble roles
are speified in FMT_SMR.1.

In FMT_MTD.2.2 the PP/ST author should specify the actios to be taken if the
specified limit on the specified TSF data is exceeded. An example of such TSF
action is that theauthorised user is informed and an audit recad is generated.

FMT_MTD. 3 Secure TSF data

This component covers requirements on the values that can be assigned to TSF dssayridte
values shouldbe such tht the TOE willremain inasecure stag.

The definition of what ‘secl® means is not answered in this component but is left to the
development of the TOE (specifically ADV_SPMInformal TOE security policy model) and the
resulting infornation in the guidance. Ifthe developerprovideda clear definition ofthe secure
values and the reason why they should be considered secure, émelelepy from FMT_MSA.2

to ADV_SPM.1 carbe arged away.
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H.4 Revocation (FMT_REV)

This family addesses revocation of security attribugdor a varety of entities withina TOE.

FMT_REV.1 Revoc ation

This component spea# requirements on the revocation of rights. It requires the specification of
the revocation rules. BErples are:

a) Revocation willtakeplaceon the next login of the user;
b) Revocation willtakeplaceon the next attempt tapen tlefile;

¢) Revocation will take place within a fixed time. This might mean that athop
connections are re-evaluated evemyinutes.

Operations

Selection:

In FMT_REV.1.1, the PP/ST author should speify whether the ability to revoke
security attributes from users, subjects, objects, or any other resources shall be
provided by the TSF. If the last option is chosen, then the PP/ST author should
use therefinement operationto define the resources.

Assignment:

In FMT_REV.1.1 the PP/ST author should sgify the roles that areallowed to
modify the functions in the TSF. The possible rolsare specified in FMT_SMR.1.

In FMT_REV.1.2, the PP/ST author should specify the revocation rules.
Examples of these rutés could irclude: “prior to the next operation on the
assaiated resource”, or “for all n ew subject creations”.

278



©ISO/IEC ISO/IEC 15408-2:1999(E)

H.5 Security attribute expiration (FMT_SAE)

This family addresses the capability to enforce time limitstii@r validity of securityattributes.
This family can be applied tospecify expiration equirementsfor access controattributes,
identification and autbntication attributescertificates (key certificatesuch as ANSI X509 for
example), audigéttributes etc.

FMT_SAE.1 Time-limited authorisation
Operations

Assignment:

For FMT_SAE.1.1, the PP/ST author should providehe list of security attributes
for which expiration is to be sugported. An example of such an attribute mighbe
a user’s security clearance.

In FMT_SAE.1.1 the PP/ST author should specify the roles that are allowleto
modify the security attributes in the TSF. The possible roles are specified in
FMT_SMR.1.

For FMT_SAE.1.2, the PP/ST author should provide a list of actions to be taken
for each security atribute when it expres. An examplemight be that the user’s
security clearance, when itexpir es, is set to the lowest allowablelearance on the
TOE. If imm ediate revocation is desired by the PP/ST, the etion “immediate
revocation” should be specified.
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H.6 Security management ro les (FMT_SMR)

This family reduces the likelihood of damage resulting froensugbusing téir authority by taking
actions outside their assigned functional responsibilities. It also addressesdhthtitrinadequate
mechanisms have lea provided to securely administer th8F.

This family requires that information be maintained to identify whether a user is audlonise
aparticular security-rebvant administrative function.

Some nanagemenéctions @n be performed by ess, others only by designated people within the
organisation. This family allows the definition of different roles, such as owner, auditor,
administrator, daily-masgement.

The roles as sl in this family are security related roles. Each role can encompasstansive
set of capabilities (e.g. raan UNIX), or can be a singéright (e.g.right to readasingle objetsuch

as the helpfile). This family defines the sl The epabilities of the role are defined in FIA_MOF,
FMT_MSA and FMT_MTD.

Some typef roles might be mutually exclusive. For example the daily-mamegt might be able
to defineand activagé users, btumight not beable to remove users (which risservel for the
administrator (role)). This class will allow policiescbuas two-person contrth bespecified.

FMT_SMR.1 Security roles

This comporent specifies the different roles ththe TSF should recognise. Often the system
distinguishes betwedhe owner of aentity, an adminisgtor and other users.

Operations

Assignment:

In FMT_SMR.1.1 the PP/ST author should specify the roles that areecognised
by thesystem. These are theoles that userscould occupy with respect to scurity.
Examples are: owner, auditorand administrator.

FMT_SMR.2 Restrictions on security roles

Thiscomponent spec#s the diffeent rolestha the TSF should recognise,caconditions on how
those roles could be managed. Often the system distinguishes between the owner of an entity, an
administata and other users

The conditions on those ralspecify the ingrrelationship betwen the diffeent roles, as well as
restrictions on whethe role can bassumedy a user.
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Operations

Assignment:

In FMT_SMR.2.1 the PP/ST author should spettigyroles that are recognised by the
system. These are the roles tharsisould occupy with respeto security. Eamples
are: owner, auditogdministrator.

In FMT_SMR.2.3 the PP/ST authe should specify the conditions that govern
role assignment Examples of these conditions are: “an account cannot have both
the auditor and administrator role” or “a user with the assistant role must also
have the owner role”.

FMT_SMR.3 Assuming roles

This componengpecifiesthat an explicit request must gazen to assume the sikc role.
Operations

Assignment:

In FMT_SMR.3.1 the PP/ST author should specify the roles that require an
explicit request tobe assumed. Exampleare: auditor and administrator.
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Annex |
(informative)

Privacy (FPR)

This class dscribes theaquirements that could be levied to satisfy the users’ gyimaeds, while
still allowing the system flexibilityas far as possible to maintain sufficiesintrol over the
operationof the system.

In the components of this class thex@exibility as to whether or n@uthoried users are covered
by therequired seurity functions. For example, a PP/ST author might consider it appropriate not
to requireprotection of the privacy of users against a suitably authonsed.

Privacy (FPR)

4{ FMT_ANO Anonymity

FPR_PSE Pseudonymity

|

—{ FPR_UNL Unlinkability

4{ FPR_UNO Unobservability

Figure 1.1 - Privacy class decomposition

This clss, together with other classes (such as tbaseerned with audigccess control, trusted
path, and nomepudiation) povides the flexibility to spety the desired privacy behavio@n the
other hand, the rege@ments in this class might impodienitations on the use of the components
of otherclasses, sth as FIA or FAU. For example, if authorised users aralimwed to see the
use identity (e.g. Anonymity or Pseudonymiityt will obviously not be possible to hold individual
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users accountadfor any security élevant actions theygoform that are coverkby the privay
requirements. However, it may still be possible to include audit requirements in a PP/ST, where
the fact that a partical security retvant eent has occurred is more impamt than knowing who

was responsible for it.

Additional information is provided in #application notefor clas FAU, whereit is explaired
that the dfinition of ‘identity’ in the context of auditingan also be aglias or other information
that couldidentify auser.

This class describes four families: Anonymity, Pseudonymity, UnlinkakitidyUnobservability.
Anonymity, Pseudonymity and Unlinkability hageomplex interelationship. When choosiray
family, the choice shouldegend on the threats idenéfi. For some types of pagy threats,
pseudonymityill be more appropriate #m anonymity (e.g. ithere is a requament for auditing).
In addition, some tygs of privacy threatare best countered lacombination of componenfsom
several families.

All families assume thataser does not explicitlgerform an action that discloses the usevis
identity. For example, the TSF is not egfed to screen the user name in electronic messages or
databases.

All f amilies in this class haveomponentshat can be scoped through operations. Theseatipns
alow the PP/ST authdp statethe cooperating users/sebjs to whch theTSFmust be esistant.
An example of an instardgtion of anonymity could be: “Th&SF shall ensure that the usansl/
or subjects are unable to determine uiseridentity bound to thedleconsulting apptation”.

It is noted that the TSF should not only provide this protection against individual users, but also
against users coopating to obtain the information. The strength of the protection provided by this
class shou be describeds strength of functio as speified in Annexes B and C dSO/IEC
154081.
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[.1 Anonymity (FPR_ANO)

Anonymity ensures thatsubject may usaresource oservicewithout disclosing its user identity.
User notes

The intention of thisdmily is to specify that a usr or subject might takaction without releasing
its user identity to others such as users, stdyjer objects. The family provides tR®/ST author
with a means toidentify the st of users thicannot sethe identity of someaperforming ceidin
actions.

Therefore if a subject, usig anonymity, performs an action, another sabpwill not be al# to
determine either the identity or even a refere to tle identity of the usr employing the subject.
The focus of th@nonymity is on th@rotection of the users identity, not on the protection of the
subject identity; hene, the identity of thesubject is noprotectedfrom disclosure.

Although theidentity of the subject isot releasedo other sulgcts or usrs, the TSF is not
explicitly prohibitedfrom obtainig the uses identity.In case tle TSF is not allowed to knowhe
identity of the uer, FPR_ANO2 could be invoked. In that casefiSF should nbrequest the user
information.

The interpretation of “determine” should baken in the broadest sense of terd. The PP/ST
authormight want to use a Strengthi Function toindicate how mah rigour should be applied.

The component leslling distinguishes between the users andauthorised user. An authorised
user is often excludedrom the component, and therefaléowed to retrieve a ua’s identity.
However, there is no specifiequirement tht an authoried usr must beable to havethe
capability to degrmine the user’s identity. For ultimate privacy the components would be used to
say that nase or authorised useran see the identity of anyone performingny action.

Although some systems will provide anonymity for all services that are provided, other systems
provide anonymityfor certainsubjects/operations. To proedhis flexibility, an operationis
included where the scope of tlequitement is defined. If the PP/ST author wants to adsdrall
subjects/operationsthe words “all subjets andall operations” coulde provided.

Possibleapplications include thebility to make enquiries of a confidential nature to public
databasesiespond talectronic polls, or rake anonymous payments donations.

Examples of potential hostile users or subjects are providers, system operators, coatioruni

partners and users, who smuggle malicious parts Teogan Horses) into systems. All of these
users can inestigae usage patterns (e.g. which users used which ces)viand misuse this

information.

FPR_ANO.1 Anon ymity
User application notes

This component enses that the identity of a user is protected from disclosureteTimay be
instances, however, that a given authorised usatet@nmine who @formed cerdin actions. This
component gives the flexibility to capture eitla limited ortotal privacy polcy.
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Operations

Assignment:

In FPR_ANO.1.1 the PP/ST author should specify the set of users and/or subjects
against which the TSF must provide protection. For example, eventiie PP/ST
author specifies a single user orsubject role, the TSF must not only provide
protection against each individual user or subject, but must protect with respect

to cooperating users and/or subjectsA setof users, for example, cou be agroup

of users which can operate under the same role or can all use the same process(es).

In FPR_ANO.11 the PP/ST author shouldidentify the list of subjects and/or
operations and/or objects where the real user name of the subject should be
protected, for example, “the voting application”.

FPR_ANO.2 Anonymity without soliciting information
User application notes

This component is used émsure that the TSF ot alowed toknow the identity of the user.
Operations

Assignment:

In FPR_ANO.2.1 the PP/ST author should specify #teof usersand/or subjets
against which the TSF must provide pobien. For examplegven if the PP/S&uthor
specifiesasingle ugr or subgct role, tre TSFmust na only provide pragction against
each individual user or subject, but must protect with respect to cooperatinguagers
or subjects. A set of ass, forexample, could be a group of users which caeraie
underthesame role ocan all use the same pess(es).

In FPR_ANO.2.1 the PP/ST author should identify the list of subjecid/or
operationsand/or objects where #real user rame of thesubject should bprotected,
for example, “the voting application”.

In FPR_ANO.2.2 the PP/ST author shoul identify the list of services which are
subject to the anonymity requirement, for example, “the awessing of job
descriptions”.

For FPR_ANO.2.2 the PP/ST author shoul identify the list of subjectsfrom
which the real usea name of the subject should ke protected when the specified
services are provided.
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[.2 Pseudonymity (FPR_PSE)

Pseudonymity ensuresatha user may use a resource@wge without disclosing its identity, but
can still be acountble for tha use The user can becaountable bydirectly keing related to a
referene (alias) held byhe TSF, oby providirg an aliasthat will be used forprocessing purposes,
suwch as an account nurab

User notes

In seved respects, pseudonymity eesbles anonymity. Both pgudonymity and anonymity
protect the identity of #huser, but in psudonymityarefererte to the user’s identityymaintained
for accountability o othe purpcses.

The component FPR_PSE.ledaot specifythe requirements on the refce tothe user’'s
identity. For the purpose of spiying requirements on this reference twets of requirerents are
presented: FPR_PSE.2 aneR= PSE.3.

A way to use theeference is by &@ng able to obtain the original useemdifier. For example, in a
digital cashenvironment it would beadvantageous to bable to trace theuser’s identity when a
check has been issued multiple times (i.e. fraud). In gertee user’s idntity needs to be
retrieved under gseific conditions. The PP/ST author might want to incorporate
FPR_PSE2 Reversible pseudonymitp describehos services.

Another usage of the reference is as an alias for a user. Bopées a user who does not wish to

be identified,can provide an account to whichelnesource utiligtion should be carged. In such
cases, the refereato the user identity is an alias fibre user, wherotherusers or subpts can
usethe alias for performing their functions without ever obtaining the user’s identity (for example,
statistical opations on use of the sysh). In this case, the PP/ST author might wish to incorporate
FPR_PSB Alias psudonymity tospecifythe rules to which thesference must conform.

Using these constructs above, digitaorey can be arated using FR_PSE2 Rewersible
pseudonymity specifying that the user identity will be progdceind, if so specified in the
condition, ttat there be aaquirement to trace the useeidity if the digital money is spent tee.
When the user is honest, theauglentity is protead; if the user tries to cheat, the user identity
can be traced.

A different kind of system could be a daitredit card, wkere the user will provide a pseudonym

that indi@ates an account from which the cash can be subtracted. In asesh for example,
FPR_PSB Alias pseudonymity could be used. This component would fgpéuat the user
identity will be protected and, furthermore, that the same user will only get assigned values for
which he/she haprovided money (ifso specified in the conditions).

It should be realisetthat themore stringentomporents poentially cannot beombirned with other
requirements, such as identéion and authentication or audit. The intergtiein of “determine
theidentity’ should be takem the broadest senséthe word.The informationis not provided by
the TSF during the operation, n@n the entity determine the sulect or theowner of the subject
tha invoked the operatiomor will the TSF record information, availablettee users osubjects,
which might reease thauseridentity in the future.

The intent is that #8aTSF not eveal any information that would compromithes identity of the
user, e.g.the identity ofsubjects actingn the user’s éhalf. The information that is consiaelrto
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be sendive depems o the dfort an attadker is cgade of spending. Therebre, the
FPR_P& Pseudonymity family is subgeto Strength of Function requirements.

Possible applications include the ability to charge a caller for prenatarielephone services
without diglosing his or her identity, or to be charged for ghenymous use of an electronic
payment system.

Examples of potential hostile users are providers, system operators, communiaatiers @and
users, who smuggle malicious parts (e.g. Trojan Horses) into systems. All of thesersatick
investigate which users used whichngees and misuse this information. Additionally to
Anonymity services,Pseudonymity Servés contains methosl for authorisation without
identification, espcially for anonymous gyment (“Digital Gash”). This helg providers toobtain
theirpayment in a secureay while maintaining custorar anonymity.

FPR_PSE.1 Pseudonymity
User application notes

This compoent provides the user protection against disclosure of identity to other users. The user
will remain accountable for its actions.

Operations

Assignment:

In FPR_PSE.1.1 the PP/ST author should specify the set of usand/or subjects
against which the TSF must provide protection. For example, eventiie PP/ST
author specifies a single user orsubject role, the TSF must not only provide
protection against each individual user or subject, but must protect with respect

to cooperating users and/or subjectsA setof users, for example, cou be agroup

of users which can operate under the same role or can all use the same process(es).

In FPR_PSE.11 the PP/ST author should identify thelist of subjects and/or
operations and/or objects where the real user name of the subject should be
protected, for example, ‘the acessing of job offers’. Note that ‘obgcts’ includes
any other attributes that might enable another user or subject to derive the actual
identity of the user.

In FPR_PSE.1.2 the PP/ST author should identify the (one or more) number of
aliases theT SF is able to provide.

In FPR_PSE.1.2 the PP/ST athor should identify the list of subjects to whom the
TSF is able to provide an alias.

Selection:

In FPR_PSE.1.3 the PP/ST author should specify whether the user alias is
generata by the TSF,or supplied by the user.
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Assignment:

In FPR_PSE.1.3 tle PP/ST author should identify the metric to which the TSF-
generated or user-generate alias should conform.

FPR_PSE2 Reversible pseudonymity
User application notes

In this component, th€SF slall ensure that under spe@di conditions the user identity related to
a provided refance can be determined.

In FPR_PSE.1 the TSF shall provide an alias instead of the user identity. When the specified
conditiors are satisfied, #useridentity to whichthe alias belong care determined. An erple

of such a condition in an electroniest environment is: “The TSF shall provide the notary a
capability to determine the user identity based on the provided alias only under the conditions that
a check habeenissued twice.”.

Operations

Assignment:

In FPR_PSE.2.1 the PP/ST author should specify the set of arsés subjects
against which th& SF must provide protection. Forample, even if the PP/ST author
specifiesa singe user orsubject role, the TSF must not opisovide protectiomgainst
each individual ugr or subgct, but must protect with resgteo cooperating wss and/
or subgcts. A set of users, for example, could be a group of users wédaicbperate
under the same role or catl use thesame process(es).

In FPR_PSE.2.1 the PP/ST author shouddtidly the list of subjets and/or operations
and/or objets where the eal user mame of the subject should be prcted, for
example, ‘thexccessing of job offersNote that ‘obgcts’ includes any other attribus
that might enable another user or subjeakrive the actuaidentity of the user.

In FPR_PSE.2the PP/ST author should identify the (one or more) number of aliases
the TSF, is able to provide.

In FPR_PSE.2.2 the PP/ST author should identifyishef subjets to whom the TSF
is able to provide an alias.

Selection:

In FPR_PSE.2.3 the PAI&uthor should specifwhether the user alsis generated
by the TSF or suppliedy the user.

Assignment:

In FPR_PSE.2.3 thePP/STauthor should identify the metric to which the TSF-
generated or user-geagrdalias should conform.
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Selection:

In FPR_PSE.2.4the PP/ST author shoutl selectwhether the authorised user and/
or trusted subjects can determine the real user name.

Assignment:

In FPR_PSE.2.4 the PP/ST author should identify the list of trustksubjects that
can obtain the real user name under a specified condition, for example, a notary
or special authorisal user.

In FPR_PSE.2.4 the PP/ST author shodlidentify the list of conditions under
which the trusted subjects and authorised user can determine the real user name
based on the provided reference. These conditions can be conditions such as time
of day, or they can be administrativesuch as on a court order.

FPR_PSE.3 Alias pseudonymity

User application notes

In this componentthe TS shal ensurethat tre provided referenceneetscertain construction
rules, andhereby carbe used ira securavay by poentially insecuresubjects.

If a user wants to ge disk resorces without disclosing its identity, pseudonynign be used.
However every time tle useraccesses the systethe sme alias musbe used. Such conditions
can bespecified in this compant.

Operations
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Assignment:

In FPR_PSE.3.1 thPP/ST author should specifite ®t of uses and/or subjects
against which the TSF must provide pobien. For examplegven if the PP/SButhor
specifiesasingle usr or subgct role, the TSFmust nd only provide progction against
each individual user or subject, but must protect with respect to cooperatinguagers
or subjects. A set of ess, forexample, could be a group of users which caerate
underthesame role ocan all use the same pess(es).

In FPR_PSE.3.1 theP/ST author should identify the list of subjects and/eratjpns
and/or objects where the realeushame of the subgt should be protected, for
example, ‘the a@ssing of job oférs’. Note that ‘objects’ includes any ottagtributes
which might erable another user or subjettt derive the actuatlentity of the ugr.

In FPR_PSE.3.2 the PP/ST author should identify the (one or more) number of aliases
the TSF is able tgrovide.

In FPR_PSE.3.2 theP/ST author should identify the list of subjects to whom the TSF
is able to provide adlias.
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Selection:

In FPR_PSE.3.3 the PAI&uthor should specifwhether the user alsis generated
by the TSF, osupplied by the user.

Assignment:

In FPR_PSE.3.3 thePP/STauthor should identify the metric to which the TSF-
generated or user-geagrdalias should conform.

In FPR_PSE.3.4 the PP/ST wathor should identify the list of conditions that

indicate when the usal reference for the real use name shal be identical and

when it shall be differ ent, for example, “when the uselogs on to the same host”
it will use a unique alias.
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1.3 Unlinkability (FPR_UNL)

Unlinkability ensures that a user may make multiple uses of resources or services without others
being able to link tese uses together. Unlinkability differs from pseudonymity that, although in
pseudonymitythe user is also not known, relations begw different actionsan beprovided.

User notes

The requirements for unlinkability are intended to protect the usatit against theuse of
profiling of the operations For example, when a tephore smart cardd employed with a unique
number, thedlephone company can determine the behaviour of the user of this telephone card.
When a ¢lephone profile of the users is known, the camdl lce linked to a specifigser. Hiding

the elationship betwen different invocations of service or access of a resource will grevthis

kind of information gatheng.

As a result, a requirement for unlinkability could imply that the subject asrddentity of an
operation musbe protectedOtherwisethisinformationmight be ued tolink operations toether.

Unlinkability requires that different operatiocennot be related. This relationshgmdake sevesl
forms. For example, the user assaatvith the operation, or the terminal wdh initiated the
action, or the time the actionwas executed.The PP/ author can spafy what kind of
relationships are prest thatmust be countered.

Possible applications includke ability to make multiple use of a pseudonym withwediting a
usag pattern that mightdlisclose the wes's identity.

Examples for pantial hostile sulgctsand users are providers, system operators, communication
partnes and uses, who smugglenalicious parts, (e.g. Trojadorses) intosystems, they doot
operate but want to get information about. All of theteckers can investige (e.g. which users
usedwhich servees) and misuse this informatiodnlinkability protects users from linkages,
which could be drawn between seal actions of @ustomer. An example is a series of phone calls
made byan anonymouscustomer to different partners, where twnbination of the partner's
identities might disclose th&lentity of the customer.

FPR_UNL.1 Unlinkability
User application notes

This componengnsursthat usescanna link different opegtions in the system and tlereby obtain
information.

Operations

Assignment:

In FPR_UNL.1.1 the PP/ST author should specify the sef users and/or subjects
against which the TSF must provide protection. For example, evenftiie PP/ST
author specifies a single user orsubject role, the TSF must not only provide
protection against each individual user or subject, but must protect with respect
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to cooperating users and/orsubjects. A set of wsers, for exanple, could be a group
of users which can operate under the same mbr can all use the same process(es).

In FPR_UNL.1.1 the PP/ST author should identif the list of operations which
should be subjected to the unlinkability requirement , for example, “sending
email”.

Selection:

In FPR_UNL.1.1 the PP/ST authoshould selet the relationships that should be
obscured. The seletion allows either the user identity or an assignment of
relations to be specified.

Assignment:

In FPR_UNL.1.1 the PP/ST author should identify the listof relations which
should be potectad against, for example, “originatefrom the sameterminal”.
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I.4 Unobservab ility (FPR_UNO)

Unobsrvability ensures thad user may wesa resoure or servi@ without others, especiallthird
parties, being able wbsenre that the resource or servias being used.

User notes

Unobsrvability appraches the user identity from a different direction than the previous families
Anonymity, Peudonymity and Unlinkability. In this case, timtentis to hidethe use o&resource
or service, rathr than to hide the useridentity.

A numberof techniques can bappliedto implement unolevability. Examples ofechniqges to
provide unobservabilitare:

a) Allocation of infornation impacting unobsvability: Unobsrvability relevant
information (e.g. information that describes that amrajon occurred) an be
allocated in everal Iccations within the TOE. The information might be adiieel to a
singlerandomly chosenapt of the TOE such th&an attacler does nbknow which part
of the TOE should be attacked. An alternagystem might distribute the information
such that ngingle parof the TOE has sufficient information that, if circumveshtthe
privacy of the user would be compromised. This technique is explicitly addressed in
FPR_UNQ2.

b) Broadcast: When information is ladcast (e.g. ednet, radio), users cannot
determine who acdlly received and used that information. This technique is
especially useful when information shouldaeaeceivers wiuh haveto fear a stigma
for being interested inhatinformation (e.g. sensitive medical information).

c) Cryptogiphic protection and messagadding: People observing eessage stream
might obtaininformation from thefact thatamessage is transferradd from attributes
on that messageBYy traffic padding, messageagding and encrypting the message
stream, the transmission of aessage and i attributes can be pretted.

Sometines, users should not see the use of a respbutan authorised s must be allowed to
see the use ofhe lesource inorderto perform his dutiedn suchcases, taFPR_UNO.4 couldbe
used, whth provides theapability for one or more authorised users to seeshep.

This family makes use of the capt “ parts of the TOE”. This isonsicered any part of the TOE
that is either physaily or logically separated from other parts of the TOE. In the case oflogic
separationFPT_SEP may be relamt.

Unobservability of communicationgmay be an importantactor in many areas, suchs the
enforcement of constitutionaights organisational polies, or indeferce related apptations.

FPR_UNO.1 Unobservability
User application notes

This component requires that the use of a function or resource cannot be obsenaedhoyiseal
users. In addition to thisomponent, a PP/ST author mighérw to incorporate CoveChanrel
Analysis.

294



©ISO/IEC ISO/IEC 15408-2:1999(E)

Operations

Assignment:

In FPR_UNO.1.1 the PP/3 author should speciy the list of users and/or subjects
against which the T$ must provide protection. For example, even if the PP/ST
author specifies a single useror subject role, the TSF must notonly provide
protection against each individual user or subject, but must protect with respect
to cooperating users and/orsubjects. A set of wsers, for exanple, could be a group
of users which can operate under the same mbr can all use the same process(es).

For FPR_UNO.1.1 the PP/ST author shoutl identify the list of operations that are
subjected to the unobservability requirement. Other user s/subjects will then not
be able to observe the agations on a coveed object in the specified list €.9.
reading and writing to t he dbject).

For FPR_UNO.11 the PP/ST autha should identify the list of objects which are
covered by the unobservability requirement. An example could bea specific malil
server or ftp site.

In FPR_UNO.1.1 the PP/ST author should specify the set of protected users and/
or subjects whose unobservability informatiam will be protected. An example
could be: “users accessinghe system throudn the internet”.

FPR_UNO2 Allocation of information impacting unobservability
User application notes

This component requires that the use ddrection or resource cannot lbbserved by specified
users or subjectsFurthermore this component specis that informatia related to the privacy of
the user is distributed within the TOE such thttdckers might not know wich part of the TOE
to targefor theyneedto attack multiple arts of the TOE.

An example of the use of thisomporent is the use of a random§iocated node to provide a
function. In sucla casehe component migheguirethatthe privacy related information shall only
be available to one identified part of the TOE, and will notbenmunicated outside this part of
the TOE.

A morecomplex example can be foundsome‘voting algorithms’. Severkpars of the TOE will

be involved in the service, but no indivalyart of the TOE will be able to violate the policy. So
a person may castate (or not) without the TOE beiraple to determine whether a vote has been
castand what thevote happenetb be(unless the vote was ammous).

In addition to thixomporent, a PP/ST author might want taarporate Covert ChaehAnalysis.
Operations

Assignment:

In FPR_UNO.2.1 the PP/ST author should specify the list of users aubjacts
against which th& SF must provide protection. Forample, even if the PP/ST author
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specifiesasingle usr or subgct role, tre TSFmust na only provide praogction against
each individual user or subject, but must protect with respect to cooperatingugers
or subjects. A set of ess, forexample, could be a group of users which caerate
underthesame role ocan all use the same pess(es).

For FPR_UNO.2.1 the PP/ST author shoulehidly the list of operations that are
subjected tohe unobervability requirement. Othr users/sulgcts will then not be able
to observehe operations on eovered object in the specified lisé.¢. reading and

writing to the obgct).

For FPR_UNO.2.1 the PP/ST author should identify the list ofctshj@hich are
coveed by the unob®rvability requirenent. An examplecould be aspecific mail
server a ftp site.

In FFR_UNO.2.1 the PP/S@author should specify the set of prowtiusersand/or
subjects whose unoé&rwability information will be protected. An emple could le:
“users accessing the system throughinkernet”.

For FPR_UNO.2.2 the PP/ST auhor should identify which privacy related
information should be distributed in a controlled manner. Examples of this
information could be: IP address of subject, IP address of object, time, used
encryption keys.

For FPR_UNO.2.2 the PP/ST author should specify the conditis to which the
dissemination of the information should adhere. These conditions should be
maintained throughout the lifetime of the privacy related information of each
instance. Examples of these conditions could be: “the information shall only be
present at a sngle separatel part of the TOE and shall not be communicated
outside this part of the TOE.”, “the informatio n shall only reside in asingle
separated part of the TOE, but shall be mowed to another part of the TOE
periodically”, “the information shall be distributed between he different parts of
the TOE suwch that compromise of any 5 separated parts of the TOE will not
compromise he searity policy”.

FPR_UNO.3 Unobservability without soliciting information
User application notes

This component is used to require that the TSF does not try to obtain information that might
compromise unobservability when provideddfic servies. Therefore the TSF will not solicit

(i.e. try to obtain from o#lr entities) any inforraion that might be used to compromise
unobservability.

Operations

Assignment:

In FPR_UNO.3.1 the PP/ST author shodl identify the list of services which are
subject to the unobservability requirament, for example, “the acessing of job
descriptions”.

296



©ISO/IEC ISO/IEC 15408-2:1999(E)

For FPR_UNO.3.1 the PP/$ author should identify the list of subjects from
which privacy related information should be protected when the specified
services are provided.

In FPR_UNO.3.1 the PP/ST author should specify the privacy related
information that will be protected from the specifed subjects. Examples include
the identity of the subjed that used a servieand the quantity of a service that has
been used such as memory resource utilisation.

FPR_UNOA4 Authorised user observability

User application notes
Thiscomponenisused to equire that thexwill beone or more authorised ussmith therightsto
view the resoure utilisation. Without this componenithis reviewis allowed, but not manda.

Operations

Assignment:

In FPR_UNO.4.1 the PP/ST author should specifithe set ofauthorised users for
which the TSF must provide the capability to obseve the resource utilisation. A

set of authorised users, for example, could be a group of authorised users which
can operate underthe same role orcan all use the same process(es).

In FPR_UNO.4.1 the PP/ST author should specify the sef oesources and/or
services thatthe authorised user must be abléo observe.
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Annex J
(informative)

Protection of the TSF (FPT)

This class comins families of functionatequirements that relate to the integetd managment

of themechanisnsthat providethe TS (independent of SP-specifics), and to the integrdaf/TSF

data (independent of the specific contents of the TSB).dat some sense, families in thiasd

may apper to duplicate components in the FQUser data protection) clasand may even be
implemented using the same chanisms. However, FDP focuses on user data protection, while
FPT focuses on TSF data protection.detfcomponents from the FPTastare necessary in order

to provice requirements that the SFPs ie IOE cannot beainpered with or bypassed.
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Protection of the TSF

FPR_AMT Underlying abstract machine test — 1

FPT_FLS Fail secure

FPT_ITA Availability of exported TSF data

FPT_ITI Integrity of exported TSF data

FPT_ITT Internal TOE TSF data transfer

4{ FPT_ITC Confidentiality of exported TSF data 1

FPT_PHP TSF physical protection

FPT_RCV Trusted recovery

Figure J.1 - Protection of the TSF dassdecomposition
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‘ Protection of the TSF ‘

A

FPT_RPL Replay detection and prevention

[N

FPT_RVM Reference mediation

]
]

FPT_SEP Domain separation

]

FPT_SSP State synchrony protocol

FPT_STM Time stamps

4{ FPT_TDC Inter-TSF TSF data consistency

FPT_TRC Internal TOE TSF data replication
consistency

S B B R E E E

FPT_TST TSF self test

Figure J.2 - Protection of the TSF dassdecmposition (Cont.)

From the point of \aw of this class, therare three signitantportionsthat meke up tte TSF:

a) The TSF'saabstract machinewhich is the virtual or physa machine upon which the
specific TSF implementation underaiyation executes.

b) The TSF'Implementation, which executes on the abstraciaohineand implements
themechanisms that enforce the TSP.

c) The TSF'data, which are the administrative databases that guide the enforcement of
the TSP.

All of the families in the FPT class can be relatedheseareas, and fall into the following
groupings:

a) FPT_PHP (TSF physical protection), whicprovides an authorisedser with the
ability to detect exterat attacks on the parts of the TOE that comprise the TSF.

301



ISO/IEC 15408-2:1999(E) ©ISO/IEC

302

b)

d)

9)

h)

)

FPT_AMT (Underlyirg abstract machine test) @fFPT_TST (TSFself test), which
provide an authoried user with the ability to verify the correct operatiohthe
underlying abstract nchine and the TSF as well as the integrity of the TSF data and
execuéble cock.

FPT_SH (Domahn separation) and FPT_RVM (Refecenmediation)which protet

the TSF during executivand ensure that ¢hTSF cannot be byassed. Whn
appropriate components from these families are combined with the appropriate
comporents from ADV_INT (TSF interrals), the TOE canésaid to have what has
been traditiorlly called a “Reference Monitor.”

FPT_RCV (Trusted recovery), FPT_FLS (Fail seguend FPT_TRC (Intera TOE
TSF data repltation consistency), whitaddess tte behaviou of the TSF wten
failure occurs and immediately after.

FPT_ITA (Avail ability of exported TSF data), FPT_ITC (Confidentiality of expdrt
TSF cata), FPT_ITI(Integrity of expored TSFdat), which address the protection and
availability of TSF data beteen the TSF and @&motetrusted T product.

FPT_ITT (Internal TOE TSF data transfer), which addresses protection of TSF data
when itis transmitted betwen physically-segrated pasd of the TOE.

FPT_RPL (Replay detectionwhich addresses the replay of various types of
information and/ooperations.

FPT_SSP (State synchny potocol), which addesses the syngbnisation of states,
base& upon TSF datebetweerdifferent pats of a distributed TSF

FPT_STM (Time stamps), whichddressereliable timing.

FPT_TDC (InterTSF TSF data consistency), which addessbeconsistency of TSF
datashared between the F@nd a remote trustl IT product.
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J.1 Underlying abstract machine test (FPT_AMT)

This family defines the requirements for the TSHsting of curity assumptions maabout the
underlying abstract machine upon which tiESF relies. This'abstract” machine could be a
hardware/firmware platform, or itcould be someknown and assessedartware/software
combinationacting as a virtual machine. Examples offstesting could be testing hardwa@ge
protection, sending samplegkets across astwork to ensure i@ipt, and verifying the behaviour
of the virtual machineanterface. Theseests can bearried out eithem some maintenance staat
start-up on-line, or continuously. The actiots betaken by the TOE aséhresult of testing are
defined in FPTRCV.

User notes

Theterm*“underlying abstract machine” typically ees to the hardware components upon which
the TSF has been implemented. However, the phrase canealsedbt refer to an underlying,
previously evaluated harcwne and software combination behaving avirtual machire upon
which the TSF relies.

Thetests of the abstract machineytiakevarious forms:

a) Power-On Tests These are tests that ensure ¢brrect operation ofthe unarlying
platftorm For herdware and firmwag, this mightinclude tests of elements suds
memory boards, dateaihs, buses, control logic, processegisters, commugation
ports, console ietfaces, speaks, and peripherals. For software elements (virtual
machine), this would includeerification of correct initialisation and behaviour.

b) Loadable Tests Theg are tests thatnight be lcadedand executedby an authorised
user or be activated by specifaonditions. This might includprocessor compaent
stress test(logic units, calculatio units etc) and control memory.

Evaluator Notes

The tess of the underlying abstratmachine should be sufficietd teg all of the characteristics of
the underlying abstract machine upon which the TSF relies.

FPT_AMT.1 Abstract machine testing
User application notes

This componenprovides support for thperiodic testing ofthe security assumptions of the
underlying abstract machine upon which the TSF sx@tion depends, byequiring the ability to
periodically invoke testingunctions.

The PP/ST author may refine thequirement to state whether the function shouldvaglable in
off-line, on-line or maintenase moce.

Evaluator application notes

It is aceptable for the functions for periodiesting to be alable only in an off-line or
maintenance mod€ontrols should be iplace to limit aaccess,during maintenancgéo authorised
users.
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Operations

Selection:

In FPT_AMT.1.1 the PP/ST authorshould specify when the TSF will execute the
abstract madine testng, during initial start-up, periodically during normal
operation, at the request of an authorised user, or under other conditions. In the
caz of the latter option, the PP/ST author should refine what those conditions
are. The PP/S author, through this selection, ha the ability to indicate the
frequency with which the self tess will be run. If the testsare run often, thenthe
end users should have more confidence that the TOE is operatingreectly then
if the tests ae run less frequently. Howeve, this need for confidence that the
TOE is operating correctly must be balarced with the potential impact on the
availability of the TOE, as often tmes, self tests may delay theormal operation
of aTOE.
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J.2 Fail secure (FPT_FLS)

Therequirements of this family ensuitet the TOE will not violate its TSP in the et of certin
types of failures in the TSF.

FPT _FLS.1 Failur e with prese rvation of secure st ate
User application notes

Theterm “scure state”efers toastate in which the TSFath are consisterihd the TSF contires
correct enforement of the TSP. Thésecure state” is defined in the TSP model. If the developer
provided a clear definition of the secwstateand the reason why it should bensicered seure,

the dependency froffPT_FLS.1 to ADV_SPM.1 cdoe argued away.

Although it is asirable to audit situations in which failure with preservation cdiisestate ccurs,
it is notpossiblein all situations. Tk PP/S author should specify those situationsvimich audit
is desired and feasible.

Failures in the TSF may include “hardiltires, which indicatean equipnent malfunctionand
which may equire maintenance, servioerepair of the TSF. Failures in the TSF nabsp include
recoverable “soft” failureavhich mayonly require initialisatioror resetting of the TSF.

Operations

Assignment:

For FPT_FLS.1.1, the PP/$ author should list thetypes offailures in the TSF for
which the TSF should “fail secure,” that is, should presere asecure state and
continue to carectly enforce the TSP.
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J.3 Availability of exported TSF data (FPT_ITA)

Thisfamily defines theules fa theprevention 6loss of availability of TE data movingetween
the TSF am aremotetrusted IT productThis datacould be TSF critical data sucas passwords,
keys, audit datagr TSF exeutable code.

User application notes

This family is used in a distributed system context where the TSF is providinggi&o a remote
trusted IT product. The TSéan only take theneasures at g site and cannot be hetdsponsible
for the TS atthe othe trusted IT product.

If there are different availability metrics for different types of TSF data, then this component
shouldbe itesetedfor each unique pairing ohetrics and types of TSFaia.

FPT _ITA.1 Inter-TSF availability within a defined availability metric
Operations

Assignment:

For FPT_ITA.1.1, the PP/ST author should specify the types of TSF data that are
subjectto the availability metric.

For FPT_ITA.1.1, the PP/ST should specify the availability metric for the
applicable TSF data.

For FPT_ITA.1.1, the PP/ST author should specify the conditions under which
availability must be ensured. For example: there must be a connection between
the TOE and theremote trusted IT product
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J.4 Confidentiality of exported TSF data (FPT_ITC)

This family defines the rules for the protection framauthorised disclosure of TSF data moving
between the TSF and a remote trusted IT pobdexamples of this data afé&F critical édta such
as passwordsgigs, audit data, or TSF executable code.

User application notes

This family is used imdistributed sysim context where the TSF is providif§F dita to a emote
trusted IT product. The TSF can only take the measuitssateand cannotbe held responsible
for the behaviour of #hothe trustel IT product.

FPT_ITC.1 Inter-TSF confidentiality during transmission
Evaluator application notes

Confidentiality of TSF Dataduring transmission is gessaryto protectsuch infornation from
disclosure. Some possible implementations that could provide confidentiality includsetioé
cryptographic algorithms as well as spread spectrum techniques.
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J.5 Integrity of exported TSF da ta (FPT_ITI)

This family defines the rules fahe proection, from unauthorised modiftion, of TSF data
duringtransmission between ti&F and aremote trgted IT product. Exampled ¢his data are
TSF criticaldata such as passwords, keysdit data, or TSF executable code.

User notes

This family is used in a distributed system @xhivhere the TSF is eshanging TSF da with a
remote trussd IT product. Notethat a requirement that adesses modification, detection, or
recowery at the remote trusted IT pratticannot be specified, as the ehanisms that a remote
trusted IT product will use to protect its da@nnot be determad in advance. For this reason,
theserequirements are exgased inérms of the" TSF providing a capability” which the remote
trustedI T product caruse.

FPT ITLL1 Inter-TSF detection of modification
User application notes

This component should be used in situationsreit is sufficient to dect when data have be
modified. An example of suchsituation is onén which the remote trusted IT proctican request
the TOE’s TSF to retransmit datdhen modification has been dettor iespond to such types
of request.

The desired strength of modidition detection is based upon a spedifnodification metric tat

is a furction of the algorithm used, which mayange from a weak cloksum and parity
mechanisms that mayail to detect multiple bit changes, to more complicated cryptographic
checksum approaches.

Operations

Assignment:

For FPT_ITL.1.1, the PP/ST should specify the modificatio metric that the
detection mechanism must satisfy. This modification metricshall specify the
desired strength of the modification detection.

For FPT_ITL.1.2, the PP/ST should specify the actions to be taken if a
modification of TSF data has been detecteddn example ofan actionis: “ignore
the TSF data, and regiest the originati ng trusted product to serd the TSF data
again”.

FPT_ITL.2 Inter-TSF detection and correction of modification
User application notes

This componerghould baised in situatioswhere itis necessary to deteor correct modifications
of TSF critical data.
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The desied strength of modification detion is kesed upon a sp#ied modification metric that

is afunction d the algorithm sed, which mayangefrom a checksum and parity mechanisms that
may fail to detet multiple bit changes, to more complicated cryptographecksum approaches.
Themetric that eeds to be definechn eitter refer to the attacks it will resiseg. only 1 in a 1000
random messages will be acat or to mechanismsahare well known in the public literature
(e.g. the strength musbe conformanto the strengtloffered by Secue Hash Algorithm

The approachakento carect modificatiormight be done through some forrheoror correcting
checksum.

Evaluator Notes

Some possible means of satisfying this requirement involves the asgg@toigraphic fustions or
some form othecksum.

Operations

Assignment:

For FPT_ITI.2.1, tbe PP/ST should spdy the modificationmetric that tle detection
mechanism must satisfy. This modification meshal specify the desired strength of
the modification dtection.

For FPT_ITT.2.2, the PP/ST should specify the actions takea if a modification of
TSF cita has beendtiected. An eample of an ation is: “ignore the TSF dataand
request the originatingusted producio send the TSFata again”.

For FPT_ITI.2.3, the PP/ST author should define the types of modification from
which the TSF should becapable of recovering.
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J.6 Interna | TOE TSF data transfer (FPT_ITT)

This family provides requirements thaddress protection of TSF data when it is transterr
between separaparts of a TOE across arternal channel.

User notes

The determination of theedree of separation (i.e., physical or kaj) that would make
application of this family usefuldepends on the intendecenvironment of us. In a hostile
environment, there may be risks arising from transfestsveen parts of the TOE sapted by only
a system bus or an inter-process commations clannel. In more benign environments, the
transfers maye across more traditionagtwork media.

Evaluator Notes

Onepractical mehanism awil able to a TSF to provide this prattion is cryptographically-based.

FPT ITT.1 Basic internal TSF data transfer protection
Operations

Selection:

In FPT_ITT.1.1, the PP/ST author should specify thedesired type o protection
to be provided from the choices: disclosure, modification.

FPT_ITT.2 TSF data transfer separation
User application notes

One of the ways to achieve separation 8 Tata based on SFP-relevant attribigghrough the
use of separategical or physi@l channels.

Operations

Selection:

In FPT_ITT.1.1, the PP/Sauthor should spzfy the desired type of protection b
provided from the choices: disclosumapdification.

FPT ITT.3 TSF data integrity monitoring
Operations

Selection:

In FPT_ITT.3.1, the PP/ST author should specifthe desired type of modification
that the TSF shall be able to dedct. The PP/ST author should dect from:
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modification of data, substitution of data, re-ordering of data deletion of data, or
any other integrity errors.

Assignment:

In FPT_ITT.3.1, if the PP/ST author chooss the latter selection noted in the
preceding paragraph, then the author should also specify what thosather
integrity errors are that the TSF should ke capable of detecting.

In FPT_ITT.3.2, the PP/ST author should specif the action to be takenwhen an
integrity error is identified.
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J.7 TSF physical protection (FPT_PHP)

TSF physical protection components refer to restrictions enthiarieed physical access to the
TSF, and tahe deterrece of, and resistame to, unauthorisephysical modification, or substitution
of the TSF.

The requirements in this family ensure that the TSF isegied from physidatampering and
interference. Satisfying #requirements of thesecomporents results in the TSF being paclag

and used in suta manner that physical tampering is detectable, or resigtaphgsical tampering

is measuable based on defined worladtors. Without these components, the protection functions
of a TSF lose their eftéiveness in environments where physical damage cannot be prevented. This
component also provideequrements regaing how the BF must respond to physical tampering
attempts.

Examples of physical tamperingesarios include mechanical atti, radetion, changing the
temperature.

User notes

It is acceptable for the functierthat are awailable to an authorised user for deting physial
tampering to be available only in an off-line or maintenance mode. Controls should be in place to
limit access during such modes to authorised users. As the TSF may ‘rappdyational” during

those modes, it may not be able to provide normal eerfioent for authorised useccgss. The
physial implementation of a TOE might consist of several structures: for example an outer
shielding, cards, and chips. This set of “elementsa whole must protect (psot, notify and

resist) the TSF from physical tampering. This does na@nrtigat all évices must provide these
features, buthe complete physicatonstructas awhole should.

Although there is only minimal auditing associating with these components, this is solely because
ther isthe potential that #hdetectionand alam mechanismsnay be implenented completely in
hardware, below theVel of interaction with anaudit subsystem (for example, ardware-basd
detction system &sed on breaking a circuénd lighting a light emitting diode (LED) if th@rcuit

is broken when a button isr@ssed by the authieed usex. Nevertheless, a PP/ST authoay
deermine thatfor a particuér antcipated threat environment,die is a need to audghysical
tampering. If this is thecase, the PP/ST author should inclagpropriate requirements in the list

of audit events. Note that inclusion of these requirements may have implications on the hardware
design and ginterfaceto the software.

FPT _PHP.1 Passive detection of physical attack
User application notes

FPT_PHP.1 should be used when threats from unauthorised physical tampering with parts of the
TOE arenot counteredby proedural methods It addressg the threat of undetectgohysical
tampering with the TSF. Typicallyan authorised user would be given thedtion to verify
whether ampering took plae As written, this component simply provides a TSF capability to
detect tampering. Thdepenéncyon FMT_MOF.1 is requiretb speify who can make usef that
capability, and how they can make use dit ttapability. If this function is realised by non-IT
mechanisms (e.g. physical inspectiangould be justifiel that the depenehcy on FMT_MOF.1 is

not satisfied.

312



©ISO/IEC ISO/IEC 15408-2:1999(E)

FPT_PHP2 Notification of physical attack
User application notes

FPT_PHP.2 should be used whereétts from unauthorised physidampering with parts of the
TOE are not countexd by pracedural methods, and it is requiredttesignated individals be
notified of physical tampering. &ddresses the thaethat phystal tampering with TSF elements,
although detected, may tge noticed.

Operations

Assignment:

For FPT_PHP.2.3, the PP/ST author should provide a list of TSF devices/
elements for which active detection gbhysical tamperingis required.

For FPT_PHP.2.3, the PP/ST author should designate a user or role that is to be
notified when tampering is detected. The type of user or role may vary depending
on the particular security administration comporent (from the FMT_MOF.1
family) included in the PP/ST.

FPT_PHP3 Resistance to physical attack

For some forms ofampering, it is necessary that the TSF not onleatstthe tampering, but
actually resistit or delays tle attacker.

User application notes

This component should hesed when TSF dewesand TSF elements aexpected to opete in an
environment where a physil tampering (e.g. olevation, analysis, or modification) dhe
internals of a TSFeVice or TSF element itself is a thae

Operations

Assignment:

For FPT_PHP.3.1, the PP/ST author should specify tampering scenarios to a list
of TSF devices/elements for whitthe TSF should resist physicalampering. This
list may be applied to a defined suset of the TSF physical devices and elements
based onconsiderations such as technologiimitation s and relative physical
exposure of the device. Such $setting should be clearly defined ad justified.
Furthermore, the TSF should autamatically respond to physical tanpering. The
automatic respons should be such that the policy of the device is preseved; for
example, with a confidentiality policy, it would be acceptable to physally disable
the devicesothat the protected information may notbe retrieved.

For FPT_PHP.3.1, the PP/ST author should specify the list of TSF devices/
elements for which the TSF should resist physal tampering in the scenaios that
have bea identified.
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J.8 Trusted recovery (FPT_RCV)

The requiremestof this family ensure that the TSFat deermine that tle TOE is started-up
without protection compromise andcrecover without protection compromise after discontinuity
of operations. This family is imparit because thetart-up state of the TSF danines the
protection of subsequent states.

Recovery components reconstruct the TSF secai@ssor prevent ansitions to insecurstates,
as a diect responsdo occurrences okexpeced failures, discontinuity of operation oragtup.
Failures thamust be generallgnticipated include the following:

a) Unmaskable ation failures thatalways result in a system crash (e.grsstent
inconsisteng of critical system tables, uncontralléransfers withi the TSF code
caused by ransient failures fohardware or firmware, powefailures, pocessor
failures, communicatiofailures).

b) Media failures ausing part odll of the media represengithe TSF objects to become
inaccessible or corrupt (e.ganity errors, disk head crashergistent read/write failure
caused bynisaligned disk heads worn-outmagnetic coating, dust ongtlisksurfa®).

c) Discontinuity of operation caed by erroneous administrativet#n or lack of timely
administative action(e.g unexpected shutdowiiby tuning df power, ignoring the
exhaustion of critical resouss, inadequate ingted configugtion).

Note that recovery may be from either a completeadigb failure scenario. Although a complete
failure mightoccur in a monolithic operatingystem it is less likely to occur in a distribed
environment. In suchenvironments, subsystems may fail, but other portions remain operational.
Further, critical components an be redundant (disk mirroring, alternative routes), and
checkpoints may bavailable. Thus, recovery is expressederms of reovery to a securstate.

This family identifies amaintenan@ moce. In this maintenanremode normboperation might be
impossible or severely restricted, as othenimnsecure situations might aar. Typicly, only
authorised users should be allowed access to this mode but #eletils of whocan acess this
mode is dunctionof Class FMT Securitymanagementf FMT does noput any contra$ onwho

can &cess this mode, thet may be acceptable @tlow any user to estore the system if the TOE
enters such a stat However, in practig this is probably not desirable as the user restoring the
system las an opportunity taonfigure the TOE in suchway as to violate the TSP.

Mechanisms designed to detect exceptional conditions during operation &IRRI TST (TSF
self test),FPT_FLS (Fail secure), amtherareas thaaddress the concept of “Software Safety.”

User notes

Throughout this family, taphra “secure state” is used. This refésssome st&in which the
TOE has consistent TSkEtd and a TSF that can correctigforce the polty. This sete may be the
initial “boot” of a clean system, or it might be somteeckpointed state. Bit'secure state” is
defined in theTSP mod!. If the developer provided @ear definition of the secure state and the
reason why it should be considered secure, the depepnétom FPT_ES.1 to ADV_SPM.1 an

be argued away.
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FPT_RCV.1 Manual recovery

In the hierarchy of the trusted recovery family, recovery that requires only manual intervention is
the least desirable, farprecludetheuse ofthe system irman unattended fashion.

User application notes

This component is intended for use in TOEs that do not require unattended recovery to a secure
state. Thaequirements of tls componenteduce the threat of protectimompromise resulting

from an attenedd TOE returningto an insecure statafter recovery froma failure or other
discontinuity.

Evaluator application notes

It is acceptable for thieinctions that aravailable to an authorisedaungor trusted recoary to be
available only ina maintenane mode. Controls should be in pta to limit acces during
maintenance tauthorised users.

FPT_RCV.2 Automated recove ry

Automatd recovery igonsidered to be more useful than manual recovery, as it allows the machine
to opeste inan unattendedashion.

User application notes

The component FPT_RCV.2 extends the feature coverdgeT_RCV.1 by equiring that there
be at kast oneautorrated method ofecovery from failure or service disntinuity. It addresses the
threat of proection compromise resulting froam unattended TOE returning to an iose state
afterrecovey from afailureor othe discontinuity.

Evaluator application notes

It is acceptable for thiinctions that aravailable to an authorisedaugor trusted recoary to be
available only ina maintenane mode. Controls should be in pta to limit acces during
maintenance tauthorised users.

For FPT_RCV.2.1jt is the responsibility othe developer of #8@TSF to deermine the set of
recoverable failures and service discontinuities.

It is assumed i the robustess of the automated recovery mecharsssill be verified.
Operations

Assignment:

For FPT_RCV.2.2 the PP/ST author shouldspecify the list of failures or other
discontinuities for which automated recovery must le possible.
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FPT_RCV.3 Automated recovery without undue loss

Automated recovery is consideredbemore useful than manuedcowery, but it runs the risk of
losing a substantial number of objects. Preventing uluhseof objects provides additional utility
to the ecovery effort.

User application notes

The component FPT_RCV.3 extends thatuee coverage of FPT_RCV.2 by requiringdithere
not be undue lossf TSF data or objects within the TSC. At FPT_RCV.2, the autometestery
mechanisms could conceivablyagver by deleting all objs and returning the TSF to a known
secure staterhis type of drastic automated recovery is precluddePT_RCV.3.

This comporent addresses #threat of protection compromisesulting from an unattended TOE
returning to an insecure statéer recovery fronafailure or other discontinuiy with a large loss
of TSF data opbbjecs within theTSC.

Evaluator application notes

It is acceptable for the fustions that are alable to an authorised user for trusted recovery to be
available onlyin a mainenance mode. Controls should be in plao limit access during
maintenance to autheed uses.

It is assumethatthe eauators will verify the robustess of theautonatedrecovery mecaénisms.
Operations

Assignment:

For FPT_RCV.3.2, the PP/ST author should specify the list of failures or other
discontinuities for which automated recovery mums possible.

For FPT_RCV.3.3, the PP/ST athor should provide a quantification for the
amount ofloss of TSF data or objects that is@eptable.

FPT_RCV.4 Function recovery

Function recoveryequires that if there should beome failure in the TSF, that certains$fthe
TSF should either complete sessfully orrecover toa secure state.

Operations

Assignment:

In FPT_RCV.4.1, the PP/ST author shoutl specify a list the SE and failure
scenarios. In the event that any of the identified failure scenarios happehe SFs
that have be@& specified must eithe complete suwcessfully or recoverto a
consistent and secure state.
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J.9 Replay detection (FPT_RPL)

This family addressedetection of replay for various types of entities andsubsegant actions to
correct.

FPT_RPL.1 Replay detection
User application notes

The entities included here are, foragple, messages, service requests, service resgner
sessions.

Operations

Assignment:

In FPT_RPL.1.1, the PP/ST author should provide a list of identified entities for
which detection of replay shoull be possible. Examples of suchngities might
include: messages, service requests, service responses, and user sessions.

In FPT_RPL.1.2, the PP/ST author shoud specify the list of actions to ke taken
by the TSF when eplay is detected. Thepotential set of actions that can be taken
includes: ignoring the replayed entity, requestirg confirmatio n of the entity from

the identified source and terminating the subject from which the re-played entity
originated.
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J.10 Reference mediation (FPT_RVM)

The components of this family address tladways invoked” asget of a traditional éference
monitor. The goal of thescomponents is t@nsure, with respedo the TSC, that all actions
requring policy enforcement invokedby subjects umtisted withrespect to anyraall of that SFP
to objecs controlled by that SFP are validated by Ti5F againsthe SFP. If the portion of the TSF
that enforces tB SHP also meets the requirements of appropriate compsifiemh FPT_SEP
(Domain separatignand ADV_INT (TSF internal$, than that pdion of the TSF providea
“refererce monitor” for that SFP.

The Reérence Monitor is that portion of the TS&ponsible for the enforcement of the TSP; it
has the following three characteristics:

a) Untrused subjects cannot interfere with its operation; i.e. it is tamperproof. This is
addressed bthe components ithe FPT_SEP dmily.

b) Untrused subjectcannot bypssits checks; i.e. it is always invoked. Thisaddresed
by the components ithe FPT_RVMfamily.

c) It is simple enough to be analysedd its behaviour und&ood (i.e. its desigis
conceptually simple.) This addressed biyre components in th®DV_INT family.

Thiscomporent staesthat, “the TSF shalensure that TSBnforcement functions are invoked and
succed before eeh and eery function within the TSC is allowed to proceedi’’ any system
(distributed or otherwise) there arérate number of functions responsiliter enforcing the TSP.
There is nothing in this requirement that mandates or presdhht a single function is inve#t

to handle security. &her, itallows multiplefunctions tdfill the role of reference monitor, and the
collection of them responsible for enéorg the TSP are simply called, collectively, tieerence
monitor. However, this must ba@lbnced by the goal of kping the “refeence monitor” simple.

A TSF tha implemens a SH° provides effective protection agairunauthorised functions if and
only if all enforceable actions(g.accesses to objects) requested byatibjuntrusted with respe

to any o all of that SHP are validated ypthe TSF before succeedir§the enforceable action is
incorrectly enforeed or bypassed, the overall erdement of the SFP hasdn compromised.
“Untrused” subjects could then bypass the SFP iargety of unauthorised ways (e.g. circumvent
access chcks for some subjects or objects, bypalsscks for objects whosgrotection was
assume by appliations, retain agess righs beyondtheir intendd lifetime, bypass audito of
audited actions, or bypass aetftication). Note that the term “untrusted subjects” refers to sishje
untrusted with espect to any or all of the specific SFPs being eefhra subject may be triesk
with respect tmne SIP and untruste with respect ta different &P.

FPT_RVM.1 Non-bypassability of the TSP
User application notes

In orderto obtain the equivaht of a reference monitor, this component musased with either
FPT_SEP.2 (SFP daim sepaation) or FPT_SEP.3 Qomplee reference monitor), and
ADV_INT.3 (Minimisation of complexity). Furtheirf complete réerence mediation isequired,
the components froiB@lass FIP Userdataprotection must coveall objects.
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J.11 Domain separat ion (FPT_SEP)

The compoents of thisfamily ensure that at least one security domain is availabkador SF’'s
own execution, and & the TSF is protead from external interference amampering (e.g. by
modification of TSF codeor data structurgdy untrusted subjectSatisfying tke requirementsf
this family makes the TSF self-proecting, meaning théa an untrusted suégt cannot modify or
damage the TSF.

This familyrequires the following:

a) The resources dhe TSF's security domaftiprotected domain™and thog of subjects
and unconstrained enafi exteral to the donain are separated suchathhe entities
exterral to the protead domaincannot observe or modify data structsiee code
internal to theprotecteddomain.

b) The transfer of subjects between domains are controlled saicrlbitrary entry to, or
return from, tie protected donain is notpossibe.

c) The user oapplication parameters passed to the et domain by addresses are
validated with respect to the protected domain’s esddspaceand those passed by
value are validated with respetd the values exmptedby the protead domain.

d) Thesecurity domairsof subgcts aredistinct exceptfor controlledsharing vathe TSF.
User notes
This familyis needed whenever conéidce isrequiredthat theTSF has not been subverted.

In order to obtain the equivalent of a reference monitor, the compdfiehtSHE.2 (SFP dmain
separation) oFPT_SH.3 (Complete referencenonitor) from this family must be used
conjurction with FPT RVM.1 (Non-bypassability of th& SP), and ADV_INT.3 (Minimisation of
compkxity). Further, if complete eferen@ mediation § required, tle components from @ks
FDP User data protectiomust coveall objects.

FPT_SEP.1 TSF domain separation

Without a separate protedtdomain for the TSF, &ne can be no assurance that the TSF has not
been subjected to anyampering aticks by untrusted subjects. Such attackay involve
modification of the TSF code and/@ISF data structures.

FPT_SEP.2 SFP domain separation

Themost important functioprovided by a TE isthe enforcement of its SERn order to simplify
the desigrand increase the lilelihood that thosesignificant SFP®xhibit the characteristics of a
reference monito(RM), in paticular, being tamperpof, they must be in a aaain distinct fom
the remainder of tre TSF.
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Evaluator application notes

It is possible that a referenogonitor in a layesd design may provide fations beyond those of
the SFPs. This arises out of the practical nature of layered software design. The goal should be to
minimise the non-SFRelated functions.

Note that it is acceptablerfthe reference monitors for all included SFPs to be in a single distinct
reference monitodomein, as well as having multiple reference mondomains (ezh enforcing
oneor moe SFPs)If multiple reference monitor domagfor SFPs are @sent,it is acceptable for
them to be either peers or in @&airchical relationship.

For FPT_SEP.2.1, the phrase “unisolated portion of the TSF” refers to that portion of the TSF
consistingof thosefunctions in the TE not covaed byFPT _SEP.2.3

Operations

Assignment:

For FPT_SEP.2.3, the PP/ST author should specify the access control and/or
information flo w control SFPs in the TSP that should have a separate domain.

FPT_SEP.3 Complete reference monitor

The mostimportantfunction provided by a TSF is the enfemgent of its SFPsThis component
builds upon the imntions of the previous component by requiring tdhbccess controand/or
information flow control FSPs be enforced in a domain disfioch the remainder of the TSF.
This further simplifies the desigmd increases the likelihood that the eateristics of aeference
monitor (RM),in particular being tamperproof, are found iretiSF.

Evaluator application notes

It is possible that a refereno®onitor in a layeed design may provide fations beyond those of
the SFPs. This arises out of the practical nature of layered software design. The goal should be to
minimise the non-SFRelated functions.

Note that it is acceptablerfthe reference monitors for all included SFPs to be in a single distinct
reference monitodomein, as well as having multiple reference mondomains (ezh enforcing
oneor moke SFPs)If multiple reference monitor domagfor SFPs are gsent,it is acceptable for
them to be either peers or in @darchical relationship.
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J.12 State synchrony pro tocol (FPT_SSP)

Distributed systms may give rig to greater complexityhan monolithic systems throug the
potential for diferences in state betee parts of the system, and througlelags in
communicationln most casesynchronisatiomf state between distributed functginvolves an
exchange protocol, not a simplian. When malice exists in the distributed environment of these
protacols, more complex defensive protogate required.

FPT_SSRestablishes theequirement forcertain critical seurity functions of the TSF to use a
trusted protocol. FPT_SSP ermurthat two distributed parts of tHEOE (e.g. hosts) have
synchronisd their stateafter a security-revant action.

User notes

Some states may never be synchronised, or the tteomsaost may be too high for ptécal use;
encryption key revaion is an examg where knowing the state after the revocation action is
initiated can nevebe known Eithe the actionwas taken and acknowleignt cannot be serar

the message was ignored by hostilenmunication partners and the revocationen@ccurred.
Indeterminacy is unique to distributed systems. Indetermiaratgtate synchrony are asdd,and

the same solution ay apply. Itis futile to dsign for indeterminate aes; the®P/ST author should
express otherequirements in suatases (e.g. raise aalarm, audit the event).

FPT_SSP.1 Simple trusted acknowledgement
User application notes

In this component, the TSF musipply anacknowledgement tanother part of the TSF when
requested. This acknowlegigent should indicat¢hat one part of a distributed TOE successfully
receivedan unmodifiedtiransmission froma different part ofthe distributed TOE.

FPT_SSP.2 Mutual trusted acknowledgement
User application notes

In thiscomporent, inaddition to the TSF being able to provide an acknowledgement for the receipt
of adata transmission, the TSF must comply witkeguest fromanother part of the TSF for an
acknowledgement tthe acknowledgement.

For example, the l@ TSF transmits some data toeanote part of the TSF. The remote part of the
TSF acknowledges trseccessfureceiptof the dataand requessthat thesendirg TSF confirm that
it receives the acknowledgement. Thischrenism provides additional confidence that badtisp
of the TSF involved in thdatatransmissiorknow that the transmission completed successfully.
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J.13 Time stamps (FPT_STM)

This family addesses requirements foareliable timestamp function within a TOE.
User notes

It is the responsibilit of the PP/ author to clariy the meaning of the phrasreliable time
stamp”, and tandicate where theesponsibility lies irdeermining the aceptance of trust.

FPT_STM.1 Reliable time stamps
User application notes

Some possible uses of this component include providing reliable Bamesfor the purposes of
audit as well as forezurity attribute expiration.
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J.14 Inter-TSF TSF data cons istency (FPT_TDC)

In a distribuéd or composite systeemvironment, a TOE may need to exchange T&fade.g. the
SFP-attributes assated with dataaudit information,identification information) with another
trusted IT Product. This familyefines the requirements for sharing and coestsinterpretation
of these attributesébween the TSF of the TOE and that of a different edi$T Product. 0

User notes

The components ithis familyare intendd toprovide requirements fautomaed suppotfor TSF
data consistency when such data is transmitted between the TSF of the T@bBthadrusted IT
Product. lis also possible that wholly procedaimeans coudl be usé to prodice security attribute
consisteny, but they are not provided foere.

This family is different from FDP_ETC and FDP_ITC, as those two families are concerned only
with resolving the ecurity attributes betweetme TSFand its importexport medium.

If the integrity of the TSF data is ebncern, requirements should be chosen from the FPT_ITI
family. These components spiy requirements for the TSF to be able to det detectand
correct modifications t@ SF data irtransit.

FPT_TDC.1 Inter-TSF basic TSF data consistency
User application notes

The TSF is responsible faraintaining the consistey of TSF data used by or associated i
specified function and th& arecommon between twor more trusted systemBor example, the
TSF data of two different systems may have diffeconventions internally. For the TSF data to
be usd properly (e.g. toafford the user aa thesame protetion as within tle TOE) by the
receiving trusted IT product, the TOE and the other trusted IT product musipusestablished
protocol to exchange TSF data.

Operations

Assignment:

In FPT_TDC.1.1, the PP/ST aithor should define the list of TSF data types, for
which the TSF shall povide the capability to consistently interpret, when shiaed
between the TSF and another trusted IT pro duct. 0

In FPT_TDC.1.2, the PP/ST should assign the list of interpretation rules to be
applied by the TSF. 0
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J.15 Internal TOE TSF data replication consistency (FPT_TRC)

The requiements of this family are needed to ensure the censigiof TSF data when such data

is replicated inérnal to the TOE. Such data maycbme inconsistent if an internal channel besve

parts of the TOE becomes inoperative. If the TOE is internally structured as a network of parts of
the TOE this can ocur when m@rts becomedisabled networkconnections arbroken, andso on.

User notes

The method of ensuring consistency is nots@el in this component. kould be attained through
a form of tansaction logging (where appropriatensactions are “rolled back” to a site upon
reconnection); it could be updatinige replicated data through a synchratis protaol. If a
paricular protocolis necessary faPRST, it can be speified throudh refinement.

It may be impossible t@ynchronise some states the cost osuch synchronisation mde too
high. Exampés of this situation are communicationanhel and encryption key revaions.
Indeterminate stes may also a@ur; if a speific behaviour is desired, it should be expfied via
refinement.

FPT_TRC.1 Internal TSF consistency
Operations

Assignment:

In FPT_TRC.1.2, the PP/ST author should specify the list of SFdependent on
TSF data replication consisency.
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J.16 TSF self test (FPT_TST)

The family defines the requements for the self-testing of the TSF with respect to serpected
correct operation. Eamples are interfaces to enforcement functions, amapke arithmetical
operations on critical parts of the TOE. Téésstscan be carried out at start-ygeriodically, at
the request adn authorised user, or when other conditiargsmet. The etions to be taken by the
TOE as the result ofelf testirg are ddined inothe families.

The requiements of this family are@lso needed to detethe corruption of TSF executable code

(i.e. TSF software) and TSF data by various failures that do not necessarily stop the TOE's
operation (which would be handled by othamilies). Thresechecks must be performeeédause

these failures may not oessarily be prevented. &u failures can occur either because of
unforeseen failure modesassociated oversights in the desihardware, firmware, or software,

or be@use of naliciouscorruption ofthe TSFdue toinadequatéogical and/or phystal protection.

In addition, use of this compent may, with appropriate conditions, help to prevent inappropriate
or damaging TSF changes being applied to an operational TOE assihlieof maintenance
activities.

User notes

Theterm “correctoperation othe TSF’refers primarily tahe operatiorof the TSF softwarand
the integrity of the TSF datThe abstract machine upon which the TSF sa#vis implemented
Is tested viadependency oRPR_AMT.

FPT_TST.1 TSF testing
User application notes

This component provides support for the testing of the critical functions of the TSF’s operation by
requiring tte ability to invoke testing functions and check the integrityl&F data andkxecutable
code.

Evaluator application notes

It is acceptable for thiinctions that are available to the authorised user for periodic testing to be
available only in an off-line or maintenanoede. Controls should be in place to limit esx
during these mae to authorised users.

Operations

Selection:

In FPT_TST.1 the PP/ST author should specif when the TSF will execute the
TSF test; during initial start-up, periodically during normal operation, at the
request of an autheised user, at other conditions. In the case of the latter option,
the PP/ST author shald also assig what thoseconditions arevia the following
assignment.
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Assignment:

In FPT_TST.1.1 the PP/ST author should, if selected, specify the conditions
under which the self test should tak place.
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Annex K
(informative)

Resource utilisation (FRU)

This class providethree families that support @havailability of required resouss sich as
processing cagbility and/or storage capity. The family Fault Toleance provide protection
against unaail ability of capabilities caused by failure of the TOE. Thantily Priority of Service
ensursthatthe resources will ballocatedto themore importahor time-criti cal tasks, andannot
be monopolised by loweoriority tasks. The family Resage Allocation povides limits on the use
of available resourcestherefore preventing users from monopolising the regsurc

Resource utilisation

—{ FPT_FLT Fault tolerance
—{ FRU_PRS Priority of service
—{ FRU_RSA Resource allocation

Figure K.1 - Resource utilisation clasdecomposition
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K.1 Fault tolerance (FRU_FLT)

This family providesrequirements for the availability of cgpabilities eve in the case bfailures.
Examples of sth failures are power failure, hardaxe failure, orsoftware errorin case ofthese
errors, if so speciéd, the TOE will maintain ttke specified capabilities.The PP/ST author could
specify, for example, that a TOE used inwclear pant will continue the operation of the shut-
down procedure in the case of power-failure@mnmunication-dilure.

User notes

Because the TOE can only continue its correct operation ifT8f is enforced, #ne is a
requirement that #nsysten must remain i secure stagfter afailure. This cag@bility i sprovided
by FPT_FLS.1.

The mechnisms to provide fault toleranamuld be active or passive. In casef an ative
mechanism specificfunctions aein place tlat are activateth case therroroccurs For example,

a fire alarm is an active mechanism: the TSF will detect the fire and can take aaibassu
switching opedtion to a lackup. In a passive scheme, tirehitecture ofthe TOE is capable of
handling the error. For example, the n$@ ngjority voting scleme with multiple preessors is a
passive solution; failure of on@ocessor will not disrupt the operation of the TOE (although it
needto bedekcted to allow correction).

For this family, it does not matter whether the failure heenbnitiated accidentally (such as
flooding or unpuggngthe wrongdevice) orintertiondly (such as monopaing).

FRU_FLT.1 Degraded fault tolerance
User application notes

This component is intered to specify which capabilags the TOE will still provide after a failure
of the system. Since it would be ddiilt to describe all specific failures, egories of failures ray
be specified. Eamples of generalaflures are flooding of tle computer room, shoretm power
interruption,breakdown of a CPU or host, software failure, or buéfesrflow.

Operations

Assignment:

In FRU_FLT.1.1 the PP/ST author should specify the list of TOE capabilities the
TOE will maintain during and after a specifiel failure.

In FRU_FLT.1.1 the PP/ST author should specify the list of type of failures
againstwhich the TOE has to beexplicitly protected. If a failurein this list occurs,
the TOE will be able to continue is operation.

328



©ISO/IEC ISO/IEC 15408-2:1999(E)

FRU_FLT.2 Limited fault tolerance
User application notes

This component is iehded to spcify against wht type of failures the TOE must be resistant.
Since itwould be difficut to descrile all specific failures, categories f#lures may bespecified.
Examples of general failuresare flooding of the computer room, short term power interruption,
breakdown ot CPU or hostsoftware faiure,or overflow of buffer.

Operations

Assignment:

In FRU_FLT.2.1 the PP/S&uthor should specify the list of type of fadaagainst
which the TOE fasto be explicitly proteted.If a failure in this li$ occurs, the TOE
will be able tocontinueits operation.
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K.2 Priority of serv ice (FRU_PRS)

The requirements of this family allow the TSF to control the use of resources within the TSC by
users and subjectsduthat high priority activities within the TSC will always be accompgtish
without interference or delay due to low priority activities. In other words, time critical tasks will
not be @&layed by taskthat ardesstime critical.

This familycould be appli@bleto several types a€sources, for exnple, processing cagity, and
communi@tion channel capacity.

The Priority ofService mechanism might be passiveaztive.In a passive ority of Service

system, the system wiletect the task with the highest priority when given a chdietween two
waiting applications. While using passive Priority of Serm@ehanismsyhen a low priority ask

IS running, it cannot be ietrupted by a high priority task.While using astive Priority of Service
mechanismdower priority tasks might bénterupted by new highnpority tasks.

User notes

The audit requiremenstaes that dl reasors for rejection shouldbe auditedlt is left to the
developer t@argue that aoperation is not rejeted but delayed.

FRU_PRS1 Limited priority of service
User application notes

This componentlefines piorities for a subjegtand the resaaesfor which this piority will be
used. If a subject attempts to take action omsaurce controlled by the Priority of Service
requirements, #haccess and/or time @fccess will be degmdent on the subject’s priority, the
priority of the currentlyacting subgct, andthe priority of the subjects stilin the quee.

Operations

Assignment:

For FRU_PRS.1.2, the PP/STauthor should specify the list of controlled
resources for which the TSF enfores priority of service (e.g. esources such as
processesdisk space, memory, bandwidth).

FRU_PRS2 Full priority of service
User application notes

This component defines prioed for a subject. All shaable resources in the TSC will be
subjeced to the Priority of Service eshanism. If a subject attempts to take action on a shareable
TSC resource, the access and/or timaookss will be dpendent on the sulgés priority, the
priority of the currentlyacting subgct, andthe priority of the subjects stilin the quee.
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K.3 Resource allocation (FRU_RSA)

Therequirements of this family allow the TSF to control tise of esources within the TSC by
users and subjets sud tha unauthorisd denial of service will not take pla@e by mens of
monopolisation of resources by otheses or subgcts.

User notes

Resource allocation rules allow the creation of guatr other reans of @fining limits on the
amount of resource ape or time that @y beallocated on behalf of a specific user or subjects.
Theserules may, foexample:

- Provide for object quotas that constrain the nunabefor skze of objets a specific
user mayallocae.

- Control the allocation/deallocatiai preassigned resouge units wheetheseunits are
under the control othe TSF.

In genedl, these functions will be impented through the use of attributes assigned to asers
resources.

The objective of tlese components is to ensureeatain amount of fairnessnong the uers e.g.

a singek user shouldot allocate all thevailable space)and subjects.Since resoute allacation
often goes beyondthe lifesparof a subject (i.efiles often exist longer than the applicatiahst
generatd them), andnultiple indartiations of sulpeds by the same user shold not regaively
affect other users too much, the componelitsv that the alloetion limits are related to the users.
In some situations the resources are allocated by a s@bjgcmain remory or CPU cycles)n
those instnces the components alldhatthe resource allocation lo@ the level of subggs.

This family imposes requirements oespurceallocation, not on the use of the resource itself. The
audit requirements énefore, as state@dso apply to the allcation of the esource, not to the use
of the resource.

FRU RSA1 Maximum guotas
User application notes

This component provides regerinents for quota mechanisms that apply to only a speelcet of
the shareable resources i TOE. The requirements allothe quotas to bassocated withauser,
possiblyassigned to groups of users or subjects as applicable to the TOE.

Operations

Assignment:

In FRU_RSA.1.1, the PP/ST author should specify the list of controlled resowes
for which maximum resourceallocation limits are required (e.g processes, disk
space, memory, bandwidth). If all resources in the TSC need to be included, the
words “all TSC resources” can be spcified.
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Selection:

In FRU_RSA.1.1, the PP/ST autor should select whether the maximum gquotas
apply to individual users, to a defind group of users, or subjects orany
combination of these.

In FRU_RSA.1.1, the PP/ST autor should select whether the maximum gquotas
are applicable to any given time (simultaneously), or a&v a specific time interval.

FRU_RSA.2 Minimum and maximum quotas

User application notes

This component providegequirements fogquota mechanisgthatapply to a specified set of the
shareable resourcestime TOE. Theequirements alloihe quotato beassociated witluser, or
possibly assigned to grosipf users as applicable to th©E.

Operations
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Assignment:

In FRU_RSA2.1, the PP/® autha should specify the controlled resoes for which
maximum andminimum resouce allotion limits are required (e.g. pcesses, disk
space, memory, bandwidth).af resources in the TSC need to be included, the words
“all TSC resourcéscan bespecified.

Selection:

In FRU_RSA.2.1the PP/ST authishould select whether the maximum quotas apply
to individual uses, to a déned goup d usersor subjects bany combinationfathese.

In FRU_RSA.2.1, the PP/ST author shdudelect whether the maximumquotas are
applicable to any gien time(simultaneously), or ovea specific time interval.

Assignment:

In FRU_RSA.2.2, the PP/ST author should specify the controlled resoces for
which a minimum allocation limit needs to be set (e.g. processes, disk space,
memory, bandwidth). If all resources in the TSC need to bericluded the words

“all TSC resources” can be spfied.

Selection:

In FRU_RSA.2.2, the PP/ST author should select whether thminimum quotas
apply to individual users, to a defind group of users, or subjects orany
combination of these.

In FRU_RSA.2.2, the PP/ST author should select whether thminimum quotas
are applicable toany giventime (simultaneously, or over a $ecific time interval.
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Annex L
(informative)

TOE access (FTA)

The esdblishment of a user’s session typicatiynsiss of the creation obne or moresubjects that
perform operations in the TOE on behalf of theer. At the end of the session establiaiim
procedue, proviced the TOE acess equirements are satisfied, tlveeated subjects dar the

attributes determined bthe identifcation and auténtication functions. This family specifes

functioral requirementdor controllingthe establishent of a user’session.

A user session is defined as theei@d starting at the time of thdentification/authenttation, or if
moreappropriate, tastart of an interactiobetween te userand the system, ujp the moment that
all subjecs (resoures and attributes) related to that session have been deallocated.

Figure L.1 shows the decompositiontlois class into its constient components.

TOE access

—{ FRU_LSA Limitation on scope of selectable attributes H 1 ‘

—{ FTA_MCS Limitation on multiple concurrent sessions 1 2

:

—{ FTA_SSL Session locking

—{ FTA_TAB TOE access banners

—{ FTA_TAH TOE access history

L1 /1

—{ FTA_TSE TOE session establishment

Figure L.1 - TOE acces class decompdition
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L.1 Limitat ion on scope of selectable attributes (FTA_LSA)

This family defines requirements that will limit the session security attributesr anay select,
and the sulgcts to which a user may be boundséd on: the method of ass; the loation or port
of access; and/athe time (e.g. time-of-day agl-of-week).

User notes

This family provides theapability for a PP/ST author to specify requirements for the TSF to place
limits on the domain of an authorised user'susigy attributes based on anvironmental
condition. For eample, a user may be allowed &stablish a “secretession” during norral
business hours but outside thosersailne same user may be constrained to only establishing
“unclassified sessions”. The identdtion of reévant constraints on the domain of selectable
attributes @n be &hieved through the use of the selen opestion. Theseconstraints an be
applied on anattribute-by-attribute basis. Whethere existsa need to specify constraintson
multiple attribues this component will haveo be replicated foraeh attribute. Examples of
attributes that could be ad tolimit the sessiorsecurity attributes are:

a) The method of access can bediwo specify irwhich type of environmerthe user will
be operatinde.g. file transér protacol, terminal, vtam).

b) The location ofaccess can be used to constrain the domain of a sestable
attributes based omuser’slocation orport of acess. This capabilitysiof particular
use in environments where dial-upfacilities or network facilities are available.

c) The timeof access cabeused taconstrainthe domairof a user’s selgable attributes.
For exampleranges may be based upon tiofieday, day-of-week, ocalendar dates.
This constrainprovides some operational protection agaussractions that could
occur ata timewhere proper monitoring evhere propeprocedural measuresannot
be in pbce.

FTA LSA.lLimitation on scope of selectable attributes
Operations

Assignment:

In FTA_LSA.1.1 the PP/ST author should specify the set of session security
attributes that are to be constrained. Exampas ofthese session security attributes
are user ckarance level, inggrity level and roles.

In FTA_LSA.1.1 the PP/ST author siould specify the set of attrbutes that can be
use to determine the scope of the session security attributes. Examples of such
attributes are user identity, originating location, time of acess, and method of
access.
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L.2 Limitation on multip le concurren t sessions (FTA_MCS)

This family defines how many sessions a user may have at the same time (concurrent sessions).
This number o€oncurrent sessionarceither fe set for a group otisers or for ezh individud user.

FTA _MCS.1 Basic limitation on multiple concurrent sessions
User application notes

This componenallows the system tdimit the numier of sessions irder toeffectively use the
resourcs of the TOE.

Operations

Assignment:

In FTA_MCS.1.2 the PP/ST author should specify the default numberof
maximum concurrent sessios to be used.

FTA _MCS.2 Per user att ribute limitation on multiple concurrent sessions
User application notes

This component provides additional ebjities over those of FTA_MCS.1, by allowing further
constraints to be plad on the number of cearrent sessions that users are able to iavbkese
constraintsare in erms ofa user’s security attributes, suaha user’s identity, anembership of
aroke.

Operations

Assignment:

For FTA_MCS.2.1 the PP/ST author should specify the rules that determine the
maximum number of concurrent sessions. An example of a rule is “maximum
number of concurrent sessionsgs one if the user has a classificatiotevel of
‘secret’ and five otherwise”.

In FTA_MCS.2.2 the PP/ST author shouldgfyethe default number of maximum
concurrent sessions b@ used.
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L.3 Session locking (FTA_SSL)

This family defines requirementsr the TSF to provide the calility for locking and unlocking
of interacti\e session (e.g. keyboard locking).

When a usr is directly interacting with subjestin the TOE (interactivesession), the user’s
termiral is vulnerable ifleft unattended. This famil provides requirements foreaf SF to disable
(lock) the termial or terminate the session after &sfied period of inactivity,and for the user to
initiate the disabling (locking) of the terminal. To reaat®vthe érminal, an eent specifed by the
PP/ST author, such as the useauttentication must occur.

A user is consicered inactive, if he/she has not provided any stimulus to the TOE for a period of
time.

A PP/ST author should consider whether FTP_TRRusted path shodlbe included. Irthat
case the function'session lockingshouldbe included in the operation FTP_TRP.1.

FTA_SSL.1 TSF-initiated session locking
User application notes

FTA _SSL1 TSF-initiated session locking, proesithe capability for the TSF todk an ative
user session after a specified period of time. Locking a tefrmmould prevent any further
interacton with an existirg active sessin through the useof the locked terminal.

If display dewvtes are overwritten, the eplacementcontentseed not be statit.e. ‘screersavers’
are permited).

This component allows the PH/@uthorto specify what eventswill unlock the gssion These
events may be related the terminale.qg. fixed set of leystrokes taunlock the ession), the user
(e.g. reauthentication), or time.

Operations

Assignment:

In FTA_SSL.11 the PP/ST author should specify thénterval of user inactivity
that will trigger the locking of an interactive sssion. If so desired the PP/ST
author could, through the assignmat, specfy that the time interval is left to the
authorised administrator or the user. The management functions in the FMT
classcan specify the capability to modify this time interval, making it the default
value.

In FTA_SSL.12 the PP/ST author should speify the event(s) thatshould occur
before the sessionsi unlocked. Examples of such an evenare: “user re-
authentication” or “user enters unlock key-sequence”.
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FTA_SSL.2 User-initi ated lo cking
User application notes

FTA _SSL2 User-initiated laking, provides tk capability for an authorised user to loakd
unlock his/her own termah This would provide authorised users with the abilityeffectively
block further use of their activessios without having to terminate thactive session.

If devicesare overwritten, the replacement cemts need not be staticdi.'screen savers’ are
permitted).

Operations

Assignment:

In FTA_SSL.2.2 the PP/ST authorshould specify theevent(s) that should ocaur
before the sessionsi unlocked. Examples ofsuch an event are: “user re-
authentication”, or “user enters unlock key-sequence”.

FTA SSL.3 TSF-initiated termination
User application notes

FTA_SSL3 TSF-initiated termiration, requires that the TSErmirate aninteractive user session
after a period of inactivity.

The PP/ST author shalibe awae tha a session macontinue afr the user termirated his/her
activity, for example, bekgroundprocessing. Thisequirementwould terminate ttsbackground
subject aftea period of inactivity & the usemwithoutregard tahe statis of the subject.

Operations

Assignment:

In FTA_SSL.3.1 thePP/ST author should specify the interval of user in&tivity
that will trigg er the termination of an interactive session. If so desed,the PP/ST
author could, through the assignment specify that the interval is left to the
authorised administrator or the user. The management fuctions in the FMT
class @an specfy the capability to modify this imeinterval, making it the default
value.
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L.4 TOE access banners (FTA_TAB)

Prior to identification ad authentication, TOE &ess requirements prowtheability for the TOE
to display an advisory warningessage to poéntial users pertaining to appropriate use of the TOE.

FTA TAB.1 Default TOE acce ss banners

This comporent requires that there is an advisory warning regarding taethorised use of the
TOE. A PP/S author could refine threquirement to include afault banner.
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L.5 TOE access history (FTA_TAH)

This family defines requirements for the TSE display to users, upo successful session
estblishment tothe TOE, a histoly of unsucessfulattempts toaccess thaccount.This history
may include the datetime, mans of acess and port otthe la$ successful amss to tb TOE, as
well asthe number otinsuccessful attempts tocass the TOE since thast sucessful acess by
the identified user.

FTA TAH.1 TOE access history

This family can provide authorisedass with information that may indicate the possible misuse of
their user account.

This component reast that the user is presented with ithfermation. The user should bble to
review theinformation, but s not forced to do sdf auser ® desires he might, for example, create
scripts that ignore this informati@and starbthe processes.

Operations

Selection:

In FTA_TAH.1.1, the PP/ST author should selecthe security attributes of the
last successful sessioestablishment that willbe shown atthe user interface. The
items a e: date, time,method of access (suchasftp), and/or location (e.g.terminal

50).

In FTA_TAH.1.2, the PP/ST author should selecthe security attributes of the
last unsuccessful session establishment that will be shown at theeu interface.
The items are: date, time, rethod of access (such as ftp), and/or locatione(.
terminal 50).
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L.6 TOE session estab lishment (FTA_TSE)

This family cefines requirements to deny an user permission to estaldessian with theTOE
based on attributes such as thalion or port of access, the user's security attribeite (dentity,
clearancedvel, integrity lexel, membership in a role), ranges of time (e.g. time-of-day;of-
week calendar dates) or combinationsgdrameters.

User notes

This family provices the capability for th®P/ST author to specify requirements for the TOE to
place constraints on the ability of an authorised user to establish a session with the TOE. The
identification of relevant constraintan be achieved through the use of thecsiein operation.
Examples of attributes that could bediso specifythe sessiorestablishmentonstiaints ae:

a) The location of ecesscan beused toconstrain the ability of a s to establishan
active ®ssion with the TOE, d&sed on the user’s location or port of access. This
capability is of particular use in environments wherd-gp facilities or network
facilities ae available.

b) The u®r's security attributes an be used to place constraints on the ability of a user to
establish an active session with the TOE. For example, &tebates would provide
the capability to deny ession establishment basedamy of the following:

- auser's identity;

- auser'glearanelevel,

- auser's integnytlevel; and

- auser's membership arole.

This capability is particularly relevant in situationbere authosation or login may
takeplace at a differenibcation from wherél OE access checks are performed.

c) The time of access can be usedonstrairthe abilityof auser toestablishranactive
session with thd OE based omanges of time. Feexample, rangeway be based upon
time-of-day, day-of-week, or calendar dates. This constraint provides some
operational protectionagaing actions that could occuat a time where proper
monitoringor where proper procedunaleasures may not be in place.

FTA _TSE.1 TOE session establishment
Operations

Assignment:

In FTA_TSE.1.1 thePP/ST author should speify the attributes that can beused
to restrict the session establishmentExample of possible attributes are user
identity, originating location (e.g. noremote teminals), time of acess (e.g.
outsidehours), or method of acces(e.g. X-windows).
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Annex M
(informative)

Trusted path/channels (FTP)

Users often need to performfunctions through dim interaction withthe TSF.A trusted ath
provides confiénce that a user is communicating directly with the TSF whenever it is invoked. A
user's response via the trusted path gunéees ttat untrusted applations cannot inteept or
modify the user’s response. Similartyistedchannels are aapproach for secacommuncation
between the T& and remote IT products.

Figure 1.2 of this @t of ISO/IEC 15408 illustrates the relationshigbaeen thevarious types of
communication that may occur within a TOE or network of TOEs (i.e. Internal TOE transfers,
Inter-TSF randers, andimport/Export Outside of TISControl) and the variou®rms d trusted

paths and channels.

Absence ot trustel path may allov breaches of aounbility or acces control inenvironments
where untrusted applications aredisThese applicationsac intercept user-private information,
swch as sswords, and useto impersolte other uers. As a consequencesponsibility forany

system actions cannot be reliably assigneshtaccounible entity. Also, thesapplications could
output erroneous information o@n unsuspectingiser’s display, esulting in subsguentuser
actions that may be erroneous ara riead to a security breach.

Figure M.1 shows theedomposition of this class into its constituent components.

Trusted path/channels

FTA_ITC Inter-TSF trusted channel

FTP_TRP Trusted path

5 e

FigureM.1 - Trusted path/channels class decomposition
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M.1 Inter-TSF trusted channel (FTP_ITC)

This family defines tle rules for the creation of a trustechanre connection that goes between the
TSF and another trustéd productfor the performance of security critical operations besm the
productsAn example of such a arity critical operation is the updating dfie TSF autlentication
da@base by the transfer of data from a trusted product whose function is the collection of audit
data.

FTP_ITC.1 Inter-TSF trusted channel

User application notes

This component should be used when a trusted communication chatwedrbthe TSF and
another trusted IT produdts required.

Operations

Selection:

In FTP_ITC.1.2, the PP/ST author must specify whether the local TSF, the
remote trusted IT product, or both shall have the capability to initiate the tusted
channel.

Assignment:

In FTP_ITC.1.3, the PP/ST author should specify the functiafor which a
trusted channel is required. Examples of these functions may include transfer of
user, subject, and/or object security attributes and ensuring consistency of TSF
data.
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M.2 Trusted path (FTP_TRP)

This family defines the requments to establish and maintain trusted comroation to or from
uses and the TB. A trusted path may be required for any security-relevant interactiogedru
path exchanges ray be initiated by a user during an interaction with the TSF, or the TSF may
estblish communication witthe u®r via a trusted @h.

FTP_TRP.1 Trusted path
User application notes

This component should be used when trusted communication dnetweaserand the TSF is
required either fa initial authentication purposes ordy for additional specified user operations.

Operations

Selection:

In FTP_TRP.1.1, the PP/ST autho should specify whethe thetrusted path must
be extende to remote and/or locd users.

In FTP_TRP.1.2, the PP/ST author should specify whether the TSF, local users,
and/or remote users shoudl be ableto initiate the trusted path.

In FTP_TRP.1.3, the PP/ST author should specify whether the trusted path is to
be used for initial user authentication and/orfor other specified services.

Assignment:

In FTP_TRP.1.3, if selected the PP/ST author should identify other services for
which trusted path is required, if any.
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	Clause 2 introduces the catalogue of ISO/IEC 15408...
	Annex A provides additional information of interes...
	Annexes B through M provide the application notes ...
	Those who author PPs or STs should refer to Clause...
	- ISO/IEC 15408-1, clause 2 defines the terms used...
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	This part of ISO/IEC 15408 is a catalogue of secur...
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	Those portions of a TOE that must be relied on for...
	A reference monitor is an abstract machine that en...
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	Alternatively a TOE may be a distributed product t...
	When the TOE consists of multiple parts, each part...
	TOE interfaces may be localised to the particular ...
	a) The security policy of the ‘remote trusted IT p...
	b) The remote IT product may not be evaluated, ind...

	The set of interactions that can occur with or wit...
	The set of interfaces, whether interactive (man-ma...
	Users are outside of the TOE, and therefore outsid...
	A period of interaction between users and the TSF ...
	This part of ISO/IEC 15408 uses the term authorise...
	To express requirements that call for the separati...
	TOEs contain resources that may be used for the pr...
	TOE resources can be structured and utilised in ma...
	Active entities are referred to as subjects. Sever...
	a) those acting on behalf of an authorised user an...
	b) those acting as a specific functional process t...
	c) those acting as part of the TOE itself (e.g. tr...

	ISO/IEC 15408-2 addresses the enforcement of the T...
	Passive entities (i.e. information containers) are...
	Objects can contain information. This concept is r...
	Users, subjects, information and objects possess c...
	Data in a TOE is categorised as either user data o...
	There are several SFPs that apply to data protecti...
	The mechanisms that implement information flow con...
	Figure 1.3 - Relationship between user data and TS...

	Two specific types of TSF data addressed by ISO/IE...
	Authentication data is used to verify the claimed ...
	The term secrets, as used in ISO/IEC 15408-2 funct...
	Therefore, some, but not all, authentication data ...
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	2 Security functional components
	2.1 Overview
	This clause defines the content and presentation o...
	2.1.1 Class structure
	Figure 2.1 illustrates the functional class struct...
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	This section of the functional family description ...
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	As explained in 2.2 the descriptions of the famili...

	2.1.2.4 Management
	The management requirements contain information fo...
	A PP/ST author may select the indicated management...

	2.1.2.5 Audit
	The audit requirements contain auditable events fo...
	It should be observed that the categorisation of a...
	In the class FAU the rules governing the audit are...


	2.1.3 Component structure
	Figure 2.3 illustrates the functional component st...
	Figure 2.3 - Functional component structure

	2.1.3.1 Component identification
	The component identification subclause provides de...
	A unique name. The name reflects the purpose of th...
	A short name. A unique short form of the functiona...
	A hierarchical-to list. A list of other components...

	2.1.3.2 Functional elements
	A set of elements is provided for each component. ...
	A functional element is a security functional requ...
	When building packages, PPs and/or STs, it is not ...
	A unique short form of the functional element name...

	2.1.3.3 Dependencies
	Dependencies among functional components arise whe...
	Each functional component provides a complete list...
	The dependency list identifies the minimum functio...
	The dependencies indicated in ISO/IEC 15408-2 are ...


	2.1.4 Permitted functional component operations
	The functional components used in the definition o...
	A list of permitted operations is included with ea...
	The permitted operations are selected from the fol...
	- iteration: allows a component to be used more th...
	- assignment: allows the specification of an ident...
	- selection: allows the specification of one or mo...
	- refinement: allows the addition of details.

	2.1.4.1 Iteration
	Where necessary to cover different aspects of the ...

	2.1.4.2 Assignment
	Some functional component elements contain paramet...
	Any aspect of an element whose acceptable values c...

	2.1.4.3 Selection
	This is the operation of picking one or more items...

	2.1.4.4 Refinement
	For all functional component elements the PP/ST au...
	Within a ST, the meanings of the terms subject and...
	Like the other operations, refinement does not lev...



	2.2 Component catalogue
	The grouping of the components in this part of ISO...
	This part of ISO/IEC 15408 contains classes of fam...
	In the description of the functional components, a...
	In each class a figure describing the family hiera...
	Figure 2.4 - Sample class decomposition diagram

	In Family 2 there are three components not all of ...
	In Family 3, components 2, 3, and 4 are hierarchic...
	These diagrams are meant to complement the text of...
	2.2.1 Component changes highlighting
	The relationship between components within a famil...
	3 Class FAU: Security audit




	Security audit
	Security auditing involves recognising, recording,...
	Figure 3.1 - Security audit class decomposition

	3.1 Security audit automatic response (FAU_ARP)
	This family defines the response to be taken in ca...
	Component levelling
	FAU_ARP Security audit automatic response
	At FAU_ARP.1��Security alarms, the TSF shall take ...
	Management: FAU_ARP.1
	The following actions could be considered for the ...
	a) the management (addition, removal, or modificat...


	Audit: FAU_ARP.1
	The following actions should be auditable if FAU_G...
	a) Minimal: Actions taken due to imminent security...


	FAU_ARP.1 Security alarms
	FAU_ARP.1.1 The TSF shall take [assignment: list o...



	3.2 Security audit data generation (FAU_GEN)
	This family defines requirements for recording the...
	Component levelling
	FAU_GEN Security audit data generation
	FAU_GEN.1��Audit data generation defines the level...
	At FAU_GEN.2��User identity association, the TSF s...
	Management: FAU_GEN.1, FAU_GEN.2
	There are no management activities foreseen.

	Audit: FAU_GEN.1, FAU_GEN.2
	There are no actions identified that should be aud...

	FAU_GEN.1 Audit data generation
	FAU_GEN.1.1 The TSF shall be able to generate an a...
	a) Start-up and shutdown of the audit functions;
	b) All auditable events for the [selection: minimu...
	c) [assignment: other specifically defined auditab...

	FAU_GEN.1.2 The TSF shall record within each audit...
	a) Date and time of the event, type of event, subj...
	b) For each audit event type, based on the auditab...


	FAU_GEN.2 User identity association
	FAU_GEN.2.1 The TSF shall be able to associate eac...



	3.3 Security audit analysis (FAU_SAA)
	This family defines requirements for automated mea...
	The actions to be taken based on the detection can...
	Component levelling
	FAU_SAA Security audit analysis
	In FAU_SAA.1��Potential violation analysis, basic ...
	In FAU_SAA.2��Profile based anomaly detection, the...
	In FAU_SAA.3��Simple attack heuristics, the TSF sh...
	In FAU_SAA.4��Complex attack heuristics, the TSF s...
	Management: FAU_SAA.1
	The following actions could be considered for the ...
	a) maintenance of the rules by (adding, modifying,...


	Management: FAU_SAA.2
	The following actions could be considered for the ...
	a) maintenance (deletion, modification, addition) ...


	Management: FAU_SAA.3
	The following actions could be considered for the ...
	a) maintenance (deletion, modification, addition) ...


	Management: FAU_SAA.4
	The following actions could be considered for the ...
	a) maintenance (deletion, modification, addition) ...
	b) maintenance (deletion, modification, addition) ...


	Audit: FAU_SAA.1, FAU_SAA.2, FAU_SAA.3, FAU_SAA.4
	The following actions should be auditable if FAU_G...
	a) Minimal: Enabling and disabling of any of the a...
	b) Minimal: Automated responses performed by the t...


	FAU_SAA.1 Potential violation analysis
	FAU_SAA.1.1 The TSF shall be able to apply a set o...
	FAU_SAA.1.2 The TSF shall enforce the following ru...
	a) Accumulation or combination of [assignment: sub...
	b) [assignment: any other rules].


	FAU_SAA.2 Profile based anomaly detection
	Hierarchical to: FAU_SAA.1
	FAU_SAA.2.1 The TSF shall be able to maintain prof...
	FAU_SAA.2.2 The TSF shall be able to maintain a su...
	FAU_SAA.2.3 The TSF shall be able to indicate an i...


	FAU_SAA.3 Simple attack heuristics
	Hierarchical to: FAU_SAA.1
	FAU_SAA.3.1 The TSF shall be able to maintain an i...
	FAU_SAA.3.2 The TSF shall be able to compare the s...
	FAU_SAA.3.3 The TSF shall be able to indicate an i...


	FAU_SAA.4 Complex attack heuristics
	Hierarchical to: FAU_SAA.3
	FAU_SAA.4.1 The TSF shall be able to maintain an i...
	FAU_SAA.4.2 The TSF shall be able to compare the s...
	FAU_SAA.4.3 The TSF shall be able to indicate an i...




	3.4 Security audit review (FAU_SAR)
	This family defines the requirements for audit too...
	Component levelling
	FAU_SAR Security audit review
	FAU_SAR.1��Audit review provides the capability to...
	FAU_SAR.2��Restricted audit review requires that t...
	FAU_SAR.3��Selectable audit review requires audit ...
	Management: FAU_SAR.1
	The following actions could be considered for the ...
	a) maintenance (deletion, modification, addition) ...


	Management: FAU_SAR.2, FAU_SAR.3
	There are no management activities foreseen.

	Audit: FAU_SAR.1
	The following actions should be auditable if FAU_G...
	a) Basic: Reading of information from the audit re...


	Audit: FAU_SAR.2
	The following actions should be auditable if FAU_G...
	a) Basic: Unsuccessful attempts to read informatio...


	Audit: FAU_SAR.3
	The following actions should be auditable if FAU_G...
	a) Detailed: the parameters used for the viewing.


	FAU_SAR.1 Audit review
	This component will provide authorised users the c...
	FAU_SAR.1.1 The TSF shall provide [assignment: aut...
	FAU_SAR.1.2 The TSF shall provide the audit record...

	FAU_SAR.2 Restricted audit review
	FAU_SAR.2.1 The TSF shall prohibit all users read ...

	FAU_SAR.3 Selectable audit review
	FAU_SAR.3.1 The TSF shall provide the ability to p...



	3.5 Security audit event selection (FAU_SEL)
	This family defines requirements to select the eve...
	FAU_SEL Security audit event selection
	FAU_SEL.1��Selective audit, requires the ability t...
	Management: FAU_SEL.1
	The following actions could be considered for the ...
	a) maintenance of the rights to view/modify the au...


	Audit: FAU_SEL.1
	The following actions should be auditable if FAU_G...
	a) Minimal: All modifications to the audit configu...


	FAU_SEL.1 Selective audit
	FAU_SEL.1.1 The TSF shall be able to include or ex...
	a) [selection: object identity, user identity, sub...
	b) [assignment: list of additional attributes that...




	3.6 Security audit event storage (FAU_STG)
	This family defines the requirements for the TSF t...
	Component levelling
	FAU_STG Security audit event storage
	At FAU_STG.1��Protected audit trail storage, requi...
	FAU_STG.2��Guarantees of audit data availability s...
	FAU_STG.3��Action in case of possible audit data l...
	FAU_STG.4��Prevention of audit data loss specifies...
	Management: FAU_STG.1
	There are no management activities foreseen.

	Management: FAU_STG.2
	The following actions could be considered for the ...
	a) maintenance of the parameters that control the ...


	Management: FAU_STG.3
	The following actions could be considered for the ...
	a) maintenance of the threshold;
	b) maintenance (deletion, modification, addition) ...


	Management: FAU_STG.4
	The following actions could be considered for the ...
	a) maintenance (deletion, modification, addition) ...


	Audit: FAU_STG.1, FAU_STG.2
	There are no actions identified that should be aud...

	Audit: FAU_STG.3
	The following actions should be auditable if FAU_G...
	a) Basic: Actions taken due to exceeding of a thre...


	Audit: FAU_STG.4
	The following actions should be auditable if FAU_G...
	a) Basic: Actions taken due to the audit storage f...


	FAU_STG.1 Protected audit trail storage
	FAU_STG.1.1 The TSF shall protect the stored audit...
	FAU_STG.1.2 The TSF shall be able to [selection: p...

	FAU_STG.2 Guarantees of audit data availability
	Hierarchical to: FAU_STG.1
	FAU_STG.2.1 The TSF shall protect the stored audit...
	FAU_STG.2.2 The TSF shall be able to [selection: p...
	FAU_STG.2.3 The TSF shall ensure that [assignment:...


	FAU_STG.3 Action in case of possible audit data lo...
	FAU_STG.3.1 The TSF shall take [assignment: action...

	FAU_STG.4 Prevention of audit data loss
	Hierarchical to: FAU_STG.3
	FAU_STG.4.1 The TSF shall [selection: ‘ignore audi...





	4 Class FCO: Communication
	Communication
	This class provides two families specifically conc...
	Figure 4.1 shows the decomposition of this class i...
	Figure 4.1 - Communication class decomposition


	4.1 Non-repudiation of origin (FCO_NRO)
	Non-repudiation of origin
	Non-repudiation of origin ensures that the origina...

	Component levelling
	FCO_NRO.1��Selective proof of origin requires the ...
	FCO_NRO.2��Enforced proof of origin requires that ...

	Management: FCO_NRO.1, FCO_NRO.2
	The following actions could be considered for the ...
	a) The management of changes to information types,...


	Audit: FCO_NRO.1
	The following actions should be auditable if FAU_G...
	a) Minimal: The identity of the user who requested...
	b) Minimal: The invocation of the non-repudiation ...
	c) Basic: Identification of the information, the d...
	d) Detailed: The identity of the user who requeste...


	Audit: FCO_NRO.2
	The following actions should be auditable if FAU_G...
	a) Minimal: The invocation of the non-repudiation ...
	b) Basic: Identification of the information, the d...
	c) Detailed: The identity of the user who requeste...


	FCO_NRO.1 Selective proof of origin
	FCO_NRO.1.1 The TSF shall be able to generate evid...
	FCO_NRO.1.2 The TSF shall be able to relate the [a...
	FCO_NRO.1.3 The TSF shall provide a capability to ...

	FCO_NRO.2 Enforced proof of origin
	Hierarchical to: FCO_NRO.1
	FCO_NRO.2.1 The TSF shall enforce the generation o...
	FCO_NRO.2.2 The TSF shall be able to relate the [a...
	FCO_NRO.2.3 The TSF shall provide a capability to ...
	Non-repudiation of receipt



	4.2 Non-repudiation of receipt (FCO_NRR)
	Non-repudiation of receipt ensures that the recipi...
	Component levelling
	FCO_NRR.1��Selective proof of receipt requires the...
	FCO_NRR.2��Enforced proof of receipt requires that...

	Management: FCO_NRR.1, FCO_NRR.2
	The following actions could be considered for the ...
	a) The management of changes to information types,...


	Audit: FCO_NRR.1
	The following actions should be auditable if FAU_G...
	a) Minimal: The identity of the user who requested...
	b) Minimal: The invocation of the non-repudiation ...
	c) Basic: Identification of the information, the d...
	d) Detailed: The identity of the user who requeste...


	Audit: FCO_NRR.2
	The following actions should be auditable if FAU_G...
	a) Minimal: The invocation of the non-repudiation ...
	b) Basic: Identification of the information, the d...
	c) Detailed: The identity of the user who requeste...


	FCO_NRR.1 Selective proof of receipt
	FCO_NRR.1.1 The TSF shall be able to generate evid...
	FCO_NRR.1.2 The TSF shall be able to relate the [a...
	FCO_NRR.1.3 The TSF shall provide a capability to ...

	FCO_NRR.2 Enforced proof of receipt
	Hierarchical to: FCO_NRR.1
	FCO_NRR.2.1 The TSF shall enforce the generation o...
	FCO_NRR.2.2 The TSF shall be able to relate the [a...
	FCO_NRR.2.3 The TSF shall provide a capability to ...




	5 Class FCS: Cryptographic support
	Cryptographic support
	The TSF may employ cryptographic functionality to ...
	The FCS class is composed of two families: FCS_CKM...
	Figure 5.1 shows the decomposition of this class i...
	Figure 5.1 - Cryptographic support class decomposi...


	5.1 Cryptographic key management (FCS_CKM)
	Cryptographic key management
	Cryptographic keys must be managed throughout thei...
	Component levelling
	FCS_CKM.1��Cryptographic key generation requires c...
	FCS_CKM.2��Cryptographic key distribution requires...
	FCS_CKM.3��Cryptographic key access requires acces...
	FCS_CKM.4��Cryptographic key destruction requires ...

	Management: FCS_CKM.1, FCS_CKM.2, FCS_CKM.3, FCS_C...
	The following actions could be considered for the ...
	a) the management of changes to cryptographic key ...


	Audit: FCS_CKM.1, FCS_CKM.2, FCS_CKM.3, FCS_CKM.4
	The following actions should be auditable if FAU_G...
	a) Minimal: Success and failure of the activity.
	b) Basic: The object attribute(s), and object valu...


	FCS_CKM.1 Cryptographic key generation
	FCS_CKM.1.1 The TSF shall generate cryptographic k...

	FCS_CKM.2 Cryptographic key distribution
	FCS_CKM.2.1 The TSF shall distribute cryptographic...

	FCS_CKM.3 Cryptographic key access
	FCS_CKM.3.1 The TSF shall perform [assignment: typ...

	FCS_CKM.4 Cryptographic key destruction
	FCS_CKM.4.1 The TSF shall destroy cryptographic ke...



	5.2 Cryptographic operation (FCS_COP)
	Cryptographic operation
	In order for a cryptographic operation to function...
	Typical cryptographic operations include data encr...
	Component levelling
	FCS_COP.1��Cryptographic operation requires a cryp...

	Management: FCS_COP.1
	There are no management activities foreseen for th...

	Audit: FCS_COP.1
	The following actions should be auditable if FAU_G...
	a) Minimal: Success and failure, and the type of c...
	b) Basic: Any applicable cryptographic mode(s) of ...


	FCS_COP.1 Cryptographic operation
	FCS_COP.1.1 The TSF shall perform [assignment: lis...




	6 Class FDP: User data protection
	User data protection
	This class contains families specifying requiremen...
	The families in this class are organised into four...
	a) User data protection security function policies...
	- FDP_ACC��Access control policy; and
	- FDP_IFC��Information flow control policy.

	Components in these families permit the PP/ST auth...
	b) Forms of user data protection:
	- FDP_ACF��Access control functions;
	- FDP_IFF��Information flow control functions;
	- FDP_ITT��Internal TOE transfer;
	- FDP_RIP��Residual information protection;
	- FDP_ROL��Rollback; and
	- FDP_SDI��Stored data integrity.

	c) Off-line storage, import and export:
	- FDP_DAU��Data authentication;
	- FDP_ETC��Export to outside TSF control; and
	- FDP_ITC��Import from outside TSF control.

	Components in these families address the trustwort...
	d) Inter-TSF communication:
	- FDP_UCT��Inter-TSF user data confidentiality tra...
	- FDP_UIT��Inter-TSF user data integrity transfer ...

	Components in these families address communication...
	Figures 6.1 and 6.2 show the decomposition of this...
	Figure 6.1 - User data protection class decomposit...
	Figure 6.2 - User data protection class decomposit...



	6.1 Access control policy (FDP_ACC)
	Access control policy
	This family identifies the access control SFPs (by...

	Component levelling
	FDP_ACC.1��Subset access control requires that eac...
	FDP_ACC.2��Complete access control requires that e...

	Management: FDP_ACC.1, FDP_ACC.2
	There are no management activities foreseen for th...

	Audit: FDP_ACC.1, FDP_ACC.2
	There are no events identified that should be audi...

	FDP_ACC.1 Subset access control
	FDP_ACC.1.1 The TSF shall enforce the [assignment:...

	FDP_ACC.2 Complete access control
	Hierarchical to: FDP_ACC.1
	FDP_ACC.2.1 The TSF shall enforce the [assignment:...
	FDP_ACC.2.2 The TSF shall ensure that all operatio...



	6.2 Access control functions (FDP_ACF)
	Access control functions
	This family describes the rules for the specific f...

	Component levelling
	This family addresses security attribute usage and...
	FDP_ACF.1��Security attribute based access control...

	Management: FDP_ACF.1
	The following actions could be considered for the ...
	a) Managing the attributes used to make explicit a...


	Audit: FDP_ACF.1
	The following events should be auditable if FAU_GE...
	a) Minimal: Successful requests to perform an oper...
	b) Basic: All requests to perform an operation on ...
	c) Detailed: The specific security attributes used...


	FDP_ACF.1 Security attribute based access control
	FDP_ACF.1.1 The TSF shall enforce the [assignment:...
	FDP_ACF.1.2 The TSF shall enforce the following ru...
	FDP_ACF.1.3 The TSF shall explicitly authorise acc...
	FDP_ACF.1.4 The TSF shall explicitly deny access o...


	6.3 Data authentication (FDP_DAU)
	Data authentication
	Data authentication permits an entity to accept re...

	Component levelling
	FDP_DAU.1 Basic Data Authentication requires that ...
	FDP_DAU.2 Data Authentication with Identity of Gua...

	Management: FDP_DAU.1, FDP_DAU.2
	The following actions could be considered for the ...
	a) The assignment or modification of the objects f...


	Audit: FDP_DAU.1
	The following events should be auditable if FAU_GE...
	a) Minimal: Successful generation of validity evid...
	b) Basic: Unsuccessful generation of validity evid...
	c) Detailed: The identity of the subject that requ...


	Audit: FDP_DAU.2
	The following events should be auditable if FAU_GE...
	a) Minimal: Successful generation of validity evid...
	b) Basic: Unsuccessful generation of validity evid...
	c) Detailed: The identity of the subject that requ...
	d) Detailed: The identity of the subject that gene...


	FDP_DAU.1 Basic data authentication
	FDP_DAU.1.1 The TSF shall provide a capability to ...
	FDP_DAU.1.2 The TSF shall provide [assignment: lis...

	FDP_DAU.2 Data authentication with identity of gua...
	Hierarchical to: FDP_DAU.1
	FDP_DAU.2.1 The TSF shall provide a capability to ...
	FDP_DAU.2.2 The TSF shall provide [assignment: lis...



	6.4 Export to outside TSF control (FDP_ETC)
	Export to outside TSF control
	This family defines functions for exporting user d...

	Component levelling
	FDP_ETC.1��Export of user data without security at...
	FDP_ETC.2��Export of user data with security attri...

	Management: FDP_ETC.1
	There are no management activities foreseen for th...

	Management: FDP_ETC.2
	The following actions could be considered for the ...
	a) The additional exportation control rules could ...


	Audit: FDP_ETC.1, FDP_ETC.2
	The following events shall be auditable if FAU_GEN...
	a) Minimal: Successful export of information.
	b) Basic: All attempts to export information.


	FDP_ETC.1 Export of user data without security att...
	FDP_ETC.1.1 The TSF shall enforce the [assignment:...
	FDP_ETC.1.2 The TSF shall export the user data wit...

	FDP_ETC.2 Export of user data with security attrib...
	FDP_ETC.2.1 The TSF shall enforce the [assignment:...
	FDP_ETC.2.2 The TSF shall export the user data wit...
	FDP_ETC.2.3 The TSF shall ensure that the security...
	FDP_ETC.2.4 The TSF shall enforce the following ru...


	6.5 Information flow control policy (FDP_IFC)
	Information flow control policy
	This family identifies the information flow contro...
	The TSF mechanism controls the flow of information...

	Component levelling
	FDP_IFC.1��Subset information flow control require...
	FDP_IFC.2��Complete information flow control requi...

	Management: FDP_IFC.1, FDP_IFC.2
	There are no management activities foreseen for th...

	Audit: FDP_IFC.1, FDP_IFC.2
	There are no events identified that should be audi...

	FDP_IFC.1 Subset information flow control
	FDP_IFC.1.1 The TSF shall enforce the [assignment:...

	FDP_IFC.2 Complete information flow control
	Hierarchical to: FDP_IFC.1
	FDP_IFC.2.1 The TSF shall enforce the [assignment:...
	FDP_IFC.2.2 The TSF shall ensure that all operatio...



	6.6 Information flow control functions (FDP_IFF)
	Information flow control functions
	This family descibes the rules for the specific fu...

	Component levelling
	FDP_IFF.1��Simple security attributes requires sec...
	FDP_IFF.2��Hierarchical security attributes expand...
	FDP_IFF.3��Limited illicit information flows requi...
	FDP_IFF.4��Partial elimination of illicit informat...
	FDP_IFF.5��No illicit information flows requires S...
	FDP_IFF.6��Illicit information flow monitoring req...

	Management: FDP_IFF.1, FDP_IFF.2
	The following actions could be considered for the ...
	a) Managing the attributes used to make explicit a...


	Management: FDP_IFF.3, FDP_IFF.4, FDP_IFF.5
	There are no management activities foreseen for th...

	Management: FDP_IFF.6
	The following actions could be considered for the ...
	a) The enabling or disabling of the monitoring fun...
	b) Modification of the maximum capacity at which t...


	Audit: FDP_IFF.1, FDP_IFF.2, FDP_IFF.5
	The following events should be auditable if FAU_GE...
	a) Minimal: Decisions to permit requested informat...
	b) Basic: All decisions on requests for informatio...
	c) Detailed: The specific security attributes used...
	d) Detailed: Some specific subsets of the informat...


	Audit: FDP_IFF.3, FDP_IFF.4, FDP_IFF.6
	The following events should be auditable if FAU_GE...
	a) Minimal: Decisions to permit requested informat...
	b) Basic: All decisions on requests for informatio...
	c) Basic: The use of identified illicit informatio...
	d) Detailed: The specific security attributes used...
	e) Detailed: Some specific subsets of the informat...
	f) Detailed: The use of identified illicit informa...


	FDP_IFF.1 Simple security attributes
	FDP_IFF.1.1 The TSF shall enforce the [assignment:...
	FDP_IFF.1.2 The TSF shall permit an information fl...
	FDP_IFF.1.3 The TSF shall enforce the [assignment:...
	FDP_IFF.1.4 The TSF shall provide the following [a...
	FDP_IFF.1.5 The TSF shall explicitly authorise an ...
	FDP_IFF.1.6 The TSF shall explicitly deny an infor...

	FDP_IFF.2 Hierarchical security attributes
	Hierarchical to: FDP_IFF.1
	FDP_IFF.2.1 The TSF shall enforce the [assignment:...
	FDP_IFF.2.2 The TSF shall permit an information fl...
	FDP_IFF.2.3 The TSF shall enforce the [assignment:...
	FDP_IFF.2.4 The TSF shall provide the following [a...
	FDP_IFF.2.5 The TSF shall explicitly authorise an ...
	FDP_IFF.2.6 The TSF shall explicitly deny an infor...
	FDP_IFF.2.7 The TSF shall enforce the following re...
	a) There exists an ordering function that, given t...
	b) There exists a “least upper bound” in the set o...
	c) There exists a “greatest lower bound” in the se...



	FDP_IFF.3 Limited illicit information flows
	FDP_IFF.3.1 The TSF shall enforce the [assignment:...

	FDP_IFF.4 Partial elimination of illicit informati...
	Hierarchical to: FDP_IFF.3
	FDP_IFF.4.1 The TSF shall enforce the [assignment:...
	FDP_IFF.4.2 The TSF shall prevent [assignment: typ...


	FDP_IFF.5 No illicit information flows
	Hierarchical to: FDP_IFF.4
	FDP_IFF.5.1 The TSF shall ensure that no illicit i...


	FDP_IFF.6 Illicit information flow monitoring
	FDP_IFF.6.1 The TSF shall enforce the [assignment:...


	6.7 Import from outside TSF control (FDP_ITC)
	Import from outside TSF control
	This family defines the mechanisms for introductio...

	Component levelling
	This family contains two components to address the...
	Component FDP_ITC.1��Import of user data without s...
	Component FDP_ITC.2��Import of user data with secu...

	Management: FDP_ITC.1, FDP_ITC.2
	The following actions could be considered for the ...
	a) The modification of the additional control rule...


	Audit: FDP_ITC.1, FDP_ITC.2
	The following events should be auditable if FAU_GE...
	a) Minimal: Successful import of user data, includ...
	b) Basic: All attempts to import user data, includ...
	c) Detailed: The specification of security attribu...


	FDP_ITC.1 Import of user data without security att...
	FDP_ITC.1.1 The TSF shall enforce the [assignment:...
	FDP_ITC.1.2 The TSF shall ignore any security attr...
	FDP_ITC.1.3 The TSF shall enforce the following ru...

	FDP_ITC.2 Import of user data with security attrib...
	FDP_ITC.2.1 The TSF shall enforce the [assignment:...
	FDP_ITC.2.2 The TSF shall use the security attribu...
	FDP_ITC.2.3 The TSF shall ensure that the protocol...
	FDP_ITC.2.4 The TSF shall ensure that interpretati...
	FDP_ITC.2.5 The TSF shall enforce the following ru...


	6.8 Internal TOE transfer (FDP_ITT)
	Internal TOE transfer
	This family provides requirements that address pro...

	Component levelling
	FDP_ITT.1��Basic internal transfer protection requ...
	FDP_ITT.2��Transmission separation by attribute re...
	FDP_ITT.3��Integrity monitoring requires that the ...
	FDP_ITT.4��Attribute-based integrity monitoring ex...

	Management: FDP_ITT.1, FDP_ITT.2
	The following actions could be considered for the ...
	a) If the TSF provides multiple methods to protect...


	Management: FDP_ITT.3, FDP_ITT.4
	The following actions could be considered for the ...
	a) The specification of the actions to be taken up...


	Audit: FDP_ITT.1, FDP_ITT.2
	The following events should be auditable if FAU_GE...
	a) Minimal: Successful transfers of user data, inc...
	b) Basic: All attempts to transfer user data, incl...


	Audit: FDP_ITT.3, FDP_ITT.4
	The following events should be auditable if FAU_GE...
	a) Minimal: Successful transfers of user data, inc...
	b) Basic: All attempts to transfer user data, incl...
	c) Basic: Unauthorised attempts to change the inte...
	d) Detailed: The action taken upon detection of an...


	FDP_ITT.1 Basic internal transfer protection
	FDP_ITT.1.1 The TSF shall enforce the [assignment:...

	FDP_ITT.2 Transmission separation by attribute
	Hierarchical to: FDP_ITT.1
	FDP_ITT.2.1 The TSF shall enforce the [assignment:...
	FDP_ITT.2.2 The TSF shall separate data controlled...


	FDP_ITT.3 Integrity monitoring
	FDP_ITT.3.1 The TSF shall enforce the [assignment:...
	FDP_ITT.3.2 Upon detection of a data integrity err...

	FDP_ITT.4 Attribute-based integrity monitoring
	Hierarchical to: FDP_ITT.3
	FDP_ITT.4.1 The TSF shall enforce the [assignment:...
	FDP_ITT.4.2 Upon detection of a data integrity err...



	6.9 Residual information protection (FDP_RIP)
	Residual information protection
	This family addresses the need to ensure that dele...

	Component levelling
	FDP_RIP.1��Subset residual information protection ...
	FDP_RIP.2��Full residual information protection re...

	Management: FDP_RIP.1, FDP_RIP.2
	The following actions could be considered for the ...
	a) The choice of when to perform residual informat...


	Audit: FDP_RIP.1, FDP_RIP.2
	There are no events identified that should be audi...

	FDP_RIP.1 Subset residual information protection
	FDP_RIP.1.1 The TSF shall ensure that any previous...

	FDP_RIP.2 Full residual information protection
	Hierarchical to: FDP_RIP.1
	FDP_RIP.2.1 The TSF shall ensure that any previous...



	6.10 Rollback (FDP_ROL)
	Rollback
	The rollback operation involves undoing the last o...

	Component levelling
	FDP_ROL.1��Basic rollback addresses a need to roll...
	FDP_ROL.2��Advanced rollback addresses the need to...

	Management: FDP_ROL.1, FDP_ROL.2
	The following actions could be considered for the ...
	a) The boundary limit to which rollback may be per...
	b) Permission to perform a rollback operation coul...


	Audit: FDP_ROL.1, FDP_ROL.2
	The following events should be auditable if FAU_GE...
	a) Minimal: All successful rollback operations.
	b) Basic: All attempts to perform rollback operati...
	c) Detailed: All attempts to perform rollback oper...


	FDP_ROL.1 Basic rollback
	FDP_ROL.1.1 The TSF shall enforce [assignment: acc...
	FDP_ROL.1.2 The TSF shall permit operations to be ...

	FDP_ROL.2 Advanced rollback
	Hierarchical to: FDP_ROL.1
	FDP_ROL.2.1 The TSF shall enforce [assignment: acc...
	FDP_ROL.2.2 The TSF shall permit operations to be ...



	6.11 Stored data integrity (FDP_SDI)
	Stored data integrity
	This family provides requirements that address pro...

	Component levelling
	FDP_SDI.1��Stored data integrity monitoring requir...
	FDP_SDI.2��Stored data integrity monitoring and ac...

	Management: FDP_SDI.1
	There are no management activities foreseen for th...

	Management: FDP_SDI.2
	The following actions could be considered for the ...
	a) The actions to be taken upon the detection of a...


	Audit: FDP_SDI.1
	The following events should be auditable if FAU_GE...
	a) Minimal: Successful attempts to check the integ...
	b) Basic: All attempts to check the integrity of u...
	c) Detailed: The type of integrity error that occu...


	Audit: FDP_SDI.2
	The following events should be auditable if FAU_GE...
	a) Minimal: Successful attempts to check the integ...
	b) Basic: All attempts to check the integrity of u...
	c) Detailed: The type of integrity error that occu...
	d) Detailed: The action taken upon detection of an...


	FDP_SDI.1 Stored data integrity monitoring
	FDP_SDI.1.1 The TSF shall monitor user data stored...

	FDP_SDI.2 Stored data integrity monitoring and act...
	Hierarchical to: FDP_SDI.1
	FDP_SDI.2.1 The TSF shall monitor user data stored...
	FDP_SDI.2.2 Upon detection of a data integrity err...



	6.12 Inter-TSF user data confidentiality transfer ...
	Inter-TSF user data confidentiality transfer prote...
	This family defines the requirements for ensuring ...

	Component levelling
	In FDP_UCT.1��Basic data exchange confidentiality,...

	Management: FDP_UCT.1
	There are no management activities foreseen for th...

	Audit: FDP_UCT.1
	The following events should be auditable if FAU_GE...
	a) Minimal: The identity of any user or subject us...
	b) Basic: The identity of any unauthorised user or...
	c) Basic: A reference to the names or other indexi...


	FDP_UCT.1 Basic data exchange confidentiality
	FDP_UCT.1.1 The TSF shall enforce the [assignment:...


	6.13 Inter-TSF user data integrity transfer protec...
	Inter-TSF user data integrity transfer protection
	This family defines the requirements for providing...

	Component levelling
	FDP_UIT.1��Data exchange integrity addresses detec...
	FDP_UIT.2��Source data exchange recovery addresses...
	FDP_UIT.3��Destination data exchange recovery addr...

	Management: FDP_UIT.1, FDP_UIT.2, FDP_UIT.3
	There are no management activities foreseen for th...

	Audit: FDP_UIT.1
	The following events should be auditable if FAU_GE...
	a) Minimal: The identity of any user or subject us...
	b) Basic: The identity of any user or subject atte...
	c) Basic: A reference to the names or other indexi...
	d) Basic: Any identified attempts to block transmi...
	e) Detailed: The types and/or effects of any detec...


	Audit: FDP_UIT.2, FDP_UIT.3
	The following events should be auditable if FAU_GE...
	a) Minimal: The identity of any user or subject us...
	b) Minimal: Successful recovery from errors includ...
	c) Basic: The identity of any user or subject atte...
	d) Basic: A reference to the names or other indexi...
	e) Basic: Any identified attempts to block transmi...
	f) Detailed: The types and/or effects of any detec...


	FDP_UIT.1 Data exchange integrity
	FDP_UIT.1.1 The TSF shall enforce the [assignment:...
	FDP_UIT.1.2 The TSF shall be able to determine on ...

	FDP_UIT.2 Source data exchange recovery
	FDP_UIT.2.1 The TSF shall enforce the [assignment:...

	FDP_UIT.3 Destination data exchange recovery
	Hierarchical to: FDP_UIT.2
	FDP_UIT.3.1 The TSF shall enforce the [assignment:...




	7 Class FIA: Identification and authentication
	Identification and authentication
	Families in this class address the requirements fo...
	Identification and Authentication is required to e...
	The unambiguous identification of authorised users...
	Figure 7.1 - Identification and authentication cla...


	7.1 Authentication failures (FIA_AFL)
	Authentication failures
	This family contains requirements for defining val...

	Component levelling
	FIA_AFL.1 requires that the TSF be able to termina...

	Management: FIA_AFL.1
	The following actions could be considered for the ...
	a) management of the threshold for unsuccessful au...
	b) management of actions to be taken in the event ...


	Audit: FIA_AFL.1
	The following actions should be auditable if FAU_G...
	a) Minimal: the reaching of the threshold for the ...


	FIA_AFL.1 Authentication failure handling
	FIA_AFL.1.1 The TSF shall detect when [assignment:...
	FIA_AFL.1.2 When the defined number of unsuccessfu...


	7.2 User attribute definition (FIA_ATD)
	User attribute definition
	All authorised users may have a set of security at...

	Component levelling
	FIA_ATD.1��User attribute definition, allows user ...

	Management: FIA_ATD.1
	The following actions could be considered for the ...
	a) if so indicated in the assignment, the authoris...


	Audit: FIA_ATD.1
	There are no actions identified that should be aud...

	FIA_ATD.1 User attribute definition
	FIA_ATD.1.1 The TSF shall maintain the following l...


	7.3 Specification of secrets (FIA_SOS)
	Specification of secrets
	This family defines requirements for mechanisms th...

	Component levelling
	FIA_SOS.1��Verification of secrets requires the TS...
	FIA_SOS.2��TSF Generation of secrets requires the ...

	Management: FIA_SOS.1
	The following actions could be considered for the ...
	a) the management of the metric used to verify the...


	Management: FIA_SOS.2
	The following actions could be considered for the ...
	a) the management of the metric used to generate t...


	Audit: FIA_SOS.1, FIA_SOS.2
	The following actions should be auditable if FAU_G...
	a) Minimal: Rejection by the TSF of any tested sec...
	b) Basic: Rejection or acceptance by the TSF of an...
	c) Detailed: Identification of any changes to the ...


	FIA_SOS.1 Verification of secrets
	FIA_SOS.1.1 The TSF shall provide a mechanism to v...

	FIA_SOS.2 TSF Generation of secrets
	FIA_SOS.2.1 The TSF shall provide a mechanism to g...
	FIA_SOS.2.2 The TSF shall be able to enforce the u...


	7.4 User authentication (FIA_UAU)
	User authentication
	This family defines the types of user authenticati...

	Component levelling
	FIA_UAU.1��Timing of authentication, allows a user...
	FIA_UAU.2��User authentication before any action, ...
	FIA_UAU.3��Unforgeable authentication, requires th...
	FIA_UAU.4��Single-use authentication mechanisms, r...
	FIA_UAU.5��Multiple authentication mechanisms, req...
	FIA_UAU.6��Re-authenticating, requires the ability...
	FIA_UAU.7��Protected authentication feedback, requ...

	Management: FIA_UAU.1
	The following actions could be considered for the ...
	a) management of the authentication data by an adm...
	b) management of the authentication data by the as...
	c) managing the list of actions that can be taken ...


	Management: FIA_UAU.2
	The following actions could be considered for the ...
	a) management of the authentication data by an adm...
	b) management of the authentication data by the us...


	Management: FIA_UAU.3, FIA_UAU.4, FIA_UAU.7
	There are no management activities foreseen.

	Management: FIA_UAU.5
	The following actions could be considered for the ...
	a) the management of authentication mechanisms;
	b) the management of the rules for authentication....


	Management: FIA_UAU.6
	The following actions could be considered for the ...
	a) if an authorised administrator could request re...


	Audit: FIA_UAU.1
	The following actions should be auditable if FAU_G...
	a) Minimal: Unsuccessful use of the authentication...
	b) Basic: All use of the authentication mechanism;...
	c) Detailed: All TSF mediated actions performed be...


	Audit: FIA_UAU.2
	The following actions should be auditable if FAU_G...
	a) Minimal: Unsuccessful use of the authentication...
	b) Basic: All use of the authentication mechanism....


	Audit: FIA_UAU.3
	The following actions should be auditable if FAU_G...
	a) Minimal: Detection of fraudulent authentication...
	b) Basic: All immediate measures taken and results...


	Audit: FIA_UAU.4
	The following actions should be auditable if FAU_G...
	a) Minimal: Attempts to reuse authentication data....


	Audit: FIA_UAU.5
	The following actions should be auditable if FAU_G...
	a) Minimal: The final decision on authentication;
	b) Basic: The result of each activated mechanism t...


	Audit: FIA_UAU.6
	The following actions should be auditable if FAU_G...
	a) Minimal: Failure of reauthentication;
	b) Basic: All reauthentication attempts.


	Audit: FIA_UAU.7
	There are no auditable events foreseen.

	FIA_UAU.1 Timing of authentication
	FIA_UAU.1.1 The TSF shall allow [assignment: list ...
	FIA_UAU.1.2 The TSF shall require each user to be ...

	FIA_UAU.2 User authentication before any action
	Hierarchical to: FIA_UAU.1
	FIA_UAU.2.1 The TSF shall require each user to be ...


	FIA_UAU.3 Unforgeable authentication
	FIA_UAU.3.1 The TSF shall [selection: detect, prev...
	FIA_UAU.3.2 The TSF shall [selection: detect, prev...

	FIA_UAU.4 Single-use authentication mechanisms
	FIA_UAU.4.1 The TSF shall prevent reuse of authent...

	FIA_UAU.5 Multiple authentication mechanisms
	FIA_UAU.5.1 The TSF shall provide [assignment: lis...
	FIA_UAU.5.2 The TSF shall authenticate any user’s ...

	FIA_UAU.6 Re-authenticating
	FIA_UAU.6.1 The TSF shall re-authenticate the user...

	FIA_UAU.7 Protected authentication feedback
	FIA_UAU.7.1 The TSF shall provide only [assignment...


	7.5 User identification (FIA_UID)
	User identification
	This family defines the conditions under which use...

	Component levelling
	FIA_UID.1��Timing of identification, allows users ...
	FIA_UID.2��User identification before any action, ...

	Management: FIA_UID.1
	The following actions could be considered for the ...
	a) the management of the user identities;
	b) if an authorised administrator can change the a...


	Management: FIA_UID.2
	The following actions could be considered for the ...
	a) the management of the user identities.


	Audit: FIA_UID.1, FIA_UID.2
	The following actions should be auditable if FAU_G...
	a) Minimal: Unsuccessful use of the user identific...
	b) Basic: All use of the user identification mecha...


	FIA_UID.1 Timing of identification
	FIA_UID.1.1 The TSF shall allow [assignment: list ...
	FIA_UID.1.2 The TSF shall require each user to be ...

	FIA_UID.2 User identification before any action
	Hierarchical to: FIA_UID.1
	FIA_UID.2.1 The TSF shall require each user to ide...



	7.6 User-subject binding (FIA_USB)
	User-subject binding
	An authenticated user, in order to use the TOE, ty...

	Component levelling
	FIA_USB.1��User-subject binding requires the maint...

	Management: FIA_USB.1
	The following actions could be considered for the ...
	a) an authorised administrator can define default ...


	Audit: FIA_USB.1
	The following actions should be auditable if FAU_G...
	a) Minimal: Unsuccessful binding of user security ...
	b) Basic: Success and failure of binding of user s...


	FIA_USB.1 User-subject binding
	FIA_USB.1.1 The TSF shall associate the appropriat...



	8 Class FMT: Security management
	Security management
	This class is intended to specify the management o...
	This class has several objectives:
	a) management of TSF data, which include, for exam...
	b) management of security attributes, which includ...
	c) management of functions of the TSF, which inclu...
	d) definition of security roles.
	Figure 8.1 - Security management class decompositi...



	8.1 Management of functions in TSF (FMT_MOF)
	Management of functions in TSF
	This family allows authorised users control over t...

	Component levelling
	FMT_MOF.1��Management of security functions behavi...

	Management: FMT_MOF.1
	The following actions could be considered for the ...
	a) managing the group of roles that can interact w...


	Audit: FMT_MOF.1
	The following actions should be auditable if FAU_G...
	a) Basic: All modifications in the behaviour of th...


	FMT_MOF.1 Management of security functions behavio...
	FMT_MOF.1.1 The TSF shall restrict the ability to ...


	8.2 Management of security attributes (FMT_MSA)
	Management of security attributes
	This family allows authorised users control over t...

	Component levelling
	FMT_MSA.1��Management of security attributes allow...
	FMT_MSA.2��Secure security attributes ensures that...
	FMT_MSA.3��Static attribute initialisation ensures...

	Management: FMT_MSA.1
	The following actions could be considered for the ...
	a) managing the group of roles that can interact w...


	Management: FMT_MSA.2
	There are no additional management activities fore...

	Management: FMT_MSA.3
	The following actions could be considered for the ...
	a) managing the group of roles that can specify in...
	b) managing the permissive or restrictive setting ...


	Audit: FMT_MSA.1
	The following actions should be auditable if FAU_G...
	a) Basic: All modifications of the values of secur...


	Audit: FMT_MSA.2
	The following actions should be auditable if FAU_G...
	a) Minimal: All offered and rejected values for a ...
	b) Detailed: All offered and accepted secure value...


	Audit: FMT_MSA.3
	The following actions should be auditable if FAU_G...
	a) Basic: Modifications of the default setting of ...
	b) Basic: All modifications of the initial values ...


	FMT_MSA.1 Management of security attributes
	FMT_MSA.1.1 The TSF shall enforce the [assignment:...

	FMT_MSA.2 Secure security attributes
	FMT_MSA.2.1 The TSF shall ensure that only secure ...

	FMT_MSA.3 Static attribute initialisation
	FMT_MSA.3.1 The TSF shall enforce the [assignment:...
	FMT_MSA.3.2 The TSF shall allow the [assignment: t...


	8.3 Management of TSF data (FMT_MTD)
	Management of TSF data
	This family allows authorised users (roles) contro...

	Component levelling
	FMT_MTD.1��Management of TSF data allows authorise...
	FMT_MTD.2��Management of limits on TSF data specif...
	FMT_MTD.3��Secure TSF data ensures that values ass...

	Management: FMT_MTD.1
	The following actions could be considered for the ...
	a) managing the group of roles that can interact w...


	Management: FMT_MTD.2
	The following actions could be considered for the ...
	a) managing the group of roles that can interact w...


	Management: FMT_MTD.3
	There are no additional management activities fore...

	Audit: FMT_MTD.1
	The following actions should be auditable if FAU_G...
	a) Basic: All modifications to the values of TSF d...


	Audit: FMT_MTD.2
	The following actions should be auditable if FAU_G...
	a) Basic: All modifications to the limits on TSF d...
	b) Basic: All modifications in the actions to be t...


	Audit: FMT_MTD.3
	The following actions should be auditable if FAU_G...
	a) Minimal: All rejected values of TSF data.


	FMT_MTD.1 Management of TSF data
	FMT_MTD.1.1 The TSF shall restrict the ability to ...

	FMT_MTD.2 Management of limits on TSF data
	FMT_MTD.2.1 The TSF shall restrict the specificati...
	FMT_MTD.2.2 The TSF shall take the following actio...

	FMT_MTD.3 Secure TSF data
	FMT_MTD.3.1 The TSF shall ensure that only secure ...


	8.4 Revocation (FMT_REV)
	Revocation
	This family addresses revocation of security attri...

	Component levelling
	FMT_REV.1��Revocation provides for revocation of s...

	Management: FMT_REV.1
	The following actions could be considered for the ...
	a) managing the group of roles that can invoke rev...
	b) managing the lists of users, subjects, objects ...
	c) managing the revocation rules.


	Audit: FMT_REV.1
	The following actions should be auditable if FAU_G...
	a) Minimal: Unsuccessful revocation of security at...
	b) Basic: All attempts to revoke security attribut...


	FMT_REV.1 Revocation
	FMT_REV.1.1 The TSF shall restrict the ability to ...
	FMT_REV.1.2 The TSF shall enforce the rules [assig...


	8.5 Security attribute expiration (FMT_SAE)
	Security attribute expiration
	This family addresses the capability to enforce ti...

	Component levelling
	FMT_SAE.1��Time-limited authorisation provides the...

	Management: FMT_SAE.1
	The following actions could be considered for the ...
	a) managing the list of security attributes for wh...
	b) the actions to be taken if the expiration time ...


	Audit: FMT_SAE.1
	The following actions should be audited if FAU Sec...
	a) Basic: Specification of the expiration time for...
	b) Basic: Action taken due to attribute expiration...


	FMT_SAE.1 Time-limited authorisation
	FMT_SAE.1.1 The TSF shall restrict the capability ...
	FMT_SAE.1.2 For each of these security attributes,...


	8.6 Security management roles (FMT_SMR)
	Security management roles
	This family is intended to control the assignment ...

	Component levelling
	FMT_SMR.1��Security roles specifies the roles with...
	FMT_SMR.2��Restrictions on security roles specifie...
	FMT_SMR.3��Assuming roles requires that an explici...

	Management: FMT_SMR.1
	The following actions could be considered for the ...
	a) managing the group of users that are part of a ...


	Management: FMT_SMR.2
	The following actions could be considered for the ...
	a) managing the group of users that are part of a ...
	b) managing the conditions that the roles must sat...


	Management: FMT_SMR.3
	There are no additional management activities fore...

	Audit: FMT_SMR.1
	The following actions should be auditable if FAU_G...
	a) Minimal: modifications to the group of users th...
	b) Detailed: every use of the rights of a role.


	Audit: FMT_SMR.2
	The following actions should be auditable if FAU_G...
	a) Minimal: modifications to the group of users th...
	b) Minimal: unsuccessful attempts to use a role du...
	c) Detailed: every use of the rights of a role.


	Audit: FMT_SMR.3
	The following actions should be auditable if FAU_G...
	a) Minimal: explicit request to assume a role.


	FMT_SMR.1 Security roles
	FMT_SMR.1.1 The TSF shall maintain the roles [assi...
	FMT_SMR.1.2 The TSF shall be able to associate use...

	FMT_SMR.2 Restrictions on security roles
	Hierarchical to: FMT_SMR.1
	FMT_SMR.2.1 The TSF shall maintain the roles: [ass...
	FMT_SMR.2.2 The TSF shall be able to associate use...
	FMT_SMR.2.3 The TSF shall ensure that the conditio...


	FMT_SMR.3 Assuming roles
	FMT_SMR.3.1 The TSF shall require an explicit requ...



	9 Class FPR: Privacy
	Privacy
	This class contains privacy requirements. These re...
	Figure 9.1 - Privacy class decomposition


	9.1 Anonymity (FPR_ANO)
	Anonymity
	This family ensures that a user may use a resource...
	Component levelling
	FPR_ANO.1��Anonymity requires that other users or ...
	FPR_ANO.2��Anonymity without soliciting informatio...

	Management: FPR_ANO.1, FPR_ANO.2
	There are no management activities foreseen for th...

	Audit: FPR_ANO.1, FPR_ANO.2
	The following actions shall be auditable if FAU_GE...
	a) Minimal: The invocation of the anonymity mechan...


	FPR_ANO.1 Anonymity
	FPR_ANO.1.1 The TSF shall ensure that [assignment:...

	FPR_ANO.2 Anonymity without soliciting information...
	Hierarchical to: FPR_ANO.1
	FPR_ANO.2.1 The TSF shall ensure that [assignment:...
	FPR_ANO.2.2 The TSF shall provide [assignment: lis...




	9.2 Pseudonymity (FPR_PSE)
	Pseudonymity
	This family ensures that a user may use a resource...
	Component levelling
	FPR_PSE.1��Pseudonymity requires that a set of use...
	FPR_PSE.2��Reversible pseudonymity requires the TS...
	FPR_PSE.3��Alias pseudonymity requires the TSF to ...

	Management: FPR_PSE.1, FPR_PSE.2, FPR_PSE.3
	There are no management activities foreseen for th...

	Audit: FPR_PSE.1, FPR_PSE.2, FPR_PSE.3
	The following actions shall be auditable if FAU_GE...
	a) Minimal: The subject/user that requested resolu...


	FPR_PSE.1 Pseudonymity
	FPR_PSE.1.1 The TSF shall ensure that [assignment:...
	FPR_PSE.1.2 The TSF shall be able to provide [assi...
	FPR_PSE.1.3 The TSF shall [selection: determine an...

	FPR_PSE.2 Reversible pseudonymity
	Hierarchical to: FPR_PSE.1
	FPR_PSE.2.1 The TSF shall ensure that [assignment:...
	FPR_PSE.2.2 The TSF shall be able to provide [assi...
	FPR_PSE.2.3 The TSF shall [selection: determine an...
	FPR_PSE.2.4 The TSF shall provide [selection: an a...


	FPR_PSE.3 Alias pseudonymity
	Hierarchical to: FPR_PSE.1
	FPR_PSE.3.1 The TSF shall ensure that [assignment:...
	FPR_PSE.3.2 The TSF shall be able to provide [assi...
	FPR_PSE.3.3 The TSF shall [selection: determine an...
	FPR_PSE.3.4 The TSF shall provide an alias to the ...




	9.3 Unlinkability (FPR_UNL)
	Unlinkability
	This family ensures that a user may make multiple ...
	Component levelling
	FPR_UNL.1��Unlinkability requires that users and/o...

	Management: FPR_UNL.1
	The following actions could be considered for the ...
	a) the management of the unlinkability function.


	Audit: FPR_UNL.1
	The following actions shall be auditable if FAU_GE...
	a) Minimal: The invocation of the unlinkability me...


	FPR_UNL.1 Unlinkability
	FPR_UNL.1.1 The TSF shall ensure that [assignment:...



	9.4 Unobservability (FPR_UNO)
	Unobservability
	This family ensures that a user may use a resource...
	Component levelling
	FPR_UNO.1��Unobservability requires that users and...
	FPR_UNO.2��Allocation of information impacting uno...
	FPR_UNO.3��Unobservability without soliciting info...
	FPR_UNO.4��Authorised user observability requires ...

	Management: FPR_UNO.1, FPR_UNO.2
	The following actions could be considered for the ...
	a) the management of the behaviour of the unobserv...


	Management: FPR_UNO.3
	There are no management activities foreseen for th...

	Management: FPR_UNO.4
	The following actions could be considered for the ...
	a) the list of authorised users that are capable o...


	Audit: FPR_UNO.1, FPR_UNO.2
	The following actions should be auditable if FAU_G...
	a) Minimal: The invocation of the unobservability ...


	Audit: FPR_UNO.3
	There are no actions identified that should be aud...

	Audit: FPR_UNO.4
	The following actions should be auditable if FAU_G...
	a) Minimal: The observation of the use of a resour...


	FPR_UNO.1 Unobservability
	FPR_UNO.1.1 The TSF shall ensure that [assignment:...

	FPR_UNO.2 Allocation of information impacting unob...
	Hierarchical to: FPR_UNO.1
	FPR_UNO.2.1 The TSF shall ensure that [assignment:...
	FPR_UNO.2.2 The TSF shall allocate the [assignment...


	FPR_UNO.3 Unobservability without soliciting infor...
	FPR_UNO.3.1 The TSF shall provide [assignment: lis...

	FPR_UNO.4 Authorised user observability
	FPR_UNO.4.1 The TSF shall provide [assignment: set...




	10 Class FPT: Protection of the TSF
	Protection of the TOE Security Functions
	This class contains families of functional require...
	From the point of view of this class, there are th...
	a) The TSF's abstract machine, which is the virtua...
	b) The TSF's implementation, which executes on the...
	c) The TSF's data, which are the administrative da...
	Figure 10.1 - Protection of the TSF class decompos...
	Figure 10.2 - Protection of the TSF class decompos...



	10.1 Underlying abstract machine test (FPT_AMT)
	Underlying abstract machine test
	This family defines requirements for the TSF to pe...

	Component levelling
	FPT_AMT.1��Abstract machine testing, provides for ...

	Management: FPT_AMT.1
	The following actions could be considered for the ...
	a) management of the conditions under which abstra...
	b) management of the time interval if appropriate....


	Audit: FPT_AMT.1
	The following actions should be audited if FAU_GEN...
	a) Basic: Execution of the tests of the underlying...


	FPT_AMT.1 Abstract machine testing
	FPT_AMT.1.1 The TSF shall run a suite of tests [se...


	10.2 Fail secure (FPT_FLS)
	Fail secure
	The requirements of this family ensure that the TO...

	Component levelling
	This family consists of only one component, FPT_FL...

	Management: FPT_FLS.1
	There are no management activities foreseen.

	Audit: FPT_FLS.1
	The following actions should be audited if FAU_GEN...
	a) Basic: Failure of the TSF.


	FPT_FLS.1 Failure with preservation of secure stat...
	FPT_FLS.1.1 The TSF shall preserve a secure state ...


	10.3 Availability of exported TSF data (FPT_ITA)
	Availability of exported TSF data
	This family defines the rules for the prevention o...

	Component levelling
	This family consists of only one component, FPT_IT...

	Management: FPT_ITA.1
	The following actions could be considered for the ...
	a) management of the list of types of TSF data tha...


	Audit: FPT_ITA.1
	The following actions should be auditable if FAU_G...
	a) Minimal: the absence of TSF data when required ...


	FPT_ITA.1 Inter-TSF availability within a defined ...
	FPT_ITA.1.1 The TSF shall ensure the availability ...


	10.4 Confidentiality of exported TSF data (FPT_ITC...
	Confidentiality of exported TSF data
	This family defines the rules for the protection f...

	Component levelling
	This family consists of only one component, FPT_IT...

	Management: FPT_ITC.1
	There are no management activities foreseen.

	Audit: FPT_ITC.1
	There are no actions identified that should be aud...

	FPT_ITC.1 Inter-TSF confidentiality during transmi...
	FPT_ITC.1.1 The TSF shall protect all TSF data tra...


	10.5 Integrity of exported TSF data (FPT_ITI)
	Integrity of exported TSF data
	This family defines the rules for the protection, ...

	Component levelling
	FPT_ITI.1��Inter-TSF detection of modification, pr...
	FPT_ITI.2��Inter-TSF detection and correction of m...

	Management: FPT_ITI.1
	There are no management activities foreseen.

	Management: FPT_ITI.2
	The following actions could be considered for the ...
	a) management of the types of TSF data that the TS...
	b) management of the types of action that the TSF ...


	Audit: FPT_ITI.1
	The following actions should be auditable if FAU_G...
	a) Minimal: the detection of modification of trans...
	b) Basic: the action taken upon detection of modif...


	Audit: FPT_ITI.2
	The following actions should be auditable if FAU_G...
	a) Minimal: the detection of modification of trans...
	b) Basic: the action taken upon detection of modif...
	c) Basic: the use of the correction mechanism.


	FPT_ITI.1 Inter-TSF detection of modification
	FPT_ITI.1.1 The TSF shall provide the capability t...
	FPT_ITI.1.2 The TSF shall provide the capability t...

	FPT_ITI.2 Inter-TSF detection and correction of mo...
	Hierarchical to: FPT_ITI.1
	FPT_ITI.2.1 The TSF shall provide the capability t...
	FPT_ITI.2.2 The TSF shall provide the capability t...
	FPT_ITI.2.3 The TSF shall provide the capability t...



	10.6 Internal TOE TSF data transfer (FPT_ITT)
	Internal TOE TSF data transfer
	This family provides requirements that address pro...

	Component levelling
	FPT_ITT.1��Basic internal TSF data transfer protec...
	FPT_ITT.2��TSF data transfer separation, requires ...
	FPT_ITT.3��TSF data integrity monitoring, requires...

	Management: FPT_ITT.1
	The following actions could be considered for the ...
	a) management of the types of modification against...
	b) management of the mechanism used to provide the...


	Management: FPT_ITT.2
	The following actions could be considered for the ...
	a) management of the types of modification against...
	b) management of the mechanism used to provide the...
	c) management of the separation mechanism.


	Management: FPT_ITT.3
	The following actions could be considered for the ...
	a) management of the types of modification against...
	b) management of the mechanism used to provide the...
	c) management of the types of modification of TSF ...
	d) management of the actions that will be taken.


	Audit: FPT_ITT.1, FPT_ITT.2
	There are no actions identified that should be aud...

	Audit: FPT_ITT.3
	The following actions should be auditable if FAU_G...
	a) Minimal: the detection of modification of TSF d...
	b) Basic: the action taken following detection of ...


	FPT_ITT.1 Basic internal TSF data transfer protect...
	FPT_ITT.1.1 The TSF shall protect TSF data from [s...

	FPT_ITT.2 TSF data transfer separation
	Hierarchical to: FPT_ITT.1
	FPT_ITT.2.1 The TSF shall protect TSF data from [s...
	FPT_ITT.2.2 The TSF shall separate user data from ...


	FPT_ITT.3 TSF data integrity monitoring
	FPT_ITT.3.1 The TSF shall be able to detect [selec...
	FPT_ITT.3.2 Upon detection of a data integrity err...


	10.7 TSF physical protection (FPT_PHP)
	TSF physical protection
	TSF physical protection components refer to restri...
	The requirements of components in this family ensu...

	Component levelling
	FPT_PHP.1��Passive detection of physical attack, p...
	FPT_PHP.2��Notification of physical attack, provid...
	FPT_PHP.3��Resistance to physical attack, provides...

	Management: FPT_PHP.1
	There are no management activities foreseen.

	Management: FPT_PHP.2
	The following actions could be considered for the ...
	a) management of the user or role that gets inform...
	b) management of the list of devices that should i...


	Management: FPT_PHP.3
	The following actions could be considered for the ...
	a) management of the automatic responses to physic...


	Audit: FPT_PHP.1
	The following actions should be auditable if FAU_G...
	a) Minimal: if detection by IT means, detection of...


	Audit: FPT_PHP.2,
	The following actions should be auditable if FAU_G...
	a) Minimal: detection of intrusion.


	Audit: FPT_PHP.3
	There are no actions identified that should be aud...

	FPT_PHP.1 Passive detection of physical attack
	FPT_PHP.1.1 The TSF shall provide unambiguous dete...
	FPT_PHP.1.2 The TSF shall provide the capability t...

	FPT_PHP.2 Notification of physical attack
	Hierarchical to: FPT_PHP.1
	FPT_PHP.2.1 The TSF shall provide unambiguous dete...
	FPT_PHP.2.2 The TSF shall provide the capability t...
	FPT_PHP.2.3 For [assignment: list of TSF devices/e...


	FPT_PHP.3 Resistance to physical attack
	FPT_PHP.3.1 The TSF shall resist [assignment: phys...


	10.8 Trusted recovery (FPT_RCV)
	Trusted recovery
	The requirements of this family ensure that the TS...

	Component levelling
	FPT_RCV.1��Manual recovery, allows a TOE to only p...
	FPT_RCV.2��Automated recovery, provides, for at le...
	FPT_RCV.3��Automated recovery without undue loss, ...
	FPT_RCV.4��Function recovery, provides for recover...

	Management: FPT_RCV.1
	The following actions could be considered for the ...
	a) management of who can access the restore capabi...


	Management: FPT_RCV.2, FPT_RCV.3
	The following actions could be considered for the ...
	a) management of who can access the restore capabi...
	b) management of the list of failures/service disc...


	Management: FPT_RCV.4
	There are no management activities foreseen.

	Audit: FPT_RCV.1, FPT_RCV.2, FPT_RCV.3
	The following actions should be auditable if FAU_G...
	a) Minimal: the fact that a failure or service dis...
	b) Minimal: resumption of the regular operation;
	c) Basic: type of failure or service discontinuity...


	Audit: FPT_RCV.4
	The following actions should be auditable if FAU_G...
	a) Minimal: if possible, the impossibility to retu...
	b) Basic: if possible, the detection of a failure ...


	FPT_RCV.1 Manual recovery
	FPT_RCV.1.1 After a failure or service discontinui...

	FPT_RCV.2 Automated recovery
	Hierarchical to: FPT_RCV.1
	FPT_RCV.2.1 When automated recovery from a failure...
	FPT_RCV.2.2 For [assignment: list of failures/serv...


	FPT_RCV.3 Automated recovery without undue loss
	Hierarchical to: FPT_RCV.2
	FPT_RCV.3.1 When automated recovery from a failure...
	FPT_RCV.3.2 For [assignment: list of failures/serv...
	FPT_RCV.3.3 The functions provided by the TSF to r...
	FPT_RCV.3.4 The TSF shall provide the capability t...


	FPT_RCV.4 Function recovery
	FPT_RCV.4.1 The TSF shall ensure that [assignment:...


	10.9 Replay detection (FPT_RPL)
	Replay detection
	This family addresses detection of replay for vari...

	Component levelling
	The family consists of only one component, FPT_RPL...

	Management: FPT_RPL.1
	The following actions could be considered for the ...
	a) management of the list of identified entities f...
	b) management of the list of actions that need to ...


	Audit: FPT_RPL.1
	The following actions should be auditable if FAU_G...
	a) Basic: Detected replay attacks.
	b) Detailed: Action to be taken based on the speci...


	FPT_RPL.1 Replay detection
	FPT_RPL.1.1 The TSF shall detect replay for the fo...
	FPT_RPL.1.2 The TSF shall perform [assignment: lis...


	10.10 Reference mediation (FPT_RVM)
	Reference mediation
	The requirements of this family address the “alway...
	A TSF that implements a SFP provides effective pro...

	Component levelling
	This family consists of only one component, FPT_RV...

	Management: FPT_RVM.1
	There are no management activities foreseen.

	Audit: FPT_RVM.1
	There are no actions identified that should be aud...

	FPT_RVM.1 Non-bypassability of the TSP
	FPT_RVM.1.1 The TSF shall ensure that TSP enforcem...


	10.11 Domain separation (FPT_SEP)
	Domain separation
	The components of this family ensure that at least...
	This family requires the following:
	a) The resources of the TSF’s security domain (“pr...
	b) The transfers between domains are controlled su...
	c) The user or application parameters passed to th...
	d) The security domains of subjects are distinct e...


	Component levelling
	FPT_SEP.1��TSF domain separation, provides a disti...
	FPT_SEP.2��SFP domain separation, requires that th...
	FPT_SEP.3��Complete reference monitor, requires th...

	Management: FPT_SEP.1, FPT_SEP.2, FPT_SEP.3
	There are no management activities foreseen.

	Audit: FPT_SEP.1, FPT_SEP.2, FPT_SEP.3
	There are no actions identified that should be aud...

	FPT_SEP.1 TSF domain separation
	FPT_SEP.1.1 The TSF shall maintain a security doma...
	FPT_SEP.1.2 The TSF shall enforce separation betwe...

	FPT_SEP.2 SFP domain separation
	Hierarchical to: FPT_SEP.1
	FPT_SEP.2.1 The unisolated portion of the TSF shal...
	FPT_SEP.2.2 The TSF shall enforce separation betwe...
	FPT_SEP.2.3 The TSF shall maintain the part of the...


	FPT_SEP.3 Complete reference monitor
	Hierarchical to: FPT_SEP.2
	FPT_SEP.3.1 The unisolated portion of the TSF shal...
	FPT_SEP.3.2 The TSF shall enforce separation betwe...
	FPT_SEP.3.3 The TSF shall maintain the part of the...



	10.12 State synchrony protocol (FPT_SSP)
	State synchrony protocol
	Distributed systems may give rise to greater compl...
	FPT_SSP establishes the requirement for certain cr...

	Component levelling
	FPT_SSP.1��Simple trusted acknowledgement requires...
	FPT_SSP.2��Mutual trusted acknowledgement requires...

	Management: FPT_SSP.1, FPT_SSP.2
	There are no management activities foreseen.

	Audit: FPT_SSP.1, FPT_SSP.2
	The following actions should be auditable if FAU_G...
	a) Minimal: failure to receive an acknowledgement ...


	FPT_SSP.1 Simple trusted acknowledgement
	FPT_SSP.1.1 The TSF shall acknowledge, when reques...

	FPT_SSP.2 Mutual trusted acknowledgement
	Hierarchical to: FPT_SSP.1
	FPT_SSP.2.1 The TSF shall acknowledge, when reques...
	FPT_SSP.2.2 The TSF shall ensure that the relevant...



	10.13 Time stamps (FPT_STM)
	Time stamps
	This family addresses requirements for a reliable ...

	Component levelling
	This family consists of only one component, FPT_ST...

	Management: FPT_STM.1
	The following actions could be considered for the ...
	a) management of the time.


	Audit: FPT_STM.1
	The following actions should be auditable if FAU_G...
	a) Minimal: changes to the time;
	b) Detailed: providing a timestamp.


	FPT_STM.1 Reliable time stamps
	FPT_STM.1.1 The TSF shall be able to provide relia...


	10.14 Inter-TSF TSF data consistency (FPT_TDC)
	Inter-TSF TSF data consistency
	In a distributed or composite system environment, ...

	Component levelling
	FPT_TDC.1��Inter-TSF basic TSF data consistency re...

	Management: FPT_TDC.1
	There are no management activities foreseen.

	Audit: FPT_TDC.1
	The following actions should be auditable if FAU_G...
	a) Minimal: Successful use of TSF data consistency...
	b) Basic: Use of the TSF data consistency mechanis...
	c) Basic: Identification of which TSF data have be...
	d) Basic: Detection of modified TSF data.


	FPT_TDC.1 Inter-TSF basic TSF data consistency
	FPT_TDC.1.1 The TSF shall provide the capability t...
	FPT_TDC.1.2 The TSF shall use [assignment: list of...


	10.15 Internal TOE TSF data replication consistenc...
	Internal TOE TSF data replication consistency
	The requirements of this family are needed to ensu...

	Component levelling
	This family consists of only one component, FPT_TR...

	Management: for FPT_TRC.1
	There are no management activities foreseen.

	Audit: for FPT_TRC.1
	The following actions should be auditable if FAU_G...
	a) Minimal: restoring consistency upon reconnectio...
	b) Basic: Detected inconsistency between TSF data....


	FPT_TRC.1 Internal TSF consistency
	FPT_TRC.1.1 The TSF shall ensure that TSF data is ...
	FPT_TRC.1.2 When parts of the TOE containing repli...


	10.16 TSF self test (FPT_TST)
	TSF self test
	The family defines the requirements for the self-t...
	The requirements of this family are also needed to...

	Component levelling
	FPT_TST.1��TSF testing, provides the ability to te...

	Management: for FPT_TST.1
	The following actions could be considered for the ...
	a) management of the conditions under which TSF se...
	b) management of the time interval if appropriate....


	Audit: for FPT_TST.1
	The following actions should be audited if FAU_GEN...
	a) Basic: Execution of the TSF self tests and the ...


	FPT_TST.1 TSF testing
	FPT_TST.1.1 The TSF shall run a suite of self test...
	FPT_TST.1.2 The TSF shall provide authorised users...
	FPT_TST.1.3 The TSF shall provide authorised users...



	11 Class FRU: Resource utilisation
	Resource utilisation
	This class provides three families that support th...
	Figure 11.1 - Resource utilisation class decomposi...


	11.1 Fault tolerance (FRU_FLT)
	Fault tolerance
	The requirements of this family ensure that the TO...
	Component levelling
	FRU_FLT.1��Degraded fault tolerance requires the T...
	FRU_FLT.2��Limited fault tolerance requires the TO...

	Management: FRU_FLT.1, FRU_FLT.2
	There are no management activities foreseen.

	Audit: FRU_FLT.1
	The following actions should be auditable if FAU_G...
	a) Minimal: Any failure detected by the TSF.
	b) Basic: All TOE capabilities being discontinued ...


	Audit: FRU_FLT.2
	The following actions should be auditable if FAU_G...
	a) Minimal: Any failure detected by the TSF.


	FRU_FLT.1 Degraded fault tolerance
	FRU_FLT.1.1 The TSF shall ensure the operation of ...

	FRU_FLT.2 Limited fault tolerance
	Hierarchical to: FRU_FLT.1
	FRU_FLT.2.1 The TSF shall ensure the operation of ...




	11.2 Priority of service (FRU_PRS)
	Priority of service
	The requirements of this family allow the TSF to c...
	Component levelling
	FRU_PRS.1��Limited priority of service provides pr...
	FRU_PRS.2��Full priority of service provides prior...

	Management: FRU_PRS.1, FRU_PRS.2
	The following actions could be considered for the ...
	a) assignment of priorities to each subject in the...


	Audit: FRU_PRS.1, FRU_PRS.2
	The following actions shall be auditable if FAU_GE...
	a) Minimal: Rejection of operation based on the us...
	b) Basic: All attempted uses of the allocation fun...


	FRU_PRS.1 Limited priority of service
	FRU_PRS.1.1 The TSF shall assign a priority to eac...
	FRU_PRS.1.2 The TSF shall ensure that each access ...

	FRU_PRS.2 Full priority of service
	Hierarchical to: FRU_PRS.1
	FRU_PRS.2.1 The TSF shall assign a priority to eac...
	FRU_PRS.2.2 The TSF shall ensure that each access ...




	11.3 Resource allocation (FRU_RSA)
	Resource allocation
	The requirements of this family allow the TSF to c...
	Component levelling
	FRU_RSA.1��Maximum quotas provides requirements fo...
	FRU_RSA.2��Minimum and maximum quotas provides req...

	Management: FRU_RSA.1
	The following actions could be considered for the ...
	a) specifying maximum limits for a resource for gr...


	Management: FRU_RSA.2
	The following actions could be considered for the ...
	a) specifying minimum and maximum limits for a res...


	Audit: FRU_RSA.1, FRU_RSA.2
	The following actions shall be auditable if FAU_GE...
	a) Minimal: Rejection of allocation operation due ...
	b) Basic: All attempted uses of the resource alloc...


	FRU_RSA.1 Maximum quotas
	FRU_RSA.1.1 The TSF shall enforce maximum quotas o...

	FRU_RSA.2 Minimum and maximum quotas
	Hierarchical to: FRU_RSA.1
	FRU_RSA.2.1 The TSF shall enforce maximum quotas o...
	FRU_RSA.2.2 The TSF shall ensure the provision of ...





	12 Class FTA: TOE access
	TOE access
	This family specifies functional requirements for ...
	Figure 12.1 shows the decomposition of this class ...
	Figure 12.1 - TOE access class decomposition


	12.1 Limitation on scope of selectable attributes ...
	Limitation on scope of selectable attributes
	This family defines requirements to limit the scop...

	Component levelling
	FTA_LSA.1��Limitation on scope of selectable attri...

	Management: FTA_LSA.1
	The following actions could be considered for the ...
	a) management of the scope of the session security...


	Audit: FTA_LSA.1
	The following actions should be auditable if FAU_G...
	a) Minimal: All failed attempts at selecting a ses...
	b) Basic: All attempts at selecting a session secu...
	c) Detailed: Capture of the values of each session...


	FTA_LSA.1 Limitation on scope of selectable attrib...
	FTA_LSA.1.1 The TSF shall restrict the scope of th...


	12.2 Limitation on multiple concurrent sessions (F...
	Limitation on multiple concurrent sessions
	This family defines requirements to place limits o...

	Component levelling
	FTA_MCS.1��Basic limitation on multiple concurrent...
	FTA_MCS.2��Per user attribute limitation on multip...

	Management: FTA_MCS.1
	The following actions could be considered for the ...
	a) management of the maximum allowed number of con...


	Management: FTA_MCS.2
	The following actions could be considered for the ...
	a) management of the rules that govern the maximum...


	Audit: FTA_MCS.1, FTA_MCS.2
	The following actions should be auditable if FAU_G...
	a) Minimal: Rejection of a new session based on th...
	b) Detailed: Capture of the number of currently co...


	FTA_MCS.1 Basic limitation on multiple concurrent ...
	FTA_MCS.1.1 The TSF shall restrict the maximum num...
	FTA_MCS.1.2 The TSF shall enforce, by default, a l...

	FTA_MCS.2 Per user attribute limitation on multipl...
	Hierarchical to: FTA_MCS.1
	FTA_MCS.2.1 The TSF shall restrict the maximum num...
	FTA_MCS.2.2 The TSF shall enforce, by default, a l...



	12.3 Session locking (FTA_SSL)
	Session locking
	This family defines requirements for the TSF to pr...

	Component levelling
	FTA_SSL.1��TSF-initiated session locking includes ...
	FTA_SSL.2��User-initiated locking provides capabil...
	FTA_SSL.3��TSF-initiated termination provides requ...

	Management: FTA_SSL.1
	The following actions could be considered for the ...
	a) specification of the time of user inactivity af...
	b) specification of the default time of user inact...
	c) management of the events that should occur prio...


	Management: FTA_SSL.2
	The following actions could be considered for the ...
	a) management of the events that should occur prio...


	Management: FTA_SSL.3
	The following actions could be considered for the ...
	a) specification of the time of user inactivity af...
	b) specification of the default time of user inact...


	Audit: FTA_SSL.1, FTA_SSL.2
	The following actions should be auditable if FAU_G...
	a) Minimal: Locking of an interactive session by t...
	b) Minimal: Successful unlocking of an interactive...
	c) Basic: Any attempts at unlocking an interactive...


	Audit: FTA_SSL.3
	The following actions should be auditable if FAU_G...
	a) Minimal: Termination of an interactive session ...


	FTA_SSL.1 TSF-initiated session locking
	FTA_SSL.1.1 The TSF shall lock an interactive sess...
	a) clearing or overwriting display devices, making...
	b) disabling any activity of the user’s data acces...

	FTA_SSL.1.2 The TSF shall require the following ev...

	FTA_SSL.2 User-initiated locking
	FTA_SSL.2.1 The TSF shall allow user-initiated loc...
	a) clearing or overwriting display devices, making...
	b) disabling any activity of the user’s data acces...

	FTA_SSL.2.2 The TSF shall require the following ev...

	FTA_SSL.3 TSF-initiated termination
	FTA_SSL.3.1 The TSF shall terminate an interactive...


	12.4 TOE access banners (FTA_TAB)
	TOE access banners
	This family defines requirements to display a conf...

	Component levelling
	FTA_TAB.1��Default TOE access banners provides the...

	Management: FTA_TAB.1
	The following actions could be considered for the ...
	a) maintenance of the banner by the authorised adm...


	Audit: FTA_TAB.1
	There are no actions identified that should be aud...

	FTA_TAB.1 Default TOE access banners
	FTA_TAB.1.1 Before establishing a user session, th...


	12.5 TOE access history (FTA_TAH)
	TOE access history
	This family defines requirements for the TSF to di...

	Component levelling
	FTA_TAH.1��TOE access history provides the require...

	Management: FTA_TAH.1
	There are no management activities foreseen.

	Audit: FTA_TAH.1
	There are no actions identified that should be aud...

	FTA_TAH.1 TOE access history
	FTA_TAH.1.1 Upon successful session establishment,...
	FTA_TAH.1.2 Upon successful session establishment,...
	FTA_TAH.1.3 The TSF shall not erase the access his...


	12.6 TOE session establishment (FTA_TSE)
	TOE session establishment
	This family defines requirements to deny a user pe...

	Component levelling
	FTA_TSE.1��TOE session establishment provides requ...

	Management: FTA_TSE.1
	The following actions could be considered for the ...
	a) management of the session establishment conditi...


	Audit: FTA_TSE.1
	The following actions should be auditable if FAU_G...
	a) Minimal: Denial of a session establishment due ...
	b) Basic: All attempts at establishment of a user ...
	c) Detailed: Capture of the value of the selected ...


	FTA_TSE.1 TOE session establishment
	FTA_TSE.1.1 The TSF shall be able to deny session ...



	13 Class FTP: Trusted path/channels
	Trusted path/channels
	Families in this class provide requirements for a ...
	- The communications path is constructed using int...
	- Use of the communications path may be initiated ...
	- The communications path is capable of providing ...

	In this paradigm, a trusted channel is a communica...
	A trusted path provides a means for users to perfo...
	Figure 13.1 shows the decomposition of this class ...
	Figure 13.1 - Trusted path/channels class decompos...


	13.1 Inter-TSF trusted channel (FTP_ITC)
	Inter-TSF trusted channel
	This family defines requirements for the creation ...
	Component levelling
	FTP_ITC.1�Inter-TSF trusted channel requires that ...

	Management: FTP_ITC.1
	The following actions could be considered for the ...
	a) Configuring the actions that require trusted ch...


	Audit: FTP_ITC.1
	The following actions should be auditable if FAU_G...
	a) Minimal: Failure of the trusted channel functio...
	b) Minimal: Identification of the initiator and ta...
	c) Basic: All attempted uses of the trusted channe...
	d) Basic: Identification of the initiator and targ...


	FTP_ITC.1 Inter-TSF trusted channel
	FTP_ITC.1.1 The TSF shall provide a communication ...
	FTP_ITC.1.2 The TSF shall permit [selection: the T...
	FTP_ITC.1.3 The TSF shall initiate communication v...



	13.2 Trusted path (FTP_TRP)
	Trusted path
	This family defines the requirements to establish ...
	Component levelling
	FTP_TRP.1�Trusted path requires that a trusted pat...

	Management: FTP_TRP.1
	The following actions could be considered for the ...
	a) Configuring the actions that require trusted pa...


	Audit: FTP_TRP.1
	The following actions should be auditable if FAU_G...
	a) Minimal: Failures of the trusted path functions...
	b) Minimal: Identification of the user associated ...
	c) Basic: All attempted uses of the trusted path f...
	d) Basic: Identification of the user associated wi...


	FTP_TRP.1 Trusted path
	FTP_TRP.1.1 The TSF shall provide a communication ...
	FTP_TRP.1.2 The TSF shall permit [selection: the T...
	FTP_TRP.1.3 The TSF shall require the use of the t...




	Annex A (informative)
	Security functional requirements application notes...
	This annex contains informative guidance for the f...
	A.1 Structure of the notes
	This clause defines the content and presentation o...
	A.1.1 Class structure
	Figure A.1 below illustrates the functional class ...
	Figure A.1 - Functional class structure

	A.1.1.1 Class name
	This is the unique name of the class defined withi...

	A.1.1.2 Class introduction
	The class introduction in this annex provides info...


	A.1.2 Family structure
	Figure A.2 illustrates the functional family struc...
	Figure A.2 - Functional family structure for appli...

	A.1.2.1 Family name
	This is the unique name of the family defined with...

	A.1.2.2 User notes
	The user notes contain additional information that...

	A.1.2.3 Evaluator notes
	The evaluator notes contain any information that i...
	These User Notes and Evaluator Notes sections are ...


	A.1.3 Component structure
	Figure A.3 illustrates the functional component st...
	Figure A.3 - Functional component structure

	A.1.3.1 Component identification
	This is the unique name of the component defined w...

	A.1.3.2 Component rationale and application notes
	Any specific information related to the component ...
	- The rationale contains the specifics of the rati...
	- The application notes contain additional refinem...

	This section is not mandatory and appears only if ...

	A.1.3.3 Permitted operations
	This portion of each component contains advice rel...
	This section is not mandatory and appears only if ...



	A.2 Dependency table
	Table A.1 -�Dependency table for functional compon...
	Table A.1 - Dependency table for functional compon...




	Annex B (informative)
	Functional classes, families, and components

	Security audit
	CC audit families allow PP/ST authors the ability ...
	While developing the security audit requirements, ...
	Audit requirements in a distributed environment:
	The implementation of audit requirements for netwo...
	Also, different hosts and servers on a distributed...
	A multi-object audit repository, portions of which...
	Finally, misuse of authority by authorised users s...
	Figure C.1 shows the decomposition of this class i...
	Figure C.1 - Security audit class decomposition


	C.1 Security audit automatic response (FAU_ARP)
	Security audit automatic response
	The Security audit automatic response family descr...
	An audit event is defined to be an “potential secu...
	FAU_ARP.1 Security alarms
	An action should be taken for follow up action in ...
	In FAU_ARP.1.1 the PP/ST author should specify the...

	C.2 Security audit data generation (FAU_GEN)

	Security audit data generation
	The Security audit data generation family includes...
	This family is presented in a manner that avoids a...
	The list of auditable events is entirely dependent...
	“The following actions should be auditable if FAU_...
	a) Minimal: Successful use of the user security at...
	b) Basic: All attempted uses of the user security ...
	c) Basic: Identification of which user security at...
	d) Detailed: With the exception of specific sensit...

	For each functional component that is chosen, the ...
	Observe that the categorisation of auditable event...
	A PP/ST author may decide to include other auditab...
	The functionality that creates the auditable event...
	The following are examples of the types of the eve...
	a) Introduction of objects within the TSC into a s...
	b) Deletion of objects;
	c) Distribution or revocation of access rights or ...
	d) Changes to subject or object security attribute...
	e) Policy checks performed by the TSF as a result ...
	f) The use of access rights to bypass a policy che...
	g) Use of Identification and Authentication functi...
	h) Actions taken by an operator, and/or authorised...
	i) Import/export of data from/to removable media (...

	FAU_GEN.1 Audit data generation
	This component defines requirements to identify th...
	FAU_GEN.1 by itself might be used when the TSP doe...
	There is a dependency on FPT_STM. If correctness o...
	For FAU_GEN.1.1b, the PP/ST author should select t...
	For FAU_GEN.1.1c, the PP/ST author should assign a...
	For FAU_GEN.1.2b, the PP/ST author should assign, ...

	FAU_GEN.2 User identity association
	This component addresses the requirement of accoun...
	There is a potential conflict between the audit an...

	C.3 Security audit analysis (FAU_SAA)

	Security audit analysis
	This family defines requirements for automated mea...
	The action to be performed by the TSF on detection...
	For real-time analysis, audit data could be transf...
	FAU_SAA.1 Potential violation analysis
	This component is used to specify the set of audit...
	For FAU_SAA.1.2.a, the PP/ST author should identif...
	In FAU_SAA.1.2.b, the PP/ST author should specify ...

	FAU_SAA.2 Profile based anomaly detection
	A profile is a structure that characterises the be...
	Each profile represents the expected patterns of u...
	a) Single user account: one profile per user;
	b) Group ID or Group Account: one profile for all ...
	c) Operating Role: one profile for all users shari...
	d) System: one profile for all users of a system.

	Each member of a profile target group is assigned ...
	The sophistication of the anomaly detection tool w...
	This component is used to specify the set of audit...
	The PP/ST author should enumerate specifically wha...
	FAU_SAA.2 requires that the TSF maintain profiles ...
	Administrative notification should be provided suc...
	The PP/ST author should define how to interpret su...
	For FAU_SAA.2.1, the PP/ST author should specify t...
	For FAU_SAA.2.3, the PP/ST author should specify c...

	FAU_SAA.3 Simple attack heuristics
	In practice, it is at best rare when an analysis t...
	The complexity of a given tool will depend greatly...
	The PP/ST author should enumerate specifically wha...
	Administrative notification should be provided suc...
	An effort was made in the specification of these r...
	The elements of FAU_SAA.3 do not require that the ...
	For FAU_SAA.3.1, the PP/ST author should identify ...
	In FAU_SAA.3.2, the PP/ST author should specify th...

	FAU_SAA.4 Complex attack heuristics
	In practice, it is at best rare when an analysis t...
	The complexity of a given tool will depend greatly...
	The PP/ST author should define a base set of signa...
	The PP/ST author should enumerate specifically wha...
	Administrative notification should be provided suc...
	An effort was made in the specification of these r...
	The elements of FAU_SAA.4 do not require that the ...
	For FAU_SAA.4.1, the PP/ST author should identify ...
	For FAU_SAA.4.1, the PP/ST author should identify ...
	In FAU_SAA.4.2, the PP/ST author should specify th...

	C.4 Security audit review (FAU_SAR)

	Security audit review
	The Security audit review family defines requireme...
	These functions should allow pre-storage or post-s...
	- the actions of one or more users (e.g. identific...
	- the actions performed on a specific object or TO...
	- all of a specified set of audited exceptions; or...
	- actions associated with a specific TSP attribute...

	The distinction between audit reviews is based on ...
	FAU_SAR.1 Audit review
	This component is used to specify that users and/o...
	The content of the audit records that can be viewe...
	In FAU_SAR.1.1 the PP/ST author should specify the...
	In FAU_SAR.1.1 the PP/ST author should specify the...

	FAU_SAR.2 Restricted audit review
	This component specifies that any users not identi...

	FAU_SAR.3 Selectable audit review
	This component is used to specify that it should b...
	For FAU_SAR.3.1 the PP/ST author should select whe...
	For FAU_SAR.3.1, the PP/ST author should assign th...

	C.5 Security audit event selection (FAU_SEL)

	Security audit event selection
	The Security audit event selection family provides...
	This family ensures that it is possible to keep th...
	FAU_SEL.1 Selective audit
	This component defines the criteria used for the s...
	The existence of individual user identities is not...
	For a distributed environment, the host identity c...
	The management function FMT_MTD.1��Management of T...
	For FAU_SEL.1.1a, the PP/ST author should select w...
	For FAU_SEL.1.1b, the PP/ST author should specify ...

	C.6 Security audit event storage (FAU_STG)

	Security audit event storage
	The Security audit event storage family describes ...
	FAU_STG.1 Protected audit trail storage
	In a distributed environment, as the location of t...
	The TSF will protect the audit trail from unauthor...
	In FAU_STG.1.2, the PP/ST author should specify wh...

	FAU_STG.2 Guarantees of audit data availability
	This component allows the PP/ST author to specify ...
	In a distributed environment, as the location of t...
	In FAU_STG.2.2, the PP/ST author should specify wh...
	In FAU_STG.2.3, the PP/ST author should specify th...
	In FAU_STG.2.3, the PP/ST author should specify th...

	FAU_STG.3 Action in case of possible audit data lo...
	This component requires that actions will be taken...
	In FAU_STG.3.1, the PP/ST author should indicate t...
	In FAU_STG.3.1, the PP/ST author should specify ac...

	FAU_STG.4 Prevention of audit data loss
	This component specifies the behaviour of the TOE ...
	In FAU_STG.4.1, the PP/ST author should select whe...
	In FAU_STG.4.1, the PP/ST author should specify ot...
	This class describes requirements specifically of ...
	Figure D.1 - Communication class decomposition

	Figure D.1 shows the decomposition of this class i...
	In this class the concept of “information” is used...
	In the literature, the terms ‘proof of receipt’ an...

	D.1 Non-repudiation of origin (FCO_NRO)

	Non-repudiation of origin
	Non-repudiation of origin defines requirements to ...
	If the information or the associated attributes ar...
	In non-repudiation there are several different rol...
	The PP/ST author must specify the conditions that ...
	In most cases, the identity of the recipient will ...
	In addition to (or instead of) the user identity, ...
	FCO_NRO.1 Selective proof of origin
	In FCO_NRO.1.1 the PP/ST author should fill in the...
	In FCO_NRO.1.1 the PP/ST author should specify the...
	In FCO_NRO.1.1 the PP/ST author, dependent on the ...
	In FCO_NRO.1.2 the PP/ST author should fill in the...
	In FCO_NRO.1.2 the PP/ST author should fill in the...
	In FCO_NRO.1.3 the PP/ST author should specify the...
	In FCO_NRO.1.3 the PP/ST author, dependent on the ...
	In FCO_NRO.1.3 the PP/ST author should fill in the...

	FCO_NRO.2 Enforced proof of origin
	In FCO_NRO.2.1 the PP/ST author should fill in the...
	In FCO_NRO.2.2 the PP/ST author should fill in the...
	In FCO_NRO.2.2 the PP/ST author should fill in the...
	In FCO_NRO.2.3 the PP/ST author should specify the...
	In FCO_NRO.2.3 the PP/ST author, dependent on the ...
	In FCO_NRO.2.3 the PP/ST author should fill in the...

	D.2 Non-repudiation of receipt (FCO_NRR)

	Non-repudiation of receipt
	Non-repudiation of receipt defines requirements to...
	It should be noted that the provision of evidence ...
	If the information or the associated attributes ar...
	In non-repudiation, there are several different ro...
	The PP/ST author must specify the conditions that ...
	In most cases, the identity of the recipient will ...
	In addition to (or instead of) the user identity, ...
	FCO_NRR.1 Selective proof of receipt
	In FCO_NRR.1.1 the PP/ST author should fill in the...
	In FCO_NRR.1.1 the PP/ST author should specify the...
	In FCO_NRR.1.1 the PP/ST author, dependent on the ...
	In FCO_NRR.1.2 the PP/ST author should fill in the...
	In FCO_NRR.1.2 the PP/ST author should fill in the...
	In FCO_NRR.1.3 the PP/ST author should specify the...
	In FCO_NRR.1.3 the PP/ST author, dependent on the ...
	In FCO_NRR.1.3 the PP/ST author should fill in the...

	FCO_NRR.2 Enforced proof of receipt
	In FCO_NRR.2.1 the PP/ST author should fill in the...
	In FCO_NRR.2.2 the PP/ST author should fill in the...
	In FCO_NRR.2.2 the PP/ST author should fill in the...
	In FCO_NRR.2.3 the PP/ST author should specify the...
	In FCO_NRR.2.3 the PP/ST author, dependent on the ...
	In FCO_NRR.2.3 the PP/ST author should fill in the...



	Annex E (informative)
	Cryptographic support (FCS)
	The TSF may employ cryptographic functionality to ...
	The FCS class is composed of two families: FCO_CKM...
	Figure E.1 shows the decomposition of this class i...
	Figure E.1 - Cryptographic support class decomposi...

	For each cryptographic key generation method imple...
	For each cryptographic key distribution method imp...
	For each cryptographic key access method implement...
	For each cryptographic key destruction method impl...
	For each cryptographic operation (such as digital ...
	Cryptographic functionality may be used to meet ob...

	E.1 Cryptographic key management (FCS_CKM)
	Cryptographic key management
	Cryptographic keys must be managed throughout thei...
	As a minimum, cryptographic keys should at least g...
	This family is intended to support the cryptograph...
	If FAU_GEN Security Audit Data Generation is inclu...
	a) The object attributes may include the assigned ...
	b) The object value may include the values of cryp...

	Typically, random numbers are used to generate cry...
	FCS_CKM.1 Cryptographic key generation
	This component requires the cryptographic key size...
	In FCS_CKM.1.1, the PP/ST author should specify th...
	In FCS_CKM.1.1, the PP/ST author should specify th...
	In FCS_CKM.1.1, the PP/ST author should specify th...

	FCS_CKM.2 Cryptographic key distribution
	This component requires the method used to distrib...
	In FCS_CKM.2.1, the PP/ST author should specify th...
	In FCS_CKM.2.1, the PP/ST author should specify th...

	FCS_CKM.3 Cryptographic key access
	This component requires the method used to access ...
	In FCS_CKM.3.1, the PP/ST author should specify th...
	In FCS_CKM.3.1, the PP/ST author should specify th...
	In FCS_CKM.3.1, the PP/ST author should specify th...

	FCS_CKM.4 Cryptographic key destruction
	This component requires the method used to destroy...
	In FCS_CKM.4.1, the PP/ST author should specify th...
	In FCS_CKM.4.1, the PP/ST author should specify th...



	E.2 Cryptographic operation (FCS_COP)
	Cryptographic operation
	A cryptographic operation may have cryptographic m...
	Cryptographic operations may be used to support on...
	a) the user application for which the security ser...
	b) the use of different cryptographic algorithms a...
	c) the type or sensitivity of the data being opera...

	If FAU_GEN��Security audit data generation is incl...
	a) The types of cryptographic operation may includ...
	b) The subject attributes may include subject role...
	c) The object attributes may include the assigned ...

	FCS_COP.1 Cryptographic operation
	This component requires the cryptographic algorith...
	In FCS_COP.1.1, the PP/ST author should specify th...
	In FCS_COP.1.1, the PP/ST author should specify th...
	In FCS_COP.1.1, the PP/ST author should specify th...
	In FCS_COP.1.1, the PP/ST author should specify th...




	Annex F (informative)
	User data protection (FDP)
	This class contains families specifying requiremen...
	The class does not contain explicit requirements f...
	FDP does not explicitly deal with confidentiality,...
	A final aspect of this class is that it specifies ...
	The access control policies are policies that cont...
	This class is not meant to be a complete taxonomy ...
	For example, one could imagine a goal of having us...
	Finally, it is important when looking at the compo...
	A TOE security policy may encompass many security ...
	Figures F.1 and F.2 show the decomposition of this...
	Figure F.1 - User data protection class decomposit...
	Figure F.2 - User data protection class decomposit...

	When building a PP/ST using components from the FD...
	The requirements in the FDP class are defined in t...
	Each instantiation of a component can apply to onl...
	The key to selecting components from this family i...
	The following steps are guidance on how this class...
	a) Identify the policies to be enforced from the F...
	b) Identify the components and perform any applica...
	c) Identify any applicable function components fro...
	d) Identify who will have the ability to control a...
	e) Identify any appropriate components from the Cl...
	f) Identify any applicable rollback components fro...
	g) Identify any applicable residual information pr...
	h) Identify any applicable import or export compon...
	i) Identify any applicable internal TOE communicat...
	j) Identify any requirements for integrity protect...
	k) Identify any applicable inter-TSF communication...


	F.1 Access control policy (FDP_ACC)
	Access control policy
	This family is based upon the concept of arbitrary...
	The components in this family are capable of ident...
	The access control SFP covers a set of triplets: s...
	A critical aspect of an access control function th...
	There are no audit requirements in FCS_ACC as this...
	This family provides a PP/ST author the capability...
	FDP_ACC.1 Subset access control
	The terms object and subject refer to generic elem...
	This component specifies that the policy cover som...
	In FDP_ACC.1.1, the PP/ST author should specify a ...
	In FDP_ACC.1.1, the PP/ST author should specify th...

	FDP_ACC.2 Complete access control
	This component requires that all possible operatio...
	The PP/ST author must demonstrate that each combin...
	In FDP_ACC.2.1, the PP/ST author should specify a ...
	In FDP_ACC.2.1, the PP/ST author should specify th...



	F.2 Access control functions (FDP_ACF)
	Access control functions
	This family describes the rules for the specific f...
	This family provides a PP/ST author the capability...
	There are no explicit components to specify other ...
	A variety of acceptable access control SFs may be ...
	- Access control lists (ACLs)
	- Time-based access control specifications
	- Origin-based access control specifications
	- Owner-controlled access control attributes

	FDP_ACF.1 Security attribute based access control
	This component provides requirements for a mechani...
	Examples of the attributes that a PP/ST author mig...
	An identity attribute may be associated with users...
	A time attribute can be used to specify that acces...
	A location attribute could specify whether the loc...
	A grouping attribute allows a single group of user...
	This component also provides requirements for the ...
	In FDP_ACF.1.1, the PP/ST author should specify an...
	In FDP_ACF.1.1, the PP/ST author should specify th...
	In FDP_ACF.1.2, the PP/ST author should specify th...
	In FDP_ACF.1.3, the PP/ST author should specify th...
	In FDP_ACF.1.4, the PP/ST author should specify th...



	F.3 Data authentication (FDP_DAU)
	Data authentication
	This family describes specific functions that can ...
	Components in this family are to be used when ther...
	FDP_DAU.1 Basic data authentication
	This component may be satisfied by one-way hash fu...
	In FDP_DAU.1.1, the PP/ST author should specify th...
	In FDP_DAU.1.2, the PP/ST author should specify th...

	FDP_DAU.2 Data authentication with identity of gua...
	This component additionally requires the ability t...
	In FDP_DAU.2.1, the PP/ST author should specify th...
	In FDP_DAU.2.2, the PP/ST author should specify th...



	F.4 Export to outside TSF control (FDP_ETC)
	Export to outside TSF control
	This family defines functions for exporting user d...
	FDP_ETC is concerned with limitations on export an...
	This family, and the corresponding Import family F...
	A variety of activities might be involved here:
	a) exporting of user data without any security att...
	b) exporting user data including security attribut...

	If there are multiple SFPs (access control and/or ...
	FDP_ETC.1 Export of user data without security att...
	This component is used to specify the export of us...
	In FDP_ETC.1.1, the PP/ST author should specify th...

	FDP_ETC.2 Export of user data with security attrib...
	The user data is exported together with its securi...
	In FDP_ETC.2.1, the PP/ST author should specify th...
	In FDP_ETC.2.4, the PP/ST author should specify an...



	F.5 Information flow control policy (FDP_IFC)
	Information flow control policy
	This family covers the identification of informati...
	Examples of security policies that might satisfy t...
	- Bell and La Padula Security model [B&L];
	- Biba Integrity model [Biba];
	- Non-Interference [Gogu1,Gogu2].

	The components in this family are capable of ident...
	These components are quite flexible. They allow th...
	Each SFP covers a set of triplets: subject, inform...
	In the second component (FDP_IFC.2��Complete infor...
	An information flow control SFP covers a well-defi...
	An access control SFP controls access to the objec...
	Information flows and operations can be expressed ...
	The components in this family can be applied multi...
	FDP_IFC.1 Subset information flow control
	This component requires that an information flow c...
	In FDP_IFC.1.1, the PP/ST author should specify a ...
	In FDP_IFC.1.1, the PP/ST author should specify th...

	FDP_IFC.2 Complete information flow control
	This component requires that all possible operatio...
	The PP/ST author must demonstrate that each combin...
	In FDP_IFC.2.1, the PP/ST author should specify a ...
	In FDP_IFC.2.1, the PP/ST author should specify th...



	F.6 Information flow control functions (FDP_IFF)
	Information flow control functions
	This family describes the rules for the specific f...
	In order to implement strong protection against di...
	In this family, the phrase “types of illicit infor...
	The flexibility of these components allows the def...
	FDP_IFF.1 Simple security attributes
	This component requires security attributes on inf...
	This component does not specify the details of how...
	This component also provides requirements for the ...
	In FDP_IFF.1.1, the PP/ST author should specify th...
	In FDP_IFF.1.1 the PP/ST author should specify the...
	In FDP_IFF.1.2 the PP/ST author should specify for...
	In FDP_IFF.1.3 the PP/ST author should specify any...
	In FDP_IFF.1.4 the PP/ST author should specify any...
	In FDP_IFF.1.5, the PP/ST author should specify th...
	In FDP_IFF.1.6, the PP/ST author should specify th...

	FDP_IFF.2 Hierarchical security attributes
	This component requires that all information flow ...
	For example, it should be used when at least one o...
	It is important to note that the hierarchical rela...
	Like the preceding component, this component could...
	If it is the case that multiple information flow c...
	Operations
	In FDP_IFF.2.1, the PP/ST author should specify th...
	In FDP_IFF.2.1 the PP/ST author should specify the...
	In FDP_IFF.2.2 the PP/ST author should specify for...
	In FDP_IFF.2.3 the PP/ST author should specify any...
	In FDP_IFF.2.4 the PP/ST author should specify any...
	In FDP_IFF.2.5, the PP/ST author should specify th...
	In FDP_IFF.2.6, the PP/ST author should specify th...


	FDP_IFF.3 Limited illicit information flows
	This component should be used when at least one of...
	For the specified illicit information flows, certa...
	Operations
	In FDP_IFF.3.1 the PP/ST author should specify the...
	In FDP_IFF.3.1 the PP/ST author should specify the...
	In FDP_IFF.3.1 the PP/ST author should specify the...


	FDP_IFF.4 Partial elimination of illicit informati...
	This component should be used when all the SFPs th...
	In FDP_IFF.4.1 the PP/ST author should specify the...
	In FDP_IFF.4.1 the PP/ST author should specify the...
	In FDP_IFF.4.1 the PP/ST author should specify the...
	In FDP_IFF.4.2 the PP/ST author should specify the...

	FDP_IFF.5 No illicit information flows
	This component should be used when the SFPs that r...
	In FDP_IFF.5.1 the PP/ST author should specify the...

	FDP_IFF.6 Illicit information flow monitoring
	This component should be used when it is desired t...
	In FDP_IFF.6.1 the PP/ST author should specify the...
	In FDP_IFF.6.1 the PP/ST author should specify the...
	In FDP_IFF.6.1 the PP/ST author should specify the...



	F.7 Import from outside TSF control (FDP_ITC)
	Import from outside TSF control
	This family defines mechanisms for importing user ...
	FDP_ITC is concerned with limitations on import, u...
	This family, and the corresponding export family F...
	A variety of activities might be involved here:
	a) importing user data from an unformatted medium ...
	b) importing user data, including security attribu...
	c) importing user data, including security attribu...

	This family is not concerned with the determinatio...
	There are two possibilities for the import of user...
	If there are reliable security attributes availabl...
	This family is concerned with importing user data ...
	Some of the well known import requirements are:
	a) importing of user data without any security att...
	b) importing of user data including security attri...

	These import requirements may be handled by the TS...
	If there are multiple SFPs (access control and/or ...
	FDP_ITC.1 Import of user data without security att...
	This component is used to specify the import of us...
	In FDP_ITC.1.1, the PP/ST author should specify th...
	In FDP_ITC.1.3, the PP/ST author should specify an...

	FDP_ITC.2 Import of user data with security attrib...
	This component is used to specify the import of us...
	In FDP_ITC.2.1, the PP/ST author should specify th...
	In FDP_ITC.2.5, the PP/ST author should specify an...



	F.8 Internal TOE transfer (FDP_ITT)
	Internal TOE transfer
	This family provides requirements that address pro...
	The requirements in this family allow a PP/ST auth...
	The determination of the degree of physical separa...
	If there are multiple SFPs (access control and/or ...
	FDP_ITT.1 Basic internal transfer protection
	In FDP_ITT.1.1, the PP/ST author should specify th...
	In FDP_ITT.1.1 the PP/ST author should specify the...

	FDP_ITT.2 Transmission separation by attribute
	This component could, for example, be used to prov...
	One of the ways to achieve separation of data when...
	In FDP_ITT.2.1, the PP/ST author should specify th...
	In FDP_ITT.2.1 the PP/ST author should specify the...
	In FDP_ITT.2.2, the PP/ST author should specify th...

	FDP_ITT.3 Integrity monitoring
	This component is used in combination with either ...
	The PP/ST author has to specify the types of error...
	The PP/ST author must specify the actions that the...
	In FDP_ITT.3.1, the PP/ST author should specify th...
	In FDP_ITT.3.1, the PP/ST author should specify th...
	In FDP_ITT.3.2, the PP/ST author should specify th...

	FDP_ITT.4 Attribute-based integrity monitoring
	This component is used in combination with FDP_ITT...
	For example, this component could be used to provi...
	The PP/ST author has to specify the types of error...
	The PP/ST author should specify the attributes (an...
	The PP/ST author must specify the actions that the...
	In FDP_ITT.4.1, the PP/ST author should specify th...
	In FDP_ITT.4.1, the PP/ST author should specify th...
	In FDP_ITT.4.1, the PP/ST author should specify a ...
	In FDP_ITT.4.2, the PP/ST author should specify th...



	F.9 Residual information protection (FDP_RIP)
	Residual information protection
	This family addresses the need to ensure that dele...
	This family requires protection for information th...
	It also applies to resources that are serially reu...
	FDP_RIP typically controls access to information t...
	It is important to note that FDP_RIP applies only ...
	FDP_RIP and FDP_ROL can conflict when FDP_RIP is i...
	There are no audit requirements in FDP_RIP because...
	This family should apply to the objects specified ...
	FDP_RIP.1 Subset residual information protection
	This component requires that, for a subset of the ...
	In FDP_RIP.1.1, the PP/ST author should specify th...
	In FDP_RIP.1.1, the PP/ST author should specify th...

	FDP_RIP.2 Full residual information protection
	This component requires that for all objects in th...
	In FDP_RIP.2.1, the PP/ST author should specify th...



	F.10 Rollback (FDP_ROL)
	Rollback
	This family addresses the need to return to a well...
	This family is intended to assist a user in return...
	FDP_RIP and FDP_ROL conflict when FDP_RIP enforces...
	The rollback requirement is bounded by certain lim...
	FDP_ROL.1 Basic rollback
	This component allows a user or subject to undo a ...
	In FDP_ROL.1.1, the PP/ST author should specify th...
	In FDP_ROL.1.1 the PP/ST author should specify the...
	In FDP_ROL.1.1 the PP/ST author should specify the...
	In FDP_ROL.1.2 the PP/ST author should specify the...

	FDP_ROL.2 Advanced rollback
	This component enforces that the TSF provide the c...
	In FDP_ROL.2.1, the PP/ST author should specify th...
	In FDP_ROL.2.1 the PP/ST author should specify the...
	In FDP_ROL.2.2 the PP/ST author should specify the...



	F.11 Stored data integrity (FDP_SDI)
	Stored data integrity
	This family provides requirements that address pro...
	Hardware glitches or errors may affect data stored...
	To prevent a subject from modifying the data, the ...
	This family differs from FDP_ITT��Internal TOE tra...
	FDP_SDI.1 Stored data integrity monitoring
	This component monitors data stored on media for i...
	In FDP_SDI.1.1 the PP/ST author should specify the...
	In FDP_SDI.1.1 the PP/ST author should specify the...

	FDP_SDI.2 Stored data integrity monitoring and act...
	This component monitors data stored on media for i...
	In FDP_SDI.2.1 the PP/ST author should specify the...
	In FDP_SDI.2.1 the PP/ST author should specify the...
	In FDP_SDI.2.2 the PP/ST author should specify the...



	F.12 Inter-TSF user data confidentiality transfer ...
	Inter-TSF user data confidentiality transfer prote...
	This family defines the requirements for ensuring ...
	This family provides a requirement for the protect...
	FDP_UCT.1 Basic data exchange confidentiality
	The TSF has the ability to protect from disclosure...
	In FDP_UCT.1.1, the PP/ST author should specify th...
	In FDP_UCT.1.1, the PP/ST author should specify wh...



	F.13 Inter-TSF user data integrity transfer protec...
	Inter-TSF user data integrity transfer protection
	This family defines the requirements for providing...
	This family defines the requirements for providing...
	FDP_UIT and FDP_UCT are duals of each other, as FD...
	FDP_UIT.1 Data exchange integrity
	The TSF has a basic ability to send or receive use...
	In FDP_UIT.1.1, the PP/ST author should specify th...
	In FDP_UIT.1.1, the PP/ST author should specify wh...
	In FDP_UIT.1.1 the PP/ST author should specify whe...
	In FDP_UIT.1.2 the PP/ST author should specify whe...

	FDP_UIT.2 Source data exchange recovery
	This component provides the ability to recover fro...
	In FDP_UIT.2.1, the PP/ST author should specify th...
	In FDP_UIT.2.1, the PP/ST author should specify th...

	FDP_UIT.3 Destination data exchange recovery
	This component provides the ability to recover fro...
	In FDP_UIT.3.1, the PP/ST author should specify th...
	In FDP_UIT.3.1, the PP/ST author should specify th...




	Annex G (informative)
	Identification and authentication (FIA)
	A common security requirement is to unambiguously ...
	Families in this class address the requirements fo...
	The unambiguous identification of authorised users...
	The FIA_UID family addresses determining the ident...
	The FIA_UAU family addresses verifying the identit...
	The FIA_AFL family addresses defining limits on re...
	The FIA_ATD family address the definition of user ...
	The FIA_USB family addresses the correct associati...
	The FIA_SOS family addresses the generation and ve...
	Figure G.1 - Identification and authentication cla...


	G.1 Authentication failures (FIA_AFL)
	Authentication failures
	This family addresses requirements for defining va...
	The session establishment process is the interacti...
	FIA_AFL.1 Authentication failure handling
	The PP/ST author may define the number of unsucces...
	The PP/ST author could specify a list of actions t...
	In order to prevent denial of service, TOEs usuall...
	Further actions for the TSF can be stated by the P...
	In FIA_AFL.1.1, if the PP/ST author should specify...
	In FIA_AFL.1.1, the PP/ST author should specify th...
	In FIA_AFL.1.2, the PP/ST author should specify th...



	G.2 User attribute definition (FIA_ATD)
	User attribute definition
	All authorised users may have a set of security at...
	There are dependencies on the individual security ...
	FIA_ATD.1 User attribute definition
	This component specifies the security attributes t...
	In case security attributes belong to a group of u...
	In FIA_ATD.1.1, the PP/ST author should specify th...



	G.3 Specification of secrets (FIA_SOS)
	Specification of secrets
	This family defines requirements for mechanisms th...
	A secret can be generated outside the TOE (e.g. se...
	Secrets can also be generated by the TOE. In those...
	Secrets contain the authentication data provided b...
	FIA_SOS.1 Verification of secrets
	Secrets can be generated by the user. This compone...
	In FIA_SOS.1.1, the PP/ST author should provide a ...

	FIA_SOS.2 TSF generation of secrets
	This component allows the TSF to generate secrets ...
	When a pseudo-random number generator is used in a...
	In FIA_SOS.2.1, the PP/ST author should provide a ...
	In FIA_SOS.2.2, the PP/ST author should provide a ...



	G.4 User authentication (FIA_UAU)
	User authentication
	This family defines the types of user authenticati...
	FIA_UAU.1 Timing of authentication
	This component requires that the PP/ST author defi...
	This component cannot control whether the actions ...
	In FIA_UAU.1.1, the PP/ST author should specify a ...

	FIA_UAU.2 User authentication before any action
	This component requires that users are identified ...

	FIA_UAU.3 Unforgeable authentication
	This component addresses requirements for mechanis...
	This component may be useful only with authenticat...
	In FIA_UAU.3.1, the PP/ST author should specify wh...
	In FIA_UAU.3.2, the PP/ST author should specify wh...

	FIA_UAU.4 Single-use authentication mechanisms
	This component addresses requirements for authenti...
	The PP/ST author can specify to which authenticati...
	In FIA_UAU.4.1, the PP/ST author should specify th...

	FIA_UAU.5 Multiple authentication mechanisms
	The use of this component allows specification of ...
	The management functions in the class FMT may prov...
	To allow anonymous users to be on the system, a ‘n...
	In FIA_UAU.5.1, the PP/ST author should define the...
	In FIA_UAU.5.2, the PP/ST author should specify th...
	The PP/ST author might give the boundaries within ...

	FIA_UAU.6 Re-authenticating
	This component addresses potential needs to re-aut...
	In FIA_UAU.6.1, the PP/ST author should specify th...
	The PP/ST author might give the boundaries within ...

	FIA_UAU.7 Protected authentication feedback
	This component addresses the feedback on the authe...
	This component requires that the authentication da...
	In FIA_UAU.7.1, the PP/ST author should specify th...



	G.5 User identification (FIA_UID)
	User identification
	This family defines the conditions under which use...
	FIA_UID.1 Timing of identification
	This component poses requirements for the user to ...
	If FIA_UID.1 is used, the TSF-mediated actions men...
	In FIA_UID.1.1, the PP/ST author should specify a ...

	FIA_UID.2 User identification before any action
	In this component users will be identified. A user...



	G.6 User-subject binding (FIA_USB)
	User-subject binding
	An authenticated user, in order to use the TOE, ty...
	FIA_USB.1 User-subject binding
	The phrase “acting on behalf of” has proven to be ...




	Annex H (informative)
	Security management (FMT)
	This class specifies the management of several asp...
	In an environment where the TOE is made up of mult...
	.
	Figure H.1 - Security management class decompositi...


	H.1 Management of functions in TSF (FMT_MOF)
	Management of functions in TSF
	The TSF management functions enable authorised use...
	a) Management functions that relate to access cont...
	b) Management functions that relate to controls ov...
	c) Management functions that relate to general ins...
	d) Management functions that relate to routine con...

	Note that these functions need to be present in a ...
	The TSF might contain functions that can be contro...
	FMT_MOF.1 Management of security functions behavio...
	This component allows identified roles to manage t...
	In FMT_MOF.1.1 the PP/ST author should select whet...
	In FMT_MOF.1.1 the PP/ST author should specify the...
	In FMT_MOF.1.1 the PP/ST author should specify the...



	H.2 Management of security attributes (FMT_MSA)
	Management of security attributes
	This family defines the requirements on the manage...
	Users, subjects and objects have associated securi...
	It is noted that the right to assign rights to use...
	FMT_MSA.2 can be used to ensure that any accepted ...
	In some instances subjects, objects or user accoun...
	FMT_MSA.1 Management of security attributes
	This component allows users acting in certain role...
	The default value of a parameter is the value the ...
	In FMT_MSA.1.1, the PP/ST author should list the a...
	In FMT_MSA.1.1 the PP/ST author should specify the...
	In FMT_MSA.1.1, if selected, the PP/ST author shou...
	In FMT_MSA.1.1 the PP/ST author should specify the...
	In FMT_MSA.1.1 the PP/ST author should specify the...

	FMT_MSA.2 Secure security attributes
	This component contains requirements on the values...
	The definition of what ‘secure’ means is not answe...

	FMT_MSA.3 Static attribute initialisation
	This component requires that the TSF provide defau...
	In FMT_MSA.3.1,the PP/ST author should list the ac...
	In FMT_MSA.3.1, the PP/ST author should select whe...
	In FMT_MSA.3.2 the PP/ST author should specify the...



	H.3 Management of TSF data (FMT_MTD)
	Management of TSF data
	This component imposes requirements on the managem...
	FMT_MTD.1 Management of TSF data
	This component allows users with a certain role to...
	The default value of a parameter is the values the...
	In FMT_MTD.1.1 the PP/ST author should specify the...
	In FMT_MTD.1.1, if selected, the PP/ST author shou...
	In FMT_MTD.1.1 the PP/ST author should specify the...
	In FMT_MTD.1.1 the PP/ST author should specify the...

	FMT_MTD.2 Management of limits on TSF data
	This component specifies limits on TSF data, and a...
	In FMT_MTD.2.1 the PP/ST author should specify the...
	In FMT_MTD.2.1 the PP/ST author should specify the...
	In FMT_MTD.2.2 the PP/ST author should specify the...

	FMT_MTD.3 Secure TSF data
	This component covers requirements on the values t...
	The definition of what ‘secure’ means is not answe...



	H.4 Revocation (FMT_REV)
	Revocation
	This family addresses revocation of security attri...
	FMT_REV.1 Revocation
	This component specifies requirements on the revoc...
	a) Revocation will take place on the next login of...
	b) Revocation will take place on the next attempt ...
	c) Revocation will take place within a fixed time....

	In FMT_REV.1.1, the PP/ST author should specify wh...
	In FMT_REV.1.1 the PP/ST author should specify the...
	In FMT_REV.1.2, the PP/ST author should specify th...



	H.5 Security attribute expiration (FMT_SAE)
	Security attribute expiration
	This family addresses the capability to enforce ti...
	FMT_SAE.1 Time-limited authorisation
	For FMT_SAE.1.1, the PP/ST author should provide t...
	In FMT_SAE.1.1 the PP/ST author should specify the...
	For FMT_SAE.1.2, the PP/ST author should provide a...



	H.6 Security management roles (FMT_SMR)
	Security management roles
	This family reduces the likelihood of damage resul...
	This family requires that information be maintaine...
	Some management actions can be performed by users,...
	The roles as used in this family are security rela...
	Some type of roles might be mutually exclusive. Fo...
	FMT_SMR.1 Security roles
	This component specifies the different roles that ...
	In FMT_SMR.1.1 the PP/ST author should specify the...

	FMT_SMR.2 Restrictions on security roles
	This component specifies the different roles that ...
	The conditions on those roles specify the interrel...
	In FMT_SMR.2.1 the PP/ST author should specify the...
	In FMT_SMR.2.3 the PP/ST author should specify the...

	FMT_SMR.3 Assuming roles
	This component specifies that an explicit request ...
	In FMT_SMR.3.1 the PP/ST author should specify the...




	Annex I (informative)
	Privacy (FPR)
	This class describes the requirements that could b...
	In the components of this class there is flexibili...
	Figure I.1 - Privacy class decomposition

	This class, together with other classes (such as t...
	Additional information is provided in the applicat...
	This class describes four families: Anonymity, Pse...
	All families assume that a user does not explicitl...
	All families in this class have components that ca...
	It is noted that the TSF should not only provide t...

	I.1 Anonymity (FPR_ANO)
	Anonymity
	Anonymity ensures that a subject may use a resourc...
	The intention of this family is to specify that a ...
	Therefore if a subject, using anonymity, performs ...
	Although the identity of the subject is not releas...
	The interpretation of “determine” should be taken ...
	The component levelling distinguishes between the ...
	Although some systems will provide anonymity for a...
	Possible applications include the ability to make ...
	Examples of potential hostile users or subjects ar...
	FPR_ANO.1 Anonymity
	This component ensures that the identity of a user...
	In FPR_ANO.1.1 the PP/ST author should specify the...
	In FPR_ANO.1.1 the PP/ST author should identify th...

	FPR_ANO.2 Anonymity without soliciting information...
	This component is used to ensure that the TSF is n...
	In FPR_ANO.2.1 the PP/ST author should specify the...
	In FPR_ANO.2.1 the PP/ST author should identify th...
	In FPR_ANO.2.2 the PP/ST author should identify th...
	For FPR_ANO.2.2 the PP/ST author should identify t...



	I.2 Pseudonymity (FPR_PSE)
	Pseudonymity
	Pseudonymity ensures that a user may use a resourc...
	In several respects, pseudonymity resembles anonym...
	The component FPR_PSE.1 does not specify the requi...
	A way to use the reference is by being able to obt...
	Another usage of the reference is as an alias for ...
	Using these constructs above, digital money can be...
	A different kind of system could be a digital cred...
	It should be realised that the more stringent comp...
	The intent is that the TSF not reveal any informat...
	Possible applications include the ability to charg...
	Examples of potential hostile users are providers,...
	FPR_PSE.1 Pseudonymity
	This component provides the user protection agains...
	In FPR_PSE.1.1 the PP/ST author should specify the...
	In FPR_PSE.1.1 the PP/ST author should identify th...
	In FPR_PSE.1.2 the PP/ST author should identify th...
	In FPR_PSE.1.2 the PP/ST author should identify th...
	In FPR_PSE.1.3 the PP/ST author should specify whe...
	In FPR_PSE.1.3 the PP/ST author should identify th...

	FPR_PSE.2 Reversible pseudonymity
	In this component, the TSF shall ensure that under...
	In FPR_PSE.1 the TSF shall provide an alias instea...
	In FPR_PSE.2.1 the PP/ST author should specify the...
	In FPR_PSE.2.1 the PP/ST author should identify th...
	In FPR_PSE.2.2 the PP/ST author should identify th...
	In FPR_PSE.2.2 the PP/ST author should identify th...
	In FPR_PSE.2.3 the PP/ST author should specify whe...
	In FPR_PSE.2.3 the PP/ST author should identify th...
	In FPR_PSE.2.4 the PP/ST author should select whet...
	In FPR_PSE.2.4 the PP/ST author should identify th...
	In FPR_PSE.2.4 the PP/ST author should identify th...

	FPR_PSE.3 Alias pseudonymity
	In this component, the TSF shall ensure that the p...
	If a user wants to use disk resources without disc...
	In FPR_PSE.3.1 the PP/ST author should specify the...
	In FPR_PSE.3.1 the PP/ST author should identify th...
	In FPR_PSE.3.2 the PP/ST author should identify th...
	In FPR_PSE.3.2 the PP/ST author should identify th...
	In FPR_PSE.3.3 the PP/ST author should specify whe...
	In FPR_PSE.3.3 the PP/ST author should identify th...
	In FPR_PSE.3.4 the PP/ST author should identify th...



	I.3 Unlinkability (FPR_UNL)
	Unlinkability
	Unlinkability ensures that a user may make multipl...
	The requirements for unlinkability are intended to...
	As a result, a requirement for unlinkability could...
	Unlinkability requires that different operations c...
	Possible applications include the ability to make ...
	Examples for potential hostile subjects and users ...
	FPR_UNL.1 Unlinkability
	This component ensures that users cannot link diff...
	In FPR_UNL.1.1 the PP/ST author should specify the...
	In FPR_UNL.1.1 the PP/ST author should identify th...
	In FPR_UNL.1.1 the PP/ST author should select the ...
	In FPR_UNL.1.1 the PP/ST author should identify th...



	I.4 Unobservability (FPR_UNO)
	Unobservability
	Unobservability ensures that a user may use a reso...
	Unobservability approaches the user identity from ...
	A number of techniques can be applied to implement...
	a) Allocation of information impacting unobservabi...
	b) Broadcast: When information is broadcast (e.g. ...
	c) Cryptographic protection and message padding: P...

	Sometimes, users should not see the use of a resou...
	This family makes use of the concept “parts of the...
	Unobservability of communications may be an import...
	FPR_UNO.1 Unobservability
	This component requires that the use of a function...
	In FPR_UNO.1.1 the PP/ST author should specify the...
	For FPR_UNO.1.1 the PP/ST author should identify t...
	For FPR_UNO.1.1 the PP/ST author should identify t...
	In FPR_UNO.1.1 the PP/ST author should specify the...

	FPR_UNO.2 Allocation of information impacting unob...
	This component requires that the use of a function...
	An example of the use of this component is the use...
	A more complex example can be found in some ‘votin...
	In addition to this component, a PP/ST author migh...
	In FPR_UNO.2.1 the PP/ST author should specify the...
	For FPR_UNO.2.1 the PP/ST author should identify t...
	For FPR_UNO.2.1 the PP/ST author should identify t...
	In FPR_UNO.2.1 the PP/ST author should specify the...
	For FPR_UNO.2.2 the PP/ST author should identify w...
	For FPR_UNO.2.2 the PP/ST author should specify th...

	FPR_UNO.3 Unobservability without soliciting infor...
	This component is used to require that the TSF doe...
	In FPR_UNO.3.1 the PP/ST author should identify th...
	For FPR_UNO.3.1 the PP/ST author should identify t...
	In FPR_UNO.3.1 the PP/ST author should specify the...

	FPR_UNO.4 Authorised user observability
	This component is used to require that there will ...
	In FPR_UNO.4.1 the PP/ST author should specify the...
	In FPR_UNO.4.1 the PP/ST author should specify the...




	Annex J (informative)
	Protection of the TSF (FPT)
	This class contains families of functional require...
	Figure J.1 - Protection of the TSF class decomposi...
	Figure J.2 - Protection of the TSF class decomposi...

	From the point of view of this class, there are th...
	a) The TSF's abstract machine, which is the virtua...
	b) The TSF's implementation, which executes on the...
	c) The TSF's data, which are the administrative da...

	All of the families in the FPT class can be relate...
	a) FPT_PHP (TSF physical protection), which provid...
	b) FPT_AMT (Underlying abstract machine test) and ...
	c) FPT_SEP (Domain separation) and FPT_RVM (Refere...
	d) FPT_RCV (Trusted recovery), FPT_FLS (Fail secur...
	e) FPT_ITA (Availability of exported TSF data), FP...
	f) FPT_ITT (Internal TOE TSF data transfer), which...
	g) FPT_RPL (Replay detection), which addresses the...
	h) FPT_SSP (State synchrony protocol), which addre...
	i) FPT_STM (Time stamps), which addresses reliable...
	j) FPT_TDC (Inter-TSF TSF data consistency), which...

	J.1 Underlying abstract machine test (FPT_AMT)

	Underlying abstract machine test
	This family defines the requirements for the TSF’s...
	The term “underlying abstract machine” typically r...
	The tests of the abstract machine may take various...
	a) Power-On Tests. These are tests that ensure the...
	b) Loadable Tests. These are tests that might be l...

	The tests of the underlying abstract machine shoul...
	FPT_AMT.1 Abstract machine testing
	This component provides support for the periodic t...
	The PP/ST author may refine the requirement to sta...
	It is acceptable for the functions for periodic te...
	In FPT_AMT.1.1 the PP/ST author should specify whe...

	J.2 Fail secure (FPT_FLS)

	Fail secure
	The requirements of this family ensure that the TO...
	FPT_FLS.1 Failure with preservation of secure stat...
	The term “secure state” refers to a state in which...
	Although it is desirable to audit situations in wh...
	Failures in the TSF may include “hard” failures, w...
	For FPT_FLS.1.1, the PP/ST author should list the ...

	J.3 Availability of exported TSF data (FPT_ITA)

	Availability of exported TSF data
	This family defines the rules for the prevention o...
	This family is used in a distributed system contex...
	If there are different availability metrics for di...
	FPT_ITA.1 Inter-TSF availability within a defined ...
	For FPT_ITA.1.1, the PP/ST author should specify t...
	For FPT_ITA.1.1, the PP/ST should specify the avai...
	For FPT_ITA.1.1, the PP/ST author should specify t...

	J.4 Confidentiality of exported TSF data (FPT_ITC)...

	Confidentiality of exported TSF data
	This family defines the rules for the protection f...
	This family is used in a distributed system contex...
	FPT_ITC.1 Inter-TSF confidentiality during transmi...
	Confidentiality of TSF Data during transmission is...

	J.5 Integrity of exported TSF data (FPT_ITI)

	Integrity of exported TSF data
	This family defines the rules for the protection, ...
	This family is used in a distributed system contex...
	FPT_ITI.1 Inter-TSF detection of modification
	This component should be used in situations where ...
	The desired strength of modification detection is ...
	For FPT_ITI.1.1, the PP/ST should specify the modi...
	For FPT_ITI.1.2, the PP/ST should specify the acti...

	FPT_ITI.2 Inter-TSF detection and correction of mo...
	This component should be used in situations where ...
	The desired strength of modification detection is ...
	The approach taken to correct modification might b...
	Some possible means of satisfying this requirement...
	For FPT_ITI.2.1, the PP/ST should specify the modi...
	For FPT_ITT.2.2, the PP/ST should specify the acti...
	For FPT_ITI.2.3, the PP/ST author should define th...

	J.6 Internal TOE TSF data transfer (FPT_ITT)

	Internal TOE TSF data transfer
	This family provides requirements that address pro...
	The determination of the degree of separation (i.e...
	One practical mechanism available to a TSF to prov...
	FPT_ITT.1 Basic internal TSF data transfer protect...
	In FPT_ITT.1.1, the PP/ST author should specify th...

	FPT_ITT.2 TSF data transfer separation
	One of the ways to achieve separation of TSF data ...
	In FPT_ITT.1.1, the PP/ST author should specify th...

	FPT_ITT.3 TSF data integrity monitoring
	In FPT_ITT.3.1, the PP/ST author should specify th...
	In FPT_ITT.3.1, if the PP/ST author chooses the la...
	In FPT_ITT.3.2, the PP/ST author should specify th...

	J.7 TSF physical protection (FPT_PHP)

	TSF physical protection
	TSF physical protection components refer to restri...
	The requirements in this family ensure that the TS...
	Examples of physical tampering scenarios include m...
	It is acceptable for the functions that are availa...
	Although there is only minimal auditing associatin...
	FPT_PHP.1 Passive detection of physical attack
	FPT_PHP.1 should be used when threats from unautho...

	FPT_PHP.2 Notification of physical attack
	FPT_PHP.2 should be used when threats from unautho...
	For FPT_PHP.2.3, the PP/ST author should provide a...
	For FPT_PHP.2.3, the PP/ST author should designate...

	FPT_PHP.3 Resistance to physical attack
	For some forms of tampering, it is necessary that ...
	This component should be used when TSF devices and...
	For FPT_PHP.3.1, the PP/ST author should specify t...
	For FPT_PHP.3.1, the PP/ST author should specify t...

	J.8 Trusted recovery (FPT_RCV)

	Trusted recovery
	The requirements of this family ensure that the TS...
	Recovery components reconstruct the TSF secure sta...
	a) Unmaskable action failures that always result i...
	b) Media failures causing part or all of the media...
	c) Discontinuity of operation caused by erroneous ...

	Note that recovery may be from either a complete o...
	This family identifies a maintenance mode. In this...
	Mechanisms designed to detect exceptional conditio...
	Throughout this family, the phrase “secure state” ...
	FPT_RCV.1 Manual recovery
	In the hierarchy of the trusted recovery family, r...
	This component is intended for use in TOEs that do...
	It is acceptable for the functions that are availa...

	FPT_RCV.2 Automated recovery
	Automated recovery is considered to be more useful...
	The component FPT_RCV.2 extends the feature covera...
	It is acceptable for the functions that are availa...
	For FPT_RCV.2.1, it is the responsibility of the d...
	It is assumed that the robustness of the automated...
	For FPT_RCV.2.2, the PP/ST author should specify t...

	FPT_RCV.3 Automated recovery without undue loss
	Automated recovery is considered to be more useful...
	The component FPT_RCV.3 extends the feature covera...
	This component addresses the threat of protection ...
	It is acceptable for the functions that are availa...
	It is assumed that the evaluators will verify the ...
	For FPT_RCV.3.2, the PP/ST author should specify t...
	For FPT_RCV.3.3, the PP/ST author should provide a...

	FPT_RCV.4 Function recovery
	Function recovery requires that if there should be...
	In FPT_RCV.4.1, the PP/ST author should specify a ...

	J.9 Replay detection (FPT_RPL)

	Replay detection and prevention
	This family addresses detection of replay for vari...
	FPT_RPL.1 Replay detection
	The entities included here are, for example, messa...
	In FPT_RPL.1.1, the PP/ST author should provide a ...
	In FPT_RPL.1.2, the PP/ST author should specify th...

	J.10 Reference mediation (FPT_RVM)

	Reference mediation
	The components of this family address the “always ...
	The Reference Monitor is that portion of the TSF r...
	a) Untrusted subjects cannot interfere with its op...
	b) Untrusted subjects cannot bypass its checks; i....
	c) It is simple enough to be analysed and its beha...

	This component states that, “the TSF shall ensure ...
	A TSF that implements a SFP provides effective pro...
	FPT_RVM.1 Non-bypassability of the TSP
	In order to obtain the equivalent of a reference m...

	J.11 Domain separation (FPT_SEP)

	Domain separation
	The components of this family ensure that at least...
	This family requires the following:
	a) The resources of the TSF’s security domain (“pr...
	b) The transfer of subjects between domains are co...
	c) The user or application parameters passed to th...
	d) The security domains of subjects are distinct e...

	This family is needed whenever confidence is requi...
	In order to obtain the equivalent of a reference m...
	FPT_SEP.1 TSF domain separation
	Without a separate protected domain for the TSF, t...

	FPT_SEP.2 SFP domain separation
	The most important function provided by a TSF is t...
	It is possible that a reference monitor in a layer...
	Note that it is acceptable for the reference monit...
	For FPT_SEP.2.1, the phrase “unisolated portion of...
	For FPT_SEP.2.3, the PP/ST author should specify t...

	FPT_SEP.3 Complete reference monitor
	The most important function provided by a TSF is t...
	It is possible that a reference monitor in a layer...
	Note that it is acceptable for the reference monit...

	J.12 State synchrony protocol (FPT_SSP)

	State synchrony protocol
	Distributed systems may give rise to greater compl...
	FPT_SSP establishes the requirement for certain cr...
	Some states may never be synchronised, or the tran...
	FPT_SSP.1 Simple trusted acknowledgement
	In this component, the TSF must supply an acknowle...

	FPT_SSP.2 Mutual trusted acknowledgement
	In this component, in addition to the TSF being ab...
	For example, the local TSF transmits some data to ...

	J.13 Time stamps (FPT_STM)

	Time stamps
	This family addresses requirements for a reliable ...
	It is the responsibility of the PP/ST author to cl...
	FPT_STM.1 Reliable time stamps
	Some possible uses of this component include provi...

	J.14 Inter-TSF TSF data consistency (FPT_TDC)

	Inter-TSF TSF data consistency
	In a distributed or composite system environment, ...
	The components in this family are intended to prov...
	This family is different from FDP_ETC and FDP_ITC,...
	If the integrity of the TSF data is of concern, re...
	FPT_TDC.1 Inter-TSF basic TSF data consistency
	The TSF is responsible for maintaining the consist...
	In FPT_TDC.1.1, the PP/ST author should define the...
	In FPT_TDC.1.2, the PP/ST should assign the list o...

	J.15 Internal TOE TSF data replication consistency...

	Internal TOE TSF data replication consistency
	The requirements of this family are needed to ensu...
	The method of ensuring consistency is not specifie...
	It may be impossible to synchronise some states, o...
	FPT_TRC.1 Internal TSF consistency
	In FPT_TRC.1.2, the PP/ST author should specify th...

	J.16 TSF self test (FPT_TST)

	TSF self test
	The family defines the requirements for the self-t...
	The requirements of this family are also needed to...
	In addition, use of this component may, with appro...
	The term “correct operation of the TSF” refers pri...
	FPT_TST.1 TSF testing
	This component provides support for the testing of...
	It is acceptable for the functions that are availa...
	In FPT_TST.1 the PP/ST author should specify when ...
	In FPT_TST.1.1 the PP/ST author should, if selecte...



	Annex K (informative)
	Resource utilisation (FRU)
	This class provides three families that support th...
	Figure K.1 - Resource utilisation class decomposit...

	K.1 Fault tolerance (FRU_FLT)

	Fault tolerance
	This family provides requirements for the availabi...
	Because the TOE can only continue its correct oper...
	The mechanisms to provide fault tolerance could be...
	For this family, it does not matter whether the fa...
	FRU_FLT.1 Degraded fault tolerance
	This component is intended to specify which capabi...
	In FRU_FLT.1.1 the PP/ST author should specify the...
	In FRU_FLT.1.1 the PP/ST author should specify the...

	FRU_FLT.2 Limited fault tolerance
	This component is intended to specify against what...
	In FRU_FLT.2.1 the PP/ST author should specify the...

	K.2 Priority of service (FRU_PRS)

	Priority of service
	The requirements of this family allow the TSF to c...
	This family could be applicable to several types o...
	The Priority of Service mechanism might be passive...
	The audit requirement states that all reasons for ...
	FRU_PRS.1 Limited priority of service
	This component defines priorities for a subject, a...
	For FRU_PRS.1.2, the PP/ST author should specify t...

	FRU_PRS.2 Full priority of service
	This component defines priorities for a subject. A...

	K.3 Resource allocation (FRU_RSA)

	Resource allocation
	The requirements of this family allow the TSF to c...
	Resource allocation rules allow the creation of qu...
	- Provide for object quotas that constrain the num...
	- Control the allocation/deallocation of preassign...

	In general, these functions will be implemented th...
	The objective of these components is to ensure a c...
	This family imposes requirements on resource alloc...
	FRU_RSA.1 Maximum quotas
	This component provides requirements for quota mec...
	In FRU_RSA.1.1, the PP/ST author should specify th...
	In FRU_RSA.1.1, the PP/ST author should select whe...
	In FRU_RSA.1.1, the PP/ST author should select whe...

	FRU_RSA.2 Minimum and maximum quotas
	This component provides requirements for quota mec...
	In FRU_RSA.2.1, the PP/ST author should specify th...
	In FRU_RSA.2.1, the PP/ST author should select whe...
	In FRU_RSA.2.1, the PP/ST author should select whe...
	In FRU_RSA.2.2, the PP/ST author should specify th...
	In FRU_RSA.2.2, the PP/ST author should select whe...
	In FRU_RSA.2.2, the PP/ST author should select whe...



	Annex L (informative)
	TOE access (FTA)
	The establishment of a user’s session typically co...
	A user session is defined as the period starting a...
	Figure L.1 shows the decomposition of this class i...
	Figure L.1 - TOE access class decomposition


	L.1 Limitation on scope of selectable attributes (...
	Limitation on scope of selectable attributes
	This family defines requirements that will limit t...
	This family provides the capability for a PP/ST au...
	a) The method of access can be used to specify in ...
	b) The location of access can be used to constrain...
	c) The time of access can be used to constrain the...

	FTA_LSA.1 Limitation on scope of selectable attrib...
	In FTA_LSA.1.1 the PP/ST author should specify the...
	In FTA_LSA.1.1 the PP/ST author should specify the...



	L.2 Limitation on multiple concurrent sessions (FT...
	Limitation on multiple concurrent sessions
	This family defines how many sessions a user may h...
	FTA_MCS.1 Basic limitation on multiple concurrent ...
	This component allows the system to limit the numb...
	In FTA_MCS.1.2 the PP/ST author should specify the...

	FTA_MCS.2 Per user attribute limitation on multipl...
	This component provides additional capabilities ov...
	For FTA_MCS.2.1 the PP/ST author should specify th...
	In FTA_MCS.2.2 the PP/ST author should specify the...



	L.3 Session locking (FTA_SSL)
	Session locking
	This family defines requirements for the TSF to pr...
	When a user is directly interacting with subjects ...
	A user is considered inactive, if he/she has not p...
	A PP/ST author should consider whether FTP_TRP.1��...
	FTA_SSL.1 TSF-initiated session locking
	FTA_SSL.1��TSF-initiated session locking, provides...
	If display devices are overwritten, the replacemen...
	This component allows the PP/ST author to specify ...
	In FTA_SSL.1.1 the PP/ST author should specify the...
	In FTA_SSL.1.2 the PP/ST author should specify the...

	FTA_SSL.2 User-initiated locking
	FTA_SSL.2��User-initiated locking, provides the ca...
	If devices are overwritten, the replacement conten...
	In FTA_SSL.2.2 the PP/ST author should specify the...

	FTA_SSL.3 TSF-initiated termination
	FTA_SSL.3��TSF-initiated termination, requires tha...
	The PP/ST author should be aware that a session ma...
	In FTA_SSL.3.1 the PP/ST author should specify the...



	L.4 TOE access banners (FTA_TAB)
	TOE access banners
	Prior to identification and authentication, TOE ac...
	FTA_TAB.1 Default TOE access banners
	This component requires that there is an advisory ...



	L.5 TOE access history (FTA_TAH)
	TOE access history
	This family defines requirements for the TSF to di...
	FTA_TAH.1 TOE access history
	This family can provide authorised users with info...
	This component request that the user is presented ...
	In FTA_TAH.1.1, the PP/ST author should select the...
	In FTA_TAH.1.2, the PP/ST author should select the...



	L.6 TOE session establishment (FTA_TSE)
	TOE session establishment
	This family defines requirements to deny an user p...
	This family provides the capability for the PP/ST ...
	a) The location of access can be used to constrain...
	b) The user’s security attributes can be used to p...
	- a user's identity;
	- a user's clearance level;
	- a user's integrity level; and
	- a user's membership in a role.

	This capability is particularly relevant in situat...
	c) The time of access can be used to constrain the...

	FTA_TSE.1 TOE session establishment
	In FTA_TSE.1.1 the PP/ST author should specify the...




	Annex M (informative)
	Trusted path/channels (FTP)
	Users often need to perform functions through dire...
	Figure 1.2 of this part of ISO/IEC 15408 illustrat...
	Absence of a trusted path may allow breaches of ac...
	Figure M.1 shows the decomposition of this class i...
	Figure M.1 - Trusted path/channels class decomposi...

	M.1 Inter-TSF trusted channel (FTP_ITC)
	This family defines the rules for the creation of ...
	FTP_ITC.1 Inter-TSF trusted channel
	This component should be used when a trusted commu...


	M.2 Trusted path (FTP_TRP)
	This family defines the requirements to establish ...
	FTP_TRP.1 Trusted path
	This component should be used when trusted communi...





