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PoGoua mporpama BHOIPKOBOI HaBYaJIbHOI JMCIUILUIIHMA 3arajibHOil IIJTOTOBKU
«OcHoBu Ki0epOe3nekn» 3arBep/ikeHa BueHoro pagow ¢akyiabTeTy 1HGOpMAaIiiiHO-
KOMIT FOTepHUX TexHouorii 28 ceprus 2024 p., mpotokosn Ne 8.
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1. Onuc HAaBYAJIBLHOI AU CIHUILTIHA

XapakTeprucTUKa HaBYAIbHOT JUCIUTUTIHH
HaiiMeHyBaHHS TOKa3HUKIB
neHHa opma HaBUaHHS | 3aoyHa popMa HaBYAHHS
KinbkicTs kpeautis 4 BubipkoBa
) Jlexmii
Mopynis — 1
32 ron. | 8 rog.
. . [TpakTuyHi
3MICTOBUX MOJyJIiB — 4
TO/I. ‘ —
o JlaGoparopHi
3aranpHa KUTBKICTH roauH — 120
32 rog. ‘ 8 rox.
TrXHEBUX TOIUH I JeHHOT (opMHU Camocriiina pobora
HaBYaHHS: 56 rog. ‘ 104 ron.
ayuTOpHUX — 4 )
co . By koHTpOIMIO: 3aITiK
camocTiiiHo1 podoTH — 3,5

YacTka ayAUTOPHUX 3aHATH 1 YacTKa CaMOCTIMHOI Ta 1HAMBIAYalbHOI POOOTH Y

3arajJbHOMY 00CS31 TOJIMH 3 HABYAJIBHOI JUCITUTUTIHM CTAHOBUTD:
JUTst AeHHO1 popMu HaBYaHHS — 53 % ayauTopHUX 3aHATh, 47 % camMOCTIMHOI Ta

1HIUBIAYaJIbHOT pOOOTH.
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2. MeTa Ta 3aBJaHHA HABYAJILHOI JMCIMILIIHA

MeTo0 HaBYAJBHOI AUCHMILUIIHM € O3HAHOMJICHHS CTYICHTIB 3 CYTHICTIO,
3a/layaMu, TPUHIMIIAME Ta Cy4YacHUMHU 1H(QOpPMAIlIHHIMH TEXHOJIOTISIMU KibepOe3meKu
Ta 3axucTy iH(popMarlii B iHPopMaIifHO-KOMYHIKAIIIHHUX CHCTEMaX, METOAOIOTIYHUMU
Ta 3aKOHOJABUYMMH OCHOBAaMH OpraHizaiii, IUIaHyBaHHS Ta BIPOBAHKCHHS CHCTEM
kiOepOe3neku Ta 3aXucTy iHdOopMaIIii B CydacHHX Oi3HEC-IpoIecax, a TAK0X OCHOBHUM
acreKTaM MPaKTUYHOI JiSUTbHOCTI 1O X CTBOPEHHIO, 3a0€3MeYeHHIO (PYHKIIIOHYBaHHS Ta
OLIHII €(heKTUBHOCTI 3 YpaxXyBaHHSM CYy4YaCHOTO CTaHy Ta MPOTHO3Y PO3BUTKY METO/IIB,
CUCTEM Ta 3ac001B 3[IHCHEHHS MTOTPO3 31 CTOPOHU MOTEHIIIHHUX MOPYIIHUKIB.

3aBIaHHSMU BUBYEHHSI HABYAJIbHOI JUCHUILTIHM €:

— OBOJIO/IIHHS MPUHIIMIIAMH MOO0YI0BU CUCTEM KiOEep3axuCTy;

— PO3YMIHHSI TOJIOBHUX 33J1a4 Ta CEPBICIB Ki0epOe3neKku;

— OBOJIOJIIHHS 3aTAJIbHUMH TE€OPETUUHUMHU MOHSATTSIMU T4 OCHOBHUMH HOPMaTHUBHO-
IpaBOBUMU JOKYMEHTaMu y cepi kibepOe3neku;

— OTpPUMAaHHS 3HaHb I0J0 OCHOBHUX CKJIaJ0BUX 1H(OpMaIIifHOT Oe3MeKH;

— OTpUIMaHHS 3HaHb IMIOJO0 ICHYIOUMX MOJENEH 3arpo3 Ta MOPYIIHHWKA, OCHOBHHUX
MIPUYUH MOPYIICHHS O€3MEKH;

— OTPUMAaHHS 3HaHb 1010 Ki1acudikarii 3aco0iB KibepOe3neku, OpranizaliitHux Ta
TEXHIYHUX 3aXO0/I1B 3a0€3MeUeHHS KIOep3axucTy;

— OBOJIOJIIHHA MPUHLMIIAMHU 3aXHUCTY 1H(QOpMaLii Bl HECAHKI[IOHOBAHOT'O JIOCTYIY,
MeToaamu ayTteHTudikaii, imenTrudikailii Ta aBTopu3allii KOpUCTyBayiB iHPOPMAaIIIHO-
KOMYHIKAI[ITHUX CUCTEM, METOJIaMH KOHTPOJIIO TOCTYITY B TOMY YHCI1 O€3MEKH TOCTYITY
no xmapHux pecypciB, ocHoBu IAM (Identity and Access Management), cioyx0u
ayTeHTU(]iKaIlii Ta KEpyBaHHS IOCTYTIOM;

— OBOJIOJIIHHSA TECOPETUYHUMHU OCHOBAMHU KPHUMOTOTPAPIYHUX Ta CTEraHOrpapiyHUX
METO/IIB 3aXUCTy 1H(POpMAILIii, y TOMY YUCII 3aXUCT JIAHUX Y 3aCTOCYHKY, 3aXUCT JIaHUX
1] 9ac rnepejai,

— OBOJIOJIIHHA MeToAamMu Ta 3aco0aMM 3[1MCHEHHS TNPOUEAypU  OLIHKHU
€(heKTUBHOCTI CUCTEM KiOEP3axuCTy;

— OBOJIOJIHHSI TEXHOJOTISIMH pealizalii KpunTorpapiyHuX ajiropuTMIB 3aXUCTY
1H(bOopMarlii;

— OBOJIOAIHHS METOJIaMH PO3POOKH MOJIeNIl 3arpo3 Ta MOJell TOPYIIHUKIB
1H(popMarliiiHoi Oe3neKu;

— OBOJIOJIIHHA METOJIaMU Ta TEXHOJOTISIMA MOHITOPUHTY Ta pearyBaHHS Ha
IHITUJICHTH.
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[lin yac BUBYEHHS HABYAJIbHOI JUCIMIUTIHHU 3700yBadl BHUIIOI OCBITH 3MOXYTh
OTpUMaTH A0JaTKoBO HacTymH1 Soft skills:

- KOMYHIKAMUBHI HAB8UYKU. TIMCbMOBE, BepOayibHEe W HeBepOajibHE CHIJIKYBaHHS;
YMIHHS TPaMOTHO CITUIKYBaTHUCS IO e-mail; BeCTH IHUCKYCil0 1 BIJICTOIOBATH CBOIO
MO3UII110; HABUYKH TPAIIOBAaTH B KOMaH/II,

- YMIHHA suCmynamu npusceato0Ho . HaBUUKU, HEOOX1THI IS BUCTYIIIB Ha IyOJTiIi;
HABUYKH MPOBEJCHHS MTPE3CHTAIlIT;

- KepyBaHHs 4acom: YMIHHS CIIPABJISITHCS 13 3aBAaHHSIMHU BYACHO;

- SHYUKIiCmb i a0anmueHicms. THYUIKICTb, aJallTUBHICTD 1 3/IaTHICTh 3MIHIOBATHUCS,
YMIHHS aHaJI13yBaTH CUTYaIlll0, OPIEHTYBAHHS HA BUPIIICHHS TPOOJIEMHU;

- 1i0epcbKi AKOCmi: YMIHHSI CHOKIMHO MpalioBaTH B HAIPYKEHOMY CEpEIOBUIL;
YMIHHS YXBaJIIOBATU PIIICHHS; YMIHHSI CTABUTU METY, IUIAHYBATH JISUTbHICTS;

- ocobucmi sKOCmi: KpEaTUBHE W KPUTUYHE MUCJICHHS; €TUYHICTh, YECHICTH,
TEpIiHHS, TTOBara JI0 OTOYyIOUHX.
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3. Ilporpama HaBYAJIbLHOI AUCHUILIIHA

MOAYJb 1
3microBuit moayas 1. Ilpunnunu opranizamii 3axucry indgopmanii B
ki0epnpocropi.
Tema 1. TeoperuuHi OCHOBM Ta HOPMATHBHO-TIPABOBe 3a0e3NeYeHHS
ki0ep3axucry.

JediHiliss OCHOBHMX MOHATH 1 BU3HaYeHb y cdepl KibepOesneku. OCHOBHI
HOPMATUBHO-TIPABOBI JOKYMEHTH 13 3aXUCTy 1H(HOpMALIii.

Tema 2. 3arpo3u 0e3neui iHdopmMauiiiHUX cUCTEM

Jlxepena 3arpo3 iHdopmamiiHii Oe3neri. CuctemMHa kinacudikarmis 1 3arajJbHHM
aHaui3 3arpo3 6e3ner iHdopmariii.

Tema 3. InunaenTu y cepi BUCOKHX TEXHOJIOTI

OcHOBHI OHATTA Ta BU3HauUeHHs. Kiacudikariis KioepHETUUHUX BTPYYaHb 1 3arpo3.
Oco0MuBOCTI HAUMOMIUPEHITUX KibepaTak

Tema 4. Metoau Ta 3aco0u 3axucry ingopmaunii Bix HCJJ

Cnocobu ta meromu HCJl B cywacHux ITC. OcCHOBHI TNPUHIMIIKA 3aXHCTY
iHpopmanii Bix HCJ. Knacuuni Mozen po3MexkyBaHHA AOCTyny. IneHtudikamis 1
ayTeHTH(]iKalis KopucTtyBayiB. besneka noctymy Ta xmapHi pecypcu. HamamryBaHHs
oesneku qoctymy 10 pecypciB xmapu. OcHoBu IAM (Identity and Access Management).
ABteHTH(}iKaLisg Ta aBTopu3aiis. Ciayk0u ayTeHTU]iKallii Ta KepyBaHHS TOCTYTIOM.

3micToBuit MOaYyJIb 2. OCHOBHM KpUNTOrpaivHUX METOAIB Kidep3axucry

Tema 5. Kpunrorpagiuuni meroam 3axucry iHdopmanii

Ictopuuyna poBigka. OcCHOBHI MOHATTS Kpuntorpadii. 3aranpHa Kiacudikaiis
anroputMmiB mudpyBaHHs. MeToau 3aMiHM 1 TiepecTaHOBKHU. Peamizaiisi anroputrmin
mudpyBaHHS

Tema 6. CucreMu mudpyBaHHA 3 BIIKPUTHM KJIH04YeM

OcnogHi BigomocTi. Anroputm RSA. Anroputm dibdi Xennmana. Anroput™m Einb-
Mamas.

Tema 7. KBanigikoBaHuii eJIeKTPOHHUM MIANHUC

Ictopuunmii pakypc. Binminnocti KEII ta ELII. [Iponenypu orpumanus KEII.
Oco06nuBocTi ¢popmyBanns KEII.

Tema 8. Creranorpadis

[TonsiTTs creranorpadii. Bumoru o crerocuctem. Jlogatku creranorpadii.
CreranorpagiuyHi METOIH 3aXUCTY.

3micToBuii MoayJsb 3. Opranizanis 3axucrty iHpopmamii

Tema 9. TexunoJiorii BipTyasizaunii

KmiouoBi Tepminu. IlepeBaru Ta Hemomiku. Tumum Bipryamizamii. Ilnardopmu
BipTyaJizarii.
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Tema 10. HIkinnmuBe nporpaMmue 3a0e3nedyeHHs TA 3aXUCT BiJl HHOTO

Knacudikamis. Cnocobu posnoBcrokeHHs. [Iporpamui 3akiaaxu. YTHIITH
BiJlIasieHoro aaMiHicTpyBanHsa. KoM toTepHi Bipycu. CrieniaibHi XakepChbKi YTUIITH.

Tema 11. [ToniTuka 6e3nexu

[Tpukmanu kiGepatak Ta Meroau mpoTuaii. [loHATTS mosituku Oe3neku. Bumm
noJiTuk 6e3neku. OpraHizailis CEKpEeTHOTO J1T0BOCTBA.

Tema 12. OcHoBHi MojeJi Teopii 3axucty iHpopmanii

PiBHi iH(pOpMaLiiiHO-KOMYHIKAIIHOT cucTeMu. HecaHKI[IOHOBaHUM OOCTyn Ha
PI3HHUX PIBHAX 1H(POPMALIITHO-KOMYHIKAIIHHOT cucTeMHu. JloryBaHHA Ta MOHITOPHHT.
PearyBaHHs Ha IHUMJEHT Ta iX 00poOKa.

3micToBuii Moay.sb 4. Ilo0ynoBa 3axuiieHUX CHCTEM

Tema 13. OcHOBHI c10CO0M BeJeHHSI IPOMHUCI0BOI0 IMUTYHCTBA

Buaun Tta Metonu koHkypeHilii. OCHOBHI HampsiMu 3a0e3MeUYeHHs 3aXHUIIEHOCTI 1
nomepe/KEHHsT morpo3 Oesneku kommadii. [Hdopmariiina Oe3mexka KoMMaHii.
Kowmm'torepna 6e3nexa. [IoHSITTs 1 mpu3HaUYeHHS] KOPIIOPATUBHOI PO3BIIKH.

Tema 14. OpranizaniiiHo-TexXHIYHI 32aX01H 3a0e3Me4eHHS 3aXUCTy iHpopMmamii

OcCHOBHI BHJIM TEXHIYHMX KaHAIIB 1 JKepen BHUTOKY i1H(opmarii. Crocodu
3ano0iraHHs BUTOKY 1H(popMallii o TeXHIYHUM KaHaiaM. 3aXUCT JaHUX 1] 4ac nepeaadi

Tema 15. AcnieKTH CTBOPEHHS 3aXUILEHUX CUCTEM

OCHOBHI BUMOTH, 1110 CTABJISITHCA /IO CUCTEM 3aXUCTy iH(GOpMaIllii Ta 1 miICUCTEM.

HanamryBanHs myOMIYHMX Ta NPUBATHUX MIAMEPEX Ta internet-mpoTOKOJIB.
Buxopucranns rpyn Oe3nexkud. BUKoprcTaHHS CIUCKIB YNPABIIHHS TOCTYIIOM MEpEexi.
Buxopucranns 0anaHCyBalbHUKIB HABAHTAXKEHHS.

AHaJi3 CUCTEM 3aXHCTY NIEPUMETPY TEPUTOPIT 0COOIUBO BAKIUBUX 00’ €KTIB Bij
HECaHKIIIOHOBAHOTO JIOCTYITy. AHaJli3 METOAIB Ta 3aco0iB iaeHTH(]iKaIlIT 0COOUCTOCTI B
CUCTEMaX OXOPOHH MEPUMETPY.

Tema 16. Oninka epeKTUBHOCTI cucTeM 3axucTy iHGopManii.

[Tigxoau 10 OIIHKK €(hEKTUBHOCTI CUCTEM 3aXHUCTY 1HGOpMaIlii.
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4. CTpykTypa (TeMATHYHUI IJIAH) HABYAJIbHOI N CHUILTiHA

Kinexicte rogua
neHHa gopma 3a04Ha (hopma
C C
mla m |a
YV |Jd |p |Mmp|VY |J |[p |MpD
3MicTOBI MOAYJI 1 TEMU c e |a |oo |c e a 00
bk | X Jc6 |bp |k T |c6
0 0 |y |To |o 0 |u |TO
r 1 4 |1 T |T 1 4 |1 T
o |i |H |[#ha o |i |® |iha
i i
H H
a a
Mopayas 1
3microBuii Moaysb 1.  IIpunumnu opranizauii 3axucty ingopmaunii B kidepnpoctopi
Tema 1. TeopeTndHi OCHOBH Ta HOPMATHBHO- 8 9 9 4 85105 8
IpaBoBe 3a0e3neYeHHs Ki0ep3axucTy.
Tewma 2. 3arpo3u 6e3nemni iHpopMaIiitHIX cCUCTeM | 8 2 2 4 85105 8
Tewma 3. InuuaenTn y cdepi BUCOKUX TEXHOJIOTII 6 2 4 6505 1 5
Tema 4. Metonu Ta 3aco0u 3axucty iHpopmarii 65 (05| 1 5
. 8 | 2|2 4
Bigx HCJ{
Pazom 3a smicmoeuii modyns 1 | 30 | 8 | 6 | 16 | 30 | 2 | 2 | 26
3microBuii MoayJb 2.  OcHOBH KpunrorpagiyHux MeToaiB Kidep3axucry
Tema 5. Kpuntorpagiuai METOaH 3aXUCTy 65 (05| 1 5
. 10 | 2 | 6 2
iHdopMartii
Tema 6. Cucremu mudpyBaHHs 3 BIIKPUTUM 6 5| 2 9 85105 8
KITIOYeM
Tema 7. KEII1 6 2 2 2 85105 8
Tewma 8. Cteranorpadis 8 2 65105 1 5
Pazom 3a smicmoeuii modyns 2 | 30 | 8 | 12| 10 | 30 | 2 | 2 | 26
3micTroBuii Moayab 3.  Opraxizauis 3axucry iHgopmanii
Tema 9. TexHonorii BipTyaizanii 8 |2 |2| 4 [65/05] 1] 5
Tewma 10. HlkinmuBe mporpamHe 3a0e3MeUYeHHS Ta 6 9 4 85 10,5 8
3aXKCT BiJ HHOT'O
Tema 11. Tonituka Ge3neku 8 |22 | 4 |[65]|05] 1] 5
Tema 12. OcHOBHI MoJeIi Teopii 3axXUCTy 85105 8
. 8 | 2| 2 4
iHdopMartii
Pazom 3a 3micmosuit modyns 3| 30 | 8 | 6 | 16 |30 | 2 | 2 | 26
3microBuii Mmoayab 4.  IloGynoBa 3axuiieHHX cHCTEM
Tema 13. OcHOBHI criocoOu BeleHHs 8 o | o 4 85105 8
MTPOMHUCIIOBOTO IMITUTYHCTBA
Tema 14. OpranizaniiiHo-TexHiuHi 3aX011 8 | 2|9 4 65 (05| 1 5
3a0e3nedyeHHs 3aXUcTy iHpopmMarii
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KinpkicTs rogun

neHHa Gopma 3ao4Ha (hopma
C C
mla omla
Y |Jd |p |Mmp|Y |J |p |MpD
3MiCTOBI MOy 1 TEMHU c e |a |oo |c e |2 |oo
b k |K |c6 | k |X lco
T T
0 I |y |TO |O I |mu |ToO
r 1 q 1 T |T i q 1T
0 i |H |fialo |1 |H |ia
i i
H H
a a
Tema 15. AcniekTr CTBOPEHHS 3aXHINECHUX 8 9 9 4 85105 8
CHCTEM
Tema 16. Oninka eheKTUBHOCTI CUCTEM 3aXUCTY 6 9 9 9 6505 1 5
iHbopmarii.
Pazom 3a smicmosuit mooynv 4| 30 | 8 | 8 | 14 | 30| 2 | 2 | 26
BCbOI'O (120 | 32 [ 32| 56 |120| 8 8 | 104
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5. Temu naGopaTopHux pooiT
No KUIBKICTb 'OAMH
3 HA3BA TEMU JEHHA | BAOUHA
O®OPMA | ®OPMA
1 JlocmikeHHs TTporieIypH 00CTexXeHHs 00’ ekTy iH(hOopMaIiiHo1 5 1
JUSTTBHOCTI Ta (POPMYBaHHSI 3BITHOI JOKYMEHTAITI.
5 JlocmipKeHHsT TIPOIIeCiB  CKJIaJAaHHS I1MOBIPHICHOTO IIPOTHO3Y Ta 9
MOJIeTIi MOPYIITHUKA
3 JlociipkeHHs mpoueciB Kibep3axucty iHdopMariii Bif 5 1
HECaHKILI0HOBAHOT'O JOCTYIY
4 JlocipkeHHs IPOIIeciB 3aXucTy iHGOopMaIlii 3a JOOMOrow mudpy 2 05
MepecTaHOBKU Ta 3aMiHU ’
5 JlocaiakeHHs MpolLieciB MpOrpamMHoi peamizanii mudpy nepecTaHoBKU 5 0.5
Ta 3aMiHU ’
6 Hocnimkennss mnpoueciB mudpyBaHHS TEKCTOBOI 1HQopMarlii 13 5
BUKOPUCTaHHAM KpHUnTorpadigHoro mudpy raMyBaHHS
7 JlocImipKeHHS TIPOLIECiB 3aCTOCYBAHHSI ACUMETPUIHUX 9
KPUNTOCHCTEM JUISI 3aXUCTY iHpopMarii
3 HocaigxenHs npoiieciB MUppyBaHHs Ta AemndpyBaHHs 1H(opmMarii »
3a JOTIOMOT' 010 KpUNTOrpadivyHOi CUCTEMH 3 BIAKPUTUM KiltoueM RSA
9 JlocItipKeHHS MPoLIeciB HaHECEHHsI LU(POBUX BOJISHUX 3HAKIB Y 2 1
300pakeHHs TPOCTOPOBUM MeTosioM LSB
JlocnmipKeHHsT  TpOILECiB  HAJAIITyBaHHA — IapaMeTpiB  Oe3neKku
10 | omepariitnoi cucremun Windows 10 i3 3acTocyBaHHSM HpOTrpamu 2 1
VirtualBox
11 | JocaimxeHHs mpolecy po3poOKH MOMITHKH Oe3MeKn 2 -
12 JlocikeHHs IPoIiecy MporpamMHoi peasizalii JUCKPEIiHHOT 2 1
MOJIITUKH Oe3MeKH opraHi3aitii
13 | JocaimxeHHs mpoleciB CTBOPEHHSI CUCTEM OXOPOHU MEPUMETPY 2 -
14 JocaigxenHs npoueciB (Gi3MUHOTO 3aXUCTY 1HPOpMAIlil B CEpBEPHUX 5 L
KiMHaTax
15 JlocikeHHsT METOIIB, 3aCO0IB Ta TEXHOJIOTIA TEXHIYHOTO 3aXHUCTY 5
iHpopMmarii
16 | HocnikeHHs NpolieciB BU3HAYEHHsI MIIIHOCTI 3aXUCTy 1HQopMaii 2 1
PA30M 32 8
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6. 3aBaaHHsI AJ151 CAMOCTIHHOT po6oTH

BukonanHsi caMoCTiiiHOT poOOTH CTYJEHTIB MPOBOJUTHCS Y BUIJISIIL MPOXOIKEHHS
OC3KOIITOBHUX OHJIAWH KYypCiB, IO PO3MIIIEHI Ha CTOPIHII OCBITHBOI OCBITHHOTO
noprany. CrTyaeHT oOwpae Kypc 3 HIDKUE3a3HAYEHOTO TMEpeliKy, MPOXOAWTh iX
CaMOCTIIHO Ta HaJICKJIa€ BUKJIa1auy cepTudikaT mpo npoxokeHHs. CTyIeHT Ma€ mpaBo

MIPOXOPKCHHSM.
[lepenik oHJIaliH KYPCIB:

Cisco: Beryn 10 kibepOe3IeKy;

Udacity: Introduction to Cybersecurity, Imkenep 3 0e3mekH;

Skillshare: Kibep6e3neka: nepeiaiTh BiJI HYJIS JI0 TEPOS

Coursera: Kibepbe3neka s Beix, Berym no crermanisaiii 3 k10epoe3neku

3apaxyBaHHs CaMOCTIHHOT poOOTH B1I0YBAETHCS BUKJIa1au€M Ha MiICTaBl OTPUMAHOTO
ceprudikary BiJ cTyaeHTiB. OTpuMaHi pe3yabTaTH MEPEBOAATHCS B 0aiu, BUAUICHI JIJIs
CaMOCTIIHOT poOOTH Ta 3aHOCUTHCS 0 PEUTHUHTY MTOTOYHOTO OLIHIOBAHHSA CTYICHTA.

Kpumepii nepesoody 6anie 3a pezyiomamu SUKOHAHHA CAMOCMIUHOI pobomu 3
Hayionanvroi wxanu 6 oaiu ECTS

BianoBigHicTh 0ajiB HalIOHAIBHOL 1 KPEUTHO-MOTYJIHHOT IIKAJIX 32 BUKOHAHHS

CaMOCTITHO1 poOOTH:

O1iHKa BUKOHAHOT
CTYAEHTOM caMOCTiﬁHo'f Bam ECTS Ominka ECTS
poOOTH 3a HaIllOHAJIBLHOIO
IITKAJIOIO

5 13,5...15 A

4 12,3...13,4 B
11,1...12,2 C

3 9,6..11,0 D

9,0..95 E

5 53...8,9 F
<5,1 FX

7. InguBinyanbHi 3aB1aHHS

BukonanHs iHauBiayanbHOro 3aBaaHHs (I3) € BaXIMBOIO YaCTHHOIO JAMCIUILIIHU
«OcHoBHU KibepOe3nekn» Ta MpeACTaBIisge COOOK CaMOCTIHHE JOCIHIKEHHS CTYJICHTA,
Akl 0()OPMUB 1HAUBITyaTbHUN Tpadik HABYaHHS, a00 HABYAETHCS HA 3a04HIM opmi Ta



https://www.netacad.com/launch?id=ec71a201-4e44-43b0-8225-4767e26b0e9b
https://click.linksynergy.com/deeplink?id=bt30QTxEyjA&mid=53187&murl=https%3A%2F%2Fwww.udacity.com%2Fcourse%2Fintro-to-cybersecurity-nanodegree--nd545&u1=cyber9security9certifications9courses
https://click.linksynergy.com/deeplink?id=bt30QTxEyjA&mid=53187&murl=https%3A%2F%2Fwww.udacity.com%2Fcourse%2Fsecurity-engineer-nanodegree--nd698&u1=cyber9security9certifications9courses
https://guru99.click/3ia5gw
https://imp.i384100.net/eKrPeD
https://imp.i384100.net/gb7Wk0
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€ aJbTepHATUBHUM BapiaHTOM BUKOHAHHS NPaKTHYHHX (JIabOpaTOpHHUX) poOIT 3
JTUACIIUILTIHHA.

Merta BukoHaHHs I3 € 3akpiruieHHs], y3arajJbHEHHs Ta MOTJIMOJICHHS 3HaHb, Ofep-
YKAHUX CTYJIEHTAMH I11]1 YaC BUBYEHHS AUCIUILUIIHY Ta X 3aCTOCYBaHHS MPHU CaMOCIHIN
po0oTi, aKTUBi3allisd TBOPUMUX 3A10HOCTEH CTYACHTIB, PO3BUTOK HABUYOK POOOTH 3
HOPMATHUBHO-TEXHIUYHOIO JITEPaTypor0, NPUUHATTA CaMOCTIMHHMX pillleHb, Ha0yTTA
MPaKTUYHUX HABHUOK POOOTH TIOA0 3axXWUCTy 1HGOpMAIii MpOorpaMHUMHU Ta
KpunTorpadiuHuMu 3acodamu.

I3 moBUHHO OyTH Pe3yJIbTaTOM CAMOCTIMHUX JTOCHII)KEHb CTYAEHTA, SIKI:

— CHPUSIOTH PO3BUTKY 1HILIATUBHOCTI CTYJIEHTIB y X BUPOOHUYI1H 1 TOCITITHULIBKIN
TISIIBHOCTI,

— TOTJUOJIIOI0Th, CHUCTEMAaTU3yIOTh Ta 3aKpIIUIIOITh TEOPETHUYHI 3HAHHS Ta
MPaKTUYHI HABUYKH, OTPUMAHI IT1J1 YaC HaBYaHHS;

— TEPEBIPSAIOTh YMIHHA CTYICHTa CAMOCTIMHO OCBOIOBATH Ta BUKOPUCTOBYBATH
cydacHi iH(popMalliiiHi TEXHOJIOT1I;

— PO3BUBAIOTH y CTYJICHTa HABUYKHU BEJICHHS CAMOCTIHHOTO HaAYKOBO-TIPAKTUYHOTO
NOIIYKY, OBOJIOAIHHS METOAMKOIO JOCITIPKEHHS W EeKCIIEPUMEHTYBaHHS B X0l
BUPIIIEHHS TPOOJIEM 1 MUTaHb, MOCTABJICHUX JI0 BUKOHAHHS,

— CHPHUSIIOTH HA0YTTIO BMIHHS aHAJII3yBaTH OTPUMaH1 pe3yJIbTaTh JOCIIKEHb,
¢dbopMyIItOBaTH BUCHOBKH Ta TIOJIOKEHHSI.

3a BCl BIJOMOCTI, IO BUKJIAJIeHI B I3, MOpsIIOK BUKOPUCTAHHS B XO/1 MiATOTOBKU
(dakTUYHOrO Martepianty Ta iHIOi 1HpopMallii, MPOMO3UIIii, TEXHOIOT1i, OOIPYHTOBAHICTh
1 BIPOTIJIHICTh BUCHOBKIB Ta IMOJOXEHb, L0 3aXHIIAIOTHCS, HECE BIJMOBIAAIBHICTh
0e3nocepeHbO aBTOP.

Buknamau Hamae CTyIeHTy JOMOMOTY y BHOOpI TeMHU poOOOTH, TPOBOIUTH
KOHCYJIbTAIlll 3 MPOOJIEMHHUX MUTaHb, 110 BUHUKAIOTH Y Tpoiieci BUKoHaHHs [3, Hamae
JIOTIOMOTY B TIOIIYKY METOJWYHOI Ta TEXHIYHOI JOKyMEHTallli, HayKOBO-TEXHIYHOI
JITEpATypH.

8. MeToau HABYAHHSA

Ha nexuiiiHux 3aHSATTAX: PO3MOBI/b, MOSICHEHHS, JEMOHCTpaIlis, Oecifa, TUCKYCis.
Ha nabopatopHux poOoTax: NOSICHEHHS, AOCTIHKEHHS, PO3B SI3yBaHHSA CUTYaIlIHHUX
3a/1a4, BUKOHAHHS 1HJIMBIyalbHOTO BapiaHTy 3aBaaHHsA. CaMoOCTiiiHa poOOoTa CTyeHTa:
pedepatu, MOBiIOMIICHHS, HAYKOBO-TIOIIYKOBI, JTOCITHUILIBKI TPOCKTH, BUKOHAHHS OH-
JaiiH KypciB.

3a mKepenaMu 3HaHb BUKOPHUCTOBYIOTHCS TaKl METOJM HABUAaHHS: CJIIOBECHI —
pO3MOBib, MOSACHEHHS, JIEKIs, 1HCTPYKTaX; HAOYHI — JEMOHCTpAIlis, LTIOCTPAIlis;
MpaKTU4HI — JabopaTopHa poOOTa, MpakTUYHA poOOTa, BIPABH. 3a XapaKTEPOM JIOTIKU
Mi3HAHHS BUKOPUCTOBYIOTHCS TaKi METOJW: aHATITHYHUNM, CUHTETUYHHM, aHAITHUKO-
CUHTCTUYHHM, 1HAYKTUBHHUM, JEIyKTUBHUN. 3a pIBHEM CaMOCTIMHOI pPO3yMOBOI
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TSTTBHOCTI  BHKOPHUCTOBYIOTBCSI  METOJAM:  HPOOJICMHHUH, YacCTKOBO-TIOIIYKOBHH,
JTOCJTI THULILKUH.

9. MeToa1 KOHTPOJIIO

KoHTposbHI 3aX0/11 BKJIIOYAIOTh MOTOYHUH Ta MiJCYMKOBHIA MOAYJIBHUM KOHTPOJIb
B TOMY YHCJI Y BUTJIA/1 KOMII IOTEPHUX TECTiB, BUKOHAHHS JIAOOPATOPHUX POOIT.

[ToTounMii KOHTPOJIb 3AIUCHIOETHCS MiJ] Yac MPOBEACHHS JIAOOPATOPHUX 3aHATH JIJIs
NEPEeBIPKH PIBHA MIATOTOBKU CTYJEHTA 10 BUKOHAHHS KOHKPETHOTO 3aBaaHHs. dDopma
MIPOBEJCHHS MMOTOYHOT'O KOHTPOJIIO: YCHE ONMUTYBAaHHSA, BUPIICHHS CUTYallIMHUX 3a]1a4,
TECTOBHM KOHTPOJIb, KOMII' IOTEpHE TECTyBaHHS, BUKOHAHHS MPAKTUYHOTO 3aBJIaHHS.
O1iHIOEThCS BX1THUMA, TPOMIKHUM, KIHIIEBUN PIBEHb 3HAHb CTY/ICHTA.

[TincyMKOBHI KOHTPOJIb IPOBOJUTHCS Y BUTIISAI KOMI FOTEPHUX TECTIB.

10. OuinroBaHHs pe3yJibTaTiB HABYAHHA 3100yBa4viB BUILOI OCBITH

OuiHIOBaHHSl pe3yJIbTaTiB HaBUYaHHs 3J00yBayiB BHINOiI OCBITH 3 HABYaJIbHOI
JUCUUIUTIHU 31MCHIOETBCS BIANOBIAHO 10 [losiokeHHS Mpo OLIHIOBAHHS PE3yJbTaTiB
HaBYaHHs 3/100yBauiB BHINOI OCBITH Yy JlepxkaBHOMy yHiBepcuteTi «KuTomupcbka
MOJIITEXHIKa» Ta PO3MOJLTY OajiB, 10 HABEICHUN HUXKYE.

Cucrtema OIIHIOBAHHS PE3yJbTAaTiB HaBYaHHsS 3/00yBayiB BHUIIOI OCBITH 3
HABYAJIbHOT IMCIUIUTIHA BKJIFOYA€ TIOTOYHUHN Ta MiJICYMKOBHI KOHTPOJIb.

[ToTouHMii KOHTPOJb MPOBOJUTHCSA MJI OLIIHIOBAHHS DIBHS 3aCBOEHHS 3HaHb,
dbopMyBaHHS YMiHb 1 HAaBUYOK 3700yBayiB BHINOI OCBITH BIPOJOBK BUBUYCHHS HUMHU
MaTepiary MOAYJIs (3MiICTOBMX MOJYJIiB) HABYAIBbHOT TUCIUILIIHY. [I0TOYHUIT KOHTPOJIb
3MIIMCHIOETHCS T1J] 4ac MPOBEACHHS HABYAIbHUX 3aHSTh.

[TincymMKoOBHIA KOHTPOIb TPOBOUTHCS IS T1JICYMKOBOTO OI[IHIOBAHHS PE3yJIbTaTIB
HaBYaHHS 3/100yBaviB BUIOI OCBITH 3 HABYAJIBHOI TUCHMILTIHU. [111CyMKOBUH KOHTPOJIH
3MIMCHIOETHCS TICTST 3aBEPIICHHS BUBUYEHHS HABYAIBHOI AuciuIuiiHu. [lincymkoBuii
KOHTpPOJIb MPOBOJAUTHCA y (opMi 3amiky. [Iporeaypa ckiagaHHs 3ajiiKy BU3HAUCHA y
[TonoxeHH1 TpO oOpraHizalilo OCBITHHOIO Mpouecy y Jlep:kaBHOMY YHIBEPCHUTETI
«KuTOMHUpCHKA MOTITEXHIKA.

Po3noaiya 0aJiB 3 HABYAJLHOI JUCIMILTIHA

. L KinpkicTs OaniB 3a cemecTp
Buau poOit 3100yBaya BUILOT OCBITH

JeHHa popma 3a04Ha Gopma

BukonanHs 3aBgaHb TOTOYHOTO KOHTPOJIIO 100 100

IlincymkoBa cemecTpoBa OLiHKA 100 100
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Po3noais 6aJ1iB 32 BUKOHAHHSA 3aBJIaHb OTOYHOT0 KOHTPOJII0

KinbkicTh 6amiB 3a cemecTp
Buau po6it 3100yBava BUIIOT OCBITH JeHHA 3909HA
dbopma dbopma
BukoHaHHS 3aBJaHb I1i]] YaC HAaBYAJIbHUX 3aHATH 85 -
BukoHaHHS Ta 3aXUCT IHAMBITYyaTbHIX CAMOCTIHHUX 3aBJIaHb 15 -
BukonaHHs HayKOBO-A0CIHOT pOOOTH Ta IHITUX BUAIB POOIT
(momaTKOBi — 320X04yBaJILHI 02J1H):
1. YyacTh y CTyICHTCHKHUX IIPEIMETHHX OJIIMITiazax, 010 )
BceykpaiHChKOMY KOHKYPCI CTYIEHTCHKHX HAYKOBUX POOIT, A
IpaHTax, HAyKOBO-JOCIITHUX MIPOCKTaX
2. [TizroroBKa HAYKOBHMX CTATEH, TE3 NOMOBICH HAYKOBUX Ao 10 i
KOH(EpEHIIii
3. [nmni Buau poOiT (HAaBOOUTHCS NEPEIiK BUIIB poOiT)
Pa3om 3a BUKOHAHHS 3aBJaHb MOTOYHOI0 KOHTPOJIIO 100 -

Po3noaisa 0aj1iB 3a BUKOHAHHSA 3aBJAaHb ITi/] YaC HABYAJLHUX 3aHATH
Kinpkicte OaiiB 3a

) . . ceMec
Buau pobit 3m100yBava BUIIOi OCBITH! P

JIeHHa 3a04Ha
dhopma dhopma

Binmoginai (BUCTYNHN) Ha 3aHATTAX, Y T.4. TUCKYCIT 6 -

BukoHnaHHs Ta 1eMOHCTpaIlis MPaKTHUYHUX 3aBAaHb 33 -

BukoHaHHS MOTOYHUX TECTOBUX 3aBIaHb 46 -

Pa3oM 3a BUKOHAHHA 3aBJaHb i 4aC HABYAJILHHUX 3aHATD 85 -

3 METOI0 3aCTOCYBaHHS IIJIMX YHCEN JUIsl OI[IHIOBAaHHS PE3YyJIbTaTiB poOOTH
3M00yBayuiB BHIIOI OCBITH TIiJl YaCc HABYAIBHUX 3aHATh MPOTATOM CEMECTPY
BUKOpPUCTOBY€EThCS 100-0anmpHa IKana OIIHIOBAHHS KOXKHOTO OKPEMO BHIY POOIT.
Po3paxyHok HaOpaHux 3/100yBayeM BHUIIOT OCBITH OajliB 3a BUKOHAHHS 3aBJIaHb I1i]T 4ac
HaBYAJIbHUX 3aHATH 32 CEMECTpP MPOBOIUTHCS 32 GOPMYIIOIO:

PH3 = (PB100 X BKB -+ PYI[100 X BKYH + PT3100 X BKT3 + P3K100 X BK3K) x KH31 (1)

ne Pps — kuUIbKicTh HaOpaHux 3700yBaueM BHUIIOI OCBITH OaliB 3a BUKOHAHHS
3aBJlaHb 1] YaC HaBYAJIbHHUX 3aHATDH 32 CEMECTD;

PBiw, Py, P13, P3kie — KUTBKICTH HaOpaHUX 3/100yBaueM BUIINOI OCBiTH OaliB 3a
CeMecTp BIJMOBIAHO 3a BIANOBiAI (BUCTYNH) Ha 3aHATTSX, 3@ Yy4acTh y JUCKYCIi, 3a
BUKOHAHHSI MOTOYHUX TECTOBUX 3aBJaHb, 32 BUKOHAHHS Ta 3aXUCT 3aBJaHb, KEHCIB
(KOo’)XHUH OKpeMO BHJ poOIT Ha HaBUAJBHHUX 3aHATTIX OLIHIOETHCS 3a 100-0anbHOIO
IIKAJI0I0);
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BKg, BKyy, BKr3, BKsk — Barosi koeillieHTH BiIOBIIHO 32 BiAMOBI/II (BUCTYIIH)
Ha 3aHATTAX, 32 y4acThb Yy JMUCKYCIi, 32 BUKOHAHHS TMOTOYHUX TECTOBUX 3aBJaHb, 3a
BUKOHAHHS Ta 3aXUCT 3aBJaHb, KEICiB. 3HaUEHHS BaroBUX KOS(MIIIEHTIB CTAHOBUTD:
BKg =20+ 80=0,25;
BKyy;=10+80=0,125;
BK13 =30+ 80=0,375;
BK3k =20 + 80 = 0,25;

Kus — kopuryBanbHuN Koe(imieHT. 3HA4Y€HHS KOPUTYBaJbHOIO KOEPIIIEHTY
craHoBuTh Kyz3 =80 + 100 = 0,8.

k1o 3100yBay BULIO1 OCBITH HAOpaB 3a NOTOYHMI KOHTPOJIb 60 6aniB abo Oible,
BiH MO’K€ MOTOJIUTHU JIaHy OIIHKY B €JIEKTPOHHOMY KaOiHETI 1 BOHA CTaHE CEMECTPOBOIO
OIIIHKOIO 32 BUBYCHHS HABYAIBHOI TUCIUTLIIHU.

Skiio 3100yBay BUIOT OCBITH 1111 YaC BUBYEHHS HaBYAJIBHOI JUCHUIUIIHK HaOpaB
60 6aiiB abo Oinbie 1 6akae MOKPAIIUTH CBIM pe3yJbTaT YCHIIIHOCTI, BIH MPOXOJUTH
poLeypy MiJICYMKOBOTO KOHTPOIO y dopmi 3aiiky. 3a CKIaJaHHs 3alliKy 3700yBay
BUIIIOI OCBITH Moke HaOpatu 100 6amiB. CemecTpoBa OIlIHKA 3 HABYAIBHOI JUCIUTIIIHHA
dbopMmyeThCs 3a pe3yIbTaTaMu MiJCYMKOBOTO KOHTPOJIIO.

3100yBay BUILOT OCBITH JOMYCKAETHCS 10 MPOUEAYPH MIJACYMKOBOTO KOHTPOJIO Y
dbopmi 3aiKy, K0 32 BUKOHAHHS 3aB/IaHb TOTOYHOTO KOHTPOJI0 HaOpaB 50 GaniB abo
OinbIIE.

Axmo 3mo0yBad BUIOI OCBITH 3a pe3yibTaTaMU IMOTOYHOTO KOHTPOIIO HaOpaB
35—-49 GauniB, BiH OTpUMYE MPABO 3a BIACHOIO 3asSBOIO OMAHyBaTH OKPEMi TeMH (3MICTOBI
MOJyJIl) HaBYaJIBHOI JUCIUIUIIHA TOHAJ OOCATH, BCTAHOBJICHI HAaBYAIHHUM ILJIAHOM
OCBITHBOI MporpamMu. BUBYEHHS OKpEeMHX CKJIAJOBUX HABYAJIBHOI JUCIMIUIIHA TOHA]
o0csATy, BCTAaHOBJICHI HABUYaJbHUM IUTAHOM OCBITHBOI TMPOTPaMH, 3IHCHIOETHCS Yy
BUIbHUU B1J1 3aHATH 3100yBaya BUIOI OCBITH Yac.

Skiio 3700yBay BUIOT OCBITH 3a pe3yJbTaTaMH MOTOYHOTO KOHTPOJIIO HAOpaB Bij
0 mo 34 6amiB (BKJIIOYHO), BIH BBAXKAETHCS TAKUM, 110 HE BUKOHAB BHUMOTU POOOUOi
porpamMu HaBYaJIbHOI AUCIUILIIHYA Ta MA€ aKaJIeMiuHy 3a00proBaHicTh. 3100yBay BUILOT
OCBITH OTPHMY€ MPaBO 3a BJIIACHOIO 3asBOI0 OIAHYBAaTH HABYAIBHY IHUCIHILIIHY Yy
HAaCTYITHOMY CEMeCTpl MOHaJ O0OCSTH, BCTAHOBJIEHI HABUYAJbHUM IIJIAHOM OCBITHBOI
IPOTPaAMH.

[Ipouienypa HamaHHA JOMATKOBUX OCBITHIX TOCIYT 3100yBady BHUIIOI OCBITH 3
METOI0 BHMBYCHHSI HABYAJILHOTO Marepiaidy JUCIUIUTIHU TOHAJ oOCSTH, BCTAHOBJICHI
HAaBYaJbHUM IUIAHOM OCBITHBOI MporpamMu, BuU3HAUeHa y l[lomokeHHI Mpo HagaHHS
JOJJATKOBUX OCBITHIX MOCTYT 3700yBayaM BHINOI OCBITH B JlepKaBHOMY YHIBEPCUTETI
«KuToMUpCHKa MOTITEXHIKA.
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BusHaHHs pe3yJIbTATiB HAaBYAHHS, HA0yTHX y HedopMaIbHIl Ta/a00
iHgopmaabHil OCBITI

BuznanHs pe3yapTaTiB HaBUYaHHS, HA0YTHX Y HedopManbHil Ta/abo iHbOpMaTbHIN
OCBITI B paMKax OKpPEMHUX T€M HABYAJIbHOI AUCIUIUIIHY, 3A1MCHIOETHCS BUKJIAJaueM 3a
3BepHEHHSM 37100yBaya BHINOI OCBITH Ta NPe/CTaBIeHHSM I[OKyMeHTlB AK1
HiATBEP/UKYIOTh pe3yJbTaTH HaBYaHHS (cepTu(ikaTH, CBIAOLTBA, CKPIHIIOTH TOIMIO).
PimenHss mpo BU3HAHHS Ta OIlIHKA 3a BIJIMOBIAHY YAaCTHHY OCBITHHOTO KOMITOHEHTA
NPUIMAETHCS BUKIIAIaYEM 32 pe3ysibTaTaMH CHIBOECIIH 31 37100yBadyeM BHILOI OCBITH.

Bu3HaHHA pe3yibTaTiB HaBUYaHHA, HA0YTHX Yy HedopMallbHIi Ta/abo 1HpOopMaTbHIT
OCBITI B paMKax I[IJIOTO OCBITHHOI'O KOMIIOHEHTA, 31MCHIOETHCS 3a MPOLEAYPOIO, sKa
Bu3HaueHa y [lonoxkeHHI Mpo oOpraHizalilo OCBITHBOTO mpouecy y Jlep:xaBHoMy
yHiBepcuTeTl «KUTOMUPChKA MOJTITEXHIKAY.

[IIkana omiHIOBAHHSA

[Ikama EKTC HamionanbHa mkana 100-6anpHa mKkama
A 3apaxoBaHO 90-100
B 82-89
3apaxoBaHO
C 74-81
D 64-73
3apaxoBaHO
E 60-63
FX He 3apaxoBano 35-59
F He 3apaxoBano 0-34
11. T'nocapiii
Ne 3/m TepmiH gepKaBHOI0 MOBOIO BinnoBigHMK aHITiIHCBKOI0 MOBOIO
1. | ABropwuzartis Authorization
2. | ABTOpCBHKE IpaBo Copyright / author’s right
3. | AkazneMiyHa 10OpOUYECHICTh Academic integrity
4. | Ayrenrudikamis Authentication
5. | BupoBamxkenss Implementation
6. | Timoresa Hypothesis
7. | JoctynHicTh Accessibility
8. | Espuctuuno-opieHTOBaHMI Heuristics-based
9. [ ExcnepumeHnT Experiment
10 Edekr Effect
11) Inentudikaris Identification
12| Tadopmaris Information
13| Kibepbesmneka Cybersecurity
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14 KondineHminiHicTh

Confidentiality

15.| Merox mociimKeHHs

Research method

16| MopaenroBaHHs

Modelling

17| Hayxka

Science

18.[ Opienrosanuii Ha moBexiHKy

Behavior-based

19, IlocBigueHHs OCcOOU

Know Your Customer (KYC)

20| TlpuBaTHU# K04

Private key

21| Tly6niunauii Kirou

Public key

22| CurnarypHo-opicHTOBaHMIA

Signature-based

23.| Tpan3akiis Transaction

24 Xem Hesh

25 Xemr-nepeso, nepeso Mepkia Merkle tree
26. IlimicHIiCT Integrity
27| Hludpysanns Encryption
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