Analysis of attacks on
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cybersecurity
technologies
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Global statistics compiled by Cisco in 2017
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We choose the 7-level architecture of loT systems, prop@i by Cisco
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Scheme of fire alarm system of a separate room on the example of a garage
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Attacks on
components of
loT systems
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Privacy attacks

Attacks on loT system components

Attacks can be represented in the form of open classification groups.

D = H| ] C- aset of attacks that lead to denials of service, involves combining sets of attacks

at the physical and channel level.

Many attacks that lead to denials of service at the physical level:

H
H-= UHr
=1

The sél of attacks that lead to denial of service link-level:

c=|Jc
k=1

The set of attacks on routing protocols:

R=UR..

u=1

The open classification grouping of transport layer attacks is presented in the form of a set:

T = UTQ
a=1

The set of attacks on data aggregation is represented as follows:
m
o-U)a
i=1
The set of attacks on privacy:
fi]
p=|Jp,
p=1
In general. attacks can be represented as a union of all classification groups:

A=DURUTIUGUP
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An attack on the loT systems detection of a sensor
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DoS channel level attack.




Black Hole attack




The "Funnel" attack




Honest
community 2

Honest
community 1

v,

Sybil

community

SA-1

Community 1 Community 2

Community 3

Local area

A

@

W

SA-3

The Sybil attack

et
4

Sybil node
Honest node

Wireless communications

Social connection
Attack edge

a3

-
Local service provider
-



WORMHOLE ATTACK
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A flood attack (HELLO flood attack)




Attacks at the transport level are: An avalanche attack




Attacks at the transport level are: The desynchronization attack
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Recommendations for counteracting attacks
on components of the loT system



Discussions

The list of attacks is an open classification group that can be
supplemented and expanded. The implementation of 10T clusters in
combination with edge computing requires further research. They need
to develop a cluster model and mathematical software for loT systems in

combination with edge computing to minimize information processing
and decision-making time.




Conclusions

The analysis allowed us to generalize cyber threats to the components of loT systems.
As a result, it is determined that the largest number of attacks occur on network nodes,
and the use of wireless communication technologies between the elements of the
system creates the preconditions for a cyber-attack on the system. It is determined that
today multi-stage complex protection systems are being implemented, based on the use
of the latest technical means, qualified personnel, control procedures, administrative
regulations with their strict observance. The analysis of attacks allowed determining
their list and exploring the features of implementation. As a result of the analysis and
generalization, recommendations for counteracting attacks on the components of the
loT system have been developed.



THANK YOU FOR
YOUR ATTENTION!



	Слайд 1: Analysis of attacks on components of IoT systems and cybersecurity technologies 
	Слайд 2
	Слайд 3
	Слайд 4
	Слайд 5
	Слайд 6
	Слайд 7: Global statistics compiled by Cisco in 2017
	Слайд 8
	Слайд 9
	Слайд 10
	Слайд 11
	Слайд 12
	Слайд 13
	Слайд 14
	Слайд 15
	Слайд 16
	Слайд 17
	Слайд 18
	Слайд 19
	Слайд 20
	Слайд 21
	Слайд 22
	Слайд 23
	Слайд 24: Discussions 
	Слайд 25
	Слайд 26

