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Global statistics compiled by Cisco in 2017
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We choose the 7-level architecture of IoT systems, proposed by Cisco



Cluster protection zone



Scheme of fire alarm system of a separate room on the example of a garage 



Attacks on IoT system components





An attack on the IoT systems detection of a sensor



DoS channel level attack.



Black Hole attack



The "Funnel" attack



The Sybil attack





A flood attack (HELLO flood attack)



An avalanche attackAttacks at the transport level are:



Attacks at the transport level are: The desynchronization attack



Attacks on data aggregation



Recommendations for counteracting attacks 
on components of the IoT system



Discussions

The list of attacks is an open classification group that can be 
supplemented and expanded. The implementation of IoT clusters in 
combination with edge computing requires further research. They need 
to develop a cluster model and mathematical software for IoT systems in 
combination with edge computing to minimize information processing 
and decision-making timе.



Conclusions 

The analysis allowed us to generalize cyber threats to the components of IoT systems. 
As a result, it is determined that the largest number of attacks occur on network nodes, 
and the use of wireless communication technologies between the elements of the 
system creates the preconditions for a cyber-attack on the system. It is determined that 
today multi-stage complex protection systems are being implemented, based on the use 
of the latest technical means, qualified personnel, control procedures, administrative 
regulations with their strict observance. The analysis of attacks allowed determining 
their list and exploring the features of implementation. As a result of the analysis and 
generalization, recommendations for counteracting attacks on the components of the 
IoT system have been developed.
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