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1. 3aranbHi BiZOMOCTI NPO iIHPOpPMaLLIHY Be3neky

IHpOopMaLinHa be3neKa — ue cTaH
3aXULLEHOCTI cuctem obpobKM |
30epiraHHA AaHUX, NPU AKOMY

3abe3neyeHo KOHDIAEHLUINHICTD,
NOCTYMNHICTb | LWiNiCHICTb iIHPOopMaLLil.




1. 3aranbHi BiZOMOCTI NPO iIHPOpMaLLiHY Be3neky

Moaenb iHbopMmaLinHOI be3neku

KoHdiaeHUinHicTb

3aXUCT BIA,
HEeCaHKLUIOHOBAHOro

O3HAaMOM/IEHHSA 3i 3MiCTOM : HEMOXXIMBICTb MoaudIKaLil
Security HEeaBTOPU30BaHUM

KOPUCTYBayem

LlinicHicTb

Availability

JOCTYnHICTb

OTPUMAHHA AaHUX 332 BUMOIOLO
KOpUCTYBa4va, AKMMN MaE
BIAMOBIAHI MOBHOBAXEHHSA




1. 3aranbHi BiZOMOCTI NPO iIHPOpMaLLiHY Be3neky

Cnocobu 3axucty iHpopmauii

Pi3nyHi — ue 3acobu, HeobXiaHI AnA
30BHILUHbOrIO 3aXMCTy 0O6YNCAOBAILHOI
TEXHIKWN, TepuTopii Ta 06’eKTiB (OXOPOHa,
CUrHani3auia, CTBOPeHHA eKpaHOBaAHMUX
NMPUMILLLEEHb TOLO).




1. 3aranbHi BiZOMOCTI NPO iIHPOpMaLLiHY Be3neky

Cnocobu 3axucty iHpopmauii

AnapaTHi — PI3HI 3@ TUMOM MNPUCTPOI
(MexaHi4YHi, eneKkTpomexaHiyHi, eNeKTPOHHI
Ta iH.), AKi Ha piBHI 06N1aAHaHHA BUPILLYIOTb

3aBAaHHA 3aXUCTY AaHUX.




1. 3aranbHi BiZOMOCTI NPO iIHPOpMaLLiHY Be3neky

Cnocobu 3axucty iHpopmauii

[lporpamHi — cUCTEMHI Ta NPUKIAAHI
nporpamm, NpPuUsHayYeHi ana ineHTn@ikauii
KOPUCTYBaYiB, PO3MeXKYBaHHA AOCTynNy,
TE@CTOBOr0 KOHTPOJ1H0 CUCTEMU 3aXUCTY
TOLLO.




1. 3aranbHi BiZOMOCTI NPO iIHPOpMaLLiHY Be3neky

Cnocobu 3axucty iHpopmauii

3aKOHOAaBYI — AltoYi B KpalHi 3aKOHM,
VKa3un, NONOKEHHA, IHCTPYKUII Ta IHLLUI
HOPMATUBHI aKTU, AKI pernameHTyoTb
npaBunaa NOBOAKEHHA 3 iIHOOPMaALLIED
obmerkeHoro gocrtyny.




1. 3aranbHi BiZOMOCTI NPO iIHPOpMaLLiHY Be3neky

Cnocobu 3axucty iHpopmauii

KpuntorpadivyHi — BUA, 3aXUCTY, LLLO
3aMMAETbCA PO3PODOKOI aNrOPUTMIB i
. . B EGCF5FA10696B67D9D5Y9
NnepeTBOpPEHHS NOBiAOMNIEHb, B TOMY YUC/I 140 A9 ED 4B 35 8B.1B 86 BC /
LWAAXOM WNPPYBAHHA 3 BUKOPUCTAHHAM
crneuiaNbHUX (K1H0YOBUX) AQHUX.

D8 20 6E 311




2. OCHOBHI MOHATTA KPUNTOANOTII

Kpuntonoria (rpeubK. «TAEMHUU» Ta
«C/I0BO, BYEHHSA») — HAayKa, AKa BMBYAE
MmeToan nobyaoBu Ta aHANI3Y CUCTEM
3aXMUCTY iIHPOPMaALLIMHNX PecypciB,

OCHOBAHUX Ha MAaTEMATUYHUX
nepeTBoOpeHHAX AaHUX 3
BUKOPUCTAHHAM CEKPETHUX
napameTpis.




2. OCHOBHI MOHATTA KPUNTOANOTII

PyHAaMeEHT KpUnNToaorii AK Haykn y 1949 p.
3aK/1ana poboTa amepmnKaHCbKOro B4EHOIO
Knopa LLleHHoHa «Teopis 3B’A3Ky B
CEKPEeTHUX CUcTemax», y AKin GaKTUYHO

BrnepLe 6yno npeacTtaBAeHO MaTeMaTUYHY =
Mmoaenb Wuodpis.




2. OCHOBHI MOHATTA KPUNTOANOTII

KpunTtonoria

Kpuntorpadisa KpunTtoaHanis

CumeTpuYHi
a/ITOPUTMU

YacToTHUM

ACMMeTPUYHI
a/ITOPUTMM

JTiHINHWUWY

KombiHOBaHi

A

nepeHuianbHUN [l
TOLLO

anNropnTMu



2. OCHOBHI MOHATTA KPUNTOANOTII

Kpunrtorpadia (rpeubk.
«TAEMHUU» Ta «KMUCAHHAY, KpuntoaHani3 (rpeubk.
«TAaMHOMUCY») — HayKa Npo «TAEMHUN» Ta «aHanNi3») — HayKa
npuHUUNKM, 3acobn Ta metToam Npo MmeToamu Ta cnocoobu

nepeTBoOpeHHA AaHUX 3 METOI0 PO3KPUTTA 3aMNPPOBaAHMX
NPUXOBYBAHHA IX 3MICTY, NOBIAOM/IEHb, @ TAKOX NPO
3anobiraHHA TaKTUKY Ta CTpaTerito IX
HeCaHKLIOHOBAHOrO 3aCTOCYBaHHA.
BUKOPUCTAaHHA abo NigpoodKu.




2. OCHOBHI MOHATTA KPUNTOANOTII

E-SIGNATURE
: O

KpunrtorpagiuHuu anroputm — Habip
MaTeMaTUYHUX NPaBUA Ta Npoueayp,
AKMM OMUCYE TaKi BUON NEePEeTBOPEHb, AK
LWNPpyBaHHA, POpMYyBaHHA Ta NepeBipKa
LM, obuyncneHHa xew-3HayeHb,
KpnnTorpadivyHMX KOHTPOIbHUX CYM,
CTBOPEHHA IMITOBCTAaBKU TOLLO.

CERTIFICATE

CYyKYMHICTb KpunTtorpadivyHMUX anropmuTmis,
LLLO BUKOPUCTOBYHOTLCA ANA WWNPPYBAHHA
Ha3MBatloTb WKUdpomM.




2. OCHOBHI MOHATTA KPUNTOANOTII

BiaAKpPUTUU TEKCT ABASIE COOOIO

BUXigHEe MOBiZOMIEHHS, WO Nianarae paintext clphertext
' OO0OO0O OOO0O0O
3alUMPPYBAHHIO.
be sure to cf tvsf up
drink your esjol zpvs
Pe3ynbTaTtom 3aLIMPPYBAHHA Ovaltine Pwbmujof
BIAKPUTOrO TEKCTY € WWMPPOTEKCT, Lo

TAaKOX Ha3MBalOTb KPUNTOTEKCTOM
abo Kpuntorpamoto.




2. OCHOBHI MOHATTA KPUNTOANOTII

LLinppyBaHHA AaHUX — Lie NPOLEC, LLIO CKNaaacTbCA i3

Po3swundpysaHHA (CUH.
3awmndpyBaHHA — npotuec AewundpysaHHA) — npouec

nepeTBOPEHHA BiAKPUTOrO nepeTBopeHHA WndpoBaHOro
TEKCTY A0 BUAY, HE3PO3YMINOro NoBIAOM/IEHHA A0 NOYaTKOBOI
HECAaHKLIOHOBAaHOMY iHpopMaUii (BiAKPUTOro TeKcTy)
KOPUCTYBau4eBi. 332 JOMNOMOTO0 NEBHUX NPaBU
WPy Ta BiAOMOro KNtoYa.




2. OCHOBHI MOHATTA KPUNTOANOTII

KpuntorpadiuHmnm kntou (Kntou)—
TAEMHUMN CTaH AEAKMX NapaMeTpPiB
anropuTMmy KpuntorpadiyHoro
nepeTBOpeEHHA, WO 3abe3neyye BMOIp
OAHOr0o NepeTBOPEHHA I3 CYKYMNHOCTI
MOXNNBUX ANA AAHOTO aAropuUTMmy.




2. OCHOBHI MOHATTA KPUNTOANOTII

Kpunrtocucrema — ue cuctema KpmntorpadivyHoro
NnepeTBOPEHHA AaHUX, WO MICTUTb Y CODI N'ATb KOMMNOHEHTIB:

|

CiMEeNcTBo CiIMEeNCcTBO
MHOUHY 3almnedpo- po3LnNPpo-
KN1to4iB BYIOUUX BYHOUYUX
nepeTBopeHb § NepeTBopeHb

MHOXUNHY MHOXUHY
BIAKPUTUX LUNPPO-
TEKCTIB TEKCTIB




2. OCHOBHI MOHATTA KPUNTOANOTII

KpunTocTinKicTb — Lie BNaCTUBICTb
KPUNTOCUCTEMU NPOTUAIATU aTaKam
CYNPOTUBHMKA, CNPAMOBAHMM Ha
OTPMMAHHSA CEKPETHOrO Kato4Ya abo
BIAKPUTOro NOBIAOMNEHHA.

1811111101101@11111108118

[Mig aTakol Ha KPUNTOCUCTEMY

PO3YMIETbCA cnpoba NopyLLUEHHA

6e3neKkn KOHKpeTHOI peaniladlii
KPUNTOCUCTEMM.

BAany KpUntoaTaKy Ha3mMBalOTb
3/1TAaMOM.



2. OCHOBHI MOHATTA KPUNTOANOTII
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2. OCHOBHI MOHATTA KPUNTOANOTII

[TpUHUUNN KPUNTOANOCTII

WGBSRl (®  noBigOMNEHHA MatloTb OYyTM OAHAKOBO MILHO 3aXMULWEHi Ha KOXHiu
3aXUCTY NaHUi nepenayvi AaHUX, B 3a1€XHOCTI Big 3arpos, Wo BUHUKAIOTb

MpuHUMN AOLINBHOCTI npobnema cniBBiAHOWEHHA BAPTOCTi AaHMX, BUTPAT Ha IiX 3axXUCT Ta
3aXUCTY BUTPAT Ha IX 3/1am

MPUHLMN BUKOPUCTAHHA 6e3 3HaHHA Kawoua pgewndpyBaHHA JaHUX Ma€E OyTM NPaAKTUYHO
KAoua HEMOX/IUBUM

30aTHICTb WNPPY NPOTULRIATU PISHOMAHITHMM aTaKam Ha HbOrO € MOro
G R 17 DG Lo d BT [O0Y o)A CTIMKICTIO, BOHA OLHIOETBCA LWASAXOM Pi3HOMaHITHMX cnpob 1noro
3/1TaMyBaHHHA

MpuHumn Kepkxodda CTiMKICTb cy4acHoro wndpy Mae BU3Ha4YaTUCh, B MepLUy Yyepry, Kauem

MpuUHUMN BUKOPUCTAHHA BUbGip wunopy 3anexntb Big ocobnmsocten iHbopmaduii, Big ii obcary,

PiI3HOMaHITHUX WKUdpis LiHHOCTI TOLLO




3. Knacuoikauia wuopis

3a ocobamBocTaAMMU 32 TEXHONOrIED
3a BUAOM WNPpPYyBaHHA
KNtoYya LWndpyBaHHA

[MoniandasiTHi TpadapeTHi




3. Knacuoikauia wuopis

Symmetric Encryption

CumetpuuHuim wnop (3 3akpuTUm
KAyem) — metoa WndpyBaHHSA, B ?

AKOMY OAUH | TON CAMUN aNTOPUTM, a
:B A45h*L@9. :B

TAaKOXX OAUH | TOM CAaMUUN KNt
BUKOPUCTOBYETLCA ANA LWUMPPYBAHHS
Ta AewndpyBaHHA NOBIAOMAEHD.

T6=#/>B#1 .
ecryption

R06/J2.>1L

1PRL39P20

Plain Text Cipher Text Plain Text




3. Knacuoikauia wuopis

AcnmeTtpunuHum wnodp (3 BigKkpnTMM Asymmetric Encryption

KAYem) — meTtoa WndpyBaHHSA, B “
HKOMV an rOpMTN\M LUMd)pyBaHHFI Ta Public Different Keys Secret

Key Key

AewndpyBaHHA Pi3Hi, |
BUKOPUCTOBYIOTbCA ABa KAtO4a —
OAWH ANA WKNdpYyBaHHA, a APYrun —
ANnA newmndpyBaHHA NOBIAOMIEHD. [l Cipher Text Plain Text

A4Sh*L@9.

T6=#/>B#1 .
ecryption

R06/J2.>1L

1PRL39P20




3. Knacuoikauia wuopis

ABCDEFGHIJKLMNOPQRSTUVWXYZ

b b b

TP TOTEETNIET R G CET T ENT-I QWERTYUIOPASDFGHJKLZXCVBNM

LWNOP, Y AKOMY KOKEH CUMBO/ GRAY FOX HAS ARRIVED
BiAKPUTOrO TEKCTY Y LUNDPOTEKCTI UKQN YGB IQL QKKOCTR

3aMIHIOETBCA IHWUM CUMBOJIOM.




3. Knacuoikauia wuopis

LLindp nepectaHoBKU — Le WUDP, Y
AKOMY CMMBO/IM NOBIAOM/IEHHA
nepecTaBaATbLCA MiCLUAMUN
be3nocepeaHbO Yy BiAKPUTOMY TEKCTI
33 MEBHUM MPABUIOM, LLIO 33/1€XKUTb
BIA KNtoYa.




3. Knacuoikauia wuopis

bnokoBi WKdpU 34iNCHIOTb WIMdpPYBaHHA BAOKIB PiKCOBaAHOI
NOBXWHU, LWO CKAAAa0TbCA 3 MOCNIA0OBHOCTI CUMBOAIB
BIAKPUTOrO TEKCTY.

Plaintext block
e.g. 64 bits

Ciphertext block
e.g. 64 bits

Key K



3. Knacuoikauia wuopis

MoToKOBI WKUdPU 30iIUCHIOTb LWNPPYBAHHA OKPEMUX CUMBONIB
BIAKPUTOrO TEKCTY.

Plaintext bits (P)
EENNENE
Seed key

‘ Keystream bits (K)
—-.—DDDDDDD

Ciphertext bits(C)
EENNEND




