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System and network monitoring. Moodyne #3. JHCTpyMEHTH MOHITOPHHTY Ta aHANI3y JaHUX
Cucmemnuti ma mepeosicesuti monimopune. Jlexyis #5. ITHCTpyMEHTH Ta TEXHOJIOTii CHCTEMHOI'O MOHITOPHHTY.

Inan nekuii . Tema 5. [HCTpYMEHTH Ta TEXHOJIOTIT CHCTEMHOT'O MOHITOPHHTY.

. Omisiy HONyJSIPHUX IHCTPYMEHTIB CHCTEMHOI'0 MOHITOPUHTY, TakuX sik Nagios, Zabbix, Prometheus, MS SCOM.

. [pakT4HE BUKOPUCTAHHS IHCTPYMEHTIB /ISl MOHITOPHHI'Y CUCTEMHHX PECYpPCIB Ta JOAATKIB.
. HanamryBaHHS CIIOBIIEHb Ta aBTOMATH3allisl YIPABIIiHHSI CHCTEMHUM MOHITOPHHIOM.
Beryn

IT’siTa mexuis Kypey. Mu nibpaiicst 6e3mocpeiHbo 10 iIHCTpYMEHTIB, SIKUMH 3/ CHIOEThCst MOHITOpHHT. Haranato

MOHITOPHHT € KITIOUOBOIO CKIJIAJJOBOIO YIIPABIIiHHS Ta MIATPUMKH iH(OPMAIIHHNX CHCTEM Ta TEXHOJIOril. ICHye KilbKka BHIB MOHITOPHHTY, KOXEH 3 AKHX
Mae CBOI XapaKTePHCTUKH Ta BAXKIUBICTh U crienu(iYHHUX iIeH Ta moTpeo.

L1 nexuist mpHCBsYeHa IHCTPYMEHTaM CHCTEMHOT0 MOHITOPUHTY

CucTeMHU MOHITOPHUHT - 11€ KOMIUIEKCHUI NPOIEC aBTOMATHYHOr0 a00 PYYHOro Harjsiy, aHalli3y Ta OLiHKH apaMeTpiB Ta QyHKIIN EBHOI cucTeMH ab0
rpynu cucreM. Llel nporec opraizyeTbes A7l HaIAaHHS OBHOI Ta 00'€KTUBHOI iH(pOpMaIil PO CTaH CHCTEMH B peaJbHOMY 4aci ab0 Ha MEeBHUX eTamax ii
podotu. OcHOBHA MeTa - 3a0€3MeYUTH BUaCHE BUSBJICHHS Ta pearyBaHHs Ha pooiaeMu abo BiIXUIICHHS B poOOTi cUCTeMH Juls 3a0e31edeHHs ii cTabiibHOCTI
Ta e)eKTUBHOCTI.

Harazaro, Ipo BeJHKY PoJib CHCTEMHOr0 MOHITOPHHIY y Cy4acHHX iH(opmaniiiHuX TeXHOJIOrisIX, a caMe Ha 3HAUYCHHI CHCTEMHOTO MOHITOPUHTY ISt
Oi3Hecy Ta opraHizariii:

CucTeMHHI MOHITOPHHT IPECTABIISE COOOIO KITIOUOBHH €JIEMEHT B yIPaBIiHHI Ta 3a6e3nedeHHi edekTuBHOCTI iHdopManiitnux Texnonorii (IT) B cygacHux
6i3Hec-cepenoBUIIax. My ImaM’aTaeMo, 10 I1ei IPoIec BKII0YAE CHCTEMAaTHIHHI HarJIsL K 32 () yHKIIOHAIBHICTIO, IPOAYKTUBHICTIO Ta HafilHicTIO ITcucrem,
TIO3BOJISAI0OYM 3a0e3neunTy Oe3nepediliHy podoTy iHGpacTpyKTypH Ta yHUKHYTH OaraTbox npodiem st Oi3HeCy 3a HOPIBHSAHO HEBEIHMKI KOILITH. 3arajaoMm,
1l IMTaHHS 0OTOBOPIOBAIMCS Ha MEpILiii IeKuil Kypcy.

02150 RONYAAPHUX THCMPYMEHMIE CUCHEMHL020 MOHImMopun2y, makux sk Nagios, Zabbix, Prometheus, MS SCOM.

Nagios

RS

< Nagios vs Icinga. Ictopuuna noBigka

N a g i os"’ V 1996 poui amepukaneup Itan Tancrax (Ethan Galstad) pospo6us mporpamy mis MS-DOS, ska mossonsiia
—_ nepeBipsiTd gocrynHicTs cepBepiB Novell NetWare 3a jgomomoror cropoHix mporpam. Ha ocHOBI wmi€i mpocToi
- ’. - KOHCTpYKIIi uepe3 Tpu poku y 1999 poui Oyma po3pobiieHa cucTeMa 3 BiIKpUTHM BUXiTHAM KogoM NetSaint, skuii ctaB
Pt lC I n G A MOTIEPETHUKOM TOr'0, IO ChOTOAHI BiIOME SIK HporpamHe 3a0e3nedeHHs ais MoHitopuHry Nagios. Netsaint OyB
po3pobiennii ITanoM Ui BracHUX notped. Takum urHOM, nepina Bepcis Nagios JaTyeThest MUHYIUM CTOMITTsIM: 1999
pOKOM.
Yepes 10 pokis (Tpasens 2009) Ha cBir 3'sBunacs Icinga (nepuBatuB Nagios). [Ipo npuuumHy, siKi 3MycHin KoMaHay po3poOHukiB Icinga Ha youi 3
Mixaenem Jlro66eHom (Michael Lubben) - oguuM 3 3acHOBHHKIB Icinga Ta MpoBiAHMM PO3POOHHKOM IOMOBHEHb 10 Nagios, BITOKpeMHTHCS i
pO3MoYaTH BIACHHI MPOEKT € IikaBa cTaTTs Nagios Vs. Icinga: the real story of one of the most heated forks in free software Tpeba 3ramaru, mo
xoMmansa Icinga, sk i paHime, epecmiae Bci cBoi HampamioBaHHs 10 Nagios Ta 30epira€Thcsi AyXKe BUCOKA CYMICHICTh IIMX JBOX MOHITOPHUHTOBHX
cucreM. Hacripasni, Nagios Mae Maibke HEeCKiHICHHY KUTbKICTh Biramyxkens: Icinga, OpsView, Op5, Centreon, Naemon, Shinken.

< IIlo Take Nagios — 11e iHCTpyMEHT Oe3I1epepBHOI0 MOHITOPUHT'Y 3 BIAKPUTUM BHUXIJTHHM KOZIOM, SIKHIf KOHTPOIIIOE MEpexy, IPOrpaMu Ta cepsepu. Bin
MOJKe 3HaXOAUTHU Ta yCyBaTH HpOoOIeMH, BHSBIEHI B iHPPACTPYKTypi, Ta 3yNHHATH MalOyTHI IpoOIeMH, Iepil HiXK BOHH TOPKHYTBHCS KiHIIEBHUX
xopucrysauis. Ile nae moBHuii cratyc Bamoi IT-iHppacTpykTypH Ta ii IPOXYKTHBHICTS.

¢  Yomy Nagios. Nagios mporonye Taki QyHKIi, AKi poOIATH HOTO JOCTYITHAM TSl BETHKOI TPYITH KOPUCTYBAYiB — » Moxe KOHTPONIIOBATU
cepBepH 0a3 qaHuX, Taki sk SQL Server, Oracle, MySQL, Postgres » Hapnae indopmariro npo piBens nporpamu (Apache, Postfix, LDAP,
Citrix Toruo. 0y1.).

»  3abesnedye aKTHBHHI PO3BUTOK.
»  Mae BinMiHHY HiATPUMKY BiJ BeTHIE3HOI aKTUBHOI CIIJIBHOTH.
»  Nagios mpairioe HaJl MOHITOPHHTOM OY/Ib-IKOI OTEPaIiifHOl CHCTEMH.
»  IlinTpuMmye GiIBLIICTD CTAHAAPTH30BAHUX MEPEKEBUX MPOTOKOIIIB.
« TlepeBaru Nagios. Nagios mporomHye Taki IepeBart jist KOpUCTYBadiB — » Jlonomarae mo30yTHCs MepioANYHOTO TECTYBaHHSI.

»  BusiBisie 3001 32 4aCTKH CEKYH/H, KOJH IOZis MepeOyBae y «IepepuBUacTiil» cTaii.
»  3HmKye BapTicTh 00CIYroByBaHHS 0€3 MIKOAY NPOIYKTUBHOCTI.
»  3abe3mnedye cBOEYACHE OMOBILICHHS EPCOHATY Ta KEPIBHULTBA PO KOHTPOJIb TA MOJIOMKH.

< Apxitextypa Nagios. HactynHi myHKTH cTOCYIOTECS apXiTekTypu Nagios — » Nagios Mae apXiTeKTypy cepBep-areHT.

»  Cepsep Nagios BCTAHOBJICHHIT Ha XOCTI

»  Ilnarinu (areHTH) BCTAHOBJICHI HAa BiJJAJICHHX XOCTax/CepBepax, SIKi MAlOTh KOHTPONIOBATHCH. IliATPUMYIOTHCS METOAM 0€3areHTHOrO
MOHITOPHHTY.

»  Nagios nocuiiae curHai 4epe3 nporec MIaHyBaHH JUIS 3aIyCKY IUIATiHIB Ha JIOKAJIBHHX / BiJUTAJICHUX XOCTaX / cepBepax.



http://freesoftwaremagazine.com/articles/nagios_and_icinga/
http://freesoftwaremagazine.com/articles/nagios_and_icinga/

#2/ #18

System and network monitoring. Moodyne #3. JHCTpyMEHTH MOHITOPHHTY Ta aHANI3y JaHUX

Cucmemnuti ma mepeosicesuti monimopune. Jlexyis #5. ITHCTpyMEHTH Ta TEXHOJIOTii CHCTEMHOI'O MOHITOPHHTY.
»  Ilnarinu 36uparoTh JaHi (3aBaHTXXEHHS IIPOLIECOPA, BUKOPUCTAHHS MTaM'sITi TOIO. Oy/.) 1 BiANPABISIOTH 1X Y IUIaHYBaJIbHHUK.
»  TloriMm rpadiku mporecy HaJCHIAIOThH [TOBiJOMIEHHS aIMiHiCTpaTOpaM Ta OHOBIIOIOTH Tpadidnuii iHTepdeiic Nagios.
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< Meroznu 6e3areHTHOro0 MOHiTOPHHTY, nocTynHi B Nagios:

»  SNMP (Simple Network Management Protocol): BUKOPHCTOBY€ETBCS sl MOHITOPHHTY MEPEXKEBHX HPUCTPOIB, TAKUX SIK MapIIPyTH3AT OPH,
KOMYTaTOpH Ta CepBepH, pi3HOMaHITHOI nepudepii Ta iHIUX NPUCTPOIB, O MATPUMYIOTE SNMP.
WMI (Windows Management Instrumentation): BUKOPHCTOBYETHCS st MOHITOPUHTY cricTeM Windows.
JMX (Java Management Extensions): BHKOPHCTOBYETbCS U151 MOHITOPHHTY Java-oiaTKiB.
HTTP/HTTPS: BUKOPUCTOBYEThCS JIsI MOHITOPHHTY BeO-CepBepiB Ta iHITHX BeO-10JaTKiB.
SSH: BUKOPHCTOBYETBCS ISl MOHITOPHHTY cucteM Linux ta Unix.

YV VYV

K3
o<

Nagios — mpoaykTu. Nagios MiCTUTb JiHIKYy Pi3HOMaHITHUX MPOAYKTIB, sIKi JO3BOJSIOTH HANAIITYBATH OUTBIIICTH CXEM Ta BHIIB CHCTEMHOrO Ta

MEPEXEBOr0 MOHITOPUHTY. PO3IIIsIHEMO aKTyalIbHY JiHIHKY IPOIYKTIB.

»  Nagios XI
3abe3neuye MOHITOPUHT BCiX KoMIMOHEHTIB I T-iHGpacTpyKTypH, TaKKX SIK TOJaTKHU, IOCIYTH, Mepeka, onepariiHi cucrem i T.1. Nagios XI nae
TIOBHE YSBIICHHS IIPO Ballly iHPPacTpyKTypy Ta OizHec-mporecH. I'padiunuii iHTepdeiic kopucTyBaya JIerKo HaJIAIITOBYEThCS, 3a0e3edyl0un
THYYKICTh BUKOpHCTaHHs. ba3oBa cranmapTHa Bepceis (6a3osa ue 1 50 Honi) Nagios X1 komrye 1295 nonapis, a 1ina 6a3oBoi (tex 50 HOAiB)
Enterprise Edition minensii — 2995 nonapis.
Enterprise Edition Britouae qomatkosi ynkmii, Taki sik Capacity Planning Reports, SLA Reports, Bulk Modification Ta iHmi, o monermyoTs
YIpaBIiHHS BENUKOMACIITAOHUMM KOH(QIrypamisiMu Ta 3BiTHICTIO. [N BENMKMX oOpraHizauii, siki mOTpeOYyIOTh MOHITOPHHTY YHCICHHHX
cepBepiB, noctynHi Sitewide nineH3ii, 0 TPOMOHYIOTH 3HAYHI 3HIDKKH. JleTami MOKHa OTPHMATH, 3B'S3aBIIKCH 3 BiaaiioM mpojaaxiB Nagios.
1linu MOXyTh 3MIHIOBATHCS, TOMY PEKOMEHIYEThCS IIEPEBIPUTH aKTyanbHY iH(popMalito Ha odiniiiHoMy caiiti Nagios abo 3B's3aTncs Bimuiiom
MIPOJAXiB s OTPHMAHHS HaMCBDKIMIO! iHpOpMAaIIii.

»  Nagios Core
Nagios Core - sapo monitopunry IT-indpactpykrypu. IIpogykT Nagios XI Takox rpyaTyeThest Ha Nagios Core. 1llopa3y, konu BHHHKa€e OyIbska
npobiaemMa B iHOPACTPyKTypi, BiH BiIIpaBis€ IMONEPELKEHHS/IOBIJOMICHHS aAMIHICTpaTOpy, SIKHH MOXKE MIBHAKO BXKHTH 3aXOMiB IS
BUpinIeHHs npobnemu. el iHCTpyMEHT € aGCOMIOTHO GE3KOMITOBHUM.

»  Nagios Log Server
Nagios Log Server poOuTh HOIIYK JaHUX XKypHAITY Jy’Ke IPOCTUM Ta JISTKUM. Y ¢l IaHi )ypHay 30epiraloThCst B OZIHOMY MiCIIi 3 HaJIAIITYBaHHAM
BHCOKOi JOCTYNHOCTi. BiH MOXe JIerko HaJCHIATH OIOBIIIEHHS, SKIIO Oyab-sika HpoOlieMa BHSBJIEGHA B JAHUX JKypHaly. Bin moxe
MacITaOyBaTUCh O TUCSAY CepBEpiB, 3a0e3MeUyI0ul BEIHKY MOTYXKHICTh, MIBUKICT, 00'€M CXOBHINA Ta HAIIMHICTH IS IWIATGOPMH aHANIZY
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skypHaiiB. Nagios Log Server npornonye pi3Hi JlilleH31iHI IUTaHN, 3aJIe)KHO BiJ KITBKOCTI iHCTaHIIH (eK3eMIULIPiB) Ta moTped BamIoi op raHizarii.
Iinu Ha odiuiliHomy caiiti Nagios Bka3zaHi B qonapax CIIIA. Ock OCHOBHI JilleH31iHI piBHI Ta X BapTiCTh:

Mid-Scale (Cepenniii Macitab):

v’ 2-iHcraHuiii#a minensis: $5,995

v' 3-iHcraHuiiiHa minensis: $6,995

v' 4-iHcraHuiiina minensis: $7,995
Lli miuensii 3a6e3MeuyrOTh IEHTPANi30BaHe YIPABIiHHA JIOTAMH, MiJABHIIEHY IIBUKICTH 3aMMTIB, PE3EPBYBAHHS [AHMX Ta ABTOMATHYHE
NEPEKITIOYEHHS Y BUIAJIKY BiJIMOBH.

Large-Scale (Benukwuii macmra0):
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v 10-iHcTaHuiiiHa JineH3is: HiHa JOCTYIHA 3a 3a[IHTOM
et m1aH miAXOANTH sl MOHITOPHHTY 3HAYHHUX OOCSATIB JIOTIB 3 BOYJJOBAaHOO BiJIMOBOCTIHKICTIO Ta Pe3epBYBaHHSIM.
3BepHiTh yBary, mo Nagios He pPEeKOMEHAye BHKOPHCTOBYBAaTH OIHOIHCTaHLiMHI posropranHs Nagios Log Server uepes3 BincyTHICTH
pe3epByBaHHS Ta aBTOMAaTHYHOIO NEPEKIIOUCHHS Yy BHUIAIKY BiaMoBH. J[nsi oTpHMMaHHS JeTaibHOI iH(opmamii Ta po3paxyHKY BapTOCTi
BIIMTOBIZHO J0 BAalIMX MOTPeO, BU MOXKETE CKOPHCTATHUCS KaJIbKYJIATOPOM IUIaHiB Ha odiuiiiHoMy caiiti Nagios. Takox, B YkpaiHi 1ocTymHi
nokaneHi pecenepH, Taki sk Softkey.UA, ne Bu Moxere mpuabaté jineH3il. 3BepHITH yBary, IO I[HH MOXYTb 3MIHIOBATHCS, TOMY
PEKOMEHJTYeThCs NIEPEBipATH aKTyalbHy iH(popMalito Ha odiniitHux pecypcax abo 3Beprarucs 10 opinifiHuX npeacraBHuKiB Nagios..
Nagios Fusion
Nagios Fusion 3abe3nedye IieHTpai3oBaHe NpPEACTABICHHS Bciel cucTeMu MOHiTOpuHTY. 3a jomoMororo Nagios Fusion Bu ckanyere
HANIAIITYBAHHA OKPEMHX CEPBEPIB MOHITOPHHTY JUlsl pi3sHMX perioHiB. Moro moxwHa nerko interpyatu 3 Nagios XI Ta Nagios Core, 1106
3a0e3MeunT! MOBHY BUIMMICTh iHQpacTpykTypH. Jlinensis Ha Nagios Fusion HamaeThCst HA KOXKHY iHCTaHILi0 nporpamu. Lle o3Havae, mo mis
KOXHOro posroptanns Nagios Fusion nmorpiGHa okpema ninensis. Bognovac, Hemae oOMexeHb Ha KinbKicTh iHcTaHLill Nagios XI, Nagios Log
Server abo Nagios Core, siki MOXHa iHTErpyBaTH 3 KOKHOIO iHCTaHIiero Nagios Fusion. Axryanehi ninu Ha ninensii Nagios Fusion moxyTs
3MIHIOBAaTHCS, TOMY PEKOMEH/IYETHCS IIepeBipaTH IX Oe3mocepeqHbo Ha odiniiiHomy caiiti Nagios abo y aBropu3oBanux pecenepiB. Hanpukian,
intepHer-mara3ut Softkey.UA npononye ninen3ii Nagios Fusion, ane myis oTpuMaHHS TOYHOI BapTOCTI Ta yMOB NMPHUAOAHHS CIij 3BEPTATHCS
6e3mocepeIHbO 10 MPEACTaBHUKIB MarasuHy. [Ipunbanns minensii Nagios Fusion Hamae HOCTYN 10 TEXHIYHOI MiATPHMKH, OHOBJIEHb Bepcii
HPOTATOM OHOTO POKY, a TaKOX JO CreliansHoro (popyMmy miITpuMkn s KiieHTiB. e 3abesnedye cBOeyacHe OTpHMaHHsS OHOBJICHb Ta
JOTIOMOTY Y BUpIIICHHI MOXJIMBUX [HUTAHb IiJl 4aC BUKOPHCTAHHS MPOIYKTY.
Nagios Network Analyzer
Nagios Network Analyzer Haiae HoBHY iH(pOpMAaLito PO MEPEKHY IHPPACTPYKTYPY aAMiHICTpaTOpY 3 HOTSHIIIHHUMH 3arpo3aMH B MepexKi, oo
aJIMIHICTPATOP MIT BAATHCS A0 MBUAKUX Jiif. BiH DiMUTHCS TyXe TOKIaIHUMU JAHUMHU MEPEXKi Mmicis IMO0KOro aHanizy Mepesxi. JlineH3yBanHs
OO NPOIYKTY 0a3yeThCsl HAa KUIBKOCTI IHCTaHLIH (€K3eMIUIPIB) MPOrpaMHOro 3a0e3neueHHs, AKi IIaHyeTbesl po3ropHyTH. KoxkHa iHCTaHLis
notpebye OokpeMmoi JileH3ii, Mpu 1IbOMY HeMae OOMEKEHb Ha KiIBKICTh JUKEpel MepexeBoro Tpadiky, siki MOXKHA iHTEIpYBaTH 3 OJIHI€rO
ninensieio. PekoMenyeThes oTpuMyBaTH Tinen3yBanHs Nagios Network Analyzer y nokaibHi pecenepis B YkpaiHi:
v' Softkey.UA: TIpomnonye mniuensito Nagios Network Analyzer 3a ninoro 86 782,50 rpH.
v" Allsoft Ukraine: Hanae ninensiro 3a 77 805 rpu 3 I1JIB.
Tpundanus ninensii Nagios Network Analyzer Bkiroyae 10CTyH 0 TEXHIYHOI MiIATPUMKH T2 OHOBJIEHb MPOTATOM OAHOTO poKy. Lle 3a6e3mneuye
OTPHMAaHHSI OCTAaHHIX BEpCili MporpamMHOro 3a0e3rnedeHHs, HOBUX (YHKI[H Ta BHUIPABJICHb, a TAKOXK IOCTYN IO CIELiali30BaHOro (Gopymy
MITPUMKH YIS KIIIEHTIB..
Nagios nuiarinu Ta 104aTKH.
3 yciei minitiku npoykris suine Nagios Core € 6e3K0MITOBHOI Bepciero cucteMu MoHiTopuHry. Tpeba BiMITUTH, 110 HOro MOTYKHOCTI MOXKHA
3HAYHO PO3IIMPHUTH 32 JOINOMOIOI0 DI3HOMAHITHHUX IUIATiHIB Ta JOAATKIB, SIKi PO3POOISIOTHCS CIUIBHOTOIO Ta IHIINMH CTOPOHHIMH
po3pobHukamu. Li JomaTku 103BONSIOTHE KOPUCTYBa4aM HANAIITOBYBATH MOHITOPHUHT JUISl PI3HUX THIIIB PECYPCIB Ta JOAATKIB, pobisiun Nagios
Core GibII aJaNTHBHUM 10 KOHKPETHHX MOTpeO KopucTyBaviB. Kirouosi moxkimBocti posumpenHs Nagios Core 6€3KOITOBHO BKIIIOYAIOTh:
+  Tlnarinm aus MoHiTOpHHTY pisHHX pecypciB. CrinbHOTA Ta PO3POOHUKH aKTHBHO CTBOPIOIOTH IUIATIHY, SIKi TOJAOTH IMIATPUMKY UL
MOHITOPHHTY Pi3HUX CUCTEMHHUX pecypciB, Takux sk CPU, nam'sTe, qucK, Mepeska, TOLIO.
+  PosmmpeHHs [uisi MOHITOPUHTY A0AaTKiB Ta cepsiciB. J{ogaTku MOXYTh J10JaBaTH IMiJITPUMKY MOHITOPHHI'Y KOHKPETHHX JIO/IATKiB,
CITy’K0 YU IPHUCTPOIB, IO POOUTH CUCTEMY OLIBII THYYKOIO.
+  Inrerpanmis 3 immmMu iHncrpymentamu. IcHye MoxuuBicTs inTerpanii Nagios Core 3 IHIIUMH IHCTpyMEHTaMH Ta cepBicami, IO
PO3IIMPIOE HOr0 MOXKITUBOCTI YIPABIiHHS Ta BiIOOPaKEHHS JaHUX.
+  Odiuiitni nnarinm Nagios. € 50 odimiiiux miarinis Nagios. Ooiriiiai mnarinu Nagios po3po0isroThest Ta HATPUMYOTECS 0diliiiHO0
KoMaH/1010 rariniB Nagios.
4+ Ilnarinm cominenotH. IcHye nonax 3000 cropoHHix miariniB Nagios, po3poOIeHHX COTHSIMH WIEHIB cHiTbHOTH Nagios.
+  [laarinm xopucryBaya. Bu Takox Mo)kere HamucaTd CBOI BIAacHI IuariHu. ICHYIOTh pekoMeHpamii Ta JOKYMEHTALlis, sKi HEOOXiZHO
JOTPUMYBATHCS TIPY HANMCaHHI IUIATiHiB KOpPUCTYBayYa.
Baarami ka)xy4dy, CIIBHOTA HaJJA€ ITUPOKUH CIIEKTpP O€3KOMTOBHUX PO3IIUPEHb, SIKi J03BOJIOTE afanTyBati Nagios Core mif KOHKPETHI BAMOTH
KOPHUCTYBada, poOJsIH HOro epeKTUBHUM Ta MOTYKHUM 1HCTPYMEHTOM CHCTEMHOT'O MOHITOPHHTY.

Bceranosiennst Nagios. [ncransuis Nagios Bukonyetses y OC Linux 3 Bukopuctanusm LAMP-creky (Linux, Apache, MySQL, PHP) abo LEMPcrexy
(Linux, Nginx, MariaDB, PHP). /letansHo iHcTansmis aktyansHol Bepeil Nagios Core omucana y METOIUMYHUX BKa3iBKax JI0 J1aOOPaTOPHUX POOIT 1
MOke OyTH BUKOHAHa 32 KUJIbKa KPOKIB.

o

*,
"o

®daiinm koHpirypanii Nagios 3Haxonsatbes B /ust/local/nagios/etc. [laBaiite po3depeMoch 3 (HyHKIIOHAIBHICTIO Ta 3HAUMMICTIO KOXKHOTO (aiiiy.

>

nagios.cfg OcHoBHuit KoH}irypauiiinuii daitn Nagios Core. Lleit ¢aiin mictuts posramyBanss daitny xypHany Nagios, iHTepBaJl OHOBJICHHS
CTaHy XOCTIiB Ta CepBiciB, daiin GiokyBaHHs Ta ¢aiin status.dat. Y npomy Qaiini BU3HaUeHO KOPUCTYBaviB Ta rpymnu Nagios, y SKHX MPaLIOOTh
€K3eMIUTApH. Y HbOMY BKa3YIOThCS LIUIAXH JI0 BCiX (aiiniB koHpiryparii okpeMux 00'eKTiB, sIK-OT KOMaH/{, KOHTaKTH, IIa0JIOHU, XOCTH, TOILO.
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»  cgi.cfg 3a 3amoBuannsaM ¢aitn xongirypauii CGI Nagios naszuBaersest cgi.cfg. Bin moimommste CGI (Computer Generated Imagery. ¥V
OyKBaJIbHOMY IEpEKIIaJli BOHO O3HAYa€ «KAPTUHKH, CTBOPEHI Ha KOMIT' FOTEpi».), 1€ 3HAWTH OCHOBHUI KOH(irypauiitauii aitn. CGI 3untyBatnme
OCHOBHHI Ta OCHOBHHUI KOH(DIrypariiHi haitnu 1t 6yab-SKUX 1HIIMX TaHUX, SKi MOXYTh IM 3HaZ0OUTHCS. BiH MICTHTB BCio iH(pOpMALi0 PO
KOPHCTYBa4iB Ta IPYITH, a TAKOXK iXHi paBa Ta 103BoNH. BiH Takoxk Mae IUISAX 10 BCiX 30BHIMIHIX iHTepdeiiciB Nagios.

»  resource.cfg YV upomy aiini BusHauaroTecs Makpocn $USERXS, siki, y CBOIO 4epry, MOXYTh BUKOPHUCTOBYBATHCS /IS BH3HAYCHHS KOMAHA y
(aitnax xondirypauii xocra. Makpocu $USERX$ koprcHi uist 36epiranns koHbiaeHUiiHOT inpopMaii, Takuii K iMeHa KOPUCTYBayiB, mapoii
Tomo. BoHM Takok 3py4Hi 11t 30epiraHHs MULIXY 10 IUIariHiB Ta 0OPOOHMKIB MO — SIKIIO BU BUPININTE NEPEMICTHTH ILIariHu a0 0OpoOHHKH
TOJTi#i JTO IHIIOTO KaTalory B Mai0yTHEOMY, BH MOXKETE TIPOCTO OHOBHTH OIuH a6o aBa Makpock $USERX$ 3amicTh 3MiHH BETMKOI KiTBKOCTI
BU3Ha4YeHHs KoMaHA. Daiinu pecypciB TakoX MOXYTh OyTH BUKOPUCTaHI JUist 30€piraHHs TUPEKTUB KOHDIrypauil 1uis 30BHILIHIX [DKEpPENT TaHuX,
Takux sk MySQL.

»  objects/commands.cfg MicTuTh nesiki IpUKIaay BU3HAYCHHS KOMaH], SIKi MOYKHA BUKOPYCTOBYBATH y BU3HAUECHHSIX XOCTA, CITyKOH Ta KOHTAaKTYy.
Li xoMaHaM BUKOPHUCTOBYIOTHCS IJIs TIEPEBIPKU Ta MOHITOPUHTY XOCTIiB Ta cepBiciB. L{i KoMaHIu MOMJIMBO 3alyCKaTH JIOKaJIbHO Ha Linux
KOHCOJTI.

»  objects/contacts.cfg. Mictuts iHOpMawiro mpo KoHTaKkTH Ta rpyny Nagios. 3a 3aMOBYYBaHHSIM B OZIHOMY KOHTAKTi BXe € aqMinicrpaTop Nagios.

»  objects/templates.cfg. ®aiin MicTuTh IesKi NIPUKITAAN [IAOIOHIB BU3HAYEHb 00'€KTIB, Ha SIKi OCHIAIOTHCS 1HIII BU3HAUCHHS XOCTA, CITYXKOH,
KOHTAKTY i T. 1. B iHIIMX (aitax koH}irypamii.

»  objects/timeperiods.cfg. MictuTs neski mpuKiIagi BU3HAYCHb YACOBHX IIEPIOJIIB, SIKi MOKHA BHKOPHUCTOBYBATH y BU3HAUEHHIX XOCTa, CITYXKO,
KOHTAKTIB Ta 3aJIeKHOCTEI1.
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Oco6mBocti Nagios Core. Nagios — iHCTpyMEHT MOHITOPHHTY 3 0e311iu4io QyHKIiit.

Nagios Core — nmporpaMte 3a0e3eUeHHS 3 BIAKPUTHM KOIOM, O€3KOIITOBHHUI [UIsi BAKOPHCTAHHSL.

IToryxHuit MeXaHi3M MOHITOPHHTY, IKHH MOXKE MacIITabyBaTH Ta KepyBaTH THCSYaMHU XOCTIB Ta CEpBEPIB.
KoMrekcHa BeO-IaHeIb MOHITOPHHTY, IO 03BOJISIE OOAYUTH BCi KOMIIOHEHTH MEPEXi Ta JIJaHi MOHITOPUHTY.

BiH Mae 6araToTeHTEHaHTHI MOXJIMBOCTI, KOJHU KillbKa KOPUCTYBAa4iB MalOTh JOCTYII 10 MTaHe i MOHITOpHHTY Nagios.
Bin Mae apXiTeKTypy, [0 PO3LIMPIOETHCS, IKa MOKE JIETKO IHTETPYBATHUCS 31 CTOPOHHIMHE JOJaTKaMu 3 JeKiapkoma APL
Nagios Mae ayxe akTUBHY Ta BENUKY CIUTBHOTY 3 GibI HK 1 MITBIHOHOM KOPUCTYBAiB IO BCBOMY CBITY.

Cucrema MIBUIKOTO ONOBINIEHHS BiANPaBIIsi€ OIOBIICHHS aJMiHICTPaTOpPaM Bifipa3y Iicisl BUSBICHHS Oy/b-sKOi IpobiieMu.
JoctynHi miarinu st miarpuMke Nagios, IiariHd 3 KOZOM KOPHCTYBada TAKOX MOXKYTh BUKOPHUCTOBYBATHCs 3 Nagios.
BiH Mae xopouuuii )KypHai Ta cucTeMy 0a3u JaHuX, 110 30epirae Bce, M0 Bi0YBA€ThCS B MEPEXKi 3 JIETKICTIO.

OyHKLIS 3a11001KHOTO TIaHYBaHHS JIONIOMArae JIi3HaTHCS, KOJIM HACTaB 4aC OHOBUTH IHOPACTPYKTYPY.

VVVYVYVYVVYVYYYVY

< IIporpamm Nagios. Nagios Moxe 3aCTOCOBYBATHCH IS ITHPOKOT'O CIEKTPY 3aCTOCYBAHb.
MoHiTOpHHT pecypciB By3ia, SIK-OT AUCKOBHH MPOCTIpP, CUCTEMHI KypPHAIIU TOILIO.
MomiTopHHT MepexeBHX pecypceis — http, ftp, smtp, ssh Tomo.

MomiTopuHr ¢aiinis xypHaiB 0e3nepepBHoO, o0 ineHTHdiKyBaTH iHppa-npodiemy.
Mosnitopunr Windows / Linux / Unix / BeO-1omaTkiB Ta foro craH.

Inarin Nagios (NRPE) moxe 3aiiicHIOBaTH BiJJJaJICHUI MOHITOPHUHT CEPBICiB.

TlapanensHui 3aIyck CepBiCHHUX ITEPEBIpPOK.

Mosxna BukopuctoByBat TyHeni SSH a6o SSL s BifnganeHoro MOHITOPUHTY.

HapcunaTu onoBileHHs / IOBiJOMJICHHSI €IeKTPOHHOIO MOIITO0, CMC, MECEHDKEPH NP0 TOIii.
®dopmyBati pekoMeHaii mono onosieHHs [ T-iHdpacTpykTypH.

VVVYVYVYVYVYYYVY
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Nagios — XocTu Ta cepsicu. /s po3ymiHHs npuHIMIiB podoTr Nagios, HE0OXiAHO 3rajlaTi PO TaKi MOHATTA SK XOCTH Ta cepBicu. XOCTH Ta CepBiCHI
koH(iryparii e 6yniBensHnMu 6okamu Nagios Core.
»  Xocr — 1e sIK KoMIT'ToTep; e Moxke OyTu (ismanuii, a60 BipTyaJbHHI MPHCTPIiil.
»  Cepsic — 1e cayx0a abo mapamerp, o BUKopUcToBYe Nagios ULl HepeBipKy MeBHOI iHpopMaLii Mpo XOCT.
Bu MmoxeTe cTBOpHUTH (haiill XOCTa YK CEpBiCY B KaTano3i abo miakaTano3i cepepa Nagios Ta BASHAUUTH y HBOMY XOCT 4H cepBic. Karanor, ae cucrema
Mae «irykatn» daiinm KoHdirypamiit XOCTiB Ta CepBiciB OMUCYEThCS Y nagios.cfg
Konoirypamiitui daiimr Nagos, Ha Milt morisi, 3po6ieni He HaifkpamuM umHOM. [X iMeHa MoyTh 3MiHIOBaTHCS Bif Bepcii o Bepcii. Hampukaz, B
OJTHIH 3 TIOIEPEIHIX BEepCiil OIMKC BCIX CEPBEPIB Ta IX CEPBICIB peKOMEHAYBAIOCS 30epiraT B 0HOMY (aiini. 3BMuaiiHo, 110 11e He HalKpaluii BapiaHT,
TOMY Ha KOXKEH cepBep — cBil (haiin (mpocTimie mykaTy i mpaBUTH, SKIIO IOCk HEe Tak). Ha macts, Nagios 103B0JIsi€ 3MiHIOBATH CTPYKTYPY KOH(ITiB,
3 4MM MU BIK€ NPAIFOBAJIHN y JJaOOpaTOpPHUX PoOOTaX.
YV MeTOIMYHMX PEeKOMEHAALISAX N0 JabopaTopHHUX poOIT onmcaHo minxix o ¢popMmyBaHHs KoH(pirypauiitnux daitnis xoctiB y Nagios, 3a skoro s
KOXKHOTO XOCTY CTBOPIOETHCSI OKpeMHil (ailn y BiANOBIJHOMY Karano3i, [0 BH3HAYAETHCSA ISl TPy XocTiB (Hampukiaan Windows-cepsepu Ta
Linuxcepsepn). Taka cTpykTypa 3a0e31euye Kilbka BaXKJIMBHX IIEpeBar:
Jloriuna BNOpsiAKOBaHicThb: Po3MileHHs KOHQITypauiiiHuX (aiiiB y Karamorax, 3rpylnoBaHHX 3a NEBHOK O3HAKOK (HANpHKIAl, 3a
THIIOM CepBepiB, reorpadiuHUM pO3TAIIyBaHHIM ab0 POIIO B iH(PPACTPYKTYpi), AO3BOJSE IIBHAKO 3HAXOAWTH HeoOXimHi ¢aitmm. Lle
0cO0JIMBO BaXJIMBO IIPU MacIITaOyBaHHI CHCTEMU MOHITOPHHTY.
v' TIpo3opicTh 3MiH: 3aBIAKH YiTKiii CTPYKTYpi KAaTAIOTiB aAMiHICTPaTOp 3aBXKIH 3HAE, 1€ came MOTPIOHO BHECTH 3MiHH MPH KOPUTYBaHHI
HaJIAIITYBaHb MOHITOPHHI'Y KOHKPETHOr0 XOCTy. Lle 3HIKYye PU3MK TOMUIIOK 1 CIIPOLIYE MiATPUMKY KOH(Iiryparii.
v' MoayasHicTs i ruyukicTb: OkpeMmi paiinu KoH)Irypaiii XocTiB JIErko MEPEeHOCHTH MiX CEpPEIOBHILAMU, CTBOPIOBATH PE3EPBHI Komii a60
BIZTHOBIIIOBATH iX 6€3 HEOOXIJHOCTI pejaryBaTH BETUKUIl MOHOMITHIH KoH(IrypaniiiHuii daiin.
V' TloJeruieHHsi po3moaijieHoi poGoru: Y KOMaH/i aJMiHiCTpaTOpiB TAKWH IiIXi/ Cpysie MOALTY 060B'S3KiIB, € KOXKEH YIEH KOMaHIU MOKE
BIJIMOBIJIATH 32 CBOIO TPYITY XOCTIB, HE BIUNITMBAIOYH HA PEIITY iIHPPACTPYKTYpPH.
v' 3pyunicrts aBromatmsauii: CTpykTypoBaHa KOH(DIrypamis Mojierurye CTBOPEHHS CIEHApPiiB aBTOMATHYHOrO MOJABaHHSA, 3MiHH a6o
BUIAJICHHS XOCTIB 3 MOHITOPHHTY.
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System and network monitoring. Moodyne #3. JHCTpyMEHTH MOHITOPHHTY Ta aHANI3y JaHUX
Cucmemnuti ma mepeosicesuti monimopune. Jlexyis #5. ITHCTpyMEHTH Ta TEXHOJIOTii CHCTEMHOI'O MOHITOPHHTY.

e ZABBIX

o Take Zabbix — 1e BiakpuTe nporpamMHe 3abe3MeUeHHs ITsi MOHITOPUHTY Ta YIPaBITiHHSI MEPEXEI0, CEPBEPAMHU, JOAATKAMHU Ta
pi3HOMaHiTHHMU iHIIUMU [ T-pecypcamu. SIk IHCTpYMEHT CUCTEMHOI'O MOHITOPHHTY 3 BIIKPUTUM BHXiHUM KOAOM, Zabbix 103BOJISE BUSIBISATH,
BHUpILIYBaTH Ta Hependayaty NpoodiieMH B iHPPACTPYKTYpi KOMIT'IOTEPHHX CHCTEM. 32 IOIIOMOrOl0 Pi3HOMAHITHUX CEHCOPIB Ta 30IpHUKIB JaHUX,
Zabbix Haae moBHHIT 0030p ctany IT-cepenoBuiia, 3a0e3medy0uy KOpICTyBadaM 3aco0U ISt €peKTUBHOTO YIPABIIIHHS Ta MiTPUMKI
MPOAYKTHBHOCTI. [HcTamsmis Zabbix Bukonyethes y OC Linux 3 Bukopucranaam LAMP-creky (Linux, Apache, MySQL, PHP), LEMP-ctexy
(Linux, Nginx, MariaDB, PHP) a6o LAPPcreky (Linux, Apache, PostgreSQL, PHP)

IcTopuuna noBinka.

Zabbix 0yB po3pobnenuit nporpamictom Onekciem Bragumeum y 1998 poui sk IpoeKT BHYTPILIHEOTO MPOrpaMHoOro 3ade3neueHus. Yepes 3 poku,
B 2001 OyB Bumymenuii my6aiuno miz minensiero General Public License. Binbie Tprox pokiB MHHYJIO 10 BUXOAY nepiioi ctabinsHoi Bepcii, 1.0, sika
Buitnuna 2004. Bepcis 2.0 nobauunna ceit y TpaBHi 2012. Ha ceoroani odiuiliny niatpumky Zabbix Bukonye ZABBIX Company 3 peectpari€eio y M.

Pura, JlaTBist Ha yoni 3 «0aTbKOM» L€l cucTemu MOHITOpHUHTY - Alexei Vladishev. AkTyanbHa Ha MOMEHT HallMCaHHS LIbOT'O KOHCHEKTY Bepcis — 7.2.4.

Zabbix 103BoJ1si€ 30UpaTH Pi3Hi METPHKHM, 1 11€ TAJIEKO HE MOBHUM TEpPeIiK:

»  MepexeBi npuctpoi > IoT patumk
»  XwmapHi cepBicu, KOHTeHHepH, BIpTyalIbHi > MOHITOpHHT Be6-CTOPIHOK
MAILHHA »  Mouitopunr kinuesux Touok HTTP/HTTPS
»  MOHITOpPHHT OnepaliifHuX CHCTeM > ITinTpuMyrO4H BCiX CTAaHAAPTHUX IS TaITy3i
»  Jlor-¢aiinu IIPOTOKOJIIB
»  basu ganux > 306ip aHUX i3 30BHILIHIX KiHIIEBMX TOYOK API
»  Jlomatku
»  Cepsicu

JlBa THIIN BOY10BAHMX BUCOKONPOAYKTHBHUX AreHTIB ISl BCIiX onepaniiiHuX cHcTeM Ta anapaTHHUX MJIaTgopM. Y cucTeMi MOHITOPUHTY
Zabbix s 300py TaHUX i3 cepBepiB i IPUCTPOIB iCHYE B2 OCHOBHUX THITH arcHTIB:

«/ Zabbix Agent (nepiuoi Bepcii)

&/ Zabbix Agent 2

JlaBaiiTe po3risiHEMO iX 1o uep3i!

1. Zabbix Agent (Classic abo npocto Zabbix Agent) - KIacHYHHMII areHT, 10 BUKOPUCTOBYEThCs B Zabbix Bxke Gararo pokiB. Hanucauuii Ha C,
BII3HAYAETHCST CTAOUTBHICTIO Ta HEBEMHKUM CIIOXKUBAaHHAM pecypciB. [linTpumye ocHOBHI MeTpHKH cucTeMu: HaBantakeHHs Ha CPU, RAM,
JIMCKOBY I ICHCTEMY, MEPEXeBY aKTHBHICTh Tomo. [Ipaiioe 3a 1BOMa pexxUMaMH:

v' Active checks — arenr ininitoe 3'eqHaHHs i3 cepBepOM Ta HajCHIAE AaHi. v/

Passive checks — cepBep iHiLitoO€ 3'€IHAHHS Ta 3aMUTY€E AaHIi 3 areHTA.
Classic Zabbix Agent 00MeXeHHUH Y pO3IIHPIOBAHOCTI — ISl CKIaAHIMINX IepeBipoK (HaIpHKIaX, MOHITOPHHT 6a3 JaHUX), KOJIH MOTPiOHI
30BHIIIHI CKpUNTH. Bumnpasaane BUKopuCTaHHs, KO MOTpioeH 6a3oBuii MoHiTopuHT OC, pecypciB i ciryx0 4, KoIu CTabiTbHICTD 1 HU3bKE
CIIOXKUBAHHS PECYPCIB € KPUTHIHIMH.

2. Zabbix Agent 2 - HOBIIINI areHT, NpeAcTaBIeHUH y Zabbix 5.0 (LTS). Hanucanuii Ha C 1 Go, 110 103BOJIsIE€ 3HAYHO PO3MIUPHUTH HOro (yHKI[IOHAIL.
Bxutrouae miariHu uist cneu@idHuX IepeBipok «3 KopoOku» (Hampukian, MoHiTopuHr 6a3 manux MySQL, PostgreSQL, Docker, RabbitMQ,
Apache, Nginx Tomro). IlinTpuMye acHHXpOHHY 00pOOKY 3alMTIB, 110 3MEHIIYE HABAaHTAXXEHHS Ha CEpBEp 1 Mepexy. Mae 3BOpPOTHY CyMICHICTh
i3 KoH(irypanielo k1acHaHoro arenra. CroxuBae Tpoxu OLIbIIe pecypciB, HiX KIacHYHUH areHT (depe3 Go-4acTHHY KOZY).

BHKOpHCTaHHS BUNpaBIaHe IS PO3IINPEHOT0 MOHITOPHHTY CyJacHHX 3aCTOCYHKIB, KOHTEHHEpIB i 0a3 JaHUX, KOJIH HEOOXiJHA aCHHXPOHHICTh
1 BUCOKa LIBUAKICTH OOPOOKH METPHK, 200 SIKIIO BH XOYETe 3MEHIIHUTH KiTbKiCTh 30BHIIIHIX CKPHIITIB 32 PaXyHOK BOYIOBaHHX IUTATiHIB.
KurouoBi BinmiHHOCTI Mixk Zabbix Agent Ta Zabbix Agent 2

OcobauBicTb Zabbix Agent Zabbix Agent 2
Mosa C C+Go
MnariHHa apxiTekTypa Hemae € (Docker, MySQL, Apache Tou0)
Tun 06pobKu 3anuTis CUHXPOHHA ACUHXPOHHa
BnavB Ha pecypcun HusbKui Tpoxu BULWMI
Po3lnptoBaHicTb ObmeskeHa Bucoka

SIkuro noTpiGHO Ga30Be BiACTEKEHHS CTAHY CEPBEPiB, BUKOPUCTOBYETHCS KiIacHuHui Zabbix Agent. SIKIIO HAMAIITOBYETHCS KOMIUIEKCHHI MOHITOPHUHT i3
CyJacHHMH cepBicamu — Zabbix Agent 2 Moxe CyTTEBO HMOJIETIIHTH Balle KUTTS, 3MEHIIMBIIH KiTbKICTh KACTOMHHX CKPHIITIB i KOH(Irypamii. AreHTu
Zabbix MalTh HACTYIIHI pUCH:

He3HauHwuii BIUTHB HA NPOAYKTHBHICTD

JloctaBka maHuX 3a npuHIunoM push a6o pull

I'HyuKi iHTEepBaJIN [UIAHYBAHHS

JIerko po3LIMPIOETHCS 3a IOMOMOTOFO TUIariHiB 00 30BHIIIHIX CKPHIITIB
HecnpuiinsatiausicTs 10 npobieM 383Ky (Oydepusaris qaHux y nam'sti 4u AUCKY)
3BOpOTHA CYMICHICTB JUISl 3pYYHOCTi OHOBJICHHS

Hoctyn 1o Windows WMI ta qi4ynibHUKIB IPOLYKTHBHOCTI

YVVVYVVYYY
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Cucmemnuti ma mepeosicesuti monimopune. Jlexyis #5. ITHCTpyMEHTH Ta TEXHOJIOTii CHCTEMHOI'O MOHITOPHHTY.
»  MorkHa CTBOPIOBATH 3BITH Ha JEKIIBKOX cepBepax Zabbix I pe3epByBaHHS Ta BUCOKOI IIPOYKTUBHOCTI
»  Hagniitauit npotokon TLS a6o 3aranbuuii K04 mudpyBaHHs A1 OOMiHY JTaHUME
»  PosropranHs areHTiB Zabbix y BUNISAI HakeTy, BUKoOpHcTaHHA MSI aGo mporpamMu BCTaHOBIIGHHS KOMaHOHOro psaka y Windows abo
PO3ropTaHHs OMEPEAHBO CKOMITUILOBAHHX JABIHKOBUX (haillliB areHTy.
BuxopucTanns 6e3areHTHOr0 MOHITOPHHTY i3 32CTOCYBaHHSIM OYAb-SIKHX MPOTOKOJIB. ZabbixX MiATPUMY€E LiTy HU3KY Pi3HUX POTOKOIIB IS
BIITQJICHOT'O MOHITOPHHTY CepBiCiB:

K3
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»  BeO-momitopunr > Mosuitopuar ODBC

»  CHHTeTHYHUMI MOHITOPHUHT i3 MITPUMKOIO CLIEHApIiiB > ITepeipku ICMP ta TCP

»  OnuryBauns ta BiwioB SNMP (v1/2¢/3) > Jlerko po3HIMpPIOETHCS 3a TOMOMOTOF0 30BHIIIHIX CKPUITIB 200
»  MouitopuHr nporpam Java  miariis

> IPMI > 36ip manux i3 kinmesux Touok HTTP

»  Ilepesipku SSH/Telnet > ITinTpumka nporokonie Modbus ta MQTT

< Bu3HaveHHs THYYKHX MOPOriB. 3a 10mMOMOror0 Zabbix MO)XHA aBTOMATHYIHO BHSIBIISTH CTAH MPOOIEMH Y BXiTHOMY HOTOL TaHHX: »
BHCOKONPOAYKTHBHE BUSBICHHS IPOOIEM Y PEKHUMI PEabHOrO 4acy

»  T'HyYki MOXIIMBOCTI BU3HAUCHHS

»  Posminenns ctaHy BUpiLIEHHS OpoOiIeM i caMux mpooiem

»  JlexinbKa piBHIB 3HAYYIIOCTI

AHaJli3 BUXIiJJHUX JaHUX

3aXMHCT BiJl CXJIOMyBaHHS

BusiBiennst anomaiiit

ITporxo3yBaHHS mpodiIeM

BusiBreni npobieMn Mo)kHa KIIacH(iKyBaTH 3a JOIOMOTOIO TETiB Il PO3YMHHX OIOBIllleHb

ExcriopT BUSBIEHHX IIPoOIIeM MOAill y pexuMi peansHoro dacy 1o croporHix cucteM (Elastic, Splunk i
T.JI.)

YV VVYVVYVYYVY

Zabbix HaJja€ THYYKi pO3yMHI MOXJIMBOCTI BU3HAUCHHSI IOPOrOBUX 3HaYeHb. X04Ya IOPIT CIPaIbOBYBaHHS
Moxe Oyru mnpoctuMm ("Outbiie, HiK X'"), KOPHCTYBad MOKE€ BHMKOPHCTOBYBAaTH BCl MOMKJIMBOCTL
niATpuMyBaHUX (QyHKILIH Ta onepaTopiB A1 CTATUCTUYHOTO aHAIII3Y ICTOPUYHUX JIAHUX .
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Incransinis Zabbix Moxe OyTH BUKOHaHA JIEKIJIbKOMa CIIOco0aMu, 3a3BUYaii 3aJIeKHO Bijl BallIMX MOTPEO Ta TEXHIYHOTO cTeKy. OCh KillbKa

TUIOBUX METOJIB:

»  Bukopucrauusi odiniiHnx makyHkiB - Hamae obimiiiHi pemo3uTopii st GaraTboX MOMYIIpHUX AUCTpuOyTHBiB Linux, Takux sk Ubuntu,
Debian, CentOS, Red Hat, Ta inmux. Bu Mmoxere BcraHoBuTH ZabbiX, BAKOPHUCTOBYIOUH NMAKYHKH 3 LIMX PEMNO3UTOPIIB 32 JOMOMOr0I0 MEHEKEpa
MaKyHKIB BaIlO] ONepariifHol CUCTEMH.

»  Buxopucraunsi Docker s 3amycky Zabbix. 3aBanrtaxre o6pasu Zabbix 3 Docker Hub i 3amycTite KoHTelHEpH 3a qomoMororo komaux Docker.
Le no3BOIISIE MIBUAKO PO3TOPHYTH TECTOBE cepeioBuIle Zabbix a00 HaBiTh BUPIIIUTH BUPOOHMYHI 3aB/IaHHSL.

»  PyuHe BCTaHOBJIeHHSI, SKI[O0 BH OakacTe OUIBIIOI KOHTPONIO HAJ INPOLECOM IHCTANII a0 IUIaHyeTe BHKOPHCTOBYBATH CIeEH(idHi
koH(irypauii. Lle 3a3Bu4aii BKIIFOUae BCTAHOBJICHHS BCiX HEOOXiIHUX KOMIIOHEHTIB, TAKUX SIK BeO-cepBep, 0a3za JaHUX Ta IHIII 3aJIeKHOCTI, a
NOTIM HanamTyBaHHI Zabbix uepe3 BeO-iHTepdelic abo KoHIrypawiiHi paitmm.

»  Buxopucranns Zabbix Appliance - roToBUX BipTyaJIbHUX MamIuH ab0 aIuTiaHCIB, sIKi MOXKYTh OyTH 3aBaHTaXKEHI Ta 3aIlylIeH] Ha BipTyalIbHUX
miatpopmax, Takux sk VMware abo Hyper-V. lle mBuakumii cmoci6 oTpuMatn poboumii exzeMiuisip Zabbix ©6e3 HEOOXiJHOCTI BPYYHY
HAaJIalITOBYBATH CEPEIOBHIIIE.

»  Buxopucranus Zabbix Cloud - xmapHi pimrerss, taki sk Zabbix Cloud, skuii Hafae MOXIJIHBICT BCTAHOBJICHHS Ta HaJIaIITyBaHHS Zabbix Ha
cepBepax, SAKi ynpaBisoThes Zabbix.

BinpricTe BapiaHTiB iHCTaNsALiT Zabbix, 3a3Buyaii, € 6e3KOMTOBHUMHU ab0 MatoTh Oe3KomTOBHI Bepcii. [Ipore, € geski BiMIHHOCTI B JIilIeH3yBaHHI Ta
JNOCTYMHHX (YHKIIAX B 3AJI©KHOCTI BiZi 00PAaHOTrO METOIY Ta BaPiaHTy BUKOPHCTAHHSL:

»  Binkpura Bepcis (Open Source): 3a3Buuaif, BcTaHOBIEHHSA Zabbix 3 BHKOpUCTaHHAM OQIUIMHMX NAaKyHKIB ab0 PyYHHM CIIOCOOOM
BUKOPHCTOBYE BiIKpUTY Bepcito Zabbix, sika € Oe3KOLITOBHOIO i Ma€ BIAKPUTHI BUXifHMIT Koa. e 03Havae, 10 BH MOXeTe BUKOPUCTOBYBATH Ta
Mou(biKyBaTH porpaMHe 3abe3nedeHHs Oe3KOMTOBHO, ane AesiKi po3HupeHi GpyHKIiT MOXYTh OYTH ZOCTYIHI TUIbKH B KOMEPILIHHUX BEPCisiX.

»  Komepuiiini Bepcii: Zabbix Takox npornoHye koMepLiiiHi Bepcii 3 107aTKOBUMH (QYHKIIISIMH, IATPHMKOIO Ta IIOCITyraMH, TAKUMH SIK PO3LINpPEHa
MOHITOpHHIOBa ()YHKIIOHAJIBHICTh, TEXHIYHA MiATPUMKA, KOHCYJIbTYBAHHS, HaBUaHHS Ta iHIIi. BapTicTe mux Bepciii Moxe BapitoBaTHCA B
3aJIeKHOCTI BiZl 00¢Ary yHKIIOHATBHOCTI Ta PiBHSA MiATPUMKH.

»  Xwmapmi pimnennst: XMapHi pillleHHsI MOXKYTb MaTH Pi3Hi LiHOBI ITaHH, BiJ] O€3KOMITOBHUX MPOOHNX BepCiii 10 IIaTHUX mignucok. LliHn MoxyTh
3aJIeKATH BiJl 00PaHOTO PiBHA (YHKIIIOHAIBHOCTI, 00CATY MOHITOPHHTY, KUIBKOCTI PECypCiB, IO MOHITOPATHCS Ta 1HIIKMX (HaKTOPIB.
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Puc. 05.03. Tlpuknaau Bi3yamnizauii Zabbix

< Iloryxna Bidyamizanist xanux. Zabbix BinoOpaxae 3i0paHi 1aHi pi3HUMH MOXKJIMBHMH ClIocoOaMi. M OKIMBO BUSHAYUTH TaHEN] IHCTPYMEHTIB Ha
OCHOBI B1JDKETIB, 110 BiI0OpakaroTh HEOOXiJHY 1H(pOpMAIiio:
»  Benukuii BHOip pi3HOMaHITHUX Bi/DKETIB
»  Tlpocre po3mileHHs Ta MaciuTadyBaHHs BiJpkeTiB 3a gornomoroto Gyukuii drag and drop » KoxeH Bi/pKeT JIETKO  HAJAIITOBYETHCS
BIZIMOBIZIHO 710 BaIIUX MOTpPEO.
»  BinoOpaxxeHHs1 METPHK, IPoOJIeM , iHpPacTpyKTypH Ta reorpadivHUX KapT HA MAHEINi YIPaBIiHHI
»  BigoGpaxenns norousoi inpopmauii npo SLA GizHec-cepBiciB Ha NaHeli KepyBaHHS
»  Jlo3Bossie aHAMI3yBaTH Ta 3iCTABISATH MOKA3HUKH 32 JOMOMOT 00 TpadikiB, BU3HAYATH KOPUCTYBAIBKI rpadiku.
< Ilpup’s3Ka 00'€KTiB MOHITOPHHIY 10 iHTepaKTHBHOI ~ ©°°view =3 o0H
reorpaiunoi kaprTu. S S
»  Bubip KiIIbKOX IT0CTaYalIbHAKIB T€OKapT — i —
»  BigoGpaxenHs reorpadiuyHOro OMIALYy BAIIOrO S ot | 7]
Cepe/loBUIIA Ha MaHeN iHCTpyMeHTiB Zabbix ~ AN T E:h‘:m
> Jloctyn no Oynp-AKOro 3 00'€KTiB MOHITOPUHTY 3 ke e £ oy
TeoKapTu ’ e
»  VrpynoBaHHs 00'€KTiB MOHITOPHHIY y KJIacTep Ha o (
reorpagiuHiil kapTi L U\—J
»  BiAcTexeHHs CTaHy OKpEMHX 00'€KTiB MOHITOPHHTY = =~
Y1 BCHOTO KJIACTEpa 3arajaomM [
— < & 2 i (er—
- = nesmare e
) Leaflel |8 OpenSiree Mg contrbusors.
Puc. 05.04. IlpuB’s3ku 06’ €KTIB MOHITOPUHTY Zabbix 10 iHTEPaKTUBHOI KapTH.
< IIpoakTHBHe pearyBaHHs 3 IPOrHO3yBaHHIM TeHAeHUiil. He3Baxxarouu Ha Te, 110 IS BUABICHHS MPoOiIeM 100pe MaTH MOPOrH , eheKTUBHIIIE
pearyBatH Ha npo06iemMu npoakTuBHO. PyHKIIT IporHo3yBaHHs Zabbix DOMOMOXKYTE BaM JOCSITH L€l METH:
»  IlporHo3yBaHHS 3HAYEHHS [UIS PAHHBOTO OIOBIIICHHS
»  IlporHo3yBaHHs 4acy, 10 3aJIUIINBCA 0 JOCSTHEHHS IIOPOroBOro 3HAYEHHs MPo0JIeMH
< OTpuMaHHs NOBiIOMJIeHb PO KPUTHYHI MPoGIeMHu
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Kananu o6Miny noBizoMiaeHHsIMH. BHKOPHCTOBYEThCS KiJIbKa KaHAIIIB OOMiHY ITOB1{OMJIEHHSIMH JUISI OIIOBIIEHHS BiIIIOBITaNbHOI 0c00H 260
0ci npo pi3Hi moJii, 1o BiOYBAIOTHCS Y CEPEIOBHUILI: O Email

o SMS i1 HagiHUX OIOBIIEHD O OumtaitH SMS-nu1r031 o Inardopmu st -
CHiNKyBaHHS : X M k '

v Slack )

v MS Teams ‘ \
v" Telegram . i
v Express.ms £

v Rocket.chat

v And more o BebOxykn mist iHTerpamii i3 3OBHINIHIME CHCTEMaMH OOMIHY

nosigomienusmu, ITSM ta '
CHCTEMaMU THKETHHTY s

HanamryBanusi onoBimeHb. BusHaueHHs pI3HHX TMOBIZOMIICHb I PI3HUX KaHAiB HaJCHIIAHHS
NoBioMiIeHb. MOXJIMBO BHKOPHCTOBYBATH INAONOHM 32 3aMOBYYBaHHSAM a00 CTBOPHTH Ta HaJalITyBaTH CBiii BiIacHUW IIAONOH. O
HanamryBaHHS HOBiJOMJICHHS 3aJI€KHO Bijl THITy IPOOIEMHU Ta POl OfiepKyBada o JIOIOBHEHHS HOBITOMIICHHS OyIb-sIKOIO iH(popMamico Ipo
YJac BUKOHAHHS Ta iHBEHTAp .

¢} Ha,E[CI/U'IaHHSI 3amtanoBanux PDF 3BiTiB JUTA MOTJIHOJIEHOTO Ta JOBI'OCTPOKOBOT'O aHani3y JaHUuX

Zabbix Mo:xe BHpIlIyBaTH JesiKi IP0OJeMH aBTOMATHYHO.

Y VYV

3a monomororo Zabbix MOXIHBO He TIIBKU OTPHMYBATH OBIJOMICHHS IIPO IPoOIeMYy, ae if aBTOMaTHYHO yCyBaTH

Jlns ycyHeHHS Ipo6IieMu Moxke OyTH BUKOHAaHHI! CLieHapiif abo koMaHza:

Ilepe3amyck cepsicy

KepyBaHHs1 XMapHUMH pecypcaMu

BukonaHHS aBTOMaTHYHOI 3MiHH MacuITaby pecypciB
BukonanHs Oy/1b-sK01 1HIIOT JIOTIKK KOPHUCTYBaYa

BuxopucraHHs equHoro inrepdeiicy ais Beiei inppacrpykrypn

>

Beo-inTepdeiic Zabbix Hanae 6e3miu criocobiB npeacTaBieHHs BisyansHoro ormsiny 1 T-cepenosuima:

o BaraTocTOpiHKOBI ITaHENi HA OCHOBI BiJKETIB
o TIpocte po3mireHHs BipKeTiB 3a gornomoroto ¢yHkuii drag and drop
o HanamryBanus iHTepBaiiB aBTOMaTHYHOTO OHOBJICHHS MaHEINi KepyBaHHS O MOXIIMBICTbh KJIOHYBAaTH iCHYIO4Y HaHenb o [IpuBaTHi Ta

IyOTivHI naHei
KoxeH i3 eneMeHTIB naHeli KepyBaHHs HaJA3BUYAHHO THYYKUH, MATPUMY€E O€311i4 pEeKUMIB Meperisay, GibTpiB Ta BpaxoBye MpaBa JAOCTYyIy
KOpHCTyBaya:

o OinbTpyBaHHS Ta BiZIOOpaKEHHS TUTBKH HEOOXiJHUX TAaHUX
o HanamryBaHHs Bi/UKETIB 1U1st BiTOOpakeHHs JaHUX Ha PI3HUX PIBHSX AeTaizail
o TIpu BizoOpaXkeHHi JaHKUX Ha TIAHENI IPHIAiB JOTPUMYIOTHCS IIpaBa JOCTYITY KOPHCTYBa4iB

36upanHst Ta BizoOpaxkeHHs iHGopMawil mpo iHBeHTapu3aLilo o BukopucranHs 3i0paHUX METPHUK /sl HAJAHHS iHBEHTapU3aLiiHOl iHpopMarii

PO XOCTH

o TloennanHs BHOIpKU BIaCHUX NaHUX iHBeHTapu3alii 3 Zabbix API nis HagaHHS ZOOAaTKOBUX JaHHUX iHBEHTAapU3alil o OTpumaHHS

OIJISIAY CHLNBHOTO IHBEHTAapIO, IPYIYBaHHAM XOCTIB O HamauHst Ta BiICTeXKEHHS KOOPAMHAT O0'€KTiB MOHITOPHMHIY HA TEOKapTi o
JluHamivuHe OHOBJICHHS iCHYI04Oi iH(OpMaLIii PO iHBEHTap Ha OCHOBI 310paHUX METPUK

Ipocre po3ropranus Zabbix y inppacrpykrypi

>

MOHITOPHHT 13 KOPOOKH JUTsl IPOBITHUX BUPOOHHKIB MPOrPaMHOI0 Ta allapaTHOro 3a0e3MeYeHHS. O Ciscoo HPE

o Microsoft

o IBM o VMware o Meraki

o Juniper o F5

o I 6araTo iHmMX

InTerparmis Zabbix 3 iCHYIOYHMH CHCTEMaMH. O Momnitopunr Docker koHTelHHepIB O Web cepsepu - 1IS, Apache, Nginx Ta inmi

o Bazu manux , taxi sik MySQL, PostgreSQL, Microsoft SQL, MongoDB Ta inmri

o MowuiTopuHr Oyab-s1K0l onepariiinoi cucremu — Linux, Windows, Solaris, BSD, MacOS ra iHmux o XmapHi cepBicH , Taki

sk AWS, Amazon cloud, Google cloud ta inmmi o Cepgicu [P-Tenedonii

Nagios vs Zabbix ZA B B I X
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Ti, xT0o naBHO nparoe y cBiti IT — BBaxkaroTs Nagios “crangaprom ne-(akro” y chepi MOHITOPHHTY 3 BIIKPUTUM BHXiJHUM KozoM. | e npasna, ToMy 110
111 KOMITaHis, sIKa Tepliia mo4ana 3aCTOCOBYBATH MOHITOPHHT npaBiibHO. Jlo Nagios icHyBaiu nporpamu, ane BOHH OyJIH 1yXke AWICTaHTChKUME. Tak camo
ICHYBaJIM OKpEeMi SIKICHI iHCTpyMeHTH, sIKi Oy rapHUMH JIMIIE 1JIsi KOHKPETHOro 3aBaanusl. Ilepiia Bepcis Nagios qaTyeTbess MUHYITHM CTOMTTAM: 1999
pokoM. MuHnyso 6arato pokiB, i TexHoJOris po3BuBaiacs: Nagios po3BHBAaBCS 4epe3 eKOCHCTEMY CTOPOHHIX JOMOBHEHb, SIKHMH HAMAralaucs JOMOBHUTH
¢yskwii, mo 6pakysaino cuctemi. i po3poOKH po3MUPIIIE MOXKIIMBOCT] HaTamITyBaHHS Nagios Ta IepeTBOPHIIN HOTO Ha YHIBepCaIbHHN IHCTPYMEHT.
Zabbix 3'sBuBcs y 2001 poui. Lle moBHOLiHHa po3po0Ka, a He BiaramykeHnHs Nagios, i 1l ToJI0BHa OCOOIHBICT y TOMY, LI[0 BOHA Ma€ OB LUTICHUH OIS
Ha MOHITOPHHT, LIO OXOILUIKOE MPOAYKTUBHICTh, & HE TUIbKU CTaH, OCKUIBKH 1€ - OWH i3 HalicTOTHIKX HexouikiB Nagios. Zabbix Takox Mae cucremy
ynpasriaasg WEB, mo 1o3Boisie kepyBaTH HEM IIEHTpalli30BaHO, 0€3 IpoMi3AKuX KoHGIrypaniiiHux ¢aitnis, sk me 6yio y Bunaaky 3 Nagios.
Zabbix Ta Nagios BUMararoTb BCTAHOBJICHHs O€3J1idi IUIariHiB, 1100 OyTH eeKTHBHUMU Ta NMPOMOHYBATH IMOBHUI HA0ip (QYHKIIOHAIBHUX MOKJIUBOCTEH.
Zabbix He Mae «odiuiitHoI» 0i0mioTeKn IIariHiB Wi crnibHOTH, Xo4a Mae crucok OID mis SNMP-3anumtiB. Kpim Toro, BiH He NpONOHYe MOXKIMBOCTI
pobotu 3 incTpymeHTamu Enterprise, Takumu sik Oracle, Exchange, Active Directory Ta iHmmm#u siapamu, Ha BiaMiHy Bix Nagios, sKuil 3aBISKH CBOIM
PO3LIUPEHHSM LIE «BMIEY.
Nagios mae na 100% BifkpuTy riraHTCbKy 0i10Ji0oTeKy, aje 3a OUIBIIICTIO CKIAI0OBHUX L€l 6i0nioTekH HeMae KoMmaHii, mo ii marpuMye, abo nb6ae npo ii
aKTyanbHICTh. 1le 0UH 3 H10r0 OCHOBHHX HE/IOMIKiB.
o cTocyeThCs CHIIBHOTH KOPUCTYBAYiB, TO 3HOBY, HAHOUIBIIOO CIUILHOTOIO € Nagios, 3 Ti€i MpocToi MpUYMHHY, 1110 BiH 3'aBUBCA nepmuM. [1{ogo kinbkocTi
Bigranyxenb Ta Qopkip Nagios Bxe 3rajyBanock y Iii siekuii. Bemka kinpkicTs Bigramyxenb Nagios Npu3BOAUTE 10 JIEAKOI XaOTHYHOCTI €KOCHCTEMH,
KOJI JOXOZUTH J0 BIIPOBA/DKEHHS IUIATiHIB a00 IHCTPYMEHTIB HiJl OAHY 3a/1ady, Po3poOICHIX pisHUMHE po3poOoHuKamMu. KoxHa Tinka Mae cBoto ¢inocodito
i 3rOIOM pOOUTS ii CyMiCHICTb 3 IHIIMMHU T'iJIKaMu Ta 3 0aTbKiBChbKHM npoekToM (Nagios) «uepe3 TaHIi 3 OyOHOM». AJie TakoXK Tpeda BiIMITHTH, LIO TakKa
PI3HOMaHITHICTb LI€ HANUI 3 BOMA KiHIsIMHU. BOoHa 103BOJIsIE 3HAWTH MUIATIH i MOTpeOU KOPHUCTyBaya, a He BUKOPHCTOBYBATH JIMIIE T€, IO MPUIILIO «3
KOPOOKI».

7 CLOUD NATIVE

L. J COMPUTING FOUNDATION

< Ilo Take Prometheus. Ile HaOip iHCTPYMEHTIB Ul MOHITOPHHIY Ta MONEPEDKEHHS CHCTEM i3 BIIKPHTHM BUXIJHHUM KOJOM, CTBOPCHHH Y
SoundCloud. 3 momenty ctBopeHHst B 2012 poui 6arato kommaHiid i opranizamiii BmpoBamuwin Prometheus, i mIpOeKT Mae aKTUBHY CHUIBHOTY
PpO3poOHHKIB 1 KopHcTyBauiB . Ha choroaHi, e okpeMuil mpoekT i3 BIAKPUTUM KOJIOM, SKUH MiATPUMYETHCS HE3AJIEKHO BiJ Oyap-sKO1 KOMMaHil.
1I{06 miIKpECIuTH 1ie Ta YTOYHUTH CTPYKTYPY YIpaBiiHHs poekToM, Prometheus npuennascs 1o Cloud Native Computing Foundation y 2016 pori
SIK ApYTHUil po3minienuid npoekt micis Kubernetes.

Prometheus

Prometheus 36upae Ta 30epirae CBOI IOKa3HUKH SIK JIaHI YaCOBHX PSI/IiB, TOOTO iH(pOpMAIlis PO MOKAa3HMKH 30 epiraeThcs 3 MiTKOKO 4Yacy, KOJHM BOHA Oyla
3anucaHa, mopsi i3 HeoOOB SI3KOBUMH TapaMHy KIIFOU-3HAYCHHSI, SKi HA3HBAIOTHCS MiTKaMH.

< Ocnosui pucu Prometheus.

»  BaratoBumipHa Mojxe/Ib JaHHX i3 JaHUMH YaCOBHX PsIIiB, ieHTH(IKOBAHHX HA3BOI0 METPHKH TAa APaMU KJIIOY/3HAYEHHSI.

Jlo pedi, mpo 10 NPUHIKUIOBY ocoOnuBicTe Prometheus Mu 3ragyBamu y apyriit nekmii. Prometheus npunimmnoso 30epirae Bci JaHi sk 4acoBi
pSIIM: MOTOKH 3HAYEHb i3 MITKaMU Yacy, IO HaJekaTh JO TOTO CaMOro IOKa3HHKa Ta TOTO CaMoro Habopy MideHHX mapamerpiB. Okpim
30epeKEHUX YaCOBUX PsMiB, Prometheus Moxxe reHepyBaTH THMUYACOBI OXiJHI YaCOBI PSIM B PE3YNIbTAT] 3aNUTIB.

»  PromQL, rayuka MoBa 3anuTiB 151 BUKOpHcTaHHA Hiei posmipHocTi. PromQL (Prometheus Query Language) no3Boinsie KopucTyBaueBi
BHOHMpATH Ta arperyBaTy JaHi 4YaCOBUX PSIIB y pealbHOMY daci. Pe3ynbraT BHpa3sy MoxkHa abo BimoOpas3uT y BUIIIsAI rpadika, HeperyisiHyTH
sIK TaONMYHI AaHi B Opay3epi BupasiB Prometheus, abo BukopucTaTu 30BHimHIMU cuctemamu uepe3 HTTP API .

»  BigcyTHicTh 3a/esKHOCTI Bil pO3MOiIEHOr0 CX0BHINA; OKPEMi CEPBEPHI BY3/IM € aBTOHOMHHMHU

»  Pull model. 36upanHs yacoBux psiiB BinOyBaeTbCs yepe3 Mozens BuaydeHHs dyepes HTTP. Prometheus cama Bimmpapise 3amuTi Ha pisHi
JDKepena JaHuX i OTPUMYE BiJl HUX MOTPiOHY iHpopmarito. Lle Mmoxxe OyTu, Hanpuknan, iHpopmalis npo cTaH pisHUX cucTeM abo mporpam, 1o
MoHiTopsThcs. OCHOBHA IepeBara Takoro IiJXOoMy Hoisrae B ToMy, 1o Prometheus Moxe edpekTnBHO 30MpaTH JaHi 3 Pi3HUX HKEpEN, M0
JI03BOJIsIE MOHITOPHTH Pi3HI CHCTEMH ab0 CepBicH y BaloMy cepenoBHILi. KpiM Toro, neit miaxig Hajae HYYKICTh y HANAIITYBaHHI Ta CIIPOIIYE
MPOLIEC CUCTEMHOTO MOHITOPHHTY, OCKIJIBKM BU MOYKETE JIETKO HANALITyBaTH, SKi IaHi BU XO4eTe 30UpaT Ta 3BiIKH.

»  Prometheus Pushgateway. [IpomToBxyBaHHs 4acOBMX PsAJIB MiTPUMYyeThCS uepe3 npoMixHuil numo3. Yac Bix wacy Prometheus nmorpi6Ho
CTEXHTH 32 KOMIIOHEHTaMH, SIKi HEMOXJINBO o4uucTHTH. Prometheus Pushgateway nae 3mory mepeMilaTé 4acoBi psiid 3 KOPOTKOTPHBAIUX
ITAKeTHHX 3aBJaHb Ha PiBHI 00CIyroByBaHHS O IPOMDKHOTO 3aBJaHHS, sike Prometheus Moxke BITyunTH. Y HMO€IHAHHI 3 IPOCTUM TEKCTOBHM
(opmaTom ekcriosutiii Prometheus e 103BosIsIE TETKO IHCTPYMEHTYBATH HaBITh CLeHAPil 000IOHKHK Oe3 KIi€HTChKOI 6101i0TeKH.

»  Lini BUSIBASIIOTHCS 32 I0ONOMOIO0I0 BHSIBJICHHSI CJIY:K0M 200 cTaTH4HOI KOHQirypamii. [CHYIO€ [Ba OCHOBHIX METO/IM BHUSBIICHHS IICH y
Prometheus Service Discovery Ta craruuHa KoHdirypauis:

o  BusBaennss ciayxom (Service Discovery). Prometheus Moke BHKOPHCTOBYBAaTH BOYZOBaHI MEXaHi3MH BHSBICHHS CIyXKO s
aBTOMAaTHYHOT 0 BU3Ha4eHHs Linel. Service Discovery B Prometheus mosnsirae y BUSIBIE€HHI aBTOMAaTHYHO LiJIeH MOHITOPUHTY - IIe MOXYTh
OyTH pi3Hi CHCTEMH, cepBicH a00 KOMIIOHEHTH, SIKi BU XO4ETe BKIIFOUUTH 10 MOHITOPUHTY. Prometheus Mo)xe BUKOPHUCTOBYBAaTH BOYIOBaH1
MeXaHi3MH BUSIBICHHS CIykO0 /s 1iboro. OCHOBHI METO/M BUSIBIICHHS CIIY)KO BKIIIOYAIOTH!

1.  DNS Bussienns. Prometheus moxe BukoprcroByBat DNS U1 aBTOMAaTHYHOr0 BUSIBICHHS CIIYX0. Bka3yroThcsl mrabioHu iMeH
XOCTIB, IKI BAKOPHCTOBYIOThCS IS MOHITOPHHTY, i Prometheus aBTOMaTu4HO BUSBUTS 11i XOCTH.

2. Consul ago Kubernetes. B cepenoBuii, ne BUKOPHCTOBYIOThCS iHCTpYMeHTH, Taki sk Consul (iHCTpyMEHT IUisi pO3MOAiIeHOT
CHCTeMH KOH(QIrypamnii, BUSBICHHS CIyK0 Ta ynpaBIliHHS MU ciIyx0ami) abo Kubernetes (cucrema opkectpanii KOHTelHepiB, 0
IpH3HAa4YeHa U aBTOMATH3alil PO3rOPTAaHHS, MAcIITaOyBaHHS Ta KepyBaHHA [OAATKAMH, IO PO3TOPHYTI y KOHTeifHepax),
Prometheus moxe BukopucroByBatH ixHi APl s aBTOMaTHYHOrO BUsBJIECHHsS Liieil MoniTopuHry. Hanpuknan, B Kubernetes
Prometheus Moxe aBTOMaTHYHO BUSBJIATH BCi CEPBIiCH, 1110 3aMyIIEH] y KiIacTepi.

3. EC2 Service Discovery. B cepenoBumii AWS, Prometheus Moxe aBTOMAaTH4HO BHSBIISTH LTI MOHITOPUHTY, SIKi 0a3yrOThCS Ha
ex3zemiusipax EC2, BUKopucroByroun aaHi, siki Hanarotecst cepBicom EC2 ta inmmmu AW S-cnenudiyHuMu iHCTpYMEHTaMU.
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4. Azure Service Discovery. AHanoriqno, Ui cepefoBHUI Azure iCHyI0Th MEXaHi3MH BUSIBIICHHS, sIKi MOXKYTb OYTH BUKOPUCTAHI ISt
aBTOMAaTHYHOTO BU3HAUCHHS 1111l MOHITOPHHTY Ha 0a3i iHdopMalii npo pecypcu Ta cay:K0u, 10 HATAFThCS IIAaTHOpPMO Azure.

5. GCP Service Discovery. Google Cloud Platform (GCP) Takox Mae BOY10BaHi IHCTPYMEHTH /151 BUSIBJICHHS CIYXKO, sIKi MOXYTb OyTH

BUKOpHCTaHi Prometheus Juis aBTOMaTHYHOrO BU3HAYCHHS 11iJIei MOHITOpUHTY B cepenouii GCP.

6.  OpenStack Service Discovery. B cepenosumti OpenStack, icHyroTs pi3ni iHcTpymeHTH Ta API, siki MOXYTh OyTH BUKOPHCTAHI IS

ABTOMAaTHYHOI'O BHSBICHHS CITYXO0 1 pecypciB 111 MOHITOPHUHTY.

IepenivueHi MexaHI3MH BHSBIICHHS CIYXO MO3BOJSIIOTH aBTOMATH3YBaTH MNPOLEC AOAABAHHS Ta BUAAJICHHS I{JICH MOHITOPHHTY, LIO

CIIPOIIY€ YHPABIIIHHSA CHCTEMOI0 MOHITOPHHIY, OCOOJIMBO B BETHKHX Ta AUHAMIYHHUX CEPEIOBHILAX.
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o  CraruyHa koHdirypauis. KopucryBauli MOXyTh BKa3aTH Il (agpecu cucteM abo CepBicCiB, Z¢ PO3TAIIOBaHI €KCHOPTEpPH) SIBHO B
KoHirypauiiHomy daiti prometheus.yml. Lleit miaxin BUKOPUCTOBYETHCS ATl CTATUYHOTO BU3HAUCHHS LIieH Oe3 BUSIBICHHS CIYXKOH, 110
MoJke OyTH KOPHUCHHM y BHIIQIKaX, KON CepBEpH BiZoMi 3a3aieriab, a00 Konu OTpiOHa ToYHa KOH]Iryparlis Jume oOpaHuX XOCTiB.

»  TliaTpuMKa KiibKoX pe:kumiB nodyaoBu rpadikis i inpopmaniiinux nanesneii. /IBa HalmompeHimmx iHCTpyMeHTH Wi 1poro - Grafana

ta Prometheus's own built-in Expression Browser.

o Grafana - ne iHCTpyMeHT Bi3yami3alii Ta MOHITOPUHTY, SIKHil MO’ke BUKOPHCTOBYBAaTHU JaHi, 3i0pani Prometheus. Bin Hamae mupoknii
CIIEKTP MOXJIMBOCTEH Ui CTBOpEHHs rpadikis, iHpOpMaLiHUX MaHeIeH Ta MaHelei MOHITOPUHTY 32 JIONOMOTOI0 Pi3HUX THINB TaHUX,
(yHKLi# Ta HanmamTyBaHk Bizyanizanii. Grafana 103Boisie CTBOprOBaTH JiarpaMu, rpadiky, TEIUIOBI KapTH, CTOBITYATI Ta KPYroBi Jiiarpamu
Ta IHIII TN Bi3yasti3aliil JuIs aHali3y Ta BigoOpaxkeHHs NaHUX, 0 30MpatoThest Prometheus.

o  BoynoBanuii Expression Browser B Prometheus Hazae MoxuBicTh Bi3yasi3yBaTu AaHi HenpsiMo B iHTepdeiici camoro Prometheus. Bin
BUKOPHCTOBYETHCS TS BioOpaxkeHHs rpadikiB Ta BiJCTIAKOBYBAaHHS 3HaYEeHb METPHK IpsMo B Opaysepi. Lle 3pyunuii croci6 mBuako

MeperIsSTHYTH JaHi Ta 3MIHCHATH 0a30BHI aHANi3
06e3 HEOOXIAHOCTI HANAIITYBaHHS JOJATKOBHX
iHCTPYMEHTIB Bi3yasi3alii.

Prometheus

Prometheus. Exocucrema

CKJIaJIa€ThC 3 KIUIBKOX KOMIIOHEHTIB, 0arato 3 SKHX €
HE00OOB’ I3KOBUMH.

>

>

>
>

I'osoBHuii cepep Prometheus , sikuii 30upae ta
30epirae 1aHi YacOBHX psIIIiB

Kaienrebki  6ifyioTeku s iHCTPYMEHTYBaHHS

HPOrPaMHOTO KOy

Push-mro3 Tyt I ITPUMKHA
KOPOTKOCTPOKOBHX

3aB/laHb

Ekcrioprepu CHerjialbHOrO NMPH3HAYCHHS UL TAKHX
cepsiciB, sk HAProxy, StatsD, Graphite Tomio.
Memekep cnoBilenb U1t 0OpOOKH CIIOBINIEHb
3aco0u migTpUMKH
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Binburicts koMroneHTiB Prometheus Hanucani Ha Go , 1110 TOJIETIIYe TX CTBOPEHHS Ta PO3rOPTAaHHS K CTATUYHMX JABIMKOBUX (haililiB.
Puc. 05.05. Apxitekrypa Prometheus i feski KOMIOHEHTH HOTO €KOCHCTEMH.

»_,.: pagerduty ]

Email

etc

Data
visualization
and export

Prometheus 30upae MmokasHMKM 3 IHCTPYMEHTAIBHUX 3aBJaHb Oe3MocepenHbo abo depe3 MpOMiXKHHIT push-ILT03 1 KOPOTKOCTPOKOBHX 3aBJaHb. Bin
30epirae Bci 3i0paHi 3pa3ky JOKANbHO Ta 3allyckae MpaBHIa IS IMX JaHUX, 00 arperyBaTH Ta 3alMCyBaTH HOBI YacOBi psaM 3 HasSBHUX JaHHUX a0o
CTBOpIOBATH CrOBineHHs. J{is1 Bizyanisawii 3i0panux qaHux MokHa BukoprcroByBatu Grafana a6o inmri croxuBadi APL.
HesBakaroun Ha Te, o Prometheus MoxkHa BUKOpUCTOBYBaTH M1 TOOYAOBH rpadikiB KOHKPETHUX 3aIlUTiB, Il He NOBHOLIHHA iH(opMaliiiHa maHens i ii
noTpibHO migxmount no Grafana mast cTBOopeHHS iHpopMamiiiHuX maHened. lle € CyTT€BHM HENONIKOM CHCTEMH 4Yepe3 JOAaTKOBY CKIIAHICTh
HaNlalITyBaHHs.

Ry

Receivers
MTP, telegram, webhook, etc)

Exporters
Node, blackbox, cadvisor, etc

Alertmanager #————

I

Prometheus

VictoriaMetrics

Grafana

Puc. 05.06. Cxema B3aemonii komroneHTiB Prometheus.

TPbHOX KOMITOHECHTIB €KOCHCTEMH :

< PosrisHEMO JOKJIaJHIlIEe CXeMy B3a€MO/ii KOMIOHEHTIB CUCTEMH MOHITOPHHTY 3 ypaxyBaHHsM Prometheus. bazoBa koH}iryparist ckiiaiaeTscs 3
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System and network monitoring. Moodyne #3. JHCTpyMEHTH MOHITOPHHTY Ta aHANI3y JaHUX
Cucmemnuti ma mepeosicesuti monimopune. Jlexyis #5. ITHCTpyMEHTH Ta TEXHOJIOTii CHCTEMHOI'O MOHITOPHHTY.

»  Excnoprepn (exporters). Excrioprep 30upae nani Ta noseprae ix y Burisini Habopy MeTpuk. EkcriopTepn noinstoTbest Ha oQiniiiui (Hamucani
koMaHnor Prometheus) Ta Heodiuiiini (Hamucani po3poOHMKAaMH PI3HOTO MpOrpaMHOro 3adesneueHHs i iHTerpauii 3 Prometheus). 3a
HEOOXiJHOCTI € MOXKJIUBICTh IIUCATH CBOI EKCIIOPTEPHU Ta PO3IIMPIOBATH HASIBHI JOAATKOBUMHU METPHKAMHU.

»  Prometheus. Otpumye MeTpuKky Bif excriopTepiB i 30epirae ix y B/l wacoBux psini. Ilintpumye nmoryxay Moy 3amuTiB PromQL (Prometheus
Query Language) juis Bubipku ta arperauii Mmetpuk. J[o3Boisie OymyBaTu npocTi rpadiku Ta popMyBaTH NpaBHia MOBiAOMICHb (alerts) Ha OCHOBI
BupasiB PromQL mans BignpaBku yepe3 Alertmanager

»  Alertmanager. O0po0isie noBiomiieHHst Bii Prometheus i poscmiae ix. 3a JONOMOrow MexaHi3My mpuiiMadiB (receivers) peasi3oBaHo
inTerpanito 3 nomroro (SMTP), Telegram, Slack Ta iH. cucTeMamu, a TakoX HaJICHIaHHA TOBiqOMIICHD Y BiacHuU API 3a nonomororo BeOXyKiB
(webhook). Takum unHOM, 6a30Ba KOHQIrypalis 103BOMIsA€ 30MpaTH AaHi, MUCATH CKJIAIHI 3alUTH Ta HAACUIATH MOBIIOMJICHHS Ha 1X OCHOBI.
OnHak, Mo-CrpaBKHbOMY IOTeHIian Prometheus po3kpuBaeThes MpY AOJABaHHI ABOX J0AATKOBUX KOMIIOHEHTIB (200 sIK MiHIMyM OJJHOIO —
Grafana)

»  VictoriaMetrics. Otpumye meTpuku 3 Prometheus 3a momomororo remote write . IlinTpumye mMoBy 3amuriB  MetricsQL , cuHTakcuc sikoro
cymicHui i3 PromQL. Hanae ontumizoBaHe CIOXHBaHHS pecypciB 30epiraHHS JaHUX i BUCOKONPOAYKTHBHE BUKOHAHHS 3allUTIB. IneansHO
MIXOIUTH JUIsl TOBIOTPHBAJIOTO 30€piraHHs BEIMKOI KiTbKOCTI METPHK

»  Grafana. Hanae 3acobu Bi3yanizauii Ta qogaTkoBoro anainisy ingopmanii 3 Prometheus ta VictoriaMetrics. € npuxiaan gamoop/iB NpakTHIHO
i Oynp-siKi 3aBIaHHS, SIKi 32 MOTpeOU MOXKHA JIeTKO poomnpaimioBatd. CTBOPEHHS BIIACHHUX NAIIOOPIIB TaKOX IHTYITHBHO (3p03yMilo, KpiM
NIesIKMX TOHKOIIIB) — NOCTaTHO 3HaTH ocHOBUM PromQL / MetricsQL [le-paxro Bukopucranns Grafana pazom 3 Prometheus Bxke crano
CTaHIApTOM, y TOH Yac sIK 10JaBaHHs B KoH(irypariio VictoriaMetrics 6e3yMOBHO OMLiOHANBHE 1 HEOOXIAHE /U1l BACOKOHABAHTA)KEHUX CH CTEM.

Incransuis Prometheus.

» 3 BUKOpUCTaHHSAM OQIUiifHUX MAKYHKIB /Ul Pi3HUX ONepaliiHuX cucreM, Takux K Linux, Windows Ta macOS. Bu Mo)keTe 3aBaHTaXUTH Li
IIAKyHKH 3 BeO-caliTy Prometheus Ta BcTaHOBHTH X 32 JOIIOMOT'OI0 CTAaHJAPTHUX MPOLEAYP IS BALIOi OIepauiifHol CHCTeMH.

»  BcranoBiaennsi Prometheus y xonreiinepi Docker € momysisspHHM METOZOM, OCKUIBKH I€ JO3BOJISE JErKO 3allyCKaTH Ta MaciuTadyBaTé
Prometheus Ha pi3sHux miardopmax. Bu Moxere 3aBanTaxutn 06pa3 Prometheus 3 Docker Hub i 3amycTuty koHTEiHEp 3a 10IIOMOTr0I0 KOMaH]
Docker.

»  Prometheus moxxe 6yt posropryTa B cepenoBuili Kubernetes sik konTeiinepu3oBanmii rogatok. Lle 103B0omsie aBTOMaTH3yBaTH PO3rOPTAHHS,
MacmrabyBaHHs Ta ynpapiiHHsa Prometheus 3a mormomororo inctpymentiB Kubernetes.

» Sk ambrepHaTHBY, BU MOXKETE BCTAaHOBUTH Prometheus Bpyuny, 3aBanTaxuBiy Buxiguuit kog 3 GitHub Ta xomminroroun iforo Ha cBoEMY
cepepi. Lleit MeTon Moxe OyTH KOPUCHUM JUIsl OUIBII THYYKOTO HAJIAIITYBaHHs a0o 11t BcTaHOBIeHHS Prometheus Ha mimardopmu, s skux
HeMae o(ilifHNX MaKyHKIB.

Inardopmu, Ha SKUX MOXKHA BCTaHOBUTH Prometheus, BKIIIOYarOTh yci OCHOBHI oneparliiiHi cuctemu, Taki sk Linux, Windows ta macOS. Kpim Toro,

BOHA TaKOXK MO)ke OyTH BCTAHOBJICHA Ha XMapHHX IDTaTdopMax, Takux sk Amazon Web Services (AWS), Google Cloud Platform (GCP) Ta Microsoft

Azure, a TakOX Ha BIIACHHX CEpBepax abo BipTyalbHHX MALIHHAX.

Komu nmixxoaurs?

Prometheus no6pe mparttoe st 3anucy Oyab-sIKHX YHCTO YHCIOBHX YaCOBUX PsiB. BiH MiAXOIUTH SK ISl MAIIMHOLCHTPUIHOTO MOHITOPHHTY, TaK i
JUISL MOHITOPUHTY BHCOKOIMHAMIYHHX CEPBiC-OpICHTOBAHUX apXiTEKTyp. Y CBITI MiKpocepBiCiB HOro miaTpuMKa 300py 0araToOBUMipHHX JaHUX i
3aIHTIB € 0COOIMBOIO NIEPEBATOIO0.

Prometheus po3po6ieHo uis HaxiitHOCTI, 00 OYTH CHCTEMORO, JI0 SKOi BU 3BEPTAETECS IiJl 4ac 30050, 100 JJO3BOJIMUTH BaM MIBUJKO JIarHOCTYBaTH
npobiiemu. Koxen cepBep Prometheus € aBTOHOMHHMM 1 He 3aJ€KUTH BiJ] MEPEKEBOTO CXOBHIIA YHM IHIIMX BimjaneHux ciayx06. Ha mo cucremy
MOHITOPHHI'Y MOXKET€ MOBHICTIO TOKJIACTHCS, KOJIU iHII YaCTUHM Bawol iHGPacTpyKTypu 37aMaHo, i HE MOTPIOHO HANAIITOBYBATH PO3ralyXeHY
iH(pPACTPYKTYpY, 100 BUKOPUCTOBYBATH HOTO.

Koumn He migxoaurts?

Prometheus ninye HaxiiHicTh. 3aBXKIM MOXKIMBO MEPEINITHYTH JOCTYIIHY CTaTHCTHKY IIOJO CHCTEMH, HaBiTh 3a YMOB 30010. Skmio HeobxinHa 100%
TOYHICTh, HAPUKIIA/L JUTSI BUCTABIICHHS paXyHKIB 3a 3amuToM, Prometheus He € rapHiM BUOOPOM, OCKLIBKH 3i0paHi JaHi, LIBUIIIE 32 BCE, HE OyIyTh
JIOCTaTHBO J€TaJbHUMH Ta IIOBHUMH. Y TaKOMY BHIIQJIKy Kpallle BUKOPHCTOBYBATH SIKYCh iHIIIY CUCTEMY Juls 300py i aHalli3y AaHHUX JUIs BUCTABICHHS

PaxyHKIB.

Grafana

Boxe kinbKa pasiB y miif Jiekunii i y monepenHix 3rajyBanach HazBa npoxykry Grafana.

Grafana — 1e moTy)XKHa cHCTeMa JUlsl Bi3yasisallii Ta MOHITOPHHTY JaHHX, SIKa [iATPUMYE Pi3Hi [pKepena JaHux. BoHa 103Bossie cTBOprOBaTH 1auiOopa,
rpacdiky, TaONHLi, a TAKOXK HAJIALITOBYBAaTH aJePTH Ha OCHOBI 3i0paHnx Merpuk. Grafana € OKkpeMHM NPOAYKTOM, SIKHH MOXKe IpaIffoBaTd 3 OaratbMa
cucreMaMu 300py naHuX. Hampukiajg MH TIIBKH IO OauuTH THIIOBY CXeMy ITOOYJOBH CHCTEMH MOHITOpHHTY Prometheus 3 Bi3yanmizamicio JaHHX 3a
nonomororo Graphana. KpiM Toro € moBruii nepesiik MOHITODHMHIOBHX cHcTeM, y ski Graphana ycmimHo inTerpyerbes: v InfluxDB — st 36epexeHns
4aCOBUX PSIIiB.

Elasticsearch — jyis1 aHai3y Joris.

Loki — cucrema 360py noris Bix Grafana Labs.

Zabbix — gepe3 crienianbHU IUIariH.

Nagios — moxuiBe mifKioueHHs yepe3 APl abo 1oaaTkoBi miarinu.
MySQL, PostgreSQL — m1st pobotH 3 6i3HEC-1aHUMHU.

Azure Monitor, AWS CloudWatch — 1 MOHITOPUHTY XMapHUX PECYPCiB.

AV N N N NN
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System and network monitoring. Moodyne #3. JHCTpyMEHTH MOHITOPHHTY Ta aHANI3y JaHUX
Cucmemnuti ma mepeosicesuti monimopune. Jlexyis #5. ITHCTpyMEHTH Ta TEXHOJIOTii CHCTEMHOI'O MOHITOPHHTY.
Grafana He € IOBHOIIIHHOIO CHUCTEMOIO 300py METpUK, TOOTO BOHAa caMa HE BHKOHYE MOHITOPHMHT y TPaJHIiIHHOMY pO3yMiHHI (He 30Hpae MeTpHKH
Oe3mocepeIHbO 3 CepBepiB, MEpeXkKeBOro oOnaaHaHHs 4K noAatkiB). [Ipote ocranHi Bepceii Grafana (3okpema Grafana Cloud a6o Grafana Agent) MaroTh
6a30Bi MOXKIIHBOCTI 300py METPHK Ta iX mepeaadi B MATPUMYBaHI CHCTEMH MOHITOPHHTY.
Cawmocriiino Grafana mozke:
301paTtH BIACHI METPUKH NPOLYKTUBHOCTI (3aBaHTa)keHHs1 CPU, BUKOpHCTaHHS aM’Ti, 3a1IMTH 10 0a31 JaHUX).
MoOHITOpHTH IOCTYIHICTH cepBiciB uepe3 mrarin Grafana Synthetic Monitoring (nepeBipka HTTP/HTTPS-3amurtis, Ping).
36uparu storu ta noaii uepe3 Grafana Loki (ananor Elastic Stack must soris).
36upatu npocrti cucreMHi Metpuku yepe3 Grafana Agent (CPU, RAM, Disk, Network), ane Bin nparyoe iumie sik konekrop mist Prometheus abo
IHIIMX CXOBHII[ JaHUX.
Grafana cama o co6i 6e3areHTHa, 60 mparioe 3 y)xe 3i0paHuMu MeTprkamu. AJe sikiio BukoprctoByBatd Grafana Agent, To e B)Ke areHTHHI miaxiza, 60
areHT BCTAHOBIIIOETHCS HAa CEPBEPH Ta IIepeac TaHi.
Grafana B ocHOBHOMY Bi3yaJii3ye 4acoBi psiu (time-series data), Tomy ii ronoBHui GoKyc — TUHAMIYHI METPUKH, TaKi SIK:
v' Iudpactpykryphi metpuku (CPU, RAM, Disk I/0, Network).
v' MerpuKy IpOayKTUBHOCTI 0AATKIB (BiAryk API, KiNbKiCTb 3arUTiB, IOMUIKH, 4aC BAKOHAHHS).
v' Merpuku Kkibep6esneku (KibKiCTh aTak, GIIOKOBAHHX 3aMKTIB, aHOMAJIbHA AKTHBHICTB).
v' Bisnec-meTpuku (mpuOyTOK, Tpadik KOPUCTYBadiB, KOHBEPCIQ).
IcTopist crBopenns Ta po3BuTKy Grafana
V¥ 2013 poui Buiinuta Kibana 3, mo Oyna yactunoro ELK-creky (Elasticsearch, Logstash, Kibana) i BukopucToByBanacs isi Bisyani3alii JIOTIB Ta aHAITUKH
nanux. Kabana 3 no3Bomsita GynyBatu gambopau, rpadiku ta Tabiauii s aHai3y JIOTiB, GiIbTPYBAaTH Ta BUKOHYBATH MOIIYK I10 JIOraX y peajbHOMY Yaci
Ha ocHOBI nanux 3 Elasticsearch.
Tlouarok (2014)
Grafana 6yna creopena Toke Moncenom (Torkel Odegaard) sk popk Kibana 3, ane 3 akueHToM Ha Bi3yami3amiio yacoBUX PAiB 3aMicTh aHATIZY
noriB. Crioyatky Grafana npargrosasa siie 3 Graphite, ITOIyJISIpHEM y TOH Y4ac CXOBHIIEM METPHK. BOHa MIBHIKO OTprMaa MOMYISIPHICTh cepes
DevOps-cHinbHOTH 3aBISKH MOXIHBOCTI OyXyBaTH 3pydHI JanIOOpIi.
Panmi Bepcii (2015-2017) — miaTprMKa HOBUX JDKEPEN JaHUX
Grafana 2.0 (2015) — momano miatpumky InfluxDB, OpenTSDB, Prometheus, mo 3po6mno Grafana yHiBepcadbHHM iHCTPYMEHTOM IS
MOHITOPHHTY.
Grafana 3.0 (2016) — 3'sBuacs HoBa cucTeMa IUIATiHIB, IO JO3BOIMIIO JOAABATH HOBI JUKepena JaHUX Ta IaHeNi Bi3yamisaii.
Grafana 4.0 (2016) — BBeieHO cucTeMy aJIEpPTiB, 110 1AJI0 MOXKJIMBICTh OTPUMYBATH CIIOBILIEHHS TIPO aHOMATIi.
Pozmnpenns MoximBocteit (2018-2020) — po6ota 3 oramu Ta Oi3Hec-aHaITHKA
Grafana 5.0 (2018) — HoBwMii iHTEpdeiic, miaTprMKa narnok ta oHosienuit Ul mis nambopais.
Grafana 6.0 (2019) — inTerpanis 3 Loki (cucrema 360py noris Big Grafana Labs), mo 3po6uno miatdopmy konkypenrom ELK Stack. Grafana
7.0 (2020) — API nns data transformation, 1o 103BOJIs€ penaryBaTH METPHUKH IIepe]] BizyaTizali€ro.
Ocranti Bepcii (2021-2024) — Machine Learning ta po3umpena 6e3mneka
Grafana 8.0 (2021) — mokpamteni anepty, inTerparis 3 machine learning-MoneIsIMu JUIs IPOrHO3yBaHHS aHOMATIiL.
Grafana 9.0 (2022) — nonano Grafana OnCall 115t cipoleHOro KepyBaHHs iHIUJCHTAMH.
Grafana 10.0 (2023) — miATpUMKa HOBHX XMapHHX CEPBICiB, MOKpalieHa poboTa 3 6a3aMu JaHUX, MOKPALICHHS IPOAYKTUBHOCTI.
3apa3 Grafana € oqHUM i3 HAHMOMYJIAPHIIINX IHCTPYMEHTIB MOHITOPHUHTY, SIKUi1 BUKOpHCTOBYEThC Yy DevOps, kibepOesneni Ta 6i3Hec-aHamiTHIL.
Onepauiiini cucremu, Ha sikux npauioe Grafana
Grafana € kpocruiaT)OpMEHHM 3aCTOCYHKOM 1 MIATPUMYE TaKi OnepauiiiHi CHCTEMH:

< Linux (Debian, Ubuntu, CentOS, RHEL, Fedora, SUSE)
</ Windows

</ macOS

&/ Docker (s KOHTEiiHED)

</ Kubernetes (uepes Helm Charts)

AN NN

Ha cborogHi 1ocTynHi Taki cnocodu BCTAaHOBJICHHS:

1. TImcransigist 3 opinifinnx makeriB. Linux (Debian/Ubuntu)
wget htips://dl.grafana.com/oss/release/grafana_10.3.1_amd64.deb sudo
dpkg -i grafana_10.3.1_amd64.deb
sudo systemctl start grafana-server Linux
(CentOS/RHEL)
sudo yum install -y https://dl.grafana.com/oss/release/grafana-10.3.1-1.x86_64.rpm sudo
systemctl start grafana-server
Windows — uepe3 3aBaHTaXeHHS .zip-apXiBy 3 odiLiiiHOro caiiTy, po3maKyBaHHs Ta 3amyck grafana-server.exe.
macOS
brew install grafana brew
services start grafana

2. Posropranns B Docker
OnuH i3 Hali3pyYHIMUX CIIOCO0IB TSl TECTYBAHHS Ta MPOAKIICHY.
docker run -d -p 3000:3000 --name=grafana grafana/grafana
SIkio motpibHO 30epiratu gaHi:
docker run -d -p 3000:3000 --name=grafana\ -
v grafana-storage:/var/lib/grafana |
grafana/grafana
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System and network monitoring. Moodyne #3. JHCTpyMEHTH MOHITOPHHTY Ta aHANI3y JaHUX
Cucmemnuti ma mepeosicesuti monimopune. Jlexyis #5. ITHCTpyMEHTH Ta TEXHOJIOTii CHCTEMHOI'O MOHITOPHHTY.
3.  Posropranns B Kubernetes
s Kubernetes pexomenayeTbest BukoprucroByBati Helm-uapr:
helm repo add grafana https://grafana.github.io/helm-charts
helm install my-grafana grafana/grafana
4. Xwmapui pimenns (SaaS)
Sxmio He xouerses posropratu Grafana Bpyuny, moxHa Bukopuctata Grafana Cloud, ne € 6e3komToBHuI Tapud.
Haiixparmoro imoctpamnicio pe3ynbraTiB po6oTH OymnyTs KoHKpeTHI npukiany Grafana, BinmiOpani Ha ocHOBI pi3HEHX (axTopiB. Ilo-mepme, neski 3 mHX
iHopMaiiHUX maHeneid Oymno oOpaHO depe3 IX TEXHIUYHY JOCKOHAJICTb, IO AEMOHCTpYE MOTYXHI MoxHMBocTi miatgopmu Grafana. Ii mpuxmagu
JIEMOHCTPYIOTB, SIK IIaThOopMa MOXKE HPALOBATH 31 CKIIAJHOI0 Bi3yali3ali€lo JaHUX 1 aHAIITHKOK, CIy)Kauyl HaTXHEHHSM /ISl KOPUCTYBadiB, SIKi XOYyTb
JocIiuTH if MoTeHuia.
Kpim Toro, BuOpaHi iHpopMamiiiHi IMaHeNi TaKOX BiAPI3HAIOTHCS LiKaBUM Hialla30HOM MPEICTABICHUX BHIAJIKIB BHKOPHUCTaHHS, SIKi ITiIKPECIIOIOTH
yHiBepcanbHicTh mnatdopmu Grafana. Il yHikanbHi peanizauii 1eMOHCTpYIOTh, 10 Grafana Mo)xHa BUKOPHCTOBYBATH Pi3HUMHU CIOCOOAMH, 320X0YYIOUH
HOBHUX KOPHCTYBa4iB MUCIIUTH HECTAaHAAPTHO Ta JAOCII/UKYBAaTH iHHOBALiHHI MOXITMBOCTI AIs CBOIX MaHOYTHIX MMPOEKTIB MOHITOPHHTY.
1. MonitopuHr cepBepa. @Hector Smith
Sk ycBimoMIIFOE mepeBakHa OUIBIIICT  CHCTEMHHX
aJIMiHICTPAaTOpPiB, MOHITOPHHI cepBepa € BaXKIHUBOIO
YaCTHHOIO MOHITOPHHTY 3araJILHOrO CTaHy BaIlOro
cepeIoBHUIIA.
Ils  indopmamiiiHa maHenb  3BITIB  BHKOPUCTOBYE
komOiHamito Grafana, Prometheus i Node Exporter, 1mo6
JIO3BOJIUTH BH3HAYUTH MEPIIONPUYMHY BUXOAY 3 Jagy
cepBepiB 1 Ja€ 3MOTY BXUTH NONEPEIKYBaTbHUX 3aXO0AIB,
SKIIO BH BUSBHUTE, IO Y BaC MaJO BUIEHOTO JYICKOBOTO
IPOCTOPY.

2. 3Bir npo mnokasuuku Lighthouse @WikiMedia 0 Performane
HesBaxaroun Ha Te, mo OaraTo (axiBI[iB 3 MapKETHHTY s et eraceaci e
MOXKYTb He 3HatH npo Grafana, e He BUIpaBIaHHS UL
TOro, o0 He 3arMONTIOBaTHCh y HOTO MOMXJIMBOCTI Ta
eKCIIePUMEHTYBATH, SIK IT0Ka3ye Ieif IpHKIa. =
s indopmaniiina maHenp BimoOpaskae BCi NMOKa3HHKH,
BKJIIOYeHi 10 BiacHoro 3BiTy Google Lighthouse, i nae
MOXJIUBICTh Y Oy[b-sIKHi yac TiHOIIe 3arIMOUTHCS B I
MOKa3HUKK 03 HeoOXiJHOCTI BUKOHYBAaTH HOBHH ayJuT 3

£ Page drilldawn =

HYyIS.

3. IIporno3 moroau. (@ WeatherflowCollector

Leit mpuknan inpopmauiiinoi maneni Grafana moxna
BUKOPHCTOBYBAaTH Ul IEPerisiAy IIOTOJHHMX  YMOB,
Mai0yTHIX MPOrHO3IB, 3arajbHOI TEMIEPATypu i OmajiB.
Ockinbky 114 iHpOpMaliiiHa naHenb po3MillleHa B ranepei
Grafana, MOXIHBO EKCIICPUMEHTYBATH 3  KHBOIO
inpopmamiiiHOI0 maHemWIIO |y  CBOeMy  Opaysepi,
mo30aBisilo4M  HEOOXiAHOCTI  HAJALITOBYBATH  BJIACHI
JIOKAJIbHI HaNIalITYBaHHS, 100 TOYaTH MOKPALLyBaTH CBOL
3HAHHS MO 1IeH IHCTPYMEHT Bi3yaizallii JaHuX.




B3

#14/ #18

System and network monitoring. Moodyne #3. JHCTpyMEHTH MOHITOPHHTY Ta aHANI3y JaHUX
Cucmemnuti ma mepeosicesuti monimopune. Jlexyis #5. ITHCTpyMEHTH Ta TEXHOJIOTii CHCTEMHOI'O MOHITOPHHTY.

4. TecryBanns npoayktuHocTi. (@Nigel Mulholland

MoxHBicTh IIPOBOAUTHU HagiiiHe TECTYBaHHS
NPOAYKTHBHOCTI BaXkIuMBe JUIS 3a0€3IeYEeHHs] SIKOCTL
MPOTPaMHOTO 3a0€3MeUEHHs, IKE BU BHUITYCKAETE JUIS CBOIX
KOpHCTYBauiB.

Jlonaroun podode HaBaHTa)KCHHS Ta THCK Ha BaIly CUCTEMY,
MOXJIMBO IIPOAHANli3yBaTH, Y BOHa Bejie cede Tak, SK
OYiKyBaJIOCS, YM MOTPIOHO BHKOHATH MOJAJbIIY PoOOTY,
06 MOKPAIIUTH CBiif KO a0 pO3MMPHUTH CBOI Omepallii,
mo0 BiAOBITaTH BUMOTaM BHCOKOTO Tpadiky.

0.89ms

5. MowniTopunr 3’eqnanb OpenVPN. @Hassan Momin

Status:

Oxpim Grafana, nsg indopmamiliHa HaHETb TAKOXK
BUKOpHCTOBYe Prometheus 111 MOHITOpHHTY MiJKIIOYCHb Users
OpenVPN. lleii 3BiT BigoOpaxkae crTaTyc, Yac micis
OHOBJICHHS CTaTyCy, JlaHi, Ha/lic/IaHi Ta OTPUMAaHI CbOTO/IHI,
a TAKOX KIIBKICTh KOPUCTYBAYiB 1 KIIIEHTIB.

Skuo BM xouere cnpoOyBaTH CTBOPUTH BIIACHY CIYXOY
MosiTopuHry st OpenVPN, neperisiHpTe Leii mociOHUK .

Clients re

Takum unHOM, Grafana — 11e MOTY)XHHUI Ta THYYKUH IHCTPYMEHT ULl Bi3yaui3awil JaHUX, SIKAI BHUIIOB 32 MEXI KIACHYHOIO MOHITOPUHTY. 3aBISIKH CBOIi
KpoCIuIaT OpMEHHOCTI, MiATPUMIL YHCICHHHUX JUKEPEN JaHUX i pO3MIMPIOBAHOCTI, BOHA CTaja He JIMIIe cTaHaapToM y cdepi IT-onepaniit Ta MOHITOpHHTY,
a i TOTYXKHUM 3ac000M 151 Oi3HeC-aHAJIITHKH Ta JOCTI/UKEHHS JaHHX.

MS ScomM

IIlo Take SCOM? System Center Operations Manager ( SCOM ) — ue kpocruiatdopmua
CHCTeMa MOHITOPHHTY LIEHTPY 00OpOOKU JaHHX JUIs ONepaLliiHUX CUCTEM 1 TinepBi3opis . Bin
BUKOPHCTOBYE €MHUH iHTepdeiic, SKuii mokasye iHpOpMalio Ipo cTaH, Ipare3aaTHICT5 1
MPOJYKTHUBHICTh KOMIT FOTEPHHX CUCTEM. BiH TakoX Hasae CrOBILIIEHHS, CTBOPEHI
BIZIMIOBIZTHO J10 MEBHOI JOCTYITHOCTI, HPOAYKTUBHOCTI, KOH(irypauii abo cutyarii Ge3mexu.
Bin npargroe 3 Microsoft Windows Server i xocramu Ha 6a3i Unix/Linux

. Ietopis MS SCOM.
»  SeNTry ELM. IIpoxykt mounHaBcs sIK cucTeMa kepyBaHHs Mepexeo SeNTry ELM,
po3pobiieHa OpUTaHCHKOIO KoMITaHier Serverware Group plc .
»  Enterprise Event Manager. V depsui 1998 poky mpaBa iHTeneKTyaabHOI BIaCHOCTI -
npuabaia kommnanis Mission Critical Software, Inc., sika nmepeiiMenyBaa IpOAyKT y

Enterprise Event Manager. Mission Critical moBHiCTIO mepernicaB IPOAYKT, HA3BAaBIIN HOBY
Bepcito OnePoint Operations Manager (OOM).

»  Microsoft Operations Manager (MOM). Mission Critical Software 06’eqnanacs 3 NetlQ na nmouatky 2000 poky Ta npojiasa rmpasa Ha IPOIYKT
Microsoft y xotai 2000 poxy. ITi3nime #foro 0yno nepeiimeHoBano Ha Microsoft Operations Manager (MOM) — y 2003 poui Microsoft mouana
poboTy Hax HacTymHOIO Bepcis MOM: Bona HasuBanacst Microsoft Operations Manager 2005 i 6yna BumymnieHa B ceprsi 2004 poky. Service Pack
1 ms MOM 2005 6yno Bumymieno B numnHi 2005 poky 3 miarpumkoro Windows 2003 Service Pack 1 1 SQL Server 2000 Service Pack 4 Kpim
Toro, HeobXinHo Oys1o miarpumyBatu SQL Server 2005 a1 KOMITOHEHTIB ONIEPAaTUBHOI Ta 3BiTHOI 6a3u naHuX. Po3pobka HacTymHOI Bepcii — Ha
TOM 4ac 1l kooBa HazBa «MOM V3» — noyanacs B 2005 poui.

»  System Center Operations Manager (SCOM). Microsoft mepeiimenyBana npoaykt Ha System Center Operations Manager i Bumyctiuia System
Center Operations Manager 2007 y 6epe3ni 2007 poky. System Center Operations Manager 2007 6y110 po3po6JeHO Ha OCHOBI CBIXKOTr0 KOLY, i,
X0u4a BiH Mae cIinbHi pucu 3 Microsoft Operations Manager, BiH He € OHOBJICHHSIM ITOIIEPEIHIX BepCiil.


https://kifarunix.com/monitor-openvpn-connections-with-prometheus-and-grafana/
https://kifarunix.com/monitor-openvpn-connections-with-prometheus-and-grafana/
https://kifarunix.com/monitor-openvpn-connections-with-prometheus-and-grafana/
https://kifarunix.com/monitor-openvpn-connections-with-prometheus-and-grafana/
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»  System Center Operations Manager 2007 R2 (SCOM 2007 R2). ¥V tpasni 2009 poky System Center Operations Manager 2007 MaB Tak 3BaHHIt
BUIYCK «R2» — 3arajpHUM yJOCKOHAJECHHsM Oyina miarpumka kpoc-ruiatrdopmu s cepBepiB UNIX i Linux. 3amicte myOmikanii okpemMux
MIAKETiB OHOBJICHB, BUIIPABIICHHS MOMIJIOK Y IPOAYKTI micis Bumycky System Center Operations Manager 2007 R2 6yio BumyieHo y Gpopmi Tak
3BaHMX HAKONMUYYyBalIbHUX OHOBJIEHb (CU).

»  System Center Operations Manager 2012 R2 (SCOM 2012 R2). [logana miarpuMka [uist orepaitiiinnx cucrem Windows Server 2012 R2 Ta
BKJIIOYA€ psifi QYHKINH 1711 MOHITOPHHTY Ta YIIPaBJIiHHS iHPPACTPYKTYPOIO.

»  System Center Operations Manager 2016 (SCOM 2016). IIpunecna HOBOBBEIEHHS, TaKi sSK IMOKPAIEHHS Y MacIITa0OBAaHOCTI, MiATPUMKa
Windows Server 2016 Ta inTerpauis 3 Microsoft Operations Management Suite (OMS).

»  System Center Operations Manager 2019 (SCOM 2019). SCOM 2019 npuHecna psi MOKpalieHb, Y TOMY YHCIi B 00nacTi epeKTHBHOCTI,
Oe3meky Ta iHTerpamii 3 XMapOBHMH CepBicaMH.

»  System Center Operations Manager 2022 (SCOM 2022). CyTTeBO BiApi3HAETHCS MOXIIMBOCTSIMHU Bifl HOMEPEIHBOI BEPCii: OHOBICHHIA
MonitopuHr Office 365 Ta MS Azure, mintpumka Server 2022, inrterpanis Microsoft Teams. Lle Bike He MPOCTO «WIOKaJIbHUI» MOHITOPHHT i3
HOBHMH (yHKIIsMH, 30cepemkennMy Ha Azure Stack HCI a moBHa miaTprMKa XMapy, 10 HaJaeThes K nociyra. Kpim Toro romana miaTpumMka
arHOCTUYHKX MAKETiB KepyBaHHs BepcisiMu y Burisiai Management Pack (MP). CtBopeHi HOBi BOyjOBaHi podi.

= Ponp AgMiHicTpaTop i3 mpaBamu Jiviie Ha unTanHs . Hagae Bei 1o3Bonu Ha yntanus B Operations Manager, BKIIOUarO4H 3BiTH.

. MOXJIMBICTb CTBOPEHHS (DYHKII KOPHCTYBaYiB, 1[0 HANAIITOBYIOTHCS, 3 KOHKPETHUMH JO3BOJIaMH. Termep YmpaBlliHHS areHTaMu
MiATpUMYe€ 1B HOBI mifkaTeropii - PosropranHs areHTiB Ta BiZHOBIICHHS areHTIB , SKi HESIBHO HAJAlOTh 103BoNM Ha Odikyroui aii
areHTa .

. Jonano npodins IToBHOBaXXHOTO agMiHiCTpaTOpa — Iie aAMIiHICTPaTOp 3 IPaBaMH JIUIIE HA YUTAHH], 32 BUHATKOM CTBOPEHHS 3BiTiB.
Mosxe OyTH CTBOpEHA HAJIAILITOBaHA POJIb KOPUCTYBaya 3 IOBHOBAYKHUM aJIMiHICTPATOPOM sIK 0a30BHid MPodiab i J0AaHO 10 Hel oauH
200 KinbKa J03BOJIB 3 JOCTYITHUX KATEropiil.

»  System Center Operations Manager 2025 (SCOM 2025) — ue HOBiTHs Bepcist pimeHHs Big Microsoft 1uist MoHiTOpHHTY iH(pacTpyKTypH, sKa
3a0e3Meuye rHyYKUi Ta eKOHOMIYHO e)EeKTUBHMI KOHTPONIb 3@ MPOAYKTHBHICTIO Ta JOCTYIHICTIO KPHTHYHO BaXJIMBHX momatkiB. Lls Bepcist
HPOTIOHYE KOMIUIEKCHUIT MOHITOPUHT SIK JUILSl JIOKAIBHUX IIEHTPiB 00POOKH JJAHUX, TaK i [T NPUBATHHUX Ta IMyOIi4HUX XMAPHHUX CEPEIOBHMIIL.
Ocuosi HOBOBBeeHHs B SCOM 2025:

. MMigrpumka Windows Server 2025: SCOM 2025 noBHicTIO iHTErpyeThCs 3 0OcTaHHBOIO Bepeiero Windows Server 2025, mo 103Bosse
e(eKTHBHO MOHITOPHTH Ta KEPYBATH CyYaCHUMHU CEPBEPHUMHU CEPEJOBUIAMH.

. IMigrpumka OpenSSL 3.1-3.3: Lle 3a6e3neuye nokpaieHi kpunrorpadiui onepaii Ta migBuieHy O0e3neKy KOMyHiKalliil.

. Pozmpena cymicHicTh 3 Opay3epamu: Be6-korcons SCOM 2025 renep miarpumye octanHi Bepeii Microsoft Edge Ta Google Chrome,
1110 [TOKPAIIy€e JOCTYIHICTh Ta 3py4HICTh JUTSl KOPHCTYBAiB.

. Bunyuenns Service Provider Foundation (SPF): SPF 6yno Bukmoueno 3 System Center 2025, npore Bepcis SPF 2022 3anumraetses
CYMiCHOIO 3 KoMIoHeHTamMH System Center 2025, mo 3abe3medye IUTaBHUH epeXif JUIs OpraHizallii, ki BUKOPHCTOBYIOT ITOIEPEHi
Bepcil.

<& Apxirekrypa System Center Operations Manager (SCOM)
OcHOBHa iiesl MoNsra€ B TOMY, 00 PO3MICTUTH YaCTHUHY IPOTrPAMHOr0 3abe3nedeHHs,
areHTa, Ha KOMII I0Tepi, K CITiJ{ KOHTPOJIIOBATH.
> AreHT crioctepirae 3a KiJJbKoMa [pKepeIaMi Ha [IbOMY KOMIT FOTEpi, BKITFOYA04H JKypHAI
noziit Windows, s meBHHX mopii abo momepemKeHb, CTBOPEHUX MpOrpamMamu, sKi
BUKOHYIOTBCS HAa KOHTPOJIbOBaHOMY Komm’'ioTepi. Ilicns TmosBM Ta BHUSBICHHS
MONEPEDKEHHS areHT Mepecuiiae MoNepe/UKEHHS Ha HeHTpaabHuii cepsep SCOM. Lx
cepepHa nporpama SCOM miarpumye 0a3y nanux Operation DataBase, sika micTuth
icropito crnoBimensb. Cepsep SCOM 3actocoBye npaBwia (inbTpanii 10 CHOBILIEHb Y
Mipy iX HAIXOIDKEHHS; NpPaBWIO MOXKE IHII[IOBaTH IIEBHE CIIOBIICHHS JIIO/IMHI,
HAIpPHUKIAJ OBIOMICHHS eIeKTPOHHOIO IOMITOI YH MECCHKEPOM, CTBOPHTH 3aIUT Ha
MATPUMKY MEpexXi a00 3amyCTUTH 1HIIMKA poOOYHMii IPOoIIeC, CIPSMOBAHHI HA YCYHEHHS
MPUYIKMHY CHOBILIEHHS BiMOBIHUM YHHOM.
Puc. 05.07. System Center Operations Manager:
OCHOBHI KOMITOHCHTH HPOYKTY.
»  Ba3u nanux SCOM. Microsoft System Center Operations Manager BUKOPHCTOBY€ IBi 6a31 JaHUX JUIS Pi3HHUX LIiJIeii:

. Omnepaniiina 6a3a 1anux (Operations Database) BukopucToByeTbes i 30epiranss iH$popMallii mpo peajsbHUl 4ac MOHITOPUHTY Ta
moziit, mo croprofotees areatamu SCOM. Bona MICTHTBH maHi PO CTaH CUCTEM Ta CIykO0, 1o nepedysaroTh mia HarmsigoM SCOM, a
TaKOXX ICTOPIIO CIOBIIIEHb Ta MOJii, 10 BHHUKAIOTh Ha KOHTPOJBOBAHMX KoMil'torepax. L{sa Ga3za maHmx mo3BoOisE aaMiHicTpaTopam
BI/IC/TIIKOBYBATH CTaH CHCTEM Ta BYACHO pearyBaTd Ha MOXKJIMBI IIPOOICMHL.

. Cxopume nannx (Data Warehouse) BukoprcToByeTbes 111 30epiraHHs iCTOPUYHUX JAaHHX MOHITOPHMHTY, aHalli3y Ta 3BiTHOCTi. BoHO
3a0e3reuye MOKIINBICTh aHAIII3y TPEH/IB, IPOrHO3yBaHHs MPOOJIEM Ta BiIC/IiAKOBYBaHHS e(pEKTHBHOCTI CHCTEMH 3 4acoM. JlaHuil ckian
JAHUX MOXe OyTH BUKOPHCTAHHH JUIs CTBOPECHHS 3BITiB, aHAJI3Y MPALE3IaTHOCTI T MOHITOPHHTY BETMKHX OOCSTIB JaHHX.

IepeHeceHHs JaHUX MK IIMMH 6a3aMy JaHUX MOJKE BiTOYBATHCS 3aJI&KHO BiJl HAJIAIITYBaHb 1 TOTped MoHITOpHHTY. Hanpukian, icropuyHi qaHi
MOXYTb OYTH IepeHeceHi 3 onepariifHoi 6a3u JaHUX B CXOBUIIE JAHHUX IS TOAAIBIIOrO 30epiraHHs Ta aHami3y. HoBi naHi MoXyTh Takox OyTu
BiZoOpaXkeHi B onepawiiHiii 6a3i JaHUX Ta OJJHOYACHO MEPEHECCH] B CXOBHUILE JAHUX JUIS MTOJAJIbLIOrO aHaNli3y Ta 3BITHOCTI.

SCOM BHKOPHCTOBYE TEPMiH «ITAKET KEPYBaHH» I O3HAYEHHs HaOOpy nmpaBmIl (GinbTpariii, XxapaKTepHHUX T ACSIKUX KOHTPOIbOBAHHX MPOTpaM. Y ToH
4ac sIK Kopropauis MaiikpocodT Ta iHIII MOCTauaabHUKH OPOrPaMHOTO 3a0e3IeUeHHs HAJAl0Th MAaKeTH KepyBaHHs Il cBOiX mpoxykTiB, SCOM Ttakox
3a0e3neuye CTBOPEHHS CIEliaJbHNX TAKeTiB KepyBaHHS. Xo4a poJib aJMiHicTpaTopa MOTpiOHa JUIs iHCTANSLIT areHTiB, HalalTYBaHHA KOMIT IOTEIB, 110
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KOHTPOJIFOIOTHCSI, 1 CTBOPEHHSI MMAKETIB KEPYBaHHsI, IPaBO HPOCTO IMEPerisiAaTH CIMCOK OCTaHHIX ITOIEPEe/DKEHb MOKHA HAJAaTH Oy/b-SKOMY HiHCHOMY
001iKOBOMY 3aIiCy KOPHCTyBada.

Kineka cepepiB SCOM MoxHa 00’€IHATH pa3oM IS MOHITOPHHIY KiTBKOX MeEpex depe3 Mexi yoriqnoro gomeHy Windows i ¢isuynux mepex. Y
nonepenHix Bepcisix Operations Manager BeO-ciy:k0a BHUKOPHCTOBYBalacs IS IIIKIIOYEHHS KUTBKOX OKPEMO KEPOBaHMX IPYI A0 LEHTPAIbHOTO
posranryBaHHs. [lounmnaroun 3 Operations Manager 2007, BeO-ciayxba Oilbllle HE BHKOPUCTOBYETHCA. 3aMiCTh IHOIO BHKOPHCTOBYETHCS IpSIME
TCP3’enHaHHs 3 BAKOPUCTAHHIM HOPTY 5723 aiis 1UX 3B’ SI3KiB.

K3
o3

o
o

Puc. 05.08. Indpactpykrypa System Center Operations Manager.

Interpanis 3 Microsoft Azure. /{11 MOHITOPHUHTY cepBepiB, siki mpamiorots y Microsoft Cloud Infrastructure Azure, MokHa BBIMKHYTH JKepena
nmannx Log Analytics, siki 30MparoTh 1 HaICHIAIOTH CBOI JaHi HA JOKajbHi cepBepu ympaminast SCOM. 3 mucromaga 2020 poky Kopropatiis
Maiikpocodt oronocmia npo 3amyck SCOM y BUIIISI HOBHICTIO KEPOBAHOTO XMapHOT'O iHCTAHCY Y CBOEMY CEPEIOBHII Azure Iiji KOJOBOI Ha3Ba
«Aquila» 3 MUPOKNUM (QYHKITIOHAIOM:
o  CnoocrepeKeHHs MOKa3HUKIB BUTPAT i e)eKTHBHOCTI Maike B peabHOMY Jaci
o  AsromaTu30BaHi Aii A7 oNTHMi3amii BUTpaT, BKII0Yal0uH rpadiky 3aIrycKy/BUMKHEHHs pecypcy o Dinancosi chepu s
YIPaBIIiHHS IPOSKTAMHU, KOHTPOIIO OFOJDKETY Ta MOMKIIMBOCTI BiIKIIMKAHHSI ITATEXKIB
o  Tlopran camooOcnyroByBaHHs 3 KepyBaHHsIM Role-Based Access Control, sikuii 103BONsiE KOPUCTyBadyaM CaMOCTIHHO
KepyBaTH CBOIMH IMpaBaMH JOCTYIy IO Pi3HHX pecypciB abo (yHKiif B cHcTeMi Ha OCHOBi IXHIX poseil abo MOMiTHK
Oesrnexu.
o  IlporHos3u BuTpaT Ha 0cHOBI ML 1115 miaHyBaHHsI HOTYXXHOCTI O O6min 3BiTamm Ha ocHoBi URL-agpecu Ha
wiatopmi
KomanaHa o6osonka. [Tounuatoun 3 Operations Manager 2007, mpoayKT BKIIOYa€E pO3IIHUPIOBaHIH iHTephelic KOMAHAHOrO psifka mix Ha3Boo The
Command Shell , sikuii € HanamToBannM exzeMiusipoM Windows PowerShell , o 3a6e3neuye inTepakTHBHUIN TOCTYI 10 JaHUX 1 onepauii Operations
Manager Ha OCHOBI CII€HapiiB.

IMakeT kepyBanns. SCOM MoXHa pO3IIUPHUTH, IMIIOPTYBABIIN aKeTH KepyBaHHs - Management Pack (MP), siki BusHauaiots, sk SCOM BincTexye
cucremu. 3a 3amoBuyBaHHsM SCOM Bincrexye nuie 6a30Bi ciyx6u, mos’siaui 3 OC, ane HoBi MP MoXkHa iMIOPTYBaTH AJ1s1 MOHITOPHUHTY TaKHUX
ciyx0, sk cepepu SQL, SharePoint, Apache, Tomcat, VMware i SUSE Linux. Barato npoaykriB Microsoft matots MP, siki BHITyCKaIOThCSI pa3oM i3
HUMH, i 6arato KOMIaHil, 0 He Hanexars J0 Microsoft, Takox muiyte MP 1yt cBOiX BIACHHX MPOAYKTIB. Y TO# 4yac SK JOCTATHS KiIbKiCTbh
ITindpacTpyKkTypH KOHTPOIIOETHCS 3a JOINOMOIOK MOTOYHHMX NOCTynmHUX MP, HOBI MP MOXyTh CTBOprOBaTHCS KIHLIIEBUMH KOPHCTyBauamu, 1100
KOHTPOJIIOBATH Te, IIO LI He oxorieHo. CTBOpeHHs MaKkeTa KepyBaHHs MOXJIIHBE 3a fomomoroio System Center Operations Manager 2007 R2 Resource
Kit, Visual Studio with Authoring Extensions i Visio MP Designer.

Ha mouatky nekiii MU po3risgany Oe3KOITOBHI CUCTEMH MOHITOPHUHTY. SIKi % GoHYycH Ja€ BUKOpHCcTaHHA "'maTHoro'" System Center Operations

Manager (SCOM) y NOpiBHSHHI 3 iHITMMHU CUCTEMaMU MOHITOPHHTY:

»  Hlnpokwmii ¢pynkumionan Microsoft: SCOM interpyerbest 3 iHmmMu npojykrtamu Microsoft i 3abe3nedye KOMIUIEKCHUI MOHITOPHHT JUIs
00'eKTiB, TAKUX SIK ONEPALiiiHi CHCTeMH, cepBepHu 0a3 NaHUX, Ta JOAATKH, III0 BUKOPHCTOBYIOTH TeXHONOril Microsoft.

»  T'an6oka inTerpanis 3 immumu npoaxykramu Microsoft: SCOM B3aemopie 13 iHmuMu komMnonentamu Microsoft System Center, TakuMu siK
System Center Configuration Manager (SCCM) Ta System Center Virtual Machine Manager (SCVMM), 110 103Bonsie BaM OTpUMaTH Oijblie
KOMIUICKCHUH MO Ha iHPPACTPYKTYypY.

»  IlinTpuMmka 1Js rereporeHHux cepegopuiy: SCOM miaTpuMye MOHITOPUHT HE TITbKH NPOAYKTiB Microsoft, ane if iHIIKX BEHAOPIB, HATAIOYH
MOXIIUBICTh CTBOPIOBATH areHTH Ta MAKETH JUIsl MOHITOPUHT'Y Pi3HOMAaHITHUX TEXHOJIOTIH.

»  MoxauBocTi ynpap.ainns Ta aBromatusanii: SCOM 103BoIIsi€ He JTHIIE MOHITOPHUTH, @ i BUKOPHUCTOBYBATH MpaBuiIa Ta po00di IPOLECH IIst
aBTOMaTH3alil BiAMOBiAeH Ha MOIl Ta MPOGIeMH.
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»  Interpaumisi 3 Azure Ta xMapuumu pimennsimu: SCOM minTpumye inTerpanito 3 Microsoft Azure, 1o 103BoJIsie pO3MIMPIOBATH MOHITOPHHT Ha
XMapoBi CEpBiCHU Ta pecypcu.
»  Illupoxkuii cnektp Management Packs: Microsoft Ta iHmi BeHnopu HagaioTh pisHOMaHiTHI Management Packs mis SCOM, mio crpourye
HaJIAIITYBaHHS MOHITOPHHTY JUIS PI3HHX TEXHOJOTiH Ta JONaTKIB.
3BicHO, BiGip Mixk SCOM Ta iHIIMMH CHCTeMaMHi MOHITOPHHTY TAaKOX 3aJ€KHUTh Bil KOHKPETHHX TOTPeO, iHpacTpyKTypH Ta BApTOCTi BIACHOCTI.

IIpakTHyHe BUKOPUCTAHHSA iHCTPYMEHTIB /U1l MOHITOPHHIY CHCTEMHHX PeCYPCiB Ta J0ATKIB

. HajnamTyBaHHsI MOHITOPHHIY pecypciB cepBepiB. MOHITODHHI pecypciB cepBepiB € KPUTHYHHM acleKTOM Y 3abe3leueHHi HajaiifHOCTI Ta
edexruBHOCTI I T-iHMpacTpyKTypH. Y IIbOMY KOHTEKCTI, pO3IIITHEMO MIPOLEC HATAMITYBaHHS MOHITOPHHTY JUISl OCHOBHUX PECypCiB cepBepa:
uentpanbhuii mporecop (CPU), oneparusna nam'sats (RAM), mpuctpoi 36epiratHs (JHCK), Ta MEPEKEBI MiAKITIOUCHHS. »

Mosnitopunr CPU, nam'siti, 1McKa Ta Mepe:xki
« CPU. BukopucToByiiTe MOHITOPHHTOBI iHCTpyMEHTH ab0 areHTH Misi BUMipioBaHHs BukopucTanusi CPU. MeTprku MOXYTh BKITIOYATH

3araJibHe BUKOPHCTAHHS, 3aBaHTQKCHICTh OKPEMHX sJep Ta iHII mapamerpH. BcranoBneHHs moporiB mis BukopucranHs CPU mae
BUKOHYBAaTHUCS 3 OIVIAAY Ha CTAHAAPT «3alli3ay.
Hanpuxnan, anept npu Bukopucrandi CPU, mo nepesumrye 90% npotsarom nesHoro dacy (30-40 xB) 11t XMapHUX XOCTiB, 85% 10 60 xB
JUIs BipTyanbHHX XocTiB Ta 80% 10 30 XB JUIst AUCKPETHOTO CepBepa.

< RAM. MoHiTOpTe BUKOPUCTAHHS ONEPATUBHOI MaM'sITi ISl yHUKHEHHS ePeIlOBHEHHS. 30KpeMa, CTeKTE 3a BUIBHOIO Ta BUKOPUCTAHOIO
RAM. BcraHOBIEHHS OPOTiB I BUKOPUCTAHHS OlepaTHBHOI Ham'sTi. Hanpuknan, anept npu Bukopuctandi RAM 6inbure 80%.

< Jluck. MOHITOpPTE MOCTYNHICTH NPOCTOPY HA JIVCKY, IIBHIKICTH YHMTAHHS/3aIHCy Ta CTYNiHb BHKOPUCTAHHS (DAiIOBHX CHCTEM.
BcTaHOBIIEGHHS ITOPOTiB IS BUIBHOIO NPOCTOPY Ha JHCKY Ta MIBHAKOCTI YMTaHHs/3anucy. Hampukiax, anepT mpu BiTEHOMY IPOCTOpI
meHe 10% J0riYHOro TUCKy.

< Mepe:xa. BumiproiiTe npoIyckHy 34aTHICTh Ta BUKOPUCTAHHS Mepexki. BCTaHOBJIEHHS HOPOTiB UIsl BAKOPHUCTAHHS IIPOITYCKHOI 31aTHOCTI.
Hanpuxnan, anepT npu BUKOPHCTaHHI Mepesxi Oinbiie 90%.

»  Bu3HaueHHs MOpOriB Ta anepTiB

«  Bu3HaueHHs NOPOriB OBUHHO BiAOYBAaTHCS BIAMOBIAHO X0 KOHKPETHHX HOTPeO iHPpacTpyKTypH Ta JoAaTKiB. Pi3HI creHapii MOXyYTb

BHUMAraTty pi3HUX 3Ha4€Hb MOPOT'iB.

TectyBanns pimennsi. [lepeBipka 0OpaHOro pillieHHS ISl BU3HAYCHHS, SIKi IOPOTH € ONITUMAIBHIUMH JUIsl CUCTeMH. TecTyBaHHS 103BOJISIE

BUSIBUTH MOXK/IMBI IPOGJIEMM Ta YTOYHHTH HAJAINTYBAHHS, SIKE MA€ 3MCHIIWTH XHOHI CIIPAIfOBAHHS AJEPTiB, ajie 30eperTH BHCOKY

(yHKIIIOHANBHICTh MOHITOPHHTY.

»  Aueprn
«  Koudirypauis cucremu anepriB. BusHadeHHs TOro, K CHCTEMa HOBHHHA BIIPABISTH AJIEPTH - €IEKTPOHHOIO MOIITOI, YEPEe3 CUCTEMY
KepyBaHHs MOMisIMH, a0 iHIIMMH 3aco0amu. SIK MpaBWiIo, KOHQIrypaiis anepTiB MPOMHUCYETHCS y CTAaHAApPTaX MiANpHEMCTBA. €
KOPIOPATHBHI KaHAJIU CITIIKyBaHHS, SIKi i 00MPAIOThCS JUIA BiZIMPABKH TAKUX ITOBIiIOMIICHb.

< 3apanus npiopureriB. Po3poOka cuctemu npioputeriB s aneptiB. Hanpuknaz, aneptu npo Bucoke Bukopucranis CPU MoxyTh MaTn
BUIIHIT IPIOPHUTET, HIXK aJIEPTH PO BIIbHE MicIe HA JUCKY.

«  BusHaueHHs Jiil. Bu3HaueHHS KOHKPETHUX M, sSIKi CJiJ MpUHMaTH PH OTpHMaHHI anepTy. Lle MOXxe BKIFOYAaTH aBTOMATHYHI 3aXOMH,
30ip iHdopMaii st aHanizy ado BiANPaBKY MOBiIOMIICHHS aIMiHICTPaTOpy.

HanamryBaHHS MOHITODHHIY PECypCiB cepBepiB BKIIOYAae B ceOe HE JMIe BH3HAYEHHS TOrO, LIO CIiJ MOHITOPHUTH, ane i K e(eKTUBHO

BUKOPHCTOBYBATHU aJICPTH TSI BUACHOI'O BUSBIICHHS IPOOJIEM i 3a0€3IIeUeHHS ONTHMANBEHOro (QyHKIIOHYBAaHHS iHPPACTPYKTYpH.
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. Mounitopudr aoparkiB. PosrimsHemo mporec 3amycky Ta KoHQirypaumii MOHITOPUHTY JUIsl IOAQTKIB, @ TaKOX Ba)KIMBICTH BIJICITIZKOBYBaHHS
MPOAYKTHBHOCTI Ta JOCTYHHOCTI.
»  3anyck Ta KoH}Irypauis MOHITOPHHIY 10AaTKIB
«  Buo6ip MOHITOPHHIOBMX iIHCTPYMEHTIB, a caMe BU3HAYCHHS, SIKi IHCTPYMEHTH MOHITOPUHIY OYIyTh BUKOPUCTOBYBaTHCS. Jlesiki fomaTku
MOXYTh MaTH BOYJOBaHi 3ac00M MOHITOPUHTY, a0 BH MOXETe BUKOPHCTOBYBATH yHIBEpCalbHi pillleHHs, Taki sk Prometheus, Nagios,
Zabbix 4y iHmIi.
Kondirypanisi MOHITOPHHIOBHX areHTiB. SIKIIO JOJaTOK BHMara€ areHT sl MOHITOPHMHIY, HAJAIITYHTe areHTH Ha cepBepax, 1e
PO3TOPHYTO JI0JIATOK.
«  BusHaueHHs napametpiB MoHiTOpUHIY. O6epiTh, sIKi HapaMeTpH JOAATKY CIIil MOHITOPHUTH. Lle MOXe BKIIFOYaTH BUKOPHUCTAHHS PECYPCIB
(CPU, mam'siTh, TUCK), CTaH CITY)XO, MPOMYCKHY 3aTHICTh MEPEXi Ta iHII KI0YOBi METPHKH.
< HanamryBannsa noporiB Ta ajepriB. BcraHoBineHHs moporiB Uil mapaMeTpiB MOHITOPHMHTY Ta anepriB. Hampukiax, amepr mpu
MePEBUILICHHI TIEBHOTO PiBHS BUKOPUCTAHHS PECYPCiB 200 NPH BiKIIIOUEHHI CITY>KOH.
»  BigcaigkoByBaHHSI HPOIYKTHBHOCTI Ta 10CTYMHOCTI
< Bukopucrauus pecypciB. Criocrepiraiire 3a Bukopucranasm CPU, orepaTuBHOI aM'siTi, AUCKa Ta IHIINX PECyPCiB, 1100 BYACHO BUSBISITH
pobiieMu Ta 3a0e3MeYNTH ONTUMAIbHY HPOIYKTHBHICTb.
< Jloru Ta moaii. AHami3yliTe JIOTU JONATKY JUIS BUSBICHHS IIOMIJIOK, IIONIEPEIKEHb Ta 1HIINX BAXIIMBUX IOMIH, SKI MOXKYTh BKa3yBaTH Ha
npobyiemMu y poOoTi 10JaTKy.
< Monitopunr Biarykis. Bumiproiite yac BiATyKy M01aTKy JUIS OLIHKM HOTO TMPOXYKTHBHOCTI Ta BiX4yTTs KiHIIEBOTO KOpHCTyBaya Ta
criocrepiraiite JOCTYIHICTh OJATKY 3a A01oMororo minriB abo HTTP-3anutis.
$ AJIepTH Ta aBTOMATH3alisl BiIHOBJIeHHsl. BCTaHOBITH ayiepTH U1l BUSBJICHHS MPOOJIEM JOCTYIHOCTI Ta aBTOMATU3YWTE BiJJHOBJICHHS
cepBiciB a00 JoaTKy B pa3i BUSBJICHHS HEMOIAI0K.
< TecryBanusi BinMoBocTilikocTi. [IpoBoibTe TeCTyBaHHS BiJIMOBOCTIMKOCTI /ISl IEPEKOHAHHS B TOMY, IO JIOAATOK MOXE BHTPHUMATH
MOJKIIUBI HETIOJaKU Ta IPOJOBKYBATH IPAIIOBATH.
EdexTuBHMI MOHITOPHHT IOINATKIB JO3BOJNSIE OIEPATHBHO pearyBaTH Ha NPOOJIEMH, IIATPUMYBaTH BHCOKY JOCTYIHICTH Ta ONTHMIi3yBaTH
MIPOYKTHBHICTB.
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System and network monitoring. Moodyne #3. JHCTpyMEHTH MOHITOPHHTY Ta aHANI3y JaHUX
Cucmemnuti ma mepeosicesuti monimopune. Jlexyis #5. ITHCTpyMEHTH Ta TEXHOJIOTii CHCTEMHOI'O MOHITOPHHTY.

. BcranoBiIeHHSI NPaBMII CNOBileHb. Po3riisHeMo, K IPaBUIIBHO BUOMPATH CIIOBILIEHHS JUIS Pi3HUX CIIEHapiiB Ta HAJTAINTOBYBATH eCKalaIlii.
»  Bubip npaBHILHUX CHOBillleHb IS Pi3HUX cHeHAPiiB
< Kpurnuni anepru. Buxopucropyiite SMS a6o push-criopimienHs mnsi HaiBaxiuBimmux aneptiB. EnekTpoHHI Jmctn MOoXyTh OyTH
e(peKTHBHIUMHU JIHIIE JUIs IEBHUX KaTeropiii KpUTHIHUX MOJiiL.
» 3arpo3a Oe3meku a6o iHumaeHTH. BukopucroByiite TenedoHHi A3BiHKM ab0 CHCTEMH TOJOCOBOIO CIIOBILIEHHS IJISi ONEPATHBHOTO
pearyBaHHs Ha 3arpo3u 0esnexku. SMS abo eneKTpOHHI JIUCTH MOXYTh J0IAaTKOBO BUKOPUCTOBYBATHUCS IS IIBUIKOTO PO3MOBCIOIKECHHS
iHpopmaii.
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Indopmaniiini noBigomiieHHst. EJeKTpOHHI TMCTH YM CHIOBILEHHS yepe3 mIaThopMu COUIbHOT pOOOTH MigXOMATh 1S iH(GOpMaLiHHUX
TI0B1IOMJICHB, SIKi HE HOTPeOyIOTh HeraHOro pearyBaHHsI.
*  BpaxyBanus poueii Ta BitnoBinaabHocTeil. Hanamryiite crioBinieHHs BiAMOBIAHO A0 POJiei KOPUCTYBAYIB 1 1X BiJIIOBIJaIbHOCTEH.
Hanpukiaz, iskeHepaM MOXKYTh HaJCUIATHCS TEXHIUHI eTali anepTiB, TO/ sIK MEHeDKepaM - 3arajibHa iHhopMalrlis.
«  I'pynosi cnoBimenns. BukopucroByiite CHOBIIEHHS /UTs TPy KOPUCTYBAdiB, KOJH IpobiieMa BIUIHBA€E Ha KibKa BiUTICH a00 KOMaHI.
»  Koupirypauisi eckanamiii
«  BusHauenns Ttaiim-¢peiimiB. Hanamrryiite gacosi iHTepBanm wis eckanauii, mob 3abesmednTy, 0 npobieMu OyayTh BHpIIIeHI y
BHU3HAYCHI CTPOKH.
*  ABTOMaTH30BaHi eckajauii. BUKOPHUCTOBYIiTE aBTOMAaTH30BaHI CHCTEMH IS €CKaJalii, 11100 YHHKHYTH 3aTPUMOK y BHIIaJKaX, KOJIU
MepCOHaII He pearye.
Ocobucrtuii 3B'130K. BeraHomoliTe npaBuiia s 0COOUCTOro 3B'I3Ky, TAKUX K TenedOHHI A3BiHKM, B pa3i BAXKJIUBUX a00 HEYpsIOBUX
MO,
*  BkuloueHHs BHIIOro KepiBHHuUTBa. Eckamoiite ameptu [0 BHIIONO KEPiBHHULTBA Yy BHIIAAKAaX, KOMH IpoOjieMa BHMarae
BHYTPIIIHbOOPTaHI3aLifHUX PillIeHb YU PillIeHb HA BUILIOMY PiBHi.
»  KypnamoBanns noaiii. Benenns sxypHany noxiil Ta aHai3 eckanamiil 1j1s IOJaNbIIOro BJOCKOHAICHHS IPOLECY MOHITOPUHTY.
Ouinka edexTuBHOCTI. PerynspHo oniHioliTe eeKTUBHICTh €CKajalliil Ta BHECITh 3MiHH B MPOIIECH, SIKIIO LI He0OXiqHO. BcTaHOBIEHHS
IPaBHII CIIOBIIlICHb Ta €CKAJAL[iil BaXKJIMBO [UIs 3a0e3MeYeHHs TOro, 100 BiANOBifadbHI 0CO0M OTpUMYBaIH HEOOXifHY iH(popMaliio y
BYACHHH CIIOCIO Ta BYaCHO pearyBajiy Ha MOil, [0 BUHUKAIOTH B IHYPACTPYKTYpi.
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. ABTOMaTH3aNlis peakuii Ha moaii. Po3riIsHeMO BUKOPHCTaHHS CKPUITIB Ta aBTOMATH3aLifHUX 3ac00IB, a TAKOXK IHTETPaLiio 3 IHIIMMHU CHCTEMaMU

YIIpaBITiHHS.

»  BuKOpHCTaHHSI CKPHNTIB Ta aBTOMATH3aIHUX 32c00iB

< Po3po6ka aBTOMaTH30BaHHX cleHapiiB. BukopucroBylTe MOBH NporpamyBaHHS ab0 CIEliaJbHi CKPUITOBI MOBH JUI PO3POOKH

CIeHapiiB aBTOMATH3aIl1.
B3aemonist 3 API. BukopucroByiite API st B3aemonii 3 iHIIUMHU CHCTEMaMu Ta aBTOMATH3aLil 3aBIaHb.
Buxopucranns Ansible, Puppet, Chef Tomo. Inrerpyiite 3acobu aBroMarm3amii KoH}Irypamii Ta JEIUIONMEHTY IS aBTOMAaTH3aIil
BiJHOBIICHHS CTaHy CHCTEMHU.
Cucremn opkecrtpaiii, Taki sk Kubernetes. BukopucToByiite uist aBTOMaTH3allii YIpaB/IiHHA KOHTEHHEPaMH Ta J10aTKaMH.
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»  IuTerpauisi 3 iHIIMMH CHCTEMaMH YPaBJIiHHS

< APl i inTerpauiiini pimenns. BuxopucroByiite API st B3aemozii Mixk pi3HHMH iHCTpYMEHTAaMH MOHITOPHHTY Ta YIIPABIiHHI.
Interpamis 3 cucremamu kepyBauHsi nogismu (SIEM). Ilepenasaiire mani npo mopxii no cucreM SIEM Ui nokimagHOro aHamizy Ta

BHUSIBJICHHS 3arpo3 O€3IeKu.

ABTOMaTH30BaHi 3axoaW BigHoBJeHHs. Hamamryiite aBTOMAaTH30BaHI 3aXOAM JUIS BiJHOBJIGHHS CTaHy CHCTEMH O€3 BTpyYaHHS

aaMiHicTpaTopa.

Inrerpanist 3 iHmmmu cucremamu ynpasJinas (ITSM.) BuBoabre aBTOMaTHYHO CTBOPEHI Ta 3aKPUTI TIKETH Y CUCTEMY YIPABIiHHS

obcnyroByBanHaM IT juist JOKyMEHTYBaHHS Ta aHaII3y MOMIM.

MoniTopuHr pe3yJbTartiB apToMaTu3anii. BuzHauaiite moka3HUKH e()eKTUBHOCTI Ta MOHITOPTE PE3y/IbTaTH aBTOMATH30BAHUX [T,

Bnockonanenns cuenapiis. [TocTiiiHO BIocKOHaMONWTE Ta afanTyiiTe aBTOMATH30BaHi CIIEHAPii HA OCHOBI BUBYEHUX YPOKIB.
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BukopucTOBYIOUHM CKPUNITH, aBTOMATH3aLli}HI 3acO0M Ta IHTErpalliio 3 IHIIUMH CHCTEMaMH, MOYKHA CTBOPUTHU THYUKI Ta €()EeKTHBHI MPOLIECH aBTOMAaTUYHOI
peakuii Ha pi3HOMAHITHI CleHapil.

BucHoBKH
Mu onHMM OKOM MOAMBUINCA HA KiJIbKa IHCTPYMEHTIB CHCTEMHOI'O MOHITOPHHTY 3 Jy)Ke IIMPOKOr0 iCHYFOYOTO CIIEKTPY, SIKHH BUMAarae yBakHOTO BUOOpY
3aJIXKHO BiJ] KOHKPETHUX 3aBJIaHb Ta OI0OJUKETHUX OOMEXCHb.
Nagios: Ilinxoauts 1st e eKTHBHOIO MOHITOPHHTY CEPBEpIB Ta MEPEXKi, alle MOXKE BUMAraTu A0JATKOBHX PECyPCIiB st pO3MIUPEHHS (HYHKIIOHAIBHOCTI.
Zabbix: BiMiHHO MiAXOAUTS JUIS MOHITOPHHTY PECypCiB Ta JIOaTKiB, 3 BACOKOK THYYKICTIO Ta MOXIIMBICTIO iHTeTpallii.
Prometheus: EdexTuBHMIl y KOHTEHHEPU30BAHUX CEPENOBUILAX, 3a0e3Meyye MOHITOPHHT Ta aHAIli3 METPHK.
MS SCOM: Onrumansuuii mist Microsoft-opieHToBaHUX iHQpAcTpyKTYp, 3 iHTErpauicio 3 npoaykramu Microsoft.
Oco0nuBy poib NpH BUOOPI IHCTPYMEHTIB CHCTEMHOI'0 MOHITOPHHTY BilirpatOTh OFOJDKETHI OOMEKEeHHS. [HIIMMHU coBaMu: BUOIp MiXK OE3KOIITOBHUMH Ta
KOMEPLIHHUMH 1HCTPYMEHTAMH 3aJISKUTh BiJ (HIHAHCOBHX MOXKIIHBOCTEH Ta MOTped KOpHCTyBaya.
HagiTb qyske IOMUPEHNX yHiBEpCAILHUX IHCTPYMEHTIB CHCTEMHOTO MOHITOPHUTY iCHY€ KillbKa JiecsTKiB. Nagios, Zabbix, Prometheus Ta MS SCOM - numie
BepIInHA alicOepra.
Ilepex HasamTyBaHHAM CHCTEMH MOHITOPUHIY IEPIIOPSIHUM 3aBIAHHSIM 3aJMIIAETHCS IIMOOKE TOCITIDKEHHS PHHKY IHCTPYMEHTIB, 3 ypaXyBaHHSM
KOHKPETHUX BUMOT IIPOEKTY Ta (hiHAHCOBHX peaniit



