#1/ #15

Network monitoring technologies &systems. #3. IHCTpyMEHTH MOHITOPHHTY Ta aHAIIi3y JaHHX ***
Texnonoeii ma cucmemu mepeoicegoeo monimopuney. Jlexyis #6. Ananiz ma 6i3yanizayis OGHUX Mepedce8o20 MOHIMOPUHSY.

Inan nexuii . Tema 6. AHani3 Ta Bi3yauni3ailis JaHUX MEPEKEBOTO MOHITOPHHTY.
e Meroau aHanizy JaHUX MEPEKEBOr0 MOHITOPHHIY Ta X 3aCTOCYBAHHS JUlsl BUSIBJICHHS aHOMAJIii Ta HPOGIEM B MEPEXKi.
e TumoBi iHCTPYMEHTH MEPEKEBOTO MOHITOPUHTY
. BukopucTaHHs iHCTPYMEHTIB Bizyanizallil JaHUX JUIsl CTBOPEHHS rpadikiB, Jiarpam Ta 3BiTiB.
e  Po3spoOka 3BiTiB Ta qam6opaiB 11s e eKTHBHOIO MOHITOPHHIY MEPEXKI..

Beryn.

MOHITOPHHT MepexKi — I1e BUKOPHCTAHHS CHCTEMH, SIKa ITOCTII{HO BIACTEXYE KOMII IOTEpHY MEPEXY Ha HAsIBHICTh MOBUIBHUX 200 HECIIPaBHIX KOMIIOHEHTIB
1 CIIOBIIIA€ aJMiHICTpaTOpa Mepexi (depe3 eneKTPOoHHY oty , SMS a6o iHIIi CUrHAJIH TPUBOTH) Y pa3i 300iB ab0 iHIIKMX NpobIieM. MOHI TOPHHT Mepexi €
YaCTHHOIO KEPYBAaHHS MEPEKEIO .

CydacHa MepexeBa iHPpacTpyKTypa 3pocTae B po3Mipax i CKIIQJIHOCTI 3 KOKHUM JHeM. 30ibIIeHHs 00CATiB JaHUX, PI3HOMAHITTS 1athopM i cepBicis, a
TaKOXK 3pOCTAHHS KIJIbKOCTI KOPUCTYBAUiB CTABIATh MIEPE aMiHICTPATOPaMH MePEXi HU3KY BUKIHKIB. OTHUM 3 KIIFOYOBHX IHCTPYMEHTIB /ISl ) eKTUBHOTO
YHpaBIliHHA Ta 3a0e3eueHHs HaliHOCTI Mepexi € MepexeBnii MOHITOPHHT. AJle mpocTo 36upaTh JaHi He 10cTaTHRO. He MEHII BaXJIMBO aHANi3yBaTH Li
JlaHi JUIs BUSIBIICHHS aHOMAi i, Ipo6JIeM, a TaKoX ISl IPOrHO3YBaHHS Ta YCYHEHHS] MOXIIMBHX PH3HKIB.

CBOrofiHi My po3IITHEMO METOH aHAIIi3y JaHUX MEPEeKeBOro MOHITOPUHTY Ta IX 3aCTOCYBAaHHS [UIS BUSBICHHS aHOMAIiH Ta mpobieM B Mep exi. Taxoxk
MOrOBOPUMO IIPO BUKOPUCTAHHS IHCTPYMEHTIB Bi3yai3awil JaHuX JUis CTBOpEHHs rpadikiB, JiarpaM Ta 3BiTiB, sKi J03BOJISIOTH HAM Kpallle 3p03yMITH CTaH
MepeKi Ta BYaCHO pearyBaTH Ha Oy/b-sKi 3MiHH.

IornubuBIIKM PO3yMiHHS METOAIB aHAJI3y Ta Bi3yasi3alii JAHUX MEPEKEBOrO MOHITOPHHTY, MU 3MOXXEMO 3a0e31eunTH OiIbIll epEeKTHBHE YIPaBIiHHS Ta
HaJIHHICTh MEPEXI, [0 € KPUTHIHO BKIUBHM y CY4aCHOMY CBITi HH(POBUX TEXHOIOTIM.

Memoou ananizy 0anux mepexcesozo MOHIMOPUH2ZY Ma IX 3aCHOCY8AHHA 0/ 8USABICHH AHOMAIII MA NPOOIEM 8 MEPEHCI.

Tunu pinreHs U1t MOHITOPHHTY MEpexKi:
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Yomy K MOHITOPHHI MEPEXi BaXKIUBHIT?

PimenHs JUIst MOHITOPHHTY MepexXi J03BOJISIOTh 3/iHiCHIOBAaTH Ge3lepepBHE CIIOCTEPEKEHHS 33 MEPEKEBO0 iHPPACTPYKTYPOIO B PEKHMI PEalIbHOTO Yacy.

IlIBunke BUSBIEHHS Ta yCYHEHHS IPOOJIEM Mae BHUpINTanbHe 3HAYeHHs I 3a0e3leUeHHs NPOIYKTUBHOCTI Ta Oe3leKkH Bamioi Mepexxi. MOHITOpHHT

JI0TIOMAara€e BHSBUTH BCi MPOOIEMH NPOAYKTUBHOCTI, BKIIOYAIOUH Ti, SIKi HE MOXYTh OyTH 3a(iKCOBaHI CTAaHIAPTHHMU MEpekKeBUMH KoMaHaamu. lle

JI03BOJISI€ 3a100iraTé 3005IM, MiHIMI3yBaTH 4ac IPOCTOIO Ta OKPAITyBaTH €()eKTUBHICTh POOOTH.

OCHOBHI 1epeBar MOHITOPUHTY MEpEexi

»  BusiBieHHs KiGep3arpo3 Ta 3;JI04HHHOI JisiIbHOCTi. MOHITOPHHT Mepexi T03BOJISIE CBOEYACHO BHSBILITH KiOep3arpo3u, Taki sk BTOPTHEHHsI, CIiaM,
ilMHroBI aTaky Ta iHII BUJIM 3TOYMHHOI AisUIbHOCTI. Lle nomomarae 3amoOirTv MOTCHIIHHUM aTakaM 1 3aXHCTHTH MEPEeXy Bill IIKIIIUBHUX Mil.
3aBJAKH aHaN3y Tpadiky MOXKHA iIeHTH(IKYBaTH MMiZ03pisi aKTHBHOCTI Ta 3aIIpOBaKYBATH BiATOBIIHI 3aXO0/H 3aXUCTY.

» IlinBumennsi edexkTHBHOCTI Mepexki. MepexkeBHil MOHITOPHHI JOIOMara€ ONTHMI3yBaTH BHKOPHUCTAHHS pECypCiB, aHANI3yIOUH INPOIYCKHY
3[aTHICTh 1 HABAHTA)KEHHs Ha Mepexky. BiH 103BoIsie BU3HAUUTH, SIKi IPHCTPOi a00 cepBicH CIIOKUBAIOTH HaiiOibIIe TpadiKy, Ta 3aIIpOBa AUTH 3aX01H
JUISL IOKpaIIeHHs TPOAyKTHBHOCTI. Le 3abe3nedye piBHOMIpHUH pO3MOJII pecypceiB 1 MiIBHUINYE MBUAKICTE POOOTH MEPExKi.

»  BigHoBiennss po6orum mepexi micasi 360iB. Y pasi BimMoBH 0oOmajHaHHS ab0 MPOrpamMHOrO 3a0e3MEYCHHS MOHITOPHHT JIO3BOJISE IIBHIKO
inenTudikyBaTH npodnemMy Ta onepaTuBHO ii ycyHyTH. L{e ckopouye yac nmpocToro i fornomMarae MiHiMi3yBaTH HEraTUBHHUM BIUIMB Ha Oi3HEC-TIPOLIECH.

»  Tlokpamennsi Ge3nexu Mepe:xi. MOHITOPHHT 1OMOMAarae BUSIBISITH BPA3IHBOCTI B MEPEKEBiil iHPPACTPYKTypi Ta BYACHO 1X yCyBaTH, 3a00iralouu
MOJKITBHM Kibepatakam. Peryssipauii anainis mepexeBoro Tpadiky 103BONSE BU3HAYATH MOTCHIIHHI TOYKH BXOAY IS 3IOBMUCHHKIB 1 IIOCHITIOBATH
3aXHCT.

»  IlinTpuMka NpHiiHATTSA pilmieHb. MepexxeBUil MOHITOPHUHT HAJIa€ IiHHI aHATITHYHI JaHi, sKi JOIOMaraloTh NpUiMaTH OOIPYHTOBaHI pillIeHHS 1010
KoH(Irypamii Mepexi, BHOOpY OOJamHAHHS Ta BiJIOBITHOCTI BHMoraM Oe3meku. 3aBisku 3iOpaHiil iHQopMamil MOXKHA MOKpPAIIUTH KepyBaHHS
MepeKeBOI0 1HPPACTPYKTYPOIO Ta ONTUMI3yBaTH ii poboTy.

>  BusiBieHHsl BTOPrHeHb y peajbHoMy 4Yaci. Konu BiHHKae 3arpo3a, MOHITOPHHI MEpEXi HO3BOJISIE HEraHO BifpearyBaTH Ta BXKWUTH 3aXOAIB IS
MIPUIMHEHHS IIKiJUTHBOT aKTUBHOCTI. AHaJIi3 MEpeKeBOro Tpadiky J03BOJISIE BUSBUTH IKEPEIO aTAKK Ta BKUTU HEOOXiTHUX 3aXOiB ISl 3aXUCTY Bil
MaifOyTHIX IHIIU/ICHTIB.

»  CkopodyeHHs 4yacy NPOCTOI0, BUSIBJICHHsI MPo0JieM 10 iX BUHUKHeHHs1. [IpocrTiii yepes 36iii cuctemu Moyke OyTH TOPOTHM 1 IPU3BOJHUTH 10 3HAYHHX
(inancoBux BTpat. BUkopHCTaHHS TEXHOIOTIT MOHITOPUHTY MEPEXI 101IOMarae 3MEHILIUTH 4ac IPOCTOI0, aJUKE MOTEHLIHHI TPOoOIeMH MOKHA BUSBUTH
Ta yCYHYTH 10 TOTO, SIK BOHH COPHYIMHATH Cepilo3Hi 3001 B poOOTi.

»  3axmcr opranizanii Bin kifepaTak. 3i 3pocTaHHAM KiTbKOCTI KiOep3arpo3 Xakepu IIOCTiHHO HIYKalOTh ClIabki Micls B Mepexax KOMIIaHiM.
BuKOpHCTOBYIOUM IHCTPYMEHTH MOHITOPHHTY, MOXHa iIeHTH(iKyBaTH Cl1abKi MiCIIs, 1110 YCKJIa/{HIOE HECAHKI{IOHOBAHMI JIOCTYII JUTs 37T0BMUCHHMKIB.
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»  KouTtpouab Hax mepe:xketo. MoHITOpHHT 3a0e31edye IETAIbHY BHANMICTE MepexeBoro Tpadiky, JO3BOISIOYH KOHTPOIIOBATH Aii KOPHCTYBadiB,
00MeXyBaTH JOCTYII 10 NEBHUX pecypciB i OokyBaTH HebaxaHi minkmodeHHs. Le crpusie kpamomMy KepyBaHHIO MEPEXKEI0 Ta MiJBHUIICHHIO PiBHS
Oe3IeK.

> 3MeHILEeHHs eKCIUTyaTAUiiiHUX BUTPAT. MOHITOPHHT OTIOMarae BUSBILSITH Ta YCYBaTH MPOOIEMH IIie [0 TOTO, SIK BOHH HPU3BEAYTH A0 CEPHOZHUX
360iB 200 MOTpeOyBaTUMYTh 3HAYHUX (PIHAHCOBUX BUTPAT Ha IX yCyHEHHs. Takox Ie crpuse eeKTHBHIIIOMY BUKOPUCTAHHIO PECYPCIB, IO 3HUKYE
3arajibHi BUTPATU Ha MiATPUMKY MEpPExKi.

»  3anobiraHHs BTpaTi IaHMX 4epe3 3JI0BMHCHI aTaku. OIMH i3 KIIOYOBUX aCHEKTiB OE3MEKH — 3aXMCT JaHMX BiJl HECAHKI[IOHOBAHOTO JOCTYILY.
MOHITOPHHT T03BOJISIE BUSBISTH CIPOOH XaKePChKUX aTak, Mifo3pini 1ii Ta BUTOKH iHpopManii. BukopucTaHHS CydacHHX IHCTPYMEHTIB MOHITOPHHTY
JIOIIOMArae IJTPUMYBaTH aKTyaJIbHUH piBeHb O€3MeKH.

VY cyuacHoMy cBiTi KibepOe3neka € OIHI€I0 3 HalBaXKIIMBIIIUX POOIEM ISl KOMITaHi# Ta OKpeMHX KopucTyBadiB. Kibep31ounHIli MOCTIHHO BIOCKOHATIOITH

CBOI METOZH aTaK, TOMY 3aXHCT MEpeXi BUMarae IpoaKTUBHOTO MiAXOAy. MOHITOPHHT Mepexi — IIe MOTYXHUH iHCTPyMEHT, IO JO3BOJSE BHSABIATH Ta

yCyBaTH MOTEHIIIHI 3arpO3H 11IE 10 TOTO, SIK BOHU 3aBJIa/lyTh IIKOM. BUKOpUCTaHHS TEXHOJIOTIi MOHITOPUHTY 3a0e31edye 3aXKCT BiJ] KiDeparak, Jonomarae

3aro0irTu BTpaTi JaHUX, MiJABUILYE MPOAYKTHBHICTh Ta ONTHUMIi3ye BUTpaTH. PerynsipHuii MOHITOPHHI — Lie HE MPOCTO JOJATKOBUH PIBEHb 3aXUCTY, a

HeoOXiJJHa CKJIaZ0Ba CTabiIbHOI Ta O0e3MeYHoi MepexkeBoi iHPpacTpyKTypH. .

Yomy MOHITOPHHT Mepe:Ki Ba:xKINBUIi 114 Gi3Hecy?
Mepexesuii MoHiTopuHT (NM) Mae BupilanbHe 3Ha4eHHs 3 KUIbKOX IPHYHH. L[e BaX/IMBHI KOMIIOHEHT KEPYBaHHS MEPEKEI0, 1110 T03BOJISIE OpTaHi3alisam

ONTHMI3yBaTH MPOAYKTUBHICTh MEPEXKIi, MiHIMI3yBaTH 4ac MPOCTOIO Ta 3a0e31eunTr Oe3NeKy Ta BiAMOBIAHICTH CBOTX MEPEK.

NM o0c0611BO BaXKIUBHUIA 17151 Oi3HECY, KU 3aiiMa€eThCsl HAISKHUM (DYHKI[IOHYBaHHSM CBOEI MEPEXi Ta MOKIAAEThCsI Ha XMapHi Mporpam, Bed-cepBicu
InTeprery abo KpUTHUYHI IpOTpamu, sIKi 31ifCHIOIOTE TpaH3akuil uepe3 Mepexy. NM 000B’s13k0BHH uts mignpueMcts i3 Mepesxxamn MPLS i SD-WAN i
KUIBKOMa iHTEPHET-JIAHIFOTAMH Ta 3’€AHAHHSIMH.

Ocp KinbKka KIIOYOBUX IPHYHH, YOMY MOHITOPHHT MEpeXi BaXKIUBHII 1 Oi3HeCy:

1. IlixBuuieHHs] MPOXYKTHBHOCTI Mepexi: NM € BaJIMBUM U MATPHMMKH BHCOKONPOIYKTUBHOI MEpEXi - Lie ToloBHa npuuuHa. Lle mo3Bose
BUSBIIATH Ta YCYBATH MPOOJIEMH JUIs TIOKPAIIEHHS MPOTYKTHBHOCTI MEPEXKI .

2. 3apuacHe BHSIBJICHHSI POOJIEMH 3 Mepeskero: IPOOIeMH 3 MEPEXEr0, SIK MPOOJIEMH 3 JJOCTYIHICTIO MEpPEXi , TaK i MpoOJIeMH 3 MPOTYKTHBHICTIO,
MOXYTb TPAIUIATHCS | TPAIUISIOTHCS, | BOHH MOXYTh MaTH 3HAa4HUI BIUTMB HAa PO6OTY. TOMY BasKJIMBO 3aBYaCHO BUSIBIISITH BCI IIPOOJIEMH 3 MEPEXKEIO,
HEpII HiXK BOHH CIPUYHHSTE Xa0C:

v' TIpo06.ieMH 3 AOCTYIHICTIO: POGIEMH 3 JOCTYITHICTIO XapaKTEPU3YIOTHCS IOBHOKO BTPATOIO 3’€qHanus. i Turu 360iB y Mepexi MOKYTh OyTH
CIPUYHMHEHI Pi3HUMHU (haKTOpaMu, 30KpemMa (Hi3MUHHMH TOLIKOPKEHHIMHU MEepexeBoi iHPPaCTpyKTypH, 0OOpUBaMHU ONTOBOJIOKHA Ta EPeOOsIMU
B €JIEKTPOIIOCTaYaHHi. X04a MpoOIeMH 3 JOCTYIHICTIO € TOraHOI HOBUHOIO [UISl HAAIHHOCTI MEPEXi , IX HAWIPOCTilIe BU3HAYUTH Ta YCYHYTH.

v' TIpo6Jjemu 3 MPOAYKTHBHICTIO: POGIEMH 3 IPOJYKTHBHICTIO MEPEXki BaKUe BUABUTH Ta YCYHYTH, HDK NMPOOJIEMHM 3 JIOCTYNHICTIO. Mepeka
GbyHKIIOHYE MEHII e(peKTHBHO, HK 04iKyBajocs abo motpi6Ho. Lle Moke BKIIOYATH B ceOe 3aTPUMKH B Iiepeiadi JaHHX, BTPATY HaKeTiB, HU3bKY
MIBUAKICTE Tepenadi, abo Oyapb-sKi iHIII OOMEXEHHs, SKi BIUTMBAIOTh HAa NPOJYKTHBHICTB i eekTuBHicTh Mepexi.lli 360i MoxyTs OyTH
HOCTilfHUMHM a00 NepioANYHIMH, IPUYOMY OCTAHHI € HAWBaXKUMMH [T BUSIBIICHHS Ta YCyHEHHs HecrpaBHocTeil. [Ipobiaemu 3 npoaykTuBHiCTIO
MOXXYTh BHHHKHYTH Oy/b-/i€, i BOHH MOXYTh 3QJIHIIATHCS HEIOMIYEHHIMH POKaMH.

3. OnrTuMizanis B3aeMofii 3 KiHIleBHM KOPHCTYBa4eM: BiJICTEXYeThcsl poOOTa KiHIIEBOro KOPUCTYBaya ITijl 4ac BUKOPUCTAHHS MEPEKEBHX IIPOrpaM i
CITy’K0, a TAKOX 3aBUACHO BUSBIIIOTHCS T YCYBAIOTHCA MPOOIIEMH 3 MepexKelo, IepIl HiK BOHH PO34apylOTh KOPHCTYBadiB.
v/ 1lIBuauie BUPILIYIOTHCS MPO0JeMH KiHIEBHX KOPHCTYBaYiB
4 MiagBuimyeTbest piBeHb 32/10B0JICHOCTI KiHIIEBUX KOPUCTYBaviB

4. TlinBumieHHsI Ge3MeKH Mepe:Ki: IiJBUIICHHS Oe3MeKN MEpexi IUIIXOM BHSBICHHS MMOTCHLIMHUX 3arpo3 Oe3melli, TAKUX SK He3BUYaliHa MepexeBa
aKTHBHICTh 200 CIIpOOM HEABTOPH30BAHOIO JOCTYITY.
v' BusiBJIEHHS NOTEHUIHHUX NOPYUIEHHD 0e3MeKn
V' 3BeieHHs 10 MiHIMYMY PH3HKY BTPATH AaHUX
v TloainiueHHs: A0TPMMAHHS rajy3eBHX CTAHAAPTIB i mpaBuI

5. IlnanyBaHHSI TPONYCKHOI 3AaTHOCTI Ta oONTHMI3amisi Mepeski. AHami3yloun MepexeBuil Tpadik i BHKOPDHUCTAHHS pecypciB, MepexeBi
aJIMiHICTPaTOPH MOXKYTh BU3HAUUTH ITOTEHIIHHI By3bKi MiCIIST JUIS:
v' TlnanyBaHHsI OHOBJIEHHSI IOTY/KHOCTEH 1JIsl MATPUMKH MaiiGyTHHOI0 3pOCTAHHS
v' OnruMmizauii NpoXyKTHBHOCTI Mepe:ki U151 32 10BOJIEHHS 3POCTAIOYUX BUMOT
v' 3MeHUIEHHS] BUTPAT Ha iH(GpacTPpyKTYpy B MaiibyTHHOMY

6. 3HIKeHHS BHTPAT i NMOKpalleHHs] PeHTA0eIbHOCTI iHBeCTHIiii: MOHITOPMHI MepeXi MOXE JOINOMOITH 3HM3HUTH BHTPAaTH Ta ITOKPAIIHTH
peHTa0eNbHICTh IHBECTHIIIN MITSIXOM BUSIBJICHHS HeeeKTUBHOCTI Ta ONTHMI3allii MEPeXEBHX PECYpCiB.
v\ Bu3HAYeHHs MiCLb 3 HAAMIPHUM 260 HeXOCTATHIM BUKOPHCTAHHSIM PeCYPCiB i BHECEHHS KOPEKTHB.
v' TligBuuieHHs: peHTadeJbLHOCTI iHBeCTUI i, 3a0€3MeUMBIIN MAKCUMAJILHY MPOJYKTUBHICTE MEPEXKI, 10 MOXKE ITiABULIUTH TIPOAYKTHBHICTD i
3aI0BOJIEHICTH KOPHUCTYBAUiB.
v' 3MeHIIEHHS] BUTPAT, 0B ’SI3aHHX 3 MIPOCTOEM MEPe:Ki Ta HE3aIUIAHOBAHUMH BiJKITIOYEHHAMH.

7.  IlinBuieHHs1 Oe3mepepBHOCTI Oi3Hecy: HapeLITi, MOKPALICHHs IPOIYKTUBHOCTI Mepexi (i B3aeMoZii 3 KOpHCTyBayeM) MpH3BEIe IO 3arajlbHOro
TIO3UTUBHOIO BIUIMBY Ha Gi3Hec.
v' MiHiMi3yeTbest 4ac MPOCTOIO Ta 360i B 06C/IyroByBaHHi, 1[0 BIUIMBAIOTH HA IPOJYKTHBHICTH
V' 3MeHIMTHCS KiILKICTH 360iB Mepeski Ta IpoGiieM i3 IPOAYKTHBHICTIO, Ki MOYKYTh KOLITYBATH Yacy Ta PO I AmpHeMCTBAM
v IlIBuAKo BHPiMIyBATHMYTHCSI IPOGIEMH 3 MepeiKero, He oTpeOyroun noxaTkosux IT-pecypceis

OCHOBHI 3aBIAHHS MEPE/KEBOr0 MOHITOPHHTY
Ha nouaTky nekuii MM OOroBOPIJIM 3HAUCHHS MEPEXEBOro MOHITOPHMHTY sk 3 Touku 3o0py IT, Tak i 3 mo3uuii Oi3Hecy. BaxumuBicTs 1poro mporecy
BH3HAYAETHCS KIIOUOBMMU 3aBJIaHHAMH, SIKi BiH IOKJIMKaHUK BUKOHYBaTH. CaMe I 3aBJjaHHS ()OPMYIOTh OCHOBHI NPHYMHH HEOOXIZHOCTI BIPOBA/UKEHHS
MEpEKEBOr0 MOHITOPHHTY.
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»  Amnauis tpagiky (Traffic Analysis). [HcTpyMeHTH MepeKeBOT0 MOHITOPHUHTY 30MPAIOTh | AHAI3YIOTh aHi PO MepeKeBuii Tpadik, BKITIOUAI0YH 00CST
JaHuX, TANM Tpadiky (Hampukiaa, [HTEpHET, elNeKTPOHHA MOLITA, BiZeO), a TAKOX JpKepena Ta nmpu3HadeHHs Tpadiky. lle momomarae BU3HAYUTH
rabIoHu Ta aHOMAJIi, SIKi MOXKYTh BIUIMHYTH Ha MPOIYKTHBHICTH MEPEXKi.

>  BumipoBanns 3arpumkn (Latency measurement). 3atpuMka O3Hauyae 3aTpUMKY I[epefadi JaHHX uYepe3 Mepexy. BiIcTe)KeHHsS 3aTpUMKH
JoroMarae 3a0e3NeunTH MBHAKY Ieperady DaHHX 0e3 3HaYHMX 3aTPUMOK, IO OCOOJIHMBO BaXKIMBO UL NOJATKIB y PEAJbBHOMY 4Yaci, TaKHX SK
BiZIeOKOH(epeHNil Ta OHIaiH-IrpH.

> Brpara nakeriB (Packet Loss). Brpara nakeris BiiOyBa€eThcsl, KOJIM MAKETH JAHUX CKUIAFOTHCS a00 HE TOCATA0Th MicLs IPU3HAYeHHs. BigcTexenHs
BTpPATH MAKETIB IOTIOMAarae TOYHO BU3HAYHUTH MPOOJIEMHU 3 MEPEKEI0, SIKi MOXKYTh MIPU3BECTHU IO BTPATH IAHHUX 1 HU3bKOI IPOAYKTUBHOCTI IIPOTPAMH.

»  Buxopucranas npomyckHoi 31atHocTi (Bandwidth Utilization). IHcTpyMeHTH MOHITOPHHTY BiICTEKYIOTh, SIK BUKOPHCTOBYETHCS MPOITYCKHA
30aTHICTh MEPEXi, BU3HAYAIOUH, SIKi IPOrpaMu UK IPHCTPO]I CIOKHBAIOTh HAKOLIBITY IPOITYCKHY 3AaTHICTb. L5 iHopMaliis € iHHOIO A1 INIAaHyBaHHS
MOTYXKHOCTI Ta ONTUMI3aLil Mepexi.

»  Copasuicte npuctpoio (Device Health). MoniTopuHr npares3gaTHOCTI Ta CTaHy MEPEXKEBHUX IPHCTPOIB (MapIIpyTH3aTOPiB, KOMYTaTOpiB,
OpaHMayepiB, CEpBEpiB TOILIO) JOIOMAarae BHSBUTU MpoOJeMH 3 00JaaHaHHAM a00 KOHQIrypalier, ski MOXYTh BIUIMHYTH Ha MPOIYKTHBHICTh
Mepexi.

»  Be3sneka (Security). MOHITOpHHT MOXe€ BiflirpaBaTi MEBHY pOJib y O€3Ieli Mepexi, BiICTeXYOUN He3BUUYaiHy a0o ITi[03pilly MepeKeBY aKTHBHICTb,
sIKa MOJKE CBIIYMTH PO NOpYIIEHHs Oe3neku abo kibeparaky.

»  Tlonepem:xennst Ta 3BiTyBanusi (Alerting and Reporting). [HcTpymeHTapiii MOHITOPUHTY T€HEPY€E CIIOBIIEHHS, KOJU MEPEBUIIYIOTHCS HOMEPEIHBO
BU3HAYCHI MMOPOroBi 3HAYEHHS MPOAYKTUBHOCTI a00 KOMM BUSBIIIOTHCS aHOMauil. BoHM Takox HamaroTh 3BiTH Ta iH(pOpMaLiiiHi HaHenm, 1Mo
JIOTIOMOTTH MEPEKEBUM aaMiHicTpaTopaM i IT-koManam Bi3yanizyBaTu if mpoaHatizyBaTH JaHi PO NPOAYKTUBHICTE MEPEXKi.

»  Amnani3 icropmunux gannx (Historical Data Analysis). 36epiranHs iCTOpHYHHX JaHHX HPO MPORYKTHBHICTE MEpeXi Jae 3MOry OpraHi3awisM
BH3HAYATH TCHACHIIII Ta 3aKOHOMIPHOCTI 3 4acoM, 3a0e3meuyroun eeKTHBHIIIE PUITHATTS PillIeHb 1 POAaKTUBHE KEPYBaHHS MEPEXKEIO.

EdexTrBHUIT MOHITOPUHT NPOAYKTHBHOCTI MEPEKi MOXKE MPU3BECTH JI0 KIIBKOX MepeBar, 30KpeMa IMiIBUICHHS HaiHHOCTI MEepEeXi, IIBUAIIOTO BUPIIICHHS

po6iIeM, Kpaiioro po3noiny pecypciB, HOKpaIeHHs B3a€MO/IIi 3 KOPUCTYBaueM Ta eKOHOMIi KOIITIB 3a paX yHOK e()eKTUBHOTO BHKOPUCTAHHS MEPEKEBHX

pecypcis. Lle BaxnBa npakTrKa AT MATPUMKH 3aralibHOI IPAle3AaTHOCTI Ta (DYHKI[IOHATBHOCTI Cy9aCHHX KOMIT IOTEPHHX MEPEX, OCOOIHBO HA BETHKUX

MNPUEMCTBAX i B CepeJOBUILAX 3 IHTCHCUBHIM 00’€MOM JaHHX.

Hepeaiunmo 3arajbHi METOAN AHAJI3Y IAHUX MepeKEBOr0 MOHITOPHHIY:

Ta6muns 06.01.
Metoa Onuc 3acTtocyBaHHsI
IpocayxoByBaHHs makeriB | MeTo/ Hossrae B MepexoIUICHHI i aHaITi31 MEpEeXEBUX MaKeTiB, o | [lepexomieHHsS Ta aHami3 MEpPEKEBHX IAKETIiB
(Packet sniffing). MIPOXOJATH Uepe3 MEPekKeBi MPUCTPOI. [HCTPYMEHTH, TaKi sIK MOXKE JJOIIOMOITH BHSIBHTH aHOMAJbHI HaTePHH
Wireshark, 103BOJISIIOTE BaM IeperIIsiaTy, aHANI3yBaTH i tpadiky, SKi ~ MOXYTb  CBIJUHUTH  IIpO
(UIBTpYBaTH Il TAKETH JUTS BUSABICHHS aHOMAJIii, BUTpAT 3JI0BXXHMBaHHA ab0 aTakl Ha  MEpexy.
pecypciB abo 3I0BMUCHHX aTak. Hampuknan, Benuka KiIbKiCTh 3alMTIB 10
MIEBHOTO BY3J1a YM CEPBiCYy MOXE CBIAYHTH IPO
DDoS-ataky.
Tpomku Ginbile KOHKpPeTHKH NpPO MeTOA mpociayxoByBaHHs mnakeTiB (Packet sniffing) — mne xomm’iorepHa mporpama abo KoMI'roTepHE

obnaiHaHHS , HAPUKIIAJ IIPUCTPIil 3aXOIUICHHS [TAKETiB, SIKUil MOXE aHAII3yBaTH Ta peecTpyBaTH Tpadik, M0 IPOXOIUTH Yepe3 KOMIT FOTEPHY MEPEKY
a00 yacTuHy Mepexi. [lepexorieHHs HakeTiB — Lie MPOoLec NePeXOIUIeHH Ta peecTpaii Tpadiky. Koiu moToku qJaHuX NpoXoAsTh MEPEKer0, aHaIi3aTop
(bikcye KOXKEH MakeT i, SIKIIO HeoOXiTHO, AeKoaye HeoOpoOIeHi AaHi Makera, MOKAa3ylOud 3HAYCHHs PI3HUX MOTIB y MaKeTi, i aHami3ye HOro BMicCT
BiAnoBiaHo 10 BianoBiguux RFC abo iHmmx cnenudikarii.

AHayti3aTop HaKeTiB, SKUH BUKOPHCTOBYETHCS IS NMEPEXOIUICHHS Tpadiky B O€3IpOTOBUX Mepekax, Ha3MBAETHCS OE3APOTOBHM aHAI3aTOpoM abo
anainizatopoM WiFi . Xo4a aHanizaTop makeTiB TaKoX MOXKHA Ha3HUBaTU MEPEKEBUM aHaNIi3aTOpoM ab0 aHAIIi3aTOPOM IPOTOKOIIB, IIi TEPMiHU TAKOX
MOXXYTh MaTH iHIII 3Ha4€HHs. TEeXHIYHO aHANIi3aTOp NPOTOKOIY MOXe OYTH LIMPIINM, 3arajbHIIINM KJIacOM, SIKMH BKIIOYAE aHATI3aTOpU/aHaNi3aTOpH
MAKEeTIB i MU IIOBEPHEMOCS 10 [IbOT0 METO/IY aHaJi3y TaHUX MEPEKEBOr0 MOHITOPHHTY Mi3HilIe.
VY npotoBux Mepexax, Takux sik Ethernet , Token Ring i FDDI , 3anexHo BiJ CTpYKTYpH Mepexi (KOHLIEHTPAaTOp ab0 KOMYTATOp), MOXE IEPEXOMUTH
Bech Tpadik y Mepexi 3 ofiHiel MaluHK. Y CydacHUX Mepexax Tpadik Moxe OyTH 3aXOIUICHHH 3a JOIOMOI0K0 MEPEKEBOro KOMYTaTopa 3a JOIIOMOTI 00
Binasepkaienns noptiB (Port mirroring), abo 3a nonomororo mepe:xeBoro kpana (Network tap), mo € HaBiTb OLTBII HATIHHUM PILICHHSIM, HiX
BUKOPHCTAHHS MOHITOPHHIOBOTO MOPTY JUISl BiJI3€pKaJeHHsI MOPTIB, OCKIIBKY MEPEKEBHI KpaH 3 MEHIIOK HMOBIPHICTIO CKHIA€ MAKeTH MiJ Jac
BHCOKOTO Tpadiky.
ITpo3By4aino nBa, MOXKIIMBO He3Haifomux Bam Tepminu. [osicHro.
Binazepkaienus nopris (Port mirroring) BUKOPHCTOBYETHCS HA MEPEKEBOMY KOMYTaTOPi Swieh with part mirraring
ULl HaJICWJIaHHS KOIil MEpeKEeBUX MAKeTiB , sKi 0a4aTh OAWH MOPT KomyTaTopa (abo Bech p———
VLAN), no 3’eqHaHHsS A1l MOHITOPMHTY MEpEXi Ha IHIIOMY MopTy KomyrtaTopa. Lle by oty
3a3BM4ail BUKOPUCTOBYETHCS Il MEPEKEBHX IHPHUCTPOIB, SIKi MOTPeOYyIOTh MOHITOPHHIY
MepeKeBOro Tpadiky, HaNMpHKIa CUCTEMHU BHSABJICHHS BTOPTHEHb, NACUBHOI'O 30HIyBaHHS w’"f‘f;‘y;‘;’]’:ﬂ”
a00 TexHoMOorii MOHITOPUHTY peanbHOro KopucryBada (RUM), sika BUKOPUCTOBYETHCS IS
HiATPUMKH KepyBaHHS NpPOAYKTHBHICTIO momatkiB (APM). BimmsepkaneHHs mopriB Ha
xomytaTtopi Cisco Systems 3a3BHYaii Ha3MBAIOTh AHANII3aTOPOM KOMYTOBAaHUX MOPTIB
(SPAN) abo amamizatopom BigmaneHoro komyroBaHoro umopty (RSPAN). Immmn
NoCTava bHUKYU MAIOTh Pi3HI Ha3BH I HBOTrO, Hanpukiax, Roving Analysis Port (RAP) na
xomyTaTopax 3Com .

Host with
Message
Analyzer

Analysis Port

Node A Node B Rode €

Puc.06.02. Port mirroring
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Texnonoeii ma cucmemu mepeoicegoeo monimopuney. Jlexyis #6. Ananiz ma 6i3yanizayis OGHUX Mepedce8o20 MOHIMOPUHSY.
Mepe:xeBuii kpan (Network tap) - me cucrema, sika BIACTeXye MOZil B
nokanpHiH Mepexi. Kpan 3a3Buuail € crelianbHUM amapaTHHM IMPUCTPOEM,
AKkuil 3a0e3nedye cCroci® AOCTYNMy A0 MAaHUX, IO MepeJaroThCs dYepes
KOMIT'IOTEpPHY MepeKy . MepexeBuii kpaH Mae (IpHHANMHI) TPH MOPTH: MOPT Router
A, mopt B i nopt monitopa . Kpan, BcraBnennii Mix A i B, npomyckae Bech
Tpadik (BXiTHHH Ta BHXIAHHIl NOTOKH NAHMX) OE3IEPemIKOAHO B PEKHMIi
pEaNbHOTO Yacy, aje TaKoX KOIIoE Ti caMi JaHi Ha IOPT CBOTO MOHITOpA,
JIO3BOJISIFOYH TPETil CTOPOHI CIyXaTH.
MepexeBi KpaHH y IEAKHX JDKeperax MaioTh Ha3By MeEpeXeBi BiABOAW,
3a3BUYail BUKOPUCTOBYIOTBCS [UISl CUCTEM BHUSIBICHHS BTOPTHEHb Y MEPEXY,
3amucy VolP, MepexeBoro 30HIyBaHHs, aHANi3aTOpiB NaKeTiB Ta IHIINX
HPHUCTPOIB MOHITOPHUHIY Ta 300py Ta IPOrpaMHOr0 3a0e3MeUYeHHs, SKHM
HOTPiOEH AOCTYH 10 CErMEeHTa Mepexi. MepekeBi KpaHH BUKOPHUCTOBYIOTHCS B
nporpamax 0e3IeKy, TOMY [0 BOHH HEHaB SI3JIHBI, HE BUSABILIIOTECS B MEPExi
(He MaroTh (Hi3HYHOI UM JIOTIYHOI aipech).

Switch

Network TAP

Ana!ysis Device

Puc.06.03. Network tap

VY 6e31pOTOBHX JIOKATBHUX Mepexkax Tpadik MOKHa 3aXOILUTIOBATH [0 OJHOMY KaHaITy 3a pa3 abo 3a JOMOMOrOI0 KiJIbKOX aJalTepiB M0 KiTbKOX KaHalTax
oziHO4YacHo. 3po3ymino, mo 100% Tpadiky y Takux Mepexax 3aXOMUTH MPOOIEMATHYHO, X04a TEOPETHYHO MOXKIIMBO.

V IpoTOBHX IIMPOKOMOBHHX 1 0€3IpOTOBHX JIOKAJIbHHX MEpEeXax JUIL 3aXOIUICHHS OJHOAJPECHOro Tpadiky MDK IHIMMMH MaIlWMHAMU MepeKeBHil
ajanrep , IKMA 3axoruttoe Tpadik, Mae OyTu B Oe3nagHOMy pexumi (promiscuous mode).

VY koMIT'IOTepHHX Mepexax Oe3naaHuil pexum (promiscuous mode) — e peKUM 1711 KOHTpoepa inTepdeiicy aporooi Mepesxi (NIC) abo koHTpoepa
inrepdeiicy 6e3aporoBoi mepexi (WNIC), sikuii 3MyIIye KOHTpOJIEp NPOIycKaTH Bech Tpadik, sIKHil BiH OTpUMYE, 10 HeHTpansHoro npouecopa (CPU),
a He TPOITYyCKATH JIMIIE KaJpH. Ha OTPUMAHHSI SIKMX KOHTPOJIEP CIELiaIbHO 3arporpaMOBaHHIL.

V 6e31p0oTOBUX JOKATEHHX MEpPeXkax, HaBiTh SIKIO afanTep Mpamioe B Oe31afHoMy pexnMmi (promiscuous mode), makeTy, sSKi He BIAMOBIJaIOTE HAOOPY
MOCITYT, JJISL IKOTO HaJAIITOBAHO ajanTep, 3a3Bu4ail irHopyroTbes. 1106 mobaunTty 1i makeTH, agantep Mae OyTH B pexxuMi MOHITOpHHTY. He motpibHO
HISIKMX CIELiaJbHUX HAJAIITYBaHb JUIS 3aXOIUIEHHS OaratoaspecHoro Tpadiky A0 rpynu 6araToaJpecHoi po3CUIIKU, a00 IIMPOKOMOBHOTO Tpadiky.

ITig gac 3axoruieHHs Tpadiky 3amHCyeThCs a00 Bech BMICT MaKeTiB, ab0 JIMIIE 3ar0JOBKYU . 3allicC JIHIIE 3aroJIOBKIB 3MEHIye BHMOTH IO IaM’sTi Ta
JI03BOJISIE YHUKHYTH JISSKUX IOPUIUMIHIX POOIeM 010 KOH(IASHIIIHHOCTI, ajle 4acTo Haja€ JOCTaTHbO iH(pOpMAIIii JUIs JIarHOCTHKU MPOoOIIeM.

3ibpana iHdopmarlis qekoayeTbes 3 HeoOpoOIeHoi udpoBoi hopmu B hopMaT, 3p03yMIITHIA JTIOIMHI, 10 JO3BOJISE MEPErIIHYTH iHPOpMalito 0OMiHY.
AHani3aTopy NpOTOKOIIB BiIPI3HAIOTHCS 32 CBOIMU MOXJIMBOCTSIMH BiIOOpa)KEHHS Ta aHaNi3y JaHUX.

Jlesiki aHanizaTOpU NPOTOKONIB TaKOXK MOXYTh eHepyBaTd Tpadik. BoHn MOXyTh BUKOHYBaTH (DyHKIIT TeCTyBaJIbHHKIB MPOTOKOMIB. Taki Tectepu
reHepyIoTh Tpadik 3 MPaBMWIBHUAM IPOTOKOIOM sl PyHKIIOHAIBHOTO TECTYBaHHS, 8 TAKO)K MOXKYTh MaTH MOXJIUBICTE HABMHCHO BBOIUTH ITOMUJIKH,
00 IepeBipUTHU 3JATHICTH TECTOBAHOT'O IIPHCTPOIO 0OPOOIISTH TOMUIIKHL.

AHanizaTopu MPOTOKOIIB TAKOX MOXKYTh OyTH anapaTHUMH y popMaTi 30H1a, 200, 1110 OLTBLI MOIIKPEHE, Y TO€IHAHHI 3 AUCKOBUM MacuBoM. Lli mpucTpoi
3aIUCYIOTh NAKETH ab0 3aroJI0BKH NAKETIB Ha JUCKOBHMI MacuB. [lepeniuyBaTy X — Hy/Ha ClpaBa, 3rajato Jiiie BciM Bam 3Hailomuii Wireshark.

Hacrynni MeToau aHaJIi3y AaHUX MepeskeBOro MOHITOPHHTY He:
Tabmuus 06.01. IIpogosixeHHs.

Merton Onuc 3acTocyBaHHs

IIpoToxoabuuii aHami3 AHaJIi3 CTpyKTYpH Ta 3MiCTy MEPEKEBUX NPOTOKOIIB JUIsI [InsixoM aHamizy MepEeXEBHX IPOTOKONIIB

(Protocol Analysis). BUSIBIICHHS aHOMaiit ab0 IpobIeM y CIITKyBaHHI MiXk MOJKHA BHSIBUTH aHOMAaJIbHI 3MIiHH B CTPYKTYpi
npuctposiMu. [IpoTOKOIBbHUIA aHaNi3 BKIIOYAE B ceOe IMepeBipKy a00 3MiCTi MakeTiB, 10 MOXYTh BKa3yBaTH Ha
MIPaBWIBHOCTI JaHUX, 110 OOMIHIOIOTHCS MK IPUCTPOSIMHU, Ta MOTEHIIHI npobieMu B Mepexi, Taki sK
BUSIBIICHHS Oy/Ib-SIKUX BiIXHJICHB BiJl CTAHAAPTIB. HECIPaBHOCTI 001aHaHHS a00 aTaKu.

Amnani3 Tpadgiky (Traffic Amani3 Tpadiky nependadac BUBYCHHS Ta aHAIII3 MEPEKEBOTO MoHiTOpHHT 00CATY, IIBUAKOCTI Ta HANPAMKY

Analysis). Tpadiky [uii BUSIBICHHS Ta AIaTHOCTUKH IIPOOIIEM, OB SI3aHUX 13 TpadiKy JO3BOJISE  BHSBISATH  AHOMaJbHI
MIPOYKTHBHICTIO MepeKi, Oe3MEKOI0 Ta BiANOBiIHICTIO. BiH 30UIBIIEHHS. YW 3MEHIIeHHS Tpadiky, 1o
nepenbavae MOHITOPHHT 1 aHaIi3 MOTOKY MaKeTiB JaHUX Y MOXKXYTh OYTH HACIIAKOM IPoOiIeM y Mepexi abo
Mepexi, 00csry, IBHIKOCTI Ta HANPAMKY MEPEKeBOro Tpadiky 3TOBMHCHHUX [

JUISL BUSIBJICHHS IIOTCHIIHUX BY3bKHX MiCIib, IEPEBAHTAKECHD Ta
IHIIUX POOIEM i3 MPOAYKTUBHICTIO, SIKI MOXKYTh BIUTMHYTH Ha
MPOAYKTHBHICTE Mepexi. AHali3 Tpadiky Mo)ke BKIIOYATH aHAI3
TaKHX ITOKA3HUKIB, SIK BAKOPHCTaHHS IIPOITYCKHOI 31aTHOCTI,
BTpaTy MAKeTiB, 3aTPUMKY Ta IIPOITYCKHY 3/aTHiCcTh. MeTox
JI03BOJISIE BUSBIISITH 3MiHU B TaTepHaX Tpadiky, He3BHYalHi
00csiru a00 MBUIKOCTI, a TAKOK IMOTEHIIIMHI TOYKH

HepeHATIPYKEHHS.
BusiBjieHHSs 3JI0BMHCHUX BukopHCTaHHS CIIeliali30BaHUX CHCTEM BHSBICHHS BTOprHeHb | Cucremu BUSIBIICHHS BTOpPTHEHb
aiii (Intrusion Detection). (IDS) abo cucrem BusBIeHHS BpaszmuBocTed (Vulnerability | BHKOPHCTOBYIOTHCS JUIS HONIYKY MifO3PiNUX il
Detection Systems) m1s BUSIBICHHS He3BHUaiiHOI a00 MOTeHNiifHO | a00 MaTepHiB, sKi MOXYTh CBITYHTH MPO
LIKIiJUTUBOI aKTHBHOCTI B MEPEXKi. 3JIOBMHCHI aTakid B MEPEXKi, TaKi K HaMaraHHs;
HECAHKI[IOHOBAHOTO [OCTYIy [0 CHUCTEMHU YH
pecypcis.

Tpomiku 6ijibIlle KOHKPETHKH NPO MeTO BHSBJIEeHHS 3J0BMUCHHX Aiii (Intrusion Detection) — ne mpuctpiif abo nporpaMue 3abe3nedyeHHs, sKe
BIZICTEXKY€E MEPEXKY UM CHCTEMH Ha HAsIBHICTb 3JI0BMUCHOI aKTUBHOCTI UM MOPYILIECHb NOMiTUKH. [HopMmalis npo Oynb-aKke BTOPrHEHHS a00 MOPYIIECHHS
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Texnonoeii ma cucmemu mepeoicegoeo monimopuney. Jlexyis #6. Ananiz ma 6i3yanizayis OGHUX Mepedce8o20 MOHIMOPUHSY.
3a3BHYail MOBIIOMIIAETHCS aqMiHICTpaTOpy abo 30MpaeThcs LEHTPATi30BaHO 32 AOMOMOIOK CUCTEMH KepyBaHHs iH(opMaliero Ta mofisiMu Oe3rnexu
(SIEM) . Cuctrema SIEM noenHye BHXiAHI JaHi 3 KiIBKOX DKeped I BUKOPUCTOBYE METOAM (iNbTpamii KPUTHYHHX Ta HEKPUTUYHUX MOAIHM, mI00
BiIPi3HUTH 3]I0BMUCHY aKTHBHICTb BiJl IOMIJIKOBHX CIIPAIIOBAHb.

Tunu Intrusion Detection Bapirol0TbCS Bit OKPEMHX KOMIT FOTEPIB 1O BEIMKAX MEPEXK.

IDS MoxHa k1acudikyBaTi 3a MiclieM BUSIBICHHS (Mepexa i XOCT ) a0 METOIOM BHSIBIICHHS, SKUH BHKOPUCTOBYETHCS (CUTHATYPHHUIT a00 Ha OCHOBI
aHoMautii).

3a micuem BusiBjieHHs Kiaacudikanis HacTynHA:

Hatinomupeninmmy k1acugikanissMi € CHCTEMH BHSBIICHHS BTOprHeHb y Mepexxy (NIDS) i cucremu BusABIeHHS BTOPrHEHb Ha ocHOBI xocty (HIDS).
Cucrema, siKa BiICTEXYe BaXJIMBI (ailnu onepaliiiHoi cucremu, € npuknagom HIDS, Toni sk cucrema, sika aHanizye BXiIHUNA MepexeBuil Tpadik, €
npuknagom NIDS.

. CucremMn BUsIBJIeHHs MepexeBHX BTopruens (NIDS) po3mintyloTscst B cTparterivqaiif Touni abo Toukax y Mepexi Ul MOHITOPHHTY Tpadiky 10
Ta Bij ycix mpuctpoiB y mepexi. NIDS BukoHye aHanmi3 Tpadiky, o IpOXOAUTh Yy BCill miaMepexi , 1 3icraBmsie Tpadik, sSKuil mepenacTbes
migmMepexamy, 3 0i0nioTekoro BioMux aTak. [licns BHUSABIICHHS aTakd abO BUSBICHHS HEHOPMAJBHOI MOBEIIHKU HAJCHIAETHCS CIIOBILICHHS.
IMpuxnagom NIDS Moxe OyTH BCTaHOBJIEHHS HOro B IiMepeKi, e po3TaioBaHi OpanamMayepH, o0 M06aYuTH, Y1 XTOCh HAMAraeTbCs 31aMaTH
OpanmMayep. B imeami MoxxHa CKaHYBAaTH Bech BXIAHHH i BUXiTHHI Tpadik, OTHAK IIe MOXKE CTBOPHTH BY3bKE MiCIle, sIKE MOTipIIUTh 3aTalIbHy
mBuakictb Mepexi. OPNET i NetSim € mupoKo BUKOPUCTOBYBAHMMH IHCTPYMEHTAMHM JUIS iMiTallii MEPEKEBUX CHCTEM BUSBICHHS BTOPTHEHb.
Cucremu NID Takox 31aTHI MOPIBHIOBATH CHTHATYPU MOJIOHHMX MAKEeTIB, 100 3B’S3yBaTH Ta BUAAISATH BHSBIICHI MIKIIJIMBI MAKETH, SKi MalOTh
mianuce, mo Bignosigae 3amucam y NIDS. Komu mu knacudikyemo quzaiia NIDS BigmoBiHO 10 BIAaCTHBOCTI IHTEPaKTHBHOCTI CHCTEMH, iCHYE /1Ba
THUIN: OH-TAiH 1 odutaiin NIDS, siki uacTo Ha3uBaIOTH BOYXOBAaHMM i KpaH-peKHMOM BifnosiaHo. On-nmaitn NIDS npamioe 3 Mepexkero B pexxumi
pealbHOTrO 4acy Ta aHami3ye maketu Ethernet i 3acrocoBye mesiki mpaBmia, mo0 BupimmTd, 4u ne aTtaka uu Hi. Off-line NIDS mpargoe 3i
30epeKeHIMHU JaHUMH Ta MPOIYCKAE 1X Yepe3 aHaNITUYHI POLECH JUIsl BU3HAYCHHS aTaKH.

e  Cucremu BusiBjieHHs Bropruenn (HIDS) npaigorots Ha okpemux xoctax abo npuctposix y mepexi. HIDS Bincrexye BXifHi Ta BUXiAHI HaKeTH
JIMIIE 3 IPHCTPOIO Ta CIOBIIaTHMe KOpUCTyBada abo aaMiHicTpaTopa, Ko Oy/e BUSBICHO IiJ03pily aKTUBHICTb. BiH poOHTH 3HIMOK iCHYIOUHX
CHCTeMHHX (haillliB i IOpPIBHIOE HOro 3 IONepenHiM 3HIMKOM. SIKIIO KpUTHYHI cHcTeMHi ¢aitmu OynH 3MiHeHi ab0 BHIANeHi, CHOBIIICHHS
HAJICWIIAEThCS afMiHICTpaTopy Atst focniukeHss. [Ipuknan Bukopuctanns HIDS MokHa M06auUTH Ha KPUTHYHO BaXKITMBUX MAIMHAX, HA SKUX HE
OYiKY€ETHCSI 3MiHa KOH(Irypariii.

3a meTo/10M BUSIBJICHHS aHOMAJIili icHYe HacTynHa kiacudikanis:

Knacudikauist IDS 3a MeTo0M BUSBICHHS:

v/ BUABJIEHHA HA OCHOBI CUTHATYD (PO3ITi3HABAHHSA MIOraHKX IAGIOHIB, HATIPUKIIA LIKi JVIMBUX TIPOTpaMm).

v BUSBJICHHA HA OCHOBi aHOMaJIiii (BUABJICHHS BiIXHIIEHb BiJl MOIENI «XOPOLIOroy» Tpadiky, AKa 4acTo MOKIANAEThCS Ha MAIMHHE HABYAHHS ).

v/ BUSBJIEHHS HA OCHOBI penyTauii (po3ni3HaBaHHs MOTEHIIHHOT 3arpo3y 3a Ganamu penyrauii) el kiac pakTHYHO € MiIKIAcOM BHABJIEHHS Ha
OCHOBI aHOMaJIH. .

Tpomxu geTanpHINIe mpo o KIacu(ikariio:

. Ha ocHoBi mianucy, a6o npyra Hasa — IDS Ha OCHOBi CMrHaTYyp — 1€ BUSBJICHHS aTaK LUIIXOM IMOUIYKY MEBHUX MIA0JIOHIB, HANPHUKIA[
MOCTIJOBHOCTEH GallTiB y MepexeBoMy Tpadiky abo BiZOMHX 3TOBMHCHHX IHCTPYKIIH, SIKi BHKOPHUCTOBYIOTHCS LIKIJUIMBUM MPOTPAMHUM
3a0e3neueHHSIM. L{st TeXHOIOTISI Ta TePMIHOJIOTIS TTOXOUTH BijJl aHTUBIPYCHOTO MPOrPaMHOI0 3a0€3ICUCHHS , IKE Ha3WBAa€ I[i BUSBJICHI IIA0IOHU
curHatypamu. Xo4a IDS Ha OCHOBI CUTHATYp MOXeE JIErKO BUSBUTH BiIOMi aTaKH, Ba)KKO BUSIBUTH HOBI aTakH, JUISl SIKMX BiJICYTHI IIa0JIOHH.

. Cucremu BUSIBJICHHSI BTOPTHEHb HA OCHOBI aHOMaJIiii Oy/u BBECHI B IEpIILy Yepry JUis BUSBIICHHS HEBIIOMUX aTaK, YACTKOBO Yepe3 MIBUAKHI
PO3BUTOK LIKI/UIMBOTO MpOrpamMHoro 3adesnedyeHHs. OCHOBHUI MiXiJ MOJsArae y BUKOPUCTAHHI MAIIMHHOTO HABYAHHS Ul CTBOPEHHS MOJENL
HaJi{HOI MiSUTBHOCTI, a MOTIM MOpPIBHSHHS HOBOI IOBEAIHKHU 3 Licto Mozxeuno. OCKiIbKY i MO MOXKHA HAaBYUTH BiINOBIIHO 10 Iporpam i
armapaTHHUX KOH(Irypariii, MeTox Ha OCHOBI MAaIIMHHOT'O HABUaHHS Ma€ KPaIlly y3araabHEHY BIACTHBICTb OPIBHSHO 3 Tpaxuiiiiaumu IDS Ha ocHOBI
mianucy. Xoda nei miaxiZ J03BOJNSE BHSBJIATH paHillle HEBIZOMI aTakW, BiH Ja€ JOBOJI BHCOKHH BiJICOTOK XMOHHMX CIIPallbOBYBaHb: paHillle
HEBiIoMi 3aKOHHI Aii MOXYTh OyTH Ki1acudikoBaHi sk 3M0BMUCHI. binbuiicTs icHytounx IDS cTpakaaioTs Bif TOro, 0 MPOLEC BUSBICHHS 3aiiMae
Garato 4acy, o noripurye npogyktuBHictb IDS. EdextuBHuil anroput™ BHOOpPY 03HaK pOOHTH Mporec KiacHpikarii, o BAKOPUCTOBYETCS UL
BUSIBJIEHHSI, OLIBII HAJIHHUM.

Ha maii0yTHe, SIK IIepCIIeKTHBHI TeMH JUIsl 0OpaHHs JUIUIOMHOI pOOOTH — 3BEPHITH yBary Ha Kiac 0€3KOIITOBHUX CHCTEM BUSBIEHHS aTak (aHIII. Intrusion
Detection System, IDS) st 3axucty MS AD Ta inmioi indpactpykrypu. Hai6inbi nepcrekTHBHI B [IbOMY ILIaHI:

. Suricata € BiIKpHUTOIO i JOCTYIHOIO JUIs G€3KOIITOBHOTO BUKOPUCTAHHS - JlineH3is GPLv2. OcHOBHI XapaKTepHCTHKH Suricata BKIIOYAIOTh:

»  Hleuokicmy ma macwmaboganicme. 1loOynoBaHa s e(eKTHBHOI OOpPOOKH BENHKOro o0CsAry MepexeBoro tpadiky Ta Moxe
BHUKOPHCTOBYBATH 0AaraTOMOTOYHICTH JUISl ONTUMI3allii MPOJYKTUBHOCTI Ha CHCTEMax 3 OaraTtbMa spamu.

»  Iliompumxa eenuxoi kinvkocmi npomoxonie. PosmizHae i ananizye pisai mepexesi nporokoinu, Bkaouatoun TCP, UDP, ICMP, IPv4, IPv6,
HTTP, TLS, DNS i 6araTo iHmmx.

»  Iliompumka npagun Ona eusagieHHsA 3azpo3. BUKOPHUCTOBye MOBY NpaBHJI ULl BUSIBICHHS aHOMAJbHOroO abo MiJ0o3piloro MepeskeBoro
Tpadiky. Ii npaBuna MoxyTh OyTH PO3pOOIEHi CHIIBHOTOK a00 CTBOPEHI KOPUCTYBayeM, BpPaXOBYIOUH KOHKPETHI IIOTPEOH Mepexi.

»  BaratodynkuionaabHicTh i JoryBanHs. 3abe3nedye MUPOKi MOXKIMBOCTI JIOTYBaHHS MOMiH, sIKi MOXYTh OYTH BHKOPHCTaHI ISl aHATI3Y
Ta BUSIBIICHHS IOTCHII IIHUX 3arpo3.

»  Onmumizayia 01 6UKOPUCIMAHHA 8 XMAPHUX cepedoguuiax. JIerko IHTErpyeThest 3 XMapHUMH IUIATGOPMaMH, IO POOUTH IHTCYpMEHT
MPAKTHYHUM TSI 3aCTOCYBAHHS B PI3HOMaHITHHX XMapHHX 1 MiOPHAHKUX cepelOBHILax.
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. Splunk ue miatdopma s aHasizy Ta MOHITOPUHTY JIAHUX Y pealbHOMY 4aci. BUKOPHCTOBYE JilleH3it0, sika 6a3yeThCsi Ha 00CsI3i 00pOoOIeHIX
nmaHux (maHi, ki iMIOpTYIOThCsE Ta 00pobmoioThes Splunk). Lle Moxke 6yTi oOMeKeHHsT 00CIry AaHUX Ha JeHb a00 Ha MICALb, B 3aI©KHOCTI Bij
Ty minensii (Free, Enterprise, Cloud, Tomo). OCHOBHI XapaKTEpHUCTUKH Ta HAIPSIMKI BUKOPHUCTaHHA Splunk BKIIOYAIOTH:

30ip ma indexcayis oanux. 306Mpae 1aHi 3 pi3HOMaHITHUX JPKEPeJl, BKIFOUAF0UYH XKYPHAIIH ITO/i i, TEKCTH JIOTB, JIaHi METPHK Ta IHIII JDKepera.
ITicns uporo BiH iHAEGKCYE 1Ml JaHi, 1100 3a0€3MEYNTH MIBUIKHIA MOMIYK Ta aHAI3.

Ilowyk ma ananiz danux. Mae oTyXHUH iHTepdeiic a1 mouryKy, Gpinprpamii Ta aanizy qanux. KopucryBadi MOXyTb BUKOPHCTOBYBATH
BJIACHI 3aIlUTH Ta JOIOBHEHHS JUISl BUBUCHHS BEIIMKUX OOCSTIB IaHUX.

Bisyanizayin oanux. J103Boisie cTBoproBaTy rpadiku, JiarpamMu Ta iHIIi Bi3yaibHi €1eMEHTH [T MPEICTaBICHHs Pe3yIbTaTiB aHA3y JaHUX.
Monimopunz 6e3nexu. Moxxe BUKOPHCTOBYBATHCS JUIsl MOHITOPHUHTY Ta BUSIBIICHHS 1HIMICHTIB Oe3neku. 31aTeH arperyBaTt JaHi 3 pisHUX
JOKEpEl, 1110 J03BOJISIE BUSBIISATH aHOMAJIIT Ta MOTEHIIHI 3arpo3H.

Monimopunz ma ananiz Active Directory. BUKOpHCTOBY€ETHCs IJIsl MOHITOPHHTY Ta aHami3y Mofii y cepenoBuiui Active Directory Ta Mmoxe
arperyBaty AaHi 3 nor-aitnie AD Ta iHIINX JpKepen Ul BUSBICHHS aHOMaJii, aTak Ta IHIIMX TPOOIIeM.

Jo3eonae nanawmogyeamu 3anumu ma Oawi6opou BiNIOBIIHO 10 KOHKPETHHUX ITOTPeO KOPHCTYBaya, 3a0e€3Medyloud THYUKiCTh Ta
MaciiTaboBaHiCTh JJIS PI3HUX BUKOPHCTaHb, BKIIOYAIOYHM MOHITOPUHT Ta 3axucT Active Directory.

. ELK Stack (Elasticsearch, Logstash, Kibana) ue HaGip BigKpuTHUX iHCTpYMEHTIB JUIsl arperauii, aHaji3y Ta Bi3yauizauii Jor-aiinis Ta iHuX
naaux. OyHKIioHaN Ta HanpsMku Bukopucranas ELK Stack:

>

Elasticsearch pynkyionan:

V' Iowyk ma indekcayis: BAKOPUCTOBYE MEXAHI3M iHeKcallii, 1106 BUAKO 326€3MEUNTH MONIYK Ta AHAJI3 JaHHX.

v' Poznodinena apximexmypa: 3a6e3neuye po3noiieny o6poOKy Ta 36epiraHHs IaHuX Ui MacIuTaboBaHOCTI.

v' RESTful API: nanae npoctuit RESTful API st 3anUTiB 10 JaHUX Ta BAKOPHCTAHHS BIACHHUX JOIATKIB.

Elasticsearch nanpamok eukopucmaunsa:

V' Howyk ma ananis 102-ghaiinié: BAKOPUCTOBYETHCS JUIS IIBUAKOrO Ta epEKTUBHOTO MOLIYKY JIOr-(haiiiliB Ta iHIIMX AaHHX.

V' Monimopunz ma ananiz npoO0yKmuenocmi: BAKOPHCTOBYETHCS JUIsi MOHITOPUHTY CHCTEM, MEPEK Ta IHIIMX ACIEKTIB IPOTYKTUBHOCTI.

Logstash ¢pynkuionan:

v Tlorokosuit 06poOHuK mannx: Logstash npusHaueHuii aist 06poOKH, TpaHChOpMallii Ta BUBAHTAKEHHS AAHHX.

v' TliaTpuMKa pi3HUX BXOJIB Ta BUXOMiB: [liATpUMy€ BENUKY KiIbKIiCTh BXiIHHX JDKEPEN JAHUX Ta MOKIUBOCTEH BUBEIECHHS.

Hanpamok eukopucmannus Logstash:

v 36ip ma nopmanizayis noz-gaiinie: Logstash n0380s1s€ 306MpaTH JaHi 3 pi3HUX HKEPEN Ta HOPMAi3yBaTH iX sl IOAANBIIOTO aHATI3Y.

V' IHepedasanns oanux ¢ Elasticsearch: Logstash interpyernbes 3 Elasticsearch, mo6 edextuBHo mepecunatu o6poOneHi gaHi 1is
iHmexcauii.

Kibana. @yuxuionan:

v Bisyanizauis nanux: Kibana no3sosnsie crBoproBatu rpadiky, Aiarpamu Ta iHui BisyanbHi eleMeHTH Ha OcHOBI janux B Elasticsearch.

v' JlamGopau Ta 3BiTH: Hagae MOKIIMBOCTI CTBOPEHHS 1 KEpYBaHHs NabOpIaMu [jIss MOHITOPUHTY Ta aHANi3y JaHuX.

Hanpamoxk eukopucmanusa Kibana:

V' Monimopunz ma ananiz noz-aiinis: Kibana € noryxHum iHCTpyMEHTOM JUIsi BABYEHHS JIOT-/[AHUX Ta CTBOPEHHS 3BiTiB.

v Bisyanizayia oanux 6e3nexu: BUKOPHUCTOBYETHCS JUIs BiTOOPaXKEHHs CTATHCTHKH Ta TPadikiB, MOB'I3aHUX 3 GE3MEKO0, TAKUMH SIK
aHaJIi3 BXOJiB/BUXO/iB, aHOMAJIi Ta iHIIIE.

IDS ¢ MS AD 3 ELK Stack:

v' ELK Stack Moxe e()eKTHBHO BUKOPUCTOBYBATHCS LISl BUSABJICHHS iHTPY3iil y cepenoBui Active Directory. Logstash moke 30uparu ta
HOpMai3yBaTH )XypHaiu nofiil AD, a motim nepeznasaty ix no Elasticsearch ms ingexcanii. Kibana no3Bonse cTBoproBati 1anbopau
Ta Bi3yauizallii [yt MOHITOpUHTY Oe3IeKH, BUSIBJICHHs aHoMaJii Ta anani3y noaii. ELK Stack moxxe OyTu HanamroBanuii Juist interpauii
3 pi3HUMU iHIMUMH iHCTpyMeHTaMu Oe3mneku Ta IDS, mo poOuTs #Horo eekTuBHUM JUIs Iinel 6e3neku B AD.

. Snort e cuctema BUSBICHHS 1 3an00iranus iHTpYy3iiHEM Iism (Intrusion Detection and Prevention System, IDS/IPS), o BHKOPHCTOBYETBCS UIst
MOHITOPHHTY Ta aHali3y MepexeBoro Tpadiky 3 METOIO BUSBICHHs MOTEHIIIHHUX 3arpo3 Ge3mewi Ta po3noBciomkyeTbes mig GNU General Public
License (GPL)
>

Snort Moxe OyTH yCITIIHO BUKOPHCTaHUIA Ul BUSBIICHHS aTak Ta MOHITOPHHTY Oe3neku B cepenopumi Active Directory (AD). Bin ananisye
MepexeBUil Tpadik i BUABILE MOTCHIIIHO IKiAIMBI a00 HeOe3neyHi Aii.

1106 mamamTyBaTn Snort must po6otu 3 AD, BaMm citii BU3HAUNTH crenu}ivdHi IpaBIiIa IS BUSABICHHS aHOMANIH Ta 3arpo3, M0 MOXYTh
BHHHKHYTH B cepeioBHIi AD, Xo4a icHYroTh i HAOOpH 1Ta0IOHIB BU3HAYCHHS IIPABHIL.

Bukopucrantus Snort y moeJHaHHi 3 IHIIMMU IHCTpYMEHTaMHU aHanizy Ta 300py nor-daitnie Moxe 3a0e3MednTi KOMIUIEKCHUN MiaXin 10
MOHITOPHHTY Ta 3axucty AD.

IMonynsipuuii Ta edextuBHuii iHcTpyment st IDS/IPS ta MoniTopunry 6esnekn Bijnxpura tineHsis poouts Snort JOCTYITHUM uist Pi3HUX
TUIIB OpraHi3alliii, BKJIIOYal04H Ti, sIKi BAKOPUCTOBYIOTh cepeioBuile Active Directory.

HacrynHi MeToau aHaJIi3y AaHUX MepeskeBOro MOHITOPHHTY Le:

Tabmuus 06.01. IIpogoBixeHHs.

Metox Onuc 3acTocyBaHHs
Ilo6ynoBa Ta aHaJi3 Buxopucranns rpagikis Ui Bizyanizarmii 3B's13KiB MK pi3HUMEI Jo3Bomse Bi3yali3yBaTH 3B'A3KH Mix
rpadikis (Graph Analysis). | MepexxeBHMHU By3IaMH Ta iX akTHBHicTIO. Lle Moxe JomoMortu MEpPEeKEeBHMH  By3IaMH  Ta  aKTUBHICTIO.
BHSIBUTH QaHOMAJIbHI MEpEKeBi 3B's13KM a00 MaTepHM CrinKyBaHHs. | Hampukian, 3MiHH B rpadiky MOXKYTb BKa3yBaTH
Ha aHOMAJIbHI 3B'A3KM MDK BY3JIaMH, IIO MOXE
CBIIYMTH NPO aTaky a00 HECHIPABHOCTI.

Ha puc.06.04 npexncraBineHuii 3pa3ok MepexeBoro rpadika 3 Bikinenii, mo Bigobpaxae BHeCKH
PeOaKkTopiB y pi3Hi MOBHI pO3/IiTH eHIMKIIONEi1. BUKOPUCTOBYIOUH 1Iei MPUKIIAJL, 3raJaeMO OCHOBHI
KoHIenuii Teopii rpadis (a00 KOPOTKO HaragaeMo iX, SKIIO BU BXKE 3HAHOMI 3 LI€I0 TEMOIO):

v

v

Takuif miaxig no Bisyanmizamil 3B S3KiB JOIIOMAara€ aHaJi3yBaTH B3a€EMOJII0 MK MEpEKEBHMHU
BY3JIaMH Ta IX aKTUBHICTb.

Bepuiunu (By3/u) — 1€ KoJa, 10 NPEACTABIAITh Pi3HI MOBH, SIKUMHU Oyiny Hanucasi
CTarTi.

Pebpa — niwii, 1o 3’eaHyroTh Bepunau. KoxHe peOpo Bu3HA4YaeThes Yepe3 QyHKII0
IHIMJICHTHOCTI, SIKa BCTAHOBIIIOE 3B’5130K MDX IapOI0 BEPIINH.

Puc.06.04. Wiki map
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MopeiloBaHHS Mepexi BuxopucTaHHS MaTeMaTUYHHUX MOZENeHl s aHami3y pi3HUX
(Network Modeling). aCIIEKTIB MEpexi, TaKKX fK il CTPyKTypa, IIPOIyCKHA 3AaTHICTh Ta
BpasnuBocTi. L{e 103BoMIsIE NPOrHO3YBaTH MOBEIHKY MEpexi Ta
BUSIBISITH MOXKJIMBI IPOOJIEMH 3a3/1aJ1eTib.

J103BOJII€ CTBOPUTH MaTeMaTU4HI Mozeni 11
CTPYKTYpH, POIYCKHOI 3/aTHOCTI Ta
noefinku. Lli Mmozeni MOxyTh
BUKOPHCTOBYBATUCS ISl CUMYJIALIT Pi3HHUX
CLIeHapiiB Ta BUABICHHS MOXXIUBHX IIPOOIEM
abo BpazmuBocreil. Hanpukian, Moxna
MO/IETIOBAaTH BIUIHMB BiJMOBH IIEBHUX BY3IiB U1
JiHIN Ha 3arajbHy MPOIYCKHY 31aTHICTh
Mepexi a00 BUSIBUTH TOUKH NEPEHATIPYKEHHSI.

Ieit meTox npoimtocTpoBaHo iHTepHeT-KapTow 2004 poky. KonbopoBa xMapka, 1ie MaTeMaTHYHA MOJEIb MEPExKi
3'elHaHB MK NprcTposiMu B [HTepHeTi. Konbopu mo3HauaroTs onepatopa Mepexi. CTpyKTypa BU3HAYa€ThCs
HaJCWIAHHAM IITOpMYy IP-nakeTiB BUITaKOBUM YHHOM Y€pE3 MEPEKY.

CraTHCTHYHMIA aHAJTI3 BuKOpHCTaHHS CTATUCTUYHUX METO/IB VISl BUSIBICHHS ATEPHIB,

(Statistical Analysis). aHOMaJii a00 BaXJIMBHUX 3MiH B MEpekKeBHX AaHuX. Lle Moxe
BKIJIIOUATH aHAJI3 PO3NOALTY JaHUX, KOPEIALiiiHI aHaIi3H Ta 1HIIi
METO/IH.

3acToCyBaHHS CTATUCTHYHUX METOJIB JIO3BOJISIE
BUSIBISITH aHOMaNii y MEPeKEBHX IaHHX Ha
OCHOBI iX pO3HOALTY, KOpEWAIii Ta IHIIHX
napamerpis.

I'apHa iMrocTpamnist 10 METOy CTATHCTUYHOTO aHali3y € 3BiT BUKOPUCTAHHS iHTEpHET Tpadiky,
cTBOpeHuii 3a gornomororo SolarWinds ® NetFlow Traffic Analyzer (NTA). Tyt npencrasinena
crarucriyHa BuOipka Tomn-5 3acTocyHKiB 1 Ton-10 oxeprkyBadiB.

SolarWinds® NetFlow Traffic Analyzer (NTA) — 1ie HOTY)KHHIA iIHCTPYMEHT /15l MOHITOPHHTY
MepexeBoro Tpadiky, skuid BxoauThb 10 ckinany SolarWinds Network Performance Monitor (NPM).
Ocnosue 3aBnanas NTA — anani3 notokoBux ganux (NetFlow, sFlow, J-Flow, IPFIX Tta in.) ast
BUSIBJICHHSI aHOMaJTii, BU3HAYCHHS OCHOBHHX CIIO)KMBAiB Tpadiky Ta onTUMi3alii poOoTH Mepexi.
SolarWinds NetFlow Traffic Analyzer (NTA) e komepuiiiaum npoxykToMm. Bin moctapiseTses sk
nonoBHeHHs 10 SolarWinds Network Performance Monitor (NPM), To6To 6e3 NPM itoro
BUKOPHCTOBYBAaTH HE MOXHA.

Top s Appiaions sy s | Ton

Puc.06.05. Tomn-5 3acrocyHkiB Ta Ton-10
OJICpPKyBayiB.

Icropuunmii anai3 faHUX AHai3 iCTOpHYHHX JaHUX € KITI0YOBUM KOMIIOHEHTOM y

NPO NPOAYKTUBHICTH BUPINIEHHI MUHYIIUX MPOOIeM i3 MPOIYKTHBHICTIO MepexKi,
Mepe:xi ocobnuBo nepioguyHuX. Bin nependauac 36ip i anami3z
(Historical analysis of iCTOPUYHMX JAHUX HPOLYKTHBHOCTI 32 IEBHMII epiof dacy Ais
NPD). BUSIBIICHHS TCH/CHIIH i1 3aKOHOMIPHOCTEH, OB’ I3aHUX 3

HpOLlyKTl/IBHICTIO Mepem
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JlaHi icTOpHYHOr0 aHA3y MOXYTh OyTH
BHKODHCTaHI 1Is1 BUSBICHHS 3aKOHOMIpHOCTEHT
i TEHJICHIIH, TIOB’I3aHUX 3 TIPOAYKTUBHICTIO
Mepexi, TAKUX SIK 3MiHH B MOJEISIX TpadiKy,
nepio/y MiKOBOr0 BUKOPUCTAHHS Ta
MOBTOpIOBaHi abo mepioauyni mpodiemu. Lle
TakoX Jo3Bonsie IT-komaHaaM BupinryBatu
npo0IIeMy, SIKi BAHHKIIA B MUHYJIOMY, a TAKOX
nepedayaT MaiibyTHI IPoOIEMH 3
IPOIXYKTHBHICTIO MEPEXi Ta IUIAaHyBaTH
OHOBJICHHS HIOTY>KHOCTI 200 iHIIII TOKpaIIeHHS
Mepexi.

Bino6pazkenns TomoJorii BinoGpaxxeHHs Toronorii Mepexi 3ade3nedye CTBOPEHHS Ta
Mepexi MITPUMKY KapTu abo JiarpaMu, sika npencTaBisie GizudHe ta
(Network topology display) JIOTiYHe pO3TallyBaHHS Mepexi. BimoOpaxeHHs Tomonorii Mepexi
nae MoxkuBicTs I T-xoMaHmaM Bi3yami3yBaTu Ta pO3yMITH 3B’ SI3KH
MDK MEPEXEBUMH 3ac00aMH, IPOrpaMaMy Ta KOPUCTYBayaMu, 110
Moxe fornomorty IT-koMaHaaM BUSBUTH NOTOYHI IPoGIeMH 3
HPOJIYKTHBHOIO MEPEXKEI0, 3arpo3H OE3IEeKH Ta PH3UKN

ITicns ctBopeHHs KapTH Tonoxorii Mmepexi IT-
CTIEMiaTicTH MOXKYTh BUKOPHCTOBYBATH 11 Juist
BUABJICHHS TIPOYKTUBHOCTI HASBHUX BY3bKHX
MICIIb, TAKUX SIK TIEPEBAHTAXKEHI KOMYTaTOPH
200 MapuIpyTH3aTOpPH, 1 I ONTUMI3aLil
MPOJYKTHBHOCTI MEPEXi.

BIJIOBIJANBHOCTI.
MonitopuHr MoHiTOpHHT IPOAYKTHBHOCTI gogaTkiB (APM) 3ocepemkyeTbes APM nepenbayae 30ip AaHUX i3 PI3HUX KEped,
NPOAYKTHBHOCTI 101aTKIiB Ha MOHITOPMHTY Ta aHaji31 IPOAYKTUBHOCTI KOHKPETHUX BKJIFOYAIOYH JKYPHAIU JJOAATKIB, KypHAIN
(Application Performance Iporpam, 1o NpamioloTh y Mepexi. Bin mependayae MoHITOpHHT 1 | cepBepiB, MepexeBHil Tpadik 1 B3a€MoIi0
Monitoring) (APM) aHaJIi3 TOKa3HUKIB MIPOAYKTUBHOCTI J10/IaTKIB, TAKHX K Yac KOPHUCTYBadiB, 1100 3a0e3meunTH HiticHe

BiJryK, 3aTpUMKa, POITYCKHA 3JaTHICTh 1 4aCTOTA MOMUIIOK, 11100
BUSIBUTH NPOOJIEMH, TTOB’sI3aHi 3 MPOAYKTUBHICTIO JOIATKIB,
JIOCTYITHICTIO Ta B3a€EMOJIEIO 3 KOPHCTYBAYEM.

YSBIICHHS PO MPOAYKTUBHICTD JOJATKIB.

TpanuuiiiHuil MOHITOPUHT TOAATKIB MOXKHA PO3IUIMTH Ha JBa Pi3HI THUIH JUIsS BCiX HaMIpIB 1 misiei:

APM, 30cepemkeHnii Ha 3araJbHOMY CTaHi mporpamu, i posmupenuit APM, sikuii 3abe3neuye

LIMPOKI TTOKa3HUKH TPALE3IaTHOCTI IIPOrpaMH ax JI0 piBHA Koay. X04a MPOMHUCIOBICTh O(iliiiHO HE

PO3pi3HSE i MiAXOIU, KOPUCHO 3HATH PI3HUIIIO.

1. APM, opieHTOBaHMii Ha 3arajbHUii CTaH JoAaTKiB. bBinburicte mporpam CboroHi
HPOTIOHYIOTH Pi3Hi MOKa3HUKH NPOIYKTHBHOCTI, IK-0T Microsoft, sika npononye po3mmpeHuit
inrepdeiic API nst koxxHOro npoaykry. APl HanaroTs JaHi Ipo Npare3 aTHICTh JOJATKIB, IO
JI03BOJIsIE BUMIPIOBATH IIPOYKTHBHICTh 10AATKIB. OCKIIBKY METPUKH IOCTYIHI yepes rest API,
MOJKHA 3aIIUTYBATH i JaHI TaK caMo, SIK BU 3alMTYBAIN O CTAHIAPTHI MEPEXEBi HaHi, Taki sK
SNMP . Konu nporpama Hajae JaHi, BH MOXETE PO3MICTHTH iX Ha iH(pOpMAIifHUX MaHeIsX,
miarpamax, BipKeTax, 10O pO3MOBICTH icTopito mpo 1 edekTuBHiCTb. Sk mpaBmIIo,
noctayanbHUKd APM, npornoHyBaTUMyTh A0JIOHU AONATKIB i3 iHGOpPMAIiiHUMU TTaHEISIMH,
JI03BOJISIIOYM  KOPUCTYBauaM BCTaHOBJIIOBATH wIabiaoHM 3 Oi0miorekw, BuOupatH, 110
KOHTPOJIIOBATH, i IPOCTO YEKaTH, MOKH iHCTpyMeHT 30epe aaHi 3 API mist oOpaHoro npoaykry.
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2. Posmmpennii APM. Lleii TN MOHITOPUHTY IPOIYKTHBHOCTI 3aCTOCYHKY BUKOPUCTOBYE PO3LIMPEHHIA, BUYEPITHUH 1 CKIaHIIIMH MiAXiT 10
BH3HAYCHHS MPALIE3/IATHOCTI 3aCTOCYHKY @)K 10 KOMIIOHEHTA 3aCTOCYHKY Ta KOAY, 3 IKOT0 BiH CKnajgaeThest. Haituacrime kopucryBayamu
nepenoBux pimeHs APM e kommaHii, 110 3aiiMaroThest pO3POOKOO MPOrpaMHOTo 3a0e3Me4YeHHs, SKMM HEe0OXiJHO MOCTIHHO CTEXHUTH 3a
CIPABHICTIO CBOTO KOJY.

MoHITOPHHI MepeskeBHX SNMP nosBomste IT-koMaHngaM KOHTPOIIOBATU HPOAYKTHBHICTD 1 Ipuctpoi 3 yBimkaeHHssM SNMP moxHa

npucrtpois SNMP CTaH MEPEeKEBUX MPHUCTPOIB/00NaJHAHHS. HaJIalITYBaTH JUls 3B’ 3Ky 3 cepepoM SNMP,

(Simple Network AKMH BiMOBiZaTHMeE 32 30ip LWIHHKUX JaHUX PO

Management Hpale3JaTHICTh i BUKOPUCTAHHS PECypCiB

Protocol) SNMP. MEPEKEBOI0 IPUCTPOIO.

MamnHHe HABYAHHS Ta BukopucTaHHS alrOpUTMiB MAIlIMHHOTO HABYaHHS Ta IITY4YHOTO BukopucTaHHS alropUTMiB MAITHHHOTO

IITYYHHI iHTeJIeKT IHTEJIEKTY JUISl aBTOMaTH30BAHOTO aHAJi3y MEpeKeBHX JaHuX. Lle | HaBYaHHA [T aBTOMATH30BaHOTO BHSBICHHS

(Machine Learning and MOXe BKJIFOYATH BUSABJICHHS aHOMaii, kiacugikarito Tpadiky Ta | aHoMaiil y Mepeki Ha OCHOBI iCTOPHUHUX

Artificial Intelligence). nependaveHHS MOIiil B Mepexi. JTAaHUX Ta MATEPHIB MOBEAIHKH.

Merozu MOHITOPHHTY MEPEXi MU PO3IIISHYIIH, TIEPEXOANMO 10

Tunu iHCTPYMEHTIB MOHITOPHHIY Mepe:ki

JI71s MOHITOPHHTY Mepexi BUKOPUCTOBYIOTHCS PI3HOMAHITHI IHCTPYMEHTH U1l MOHITOPUHTY W aHANi3y MEpeXeBOro Tpadiky, BUSIBICHHS BY3bKHX MiCIb i
YCYHEHHS 1polJieM.

OpHuM 13 HalBaXKIIMBIIINX ACTIEKTiB MOHITOPHHTY IPOAYKTHBHOCTI MEpeXi € BHKOPHCTaHHS CIeIiali30BaHUX IHCTPYMEHTIB, IIpU3HAUCHUX IS 300py Ta
aHaJi3y MEpeXEBUX JaHHX Y PESKUMI PEaTbHOTrO 4Yacy, OCKUJIBKA B HE MOXKETE CTeXKHTH 3a BCiM camocTiiiHO. Li iHCTpyMeHTH MaroTh O6arato ¢opM i
BUKOPHCTOBYIOTBCSI MEPEKEBHMH aMiHICTpaTOpaMu, imkeHepamu Ta IT-daxiBusmMu a1t MOHITOPHHTY CTaHY MEpexi , yCyHEHHsS IpoOeM i onTuMizarii
MPOJYKTHBHOCTI.

3 pi3HUX THUIIB iHCTPYMEHTIB MOHITOPUHTY Mepexi , sIKi 3a3BHYail BUKOPHCTOBYIOTHCSI B Cy4acCHUX Mepexax BUAULIIOTH KiJIbKa KJIAaciB iHCTPYMEHTIB.
PosrisiHeMo iX feranbHinre.

> lHCTQ!MeHTl/l IMaCMBHOI0 MOHiTOQl/lHl'! Mepemi

[HCTpyMEHTH TaCHBHOTO MOHITOPHHTY Mepexi 30MpaloTh i aHaTi3yIOTh JaHi PO MepexeBHil Tpadik mix gac Horo npoxXomKeHHs Yepe3 Mepexy.

Ha BinmiHy BijJf IHCTpYMEHTIB aKTUBHOT'O MOHITOPHHTY, SIKi TeHEPYIOTh CHHTETUYHHH TpadiK, iIHCTPYMEHTH TACHBHOTO MOHITOPHHTY (DiKCYIOTh i aHAI3YIOTh
Tpadik, KU y)Ke IPOXOJUTh YEPE3 MEPEKY.
[HCTpyMEHTH NaCHBHOIO MOHITOPHUHIY MEpeXi 3a3BHYAil BHUKOPHCTOBYIOTHCS Ul 3aXOIUICHHS MeEpexeBoro Tpadiky, BHUMIPIOBAHHS MOKa3HUKIB
NPOAYKTHBHOCTI Mepexi Ta 3a0e3redeHHs] BUIUMOCTI MOJIeNiel BUKOPHCTAHHS MEPEeKi .
IHCTpyMEHTH TaCHBHOTO MOHITOPHHTY MEpEXi 3a3BHYail BKIIOYAIOTh!
v' 30ip i anaai3 peaabHoro tpagiky KopucTyBauis.
v AHaJi3 3aroJioBKiB IIaKeTiB.
v\ AHaji3 KOPMCHOr0 HABAHTAKEHHS! /Ul BUMIDIOBAHHS TOKA3HHUKIB MPOJYKTHBHOCTI MEPEXi, TAKMX SK 3aTPMMKA, TPEMTIHHA Ta MPOIMYCKHA
37aTHICTb.
v\ 3abe3neveHHs JETaIbHOI BUAMMOCTI AGJIOHIB MepekeBoro Tpadiky, ski MOXKHa BUKOPUCTOBYBATH JUISl BA3HAYEHHS TEHACHIIH, yCYHEHHS
mpo0iIeM i MOHITOPUHTY IPOAYKTHBHOCTI TOAATKIB.
v' BusiBIIEHHsI IPOrpaM, siki NOTPeGyI0Th BEJIMKOI NPOIYCKHOI 31aTHOCTI.
v\ Amuani3 mogedeii Tpagiky
v/ Bu3HAYeHHS TOUOK NMEePEeBAHTAKEHHN MEPEXKi a00 3aralbHOrO MEPEBAHTAKEHHS MEPEXKI .
IepeBarn NacCHBHOT0 MOHITOPHHTY
v" He cTBOpIOE TOAATKOBOTO HABAHTAKEHHS HA MEPEXKEBI IPUCTPOI.
v' Tlpoctuil y HaamTyBaHHi Ta MiATPUMIL.
v TliaXOmHTh i MOHITOPHHIY BEIMKHX MEPEK.

IHCTpyMEHTH MAcHBHOTO MOHITOPHHTY NPOTYKTHBHOCTI MEpeXi MaloTh KiIbKa HEMOMIKiB, TOMY IX BCe YaCTillle 3aMiHIOIOTh PIICHHAMH JUIS aKTUBHOTO
MOHITOpHHTY. Ochb J1esIKi 3 He10J1iKiB:

v' HesaarnicTs renepysat Tpadik. Bonn MoxyTh GyTH HE B 3M031 BU3HAYUTH NPOOIEMH, AKi IPUCYTHI JIMIIE B [IEPiOAN iHTEHCUBHOTO Tpadiky.

v’ O6mexennii ofesr anamisy. OCKiIbKM BOHHM MOXYTh aHani3yBaTu Jmuie 3adikcoBanuil Tpadik, Il MO)Ke HE HaJaTH MOBHOI KApTHHU
MPOAYKTHBHOCTI MEPEXI.

v' PecypcoBuTpaTHi. BUMaraoth 3HaYHHX PECYPCIB JUIsl 3aXOIUIEHHs Ta 30epiraHHs Mepex)eBoro Tpadiky, o MoXKe MPU3BECTH [0 MPOOIIEM i3
MPOAYKTHBHICTIO B KOHTPOJIbOBaHii Mepexi.

v' Tlorenuiiini npoGiaemu 3 koudinenuiiinicrio. OCKiIbKM BOHH 3aXOIUIIOIOTH YBECh MepexeBHH Tpadik, BKIHOYAOUM KOH(IAEHIIHHY
iHpopMaLito, TaKy K napoli Ta KoHGiaeHuiiHi qani. [{e Moke BUKIMKATH NpoOIeMH 3 KOH(IIEHIIHHICTIO, SKIIO OTPUMaHI JaHi He 3aXHUIIeH]
HAJICKHUM YHHOM.

v' Cxuaaanicts. CKIaJHO BUKOPUCTOBYBATH, 60 JUIS iHTEPIPETALlii 3i0paHNX JaHNX MOTPiGEH BUCOKUH PiBEHb TEXHIYHOT €KCTIEPTH3H.

»  IHCTpYMEHTH aKTHBHOI'O MOHITOPUHIY Mepe:Ki

IHCTpYMEHTH aKTMBHOTO MOHITOPHHI'Y MEPEXi BiJICTEKYIOTh MPOTYKTHUBHICTh MEPEXKi, HAJICWIAIOYN MAKETH JaHUX Yepe3 MEpexy s iMiTtawil Tpadiky
KOpHCTYBaua Ta TECTYBaHHS NMPOTYKTHBHOCTI MEpPEXi.

L1i iHCTpyMEeHTH BUKOPHCTOBYIOTHCS Il aKTHBHOIO MOHITOPHHTY Ta BHMIPIOBaHHS NPOIYKTHBHOCTI MEPEXi, BUSBICHHS NPOOJIEM Y PEKHMI pealbHOro
Yacy Ta CTBOPCHHS CIOBILeHb, KOJIH NPOAYKTUBHICTh MEPEeXKi NaJja€ HIKYE NPUHHATHOIO PiBHS.
[HCTpyMEHTH aKTHBHOI'O MOHITOPHHTY MEpPEXi 3a3BHYail BKIIOYAIOTh!
v' Po3ropTaHHsi areHTiB MOHITOPUHIY a0 30H/IB y KIIOYOBUX MICIAX MEPEXK Il HACKPI3HOTO MOHITOPHHTY.
v' ArenTH 200 30HIM Ge3NepPePBHO HACHIAKTH CHHTETHYHI MAKETH JaHUX Yepe3 MepPesKy Ul BUMiPIOBAHHS 3aTPUMKH MEPEKi, IPOMYCKHOI
30aTHOCTI Ta BTPATH MAKETIB.
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v' JI03BOJSIIOTH MEPEKEBUM aIMIHICTpaTOpaM iMiTYBaTH MOBEAIHKY KOPHCTYBAYiB i IepeBipsTH, K MEpeka pearye 3a pi3HHX HABAHTAXKEHb i
YMOB.

IHCTpYMEHTH aKTUBHOTO MOHITOPHHTY MEPEXi TAKOXK BCE YACTIIlE 3aMIiHIOIOTh CTapi PilICHHS TACHBHOIO MOHITOPHUHTY 3 PI3HUX MPUYUH, TAKHUX IK:

v' TlpoakTuBHHUii MoHiTOpUHT. IMiTyI0OTh Tpa)ik KOpPHUCTYBauiB i MOCTIHHO BiJICTEKYIOTH MEPEKY HA NMPEAMET MOTEHIUIMHHMX NpoGieM, Mo
no3Bosie IT-koMaHIaM BUSIBIATH Ta BUPILTYBaTH IPOOIEMH 10 TOTO, SIK BOHH BIUTHHYTh Ha KiHIIEBHX KOPHCTYBAUiB.

v/ Hemae 3aXOIUIeHHs MAKeTiB. [HCTPYMEHTH aKTHBHOTO MOHITOPHHIY He (iKcyioTh Tpadik peasbHOro KOpHCTyBava, IO O3HAYAE, 0 HEMAE
npo6ieM i3 KOH(IIEHIIHHICTIO JAHUX PeaJbHOro KoprcTyBada. Lle Takoxk o3Havae, 0 BOHH MOXKYTh KOHTPOJIIOBATH IIPOJYKTUBHICT HAaBITh Y
nepioju HU3BKOTo Tpadiky.

v" Touni BUMipHOBaHHS. AKTUBHI IHCTPYMEHTH MOXYTh 3a0€3[EYMTH TOYHI BMMIPIOBAHHS MOKA3HUKIB MPOJYKTUBHOCTI MEPEXi, TAKUX SK
3aTPUMKa, BUKOPUCTAHHS TIPOIYCKHOI 37]aTHOCTI Ta BTPATH MAKETiB, OCKUILKH BOHH I'€HEPYIOTh BIACHHI TpadiK 1 BUMIPIOIOTH BiIOBIIb.

v' TloBHa BHAMMICTb. MOXYTh KOHTPOIIOBATH BCi KOMIIOHEHTH MEDEXi, BKIIOUAIOUH CEPBEPH, KOMYTATOPH, MAapIIPYTH3ATOPH Ta MPOTPAMH,
Hanaroun IT-koMaHaM OBHY BUAMMICTh MPOJYKTHBHOCTI BCi€i Mepexi.

v' Tuyukicrb. MOXHa HaJAIITYBATH BIANOBIAHO 0 KOHKPETHUX MOTPE0 MOHITOPHHIY Ta PO3TOPTATH B Pi3HUX MICLSAX, BKJIKOYAIOUH XMapy,
JIOKaJIbHI Ta BijyiaseHi Micus.

v' MacmragoBaticrb. MOXyTh MaciutabyBaTucs JUIsi MOHITOPHHIY BEJMKUX 1 CKIQIHHX MEPEXK i3 KiJIbKOMa pO3TallyBaHHAMH, IO POOUTH iX
ileabHUMH IS OpTaHi3aliii KOPIIOpaTUBHOTO PiBHSL.

Hepnosikyu aKTHBHOI'0 MOHITOPUHTY:

v' MoKe CTBOPIOBATH JJOJIATKOBE HABAHTAKEHHS HA MEPEXKEB] IIPUCTPO.

v' Moxe 6yTH CKJIaJHMM HANAIITYBaTH Ta I ATPUMYyBaTH.

v' Moxe He MIXOAUTH [l MOHITOPHHTY BEIMKHX MEPEXK.

Haii6ipIn nommupeHi NpUKIaay aKTHBHUX IHCTPYMEHTIB MOHITOpPUHTY Mepexki Bam 3Haiiomi. Ile Ping, Traceroute. Bonn € BOyjoBaHHME iHCTpYMEHTaMH,
JIOCTYIIHUMH B OLIBIIOCTI OHepamiifHUX CHCTEM Ta CHCTEM MOHITOPHHTY. ICHYIOTH ONBII NMPOCYHYTI KOMEpLiiiHi IHCTPYMEHTH, IO BiICTEXYIOThH
MPOAYKTHBHICT MEPEXi 3a JIOIIOMOr'OI0 areHTiB MOHITOPHHTY, sIKi HagcwiaioTs cunteTnaHuid TCP/UDP-Tpadik 3 HeBHOIO NepioANYHICTIO MK XOCTaMH-
areHTaMH yepe3 KIFUOBI MiCIis MEpexi

»  3aco6u MoniTopuHrY Mepexi Ha ocnoBi SNMP
InctpymenTn MoHiTOpHHTY Mepesxxi Ha ocHOBI SNMP BHKOPHCTOBYIOT IPOCTHIA IPOTOKOJ KepyBaHHS Mepexeto (SNMP) 1t MOHITOpHHTY Ta Kep yBaHHS
MEPEKEBUMH IPHUCTPOSMH .

SNMP — 11e npOTOKOII, SIKHiI BUKOPUCTOBYETHCS JUTsS KEPYBAHHS MEPEKEBHMH MPUCTPOSMH Ta JO3BOJSIE BiJCTEXKYBATH Ta KOHTPOIIOBATH MEPEKEBi
npuctpoi. [HCTpyMeHTH MOHITOpHHTY Mepexi Ha ocHOBi SNMP MoskyTh 30MpaTH iH(pOpMallito Ipo MepexeBi NMPUCTPO, AK-0T Bukopuctanus LT, mam’sTi,
CTaTHCTUKY TpadiKy Ta iHIIi MapamMeTpH.

IHCTpYMeHTH MOHITOPUHTY Ha 0cHOBI SNMP MOXyTh OyTH SIK aKTHBHHUMH, TaK i TACHBHUMH, 1 iX MO)XHA BUKOPHCTOBYBATH /ISl MOHITOPHHI'Y JAPOTOBHX i
0€3pOTOBUX MEPEX.

»  IHCTpYMeHTH MOHITOPHHIY NPOAYKTHBHOCTI foaaTkiB (APM).

IHCTpyMEeHTH MOHITOPHHTY HMPORYKTHBHOCTI JomaTkiB - Application Performance Monitoring (APM) — 1e mporpamu, IMpU3HAdYeHi Ui MOHITOPHHTY
MIPOAYKTHBHOCTI Ta JOCTYHMHOCTI IIPOTpaM Yy PEKHMi pealbHOro Jacy.

Inctpymentt APM BHKOPHCTOBYIOTBCS JUISL BHSBICHHS, JiarHOCTHUKM Ta BHPIIICHHS HPOOJIEM HPOAYKTHBHOCTI, SKi BIUIMBAIOTh HAa NMPOMYKTUBHICTH
TPOrPaMy Ta B3aEMOJIIO 3 KOPUCTYBAUEM.

Tnctpymentn APM 3a0e3medyroTh BHAMMICTH YChOTO CTEKY JONATKIB, BKIIOYAKOYM KOJ JOJATKIB, BeO-cepBepH, 0a3u NaHMX Ta iHIII KOMIIOHEHTH
iH}pacTpykTypH, 30Hparoun pi3HOMAHITHI HMOKAa3HWKY, ITOB’S3aHi 3 NPOAYKTHBHICTIO JOAATKIB, HANpPHKIAJ Yac BIINOBiAl, IPOIyCKHY CIIPOMOXKHICTB,
Y4acTOTY HOMUJIOK | BUKOPHUCTAHHS PECYpCiB, 11100 HAJIATH PO3YMiHHSI IIOBEIHKU JO/IATKIB 1 ONTHMI3alil MPOAYKTHBHOCTI. BOHU TaKOX MarOTh Taki QyHKIIII,
SIK 31CTaBJICHHS JI0JJATKIB, BIICTEKEHHS TPAH3aKIIH 1 llarHOCTUKA Ha PiBHI KOAY, 1100 JOMOMOI'TH BUSBHTH Ta JIarHOCTYBATH NMPOOJIEMU POAYKTUBHOCTI.

»  IHCTpYMEHTH MOHITOPHHIY POOOTH KiHIEBOr0 KOPHCTYBaYa

IHCTpYyMEHTH MOHITOPHMHTY B3aeMOIT 3 KiHIIeBUM KopucTyBadeM - End-User Experience Monitoring Tools (EUEM) npu3HaveHi Uis BiICTEXEHHS 1OCBiAY
po0OTH KIHLIEBUX KOPUCTYBAYIB ITi/l YaC BUKOPUCTAHHSA HUMHU NPOrpaMu abo AOCTYITy 10 BeO-CaTy .

Bonn 3a0e3nedyloTh BHIMMICTB TOTO, SIK IPOTPaMU Ta CIIy)KOHM NPamIoIOTh IS KiHICBUX KOPHCTYBAdiB, HE3aJIGXKHO Bill TOrO, 3BIJIKM BOHH JO HHUX
3BEpPTAIOTHCS, 1 MOXKYTh JOIOMOITU BUSBUTH Ta YCYHYTH IPOOJIEMH, IIOB’SI3aHi 3 IPOTYKTUBHICTIO MEPEXi.

Iuctpymentn EUEM 36mpaioTs qaHi mpo pi3HOMAHITHI MOKa3HUKK B3a€MOIi 3 KOPHCTYBaueM, BKIIOYAIOYH YaC 3aBaHTAXKCHHS CTOPIHKH, Yac BiMOBiAl Ta
YacTOTY MOMIJIOK, cepen immoro. [eski incrpymentn EUEM Tako MpOMOHYIOTH MOXJIHMBICTH iMITYBaTH B3a€MOJII0 KOPHUCTYBada 3 JONATKAMH, II0

no3Boisie IT-koMaHIaM BUSBIISATH MOTEHLIIHI Mpo6iemMu, Hepil HiXk BOHU BIUTMHYTh Ha KiHLEBUX KOPHCTYBaUiB.

»  CHHTeTHYHi 32c00H MOHITOPHHIY NPOAYKTHBHOCTI MepeKi

[HCTpYMEHTH CHHTETHYHOTO MOHITOPHHTY IMPOAYKTHBHOCTI Mepexi MpH3HAYeHi Ul iMiTalii MOBEOIHKM KOPHCTYBaua B MEPEXi IS BUMIPIOBaHHS
MPOAYKTHBHOCTI Mepexi. Lli IHCTpYMEHTH TIeHEepyIOTh CHHTCTHYHHH Tpadik, sSKUil HAaICHUIA€ThCS 4Yepe3 MEpPexy, 1 BHMIPIOIOTh DPi3HI MOKa3HUKU
MPOAYKTHBHOCTI, TaKi sk 3aTPUMKa, BTPATA NAKETIB 1 TPEMTIHHSL.

IHCTPYMEHTH CHHTETHYHOIO MOHITOPHUHTY BUKOPUCTOBYIOTBCS JUIsl TECTYBAaHHs NPOAYKTHBHOCT] HOBOI MepeKeBoi iHPPaCTPyKTypH, a TAKOXK B UABJICHHS Ta
JIarHOCTUKHM TpoOJieM y iCHYyI0Uiil MepexeBiil iHppacTpykTypi. BoHH Takok MOXKYTh OYTH BUKOPUCTAHI ISl MOZETIOBaHHS PeabHUX CLCHAPIiB, TAKUX SIK
BEJIMKE HABAHTaXKCHHs KOPUCTYBauiB abo IEeBHI TUIIH MepexeBoro Tpadiky, mod nepeBipuTH MPOTYKTHBHICTh MEPEXi 3a Pi3HUX yMOB.

[HCTpYMEHTH aKTHBHOIO MOHITOPUHTY MIPOAYKTUBHOCTI MEPEXi 4aCTO TAKOXK € CHHTETUYHUMH {HCTPYMEHTAMH MOHITOPHHTY.
3arajJoM CHHTETHYHI IHCTPYMEHTH MOHITOPUHTY IPOJYKTHBHOCTI MEpEeKi 3a0e3MeyyloTh CHoci0 MPOAKTHBHOIO MOHITOPMHTY Ta TECTYBaHHS

MPOAYKTHBHOCTI MEpexi /Uit 3a0e3MeYeHHs OMTUMAIIBHOI pOOOTH Mepexi.

»  IHcTpyMeHTH aHAJ3aTOpa MepesKeBUX MAKETIB
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AHani3aTopyu MEpeKeBHX MAKETIB, TAKOXK BiJJOMI 5K aHAJII3aTOPH MAKETIB, aHAJI3aTOPH MPOTOKONIB a00 MEpEeXeBi aHai3aTopH, 30MpalOTh 1 aHAI3YIOTh
MaKeTH JaHUX, HaJICJIaHl Ta OTPUMaHI Yepe3 MepexKy.

THCTpYMEHT [103BOJISIE MEPEXKEBUM aJIMiHICTpaTOpaM i (axiBLsM i3 Oe3eKu HepeBipATH MepexeBUil Tpadik, BU3HAYATH JDKEPEIIO i NMpU3HAYCHHS NTAKETIB,
a TaKOX aHaJII3yBaTH BMICT [IAKETIB, 0O yCYHYTH IPOOIEMH 3 MEPEeXKEI0, ONTUMI3yBaTH NPOXYKTHBHICTh MEPEXi, a TAKOXK BUSBUTH i 3a1100irT 3arpo3am
Oe3IeK.

AHaITi3aTOpH MaKeTiB MOKHAa BHKOPHCTOBYBAaTH B IPOTOBHX 1 OE3APOTOBHX MEpEeXax, i BOHU MIATPHMYIOTh PI3HOMAHITHI MEpEeXeBi MPOTOKOIH Ta
inTepdeiicy, Taki sk Ethernet, Wi-Fi, TCP/IP i HTTP.

»  IHCTpYMeHTH MOHITOPMHIY Mepe:Ki Ha OCHOBi IOTOKY

[HCTpyMEHTH MOHITOPHHTY MEpEeXi Ha OCHOBI MOTOKY 30HMpaloTh iH(bOpMaLiio mpo MepexeBuil Tpadik, aHamizyroun JaHi moToky. Jlani motoky — e
MeTa/iaHi, sIKi ONUCYIOTh XapaKTepUCTHKH MepexeBoro Tpadiky, Hanpuknan IP-aapecu mKepena Ta npu3HaveHHsI, HOMEPH MOPTIB 1 00CAT MepeaaHuX JaHHX.

Mu BKe BUBYAIM OCHOBM BUKOpUCTaHHs npoTokoiiB NetFlow ta sFlow y MepexeBoMy MOHITOPHUHTY Ta IaM’SITA€EMO, 1110 MOHITOPHHI' Ha OCHOBI ITOTOKY
BHUKOPUCTOBYETHCS JUISl BUSHAUCHHS THUIIB TpagiKy, sIKHH IPOXOAUTH MEPEXKEIO, a TAKOXK KiHIIEBUX TOYOK, IKi TEHEPYIOTh i OTPUMYIOTh Tpadik.

»  XMapHi iHCTPYMeHTH MOHITOPUHIY Mepeski
XMapHi IHCTpPYMEHTH MOHITOPHHTY MEpPEXi JO3BOJSIOTH KOHTPOJIIOBATH MPONYKTHBHICTE MEpeXi 3 BijlaieHoro Mmicus . BoHu po3mimieHi B xmapi ta
BHUKOPHCTOBYIOTb MEPEXKY CEpBepiB 11 300py Ta aHali3y JaHUX PO MepexeBuil Tpadik, NPOJYKTHBHICT MPOTPaM Ta iHIII BiJIIOBITHI TOKa3HHUKH.

JlocTym J10 XMapHUX iHCTPYMEHTIB MOHITOPHHTY MEpeXi MOXKHa OTpUMATH uepe3 BeO-iHTepdeiic, mo nonermye IT-axiBusM MOHITOPHHT HPOLYKTHBHOCTI
cBOET Mepexi 3 Oy/Ib-sIKOT0 MICI, JIe € MiKIFoYeHHs 10 [HTepHeTy. BoHM Takox 4acTo 3acHOBaHI Ha MiNUCI Ta MOXYTh HPOIOHYBATH TaKi (yHKII, 5K
MOHITOPHHT y peajlbHOMY 4Yaci, CIIOBIIIIEHH Ta 3BiTyBaHHs. BOHM TakoXk MOXYTb JIETKO MacIITaOyBaTHCS [T MEPEXK, 10 POCTYTh, 3aMPOIOH yBaTH BUCOKY
JIOCTYIHICTb 1 HaJiHHICTh 1 JOMOMOTTH OpraHi3alisM 3MEHIIUTH BUTpaTH Ha IT-iH(ppacTpykTypy, ycyBatoun HEOOXiIHICTh KyIMyBaTH Ta 0OCIyroByBaTH
o0JiaIHaHHS Ta IpOrpaMHe 3a0e3MeUeHHs Ha MicIli.

> IncrpymenT MoniTopuHry npoaykrusHocti Wi-Fi

THCTpYMEHTH MOHITOPUHTY MpoxyKTUBHOCTI Wi-Fi BiiCTeXyIOTh 1 aHani3yloTh NpOAyKTHBHICTH Mepexk Wi-Fi . Bonu 30uparoTh 1 aHamizyloTh HaHi 3
npuctpoiB Wi-Fi i To4ok goctymy, Hafawo4du iHpopMaliro Ipo pi3Hi MOKa3HUKH MPOayKTHBHOCTI Wi-Fi, Taki sIK IOTY>KHiCTh CUTHAITY, IPOITYCKHA 3J]aTHICTh,
3aTpUMKa Ta BTPATa MaKETiB.

IHCTpYMEHTH MOHiTOpHHTY NpoaykTHBHOCTI Wi-Fi lomomMaraiTs BUABUTH Ta YCYHYTH Ipobiiemu 3 npoaykTuBHicTio Wi-Fi, onTiumisyBaTi po6oTy Mepesxi
Wi-Fi Ta 3a6e3nieqnTn BUCOKY sIKicTh HajaHHs nocyr Wi-Fi KiHIleBEM KopuCTyBadaMm.

BukopucTaHHs iHCTPYMEHTIB Bi3vaJi3auii faHux Jus cTBopenHs rpadikis, Aiarpam Ta 3BiTiB.

I'padiune BinoOpaxkeHHs iH(pOpMAaLii JomoMarae JOHECTH IOTPiOHY JYMKY, MiAKPIMHTH chOpMyIbOBaHHH BHCHOBOK a00 ITiIKPECITUTH aKIEHT
OpHa 3 TPYIHOLLIB, SIKa ICTOTHO CHOBUILHIOE Ta YCKJIA/IHIOE CHPUUHSATTS 3BITIB Ta aHANITHYHY pOOOTY, MOJATaE B Mi100pI MPABUIIBHOTO THUITY AiarpaMH.
HesipHuii ii BuOip MOKe BUKIMKATH IUTyTAHHHY B TOJIOBI Y KOPUCTYBada, a00 CHCTEMHOrO aJMiHiCTpaTopa, Y MPHU3BECTH 10 IIOMHIKOBOI iHTepHpeTanil
JIaHUX.
o6 cTBOpUTH niarpamy, sika HOSCHIOE Ta AEMOHCTPYE TOYHY aHAJITHUKY, CIIOYAaTKy MOTPiOHO 3pO3YMITH NPHYMHH, 4Yepe3 sSKi B3araiai BOHA MOXE
3HanoOuTHCs. PO3risHeMO I'STh TMIOBHX NHUTaHb, 10 BUHUKAIOTH NPHM BHOOpI Ty Aiarpamu. IToTiM MM JaMo OIVIsI OCHOBHHMX BH[IB Aiarpam, IO
BUKOPHCTOBYIOTHCSI IS BiOOPaXKEHHS PE3yIbTAaTiB MOHITOPHHTY.
. 5 nuTaHb, AKi NoTPidHO 3a7aTH c00i Npu BHOOPI Kiarpamu
1.  Bam nompiono nopieniogamu ¢enuuunu?
I'padixu ixeanbHO MiAXOMATh IIsl MOPIBHSHHS OXHOr0 a00 IeKiIbKoX HaOOpiB BEIMYHH, i BOHH MOXYTb JIETKO BiJ0OpaXkaTH caMi HU3bKi i BUCOKI
MOKa3HUKHU. [IJ1s1 CTBOPEHHS MOPIBHSUIBHOI JiarpaMy BUKOPUCTOBYITE HACTYIIHI TUIIM: TICTOrpaMa, KpyroBa Jiarpama, TO4KOBa Jiarpama, IKana
31 3HAUCHHAMH.

2. Bu xoueme nokazamu cmpykmypy 4020cb?
Hampuknan, Bu xouere orpuMaTu norounuit cran CPU3 npuB’s3K00 10 TUIIB XOCTIiB, a00 3arajbHuii 00csar iHTepHeT Tpadiky, po30uTHii Ha
JIHKH Bifl pi3HHX mpoBaiiiepi. 1106 moka3aT cTpyKTypy, BAKOPHCTOBYITE HACTYIIHI liarpaMu: Kpyrosa Jaiarpama, ricrorpama 3 HakOIH4eHHsIM,
BEPTHKAJIBHUI CTEK, 00JIacHa Jiarpama, aiarpamMma-BomoCHa.

3. Buxoueme 3po3ymimu, aKk po3nodinawomuoca 0ani?
Tabmuui 3 po3MoIijIoM I0IOMAraloTh 3pO3yMITH OCHOBHI TEHICHIII] 1 BiA3HAYMTH, 110 BUXOAUTH 32 paMKH. 151 BiToOpakeHHsI pO3MOALTy
JTaHUX BUKOPHCTOBYIITE 11l AiarpaMu: TOYKOBA Jiarpama, JiHilHa aiarpama, ricrorpama.

4.  Bu 3ayixaeneni ¢ ananizi menoenyiii y neenomy naoopi oanux?
SIKiro B XO4eTe Ji3HATHCS OLIBIIE PO Te, K JaHi IOBOIATHCS MPOTATOM KOHKPETHOTO YaCOBOTO IEPiOAY, € THIH Aiarpam, siki ayxe 1o0pe e
BiJJoOpaxaroTh. Bam 3Han00sThCS: JTiHINHA Aiarpama, mo/BiiiHa Bich (CTOBIEL i JIiHis), ricTorpama.

5. Xoueme Kkpawe 3po3ymimu 63a€mM036'a30K MiXc 6CMAHO6NEHUMU 3HAYEHHAMU?
B3zaemonos's3aHi rpadiky miAXoasTh AT TOrO, 00 MOKA3aTH, K OHA 3MiHHA BITHOCHTBCS 10 1HIIOT a00 eKiTbKOX pi3HUX 3MiHHUX. Lle
MOJ)KHA BUKOPYCTOBYBATH, {00 II0OKAa3aTH IIO3UTHBHHMIA, HEraTUBHUI a00 HyJIbOBHUII BIUINB Ha iHIIy nudpy. BukopucroByiite mis nporo Taki
JliarpamMu: TOYKOBa Jiiarpama, Oyns0arkoBa giarpama, JiHiiiHa niarpama.

PosristHemo Tumy rpadikiB Ta Jiarpam, sKi BUKOPHCTOBYIOTBCS JUIS Bi3yani3allii JaHMX y MepeKeBOMY MOHITOpPUHTY. Bisyamizamis naHux €
HaJ3BUYAHO BOJKJIMBUM €TAallOM y PO3YMIHHI CTaHy Mepexi, BUSBICHHI aHOMAJIiH, aHami3i Ta IPHUHATTI pimeHs. Ock qeski THIH rpadikiB Ta aiarpam, ki
4aCcTO BUKOPHCTOBYIOTHCS Y MEPEKEBOMY MOHITOPHHTY:
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Yacoi rpadikm: 1li rpadixu NOKa3ylOTh 3MiHY

rmapaMeTpiB Mepexi B 3aJIeKHOCTI Bif dacy. BoHu no3BOISIOTH
BUSIBUTH TCHICHIIII Ta IMKIIYHICTh y MOBEIIHIII MEPEXi, a TAKOXK
BUSBIISITH BUHATKH Ta aHOMAIil, sIKi MOXYTh BUHUKHYTH IPOTSTOM
TIEBHOT'O YaCOBOTO TIEPioy.
A MH mam’sTaeMo, IO MOHITOPUHT Yy PEXHMI PEaIbHOTO 4acy €
KPUTHYHO Ba)KJIMBHM aCIIEKTOM MOHITOpUHTY Mepexi (NM), skuii
CTOCYETBCS MOCTIHHOTO MOHITOPHHT'Y TIOKa3HHUKIB IPOJIYKTHBHOCTI
Mepexi, TAKHX SIK BAKOPUCTAaHHS IIPOITYCKHOI 31aTHOCTI, 3aTPHMKA,
BTpaTa MaKeTiB Ta iHIII KII040Bi mokasHuku edekruBHocti (KPI) y
pexuMi peanpHoro uacy. Lle mosBomse IT-komaHmam 3aBY4acHO
BUSBIISTH TPOOJIEMH 3 MEPEKEIO JI0 TOro, K BOHH BIUIMHYTh Ha
KIiHI[eBUX KOPUCTYBaYiB.

Jliniiini rpadixm: L{i rpadiku BHKOPHCTOBYIOTBCS IS
BiZOOpaXKEHHsSI 3aJIOKHOCTI MDK JBOMa 3MIHHHMHE, TaKHMH SK
LIBUIKICTH Mepeiadi JaHuX, BUTpaTa IPOMYCKHOI 3[aTHOCTI TOWIO.
BoHH 4YacTo BHKOPHUCTOBYIOTHCS [UISi MOHITOPHHTY MPOIYCKHOI

30aTHOCTI Ta LIBUIKOCTI MEPEXKi.

Ticrorpamu: Lle rpadiku, siki HOKa3ylOTh PO3MOALT JaHUX
3a [EeBHUMH Tapamerpamu. Hanpukiaz, ricrorpaMu MOXyTh OyTH
BUKOPHCTaHi JUIs BiOOpa’keHHsI PO3MOALTY BEIMYUHH IAKETiB 3a
IXHBOIO IOBXKHMHOIO, 1110 JIONIOMArae CIiocTepiraTu 3a HOPMaJIbHiCTIO
nporiecy, abo BUSIBUTH He3BUYalHI a00 aHOMAJIbHI 3HAYCHHSL.

2u

IIpuxnaan:
1. Ticrorpama po3noainty po3mipiB maxeriB
2. Ticrorpama po3moainy 3aTpUMKH
3. Ticrorpama Bukopucrauss LI cepepa

Fackat Size Districution

L19%

a2
01518

Packet Sims

[Eap——

Kpyrosi pgiarpamm: BoHHM 4YacTO BHUKOPHUCTOBYIOTBCS IS
BiZOOpaXKEHHS YaCTOK PI3HHX THUIB TAaHUX Y 3arajlbHOMY HaOOpi NaHHX.
Hanpuknan, kpyroa jgiarpama MoOXe IOKa3aTH CIIBBiJHOIICHHS DPi3HUX
MPOTOKOIIIB, 110 BUKOPUCTOBYIOTbCS Y Mepexi. s mporo Tumy aiarpam
HEOOXiTHO PO3yMiTH, 11J0 BOHU HATIIAAHI Ta MPOCTI y PO3YMIHHI TiIBKH NPH
MOPIBHAHO HEBENHKIH KiTbKOCTI INOKa3HHUKIB, ab0 IOPIBHSAHHI SKHXOChH
JOMiHYIOYHX MOKa3HHKIB 3 3aJIMIIKOM KOJIa, 10 MPUIAJIa€e Ha iHIII.

4.  Pozmopain MepexeBoro Tpadiky 3a MpOTOKOIOM
5. Hiarpama posmoainy Tpadiky 3a aapecoro

4

Tenuosi kapTu: Li rpadikn BUKOPHCTOBYIOTBCA I Bi3yauisarii
IHTEHCHBHOCTI ITI€BHOTO TapaMeTpy Ha OCHOBi PO3TAIlyBaHHS Y
npocropi. Hanpukian, TemnoBa kapTa MOXe BinoOpakaTu piBeHb
Tpadiky Ha PI3HHX AUTTHKAX MEPEXi.
1. TemnoBa KapTa JOCTYITHOCTI MEpEXi
2. TemmoBa kapTa, IO HOKAa3ye BHKOPUCTaHHS HaM'STi
cepBepa Ha pi3HHX cepBepax

Active Nodes

[

WS WD w1

TN A0 TR MW WS 10 TR 1810

Jiarpamu I'anta: BoHH BHKOPHCTOBYIOTBCS IS BigOOpaXkeHHs
PpO3KIIaay pi3HUX MMOJiH a00 3aBanb y yaci. Lle Moxke OyTH KOPHCHO
JUISL BIJICT@)KEHHSI BUKOHAHHS TEBHHX MEPEKEBHX MPOEKTIB abo
TEXHIYHHX POOIT.
3. Miarpama I"anTa po3ropTaHHsS HOBOTO MapIIpyTH3aTOpa
4. Jliarpama '’AHTa ycyHEHHS HeCIPaBHOCTEH Mepexi
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Ckareporpamu: Ile rpadiku, mo BimoOpaxkaroTb B3a€EMO3B'SI30K N
MDK TpboMa abo Oinblie 3MiIHHUMH. BOHU T03BOJSIOTH BHSBHUTH
KopeIsLii ab0 3aJIeXHOCTI MK PI3HUMH HapaMeTpaMU Mepexi.

1.  Ckareporpama 3anexxnocti Bukopucranus L{I1 cepBepa Big : g
HaBaHTAKEHHS S E
2. Ckateporpama 3aJeKHOCTI 4acy BiITyKy BeO-caiiTy Big
3aTPUMKH ¥

3. Ckareporpama 3aJ€KHOCTI 3aTPHMKH BiJl IPOITyCKHOT

3[[aTHOCTi °3 5 3 n: p T 1 - F DG 5(‘]0 1u‘m 15‘00 zn-ou 2500 zu-un as.m m‘nn 45‘0(]
5 - . . e Distance (km)
4, CKaTeporpaMa 3aJICKHOCTI BTPATH IMTAKECTIB B IIPOMYCKHOL 2
3ATHOCTI

Measured TCP thruput vs. predicted
10000 . Tor non-zero packet loss

y = 50,624x>4%72
R’ = 0.8494

HLOS 1.3 GHz signal

® NLOS 136Hs]
——Bestine ft

=]
=1
=]

Predicted max TCP
bandwidth in kbps

ohereece Bancwih [MHz]

0o

1 10 100 1000 10000
Measured TCP bandwidth in kbps
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3BnuaifHo He BCi Ii THNH rpadikiB Ta AiarpaM MiITPUMYIOThCS KOXKHHM iHCTpYMEHTOM MOHITOPHHTY, alle el KOPOTKUH ONMUC Ma€e AOMOMOrTd Bam mpu
oOpaHHI TUILY, SKIIO BiH JOCTYIMTHHH.

Po3podka 3BiTiB Ta Jam6opaiB A1 eheKTHBHOI0 MOHITOPUHIY Mepe:Ki..
IIlo Take nambGopa: NPUKJIAIH i CIIOCOOM 32CTOCYBAHHSA
Tepmin «dashboardy 3 aHITIHCHKOI HA YKPATHCHKY MEPEKIagacThes K iHGOpMariiiHa manenb. A 1o CyTi, ZaOOop/ - 1ie MPOrpaMHe PIllIeHHS, [0 A03BOJISE
CTBOPIOBATH, OZICP)KYBATH, aHAIII3yBAaTH JaHi B peaJbHOMY 4aci. BugaHi iHpopManiiHO0 NaHETI0 «pO3yMHI 3BiTH» JOMOMAraloTh BIACHUKY, KEPIBHUKY,
MeHeDKepy PO3yMITH HEBHI TEH/IEHIIT B KOHKPETHOMY CEIMEHTI JisUIbHOCTI Ta KOHTPOIIOBATH MOALL, 10 BiOYBaIOTHCS.

AkTyanpHO: Burpam Biz BUKOpHCTaHHsS B poOOTI HE KJIACHYHOrO 3BiTy, a JAIIOOpAy B TOMY, IO ITI00aIbHI i MPOCTO Ba)KJIMBI NOKa3HUKU HAJIAIOTHCA J10
BUBYEHHS 3p03yMino i HaouHo. IHdopMaliiiHa maHenb iCTOTHO CIPOIIYE CIPUHHATTA KOPUCTYBayeM CKIIAJHHUX i PI3HOCTOPOHHIX Bizomocrteii. Toif, xTo
OTpPHMYE JaHi 3a JOIOMOrOF0 JIAI00p/1a, MOXKE OLIHUTH MOTOYHHUH CTaH CIpaB Ha KOHKPETHUH MOMEHT 4acy 3 MepIIoro Morisiy.

1106 Bam Oymo mpoctimie 3po3yMiTH, 10 Take Aaunibopj, HaBeAEMO Kilbka MPUKIALIB BUKOPHUCTAHHS MOAIGHOro mporpaMHoro pimenHs. Ilpuraayere
TiraHTChKI MOHITOPH 3 XyHOXKHiX (iNbMIB PO r100aibHI KaTacTpodu a0 HAANMOTYXHI BUNpoOyBanHs:A? Ha cTiHi-1ucruiei 3'SBIsI0ThCS 3BE/ICHHS, BaXKIIHBI
MOKAa3HUKU PO YHCENbHICTh, (DaKTHIHE po3TalryBaHHS 1 Tak paii. [ToxibHI MOHITOpH 3 OomepaTHBHOIO iH(QOpMAaMi€Io 3yCTpidaloOThCA HE TUIBKH B KiHO. Y
peanbHOMY XKHUTTI O€371i4 MPUKIIaiB BUKOPUCTAHHS JAIOOp/y s CBOEYACHOTO OTPUMaHHA Ta aHainizy indopmanii. Le:

v\ NYHKTH yHpaBJiHHA KOCMIYHAMH MOJIHOTAMY;

v BiiicbkoBi 6a3y;

v\ JMCIETYEPCHhKi LIEHTPH KOHTPOIIIO HAJl aBianepenboTaMu;

v\ OGpOKepChKi KOHTODPH, 3BIIKM BEIEThCS CIIOCTEPEIKEHHS 32 PYXOM Ha PUHKY BAIIOT i {IHHUX MATIEPiB.

v/ MOHITOpPMHIOBI KiMHATH MpoBaiaepis un aaminictpysanns [10/lis
V cBiTi 6i3Hecy 63 moiGHOro MPOrpaMHOro PillleHHs, SKE B aBTOMAaTHYHOMY PEXHMI 3711 ICHIOE 00pOOKY 110 HAAXOAATH BiIOMOCTEH | BUBOAUTB 1X y BHIIIAI
3pO3YMLINX JiarpaM, CTOBILIB, IpadikiB, obiiitucs cknanHo. Lle oueBuaHO. Ane «irpu 6araTux» - Janeko He eAuHa cepa 3acToCyBaHHS iH(OpMamiifHIX
naHenei. BoHM Haa3BM4ailHO KOPHMCHI HE TUIBKM MDKKOHTMHEHTAIBHUX KOpIopauisM, GpiHaHCOBUM MepexaM, KoHuepHam. [IpauioBaTtu 3 maHuMu 3a
JIOIIOMOT'OI0 TAPHOr'o Ta iHPOPMATHBHOTO AAIOOpaa MOXKe Oy/Ib-XTO.
HaiinpocTinmm npukiagoM Aamodopay, 3p03yMiliuM Oyb-sKiil CydacHiil JTI0/IMHI, € IpUIIaoBa naHelnb aBToMo0itst. Ha Hill BioOpakeHo KijlbKka IaTYHKiB,
SIKi IEMOHCTPYIOTh B 3pO3yMIJIOMY BUIJISIII BaXKJIMBY iH(OpMAIilO - IIBHIKICTh, PIBEHb Macna i 0eH31HY, YMCciI0 00epTiB ABUTYHA, TEMIEPATYPY B CAJIOHI 1
«3a 6opTom». EQexTHBHICTS BUKOPUCTAHHS MAHENI JOCITAETHCS 38 PAXyHOK IPYIyBaHHsI Ta MiHiMi3alii iHpopMarlii, 1o BizoOpaxaeThest B peaibHOMY 4aci.
Jlpyruii mpuKIaz eneMeHTy Jamoopay, ajle BiKe 3 Tally3i MOHITOPHHTY, Iie TaHeN b Ha Ky BUBEICHa KpyroBa jJiarpamMa I’siTH MaKCHMAJIbHUX HaBaHTa)KEHb

Ha IHTepHeT JiHKY, Jie BC1 HaBaHTa)KeHHs1, MEHIII BiJ{ IEBHOTO IIOPOTy BUBEIEHI ONHUM 3Ha4ueHHsM. Ha naneni Oye iume 6 eleMeHTIB, IO JO3BOIUTS JIETKO
CIPUUHATH iHPOpMALIiIO.
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1. Jdam6Gopa MOHITOPMHIY MPOAYKTHBHOCTI cepBepa. Iloka3zye KIIOYOBI MOKa3HMKH HMPOAYKTHBHOCTI cepBepa, Taki sik Bukopucranus LTI,
BUKOPUCTAHHS MaM’sTi, TUCKOBHI BBiI-BHBiJ 1 MepexeBuil Tpadik. Lo iHpopmallito MOXKHa BUKOPUCTOBYBATH JUIsl BUSIBJICHHS HpoOJeM i3
HPOJIKTHBHICTIO CepBepa Ta iX yCYHEHHsI.

2. Jambopx MoOHITOPHMHIY aocTymHocTi Mepeski. Ilokazye HOCTYNMHICTH MepeXeBHX NPUCTPOiB 1 3B’s3kiB. L{io iHdopMmamito MoxHa
BUKOPHCTOBYBATHU I BHSIBIICHHS IIPOOJIEM 13 JTOCTYIHICTIO MEpeXi Ta iX YCYHeHHS.

3. Jdam6opa MoHiTOpHHTY Oe3neku Mepe:ki. [Iokazye akTHBHICTh MepeKeBOi Oe3MEKH, TakKi K CIIPOOU BTOPIHEHHS Ta aTaKM LIKi[UTMBUX TIPOTPaM.
Lo inpopmario MoXKHa BUKOPUCTOBYBATH JUTSl BUSIBJICHHS TA PearyBaHHs Ha 3arpo3u Oe3reri Mepexi.

4.  Jlambopa MOHITOPHHIY MPOAYKTHBHOCTI BeO-caiiTy. Iloka3ye KIFOYOBI IIOKa3HHKH HPOXYKTHBHOCTI BeO-CaliTy, Taki sIK 4ac 3aBaHTAXKEHHS
CTOpIHKH, YacTOTa BiIMOB 1 KiNbKICTh IeperisifiB cropiHok. Ilio iHdopmariio MOXHa BHUKOPHCTOBYBAaTH JUIS BHSBICHHS NpoOIeM i3
MPOJYKTHBHICTIO BEO-CalTy Ta iX yCyHEHHSI.

KoxeH 3 Hac X049 pa3 KOPHCTYBaBCs MPUMITHBHHM «pofaudem» naurbopaa. Haiinpocrinn 3pa3ku - 3BiT B Excel, paxyHok B Marasusi abo kade, 30T i3
3aIIMCOM BHTpAT, 3BIiT PO PyX cKiaxy. Bix ycix ux npukianis namoopsa Bigpi3HAEThCS TMHAMIYHICTIO, IHTEPAKTHBHICTIO Bidyanizauii JaHHX.

BizyasbHi ocobnuBoCTi qamdopay

3p0o3yMiNiCTh 1 YUTAOENbHICTh aHANI30BAaHUX NAHHX JOCATAEThCS B AAMOOPIl PI3HOMAHITHUMH iHCTpyMeHTaMu. Lle MOXyTh OyTH CTpiiouHi
IHIMKAaTOPH SIK B TPAHCIIOPTHUX 3ac00ax a0o OUIBII 3BHYHI TaOIHII. 3pydHUii BUA aHIMALil IPOrpaMyeThCs ITiJ| 3aBaHH 3aMOBHHKA 1 3 ypaxyBaHHIM HOro
0COOUCTHX M00aXKaHb.

3 SIKMMH JaHUMH MOXKHA [PALFOBATH
Bynp-sika iH(popMallis 3i 3SMIHHIMHU TAaHUMH MOKE CTaTH JHKEPENIOM [UTsS BUKOPHCTaHHS B qambop/i - HalnpocTinn tabnuuku B Excel, cratucruka
COLMEpEXi, BiJIBiTyBaHOCTI caiiTiB, cnenianizoBani 6a3u Data Warehouse, 6araroBumipsi kyou OLAP i MDX.

SIki fii 3 aHUMM 31iHCHIOIOTECS B 1amGOp/i

v' TpynoBaunsi. CX0Xi BIIOMOCTI I'PyIyIOThCS 3a CIIIBHOIO 03HAKOIO - HA3BOI0, TUIIOM, BUIOM Jii, CTAHIAPTHICTIO TOI.

v' Arperauis. [lani BimoOpaxaroThcs 3a (HaKTOM 3 BUXIJIHUX JaHUX, HAPUKIAJ, CyMa, KilbKicTh, MakcumyM. Llle 6inbur 3po3yminumii npukia;
YHIKQJIbHE YMCIIO HOBUX Bi/IBiyBayiB CalTy 3a KOHKPETHUI mepion yacy.

v' CopryBaunsi. Hanpukinaz, BitoMOCTi, SIKi KOJKCh yiKe 3rpyIOBaHi 38 KOHKPETHUM 3anUTOM (cepee HaBanTaxxenHs Ha CPU xocra rinepsizopa)
MOJKHA COPTYBATH 110 BUCXiHIH JUIS OIIYKY XOCTY 3 HalOLIBIINM HaBaHTaKSHHSM 3a IEepiof.

v ®inprpanis. BitoMOCTi BUKIIOUAIOTHCSA 3 Bi3yaJbHOTO iHCTPYMEHTY 3a MOTPiGHOI0 03HAKOI0 200 (HOpPMYJIOH0.

v' O6uuci0eTbest Kotonka. Hoa indopmalis Bisyanizyerbes 3a nesHumMu popmynamu. Hanpukinaz, kinbkicts Tpadiky 3a Micsib 110 JiHKaMm
npoBaiifiepa Ta Horo Tapud rae paxyHOK, IKHI MH Ma€MO OTPHUMATH.

v' Kpawmi napamerpu. Ha nucruiel BitobpakaeTbes 9iCI0 MAKCUMAJIBHUX a00 MiHIMAIBHUX JAHHX B TPYIIi.

Ll Ta inma inpopmaris BigobpakaeThCst HA UCIUIE] Y BUNIsLAL TaOnuib, Aiarpam, kapT. Skujo Bu npargoBanu 3 SQL (Structured query language — moBa
CTPYKTYPOBaHHUX 3aIUTiB) — JEKJIapaTHBHA MOBa IPOrPaMyBaHHS JUIS B3aeMOZil KOpHcTyBada 3 0a3aMH JaHUX, IO 3aCTOCOBYETHCS VIS (hOPMyBaHHS
3aIMTiB, OHOBIICHHS 1 KepyBaHHS pemsnitaumu bJ1), To moMiTHIM cXOXicTh Aiil y mambopai Ta THHoBuX SQL-3amuTiB.

OTxe, 4OMY U1 YCTIIIHOI pOOOTH, KOHTPOITIO, aHAJI3Y Y CHCTEMI MOHITOPUHI'Y HOTpiOHA Taka MOMIYHHIL 5K iHopManiitna naHens? Bona nossosse:
CHCTEeMaTU3yBATH i Bi3yalli3yBaTH JaHi;

MIPEACTABIIATH iX CIIOXKMBAYEBl Y BUIIISIII MPOCTOI 1 HAOYHOI aHiMaIlii;

OTPUMYBATH HailOCTAHHIILI 3BE/ICHHSI, OIIEPATHBHO CIIOCTEPIraT ANHAMIKY JaHUX;

BUJIABaTHU JaHi B OTPiOHIiil iepapXii, IPOBOAUTH IX MOPIiBHSHHS;

BUAUTATH KJIFOYOBI BiZIOMOCTI, {00 TPUMATH iX ITiJ| KOHTPOJIEM;

ONTHMI3yBaTH BUBYEHHS BEIMKHX MACHBIB JAQHHUX, BU/UIATH HaifBaXIMBIIIE 32 MPHHIUIIOM: «3 IIEPIIOro MOy CUTYALlisl IPOSCHHUIACS.
MOpiBHIOBATH O10KH 1H(OpMALIiT, IIBUAKO OTPUMYBATH BiIOMOCTI B HAJAIITOBAHOMY [UIst ce0€ BUTIISL.

ANENE NN NENEN

Sk nmparroe qambop, sKi Wi e cepBic JomoMarae I0CiaraTi, MU BKe 00TOBOPHJIH. A SIKi 3BiTH MOKHA OTPUMATH, BUKOPHCTOBYIOUH LIEH iHCTpyMEHT?
v\ PerynspHy aHaliTUKY 32 3a[aHUMH MOKa3HUKaMK. Taki 3BiTH J03BOJATH BiJICTEXKUTH TPEHIIM, OTPUMATH 3BiT-aHAJI3 M0 CUTYallii i Ha micTaBi

X rpadikiB CKOpPEryBaTH TAKTUKY KOMIAHil.

OnepaTHBHI 3BITH - LI¢ aKTyallbHa iH(pOpMALLis, 0 OAAETHCS CIIOXKKUBAYY MOCTiiHO. JliarpaMa J0IoMoXe He IPOITYCTUTH BaXJIMBI 3MiHH JaHUX.

JI0BroCcTpOKOBI YIIPaBITiHCBKI pillIeHHS CKJIAHO IPUIIMATH, He MAIOYH «IIiJl PyKOIO» CTpaTeriuHi 3Bitu. Jlambopaa 1omoMoxe y BUpIIIeHH] ITb Or0

3aB/IaHHS.

4
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https://uk.wikipedia.org/wiki/%D0%94%D0%B5%D0%BA%D0%BB%D0%B0%D1%80%D0%B0%D1%82%D0%B8%D0%B2%D0%BD%D0%B5_%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D1%83%D0%B2%D0%B0%D0%BD%D0%BD%D1%8F
https://uk.wikipedia.org/wiki/%D0%91%D0%B0%D0%B7%D0%B0_%D0%B4%D0%B0%D0%BD%D0%B8%D1%85
https://uk.wikipedia.org/wiki/%D0%A0%D0%B5%D0%BB%D1%8F%D1%86%D1%96%D0%B9%D0%BD%D0%B0_%D0%B1%D0%B0%D0%B7%D0%B0_%D0%B4%D0%B0%D0%BD%D0%B8%D1%85
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Mpunumnu po6oTHu 3 JamdopaaMu
Mu piznanucs 6arato npo e nporpamue pimenss. Hy a sik konkperHo npaitoartu 3 dashboard? Haii6Ginbin e eKTHBHI aHATITHYHI HaHesi po3po0IIsioTbes
1 HANAIITOBYIOTHCS Mif TOTPEOH 1 3aIMTH KOHKPETHOro KopuctyBada. 11106 3aMOBHUKY OyJ10 3py<HO PaLfoOBaTH, iIHTEpAaKTUBHA CHCTEMa Bi3yauri3awiil JaHUX
TIOBHHHA BiIPI3HATHCS HACTYITHAMHA XapaKTEePHCTUKAMH:
v TIpocrorta. ITij yac HanamTyBaHHs Bi3yaJbHHX 3BITiB BaXKJIMBO, 00 KOKEH OKa3HUK YUTAaBCA 0AHO3HAYHO. Hanpukna, «X» OBUHHA O3HAYATH
YHCIIO YHIKaJIbHUX BiJIBiAyBadiB 3a 100y, Bi/IBAHTA)KEHHS TOBApPY 32 OCTAHHIO TOJMHY, CyMy HaJXO/PKEHb B KOHKPETHIN BaJIIOTI.
v TlopiBHsHHs. [{aHi, SKi MAISAratoTs MOPiBHAHHIO, TOBHHHI PO3TALIOBYBATHCS y BUIUIAAL CXOXKHX IpadikiB Ha MaHesi Hopyd.
v TonoBHe - mepmuM psiakoM. Bei Baxiusi BixoMocTi moBHHHI GyTH JOCTYIIH.
v' THyukicTh HajamTyBaHb. XOpoLIa Hporpama I03BOJIsie JIETKO Tepe0yaoByBaTH eleMeHTH maHeni. Lle BaxuBo, TOMy 10 B X0Ii po0oTH, Ha
pi3HuX eramax Gi3Hecy MOXKYTh BUMaratucs pisui gaui. Hanpukiaz, cnouatky gani mpo BUPOOHHUIITBO, [ai - PyX IO CKIaLy, Mi3HilIe - 3BiT 3
TIPOJIAKY.
v' BapianTu Bizyamizamii oqHUX i TUX ke Aanux. Hanpuknan, oxna indopmaitis Moxxe GyTH MpeacTaBieHa Ha MOHITOpi B rpadiky i miarpami. e
Jla€ MO>KJIMBICTB IiJ1 IHIIMM KYTOM BHBYATH BiZIOMOCTI, [TI0-HOBOMY aHaJi3yBaTH iX.
v' Tinekn HalBaauBinie. BigMOBisAlTECS Bifl HEMOTPIOHMX €NEMEHTIB, fKi OyAyTh BiJBOJIKATH 1 IEPEBAHTAXKYBATH yBAary i MOHITOp
HaJJIMIIKOBOIO iH(OopMai€ro.

Ti koprcTyBaui, XTO BIeplIe 00UpaE MPOrpaMHe PillIeHHs1, YaCTO POOJISATH TUIOBI MOMIIKH. Cepell HUX X04eThCsl BUIUTMTH OCHOBHI MOMEHTH:
v' 3ananro Gararo enemenTiB. Koau MoYnHa0UMi KOPHCTYBa4 X0U€e OIHOYACHO BiJICTEKYBATH 3aHAATO 6Aarato IaHuX, AAOOP/ MEPETBOPIOETHCS
Ha Kaseiinockor. Jlyxe BaIJIMBO HA TI0YATKOBOMY €Talli 3p03yMiTH, SIKi BiJJOMOCTI ifiCHO BaXIHBI, i HA IKMX HE 000B'I3K0BO (POKYCYBaTH yBary.
v' SIKuio HEeKOpeKTHO abo HEe3pO3yMiNo 06i3BaB MeTpuKH abo oci rpadikis, po3iOpaTics B TakoMy Aambopi MOXKe TUIbKH Mporpamict. A och
KOpHCTyBayaM Oy/ie CKJIQJHO MPOYUTATH JAiarpamy i 3p03yMiTH, III0 BOHA IEMOHCTPYE.
v' HexopekTHa Bisyamizauis. yke BaXJMBO BUOPAaTH BMJ BiJUKeTa, sikuii Oyle HalKpalluM 4MHOM JEMOHCTPYBaTH nani. Hampuknaz, mo6
NOKa3yBaTH 3MiHa JaHHX Y 4aci, He Mmiiiine kpyroea giarpama.

Sk 3podutu mambdopn?
Po3pobka nepcoHaabHOro Aamoopay MoXe KOIITYBaTh ayxe goporo. HabaraTo BurifHilIe KymUTH FOTOBE IPOrPaMHeE PIillIeHHS, SKE JErKO

HAaJIAIITOBYETHCS HA HOBOTO KOpUCTyBaya. IcHye 6araTo cepBiciB 11 po3poOKH TaKHX pilleHb. AJle MU 3BUKIIH POOUTH BCE CaMi, TOMY...

OCHOBHI iHCTPYMEHTH CTBOPEHHS 1alI00p1iB.

Incrpyment | Onuc Jlinensis
Grafana OpvH 3 HalOMy SAPHIIINX iHCTPYMEHTIB JUISl CTBOPEHHS JAIOOPIiB Ta Binkpura ninensis Apache 2.0, ﬁ
Bi3yasi3awil JaHUX 3 PI3SHOMaHITHHUX JKepen, TakuX sk Prometheus, 0OE3KOIITOBHA sl BAKOPUCTAHHSI. o
InfluxDB, Graphite, Elasticsearch Tomro. Grafana nagae mupokuii BUGip
rpaiyHUX EIEMEeHTIB Ta MOXKIMBOCTEH HaJIaIITyBaHHS.
Kibana IMocraBnsetbes pazom 3 Elasticsearch (ELK stack) i BukopuctoByeTbest st Binkpura minensis Apache 2.0,
aHai3y Ta Bi3yasi3aLii )xypHaiiB, METPHK Ta IHIIMX JaHUX. BiH n03BOMsIE 0E3KOIITOBHA A1 BUKOPHUCTAHHS.
CTBOPIOBATH Pi3HOMaHITHI rpadikd, TaOIUII Ta iHIII Bi3yalbHi €IEMEHTH
JUISL MOHITOPHUHTY.
Kubernetes | BOymoBaHuii iHCTpyMEHT [Tl MOHITOPUHTY Ta ynpasiinHs Kubernetes- Binkpura minensis Apache 2.0,
Dashboard | xmactepamu. Bin Hamae rpadiku Ta CTaTHCTHKY IIOJ0 PECYPCIB, @ TAKOXK 6€3KOIITOBHA [Is BUKOPHCTAHHSL.
MOJKJTHBICTB BiZICNIIKOBYBATH CTaH POOOTH Pi3HUX KOMIIOHEHTIB KiacTepa.
Prometheus | Prometheus mocraBisieTbes 31 CBOIM BIACHHM iHCTPYMEHTOM IS Binkpwura miuensist Apache 2.0,
Dashboard | Bi3yami3auwii 1aHuX, 1[0 J03BOJISIE CTBOPIOBATH rpadiky Ta rpadu wis 0E3KOIITOBHA IS BAKOPUCTAHHS.
METpUK, 3i0pannx Prometheus.
Splunk [HCTpyMEHT 1 aHaNi3y Ta MOHITOPHHTY JKypHAIB Ta JaHHUX. BiH Mae BuxopucToBye nileHsito, sxa
MUPOKHI (HYHKIIOHAI VISl CTBOPEHHS AAIIOOpPAiB, BKIIOUAOUH rpadiki, 0a3yeThcst Ha 00cs131 00pobIIeHOT >
Ta0MIIL, 3BEIEH] JaHi TOIIO. JIaHUX (JaHi, SIKi IMIOPTYIOTBCS Ta
obpoodmorothest Splunk). Lie moxe
Oyt oOMexeHHs 00CATy NaHUX Ha
JieHb a00 Ha MiCsIllb, B 3aJIKHOCTI
Big Tumy Jsinensii (Free, Enterprise,
Cloud, Tomro)
MS SQL 3a moromororo SSRS MoKHA CTBOPIOBATH PI3HOMAHITHI 3BiTH Ta JaIIOOpan Bapricts minensii 3anexuts Big b/,
Server Ha OCHOBI JJaHHMX, sIKi 30epirarotscs B 0a3i gaHuX, mo marpumye SQL 110 BUKOPUCTOBYETHCS.
Reporting Jokepena qaHux. SSRS n03BoJsie CTBOPIOBATH TMHAMIYHI AAIIOOp/AH, SKi
Services MOXYTb BKJIIOUATH rpadiky, TaOIHIl, KApTH Ta IHIII Bi3yaJlbHi €IEMEHTH JUIs
(SSRS) npencraBieHHs ganux. Lli gamobopan OynyroTecs Ha OcHOBI 3amuTiB 10 BJ1, .
a TaKOX MOXKYTh BUKOPUCTOBYBATH ITONEPERHBO I JTOTOBJIEHI BIACHI SSRS
HabOpY TAaHUX.

I six pe3toMe XoueThbesl BiI3HAYUTH, IO JAMIOOP TUTHKH 3BYUHTh CKIanHO. Ha mpakTumi nie 3pydHe pileHHs.

L106aabHi 1amoopan Kidep3arpos.

Crocrepe)xeHHs 3a THM, SIKi 3MiHH BiJOYBaIOThCS Ha IUIAHETi B MacIITabax KpaiH Ta KOHTHHEHTIB — CIIPaBXKHE JUKEPEI0 HATXHEHHS IS aHAITHKIB

6e3nexn. HagiTh sikmio By He 1oB'a3ani 3 1B, ane rognHaMu 3aninany B KOHTYPHI KapTH I100aIbHUX CTPATeriii a00 3aXOILTIOBAJINCS TI100YCOM B IEHTPI
ynpaiiaHst X-COM, 1 100ipka iHCTpyMEHTIB BaM CIIOZ00a€ThCS.
CepsiciB y 1iii KaTeropii BUSBWIOCS YUMaiIo. Bci BOHM MaloTh CXOXKy ()yHKIIOHAIBHICTB, alle CIMPAIOTHCS HA Pi3HI pKepelia JaHuX, TaK [0 HeMae OfHiel
KapTH 3arpo3, sika Kepye BCiM.
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shadowserver dashboard — xomanna Shadowserver 30upae iHpOpMalito PO Pi3HOMaHITHI 3arpo3u, Taki sik DDoS-aTaku, 60THETH, CkaHyBaHHsI TIOPTIB Ta
susiBiieHHs1 CVE-ypasnuBocreil. Ha kapTax i giarpaMax npeacrasiieHa CTaTUCTHKA IOJHST OHOBIIOETBCS.

Global ransomware attacks — riio0anbHa KapTa iHI[MICHTIB, 110 arperye JaHi Moo aTak nporpaM-sumaradis 3 2018 poky. Tyt MoxxHa Ai3HaTHCS, SKi
CEKTOPH CKOHOMIKH TOPKHYJIACS KOHKPETHOI aTaKH, THITy IPOrpaMi-BUMarada i HaBite Cymu BUKYITy. OHOBIIOETBCS IIOTHS.

Live Threat Map — TyT MOXXHa TOJJUBUTHCS 3BEACHY CTAaTUCTUKY 110 KibepaTakax 3a OCTaHHIO TOJIMHY, 10Oy a00 MicsIlb, @ TAKOK BHIUTUTH KPaiHH, 1110
HaHOLIBII aTaKyIOTHCS, TOII BEKTOPIB aTaK i MOPTH, 1[0 HAHOIIBII CKaHYIOThCS.

Talos reputation center - namdop[ i3 3araapHO0 iHpOpMaLiero Ipo Kibep3arposy, crBopenuii kommaniero Talos 3a minTpumku Cisco.

Cyber Attack Map - Tom HaHECEHHX Ha KapTy CepBepiB-pO3MOBCIOKYBAUIB CliamMy Ta WIKimuBoro I13.

Sicherheitstacho — nam6opx kidepatak Bix Deutsche Telekom, sikuit npamtoe Ha 6a3i oneHcopcHOT Mepexi honeypot (zociiBHO "ropiiuk 3 Mmenom): T-Pot .
Lle cucrema, creriaibsHO po3podiIeHa Ul TOro, o0 OYTH CKOMIIPOMETOBAHOK XakepaMH. [i MeTa - 3aMaHWUTH 3JIOBMHUCHUKIB Ta 30MpaTy iHdopMalio npo
1XHI METO/IM TA IHCTPYMEHTH.

Cyber map - nambopn Big eBponeiicekoi komnanii HTTPCS, skuit arperye aaHi npo kidep3arposu, BUSBJICHI Ha TepUTOPIl pisHUX KpaiH. s neperismy
OLIBIIOCTI CTATHCTHKH ITOTPiOHA peecTpartis.

Cyberthreat Heatmap — inopmatuBHuii aTiac kibep3arpos. Jlemo BUOHBA€EThCS i3 3araNbHOTO Sy NPEACTABICHUX TYT PECYPCIB, IPOTE NPOIIOHYE
BEJIMKY KUIBKICTh aHAJITUKH O PErioHaX Ta «IIPaLorounx» 3a HUMU APT-yrpymnoBaHs.

Sophos threat center — reonokye Be6-3arpo3u, pKepena pO3MOBCIOKEHHS CllaMy Ta WIKiuIMBoro [13 y Mipy Toro, sk X BUSBJIAIOTh aHATITHKH KOMITaHiT
Sophos. Cepgic mokasye noTo4YHHUi piBeHb HEOC3NEKH Ta J03BOJISIE MOOAYUTH 0A30BY CTATHCTHKY IIOI0 JASSIKHX BUJIIB 3arpo3.

ddos-attack-map - Live-kapra DDoS-atak 3 THM4acoBO0 HIKaJI0k0, GilbTpaMH 10 KpaiHaX Ta rajiy3sM, a TAKOX BKa3iBKOIO CHJIM aTaK.

Digital attack map — inrepaktuBHa kapta DDoS-atak, cTBopeHa B pe3yspTaTi criBrpaui Google Ideas Ta_Arbor Networks . J[03Bosisie BUBYATH iCTOPHYHI
JlaHi y 3BiTax npo 300i B KOHKPETHUM JIeHb 13 pO3OMBKOIO KpaiHaMHU.

DDoS Threat Intelligence Map — ananiTuuHa KapTa, sKa, 5K CTBEP/DKYIOTh TBOPII, A03BOJISE NepeadadaTu [ukepena Maitoyraix DDoS-atak. Binobpaxae
IP-anpecw, 3 sIKMX BeUCS BiOKUTI aTaky, BUSBIIsIE OOTHETH, SIKi aKTHBHO BUKOPUCTOBYBAIHUCS 3a ocTaHHi 24 roxunu. Hanae ¢pinpTpu 3a kaTeropisimu
aTaKyIOYHMX areHTiB.

Live botnet threats worldwide — noxkasye po3ramryBanns IP-agpec cepBepis, 10 BUKOPHCTOBYIOTHCS ISl KEPYBaHHS 3apasKCHUMHU IIPUCTPOSMU.

app.any.run - Jlam6opx BioMoro cepBicy Juist mepeBipkH mino3pinux Qaiinis Ha Bipycu. BinoOpaxae cTaTHCTHKY IIIOI0 MaJIBapi, BUSBICHOI B PI3HHX
perioHax CBiTY 3a OCTaHHI 24 TOXHHH.

Threatbutt Internet Hacking Attack Attribution Map - 1s1 KapTa BUAUIAETHCS THM, 110 Bi3yani3ye He cami IOrpo3H, a MOBiIOMICHHS Mpo ataku. J{ist poro
BUKOPHCTOBYEThCA iH(pOpMaIis, 3Haiinena y 3MI, comianbHux Mepexax Ta Ha caiftax Ib-kommaniii. Kapra npamioe Ha omeHCOpcHOMY

(hpeliMBOpPKY pewpew (caMe 3 TAKHM 3BYKOM 3'SBIISFOTHCSI HOBI ITOB1IOMJICHHS).

I100anbHi jamoopan iHTepHeT-iHOPACTPYKTYPH, NPOTOKOJIH Ta cepBicH

Submarine Cable Map — kapra miJBoaHUX iHTepHeT KabeniB. beskomroBHuil i perynspHo oHoBmOBaHMi pecypc Bix TeleGeography

Wigle — kapra Touok gocrymy Wi-Fi

pingdom map — qambop/ 1Sl MOHITOPHHTY JOCTYITHOCTI CalTiB, 1110 OHOBIIOEThCA B Live-pexumi.

DomainTools Internet Statistics - arperoBana i HaHeceHa Ha kapTy Whois-cratucruka npo IP-agpecu i Miclie3HaX0JDKCHHS CEpBEpIB, iX BIACHUKIB,
TOB'SI3aHUX JJOMEHAX i 0araTo iHIIOro.

BucHoBku.
Meronu aHani3y JaHUX MEPEKEBOI0 MOHITOPHHTY € KIIIOYOBUMH JIIsl BUSIBICHHS aHOMaJliii Ta mpobieM B Mepexi. BoHn 103BOJISIOTH OIEPaTHBHO pearyBaTi
Ha MOTEHIIHHI mpobieMu Ta 3a0e3neuyoTh Oe3nepepBHy podoTy MepexeBoi iHPpacTpyKTypH.
Turnoi iHCTpYMEHTH MEpEKEBOr0 MOHITOPHHTY, Taki sik Nagios, Zabbix, PRTG Ta iHmi, HagaroTs MUPOKUH (yHKIIOHAI [utst 300pY, aHaJi3y Ta Bizyamizaii
JIaHUX TIPO CTaH MEPEKEBUX MPUCTPOIB.

BukopucTanHs iHCTpYMEHTIB Bidyasi3amil JaHHX € BaKIHBUM aCIEKTOM /TS PO3YMIHHS Ta aHami3y ctaHy Mepexi. CTBop eHHs rpadikiB, Aiarpam Ta 3BiTiB
JIO3BOJISIE MIBHAKO BHSBIIATH Ta aHATI3yBaTH TPEHIH Ta aHOMAJTIL.

Pozpobxa 3BiTiB Ta JambopiB € eeKTHBHUM CIIOCOOOM Bi3yalli3alil JaHUX JIS MOHITOpUHTY Mepexi. 1li iHCTpyMeHTH [103BOJSIOTH 30UpaTH KIIOYOBY
iH(opMarLifo Ta MPeACTaBIATH 11 y 3pyIHOMY Ta 3p03yMijoMy (OpMaTi Ut MPHHHATTS OOTPYHTOBAHUX PIllIeHb MO0 YIIPABIIHHS MEPEKerO.

VY mincyMmKy, aHami3 Ta Bi3yamizalis JaHUX MEPEKEBOIO MOHITOPUHTY € HEBiJ'€MHOI0 YaCTHHOIO e()eKTHBHOTO YIpaBIiHHA Mepexero. Lli mpouecu
JIONIOMararoTh 3abe3nedyBatu crabinbHy Ta Ge3nepebiiiHy poOoTy Mepexi, BYUaCHO BUSBJIATH NPOOJIEMH Ta ONTHUMI3yBaTH 1i poOoTy.


https://dashboard.shadowserver.org/statistics/combined/map/
https://www.comparitech.com/blog/information-security/global-ransomware-attacks/
https://livethreatmap.radware.com/
https://www.talosintelligence.com/reputation_center
https://talosintelligence.com/fullpage_maps/pulse
https://www.sicherheitstacho.eu/
https://github.com/telekom-security/tpotce
https://map.httpcs.com/
https://cyberthreat.thalesgroup.com/
https://www.sophos.com/en-us/threat-center/threat-monitoring/threatdashboard
https://horizon.netscout.com/
https://www.digitalattackmap.com/
http://www.google.com/ideas/
https://www.arbornetworks.com/
https://threats.a10networks.com/
https://www.spamhaus.com/threat-map/
https://app.any.run/
https://threatbutt.com/map/
https://github.com/hrbrmstr/pewpew
https://www.submarinecablemap.com/
https://www2.telegeography.com/?__hstc=196094579.c3c9fb10c8cbe3ce0d0afe4788003245.1713029409645.1713029409645.1713029409645.1&__hssc=196094579.1.1713029409645&__hsfp=1122259125
https://wigle.net/
https://www.pingdom.com/outages/
https://research.domaintools.com/statistics/ip-addresses/

