#1/ #11

Network monitoring technologies&systems. Modyns #2. Ocnosu mepesiceozo MoHimopuney
Texnonozii ma cucmemu mepesicegoeo monimopuney. Jlexyis #3. Bcmyn 00 mepesice6oco monimopunzy.

ITnan nexuii . Tema 3. BeTyn 10 MepeeBOro MOHITOPUHTY.
e  3HavyeHHS MEPEKEBOI0 MOHITOPHHTY Y CYYaCHUX MEPEKEBUX iHPPACTPYKTypax.

e OcHOBHI 3aB/JaHHS T2 BUMOTH JI0 MEPEKEBOTO MOHITOPHHTY.
e 3acobu Ta TEXHOJOTI{, 110 BUKOPUCTOBYIOTBCS TS 300py MEPEKEBUX JNaHHX.

Bu3HauyeHHsI Mepe:keBOr0 MOHITOPHHIY

MOHITOPHUHT MEpEkKi — 116 BUKOPUCTAHHS CHCTEMH, sIKa IMOCTIHHO BiZICTEXYE KOMIT IOTEPHY MEPEXY Ha HasIBHICTb MOBIJIBHUX 200 HECTIPaBHUX KOMITOHEHTIB
i croBimmae agMiHicTpaTOpa Mepexi (depe3 eneKTpoHHyY IomTy , SMS abo iHIIi CUrHAIH TPUBOTH) Y pasi 300iB ab0 iHMHX MpobieM. M OHITOPHHT Mepexi €
YAaCTUHOIO KEPYBaHHS MEPEKEIO .

Ille ogHe BU3HAUCHHS

MOHITOPHHT MepekKi — 11 MPAKTHKAa MOHITOPHHTY Ta aHali3y HPOAYKTUBHOCTI Ta MPALE3IaTHOCTI KOMIT FOTEPHOI Mepexi, o0 MepeKoHaTHCs, 0 BOHA
npaioe epeKTUBHO Ta pe3yJabTaTUBHO. Bin mependavae OGe3nepepBHE BUMIPIOBAHHS Ta OLIHKY PI3HUX MapaMeTpiB MEPEeKi JUIs BUSBICHHS Ta BUPIMICHHS
npo0OJieM, ONTUMI3alil MepeXeBUX PECYPCiB i MATPUMKH BUCOKOTO PIiBHS SKOCTI OOCIyroBYBaHHSI.

VY cydacHy mu¢ppoBy €noxXy MOHITOPHHT MepeKi Hapsyly 3 CHCTEMHHM Ta 0€3MeKOBHM MOHITOPUHTOM CTaB OAHHM 3 KIIOYOBUX aCHEKTIiB ympaBimiHHs IT-
iHppaCTPYKTYpOI. 3[aTHICTD BIJICTEKYBAaTH NMPOAYKTUBHICTH MEPEXKi Ta KepyBaTH HEK0 Ma€ BaK/IMBE 3HAYCHHs Ul 3a0e3rmedeHHs e(eKTHBHOI Ta
edexktuBHOl pobOTH Mepex. MOHITOPUHT IPOAYKTUBHOCTI MEPEkKi MOXKE CIYKUTH KepiBHOW cuioro st I T-daxiBuis, momomararouu iM OpieHTyBaTHCS B
CKJIAQ/{HOIIAX Cy4acHOI MEPEeKi. CepeIOBHILL.

B pamMkax Mepe:xeBOro MOHITOPHHTY BHKOPHCTOBYIOTHCS CHELiaJIbHI 3acO0M Ta TEXHOJIOrII s 300py, aHamidy Ta Bidyai3amil JaHHX, IO JO3BOJSE
aZIMiHiCTpaTOpaM Mepexi OTPHIMYBAaTH KOMILIEKCHY iH(GOpMaIilo po CTaH MEepexi, BUSBISATA aHOMAJIi1, BUPINIyBaTH TEXHIUHI IPOOIEMH Ta MiATPHMYBATH
BUCOKUI piBeHb i1 eheKTUBHOCTI.

1Ii cucremartuyHi 1i HanpaBJIeHi Ha BUSIBJICHHS MOBIJIbHUX 200 HECIIPABHUX MEPEXKEBUX KOMIIOHEHTIB, TAKUX SIK IEPEBAHTAXKEHI cepBepH, 301l Ui 3aBUCAHHS

€JIEMEHTY MEpEeiKi, HECIIPaBHI MapIIPYTU3aTOPH, HECIIPaBHI KOMYTATOPH, 1HIII NpoOJIeMHI MpUCcTpol. Y pasi BiAMOBH Mepexi abo moJiOHOro BigKIIOUSHHS
crcTeMa MOHITOPHHTY Mepexi nomnepemkae aaminictparopa mepexi (NA). MOHITOPHHT MEpexi - 1€ [iAMHOKIHA YIPABITiHHS MEPEXKEIO.

MOHITOPHHT Mepexi Bilpi3HAETHCS Bill TPaAWLIHHOrO CHCTEMHOTO MOHITOPHUHTY THM, IO NMPOAYKTHBHICTH KOHTPONIOETHCS 3 TOYKH 30py KiHIIEBOTO
KOpPHCTyBa4a Ta BUMIPIOEThCS MiX JJBOMA TOUKaMu B Mepesxi. Hampuknan:

®  JIponyKTHBHICTh MiXX KOPUCTYBa4yeM, SKHil NIpaitoe B oici, i JOAaTKOM, KU BiH BUKOPUCTOBYE B JlaTa-LEHTPi KOMITaHii
®  TIponyKTHBHICTh MiX JBOMa ohicaMu B Mepexi

®  JIponyKTHBHICTh MiX roqoBHUM oicoMm Ta [HTepHETOM

®  JIpoayKTHBHICTh MiX BalllUMH KOPHCTYBAa4aMHM Ta XMapo

KirouoBi aciekTi MepexeBOro MOHITOPUHTY HE BIIPI3HSAIOTHCS Bijl IHIIMX BU/IIB MOHITOPUHTY Ta BKJIOYAIOTh!

. 36ip nanux. MepexeBuil MOHITOPHHT BKIIIOYAE B ceOe 30ip pi3sHOMaHITHUX IaHUX, TAKUX SK MAKETH, JIOTU MO/iil, BAKOPHCTAHHS PECYPCIB, CTaH
o0JiaIHaHH Ta 1HII METPUKH, SIKI XapaKTEPU3YIOTh CTaH MEPEKi.

. AmHauni3 Ta inTepnperanisi. OTprMaHi JaHi aHATI3yIOTHCS 11 BUSBJICHHS aHOMAJIIi, TPOrHO3yBaHHS MPOOJIEM Ta OLIHKH €)EKTHBHOCTI MEPEXKI.
Ile moxe BrItOUaTH B ceOe BUSIBJICHHS BY3bKHX MiCllb, IPOOJIEM 3 Ge3MEK0I0, aTak abo 1HIIMX aHOMAJTiil.

. Bisyanizanis. BukxopucToBytoThesi rpadikm, iarpamu Ta iHII 3aco0M Bizyamizamii ISl HAarJISAHOTO TNPEACTaBICHHS cTaHy Mepexi. Le
JIONOMArae IIBU/IIIE PO3YMITH IOTOYHHIT CTaH Ta pearyBaTH Ha MPOOICMH.

. CroBinleHHs Ta pearyBaHHsl. MOHITOPUHIOBI CHCTEMH MOXXYTh aBTOMAaTHYHO T'€HEPYBATH CIIOBILLIEHHs a00 pearyBaTH Ha BUSIBJICHI TPOOJIEMH.
Lle moxe BKIItOUaTH B ce0e aBTOMAaTHYHE BiJTHOBJICHHS POOOTH, BiANPABICHHS MOBIOMIEHb aAMiHICTpaToOpaM abo 3aIycK npoueayp Oesnexu.

. JoxymeHTauisi. BenenHs nokymeHTalii npo Mepe:KeBrUil MOHITOPHMHT € BaXKJIMBUM JUTsl aHAIli3y Ta BJOCKOHANIEHHS cucTeMu. Lle Bkitoyae B cebe
3aIMCH PO BUABICHI HPOOIEMH, BIKHTI 3aXO0/IU Ta PE3YIbTATH AHAII3Y.

IHosicHeHHSI OCHOBHHUX MOHAThH TA TePMiHIB
Xoya TyT npucyTHi Juie QaxiBii, He 3aiiBUM Oyzie 3ragaeMo JesKi OCHOBHI TEPMIHM Ta MOHATTS, IO € BaXJIMBUMH JJIS PO3YMIHHS TEMH MEPEKEBOTO
MOHITOPHHTY:

. Mepexa (Network). CyxynHicTb 3'eIHaHHX NIPUCTPOIB UM CHCTEM, SIKI MOXYTh OOMIHIOBaTHCS NAaHHMH MK c00010. Mepexi MOXYTh OyTd
nokansHuME (LAN), rnodansaumu (GAN), abo iHmMMYU 32 MacTaboMm, TakuMu K Mepexi mupokoro gocryny (WAN). Jlokansni mepexi (LAN)
OXOILTIOIOTH OOMEKEHY TEPHUTOPIiIO, TaKy SK OTHH OYIHHOK, ITiAMPHEMCTBO 4M ycTaHOBa. Mepexi mupokoro moctyny (WAN) BKiI0o4aioTh B cebe
OlbIII TEPUTOPIT, TaKi K PerioH, KpaiHy Y HaBiTh CBIT, i 3a3BUYail BAKOPUCTOBYIOTh TEXHOJIOTI, TaKi K [HTepHET, U1 3'€IHAHHS BiAIAIEHUX MiCllb.
Anminictpatop Mepexi (NA) Biamosinae 3a KoHDIrypario, ypaBIiHHs Ta MATPUMKY MEPEKEBOro 00JaAHAHHS Ta NPOrPAMHOr0 3a0e3MeUeHHS.

. Mounitopunr (Monitoring). Y Hac Bxke TpeTs JIEKIis Kypcy, TOMY JIMIIIE HaraJao, o 11e CUCTEMAaTHYHUI KOHTPOJIb Ta BiICTEXKEHHS MOJiH, CTaHy Y1
AKTHBHOCTI JUI OTPUMaHHA 1H(OpMALi Ta BUSBICHHI MOXJIMBUX TIPOOIEM.
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. Mepe:xeBuii monitopunr (Network Monitoring). IIporec BifcTexeHHs Ta aHANI3y CTaHY Mepexi, Il KOMIIOHEHTIB Ta Tpadiky it 3abe3nedeHH st
e(eKTUBHOCTI, O€3TEKH Ta JTOCTYITHOCTI.

e  Cucremu monitopunry mepesxi (NMS). Network Monitoring System - nporpamHi 3aco0u, pU3HaueHi JUIsi MOHITOPUHTY Ta aHalli3y MEpPEKEBOro
Tpacdixy. Boxn 3abe3neuyroTs BUINMICTh y peaJbHOMY 4aci MPOIYKTHBHOCTI MEpEXi Ta MOJii Ge3neKu.

e Tpadik (Traffic). O6'em qaHux, sKi NEPeCUIAIOTHCS MK IPUCTPOMH y Mepexi. Tpadik Moxe OyTu BuMipsiHuii B GiTax, 6aiiTax ab0 iHIINX OAHHHUIIIX.
. Hponyckua cnpomoxuicTs (Bandwidth). MakcumanbHuii 00CAr naHuX, KU MOXKe OyTH MepeiaHuil Yepe3 Mepexy MpOTAroM HEBHOTO 4acy.

. Iaxer (Packet). HeBenukuii 610K maHMX, SIKHH HepecUIacThesl depe3 Mepexy. IlakeTn MicTATh iH(pOpMAaIio PO JUKEpeno, IPU3HAYCHHS Ta caMi
JTaHi.

o ITporokon (Protocol). CtannaprHi npasmia Ta GopmMaTy it 0OMiHy JaHUMHK MiX npucTposiMu y Mepexi. Hanpukian, TCP/IP - ocHOBHu#t poTokoin
InTepnery.

e Axpeca (Address). YHikanpHHiT ineHTH(IKATOP 115l IPUCTPOIO YH City)Ou B Mepexi. [P-anpecu Ta MAC-azpecu € npUKIagaMu.
. Hinr (Ping). Komanna st nepeBipku JOCTYIHOCTI TIPUCTPOIO Y MEPEKi LIISIXOM BiZIlIPABJICHHSI KOPOTKOTO MAKETY Ta OYiKyBaHHS BiJOBI.

. SNMP (Simple Network Management Protocol). IIpoTokon mis ynpaBiiHHS Ta MOHITOPHHIY MEPEXEBHX IPHCTPOIB, a00 SK 3BYYHTH IepIIe
BU3HAUCHHS ILOT0 IpoTOKoIy - Simple Network Management Protocol — mpocTuii IpoToKoI KepyBaHHS MEPEXEI0

. Anomaunisi (Anomaly). HeouikyBaHa 4M BiAXWICHHS BiX 3BHYaiHOro CTaHy. Y BHIAJKy MEPEKEBOIO MOHITOPHHIY aHOMAlisl IMOKA3HHKIB YU
IapaMeTpiB MOXKe BKa3yBaTH Ha MPOOIEMH B MEPEKi.

. Firewall. [IporpamMHo-anapaTHuii 3aci0, 1110 KOHTPOJIOE Ta GiabTPye MepexeBuid Tpadik s 3a0e3neueHHs Oe3neKu.
11i TepMiHH CTaHOBIISITE OCHOBY JUISL PO3YMIHHS MEPEXEBOT0 MOHITOPHHTY Ta HOrO KIIIOUOBHX aCHEKTIB.

Posib MepeKeBoro MOHITOPHHIY Y CYYACHHUX T€XHOJIOTIYHHX CHCTEMAX

SIkach TMBHA CUTYaLisl IPY BUBYCHHI MOHITOPUHTY — SIK TUIBKH HOYHHAELT PO3IIOBIAATH PO POJIb SIKOICh CKIIAI0BOI, BOHA BUSBILIETHCS 200 Iy)XKe BaXKIIMBOIO,
a6o ronosHo0 ©

Poib MepeskeBOro MOHITOPHHTY Y CyJaCHHX TEXHOJIOTIYHHX CHCTEMaX € HeoOXiTHUM eJIeMEHTOM ISl YIPABIIiHHS CydaCHUMH TeXHOIOTIYHHMHE CHCTEMaMH,
0COOJIMBO 3 ypaxyBaHHSIM 3pOCTaHHs OOCSTIB JaHUX, CKJIAHOCTI MEPEX Ta 3arpo3 Oe3neku. ['0I0BHI acrieKTH 1i€l poJii MEpeKeBOro MOHITOPHUHTY:

. Crabi/IbHICTh T NPOJAYKTUBHICTb.
v' BusBiieHHs npo6JemM. MepeKeBuil MOHITOPHHT 103BOJIS€ BUSBIISTH aHOMAII] Ta BKa3IBHUKU HECTIPABHOCTEN B poOOTI Mepexi.
v/ TIporHo3yBaHHs NepeBaHTAKeHb. AHali3 TpadiKy JomoMarae yHUKHyTH EPEBAHTAKEHb, IUTAHYBATH PECYPCH Ta M ATPUMYBATH CTa01IbHICTb.

. Be3nexa Ta BUSIBJICHHS 3arpo3.
V' BusBiieHHS iHUMAEHTIB. MepeeBUi MOHITOPHHT J0OMOMAra€ BUSBJIATH aTaKd, HECAHKI[IOHOBAHUI JOCTYI Ta iHIII MOTEHIINHO HeOe3meuHi
AKTUBHOCTI.
v' Moniropunr 3axoiiB 6e3nexu. CriocrepeskeHHs 3a eeKTUBHICTIO 3aX0/(iB OE3MEKH Ta IIBUJKE PearyBaHHs Ha MO/l Oe3meKu.

. Binainenns npo/em Ta mMIBH/IKE BiTHOBJICHHS:
v' I3oasiuis npoduieM. MepexeBuii MOHITOPHHT JO3BOJISIE IIBHAKO ieHTH(IKYBAaTH MiCLie Ta IPUPOY IPOOIIEM.
v' BigHoBJIeHHS HiCJasi BiIMOB. ABTOMATH30BaHI CHCTEMH MOHITOPUHIY JOIOMATAIOTH BiHOBIKOBATH POOOTY MEPEKi IMICIs BUHUKHEHHS
HEMOJA/0K.

. Onrumizanist pecypcis:
v" MOHITOPHHT BUKOPHCTAHHA pecypciB. CliIKyBaHHA 32 BUKOPUCTAHHAM 00JIaIHAHHS Ta PECYPCIB JOMOMAra€e ONTHMI3yBaTH POGOTY MEPEKI.
v' TlaanyBaHHs po3IMpeHb. AHaii3 Tpadiky Jomomarae y miaHyBaHHi MaiiGyTHIX PO3UIMPEHb Ta aNrpeiiiB.

. BignoBianicTe Ta aHaJiTHKA:
v' 30ip aanux aas BianosigHocti. MoniTopuHr 3a6e3nedye 36ip Ta apxiBawiio JaHUX IS BiAMOBIHOCTI CTAHAAPTAM Ta PEryJIATHBAM.
v' Auaji3 1anux. BUKOpHCTaHHS aHANITHKY U1 OTPUMAHHS BaXJIMBHX iHCAHTIB 10710 €pEKTMBHOCTI Ta CTaHy MEPEXKi.

OnTnmizanisi podorn Mepesxi
3arajibpHi MOHATTSA NPO CTAaOLIBHICTH Ta MIBUAKICTH MEpexki HEOOXiIHI Ui pO3yMiHHS Ta €()EKTHBHOTO YIPABIIHHI MEPEKEBOK iHPPACTPYKTYpOIO, L0
3abe3nedye CTIHKY Ta MIBHAKY Mepegady JaHHX.

. CrabinbHicTh Mepe:ki BKazye Ha i 3IaTHICTh 3aIHIIATUCA B poOOYOMY CTaHi Oe3 HemepenOaueHUX BiIMOB UM 3HAYHUX KOJHMBAHb y POOOTI.
CraluIbHICTh 3aJICKUTh BiJl HAaIIMHOCTI OONMaJHAHHS, HaNalITyBaHb KOH(}Irypaii, epekTHBHOCTI MaplIpyTH3awlil Ta BiICYTHOCTI aTak abo
HEIOIA/IO0K.

. IIBuakicTs Mepe:ki Bka3ye Ha KUTBKICTh JaHUX, SIKi MOXKYTh OYyTH IlepeiaHi depe3 MepeKy IPOTATroM MEeBHOro dacy. IIIBHKiCTs BUMIPIOEThCS
B Oitax Ha cexyHTY (bps), kinobirax Ha cexynny (Kbps), merabitax Ha cexynny (Mbps), rirabitax Ha cexynny (Gbps) i T.1. Ha mBuakicts Mepexi
BIUIUBAIOTH!

v MPOITYCKHA 34aTHICTh KaHaiB
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v SIKiCTP 3'€IHAHb
v’ o6csr tpadiky
v eeKTHBHICTh MEPEKEBOro 00J1a THAHHSL.

3oBcim HemonaBuo (16.11.2023 p.) cmiBpobitHUKamMu J[aTCHKOrO TEXHIYHOrO YHIBEpPCHTETY BCTAHOBICHO HOBHIl CBITOBHII PEKOPA IIBHIKOCTI
nepeaaui ingopmarii yepe3 onTUYHE BOJOKHO 3 BUKOPUCTAHHSIM OJIHOTO TIepeaBaya.

Panimre pexopn Hanexas IncTuryty Texnonorii 3 Himeuunnn, ne 6yna nocsrayra mBuikicts B 11 Tepabit B cexynay. I'pyma cniBpobiTHHKIB 110
(oroHHNM TexHoOriH 3 TexHiuHOro yHiBepcuTeTy JlaHii 3HaUHO MepeBEpLIMIN CBOIX KOJIET JOMIIIIHCh IIBUAKOCTI B 43 TepabiTta 3a CeKyHIy.
11t IBHAKICTH JO3BOIMTH BUKOHATH KOIiIOBaHHs riradaiitHoro ¢aiiry 3a 0,2 Mc, a KomitoBaHHS Tepabaiita 3aiime 10 0,18 cexynnu. Y xoMmeHTapsx
AaTChbKUX (axiBIiB KaXyTh, 110 MOAIOHI JOCHIKEHHS T03BOJISATh MPUATH 10 3HAYHO OUIBII BUCOKMX LIBUAKOCTEH, SIKi HEOOXIIHI 1 aKTyasbHi B
3B'SI3KY 3 pOCTOM 00cCsriB nepenanoro Tpadiky, po3BuTkoM Wi-Fi i CTIIBHUKOBUX MEpex.

Jocninauku 3 AcToHChKOro yHiBepcutety y Benukiit Bpuranii y 6epesni 2024 poky nocsriu IBHAKOCTI y 33 TepadiT B CEKyHy BUKOPUCTOBYIOUH
y JOCIil OMMHAPHHUI OTHOMOZOBHUIT CTAHAAPTHHUI ONTOBOIOKOHHH KaOelb.

V uepsHi 2024 poky 3’siBHIack iH(pOpMaLLis, 1110 KOMaH/a JociHuKiB 3 HanioHabHOro iHCTHTYTY iH(OpMaILiHHIX | KOMYHIKalliHHUX TEXHOIOTIH
(NICT) y SAnonii BuKopHCTana iHHOBAIIHHY TEXHOJNOTIIO I Iepeadi JaHUX Ha MBHAKOCTI y 44 Tepabita 3a cekyHIy. BoHM 3Morimm nocsrtu
TAaKOTro pe3yNbTaTy 3aBJSKH BJOCKOHATIECHHIO 0araTOMOIOBIX BOJIOKOH 1 HOBUX METOIiB MYJIbTHILIEKCYBAHHS.

. B3aeMo3B's130K Mik cTa0LIBLHICTIO Ta IBUAKICTIO Ty)Xe TicHUIN. 3a0e3neueHHs cTablIbHOCTI 4acTO MOB'S3aHO 3 ONTUMI3AIi€l0 MBUIKOCTI Ta
HaBMaky. Bucoka MBUIKICTE MOXE NMPU3BECTH A0 HECTAOUIBHOCTI, SKIIO IHYPACTPYKTYpa HE FOTOBA BIOPATUCS 3 BETUKHM 00CSTOM Tpadiky.
[HIIMME cioBaMM B3a€MHU BIUIMB LIBUAKOCTI Ta CTA0UIBHOCTI MEPEKi MOXKHA MOSCHUTH HACTYIIHUMU TPbOMA TE3aMHU:

v' IIBuakicTk i crabiibHicTh. Bucoka MBHAKICTE MEPEXi J03BONSE UIBHIKO MEPEAABATH JaHI MK MPUCTPOSAMH Ta KOPUCTYBauaMH, IO
MOKpAIly€e MPOAYKTHBHICTh Ta epeKkTHBHICTH podoTH. [Ipote, sikuio iHQpacTpykTypa Mepexi He rOTOBa BIIOPATUCS 3 BETHKUM 00CSIOM
Tpadiky, Ie MOXKE PH3BECTH 10 NEPEBAHTAXKCHHS, BTPATH MaKETiB JaHUX Ta 3HIKCHHS SKOCTi 00CITyrOBYBaHHSL.

v' CrabinbHicTb 3a6e3neuyerbest inpacrpykryporw. 1106 3a6esneuntr cTabiibHICTh Mepexki, MOTPIOHO MATH HAJEKHO HANAIITOBAHI
MapIIpyTU3aTOpH, KOMYTaTOPH, (alipBOIH Ta iHII IPUCTPOT, SKi PO3HOAUIIIOTh HABAHTaXKCHHS Ta KOHTPOIIIOIOTH Tpadik. Takoxk morpioHo
BUKOPHCTOBYBAaTU MEXaHI3MH KepyBaHHs Tpa(ikoM, sSiKi MOXYTb PErylIIOBaTH IIBHAKICTh Nepenadi JaHUX Ta 3aXHIATH MEPEKy Bif
[IePEBaHTAKCHHSL.

v' OnrTumizanis 1J1s miABHIIEHHsI IPOAYKTUBHOCTI. [Ipo 3aranbHi miaxomu y ontumisanii mBuakocti mepexi (CDN, KellyBaHHS KOHTEHTY
Ta BUKOPHCTAHHS BUCOKONPOAYKTUBHHUX MPUCTPOIB MapUIPyTH3allil Ta KOMYTallii) MU TOrOBOPUMO TPOILIKH ITi3HiLIe.

. ®axTopu BIMBY. Ha cTabinbHICTh Ta MIBUIKICTH BIUIMBAE KiNbKa (haKTOPIB:

v' TlponyckHa 31aTHiCTh. MakcUManbHUii 00CAT JaHUX, KU MOXKe OyTH NepeiaHuii yepe3 Mepexy MpOTAroM MeBHOro 4yacy. OQuHHLI
BHUMIPIOBaHHS Ti K, III0 Y Y MIBHAKOCTI Mepexi (6it/c, Koit/c, M6it/c). Kpurepii BcTaHOBIEHHS POIYCKHOI 34aTHOCTI 1e

o Twun mepexi. Bapitoetbcst 3anexHo Bin Tuny Mepexi, Hanpuknaz, Ethernet, Wi-Fi, abo Mo0OinbHOro 3B'13Ky.

o  IIporokoi. BapitoeTscs 3anexHO BiJ] IPOTOKOIY, SIKH BUKOPUCTOBYETHCS [UIsl epenadi Aanux, Hanpukiaa, TCP, UDP, abo
HTTP.

o  AmnaparHe 3a0e3ne4yeHHs. 3aJCKUTh Bijl allapaTHOro 3a0E3IEUCHHS, SKE BUKOPHCTOBYETHCS, HANPUKIAM, MEPEKEBUX KapT,
MapIIpyTH3aTOpiB, 2800 KOMYTaTOPIB.

IcHye Kinpka croco0iB BUMipIOBaHHS IIPOITYCKHOI 31aTHOCTI Mepexi:

o  TecryBaHHs HIBHAKOCTI: Bu MOXeTe BHKOPHCTOBYBaTH OHJIaifH-cepBicHM abo HporpamMHe 3a0€3Me4eHHS IS TECTYBaHHS
LIBUAKOCTI BAIIOTO iHTEPHET-3'€ THAHHSL.

o  Monitopunr Mepexi: Bu Moxere BUKOPUCTOBYBATH NPOrpaMHe 3a0e3MeueHH s A5l MOHITOPUHTY MEpexi, 1100 BiJICTeXYBATH
MPOMYCKHY 3JaTHICTh MEPEXI MPOTSITOM IIEBHOTO Yacy.

o  PospaxyHok: Bi Moxere po3paxyBaTH MPOMYCKHY 3AATHICTh MEPEXi, 3HAIOUH [IUPHHY CMYTHU MPOITYCKAHHS Ta CITiBBIHOIICHHS
CHTHAJ/LIYM.

o  BaximBo 3a3HaunTH, IO HPOITYCKHA 3[aTHICTE Mepexi Moke OYTH TMHAMIYHOIO 1 MOXKE 3MIHIOBATHCS 3aJI&KHO BiJl Pi3HHX
(akTOpiB, TAKNX 5K 3aBaHTAKECHHS MEPEXi, HASBHICTH IEPEIIKO], a00 OHOBJIICHHS IIPOrPaMHOI0 320 e3MeUeHHsI.

v' 3arpumka Ta Jkurrep. 3atpumka (Latency) ue vac, skuif 3aiiMae mepeqaua IaHuX BiJ [DKepela 10 NpuiiMada yepes Mepexy. 3aTpuMka
BKJIIOYAE Yac, HEOOXIJTHUH TS IPOXO/DKEHHS CUTHATY Yepe3 MapIIpyTU3aTOpH, KOMYTaToOpH, kabemi Ta iHmi MepexeBi mpucTpoi. 3a3Buyaii
3aTPHUMKa BUMIPIOETHCS y MiliceKyHaax (Mc) a00 MIKpOCEKyHIaxX (MKC).
Joxurrep (Jitter) - me HemepenOauyBaHI 3MiHM B 3aTpUMLI Iepefiadi JaHUX yepe3 Mepexy. JDKUTTep MOXe BUHHKATH 4epe3 3MiHy
HAaBaHTA)XEHHS HAa MEPEXY, KOJIMBAHHS IIBUAKOCTI mepenadi AaHuX abo iHmI (akTopu, sKi BIUIMBAIOTh HA CTAOLIBHICTH MEPEkKEBOrO
3'eHaHHs. [DKUTTEp TaKOXK BUMIPIOETHCS B MiJTiceKyHAaX (MC) ab0 MiKpOCeKyHIax (MKC).
3arajgbHOI0 METPHKOIO, sIKa BUKOPHCTOBYETHCS JUI BUMIPIOBAHHS 1 OLIHKM 3aTPHUMKM Ta JDKUTTEPY, MOXE OyTH CepefHs 3aTpHMKa Ta
cepenHiii pxurTep. L{i MeTpHKY 1aI0Th ySBICHHS PO THIIOBI YaCH 3aTPUMKH Ta KOJIUBAHHS B MEPEXKi.
BaxuBo 3a3Ha4YNTH, 110 HU3bKA 3aTPUMKA Ta JUKMTTEP JOMOMAraloTh 3a0€3MeYUTH CTAOUIbHUIT Ta IIBUIKUI 3B'S130K B MEPEXi, 0COOIUBO JUIs
JIOZIaTKIB, SIKi BUMAraloTh PealbHOT0 Yacy, TAKHX SIK BiJleoKoH(pepeHwiT a00 OHTaiH-IrpH.

v' Brparu nakertis. KijlbKicTh nakeTiB, sKi HE JOCSIIIN CBOTO IIPU3HAYEHHS YEPE3 MEPEKY.

. BaxuBicTs 6ajancy.
v' Onrumizanis. 3a6e3nedeHns ONTUMAIBLHOrO 6aTaHCy MK CTabUIBLHICTIO Ta MIBUIKICTIO I 3aJ{0BOJIEHHS MOTPe6 KOPUCTYBaviB Ta GizHeC-
TIPOLIECIB.
v" Kepysauns pecypcamu. EQekTuBHE BUKOPHCTaHHS PECYPCiB, TAKMX SK MPOIMYCKHA 3JaTHICTh Ta €HEPTis, Mys 3a0e3MedeHHs CTIHKOCTI Ta
MPOJYKTHBHOCTI.

3aGe3neyeHHs CTAOLILHOCTI Ta MIBHAKOAIT
BruuB ctabinpHOCTI Ta MIBUAKOMIT Ha KOPUCTYBaYiB Ta Oi3HEC-NPOIECH € HEBI'€MHOI YaCTHHOIO CTpaTeril iHppacTpyKTYpHOTO yIpaBIIiHHS Ta BU3HAYAE

ycIIix oprasi3aii B Cy4aCHOMY KOHKYPEHTHOMY CEpEIOBHILLI.
Ta6munsg 03.01

Kopucrysaui Biznec-npounecu

. 3a/10B0/ICHHS KOPUCTYBaiB. ] HenepepsBHicTb onepauiii.
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v' Crabiabnicts. CrabinbHa Mepexa 3abesneuye Gesnepebiiini v' Crabiapnicte. s Oi3HECY KPUTMYHO BaX/IMBO MAaTH
3'€[HAHHS, IO NPH3BOIAMUTH IO 3aJOBOJICHHS KOPHCTYBadiB. cTablIbHy Mepexy, IO JO3BOJSE HENepepBHO IPOBOIUTH
BoHM MOXYTh BIIGBHEHO BHKOPHCTOBYBAaTH cCepBicH 0e3 omneparii Ta 00CITyroByBaTH KIIi€HTIB.
nepeboiB. v' WBuakicrs. [lIBuaka nepenaua nqanux crnpuse epeKTUBHOCTI

v IIBuakicTh. I1IBuaxa nepejaya  JIaHUX JI03BOJISIE 0i3Hec-npoleciB, 3MEHILYIOYM Yac Ha BUKOHAHHS 3aBJaHb Ta
KOpHCTYBayaM OTPUMYBATH JOCTYII IO PECYpCiB Ta MOCIyT 0e3 00poOKy iH(hopmarii.
3aTPUMOK, MOKPALIYIOYH iXHIO B3a€EMOMII0 3 iHTEPHETOM Ta
IHIIMMU cepBicaMu.

. IIpoayKTHBHICTh Ta e(peKTUBHICTBD. . KoHkypeHTOCIIPOMOKHICTD.
Cra6inbHicTb. BincyTHicTs BiIMOB Ta mepeboiB 3abe3meuye v' Crabiabhicrs. Opranizauii 3 HaJiiHOI Mepexer 3xarTHi
HEIepepBHY NMPOAYKTHBHICTH KOPUCTYBAYiB, IO € KIIOYOBUM YHHKaTH BTpaT dacy Ta pecypciB, IO pOOHTH IX
UIs Gi3HeC-IPOIIeCiB. KOHKYPEHTOCIPOMOXXHUMU Ha PHHKY.

v/ IBuakicte. IllBuaka  mepenaua  JaHUX  IABHINYE v' WBuakicre. [Isuaki Gi3Hec-npoLecH 103BONISIOTH PearyBaT
MPOAYKTHBHICTE Ta 3abe3neuye epeKTHBHICTE B pobOOTI 3 Ha 3MiHM DUHKY LIBHALIE, IO MOXKE OYTH BayKIUBUM JUIs
pecypcaMH Ta iHCTpYMEHTaMH. yCIixXy MiNpUeEMCTBA.

. Biaryku Ta 10s1JIbHICTD. . Be3neka 1anux.

v' Crabinbnicts. CrabineHa po0oTa Mepexi NPU3BOAUTH 0 v' Crabiabhicrs. CTabinbHa Mepexka BaXuBa s 3a0e31eeHHs
MO3UTHBHUX BiJTYKiB i MIATPHMYE JOAIbHICTh KOPUCTYBAUIB. Oe3mekd  JAaHMX Ta  YHHKHEHHS [JOCTYymy [0  HHX

v' lIBuakicte. lIBuake 06CIYroOBYBaHHS CIPHSE 3a10BONEHHIO HECAaHKIIOHOBAHUMH 0COOaMH.

KOPHCTYBa4iB, 1[0 BIUINBAE HA iXHIO TOTOBHICTb 3aJIMIIATHCS B v' IIBuakicte. IllBuaka rnepeaya JaHUX MOXKE [iABULIUTH
cHCTEMI. e(eKTHBHICTh 3aXxOXiB 3a0e3neueHHs OE3MeKH Ta 3aXHCTY
indopmarii.
Crparerii onTumizanii 1151 3a0e3neYeHHs! cTA0LILHOCTI Ta IIBHAKOAIT Mepeki:
Tabmuus 03.02
Kareropis MpusHayenus Crpareriuni aii
Kepysanns TlonsArae B po3mozini Ta KOHTpOTI v Tpiopurtern3auis Tpadiky. BcraHOBICHHS IPiOPUTETIB VIS Pi3HUX THIIIB
MPONYCKHOI JIOCTYITy 10 MEPEXKEBOI MPOITYCKHOI Tpadiky (HaIpHKIaK, Bifeo, ToIoc, 1aHi), 00 BaXK/INBI JaHi MaJIF BHIUH
3JaTHICTIO 3[JATHOCTI 3 METOIO ONTHUMi3amil MIPiIOPUTET Ta FapaHTOBAHHUI TOCTYII IO IIPOITYCKHOI 3[ATHOCTI.
Tpadiky Ta HOKpaNIeHH v' MepexeBi KOHTPOJIEPH NPONYCKHOI 31aTHOCTI. Bukopucranus
LIBHIKOAIT. CIIeIiaTi30BaHUX MPUCTPOIB Ta AITOPUTMIB JUIsl YIPABIIHHS MPOMTYCKHOO
3/IATHICTIO Ta BUSBJICHHS MTPOOIEM.

IpioputeTnsanis Tpadiky Moxxe OyTH 0COOTHBO BaXXIHBOIO B CHTYAI[IIX, KOJH Mepexa IepeBaHTakeHa ab0 KOIHM BaXKJIHBI JOAATKH UM MOCIYT'H
NMoTpeOyIOTh CTadiIbHOI MPOMYCKHOI 31aTHOCTI. OCh AesiKi MeToau npioputeTusauii Tpadiky:

IMono MepexeBux KoHTponepiB mpomyckHoi 3maatHocti (Network Traffic Controllers) - me mpuctpoi abo mporpamHe 3a0e3NeueHHs, 10
BUKOPHCTOBYIOTBCS JUIS YIIPABIiHHS TpahikoM y Mepexki 3 METOI0 ONTHMi3amii IPOIYCKHOI 3[aTHOCTI Ta BUSBICHHS IIPOOIEM.
Ocb JesKi aCIIeKTH BUKOPHUCTAHHS CIEIiaTi30BaHUX MPUCTPOIB Ta alTOPHTMIB YIPABIiHHS IPOIIYCKHOIO 31aTHICTIO:

Network Traffic Controllers MoxyTh OyTH peanizoBaHi SK CHeliali30BaHi anapaTHi MPUCTPOI, TaK i MpOrpaMHe 3a0e3MeueHHs, IO 3aIl yCKAeThCsl Ha
3araJbHOIPHU3HAYCHUX cepBepax abo BipTyanbHUX MamuHaX. LIl MOXIMBOCTI 10AaTKOBO KOH(IrypyIOTHCS Ta HAJIAIUITOBYIOTHCS 3aJI€KHO BiJl MOTPEO
KOHKpETHOI Mepexi abo opranizarii.

IIloo BUpOOHHUKIB, siKi 3aiiMatoThes BUITyckoM Ta miarpumkoro Network Traffic Controllers, ock nekinbka IpoBiJHUX KOMIIaHii:

Quality of Service (QoS) - e MexaHi3M, SKUH 03BOJISE BCTAHOBIIIOBATH IPIOPHTETH UL PI3HUX BHIIB TpadiKy Ha OCHOBI BU3HAUCHUX
IapaMeTpiB, TAKHX SK THI JaHHUX (TOJOC, Bifeo, JaHi), IPOTOKON 49X JpKepeno/mpu3HadeHHs . Hanpukian, rorocoBuil Tpadik MoXke MaTH
BHUILMIA IpiopuTeT Hal TpadikoM BineokoH(epeHIil, a Bileo - HaJ 3arallbHUMH TaHUMHU.

Traffic Shaping (PopmyBanHsi Tpadiky) BUKOPHUCTOBYETHCS ISl KEPYBaHHs MPOIYCKHOIO 3JATHICTIO IUIIXOM OOMEKEHHS IIBHIKOCTI
nepezadi JaHUX JUIs IeBHUX TUIIB Tpadiky. Hanpukiaj, MBHAKICTS 3aBaHTAXKEHHS/BiIBaHTAXKEHHS MOXke OyTH oOMexeHa st (aiiinoBoro
Tpadiky, mod 3a0e3MeUnTH JOCTATHIO IIPOITYCKHY 3AaTHICTb JUISl IHIMHX BaXKIUBHX J0JATKIB, TAKUX K ToJ0C 200 Bigeo.

Packet Prioritization (Ilpiopurern3auisi nakeriB) nojisrae y BCTAaHOBJICHHI IPIOPUTETY JUIS iHAUBIAyalIbHUX MAKETIB JaHUX y Mepexi. Lle
MOJKe OYTH JOCATHYTO 32 JOIIOMOrOK0 MapKyBaHHSI AKETiB 3a3aJieriJb BU3HAYCHUMU MITKaMH (TeraMu), siKi BKa3ylOThb PIBEHb MPIOPHUTETY.
MapkoBaHi TakeTn 00pOOIIOTECS 3 BULIMM IPiOpUTETOM, 110 3abe3nedye IM mepeBary mpH mnepenadi 4epe3 Mepexy.

Traffic Classification (Kinacudikauisi Tpadiky) BusHauae Tunu Tpadiky Ha OCHOBI HOTO XapaKTEPUCTHK, TAKHX SK IOPT MPU3HAYCHHS,
npoTokoa abo crpykrypa manux. Ilicms xmacudikanii Tpadiky MOXKHA BCTAHOBHTH MPAaBUIA UL KEPYBaHHS MPOMYCKHOK 3aTHICTIO
BiJIMOBIZTHO J10 MOTPEO KOXKHOTO TUIY TpadiKy.

Quality of Service (QoS) Policies. MepexeBi KoHTponepH MOXYTh 3acTocOBYBaTH QOS IOJITHKH Il BCTAHOBICHHS IPIOPUTETIB Ta
KepyBaHHsI TpaikoM Ha OCHOBI IapaMeTpiB, TAaKHX SK THUIl JaHHX, JUKEPEIo/IPU3HAYCHHS, IIPOTOKON Tomo. Hampukian, BOHH MOXYTh
HaJlaBaTH BULIUN MPIOPUTET IJIsL TOIOCOBOTO TpadiKy MOPIBHSIHO 3 Bifeoado daitnoBum Tpadikom.

Traffic Shaping and Policing. KonTtponepn MoxyTh BHKOpHUCTOBYBATH MeTomu (hOopMyBaHHs Tpadiky Ta KOHTPONIO JUII KepyBaHHS
mBUIKicTIO nepenadi panux. Lle nossonsie perymoBat Tpadik a1 3a0e3MedeHHs ONTHMAIBHOIO BUKOPUCTAHHS MPOITYCKHOI 3JaTHOCTI
MepeXi Ta yHHKHEHHS [TepEeBaHTaKCHHS.

Deep Packet Inspection (DPI). [lesxi KoHTpoiepu MOXYTh BUKopucToByBaTH DPI 1151 aHanizy BMicTy MakeTiB JaHHUX 1 BUSBICHHS Pi3HUX
TumiB Tpadiky abo natepHis. L{e 103BosIsI€ BUABIATH aHOMATIBHUHN TpadiK, MIKI/UTHBI IpOrpaMu abo aTakd Ha MEPExKy.

Load Balancing. KoHnTponepu TakoX MOXYTh BUKOPUCTOBYBATHCS JUIS PO3MOALTY TpadiKy MiXK PI3SHUMH MEpPEKEBUMH HUIIXaMHu abo
CepBepaMU 3 METOIO 30alaHCyBaHHS HABAaHTAXKEHHS 1 3a0€31eUEHHS ONTUMANIBHOT IIBUAKOCTI Ta TOCTYITHOCTI.

Traffic Monitoring and Analysis. KoHTponepu Takoxk MOXYTb 3[1HCHIOBaTH MOHITOPHHT TpadiKy Ta aHaIi3yBaTH AaHi PO HOro MOTIK ULt
BUSIBJICHHS aHOMAUTili, BUABIICHHS IIPpo0iIeM y Mepexi abo ineHTudikanii mKepena npooieM.
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. Cisco Systems

. Juniper Networks

. Huawei

. F5 Networks

. Palo Alto Networks

Buxopucranus BukopucroByroTscs s | v JlokanbHe KemyBaHHsA. 30€piraHHs Komiil JaHuX Ha JOKAIBHHUX IPHCTPOSX UM
TeXHOJIOT i 30epeKeHHs Komin 4acTo cepBepax, IO J03BONSAE 3MCHIIMTH 4Yac 3aBAHTAXCHHSA JaHMX 3 BiIJAJICHHUX
KelIyBaHHSI BUKOPHCTOBYBAHUX JAHUX OIM3BKO JDKEpert.
10 KOpHWCTyBauiB, 3MeHmyroun yac | v Buxopucranus CDN (Content Delivery Network). Posnoainenss Kormiii
JOCTYIly Ta HABaHTOXCHHI Ha KOHTEHTY Ha cepBepax, PO3TAILOBAaHHX y PI3HHX perioHax, JUisl 3a0e3IedeHHs
MEpEexy. IIBUJIKOTO JJOCTYITY 0 KOHTEHTY.

JlokasipHe KeuryBaHHS BIUIMBAE HAa CTaOUIBHICTD Ta IIBUIKOAII0 MEPEXKi, HAIAl0UH TaKi mepeBaru:

. 3Menumenns Tpagiky, sKe 3a0e3MmeuyeTbCsl THM, 10 MOBTOPHI 3alIMTH 0 KOHTEHTY MOXYTh OyTH 00p0O0JIeHi JIoKanbHO, 6€3 HeoOXiTHOCTI
BUTpaYyaTH NPOIYCKHY 3JIaTHICTh MEPEXI JUIsl 3alUTIB IIbOTO KOHTEHTY 3 BilaneHuX cepBepiB. Lle 103BosIs€ 3MEHIIMTH 3araibHUN 00CsT
Tpadiky B Mepexi Ta poOuTh i 611k e eKTUBHOIO.

e  Iloxpamena mBHAKiCTH AocTynmy. OCKUTBKY KOHTEHT 3HAXOAUTHCS OMIDKYE 10 KiHIIEBOTO KOPHCTYBaya, 4ac JOCTYIY IO IbOr0 KOHTEHTY
3MeHITyeThes. KemoBaHi JaHi MoXyTh OyTH JOCTaBIICHI IIBUALIE, OCKUILKH BOHH BiKe 3HAXO/IATHCS HA JIOKAILHOMY IIPUCTPOI a00 Ha cepBepi,
Ppo3TaIIoBaHOMY OJMsK4e 10 KOPUCTyBadva.

e  3MeHIIeHHS 3aBAHTAKeHHsSI BillajJeHHX cepBepiB. JIoKalbHe KEIIyBaHHS JO3BOJISIE PO3NMOAUIATH HABAaHTAXKEHHS MK JIOKATEHHMH Ta
BiJaJICHUMH cepBepaMy. lle Mo)ke 3MEHIINTH HaBaHTAKCHHS Ha BiIJaleHi CEepBEpH, IO MO3BONSIE M Kpalle KepyBaTH 3allUTaMH Ta
3a0e3MeunTH CTaOUIBHINTY POOOTY.

. IokpameHHst 10CTYIHOCTi KOHTEHTY NPH BiICYyTHOCTI 3B'A3KY 3 Mepe:kelo. JIokanbHe KelyBaHHS J103BOJISiE KOPUCTYBayaM OTPUMYBATH
JIOCTYII 10 KOHTEHTY, HaBiTh SKI[0 BOHH BTPATHIIX 3B'130K 3 Mepexero. L{e Moxke OyTH 0COOIHBO KOPHCHNM JUTs BeO-cailTiB ab0 10AaTKIB, sIKi
HaJal0Th BOXIUBY iH(OPMAIIiI0, TOCTYII 10 SIKOT MOYke OyTH KpUTHYHHM HaBITh B yMOBaX OOMEXEHOTO0 3B's13KY 3 [HTepHEeTOM.

Kopotko mono texnonorii Content Delivery Network. CDN cknanaeTbes 3 Mepexi cepBepiB, pO3TallOBaHUX y pi3HMX yacTuHaX cBiTy. Lli cepBepu
MOXXYTb HaJIeKaTH PI3HUM KOMIIaHisM, SKi crienianizyorses Ha HagaHHi nocayr CDN. Ocp Kinbka MpoBiTHUX KOMIIaHil, ki HagawoTh nocayru CDN:
Akamai Technologies mae onny 3 Hait6inbmux mepexk CDN y cBiti. Bonu nanaiots mocnyru CDN st pisHHX KII€HTIB, BKJIIOYAIOYH BEJTHKI KOMIIaHil,
SIKi HOTPEOYIOTh MIBUAKOI JOCTABKU KOHTEHTY 110 CBOIX KOPUCTYBadiB.

Cloudflare Takox npomnonye mmpokuii ciektp nociryr CDN, Brirouaroun 3axuct Bix DDoS-aTak Ta iHmn goxarkosi GyHKmii 6e3mnexn.

Amazon Web Services (AWS) CloudFront. Amazon, mae Bracry ciryx0y CDN mnix na3soro CloudFront, sika inTerpyeTses 3 iHmmmu nocayramua AWS
Ta HAJIa€ IBUJIKY JOCTaBKY KOHTEHTY /I BeO-CaiiTiB Ta 10JaTKIB.

Google Cloud CDN. Google Takox npononye cBoto ciayx0y CDN, sika iHterpyerbes 3 iHmmmu nocayramu Google Cloud i 3a0e3nedye mBHIAKY
JIOCTaBKY KOHTEHTY JUISl KOPHCTYBadiB.

i kommnanii posropTarots cBoi ceppeprt CDN y pi3HHX MicIsX CBITY, BAKOPUCTOBYIOUYH IIT00ANIbHI MEpexi JaTa-1[eHTpiB. BOHM Takox BiAMOBIJAIOTH 32
aJIMiHICTpYBaHHS Ta MiATPUMKY I[MX CEPBEPIB, BKIFOYAIOUH IXHIO KOH(ITrypalito, MOHITOPHUHT, OHOBJICHHS Ta 3aXHUCT BiJ aTak. HeoOXiJHO BIAMITHTH
OcHOBHI nepeBaru Bukopucranas CDN:

e  PosnonpisieHHst HABaHTaKEeHHSI. PO3MO/LISLE 3aIUTH HA KOHTEHT MK PI3HUMH CepBEpaMH, PO3TAIIOBAHIMH Y Pi3HHX reorpaiyHux perioHax.
Ile no3BoisE 3MEHIINTH HAaBAHTaXKCHHS HA OJWH CepBep Ta 3a0e3NMEeYHTH OLTbII CTabiIbHY pOOOTY Mepei, OCKUIBKH HaBaHTAKCHHS
PIBHOMIPHO PO3MOIIIAETHCS.

. KemyBannsi koHTeHTY. 30epirae Korriil BeO-caifTiB Ta iHIIOro KOHTEHTY Ha CBOIX cepBepax. Komu kopuctyBad poGHTh 3alUT 0 BeO-CalTy,
CDN Moxke HagaTH KOHTEHT 3 cepBepa, SIKHi 3HaXOAWThCs HalOMIKye OO KopucTyBaya reorpagiuno. lle m03Bois€ 3MEHIINTH dac
3aBaHTA)XEHHS CTOPIHOK Ta MOKPALUTH LIBUIKICTh BiAryKy BeO-CalTy.

. 3menmenns Bigcrani. Ockinbku CDN Mae cepBepH B pi3HHX YaCTHHAX CBITY, BOHA JJOIIOMAra€e CKOPOTUTH (i3M4HY BIICTaHb MiXK CEpBEPOM
Ta KIHIEBUM KopHucTyBaueM. Lle 3MeHIIye 3aTpUMKy (JIATEHTHICTB) IPH Nepeayi JaHuX 1 HOKpaIlye MIBUIKICTh 3aBaHTaKCHHS KOHTEHTY.

. 3axuct Bix DDoS-arak. CDN mae 3axuct Bix DDoS-atak, siKuii 1oroMarae yHUKHYTH TIEpEBaHTaKEHHS CEpPBEPIB Ta 30€perTH CTabiIbHICTh
Mepexi y pa3i MacmTaOHUX aTak.

Onrumizanis Tepenbauae BuGip ta | v EdexkTuBHi mnporokomu Mapmpyruamii. BHKOpHCTaHHS — TIPOTOKOIIB

MapupyTu3anii HaJIAIITYBAaHHS HalKpalmux NUIXIB Mmapuipyrusaii, Takux sik OSPF (Open Shortest Path First) - npotokoin ausamigHo1
ULt nepenadi JAHUX Big MapIIpyTu3alii , 3aCHOBaHHI Ha TEXHOJIOTII BiicTexeHHs cTaHy KaHany (link-state
BiAIIPaBHHKA JI0 OTPHMYBaya. technology) st 3Hax0KeHHs HaifkopoTioro nuisixy, ado BGP (Border Gateway
3abe3neuye Hafikpaummid HUIAX IS Protocol) - mporoxon AuHAMIYHOI MapmIpyTu3alii, IO HAJIEXKHTb 10 KIacy
nepenayi  JaHUX,  3MEHIIYIOYU IOPOTOKOTIB ~ MapHIpyTH3amii 30BHIMHBOrO OIMIO3Y, JUIl 3a0e3MedeHHsS
3aTPUMKHM Ta 3abe3neyuyoun ONTHMAIbHUX MapIIPYTiB.
CTaOUTBHICTD LIIAXY. v’ Jlunamiyna aganrauisi. 30aTHICT CHCTEMH a/IalTyBaTHCA 110 3MiH Y MEpEKeBii

TOIIOJOT ], aBTOMATHYHO BUOMPAIOYH ONTHMAIIbHI MapIIPYTH.

Crparerii onTnmizanii mis 3a0e3nedeHHs cTabiIBHOCTI Ta MIBUAKOIT Mepexi CIpsMOBaHI Ha IOKpAaIleHHs e(pEeKTUBHOCTI Ta NMPOAYKTHBHOCTI Mepexi,
3a0e3reuyroun CTa0iIbHICTh Ta MIBUIKOAII0 B 00CIYrOBYyBaHHI KOPHCTYBAdiB Ta ONTHMI3awil Gi3Hec-Iponecis.

Posb MepeskeBOro MOHITOPHHIY B BHSIBJICHHI PodJjaeM.

CucreMH MOHITOPHHTY Ta iXHi MOXK/IMBOCTI:
Mu 49ynoBO HmaM’STaEMO y3aralbHEHEe BH3HAYEHHS CHCTEM MOHITOPHHTY - CHCTEM MOHITOPHHIY IIPEACTaBIAIOTH COOOI0 KOMIUIEKC NPOTPaMHUX Ta
amapatHUX 3aco0iB, CIIPSIMOBAaHHX Ha 30ip, aHali3 Ta Bi3yalli3alliio JaHHUX IIOJ0 CTAaHy MEPExKi.

. 3ralaeMo MOKJIMBOCTi CHCTEM MOHITOPHHTY:

v' PeajbHnii yac. 31aTHICTh CIIOCTEPIraTH 3a MOAISIMU B PEKUMI PEATBHOTO Yacy, 10 J03BOJISE ONEPATHBHO PEATYBATH HA HETIOJAJIKH.
v' JloryBanus Ta apxiBauisi. 306epexeHHs iH)OpMaLii Ipo MUHYJII MOAIT VIS TIOAAJIBIIOTO AHANI3Y Ta BUSBJIEHHS 3aKOHOMIPHOCTEIA.
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v\ Bisyaaizanis. [Toganns qaHux y 3py4niii ¢popmi, o moerurye po3yMiHHsS CTaHy MEPEKI.
v' CuoBilleHHsl Ta TPUBOTU. ABTOMAaTH30BaHE CIIOBILIEHHS TIPO aHOMAJIT UM HEGE3IEKY I ONIEPATUBHOTO pearyBaHHs.

IlepeBarn BUKOPHCTAHHSI METPHK /Ui BUSIBJICHHSI AaHOMAJIiii:

MeTpHKH y MEpEKEBOMY MOHITOPUHTY PEJICTABISIIOTH YHCIOBI MOKA3HUKH, 10 BUMIPIOIOTh Pi3Hi aCIeKTH pOOOTH MEPexi, Taki sSK MPOIYCKHA 31aTHICTb,

3aTpUMKa, BTpaTu MaKeTiB TOLIO.

. 3ragaeMo nepeBars BHKOPUCTAHHS METPHK:

v' PaHHe BUSIBJIEHHS IP0oGJaeM. MeTpHKH HAJal0Th MOYKJIMBICTh BU3HAYMTH 3MiHHU B CTAaHi MEPEXI LIIE [0 TOTO, IK KOPMCTYBaYi Bi A4yOTh HACIIIIKH.
v' O6'ekTHBHICTH. BUKOPHCTAaHHS KiIbKICHUX METPHUK JI03BOJISE 00'€KTHBHO BU3HAYUTH PiBEHb IPOLYKTUBHOCTI Ta iIeHTH(IKYBATH aHOMAJTI.
v' Tpenau Ta anajis. 36ip Ta aHasi3 METPUK NPOTSAIOM TPHBAJIOTO IIEPIOLY A03BOJISE BUSBISTH TPEH/IU TA MEpeAGaUaTH MOXKIIUBI IPOGIEMH.

. A Ternep - NPUKJIAAM METPUK /ISl BUSIBJICHHSI AaHOMAJTii:

v' KiapKicTh BTpaueHnx nakeriB. 3poCTaHHs 11i€] METPHKH MOXE CBIIYUTH MPO NPOOIEMH 3 HAIHHICTIO Mepexi.
v' 3arpumka (Latency). Benvki 3aTpuMK1 MOXKYTh BKa3yBaTH Ha POOJIEMH Y MEPEXKEBUX ILIAXAX YU 00/ IHAHHI.
v' BHKOPHCTAHHS NPOIYCKHOI 31aTHOCTI. 3a0iraHHs [0 MiKOBUX 3HAYEHb MOXE PU3BECTH [0 EPEBAHTAKEHHS Ta MOTIPIIEHHS HIBUAKO/IL.

MepexeBHii MOHITOPHHT, 3 BUKOPHUCTAHHSIM CHCTEM Ta METPHK, J03BOJIsE€ e()EKTUBHO BHABIATH Ta aHATi3yBaTH aHOMAJi y Mepexi, MOKpaIlyrodn ii

CTabIBHICTD Ta MIBHIKO/IIIO.

BusiBjleHHsI TUIIOBHX N1P00JieM Yepe3 MepeKeBHii MOHITOPHHT

e  BigvoBu o0saiHAaHHS Ta INepeBAHTAKeHHsI MepexKi MOXKYThb HPHU3BECTH IO BTPATH JOCTYIY JO PECypciB, 3HIKEHHS NPOAYKTHBHOCTI Ta

HEe3a/I0BLUIbHOr0 KOPUCTYBaHHS MEPEKEBUMU MOCITyTaMH.

BusiBiienHst BiI[MOB OGHa}I[HaHHSI qepes Mepe)KeBI/lﬁ MOHiTOpI/IHT BHUKOHYIOTBHCS 32 JOIIOMOI'OKO:

v' MeTpHKH NPONYCKHOI 31aTHOCTI - 3arajbHe 3MEHIIEHHS MPOIYCKHOI 3ATHOCTI MOXKE CBIIYUTH PO TEPEBAHTAKCHHSL.
v' Brparu nakeriB. 30iIbIIEHHS BTPAT NAKeTiB MOKe OyTH iHAMKATOPOM MPOGIEMH Ha PiBHI 00N HAHHS.

JIii uist BUTIpaBIIeHHS:

v' MacwraGyBanHs pecypciB. 30inbleHHs 06aHaHHs Y1 ONTUMI3allisA Horo poGOTH sl YHUKHEHHS BiZIMOB.
v' Monitopunr 3aBantaxenns. CHcTeMaTHYHe BUBYEHHS MPOMYCKHOI 31AaTHOCTI Ta 3aBaHTaXEHHs 00N HAHHSA JUIs Nepen0adeHHs. MOXKITUBUX

pobIIeM.

. MepeixeBi KoHTIKTH Ta HeBipHa KOH(pIirypanisi MOXXyTh PU3BOIUTH JI0 BTPATH 3'€THAHHS, TIOMMIIOK Y TIepeiadi JaHUX Ta MOPYIIeHb Oe3MeKH.

BusiBiieHHS uepe3 MepeKeBUil MOHITOPUHT:

v Jloru Ta xypHauu. 3adikcoBaHi TOMIIKH, HEBJANI CPOOH 3'€IHAHHS YK 3MiHM Y KOH(DIrypauii BKa3yroTh Ha MOJKINBI KOH(ITIKTH YU TOMHJIKH.
v/ Merpuka BTpar nakeris. 30UIbLICHHs BTPAT NAKETIB MOKe OyTH TOB'S3aHO 3 KOH(IIIKTAMH MEPEXKEBHX aapec abo npobiiemMamMu KoHirypari.

JIi1 nist BUNpaBieHH:

v' Aymut kougirypauii. PerynspHe nepesipsnus KoH}Irypauii IpucTpoiB 1y BUABIEHHS MOKIUBUX KOHDIIKTIB.
v\ BUKOpHCTAaHHS iHCTPYMEHTIB BHpilleHHs! KOH(IIKTIB, sKi BUSBIAIOTH Ta BUPIMIYIOTH KOHQIIKTH MEPEKEBUX aApeC Ta iHII KOHPIIKTHI

CHTYyaIl.

Crparerii ycyHeHHS Npo0JieM Ta BiIHOBJIEHHS PO0OTH Mepe:ki

Ta6uus 03.03

ABTOMATH30BaHi 32c00M BUABJICHHS Ta pearyBaHHsl.

HJ]aHyBaHHﬂ Ta BIPOBAKCHHA naT4yiB Ta OHOBJIEHD.

BuKopuCTaHHs CHCTEM aBTOMATH30BAaHOTO MOHITOPHHIY ISl TIOCTIfHOrO
BIICT&)KCHHS CTAaHY MEPEXi Ta BHSBIICHHS aHOMAUTIi.

PerynspHe miuanyBaHHS Ta BU3HAYCHHsS HEOOXiTHUX OHOBJICHb Ta MATYiB
UL BCi€T MepeKeBoi iHpPacTpyKTypH.

BcTaHOBIIEHHSI aBTOMATUYHUX 3aXO0/IiB pearyBaHHsI Ha BUSBJICHI aHOMaJTii
0e3 HeoOXIAHOCTI BTpY4aHHS aMiHICTpaTopa.

CucreMaTHYHE BUKOHAHHS MPOLECY BIPOBAKCHHS OHOBJICHD Ta MATiB,
3a0e3neuyoun Oe3mneKy Ta eeKTUBHICTh MEPEXi.

IlepeBaru:

v/ llBuake pearyBaHHsi. ABTOMATH30BaHi CHUCTEMH HETaMHO
BUSIBIIIIOTH IPOOJIEMH Ta BKHBAIOTh 3aXOAIB IS IX YCYHEHHS.

v' Minimizaniss J0AcbKkoro QGakropy. 3MEHIIEHHS MOKIMBOCTI
NOMUJIOK, IOB'SI3aHMX 3 JIIOJCBKHM BTPYYaHHSM, 3aBIAKH
aBTOMATH3aLli.

IlepeBarmu:

v’ 3akpuTTs BpadIMBOCTel. BuacHe BIPOBA/UKEHHS OHOBIICHb Ta
MaTy4iB JI03BOJISIE 3aKPUBATH BPA3IIMBOCTI Ta 3aM00iraTi aTakam.

v' TlokpauieHHst QyHKUioHAJBLHOCTI. OHOBIEHHS MOKYTh TaKOX
BKJIIOYATH HOBI (YHKIII Ta MOKPAIIEHHS, [0 MOMIMIIYIOTh POOOTY
Mepexi.

Ipuxiiagm aBTOMATH30BAHUX 3aC00iB:

v' SNMP-moniropunr. Buxopucranus SNMP (Simple Network
Management Protocol) s aBTOMaTHYHOTO MOHITOPHHTY Ta
KepyBaHHs MEPEKEBHM 00JIaIHAHHSIM.

v CucTeMH  aBTOMATH30BAHOTO  BHSIBJIEHHS  iHUM/JEHTIB.
Buxopucranns SIEM (Security Information and Event Management)
JUIsE BUSIBIICHHS! Ta pearyBaHHs Ha IHIMICHTH GE3IEKH.

Jii n1s1 BUNpaBJIeHHS:

v' Po3po0ka rpadika onosienn. CTBopeHHs rpadika 1y BA3HAYEHHS
PEryJISPHOCTI Ta MOPAAKY BIPOBA/UKCHHS OHOBJICHb.

v' TecryBaHHS mepel BNPOBakeHHsIM. IlepeBipka OHOBICHb Ha
TECTOBHX CHCTEMax Iiepe] iX BIPOBa/UKECHHSAM B IIPOJAKIICH-
cepeJIoBHIIIE.

OO6unBi crparerii cnpsMoBaHi Ha 3a0e3nedeHHsT e()eKTHBHOTO YCYHEHHsS IPOOJIEM Ta BiJHOBICHHS POOOTH MEpExi, 3MEHIIYIOYH BIUIMB HETaTHBHHX

(haxropiB Ha 11 cTabinbHICTH Ta GE3IeKy.
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3ale3neyeHHs Oe3neKkn Mepe:xi
BuKOHYETBCS €(heKTHBHUM BUSBICHHSM Ta PearyBaHHSIM Ha aTaKH Ta BPa3IUBOCTI B MEPEXKI.

Ta6muns 03.04

. BusiBieHHsI aTak Ta Bpa3IMBOCTeN.

. MOHITOPHHI MOTOKIiB JaHHUX /i BHSIBJICHHS HEHOPMATHBHOL
AKTHBHOCTI.

BcraHoBiieHHsI cucTeM BUsBIIEHHS BTopraeHs (IDS) Ta cucreM BUSBICHHS
aHOMaNbHOI MOBeNiHKH (AD) 71t HOCTIHHOTO MOHITOPHHTY Ta BHSBICHHS
HEe3BUYAWHUX TOMIN Y Mepexi.

BcraHoBneHHs cucTeM, sIKi aHANI3yIOTh 00'€éM Ta HANPSIMOK MEPEKEBOr0
Tpadiky UL BUSBJICHHS HEHOPMATUBHOI UM MiJ03PisI0l aKTUBHOCTI.

IlpoBeneHHsT peryasipHUX CKaHyBaHb BPA3JIMBOCTEH IS BHUSBICHHS
cIabKHX Micllb y MepexeBiil iHdhpacTpyKTypi Ta IporpaMHUX 3acobax.

CrocTepeKeHHs 32 3MiHAMH Y OBEIHIII MEPexi, 1[0 MOXKe BKa3yBaTH Ha
MOXJIMBI 3arpO3H YU aTaKH.

IepeBaru:

v' PanHe BusiBjeHHs 3arpo3. CuCTeMM BUABICHHSA JO3BOJSIOTH
pearyBaTH Ha MOTEHLIiHI 3arpo3u 110 ix peamizawil.

v' MoniTopunr B peaabHoMy 4vaci. 3abe3nedeHHs] MOHITOPHHTY Ta
BUSIBIICHHS IIOJiH B peaJbHOMY 4Yaci Uil e()eKTHBHOTO pearyBaHHS
Ha aTaKu.

IlepeBaru:

v' JleramizoBaHa aHaJiTHKAa. MOXIMBICT BUSBJIEHHS CKIaJHHX Ta
XUTPHX aTak 4yepe3 JAeTalli30BaHy aHATITHKY ITOTOKIB JaHUX.

v' 3MeHINEHHS] MOMHJKOBHX TPUBOT. BHKOPHCTAaHHs aHATITHIHUX
IHCTPYMEHTIB ~ JUI  BiJCIIOBaHHS IIOMWIJIKOBHX TPHBOI  Ta
KOHIIEHTpaLii Ha pealbHUX 3arpo3ax.

JIii noist BUNpaBJIeHHS

v' Tlocriiine oHoBJeHHs 06a3  Bimomocreil. 3aGesnedyeHus
aKTyaJbHOCTI 0a3 BIZIOMOCTEH CHCTEM BHSBICHHS BTOPIHEHb Ta
CKaHEepiB BPa3JIMBOCTEIL.

v\ Auaji3 joris. Perynspuuii aHanis JoTiB JUisl BUABJICHHS aHOMAIi
Ta BIACTEXEHHS IMOTEHLIIMHO MIKiJIMBUX i,

Jii nyist BUNpaBJIeHHA:

v' BHpoBajuKeHHsl CHUCTEM aHANi3y NOBeAiHKH. Bukopucranus
CHCTeM, SIKi aHAII3yIOTh He JIUIIe CHTHATYPU aTak, ajle U 3MiHH y
3BMYalHOMY MOBEJIIHIII.

v' Iurerpauis 3 cucTeMaMH BUSIBJIEHHSI BTOPrHenb. CrijibHa poboTa
CHCTEM aHali3y MOTOKIB Ta CHCTEM BUSBICHHS BTOPTHEHb IS

KOMIIJICKCHOT'O 3aXHUCTY.

OcHoOBHi 3aB/1aHHA Ta BUMOI'M /10 MEPEKEBOr0 MOHiTOQl{Hl‘!
BKJIFOYAIOTh B ceOe:

Ta6muus 03.05

Biacre:xenns Tpadiky Ta pecypceis v" MOHITOPUHI BMKOPHCTAaHHSI MepeKeBUX pecypciB. BuMiproBaHHS NpOIMYCKHOI 31aTHOCTI,

BU3HAUCHHS BHKOPHUCTaHHA INMHPOKOCMYTOBUX KaHANIB, iNeHTU(]IKAIis OCHOBHHUX Kepen

Tpadiky.

v’ Anani3 tpadiky aas onTuMmizauii nmponyckHoi cnpomoskHocTi. BusiBienus HagMipHoi a6o

Hee()eKTHBHOI BHKOPHCTAHHS MEPEXEBHUX PECYPCIB.

ABTOMATH30BaHe BHSIBJICHHSI HecHpaBHoOCTell. MOHITOPHHT JUIS BUSIBICHHS HENONAJOK B

po0OTI Mepexi, TAaKUX SK BiZIMOBH 00JIQHAHHS UM TIPOOJIEMH 3i 3'€ THAHHSM.

v' IlIBuaxe pearyBaHHsi HA BAHHKHEHHsI P0G./ieM. ABTOMATHYHI OB JOMJIEHHS T CIIOBIIICHHS

PO HEBIpHY POOOTY YK 3MIiHU Y CTaHi MEPEXi.

BusiBiieHHsI aTak Ta Bpa3auBocTeil. AHami3 Tpadiky s ineHTH(iKaNil MOKINBUX aTak abo

BPa3JIUBOCTEH B CHCTEMI.

v" MOHITOPUHI NOTOKIB JaHMX /UIsl BHSIBJIEHHSI HEHOPMATMBHOI aKTHBHOCTI. BusHaueHHs

QHOMAJILHOT YM MiJI03P1JI0T aKTUBHOCTI y MEpexi.

BusiBiieHHsI Ta yCyHeHHsI BiiMOB. BuzHaueHHS MOXIIMBHIX TOUOK BiZIMOB Ta po3po0Ka cTpaTerii

ULl yHUKHEHHS 200 YCYHEHHSI IXHiX HaCIiJIKiB.

v' MoHiTOPUHT HABaHTAaKeHHsl. BU3HAUEHHS 1IKOBOTrO HABAHTAKEHHs! TA IUIAHYBAHHS PE3EPBHUX

pecypciB s 3amo0iraHHs epeBaHTaKEHHSIM.

30ip Ta aHaji3 AaHMX AJaA  BiANOBiAHOCTI HopMaTHBaM. BHKOpUCTaHHS MeEpEXKEBOro

MOHITOPHHTY JUIS IEPEBIPKH BiIIOBITHOCTI O€3MEKOBUM CTAHAAPTaM Ta PETYIISTHBAM.

v’ ApxiBauis Ta 30epiramnsi nanux. 3a0e3medeHHs 30epeKEHHS NAaHUX MOHITOPUHTY JUIS
MOAANBIIOrO aHAI3y Ta BUPILICHHS MOXKJIMBUX MUTAHb OE3MEKH YU BiJIIOBIJHOCTI.

BusiBjieHHs1 Ta BUPillIeHHS] NPO0.JIeM v

MoHiTOPHHT 0e31eKH Mepeki v

3afe3neyeHHs1 BUCOKOI JOCTYNHOCTI v

3a0e3neuyenns Bignmosigmocti g0 BuUMOr i | vV
CTaH/IapTiB

3araibHa MeTa MEpPEXKEBOr0 MOHITOPHHIY IONATAE B 3a0e3IeUeHHi CTAOLIBHOCTI, Oe3meku Ta e(eKTUBHOCTI MepekeBOl iH(GPacCTPyKTYpH, a TAaKOX B
OIepaTUBHOMY pearyBaHHi Ha Oy/b-sKi IPOOIEMH Y1 3arPO3H.

Cucremyu MOHITOPHHTY Tpadiky
IcHyrOTBH 51K IPOTpaMHi TaK i amapaTtHi pilleHHs:
Tabmuusg 03.06

Haii6inpur BizoMuii pHKIaa OPOrPaMHOTO PIlIEHHS] MOHITOPHHTY
Tpadiky - Wireshark:

Wireshark € BiIkpuTHM nporpaMHHM iHCTPYMEHTOM JUIS aHAII3y
MepexeBoro tpadiky. BiH 103Boise 3aX0IUTIOBATH Ta aHAi3yBaTH
[AKEeTH JaHUX y peaJbHOMY Yaci.

MosxnuBocTi:

v JletanbHuii aHANI3 NAKETiB, BKIFOYAIOUH JaHi KOKHOTO PiBHSA
MEpPEXEBOr0o CTEKY.

v/ OinpTpallis Ta MOLIYK NAKETIB 38 PI3HUMH KPHTEPIAMH.

v' TliaTpuMKa pi3HHX MpOTOKOiB, BKmoyatoun TCP, UDP, IP,
ICMP Ta ixmmi.

WIRESHARK
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= Ilpukinax amapaTHOro pimreHHsS MOHITOPHHTY Tpadiky - Cisco
H U (ﬁ] ‘

NetFlow:

Cisco NetFlow € anapatHum 3aco0oM, po3poOiieHHM Juist
npuctpoiB Cisco.

— -~ - v g .
—~ (< rr:' ( @ J MosxiBoCTi:
k__ =] [-:‘J ) o N v\ 3axoIUIeHHs Ta aHaJIi3 METaJaHuX PO TpaQiK I CTATUCTUKH
Ta aHawi3y.

. v'  BusHauenHs Tpadiky 3a JOMOMOTrOI pI3HUX MapamMeTpiB,
M e tﬂ@ Takux sk [P-anpecu, moptu, mpoTOKOIN TOLIO.
v' MouiTopuHr Tpadiky B PeXXUMi PEATbHOT0 Yacy Ta CTBOPEHHS
3BITIB.
Amnamnizarop nakertiB SolarWinds Network Performance Monitor
(NPM):

SolarWinds NPM e nporpaMHuM pillICHHSM Ul MOHITOPHHTY Ta
aHaJi3y MepekeBOro Tpagdiky.

MoOXKITHBOCTI:
v\ AHaJi3 IpOMyCKHOI 31aTHOCTI MEPEKi Ta BUABJIEHHS MPoOieM
y 1i pobori.

v" MoHiTopuHr Tpadiky Ha Pi3HHX PIBHSX, BKIIOYAKOYH PiBHI
JIOATKIB Ta KOPUCTYBAiB.
v' CroBiuieHHs Mpo aHOMAaIii Ta BiICTEXXEHHS CTATUCTHKH.

Amnanizarop nakerie PRTG Network Monitor:

’ PRTG € nporpaMHHM piLICHHSAM JUIsi MOHITOPHHTY Ta aHali3y
\ MepexeBoro Tpadiky.
MOXKITHBOCT:
N E I WO R K V' 3axOIiIeHHs Ta aHali3 MAaKeTiB JaHUX Uil BUSBICHHS
aHOMAJTiH.
v

MOHITOPHHI ~ NPONMYCKHOI ~ 3JaTHOCTI Ta  BH3HAYCHHS

3aBaHTAXXCHHS MEPEXi.
v' CrBopenHs 3BiTiB Ta rpadikiB i aHaizy Ta BHBYEHHS
TeHACHIIH.

OO0uzBa THIM pillieHb (IPOrPaMHi Ta alapaTHi) Ta aHAJIi3aTOPH MAaKeTiB HAJAI0Th aIMiHICTPaTOpaM MEPEeXi MOXKIMBOCTI e()eKTUBHO MOHITOP UTH Tpadik,
BUSIBILITU aHOMAJIi Ta PO3YMITH, SIK BUKOPUCTOBYETHCS MepeskeBa iHQpacTpyKTypa.

Cucremun MoHiTOpUHIY Mepe:ki (NMS

Cucremu moHiTopunry mepexi (Network Monitoring System) mpu3HadeHi i MOHITOPHHIY Ta aHamizy mepexeBoro Tpadiky. Boxu 3abe3meuyioTsh
BUIMMICTh y pealbHOMY 4aci MPOAYKTUBHOCTI Mepexi Ta mofii Gesmeku. Pimenus NMS 103BoJsI0Th OpraHizaiisM BH3HAYaTH MOTEHINHI 3arpo3u Ta
BpA3JIUBI MICILIs, TIEPII HiXK BIUTMBATH HA IXHI MEpPexKi.

PimeHHs Ui MOHITOPUHTY Mepexi Hajae iH(pOpMAaIlio Ipo cTaH Mepexi B Oyab-sKuil MOMeHT 4acy. Lle momomarae NA BUSBIATH Taki HpoOiieMu, SIK
CrOBUIbHEHHS 200 300i. KpiM TOro, 11e 103B0JIs€ IM BXKUTH 3aXO0MIB IJIsl BUPIIICHHS MPpoOJIeM, TepIl Hi>K BOHU 3aBJayTh IIKOIH.

IlepeBaru cuctemu MoHiTOpUHTY Mepe:xi (NMS):

BENEFITS OF RS —
NETWORK MONITORING SYSTEM =~ wwn™

4+  Besneka. Bigcrexenns, mo podisTe KOPUCTYBadi y Bariit

Real-Time = :
Mepexi.

Alerts Remote Access P

Security @ Performance

%  CroBilmeHHS B pPEXHMi peansHOro dYacy. MHuUTTeBe
CIIOBIIIICHHS, KOJIM IIOCH ITijIe HE TaK.

Fa

#+ IlpomykruBHicts. BincTexyBaTH, HACKUIBKM IIBHIKO
TIpaIioe MepesKa.

4  MacmraboBanicte. JlomaBaHHS XOCTIB IO Mepexi, He
BHUMarae 3yCHib IIp0O MacTaboBaHOCTI.

4+  Exonomiuna edextuBHiCTh. He qOBemeThCss KymyBaTé
KiTbKa OAMHHUIG OOJaZHAHHS, 00 BHKOPHCTOBYETHCS
3aB)XU OJIHE SIIPO CUCTEMH.

Bumie HaBeseHO JuIIe K IIepeBark CHCTEMHU KEepyBaHHS MEPEeXKelo, a KOXXKHE KOHKpeTHe IporpaMHe 3a0e3leUeHHs KepyBaHHS MEpEexKero Mae 6arato
IHIIMX mepeBar. Y TaOuLli HUK4e HaBeleHo mporpamMHi NMS
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IIporpamMHi pileHHs JUIsi MepeKeBOr0 MOHITOPHHIY
Tabmuus 03.07

Hassa Tun OyYHKIIIOHAIBHICTH
. » | Nagios Core Binxputa MOHITOpHHF ZAOCTYIHOCTI Ta NPO/IyKTHBHOCT] HPHCTPOIE Ta CepEiCis.
Nag 10S matpopma CriosileHHs Ipo aHOMAJi{ Ta FeHepallis 3BiTiB.
Po3mmpena cucreMa IiariHiB Juis pisSHOMaHITHOCTI MOHITOPHHTY.
Zabbix Binkpura MOHITOPHHT Pi3HOMaHITHHX NPUCTPOIB Ta CITYkKO 32 JOIIOMOTOI0 areHTiB.

ZA B B I X miatdopma

PRTG \’ PRTG Network Monitor | Komepuiiina

NETWORK naargopya
MONITOR

306ip Ta aHawi3 Jor-(aiiIiB Ta CTATHCTUKH.

ABTOMATHYHE BHSIBICHHS IIPUCTPOIB Y MEPEXi Ta IX mapaMeTpis.
CrHocTepeKeHHs 32 CTAHOM IPHUCTPOIB, 3AaTHOCTI MEPEXi Ta poOOTH CITyXkO.
MonitopuHr pecypcis, Takux sk CPU, nam'ste Ta 1ucKH.

Anai3 MepexxeBoro Tpadiky Ta iHpopMamnii po NPOIyCKHY 31aTHICTb.

SolarWinds Network Komepuiitna MOHITOPHHT IPOMYCKHOI 3aTHOCTI Ta BUSBJICHHS aHOMAJTIi.
Performance Monitor iatdopma AHani3 JaHuX Ha Pi3HUX PIBHSX, BKIIOYAIOYM JOAATKOBI PiBHI Ta KOPUCTYBAiB.
(NPM) Cucrema ONOBILEHB Ta FeHEpallis 3BITIB Ul aHAII3y Ta POrHO3YBAHHS.
7{ Dynatrace Komepuiiina MOHITOPHHT peaTbHOro Yacy Ta aHali3 poOOTH JOAATKIB Ta CEPBICIB.
b’ dynatrace iatdopma BusBnenHs Ta qiarHOCTHKA aHOMAJH y poOOTI porpaMHOro 3a0e3mnedeHHsl.
Amnani3 B3aeMozil M’k KOMIIOHEHTaAMU JOJATKIB Ta iX B3a€MO3aJI€KHOCTI.
Zenoss Binkpura MOHITOPHHT JOCTYITHOCTI Ta IPOJXYKTHBHOCTI MEPEKEBUX PUCTPOIB.

ABTOMAaTH30BaHA IHBEHTapH3aIlis MEPEKEBOro 00JIa THAHHS.
AHani3 Ta Bizyanizalist JaHUX 310paHuX 3 Pi3HUX JKEPEIL.
I'padiune BimoOpaxkeHHs CTATUCTHKU MepeKeBoro tpadiky.
MOHITOPHHT CHCTEMHUX HapaMeTpiB IPUCTPOIB.
CTBOpEHHS BJIACHUX INA0JIOHIB JUISI MOHITOPHHTY.

zenass miatdopma

Cacti Binkputa
miatopma
CACTI

Munin Binkpura ABTOMaTHYHE CTBOPEHHsI TpadikiB UIsl MOHITOPHHTY PI3HUX MapaMeTpiB.
- M UNIN maTpopma Tpocrnii inTepdeiic s BiACTi IKOBYBaHHS 3MiH B MEPEXKI.
TloBimomiIeHHS PO aHOMAJTIT Ta HEBiOBITHOCTI.
Prometheus Binkpura MOHITOPHHT METPHK 3 Pi3HUX KOMIIOHEHTIB MEPEKEBOI iHPPACTPYKTYPH.
miatpopma 36ip, Bi3yauri3awis Ta aHaJi3 JaHUX.
ITinTpumka peectpiB Binkputix Metprk (OpenMetrics).
Sematext Monitoring Komepuiitna AHani3 NpoIyKTUBHOCTI Ta JIOCTYITHOCTI MIPUCTPOIB.
& sematext iatdopma MoHITOpHHT 10aTKIB Ta iIHYPACTPYKTYPH B XMAPHUX CEPEIOBHILIAX.
ABTOMaTH30BaHi OMNOBILIICHHS Ta aHAITHKA.
The Dude from Mikrotik | Biaxpura ManyBaHHs MEpeXi Ta BiJICTIIKOBYBaHHS IIPUCTPOIB.
atrdopma MOHITOPHHT IOCTYITHOCTI Ta CTAHY MEPEXEBUX 00'EKTIB.

AN NN AN N YA VNN N NN N N NN N N N N N N N N VR N N N N NN NN

Bisyanizawis ta aHani3z tpadiky.

Hepenam BHKOPUCTAHHS CYYACHUX TEXHOJIOTIH Y MEpeKEeBOMY MOHiTOEl/lHFY

BigHomenns 10 aBToMaTH3aMii MepeskeBOr0 MOHITOPHHIY 32 /IONOMOI 00 IITYYHOI0 iHTEIeKTY.

+  Ilo3uTHBHI acnekTH:
< EdexruBuictp. IlTyqnnil iHTENIEKT MOXXE BHSBHTH aHOMATii B MEPEkKi HABiTh TOMi, KOJH BOHH HEOWiKyBaHi ab0 Ba)KKO BH3HAYUTU 3a
JIOTIOMOT' 00 TPAAUILIIHHUX METOIB.

< IlIBuakicTb. ABTOMAaTH30BaHi CHCTEMHU IITYYHOrO iHTEIEKTY MOXYTh BUSBIISITA Ta pearyBaTH Ha NPOOIIEMH B peaJbHOMY 4aci, 0 J03BOISE

HIBUAILIE BUPILIYBATH MPOOICMH.

+  BHKJIMKH Ta 00Me:KeHHs:

«  Hapuanus. llITy4nHuii iHTEJIEKT BUMarae HABYaHHS HA BEIMKHUX 00CArax MaHUX, @ JUIs JICSIKHUX aCleKTiB MEPEKEBOr0 MOHITOPHHTY MOXe OyTH
CKJIQ/IHO 320€3TIEUHUTH I0CTATHBO BEJIMKUI Ta PEPE3CHTATUBHUN HAOIp JaHUX.
Be3neka. BUKOpHCTaHHS IITYYHOTO IHTEIEKTY Y MEPEKEBOMY MOHITOPHHTY MOXXE BUKIMKATH MUTAHHA 100 Oe3MeKH Ta KOH]iAeHIIHHOCTI
JTaHUX.

X3

S

+  Poub LI y BusiBjIeHH] aHOMATiii:
«  AHaji3 Besukux ofcsiriB ganux. IITyqnuii iHTeneKT MoXe e(EeKTHBHO aHAII3yBaTH BEIUKI 00CSITH MEPEXEBHX TaHHUX Ta BUSIBIISTH aHOMAIIT
3a KOpPOTKHH Jac.
« Mogea0BaHHs NOBeAiHKH. BUKOPHCTaHHS aIrOpHTMIB MAlIMHHOIO HABYAHHS Ui CTBOPEHHS MOJCICH MOBEAIHKH MEPEKi Ta BUSBICHHS
BIJXHJIEHD Bij 3BMYAHOrO.

Mo:xauBicTh aBTOMAaTH3aWII BUPillleHHs NP00JieM 3a jonomoroo 1.

+  ABTomaTHyHi peakuii. Ha 0CHOBI BUSBI€HHX aHOMAIH CHCTEMA MITYYHOTO iHTEIEKTY MOYKE BUPOOIISATH aBTOMATHYHI PeaKilii, Taki K BUMKHEHHS
aTaKyK4YOro IPUCTPOIO abo epeHAIAIITYBaHHS MEPEKEBUX MAPAMETPIB.
+  Onrumizagis. LTy4Hunii iHTEIEKT MOXKE ABTOMATHYHO ONTHMI3yBaTH pOOOTY MEpPEXKi, pearyiodn Ha 3MiHH Y 3aBAHTAKCHOCT] UM 1HIIMX YMOBaX.

IcHyrOTH 4MCIEHHI yCHIIIHI NPAaKTHYHI peaii3alii BUKOPUCTAHHS LITYYHOTO iHTEIEKTY B MEPEKEBOMY MOHITOPHHIY Ta BHSBICHHI aHOMamid. Jleski
MPHKJIAU BKIIOYAIOTh:
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Mpukiaag

Onuc

PesyabTaTn

Cisco Stealthwatch

3arpo3 Oesrmeri.

BukopucroBye ananiz mepexeBoro Tpadiky, MallMHHE HaBYaHHS Ta
LITYYHUH 1HTEIEKT JUIs BUSIBICHHS aHOMAiH y MEpexi Ta MOTEeHUIHUX

IMokpaieHa BHSBICHHS 3arpo3 Ta 3HIKCHHS
yacy peakuii Ha iHIUJeHTH.

MOTEHIIIMHKX 3arpo3.

BUSIBJICHHS aHOMAIiil JUI1 MOHITOPHHTY Mepexi

Ta BUWABJICHHA

Darktrace BUKOPHCTOBYE TEXHOJIOTiI0 MALIMHHOTO HAaBYaHHS JJIS HENEpepBHOro | BusBIIEHHS paHHIX CTajliil aTak Ta aHOMaJIiii, IO
MOHITOPHHTY MEpEXi Ta BUSIBJICHHS aHOMAJIbHOI aKTUBHOCTI. JIOTIOMarae 3anobiraHHi  Ceplo3HUM
kibep3arpo3am.
Splunk IT Service | BukopucToBye aHaNITHKY Ta MallMHHE HAaBUaHHS Ui arperaiii qanux 3 | [TokpaiieHa 00i3HaHICTh PO MepeXeBi MOil Ta
Intelligence (ITSI) PI3HMX JUKEpEI Ta BUSBJICHHS aHOMAJIi il B MEPEXKEBOMY CEPEIOBHIILI. X BIUIMB Ha Oi3HEC-TIPOLIECH.
IBM QRadar BukopucroBye aHalli3 NMOBENIiHKM, MalllMHHE HAaBYaHHA Ta aqropuTMu | EdexruBHe BUSBIGHHS Ta  BiANpaBICHHS

pearyBaHHsL.

CHOBiH_IeHB Tpo MOKJTHBI 3arposu Uit BUAKOT'O

I1i miatdhopMu Ta pilleHHS CIIy)XaThb NPUKIAJAMHU YCIIIIHUX BUKOPHCTaHb IUTYYHOrO iHTENEKTYy B MEPEXKEBOMY MOHITOPHHIY, 1€ BOHU JOIOMAraioTh
BUSIBILITH @aHOMaTii, 3a0e311eYyr0Th 3aXKCT BiJI 3arpo3 Ta MiIBUILYIOTh 3arajbHy Oe3leKy MepexKeBUX IHPPacTpyKTyp. 3ayBaxTe, 110 JaHi HPAKTUKH MOXKYTh
3MIHIOBATHCS 3 9aCOM, 1 PEKOMEHAYETHCS IIePEeBIPATH HAHHOBIII BiOMOCTI.

TOMATH30BaHi 32001 BUpillleHHs NP00JieM Y MepeskeBOMY MOHITOPUHTY

JlaBaiiTe po3IIIsTHEMO KiJIbKa KATeropiii ABTOMATH30BAHUX 32c00iB BUPilIeHHsI NP00JeM Y Mepe:keBOMY MOHITOPHHTY Ta iXHi IIPUKIIa IH.

Ta6murs 03.09

pearyBaHHsl Ha
aHoMmaJIii Mepe:xi

aHoMmautii BKJIro4ae B cebde
BUKOPUCTAHHS PI3HUX TEXHOJIOTi
Ta MiIXO/iB, TAKKX K aHAJII3
MOBEAIHKH MEPEXKi, MallIMHHE
HaBYaHHSI, AITOPUTMH BHUSIBIICHHS
aHoMaJIiii, Ta aBTOMaTH30BaHi
MPOIIECH pearyBaHHs Ha BUSBIIEHI
mpoOseMu.

aHoMautii B poOoTi
MepexKi, Taki K
3MiHH y TIOBEIIHII
MIPUCTPOIB YU
HeCHOo/[iBaHi BEJNUKi
HABaHTAXKCHHSI.

MIPUCTPOIB Ta MEPEXI,
BUSIBIISIIOTH aHOMAJI Ta
MOXYTb aBTOMaTH4HO
BUKOHYBAaTH BiIOBIHI
3aXO0JIM, TaKi K 3MiHa
KOH(Iryparii uu pe3epBHe
IUIAHYBAaHHS MEPEXI.

Kareropis A3 IpuzHayeHHs IIpodaemu, mo ABTOMaTH3aLiA Po3pobnuxu
BHPIIYIOTH
Cucremun IDS: cuctema BUSBIIEHHS iHTpY3il BusiBnenns ta IDS BusiBisie anOMaIii Ta Pi3ni xoMnaHii HagarOTh
ABTOMATHYHOI' O (Intrusion Detection System) 3an00iraHHs MOTEHIIi}Hi 3arpO3H B IDS/IPS-pimenns. Hanpuknan,
BUSIBJICHHS Ta MIpU3HA4YEHa AJ1s BUSABICHHS kibep3arposam, Mepexi. Snort € BIIKpUTUM pilICHHAM, a
pearyBaHHsi He3BHYaiHOI abo migo3pinoi TaKuM SIK aTaKW Ha IPS pearye Ha BusBICHI Cisco, Palo Alto Networks,
(IDS/IPS) aKTUBHOCTI B Mepexi abo Ha MepeKEeBUI 3arposu, OIOKyI04l Check Point ta Fortinet
OKpEMHUX KOMIT'I0Tepax. nepumeTp abo aTakyrouni Tpadik abo HPOIOHYIOTh KOMEPLIiHHi
IPS: cucrema 3anobiranHs HeBipHa IHITMM YUHOM 3a1100iralouu IDS/IPS-nponykTH y cBOIX
inTpy3ism (Intrusion Prevention KOH(Irypartist HEBipHIN aKTUBHOCTI. ciMelCTBaxX MepeXeBHX 3ac00iB
System) BxMBa€ 3axX0iB WIS cucreM Oe3neKu. Oe3meKu.
3a100iraHHs aTakaM abo
IHTPY3isM, BKITFOUAIOUH
ONIOKYBaHHS aTaKyr4oro Tpadiky
4y iHII 3aX00U OE3IEKH.
Cucremu Automated Incident Detection and BusBnenns ta AIDR aBromaTtnuno BusiBiisie | AIDR moke mpeacTaBisiTiH
aBTOMATH30BaHoOro | Response, sk 3po3ymisio 3 Ha3BU®, | BiXHOBIEHHS aHoMaii y poboTi c00O0 BHYTPIIIHIH PO3BUTOK
BHUSIBJICHHS TA BUKOPHCTOBYETHCS LS BUIIA/IKIB BiIMOB y MEPEKEBUX CIEMEHTIB Ta KOHKPETHOI opraHizauii abo
Bi/IHOBJIEHHS aBTOMATH30BAHOTO BUSABIICHHS PpoOOTI amapaTHOro BiJIHOBJIIO€ POOOTY LUISIXOM MOke OyTH IPOJYKTOM Bij
(AIDR) BHUIAJKIB BiIMOB y po0oTi Ta 3abe3neueHHs abo MEPEKITIOYCHHS Ha Pe3epBHi Pi3HUX HOCTaYaIbHUKIB.
BiZIHOBJICHHSI POOOTH MEPEKEBUX MEPEKEBHX CITYXKO. MepexeBi IUIIXH a0 3a3Buyaii, 1e crenianizoBaHi
KOMITOHEHTIB. BUKOPHCTaHHSI 1HIINX pileHHs B raiysi
PE3epBHUX PECYPCIB. KibepOe3rnexH, ane TOUHUH
PO3POOHHK MOXE Pi3HUTHCS.
Cucremn Network Performance Monitoring BusiBiiennst Cucremu NPM Icuye Garato pizaux NPM-
aBTOMATH30BAHOr0 | BUKOPHCTOBYETHCS JUIS HEJOJIKIB y aBTOMAaTHYHO MOHITODPSTH piLIeHs, siKi MOXYTb OyTH
MOHITOPHHTY MOHITOPHHTY Ta aHaIli3y HPOITYCKHi HIPOITYCKHY 3/1aTHICTb, BIJIKDUTUMH YK KOMEPIi HHUMH.
NPONYCKHOI IPOITYCKHOI 3MaTHOCTI MEpexi, 3[aTHOCTI MepeXi Ta | BHSBILIIOUH MicCId 3aTOpIiB Jlesiki IOy IsIpHi pilieHHs
3paTHocti (NPM) BUSIBJICHHSI HE/IOMIKIB Ta IIaHYBaHHS ii 200 HeIOMIKY, 1 MOXKYTh BKJIIOYAIOTh SolarWinds
onTuMi3arii i poooTH. OIITHMI3aIll. HaJlaBaTH PEKOMEHaIl 3 Network Performance Monitor,
OITUMi3arii. PRTG Network Monitor, Cisco
Prime Infrastructure Ta immi.
Cucremun KoHnemist cucreM aBToMaTHIHOro | BusiBnenus ta ABTOMAaTH30BaHi CHCTEMH KoHKpeTHHX pO3pOOHHKIB 41
ABTOMATHYHOIO BUSIBIICHHS Ta pearyBaHHS Ha pearyBaHHS Ha QHAII3YIOTh JaHi 3 HPOIYKTIB, SIKi OXHO3HAYHO

BIAIMOBIAAIOTH IiH HA3Bi, MOXE
OyTu Kinbka. Takox BapToO
BiJI3HAYMTH, 1110 IHOZI ITi ]
"CHCTEMOIO aBTOMATHYHOTO
pearyBaHHs Ha aHOMAJIi" MoXKe
PO3YMITHCS IEBHA
KOH}Iryparist pisHEX
IPOAYKTIB IS BUSABICHHS Ta
BUpIIICHHS aHOMaJIii, a He
CaMOCTIHHUI POIYKT.

Cucremu
ABTOMATHYHOL
3MiHH
KoHirypauii
(NCCM)

Network Configuration and
Change Management BixmnoBizae 3a
30epiraHHs, BiJICITIIKOBYBaHHS Ta
ABTOMATH30BaHE YIPABIiHHS
3MiHaMHU KOHDIrypauii MepexeBux

BusiBiieHHs Ta
YCYHEHHs Ipo0JieMm,
TOB'AI3aHUX 3
HEBIpHOIO
KoH(irypauiero

NCCM BusBisie HeBipHi 200
HeOe3neuHi koHpirypamii Ta
MOJKE aBTOMAaTHIHO
BHKOHYBAaTH 3MiHHU JIs

Jlesiki KOMIIaHii, 1o
CIIeLiali3yIOThCs B YIPABIIiHHI
MEPEKEBOI KOHQIrypalrieo,
BKIrOYaTh SolarWinds NCM
(Network Configuration
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MIPUCTPOIB JUIs 3a0€3TICUCHHS MEpEeKEBUX BIJHOBIIEHHs cTablnpHOCTI Ta | Manager), Cisco Prime
cTabIIBHOCTI Ta Oe3IeKH MepexKi. TIPUCTPOIB. 0e3IeKy Mepexi. Infrastructure, Infoblox
NetMRI Ta inmmi.

Xoua aBTOMaTH30BaHi 3ac00M BUPINIYIOTH OaraTo MpodiieM, B AeSKUX BUIA[KaX BaXKIMBO 3alIyIUTH aaMiHicTpaTopiB Mepexi (NA) abo iHmmux ¢axiBis st
BUPIIICHHS CKJIAJHUX MPOOIeM, sSIKi MOXXYTh BUMaraTy aHajli3y IJIMOOKOro piBHS a00 BpaxyBaHHs CHELU(DIYHUX JeTaneil KOHIryparii.

BucHoBku.
MeperxeBUil MOHITOPHHT € KIIOYOBUM €JIEMEHTOM Cy4aCHHX MEpEXeBHX iH(QpacTpyKTyp, HaJarouH OpraHi3awlisM 3aco0u Uil eeKTHBHOIO YIIPaBIIiHHI,
3a0e3medeHHs Oe3MeKH Ta ONTUMi3anii podoTH Mepexi. Y Wit TeKIii MU PO3IIITHYIH OCHOBHI aCIIEKTH Ta BaXKIUBICTh MEPEKEBOrO MOHITOPHUHTY.

MepexeBuii MOHITOPHHT 3HAYHO BIUIMBA€E Ha 3a0e3neyeHHs cTabuIbHOCTI, Oe3reKy Ta eheKTUBHOCTI MEPEKEBUX IHOPACTPYKTYP Ta JO3BOJISE ONEPATOPAM
OTPUMYBATH LiHHI JaHi PO CTaH MEPEeKi VISl IPUIHHATTS OOIPYHTOBAHUX PIllIEHb Ta BYACHOTO BHABICHHS aHOMAJTIi.

3aBHaHHI MEPEKEBOT0 MOHITOPHHIY BKIIOYAIOTh B ceOe BHSIBJICHHS aHOMalill, ONTHUMI3alilo MPOIMYCKHOI 3JaTHOCTI, 3a0e3Ne4eHHsT Oe3IeKH Ta BUacHy
peakxuito Ha pobieMu. Bumorn nmonsrarots y BUCOKiH TOYHOCTI, IIBUIKO/AIT Ta MACIITA00BAHOCTI CHCTEM MOHITOPHHTY.

Mu 3rajanu pi3HOMaHITHI 3acobu Ta TexHomorii, Taki sk SNMP, duneiiu (sFlow, NetFlow), ananizatopu makeriB, CHCTEMH BHSIBJICHHS 1 3amo0iraHHs
inTpy3isam (IDS/IPS) Ta iHmi, sIKi BUKOPUCTOBYIOTBCS Il 300pYy PI3SHOMAHITHUX MEPEKEBHX JAHUX.

3arajgpHOI0 TEHACHIIEIO € MOCTIMHUH PO3BUTOK Ta BJIOCKOHAJICHHS 3acO0IB MOHITOPHMHTY JUISl BIANOBIAI Ha PO3LIMPEHI MOTPEOH Cy4aCHHX MEPEKEBHX
iHppacTpyKTyp. MepexeBuid MOHITOPUHT € KPUTHYHHUM EJIEMEHTOM JUlsl 3a0e3NedYeHHs MPOAYKTHBHOCTI Ta O€3NeKH Mepexi B yMOBaX CTPIMKOro
TEXHOJIOTIYHOTO PO3BHUTKY.



