JlabopaTopHa po6ota Nel 1

ba3oBi HanawTyBaHHA CUCTEMU MOHITOPUHTY Zabbix Ta moHiTopuHr Windows-xocty 3a
[0NOMOrolo KnacudHoro areHta Zabbix.

MerTa: HaBYMTUCA BUKOHYBaTK 6a3oBe HaNaWTyBaHHA CUCTEMWU MOHITOPUHrY Zabbix Ta nigkntouat o Hei
Windows-X0CTu1 33 4ONOMOrOt0 KacMYHOro KnieHTa Zabbix Agent.

IHcTpymeHTHU: rinepsisop VirtualBox, moaenb Komn'toTepHOI Mepexi.

TeopeTUyHi BigoMoCTi
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VirtualBox Host

Puc. 11.1. Tononoeia mepexi

Ha pwuc. 11.1 HaBegeHa mogenb KOMM'OTEPHOI Mepexki, nobyaoBaHa Mif 4ac BMKOHAHHA nonepegHix
nabopatopHux pobiT. Lo cepsepy Serv-G-N-2 HanawToBaHo SSH aocTtyn yepes NAT Network ana VirtualBox Host. Ha
cepBepi Serv-G-N-2 po3ropHyTo cucTteMy MOHITOpMHIY Ha 6a3i Nagios 4.X. Ha cepsepi Zabbix-G-N npautoe cepsep
Zabbix 3 6a30BMMM HanalwTyBaHHAMM.

ba30Bi Ha/lALWITYBAHHA CalTy.

Niakntoyaemocsa no HTTP no Web-cepsepa Zabbix-G-N Ta 3miHl0eEMO Moro im’s y BiANoBiAHOCTI A0 3aBAaHHA.
MepelimeHyBaHHA BUKOHYETbCA y NyHKTI [All Dashboard]/[Zabbix server]/[Host]

Zahbix server € > C A Hesawnueno | 192.168.22.129:81 /zabbix.php?action=host.edit&hostid= 10084
Al dashboards ¢ Zabbix serwer ZABB'X Lo} Zabb‘x server
Map SR Al dazhboards  Zabbix server
lom L retwork. Host
Map
Host IPMI  Tags Mseros  Inwentory @ Encryption  “Alue mapping
r * Host name | Zabbix-22-400
el e ‘dsible name | Zabhiv-22-40
1 Dashboands.
Problems A Templates Name Fetion
Latest data Linux by Zabbix agent Unlinke Unlink and clear
Graphs Zabbix sencer health Unlink Unlink and clear
iy type here 1o searsh
Inwentory *Host groups [
ConFIGURATION
(e Interfaces  Type IP address DNS name
€ > C A Hesawmuyeno | 192.168.22.129:81/zabbixphplaction=dashboard.view&dashboardid= 1 sgent 177,001
ristration  * i

ZABBIX <« © [elelElRuE

Deseription
A dashboards | Global vien

Top hosts by CPU utilization

Hostname  Utiization Imava fmavg 1emavs  Processes 2 1
mwan L e 0w wm  om  m .28 4
Zabbix-22-40
Values per second toritored by IS Proxy | Prosy group
Enbled [
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Puc. 11.2. 3miHa imeHi xocmy y Web-iHmepdaelici.



Y nyHKTi meHio [User settings]/[Profile] smiHioemo naponb ana Web-niaknioueHHs kopuctysaya Admin Ta
BCTAHOBJIIOEMO YacoOBY 30HY. 3BEPHIiTb yBary Ha cneundiuyHi BUMOrM g8 HOBOTO MAPOI0, AKI MOXKHA MepernsaHyTu
NpW HaTUCKaHHI Ha 3HaK «?» niBopyd Big nona *Password (puc.11.3)

He saumero | 192.166.22129:81 fzabbix php?action=userprofile.edit | User profile: Zabbix Adminisirator

User Media  Frontend nifications

User profile; Zabbix Administrator

i it * Cument passuord | emr
User Media  Frontend notifications

* Passuord

Fassword | Change password

= Paszuond (once again)

Langusgs | System defaul v Passuord i not mandstory fornon intemal auhertiation type
Time zone | System default (UTC00.00) UTE: - Lnguage | System detaur v
Theme [eyaemdeolt = Time zone [{UTCAD2:00) Europerkiytv -
Theme | System dotaut v
Anologin [ v
Aologin [
e
nslogon
* Retrash [a0s
* Refresh |30
" Rous parpage 50 * Rous perpase [0
URL aftar login) URL ater o)
=

Puc. 11.3. HanawmysaHHa y Web-iHmepdelici naponto kopucmysaya Admin ma ecmaHoeneHHs Time zone.

Y KoHconi 3miHoemo im’a Web-cTopinku — y daiini /etc/zabbix/web/zabbix.conf.php 3aMiHIOEMO 3HaYeHHA
3MmiHHOT SZBX_SERVER_NAMIE Ha 'Zabbix-G-N'Ta nepe3sanyckaemo Web-cepsep

sudo systemctl restart nginx

3 6e3neKoBUX MipKyBaHb 3MiHIOEMO Mapo/ib KOPUCTyBaya root:

passwd
=] Zabbix-22-40 [Running] - Cracle ¥i Vir, & Zabbix-22-40 [Running] - Oracle ¥M ¥ N 152160 [ Zab x @ Posena | & zsbbix
<?php [¢?php fid=1 Zabbix-22-40: Dashboard
# Zabbix GUI configuration file. + Zabbix GUL configuration file. 192,168.22.120:81
lobal SDB, SHISTORY: lobal DB, SHISTORY:
<] Zabbix-22-40 [Running] - Cracle ¥ VirtualBox

[5DBL SERVER " 1

a';
‘zabbix";
‘zabbix_web':

[root@Zabbix-2Z2-48 ~1 sudo systemctl restart nginx
[rootBZabbix-2Z-48 ~1# passwd

[SDBL ' DATABASE ' 1
[SDBL"USER' 1

[SDBL ' PASSWORD " 1

~ Schema name. Used for IBM DBZ and PostgreS(L.

[GDBL ' SCHEMA ' 1
[oZBX_SERVER
[528X_SERUER_PORT
[5ZBX_SERUER_NAME

|5 IMAGE_FORMAT_DEFAULT

*P0SZHr UBCPSIXkKxE c=" ;

‘appliance’:

IMAGE_FORMAT_PNG:

# Schema name. Used for IBM DBZ and PostgreSQL.

[GDBL 'SCHEMA ' 1

& localhost':
[5ZBX_SERUER_PORT 18851 " ;

[9ZBX_SERVER_NAME

Zabbix-22-48";

hang ing password for user root.

lew password:
[Retype new password:
passwd: all authentication tokens updated successfully.

5 IMAGE_FORMAT_DEFAULT = IMAGE_FORMAT_PNG:

Puc. 11.4. 3miHa imeHi Web-cmopiHku ma naposo Kopucmysayd root.

HanawTtyBaHHA areHTcbKoro moHitopuury Windows cepsepy y Zabbix.

3aBaHTaxyemo Zabbix Agent. Ha cepBepi Serv-G-N-1, ge nnaHyeTbca BCTAaHOBUTWU areHT, Nnepexoammo Ha
odiuinHnit cant Zabbix Downloads. Obupaemo

Operating System: Windows,

Architecture: x64 (a6o x86, akwo y Bac 32-6itHa cuctema ©),

Zabbix Version: 7.0 (Bignosiaae Bepcii BcTaHoBAeHOro cepsepa Zabbix)
Ta 3aBAHTAXKYEMO iHCTanALiNHWIA daiin abo apxis.

[ani onucyetbca BcTaHOBNAEHHA areHTy Ha Windows Server 2019 3a gonomoroto msi-nakery.

Download and install Zabbix

Windows A amdsa 70LTs opsnssL s

Zabbix

Zabbix
Agents

Sources

Puc. 11.5. Bubip onepayiliHoi cucmemu 015 aeeHmy Zabbix ma muny iHcmanaAyiliHozo nakemy..


https://www.zabbix.com/download_agents

Ha cTopiHuj 3aBaHTaXKeHHA NpUCYTHI ABa areHTU. Obuasa areHTM Zabbix — ue nporpamu ana 36opy gaHMX
npo cucTemy, asie BOHM MatoTb AeAKi CyTTEBI BiAMIHHOCTI, AKi BApTO BpaxoBYBaTU 3a/1€XKHO Big, Bawnx NoTpeb:

Zabbix Agent (KnacuuyHuWiA areHT) - cTapilla BepCiA areHTa, WO iCHye NPOTArOM TPUBasaoro Yyacy. HanvcaHa Ha
MoBi C, Ma€e NpocTy apxiTEKTypy i NpaLtoe AK okpema cayxba. MigTpumye aKTUBHUI Ta NacMBHUI pexxumn 36opy
O3aHUX Ta BUKOPWUCTOBYETbCA A1 6a30BOro MOHITOPUHIY: 36ip mMeTpuK i3 ¢annis, noris, npouecis, BUKOHaAHHA
nepeBipoK CUCTEMHMX NapameTpis (HanpuKkaag, 3aBaHTaxKeHHs LM, BUKopUCcTaHHA Nam'aTi, CTaTycy ANUCKIB).

MeHLule HaBaHTaXeHHA Ha Pecypcu cMcTemu.

PekomeHAyeTbCA ANA CUCTEM i3 HU3bKMMM BUMOramm A0 GyHKuUioHany abo cTapumm KoHdirypauiamu Zabbix-
cepsepa.

Zabbix Agent 2 - cyyacHa Bepcia areHTa, po3pobaeHa AK aNbTepHATUBA KNAaCMYHOMY areHTy. HanvMcaHa Ha moBi
Go, W0 A03B0JIAE NPOCTile A0AaBaTv HOBI QYHKLii. Ma€e po3LWMpeHi MOXANBOCTI: NIATPUMYE NnariHM gas pobotn 3
6azamun paHux, Docker, Kubernetes Ta iHWMMM Cy4yacHMMM TEXHONOFIAMM, Kpalle IHTErPyeTbCA 3 XMapHUMMU
cepBicamn, moxKe 36upatn Binblle METPUK 3aBAAKU FHYUKiIN apxiTeKTypi. TaKoXK NiATPMMYE aKTUBHMIN Ta NacUBHUMN
pexnumm 360opy AaHKX.

PekomeHAyeTbCA A1 HOBUX cuCTeM abo BMNaZKiB, KOAM NOTPiOEH po3MpeHuid PyHKLIOHAN (KOoHTelHepw,
6a3n JaHux Towo). BuKOpucTOBYE Tpoxu 6Ginblle pecypciB y MOPIBHAHHI 3 KNACMYHWMM areHTom, ane Lue
KOMMEHCYETbCA MOTO MOTYXKHICTHO.

Zabbix agent v7.0.6 Zabbix agent 2 v7.0.6 Read mal

M3 Packaging. M5
Encrypnion:  OpeassL
Unkage:  Dynamic
MTesRseaTeRsee@IFECr 109D Checksum  ohass oFanazcenseassibasse
SFoSesin shal. ax 2f7Dabc62e8aLF T
mas 110dbecorcts

Puc. 11.6. Bepciiv7.0.6 azeHmie Zabbix dna Windows

3aBaHTaXyemo obpaHuit haiin Ha cepsep Ta BUKOHYEMO BCTAHOB/IEHHA areHTa.

1B Zabbix Agent (64-bit) Setup Z |8 Zabbix Agent (64-bit) Setup - X[ 48 Zabbix Agent (64-bit) v7.06 Setup x
— Custom Setup Zabbix Agent service configuration ZABBIX
ol Z ABBI X [ e Z AB B X [ i
Click the icons i the tree below to change the way features wil be installed.
~
Host name: ; -3
GNU AFFERO GENERAL PUBLIC LICENSE lemy 22401
. ~ o 2 Zabbix Agent (64-bit) Zabbix Agent is deployed on
Varsion 3, 19 November 200 =) -] Agent dsemon monitoring targets to actively
=9 - | zabbix sender mnn"mrh local resources ;-'vd Zabbix server PDNS:  [192, 168,40, 139
= appiications and report the
. . . . S| zabboxget gathered data to Zabbix server. Agentlsten port: 1000
(Copsright (€) 2007 Fse Softwars Fowdation, Inc. hitps: e Sl o
s ‘s . : hard drive. It has 3 of 3 Ly [192.168.40.139
[Everyons is pasmitted to copy and distributs verbation copiss of this liosnse documant, bt e bfeatures stlociod. The active che
|chansing it is ot allowed subfeatures require 8309KB on your [JEnable sk
hard drive
Do el h [Zadd agent location to the PATH
[t accept the terms in the License Agreement Location: C:\Program Files\Zabbix Agent) Fooee
print Back Cancel Reset Disk Usage Back Cancel Back Concel
15 Zabbix Agent (64-bit) Setup — X |45 Zabbix Agent (64-bit) Setup - X | 8 Zabbix Agent (64-bit) Setup - X
Ready to install Zabbix Agent (64-bit) ZABBIX Instiliegizeihtiagent (62 bit) ZABBIX Completed the Zabbix Agent (64-bit)
Setup Wizard
B W
(Cick Install t begin the instalston, Click Back to review or change any af your Please wait uhik the Setup Wizard instals Zabhix Agent (6451, Clck the Finish buttan to exit the Setup Wizard.
installation settings. Click Cancel to exit the wizard. ZAB B I X
Status:  Instaling Windows Firewal configuration
The Enterprise-class
Monitoring Solution
for Everyone
WWW.Zabbicom

Puc. 11.7. BcmaHosneHHa azeHmy Zabbix 0nsa Windows v7.0.6

[lna npaBunbHOro 3anoBHeHHA KoHoirypauii Zabbix Agent (puc.11.7 / mantoHOK 3) 3BEpHITb yBary Ha TaKi
napameTpu:
Host name. Im's xocTy, nig, AkKMMm BiH byae 3apeecTpoBaHMii Ta Bigobparkatuca y Zabbix Server.
Hanpuknag: SERV-22-40-1.

e  Zabbix server IP/DNS. BkaxiTb IP-agpecy abo DNS-im'a cepsepa Zabbix, 3 akum areHT mae 3'egHyBaTuca.
e Agent listen port. Lle nopT, Ha AKOMY areHT 6yae cayxatu 3anuTtu. MopT 3a 3amoByyBaHHAM: 10050.
e Server or Proxy for active checks. |P-agpeca abo DNS-im's cepBepa uM npokci-cepepa Zabbix ana

AKTUBHMX NepeBipoK. AKLWO He BUKOPUCTOBYETE NPOKCi-cepBep, BKaxiTb IP cepsepa Zabbix.



e Enable PSK. Akwo BuKopuctosyeTe WwndpyBaHHa PSK ana 6esneyHoro 3'eAHaHHA, NOCTaBTe rajouky Ta
HanawTynTe napameTpu PSK. AKwo PSK He BUKOPUCTOBYETLCA, 3a/IMLLTE OMLLiK0O BUMKHEHOHO.
e Add agent location to the PATH. Jonae wnax Ao areHTa y 3miHHy cepegosuua PATH, wo cnpouye

AOCTyN 4,0 BUKOHYBaHMX $aliniB areHTy Yepes KOMaHAHWIA PAAOK.

Micha 3aBepleHHA BCTAaHOBNEHHA areHTy, NepeBipAEMO CTaH cnykbu «Zabbix Agent» Ta um cTBOpMAOCH

BignosigHe areHTy npasuao Ha Wndows Defender Firewall:

Serv-22-40-1 [Running] - Oracle ¥M Virtual B ox | =]

Senv-22-40-1 [Running] - Oracle VM VirtualBox

P Windows Defender Firewall with Advanced Security

® - File Action View Help
e 2FE = HE

@ Windows Defender Firewall wit|

(5 Services | Zabbix Agent Properties (Local Computer)

File Action || General | Log On | Recovery | Dependences

Inbound Rules

& = || Inbound Rul ~
= Servics name: _ I MRlincound Ruies Name Group Profile  Ensbled  Action
. Services (Loc| &Y Outbound Rules
Display name. Zabbix Agent %% Connection Security Rules @ NSClient+ + Monitering Agent All Ves Allow
Description  Status e o Age - .
[ Provides system monoring %, Monitoring [/1Zabbix Agent listen port All Yes Allow
, Adds, modi..  Running £ Active Directery Domain Controller - Ec... Active Directory Domain Ser... Al Ves Allow
Providesinf.. Running
Zabbix Agent listen port Properties x
Path to executable k. Providesac.. Running 9 s "
"C:\Program Files'Zabbix Agent\zabbix_agertd.exe” ~corfig "C:\Program F -
.. Shares Win... Protocols and Ports ~ Scope Local Principals  Remote Users
Startup type Automatic (Delayed Start) ~ .. Provides th.., General Programs and Services Remote Computers
Enables inst...
i Generdl

.. Thissenvice.. Running

.. This service .. Running o Neme:
Servios status:  Funring . Providesinf... [Zabbix Agert Isten por]

Puc. 11.8. Cepsic ma npasusno Firewall «Zabbix Agent»

Ha upomy KoHoirypyBaHHs cepBepy Serv-G-N-1 3aBepLueHo.

Start Stop Pause Resume - Windows R..  Running Desaription
Provides co.. Zabbix Agert wil lsten on this port for connections from
Yfou can specify the start parameters that apply when you start the service Windows Se.. the server
from here
Maintains d.. Running
Enables the e
... Enablesrem... Running Action
WinHTTP i Running <54 @® Alowthe connection
roply &
Cancel Aoply The Wired K& O Alowthe connection f t s secure
- = Provides pe...
Lk Workstation Createsand... Running
&% Zabbix Agent Provides sys.. Running O Block the connecion

3axoammo y Beb-iHTepdeiic Zabbix (http://192.168.40.139), nepexoanmo y nisomy meHio go [Data collection]
- [Hosts.]. Hatuckaemo KHonky Create host y BepxHboMy NpaBoMy KyTi 418 A0AABaHHA HOBOrO XOCTY.
BeBoaumo im’a xocTy, gogaemo iHTepdeliic i3 TMnom Agent, npus’asyemo wabnoH (Hanpuknaa, Template OS

Windows by Zabbix agent) Ta 36epiraemo HanalTyBaHHA.

Hew host

Host IPMI Tags  Mboros  Iventory  Encryption  \lue mapping
" Host name | Geny-22-40-1
\sible name

< C A Hesawmueno | 192.16822.12981/ab.. B Q @ « * O e H

Templates

ZABBIX « o
*Host grovps |
7 Fiter
Status Enabled | Disabled Interfaces Type |Paddress ONS name
Manitored by Server | Proxy | Froxy group Fgent | 102.168.40.131 falkowsly.net
Tags o £dd
Cortains v Remove ;
= Description | DC falkovshy.net
[ —— situs Avaiaity gt cnorypion o Tags P P
o150 e by Zabin soers, Zabbiserverheatt  Etied B D
Enabled |
Cisplaving 1 of 1 found
Host groups Select Status Enabled | Disabled
Templates Seleot Wanitared by Server | Proxy | Proxy group
Name Tags or
ons Contains
Add
" sdd
Port

Name a fems Triggers Graphs Discovery Web  Interfase Proxy  Templates

Serv-22.40-1 hems 0 Taggers ¢ Graphs 12 Diseavery 4 Wieb  192.168.40.131:10050 Windaws by Zabbix agant

Zabbix-22-40 hems 61 Taggersé2  Graphs D Discavery § Wb 127.0.0.1:10080 Linux by Zabbix agent, Zabbix server heatth

Puc. 11.10. [JlodasaHHsa xocmy y eeb-iHmepgpelic Zabbix

Select
select

Comnectte  Port Defautt

W one oo ® Remove

Creaz host i

Femoye
Status Auailability Pgent encryption Info
Eaned B o]

Enabled



http://192.168.40.139/

MepernaHemo pe3ynbTaTh BUKOHAHWX HAaNaWTyBaHb.

MeHio [Data collection] = [Hosts] abo meHto [Monitoring] = [Hosts]. 3aranbHuit cTaTyc XOCTa: 3e/1eHa iKOHKa
CUrHaNI3YE, LLO XOCT JOCTYNHWUI | AaHi OTPUMYIOTBCA, YePBOHA iIKOHKA BKA3y€e Ha Npobaemy 3 NigKAtoUYeHHAM.

Y meHto [Monitoring] = [Hosts] ana KorKHoro xocTy € KinbKa niamerto: Dashboard, Problems, Graphs, Items Ta
iHWi. Ha pmc.11.11 cuctema MOHITOPUHTY BUABWUAA Npobaemy CMHXPOHi3aL,ii yacy 3 cepsepom Zabbix. BunpasuTu uto
npobaemy 6esnocepeHbo Yepes Beb-iHTepdelic Zabbix HeMOKNMBO, OCKiNIbKM BOHA NOB'A3aHa 3 PO3CUHXPOHI3aLiEt0
Yacy Ha cepsepi (Serv-22-40-1) Ta cepBepi Zabbix. Cnpobyemo ii BUpiWKUTK Y HACTyNHil poborTi.

ZABBIX «©

Problems

v

Hame .
Serv-rz-d01

Zabbic i)

Hosts

&~ c A He sawmueno | 192.168.22.129:81 fzabbixphp?namm e = &ip=&dns = &port= &status =- 1 &evaltype = 0&tags R5B0%SD%5Etag B50 = AtagsH5E0 %50 %5E0...
Mame status [JEUIN Enabled | Disabled
Host groups Select Tags or
" Comains - Removs
DNg
Show hosts in mairtenance [ Show supprassed problems
Fort
Sewerity || Mot olassified Waming High
Information fuerage Disaster
Irtertace Swalabilty Tags sratuz Lstest aata Probiems Graphs
192163 40 131:10050 [oiass: os | Enabled Latest data 159 Graphs 12
127.0.0.1:10080 Ea [class: o= |cla Enabled Latest data 161 Problems Braphs @
Show Froblems | History Host inwentory  Type - FRemae
Add
Host graups 3elect R
Hosts Select Tags or
Cortainz - FRemove
Add
Triggers select E
Showtags | Mone | 1 | 2 n Tagrame M Shortened | Mone
Froblem
Seuerity || Not olassified Wiaming High Tag display priority
Information Aurerage Disaster Show operational data U Separately | Wlith problern name
#ge less than days Compact view Show timeline ||
Show symptoms Show details Highlight whele rouw
Show suppressed problems
Bcknowledgement status Unacknouledged | Acknouledged | By me
-Save s Apply -m

Time v Sewerity

12:21:01 At » iaming

0 selected

Recovery time  Status Infa Host

PROBLEM Sery-33-40-1

Problem

System time i out of syn (diff with Zabbix server » Gs) JEI

Durmtion  Update  fetions

azm Bs Update

Puc. 11.11. Mento [Monitoring] - [Hosts] y seb-iHmepdelici Zabbix

3aBpaHHA fo nabopaTopHoi po6oTu

1. BwukoHaiTe 6a30Bi HanawTyBaHHA cepBepy Zabbix: im’s xocTy, cepBepy Ta cailTy Ma€ Bignosigatv
wabnoHy Zabbix-G-N.

2. 3miHiTb Naponb zabbix Kopuctysadis cepsepy Zabbix-G-N root Ta Admin Ha 6e3neyHi.

3. BCTaHOBITb Ta HafawWTyiTe Ha KOHTponepi gomeHy Serv-G-N-1 KnacuuHuit areHT Zabbix 6e3
BUKOPUCTAHHA WndpyBaHHA PSK Ta 3MiHK NOpTiB ANA MOHITOPUHTY.

4. [Jlopavite KoHTponep aomeHy Serv-G-N-1 go nepeniky xoctiB cepeepa Zabbix-G-N

5. TMepernaHbTe AaHi MOHiITOpUHry y Beb-iHTepdeinci Zabbix. Yu icHylOTb y [aHUA MOMEHT AKicb
npobnemm?

3BiT mae MmicTuTH:

®  JIICTUHI BUKOPUCTAHMX KOMaHA;
®  KOPOTKMW ONuC peaaryBaHHA Gaiinis KoHirypau,ii;
®  CKPIiHLWOTM HAaNaWTyBaHb Ta MigKAOYEHD.

Hoa v » 0@ :

Dashboards wiets

Dashboards 3

Dashboards +
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KopucHi nocunaHHsa
¢ Install Zabbix Appliance.
https://www.zabbix.com/download appliance
e Zabbix Manual.
https://www.zabbix.com/documentation/current/en/manual
e Zabbix Download Agents.

https://www.zabbix.com/download agents



https://www.zabbix.com/download_appliance
https://www.zabbix.com/documentation/current/en/manual

