JlabopaTopna po6ota Neb

HanawTyBaHHA NacMBHOro MoHiTOpu1Hry Linux xocty Ha 6a3i Nagios Cross-Platform Agent.

Merta: opmMyBaHHA HABMYOK HANALITYBAHHA NACMBHOIO MOHITOPUHIY cepBepiB Linux y cuctemi Nagios 4.x

3a gonomoroto areHTa NCPA, onTumisau,ii poboTM CUCTEMU MOHITOPUHTY LUAAXOM YNPaBAiHHA XOCTamMM Ta
X iHTerpauii 4O TeMaTUYHUX rpyn XOCTIB.

IHcTpymeHTHU: rinepBisop VirtualBox, moaenb Komn'loTepHoi Mepexi.

TeopeTnyHi BigomMocrTi

Ha puc.6.1. HaBeaeHa moAesnb KOMN' IOTEPHOT Mepexki, NobyaoBaHa Nif Yac BUKOHAHHA nonepeaHix

nabopaTopHux pobit. [lo cepsBepy Serv-G-N-2 HanawTtoBaHo SSH poctyn 4yepes NAT Network pgns
VirtualBox Host.
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Puc. 6.1. Tononoezia mepexci

Ha cepBepi Serv-G-N-2 aBTOMaTM4HO, NpW iHCTanALUii cepBepy, PO3rOpHYTO CUCTEMY MOHITOPUHrYy Ha 6asi
Nagios 4.X. MOHITOpMHI OCHOBHWX cepBiciB cepBepy Serv-G-N-1 BMKOHyeTbca 3a gonomoroto NSClient++. [Onn
pobouyoi ctaHLii WS-G-N-1 HanawToBaHO MOHITOPUHT 3a gonomoroto NCPA. HanawToBaHo nigkatoyeHHs 3 xocTy NAT
Network no npotokony HTTP f0 cucTemMmn MOHITOPUHTY Mig, KOPUCTYyBayem nagios.
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Puc. 6.2. Hosts, Host Groups.

Service Status Details Fer Host 'serv-22-40-1'

Limit Reaufta
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Service Status Details For Host 'WS-22-40-1'
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Puc. 6.3. Service Status Details for Serv-22-40-1 & WS-22-40-1

3BepHiTb yBary Ha «KOBTUNY» CTaTyC BMKOPWUCTAHHA nam’ati Ha pobouiit ctaHuii WS-22-40-1 (puc.6.2, 6.3.).
BMKOpPUCTaHi NOpPOroBi HanalWTyBaHHA He MigXoAaTb AfA AaHOi poboyoi cTaHUil i TOMy PEeKOMEHA0BaHO 3MiHUTU
pPALOK:

| check command check ncpa!-t 'P@ssw0rd2024' -P 5693 -M memory/virtual -w 50 -c 80 -u G I

Nipsuiyemo noporosi 3HaveHHA Warning 3 50 fo 80% a Critical 3 80 no 90%.

| check command check ncpa!-t 'P@ssw0rd2024' -P 5693 -M memory/virtual -w 80 -c 90 -u G |
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Service Status Details For Host "WE§-22-40-1'
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Puc. 6.4. Service Status Details for WS-22-40-1 nicas pedaey8aHHA nopo208uUx 3HaYeHs.

AKwo Baw MK mae meHwe 16 Gb ¢isnyHOi nam’aTti, ans 3mMeHWeHHA HaBaHTaXKeHHA Ha VirtualBox Host,
MO/IMBO TMMYACOBO BigKNlOUMTU pobouy cTaHuito WS-G-N-1 Ta ii MOHITOpuHr. Ona uboro nepemmeHoOBYEMO

KoHbirypauiiHuin dann poboyoi ctaHuil:
sudo mv Jusr/local/nagios/etc/objects/workstation/ws-22-40-1.cfg /usr/local/nagios/etc/objects/workstation/ws-22-40-1.cfg.bkp




Micna peparyBaHb dannis KoOHirypawii, nepeBipAaemo BiaCyTHICTb MOMUAOK Yy KOHirypaLii Ta nepesanyckaemo
cepsic Nagios:
sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg
sudo service nagios restart
Poboua ctaHuia WS-G-N-1 morke 6yTu BUMKHYTa.

CTBOPIOEMO BipTyanbHy MalUMHY ANA PO3ropTaHHA cepBepy Serv-G-N-3 (puc.6.1.), nobygosaHomy Ha OC
Ubuntu 22.04.

[Ons po3ropTaHHs cepBepy iMMNOPTYeTbCA BianosigHMi daiin VirtualBox appliance, abo BUKOHYETbCA
CTBOPEHHA Ta I(HCTANALIA cepBepy Yy BigNOBIAHOCTI [0 IHCTPYKUii «JoAaToK 1» MeTOAMYHUX BKasiBOK A0
nabopaTopHoi pobotn Ne2 «CTBOpeHHA CTeHAyY A1 BUKOHAHHSA pobiT #2. Pobouya cTaHuia Ta Ubuntu-cepsep.».

Micns imnopTy cepBepy 3 appliance ioro HeobxigHO nepelimeHyBaTH y BiANoOBIAHOCTI A0 BapiaHTy. Mepernag
Ta neperimeHyBaHHA NOTOYHOrO iIMeHi cepBepy:

sudo hostname Serv-G-N-3

hostnamect!

sudo hostnamectl set-hostname New-Name-Server
sudo reboot

Oe Serv-G-N-3 — HoBe im’a cepsepy. Micna imnopTy, abo iHcTanAuii cepBepa HeobxiAHO BMKOHATU Oro
NiAKNOYEeHHA A0 BigNOBiAHOI BipTyanbHOI Mepeki, A0 AKOI NiAKAKYEHI iHWI XOocTU MmoAaeni Komn’'toTepHOoT mepeski.
MigKkntoyeHHA NoKasaHo Ha puc. 6.5.

& Senv-22-40-3 - Settings = &
E General Network
System Adapter 1 Adapter 2 Adapter 3 Adapter 4
E‘ Display Enable Metwark Adapter
= Attached to: |NAT Metwork w
| Storage
Marne: | Metwork-5Mm W
[¢ Audio
\(D] W Advanced
@ Metwark, Adapter Type: |Intel PROJ1000 MT Deskkop (82540EM) Y]
@ Serial Parts Promiscuous Mode: | Allow Al v
ﬁ Use MAC Address: 080027231751 @
Cable Connected
D Shared Folders
EI Uset Inkerface

OF Cancel Help

Puc. 6.5. Mepexcesi HanawmyeaHHsA 0158 BM Serv-22-40-3 (Ubuntu 22.04) y VirtualBox.

MNepernsgaemo im’s cepsepy Ta NneperiMeHOBYEMO MOro:

hostnamect!

sudo hostnamect! set-hostname New-Name-Server

sudo reboot




Serv-G-N-3 ckoH}irypoBaHO Ha AMHaMIYHY aapecalito i, MOXAnBO, BiH oTpumye agpecy Big DHCP Serv-G-N-1.
3MIiHIOEMO HanawTyBaHHA AMHAMIYHOI agpecu Ha CTaTuyHy. Llykaemo HasBy MmepexkeBoro iHTepdelicy, AKui
HeobxifHO BigpeaarysaTm

ip a abo ip link

LLlykaemo KoHoirypauiiiHi painam Netplan (3 poswmperHam YAML), wio 36epiratoTbca B KaTanosi /etc/netplan.
MMoBipHO, ¥ LbOMY KaTano3i € oauH abo Aekinbka daiinis YAML. Hassa daitny moe Bifpi3HATMCA 3aNeXHO Bif,
HaNaWTyBaHb.

sudo dir /etc/netplan

HanpuKknag, y Katanosi 3HangeHo ¢ain 00-installer-config.yaml. Pobumo lioro 6ekan nepes pegaryBaHHAM:
sudo cp /etc/netplan/00-installer-config.yaml 00-installer-config.yaml.backup

BiakpnBaemo gnAa pegaryBaHHaA
sudo vi /etc/netplan/00-installer-config.yaml

Bmict ¢aiiny Netplan pana IP-agpecn 192.168.40.137/27, wnio3: 192.168.40.129, DNS-cepsepu:
192.168.40.131, 192.168.40.129:

# This is the network config written by 'subiquity'
network:
ethernets:
enp0s3:
addresses: [192.168.40.137/27]
gateway4: 192.168.40.129
nameservers:
addresses: [192.168.40.131, 192.168.40.129]

version: 2

36epiraemo BiapeaarosaHuii Netplan Ta 3acToCOBYEMO BHECEHI 3MiHMU:
sudo netplan apply

HanawTtoByemo Port Forwarding ana opranisauii SSH goctyny ao cepsepy Serv-G-N-3 3 $pisnuHoi mawmHm —
xocTa VirtualBox. HanawTyBaHHA BUKOHYETLCA Y MEHIO

[Oracle VirtualBox Manager] — [File] — [Tools] — [Network Manager] — [Nat Network] — [Properties] — [Port
Forfarding] — [IPv4].

HasBa npasuna NAT — “Serv-G-N-3 SSH”,

ne G —rpyna,

N — BapiaHT, WO By BUKOHYETE, NpoToKkon — “TCP”.

Y akocti Guest IP 3agaemo IP-agpecy cepsepa, AKY MU OTPMMaAAKN 3a ONOMOro0 KoMaHaM ip a , Port — 22 —
nopT «3a 3amoBYyBaHHAM» anda SSH gocTyny.

Y aKkocti Host IP 3agaemo IP-agpecy Haworo ¢isnyHoro MK (xocta VirtualBox ), AKMI MOXKHA NepernsaHyTm
yepes ipconfig /all, y sakocti Host Port — «BinbHMIN», abo HeicHyounin gna obpaHoro IP nopt. O6upaemo nopT 3a
Jornomoroto KomaHau netstat -an | findstr "IP_Hosts". MeToguKka BM3HauyeHHs agpec Ta NopTiB 6inbll AeTanbHO
ornncaHa y MeToAMuHMX BKasiBKax Ao nonepegHix nabopaTopHUx poobiT.

General Options Port Forwarding

IPve IPvE
Name Protacal Hast IP Hosk Part: Guest IP Guest Pork A @
Sery-22-40-2 HTTP TP 192.168.22.129 80 192.165.40.135 &0
Serv-Z2-40-2 55H TCP 192,166,22,129 Zz00 192,168.40,135 ZZ
Sery-22-40-3 55H TP 192,168.22.129 2201 192.168.40.137 22 v

Apply Reset

Puc.6.7. HanawmysaHHA npasuna nepeadpecayii nopmy 011 SSH 0o cepsepy Serv-22-40-3[192.16.40.137].
Lnsa nepeadpecayii sukopucmosyemscsa nopm 2201.

Ha pwuc. 6.7 nokasaHe HanawTyBaHHA port forwarding ans SSH nigknioueHHs y NAT Network. Y aKkocTi nopty
nepeagpecaujii ana Serv-22-40-2 obpaHo 2200, gns Serv-22-40-3 — nopt 2201. Ons Serv-22-40-2 opraHi3oBaHO
aoctyn no 80 nopty (HTTP) Ao cuctemmn moHitopuHry Nagios.




Migkntoyaemocs go Serv-22-40-3 3a gonomoroto Putty. OdiuiiHNMit caitT iHcTpymeHTy https://www.putty.org/

MorknumBe BUKOPUCTaHHA Byab-AKoro iHworo SSH-KnieHTa Ha Ball po3cyy, .
<3 PuTTY Configuration ? @ student@seny-22-40-3: ~ - =
Category:
- Session Basic options for your PUTTY segsion
Logaing Specify the destination pou want to conrect ta
- Teminal
‘. Keyboard Hast Name (or IP address] Port
i pel 192.168.22129 22
o Features Connection type:
B~ Windaw @355H  OSerid (O 0ter | Tehnet v
i Appearance
Behaviour Load, save or delete a stored seesion
Translation
Selection
Colours,
- Comnection DeefaLlk Settings ~ Load
i Deta 15erv-22402
1S erv-22-40-3
AB-CLACOT

Saved Sessions
1Sery-22-40-3

L Prowy Savs

B 55H Asterizc PEX
L Serial Dozor-Host
- Teinet Jaill in DozorHost v

Delete

£ Rlogin
- SUPDUP Close window on exit:
Always O Never  (® Oy on clean enit

About Help Open Cancel

Puc. 6.8. PuTTY SSH 0o cepsepy Serv-22-40-3

AKWO Npu BipHUX MeperKeBMX HaNawTyBaHHAX cepBep Serv-G-N-3 «He NiHrye» [OMEHW MoKe 3HaZobUTUCH
peaaryBaHHa KoHoirypauiltHux daiinie /etc/resolv.conf Ta /Jetc/hosts. BigKpuaemo ¢ain /Jetc/resolv.conf ans
pefaryBaHHA Ta 3aMiHIOEMO ICHylOYi 3anucu nameserver 3anucamu DNS-cepBepiB, WO BMKOPWUCTOBYIOTbCA Y
nabopaTopHilt pobori:

nameserver 192.168.40.131
nameserver 192.168.20.129

BBogumo 3miHn y daiini Jetc/resolv.conf KomaHA0tO

sudo systemctl restart systemd-resolved

Peparyemo y KoHoirypauitHomy daiini /etc/hosts 3anucu cepsepis:

& St 23413 ~ 127.0.0.1 localhost
127.0.1.1 serv-22-40-3
192.168.40.131 serv-22-40-1
192.168.40.135 serv-22-40-2
192.168.40.137 serv-22-40-3

rable for IPw

BctaHoBMMO Ta HanawTtyemo NCPA Ha cepsepi Serv-G-N-3.

3aBaHTaXXYEMO OCTaHHIO CTabinbHy Bepcito areHTa ana DEB Linux 64-bit (Ubuntu 16+) 3 odiuiiHoro caiity
https://www.nagios.org/ncpa/#downloads . Ha MOMeEHT HanMcaHHA LbOro AOKYMeHTY Le Bepcia 3.1.1.

MepexoAnmo B TMMHACOBUIA KaTanor (Moxe Byt byab-aKkunii, Hanpukaag, /tmp)
cd /tmp
3aBaHTaXXyeEMO Ta BcTaHoBAOEMO NCPA

sudo wget https://assets.nagios.com/downloads/ncpa3/ncpa-latest-1.amd64.deb
sudo dpkg -i ./ncpa-latest-1.amd64.deb
3anyckK Ta nepesipKa poboTtu cay»o6u NCPA:
sudo systemctl start ncpa
sudo systemctl status ncpa

3 student@sery-22-40-3: £tm)
/ /nepa-l 1

@ student@sery-22-40-3: /tmp = &



https://www.putty.org/
https://www.nagios.org/ncpa/#downloads

Puc. 6.9. 3asaHmaxceHHA, scmaHosneHHA ma 3anyck NCPA Ha cepsepi Serv-22-40-3

Ons 3abe3neuveHHs 6e3nekn Ta aBTeHTUdIKaLil HanawToByemo Token-u, aHanoriyHo HanawTyBaHHAM NCPA
for Windows. Le pobutbca peparyBaHHAM KOHirypauinHoro d¢aiiny NCPA, AKUIA  3HaxoAuTbcA B
Jusr/local/ncpa/etc/ncpa.cfg. LUlykaemo po3ain [api] Ta BcTaHOBAOEMO TaemHuii Kawod (Token) ana nacusHMX
nepeBipokK.

community string = mytoken #6ys0

community string = P@ssw0rd2024 #craso

A 3a pagkom gossony WEB API goctyny admin_gui_access = 1 sctaHosntoemo Token gna HTTP WEB API. BiH
MOXKe BiApi3HATUCA Bif KNtOYa, WO BCTAHOBAEHWUIM AN NAaCMBHUX MEPEBIPOK, afie BPaxoBYoUM, WO Lie HaBYabHUMN
CTeHA, Y AKOCTI K/lo4a BCTAaHOBJIEHO TMMOBY MOCANIAOBHICTb cumBoniB P@ssw0rd2024

admin password = None #6y10

admin password = P@sswOrd2024 #craimo

36epiraemo 3miHu Ta nepesanyckaemo cnyxby NCPA:
sudo systemctl restart ncpa

MNepesipka npauesaatHocTi NCPA moxe 6yTM BMKOHAHA aHa/oriyHO nepesipKam, WO MU BUKOHYBaiW Ans
NCPA for Windows. MepesipKa, wo cnyx6a NCPA npautoe npaBMabHO Ta cayxae nopT 6esnocepeaHbo Ha NCPA:

nc -zv localhost 5693
abo 3 3 cepsepy Nagios
nc -zv 192.168.40.137 5693
nepesipka L[ cepsepy
/Jusr/local/nagios/libexec/check_ncpa.py -H 192.168.40.137 -p 5693 -t P@sswO0rd2024 -M cpu/percent -w 80 -c 90 -q 'aggregate=avg'

=2 student@sen-22-40-1: fusrflocalfnagios/libexec = =
3 1 bt 1 a.

Puc. 6.10. lNepeanad sioeyky NCPA cepsepy Serv-22-40-3 3 Serv-22-40-2

Biapenaryemo Ha cepsepi Serv-22-40-2KkoHdirypauiiHi ¢dannm gns BipHOro BigobpakeHHA rpynu cepBepis
Linux. Y ¢aitni rpyn xoctis /usr/local/nagios/etc/objects/hostgroups.cfg nopaemo cekuito Linux Servers:

define hostgroup {
hostgroup name linux-servers

alias Linux Servers

Y ¢aiini KoHodirypauii nokanbHoro cepsepy /[usr/local/nagios/etc/objects/localhost.cfg «npubupaemo»
BiANOBIAHY CEKLit0, 4OAAEMO «HANEXKHICTbY A0 rPynu XOCTiB Ta BUNPABAAEMO iM’A Ta aniac iMeHi XocTy Ha peanbHe (y
BCiX CeKLiax KoOHdirypau,ii):

to this group

Y ronosBHoMy KoHoirypauiitHomy dalini  /usr/local/nagios/etc/nagios.cfg npubupaemo 3 nepeniky

KOHirypauinHux dainis Gann NoKasabHOroO XOCTy:

# De ons for m ring the 2] (Linux) host

/local/.

nagios/etc/objects/loca

MNepeHOCUMO KOHirypauinHMin ¢ann NoKanbHOro XOCTy A0 KaTasora, 3ape3epBOBAHOro ANA FPynu XOCTiB
Linux Servers

sudo mv Jusr/local/nagios/etc/objects/localhost.cfg /usr/local/nagios/etc/objects/linux/localhost.cfg




CTBOPIOEMO TMNOBMIA KOHirypauinHuin dain ana Hosoro cepsepy Serv-G-N-3 3 rpynum xocTiB Linux Servers y

BignosigHomy, 3apesepsosaHomy Katanosi: fusr/local/nagios/etc/objects/linux/serv-22-40-3.cfg

define host {

}

host_name

address

use

hostgroups

check command
max_check attempts
check interval
retry interval
check period
notification interval
notification period

notifications enabled

define service {

}

host name

use

service description
check command
max_check attempts
check interval

retry interval

check period
notification interval

notification period

define service {

}

host name

use

service description
check command
max_check attempts
check interval

retry interval

check period
notification interval

notification period

define service {

host name

use

service description
check command
max_check _attempts
check interval

retry interval

check period
notification interval

notification period

check ncpal!-t

serv-22-40-3
192.168.40.137
linux-server
linux-servers
check ncpa!-t 'P@ssw0rd2024' -P 5693 -M system/agent version
5

5

1

24x7

60

24x7

serv-22-40-3

generic-service

CPU Usage

'P@ssw0rd2024' -P 5693 -M cpu/percent -w 20 -c 40 -qg 'aggregate=avg'
5

5

1

24x7

60

24x7

serv-22-40-3
generic-service
Memory Usage
check ncpa!-t 'P@ssw0rd2024' -P 5693 -M memory/virtual -w 50 -c 80 -u G
5

5

1

24x7

60

24x7

serv-22-40-3
generic-service
Process Count
check ncpa!-t 'P@ssw0rd2024' -P 5693 -M processes -w 150 -c 200
5

5

1

24x7

60

24x7

MepeBipKa BipHOCTI BHECEHUMX Y KOHIrypauito 3miH Ta nepesanyck cepsicy Nagios:

sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

sudo service nagios restart

Mepernag BCiX AOCTYNHWX NAapameTpiB MOHITOPUHIY A1A LbOro cepsepy 3 cepsepy Nagios:

/usr/local/nagios/libexec/check_ncpa.py -H 192.168.40.137 -t P@sswO0rd2024 -p 5693 —list

[Joaaemo KinbKa BaXK/IMBMUX NapameTpiB MOHITOPUHTY ans cepsepy Serv-G-N-3 y daiin KoHoirypauii:




define service {

host name serv-22-40-3

service description Ethernet. Sent bytes

check_command check ncpa!-t 'P@ssw0rd2024' -P 5693 -M interface/enp0s3/bytes sent -d -u k -w 10 -c 100
max_check_attempts 5

check_interval 5

retry interval 1

check _period 24x7

notification interval 60
notification period 24x7
}

define service {

host_name serv-22-40-3
service description Ethernet. Received bytes
check_command check ncpa!-t 'P@ssw0rd2024' -P 5693 -M interface/enp0s3/bytes recv -d -u k -w 10 -c 100
max_check_attempts 5
check_interval 5
retry interval 1
check_period 24x7
notification interval 60
notification period 24x7
}
define service {
host_name serv-22-40-3
service description System operation time
check_command check ncpa!-t 'P@ssw0rd2024' -P 5693 -M 'system/uptime'
max_check_attempts 5
check_interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7

define service {

host_name serv-22-40-3

use generic-service

service description Logical disk

check_command check ncpa!-t 'P@ssw0rd2024' -P 5693 -M 'disk/logical/|/free' --warning 10: --critical 5: -u G
max_check_attempts 5

check_interval 5

retry interval 1

check_period 24x7

notification interval 60
notification period 24x7
}

define service {

host _name serv-22-40-3

use generic-service

service description Logical disk used percent

check_command check ncpa!-t 'P@ssw0rd2024' -P 5693 -M 'disk/logical/|/used percent' --warning 90 --critical 95
max_check_attempts 5

check_interval 5

retry interval 1

check_period 24x7

notification interval 60
notification period 24x7
}

define service {

host _name serv-22-40-3

use generic-service

service description Disk SDA. Read bytes

check_command check ncpa!-t 'P@ssw0rd2024' -P 5693 -M 'disk/physical/sda/read bytes' -d -u M -w 50 -c 100
max_check_attempts 5

check_interval 5

retry interval 1

check_period 24x7

notification interval 60
notification period 24x7
}
define service {

host_name serv-22-40-3




use generic-service

service description Disk SDA. Write bytes

check_command check_ncpa!-t

max_check_attempts 5
check interval 5
retry interval 1
check_period 24x7
notification interval 60
notification period 24x7

}

define service {
host_name serv-22-40-3

use generic-service

service description Disk SDA. Read time

check command check _ncpa!-t

max_check attempts 5
check_interval 5
retry interval 1
check_period 24x7
notification interval 60
notification period 24x7

'P@ssw0rd2024' -P 5693 -M 'disk/physical/sda/write bytes' -d -u M -w 50 -c 100

'P@ssw0rd2024' -P 5693 -M 'disk/physical/sda/read time' -d -w 50 -c 100

Joctyn yepes GUI npu nigkntovyeHHi ao NCPA Ha cepsepi Serv-G-N-3 3 cepsepy Serv-G-N-1,

cTaHu,ii WS-G-N-1 wo nokasaHui Ha puc.6.11.

] Sery-22-40-1 [Running] - Oracle VM VirtuslBax

B e 201755
] Checs o

uirchecks

O Cortfate sor © | Search..

[

Checks

p-

Status  any ~ | Twa  soth ¥ Executed By ¥ Filter

Page 10f2 B Showing 1 - 20 of 25 total check reconds i

Node Endpoint Chiack Time status status Information Executed By Type

Interfacefenp0sdibytes_reee  11/27/2024 14:21:49 oK OK: Bytes_recy was  kB/s | +HH:192.168.40.135  Active
bites_recy'~D;10;100;

systam/agent_varsion 11/27/2024 14:21:35 oK OK: Agent_version was [2.1.1'] £off:192.169.40.135  Active

cpulparcent 11/27/2024 14:21:35  WARNING  WARNING: Porcent was 30.30 % | f192.168.90.135  Active
percent’=20,30%;20;40;

diskiphysical/ada/mite_bytes  11/27/2024 14:21:10 oK SI192.168.40.135  Adive

system/agent_version 11/27/2024 14:20:44 oK OK: Agent_version was ['3.1.1'] ff:192.168.40.135  Active

diskiphysical/sdafread_time  11/27/2024 14:20:32 oK OK: Read_time was 0 msfs +oHf:192.168.40.135  Ative

diskiphysical/ada/resd_bytes  11/27/2024 14:19:54 oK OK: Read_bytes was 0 MB/s S192.168.40.135  Adive
‘read_bytes'=0;50; 100,

processes 11/27/2024 14:18:15 oK OK: Pracess count was 107 ff:192.168.40.135  Active
‘process_count'=107;150;200;

memaryfvirtual 11272024 14:17:24 oK OK: Memory usage was 4 Soff192.168.40,135  Active

3
(Available: 0.57 GB, Total: 1.00 G, Free:
0.10 GB, Used: 0.28 G8) |

0 AL ) e

abo poboyoi

- o
] Serv-22-40-1 [Running] - Oracle VM VirtualBox = E

] Checks -

IO o 152,188,801 3 g chachs 0 Coticatenor & | Semch.

[ e Nca

Checks

Status | Any v || Twe | Boh ¥ | Executed By | T Flter
Q Q
jl* Page 1017 @ Showing 1 - 20 of 134 total check records IERERENERE
Node Endpoint Check Time Status Status Information Executed By Type
processes 11/26/2024 11:54:42 oK OK: Process count was 79 | Internal Passive
‘pracess_count'= 79;300;400;
‘cpu'=57.65999999999099%
‘memory' =61.38%:;
310000000000000568; 3
S90B00B0GDDI0DLGE;;;
mamoryjvirtual 11/26/2024 11:54:42 oK OK: Memory usage was 53.00 % (Availabla: Intarmal Passive
1.41 GIB, Total: 3,00 GIB, Free: 1.41 GiB,
free'=1.41Gi8;;
memary/swap 11/26/2024 11:54:42 oK OK: SWap Usage was 14.30 % (Used: 0.10 Internal Passive
G, Total; 0.69 Gl Free: 0.59 Gig) |
‘total ~0.69618;
diskjlogics od_parcent  11/26/2024 11:54:42 oK Intarmal Passi
pu/parcent 11/26/2024 11:54:42 oK ternal Passiva

e £ P R s s

Puc. 6.11. lNepeznad napamempie moHimopuHay Linux cepsepy Serv-22-40-3 yepes https://192.168.22.137:5693 ma
poboyoi cmaruyii WS-22-40-1 uepes https://192.168.22.146:5693 3 Serv-22-40-1

MepeBipKa BipHOCTI BHECEHMX Y KOHirypau,ito 3miH Ta nepesanycK cepsicy Nagios:

sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

sudo service nagios restart

Service Status Details For Host 'serv-22-40-3'

Service *# Status *# LastCheck *# Duration *# Attempt *# Status Information
sen-22-40-5 CPU Lags aK 1-27-2024 14 28:38 ©OdChBm 659 145 QK Percant waa Q.00 %
Diak5DA Read bytea 3 -27-2024 14 20:54 Odohiim 36a 145 OF: Read_bytea waa .00 WB/a
Diak S04 Read time aK 1-27-2024 143032 OdCh10m 58 145 QK Read_tine waa .00 mafa
DiakSDA Wiits bytea 3 H-27-2024 14 3410 OdOhiom 202 145 QO Wite_bytea waa 000 MB/a
Etharmet. Recsived bytea aK 1-27-202414: 26:40 OdChm dta 145 QK Bytes_rmcu was 0.34 kBja
Ethermet, Sent butes 3 -27-2024 14:27:27 OdohEm 3a 145 QF: Bytes_sent waa Of7 kB/a
Logicaldiak [WARNNG __|n-27-202414:27:08 0dOhim 248 5/5 WARNING Freewas 5.40 GB.
Locicaldak vasd percsrt 3 H-27-2024 14 2843 OdohTm4Ta 145 QF: Ussd_psrcert waa 51.00%
Memony Uaags aK 1-27-202414:27:24 OdCh28m Ba 145 QK Memory uasge was 43.80% tusikablec 066 G8, Totat 1.0 GB, Froe 0.00 G, Usert 0. 28GE)
Froceas Caum 3 H-27-2024 14: 2815 OdGh28m i5a 145 QF: Procsaa caun waa 107
ntim aK 1-27-202414:27:34 ©OdChBm S6a 145 QK Uptimewas 2 boura 54 minutes 13 seconds

Aesulte - it of 1t Matching Servies

Puc. 6.12. lNepeansad sUKOHAHUX HaaAauimyeaHs Service Status Details for host Serv-22-40-3



https://192.168.22.137:5693/
https://192.168.22.146:5693/

Heost Status Details For All Hest Groups

Limit Reaufta:

Host *# Status *# LastCheck *# Duration *# $tatus Information
WE-22-40-1 g P N-27-2024 14: 4.3 00 ©d16h 26m Da QK Agent_wargion waa [311]
aen-2 2-40-1 g P N-27-2024 14:4 2 21 1d8h14m 20a PING QK - Packst keaa = 0%, RTA=066 ma
aen-2 2-40- 2 g P N-27-2024 14: 44:17 Od OhOm 10a+ PING QK - Packst keaa = 0%, RTA=006 ma
aen-2 2-40-3 g P N-27-2024 14: 4305 odOh43m 433 QK Agent_wargion waa [311]

Rezultz - 4 of 4 Matching Hostz

Service Dverview For All Hest Groups

Linux Senvers {inux-servers) Wirddaws WarkGtations fwirmworkstationsh  Windows Sencers dwindows-servers)
Host Status Services Actions Host Status Services Actions Host Staws Services Actions

aen-22-40-2 LD UL S wsezact e UL S senezzact Y=

26r-22-4C-3 LR U85

Puc. 6.13. lMepeanad HanawmosaHux xocmie ma ix 2pyn y Nagios.

3aBgaHHA oo nabopaTtopHOi po6oTun

1.

[ns 3MeHLWeHHA HaBaHTaXXeHHA Ha VirtualBox Host TMmuyacoBo BigkatouiTh pobouy cTaHuito WS-G-N-1
Ta il MOHITOPWUHT.

MpoiHcTantolite abo imnopTtynTte 3 appliance BM Ubuntu 22.04 Serv-G-N-3 Ta nigknwouits il A0 mogeni
Komn’toTepHoi mepexi (puc.6.1)

BcTaHOBITL Ta HanawTyiTe Ha Serv-G-N-3 akTyasbHy Bepcito areHTa MmoHiTopuHry NCPA. Y 3BiTi
060B’A3K0BO HaBeaiTb cKpiH HTTP-nigkntoueHHa oo NCPA cepsepy.

CkoHoirypyiite rpynum xocTiB Nagios Ana BKAOYEHHA A0 rpynu Linux Servers nokanbHoro xocty Nagios
(Serv-G-N-2) Ta cepsepy Serv-G-N-3.

HanawTylite MOHITOpMHI ocHoBHUX cepBiciB (MiHimym 10) cepsepy Serv-G-N-3. Y 3BiTi 060B’s3K0BO
HaBeAiTb CKpiHM 3aKnagoK Hosts Ta View Service Details for Serv-G-N-3.

3BiT Ma€e MmicTuTH:

®  JIICTUHT BUKOPUCTAHUX KOMaHA;
®  CKPIHLWOTWN OTPUMAHMUX pe3yibTaTiB MOHITOPUHry y Nagios 4;
®  KOpPOTKMI onuc pegaryBaHHa dainnis KoHoirypauii Nagios 4.

Jopatok 1.
BunpaBneHHA noMunku 3 3anyckom knieHta Nagios Ha Ubuntu.
BunpasaeHHA NOMUAKKM 3 poboTOI Ncpa. MepeBipAeEMO CTAaTyC CNYKOU KNieHTa.
sudo service ncpa status
BumMKaemo aBTo3anyck cnyxbu NCPA, wob BoHa He 3anycKkanacsa nig Yac nepesaBaHTaXKeHHA CUCTEMMU.
sudo systemctl disable ncpa
sudo reboot
sudo service ncpa status
3miHt0eEmMO npaBa focTyny o danny npouecy ncpa.pid, Wob A03BOAUTU MOTO BUAANEHHA Ta BUAANAEMO.
sudo chmod 777 /usr/local/ncpa/var/run/ncpa.pid
sudo rm Jusr/local/ncpa/var/run/ncpa.pid
Mepe3anyckaemo cny:xby Ta BigHOB/OEMO ii aBTO3aMyCK.
sudo service ncpa restart
sudo systemctl enable ncpa

Lle yHiBEpPCANbHMIA aNTOPUTM BigHOB/IEHHA Ta NPALLIOE TaKOXK 3 nrpe. Paiin npouecy nrpe-KaieHTa 3HaxoaAnTbCA

no wnaxy /usr/local/nagios/var/nrpe.pid



KopucHi nocunaHHsa

e Nagios Add-Ons Projects
https://www.nagios.org/downloads/nagios-core-addons/

e NCPA. Downloads latest stable agent
https://www.nagios.org/ncpa/#downloads

¢ Installing NCPA
https://nagiosenterprises.my.site.com/support/s/article/Installing-NCPA-

9flde62ftiInstalling NCPA On Windows

e NCPA. Getting Started
https://www.nagios.org/ncpa/getting-started.php

e Download check_ncpa.py
https://raw.githubusercontent.com/NagiosEnterprises/ncpa/master/client/check ncpa.py

e Nagios Plugins Downloads
https://nagios-plugins.org/downloads/

e GitHub. NagiosEnterprises/ncpa
https://github.com/NagiosEnterprises/ncpa

e GitHub. NagiosEnterprises/ncpa/"free disk space"
https://github.com/NagiosEnterprises/ncpa/issues/857

¢ Nagios Support Knowledgebase. Network Interface Checks
https://support.nagios.com/kb/article/network-interface-checks-781.html



https://www.nagios.org/downloads/nagios-core-addons/
https://www.nagios.org/ncpa/#downloads
https://nagiosenterprises.my.site.com/support/s/article/Installing-NCPA-9f1de62f#Installing_NCPA_On_Windows
https://nagiosenterprises.my.site.com/support/s/article/Installing-NCPA-9f1de62f#Installing_NCPA_On_Windows
https://www.nagios.org/ncpa/getting-started.php
https://raw.githubusercontent.com/NagiosEnterprises/ncpa/master/client/check_ncpa.py
https://nagios-plugins.org/downloads/
https://github.com/NagiosEnterprises/ncpa
https://github.com/NagiosEnterprises/ncpa/issues/857
https://support.nagios.com/kb/article/network-interface-checks-781.html

