JlabopaTopna po6ota Ne5

HanawTyBaHHA nacuBHoro moHitopuHry Windows xocty Ha 6a3i Nagios Cross-Platform Agent.

MeTta: popmyBaHHA NPAKTUYHMX HABMYOK HaNalWTyBaHHA NAcMBHOro MoHiTopuHry Windows poboumx
CTaHuin y cuctemi Nagios 4.x 3a gonomoroto areHTa NCPA (Nagios Cross-Platform Agent), a Takox
OpraHisauii XocTiB y TEMaTHYHI rpynu 41A NOKPaLLEHHA YNpaBAiHHA Ta aHani3y CcTaHy iHPpacTpyKTypw.

IHcTpymeHTHU: rinepBisop VirtualBox, moaenb Komn'loTepHoi Mepexi.

TeopeTnyHi BigomMocrTi

Ha puc.5.1. HaBeaeHa mogenb Komn'toTepHOI Mepexki, NobyaoBaHa nig Yac BUKOHaAHHA nonepeaHix
nabopaTopHux pobiT. Kpim Toro, o cepsepa Serv-G-N-2 HanawToBaHo SSH goctyn yepe3 NAT Network
ana VirtualBox Host.

Serv-G-N-1
(NSClient++)

— 7L

Serv-G-N-2

NatNetwork

WS-G-N-1 (NCPA)(GateWaV/ DNS)

Puc. 5.1. Tononozia mepexci

Ha cepBepi Serv-G-N-2 po3ropHyTo CMCTEMY MOHITOPUHTY Ha 6a3i Nagios 4.X. MOHITOPMHI OCHOBHMX
cepsicis cepBepy Serv-G-N-1 BuKoHyeTbCA 3a gonomoroto NSClient++. HanawToBaHo NiAKAIOYEHHA 3 XOCTY
NAT Network no npotokony HTTP ao cMctemy MOHITOPUHIY Mif KOpMUCTyBayem nagios.
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Puc. 5.2. Hosts, Host Groups, Service Status Details for Serv-22-40-1.

BctaHoBMMO Ta HanawTtyemo NCPA Ha pobouilt cTaHujii WS-G-N-1. 3aBaHTaXKyeEMO OCTaHHO cTabinibHy Bepcito
areHTa gna Windows 64-bit 3 odiuiitHoro canty https://www.nagios.org/ncpa/#downloads . Ha MOMEHT HanMcaHHA

LbOro 4OKymeHTy Le Bepcia 3.1.1.

Welcome to NCPA Setup

Setup will guide you through the installation of NCPA

Itis recommended that you dose all other applications
before starting Setup, This wil make it possible to update
relevant system fles without having to reboot your
computer.

Click Next to continue,

Cancel

) nCPaA Setup - X | ] Listener Configuration - X
Nagios Cross-Platform Agent (NCPA) N Py Nagios Cross-Platform Agent (NCPA) Py
Vindons Version -3.1.1 Nagios Windows Version - 3,1.1 _N_aglos
License Agreement. Set General, API and Listener configuration options
[Nagios Software License Terms and Conditions ~ General Settings

IPLEASE READ THIS AGREEMENT CAREFLLLY BEFORE PURCHASING OR USING NAGIOS
SOFTWARE. BY PURCHASING OR USING NAGIOS ENTERPRISES' SOFTWARE, YOU
ISIGNIFY YOUR ASSENT TO THIS AGREEMENT. IF YOU ARE ACTING ON BEHALF OF AN
NTITY, THEN YOU REPRESENT THAT YOU HAVE THE AUTHORITY TO ENTER INTO THIS
AGREEMENT ON BEHALF OF THAT ENTITY. [F YOU DO NO ACCEPT THE TERMS OF THIS
AGREEMENT, THEN YOU MUST NOT PURCHASE OR USE NAGIOS SOFTWARE.

This Software License Terms and Coniions Agresment CAgreement) is & legal
Jagreement between Nagios Enterprises, LLC (Nagios Enterprises”) and the purchaser or v

Nagios Software License 1.3

Hagios Enterprises, LLC

< Back

Cancel

Loglevel | warning ~

API Configuration

Token | Pa@sswordanzq

The token used for APT access, active checks, and logging into the web GLI

Listener Configuration Advanced Listener Configuration

Bind IP 0.0.0.0
g SSL Version | TLSw1 2 ~
Bind Port | 5693

Nagios Enterprises, LLC

Puc. 5.3. IHcmansayis NCPA v.3.1.1 Ha pobovuili cmaHuii WS-22-40-1.

3anycKkaemo 3aBaHTaxeHW $pain ncpa-latest.exe Ta NOrogKyeMoca 3 NiLeH3iMHO yrogoto.

Ha TpeTbomy ekpaHi nokasaHi KoHoirypauii ana WEB API goctyny. €aMHe HanawTyBaHHA, ke TyT NoTpibHo, ue Token
— KoY, AKKI cepBep Nagios BMKopucTOBYBaTUME As1a aBTeHTMOIKauii 3a gonomoroo NCPA. Al BCTaHOBUB Yy AKOCTI
KNt04a TUMOBY NOCAIAOBHICTb cMMBOIB P@sswO0rd2024.

IP-apgpeca npus’askmn 0.0.0.0 o3Hayae, wo NCPA npocnyxoByBatume
BMKopMCTOBYETLCA CTaHAAPTHWUI nopT 5693.

BCi agpecu lpv4 Ha mawmHi Windows.

[B Passive Configuration - X

Nagios Cross-Platform Agent (NCPA)
Windows Version - 3. 1.1

Nagios’

B Passive Checks Configuration - X

Nagios Cross-Platform Agent (NCPA)
Windows Version - 3.1.1

Nagios’

[E] ncPa Setup - X

Choose Users
Choase for which users you want to install NCPA.

Nagios’

Set configuration for the passive service. This service handles sending passive check results
to Nagios via NRDP or other protocols in the future.

NRDP Configuration Advanced Passive Configuration

Creck rera

The default check inkerval in
seconds, This is how often the
passive checks uil be sent.

Send passive checks over NRDP
-
e o

If no hostname is provided, NCPA wil
sssume It Is the server node name.

Magios Enterprises, [LC

<Back

Cancel

Passive Check Definitions

Configuration wil be saved in [etc/ncpa, cfg.djnrdp. cfg] automatically when using this farm.
You can leave it blank for no pre-setup checks. To use | you must escape by doing \\.

g 80 —ritical 90 ~aggregate avg
ercent —warning 80 —itical 90

Magios Enterprises, LLC

<Back

Cancel

Select whether you want to install NCPA only for yourself or for all users of this computer.
Click Next to continue.

(@) Install for anyone using this computer

O nstall just for me

Hagios Enterprises, LLC

<Back

Cancel

Puc. 5.4. Incmanayia NCPA v.3.1.1 Ha pobouili cmaHyii WS-22-40-1.

EKpaH KoHirypauii gns nacMBHUX nepesipoK. BctaHoBAoeMo npanopeup “Send passive checks over NRDP”,
o6 yBIMKHYTU NAcUBHI NepeBipKu Ta HanawToByemo napameTpy NRDP:

e URL. URL-agpeca xocty Nagios, WO NpUIAMaE pe3ynbTaTM MACMBHOI NepeBipkU. Y MOEMY BWMAAKy

http://192.168.40.135/nagios/

e NRDP Token. Kntou, W0 BUKOPUCTOBYETLCA Nif, Yac nepegadi nacueHux nepesipok NCPA go Nagios, wob
NRDP npuiiHaB 4yeK. BiH morKe BigpisHATMCA Big KAlouya, WO BCTaHoOBAeHUU gnaa APl pgoctyny, ane
BPAxXOBYOUM, WO LEe HaBYa/bHWI CTEHA, S BCTAHOBMB Y AKOCTI K/OYa TMNOBY MOCAILOBHICTb CMMBONIB

P@ssw0rd2024

e Hostname. IM’si XoCTa, AKOMY HafieXKaTb NacuUBHI NepeBipKM Ha cepsepi Nagios — WS-22-40-1
MpoaoBXKeHHA iHCTanALIl NacMBHMX nNepeBipoK. Ha eKpaHi 3anponoHOBaHO CTaHAAPTHI MAaCcMBHI nNepeBipKku
CNYX6, Wo byayTb BUKOHYBATUCA Ta HaACMNaTMCA Ha cepsep Nagios. 3a NoTpedu iX MOXKHA 3MIHUTH.

B nepa setup - X

Choose Install Location
Choase the folder in which to install NCPA.

Nagios’

Setup will install NCPA in the following folder. To install in a different folder, dick Browse and
select another folder. Click Install to start the installation.

Destination Folder

Browse...

Space required: 44.0 MB
Space available: 33.3 GB

Manios Enterprises, LLC

[ NCPA Setup -

Installing
Please wait while NCPA is being installed.

<Back

Install

Cancel

Extract: win32eviog.pyd... 100%

Extract: psutil._psutl_windows.pyd... 100% ~
Extract: pyexpat.pyd... 100%
Extract: pywintypes312.dl... 100%
Extract: select.pyd... 100%

Extract; servicemanager.pyd... 100%
Extract: sqite3.dl... 100%

Extract: unicodedata.pyd... 100%
Extract: win32api.pyd... 100%
Extract: win32event.pyd... 100%
Extract: win32evtiog.pyd... 100%

Nagios Erterprises, LLC

<Back Next > Cancel

Completing NCPA Setup

NCPA has been installed on your computer.

Click Finish to cose Setup.

View NCPA website and documentation

<Back

Cancel



https://www.nagios.org/ncpa/#downloads
http://192.168.40.135/nagios/

Puc. 5.5. Incmansayia NCPA v.3.1.1 Ha pobouili cmaHyii WS-22-40-1.

Ha HacTynHUX KpoKax MOX/AMBO 3MIiHUTM Micue BcTaHoBneHHA areHTy NCPA Ta ycniwHO 3aBeplunTy
iHCTanAauito.
MepesipAaemo cTaH cny*k6mn Nagios Cross-Platform Agent.

v £ 36epiranna ShMicrosoft Storage SpacesS... Host senice Manuzl Network Senvice 10k Microsoft Storage Spaces 5. Host service... Manual Network Service
= Kepynorrs gucxaun || ‘CliMicrosoft Update Health Se... Maintains U... Running  Automatic (Delayed .. Local System L X i
v Z: Crywburasacrocymon || GMicrosoft Windows SMS Ro..._Routes mes. Manual (Trigger Start)  Local Senvice \_f’ Microsoft Update Health 5e... Maintains U.. Running  Automnatic (Delayed ... Local System
i, Services gios Cross-Platform Agent Automatic Local System Sk Microsoft Windows SMS Ro... Routes mes... Manual (Trigger Start)  Local Service
& WMI Control :Natural Authentication signal aggr.. Manual (Trigger Start) ~ Local System e iy Aelnic T
Gl Net.Tep Port Sharing Service  Provides abi.. Disabled Local Senvice 2
- Netlogon Maintains a.. Running  Automatic Local System L} Natural Authentication Signal aggr... Manual (Trigger Start)  Local System

Magios Cross-Platferm Agent Properties (Local Computer) x MNagios Cross-Platform Agent Properties (Local Computer) %  Nagios Cross-Platform Agent Properties (Local Computer) X

General LogOn Recovery Dependencies General LogOn Recovery Dependencies

General LogOn  Recovery Dependencies

Service name: [ Logon as ]

Display name: Nagios Cross-Platform Agent @ Local System account

First failure Restart the Service i
Deseription: [ Allow service to interact with desktop Second faie S——— -
Path to executable: O Tl zecourt Branse Subsequent failures: Restart the Service ~
“C:\Program Files\Nagios\NCPA‘ncpa exe” Reset fail count after: D days

Startup type Automatic v Restart service after minutes

[] Enable actions for stops with emars. Restart Computer Options.

Service status:  Running Run program
Puc. 5.6. 3anyck ma HanawmysaHHsA cayxbu NCPA Ha pobouili cmaHyii WS-22-40-1.
Ha puc.5.6 cnyxb6a NCPA npautoe, HanalWwToBaHa Ha aBTOMAaTU4YHMIA 3anycK Ta 3MiHEHO Aii BiAHOBMEHHA
cny»6u 3aknagKku Recovery Ha nepesanyck cepsicy.

HactynHuin Kpok nepesipkn — Windows Defender Firewall. Ana pob6otn NCPA mae 6ytv npaBuio, WO
po3sonfe Inbound TCP 5693. MoTtoyHa Bepcia NCPA cTBOpIOE Ui NpaBuia aBTOMaTUYHO.

NCPA ~ Bracrusocti X
0 Windows Defender Firewall with Advanced Security
General Programs and Services Remote Computers
Maiin  [dis  Burnag [dosigka Protocols and Ports  Scope  Advanced  Local Principals  Remote Users
@ Q‘ ;_ | @‘ Protocols and ports

" Protocal type: TCP e

-
@ Windows Defender Firewall witl| JEGSIS LSS Protocol number 62

£33 Inbound Rules

Qutbound Rules Name Group Profili Local port: Speciic Ports v

5‘5__ Connection Security Rules L NCPA All 5693

B, Monitoring V] @{Microsoft.DesktopApplnstaller_1.0.302... @{Microsoft.DesktopApplns.. Doma Example: 80, 443, 5000-5010
9 @{microsoftwindowscommunicationsa... @{microsoftwindowscom...  All R LIRSS e

U @{Microsoft. WindowsStore_11910.1002.5... @{Microsoft. WindowsStore...  All Exermple: 80, 443, 50005010

Puc. 5.7. Windows Defender Firewall. Mpasuno NCPA Ha pobouili cmaHyii WS-22-40-1.

OctaHHA nepesipka — nigkntovyaemoca Ao NCPA Ha craHuii WS-G-N-1 3 cepsepy Serv-G-N-1. Y Hawomy
BMNaaKy - https://192.168.40.146:5693.
MornuBo nigkntoumnTucsa 3 BiacHoro MK, HanawTtysaswmu y NAT Network sBianosigHuii Port Forwarding.

i i ><
Internet Options ? X |
_ - ) || Trusted sites X
General  Security | Privacy Content Connections Programs  Advanced
rch.. 0O~ e X 4 You can add and remove websites from this zone. Allnebsites n
- v Select a zone to view or change seaurity settings %/ this zone wil use the zone's security settings.
Print b q L% ‘/
File 5 Intenet  Localintranet [FVSSREIE  Resticted Add this website to the zone:
sites
Zoom (95%) s e — [rpsinszics do14d L=
' This zane contains nebsites that you L= Websites:
Safety y W trustnot to damage your computer or
your files. http: /=, technet. microsoft. com ~ Remove
You have websites in this zone. -
z http: /f*.update.microsoft.com
Add site to Apps Security level for this zone http indowsupdate. com
: Allowed levels for this zone: All ’ i
Vit dovinloads Ctrl+) i http:/f*. windowsupdate. microsoft.com v
- e ttinn co an ane
Manage add-ons Promots before downloading potentially unsafe [IRequire server verification (https:) for all sites in this zone
Bl -Unsigned ActiveX controls wil not be downloaded
F12 Developer Tools
Close
i i Enable Protected Mode (requires restarting Internet Explorer)
Go to pinned sites
Compatibility View settings S Geraieiel [CJEnable Protected Mode {requires restarting Internet Explorer)
Reset all zones to defaultlevel Customlevel... Default level
Internet options
Reset all zones to default level
About Internet Explorer

L] s i - |
Puc. 5.8. HanawmysaHHA 00380y nidKatoueHHA («0osipeHoz2o» calimy) 0o http://192.168.40.146 y IE Ha

KoHmponepi domeHy Serv-22-40-1.


https://192.168.40.146:5693/
http://192.168.40.146/

- o X
EJ hitps://192.16840.146:5693/gui ~ @ Cetificate error ¢ | | Search.. £~

e D hitpe://192.168.40.146:5693 I gin - € Certificate error € || Search. [N pashbomd . NP

!
B Log In- NCPA |

NCPA J Dashboard + Checks © Live Data & APL s Graphs & Admin  ©® Help O Logout

Check Statistics NCPA Agent Information
Check Results 24 (Last 30 days) NCPA Version 3.1.1

Bundled Python 3.12.6 (tags/v3.12.6:a4a2d2b,
Sep 6 2024, 20:11:23) [MSC

See Live Stats > v.1340 64 bit (AMDG4)]

Bundled OpenSSL  OpenSSL 3.0.15 3 Sep 2024
Web GUI Log In Bundied zlib 131

Agent Uptime 0:10:36
ssssssssssss -~

System Information

Log In Node Name WS-22-40-1

System Windows 10
10.0.19044

Puc. 5.9. Web GUI NCPA WS-22-40-1. HanawmysaHHA 003807y ma nioKao4eHHA Ha Serv-22-40-1.

Ha puc. 5.8 Ta 5.9 noKasaHi HanawTyBaHHA «40BipPeHOro canTy» y bpaysepi cepsepy Ta NiAKAOYEHHA Y HbOMY
00 Web GUL. Y sakocTi Kntoya A0CTyny BKa3yeTbcA 3aAaHnii npu iHcTanauii katod ans APl goctyny, BikHo Listener
Configuration iHcTanauii NCPA. «Miarneaitm» uen naposib MoXHa neperasHyBLUM Ha XOCTi, A& NPOIHCTaNIbOBaHO
NCPA y daiini \etc\ncpa.cfg. Ona nigkniouyeHHn yepe3 WEB BUKOPUCTOBYETLCA 3HAYeHHA community_string 3 cekuii
[api]
Mepexoammo Ao KoHdirypysaHHa Nagios ans B3aemogii 3 NCPA. Mo aHanorii B3aemogii 3 NSClient++, ae
BUKOPUCTOBYETbCA KoMaHaa check_nt
/usr/local/nagios/libexec/check_nt -H 192.168.40.131 -p 12489 -s P@sswO0rd2024 -v CPULOAD -1 5,80,90
ans B3aemoaii 3 NCPA BukopucToByeTbca KomaHaa check_ncpa. CMHTaKcKC oyrKe CXOXNUI:
/Jusr/local/nagios/libexec/check_ncpa.py -H 192.168.40.146 -p 5693 -t P@sswO0rd2024 -M cpu/percent -w 80 -c 90 -
q 'aggregate=avg'
MoTouHa Bepcia Nagios Core npu po3ropTaHHi He BCTAHOBJIIOE LIIO KOMAHAY YM ii aHanoru Ha cepsep.
HanawTtoByemo B3aemogito 3 NCPA, ak onucaHo y Getting Started
3aBaHTaXXyEMO CKPUNT aKTUBHUX nepesipok check_ncpa.py
cd /usr/local/nagios/libexec
wget https://raw.githubusercontent.com/NagiosEnterprises/ncpa/master/client/check_ncpa.py
Hapaemo daiiny ckpunTta BignoBiAHI 403B0OAM A8 BUKOHAHHA:

chmod +x /usr/local/nagios/libexec/check_ncpa.py

udent.| —-40-1

in 0.001=

Puc. 5.10. Serv-22-40-2. 3asaHmaxceHHs, 3MiHa pAOKa noeHosaxceHsb check_ncpa.py, Heedana cnpoba 8UKOHAHHSA
CKpunma i nepeansad ecmaHoeneHoi sepcii Phyton.

MomunKa npu BUKOHaHHI ckpunta /usr/local/nagios/libexec/check _ncpa.py
Jusr/bin/env: ‘python’: No such file or directory


https://www.nagios.org/ncpa/getting-started.php
https://raw.githubusercontent.com/NagiosEnterprises/ncpa/master/client/check_ncpa.py

BKa3ye Ha BiACyTHiCTb iHTepnpeTaTopa Python. CkpunT BMKopucToBye Python ana BUKoOHaHHA, ane Ha Serv-G-N-2 uein
iHTepnpeTaTop BCTAaHOB/EHO NiA Ha3Boto python3, npo wWwo roBopuTb NepesipKa Bepcii Phyton.

Penaryemo nepwmnii pagok ckpunty check_ncpa.py Ha BignoBiaHuii iHTepnpeTtatop Python, 3miHiowuM pagok
#!/usr/bin/env python Ha #!/usr/bin/env python3.

—40-1 a0y lik

. ncpa.py

0 connect to the client. [Default:

d for the chec
¢ CRITICALL,
ritical lue to ke for the

Puc. 5.11. Serv-22-40-2. PedazysaHHA Ha3eu iHmeprnpemamopa Python y ckpunmi check_ncpa.py.

CtBoptoemo KomaHay check _ncpa y KoHdirypauinHomy daini ana Nagios Core. 3assuuait ue daiin
Jusr/local/nagios/etc/objects/commands.cfg

BiaKprBaeMo Moro ana pegaryBaHHa. Paiin He NOPOXKHIK — y HbOMY 3anMcaHO A0BOJAi 6arato KoMaHa,.
Jopaemo cekuito BU3HauyeHHA KomaHau check_ncpa:

defi

check ncpa

1$8/check ncpa.py -H SHOSTADDRESSS SARG1S

HaBeneHa ceKuia [03BONAE nepesati b6inbliicTb aprymeHTiB 3a gonomoroio SARGI1S, pobnsaum KomaHay
ANHaMIYHIWOto.

Puc. 5.12. flo0asaHHA ceKyii KomaHOu check_ncpa y ¢paiin commands.cfg
ma nepesipka 83aemodii 3 NCPA Ha cmaHy,ii WS-22-40-1

Ko)KHa 3MiHa KOHQIirypaLii cuctemuy NOBUMHHA 3aBepLUYBATUCS NepPeBiPKO BipHOCTI BHECEHUX Y KOHirypauiito
3MiH Ta nepesanyckom cepsicy Nagios. Mepesanyck siMwwe nNpu BigcyTHOCTI nomuaok ©
sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfqg
sudo service nagios restart
Opapasy nepeBipsemo B3aemogito 3 NCPA, wo BCTaHOBAEHUIM HaA pobouyin craHuii WS-G-N-1. KomaHay
check_ncpa, wo onuncaHa paHiwe, 3amiHIOEMO Ha im’a BcTaHoBAeHOro ckpunTa check_ncpa.py:

/usr/local/nagios/libexec/check_ncpa.py -H 192.168.22.146 -p 5693 -t P@sswO0rd2024 -M cpu/percent -w 80 -
¢ 90 -q 'aggregate=avg'

Pegaryemo KoHoirypauintHuin  dain /usr/local/nagios/etc/objects/hostgroups.cfg, ne onucaHa rpyna
cepeepiB Windows Servers. [Jogaemo e oaHy rpyny o6’eKTiB MOHITOpMHIY — pobounx ctaHuin Windows, Kyau
BK/IIOYMMO pobouy cTaHuito WS-G-N-1.




define hostgroup {
hostgroup name

alias

win-workstations

Windows WorkStations

Y Kkatanosi /usr/local/nagios/etc/objects/workstation cteoptoemo KoHbirypauiiHuin paitn ana pobouoi ctaHu;i
Jusr/local/nagios/etc/objects/workstation/ws-22-40-1.cfg

define host {
host_name
address
hostgroups
check command
max_check_attempts
check interval
retry interval
check period
notification interval
notification period
notifications enabled
}
define service f{
host_ name
service description

check command
'aggregate=avg'

max_check_attempts
check interval
retry interval
check period
notification interval
notification period

}

define service {
host name

service description

Ws-22-40-1
192.168.40.146
win-workstations
check ncpa!-t
5

5

1

24x7

60

24x7

'"P@ssw0rd2024' -P 5693 -M system/agent_version

WS-22-40-1
CPU Usage
check ncpa!-t 'P@ssw0Ord2024' -P 5693

-M cpu/percent -w 20 -c 40 -q

24x7
60
24x7

ws-22-40-1

Memory Usage

check command check ncpa!-t 'P@ssw0rd2024' -P 5693 -M memory/virtual -w 50 -c 80 -u G
max_check_attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7

}

define service f{
host name ws-22-40-1
service description Process Count
check command check ncpa!-t 'P@ssw0rd2024' -P 5693 -M processes -w 150 -c 200
max_check _attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7

}

Ue tmnosui KoHirypauinHuit damn ana NCPA moHiTopuHry Windows cTaHUii — npuKknag 3 KOMNAEKTY

noctaBku NCPA. LLo6 nepernaHyTM BCi AOCTYMHI NapameTpyM MOHITOPUHIY AnA UiEl CTaHUiil 3 KoHconi cepsepy
MOHITOPUHTY, BUKOPUCTOBYETLCA KOMaHAa:

/usr/local/nagios/libexec/check_ncpa.py -H 192.168.40.146 -t P@sswO0rd2024 -p 5693 --list

TaKoX MOXNMBWI Nepernaf HanawToBaHUX NapameTpiB MOHITOPUHry Yepe3 GUI npu niakntoyeHHi go NCPA
Ha cTaHuii WS-G-N-1 3 cepsepy Serv-G-N-1.
Ha puc.5.13 noKkasaHuii Burnag, 3aknagku Checks npwm nigkntoueHHi 4o NCPA po6ou4oi cTaHLii.




5] Serv-22-40-1 [Running] - Cracle ¥M VirtualBox - <

e E https://192.168.40.146:5693/qui/ checks = @ Certificate eror €0 Search... o~ @ "
B Checks - NCPA

« Checks © Live Data s API & Graphs & Admin
Checks Status | Any v | Type  Both v | Executed By ¥ ¥ Filter
Search. Q
Page 1 of 7 Showing 1 - 20 of 134 total check records 1 2 3 4 5 >
Node Endpoint Check Time Status Status Information Executed By Type
processes 11/26/2024 11:54:42 OK OK: Process count was 79 | Internal Passive
'process_count'=79;300;400;
'cpu'=97.69999999999999%;;
'memory'=61.38%;;;
'memory_vms'=1.3100000000000005GE;;;
‘'memory_rss'=1.990000000000001GB;;;
Toggle long output
memory/virtual 11/26/2024 11:54:42 0K OK: Memory usage was 53.00 % (Available: Internal Passive
1.41 GiB, Total: 3.00 GIB, Free: 1.41 GiB,
Used: 1.59 GiB) | 'available’=1.41GiB;;;
‘total’=3.00GiB;;; 'percent'=53.00%;80;90;
‘free'=1.41GiB;;; 'used'=1.59GiB;;;
memory/swap 11/26/2024 11:54:42 oK OK: Swap usage was 14.30 % (Used: 0.10 Internal Passive
GiB, Total: 0.69 GiB, Free: 0.59 GiB) |
'used’'=0.10GIB;;; 'total'=0.69GiB;;;
‘free'=0.59GIB;;;
disk/logical/C:|/used_percent 11/26/2024 11:54:42 oK OK: Used_percent was 41.70 % | Internal Passive
'used_percent'=41.70%;80;90;
cpu/percent 11/26/2024 11:54:42 oK OK: Percent was 0.00 % | Internal Passive v

o o BOLE S0 S s
Puc. 5.13. lepeznad napamempie MoHimopuHay poboyoi cmaHuyii WS-22-40-1 yepes https://192.168.40.146:5693

Ha niactasi oTpmaHoOro nepeniky KomaHa MM MoOXKeMo 0bpaTh HeobxiaHi NnapameTpu ANnA BiaobpaXKeHHs y
CUCTEMi MOHITOPUHIY. BUKOHAaEMO KOMaHAy OTPMMaHHSA iHpopmaLii Npo BinbHe micue Ha noriyHomy ancky C:

/usr/local/nagios/libexec/check_ncpa.py -H 192.168.40.146 -t P@sswO0rd2024 -p 5693 -M
'disk/logical/C: | [free' -w 15: -c 10: -u Gi
-W: BCTaHOBJIIOE MOPIr AiA nonepeaxeHHsa (warning). AKWO BUMIpAHE 3HAYEHHA METPUKM NEepeBULLYE Lei
nopir, nepesipka BUAACTb CTAaTyC NonepesKeHHs.

-C: BCTAHOB/IOE KPUTUYHUIK MOPIr. AKWO BUMIpsAHE 3HAYEHHSA METPUKWM MepeBULLYE LEeW Nopir, nepesipKa
BWAACTb CTATYC KPUTUUYHOT MOMUIKK.

-U: BKa3ye o4MHUL| BUMIpHOBAHHA ANSA NOPOriB, 3a4aHNX KoYaMK -W Ta -C. G BKa3ye rirabanTu.
[JosiakoBo, ana TpeHyBaHHA ©, Tun dpainosoi cuctemm amcka C:

/Jusr/local/nagios/libexec/check_ncpa.py -H 192.168.40.146 -t P@ssw0rd2024 -p 5693 -M
'disk/logical/C: | /fstype'

ABO, XapaKTeEPUCTUKM MepeKeBoro iHTepdency — BianpasBaeHi NakeTu:

Jusr/local/nagios/libexec/check_ncpa.py -H 192.168.40.146 -t P@ssw0rd2024 -p 5693 -M
'interface/Ethernet/packets_sent’

Ta OTPUMAHI NakeTn:

/Jusr/local/nagios/libexec/check_ncpa.py -H 192.168.40.146 -t P@ssw0rd2024 -p 5693 -M
'interface/Ethernet/packets_recv'

Yac poboTu cuctemu:
/usr/local/nagios/libexec/check_ncpa.py -H 192.168.40.146 -t P@sswO0rd2024 -p 5693 -M 'system/uptime’

HonosHumo KoHoirypauinHuii ¢dain fusr/local/nagios/etc/objects/workstation/ws-22-40-1.cfg cekuismu
onucaHmx napametpis.

define service {

host_name WSs-22-40-1

service description Free space on disk C

check_command check ncpa!-t 'P@ssw0rd2024' -P 5693 -M 'disk/logical/C:|/free' -w 15: -c 10: -u Gi
max_check attempts 5

check interval 5

retry interval 1

check period 24x7

notification interval 60

notification period 24x7



https://192.168.40.146:5693/

}

define service {
host_name
service description

check command

max_check_attempts
check_interval
retry interval
check_period
notification interval
notification period

}

define service {
host_name
service description

check_command
100

max_check_attempts
check_interval
retry interval
check_period
notification interval
notification period

}

define service {
host name
service description
check_command
max_check_attempts
check_interval
retry interval
check_period
notification interval
notification period

}

define service {
host_name
service description
check_command
max_check attempts
check_interval
retry interval
check_period
notification interval
notification period

}

define service {
host name
service description
check_command
max_check_attempts
check_interval
retry interval
check_period
notification interval
notification period

}

define service {
host_name
service description
check command
max_check attempts
check_interval
retry interval
check_period
notification interval

notification period

Ws-22-40-1
PhysicalDrive. Read bytes
check _ncpa!-t 'P@ssw0rd2024' -P 5693 -M 'disk/physical/PhysicalDrive0/read bytes' -d -u M -w 50 -c

5

5

1
24x7
60
24x7

wWs-22-40-1
PhysicalDrive. Write bytes
check ncpa!-t 'P@ssw0rd2024' -P 5693 -M 'disk/physical/PhysicalDrive0/write bytes' -d -u M -w 50 -c

5

5

1
24x7
60
24x7

WS-22-40-1
PhysicalDrive. Read time
check_ncpa!-t 'P@ssw0rd2024' -P 5693 -M 'disk/physical/PhysicalDriveO/read time' -d -w 50 -c 100
5

5

1

24x7

60

24x7

Ws-22-40-1
PhysicalDrive. Write time
check _ncpa!-t 'P@ssw0rd2024' -P 5693 -M 'disk/physical/PhysicalDrive0/write time' -d -w 50 -c 100
5

5

1

24x7

60

24x7

ws-22-40-1
Ethernet. Sent bytes

check ncpa!-t 'P@ssw0rd2024' -P 5693 -M 'interface/Ethernet/bytes sent' -d -u k -w 10 -c 100
5

5

1

24x7

60

24x7

ws-22-40-1
Ethernet. Received bytes

check_ncpa!-t 'P@ssw0rd2024' -P 5693 -M 'interface/Ethernet/bytes recv' -d -u k -w 10 -c 100
5

5

1

24x7

60

24x7

MepeBipKa BipHOCTIi BHECEHMX Y KOH®IrypaLLito 3miH Ta nepe3anyck cepsicy Nagios:




sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfqg
sudo service nagios restart
Poboua cTaHuis WS-G-N-1 npautoe Ha AnMHaMiYHIN agpecauii — ii IP-agpeca 3miHHa y BignosBigHOMYy Aiana3oHi
DHCP-cepBepy. Mpu HanawTyBaHHi agpecauii Nagios-cepBepy My HafaluTyBaaW Moro agpecauito 3 A0CTyNom Ao
Haworo DNS, Tomy 3MiHIOEMO CTaTUYHY agpecauito poboyoi cTaHuii WS-G-N-1 Ha ii im’s y gomeHi.

BUKOHaeMo nepeBipKy AK npautoe komaHaa check_ncpa 3 gomeHHUM im’am (-H ws-G-N-1.surname.net):

/Jusr/local/nagios/libexec/check_ncpa.py -H ws-G-N-1.surname.net -p 5693 -t P@sswO0rd2024 -M cpu/percent -w
80 -c 90 -q 'aggregate=avg'’

t —-40-1

Puc. 5.14. check-ncpa no domeHHoMy imeHi poboyoi cmaryii ws-22-40-1.falkovsky.net

Peparyemo agpecy (3HadeHHs napametpy address) y cekKuii BM3HaueHHs poboyoi cTaHuii BignosigHoro
KOH@irypauiiHoro ¢aiiny pobouoi craHuii /usr/local/nagios/etc/objects/workstation/ws-22-40-1.cfg:

defi I {

MepeBipKa BipHOCTI BHECEHUX Y KOHIrypaLito 3miH Ta nepesanyck cepsicy Nagios:
sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfqg
sudo service nagios restart

Mepernsaaemo 3miHM y BigobpaskeHHi rpyn XocCTiB, XOCTiB Ta iX CepBicCiB MicNA BUKOHAHUX HaNnawTyBaHb.

Host Status Details For All Host Groups
Status Summary For All Host Greups

Limit Reauhs:
. Host *# Status *#  LasiCheck *# Duration *# Status Information
Host Group Host $tatus Summary Service Status Summary -
ST e e Ty We-22401 5w 11-26-2024 12:CT-45 Cdoh5zm16s OK: Asera_version wea [311]
Linuzs Servsra finus-asnisr)
E—T— localhoat (= 11-26-2024 12:08 58 1d16h45m 44a PINGOK - Packet loas = C%, RTA.=C.08 ma
[ ok ]
Windowa WerkStationa tuin-workatatiora) 0 amrv-22-40-1 Bow 11-26-2024 1Z:OTAT CdTh#im3Es  PINGOK- Packet kaa =% RTA=070 ms
b ! TviARNING: | [
ey IaH Aeautta 1- 3 f 3 Matohing Moste
Service Slalus Details For Hosl 'WS-22-40-1'
Limit Remulta:
Host * & Service * % Status *# LastCheck *# Duration *# Attempt ## Status Information
:‘:}22' <Pl Laags ax 11-26-202412:00:45 OdChEmBCa 15 OK: Petcant waa G.00%

:ﬂ';’e' fiecsived ak 1-20-2024 1Z.16:08  OdCh40m 208 175 QF: Bylsa_recywaa .07 kBfa

Etherret. Sort bytea oK 1-26-202412:1G:48 OdCh4Bm 4Ba 15 OF: Bytea_ssrt was OI7 kBfa

Fres apaceondakC T3 1-26-2024 121632 OACh4Bm3s 15 QF: Fres was 40.51G8

. WARNING Memory usaoswas 55.30 % el able: 144 G, Totat 3.22 GB, Freer

Memary Usaos WARNING |11-26-20241210:41  OdOh4Em B4a /B e T (o

;’:’::’a‘n""a fisad ak 11-26-2024 12115 0dCh4Tm 20a 115 OF: Read_bvtea waa .01 MBJa

PhysicalDiivs Read

‘ixm "= ak 1h-26-2024 121258 OdOh4Bm 37a 15 OF: Read time waa 0.00 mafa

:"‘Va'wn""aw"‘a aK 11-26-2024 12:13:40 0OdCh45m 558 15 OK: Wiite_bytea was 0.02 MBfs

=

PhysicalDiivs, Wit

‘ixm e s 13 11-26-202412.14:23 OdCh4Bmiza 15 QK Wiite tims waa ¢:00 maja

Procssa Court aK 1-26-2024 121242 OACh5Im 538 15 QF: Procses court was 80

Rezultz - 10 0 1T Matching Servicas

Puc. 5.15. [Mepeana0 8UKOHAHUX HAAAWMYBAHb:
Host Group Summary, Host Status, Service Status Details for host WS-22-1-1
3BepHIiTb yBary Ha «XKOBTMIA» CTaTyC BUKOPUCTAHHA Nam’aTi Ha pobouin ctaHuii WS-22-40-1 (puc.5.15.).




3aBaaHHA o nabopaTtopHoi pob6oTu

1. BcTaHOBITb Ta HanawTyMTe Ha pobouin cTaHuii WS-G-N-1 akTyanbHy Bepcito areHTa moHiTopuHry NCPA.
Y 3BiTi 060B’A3KOBO HaBeAiTb CKPiH 3aknagku checks HTTP-niakntoyeHHa 4o NCPA WS-G-N-1.

2. HanawrtylitTe MOHITOPUHI OCHOBHUX cepBiciB (MiHimym 10) pobouoi craHuii WS-G-N-1. Y 3BiTi
060B’A3KOBO HaBeAiTb CKPiHW 3aKknamdok Hosts Ta View Service Details for WS-G-N-1.

3. BigpeparyiiTe KoHirypauito Nagios TakMm YMHOM, WO6 y cucTemi Byno TpM aKTUBHUX FPynu XOCTIB:
Windows Servers, Windows Workstations Ta Linux Servers. 3aknaaka Host Groups Nagios.

3BiT Mae micTuTK:

®  JIICTUHT BUKOPUCTAHUX KOMaHA;
®  CKPIHLWOTWN OTPUMAHMUX pe3yabTaTiB MOHITOpUHry y Nagios 4;
®  KOpOTKMI onuc pegaryBaHHa ¢ainnis KoHoirypauii Nagios 4.

KopucHi nocunaHHsa

e Nagios Add-Ons Projects
https://www.nagios.org/downloads/nagios-core-addons/

e NCPA. Downloads latest stable agent
https://www.nagios.org/ncpa/#tdownloads

¢ Installing NCPA
https://nagiosenterprises.my.site.com/support/s/article/Installing-NCPA-

9fldeb2f#iInstalling NCPA On Windows

e NCPA. Getting Started
https://www.nagios.org/ncpa/getting-started.php

e Download check_ncpa.py
https://raw.githubusercontent.com/NagiosEnterprises/ncpa/master/client/check ncpa.py

o Nagios Plugins Downloads
https://nagios-plugins.org/downloads/

e GitHub. NagiosEnterprises/ncpa
https://github.com/NagiosEnterprises/ncpa

e GitHub. NagiosEnterprises/ncpa/"free disk space"
https://github.com/NagiosEnterprises/ncpa/issues/857

o Nagios Support Knowledgebase. Network Interface Checks
https://support.nagios.com/kb/article/network-interface-checks-781.html
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