Jlo6anuukosa H

IpakTuyne 3ansarrsa Ne 7

HAJIAIITYBAHHSI HAPAMETPIB BE3IIEKH OITEPAIIMHOI
CUCTEMM Windows 10 I3 3ACTOCYBAHHSAM ITPOI'PAMM VirtualBox

Mema: ompumanna npaKmuyHux HABUYOK 3 HANAWMYBAHHS Napamempis be3nexu
onepayitnoi cucmemu Windows 10 i3 3acmocysanusam npoepamu VirtualBox

TEOPETUYHI BITIOMOCTI

Jlns BUKOHAHHSA JaHOi JlabopaToOpHOi POOOTH HEOOXiIHO BCTAaHOBUTHU
nporpamy Juis Bipryansaux mamud Oracle VM VirtualBox (http://surl.li/amwgc)
Ta IMIIOpTYBaTH B Hel obpa3 Windows 10
(https://drive.google.com/file/d/Imcqokjer5sHG1ObJXaoY -
FHhUcfZO4UC/view?usp=sharing).

[IpoBectn  mepeiimenyBanHs ~ BipTyampHOoi  MammHA 32 3pa3KOM:
W10 _IlpizBume rpyma. BuxopucroByemo mpu Bxomi B OC morim: Student,
napousb 1111. PesynsraT npoBeaeHoi poOOTH IPEICTaBIEHO Ha puc. 1.

% W10_Lobanchykova_KB_2 anyuy — m}

Puc.1

1. OHoBJIeHHS

BpaxoByroun Te, 10 npu HaJlalITyBaHHI BipTyanbHOi MamiuHu (BM) oquH 13
ajanrtepiB BKIOYEHO Yy pexkuMi BukopuctanHs NAT, BM otpumana Bijx XOCTOBOI
onuH 13 IP-agpec, mo n03Bosie HAM OTpUMATH JOCTYN A0 [HTEepHETY, puc.2, 1o
BIJIOBIHO pOOUTH MOXKJIMBUM MPOILEC 1HCTATIOBAHHS.

[Ticnst iHCTaNAIIT OMEpaIiitHOT CUCTeMH, TTePEKOHANTECS, 1[0 BCTAHOBJICHO BCI
nocTynHi oHOBIEeHHs. Lle 3axucTuth Ta 3a0e3MedYuTh BUIPABICHHS MOMHIIOK, a
TakoXX 3akpue icHyroul BpaznmuBocTi OC. Jlnsg 1uporo HEoOXiTHO BHOpaTH
«IHCTaNMIOBaTH OHOBIICHHS Ta MEPE3aBaHTAKUTHY, PUC.3.


http://surl.li/amwgc
https://drive.google.com/file/d/1mcqokjer5sHGIObJXaoY-FHhUcfZO4UC/view?usp=sharing
https://drive.google.com/file/d/1mcqokjer5sHGIObJXaoY-FHhUcfZO4UC/view?usp=sharing
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10_Lobanchykova_KB_20_2 [3anyweHo] - Oracle VM VirtualBox - ]

| = Hactpoiiku -

it JloMaWHA cTopiHka Ctan
| | 3HaiTM HacTpoiiky ! | CraH mepexi

Mepexa i IuTepHer g @ @
I @ Cran Ethernet 2

MNpueatra mepexa
|
| %= Ethernet Komn'roTep niakntoueHo Ao IHTepHety
AKWO Y BaC NiMITHWIA TapUOHWIA NAGH, B MOXEeTe 3pOOUTH L

| %  KomyToBaHe 3'eaHaHHA Mepexy NiMITHUM NiAKNIOYEHH: 360 3MIHWTIK IHWI BA3ACTMBOCTI.

IMIHATK BAACTUBOCTI NIAKNOUYEHHA
“ Mepexa VPN

MokazaTtn gocTynHi mepexi

| ’a‘% Pexcam “Y nitaky”

Puc. 2 — [Tapametpu mepexi BM

2 Student .

[ Nokymentn

Tpueae o6pobka oHOBNEHb
30% 3asepweHo

- |HCTaNHBATM OHOENEHHA T3 S3EEPLUMT He BUMKWKauTe Komn lOTep

|HCTANHOBATM OHOENEHHA T3 nepesasal

HKMBNEHHA

Puc. 3 — BcraHoBIIEHHS OHOBJIEHD

1.2. AHTHBIpYCHMI 3aXUCT

HactymHUM KpOKOM € BCTAQHOBJICHHS AaHTHUBIPYCHOTO IPOTPAMHOTO
3a0be3nedeHds. Bubip maHOTO THITy MPOTrPaMHOTO TPOAYKTY JOCHTH IIHPOKO
MpEACTaBICHO Ha pPUHKY. ToMy HEOOXIJIHO MPOBECTH aHalli3 Ta BCTAHOBUTHU
aHTUBIPYCHY Iporpamy. Pe3ynbratu poOOTH NpeICTaBUTH Y BUTJIAII CKPIHILOTY.

1.3. O6aikoBi 3anucu

Onuum 13 3aco6iB Oesnmeku OC Windows 10 e ympaBiiHHS 0OTIKOBUMH
3anucamu. [IpoBenemo mocmipkeHHs AaHOi TexHojorii. CTBOPUMO HOJaTKOBUMN
0OJIIKOBHIA 3amuC JTsl MOBCAKACHHOI poOOTH TSl TiiBHIIIeHHS piBHs 6e3neku OC Ta
YHUKHEHHSI TIOTEHIIWHUX Tpo0jeM mpu poOOTI miag OOJIKOBUM 3alucoM 3
I1IBUIIICHUMH TTPUBLICSIMHU.

Jlnst 1bOoro HEOOX1MHO 3amyCTUTH (AIOBUN MPOBITHUK, puc. 4 — Miii
KOMIT F0TE€p — MPaBOIO KHOIKOIO MUIII efieMeHT KepyBaHHS, pUCYHOK 5.

Puc. 4 — Bubip napametpy «KepyBaHHs»
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Puc.5 — Bubopy enementy «KepyBanus»

VY BiKHI, IO BIIKpUETHCA BUOpaTH : «JIokanpH1 KopucTyBaui»-«KopuctyBauiy,
PHUCYHOK 6.

A Kepysarnns komn' roTepom

Dain Ais Burnag Ddoeigka
o= 5l c= H
A Kepyeanna komn'toTepom (nok! Name Full Name Description Aiv
1 = -
i gjnc;en:lcr; |:c;p)l,rmenTM . Administrator Built-in account for admir| | Users -
L) Task Scheduler
- !;, DefaultAcco... A user account managed | OoaaTkosi ait >

E t Vi
S:i:ed ::T:;rs 5 Guest Built-in account for guest
— Pl Student

~ = Local Users and Groups||
. Users P WDAGUtility... A user account managed

| Groups 1
(%9 Performance
A Awncneryep npucTpois
~ &5 3b6epirannn
M KepyBaHHA anckamu
= Cayx6m Ta 3acTOCYHKM

19%:31

A D) VKR o0 B

Puc. 6 — BikHo KepyBaHHS KOpUCTyBa4aMu

Jlami HeoOximHO mepeitu y BikHO «/lii», HatucHyTH «JlomaTkoBi Aii»—>
«HoBuli kopuctyBau», puc. 7.

CrtBopHuTH KOpHCTyBadya, B Moemy Bumaznky me Student 2. Ile Oynme Bar
OOJIIKOBMIA 3alyC KOpUCTyBaya JJisl TOBCSKIEHHOIO BUKOPUCTaHHS. 3allOBHIOEMO
noyiiss Ta Hatuckaemo «CtBoputw», puc.8. Ilo 3aMOBUyBaHHIO BCTAHOBJIEHA
MO3HayKa Mpo HEOOXIAHICTh 3MIHU MapOJII0 MpU MepuioMy BXoAl B cuctemy. Lo
MO3HAYKY MOKHA 3HATH. € 1 HIllll TO3HAYKH, K1 MOKHA BCTAHOBUTH («KOPUCTYBau
HE MOXE 3MIHUTHU TMAPOJIb», «TEPMIH JIii Mapor0 He OOMEKEHUN», «BIIKIIOUYUTH
OOJIIKOBHIA 3a1THC))
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A KepysaHHA KOMM HOTEPOM — ] >

Dann Ais Burnag HDoeiaka

&= |z 6= HE
A Kepyeanna komn'totepom (nok|| Name Full Name Description Aiv
F1 - . .
~ s Cluc-ltel\:r; ':t;pf”e"TM Py Administrator Built-in account for admir|| Users -
O as C_E uler !ﬂDefaultAccc... A user account manage
Event Viewer ; . MNew User...
P Guest Built-in account for gue
22| Shared Folders & Student Burnag, >
L Stu
~ = Local Users and Groups || 55
- WDAGUtlity... A user account manage
~| Users &) Ity 9 OHoBUTI
_ Groups Excnoprysati cnmcok...
(%3 Performance
A Aucneruep npucrpoie Aosiaka
~ 5 36epirannn T] [
= KepyeanHa guckamn
Ty Cnyx6un Ta sacTocyHKn
< > || < >
Komanan HacTporoBaHHa BikHa.

~ Y= T Q) YKP

Puc.8 — Bikno ans ctBopeHHs: «HoBoro kopuctyBayay

MNew User ? >
User name: ‘ Student 2 ‘

i
Full name: ‘ﬂoﬁal—rqukoaa Hanin ‘
Description: ‘ [0 OaTKOBWA ‘
Password: sew ‘
Confirm password: | . *| J

User must change password at next logon
User cannot change password
Password never expires

|:| Account is disabled

b e

Puc.9 — BikHo BBelleHHS MapaMeTpiB KOpUCTyBaya

3a moTpeOu BCTAaHOBIICHHSI TPOTPAMHOTO 3a0€3MEUYCHHS TTPU BXOJI1 B CHCTEMY
1117 HOBOCTBOPEHHUM KOPHUCTYBadeM, puc. 10, BuKkopucToByiTe PyHKIIito "3amyck ot
umenn»". HatucHith knasinry Shift (mpaBy kHonky muii) 1 BuOepiTh "3amyck Bij
IMeH1 1HIIOTro KopucTyBayua", pucyHok 11.
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(B wr

JlobaHumkoBa Haais

R No6arHum...

R Student

JlobaHumkoBa Haaia

The user’s password must be changed before signing in.

—

Puc.10 — Bxig OC mig HOBUM KOpUCTYBa4eM

OrepbiTe

' 3anyck oT nMEHN aAMUHNCTPaTopa
2anyck oT MMEHW ApYTorc NoAL30BATENA
Mcnpaenenwe HeNoNagok COBMECTHMOCTH

OBwmi goctyn k

Pucynox 11.
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BaxxiiMBUM KpOKOM Yy CIIpaBl 3aXHMCTy BalllUX MapojiB Oyjae BIAKIOUWTH
mm@pyBanHs Ha LMHash. BuMKkHEHHSI BUKOHY€ETbCSI Yepe3 MOJITUKY JIOKaJIbHOI
oe3neku abo B peectpi. B apyromy Bumaaky HEOOXiHO BIAKPUTH PEIAKTOP

peectpy: momryk — Bukonatu — regedit.exe, inc. 12.

Halikpauwa BiagnoBigHICTL

ﬁ) regedit.exe

3anycTuTv KOMaHay
Mowyk B IHTepHeTi

L regedit.exe - MepernsHyTy pesynsTati

Nowyky B lHTepHeT!

£ regedit.exe|

Puc.12 — 3HaliieHHs Ta 3aIyCK PEECTPY
[ Registry Editor —_ O >
File Edit View Favorites Help

Computer

~ [0 Computer MName Type Data
HKEY_CLASSES_ROOT

HKEY_CURRENT_USER
HKEY_LOCAL_MACHINE
HKEY_USERS
HKEY_CURRENT_CONFIG

< >

Puc. 13 — BikHo penakTopa peectpy
3HaWTH BITKY:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa

1 nepeBiputu nmapamerp "NoLMHash" tumy DWORD 3HaueHHs 3 3HaY€HHS TaHUX
1.

Ipumimra: nouunarouu 3 Windows 7 SP1 y ywvoeo napamempa 6dice
8CMAHOBIEHO No 3amosuysanuto 1. YV nonepeouix cucmemax, abo iocymuiti abo
Oopigntoe (. Tomy mam HeobXiOHO 6Y10 cMBOPIOBAMU 1020 8 PYUHOM) DEHCUMI.
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1.4. Cay:xou

B ocnactii «KepyBanus» mrykaemo Biianky «CiykOu Ta 3aCTOCYHKH,
pucynok 15. Bapto Bim3HauuTH, moO OyAb-sIKUX CIyX0 myxe OaraTto, aie
PO3TASHEMO HANOUIBII MOMYJSPHI Cepel KOPHUCTYBadiB IHTEPHETY CIIyXOwu,
BUJAJIICHHS SKAW 3a0e3neunth npuckopeHHs. [licms Toro, sk mepea Bamu
BIJIKPHETHCS BECh CIUCOK CIy>)kKO MOKHAa HATHUCHYTH Ha OyIb-sIKHHA 1 B PO3MALIIL
«BnactuBocTi», «Tun 3amycky» BCTAaHOBUTH OakaHe 3Ha4Y€HHS. 3a JOIMOMOTOIO
[HOTO K MEHIO MO>KHA MIPOCTO MPOBECTH BIIKIIOUEHHS YU MPU3YNIUHUTU OyAb-5IKY
CIy>k0y B JaHWUM MOMEHT. JIB14l KJIIKHYBIIIH Ha OYIb-SIKY CITYK0Y, MO>KHA 3yITUHUTH
a00 BKJIIOYMTH i, @ TAKOK BUOpATH TUI 3aIllyCKy: aBTOMATUYHUN — MPU BKIIOYEHH1
KOMIT'F0Tepa, BPYUHY — 32 HEOOX1AHOCTI, BIAKIIOUEHO 3aBaHTaKCHHS 3a00pOHEHa,
ciryx0a He 3aIyCKaeThes, puc. 14.

General LogOn Recovery Dependencies
Service name: LanmanServer
Display name: Server

Description: Supports file, print, and named-pipe sharing over the
network for this computer. If this service is stopped,

thaea functiane will ha nnauaillabla 1§ thie candica e

Path to executable:
CAWINDOWS\system32\svchost. exe -k netsves p

Startup type: Automatic

Service status: Running
Stop ause Resume

You can specify the start parameters that apply when you start the service
from here.

OK Ckacysatn 3acTocyBaTi

Puc.14

KpiM 1p0r0, BIIKIIOYEHHS 3IHCHIOETHCS 3 BUKOPHUCTAHHSIM KOMAHJIHOTO
psaka (Bim ApamiHicTpatopa), B SKy BBOAuThCA sc config «ImM’s ciyxOm»
start=disabled. Bci mani m1s 1i€l KOMaHIM 3HAXOMATHCS Y BEpXHIN 4acTHHI BIKHA
IIpH Bizyasizailii BIAOMOCTEH TIPO CITykKOY.

Jlam mpoBOAMMO BiJIKJIFOUEHHS CITY’KO, SIKI MU HE BUKOPHUCTOBYEMO Ta THX
CIIy k0, 1110 HaM HE MOTPiOHI:

Microsoft Compatibility Telemetry. Ciyx0a, sika MICTUTh TEXHIUHI JaHi TIPO
poOOTy TPHUCTPOIO 1 TOB'S3aHOTO 3 HHM MPOTPAMHOTO 3abe3rnedcHHs. BoHa
NepioIMYHO BiAMpaBIsge qaHi B Microsoft aJist moganpiroro MoMIIeHHS CHCTEMH 1
MiIBUIIEHHS 3pYYHOCTI pOOOTH KOpHCTYyBadiB. B L[lJIOMy IIe BO)XJIMBA CITy)k0a, aje
BIIKJTFOYATH ii MOYKHA 1 HIYOTO CTPAIIHOTO 3 KOMIT'IOTEPOM HE BiTOYIEThCA.
3yNMUHATH ii poOOTY 1 MPUOPATH KOMITIOHEHTH MOYKHA B TOMY K MEHIO BCIX CEpBICiB,
cIrocoOOM, OITMCAaHUM BHIIIE.
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Windows Aero. Lle rpadiuyna ciysx0a a1 KpacCHBOro Mpo30poro inTepdericy.
B miniomy BoHa He moTpiOHA 1 JOCHTH T0Ope HaBaHTaXxye komm'toTep. Komu BoHa
BIJIKITIOYAETHCA, 1HTEpQEiic, 30BHIMIHIA BUIJIA BIKOH 1 MaHEl 3aBJaHb ICTOTHO
MO’K€ 3MIHUTHUCS, aJie IPUCTPIi MpaIfoBaT CTaHe Kparie.

Takox 10 cepBiciB, 10 HABAHTAXY€ MPUCTPINA MOKHA BiAHECTH Memia LEeHTp
Bingosc (Windows Media Center). BigkiarouuBim 4y BUJAIMBIIN HOTO, MOXKHA
JIOMOTTHUCS HAaWKpamoi MBUIKOIT - MAKCUMaIbHOT MBHUAKOCTI 3aBaHTaxeHHsT OC
(maBith 110 10 cek). Taka onTumizailisi JOCTYIHA B JBOX BapiaHTaX: 3 JOIOMOIOIO
BUJIAJICHHS HA30BCIM 1 BIAKJIIOUCHHS 3 MOXJIMBICTIO BITHOBJICHHS B MallOyTHHOMY.
Ane, mo0 BIAKIIOYUTH IIed IEHTp MNOTPIOHO OyJe 3BEPHYTHCS JIO PEECTPY
regedit.exe 1 BUJAJISATH MTEBHI KJIFOYI.

o ABTOHOMHI (paitnu - Ha noManrHEoMy [TK He BUKOPUCTOBYIOTHCS.

« bpaysep koMIT'I0TepiB - AKIIO y BaC HEMaE poOOYOi IPyIH, TO BIAKIIOUITS.

o CepBep — He MOTPiOEH Ha MalIMHAX, SIKI HE BHUIUISIOTHCS PECYpPCU IS
CHUIBHUI TOCTYMY Y MEPEXKI.

o IlpociyxoByBau AOMalIHBOI Tpynu — 3aJIeKUTh Bia ciyx0Ou "Cepsep"
3YNUHUTHLCA MPH i1 BIAKIIOUCHHI.

o Binnanenuii peectp — 0€3yMOBHO BIAKIIOUUTH, OCKIJTBKH BiIJIalICHUM TOCTYII
JI0 HHOTO BJIOMa HE MOTPIOEH.
|

i A Kepysanna komn' toTepom

Dain Aia Burnaa [doeigka

o= 2 e = HE > b B I
-3 Kepysanﬂn komn'roTepom (nokl | MName - Description
7l . . )
~ Us C%‘t_:_—e':r; I:L—;p}rMEHTM S ActiveX Installer (AxInstSV) Provides Us...
I
Eas : :"r eduler (s A Agent Activation Runtime_... Runtime for...
vent Viewer S Aldoyn Router Service Routes AllJo...

22| Shared Folders s

# Local Users and Groups " APP .Reaf:lmess . Gets apps re...

*:) Performance .;Appl.lcatfon |dentity . Det.e.rmlnes

- Jncneruep npucTpois L Application Information Facilitates t...
L Application Layer Gateway ... Provides su...

~ =5 36epiranns

= KepyeaHHa anckamm  AppX Deployment Service (... Provides inf...

~ Ty Cnyx6u Ta sactocyHkw L AssignedAccessManager Se... AssignedAc...
Services 5 Auto Time Zone Updater Automatica...
ﬁq WMI Control L AVCTP service This is Audi...

% Background Intelligent Tran... Transfers fil...

. Background Tasks Infrastruc... Windows in...
k. Base Filtering Engine The Base Fil...
% BitLocker Drive Encryption ... BDESVC hos...
k. Block Level Backup Engine ... The WBENG...
% Bluetooth Audio Gateway S... Service sup...

k. Bluetooth Support Service The Bluetoo...
L BranchCache This service ...
. Capability Access Manager ... Provides fac...

T Ot o q{ i q{ Iy 'y £ o { i q{ Ie 1 I
A 10 01 o1 0! 1) 101 1 10! 10 101 01 01 101 101 101

e —— 7
< > | % Poswmpennii p CTangapTHWi /

Puc. 15 — Bikno «Ciyk0un» kepyBaHHSI KOMII IOTEPOM
1.5. JlokajabHi HOJITHKHA
[lepexoarmo 10 HaJAIITYBaHb JIOKATBLHUX MOJITUK Oe3neku. [ BIAKpUTTSA

JIOKAJIbHOT TOJITHKK Oe3MeKru HEoOXiTHO 3amyCcTUTH SEeCPol.msc (MoxkHa 3amaTH
yepe3 MOLIYK Ta 3aIyCTUTH), pUc. 16
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«BCTaHOBIIIOEMO HACTYIIHI 3HAYEHHS, pyc.17:

TTomiTukH 00JIIKOBUX

3aIIMCIB.

o IlomiTuka naposniB — MiHimManbHa JOBXKHWHA MApoJis CTaHOBUTH 10 CHMBOUIIB.

ﬁl'.‘i[,i:awm kova_KB_20_2 [3anyweHo] - Oracle VM VirtualBox

Fa Local Security Policy

®@aiin i Burnaa [Joeigka

| 2= HEn

Fa Security Settings
v [ 4 Account Policies
‘4 Password Policy
2 Account Lockout Policy
& Local Policies
1 Windows Defender Firewall with Advz
| Network List Manager Policies
| Public Key Policies
| Software Restriction Policies
-] Application Control Policies
‘g IP Security Policies on Local Compute
~| Advanced Audit Policy Configuration

Policy

is) Enforce password history
i) Maximum password age
“g) Minimum password age
i) Minimum password length

(¢ Password must meet complexity requirements

i Store passwords using reversible encryption

Security Setting

0 passwords remembered
42 days

0O days

O characters

Disabled

Disabled

Puc.17 — BcranoBnieHHs mapamMeTpiB MOJIITUKHU HapOITio
o Ilomituka 6510KyBaHHS OOJIIKOBUX 3aMUCIB — MMOPOTOBE 3HAUCHHST OJIOKYBaHHS
5 crpo0 Ha 10 xBuuH, puc.18.

B wio_ Janywero] - Oracle VM VirtualBox - O X
F Local Security Policy - O >
@aiin  [ia Bwrnag [Josigka
o= 2 XE = HEn
Fa Security Settings Policy - Security Setting

~ [ @ Account Policies
& Password Policy
4 Account Lockout Policy
‘& Local Policies
] Windows Defender Firewall with Advz
[ 7] Network List Manager Policies
| Public Key Policies
| Software Restriction Policies
~| Application Control Policies
g IP Security Policies on Local Compute
1 Advanced Audit Policy Configuration

2ig) Account lockout duration

[£5] Account lockout threshold Oinvalid logon attempts

iie] Reset account lockout counter after

Mot Applicable

Mot Applicable

Puc. 18 — BcranoBnenHst mapaMeTpiB OJIOKyBaHHS 00JIIKOBHUX 3aITUCIB

JIokapHI MOJIITUKH.

o llomiTuka ayauty — AyauT BXoay B cucteMy — Ycmix Ta Bigmosa, puc. 19.

% W10_Lobanchykova_KB_20 2 [3anyweHo] - Oracle VM VirtualBo: — O e
Fa Local Security Policy — [ x
@ain  dia Burnaa [oeiaka

== nmXE= HED
Sa Security Settings Policy - Security Setting

~ @ Account Policies
& Password Policy
A Account Lockout Policy
~ [ @& Local Policies
= Audit Policy
_& User Rights Assignment
5 Security Options
| Windows Defender Firewall with Adwvz
~| Network List Manager Policies
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
,g IP Security Policies on Local Compute
_| Advanced Audit Policy Configuration

5] Audit account logon events No auditing

s Audit account management
(2] Audit directory service access
g Audit logon events

g, Audit object access

2i¢) Audit policy change

s Audit privilege use

2i¢) Audit process tracking

g Audit systemn events

Mo auditing
No auditing
Mo auditing
MNo auditing
Mo auditing
Mo auditing
No auditing
Mo auditing

Puc. 19 — BeranoBieHHs mapaMeTpiB ayJUTy BXOJIIB Y CUCTEMY
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o llomiTuka aymuty — AyauT 3MiHU MOMITHKY — Ycmix Ta Biamosa, puc.20.

/irtualBox

Fa Local Security Policy

®@anin  [ia  Bwrnag [Oosiaka

|25 XE| HEE

Fa Security Settings
~ [ 4 Account Policies
& Password Policy
» [ & Account Lockout Policy
v [ A Local Policies
4 Audit Policy
_ 4 User Rights Assignment
4 Security Options
> |1 Windows Defender Firewall with Advz
| Network List Manager Policies
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
‘g IP Security Policies on Local Compute
| Advanced Audit Policy Configuration

Policy

(2, Audit account logon events
(iig) Audit account management
<] Audit directory service access
] Audit logon events

g Audit object access

Security Setting
No auditing
No auditing
No auditing
No auditing
No auditing

Audlt policy change No auditing

| Audit privilege use
o) Audit process tracking
g Audit system events

No auditing
No auditing
No auditing

Puc. 20 — BcranoBneHHs mapaMeTpiB ayIUTy 3MIHU MOJTITUKU
o [lomrtuka ayauty — AyAuT MoAii BXoay B cucteMy — Ycmix Ta Binmoga,

puc.21.

) Lobanchykova_KB ? [3anyweHo] - Oracle VM VirtualBox — ] X
54 Local Security Policy — a >
®@aiin  [dis  Bwrnag [Joeigka
== | 2 XE=|Hrm
% Security Settings Policy - Security Setting

~ [ Account Policies
‘g, Password Policy
4 Account Lockout Policy
~ [ @ Local Policies
4 Audit Policy
_& User Rights Assignment
4 Security Options
| Windows Defender Firewall with Adve|
~| Metwork List Manager Policies
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
\g IP Security Policies on Local Compute|
~| Advanced Audit Policy Configuration

l2g) Audit account logon events
Ly Audit account management
l2ig) Audit directory service access
(U] Audit logon events

g, Audit object access

2] Audit policy change

g Audit privilege use

l2ie] Audit process tracking

55 Audit system events

No auditing
MNo auditing
Mo auditing
Mo auditing
No auditing
Mo auditing
Mo auditing
Mo auditing
Mo auditing

Puc.21 — Ayaut nofiiii BXOy y cucteMy

o Ilpu3HauenHs npaB KopucTyBaua — JlocTyn 10 KoM toTepa 3 Mepexi, puc.12.
[IpoanamizyBaTi MOTPIOHICTh BCIX 3a3HAYCHHMX KOPHUCTYBAdiB. 3aTUIIMTH TUTBKH
TUX, KOMY JIHCHO MOKHA JJO3BOJIUTH JTOCTYII.

/10_Lobanchykova_KB_20 2 [3anyweHo] - Oracle VM VirtualBox — O e
5 Local Security Policy — a >
®@aiin Qia Burnag [osiaka

= 2mFEXE = HE
Ha Security Settings Policy - Security Setting ~

~ [[4 Account Policies
‘& Password Policy
A Account Lockout Policy
~ [ 4 Local Policies
& Audit Policy
__a User Rights Assignment
& Security Options

l2izs) Access Credential Manager as a trusted caller
-] Access this computer from the network
|2z) Act as part of the operating system

\2s) Add workstations to domain

2| Adjust memory quotas for a process

l2g) Allow log on locally

Puc. 22

Everyone Administrators...

LOCAL SERVICE,NETWO...
Guest, Administrators,Us...
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o IIpusnauenns npaB KopuctyBaua — JIokanbHMI BXi B cucteMy — Bunpanutu
Hl’" n
1CTB".

o Ilapamerpu 6e3mnexu — OOMIKOBI 3aMKCU: TIEpEUMEHYBaHHS 00JIIKOBOTO 3aIUCY
aJMiHICTpaTopa — BKa3aTH HOBE iM's (IIP13BUIIE CTyACHTA), puc.23.

F Local Security Policy = o =
®@avin  [dis  Burnsg [Josiaka
= 2m XE = Hen
a Security Settings Policy . Security Setting A
v [E& Account Policies Accounts: Administrator account status Not Applicable
) maee howey | Accounts: Block Microsoft accounts Not Defined
i Accountiockout Policy 1 Accounts: Guest account status Not Applicable
~ (A Local Policies
4 Audit Policy - Accounts: Limit local acunt use of blank passwords to co... Enabe
iy AR I -counts: Rename administratoraccount —— Administrstor ]
S TR O Accounts: Rename guest account Guest
1 Windows Defender Firewall with Adva Audit: Audit the access of global system objects Disabled
Network List Manager Policies Audit: Audit the use of Backup and Restore privilege Disabled
Public Key Policies Audit: Force audit policy subcategory settings (Windows Vis... Not Defined
‘| Software Restriction Policies Audit: Shut down system immediately if unable to log secur... Disabled
Application Control Policies ., DCOM: Machine Access Restrictions in Security Descriptor D... Not Defined
!, IP Security Policies on Local Compute|| oi DCOM: Machine Launch Restrictions in Security Descriptor ... Not Defined
Advanced Audit Policy Configuration Devices: Allow undock without having to log on Enabled
.| Devices: Allowed to format and eject removable media Not Defined
Devices: Prevent users from installing printer drivers Disabled
Devices: Restrict CD-ROM access to locally logged-on user... Not Defined
Devices: Restrict floppy access to locally logged-on user only  Not Defined
Domain controller: Allow server operators to schedule tasks Not Defined
.2 Domain controller: LDAP server signing requirements Not Defined
Domain controller: Refuse machine account password chan... Not Defined
| Domain member: Digitally encrypt or sign secure channel d... Enabled
< > || [ii Domain member: Digitally encrypt secure channel data (wh... Enabled v

N PE
A WD) VKR 020 B

Puc. 23
o Ilapamerpu 6e3mexu — O6IIKOBI 3aMKCH: TIEPEUMEHYBaHHS 00JIIKOBOTO 3aIHCy
TOCTS: BKXITh HOBE iM'st (CKOpPOYEHE MPI3BHIIE CTYICHTA).

o Ilapamerpu Ge3nexu — OOJIKOBI 3alUCH: JTO3BOJUTH BUKOPHUCTAHHS IYyCTUX
MapoJIiB JIJIsl BXOLYy TUIBKU TIPH KOHCOJIBLHOMY BXOA1 — BukitouunTu.

o besneka mepexi: He 30epiratu xem LAN Manager npu HacTymHid 3MiHI
napoJist — BkirtoueHo (yBIMKHYTO),

P.S. suwe 3a3znaueni napamempu € oocmamuimu 01 3a0e3neyeHus be3neuHoi
eKcnryamayii 6auio2o Komn'romepa.

[IpaBuna

1. BcTaHOBIIOMTE MOCTIHHO OHOBJICHHS.

2. He BuxopucToByiiTe 6€3 HEOOX1THOCTI OOTIKOBHIMA 3aMTUC «AMIHICTPATOP.

3. He 3aBanTaxkxyBatu mnporpaMmHe 3a0e3leyeHHs 13 HEBIAOMUX JIKEpell.
HamaraiiTecst 3aBaHTa)KyBaTH IporpaMHe 3a0€3MEeUeHHS JIUIIIE 3 CAUTy BUPOOHUKA.

4. 3aBaHTaXXYIOUM KpSIKW 1 T. A. He 3a0yBaiiTe Mpo Te, M0 Take MpOorpaMHe
3a0€3MeUYEeHHS] MOYKE 3aKIHUYMTHCS HEraTUBHO JIJISl BAlIOTO KOMIT'FOTEpa.

5. Bukomnyiite pe3epBHe KOMIIOBAHHS JaHUX.

3ABJAHHSI 10 BAKOHAHHSI

1. BcTaHOBUTH OHOBJICHHS Ta AQHTUBIPYCHE MporpamMHe 3a0e3lcucHHsS Ha
BipTyanbHy MammHy 3 OC Windows 10.
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2. CtBoputHu 5 0011KOBHX 3amuciB 3a 3pazkoM [IpizBuiie crynenta N, ne N —
HOMep KopuctyBaya (1,2,3,4,5).

3. CrtBopuTH 2 rpynu KOpUCTyBayiB 3a 3pa3koM [ pyna P K, ne P -nopsaxoBwuii
HOMED CTYACHTa y COUCKY IpynH, K — nopsakoBuii Hommep rpynu (1,2).

4. 3apmatv mapoJi A BXOAY KOXKHOTO KOPUCTYBaya Ta 3MIHUTH X MTPH HEPLIIOMY

BXOJI B CHCTeMy. BukopucrtanHs ckiagHOro mapoiio (dwmcia + OyKBH

CHeliaIbHUX CUMBOJIIB, TpuHaiiMHi 10 cHMBOIIIB y JOBXKUHY, ale B igeani 15-

16).

[IpoBecTn HaJAIITYBaHHS CIY>KO0 y BIJIMOBIAHOCTI J10 11.1.4.

6. [IpoBecTn MAOCHIIPKEHHS HaJlAIITYBaHb JIOKAJBHUX TIOJNITUK O€3MeKu
BIAIIOB1IHO 10 1.1.5.

7. OdopMuUTH 3BIT Ta 3pOOUTH BUCHOBKH.

o

KOHTPOJIBHI IINTAHHA

1. Jlsis 4oro BUKOPUCTOBY€EThCs «PoauHa Ta iHIll KOPpUCTYBadi»?

2. SIky MakcuMallbHY KUIBKICTh KOPUCTYBaudiB MOKHa 3apeecTpyBaTtu B OC
Windows 10 ?

3. SIkuM YMHOM MO>KHA BU3HAYUTH CTIMKICTH MAPOJII0 JI0 31amy?

4. PexoMeHJ0BaH1 BUMOTH JI0 JIOT1HY Ta MapoJIio.

5. lucnieTyep 3amad Ta HOTo MPU3HAYCHHS.

3MICT 3BITY.

=

HazBa, meTa i1 3aB1aHHs.

2. Ommc fmii B X0Mi BUKOHAHHS POOOTH MIATBEPKEHUN BiAMOBITHUMHU
pucynkamu (ckpinmoramu). [lpu dopmyBaHHI 3BITY CKPIHIIOTH
BUKOHAHHS 3aBJIaHHS TTOBUHHI MICTUTH Ha3BY BIpPTyajbHOI MAIIMHH.

3. BucHoBku 1npo BUKOHAHY poOOTY.



