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MNpakTnyHa poboTta 3

CBiT cneuianicTiB 3 Kibepbe3neku

Uini Ta 3agauvi
JocnigpxeHHs MmoxnuBocTen dyHKLUIN Ge3neku, ki BUKOPUCTOBYHOTb Taki opraHisadii, ak Google ta Cisco, ans
3axXMCTy BalUUX JaHUX.

YacTtuHa 1: 3axucTt Bawmx gaHux

YacTtuHa 2: NigBuweHHA 6e3nekn obnikoBoro 3anucy Google

HosiakoBa iHopmauis / CueHapin

Ller po3gin sHanomutb crnyxada 3 kibep-ceitom. Kibep-CBiT € BENnkum LLapCTBOM AaHWX,3 BEUKOK KiMbKICTHO
CXOBULW, [OaHuX, siki obpobnstoTb HEMMOBIPHI 06csrM ocobucTtoi iHdopMadii Ta iHpopMauii opraHisauin.
daxiBuam 3 kibepbesnekn, BaxnNMBO PO3YMITU TUMU 3aXUCHUX MEXAHI3MIB, SKi OpraHisauis NOBMHHA
peanisyBaTu, Wo6 3axmMcTUTK AaHi, ki BOHM 36epirae Ta obpobnse. Y uin nabopaTopii BU 03HaANpMUTECH 3
komnaHieto Google, sk 3 ogHUM i3 cBiTOBUX nigepiB 06’emy obpobkn gaHux. [lepernsaHyBlM Ui Bigeo, BK
3MOXeTe JaTtu BignoBiab Ha psa 3anuTaHb. KoxHe Bigeo npeacTaBnsie oKpeMuin 3 acnekTiB Kibep3axucTy B
Google. lNicna 3aBepLUeHHA BM Kpalle 3po3yMieTe 3axoaun 6e3nekun Ta cepsicu, AKi Taki opranisauii, sk Google,
34IMCHSATD AN 3aXMCTy iHopmaLii Ta iHdopMaLiHNX CUCTEM.

Bigeo:

Ak Google 3axuuwae Bawi gadi (How Google Protects Your Data) CekpeTtHuit kntod (Security Key)

HeoObxigHi pecypcu

O MK abo mobinbHUA NpUCTpin 3 4OCTYNoM Ao IHTepHeTy

Part 1: 3axucT gaHnx

Ak ogHe 3 HanBiNbLIMX Y CBITI CXOBWLY, NepcoHanbHuX gaHunx, Google 36epirae BenMyesHy KinbKiCTb JaHMWX.
Google HapaxoBye mamke 50% ycix nowykoBmx 3anuTiB B IHTepHeTi. We Ginbwe ycknagHioe 3agady Ta
obctaBuHa, wo Google Bonoaie Ta 3abesnedye nigTpumky YouTube, onepauinHoi cuctemm Android Ta
fGaraTbMa iHWKMKU nNnatdopmammn Ons 30MpaHHA gaHux. Y Ui poboTi BU nepernsiHeTe KOpOTKe Bigeo Ta
cnpobyeTe BUM3HauNTK feski 3 3axonis, siki daxisLi 3 kibepbeanekn Google 3gicHIoTb, Wob 3axncTutn Bawwi
OaHi.

Step 1: BigkpunTte Beb6-nepernsgay i nepernsHbTe Bigeo, Ak Google 3axuwae Bawi aaHi: How
Google Protects Your Data

a. Sk Google rapaHTye, WO cepBepw, siKi BOHM BCTAHOBIIOKOTL Y CBOIX LieHTpax 06pobku aaHmx (LOL), He
3apakeHi 310BMUCHMM NporpamHuM 3abesnedyeHHsIM BUpOOHUKaMm obnagHaHHS?

b. Ak Google 3ginicHioe 3axncT Big, i3MYHOro 4OCTYNy 4O CEPBEPIB, PO3TALLOBAHMX Y LIEeHTpax 0O6po0ku aaHux
Google?
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Kopnopauisa Cisco i/abo ii godipHi komnaHii. Bci npaBa 3axuiueHi. Lien foKyMeHT MiCTUTb 3ararnbHOOO0CTYMHY

MpakTnyHe 3aHATTA 2 - BUBYEHHSA CBiTy cneuianicTiB 3 Kibep6e3neku

c. Ak Google 3axuLiae gaHi knieHTa, Wo 3HaxXoaaTbCsl Ha cepBepax?

Step 2: BU3Ha4yeHHA Bpa3snNnMBOCTEN AaHUX.

a. £k BugHO 3 UBOro BiAeo, AaHi B uUeHTpax obpobkm paHmx Google nobpe 3axuileHi, npote nig yac
BYKOpUCTaHHA Google He BCi Balli AaHi po3MmillytoTbCs B LieHTpi 06pobkn aaHmux Google. [e e moxHa
3HaWTK BaLi AaHi Nig Yac BUKOPUCTaHHS nowykoBoi cuctemu Google?

b. Yu moxeTe BU BXUTK 3axofiB ANS 3aXMCTy AaHWX Nif Yac BUKOPUCTaHHS nowwykoBoi cuctemn Google? Aki
AeKinbka 3axofiB MOXHa BMKOPMCTOBYBaTW AN 3aXUCTY BalIMX AaHUX?

Part 2: MigBuweHHA 6e3neku obnikosoro 3anucy Google

Haibinblwoto 3 3arpo3 npyv BUKOPUCTaHHI Beb-cepsiciB, Takmx sik Google € 3axucT BallOi NepcoHanbHOi
iHpopmauii obnikoBoro 3anucy (im'a kopucTyBada Ta napornb). Cutyauito ycknagHioe Te, WO ui 06nikosi 3anmcm
3aranbHOAOCTYMHI Ta BUKOPUCTOBYIOTLCS AJ1S1 aBTEHTUiKaUii Bac Ha iHWKnx Beb-cepgicax, Takmx sik Facebook,
Amazon ab6o LinkedIn. ¥ Bac € kinbka BapiaHTiB AN MOKpPALLEHHA KepyBaHHS BaLUOK PeecTpaLiiHO
iHpopmauieto ons Bxoady B Google. Lli 3axoam BkntovaoTe CTBOPEHHSA ABOETANHOI NepeBipku abo kody AocTyny
ONs BaLWoOro iMeHi kopuctysaya Ta napond. Google Takox nigTpMMye BUKOPUCTaHHSA KrtodiB 6e3neku (security
keys). Y uin poboTi BM neperngHeTe KOpoTKe BiAeO Ta cnpobyeTe BM3HAYMTU 3axO4M, SAKi MOXHa
BMKOPUCTOBYBaTU AN 3axMCTy Bawux O6MIKOBWX JaHWX Mig 4ac BUKOpPUCTaHHA 06NiKoBMX 3anucis, LWO
basyTbcsa Ha web.

Step 1: Bigkpunte BebO-nepernsgad i nepernsHbTe Bigeo: Baw knw4 npocriwe, wBugwe i
O6e3nevHiwe

a. LUo Take gBoeTtanHa ayTeHTUikauia? Ak kum YMHOM BOHa 3axuLiae Baw obnikosun 3anuc Google?

b. UWo Take kntod 6e3nekmn i Ky OyHKUiIO BiH BUKOHYE? YW MOXHa BM BMKOPUCTOBYBATW Krtod 6e3nekun y
KinbKox cuctemax?

C. HaTtucHiTb TyT OAnA nepernsay NOWMPEHWX 3anuTaHb Npo kKo 6esneku. SAKLWIO BYU HanawTyBanu CBild
o6nikoBUiA 3anuc, Wo6 BUKOPUCTOBYBATU KoY Gesneku, Yn MoXeTe BY BCe Liie BXOAMTM B Lieli 0BrikoBui
3anuc He Marouu Kroya 6esnekun?
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Kopnopauis Cisco i/abo ii godipHi komnaHii. Bci npaBa 3axuiueHi. Lien fokyMeHT MiCTUTb 3aranbHOAOCTYMHY iHopMaLito

MpakTnyHa poboTa CBIiT cneudianicTiB 3 Kibepbe3neku

Step 2: 3axucTiTh gocTyn oo o6nikoBoro 3anucy Gmail.

a.

BukopuctaHHsa obnikoBoro 3anvcy Gmail ctano Hag3suyanHo nonynspHum. Y Google 3apas Oinblue 1
Minbspaa akTuBHMx obnikoBux 3anucie Gmail. OgHa 3 3py4dHMX yHKLUiA obnikoBux 3anucie Gmail - ue
MOXIMBICTb HagaBaTu AOCTYN iHLWMM KOpMUCTyBa4Yam 40 Bawloro obnikoBoro 3anucy. Lst dpyHKuUia cninbHoro
OOCTYyMy CTBOPKE CMiNbHY €NeKTPOHHY agpecy. Xakepu MOXYTb BUKOPWUCTOBYBATU LK (YHKUiO Ans
goctyny Ao Bawioro obnikosoro 3anucy Gmail. LLlo6 nepeBipuTu cBii 0bnikoBui 3anuc, yBinaiTe 4O CBOro
obnikoBoro 3anucy Gmail i HaTUCHITb 3HaYOK LLECTIPHI Y BEPXHLOMY MPaBOMY KyTi (HanawTyBaHHS).

Konu BigkpueTbCst ekpaH HanawTyBaHb, Mig 3arofiloBKOM eKpaHa HanalwiTyBaHb 3'ABUTbCSA PSOOK MEHIO.
(BaranbHi - Mitkn - Bxigni - O6nikoBi 3anucu Ta iMnopT - QinbTpy Ta 3abnokoBaHi agpecu ...)

HatucHiTe O6nikoBi 3anncu Ta iMnopT y MeHto HatucHiTb onuito Hagatn goctyn Ao cBoro o6nikoBoro
3anucy Buganitb 6yab-aki HeaBTOPM30BaHUX KOPUCTYBaYiB BaLLOro 061ikoBOro 3anucy.

Step 3: MNepeBipTe akTMBHiICTL o6nikoBoro 3anucy Gmail

a.

Cisco.

KopucTtyBadi Gmail Takoxx MOXyTb NepeBipATU aKTMBHICTb B 06NiKOBOMY 3anuci, Wob nepekoHaTucs, LWo
XKOAEH iHLWMI KOPMCTYBay He Mae JocTyny Ao ix ocobuctoro obnikosoro 3anucy Gmail. Lia dyHkuis moxe
BM3HAYUTW, XTO MaB AOCTyn A0 06MiKOBOro 3anucy Ta 3 skux Micub. BukopuctoBytoum onuito OcTaHHA
aKTUBHICTb OOMIKOBOro 3anucy MOXHa BM3HA4YMTK, YM XTOCb Le Mae AOCTyn A0 Baworo ob6nikoBoro
3anucy. [nsa gocTyny o onuii OcTaHHA aKTUBHICTb 06/1iKOBOro 3anucy HeobXxigHO 3pobUTU TPY KPOKW.

1) YBingitb y cBin obnikosuin 3anmc Gmail

2) BwubepiTb OcTaHHA akTMBHICTb 06NiKOBOro 3anucy (3HangiTe BHU3Y CTOPiHKM). BoHa BigobpasnTb
OCTaHHiIl pas, KON HeaBTOPM30BaHUIA KOPUCTYBaY OTPUMAaB AOCTYN A0 06nikoBOro 3anucy Ta 3BigKu.

3) Cawme nig UMM NOBIAOMINEHHSIM € rinepnocunanHs «detani». KnauyHite rinepnocunaHHs «detani».

MepernaHyTv )xypHan akTMBHOCTI 06NiKOBOro 3anucy. AKLWo B BUSBUIIN HEaBTOPM30BAHOIO KOPUCTYBaYa,
BV MOXeETe Bi'eqHaT HEaBTOPM3OBAHOIO KOPUCTYBaYa, HAaTUCHYBLUM KHOMKY Bropi nisopyy Bungiteb 3 ycix
iHWKX ceaHciB. Tenep 3MiHiTb Naponb, Wo6 HeaBTOPU3OBaHWIA KOPUCTYBa4 HE MaB OOCTyny A0 LbOro
o6nikoBoro 3anucy.
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