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lNMpakTnyHa poboTta 2

laeHTUdikauia cyyacHux 3arpos

Ulini Ta 3agavi
[ocnigpkeHHss MoXnuBocTen 3abe3neyvyeHHs PyHKLi 6e3nekn, siki BUKOPUCTOBYHOTLCS OpraHizauigmu s
30epexeHHs aHuXx.
YacTtuHa 1: JocnigxeHHA 3arpos, siki BUTiKaloTb Bif KibepaTak
YacTtuHa 2: Tpiaga CIA (koHigeHUinHiICTb, WinicHicTb | 4OCTYNHICTL)

HosBiakoBa iH¢opmauis/CueHapin
3arposu cydacHoro kibepcBiTy € peanbHoo Hebesnekoto. Lli 3arposn MoxyTb Npn3BecTy 4O Xaocy Y Cy4acHOMY
KoMN'toTep-LeHTPMYHOMY CBIiTi. PO Ui 3arpo3m NOBUHEH 3HATU KOXEH, OfHaK MOBHICTIO HenTpanisyBaTu ix
3MOXYTb TifbKM MpodecioHanu, fki 3MOXyTb PO3ni3HaBaTW 3arpo3n Ta HewTpanidyBatn Kibep-3noynHuiB.
Cunammu Takmx opraHisauin, sk CompTIA, Cisco Systems Ta ISC2 Ta iHWMX CTBOpPEHi Ta peanisylTbcs
nporpaMv Ans HaB4YaHHA Ta cepTudikauii cneuianicTtiB y ranysi kibepbesneku.

HeobxigHi pecypcu
O TK abo MobinbHU NpUCTpin 3 4OCTyNom A0 IHTepHeTy

Part 1: JlocnigxeHHA 3arpo3u Bif KibepaTak
Kibepataky o4oniolOTb PENTUHI CRAMCKY 3arpos, 3 SKMMMK CTMKAKTbCHA KpaiHW BCbOMY CBIiTY. Y CBiZOMOCTI
CycninbCTBa 3arpo3u HauioHarnbHin abo cBiTOBIN Oe3neui HanvacTille acouileTbest 3 IsMYHUMK Hanagamu
abo 36poeto MacoBOro 3HuLLEHHS. B aincHocTi, kibep-3arpo3a o40me CNMcoK 3arpo3 BinbLue, HiXX y ABaausaTh
KpaiHax cBiTy. [lepwe Micue B peWTuHry kibepartak, po3kpuBae Oarato acnekTiB TOro, sik CyCnifibCTBO
3MiHunocs. Komn'totepn Ta KOMN'IOTEPHI Mepexi BNNMBaloTb Ha Te, 9K MW HaBY4aEMOChH, 34iNCHIOEMO MOKYMKW,
CMiNKyEMOCh, NOAOPOXYEMO Ta XMBeMo. KOMM'toTepHI CUCTEMM KOHTPOSIOTb NPaKTUYHO YCi aCNeKTU HaLloro
XKnTTA. 36in KOMM'IOTEPHUX CUCTEM Ta KOMM'IOTEPHUX MEPEX MOXE MaTu PYMNHIBHUI BMAMB HA Cy4acHe XuUTTs.
Llinavn kibepatak € Bce: cuctemm BMPOOHMLTBA Ta PO3MoAiny enekTpOoeHeprii, CUCTEMaMMN OYULLEHHSA Ta
nogadi Bogw, TpaHcnopT Ta diHaHCOBI cuctemn. KoxHa 3 Takmx cuctem Bxe Oyna xepTBowo kibepaTak.
MepernsHyTu Bigeo, NocnnNaHHA Ha sike HaBeAeHo HuxkYe. MNoginitbecsa Ha rpynu no 3-4 ocobu. lNicna nepernagy
BiJeo, AanTe BiANOBIAb HA HACTYMHI MUTAHHS.

Step 1: QocnigXeHHs 3arpos.
Ha kpoui 1 B1 ByaeTe gocnigpxkysaTty 3arpoau.
a. HatucHiTe TyT W06 nepernaHyTK Bigeo. 3rigHO AyMKU aBTOPIB Bigeo, WO € HariHebes3neyHiwo 36poeto y

cBiTi? Yomy? Yu 3rogHi BU 3 Takol JYMKOIO?

b. Tlepepaxynte n'aTb cnocobiB NOPYLLUEHHA 3aKOHY 3a JOMOMOrO KOMM'HOTEPIB. YN MOXYTb Hacnigkm
nepepaxoBaHuX 3M04YMHIB BNIIMHYTK Ha Bac ocobucto? Bu um Bawi pigHi 6ynu xxepTBamm Taknx 3noYnHiB?

€. Yu ckoroBanucb pearibHi 3M104MHN, Lo NOB’A3aHi 3 3arpo3amu, siki 306pakeHi Ha Bigeo? HaTucHIiTb TyT, i
TYT Wo6 gisHaTtucs GinbLie Npo Ui ataku.



https://www.youtube.com/watch?v=WnUuLzXCIEk
https://www.youtube.com/watch?v=WnUuLzXCIEk
https://www.youtube.com/watch?v=WnUuLzXCIEk
https://www.bbc.com/ukrainian/news-55364805
https://speka.media/intervyu-z-golovoyu-derzspeczvyazku-yurijem-shhigolem-98d60p
http://www.nytimes.com/interactive/2015/02/05/technology/recent-cyberattacks.html?_r=1

Step 2: NocnigXeHHA HegaBHiX aTak.

a. Bnnue i MacwTtabu HegaBHiX kibepaTak BUKINMKAE 3aHENOKOEHHS Yy BaraTbox AinoBux Konax ta

AepXaBHUX CTPYKTypax. HaTucHiTb TyT wob npountaty npo HanbinbLwi kibepiHunaeHTn y 2022-2023
pokax.

Axi ranysi Ta kpaiHy HanbGinbLW NocTpaxaanu Big BUTOKY AaHUX?

b. Hasgitb 10 HanbinbL Hebe3neyHnx BpasnueocTen 2022 ta 2023 pokis.

Part 2: Tpiapna CIA

KoHdigeHuinHicTb, winicHicTb Ta goctynHicTb (Confidentiality, integrity, and availability, CIA) - € Tpboma
OCHOBHUMM NpuHUMnamu kibepbesnekun. Lli Tpy npuHumnnm cknagatoTtb Tpiagy CIA. EnemeHTM Tpiaam € Tpboma
HaMBaXnMBIiLLMMMK eneMeHTamm kibepbeanekn. KoxeH 3 cneuianicTis 3 kibepbesnekn noBmMHeH Jobpe
PO3YMITK Lii OCHOBHI MPUHLMNN.

Step 1: Oocniaitb Tpiaay CIA.

a. HatucHiTe TyT Wo6 nepernaHyTu Bigeo. LLlo Take koHMiAeHUiNHICTbL AaHux? Yomy KOHigeHUInHICTb
AaHuX, WO HanexaTtb NPpMBaTHUM Ocibam Ta OpraHisauisM € HaCTiNbKM BaXNBOK?

b. UWo Take uinicHicTb gaHnx? BkaxiTe Tpy cnocobu NOpYyLLUEHHS LiNICHOCTi Ta AOCTOBIPHOCTI AaHUX.

c. LUWo Take goctynHicTb cuctemun? Lo moxe cTatucs, SKLWO KPUTUYHO BaxknMBa KOMM'lOTEpHa cuctema
CTaHe HeJOCTYMNHOI?

Step 2: NocnigiTb KibepaTaku.

BubepiTb Obyab-siky kibepaTaky, Wwo Oyna ans Bac LikaBow Ta AavTe Bignosigi Ha nuTtaHHs. Lo cnpobysanu
AobuTtuck kibep3nounHui? Y sakun yac gobu 3aincHeHo ataky? Yy npaBunbHUM € TBEPOXKEHHS, WO MEPEXEBI
aTaku Han4acTilwe 34INCHITLCS Y Hepobouunii Yac? Yomy?



http://www.information-age.com/technology/security/123460657/top-10-most-devastating-cyber-hacks-2015
https://www.h-x.technology/ua/blog-ua/cyber-threats-forecast-2024-ua
http://www.information-age.com/technology/security/123460657/top-10-most-devastating-cyber-hacks-2015
https://www.youtube.com/watch?v=bhLbnOa4wno
https://www.youtube.com/watch?v=bhLbnOa4wno
https://www.youtube.com/watch?v=bhLbnOa4wno

