-

311 E90S &“@ﬂ@_

haii/iweesi.’ r) gearl

I:lE-.I'IIH TA
Il H:IE-EF'E-EEI'IEHFI

; , resbatun:k “““-’tarlac {ftrcla
N DRI O F
| deCle"’ altunt-) |
Mﬂﬂﬂr Fﬂmlﬁ(seopiantn
ing. #:)eesrtiurelsolebe
" nasit 1P

i![]E}Ehﬂﬂr-'-

- - .



3AXIJTHOVKPATHCHKUI HAIIIOHAJIbHUM
VHIBEPCUTET

Bonoagumup MypaBcbKkuu

ObLJIIK TA
KIBEPBE3IIEKA

Monorpadis

TepHomiab
2023



VJIK 657:004
M 91

Penensentu:

PECJIEP Mapuna BacuniBHa — a.e.H., mpogecop, AekaH (paKkyIbTeTy €KOHOMIKH,
YIOpaBIIiHHSA Ta iHXeHepii, MyKadiBChKUN AepKaBHUIN YHIBEPCUTET;

CTPYK Haranis CemeniBHa — jn.e.H., mpodecop, npodecop kadeapu o0OJIKY 1
aynuTty, JIbBIBCbKUI HalllOHAIBHUHN yHIBepcUTET iMeH1 [Bana dpaHka;

OECEHKO Banepis BanepiiBna — g.e.H., npodecop, npodecop kadenpu 00Ky,
ayJIuTy, aHAITI3y 1 ONMOAaTKyBaHHs, YHIBEPCUTET MUTHOI CIIpaBu Ta (iHAHCIB.

3a HAyKOBOIO PEJIaKIli€l0 TOKTOpa EKOHOMIYHUX HayK, Tpodecopa
3enoBig-Muxaiina Bacunsosrudaa 3A JJOPOXHOI'O

PexomennoBano 10 myOJikauii pimnenusim Buenoi paau
3axiTHOYKPaIHCbKOr0 HAIOHAJIBHOTO YHiBEPCUTETY
(ITporokoa Ne 2 Bix 25 :xoBTHs 2023 p.)

M 91 Mypascbkuii Boaogmmup. OOGnik Ta kiOepbesneka : MoHorpadis.
Tepuomine : 3YHY. 2023. 200 c.

ISBN 978-966-654-739-5

VY MoHorpadii JOCHIKEHO TEOPEeTUYHl Ta MNPUKIAIHI ACHEKTU PO3BUTKY
OyXxraiaTepchbKoro oOJIIKy y KOHTEKCTI 3a0e3nedeHHs KiOepOe3meku MiaImpUueEMCTB.
CucteMy OyXrajtepchbKoro OOJIIKY TIO3UIIIOHOBAHO SIK BaXKJIMBUN  €JIEMEHT
oprasizailii eKOHOMIYHOI Ta 1H(pOpMaLiitHOI Oe3MeKn MIANPUEMCTB. Y JOCKOHAIEHO
KJacuikauio KiOeppu3uKiB y OyXraJiTepcbKoMy OOJIIKY Ta KOPUCTYyBayiB 00JI1KOBOI
iH(dopMarrii 3 MeToro 3amobiraHHs 1 ycyHeHHs Kibepsarpo3. Po3pobiieHo mMeToauky
Oo0JiKy OKpeMUX OOJIKOBUX OO0’€KTIB 3 BHKOPHUCTAHHSIM  KOMIT IOTEPHO-
KOMYHIKAI[IHHUX TEXHOJOTiH s Kibep3axucty mMmiAnpueMcTB. JlochmimKeHo
ocoOMMBOCTI oprauizamii 00Ky s 3a0e3nedeHHs e(peKTUBHOI KibepOe3neku
I IMTPHUEMCTB.

Monorpadis Oyae kopucHOW st (paxiBIIB 3 OyXrajJTepchbKOro OOJIIKYy Ta
KiOepOe3neKky, HAyKOBI[IB, BHUKJIAJayiB, aclHipaHTiB, JOKTOPAHTIB, CTYJEHTIB
€KOHOMIYHMX 1 TEXHIYHUX CIELIAIbBHOCTEW Ta BCIX, XTO I[IKABUTHCS MEPCIEKTUBAMHU
uudposizailii 00Ky, KOHTPOJIO, YIPABIIIHHS.

ISBN 978-966-654-739-5 © Bonoaumup Mypascekuii, 2023


https://www.myidentifiers.com/title_registration?isbn=978-0-578-33183-6&icon_type=New
https://www.myidentifiers.com/title_registration?isbn=978-0-578-33183-6&icon_type=New

1.1.

1.2.

1.3.
1.4.

1.5.

2.1.

2.2.

2.3.

PO3 11 1. TEOPETHUYHI HEPEAYMOBH
B3AEMO3B'AA3KY OBJIIKY TA KIBEPBE3IIEKHA
HIATIPHEMOCTB....cciiiiiiiiiiiiiiiiiiiiiiiieiiieeecinnnes

IHo3uuioHyBaHHS cHCTeMH O0JIIKY SIK eJIeMEHTY OpraHisauii

KiOepPOe3NeKH MIAIPHEMCTB . eeueereeeeesseeessccsssscssocsssnnnns
Ipuauunm kidepOe3nexku 00,1iKOBOI iHPOPMAIIT..ceeeeenaneness
Kuaacugikanis KiOeppHU3HKIB B O0TIKY.eeeeueeiieeeennniiennnnss
InnoBaniiina 00.1ikoBa METOJMKA 3a0e3meYeHHs
B32€EMO3B’AI3KY €KOHOMIYHOI Ta Ki0epOe3nexu
1100111007 0307 (o 3 : SN

Kaacudikaniss creiikxosgepiB (KopucTyBaviB) 00J1iKOBOI

iHndopmanii 1 wijied Kidep3axucTy MANMPHEMCTBA..covvesoen

PO3II1 2. YJIOCKOHAJIEHHSI METOJUKH
OBJIIKY IS  LUIE  KIBEPBE3NEKH
TIIITPHEMOCTB. ... eeeeeeeeeeeeeeeeeeeeeeeeeeseeeeennneees

Binkputuii 10KyMeHTO00II Ha OCHOBI TeXHOJIOTII 0JIOK4YelHH
JJISL KIOCP3aAXUCTY IMIAMPHEMCTBA . cecuueereinneeceinseccsnnsecnnenns
O0gik Ta Ki0ep3axMCT EJEKTPOHHMX TPAaHCAKUIA 3
BUKOPHCTAHHAM KPUITOBATIOT .eeueeeeeeeesseessccssssscscanases
Bukopucranus TEXHOJIOTII InTepHery peueit B

aBTOMaTH3alIl 00JIIKY Ta KiOeP3aXMCTieeeeeeereesessecccnsans

18
30

42

56

70



2.4,

2.5.

3.1.

3.2

3.3.

O0aik  omiaTu mnpami 3 BHKOPUCTAHHAM  TEXHOJIOTIL
OiomeTpii 1151 3a0e3neyeHHs Kidep3axuceTy MiANPUEMCTB......

KoMmiekcHe BHMKOPHMCTAHHSI TEXHOJIOTil CTUWILHUKOBOIO

38’a3ky 6G B 00JiKy BHTpaTr JisUIBHOCTI  Ta
N (14 010753 1 (<) 11 s
PO3 111 3. OPI'AHI3AILLIS OBJIIKY
JJIA 3ABE3IIEYEHHS KIBEP3AXUCTY
HIJITPUACEMOCTB.....cvviiiiiiiiiiinnniiiiiiiisnsssstcccsesnnnses

Ki0epOe3nexoBi perjiaMeHTH 00JIiKOBOI  MOJIITUKH

THATIPHEMCTBA e eeeeeesssseecocessssscsscasssssssssssssssscsssasssnes
BnummB opraHizaniiiHMX YHHHHUKIB Ta (opM 00,1iKOBOro
AyTCOPCHUHIY HA Ki0epOe3NmeKy MIIMPHEMCTB.....cceeeeeeennnenns
KomOinoBanuii (iHTerpoBaHuil) ayTCOPCHHI OOJIIKOBHX Ta

Ki0ep0e3MeKOBUX MOBHOBANKEHD..ossseeeeeerssssecsscsssssscssanss

BUCHOBKHM.......ccciiiiiiiiiiiiiiiiiiiiiiiiiiiiieiiecieeecne

JIITEPATYPA. ..o iiiiiiiiiiiiiiiiiiiiiiiiiiiiienieeeennns

101

115

128

128

137



BCTYII

®opmyBaHHSI HUPPOBOI €KOHOMIKH, 3POCTaHHS KUIBKOCTI TJIOOAbHHUX
riOpuaHuX  KOH(QUIIKTIB, TOBHOMAcCIITaOHI  BIMCBKOBI  JIii,  COIllaJibHE
JMCTaHIIIIOBAHHS Ta BijjajieHa poOOoTa MpaIliBHUKIB MIANPUEMCTB B yMOBax
NaHJeMli aKkTyaJai3yBaJldi CHUCTEMHI KiOep3arpo3u Ha MIKpO- Ta MaKpOpIBHSX.
AKTUBHUH PO3BUTOK KOMIT'IOTEPHMX 1 KOMYHIKAI[IMHUX TEXHOJOTIH Y
1M(poBiii €KOHOMIII MPU3BIB 10 BUHUKHEHHS PI3HOMAHITHMX KiOEPpPU3UKIB,
CIIPSIMOBAaHUX Ha HAJaHHS TPETIM 0co0aM €KOHOMIYHUX BHUTOJ a00 3aBJaHHS
E€KOHOMIYHUX 30UTKIB uHepe3 peani3aiiio IIJIeCHPsIMOBAHUX 3JIOBMHUCHUX ii
a00 BUKOPUCTaHHS Bpa3IUMBOCTEH 1H(POpPMAILIITHOI cUCTeMHU miAnpueMcrBa. B
iH(dopMaliiiHIi cucTeMl TiANPUEMCTBA 3HAYHOI yBaru norpedye Kidep3axuct
OyXraJTepcbKoro o0JIIKy SIKk OCHOBHOT'O T'€HepaTtopa €KOHOMIYHOI 1H(popMailii,
AKa y OUIBIIOCTI BUMAJAKIB € KOH(pigeHIiiHo0. 3abe3neueHns kibepOe3neku
nepeadavae He JIUIIE 3aXUCT OOJIKOBUX JIaHUX, ajl€ ¥ aKTHUBHE 3ay4eHHS
oOmikoBUX  (axiBIiB 0 OE3MEKOBUX TMPOIECIB HAa  MiANPUEMCTBI.
Byxranrepcbkuii 00JiK, B TaKOMy BHMNaAKy, HO3ULIOHYETHCS BAKIMBUM
€JIEeMEHTOM Oprasizailii eeKTUBHOTO Kibep3axHuCTy MIMPUEMCTB.

Opranizaiis edekTUBHOI KiOepOe3neKku CchpsiMOBaHa Ha TOIMEPEKEHHS,
YHUKHEHHS Ta YCYHEHHS HACIHIIKIB KiOep3arpo3 Uisi CUCTeMH YIpPaBIiHHS,
1H(OpMaIlIfHOI0 KOMIOHEHTHOIO SIKOi € Oyxranrepcbkuii obmik. Kidepsaxuct
MIIIPUEMCTB, CEKTOPIB 1 Tally3el €KOHOMIKM OpPI€EHTOBAHWU Ha yOe3MeUeHHS
00J1ikoBOi  1H(pOpMaIii Ta 3amno0iraHHs OpraHi3aliiiHUX, TEeXHOJIOT1YHHX,
IMIJKEBUX Ta 1HBECTULIMHUX BTpaT 4Yepe3 BHUKOPUCTAHHS CHEeHUPIUYHUX
METOAMYHUX TpuiioMiB Oyxrantepcbkoro o0iiky. Tomy 3a0e3nedeHHs
KiOepOe3neky MiANPUEMCTB MOTPEOy€e YAOCKOHAJICHHS TeOopii, METOJO0JIOTI],
oprasizarfii Ta IpakTUKH OyXTaaTepChKOTro OOIIKY.

Momnorpadiune AOCTIHKEHHS CKIAAa€ThCs 3 TPHOX po3auIiB: «TeopeTnyHi
NepeyMOBH  B3a€MO3B'SI3KYy  O0JIIKy Ta KiOepOe3nmeku MiAIpUEMCTBY,
«Y IOCKOHAJIEHHSI METOJIUKK OOJIKY ISl LUJIeH KioepOe3reKku MigmpueEMCTBY,
«Opranizaiis  o0diKy s 3a0e3nedeHHs KIOep3aXHCTy MiAINPUEMCTBY.
Momnorpadis nmpuzHadeHa i1 (HaxiBIiB 3 MyIbTHIACIUIUTIHAPHUAX JTOCTKEHb
y cepi OyxranTepchbKoro 00Ky Ta KiIoepOe3meKH.
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PO3AI1J 1. TEOPETUYHI HIEPEAYMOBHU B3AEMO3B'A3KY
OBJIIKY TA KIBEPBE3IIEKHU ITIIAITPUEMCTB

1.1. ITo3unioHyBaHHA CUCTEMHU O0JIIKY SIK e€JIEMEHTY OpraHizaii

Ki0epOe3neKku miAnpueEMCTB

BaxnuBuM eneMeHTOM 3armoOiraHHs riOpyIHOTO BIUIMBY Ha HaIllOHAJbHI
Ta AepkaBH1 (opmarlii € 3a0e3nedyeHHsT KiOep3axucTy €KOHOMIUHMX CHCTEM.
KibepOe3neka mnignpUEMCTB, CEKTOPIB Ta Trainy3eld EKOHOMIKM Iependayae
peanizanito  1HGOPMAIIHHOTO 3aXUCTy, MONEPEIKECHHS OpraHi3aliiHUX,
TEXHOJIOTIYHUX, IMIJUKEBMX Ta I1HBECTHULIIHUX BTpar. BpaxoByiouu
T€HEPATUBHY MNPUPOAY OyXraiarepcbkoro oOJiKy y cdepl IpoayKyBaHHS
€KOHOMIYHO1 1H(pOopMallii, HEOOXITHUM € 3aJIydeHHsI OOJIKOBUX (paxiBIIiB 10
npoOJeMaTUKH Kibep3axucTy mianpueMcTB. Cuctema OyXraaTepchbKoro 00Ky
SK YaCTHMHAa YOPaBIiHHA MIJNPUEMCTBOM € TMEPBUHHOIO JIAHKOIO B
iH(dopMarlliitHOMY TpoIIeci, a TOMY MOTpeOye MEePIIOYEProBOoro Kibep3axucry.

Cnouatky HEOOX1AHICTh 3a0e3MeUeHHs KiOep3axucTy po3risaanacs JUIle
AK €JIEMEHT I1HQOpMaliitHOro KpyrooOiry Ha NIAOPUEMCTBAX 3 METOIO
3amo0IiraHHs: BTPATH CIOKHUBYOI IIIHHOCTI 0O0JI1KOBOI 1H(pOpMAIIii, TOTPAIISTHHS
OOJIIKOBUX JaHWUX JI0O CTOPOHHIX 0OCi0, HECAaHKI[IOHOBAHOTO JOCTYITY
MpaliBHUKIB 10 1HOOpPMAIIMHUX pEeCypciB Tomo. Takuid, BHUHITKOBO
iHQopMalIiHMA TiAX1T 10 KiOep3axHCTy, € YacTKOBHUM Ta HE Ja€ 3MOTHU
CUCTEMHO 3a0e3MeyuTH KIOEpHETHUHY Oe3IeKy CyO’€KTIB TOCIOapIOBAHHS,
rajfy3eil eKOHOMIK UM HaI[lOHAJTBHUX €KOHOMIYHUX CUCTEM.

AKTHBaTOpOM IPYHTOBHMX HAYKOBO-TIPUKJIAJHUX JOCHIIKEHb MO0
3axucTty  o0mikoBOoi  1H(opMmamii cTramM  aKTMBHI  KiOep3arpo3u  Ha
MDKIEp)KaBHOMY PpIiBHI SK 4YacTHMHA TiOpuaAHMX BoeH. [100anpHICTE Ta
MaclTaOHICT,  MpoOJeMaTUKU  KiOepOe3neKku BU3HAUMIa  HEOOXIJIHICTh
3a0e3nedeHHs 1HPOopMaIliiiHOI Ta eKOHOMIYHOT Oe3neKku KpaiH. HaiiBumimii piBeHb

KiOep3axucTy y €Bpomnelchkux Kpain: BemukoOpurtanii, Ectonis, Icnanii [86]
(Tabm. 1.1).



Tabmuis 1.1

PeiiTunr kpain €Bponu 3a piBHEM 3a0e3MeueHHs KiOep3axucTy

Kpaiua | Ouinea | Petionail | Ciobal | Chobaiu
Benuka Bpuranis 99,54 1 2 1
Ecronis 99,48 2 3 5
Icnanis 98,52 3 4 7
JluTBa 97,93 4 6 4
®panis 97,60 5 9 3
Typeuunna 97,50 6 11 20
JIrokceMOypr 97,41 7 13 11
Himeuunna 97,41 7 13 22
[Mopryramnis 97,32 9 14 42
JlaTBis 97,28 10 15 44
Hinepranau 97,05 11 16 12
Hopseris 96,89 12 17 9
benbris 96,25 13 19 30
Irais 96,13 14 20 25
DinnsiHis 95,78 15 22 19
[Bewis 94,59 16 26 32
I'pewist 93,98 17 28 77
ABCTpist 93,89 18 29 28
[Tospmia 93,86 19 30 29
Manis 92,60 20 32 21
Xopsaris 92,53 21 33 24
CnoBauunna 92,36 22 34 45
YropiuHa 91,28 23 35 31
I3painb 90,93 24 36 39
ITiBHiyHa Make1oHis 89,92 25 38 34
Cepbist 89,80 26 39 58
Kinp 88,82 27 41 56
[IBeiinapis 86,97 28 42 37
Ipianpis 85,86 29 46 38
Maipra 83,65 30 49 59
I'py3is 81,07 31 55 68
[cnanmist 79,81 32 58 79
Pymynis 76,29 33 62 72
Momnosa 75,78 34 63 53
Crnogenis 74,93 35 67 48
Yexist 74,37 36 68 71
Momnako 72,57 37 69 43
bonrapis 67,38 38 77 46
VYkpaina 65,93 39 78 54
AnGanis 64,32 40 80 62

Jlxepeno: chopMOBaHO aBTOPOM Ha OCHOBI [85; 86]
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3 akTHWBI3AIlIEl0 B OCTaHHI POKH 3acO0IB KIOEpPHETHYHOTO BIUIMBY Ha
HalllOHAJIbH1 1H(OPMAIlIHHI CepeIOBUIA, 10 € YACTHUHOK TIOPUIHUX BOEH,
OUTBbIIICTh KpaiH €BpPONM 3HAYHO MOKPAUIMIM CBOE MICIIE B MIOOATBLHOMY
pedTuHry KiOepoOesneku. Ykpaina y 2021 poui cepen kpain €Bpormeichbkoro
KOHTUHTeHTY Ha 39 wicii (rinoOanbHUM MOKa3HUK — 78 wMicle), 1o €
NPUUHATHUM PE3YJIBTATOM y T1o0asHOMY BUMIpi [86].

JlocuTh BUCOKE NO3ULIOHYBaHHS YKpaiHU B INI00AIbHOMY PEUTHUHTY PIBHSA
Ki0epOe3neKu MOsICHIOETHCS 3HAYHOI0 YBArow J10 1H(QOpMaIliiHOro 3aX1UCTy Ha
MIKpPOpIBHI B yMOBaX aKTHBI3aIlli BOEHHUX 1. Ha OIIbIIOCTI BEIUKHUX
MIIMPUEMCTBAX HAIIOHAIIBHOTO 3HAYEHHSI OyJIM CTBOPEHI CTPYKTYpPHI 00’ €KTH
a00 BIJKPUTI BaKaHCIi 1Jis1 NPALliBHUKIB, PYHKIIOHATLHUMU O00B’I3KaMH SIKHX
€ 3a0e3neueHHs1 kKibepHeTnyHol Oe3neku. IIpore, 3 yacom, akTHBHI XaKepChbKi
aTakd; BHUKpaJeHHsA 1H(opMalii, MmO MICTUTh KOMEPUIHHY TaEMHUIIIO;
BOYZIOBYBaHHS BIpyCHUX MOJIYJIIB B MPOTpaMHE 3a0€3MeUeHHs JIsi OTPUMAaHHS
BUTOJIM INMaXpaCbKUMKW METOJaMH 1 T.J. TPHU3BEIH 10 aKTyajizalli
3a0e3nedyeHHsT K10ep3axucTy €KOHOMIYHUX MPOIECIB Ha YCIX MiAMPUEMCTBAX
HE3aJICKHO B1Jl po3Mipy Ta cepu AisIIbHOCTI.

[IpobnemMaruili 3axucTty 00JIIKOBOI 1HPOPMALIT B yMOBax MPOsSIBY aKTUBHUX
Kibep3arpo3 Ha MIKpO Ta MakpoO-piBHI MPUCBSYEH] Mpali 0ararboX HayKOBIIIB.
3okpema, Mopo3 [0.1O. ta amp-llanko 10.C. cdopmyBaiin KOMILTIEKCHE
pPO3yMIHHA TOHATTS KiOepOe3meka 3 MO3UIlli OyXraaTepchKoro oOOJiKy, SIK
3aXHUINEHICTh XKUTTEBO BAXKIWBUX IHTEPECIB MIANPUEMCTBA BiJl BHYTPIIMIHIX 1
30BHINIHIX 3arpo3, MWOro KaJpoBOrO0 M 1HTENEKTyaJbHOTO MOTEHIliaNy,
KOMEpULIMHOI TAEMHHUII, TEXHOJIOT1H, MpUOyTKY, JOIaHOI Ta pUHKOBOI BapTOCTI,
iHdopmaligs 1npo sAKi (POPMYETHCA CHUCTEMOIO OOJIIKYy 1 3a0e3ledyeThes
CYKYITHICTIO 3aXO0/IIB CITeIiaIbHOTO MPaBOBOTO, €KOHOMIYHOTO,
oprasi3amiitHoro, iHGpopMaIiiHO-TeXHIYHOTO XapakTepy [23, c. 9]. Bitep C.A.
ta CpiToumua [.I. Bu3Haumnmm 0a30Bl MNPHHIMIIA CUCTEMH  3aXO/IIB
Ki0epOe3nexku 00iKOBOI 1H(POpMALIIl: MATPUMKA MPOTPAMHOI0 3a0€3MeUeHHs,
OXOpoHa KOH(pIeHIiiHOT 1H(opMarlli, TmepcoHaqbHa BIAMOBIIAIBHICTS,
CEKPETHICTb, KOMILJIEKCHICTh, KOHTPOJIb JOCTYMY A0 OOJIKOBUX JaHUX [/, C.

501].



binpmricte  HayKOBIIB  HEOOXIJIHICTh KIOEpP3aXHUCTy Ha MIKpO- Ta
MaKpoOpiBHI TIOB’A3yIOTh 31 3pPOCTAHHSIM PIBHS PO3BUTKY KOMII IOTEPHO-
KOMYHIKAIIIMHUX TEXHOJOTIM. Y 3B’SA3Ky 3 JIJDKWATAIIZAIIEI0 COLiaIbHO-
€KOHOMIYHHUX TIporeciB Ta (OpMyBaHHS KiIOEpPIPOCTOPY BHHHUKAE MMIATPYHTS
JUIsL BCE OUIBIIOTO MPOSIBY 3JIOYMHHUX [IM 3 METOH 3aBJIaHHS IIKOAW abo
(iHaHcoBoro 30aradeHHs. IIpiopureTHicTh B OOIPYHTYBaHHI HEOOXIIHOCTI
aKkTHUBi3alil KiOepOe3nmekn KpaiHW BIJBOJUTHCS YacTOTI MPOSIBY Ta BUIY
aKTyaJlbHUX KiOep3arpo3. ToOTO, OCHOBHMM YMHHUKOM, SKWHU CIOHYKAa€ JI0
3pOCTaHHS PIBHS KiOEp3axuCTy, € IMOBIPHICTh MIPOSIBY 1H(GOpMaIIMHUX Oap’epiB
Ta PU3HKIB.

HanexxHo aprymeHTOBaHa Taka MO3WIlsA y JociimkeHHsax Janvrin Diane,
Wang Tawei, siki OpOCaiAKyBajli XPOHOJIOT1I0 PO3BUTKY MOHATTA KiOepOe3neka
y 4YacTuHl Oyxraiarepcbkoro ooOmiky. HaykoBui cdopmyBalii BHUCHOBOK, IO
2019 pik, BpaxoBYIOYH BEJIUKY KUIBKICTh KiOepaTak, € IEPEJIOMHUM Y PO3BUTKY
JTOCIKEHb MO0 3aXHCTy cucTeMu oOmiKy Ha mignpuemctsi [100, c.A2].
[linTBEepMKYIOTh  aKTUBI3aIlll0  HAYKOBUX  JOCIIDKCHb  MPOOJEMATHKH
OOJIKOBMX KOMITOHEHTiB KiOep3axucty mignpuemcts  Haapaméki Elina i
Sihvonen Jukka, ski Bif3HAuYarOTh 3pOCTaHHS KITBKOCTI HAyKOBUX Ipaib 3
oesnekoBoi Tematuku B 2018-2020 pokax nOponopuiiHO A0 3POCTAHHS
kinpkocTi Kibeparak [90, c. 810].

Ane, HaWOILIBII  JUCKYCIMHOIO  3alMIIAETBCA  1ACHTH(IKAIiS  Ta
Kkinacudikamis 3axoiB ToAoJaHHA 1HMopMaliiHuX Oap’epiB Ta 3arpos
(yHKIIIOHYBaHHIO cUCTeM 00Ky Ha mignpuemctBi. Hanpuknan, [lnak B.A.
CUCTEMAaTH3yBaB YOTUPHU IPYINHU TAKUX 3aXOJ1B: MPaBOBI, TEXHIYHI, MPOrPaMHI
ta opranizamiiai [41, c. 182-184]. Jenwbra C.M. Ta Bepura [O.A.
BHOKPEMJIIOIOTh ~ aKTHMBHI 1 TIaCMBHI ~METOJAWKH  MiHIMI3aIli  3arpos
iHQopMmariiHuM ~ cucTeMaMm  OOJiKy.  AKTHBHI  METOAM  BKJIIOYAIOThH
MOMEPE/KEHHS] KOMIT IOTEpPHUX IIaXpailCTB Ta KOMII IOTEPHOIO CaboTaxy,
MAaCUBHI — YHUKHEHHS IMOMMJIOK OOJIIKOBUX (PaxiBIIiB Ta MOJOMOK MPOTPaMHO-
TEXHIYHOro 3abe3rneueHHs Oyxranrepcbkoro oomiky [13, ¢.62]. I'pabuyk 1.JI.
POIOHY€E 3aco0u JIOriyHOI (po3riisan 3a0e3nedeHHs 1HGopMaliiiHol Oe3neKu

MIIMPUEMCTBA K YaCTHHU KOPIOPATUBHOI KyJIbTypH) Ta (i3uyHOI Oe3meKu



(mmdpyBaHHS daHUX Ta (IBUYHUNA 3aXUCT TEXHIYHOTO 3abe3mnedeHHs) [12, C.
23].

[IpoTe, s po3yMiHHS €KOHOMIYHOI MpHUPOaU 1HGOpPMAaILiHOT Oe3neKu
HEOOX1MHI  OUIBII ~ CHCTEMHI  HAyKOBO-TIPUKJAIHI  JOCIDKEHHS, IO
nependavyaroTh BCTAHOBJIEHHS CIIBBIJHOIIEHHS MiX BHJaMHU KiOep3arpo3 Ta
MeTonaMu ix mojosaHHg. 3okpema, Eaton Tim, Grenier Jonathan, Layman
David oOrpyHTYyBaan HEOOXITHICTh KOPEISIIIHHOTO AOCTiKeHHS Kiaacudikarii
iHpopmariiiinnx Oap’epiB Ta 3arpo3 B OOJIKY Ta CHEUU(PIYHUX METOJIB
yIpaBiIiHHS pu3uKaMu Ha mianpueMmctsi [76, ¢. Cl]. Takox I[lomiBasik FO. M.
BUJIUTWJIA OpraHizaiiiiHi, KaJpoBi, TEXHIUYHI Ta IOPUIWYHI Kibep3arposu Ta
BI/INOBIIHI HANpSAMKaMH iX YCYHEHHS B YMOBaX 3aCTOCYBaHHS Cy4YacCHUX
iH(QOpMaLIMHUX TEXHOJOT1M, TaKUX $K OJOKYEHH, XMapHa OOpoOKa JaHUX
tomio [31, c. 156]. BrmuB TexHouorii OJIOKYElH Ha opraHizaiito Kibep3axucry
cucTeMu Oyxranarepcbkoro oomiky mociiauin Demirkan Sebahattin, Demirkan
Irem ta Mckee Andrew. Ha mpuxmnani o6mikoBoi cuctemu B CIIIA HaykoBIii
CIIPOTHO3YBAJIM 3pOCTAHHS KITBKOCTI 0a3 JaHuX BelUKux o0csriB («Big datay)
Ta OOIPYHTYBAJIM BaXJIMBICTh CTPYKTYPYBaHHS Ta YIPaBIiHHSA HUMHU Ha OCHOBI
TEXHOJIOT1i OJIOKYEHH 151 3a0e3neveHHs inpopMmartiiiHoro 3axucry [70, €.189].

BaxxnuBuM HampsIMKOM JOCIHIJKEHHS POJII OyXraiaTepchbkoro oOJIKYy B
3a0e3nedyeHH1 0e3MeKOBUX MPOLIECIB € BUSHAYCHHS /111 00JIIKOBUX MPaIliBHUKIB
Ha BUIAJO0K MposBYy Kibep3arpos. 3okpema, Georg Schaffner Laura, Grove
Hugh, Holder Anthony, Clouse Mac po3po0win iHCTPYKIii 3 YHUKHEHHS,
MOJI0JIAHHST Ta MIHIMI3aIlli HACIIKIB KIOEPBIUIMBY HAa €KOHOMIYHI CUCTEMU HA
mianpueMcTBi [81, ¢.6]. Ananoriuno i Poxemok B.M, po3kpuBaroun 3axoqu
MIHIMI3alll BHYTPIlIHIX, BUIMAJKOBUX Ta 30BHIIIHIX 3arpo3 kidepOesmer,
MO3UIIIOHYE KIOEp3aXUCT MIANPUEMCTBA SK CYKYIHICTh il OOJIKOBUX
MPAIiBHUKIB 3 apXiBallil JaHUX, MIATPUMKH PiBHA podecioHanizMy 00J1KOBUX
¢axiBmiB, opraHizamii e€(pEeKTHBHOI CHUCTEMH KOMYHIKAIld MiANPUEMCTBA 13
CTEUKXOJIIepaMHu, 3a0e3MeUeHHs HaJeKHUX YMOB TIpalll OyxrajirepiB Touio [ 39,
c. 137].

Pendley John mosicauB HEOOXiHICTH 3aTy4eHHS OOJIKOBUX (haxiBIIB JI0
po3poOKKM  1HGOPMAIIMHUX  TEXHOJOTIM  (MPOrpaMHOTO 1  TEXHIYHOTO

3abe3meucHHs) y cdepl kiOepOesnekn. Ha nymky HaykoBms, e(ekTuBHE
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(GyHKIIIOHYBaHHS CHUCTEMU KiOEp3aXHCTy €KOHOMIYHHUX IPOIECIB HEMOXKIIUBE
0e3 yuacti ¢axiBuiB y cdepi obmiky Ta xoHtpomro [142, c¢.55]. Haykosmi
IPUXOJSTH 0 BUCHOBKY, 110 MPAIliBHUKHA TEXHIYHUX (PaXxoBUX CIeIiaIbHOCTEH
(cucTeMH1 ~ aAMIHICTPATOpU, TMPOTPAMICTH, KOPIOPATHBHI  apXITEKTOPH,
agMIHICTpaTopu 0a3 JaHUX  TOIIO) HE 3/JaTHI 3a0e3NeYUTH CUCTEMHUU
KiOep3axucT 3 AakIeHTOM Ha ONTHUMI3allil0 EKOHOMIYHMX TIPOIIECIB Ha
nignpueMmcrBax. Spitters Thomas Heaton omyOnikyBaB oOkpeMuii OyKIeT,
IPUCBSIYCHUN  BHHSATKOBO I1HCTPYKTYBaHHIO OyXrajaTepiB y  BHMaJKax
BUHUKHEHHS Ki0ep3arpo3. HaykoBa mpaiist € ojiHi€r0 3 IepIIuX crpod CHCTEMHO
OCMUCJIUTH OOJIKOBY IPUPOy Oe3mekoBux mpoiieciB [172, c. 4].

binbuiicTh HayKOBUX IMpallb MO3ULIOHYIOTH CHUCTEMY OYXTaJITe€pChKOrO
00JIIKy sIK 00’€KT 3a0e3neueHHsl kibepOe3neku mianpueMcTB. Takuil miaxia €
HayKOBO OOMEXEHUM, OCKUJIbKH HE BPaxOBY€ CYyO’€KTHICTh OyXTaJTe€pChKOTO
o0miKy y 3a0e3mnedeHHl KibepOe3meku MIANPUEMCTB B YMOBaxX pO3BHUTKY
HOBITHIX KOMIT IOTE€PHO-KOMYHIKAI[IHHUX TEXHOJIOT1H. 3 METOI OmTUMI3allii
1H(DOpMaIlIifHO-0€3MEeKOBUX TPOIIECIB peKOMEH0BaHO (GYHKIIII Kibep3axucry
€KOHOMIYHUX MPOIIECIB aCOLIIOBATH 3 O0JIIKOBOIO CUCTEMOIO ITiIMPUEMCTB.

3abe3neueHHs1 KiOepOesneku rmnependavyae HE JIMIIE 3aXUCT OOIIKOBOL
iHdopmalii, cucremMa OO0NIKy cTa€e CyO0’€KTOM O€3MEeKOBUX MPOLECIB.
BucyBaeTrbcss rimores3a, BIAMOBIAHO 10 SIKOi OyXraaTepchKUH OOJIK €
miaTtdopmoro  3abe3nedeHHsT  KiOepOe3meku MIANPUEMCTB, 1HTErPATOPOM
METOAMYHUX W OpraHizalliiHuX i 3 MeTol0 peamizarii iHpopMmaiiitHoi Ta
€KOHOMIYHO1 ©Oe3MeKku CyO0’€KTIB TOCMNOJApIOBAHHS, Taly3eld Ta CEKTOpIB
ekoHoMmiku. CdopmoBaHa Timore3a MNpO  MO3ULIOHYBAHHA  CHUCTEMHU
OyxraJirepcbkoro  OOJIKy K IuIaTpopMHu  Oprasizauii  KiOep3axucry
IPYHTYETHCSA Ha EMITIPUIYHOMY JOCBIII MIAMPUEMCTB, SIKI TPAKTUKYIOTh 3aXOH
13 3a0e3meueHHs iHPOopMaIitHOT Oe3MeKH.

bazoBrME MpUYMHHUMH MTOCTYJIATAMHU HAYKOBOI TITOTE3W BU3HAUCHO, II1O:

— cuctemMa OyXralaTepchKoro oOJIIKy € OCHOBHHUM T'€HEepaTopoM
€KOHOMIYHO1 1HoOpMallii, 110 BHU3HAYAE TPIOPUTETHICTh 3a0€3MEUYCHHS
Ki06epOe3rneKku 00JIIKOBUX MPOIIECIB;

—  3HayHa 4yacTWHA OO0MIKOBOiI 1H(opMarii (32 BUKIIOYCHHSIM JaHUX,

MPOAYKOBaHUX (DIHAHCOBUM OOJIIKOM) MICTSITh KOMEPIIHHY TAaEMHHIIIO,
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OCKIJIbKM BUKOPHUCTOBYIOTHCSI KEPIBHUIITBOM IIANPUEMCTBA AJIS OTIEPATUBHOTO,
TaKTUYHOTO 1 CTPATETIYHOTO YIIPABIIHHS,

— OCTaHHI XaKePChK1 aTaKu Ta MIaXpanChKi i1 peanai3oByBaIKCs yepes
00J1IKOBO-yTIpaBJIiHChKE TIporpaMHe 3abesneueHHs (Bipyc «Pety.A» y nporpami
«M.E.Doc» [18], BigkIro4ueHHsI eHEeprornocTayaHHs HACEIICHHS Yepe3 XaKepPChKi
aTakH), U0 MOSICHIOE BAXKJIUBICTh 3aXUCTY CUCTEMU OOJIIKY;

— CydacHi OyXxraiaTepu € MyJbTUKBaJ(IKOBAHUMH (PaxiBUSIMH, SKI
MOEAHYIOTh €KOHOMIYHI, TEXHIYHI, IOPUAUYHI 3HAHHS 1 MOXYTh BHUKOHYBAaTH
byHKIT 13 KiOep3axucTy MiANPUEMCTB;

— PEryJIITOPHOIO 0a3010 OyXTraaTepchKOro OOJIKYy € HOpPMaTHBHI
JOKYMEHTH, $SIKI BH3HA4YalOTh OUIBIIICTh 1H(POpPMALIHUX NPOLECIB Ha
MIIIPUEMCTBI, 1 MOXKYTbh MICTUTH PETJIaMEHTH 3a0e3MeUeHHs KibepOe3neKu.

PO3KpUTTS 3a3HAYEHOI THOTE3U 1OAO0 PO3POOKH METOAUKHU Ta OpraHizalii
oOJIiKy B 4aCTHHI peaiizallii Kibep3axucTy HiANpUeMCTBa MOTPeOye KOMIUIEKCY
HAYKOBO-TPUKJIAJHUX JOCIIKEHB 1 po3pobok (puc. 1.1).

Opranizamis kidep3axucty Ha TuiaTgopMi CUCTEMHU OONIKY Mepeadadae
pO3MIUpeHHs (DYHKI[IOHAIbHUX MOBHOBAYKEHb OOJIIKOBO1 CIyk0u (OyXxrayrepii)
Ta BIJAUly BHYTPIIIHBOTO KOHTpPOJK a00 BBEACHHS mocaau (axiBLsg 13
kibepOe3nekn B  mWTaT miAnpueMcTBa. JlOmiAbHICTE  OpraHi3aliiHUX
TpaHnchopmallii TOBHHHA OOIPYHTOBYBATHCS EKOHOMIYHOIO €(EKTHUBHICTIO
HE3JIC)KHO BiJ] po3MipiB Ta chepHu MISITBHOCTI Cy0’€KTa TOCIoJaproBaHHs. 3a
nanumu 3BITy Internet Security Threat Report ma croromni 80 % ycix
KIOEp3JI0YMHIB aJpecyBaliuCsl MaluM Cy0’€KTaM TOCHOJapIOBaHHs 4epes
BUKOPHUCTAHHS TMOILITOBUX CHCTEM, COLIAJIBHUX MEPEX Ta XMapHUX CEPBICIB
[98].

OCHOBHMM MOTHBAaTOpOM KiOepaTak Ha HEBEIMKHX 32 PO3MIpOM
MIIMPUEMCTBAX € BIACYTHICTh (paxiBIIB YW BIAAUTy 31 3a0e3medeHHs
KibepOe3neku. BinmoBinHo, icHy€e OibIia IMOBIPHICTD, IO KiOepaTaku OyIyTh
YCHIITHUMU Ha MaluX cy0’ekTax rocrnogaproBanHs. OyHKIIi kibep3axucTy Ha
TaKUX MIIMPUEMCTBAX MOXKYTh YCIIIIHO BUKOHYBAaTH (DaxiBIll BIAALTY OOJIKY

YU KOHTPOJTIO.
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INPUYUHHI ITIOCTYJATH
OO0k — O6uikoBa XakepchbKi aTaku OO6mikoBi O6uikoBa
TeHepaTop iH(popMaris yepe3 00JI1IKOBO- daxiBmi — HOJITUKHU —
€KOHOMIYHO1 MOYE MICTUTH yIpaBIIiHCBKE MYJIbTH- periaMeHTye
iHpopmarii KOMEpIiiHY porpamHe KBaJTiikoBaHi 0e31meKoBi
TAEMHUIIIO 3a0e3rneueHHs MpaIiBHUKH npoiecu

A 4 \ 4 A 4 A 4 A 4

BYXTAJITEPCHKHUM OBJIIK — INIAT®OPMA OPI'AHI3AIII KIBEPBE3IIEKH

ExonoMiuHi HayKkH TexHiuHi HAYKH

HANIPSIMKHU PEAJIIBAILII:

1. Imentudikanii i knacudikauii iHpopmMaIiiHUX pU3HKIB Ta Kibep3arpo3
2. Peopranizaitisi 00J1iKOBOi Ci1y0u Cy0’€KTa rOCIoIaprOBaHHS

3. Tlepernsan ¢pyHKIIOHATBFHUX MOBHOBXKEHB 00JTIKOBO-YIPaBIiHCHKUX (axiBIiB

4. OuoneHHs mpodeciiHuX HABUYOK Ta BMiHb OyXTasiTepiB

5. 3anpoBapKkeHHs MIPAKTUKU O€3MEKOBOTO ayIUTY Ha IEPMaHEHTHI OCHOBI

6. Po3poOka METOJMKH CTPECOBOT'O PearyBaHHs Ha MOsIBY Kidep3arposu

7. YnockoHaneHHs 00JiKOBOT MOJIITHKK Ta BHYTPIIIHIX PEerJaMeHTIB MiJIpPHEMCTBA

8. Tlepernsia MeToauKK 00Ky Oi3HEC-TIPOLIECIB Y HAPSIMKY 3aXHCTY iHbopMallii
9. Ayrcopcunr 001ik0BUX (YHKIIIH i3 iMOBIpHICTIO BHHUKHEHHS KiDep3arpo3
10. Bubip HaiOiIbII 3aXUINEHNX EIEKTPOHHUX KOMYHIKaIlii 00JIiKOBOTO MpH3HAYEHHS

IOpuanuni Haykn

Puc. 1.1. ITo3urionyBaHHs 00JIIKY SIK LICHTPY OpraHizallii Kioep3axucTy
HITPUEMCTB

JIxepeno: po3po0ieHO aBTOPOM

BianosinHo, nocaau (axiBiiB 13 Ki0ep3aXxUCTy JOIIIBLHO MOJUIUTH HA TPH
rpynu: ¢axiBui 3 iHGopMaIiiHoro 3axucTy (001iKOB1 (haxiBiii), MpPaliBHUKU
CykO0u KoHTposto ((axiBii 3 TecTyBaHHS 1H(QOpPMaLIMHUX CHUCTEM Ha
MPOHUKHEHHS, aHAJNITUKU CHUCTEeM 3a0e3medeHHs Kibep3axucTy, BHYTPIIIHI
KOHTpOJIEpH, OE3MEeKOBl ayIWTOpH, IHCIEKTOPH 3 OpraHizaimii 3axucTy
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KOH}1eHiHOT 1HdOopMaIllii), MepCoOHAI TEXHIYHOTO 3a0e3nedyeHHs (CUCTeMHI
aIMIHICTPaTOpH, AIMIHICTPATOPH KOMIT'IOTEPHHX MEPEXK, MPOrpaMicTH 3
CIeIiaTi30BaHUX KOMIT FOTEPHUX CUCTEM Ta BEO-TEXHOJIOTIHN).

[IpamiBHUKIB TIepIIoi KaTeropii JOIILHO MpodeciiiHO HaBYaTH B paMKax
OCBITHBOTI'O MPOILIECY MIATOTOBKM 00JIKOBUX (paxiBuiB. Ocobamu Apyroi rpynu
MOXYTh OyTH OOJIKOBI MpaliBHUKH, Kl MAlOTh NMPAKTUYHHIN JTOCBII y cdepi
Ki0ep3axucTy MIAIPUEMCTB Ta 3400yaM JOAATKOBI MYJbTHAUCIUILIIHAPHI
BMIHHA Ta HaBUYKH. | JuIe mpariBHUKIB TPEeThOi KaTeropii roTYHOTh 3a
TeXHIYHUMHU HaIpsSMH IMATOTOBKM (HaxiBIlIB, IO HE mepeadadae OTpUMaHHS
I'PYHTOBHHX 3HaHb 3 €KOHOMIYHUX AUCHMILIIH (Y TOMY YKCI — OOMIKY, aHaJI3y
Ta KOHTPOJIIO).

Takum uYnHOM, (QYHKI[IOHAIPHUMH OOOB’sI3KaMu OOJIIKOBUX (haxiBI[iB
[IepLIO] Ta APYIrol IPyIH €:

—  BUSBIICHHS YPa3JIUBHUX MICIIb CUCTEMHU Ta MOJEIIOBAHHS MOMJIMBOI
cuTyarlii KiOepBIUIMBY 3 MO3UIIIT 3arpo3 1 OB’ I3aHUX 13 HUMU PHU3HUKIB;

— KOHTPOJIb HaIIMHOCTI (PYHKIIIOHYBaHHS CUCTEMH 3aXUCTy OOJIKOBOT
iH(opmarlii, po3poOJicHHsT 3aXOJIB OE3MEeKM Ha BUIIAJIOK HemepeadadyyBaHUX
TTOI1H;

— BIJIHECEHHS O0OJIIKOBOi 1HQoOpMaIlli 70 KaTeropii 0OMEKEHOro
noctyny (CIy»KO0BOi 1 KOMEpPIIMHOI Ta€MHHMIlb, 1HINOI KOH(IICHIIIHHOI
iH(dopmarrii);

—  po3poOKa TOJIOKEHb, MOJITUKH 1 TMPOIEAYpP Y paMKax CHUCTEMHU
Oe3reku 00JI1KOBOI 1H(pOpMallii;

— YIPOBAKEHHSI PO3POOJIECHUX 3aXOJIB O€3MeKu Ta BUMPOOYBAHHS
CUCTEMH 3 OIIIHKOIW 1ii pe3yJbTaTUBHOCTI, 3a HEOOXIJHOCTI BHECEHHS
KOPUTYBaHb;

—  BCTaHOBJICHHS KOpPHUCTyBadam KOMIT FOTEPHOI CUCTEMU
OyXTaJITepChKOT0 00Ky HEOOXITHUX PEKBI3UTIB 3aXHUCTY;

— HAaBYaHHA KOPHUCTYBayiB KOMII IOTEpHOI 1H(OpPMAIIHHOI CUCTEMU
npaBuiiaM Oe3repepBHOi 00poOKu 1HhOpMAaITi;

—  KOHTPOJb 3a JIOTPUMaHHSM KOPHCTyBauaMH KOMII FOTEPHOI
1H(OpMAIIIHHOT CUCTEMH Ta TIEPCOHAIOM MIANPHUEMCTBA BCTAHOBICHUX MPABHII

pobotH 3 00iKOBOIO 1H(DOpMariero [ 7, ¢.501].
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BaxxnuBoto € pernamenTarniisa GyHKIIIOHATBHUX 000B’SI3KIB 13 3a0€3MeUeHHS
Ki0ep3axuCTy B IMOCAJOBUX 1HCTPYKIISIX OOJIKOBUX (haxiBI[iB 3 BU3HAUYCHHSIM
BIJIMOBIATLHOCTI 3@ TOPYHIEHHS  KiOepOe3meku mianmpueMcTB. Taka
BIIMOBIABHICTE MOXKE€ OyTH HE JIMIIe aaMIHICTpaTHBHOIO, ayie U
KPUMIHQJIBHOIO Y 3B’S13Ky WMOBIPHICTIO 3aBJIaHHS IIKOAU HENPaBOMIPHUMHU
BUMHKaMU OOJIIKOBUX (paxiBIIB HE Julle KibepOe3neni OKpeMux MiANpHEMCTB,
ajie i HalllOHAJIbHIM Oe3Mmell raixys3i Ui CEKTOPY €KOHOMIKH.

JlonaTkoBO BU3HAHHA BIJAMOBIAAIBHOCTI 3a peami3aiiio e(peKTUBHOTO
KiOep3axucTy MIANPUEMCTB PEKOMEHJ0BaHO ToMicTUTH Yy Konmekc eruku
npodeciiHux OyXrajiTepiB, SKUWA IMIUIEMEHTYEThCS 1 B YKpaiHi. 30Kpema,
JOLIIBHO PO3UIMPUTH 3MICT MPUHLHUIY HAJaHHSA OOJIIKOBUX MOCIYyT —
KOH(1ACHIINHICTD (HEPO3TOJIOLIEHHS TPETIM ocobaM 00I1KOBOI 1H(OopMallii), B
AKOMY 17eHTU(DIKyBaTH OOIIKOBOro (haxiBlsl TaKOXK sIK Cy0’€kTa opraHizarii
3aXHCTy OOJIKOBUX JaHUX.

®dikcyBaT 0€3MEKOB1 MIOBHOBAKEHHS B MOCAJOBUX 1HCTPYKIIISX OOIIKOBHX
(axiBIliB JOIIJILHO CUHXPOHHO 13 3MIHaMHU OOJIIKOBO1 MOJIITHKU T1ANPUEMCTBA.
PernamenTanis nopsaky 3axucTy o0dikoBoOi iH(opmauii mae BigOyBatucs B
OCHOBHOMY pErJaMEHTI OyXTaJITepChbKOro OOJIIKYy — OOJIIKOBIM MOJITHII
mianpueMcTBa. B OoKymMeHTI 1mpo  OOJIKOBY  MOJITHKY  (DIKCYIOThCS
PI3HOCTOPOHHI ~ acmeKkTH  (YHKIIIOHYBaHHS  MIANPUEMCTBA Yy  YacTHHI
3a0e3nedyeHHs Horo KidepOe3neKu.

SIKmo cy0’€KT rocrnoJaproBaHHS XapaKTepU3YEThCS HASBHICTIO 3HAYHOI
KUIBKOCTI MpaliBHUKIB, CKJIQJAHICTIO CTPYKTYpU YINPABIIHHS, 3HAYHUMHU
o0csraMy TOCHOJAPChKOI JISNIBHOCTI, MOXJIMBUH BapiaHT 13 (QopMyBaHHS
OKpPEMHX pETJaMEHTYIUMX JOKYMEHTIB 3a HampsMKaMu 3a0e3rnedeHHs
kibepOesmekn 3 peamizamiero iH(QOpMaIIMHOI CYMICHOCTI Ta €IHOCTI 3
00JIIKOBOIO TOJIITHKOI MiAmpHeEMCTBAa. Taki JOKYMEHTH OO perjaMeHTaIlli
K10ep3axUCTy € OCHOBHOIO 1HCTPYKII€IO Uil MPOBEACHHS BHYTPIIIHBOTO Ta
30BHIITHBOTO OE3MEKOBOT0 AyIUTY.

Jl71st mepeBipku cTany 1HPOPMaLIHOTO 3aXUCTy MIANPUEMCTB JOLIBHO HA
NEPMAHEHTHIA OCHOBI MPOBOJUTH KOHTPOJb CHUCTEMH KiOep3axucry. 3a
pesynpTatamu  gocmimkenns CyberEdge Group, BusBiaeHo, mo 78%

kKibep3arpo3 Ha MIANPUEMCTBAX, Yy INTaTl SKUX MPUCYTHI daxiBmi 3
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kiOepOesneku, Oynu Baanmumu (01u3pko 63% yciX MIANPUEMCTB MiIAAIUACS
TakuM 3arpo3aMm [69, c. 12]. I[HmmMu crmoBaMu HaAsSBHICTP CHCTEMH
KibepOe3neKkn Ha MIANPUEMCTBI HE € TapaHTIE0 KOMIUIEKCHOTO 3aXHCTY BIJ
yCiX 3arpo3. Y CTPYKTypi CUCTEMHU KiOEP3aXxUCTy MOXKYTh OyTH CiIabKi MicCI,
BUSIBJICHHS SIKUX TIOTPeOye IMILIEMEHTALlll O€3MEKOBOI0 Ay IUTY.

[IoBHOBa)XEHHSIMU TIOCTIMHOTO OE3MEKOBOr0 ayJIuTy MOXKYThb OyTH
HaJ1JIeHl BHYTpIMIHI OOJIKOB1 (axiBul ab0 30BHILIHI HE3aJIEKHI ayTCOPCEPU
(ayauTopchKl Ta KOHCANTUHIOBl (ipmu). OCHOBHE 3aBAaHHS O€3MEKOBOIO
ayUTy TOJIATA€ B KOMIJIEKCHIM CUCTEMHIM OIiHII 1HGOPMAIlIMHUX PU3UKIB, K1
3arpoKyl0Th €KOHOMIYHUM TIpoIiecaM, Ta CTaHy Ki0ep3axucTy mianpueMcTBa. Y
daxiBIliB CIy>KOM KiOep3aXUCTy TMOBUHHO OyTH BCeOIYHE PO3YMIHHS
iHQOopMalIMHUX TPOLECIB HA  MIANPUEMCTBI, 1HQOPMALIHHO-TEXHIYHOT
1H(DpacTpyKTypH, CUTYaIlll I0JI0 B3a€EMO/I1 13 30BHIIIHIMU CTEHKXOJIIepaMu Ta
KOHTpareHTaMu, alropuTMy (GyHKIIOHYBaHHS CIEI1ai30BaHOTO MPOrPaMHOTO
3a0e3neyeHHsl JUIsi aBTOMAaTW3allll  yOpaBiiHHS, IOPUIWYHUX  ACIEKTIB
(GyHKIIIOHYBaHHS Cy0’€KTa TOCMOJAPIOBAHHS TOIIO. YCi Il 3HAHHS B 3HAYHIN
MIp1 aKyMYyJIbOBaHI 00JIIKOBUMH IMPAIlIBHUKAMH.

JlonatkoBo ¢axiBIll 3 OyXraaTepchbKoro oOJiKy, 110 HE € iM Ha ChOTO/JIHI
BJIACTHBE, 3000B’si3aHI KOHTPOJIIOBAaTU: €(QEKTUBHICTh (YHKIIOHYBAHHS
OpaHmMayepiB, TOSBY HOBITHIX TEXHOJOTIM aHTHBIPYCHOTO TMPOTPAMHOTO
3a0e3nedYeHHs, CTaH OHOBJICHHS CIICIaII30BAHUX KOMIT IOTEPHUX IMporpam [0
aKTyaJbHUX BEpCI, a TaKOX TOPSNOK BHUKOPUCTAHHS CIIBPOOITHUKAMHU
HaJIMHUX TapoJiB Il 3aXUCTy KoH(ineHuiitHoi iHpopmarlii. KomriekcHe
MO€THAHHS 3a3HAYEHUX BMiHb Ta 3HaHb J1aCTh 3MOTY OE3MEKOBHM ayJIHUTOpaM
MOHITOPUTH CTaH BHYTPIILIHIX Ta 30BHILIHIX 3arpo3.

JlieBUM METO0M KOHTPOJIIO CTaHy KiOepOe3meku € TeCcTyBaHHSA
iH(dOopMaIlIHHOT cHCTeMH MiAnpueMCTBA. JlOMITBHUM € TPOBEACHHS peBi3ii
BHYTPIIIHIX 3a 30BHINIHIX KOMYHIKaIlli, M0 JacTh 3MOTY IPOaHAIi3yBaTH
NOTOKU 1H(OpMAIIil Ha TTPeIMET MOKIUBOTO MOTPATUISTHHS IO CTOPOHHIX OCi0.
[lepmaHEeHTHOTO KOHTpOJIO MOTpeOye TPOAYKYBaHHS Ta CIHOKHWBaHHSA
iH(dopMallii, sKa MICTUTh KOMEPLIMHY TAEMHHUIIIO.

Haii6inp1n Tpy1oOMICTKUM y O€3MIEKOBOMY ayIHTI € TECTyBAaHHS MEPCOHATY

MIIMPUEMCTBA IIOA0 MOXKJIMBOCTI BTpaTH KOH(QIAEHIIHOT 1HpopmMarti. J{ms
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OE3MEeKOBUX ayJIUTOPIB JOCTYITHUM € MEXaHI3M pPO3CHJIaHHs (IIMIMHTOBUX
MOBIJIOMJICHh 3 METOI 1JAeHTU(]IKamii TpaliBHUKIB MIANPUEMCTBA, SKI
MiIJaI0ThCA  BIUIMBY KiOep3arpo3 1 TOTOBI  OINPHJIIOJHIOBATH  OCOOMCTI
KOH(}IEHIMHI AaHl. 3 BHUSABICHUMHU NpaIliBHUKAMH, 110 MOXYTh MOPYIIUTH
iH(popMmaliiiHy Oe3neky, MoTpiOHa mnojanbiia poOOoTa BHYTPILIHIX ayAUTOPIB
JUIS  OHOBJIEHHS O€3MEKOBUX HABMYOK Ta BMiHb. Ba)xJIMBHUM € TakKoX
TECTYBAaHHSI CHEI1aJIi30BAHOr0 MPOTPaMHOTO 3a0e3MeUYeHHs] Ha YPas3IuBICTh 10
Kibep3arpo3 Ta aHTHUBIPYCHUX KOMIT FOTEPHUX IPOrpaM Ha 37IaTHICTh BUSBIISATH
pi3HI BHUIM BIPYCHMX arak. 3a pe3yJbTaTaMd TECTYBaHHS MPOrpamMHOrO
3a0e3neYeHHsT MOXKE€ MPUUMATHUCS PIIICHHS MPO MOLIIBHICTh WOTO 3aMiHU YH
OHOBJICHHS.

TectyBanHs mnoTpeOye cucTeMa MPOMYCKYy Ta OXOpPOHH TEPUTOpIi 1
NPUMILIEHb MiANPUEMCTBA. be3NeKOoBl ayIUTOPU MOXKYTh KOHTPOJIOBATH
CKJIQJIHICTh JOCTYITY JO0 MEBHUX TEPUTOPIaIbHUX YU BHYTPIIIHBOIIPOCTOPOBUX
OJIMHMIIL CYy0’€KTa TOCHOJAPIOBaHHS 3 METOI BHUPOOJICHHS PEKOMEHJAIIiH
1010 HOKpPAILLEHHS CILyK0u OXOpOHH, IOPOIYCKHOI ~ CUCTEMH,
B1JIEOCIIOCTEPEKEHHS Ta O10METPUYHOT 11eHTU(IKALlIT TPAL[IBHUKIB.

VY BuUNaAKy HEMOXJIMBOCTI OpraHi3allii MepMaHEHTHOrO0 Ta €()EeKTUBHOIO
BHYTPIIIHBOTO O€3MEKOBOI0 ayAUTy KEPIBHUIITBO CyO’€KTIB TOCIOAAPIOBAHHS
MOXYTh 3BEpTAaTHUCA JI0 30BHINIHIX ayauTopchkux ¢ipMm. OkpiMm TOTO,
npubmmszHo 84% mignpuemcTB 3a qanumu Telstra Security Report nHampasmisim
daxiBmiB 3 KkiOepOe3mekn Ha TiepeHaBYaHHsS (OHOBJIICHHS 3HAaHb), IO
CIIPUYMHSIIO 3HAYHI aJMiHICTpaTUBHI BUTpaTH [176, c.8]. 3 MeToro MiHiMI3aIlli
BUTpAT HAa HABUAHHS NEPCOHATY KEPIBHUIITBO MiANPUEMCTB MOXKE BIABATUCS
10 OE3MEeKOBOro0 AayTCOPCHUHTY. 3a MJaHUMH [HCTUTYTY JIUIIIIOMOBaHUX
OyxrantepiB B AHIII1 Ta Yenbcei OUTBIIICTh BEIMKOOPUTAHCHKUX ayAUTOPCHKUX
¢bipm HamaroTh mociayru 3 OesnekoBoro ayauty [150]. Bemmki ayauropchki
KOMITaHIi aKTUBHO BIAKPUBAIOTh BakaHCii it (axiBIiB 3 KiOEp3axucTy Ta
CIOPUSIOTh TEPEMiArOTOBIll ayAWTOPIiB 3 aKIeHTOM Ha 3a0e3mnedeHHs
iH(QOpMaIIHHOTO  3aXUCTy CYO’€KTIB TOCHOJAPIOBAHHA — 3aMOBHHKIB
ayIMTOPCHKHUX TOCIIYT.

Punok mocnyr 3abe3nedeHHs Kibep3axucTy 3pOCTa€ MIBUJIKUMH TEMITAMHU.

AyauTtopchki ¢ipMu BCe YaCTIlIe HAMAIOTh MOCIYTH HE JUIIe 3 OE3MEeKOBOTo
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ayauTy, aje W opraHizamii kiOep3axucTy Ha mianmpueMcTBax. HeszamexHi
ayTCOpCEpH aKyMYJIIOIOTh PU3WKH Ta BIANOBIJAIBHICT 3a KiOepaTaku Ha
cy0’ekTiB rocnogaproBanHs. OxpiM mpodeciiiHoro miaxoay 10 3a0e3lneueHHs
Kibep3axucty Oe3mekoBl (axiBii 3/1aTHI ONEpaTHBHO pearyBaTd Ta IIPOSIB
aKTUBHMX 3arpo3. 3a ganumu Telstra 'y 2019 poui 78% mianpueMcTB HE MalOTh
YITKOTO IUJIaHy pearyBaHHd Ha MOXJMBI HeOesmeku [176, c. 9], a Tomy
noTpeOyIOTh y4YacTi 30BHIIIHIX ayAMTOPIB i BHUPOOJICHHS O€e3MeKOBO1
MOJIITUKY Ha BUIAJIOK aKTUBHHUX 3arpo3.

Came BIJI CBO€YACHOCTI peakilii Ha KiOepaTakud 3aJie)KUTh MOJKJIMBICTb
YHUKHEHHS 1HQOpMaIIHUX 1, BIAMOBIIHO, €KOHOMIYHUX Ta IMIPKEBUX BTpaT.
AyauTopu 3/1aTHI CAaMOCTIMHO pearyBaTH Ha JIedki Kidep3arpo3u abo HajaBaTu
pekoMmeHpalii oO0JiKoBUM (axiBIsIM MOAO iX YycyHeHHs. OnepaTuBHICTb
AHTUKPU30BOTO YIPABJIIHHSA B 3HAUYHIM Mipi 3aJ€KUTh BIJ MOJENI B3a€MO/IIi
MDK ayJuTOpChKoro (IpMOIO Ta OOJIKOBUM BIJJIUIOM MiJNPUEMCTBA, IO
MoTpeOy€e IPYHTOBHUX Ta PI3HOACTICKTHUX HAYKOBHMX JOCIIKEHb OC3IIEKOBOTO

Xapakrepy.

1.2. llpunuunu kidepoe3nexku 06.1ikoBoI iHpopmamii

B indopmaniiHoMy CycniabCTBI Ta HOro €KOHOMIYHOMY BHUMIpI —
nudpoBiit exoHoMIIl 1H(OpMAIlsl € OCHOBHUM MpEeAMETOM mpaill CyO’€KTiB
roCroJapoBaHHsa. 3acoO00OM Tpalll BCE YaCTIII€ BHCTYMAE€ KOMIT IOTEPHO-
KOMYHIKAI[IiHa TEXHIKAa, BUKOPUCTAHHA $KOI TMPHU3BOAUTH JO MPOSIBY
KiOeppu3UKiB. 3II0BMUCHUKIB LIKaBJIATh 1HPOPMAILIIHI CUCTEMU MiANPUEMCTB
IUI 3aBJIaHHS €KOHOMIYHOI IIKOAU a00 OTPUMAaHHS HEMPAaBOMIPHOT BUTOJM.
O0’exToM KIOEpIHIUIEHTIB CTa€ B OCHOBHOMY I1HQoOpMallis, siKa MICTUTH
KOMEPIIHHUM 1HTEpEC.

JisSTbHICT 3TOBMHUCHHKIB TAaKOXK OPI€EHTOBAaHA HA BUKPHUBJICHHS OOJIKOBOI
iHdopmarrii. Yepe3 mogaHHA YACTKOBMX YM XHUOHHX OOJIKOBUX JaHUX
CTEHKXOJAepaM MOXJIMBE 3aBJIaHHS €KOHOMIUHO IIKOJHU SIK BIATPaBHUKAM, TaK

1 oxepxxyBadyaMm 1H(opmarliii. Ha ocHOBI HekOpeKTHOI 00iKOBOI 1H(opMarii
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NpUHUMarOThCs Hee(DEKTUBHI YIPABIIHCHKI PillIEeHHsS. AHAJIOTIYHO M OTpUMaHHS
HecBoeyacHOi  00mikoBoi 1HGopmalii abo OJIOKyBaHHS  JIOCTYIly  JIO
iHQopMaIiiHMX  pecypciB  MNPU3BOAWUTH JO  3aII3HIJIOTO  YIpaBIIHHSA
H1ITPUEMCTBAMH.

BpaxoBytoun BaplaTUBHICTh KIOEppU3HKIB, HEOOXiAHE BUPOOJIEHHS
€IMHUX MPUHLUIIIB KiOep3axucTty o0mkoBoi iHpopmanii. HezanexHo Big Bugy
KibepaTak BayKJIMBOIO € OplEHTALllsl HA YHIBEPCAIbHI IPUHIUIIN [TONEPEIKEHHS,
VHUKHEHHS Ta YCYHCHHS HACHIJIKIB 3arpo3 Oesmeri o01ikoBoi i1HdopMairii.
[lpuHnunu € ¢yHAAMEHTOM BUPOOJICHHS METOJMYHHMX I1HCTPYKIM B
kibepOesmeri  o0xikoBoi  1H(opMmarnii. BukopuctaHHs CcTaHAAPTU30BAHUX
npaBujl Kibep3axucTy MiANPUEMCTB 3a0e3neuye e(eKTUBHE Ta Oe3pU3UKOBE
YIOpaBIIHHSA Cy0’€KTaMu TOCIIOAAPIOBAHHS.

[IpuHuunu oOpoOKM Ta MIATOTOBKM OOJIKOBOiI 1H(OpMAILl aKTUBHO
TOCIIKYIOTECS HAYKOBISIMU. BiIBIIICTE 3 aBTOPIB IMO3HUIIIOHYIOTH SKICTh
oOmikoBoi 1H(pOpMaIlli SK BU3HAYAIBHY XapaKTEPUCTUKY 1H(POPMAIIITHUX
pecypciB. IIpore HEOOXIAHICTH 3a0e3MedYeHHS KIOep3axXHUCTy MANPHEMCTB
aKTyalli3ye ACHl0 I1HIIMW MiAXiA J0 BU3HAYEHHA (YyHIAMEHTAJIBHOTO OIS
o0isiky. Ha mepmie wmiciie y JOCHIKEHHI MPUHIMIIB MiATOTOBKK O00JIIKOBOI
iH(dopMallli BUCYBA€ThCA HAJIWHICTh SIK 3JATHICTh YHUKHEHHS Ta YCYHEHHS
kibep3arpo3. Hampuknan, €snokumoB B. B. Bu3Hauae mpuHIMD HamiitHOCTI
MOpSAJ 3 JIOCTYIHICTIO Ta JIOHMUIBHICTIO SK TIEPEAyMOBH 3a0€3MEUCHHS
eKOHOMIYHOI Oe3meku mignpuemMctB [15, c. 47]. HanifiHICTh SK Ba)XIMBa
XapaKTEePUCTUKAa (PYHKIIOHYBAaHHA 1H(POPMAIIHHUX CHUCTEM PO3IJIAIAE€THCS
Saydjari O. y KOHTEKCTI oprasizaiii €(peKTUBHOI CUCTEMH KiOEep3axucry
nignpuemcts  [157]. Hartomicte Kupunsea JI.O., IlocraBuuii A.O.
MIPOTIOHYIOTh MPUHIMN KOH(IIESHIIMHOCTI 00iK0OBO1 1H(OpMarlii, gk 6a3uc y
3a0e3medeHH] Kioep3axucty mianpueMcts [17], mo € aemo oOMeXeHUM OIS
Ha MpoOJIeMaTHKy K10epOe3eKH.

Hentea Mariana BuW3HaYyae OCHOBHI  KOHIIENTYalbHI  MPUHIIHAITH
Ki0epOe3rneKku y CKIIaji: PU3MK, ypas3JIuBiCTh, 3arpo3a, araka, BIUIMB, HACIIJIKU
Ta KoHTposib [94]. Ilpore Takuii HAyKOBUM TIAXiJ Ja€ 3MOTY BUSIBUTH
KOHIICTITYaJbHI TOHSTTSA, $KI 3aCTOCOBYIOTHCA Y KiOep3axucTi OO0IIKOBOI

iHdopmarii, a He mpuHiunu. Dupuis Marc #1 Renaud Karen posrmsmaroTs
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€TUYHI TPUHIUMIHN KiOep3axucTy, 110 MOB’S3aHl 3 MOJOJaHHSAM CTpaxy Iepen
nposiBoM Kibep3arpos [75]. Rosenzweig Paul cdopmyBaB necsiTh MPHHIIUIIIB
kibep3axucty iHdopMallii, ki B OCHOBHOMY TOB’513aH1 3 aKTUBHUM PO3BUTKOM
[aTepuer-Texnosnorii [153]. [IpoTe HaBeeHI MPUHITUIIN € 3acCTapiii BUXOIAIYH 3
Cy4acCHOIO PO3BUTKY IHHOBAIIHHUX KOMIT’ I0TE€PHO-KOMYHIKaIIHHUX
TEXHOJIOT1M Ta MOTPeOYyIOTh yTOYHEHHSA. S€0 Jinsil Ta iHIN MOSCHWIM BIUTHB
CydYaCHMX TEXHOJIOTIM 00poOku iHGopmalii Ha NpUKIAAl BIPTyaJIbHOI
pealIbHOCTI Ha TpaHc(hOpPMAIIii0 MPUHIMIIB Kidep3axucTy mignpueMcts [161].
Ananoriynoi ngymkd 1 Badhwar Raj momo HeoOXimHOCTI meperisgy
KOHCEPBATHUBHUX TNPHUHIUIIB KiOepOe3neku B yMOBax  IMIUIEMEHTAIlll
TEXHOJIOTIH IITYYHOTO IHTEICKTY [56].

Hocuts rpynToBaHe aociixeHHs nposenu Jlerenuyk C. @., [Hapyk [. M.
ta Hazapenko T. Il., ikl MO3UINIOHYIOTh «IIUTICHICTBY, «KOH(IICHIIIHHICTEY Ta
«JIOCTYTHICTHY» SIK PUHIUIHN KiOep3axucTy o0mikoBoi iHdopmartii [19]. Bapro
3ayBa)XHUTH, 110 HABEJICHUU CIUCOK MPUHIMIIB € 0a30BUM, aje€ HE TMOBHUM,
OCKIJIBKHM HE BPaXxOBYe€ 0araToacmeKTHICTh Kibep3arpo3 miAnpueMcTB. 30Kpema,
Kaur Gurdip, Lashkari Ziba ta Habibi Lashkari Arash npuniunu kibep3axucty
LUTICHICTh, KOH(IICHIIIWHICTh 1 JIOCTYIHICTh JOTOBHIOIOTH MOB’S3aHUMH 3
HUMM TpPUHLOMUNAMU MiA3BITHOCTI Ta goctoBipHocTi [103]. Ili x mpuHuumnm,
TUTBKM B 1HIIHN 1HTepmnpetamii posrisgaiotb Kohnke Anne i Shoemaker Dan
[106]. VY3arampHeHHS HAayKOBHX HAaIpallfOBaHb Ja€ 3MOTY CTpaTH(iKyBaTH
OCHOBHI TPHUHIMIHN Kibep3axucty creuudpiyHoro BUAy 1HGOPMAIIHHUAX
pecypciB, sIKOIO € 001iKoBa iH(popmaris.

HaykoBe mo3uiioHyBaHHS KOMEPLIMHOI TAEMHUIN Y JISUIBHOCTI Cy0’€KTIB
roCToJapIOBaHHs O€3M0ocepeHbO 3aJEKUTh Bl PO3BUTKY PUHKOBOI €KOHOMIKH
Ta IHCTUTYIINHUX TpaHchopmalliii cycninbeTBa. s KpaiH, K1 pO3BUBAIOThCH,
NpuUTaMaHHEe  OTOTOXHEHHS  TOHATh  KOMEPIIHHOI ~ TaEMHHUINI  Ta
KoH(}IAeHIIHHOCTI 1HGopMamii. Yc¢i ToKa3HUKH (PIHAHCOBO-TOCIIOAAPCHKOT
TISTTBHOCTI 3aCEKPEUYIOThCS 32 YMOB HEI0OPOCOBICHOI KOHKYPEHIIii, TPaBOBO1
HEBPETyJIbOBAHOCTI ~ €KOHOMIYHHUX  TMPOLECIB,  HAAMIPHOI  Jep>KaBHOI
PEerIaMEeHTOBAHOCTI JISUTBHOCTI MIAIPUEMCTB TOIIO. I{e crioHyKa€e KepiBHUIITBO
BITHOCUTH JO CKJIaJly KOMEPIIHHOI TaEMHHUIN ycCi0 iH(OpMaIliio, sKa HE Mae

HISIKOTO BiJTHOIIICHHS J0 TAEMHHIII SIK eKOHOMIYHOI Kareropii [2, €. 13].
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I HaBnaku, B €eKOHOMIYHO PO3BHMHEHUX KpaiHax, YaCTHHA KOH)IACHIIMHOT
iH(opmarii, ska Mae KOMEPIIIHE 3HAYCHHS J1JIsI MAIPUEMCTBA, € KOMEPIIIHOIO
TaEMHUIICIO, 10 MOoTpedye HajaroKeHHs e(peKTUBHOro Kibep3axucrty. B
TaKOMYy BHIAJKy, CHUCTEMY OOJIKYy AOIUIBHO PO3MJISAaTH 3 1HCTUTYIIMHOL
no3uuii K iAeHTudikaTopa 1HPOpMAaIlii, MO € KOMEPLINHOW TaEMHHIICIO.
Yepes moain oOmiky Ta (PIHAHCOBUI Ta YHNPABIIHCHKUA BHOKPEMIIIOETHCS
iH(dOopMalid, o Mae KOMEpPUIMHUAN 1HTepec Il KEpIBHUUTBA IMiANPUEMCTBA 1,
noTpedye oOMexxeHoro aocTymy. ToMy Ha OyXraaTepchbKui OOMIK Y 4YacTHHI
fioro moauTy Ha (piHAHCOBUM Ta YIPaBIIHCHKHH MOKIAAAETHCA BaXKJIMBA MicCis
BU3HAYCHHS TIEPENTIKY KOMEPIIIHHOT TaEMHUIIl Ta 3a0e3MedeHHs] Ki0ep3axucry
KOH(}1JICHIIIITHOT 00J11KOBOI 1H(hOpMAaIIii.

3aKOHO/IaBY€  3aKpIIUICHHA MOJAUTy OyXrajaTepchKoro oO0diKy Ha
(iHaHcoBH (myOsniuHa 0OMiKOBa 1HQOpMaIlis) Ta yHpaBiIiHCbKUN (0OMekeHa
obOmikoBa 1iH(opmarllisi) GopmMye TMEpBUHHE TPABOBE II0JI€ BHOKPEMIICHHS
iHdopmarllii, Mo MICTUTh KOMepiiiiHy TaeMuuiro. I[Ipore knacudikaris 3
MO3ullii KiI0ep3axUCTy € TOCUTh YMOBHOIO, OCKIIBKH 1HGOpMaIlisi (HiHAHCOBOTO
0OJIIKY TaK0X MOe OyTH KOH(1IeHIIiHO. [IepBUHHI TOKYMEHTH Ta paXyHKH
00JIIKy y OUIBIIOCTI BUMAAKIB € CHUIBHUMHU [UJI8 PI3HUX BHUJIIB OOJIKY.
JlomaTKOBO BCE aKTHUBHIIIE BEIYThCS JOCHIKEHHS IIOJI0 1HTErpaiii 00Ky B
yMOBax aBTOMAaTH30BaHOI OOpOOKH 00J1iKOBO1 iH(pOpMAIIii, IO HIBEIIOE EAK]
BUIOBI BIZIMIHHOCTI.

O6uikoBa 1H(OpMaILlist PO TOCMOAAPCHKY, HAYKOBO-TEXHIYHY, (DiHAHCOBY,
IHBECTUIIIIHY, MApKETHUHIOBY MAiSUIBHICTh MICTUTh KOMEPLIMHY Ta€MHHUIIIO.
Bukopucrtanss iHdopmaliii OyxraaTepchbKoro ooiiky 3adesneuye 0e3nepediiny
roCroJapChKy AiSTIbHICTh, OTPUMAHHSA MO3UTUBHUX (DIHAHCOBUX PE3YJIbTATIB Ta
TOCSITHEHHSI KOHKYPEHTHHUX TiepeBar Ha puHKY. [loTparuisaas 1iei ingopmairii
0 CTOPOHHIX OCI0 MOXKE IPHU3BECTH JI0 S€KOHOMIYHUX 30MTKIB. Y BHIAIKY
BUKOPUCTAaHHS OO0IIKOBOI 1H(MOpMaIlii, sika BTpaTwia KOH(IACHIIHHICTD, IS
TaKTUYHOTO 1 CTPATETivyHOIO IUIAaHYBAaHHS JISUIBHOCTI TIAMPUEMCTB MOXKE
NPU3BECTH JI0 HEJAOTPUMAaHHS (PIHAHCOBO-TOCIIOAAPCHKUX TUIAHIB.

Jlani  fgerani3oBaHOTO  QHANITUYHOTO  OOJIIKY  TakoX  MOXYTb
BUKOPHUCTOBYBATHCS 3JIOBMUCHHUKAMU JIsI 3aBJaHHS €KOHOMIYHOI IIKOAM abo

peamizamii koMmepmiiiHux mined.  Ilpm Kommoswili Ta CTHCKaHHS JTaHUX
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¢diHaHCOBOTO OOJIIKY Yy perictpax oO0JiKy, Mi3HIIIe — y (piHAHCOBIN 3BITHOCTI,
BTPAyalOThCA JETali30BaHl PEKBI3UTH ToOCHojapchkux ormepaiiii. [Ipote
NEePBUHHI JIaHl Y MPOMDKHUX aHAJITHYHUX TAOIMIIX Ta JOKYMEHTaX ITOBHO
11eHTU(IKYIOTh  (paKTH TOCMOAAPCHKUX IOJINA 1 SBUIN, a TOMY IMOTPEOYIOTH
oOMexxeHoro aoctyny. Hampuknang i1H@opMaliss 0Opo MNOCTAYaJbHUKIB 1
MOKYIIIB, JaTH IOCTABOK, MOIMYJSPHICTh NEBHUX BUJIB MPOAYKLIi (poOiT,
MOCJIYTr), BHUTPAaTH Ha I1HHOBALIMHO-TEXHIYHI pPO3POOKH, CTaH 3HOIICHHS
oOJiaiHaHHSA 1 T.JI. MOKE OYTH IIKaBOO JIJIsT KOHKYPEHTIB.

JlomaTkoBi KiGep3arpo3u MOKyTh BUHUKHYTH MPU MOTPAIISTHHI 00I1KOBO1
iH(dopMaIlii 10 37TOBMUCHUKIB 3a JIEKUIbKA 3BITHUX MEPIOJIiB. 3 BUKOPUCTAHHAM
METOJIMKH JMHAMIYHOTO aHali3y MO>KHA BUSBJISTA TEHACHIII Y (hIHAHCOBO-
rOCIOJAPChKIM IANBHOCTI mignpuemMcTBa. Ha OCHOBI IpPOrHO3y PO3BUTKY
Cy0’€KTIB  TroCHojaploBaHHS OyAYyHOTbCS ~ CTpaTerii  3aBJaHHSA  IIKOJU
MIIPUEMCTBY, SIK€ BTPATUIIO KOH(IIEHIIIHHY 1HPOpMaIIifo.

VY To#t xe uac, He Bca 1H(MOpMAIlA MOXKE BHU3HABATHUCA KOMEPIIIHHOIO
TAEMHHUIICI0 HE3aJICKHO BiJ BOJII OOJIKOBUX Ta YMHPABIIHCHKUX MPaIliBHUKIB.
[lepm 3a Bce 3aceKpeyeHHIO HE MIJISAral0Th YCTaHOBYA 1H(OpMAIlis, sKa
11eHTu(iKye cy0’€KTIB rOCHOJApIOBaHHS, IXHE PO3TallyBaHHS, 3aCHOBHHKIB 1
BJIACHUKIB, cpepu roCroAapChKOi AISILHOCTI. YCl1 BUAM (DIHAHCOBOI 3BITHOCTI
BIJIMOBITHO JI0 TIEPEITIKY, BCTAHOBJICHOTO HAI[IOHAJTHHUM 3aKOHOJABCTBA KpaiH
9l MDKHApPOJHUX OO0 ’€AHAaHb, € MyOJIYHUMH. AHAJIOTIYHO HE MOXYTh OyTH
KOMEPIIIMHOIO TAEMHUIICIO JIaHi MPpo 0a3y OMmoJaTKyBaHHs, HAPaXOBaHi MOJATKH
Ta 300pH, a TakKOX TOrameHHd 3a00proBaHoCTI mepen (PiCKAIbHUMU
IHCTUTYLISIMH. [HIII HAmpsIMKU JISJIBHOCTI CYO’€KTIB TOCIOJAPIOBAHHS, IO
MOB’SI3aHI 3 EKOJIOTIYHHWMHM, COIIAJIbHUMHU, CYCHIJIbHUMH 1HTEpECaMH HeE
MOXYTh 3acekpedyBatucs. [lepenik 06mikoBoi iHPopMaIlii, Ha Ky 3a00pOHEHO
HaKIagaTH OOMEXEHHsSI B IOCTYII, MOYKE 3HAHO 301IbIITyBaTHCS ISl Ty OJIIYHMX,
(b1HAHCOBUX, IHBECTHIIIMHUX MIAIMPHUEMCTB, @ TAKOXK IHCTUTYIIIH 3 JIEePKABHOIO
¢dbopMOI0 BJIIACHOCTI.

Jliist 3a6e3rneueHHs 3aXxucty KoHDiaeHIiitHo1 iHdopmMarlii miAIPHUEMCTBO, B
0co01 HWOT0 KEepiBHHIITBA, K OCHOBHUW T€HEpaTop Ta BIACHUK KOMEPIHHOI
Ta€EMHHUII BU3HA4Yae mepenik KoHdiaeHminnoi ingopmarri. Kpim toro, 06sikoBi
Ta YNpaBIIHCHKI (paxiBIll MalOTh MPABO BU3HAYWUTHU MEPEIIK OCI0, AKI MOXKYTh
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BOJIOJIITH, PO3MOPSIHKATUCS, KOPUCTYBATHUCS Takolo 1H(OpMAI€0, BUSHAYUTH
npaBwia 0OpoOku 1HGoOpMalii Ta TMpaBa JOCTYyIly JO Hei, a TakKoxX
BCTAHOBJIIOBATH 1HIIII YMOBH IIIOJ0 KOMEPIIHHOI TaeMHuII [14].

EdexTuBHU 3aXUCT KOMEPIIMHOT TAEMHMIT 1epeadadae 001K 1 KOHTPOJIb
noctyny ocid 10 koHpigeHuiHoi iHdopMarii. JlominbHO (ikcyBaTH 0cC00Yy,
yac, Micue Ta 3MicT iHdopmMalii, sSKa TMO3UI[IOHYEThCS SK KOMEpIliiiHa
TaEMHULA. Y BUNAAKY BTpaTH KOH(IIEHUIMHOT 0011KOBO1 1H(OpMaLlli MOKIUBO
BUSIBUTH  TIEPENIK  MIJIO3PIOBAaHUX  OCI0, 10 OOyMOBIIIOE  MPHUHITUII
CAHKI[IOHOBAHOCTI.

CaHkuioHOBaHicTh y po0OTI 3 00J1IKOBOIO 1H(OOPMAIIIEID KOHTPOJIIOETHCS
yepe3 CHUCTeMy HaJaHHS MpaB Ha TpaHchopmauiiai fgid. Tobto, 3
BUKOPHUCTAHHIM I[E€PCOHANTI30BaHUX JIOTIHIB 1 NapoJiiB, HU(GPOBUX KIIIOUIB,
imeHTudikaiii ocoOu TmpaliBHUKA BiAOYBa€ThCS HaAJaHHS TMpaBa OOpPOOKHU
obmikoBux gaHuX. CaHKIIOHyBaHHS OOpoOKM iH(opMarlii € 3amopyKoro
3a0e3nedyeHHss  IUTICHOCTI  1HopMmariiiHoi  Mojeni  (yHKIIOHYBaHHS
nianpuemMcTBa. [lopylieHHs: IPUHINITY CAHKIIIOHOBAHOCTI B 00pOOIIi 0011KOBOT
iH(dopMmalli BIIOYBA€ThCS YHACTIAOK BUKPAACHHS, MIJMIHM, MiA00pYy 3aco0iB
imentugikamii  ocid. IlporumnpaBHi aAil  OpPU3BOAATH A0  OTPUMAHHS
HECAHKIIIOHOBAHOT'O JIOCTYIly JI0 OOJIKOBUX JaHUX CTOPOHHIX OCIO, IO HE
nepeadaveHe iHPopMalitHUMU peTJiaMeHTaMHt i AMPUEMCTBA.

JIist mpuTSATHEHHS OCi0 70 BIANMOBIZATHHOCTI 3a TMOPYIICHHS DPEXHMY
KOHQIACHIIIMHOCTI ~ HEOOXigHE  TOmepeaHe  YKIaJaaHHA  yroja  1Ipo
HeposroyiomieHHs: iH(opmaryii. TpaguiiiHO 3 NPAIIBHUKOM YKJIQJAa€ThC
JIOTOBIp MPO MarepiajibHy BIAMOBIIAIBHICTh, B SKOMY 3a3HadyaroTh (hIHAHCOBI
CaHKI[l 3a MOpYILIEHHA OE3MEKOBOro pEeXUMY, KpaalkKOK, IMIKOAM MailHy
MIAMPUEMCTBA M HEJOTPUMAHHS (PYHKIIOHATHLHUX OOOB’SI3KIB. Y BHUMAAKY
MOPYIICHHS TOTOBIPHUX B3a€EMOBITHOCHH II[OJI0 BTPATH KOMEPIIMHOT TAEMHUITI
MOYK€ HACTaBaTH JOJATKOBO IHUCIHUIUIIHAPHA, aJIMIHICTpAaTHBHA 1 KpUMIiHAJIbHA
BIJIMOBIAILHICTh TIPAIlIBHUKIB.

Jlo 3axofiB MUCIUIUIIHAPHOI BIAMOBIJAIBLHOCTI BITHOCATH: 3ayBaXKE€HHS,
HOMEpEe/PKCHHS, JIOraHa, TIepeBeJeHHs Ha iHmy poboty Ta iH. [21].
AnMiHICTpaTHBHA BIAMOBIAAIBHICTE Mepeadadae CaHKIii y BUTIAAL mTpady 3a

MOPYIIEHHS, BUKOPUCTAHHS, PO3TOJIOMICHHS] KOMEPIIHOT 1HPOopMAIIii 3 METOIO
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CIOPHYMHEHHS 30MTKIB IUIOBIH penyramii abo MaiiHy mianpuemis [28, €. 59].
KpuminanbHa BIANOBIMAIBHICTG TependauyeHa 3a HE3aKOHHE 30upaHHS
iHpopmarllii 3 METO KOMEpPIIMHOTO IIMUTYHCTBA Ta 3a PO3TOJIOIICHHS
KOMEPIIIIHOT TaEMHHUIII, 110 MPU3BOJUTH 0 MOXKJIMBOIO M030aBJICHHS BOJI Ta
BIIIIKOJYBAaHHA  MaTeplalbHUX 1 MOpajJbHUX 30WUTKIB  KEpPIBHULTBY
nignpuemctsa [37].

BusBnenna ¢Qaxkty BTpaTM KOH(QIIEHLIMHOI 1HpopmMalii noTpedye
ABTOMATUYHOTO CIIMCAHHS BapTOCTI KOMEPILIMHOI TAaEMHHMIII 3 paxyHKIB
Oyxraiarepcbkoro o0iyiky. ®dakt mnposBy KiOep3arpo3 MNPU3BOIUTH IO
3MEHIIICHHS  BapTOCTI HEMaTepialbHUX  aKTUBIB, a TaKOX TYJIBUIY
miAnpueMcTBa. BaxiuBum € BUPOOJICHHS A1 MO0 TOJO0JIAaHHS HACIIJIKIB
Kibep3arpo3, 1o MNOoTpedye MEeperiisily HOBOI TAKTUKH 1 CTpATerii pO3BUTKY
M1IMPUEMCTBA. Brpara KOH(1ICHIIITHOT iHopmarrii nepeadoavae
iHQopMyBaHHA yCIX 0Ci0 Ta CyO’€KTIB TOCIOJaprOBaHHs, IO TOB’s3aHl 3
KOMEPIIMHOIO TAaEMHUIECIO. YIOCKOHAJIUTH TaKOX MOTPIOHO oOpraHizaiiiHy
CTPYKTYPY HiAIPUEMCTBA, Y TOMY YHCII OOJIIKOBUM Ta OC3MEKOBUH ITiIPO3/ILIIH.
InenTudikaiiss mnpamiBHUKIB, IO MPU3BEIU JI0 MOPYIICHHS O€3MEeKOBOTO
peXKUMY, OTPEOYy€E IXHHOTO MPUTIATHEHHS 10 BiAnoBiganbHOCTI. [IIBUIKICTD Miit
BU3HAYA€ CBOEYACHICTh MPUIMHEHHS BIUIMBY KIOEPPU3MKIB Ta MIHIMI3aALIO
iXHIA HACHIAKIB. MOHITOPUHT OE3MEKOBOTO PEKMUMY 3IIHCHIOETHCS HA OCHOBI
KOHTPOJIIO JOCTYIy 10 OO0dikoBOi 1HGOpMaIli, MmO BU3HAYAE MPUHIIHI
JOCTYITHOCTI y K10€p3axuCTl MIAMPUEMCTBA.

JocTynHicth 001iK0BOi 1H(MOpMalii — L€ MOXIUBICTh OTPUMAHHS
JI0CTyy OOmiKOBUMM (axiBUsMHM Ta CTeHkxosaepaMu A0 1H(opMmauii y
MOTPIOHMI MOMEHT 4yacy. B ymoBax moBHOiI aBTOMaTHu3ailii 00poOKu 00J11KOBOI
iHdopmallli HeoOXimHMM IMUIOAO000BUM pEXUM 3a0e3MEUYeHHST JOCTYITHOCTI.
JIOCTyIHICTh peali3yeThcsl depe3 HaJaHHS OOJIKOBHUX JaHWUX 3 BapiaTUBHHUX
JDKepell Ha pi3HUX HocisX. Yepe3 KOMyHIKAIliiiHI KaHaMW OOJIKOBI JIaHi
NEPeIaloThC MDK €TamaMu  iXHbOi TpaHcopMalii Ta JEeMOHCTPYIOTHCS
3arfikaBiieHUM ocobam. KiGep3arposu opieHTOBaH1 Ha OJIOKYBaHHS IOCTYITY O
00J11KOBO1 1H(pOpMAIlii, 1110 TOPYIIY€E MPUHIUIT JOCTYITHOCTI.

JlocuTh 4acToO MPUIIMHEHHS JOCTYIY A0 00JiKOBOi 1H(OpMaIlii 3yMOBIIeHE

HEHaBMUCHUMH YMHHUKAMH, SKI MAalOTh BHUMAJAKOBUN XapakTtep. Hampukian,
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BIJIKJIFOYEHHSI UM MPU3YyNUHEHHS 0Jayl eJeKTpOoeHeprii, nepedoi 3 InTepHeT-
3B’SI3KOM, T€XHIYHA YW MpOrpamMHa BiJMOBa 00JIaJIHAHHS, HEIOCKOHAI Oi3HeC-
KOMYHIKaIlii, TAMYacoBa BTpaTa Ipale3aaTHOCTI Y 3BUIbHEHHS IpalliBHUKIB,
BIJIMOBIATLHUX 32 0OpOOKY OOJIKOBUX JaHUX MOKE TTPU3BECTH JI0 MOPYIICHHS
PEXKUMY JOCTYHMHOCTI. bBIOKyBaHHS JOCTymNy /10 OOJIIKOBUX JAHUX MOXKE OyTH
pe3yabTaTOM 3YMHUCHHX [ 3J10BMUCHUKaMU. Pe3ynprarom kibeparak Ha BeO-
pecypcu, 0a3u JaHUX, KOMYHIKAIIiHI KaHadd YW 1HOI BHAM HPOrpPAMHO-
TEXHIYHOTO 3a0e3MeYeHHs] MIANPUEMCTB € HEMOXJIUBICTh OTPHUMAaHHS
3aIlikaBICHUMHU oco0aMu 001iKoBOi 1H(opMallii B 0OyMOBJICHHUU IPOMIKOK
qacy.

Hacnigkom  OnokyBaHHS  JOCTymy 110 OOJIKOBOiI  iHopMmalii €
HEJJOTPUMAHHS YaCOBOTO peXUMY ii mepenayl 10 HaCTYIHOTO eTaimy OOpoOKH
yu crnokuBaHHs. [lopylryeTbcs CBO€YACHICTh 1H(OpPMAIITHOTO MpOIECy Ta
3MINIYIOTBCS IUKJIA 00poOKM 00miKkoBO1 1H(Mopmalii. YacoBuil nar wmix
eTanamMu 300py OOJIIKOBUX JaHUX Ta MPUUHATTS yHPaBIIHCHKUX PIIIEHH MOXKE
30UTBIIYBATA JI0 KPUTHYHHUX 3HAYCHb, 3a SKUX BTPA4YA€ThCS IIHHICTh
1H(hOopMaIli 151 CTEHKXO0JIIEPIB.

Oco0iMBO 711 yHPaBIIHCBKOTO OOJIKY OJIOKyBaHHS 1H(OpPMALIHHOTO
IOCTyny Mae KaTtacTpodiuHi HACHIAKHU, 10 MNPU3BOJIUTH JIO TMEPETBOPEHHS
KOPHUCHOT 00JIIKOBO1 1H(popMaIlii Ha aOCOMIOTHY HEPEJIEBAHTHI MAaCHBHU JIAHUX.
Taki gaHi HE HECyTh KOPHUCHOCTI JJI KOPUCTYBadiB, OCKUIbKH B1J00Opax)aroTh
noAii 31 3HAYHUM 4YacOBMM BIJCTAaBaHHSAM. [HIIUMH CJIOBaMH O0O0JIIKOBA
iHdQopMallis € HEe ONEpPaTHUBHOIO, LIO HIBEJIIOE TMEpeBard BUKOPUCTAHHS
KOMIT FOTEPHO-KOMYHIKAIIMHOT TEXHIKH.

3 IOCTyIHICTIO 00J1IKOBOI 1H(OpMAaIlli MOB'SI3aHUI NPUHIUIT AJAPECHOCTI.
O6xnikoBa iH(MOpMAIIS Ma€ JTOCTABIATUCS B MICIE 11 CHIOKMBAHHS BiIOBIIHO
0 YacOBHUX Ta 3MICTOBUX BHUMOT. AJpecHICTh 0OJIKOBOI iH(pOpMAIIii
BijoOpaxae ii iIp0Be MPU3HAYCHHS MO0 MOTPAIUISTHHS JI0 TIEBHOTO ajpecara.
ToMy HampaBisiHHS OOMIKOBUX JaHUX AOLIIBLHO PO3TISAATH B KOMIUIEKCI 3
knacudikaiiero crekxonaepiB. IHpopMmaliist piHaHCOBOTO OOJIKY aApecyeThCs
B OCHOBHOMY 30BHIIIIHIM KOPHUCTYBadaM, YIPaBIIHCHKOTO OOJIIKY — 30BHIIIHIM

KOPUCTYBAa4aM.
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Y Bumaaky HajacwiaHHsA 1HGopmalii 10 XWMOHOTO KOpHUCTyBada
BTpavaeThes ii MiHHICT. KopucTyBau Moxke oTpuMatu O0JIiKOBY 1H(OpMaIiito,
K01 He ToTpeOye. HaTtomicTh KOpUCHI I HHOTO OOJIIKOBI JIaHI MOXYTh OyTH
MOMUJIKOBO aJIpeCOBaHl 1HIIOMY CTEHKXoJjjaepy. MeToro KkibepaTak s
MOPYLIEHHSI aIpeCHOCTI O0JIIKOBO1 1H(POpPMALIil € CTBOPEHHSI KOMYHIKALIITHOTO
Xaocy, M0 B KIHIIEBOMY BHWITQJIKy MPHU3BOAUTH 10 OJIOKYBaHHS KOPUCHUX
KOMYHIKaIH.

3a0e3neyeHHsT  JOCTYHmHOCTI  00mikoBOi  iHGopmaiii  moTpedye
(GyHKIIIOHYBaHHS  OOJIKOBOTO MAPO3AUTY B  O€3MEPEPBHOMY  PEKHMI.
besnepepBHICTh JOILIIBHO peai3yBaTd IMOJ0: pPOOOTH MPOrpamMHOro i
TEXHIYHOTO 3a0€3MEeUeHHs MiANPUEMCTBA, HAJAroJKEHHsS KOMYHIKAIIHHUX
KaHalliB  3B’SI3Ky,  YHEMOXIIMBIEHHS  Tepe0oiB  elIeKTpOnocTayaHHs,
(yHKIIIOHYBaHHSI MEpPCOHANY MIAIPUEMCTBA, MOMEPEHKEHHSI Ta OINEpaTUBHE
YCYHEHHS HACIKIB Ki0epaTak TOIIO.

VY BUNAJKy HEMOXJIMBOCTI OJOKYBaHHS JOCTYIy 10 00JiKOBOiI 1H(MOpMaIlii
KiOepaTaky 30CEpeIKYIOThCA Ha 3aBAaHHS IMKOAW 1i migicHocTi. I{imicHicThb
00J11K0BO1 1H(pOpMaIlii — 116 MOXKJIMBICTb HaJaHHS 3allIKaBIIEHUM 0c00aM MOBHOI
iH(dopMmalli y nmepBiCHOMY BUTIIIAAI 0€3 HECAaHKLIOHOBaHUX 3MiH. LlimicHoro €
00JIIKOBI J1aHi, SIKl IPOUIIUIM yCl1 eTanu OOpOOKU BiJMOBIIHO JI0 BCTAHOBJIEHO1
METOAMKH, BHYTPIIIHIX pErIAMEHTIB Ta TNpaBUI MPUUHITOI OOJIKOBOT
MOJIITUKY, MOCATOBUX THCTPYKINA (axiBii 3 o0miKy Ta ympasiinHsa. LlimicHa
obiikoBa iH(MOpMaIIis HalOUIBII TOBHO Ta JOCTOBIPHO BIJIMOBIAA€ COIIAIBHO-
€KOHOMIYHIA peanbHOCTI, B SKIH (YHKIIOHY€ MIANPUEMCTBO, MICIS YCIX
poueayp 00OpoOKH.

LinmicHicTh Oe3mocepeHBO MOB’s3aHa 3 MOBHOTOK 00J11KOBOT 1H(pOpMAIlii,
o0 3acBiguye 1ii BIAMOBIAHICTH 1H(GOPMAIIMHUM 3amUTaM CTEUKXOJIEPIB.
[ToBHOIO € oOmikoBa iH(pOpMaIlisa, ska cHiBcTaBHa 3 1HGQOpPMAIIHHUMHU
notpebamu 11 kopuctyBauiB. CTEHKXOJJAEpU MOXKYTh OYTH 3aT0BOJICHI
OTPUMAaHWMHU JIMIIE TMOBHUMH OOJIIKOBUMH MAacHBaMH, B IHIIOMY BHUIAAKy —
o0sikoBa iH(OpMaIlisl HEMOBHA. [HIIMMU CIIOBaMHU LUIICHICTh € CBIIYCHHSIM
NOBHOT JIOCTOBIPHOCTI 1HQOpMAaIllli B MOMEHT CHOXXMBAaHHS, IO O3HAYae

BIJICYTHICTh BTPAT YM HECAHKIIIOHOBAHMX 3MiH OKPEMUX 11 €JIEMEHTIB.

26



[IprurHamMu MOPyIIEHHS IMUTICHOCTI 00I1KOBOT 1H(pOpMAIlli € BUITAJKOBI YH
YMHUCHI Jii 3arikaBjieHnX oci0. BumaakoBUMu MOAISIMH € MOMHUJIKH Y POOOTI
OOJIIKOBOTO Ta yIPaBIIHCBKOTO amapaTry MANPHEMCTBA, MOPYIICHHS
QITOPUTMY UM 3aCTApUIICTh IPOTPAMHOTO 1 TEXHIYHOTO 3a0e3TNedYeHHS,
HEJIOCTAaTHSI KOMIIETEHTHICTh OC10 y mpoleci 0OpoOKM Ta O3HANOMIIEHHS 3
iH(popMaliero. YMHUCHI I1i I MOPYLWIEHHS PEXUMY LUIICHOCTI 1H(opMarii
CUCTEMH MIJINPUEMCTBA € PE3YIbTATOM KiOepaTak 3JI0BMUCHHUKIB. Tperi ocodu
MOXYTh TEPEXOIUIIOBAaTH 1H(OpMAIliiiHI TOBIJIOMJICHHS 3 METOK IXHBOTO
BUKPUBIICHHS, IO TPU3BEJE 10 XUOHOTO 1H(POpMYBaHHS 3aIlikKaBJIEHUX OCIO.
[TopymieHHss IITICHOCTI OOJIIKOBMX JaHUX TaKOX MOXE OYTH CBIIYCHHSIM
NPUXOBYBaHHS  MPAaBONOPYLIEHb  NEPCOHAJIOM  MIANPUEMCTBA  abo
MaHIMMyJIIOBaHHS 1H(QOpMaIII€r0 AJI1 OTPUMAHHS €KOHOMIYHUX BUrOJ. 30KpeEMa,
Ha OCHOBI BHUKPHUBIEHHA JaHUX (PIHAHCOBOTO OOJIKY MOXIIMBO 3aIyYUTH
IHBECTOPIB, OTpPUMAaTH KpPEAUTYBaHHSA, 3MEHIIUTH BUIUIATA JWBIJACHIIB,
ONTHUMI3YBaTH HApaxXyBaHHS U CIIJIaTH MOJIaTKIB y HE3aKOHHMM cr0CiO.

HenotpumanHs TpUHIUMITY LUTICHOCTI y MPOIECi MiATOTOBKHU 1H(MOpMaIIii
YIOPaBIIHCHKOTO OOJIKY MOXE IMPU3BECTU IO HEKOPEKTHOTO YIpaBIiHHA. Y
3B’SI3KY 3 BIJICYTHICTIO TOBHOTH OOJIIKOBOI 1H(OpMAIIil B CTEUKXOJAEPIB MOKE
OyTH HENOCTaTHbO 1H(GOpPMALIMHUX MiACTaB JUIsl TPUNHATTSA YIPaBIIHCHKUX
pillieHb. YXBaJIIOBATH YIIPABIIHCHKI PIIIICHHS JOBOJUTHCS B yMOBAX MOBHOI 200
YaCTKOBOI1 HEBU3HAYECHOCTI. [Topyuienus IIJTICHOCTI iHdOopMmarrii
YIOPaBIIHCHKOTO OOJIIKY € TaKOoX TMPUYUHOI0 TOSBU HEBIEBHEHOCTI ¥
CTEUKXOJIJIEPIB II0JI0 JOCTOBIPHOCTI HAJAHOi 3BITHOCTI. JIJisi MiITBEpIKEHHS
JOCTOBIPHOCTI  00JIIKOBO1  1H(OpMalii KEpIBHULUTBO MIANPUEMCTBA a0o
Crelikxongepy MOXYTh BIaBaTUCS OO0 3aJIY4YCHHsS ayJUTOPCHKHUX IOCIYT.
3aBgaHHSAM ayAWTy B TAaKWX YMOBaX € HaJaHHA BIIEBHEHOCTI B OOJIKOBIH
iHdopmarlii Ta mpoBeneHHS OE3MEKOBOrO ayIWuTy ISl MOHITOPHUHTY CTaHy
Kibep3axucTy MmiaImpUEMCTBA.

Jlisi  aynuTOpPCHKOrO0 KOHTPOJIO KiOep3axucTy oO0JiKoBoi 1H(OopMalii
HeoOx1He 3a0e3neuyBaHHs 1 IepeBIPIOBAHOCTI. 3AaTHICTh OYTH MEPEBIPEHOIO
(MpUHLIMI MePeBIPIOBAHOCTI) BU3HAYAE MOKIIMBICTh MEPEBIPKU JIOCTOBIPHOCTI
obmikoBoi 1H(Mopmariii 3 pizHUX mxKepen. JlocToBipHoto € iH(DOpMallsd, sSKa
BiAMOBIae AificHOCTI. DaxiBIFIM 3 00Ky Ta KibepOe3nekn HeoOXiTHO HaJaaTH
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3MOTY CITIBCTaBJICHHS OOJIIKOBOi 1H(¢opMallii 3 BaplaTUBHUX JHKEPEII,
HOPMAaTHBHO-TIPABOBUX JIOKYMEHTIB UM BHYTPIIIHIX pErjIaMeHTIB, (JaKTUIHUMU
COIIAJIbHO-EKOHOMIYHHUMH MO JISIMH TOIIIO.

Hait6inpm moBHUE mepenik 3aco0iB 3a0e3MeUeHHs MUTICHOCTI OOJIIKOBO1
iHpopmaryii Haganu Jlerenuyk C.®., Hazapenko T.II. Tta Ilapyx .M., cepen
AKUX JIIEBUMU 3aXO/IAMH €:

— (GopMyBaHHSI 1 BUKOPUCTaHHS aJ€KBAaTHOI CUCTEMU KOHTPOJIIO
OyXrajaTepChKuX JaHUX, IO Tepeadadae He3aJdekHl 3acO0M CTPUMYBAHHS Ta
NpOTUBATH;

— BCTAHOBJICHHA  TI€PCOHAIBHOI  BIAMOBIAAIBHOCTI  OOJIKOBHX
(paxiBIIiB 3a 3a0€3ME€YEHHS HAJIEKHOTO KOHTPOJIIO JJAHUX;

—  po3poOka MEXaHI3My BUSBJICHHS PO3ODKHOCTEH MK NMEPBUHHUMU
JOKYMEHTaMH, OOJIIKOBUMHU 3allMCaMU Ta 3BITHICTIO, 1 MalOTh OyTH CTBOPEHI
HEOOX1/THI YMOBH JyIsl 3[1HCHEHHS] KOPUTYBAJIbHUX 1M MPU HEOOX1THOCTI;

—  3a0e3MeyYeHHs] HaJeKHOTO KiOep3axucTy OOJNIKOBOI Ta I1HIIUX
iHQOpMaIlIMHUX CHUCTEM MIJANPUEMCTBA, SAKI  BUKOPUCTOBYIOTHCS  JUIS
(dopmyBaHHs 00J11KOBOT 1H(pOPMALIIT;

—  yJIOCKOHaJeHHs iHTepdency 00JIIKOBOrO MPOrpaMHOIro 3a0e3MeueHHs
3 METOI0 peaymizallii (yHKIIA KOHTPOJIO, 10 3a0e3leuye CHHXPOHI3AIlI Ta
B3a€MOY3TOIPKEHHS OOJIIKOBUX JTAHUX Y PI3HUX MIJCUCTEMAX;

— BUKOPHUCTAHHS HaJIWHUX, CTabUTbHUX Ta 0e3meyHnx
KOMYHIKAIIHHUX KaHaJIiB nepeaadi o0aikoBux ganux [19].

B3aeM03B’s130Kk  (pyHAAMEHTANbHUX NPUHIMUIIB KIOEp3axucTy OOJIKOBOI
iH(dopmarlii BimoOpakeHo Ha puc. 1.2,

[Ipunuunu kibep3axucty oOJIKOBOI 1H(OpMaLlii JONOBHIOIOTHCSA 1HIIUMU
npuHIMIAMA (PyHIaMEHTAIbHUX HAyKOBUX Teopiid. Ha 30BHIMIHBOMY pamiyci
KOHIIETITYaJTbHOTO TOEAHAHHS 0a30BUX NPHUHIUIIB KiOEP3axUCTy OOJIKOBOT
iHdopmartii  (koH(IASHIIAHICTG, JOCTYIHICTH, IUIICHICTh) MEepeOyBalOTh
TEOPETUYHI MPUHLUNKU OyXTraaTepPChbKOro OO0JIIKY Ta MPUHUMINA 1HPOPMATHUKHU.
JloTpuMaHHsT ~ yCiX 3a3HAYeHUX [MPUHLUIIB  Kibep3axucTty 3abesneuye

HaJIHHICTh 00J1IKOBOI 1H(hOPMAIIii.
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<

Puc. 1.2. [lpunnunu kibepOe3nexku 0011koBo1 iHGOopMaIltii

JIxepeno: po3pobIeHO aBTOPOM

HaniitHicte — 11e  BiacTuBicTh 1HGoOpMalii OyTH OE3MOMHIKOBOIO,
HE3aJI)KHOI0, HEYNEPEKEHOIO, aJICKBaTHOIO  COI[laJIbHO-€KOHOMIYHUM
peanisiM. HamiliHICTh € CyNepnpUHIUIIOM B KiOEP3axXHUCTI, SKUW 3aCBIIUY€E
BIJICYTHICTh NOMUJIOK, BUKPHUBJICHb, HETOUHOCTEH, CIPUUYNHEHUX CTOPOHHIMH
oco0aMH, a TaKOX TapaHTye€ IOCTYMHICTh Ta KOHQIACHIIMHICTH OOJIIKOBOI
iHdopmanii. Jlume wHamiiiHa i1Hdopmamis Moxe OyTu 0e33acTeperHO
BUKOpHUCTaHA cTeikxonaepamu. [IpuHImn HaaiiftHOCTI (hOpMYy€ETHCS Ha TIEPETHHI
npeIMEeTHUX oOJsiacTeld 1HIMX NpUHUUIIB. OTpUMaHHsS HaJIiHOI OOJIKOBOI
iH(popMmarlii € KIHIIEBOIO METOI0 KOMOIHOBAaHOTO (PYHKITIOHYBaHHS OOJIIKOBOI Ta

0€3IEKOBOI CUCTEM.
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1.3. Knacudikauisi kibeppusukiB B 00J1iKy

OcCKkUIbKM TeHepaTopoM OUIBIIOCTI €KOHOMIYHHMX TMPOIECIB € CHUCTEMa
oO0JIIKy Ha NIAIPUEMCTBI, HacamIiepesn KiOep3axucty mnorpedye o0JiKoBa
iHpopmarriss. YCkIagHEHHS  OOJIKOBUX  TMPOIECIB Ta  YJIOCKOHAJICHHS
KOMIT FOTEPHO-KOMYHIKAI[IMHUX ~ TPOLECIB €  NPUYMHOK  3POCTAHHS
BapIlaTUBHOCTI KiOep3arpo3. IlepiodyeproBuM MnposiBOM 30BHIIIHIX KiGep3arpos
OyJio BUKpaJeHHS O0OiKOBOi iH(opmarlii, sKka MOXXe MICTUTH KOMEPIIHHY
TaeMHUIIO. BHyTpimHI 3arpo3u iHGoOpMamiiHIA Oe3meri MmigmpueEMCTBA
MOB’sI3aH1 31 3JOBMUCHUMH MAHIMYJSAIISIMUA OOJIIKOBOIO 1H(OpPMAIIEID s
OJICp>KaHHSI EKOHOMIYHOT BUTOM 200 MPUXOBYBaHHS MEBHUX 11 UM MOIH.

Po3BUTOK  €JIEKTPOHHUX  KOMYHIKAIl  CIPUSB  PO3MOBCIOIKEHHIO
KOMIT FOTEPHUX BIPYCiB, 30pI€EHTOBAHUX HA 3aBJAHHS LIKOJIA CHUCTEMI OOJIIKY Ta
yOpaBiaiHHIO — TignpueMcTtBoM.  [locTymoBo — 30inmbliryBanacs — KUIBKICTh
ki0ep3arpo3, TMOB’S3aHUX 3 BCTAHOBJEHHSM 3JIOBMHUCHOTO IPOTrPaMHOTO
3a0e3nedyeHHsl JJiS OTPUMAaHHSA HECAHKI[IOHOBAHOTO JOCTYIy J0 OOJIIKOBHUX
nanux. Bce yacrime cucrema o0JiKy crae 00’€KTOM KiOep3arpo3 He JIMIIE SK
KOMYHIKallMHUM ~ KaHal  JIOCTYymy 1O  KPUTHYHOI  1HQPACTPYKTypHU
MIIMPUEMCTBA, ajie ¥ sIKk MeToJIuKa oOpOoOKH 1 mepeayui 00J1IKOBOI 1H(pOpMaITii.
MacoBe BHKOpPUCTaHHSI COLIAJbHUX MEPEX Ta MECEH]KEpIB MPHU3BOAUTH 0
3pOCTaHHsI IMOBIPHOCTI MOTPAIUIAHHS OOJIKOBUX JaHUX 10 CTOPOHHIX OCIO.
BiamoBigHO  aKTHBI3YIOThCS MTpsMi  KiOepaTakd Ha CHCTeMY  OOJIKY
nianpueMcTBa. Jlo1aTKOBOro MOLIMPEHHSI HA0YyJIM MaXpaiChbKl Jii TPETiX ocio,
MOB’s13aH1 3 OTPUMAaHHSIM HEMPABOMIPHOT €KOHOMIYHOI BUTO/IH.

[ numie 13 yAOCKOHAJEHHSIM METOJMK peajizaiii riOpuaHuX KOH(IIKTIB
Kibep3arpo3u HabyBarOTh PUC KOMIUIEKCHOCTI, TEPMAaHEHTHOCTI, MaCIITAOHOCTI
1, SK HACIJOK, BapiaTUBHOCTI. [l mocsarHeHHs ycImixy B Kibeparakax
BUKOPUCTOBYETHCS KOMILJIEKC PI3HHX KiOep3arpo3 3 METOI JOCSTHEHHS
MaKCHMAaJIbHOTO pIBHS IIKOAW CyO0 €KTy ToOCHoJapioBaHHsA. Taki 3arposu
iH(dopMaIiiiHii Oe3neli MposBISIOTHCS Ha MOCTINMHIA OCHOBI, 1110 mependavae
IMIUIEMEHTALIF0  CIeIliaji30BaHOro MiAPOo3Aily abo mratHoro (axiBusg 3
Kibep3axucTy B OpraHizailiiiHy CTpyKTypy HiAnmpueMcTBa. BiamoBigHO BUHUKAE
HEOOXIHICTh Yy  JOCHDKEHI  TOoAuTy  KiOeppu3WKiB 32  PI3HUMH
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KIacu(piKaliiHUMK O3HAKaMu JUIs  peanizaiii e(peKTUBHOrO KiOep3axHcCTy
00J11KOBOI 1H(pOpMaITii.

HaykoBo-nyOminuctuuni  Jokepena  iHGopmalii 3 mpoOsieMaTHKH
KIOep3axuCcTy MANPHEMCTB OMNEPYIOTh 3arajibHONPUUHITON Kilacu]ikarliero
KiOEppHU3HKIB Ha: PO3MOBCIOKEHHSI 3JI0BMUCHOTO IIPOrPAMHOr0 3a0€3MEUEHHS
Ta BIpYyCiB, Be0-aTaku, aTaku BeO-IOJATKiB, (IIIMHT, BiAMOBAa OOJaHAHHS,
crnaM, arakd OOTHETIB, MOPYILIEHHSA AaHUX, 1HCaWJIepchbKa 3arpo3a, (pi3u4Hi
MaHINyJAIli 3 JAaHUMM, BUTIK 1H(OpMAaIi, KpaaiKKH OCOOMCTHUX JIaHHX,
KPUIOTO/DKEKIHT,  PO3MOBCIOIKCHHS mporpaM  BHMAaradiB = TpOIIEH,
kibepmmurynctBo Ta iHmi [119]. IlangemiuHi Ta BIACHKOBI OYIKYBaHHS Ta
MOB’si3aHa 3 HUMHU JUCTaHIladi3allis y BUKOHAHHI MOCAJ0BUX OOOB’SI3KiB
npu3Bena J0 TpaHcopmalii TOplopuTeTiB y peanizauii  kidepsarpos.
Hanpuknan, aociigkeHHs, TPOBEJCHE KOHCAITUHroBOKW (ipmoro Kearney,
MPOJIEMOHCTPYBAJO, IO B OCTaHHI POKH 3pOCTa€ KUIBKICTH KiOep3arpos,
MOB’sI3aHUX 3 JIeJieTyBaHHA 1H(OpMAIIHHO-(QYHKIIIOHAIBHUX TOBHOBAXEHB

TpetiMm ocodam [179] (puc. 1.3).

2500 2125 - 3aranbHa

KifIbKiCTb
KibepnopyLeHb

2000 H 310Mm

W 3no08mucHe M3

1500
BuKkopcutaHHaA
1000 coLianbHUX mepex
Momunkn
500 B ®i3MYHi BTPYyYaHHSA
HeKopeKTHe
0 - } ! ! ! ! ! ! ! BUKOPMCTAHHA

2011 2012 2013 2014 2015 2016 2017 2018 2019 2020

Stuxnet Target UP OPM Democrats Uber Equifax
3noBmucHe N3 MNepexonneHi 06iKoBI OTpumaHo goctyn ATaKa Ha OTpumaHo goctyn | | BukopuctaHa
3apa)keHe yepes BaHi VPN yepes yepes NoriH eNeKTPOHHY [0 AaHUX KNIEHTIB | | Bpa3nusicTb
Siemens SCADA nocTtayanbHUKa KOHTpareHTa BUBOpUY cUCTEMY yepes GitHub 8 Apache
Sony Yahoo YKpaiHCcbKa eHeprocucrema O6nikose N3 M.e.Doc
LWkignuee N3, 3apaxkeni 3a || Migpobka paitnis cookie ans Mepuwa kibepaTtaka Ha Bipyc Tvny Petya napanisysas
ZLONOMOrOt0 CRiBPOBITHUKIB | | AOCTYNY A0 06NIKOBUX AaHUX eHepreTuky YKPaiHCbKI iIHCTUTYLT

Puc. 1.3. Kitacudikaris BeaukoMacmradHux Kidep3arpos (2011-2020) [179]
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KinpkicTe macmTabHuX KiOeparTak, IMOB’sI3aHUX 3 ayTCOpcHHroM 3a 10
pokiB (2011-2020 p.p.), 30umbmmnacs 3 498 ngo 2125 iHuupaeHTtiB. 3HayHa
yacTHHA Kibep3arpo3 Oe3rnocepelHhO MOB’S3aHl 3 ayTCOPCHUHTOM OOJIIKOBUX
NOBHOBaX€Hb. JIOLIJIbHO BUOKPEMHUTH aTakKy HA EHEPTeTUYHUN CEKTOp Y KpaiHu
y 2016 ta 2017 poui uepe3 cucremMu OOJIIKY KOMYHAIbHUX IUIATEXKIB Ta
PO3IMOBCIOIKEHHS Bipycy mm@paropa tumy Petya B Ykpaini y 2017 poui uepes
OHOBJICHHSI OOJIIKOBOT'O MPOTPAMHOI0 3a0€31EYEHHH.

Iliero  opranizaiiel0  BUKOPUCTOBYETHCS  CIPOIIECHA  KJiacHdiKallis
KiIOEppU3HUKIB Ha: 3JI0M, 3JIOBMHUCHE IMpOrpamMHe 3a0e3IeUeHHs, BUKOPUCTaHHS
COIlIAIbHUX MEPEK, TOMIIKH, (13UYHI BTPYUaAHHS, HEKOPEKTHE BUKOPUCTAHHSI.

HaromicTe, odimiiiHa CcTaTUCTHUKA TOCIYTOBYEThCS  KJlacH(IKaIlI€r0
KiOeppu3uKiB 3a (hOpMOIO Ta MeToAamMu peanizamii. Takuil moain kidep3arpos €
MaJiIolHpOpMaTUBHUM JIJIs 111N opraHizali kibep3axucty nianpuemcts. e y
2012 pomi Schmitt Michael knacudikyBaB KiOEpKOHQIIIKTH SK YacCTHHY
MDKHApPOJHMX BOEHHHUX I 3 BHOKPEMJICHHSIM pI3HHUX KiOep3arpos
¢ynkuionyBansio mianpuemMcts [158]. Steingartner William ta Galinec Darko
MPOAOBKUIN JOCIIIKEHHS 1 3MIMCHIIIM PO3MOAUT K10ep3arpo3 Jijisi BUSBJICHHS
1H(OpMaLIMHUX PU3HKIB y peali3alii riOpuaHOro BIUIMBY OJHUX KpaiH Ha iHIII
[173].

Mustafa Nasir oOTpyHTyBaB aKTHBI3AIlil0 BapiaTUBHUX KiOep3arpo3 B
yMOBax IMMaHAEMIYHUX OYIKyBaHb B eKOHoOMiIi. HaykoBerp MOSICHIOE 3MiHY
npiopuTeTiB KibepOe3neku MiANPUEMCTB Ta 3POCTaHHS IMOBIPHOCTI TPOSIBY
pi3HUX KiOeppu3uKiB mpu mnpojaosxkeHHi nangemii COVID-19 1 BiiicbkkoBHUX
kpuzoBux nojaii [133]. Asieieva Yu y3aranbHIO€ KIOEppU3UKH Yy KOHTEKCTI
BUpOOJICHHSI [HTEepHET-3a]eKXHOCTI Yy PI3HUX TPyl KOPUCTyBadiB iH(oOpmarlii.
AKIIEHT 3MIIMEHUH [0 1HAWBIAyaJdbHUX KiOep3arpo3, IO 3arpoXKyOTh
€KOHOMIYHUM Ta TICUXOJIOTTYHUM acreKTam (GyHKIIIOHYBaHHS
nomorocnionapct [54, c.28]. Sheehan Barry Tta iHmi po3pobwim momens
OLIIHKM BpAa3IMBOCTEH KiOepOe3neku MIANPUEMCTB Ha OCHOBI Kiacuikallii
Ki0ep3arpo3 3 BU3HAUYECHHSIM IMOBIPHOCTI iXHBOI aKTHBI3AIll JUIsl MEIUYHUX
yctaHoB €Bpornu [162]. Prakash Febin, Baskar Kala ta Sadawarti Harsh
MO3UIIIOHYIOTh ~ BaplaTWBHI  KiOep3arpo3w 4Yepe3 BHU3HAYEHHS TOHITTS

kibep3nounHHIcTh. Kracudikamis kiOeppus3wkiB B yMoOBax ineHTH]IKAMil
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KiOEp3JI0UMHIB Jjaia 3MOTy HAyKOBLSM 3alpONOHYBATHU HUISIXM 3a0e3MeueHHs
Kibep3axucty mianpuemcTtB [146]. Haque M. Ta iHmi cucremMaTu3yBalid yci
KIOEppU3UKH, 10 TPOSBISIOTECS B yMOBAaX BHUKOPHUCTAHHS TEXHOJIOTI]
[aTepuery peueir. HaykoBui cdopmyBaau BHUCHOBOK, IO MPU €(PEKTUBHUX
METOAMKax 1H(QOPMaLIMHOrO 3aXUCTy BUKOPUCTAHHS TEXHOJOrIi [HTepHeTry
pedeli MOXKIMBO YHUKHYTH Oumbinocti kibep3arpo3 [91]. AmamoriyHo #
bapanenko P.B. poskpuBae knacugikamiiiHi ocoOJMBOCTI KiOep3arpo3 uepes
PO3MEXKYBaHHSI TIOHATH «KibepaTaka» 1 «kioepTepopuzm» [58].

[Ile menme BpaxoBaHO NpH Kiaacudikarii kidep3arpo3 MNPOIYKYHOUY
MPUPOY OyXTadTepChbKOTO OOIIKY, III0 € OCHOBHUM T'€HEPATOPOM €KOHOMIYHOT
iH(dopMalii Ha MIKpo-piBHI. B HayKOBOMY MpOCTOpI NMPUCYTHI MOOJUHOKI Ipalli
II0JI0 BHOKPEMIJICHHSI BaplaTUBHUX KiOep3arpo3 y KOHTEKCTI KiOep3axucry
001ikoBOi 1H(opmartii. 3okpema, I[llmakom B.A. po3poOiieHo 6a30Bi CKJIaa0BI
KOMILUIEKCHOTO  3a0e3reueHHs KiOepOe3Nneku MiANpUEMCTBA Y  YaCTHHI
NPaBOBUX, TEXHIYHHMX, MPOrPaMHUX Ta opradizamiiHux 3axomiB [41, c.185].
BpaxoBytouu, 10 MmepBUHHUM €TarnoM iH(OpPMAaIIiMHOTO MPOoIEecy B OOJIKY €
301p 00J11KOBOI 1H(OpPMAIIii, aKTUBHUX KiOep3arpo3 3a3Hae cucTteMa 00JIIKOBOTO
JOKYMEHTYBaHHS Ta JIOKyMEHTOOOIry mianpuemMcTBa. J[OKyMEHTYBaHHS B
OyXraJITepCbKOMY OOJIIKY € OCHOBOIO (DIKCYyBaHHSI (PIHAHCOBO-TOCIOAAPCHKUX
oAl Ta sBUIN y HOCIAX 1H(MOpMaIli — JokymMeHTaxX. Pyx HOKyMeHTIB Mixk
BIIMPABHUKOM Ta aJpecaToM OOyMOBIIOETHCS MEBHOIO TMOCIITOBHICTIO, SKa
IMEHY€ThCA ~ JTIOKyMeHTooOirom. Ha ycix eramax JOKyMEHTYyBaHHSA 1
JTIOKYMEHTOOOITY B 00JIIKY TTPOSIBIISIFOTHCS crieludiuHi Kibep3arpos3u, Kl MOXKHa
00’eHATH y TPYIIN:

— BTparTa JIOKyMEHTY a00 MOro ckiaJoBUX (A0JATKIB, HOSICHEHb, OKPEMUX
JUCTIB YW TPUMIPHUKIB) YHACHIIOK BHKpaJACHHS 4 JOOPOBLIBHOI mepenadi
37I0BMUCHUKAM;

— 3aMiHa JIOKYMEHTIB Ha CXOXI (QHaAJOTiyHl) TPUMIPHUKHA 3
BUKPHUBJIICHUMHU JaHUMHU 3 MeTOw (anbcudikaiii 4u 3aBIaHHS €KOHOMIYHOI
IIKOJIH;

— MOPYIICHHS LUIICHOCTI IOKYMEHTA, 1110 0OMeXye Horo iHdopmailiiine

CIIPUMHATTS;

33



— TOMUJIKH TIPH poOOTI 3 TOKYMEHTaMH TI1J] Yac IXHhOTO (popMyBaHHS Ta
nepeaayi;

— 3HMIINCHHS JOKYMEHTIB JIJIs 3aBAaHHA 1H(QOpMaIliiHOi Ta eKOHOMIYHOT
IIKOIW MiANpUueMcTByY [41, c.185].

Ane HayKoBUEM OUIBIIICTh KIOEPPU3UKIB 3BOASATHCA A0 MOPYLIECHHS
npoueayp  JOKYMEHTYBaHHA W JOKYMEHTOOOIry  0e3  BpaXyBaHHS
OaraToacnekTHOCTI  3arpo3  iHdoOpMaliiiHIA Ta EeKOHOMIYHIM  Oe3merrl
1ITPUEMCTB.

Ha mportuBary gocmipkeHHSM KiOep3arpos, akTyaldbHUX IS OOJIKOBUX
nokymeHTiB, Lee GyungMin Ta 1HII pO3BUHYJH 1/I€10 TOCTYIIOBOI aKTHBI3aIlil
oe3(daitioBux Ta, BIANOBIAHO, Oe310KyMeHTHHMX KiOeppusukis [113]. I3
3pOoCTaHHsAM LU(pOBI3allli eKOHOMIKH 3MEHIIYEThCA NMOTpeda y mamepoBUX Ta
eJeKTpOHHUX JoKyMeHTax. CydacHi kiOepaTaku Bce OUIbLIE 3arpoKyOTh
CJICKTPOHHUM 0a3aM 00JIIKOBUX JTaHUX.

Bitep C.A., Cpimmmuma [I. cucremarusyBanum ©0a30BI NPUHIMIH
(maTpuMKa ~ MPOTPaMHOTO  3a0€3MEYEeHHS, OXOpOHa  KOH(QIISHIHOT
iHpopmarlii, mepcoHajdbHa BIAMOBIAAIBHICTh, CEKPETHICTh, KOMIUJIEKTHICTb,
KOHTPOJb  JOCTymy) 4epe3 kiacudikaimio Kidep3arpo3 Ta  3axolu
(opranizailiifii, TEXHIYH1 W KaJpoBi) 31 3a0e3neyeHHs KidepOe3neku 00J1KOBO1
indopmarii [/, c. S501]. Anme BHOKpeMJIEHHI TMOCTyJlaTh KiOep3axucCTy
CTOCYIOThCSl yCIX 1H(OPMAIIMHUX MPOIECIB 1 JIHIIE YaCTKOBO BPaXOBYIOTH
00J1iKOBY crierudiKy eKOHOMIYHUX IpoleciB. AHamoriyno i Poxemox B.M.
KJacudikye Kibep3arpo3u Ha BHYTPIIIHI Ta 30BHIIIHI 3 BUOKPEMJIEHHSM P13HUX
MIJIBUIB, aKTyaJdbHUX JUIsi Oyxraiatepchbkoro o0iiky [35]. AJie mpoBeneHe
TOCHIDKCHHSI HEJOCTaTHbO BpaxoBye 0araToOaclneKkTHICTh 3a0e3nedyeHHs
kibep3axucty Oyxrantepcbkoro o0miky. Ilicias y3araapHEHHS HAyKOBUX
MPOMO3UINM  TIOHAJ JBAJAISITH HAYKOBIIIB IMOAO0 BH3HAYCHHS AchiHIIT
«k10eppm3ukm» Strupczewski Grzegorz 3poOWB BUCHOBOK MPO BiACYTHICTH
HaIlpalfoBaHb 1070 BceOIUHOT Kiacudikallii 3arpo3, CpsSIMOBaHUX HA CUCTEMY
00Ky mianpuemcTs [175].

HomineHo mnorogutucs 3 Jlewsroto C.M. Tta Bepurorwo HO.A., mio
KiOep3arpo3u y OyXraaTepcbKomy OOJIIKY MEPIIOYEPIOBO CIIIJT PO3IUIATH Ha ABI

KaTeropii: HaBMHUCHI (MIaxpalCTBO Ta caboTaxk) ¥ BUMAAKOBI (MOMWJIKK Ta
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katactpodu) [13]. HaBmucHi kiOep3arpo3u TPAKTYIOThCS K IIJIECIIPSIMOBAHA
TISJIBHICTh IIOAO 3aBJIaHHS €KOHOMIYHOI Ta 1H(OpMAIIHHOI MKOAU CYO’ €KTY
rocnoaproBadHs. HaBMuCHI 1 3aBXIH € CIDIAHOBAaHUMHU, IMJATOTOBJICHUMHU 1
30pIEHTOBAaHMMM Ha JOCSATHEHHS 4iTKOoi MeTth. HarowmicTe, BHUIIaJIKOBI
KiOep3arpo3u € HacllJKOM HEHaBMHCHUX IOMUJIOK OOJIKOBHX (haxiBIIiB,
HedeedeKTUBHOT CUCTEMU OOJIKY Ha MIAMPUEMCTBI, HEIOCKOHAIOTO 3aXHUCTY
iH(dopmarlii, HeBaanoi OOJIKOBOI MOJITUKM HIANPUEMCTBA YU HPOTrPaMHO-
TEXHIYHHX KaTacTpod Toio. Taki 3arpo3u He 3ajie’KaTh BiJl 1A 3JJOBMUCHHUKIB 1
YHACII0OK BUMAJAKOBOCTI MPU3BOJATH A0 HEMPOTHO30BAHOT BTPATH (3HUIIICHHS)
o0mikoBoi 1H(opMarllii a0 CTBOPEHHS CHIPUATIUBUX YMOB JJIA MPOSABY 1HIIUX
Kibep3arpos.

HaBmucHi kibep3arpo3u NoAUISIOTECS Ha aKTUBHI U MAacCUBHI. AKTUBHUMHU
3arpo3aMy € 3aBAaHHS IIKOAW TMIANPUEMCTBY YW OTPHMaHHS EKOHOMIYHOI
BUTOJM YHACHIOK MaHIMYJIOBaHHA OOJIKOBOIO 1H(oOpMAaIli€r0. AKTHBHI
3arpo3u 1HQOpMaIiHINA Oe3neni MNIAIPUEMCTBA MPOSIBISIOTECS Yy  dopmi
Kibeparak Ta BIPYCHHUX IHTEpBEHI[H, I1HQOpMalIHOMY IIaxpaicTBy,
1HCalIepchKkOMy  caboOTaxky Ta HECAHKI[IOHOBaHIM mepenadl  OOJIIKOBO1
iH(dopmarnii. HaroMicTh macuBHI Kibep3arpo3u MoB’A3aHl 3 HECAHKIIIOHOBAHUM
OTpUMaHHSM 00JiKOoBO1 1H(opMarlii. BoHu 3a3Buyail JIaTE€HTHI, OCKUIbKHU
30pi€HTOBAHI Ha ajamnTalil0 Ta I1HTerpamiro B 1HGOpMAIliiiHE cepeaoBHUIla
MIAPUEMCTBA HAa TPUBAJIUH Yac.

AKTHBHI Ta TacWBHI KiOep3arpo3u y OyXraaTepchKOMy OOJIKYy HE CIiJ
0e3Mocepe/IHhO  acoIlifOBAaTU 3 BHYTPIIIHIM Ta 30BHINIHIM CEPEAOBUIIEM
MIANPUEMCTBA. 3alie’)KHO BiJ] MPOCTOPOBOTO TMPOsIBY Kibep3arpo3 1100
iHQopMalIiHOI CUCTEMH MIANPUEMCTBA JOIIBHO BHOKPEMIIIOBATH  IXHI
BHYTPIIIHI, BHYTPIIIHHOCUCTEMHI Ta 30BHIIIHI BUIU. 3arpo3u BiAPIZHSAIOTHCS
MOXO/KEHHSIM Ta Cy0’ €KTHICTIO KIOEppH3HKIB. SKIO MPUYUHOI MOPYIICHHS
KiOepOe3nekr € TMpaliBHUKA YM BIACHUKHA (3aCHOBHUKH) TMiAIMPHEMCTBA, TO
kiOeppu3uku € BHyTpimHiMU. KiOep3arpo3u, iHimiiloBaHi oco0amu, sIKi He
BITHOCSITHCSI IO TEPCOHATY MiANPUEMCTBA, ajie 3AIHCHIOIOTH JBOCTOPOHHIM
iHpopMalIiHUi OOMIH 3 CHCTEMOIO OOJIKY, € BHTYPIIIHbOCUCTEMHHUMH.
Takumu kopucTyBagyaMu 00JI1KOBOI 1H(OpMAIIlli € KOHTPAreHTH, KOHTPOJIOI0UI

THCTUTYIIi, ayJUTOPChKI Ta KOHCAITHUHTOBI (pipMu, OaHKIBCBKI W KpEeAWTHI

35



yctanoBH Toio. Kibep3arposu, 1o HaaxoaTh 13 30BHIIIHHOTO CEPEAOBUIIA BiJT
iHpopmariiino Ta (IHAHCOBO HEMOB’S3aHUX 3 MIANPUEMCTBOM  0OCIO,
IMEHYIOTHCSI 30BHIIIHIMU.

AHQJIOTIYHUM € TIPUHIMN Kiacudikarmii Ki0eppu3HuKiB 00JIKOBOI CHCTEMHU
3a KPUTEPIEM TEPUTOPIATBHOCTI. 3a MICIEM pO3TalllyBaHHS I1HIIIATOPIB
KiOep3arpo3 3a BIJHOLICHHSIM JI0 CyO’€KTa rOCIHOJApIOBaHHS, SKE 3a3HA4alio
Kibeparaku, KIOEppPU3UKHU MOAUISIIOTECA Ha: BHYTpilIHI (0cOo0M nepedyBaroTh Ha
Teputopii cy0’e€KTa TOCHOAApIOBaHHS); pPETiOHAIBHI (Y MeXaxX HaCeJICHOTo
NyHKTY, perioHy, o0jacTi); HalloHaiabHI (y KpaiHi, 00’€IHaHHSA KpaiH);
MDKHapOIH1 (3aKOPJAOHOM).

[IpoTe kibGep3arpo3u oO0diKOBIM 1HGOpPMALD HE 3aBXKIW IOB’sI3aHl 13
HOISTBHICTIO TEBHUX BHYTPIIIHIX YM 30BHIMHIX 0ci0. JlocuTh wyacto
KiOEppU3MKM BHUHHKAIOTh 3 I1HIIMX JPKEpENl YHACHioK Oe3aisuibHOCTI abo
MOMUJIOK (BIAMOBH) MPOTPAMHOT0 M TEXHIUYHOTO 3a0e3nedeHHs. BianosigHo 3a
JDKepellaMd  BUHUKHEHHSI 3arpo3W  OOJIIKOBIA  CHUCTEMI MOXYTh OyTH
pPEe3yJbTaTOM: [ISUTBHOCTI JIIOACH, Oe3MIIbHOCTI  CHCTEM M TEXHOJOTIMH,
NOMWIOK B 1H(popmaniiHux mnpouecax. HeedeKTUBHICTh (PyHKLIOHYBAaHHS
MIPOrpaMHO-TEXHIYHOTO 3a0€3MeUeHHs Ha MIANPUEMCTBI MOXE MPU3BOJUTH IO
BUIMAJKOBOTO  BUTOKY  KOH(iAeHIiNHOT  iHdopmauli, NpU3YyNUHECHHS
rOCTOJAPChKOI MISNIBHOCTI Ta (OPMYBaHHA «CIA0KMX MICIB» Y CHCTEMI
kibepzaxucry. Ilporammaamu y «kiOepOesmemi iHpOpPMAIIHOT CcHUCTEMH
MIAMPUEMCTBA SK 1 TIOMWJIKAMH B aJTOPUTMI OTPAIIOBaHHS OOJIKOBOT
iH(pOpMAaIIii MOXYTh CKOPUCTATHCS 3JIOBMUCHHUKH JIJISi BYUNHEHHS TIPOTUTIPABHUX
TH.

JlonoBHIOE ~ HaBeneHy — KiacudIKalilo  MOAUT  KIOEppU3HMKIB 32
MOXO/UKEHHSM. 3a KiIacu(ikamiiiHUM KpUTEpIEM TeHEe3ucCy Kibep3arposu
oAtttk [8, ¢. 102] Ha:

— MOB’s3aHI 3 BTPATOI0 (TOIIKOH)KEHHSM, BUTOKOM, MPUXOBYBAHHSIM,
3HMILIEHHSIM) OOJIIKOBOI 1HPOpMaIIii;
— noB’si3aHl 3 (GopMyBaHHAM 1H(GOPMALIHHOTO pecypcy (BUKOPHUCTAHHS

HEJ0CTOBIPHOI, HEMOBHOT1, MIAMIHEHO1, BUKPUBJIEHOI 00J11KOBO1 iH(OopMaIlii);
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— moB’s3aHl 3 1HGOpPMALIMHUM  BIUIMBOM  (TIOIIMPEHHS  XUOHOI,
HeraTuBHOI 00J11KOBOI 1HGOpMali 3 MeTor 1H(GOPMAIlIMHOTO BIUIMBY Ha
BJIACHMKIB, IIPAI[IBHUKIB, KOHTPATreHTIB 1 T.J. MMIPUEMCTBA).

InenTudikamis pKepen MOXOKEHHS KiOep3arpo3 CHpusie  po3poOir
cueHapiiB iXHbOro po3BUTKY. Ha oOCHOBI c(OpMOBaHOI CLEHAapHOI CXEMH
MOIIMPEHHS KiOep3arpo3 BIAMOBIIHO /O I1HAUMBIAYAJIbHUX XapaKTEPUCTHUK
(yHKILI1IOHYBaHHS MiANPUEMCTB MOKIMBO PO3POOUTH 3aXOAH 3 NPEBEHTUBHOIO
iXHBOTO K1OEep3axuCTy.

[IpoTe 3HayHO OUIBIINKM BIUIMB Ha KiOepOe3meKy MiAMPUEMCTB 31HCHIOE
Kiacudikaiis Ki0eppHu3uKiB 3aJIe’KHO BiJ] 00’ €KTHOCTI (3arpo3u iHdopmMarlii 4u
iHopmarriiiniil cuctemi nianpueMmcTsa). Lo iHGopMmariiinux kidbep3arpos €
JaHl OyXTrajJTepChKOro OOJIIKY 3 METOK MAHIMYJISTHUBHOTO OTPUMAHHS JI0 HHUX
noctyny. IHdopmariiina iHdpacTpykTypa 3aJMINAETHCA 1032  yBaroro
3MOBMUCHHKIB. Hatomicth 3arposu iHdopMmaliiiiHiii cuctemi MNiANPUEMCTBA
OpIEHTOBaHI Ha OTPUMaHHs BUTOAM a0O0 3aBJaHHSA IIKOAW CyO €KTaM
rocrnojaproBadds. A oOJikoBa 1HQOpMaIlisi BUKOPUCTOBYETHCS JIMIIIE 5K 3aciO
OTPUMAHHS IOCTYNy J10 1H(QOPMALIHHOTO CepeAOBUIIA MMiANPUEMCTBA.

OOG’exTHA MHOXXHMHA TIOAUISETHCS HA MOPEAMETHI MIAMHOXUHH Y
kiacudikaiii KiOeppU3WKIB, TIOB’S3aHUX 3. TMPOTPAMHUM, TEXHIYHUM,
KaJpOBMM, HOPMAaTHUBHO-TIPABOBUM I  OpraHi3aliiHUM 3a0e3TMeUYCHHSIM.
Koxxamit Buj 3arpo3 TMOB'S3aHWM 3 BIACYTHICTIO a00 HEIOCTaTHBHOIO
e(eKTUBHICTIO TIEBHUX CKJIaJ0BUX KiOepOesneku. Hampuknax, 3arposu
MPOTPAMHOTO 3a0€3MEeUYEeHHsI € Pe3yJabTaTOM TOMMWJIOK IMpU I1HCTAJAIIl Ta
eKCIUTyaTallli KOMIT FOTepHUX IporpaMm Jyisl IiJied aBTOMAaTH30BaHOI 0OpOOKH
00J1ik0BOi 1H(oOpMarllii. 3arpo3u TEXHIYHOTO 3a0e3MEeYeHHs TIOB’si3aHl 31
3acTapulicTio  abo Hee(EeKTHBHUM BUKOPUCTAHHSM amapaTHUX 3acoOiB
aBroMatm3arii oOmiky. KanpoBi 3arpo3m 00yMOBIE€HI HEIOCTATHHOIO
KBaTi(hiKOBAHICTIO OOJIKOBOTO TIEPCOHATY, @ TAKOXX HEMOXXJIMBICTIO HAaBUYAHHS
(mepeHaBYaHHs) Ta BIJACYTHICTIO MOTHBAIl A0 BHUKOPUCTaHHS CyYacHHX
KOMIT FOTEPHO-KOMYHIKAI[IHHUX TEXHOJIOT1H. 3arpo3n HOPMAaTHBHO-TIPABOBOTO
3a0€3MEeUCeHHS MPOSBIISIOTHCS YHACHTIIOK BIJCYTHOCTI MOKJIMBOCTEH amamTartii
aBTOMATHU30BaHOTO OOJIIKY /10 BUMOT BHYTPIIIHIX Ta 30BHINIHIX PETJIAMEHTIB.

OpranizamiifHi  3arpo3d TOB’si3aHl 3  HeJoJMiKaMud Yy  (yHKIIIOHYBaHHI
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OpraHi3aiiiiHOl CTPYKTYpH IIJANPUEMCTBA — OOJIKOBOTO IMiJPO3JLTY, IO
IPU3BOAUTL JI0 BHUIAIKOBUX IIOMUJIOK Ta Bpa3IuBOCTEeW i1H(opMaIiiiiHoi
CHUCTEMHU TIPUEMCTRA.

BignoBimno 10 mnpeameTHoi kimacudikaiii  kibep3arpo3  JAOMUIBHO
pO3pOo0IATH 3aXOIM IIOAO IXHBOTO TMOINEpPEKEHHs Ta ycyHeHHs. OTxe,
HEOOXITHUM € BHUKOPUCTaHHS  IPOrPaMHMX, TEXHIYHUX, KaJpPOBHUX,
HOPMaTUBHO-TIPABOBUX Ta OPTraHi3alliHUX 3aX0/(1B KIOEp3aXUCTy.

3 KIIBKICTIO O00’€KTIB Ta MACIITa0HICTIO TpeIMeTy Kibep3arpos
NOB'SI3aHUN pIBEHb 3aBAaHUX 30UTKIB. 3a MacIITa0HICTIO KiGep3arpo3u
JOIIBHO KJacu(iKyBaTH Ha: 3arajbHi, IO 3arpoKyIOTh (PYHKI[IOHYBaHHIO
cy0’eKTa rocnoJaproBaHHsl 3arajoM; JOKaldbHI — HampsMKaM 4u cdepam
JiTbHOCTI (OCHOBHIN omepaliiiHii, aaMiHICTpaTUBHIM, 30yTOBIH, (hiHAHCOBI,
IHBECTULIIMHIA TOIIO) MIANPUEMCTBA; 00’€KTHI — OKpEeMUM OOJIIKOBUM
00’exTaM (HEOOOPOTHUM aKTHBaM, TPOIIOBUM KOIITaM, 0X0JiaM TOIIIO) .

OpnouacHo KiGep3arpo3u HEOOXiMHO Kiacu(iKyBaTH 3a KpPUTEPIEM
ACIIeKTHOCTI. 3a acIeKToM KibepOe3mekn OOJIIKOBOI CHCTEMHU KiOep3arpo3u
JOIIJILHO MOJIUIATH Ha: 3arpo3u KOH(1AeHIiHOCTI (0011KoBa 1HGOpMaIllisl CTae
JOCTYIHOIO 0co0aM ©0e3 BIANOBIAHMX MOBHOBAaXXEHb JOCTYIY); 3arpo3u
nuticHocTi  (oOmikoBa  1HQoOpMaIliss  CIOTBOPIOETHCS, 3HUILYEThCS — abo
MIIMIHIOETBCS); 3arpo3u JAOCTYMHOCTI (0OMeXyeThcsi a00 OJIOKY€EThCS TOCTYM
10 001iK0BO1 1H(DOpMaIrii).

Yepe3 acmekTHICTh KiOep3arpo3 peami3yloTbCsl PHU3UKH BapiaTUBHOI
dopmu. 3a Qopmoro peanizaili KiOEppU3UKIB JIOLUIBHO BHUOKPEMIIIOBATH:
Kibeparaky, KiO€pIHUUIEHT, KIOepIIMUIyHCTBO, KiOepTepopus3M, KiOepBiliHY,
Kl BIJIPI3HSIOTHCS 332 MOTHUBAI€I0 KIOEPBTPYYaHHS Ta METOJIUKOI HOTO
peanizamii. KibepaTaka BU3HaYeHa HaIllOHAJTLHUM 3aKOHOJABCTBOM Y KpaiHU SIK
«cupsiMoBaHa (HaBMHCHA) [isi B KIOEpHpOCTOpi, fKa 3IIMCHIOIOTHCS 3a
JIOTIOMOTOF0 3aC001B €JIEKTPOHHUX KOMYHIKAIIKA (BKJIIOYar09u 1HGOpMAIIHHO-
KOMYHIKAI[IiHI TEXHOJIOT1l, MpPOrpaMHi, MpPOrpaMHO-anapaTHi 3acoOu, 1HII
TEXHIYHI Ta TEXHOJIOT1YHI 3aC00H 1 00JIaJHAHHSI) Ta CIIPSIMOBaH1 Ha TOCSITHEHHS
onHi€el abo0 CYKymHOCTI TakKuX I[UJIel: MOpyleHHS KOH()I1AeHIIHHOCTI,
IUJTICHOCTI, JIOCTYITHOCTI €JIEKTPOHHUX 1H(OpPMAIMHUX pecypciB, IO

00poOIIsArOTECS  (TIepeIaroThes, 30epiraloThCcsi) B KOMYHIKAIIWHUX —Ta/abo
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TEXHOJIOTTYHUX CUCTEMaxX, OTPUMAHHS HECAHKI[IOHOBAHOTO JOCTYMY JO TaKUX
pecypciB; TMOPYIICHHs OE3MEeKH, CTajIoro, HaJIMHOTO Ta IITATHOTO PEKUMY
(GyHKIIOHYBaHHS ~ KOMYHIKAIlIMHUX  Ta/ab0  TEXHOJOTIYHUX  CHCTEM;
BUKOPHUCTAHHS KOMYHIKAIIHHOT CUCTEMHU, i1 pecypciB Ta 3ac001B €JIEKTPOHHUX
KOMYHIKaIlii JiIsS 3[iHCHEHHs KiOepaTak Ha iHIII 00'€ekTH KiOep3axucty» [16].
Big kibepataku NPUHIMIIOBO BIAPI3HSAIOTHCA: KIOEPIHIIUAEHT (OJHOpPA30Ba
nojlis ab0 CYKYNHICTh BUIAJIKOBUX HECHPHUATIUBUX MO HEHABMHUCHOIO
XapakTepy MO0 MKOAX O0JIIKOBIM CHCTEMI MIANPUEMCTBA); KIOSPIITTUTYHCTBO
(HeCaHKIIIOHOBaHE TMEpMAaHEHTHE Oararopa3oBa MPUXOBAaHE OTPUMAaHHS
oOmikoBoi iH(opmMallii); KiOepTepopusM (TEPOPUCTUYHA JISUIBHICTD IS
3JIOBMUCHOI'O MAaHIMyJOBaHHS OOJIIKOBOIO 1H(OpPMAIII€I0 Ta 3aBJaHHS IIKOJU
MIIMPUEMCTBY);  KiOepBiliHa  (mecraOutizaiist  1HGOpMaLIiHOT  CUCTEM
MIJIMPUEMCTBA T4 BUKOPHUCTAHHS OOJIKOBOiI CHCTEMM J/JIi CTBOPEHHS Xaocy B
TOCTIOTAPCHKIN MISIBHOCTI MIAMPUEMCTB Ta JIFOJICH).

@opmu  kibep3arpo3 y OyXraaTepcbkoMy OOJIKY BIAPI3HAIOTHCA 32
JATEHTHICTIO Ta MPOJIOHTOBAHICTIO 1H(QOPMAIIIHOTO BTPYyYaHHS, MO TaKOXK
MOXYTh OyTH KiIacu(pIKallliHUMHU KpUTEpIAMHU. 30Kpema KidepaTaku Ta
KIOEpIHIIMICHTH € MOMITHUMHU ¥ KOPOTKOTEPMIHOBHMH; KIOEpPIUIIUTYHCTBO —
MIPUXOBAHUMU ¥ JOBrOTEPMIHOBUMHU (200 MEPMaHEHTHUMH); KIOEPTEpOPU3M Ta
KiOepBiiiHa — arpECUBHUMHU W TOBTOTEPMIHOBUMH.

BiamoBigHO yci Ki0eppHU3UKH MOXKIIUBO KiIacu(iKyBaTH Ha KPUMIHAIBHI Ta
HekpumiHanbHi [8, c. 105]. Kmacudikamiiium KputepieM € TpaKTyBaHHS
Kibep3arpo3 13 mo3ulli KpUMIiHAIBHOI BIANOBIIAIBHOCTI 3a IXHIO peaii3alliio.
Pusuku 00JIKOBOI CHCTEMHM, IO TIOB’Si3aHI 3 MPOTUIIPABHOKO iSUIbHICTIO
(xakepchki artaky, (Pi3UMYHI aTak, MAHTAX ¥ MIaXpaiiCTBO) € KPUMIHAIIBHUMU.
VYeci pemta kibep3arpo3u y GopMi aHTPOIOTEHHUX Y TEXHIYHUX MOMHIOK Ta
dbopc-MaxOpHUX 00CTaBHUH IMEHYIOTHCS HEKPUMIHAIBHUMU.

BpaxyBaHHS  KpUMIHAIBbHOCTI TpPW  JOCHIKEHI  KiOep3arpo3 y
OyXraJiTepcbkoMy OOJIIKy Ja€ 3MOTY BHUSIBUTH HACliIKM BTPYYaHHS Y
Ki06epOe3mneKy MiANPUEMCTB. 3a KIHIIEBUM PE3YJIbTaTOM Kibep3arpo3u JOIIIBHO
NOJAUIATH Ha Takl, 110: BIUIMBAIOTh Ha 1H(GOpMAaIilHI MPOLIECH, BUKIMKAIOThH
TpyAHOITl y (YHKIIOHYBaHHI OOJIKOBOi CHCTEMH, PYWHYIOTh CHCTEMY

YOpaBIiHHSA MIANPUEMCTBOM. HacnmigkoM — HEKpUMiHAIBHUX Kibep3arpo3
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NepeBaXXKHO € BUKPAJICHHS a00 BUKPUBJIEHHs 00J11K0BO1 1H(popmariii. HatomicTh
KpUMiHAJIbHI  KIOEppU3UKH 30pIEHTOBaHI Ha  OJOKyBaHHS OKpEMHX
iHpopmariiaux cucteM abo 3aBIaHHSA IKOAW (YHKIIOHYBAaHHIO CYO’€KTIB
rocroJaproBaHHs. BiAmoBiIHO, pPU3WKW, 10 BUKJIMKAIOTH TPYIHOII Y
(GYHKI[IOHYBaHHI OOJIKOBOI CHCTEMU Ta OJIOKYIOTh CUCTEMY YMPABIIHHS, €
PYWHIBHUMM JIJIs1 IITPUEMCTBA.

Taki xkiOep3arpo3u NOTPEOYIOTh 3BaXKEHOrO0 MIAXOMYy A0 OpraHizaili
Ki0ep3axuCTy y YaCTUHI YHHUKHEHHS PYWHIBHUX pU3HUKIB. [Ipu nmpeBeHTUBHOMY
nmomnepe/HKEHHI K10ep3arpo3 BaXKIMBUM € BU3HAYEHHS IMOBIPHOCTI HacTaHHS
Kibep3arpo3. 3a IMOBIpHICTIO Kibep3arpo3u JOIUIBHO TMOAUISTH  Ha:
MaJoiMOBIpHI, KWMOBIpPHI Ta HEMHHy4Yl. BiamoBigHo, yci KiGep3arpo3u y
OyxrajaTepcbkoMy OOJIIKy Tpu 3a0e3nedeHHI e(PEeKTUBHOIO KiOep3axucry
MIJMPUEMCTB  PEKOMEHJOBAHO  JOCHII)KYBAaTH  OJHOYACHO 3  OI[IHKOIO
WMOBIpHOCTI iX TmposiBy. 3a HEOOXITHOCTI, IMOBIpHICHa Kiacudikaris
Kibep3arpo3 mMoxke OyTH JOMOBHEHA 3a PaxyHOK MOAUTY Ha OUIbIIY KUIBKICTh
BUJIIB PU3HKIB 3aJICKHO BiJ [1alMa30HIB BHU3HAYEHHS WMOBIPHOCTI HACTAHHS:
BiZICYTHSI HMOBIpHiCTh (KoedirienT HacTanHs — 0), mana imosipHicTs (0,1-0,3),
cepenust moBipHicTh (0,4-0,5), Bucoka imoBipHicTh (0,6-0,8), rapanToBane
Hactanus (0,9-0,99), nemunyde Hactanus (1).

VY3aranpHena kiacudikamis kiGep3arpo3 y OyXxraaTepchbKoMy OOJIKY Y
pO3pi3i BaplaTMBHUX KiacuQiKallIMHUX O3HAK HaBeieHa y Tabm. 1.2 3anexHo
Bil BUAYy KiOep3arpo3, HaBeJACHHX Yy TaONUIll Ta aKTyaJlbHUX ISl TIEBHOTO
cy0’ekTa rocnoJaproBaHHs, 3MIHIOIOTbCS 3aXO0JIM 13 OpraHi3auii Kibep3axucTy

00J11KOBO1 1H(pOpMaIIii.

Taomumg 1.2
VY3aranpHeHa knacudikamis Kioeppu3ukiB 0011koBo1 iHGOpMarii
Ne . e .. .
3/ Kuacugikaniiinuii kpurepii Bup kidep3arpos
. - BUIIQJIKOBI
1. BunankoBicTs AIKOB,
- HaBMHCHI.
. . - aKTUBHI,
2. [{inecnpsiMOBaHICTh )
- MACUBHI.
e . . | - BHYTPpIIIIHI,
Indopmariitnuii Ta GpinancoBuit yTp! .
3. . - BHYTPIIIHBOCUCTEMHI,
iHTEpEC s
- 30BHIIIIHI.
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poIOBXKeHHs Tabuii 1.2

TeputopianbHiCTh

- BHYTpIIIIHI,

- perioHabHi,
- HaIL[lOHAJIBHI,
- MUKHAPOJIHI.

I[)Kepeno BUHUKHCHHS

- DIAJIBHICTH JIONEH,
- 0e3MITIBbHICTh CUCTEM M TEXHOJIOTIH,
- IOMUJIKH B iH(OpMAIITHUX mpolecax.

IMoxomxenus

OB’ sI3aH1 3:

- BTparoro iHdopmarlii,

- 3 hopMyBaHHAM iH(DOPMAIIHHOTO pecypcy,
- 3 iHOpMAITiIITHIM BILIMBOM.

OO0’ €eKTHICTD

- 3arpo3u 00JIKOBIH 1H(DOpMaIii,
- 3arpo3u iHQOpMaIliifHiil cucTeMi IiAIpPUEMCTBRA.

[TpenMeTHICTH

OB’ s13aHi 3:

- IPOrPaMHUM 3a0€3MEYEHHSIM,

- TEXHIYHUM 320€3TIICUCHHSIM,

- KaJIpOBHM 320€31eUeHHSM,

- HOPMATHUBHO-TIPABOBUM 3a0€3IEYCHHSIM,
- OpraHi3aniiHuM 3a0e3MCYCHHSIM.

Macurabuicts

- 3araJjpHi,
- JIOKAJIbHI,
- 00’ €KTHI.

10.

ACIEeKTHICTE

- 3arpo3u KoH(]iIeHIIHHOCTI,
- 3arpO3H ILJIICHOCTI,
- 3arpo3M JIOCTYITHOCTI.

11.

®dopma peamizarii

- kibepaTaka,

- KIOEepIIMUTyHCTBO,
- KIOEepIHIIUACHT,

- KibepTepopusm,

- Ki0epBiiiHa.

12.

KpuminanbHicTh

- KpUMIHaJIbHI (XaKepChbKi aTaku, PI3UYHI aTakH,
HIaHTaX ¥ maxpaicTso),

- HEKpUMIHaJIbHI (AHTPONIOTE€HH]1 MOMUJIKHU, TEXHIYHI
MOMMUJIKH, (hOpC-MaXKOpH1 0OCTaBUHM).

13.

[IpomoHTrOBaHICTH

- KOPOTKOTEPMIHOBI,
- IOBI'OCTPOKOBI,
- IEPMAHEHTHI.

14.

JlateHdTHICTH

- IPUXOBaHi,
- IIOMITHI,
- arpECHUBHI.

15.

HMoBipHICTD

- MAJIOMMOBIpHI,
- IMOBIpHI,
- HEMHHYYI.

16.

Hacmigxu

- BIUTMBAIOTh Ha 1HGOpMaIiiiH1 IPOIECH,

- BUKJIUKAIOTh TPYJHOIII y (PyHKI[IOHYBaHH1
00IIKOBOI CUCTEMU,

- pyHHYIOTh CHCTEMY YNpPaBJIiHHS HiAMTPUEMCTBOM.

I[)KCpGJIOI CUCTCMATHU30BAHO Ta YAOCKOHAJICHO aBTOPOM
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BukopucroByeTbecsi Takox kiacuikaris kibep3arpo3 y po3pisi craTi Ta
BIKY KiOep3nmouMHIIiB. 30Kpema, 3riHO 31 CTaTUCTHKOI 67 % kibep3arpo3 €
PEe3yJbTaTOM AISTIBHOCTI 3JIOBMHCHHUKIB 4YOJIOBIYOi cTaTi (BIK: 10 25 POKIB —
13%, 25-40 pokiB — 39 %, Ounbuie 40 pokiB — 15 %) Tta, BianosigHo, 33 % -
KIHKH (BiK: 10 25 pokiB — 6%, 25-40 pokiB — 20 %, 6inbine 40 pokiB — 7 %)
[30]. AxryambHiCTHh BIKOBOTO Ta TEHIEPHOTO BIUIUBY Ha KIacUQiKaIlito
KiOep3arpo3 HaBOUTHCS Y HayKoBoMY AociixeHH! Tsimperidis loannis, Yucel
Cagatay Ta Katos Vasilios [181]. Ane Taka kinacudikaiiisi € He HaJJTO KOPUCHOIO
Ipu BUPOOJICHHI 3axO0[iB 3a0e3rnedyeHHs Ki0ep3axucTy OOJIKOBOi 1H(opMaIrii,
OCKIJIBKHM TIOB’si3aHA 3 1JIEHTU(]IKAIE€I0 Ta MOAUIOM KiOEp3J0UYMHIIB Ha PI3HI
rpyIu, a He KIOEpPU3HUKIB.

Hapeneny knacudikaiiito kidep3arpos JOIIJILHO BHUKOPUCTOBYBAaTU IPHU
oprasizaifli MepMaHeHTHOrO0 KiOep3axXUCTy MIANPUEMCTB. [ KOKHOro BUIY
Kibep3arpo3 o0:1ikoBiH 1H(popMallii MpuTaMaHHa BaplaTUBHA METOJAMKA IXHHOTO
MOTIEPEIPKeHHsI, YHUKHEHHSI Ta YCYHEHHS HACTiAKIB. SIK HacHiIoK, KiIOep3axucT
€ JWHAMIYHUM Ta aJanTUBHUM TIPOLIECOM BpaxyBaHHS BIAMIHHOCTEH Y
peamizamii pi3HuX KiOep3arpo3. OCKUIBKM YCKJIAJHEHHS 1HQOpMaIIiHUX
MPOIECIB Ta YJOCKOHAJICHHS KOMII IOTEPHO-KOMYHIKAIIMHUX TEXHOJOT1H
B1I0yBa€TbCA MEPMAHEHTHO 31 3MIHOI COLIAJIbHO-€KOHOMIYHUX YMOB
(GyHKIIIOHYBaHHS TIAMPUEMCTB, 3aMpoOIllOHOBaHA Kiacudikals Kidep3arpos

00m1koBoOi 1H(pOpMaIlii moTpedyBaTUME JOTTOBHEHHS.

1.4. InHoBamiiiHa 00J1iKkOBa MeTOAUKA 3a0e3NeYeHHS B3a€EMO3B’SI3KY

€KOHOMIYHOI Ta Ki0ep0e3neKku mianpueMCTB

binpmiicte  KiGEeppHU3WKIB Yy AISUTBHOCTI CYO’€KTIB TOCIOJApPIOBAHHS
OB’ s13aH1 3 BUKPAJICHHSIM 00J1iKOBOi 1H(MOpMaIlli abo 3MEHIIEHHAM 11 SIKICHUX
napameTpiB. Uepes 10TpUMaHHs SKICHUX XapaKTEPUCTUK 0011KOBOT 1H(opMaIlii
3a0e3neuyeTbcsl €KOHOMIYHA Oe3neka mMmianpueMcTBa. SKicTh 1HQopMalii €
OpOSIBOM ii BIJMOBIJHOCTI OWIKyBaHHAM cTedkxonaepiB. llopymenus Oyab-

SKOTO 3 SAKICHUX MMapaMeTpiB 00JIIKOBOT CUCTEMH MOXKE MPU3BECTH JI0 BTPATH i
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KOPHUCHOCTI Ta, BIAMOBIIHO, €KOHOMIYHOI 3HAYMMOCTI ISl BHYTPIMIHIX Ta
30BHIIIHIX KOpHcTyBayiB. OnepyBaHHs HEKOPEKTHOIO 00J1IKOBOIO 1H()OpMaIIi€l0
IPU3BOAUTL y OUIBIIOCTI BUMNAIKIB 0 €KOHOMIYHHUX BTpaT IIiANMPUEMCTBA.
[IpuiHATTA yHpaBIIHCHKUX pIIICHh Ha OCHOBI XHOHOI (BUKPHMBJIEHOI a0o
MOIIKO/IPKEHO1) 00JiKOoBO1 1H(dOpMalll € NOPUYMHOI0 3aBAaHHA IIKOJU
E€KOHOMIYHIN Oe3nelrl miAnpueMCTBA.

JIii BHYTpIIIHIX KOPUCTYBayiB oOOJIKOBOiI 1HQOpMalii TMOB’A3aHl 3
€KOHOMIYHOIO JISUTBHICTIO TIJANPUEMCTBA, a 30BHIMIHIX — TakKoX 3
GyHKIIIOHYBaHHSAM  1HIIUX  CYO’€KTIB  TocmojaproBaHHs.  BiamosimHoO,
HEJIOTPUMAHHS SIKICHUX TlapaMeTpiB CHUCTEMHU OOJIKy 3aBaa€ TMOABIHHOT
E€KOHOMIYHOI IIKOJU 4Yepe3 MpsiMi BTPATHU BiJl AISTILHOCTI a00 Oe3disiIbHOCTI
MEHEKEepiB (BJIACHMKIB 1 3aCHOBHHUKIB) Ta OIOCEPEIKOBaHI 30UTKH YU
HEJIOOTPUMAHy €KOHOMIYHY KOPHUCTh BijJ CHIBIOpall 31 30BHINIHIMU
cTerkxonaepaMu. SIK HACTIZOK, ICHYE MPSAMHM 3B'SI30K MK €KOHOMIYHOIO Ta
KibepOe3nekoo MmiAnpueMcTB. Peamizaiiisi B3a€MO3B’S3Ky €KOHOMIYHOI Ta
0€3MeKoBOI MISUTBHOCTI Tepeadadae iaeHTU(IKaIio i JOCIIHKSHHS 00JIIKOBUX
MEXaH13MiB BIUIMBY KiOep3arpo3 Ha €eKOHOMIUHY Oe3MeKy HiANpHeEMCTBA.

Ha piBHI mignpueMcTBa €KOHOMIYHA O€3MeKa XapaKTepHu3ye MOTOYHHM
CTaH 3aXMUILIEHOCTI HAWBAXKJIMBIIIMX IHTEPECIB MIANPUEMCTBA BiJ HEYECHOI
KOHKYpEHIIli, HaJMIPHOTO THUCKYy 3 OOKy KOHTPOJIOIOYMX OpTaHiB,
HEKOMITETCHTHUX PIIlIeHb, HEJJOCKOHAJIOT HOPMAaTHBHOI 0a3H, a TAaKOX 3/aTHICTh
MIAMPUEMCTBA 10 MPOTUCTOSTHHSA 1H(DOpMaliiiiaumM 3arpo3am [11, ¢.183]. Bruus
KiOEppU3HKIB HA €KOHOMIUHY O€3MeKy MIANPHEMCTBA € MPEIMETOM HAyKOBUX
MOITYKIB OaraThoX J0CiHUKIB. 30kpeMa, Rodrigues B. Ta iHII1 10BOISTH, 110
MOOIYHUM sIBUIIEM LUQPOBI3AIli €KOHOMIKM € HEOOXITHICTh 3a0e3nedeHHs
kibepOesneku. Ha myMKy HayKOBIIIB, BaXXJIMBOIO € PO3pOOKa MI€EBUX 3aXOIiB
MOTIEPEKCHHSI Ta YCYHEHHS KIOEPPU3HKIB Yepe3 MPOTHO3YBAHHS €KOHOMIUYHUX
HACJIIIKIB HEIOTpUMaHHS KioepOe3neku [151].

Rajput B. po3kpuB (peHOMEH TaKOro MOHSTTS K «KIOEP3JIOUYMHHICTH B
€KOHOMIYHIN cepi», 0 BUHUKIO B OCTAaHHI POKHU YEpE3 B3aEMO3AJICKHICTD
KIOEppU3UKIB Ta EKOHOMIYHMX HaCIIJIKIB iXHbOi peanizaiii. HaykoBerb
MIPUXOJUTH JI0 BUCHOBKY, IO BHACIIIOK BCE OLIBINOI IHTETpAIlll eKOHOMIYHOTO

Ta KiOepImpoCTOPY KUIBKICTh TAKWX 3JIOYMHIB OyJle TEPMAHEHTHO 3pOCTaTH
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[147]. Jocmimkyroun eKOHOMIYHI HACTIAKK pi3HuX KibeppusukiB, Wilson K. Ta
Hugh J. 3a3nauvarote, mo yci cyyacHi KiO€p3/JOYMHHI A1 Opl€HTOBaHI Ha
OTpUMAaHHS TEBHUX €KOHOMIYHUX BHTOJ: TJIOOAJbHE IIMHUIYHCTBO, (PIHAHCOBI
aTaku, IaxXpanlCTBO 3 KapTKaMmu, Kpagikka iHbopmallii Ta (HIIIMHT, MEPEKEBl
aTakKu Ta MEePeXOIUICHHs Tpadiky JUisl BUKPAJACHHS 1HTEJIEKTyalbHO1 BJACHOCTI,
Kpunrorpadu Ta BUMaradi, KpUITO-DKEKiHT Totro [184].

Takox HayKOBIl JOCHIKYBajdu crocoOu 3a0e3nedeHHs KibepOesneku
MIAMPUEMCTBA Y YAaCTHHI MiHIMIZaIlll €KOHOMIYHUX BTpaT IiANPUEMCTBA.
Hamnpuknan, T'opbauenko C. oOrpyHTyBaB JOILUIBHICTE CTBOPEHHS €IUHOT
CUCTEMU HaIllOHAJIBbHOI  KiOepOesneku, ska 00’eaHye iH(opMariiitHe
CEpEIOBHILIEC MIANPUEMCTB Yy €JIMHY IHTETPOBaHYy CHUCTEMY SIK MOBHOLIIHHY
CKJIaJIOBY HAIllOHAJbHOI Oe3nmeku Ha JepkaBHoMy piBHI [11, c¢.183-184].
Marasigan R. Bka3aB Ha BayKJIMBOCTI IHCTUTYLIMHHUX 3MI1H B €EKOHOMIIII Ha MIKpO
Ta MAaKpOpIBHIX Il TOJOJaHHS KiOepHEeTUYHUX Oap’epiB Ta 3arpos
¢yHkmionyBanHo mianpueMcts [120]. Wilson K. ta Hugh J. Bu3Hauwmim
KpUTUYHO HEOOXIJHE OpraHi3aiiiiHe, METOAMYHE Ta MPOrpaMHO-TEXHIUHE
3a0€3MEeUEeHHs] CUCTeMH KiOep3axucTy, sKE HeOoOXigHe i 3a0e3nedyeHHs
CTIMKOT EKOHOMIYHO1 Oe3reku mianpueMcTna [184, c.8].

Rue R., Pfleeger S. 3anpononyBaiy pi3HI MOJI€JIi €KOHOMIYHOI OIIIHKH
Kibeppu3ukiB. HaykoBIll MOSACHUIN Pi3HI MEXaHI3MHU BIUIUBY KiOepOe3neku Ha
€KOHOMIYHUN CTaH MIANPUEMCTBA y YaCTHUHI BU3HAUCHHS €KOHOMIUYHHUX BTpPAT
yHACHIAOK TposBy KiOeppusukiB [154, c.54]. Ananoriuno i Patterson W. Ta
Gergely M. po3poOuinu MEeTOIMKY BU3HAYEHHS €KOHOMIYHO1 €(DEeKTUBHOCTI BiJl
opraHizamii  KiOepOe3leKku MiANPUEMCTBA Yepe3 TMOSICHEHHS  BIUIUBY
KiOEppU3MKIB HAa €KOHOMIYHI BTpaTth (30uMTKH) ab0 BUTpaTH (KamiTajabHl U
motouHi) mignpueMcTtBa [141]. Takum YuHOM, HEOOXITHICTH 3a0e3MEUYCHHS
Kibep3axucTy OUIBIIICTh HAYKOBIIB OB S3YIOTh 31 3pPOCTaHHSM PiBHS
IMITTIEMeHTaIii 1HPOPMaITHO-KOMYHIKAIMHNX TEXHOJOTIH B i1H(OpMaIiiiHi
npoliiecu. Alie, 3B’SI30K M1k aKTHBI3AIll€l0 KIOEp3aXHUCTy Ta 3pOCTaHHSIM PiBHA
BIIPOBA/KEHHSI TEXHOJIOT1H 00poOKu iHopMmallli B CoIialbHI Ta €KOHOMIYHI
NPOIECH  CIPOCTOBYETHCS  MPOBEIACHUM  aHAMI30M 3  BHKOPUCTAHHSIM

r100abHUX pedTHHTOBHUX daHux [85] (puc. 1.4).
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Puc. 1.4. CiBBiAHOIIIEHHS M)XK CTAHOM K10€p3aXHCTy Ta PIBHEM PO3BUTKY
IKT kpain
JI>xepeno: po3paxoBaHO Ha OCHOBI [85]

Ha ocHOBI1 anpokcMMOBaHO1 Ta 3MJIQJKEHO] JIIHIT TpeHAy, sKa Mo0yaoBaHa
3 BUKOPUCTAHHSIM JaHUX IMPO CIIBBIJHOIICHHS MDK 1HAEKCOM PO3BUTKY
KOMIT FOTEPHO-KOMYHIKAI[IMHUX ~TEXHOJOT1M Ta 1HAEKCOM KiOepOesmnekw,
MOYJIMBO BHUSIBUTH AWCOAIaHC MK ITUMH MMOKa3HUKAMHU JIs OaraThOX KpaiH.
3HavyHe MO3UIIIMHE BIIXWICHHS HABEICHUX y puC. 1.4 3Ha4YeHb Bl ycepeaHeHOT
JiHII TPEHy CBIAYUTH NPO BIACYTHICTH MPSAMOI 3aJE€KHOCTI MIXK PO3BUTKOM
IKT ta ctanom kibep3axucTy y OUIBIIOCTI KpaiH.

binbil roMoreHHU pe3ysibTaT OTPUMaHUN MPHU aHadi31 CIiBBIAHOLIECHHS
1HeKCY KibepOe3neKy moYeproBo 3 iHAEKCOM 1HHOBaIli# (puc. 1.5) Ta iHIeKCOM
MepexeBOi TOTOBHOCTI (puc. 1.6) kpain. TakuM 4rMHOM, aKTUBI3aIlld A1 11010
3a0e3nedyeHHs Ki0epOe3neku O0IPYHTOBYETHCS IHHOBAIIIMHICTIO Ta MEPEKEBOIO
TOTOBHICTIO Ha MIKPO Ta MakpopiBHsX. I3 3pocTaHHSM pPIiBHSI BIPOBAIKCHHS
IHHOBaLlll Ta MepexeBol IHPPACTPYKTYypH Yy HaIlOHAIbHI COLIAJIbHO-
€KOHOMIYHI TpOIIECH BHHHUKAE HEOOXIAHICTP B e(EKTUBHIA CHUCTEMI

KiOep3axucry.
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Puc. 1.5. CriBBiIHOIIIEHHS MI’K CTAaHOM K10€p3axuCTy Ta piBHEM
1HHOBALIIMHOCTI KpaiH

JIxepeno: po3paxoBaHO Ha OCHOBI [85; 87]
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Puc. 1.6. CniBBiAHOIIIEHHS M)XK CTAHOM K10€p3aXHUCTy Ta MEPEKEBOIO
TOTOBHICTIO KpaiH
JI>xepenno: po3paxoBaHo Ha OCHOBI [84; 85]

PiBenp  BOpoOBa/pKeHHS ~ IHHOBAIli Ta  OpraHizamisi  MepeKeBoi
iHppacTpykTypu BuU3HA4Yae IU(POBY CIPOMOXKHICTH Kpainu. Ha puc. 1.7
BiloOpaXkeHa mpsiMa 3aJISKHICTh MIXK PIBHEM 3a0e3leueHHs KiOepOe3reku Ta
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IU(PPOBOIO CIPOMOKHICTIO KpaiH, MpO IO CBIIYaTh HE3HAYHI BIIXWJICHHS
aHAJIITUYHUX JaHUX BIJ ycepeaHeHoi JiHil Tperay. Ciia 3ayBaKUTH, IO JIESKI
KpaiHM TpH HE3HAYHUX [IOKa3HUKAaX I1HHOBAIIHHOCTI Ta mHdpoBizalli
COITIaJIbHO-€KOHOMIYHUX TIPOIECIB 3aiiMalOTh BHCOKI MO3UIlI B PEUTHHTY
3a0e3neueHHsl KiOepOesneku. Hampuknan, nokazHukd Ykpainu: I[HAekc
1HHOBaIIHOCTI — 38,52; [HHEeKC MepexeBoi TOToBHOCTI — 43; Innexc mudpoBoi
crpoMokHOCTi — 51,29 mpu mocuthk Bucokomy IHmekci kibepoesnexku — 0,661,
[0 TOSICHIOETHCA HEOOXITHICTIO TPOTUCTOSHHS TOCTIMHMM Kibep3arpo3am

YHACII1JI0K T1OpHUIHOTO 1HO3€MHOTO BILIUBY.

o 120
'S =
@G s
9 o X 100
£53 "
o
3 2 S 80 i s —
o Qv ‘
8 Eg o ? it
828 60 e (W % T
5% $Te dl “\\ *
$E7 40 i
z3 YKpaiHa
20
0
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Fno6anbHuii iHpeKc Kibepbesnekn

Puc. 1.7. ChiBBigHOIIEHHS MiXX CTaHOM KiOep3axucTy Ta HUGPOBOIO
CIIPOMOYKHICTIO KpaiH

JIxepeno: po3paxoBaHo Ha ocHOBI [85; 185]

[udposa cipoMoKHICTh KpaiH € MAIPYHTAM s GopmyBaHHS HUPPOBOI
€KOHOMIKH. Konu OUTBIIICTD COIlaTbHO-EKOHOMIYHUX MPOIIECIB
u(poBi3oBaHi, BUHUKAE HEOOXIMHICTh y 3a0e3medeHH] iXHbO1 KiOepOe3meKu.
[ndopmaniiinum 6azucoM 1UEGPOBOT E€KOHOMIKHM € YIPABIIHCHKUI OOJIK.
Oo6nikoBa iH(poOpMallis CTae BaXKIUBUM 00 €KTOM KiOEP3aXHUCTy y KOHTEKCTI
B3a€MO3B’SI3Ky 3 EKOHOMIYHOIO O€3MEeKOr KpaiHW, Taly3ed Ta OKpeMHX
cy0’€KTIB TOCIIOJaPIOBAHHS.

KiGepbesmeky B 9acTHHI OOJIIKOBOI MOJITHKH IMANPHEMCTBA, 3aCHOBAHOI

Ha 3a0e3medeHHl eKOHOMIUHO1 Oe3neku mianpuemctsa, Mopos FO.10. ta [ans-
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Hanko FO.C. Bu3HA4aIOTh SIK 3aXUIIEHICTh HOTO KUTTEBO BAXKJIMBUX 1HTEPECIB
Ta 00JiKOBOI 1H(OpMAaIlli BiJ BHYTPINIHIX 1 30BHINIHIX 3arpo3, TOOTO 3aXHCT
HIPUEMCTBA, HOTO KaJIpPOBOTO M 1HTEICKTYaJIbHOTO MOTEHIIATY, TEXHOJOTIMH,
npuOyTKY, TOAaHOT Ta pUHKOBOI BapTOCTI MIAIPUEMCTBA, IKUN 3a0€3MeUy€EThCS
CHUCTEMOIO 3aXO0J1B CIEI1aIbHOI0 MIPABOBOT0, EKOHOMIYHOI'0, OPTaHi3aIliiHOTrO,
iH(OpMaITIHHO-TEXHIYHOTO 1 collialibHOTO Xapaktepy [23, c. 9]. Hexait B. A.,
Hexait B. B. BuokpemiooTh iH(hOpMalliiiHy Oe3neKy SK BaXXJIMBY CKIIAJIOBY
3a0€3MeueHHs] €eKOHOMIYHOT Oe3neku, 1o moTpedye Kibep3axucTy 00JIIKOBOI
iHdopmalrii aj1s JOTpUMaHHA i1 SKiCHUX rmapameTpiB [27, ¢. 138-139].
€pnokumoB B.B. mo3uiionye Taky SKICHY XapaKTEpPHCTHKY OOJIKOBOi
iH(dopMarllli, K HaJIIHHICTb, Y KOHTEKCTI 3a0€3MEeYeHHsI EKOHOMIYHOI Oe3MeKu
nianpuemMcTa. HapgifiHicTh, Ha JOyMKY HAyKOBLS, € XapaKTEPUCTUKOIO
iH(dopmarli, sika 3a0e3leuye BIEBHEHICTb Y JOLUUIBHOCTI 1i NPUIYIIECHb
BITHOCHO TTOMMJIOK Ta TEHJICHIIIl, a TAKOX ICTUHHOCTI HaMipiB HaJaTH BCl JaHI
B JIOCTOBIDHOMY BHUIJISIAI Ta BIANOBIAAE TPHUHIUIAM: 3JaTHOCTI OyTH
IIEPEBIPEHOI0, JTOCTOBIPHOCTI BimoOpakeHHs Ta He#rpanbHOcTi [15, C. 46].
JlomaTKoBO  CIIJT 3ayBa)KUTH, 10 3a0€3MEUEeHHS HaIIMHOCTI 00JIIKOBOI
iHdpopmanii B ymoBax HHU(PPOBOI EKOHOMIKHM MEPIIOYEProBO Mependayae
3/1aTHICTh CUCTEM OOJIIKY YHUKATH Ta MPOTUCTOSITH AKTUBHOCTI Kibep3arpos.
Yepe3s pO3KpUTTS  TPUHIUINIB  OOJIKY MOXIHMBO  OOTIPYHTYBaTH
B3a€EMO3B 30K €KOHOMIUHOI Ta KiOepOe3neku MiAmpueMCTB. AKTHUBI3AIis Ta
YCKJIQMHEHHA  KiOeppu3ukiB  moTpedye  TepMaHEHTHOI  ajamramii ¥
TpaHchopmalli NPUHLMIIB OOJIKY A0 BHYTPINIHIX Ta 30BHIIIHIX YMOB
(¢yHKLIOHYBaHHS  mianpueMcTBa.  ONTUMIZYIOTBCA ~ CIOCOOM  IXHBOTO
MPAKTUYHOTO BTUICHHS (JIOTpUMaHHS) 3a]jisi 3a0€3MEeUeHHS EKOHOMIYHOI
Oe3rneKku miAnpUEMCTBA. SIK HACHIIOK, Yepe3 MPUHIUIN O0JIKYy BiIOyBa€eThCs
NpsSIMAA  Ta PEBEPCHUM BIUIMB KIOCPPU3WKIB HA TMOKAa3HUKH (HIHAHCOBO-
rOCTIOJIAPCHKOI MISUTBHOCTI Cy0’ekTa rocroaaproBanns. OcoOIuBOCTI pearizarii
0a30BUX 00JIIKOBUX IPUHIIUITIB B yMOBaX CUHXPOHHOTO
3a0e3neyeHHsT  €KOHOMIYHOT  Ta  KiOepOesmeku, 10 €  TIEepIIuM
(¢yHIaMEHTaTbHUM  METOJAOJOTIYHMUM  piBHEM  IXHBOTO  B3a€EMO3B’SI3KY,

BimoOpakeHi y Tabsm. 1.3.
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Tabmuis 1.3

Peaizairis mpuHImmiB 001Ky Ta piHAHCOBOI 3BITHOCTI B YMOBaX

3a0€e3IeueHHs] EKOHOMIYHOI Ta KibepOe3neku

IpuHuun N . Indopmaniiini Exonomiuni

Ne . . Peaunizanis B yMoBax nposiBy pusukin . .

3/m oﬁml.cy ra qu' eKOHOMiuHiil Ta KibepOe3nmeni HACTUIKH HACTH

3BiTHOCTI Ki0ep3arpo3 Ki0ep3arpo3

1. IToBHE CnoTBopeHHS, T IMiHA 0011iK0BOI | Danscudikaris OtpumaHHs

BUCBITIICHHS iHdpopMmarnii 'y mpomeci ii mepemadi|o0JiKOBOT €KOHOMIYHOT
BHYTPIIIHIM Ta 30BHILIHIM KOPUCTYBadaM |iHpopMamii  [pH |BUTOAM
gepes HEITOBHE (HemocToBIpHE) | Tepenadi JI0 | TIpaIfiBHUKAMHA
Bi1TOOpaKeHHS (hiHaHCOBO- | BHYTPIIIHIX Ta | M IIPUEMCTBA
TOCIIOIAPCHKUX SIBUIIl Ta TMPOIECIB Y |30BHIIIHIX abo TPEeTiMU
CHCTEMi paxyHKiB i 3BITHOCTI. KOPHCTYBauiB ocobamu

2. ABTOHOMHICTB Brpara indopmariifaoi camocTifinocTi Ta | IlepmaneHTHRMIA IIpomucoBwmii
ABTOHOMHOCTI ~ MIAMPHEMCTBOM  dYepes3 | HeCaHKIIOHOBAaHWH | IITIOHAK,
HECaHKI[IOHOBaHE BTPYYaHHS B|JOCTYyI 70 | BSMEHILICHHS
iHhopMaIiiHY CUCTEMY TUTS | 00JTIKOBOT €KOHOMIYHO1
MIEPMaHEHTHOTO MOHITOPHHTY | iHpOopMaIIii CaMOCTIHHOCTI
CTOPOHHIMU oco0amu  iHpOpMAaLiHHIX
IpoI1ieciB B 00JiKY Ta YIpaBJiHHI.

3. | HocmigoBHictes | [lopymeHHs mocimigoBHOCTI miaroToBku i| HecBoedacHa [opymenus
nmomaHHs iHGopMmarii Ta  peamisaiii| 00poOka 00IiKOBOI|CBOEYACHOCTI
00MiKOBOI TOJITHKM, W0 € TNPUYUHOIO |iHpopMarii yIpaBIiHHS
HECBOEYACHOTO OPURHATTS
VIPaBIIHCHKHUX PIllleHb

4, Besnepepeuicts | biiokyBanus, pU3yNUHEHHS | biioKkyBaHHs 3MEHIIeHHS
(nepepBHICTB) (PiHAHCOBO-TOCTIOAAPCHKOT | iHPOPMAIIITHIX PUHKOBO{
TSUTBHOCTI TMANPUEMCTBA Ta JOBEIEHHS | IOTOKIB BapTOCTI,
Horo 1o GaHKPYTCTBA. peraepcbke

3aXOIUICHHS,
He00pOCoBicHa
KOHKYPEHIIisl.

5. Hapaxysanns [TpuxoByBaHHs 10X0AiB 200 3aBuieHHs | Danbcudikariis ®dinaHCOBI
BUTpAT JJsl YHUKHEHHS OMNOAATKyBaHHS, | 00JiKOBOI BTpaTH
BUIUIATH OUBIACHIIB TOIIO. indopmartii TS | EKOHOMIYHO

HEBUKOHAHHS OB’ SI3aHUX
KPEIUTOPCHKUX CTEUKXOJIJIePiB-
3000B’s13aHb KPEAUTOPIB.

6. |IIpeBamoBanns |BukpusnenHs oOnikoBux pgaHux y| @anbcudikaris OtpuMaHHs

CYTHOCTI HaJI MOMEHT iXHBOTO 300py Ta|00JIIKOBUX JAHUX Y | €EKOHOMIYHOT
¢dbopmoro JOKYMEHTYBaHHS d4epe3 CIHOTBOPEHHS |MOMEHT  iXHBOTO | BUTOJH
CYTHOCTI TOCITOJIAPCHKUX OTIepaIliii. 300py MpaliBHUKAMH
i AIPUEMCTBA
abo TpeTiMu
ocobamu
7. | €nuHnit AKTuBi3aLis PU3HKiB y coepi| Xakepcbki  ataku | BukpaneHus
TpOIIOBUH CJEKTPOHHUX  TPAH3aKIid  YHACHIJIOK|JJs JIOCTYIy JIO|KOIITIB
BUMIPHUK BI[MOBM BiJl TOTIBKOBUX KOIITiB Ha|EJIEKTPOHHUX
KOPHUCTD KPHUIITOBAJIIOT 11032 | TPOILIOBHX CEPBiCiB
HalllOHAJIbHUMHU BaJIOTHUMH CHCTEMaMHU
KpaiH JUTSE 3a0e3MmeyeHHs
KOH(iJCHIIIHHOCTI TPONIOBHX OTIEPAIlil.

JIxepeno: chopMOBaHO aBTOPOM
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UYepes pgorpumanHs (DyHIaMEHTATIbHUX MPUHIMIIB OOJIKY BIIOYyBa€ThCS
peanizaiis Horo (YHKIIA I0J0 3a0e3MedYeHHs HaJIe)KHOI SKOCT1 O0OJIKOBOL
iHopmartii. SAkicTio iHGOpPMAaIIii, TPOAYKOBAHOI OyXraaTepChbKuUM OOJIIKOM, € Ti
3aTHICTh BIJAIOBIIATH BHUMOTaM M OYIKYBaHHSIM BHYTPIIIHIX Ta 30BHIIIHIX
kopuctyBayiB. KiOeppu3uku crnpsMoBaHI Ha 3MEHUIEHHS a00 OJIOKyBaHHS
MPUAATHOCTI OOJIKOBOI 1H(pOpMAILIl O BUKOPUCTAHHS Yepe3 HENOTPUMAHHS il
AKICHUX TapameTpiB. 3a0e3MeUeHHs] HAJIEKHOI SIKOCTI 00JIIKOBOI iH(popmMarlii
BU3HAUYa€ SKICHUWA pIBEHb B3a€EMOBIUIMBY €KOHOMIYHOI Ta KiOepOe3neKku
miagnpueMcTB.  OCHOBHMMH  SIKICHUMU  XapaKTepUCTUKaMU  1HQopMalii
OyXraJITepChKOro 00JIIKY, Ha SIKI OpIEHTOBaHI KIOEPPU3HUKH, €: JOCTOBIPHICTH,
CBO€YACHICTh, JOCTYIHICTb, JOIIIbHICTh, HAJIHHICTh, TOPIBHIOBAHICTD Ta 1HIIII.

Hezanexxno Bia 1HGOpManiiiHOI MIANOPSAKOBAHOCTI AKICHUX IapaMeTpiB
oOnmikoBoi  1HQoOpMalii YW IXHBOTO TpPYNyBaHHS 3a BaplaTUBHUMHU
KJIacu(pIKaIHHUMHA O3HAKaMH, €KOHOMIYHA Oe3reKa MIAMPUEMCTBA 3aJICKHUTh
Bl aKTHUBHOCTI KiOep3arpo3. 3o0kpema, KiOEppU3UKH 30pIEHTOBAaHI Ha
3MEHIICHHSI SKOCTI OOJiKOBOi 1H(oOpMaIlii: TOCTOBIPHOCTI — MPUHHATTA
HEKOPEKTHUX (XMOHMX) YIPaBIIHCHKUX pIIIEHb, CBOEYACHOCTI — MPUUHATTA
3aMi3HUIMX YHPABIIHCHKUX PIIIEHB; JOCTYMHOCTI — HEMOKJIMBOCTI OTPUMAaHHS
Yy CHPUUHATTS 1H(OpMalii y Mpolecl MPUUHSATTS YIOPAaBIIHCHKUX PIIICHb;
JOIIBHOCTI — OJIOKYBaHHSI MPUUHATTS HEOOXIMHHMX YMPABIIHCHKHUX PIIICHD;
HAJIAHOCTI — HEMOXJIMBICTh MPUUHATTS YIPABIIHCHKUX PIIIEHb Y 3B S3KY 3
BIICYTHICTIO JIOBipM 70 1HQoOpMAIlii; TOPIBHIOBAHOCTI — MTPUHHATTA
HEOOIPYHTOBAHUX YIPABIIHCHKUX PIIICHh YEpe3 HEMOMUIIMBICTH OI[IHKU Ta
aHaiizy OOJIKOBMX TMOKa3HUKIB; IHIIMX SIKICHUX MapameTrpiB 1H(opmarii
OyXTraJITepChKOr0 OOJIIKY — 3aBJAaHHS LIKOJAW YHPABIIHHIO MiAIPUEMCTBOM.
Otxe, peamizaifisi KiOEppPU3HKIB € TPUYNHOK 3MEHIICHHS €(QEKTUBHOCTI
CUCTEMHU YTPABIIHHS, IO TPU3BOIUTH IO €KOHOMIYHOI KON MiAITPUEMCTBY.

VYci saxicHi mapameTrpu 00JiKOBOi 1HGOpMaIli B KIHIIEBOMY BHITaJIKY
MOB’s3aHl 3 JOTPUMAHHSAM ii KOH(IACHIIMHOCTI B yMOBax HEOOXI1THOCTI
3a0e3neyeHHs EKOHOMIYHOI Ta KibepOe3neku mianpueMctBa. I[Hdopmairis
OyXTanTepCchKOro 00Ky perJaMeHTOBaHO PO3MOIITISETHCS Ha
3araJbHOAOCTYIHY 1 KOH(IIEHIIIMHY Ha OCHOBI BUOKpEeMJICHHS ()iHAHCOBOTO Ta

ympaBiaiHcbkoro o0miky. InenTtudikaiis o0’ekTiB OOJIKy Ta MOAII HOro Ha
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BUIM BHU3HAYa€ METOJUYHUN PIBEHb B3a€EMO3B’SI3KYy EKOHOMIYHOI Ta
K106epOe3MeKu MmiANpueEMCTBRA.

KoHbineHmiiHICT, AaHUX  yHOPaBIIHCHKOTO OOJIIKY OOYMOBIIOETHCS
BUHATKOBO BHYTPINIHIM BHKOPUCTAHHSIM Ta 3aXUCTOM BiJI TOTPAIUISIHHS 10
CTOPOHHIX 0ci0. BijacyTHiCTh HajlexHOro Kidep3axucty  1H(opMmarii
YOPaBIIHCBKOTO OOJIKYy MOXE NPHU3BECTH N0 1i BHUKOPHUCTAHHS TPETIMU
ocobamMu Il OTPUMaHHS KOHKYPEHTHOI TepeBard Ha PUHKY; 3alydeHHs
MOKYIIIIB 1 TIOCTaYaJbHHUKIB Ha OUIBII BHUTITHUX KOMEPIIIHHUX YyMOBaX;
ONTUMI3allli TEXHOJOTIYHUX IMPOIECIB OMEpPaIliiHOl JISIBHOCTI; TEPETIIsay
KaJpoBOi, I[IHOBOi, 30yTOBOi TOJITUKK TOmlO. [lopylieHHS pexumMy
KOH(1AEHIIIHHOCTI, y KIHLIEBOMY BHUIIAJIKY, IPU3BOJUTH 10 EKOHOMIYHUX BTpaT
MiANpueMcTBa. EKOHOMIUHA 1IKOAAa YHACIIOK POSIBY KIOEPPU3UKIB MOB’ A3aHa
3 HEJJOOTPUMAHHAM ONEPALIHHOTO NMPUOYTKY YHACTIAOK: BTPATH PUHKIB 30YyTY,
MPU3YIIMHEHHS] OMNEPaIlifHOl MISUIBHOCTI, TMOPYHIECHHS JIOTICTUYHUX IHKJIIB,
HEJIOTPUMAHHS PUTMIYHOCTI BUPOOHUIITBA, BTPATH 1HTEIIEKTYaJIbHOI BIACHOCTI.

JlonaTkoBO, BUKOPUCTAHHA  HEMPaBIWBOi  BHYTPIINIHBOI  OOJIKOBOI
iH(hopMallli MOXe TMPU3BECTH 10 NPUUHATTS XUOHMX YHPABIIHCHKUX PIIICHb.
YuM BUILIMNA pIBEHb YIPABIIHHA B l€papxli MEHEIHKMEHTY MIANPUEMCTBA, TUM
MOTEHIIMHO MacCIITAOHIII €KOHOMIYHI BTPATH BiJ NPUUHATTS HEKOPEKTHUX
YOpaBIIHCBKUX  pimieHb. HaifOimpmoi 3arpo3w  e€KOHOMIUHIM  Oe3merrl
MIIPUEMCTBA MOXKE 3aBJaTH Hee(DEKTUBHE CTpaTeTiuyHEe YIPABIIHHS YHACTIIOK
BUKOPUCTAaHHS 00JI1KOBOI 1H(OpMaIlii, 110 3a3Hasia Kibeparax.

Takox aKTUBHICTh KiOep3arpo3 3ajie’KUTh BiJl BUIY OOJIKOBOTO 00’ €KTY.
30Kkpema, Hailb1IbllIe KibepaTak CIpsiIMOBaHa Ha BUKPAJIEHHS I'POILIOBUX KOIITIB
Ta IXHIX ©KBIBAJICHTIB. 3 aAHAJOTIYHOI WMOBIPHICTIO MPOSIBISIOTHCS
Kibep3arpo3u MI0/10: TMPOIECY BHUPOOHUIITBA 1 TMOB’S3aHUX KaNIBKYJSIIN Ta
TEXHOJIOT1H BHUTOTOBJICHHS MPOAYKIi (BUKOHAHHS pOOIT, HaJaHHS MOCIYT);
OCHOBHUX 3ac00iB MIANPUEMCTBA JJi1 3aBAAHHS I[IKOAUM  KPUTHYHIN
1H(DpacTpyKTypi Ta NPU3YIIMHEHHS JiSTIHOCTI MiANPUEMCTBA Toio. HatoMicTh
Taki 00’ekTH 00JiKy, K BuUpoOHHul 3amacu, MIIII pigko 3a3HaAIOTH
ki0ep3arpos.

Xoua 1iupopmaris (iHAHCOBOTO OOJIIKY HE MICTUTh KOMEPIIHHOT

TaEMHHUII, TMPOTE TakoXk moTpedye edextuBHOro Kidep3zaxucty. OCKUIbKH
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¢diHaHCOBa 3BITHICTH OQIIINHHO ONPUIIOAHIOETHCS, BHUHHMKAE 3arposa ii
BUKPUBIICHHS 4u miaMiHd. Ha ocHOBi 3BiTHOI 1H(poOpMaIli CTEUKXOJaepaMH
IPUHMAIOTBCS YIIPABIIHCHKI PIIIEHHS I10J10 peaiisallii (iHaHCOBOTO 1HTepecy
10 (yHKIIIOHYBaHHsS Cy0’€KTa TOCMOJApIOBaHHI. 3 METOK JUCKpEIHTalli
MNIJMPUEMCTBA TOKA3HUKUM HOTro (PIHAHCOBOI 3BITHOCTI MOXYTh OyTH
BUJIO3MIHEH1 YHACIIIOK Ki0epaTakd. Y MOMEHT repeaadi o0I1KoBOi 1HPpopMalii
ab0 y MicusX il PO3MIIIEHHS MOKJIMBI 3JIOBMHUCHI Jii TPETiX 0OcCi0 MI0/10
3aBJIJaHHS] €KOHOMIYHOI IIKOIH MiIPUEMCTRY.

OnpumtoHEHHS HeNpaBauBOi 1HGOpMaIli I0J0 AISUIBHOCTI Cy0’ekTa
rOCTIOJAPIOBAHHS MOXXE TPHU3BECTH JI0 BTpPaTH EKOHOMIYHOTO IHTEpecy
CTeHKXOMmepiB. 30KpeMa, I1HBECTOPH MOXYTh NPU3YIUHUTH TOJAJIbIIIE
1HBECTYBaHHS Yy (DIHAHCOBI 1HCTPYMEHTH MIANPUEMCTBA-EMITEHTA; (DIHAHCOBI
YCTAaHOBM  BIAMOBUTH y KPEAWTYBaHHI; 1HIII KPEAUTOPUM BUMAaraTu
JOCTPOKOBOTO TIOTAIIEHHS KPEIUTOPCHKOiI 3a00pProBaHOCTI; KOHTPAreHTH
BIJIMOBUTHCS BIJ CIIBIpaIll TOIO. SK HACHIIOK, MIAIPUEMCTBO, MOKA3HUKH
(b1HaHCOBOI 3BITHOCTI SIKOTO BUKPHUBIICHI, MOXE 3a3HaTH HEMpsMOi (iHAHCOBOI
IIKO/H, 1110 3arpOKy€ €KOHOMIUHIM Oe3mell.

3 mpolecoM KOMYHIKAIIMHOI B3aeMOJIi 31 CTEHUKXOJJIEpaMHU TaKOX
MOB'A3aHUMA 1 KOMYHIKAUIMHUI pIBEHb B3a€EMOBIUIMBY €KOHOMIYHOI Ta
kibepOesnekn mianmpueMcTBa. KibepaTakm Ha KOMYHIKAlIMHOMY pIBHI
30pi€HTOBaHI Ha OJOKyBaHHS KOMYHIKaIliii, mepegady a0 KOPHUCTYyBadiB
HeMpaBaruBOi a00 HEMoBHOI 00JikoBOi 1H(MOpMalii. CTEUKXOIIEpPH MOXKYTh
PO3LIHIOBATH Takl il SK MOPYILIEHHS KOMYHIKalllfHOro periamMeHTy alo
BU3HABATU TMOIIKO/PKEHY YHACIHIJIOK Kibep3arpo3 oO0JKOBY i1H(opmaliio 3a
JIOCTOBIPHY.

Hampuknan, axtuBizamis kibep3arpo3 y KOMYHIKAIisiX MiJMPUEMCTBA 3
(dicKaTbHUMU 1HCTUTYIISIMH MOXE MPU3BECTH 10 MOTPAIUISHHS HEMPaBIWBOi
001ikoBOi 1HGOopMaIii 70 agpecata. BimMiHHICTE 00J11KOBO1 1HGOpMAIIIi 1010
0a3n OMOJaTKyBaHHS ¥ HapaxoBaHMX TMOAATKIB (300piB) B  OOJIKY
nignpueMcTBa Ta 1HQOpMaliiiHii 0a3l MOJATKOBOIO OpraHy € MNPUYHUHOIO
¢dinaHcoBUX caHKIA. [logaTKoBUM areHT 3a3HAa€ EKOHOMIYHUX BTpaT BIJ
mTpadiB 3a HEMOJAHHS 3BITHOCTI, HECBOEYACHE UM HEMOBHE 1H(POPMYBaHHS

¢ickanpHOTO OpraHy Tpo (iHAHCOBO-TOCIOAAPCHKY MISIBHICTh. Y BHITAJIKY
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BIJICYTHOCTI €(EKTHUBHOIO KiOEep3axucTy KOMYHIKAIIi 3 KOHTPOIIOHYUMU
IHCTUTYIISIMA 3pPOCTAIOTh 3arpo3d €KOHOMIYHIM Oe3Ierl MiaIpueMCTBA Yepes
nepMaHeHTH1 mTpadHi CaHKIIT 3a TOpyIIeHHs (iCKaJTbHUX PErIaMEeHTIB.

[Ipsami  KiOeppu3MKH  3arpoXKyHOTh  OAHKIBCBKMM  KOMYHIKAIlISIM.
OTpumaBlIM  JOCTyD JI0 CHCTEMH OOJIIKY €JIEKTPOHHUX TpaHCaKIIii,
3JIOBMUCHUKHA MOXYTb 3J1MCHIOBATH KpPAADKKK KOIITIB 3 OaHKIBCBKHX Ta
CJIEKTPOHHUX pPAaXyHKIB. PoO3Mip €KOHOMIYHOTO 30MTKY BiJ MpPOSIBY TaKHX
KIOEppU3UKIB TIIJIA€ThCS JOCTOBIPHOMY BH3HAueHHIO. HecaHKIIOHOBaHUMN
JOCTYH 70 CHUCTEMH OOJIIKy OE€3rOTIBKOBHUX IUIATEXKIB 3arpoKy€e €KOHOMIUHIN
Oesreni MiANPUEMCTBA YHACTIOK MOMKIIMBOCTI BTPAaTH yCiX O€3rOTIBKOBUX
KOIITIB. Y BUNAJAKY ONEPYBAHHS €EKTPOHHUMH IPOIIUMA Ta KPUITOBATIOTAMU
MONIYK 3J0BMHUCHUKIB Ta TOBEPHEHHS BTPAYEHUX KOIITIB € HEMOXKJIUBHUM.
BpaxoByrouu KOH(IJEHIINHICTh Ta 3HEOCOOJIEHICTh €JICKTPOHHUX TPAHCAKIIIN,
HEOOXITHUM € TIPEBEHTHBHE 3a0e3neueHHs e(EeKTUBHOTO KiOep3axucry,
OCKIJTBKM YCYHEHHS y>K€ aKTUBHHMX KIOCPPHU3HKIB € YCKIATHEHUM.

3HAaYHUX EKOHOMIYHMX 30WTKIB TaK0X MOXKYTh 3a3HaTH CYyO’€KTH
rOCIOJApIOBaHHs, Kl ~ KOPHUCTYIOTbCS  MOCAyraMu  OOJIIKOBOrO  Ta
YIOPaBIIHCBKOTO ayTCOPCUHTY. AKTUBHI KiOep3arpo3d MOXYTb 3HA4YHO
BUJIO3MIHIOBaTH OOJIIKOBY 1H(OpMaIliI0 y Mpolecl KOMyHIKaliiiHO1 nepeaadi
BiJl BiAMpPaBHUKA N0 ajpecara-ayrcopcepa. AyTcopcuHTOBa (ipmMa Ha OCHOBI
OTPUMAaHMX BUKPUBIICHUX JaHUX BUKOHYE MOAAIbINI 1H(OOPMAIlIHHI TPOLIETYyPH
00poOKH, 110 HAa KIHIIEBOMY €Tarl MPU3BOAUTH 10 (POPMyBaHHS HEMPaBIUBOI
3BITHOCTI. 3pOCTaHHSI KUIBKOCTI eTamiB 0OpoOKu 00J1iKOBOI iHpopmarli, sKi
nepesiaHi ayTcopcepy, YHEMOKIIUBIIIOE BIIHOBJIEHHS JTIOCTOBIPHOCTI OOJIIKY. A
BUKOHAHHS MOBTOPHUX MpoILeayp OOpOOKH YK€ IOCTOBIPHOI 0OJIIKOBOI
iH(dOopMmartii micist ycyHeHHs Kibep3arpo3 notpedye J01aTKOBUX BUTPAT KOIITIB
1 gacy. Takox kibep3arpo3u ayTCOPCHUHTY 301IBIIYIOTH IMOBIPHICTH BTPATH
KOH(GIACHIIHOT  1HpopMaIlli  yHAcIiJIOK HEOOXIJTHOCTI  MEpPMaHCHTHHUX
CJICKTPOHHUX KOMYHIKAIlii, 10 3aBJa€ €KOHOMIYHOI IIKOJM ITiAINPUEMCTBY.
OTxe, KIUIBKICTh JCJNEeroBaHUX OOJIKOBHX (YHKIIA OJHOYACHO BIUJIMBAE Ha
€KOHOMIYHY Ta KibepOe3neKky MminprueMCTBA.

AHanoriuHux ~ KiGep3arpo3  MOXYTh  3a3HaBaTH  KOMYHIKamii 3

aymutopcekumu pipmamu. Henmosue iHbopMyBaHHS ayauTopa npo GpiHaHCOBO-
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rOCHOMAPChKY  MISUTBHICTH — MIJANPUEMCTBA €  MNPUYMHOW  (PopMyBaHHS
HEraTUBHOTO ayJIWTOPCHKOTO BHCHOBKY a0O0 BIJIMOBM BijJ HOTro HaJaHHS.
BukopucrtanHs Takoi ayauTopchkoi i1HGoOpMali MOXKE MPHU3BECTH 1O
dbopMyBaHHS HEraTHBHOI MAUIOBOI pemyTallli MANPUEMCTBA B 3aMOBHHKA
aynuTy ado IHIIKX OJEp>KyBaudlB ayJUTOPCHKHUX JOKYMEHTIB. BTpara ainoBoi
penyTaillii HeraTUBHO B1JOOpaykaeThCsA Ha €EKOHOMIUHIM Oe3menl miAmpueEMCTBA.

Peamizaniss ycix kiOeppu3UKiB NPU3BOJAUTH, Y KIHIIEBOMY BHIAJAKY, A0
BTpPATH JUIOBOTO IMIKY MIANPUEMCTBA, IO BU3HAYAE PEMyTaIllMHUI PIBEHb
B3a€MOBIUIMBY €KOHOMIYHOI Ta KiOepOe3neku. 3T0OBMUCHUKU MOXYTh 3aBAATH
penyTaliiHuX BTpAaT MIANPUEMCTBY OIOCEPEIKOBAHO TMpPU JOCITHEHHI
0COOUCTHUX, Y OUIBIIOCTI BUIMAJAKIB (PIHAHCOBUX, IIiJIeH, ab0 Oe3mocepeaHbo 3
METOIO0 3aBJaHHA EKOHOMIYHOI IIKOJW Ta MPU3YNUHEHHS (YHKLIOHYBAaHHS
cy0’ekta rocmojaproBaHHs. Y OyIb-KUX BUIAJKaX 3MEHIIYETbCA JOBIpa
MpaIiBHUKIB, KOHTPAreHTIB, 1HBECTOPIB, KPEAUTOPIB, CYCHUIBHUX Ta
IPOMAJICHKUX 1HCTUTYIIA 10 MIANPHUEMCTBA, AK€ CTAI0 00’€KTOM KiOepartak.
Penyrartiiini BTpat HEOAMIHHO MPU3BOIATH J0 3aBJIAaHHS IIKOJW €KOHOMIUHIN
Oesmerr ninprueMCTBA.

KoHntposmoroui Ta ¢ickanbH1 IHCTUTYIIII, COLIaibHI i €KOJOT1YHl YCTaHOBU
MOXKYTb 3alPOBa>KyBaTH (IHAHCOBI CaHKIIii, OJIOKYBaTU aKTUBU MiANPUEMCTBA
a00 TMO3UITIOHYBAaTH MOTO MISIbHICTh HE3aKOHHOMW. [H(opmarltiiina B3aeMois 3
TaKUMH CyO’€KTaMU TOCIOJAPIOBAaHHS BHU3HAETHCS TOKCHUYHOIO», IO
aBTOMaTUYHO  OJIOKye  #oro  ()iHAaHCOBO-TOCTIOJNAPCHKY  MiSUTHHICTB.
Creiikxongepu o00mikoBOi 1HGOpMamii y TaKuMX BHUMNAJAKaX BTPAyalOTh
rocroJapChKuil 1HTepec A0 Cy0’e€KTa TOCHOJapIOBaHHS, MNPU3YHUHSAIOTH
CHIBIPALIIO, BIATEPMIHOBYIOTh BUKOHAHHS JOTOBIPHUX 3000B’s3aHb 1 T..., LIO
MOKE€ CTaTH MPUYMHOIO HEIUIATOCTIPOMOXKHOCTI, 3MEHIIEHHS JIKBITHOCTI Ta
¢b1HaHCOBOI CTIMKOCTI MANPHEMCTBA.

3aBgaHHs MKOIW IIJIOBOMY IMIJKY MIAMPUEMCTBA HEOAMIHHO MTPU3BOIUTH
J0 BTpaTH MOTr0 PHUHKOBOI BapTOCTI. J3HELIHIOIOTHCS LIHHI Nanepu
HiIPUEMCTBA, 3MEHILYETHCS BApTICTh HEMAaTEpiaIbHUX aKTUBIB. B KiHIIEBOMY
BUIAJIKy, aKTHBI3allis Kibep3arpo3 MNpU3BOAUTH [0 3MEHIIEHHS TYABLIY
MiAIpUueEMCTBA. binbin meTtaqsHO TPO BIUIMB SKOCTI O0MIKOBOI iHQoOpMaIrii Ta

BUKOPHUCTAHHS KOMIT IOTEPHO-KOMYHIKAIIMHUX TEXHOJIOT1H Ha TyABLI Cy0’€KTa
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TOCTIO/IAPIOBaHHS PO3KPHUTO Yy HaykoBii mpami [197]. Hai6iaeimn macmtabHi Ta
CHUCTEeMHI KiOepaTaku MOXKYTh MPHU3BECTH O BUHHUKHEHHS YHIKAJIbHOTO SIBUIIA
— HETaTHBHOI'O T'YABUITY, KOJW PUHKOBA BapTICTh KOMIIaHII MEHIIIA 32 CyMapHY
CIIpaBeJIUBY BapTICTh HOro akTWBiB. DiHami3ye 3aBAaHHS KiOeppu3uKaMu
IIKOJIA €KOHOMIYHIM Oe3meli NiAnpueMCTBa Horo 0aHKpYTCTBO abo caHallis. Sk
HACHIJOK, penyTalliHUil piBEHb OXOIUIIOE YC1 MomnepeAaHi 1H(opMaliiiHi

CTYTIEHI B3a€MOBILIMBY €KOHOMIUHOI Ta KibepOe3neku (puc. 1.8).

Ominka Ta 00JIiK EKOHOMIYHUX BTPAT BiJl MPOSIBY KiOEppHU3HKiB

3pocTaHHs
aKTUBHOCTI
KiOeppHU3UKiB
MPU3BOAUTH 10
3pOCTaHHS 3arpo3
E€KOHOMIUYHIN Oe3rer

<
==
3
<
: - :
r N\
O | 3arposu minoBomy Peny?aummm =
E |_IMiJDKY IiANpHEMCTBA | P1BCHb -
8 5+4+3+2+1pisenn| | B
oy | )| E
B X 2 E
E 3arposu obaikoBHM KoMmyHikaIiiHuii piBeHb <
KOMYHIKaI[isimM .
E < 7 4+3+2+1p1BeHL| =z
< — | E
sg | 3arposu ob’exTam Ta MeToauuHuii piBeHb en
B | Bugam oOmiky | =
=L 7 |3+2+1piBeHL| |
a r / - N é
o 3arposu AKOCTi SIKicHUI{ piBeHb =
A |_00u1iKoBOI iH(popmallii | =
E by 7 2 + 1 piBeHb _ E
= Co— \ 18
3arposu npuHLMIaM Ta | MeTOMOJIOTIYHUN PIBEHD S
| bynkuism obniky : Z
</ 1 piBeHb =

A 4

BYXT'AJITEPCBKHM OBJIIK

3arpo3u eKOHOMIYHIN Oe3merni miAnpueEMCTBa

Puc. 1.8. [nnoBarriiina 6araTopiBHeBa 00J11IKOBA METOIMKA B3aEMOBILIHBY
€KOHOMIYHOT Ta K10epOe3neKu MmiAnprueMCTB

JIxepeno: po3po0sieHO aBTOPOM
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Koxauit HacTynmHUI piBeHh B3a€EMOBIUIMBY €KOHOMIYHOI Ta KiOepOe3neku
MINPUEMCTB  aJIUTHBHUM CIIOCOOOM OXOIUTIOE morepenni piBHI. Yepes
peanizaiifo  METOJAMKH OyXrajaTepCchKoro OOJIIKY TaKOX MPOSBISETHCS
3BOPOTHIN 1HGOpPMALIMHUN 3B'I30K €KOHOMIYHOI Oe3mneku 3 KibepOe3IrneKoro
MIJIMPUEMCTBA. 32 JOMOMOTOI OOJIIKOBUX METOJUK IMI3HAHHS E€KOHOMIYHHMX
MIPOLIECIB MOMJIMBO JTOCTOBIPHO 1ICHTU(IKYBATH Ta OLIIHUTH BTPATH BiJl IPOSIBY
KiOeppu3ukiB. EKOHOMIYHI 30MTKM BiJ akTuBi3alli KIOEpPHU3UKIB MOXKYTb
3HAYHO BIJIPI3HATUCS 3aJIGKHO BiJ PIiBHS 1H(QOpMAIIHHOTO B3aEMOBILIUBY
€KOHOMIYHOT Ta KiOepOe3neku. 3HAUYHUX BUTPAT, MOB’SI3aHUX 3 MPOSBOM
KiIOeppHU3HKIB, MIAMPUEMCTBO 3a3HAa€ HA HAUBUIIIOMY PEMyTalliiHOMY PiBHi, 110
CKJIAJIHO TIJIJAIOThCA OOMIKOBIM  ieHTUdIKAIli ¥ OIiHIN, BiJMOBIIHO

noTpeOyIOTh MOJANBIINX HAYKOBUX JOCIIIKEHb.

1.5. Knacudikanis creidkxoJiepiB (kopuctyBadiB) 00/1ik0BoI iHGopmanil
JJIA Wijie Kidep3axucTy miAnpueMcTBa

Bbyxranrepcekuit 0611k Ghopmye 1HTETpOBaHE 1HPOPMAIIIITHE CEPEIOBHIIIE,
10 MOETHY€E KOPUCTYBadiB 0011K0BOI 1H(popMartii y eguny cuctemy. OOIiKOBI
¢daxiBil HAMOBHIOIOTH IO CHUCTEMYy I1H(QOpMAIIMHUMHU pecypcamu, a
iH(dOopMaliiiHiI areHTH (CTEUKXOIAEPH) OTPUMYIOTh Ta BUKOPUCTOBYIOTh iX IS
YXBaJICHHS YIPaBIIHChKUX pimieHb. Ha KkoXHOMY 3 eTamiB ONpaltOBaHHS
00mikoBOi 1H(pOpMallli Ha BHYTPIIIHBOMY Ta 30BHIIIHBOMY PIBHSX OOJIIKOBO-
yIOpaBIiHCBKOI  B3aemomii  1H(OpMAIIHHOMY CEpeIOBHUINY  MIANPHEMCTBA
3arpoKyloTh Ki0ep3arposu.

['moGanpH1 BiiickkoBl KoHQumkTH, maHmemis COVID-19, 3pocranss
KOPYMIIIHOI CKJIaJ0BOi €KOHOMIKM MPU3BENIM 0 aKTHBI3allli KIOEPPU3UKIB Y
chepi OyxranTepchbkoro o0JiKy. 30UIbIIEHHS KIJIBKOCTI KiOepaTak sSIK 4YaCTUHU
riOpUIHUX BOEH TOB’s3aHE 3 MAHIMYJIOBAaHHAM OOJIKOBUMHU JaHUMH, iX
BUKPUBIICHHSIM Ta 3aMIHOIO [Jisl 3aBJaHHS EKOHOMIYHHUX 30HUTKIB BEITUKUM
MIIIPUEMCTBAM 1 CEKTOpPaM €KOHOMIKH, IO MPU3BOANTH B KIHIIEBOMY BUMAAKY

0 3aBJaHHSA INKOAW CKOHOMIYHIM Oe3memi kpainm. IlanmemiuHi 3MiHH
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poOOUYOro MpoIllecy AMCTAHIIIOBAIM Ta 130JIFOBAJIM MPAIlIBHUKIB, 1[0 BUMAarajio
3a0€3MeUeHHs] aKTUBHOTO 1H(OPMAIITHOTO OOMIHY MK POOOYMMH MICISIMU
daxiBiiB Ta iHGOpMaIiiiHOW 0a3010 MIAMIPUEMCTB-POOOTOABIIB. AKTHBHE
BUKOPUCTAHHS  KOMYHIKAIlIMHUX  CepBICIB  peamizamii  ¢GyHKIIOHATbHUX
00OB’SI3KIB MPUBEPHYJIO yBary KiOEp3JI0YMHIIIB, METOI SKUX € BUKpPaJCHHS
KOMEpUIMHOI TAa€EMHMUI[l Ta 1HTEJIEKTYyaJIbHOI BJIACHOCTI MHIAIPHUEMCTBA.
AHaJNOTIYHUM BIUIUB Ha OOJIKOBI MPOIECH MAIOTh €KOHOMIYHI JAUCOATIaHCU Ta
KOPYTIIIHHI 3arpo3u 0i3HECY, 110 MPU3BOINUTH 10 3HAYHOTO 3MEHIIICHHS BUTPAT
Ha KiOepOes3neKy cy0’€KTIB TOCMOJapioBaHHs. SIK HACIiJIOK, 3HAYHO 3pocia
KUIBKICTh BPA3JIMBOCTEM CHUCTEMH KiOEp3axHCTy OyXTralaTepChbKOTO OOJIKY Ta
yIpaBiiHHA. BapiaTUBHICTh KiOEppHU3UKIB 0€3MOCEPEIHBO 3a1EXKUTh Bl BHIY
cTerkxonzepiB. I'pynyBaHHsI KOpUCTYBadiB 00JIIKOBOI 1HQOpMALliil 3a PIZHUMHU
KpUTEPIAMU IS LIJIeH Ki0epOe3neku Aae 3MOry OuTbll €PEKTUBHO PO3POOISITH
aJICcKBaTHI METO/IM MONEPEKEHHS], YHUKHEHHS Ta YCYHEHHsI Ki0epaTax.
ba3zoBuM KkpuTepieM MOALTY KOPHUCTyBadiB OOMIKOBOI iH(poOpMaIii Ha
BHYTPIIIHIX Ta 30BHINIHIX € MPOCTOPOBE PO3MIIIEHHS CTEHUKXOJIEpiB 3a
MPUYETHICTIO 10 1HPOPMAIIHOTO cepeoBUlla MIANPUEMCTBA. BHYTpillIHIMI
NEePCOHAT 1 MEHEHKMEHT IMIANPUEMCTB pI3HUX PIBHIB € OCHOBHHUM
KOpHUCTyBayeM 00J11KOBO1 1H(popMallii Ta MOAEPATOPOM YNPABIIHCHKUX PILIEHb,
a TOMY MIAAa€ThCs YacTUM KibepaTakam. SIk mpoaHasli30BaHO y HAYKOBIN mpaiii
[39, c. 87-88], mocuTh yacTO HAyKOBIIl PO3MIAAAIOTH iH(OPMAIIi0, OB’ I3aHY
gumie 3 (QYHKIIOHYBaHHSM TPAIIBHUKIB Ta BIACHUKIB (3aCHOBHUKIB)
MIIIPUEMCTBA, K 00’ €KT KIOEpPU3HKIB, TUM CAMUM BU3HAIOTh ICHYBaHHS JIUIIE
BHYTpIIIHIX KOPUCTYBayiB OOJIKOBOi 1H(poOpMalli y 4YacTHUHI KiOEp3axucry
nianpueMctB. Sk gosonuth aochipkeHHss EY Global Information Security
Survey, ocobucta iHpopmarllisi mepcoHany Ta iHdopmarlisi Tpo BIACHUKIB U
MEHEKEPIB € OCHOBHUM 00’ €KTOM KiOeparak Ha mignpuemctBax (17 % ta 11
% BigmoBigHO). JlomatkoBo 34 % cyO’€KTIB TOCIOAApIOBaHHS 3a3HAA
aKTUBHMX K10ep3arpo3 y 3B’ 3Ky 3 HE0ATICTIO Y HEOO13HAHICTIO MIPaIlIBHUKIB,
IO € BHYTpIIIHIMU cTeiikxonaepamu (Tadn. 1.4). A Ouabricts kibeparak (38
%), 3a panumu EY Global Information Security Survey, opranizoBasi

aKTyaJIbHUMH 200 3BIJIbHCHUMHU TIpalliBHUKaMU TianpueMcTs [99].
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Tabnuus 1.4

OO6’€exTH Ta Bpa3auBOCTI KIOEp3axXUCTy MiAMPUEMCTB

, . Yacrka - Yacrka
00’ekT KibepaTak . BpazauBocTi kidGep3axucry .
MiNPUEMCTB NiANPHEMCTB
Ocobucra iHpopMaIis Hen6aini, Heobi3HaH1
dopman 17 % AL 34 %
NePCOHATY MpaIiBHUKH
Indopmariis mpo
(iHaHCOBO-TPOLIOBI 12 % 3acrapinuii KOHTPOJIb Oe3MeKn 26 %
oneparii
.. HecankitioHoBaHHI JOCTYTI
Crpareriysi miaHu 12 % t . Aocty 13 %
CTOPOHHIX 0Ci0
[Hdopmariist mpo BIaCHUKIB 11 % [ToB’s13aH1 3 BUKOPUCTAHHSIM 10 %
1 MCHEJDKEDPIB XMapHUX 00YHCIICHb
. _ ITor’s13aHe 31 cMapThoHAMEU
[adopmartist mpo KITi€eHTIB 11% pTd ’ 8 %
TUTAHIIETAMHA
) IToB’s13aHi 31 colliaIbHUMH
Iadopmaris mpo HIAJIKP 9% H 5%
MepeKaMu
[adopmartis mpo 3mUTTS TA . .
(opmaris mp 8 % IToB’s13aHi 3 [HTEpHETOM peueit 4%
MOTJIMHAHHS
IHTENeKTYaIbHA BJIACHICTH 6 %
[adopmartis po
(bopmauis np 5 %
1OCTa4yaIbHUKIB

JIxepeno: chhopmoBaHo Ha ocHOBI [99]

[Ipote, oOmikoBa iH(oOpMallis, sfIKa CTOCY€TbCA 3O0BHILIHIX (DIHAHCOBO-
rocroJapChKUX MPOLIECIB, BCE YacTille cTae 00’€KTOM Kibeparak B yMoOBax
aKTUBI3allli TJIO0ATbHUX BIMCHKOBUX KOH(QIIKTIB Ta manmemii COVID-19
(indopmariiss mpo ¢iHaHCOBO-TpoIIOBl omepamii — 12 % mOiATPUEMCTB,
iH(dopmartia mpo kiieHTiB — 11 %, iHbOpMaIlis mpo 3TUTTS Ta MOTJIMHAHHS — 8
%, 1HdopMarlist mpo noctadanbHUKIB — 5 %). 13 % cy0’ekxTiB rocriogaproBaHHs
BUSABWINA, IO Kibep3arpo3w cTaqd MOXJIMBUMHU  4Yepe3  OTPUMAaHH:
HECAHKIIIOHOBAHOT'O JIOCTYIy OCO0aMM, 3O0BHINIHIMM 3a BIJIHOIICHHSM JO
iHdopmariiitnoi cucremu mignpuemctBa [99]. Sk HacmigOK, BUHSITKOBO
BHYTPIITHE TIO3UIIOHYBAaHHS K10€P3aXUCTy € OOMEKEHHSIM HOT0 BaXKJIMBO1 MicCii
y opMyBaHHI KOMIUICKCHOI CHCTEMH 1H(POpMAIIIHHOT Ta €KOHOMIYHOI Oe3TEKH
H1ITPUEMCTBA.

Y TOil e uac, NMPUCYTHI HEUUCIEHHI HAyKOBl IMpali, SKi 3HAYHO
PO3LIUPIOIOTh KOJO KOPUCTYBauiB OOJIKOBOI 1HGoOpMaIlii, 1m0 NOTpeOyIOTh
kibepzaxucty. Hampuknan, Illumkosa H. JI. Bu3Haumna mepenik 3acoOiB

Kibep3axucTy y po3pi3li OKpeMO BHYTPINIHIX Ta 30BHINIHIX KOPUCTYBadiB.
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[IpoTe, BiiCyTHE MOSICHEHHS BIAMIHHOCT1 y 3a0e3MedueHHl Ki0ep3axucTy pi3HUX
rpyn creiikxomaepis [40, ¢. 121-122].

bopumcrka  K.II. mo3umionye  dickalibHy  CIyKO0y  BaKJIUBHUM
CTEUKXOJIIepoM 00J1IKOBOi 1HOpMaIlii, SKOMY 3arpoXyloTh KiOepaTakwu.
HaykoBuemM mnponoHyeTbcsl cHucTeMa KIOEp3axucTy, sKa Mependayvae:
BU3HAYEHHS KOH(PIAEHUIWHOI 1H(pOpMAaIlil, YJIOCKOHAJEHHA MOCaJI0BUX
IHCTPYKU1MA, BHUKOPUCTAHHS «UU(PPOBUX MIANKUCIB» Yy MOJATKOBUX LIJIAX,
3aCTOCYBaHHsI ITPOTPAMHO-TEXHIYHUX 3aC001B 3aXUCTy y MPOIECi KOMYHIKAIIII 3
¢ickanbHOO cimyx6ot0 [4, c.17-18]. Hartomicte, Rasche A. Tta Esser D.
pPO3pOOUITN CTaHAAPTU 3aXUCTy 1HGOPMAIIlT OKpPEMO ISl BHYTPIIIHIX Ta PI3HUX
30BHIIIHIX  KopucTyBauiB.  KopucryBauam, Ha  AyMKYy  HayKOBIIB,
PEKOMEHI0BAHO BUKOPUCTOBYBATH CTaHJAPTH MPU OTPUMAHHI Ta OINpAaIlOBaHHI
o0sikoBOi 1HopManii s 1 3axucty [148, c.255]. AHanoriyHoi AyMKH
Chikutuma C., ska oOrpyHTyBasa JIOLIBHICTE (HOpPMYBaHHS IHTETPOBAHOI
3BITHOCTI K JI1I€BOTO KOMYHIKAI[IHHOTO KaHaly mepenadi iHdopmarlii
OJIHOYAaCHO BHYTpPIIIHIM Ta 30BHIIIHIM  CcTedkxonnaepiB. HaykoBuem
OOTpYyHTOBY€TbCSI TOTpeda OE3MEKOBOr0  PO3MEXKYBAaHHS 1HQOpMaLIHUX
MoTped PI3HUX TPYI KOPUCTYBAUIB ISl 30€PEHKEHHSI KOMEPIIMHOT TAEMHUIII Ta
3a0e3neueHHsT  Ki0ep3axucTy cy0’ekTiB  3BiTyBaHHs [64]. IIpomoBxkuB
nocmimkenusa [lmak B. A., po3poOHBIIM METOIUKY 3aXHCTy TOKYMEHTOOOITY
MNIAMPUEMCTBA Yy paMkax 1HQopMamiifHOoro oOMiHYy 3 BHYTPIIIHIMH Ta
30BHIIIHIMU 1HQOpPMAIIMTHUMU KOHTpareHTaMu. ABTOPOM OOTPYHTOBAHO
MNOHATTA KOHQIIEHUIMHUX JTOKYMEHTIB 13 PI3HUM MPABOM JOCTYIY AO HBOTO
crerikxosaepis [41, c.186].

Ane, po3MeXyBaHHS KOpPUCTYBauiB 3a KpPHUTEPIEM MPOCTOPOBOIO
po3TalryBaHHs MO0 1HGOPMAIIHHOTO CepeloBUIlA TIANPUEMCTBA YTPYAHIOE
edeKTUBHE 3a0e3MeUeHHs KIOep3axXuCTy MANPUEMCTB Y 3B S3KY 3 MOKJIMBICTIO
BITHOIIICHHS TIEBHUX CTEHKXOJACPIB OJJHOYACHO O BHYTPINIHIX Ha 30BHIIMIHIX.
CxnagHo po3po0msiTy 3aco0u MiHIMIZalli Ki0ep3arpo3 B yMOBaxX HEMOKIMBOCTI
YITKOI KJIacTepu3allii cy0’€KTiB O€311eKOBUX MPOILECIB.

MacmrabHe  JOCHIDKeHHS  HAyKOBUX  TO3WIIIA 100  BapiaHTIB
kinacudikamii KopucTyBadiB 001ikoBoi iH(popmamii mpoBiB Uyxno [.C. Ha
OCHOB1 BWSIBJICHUX KOMI31M Yy TpaauIliiHii kiacudikamii KOPUCTyBadiB Ha
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BHYTPIIIHIX Ta 30BHINIHIX aBTOPOM 3alpPOIOHOBAHO BUXOJUTH 3 MOXKJIMBOCTI
CTEUKXOJIIEPIB  YOPABIATH  JISUIBHICTIO  TOCIIOAAPIOIOYOro  Ccy0’ekTa.
BianoBiiHO, HAyKOBIIEM BUOKPEMIICHO TPHY I'PYIIH KOPUCTYBaviB iH(opMariii:

1) ocoOu, 1110 TPUIMAIOTh YIIPaBIIHCHKI PIIICHHS,

2) ocoOu, 10 HE MPHUIMAIOTH YIPABIIHCHKI pINIEHHS, aje MaloTh
(p1HaHCOBY 3aIlIKaBJICHICTD;

3) ocobu 0e3 ¢inaHcoBOiI 3amikaBiaeHocTi [39, ¢.88].

[Tominsdroum AyMKy HAyKOBIS, HEOOXITHO 3ayBaXUTH, IO IOMILI
CTEUKXOJIJIepIB 3a KpuTepieM (IHAHCOBOrO Ta YIPaBIIHCHKOTO 1HTEpECy
BUpIIITY€E MpoOIeMy IXHBOI acomialii 3 BHyTPIIHIME 200 30BHIIIHIMUA 0COOaMHu.
[lepconan pa3oM 3 BjJacHUKaMH (3aCHOBHUKAMHM), HE3AJIECKHO  BiJl
MIPOCTOPOBOTO BIJHOIIECHHS 10 1H(QOPMAIIMHOTO CEPEIOBUINA MMiANMPUEMCTBA,
MOXXYTh OyTH BOJHOYAC BHYTPIIIHIMU 1 30BHIIIHIMU CTEHKXOJIEPaAMHU.

JlaroBcbka O.A., Jlerenuyk C.®., Ky3p B.I.,, Kyuep C.B. omnumu 3
nepmux Kiacu(ikyroTh CTEHKXOoJepiB OO0JiKoBOi i1HMOpMaIii ana Iiien
KiOepOe3neKkn Ha KOPHCTYBadiB: 3 MOBHUM IMPAaBOM, 3 OOMEKEHUM IMPABOM 1
TaKuX, II0 BUKOPUCTOBYIOTH BUIBHOONPWIIOAHEHY 3BITHICTH [112, c.28].
Cxoxa mosuiga 1y Iupcekoi A. FO. mono BUOKpeMIICHHS 1HCAWAEpiB Ta
ayTcalzepiB SK KOPHUCTyBauiB OOJIIKOBOi 1H(opmarlii 3 HasSBHICTIO 1
BIJICYTHICTIO MPaB IOCTYyMy 10 001iKOBOI 1H(popMaii BignosigHo [42, c.215].

Takox El-Ebiary Y. i Alawi N., mocnipkyodun pu3uku OyXrajaTepChbKoro
oONiKy SK 4dYacTUHU 1H(POpPMAIIHHOT CHCTEeMH MiANPUEMCTBA, BHU3HAYAE
HEOOXIAHICTh Kiacu(ikalii CTEMKXOJIIepIB 3a IMOBIPHICTIO BUHUKHEHHS
KiOep3arpo3. 3ajie’KHO BiJ] aKTyaJIbHOCTI MEBHUX KiOep3arpo3 Juisi KOKHOTO 3
TPhOX BHJAIB KOPUCTYBadiB (3 BHCOKOIO, 31 CEpPEIHBOI0 Ta 3 HHU3bKOIO
HWMOBIpHICTIO) 00JiKOBOi 1H(OpMaIi HEOOXITHUMHU € BapiaTUBHI METOAU
3a0e3neueHHs Kidep3axucty [77].

Orxe, kiIacW4HI miAXoAu a0 Kiacudikamii KOPHCTyBadiB OOJIIKOBOI
iH(opmarlii € HeAleBUMU JJIS 1IUIeH 3a0e3nedueHHs K1I0ep3axXucTy MiANMpPUEMCTB.
[HIIAME clToBaMHM, KiOep3arpo3u MOXKYTh HE 3MIHIOBATHCS JJI CTEUKXOJIIACPIB Y
paMKax oAHI€T Kiacu]ikaliiftHOT rpymH.

OCHOBHMM KpHUTEpiEM TMOATY KOPUCTYyBadiB Ha TPynu IS LUICH

KiOepOe3neKy MANMPUEMCTB, Ha IO 3BEPTAIOTh yBary 3a3Ha4yeHl HAyKOBIIl, €
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piBeHb JOCTymy A0 o00jikoBoi i1H(opmarlii. PiBeHs A0CTymy HOLUIBHO
TPaKTyBaTH K MAaKCUMaJIbHO MOKJIMBHI OOCAT Ta BHUJ OOJIKOBUX JaHUX, SKI
HAJAI0THCA JI0 ONpaIfOBaHHSI KOPHCTyBadaM, BPaxoBYIOUM iXHI mpodeciifHi Ta
MOBEJIIHKOB1 XapakTepucTuKu. [IpaBo oTpumaru 00JIKOBY iHGOpMaILiO 3a
TaKUX YMOB O€3MOCepelHbO TMOB’s3aHE 3 MOXKIMBICTIO JOCTYIy [0
KOMEPIIHHOI TAa€EMHMII MIANPUEMCTBA Ta BUIUIMBAE BIJ BUIY OOJIKY
(¢piHaHCOBOTO, YHPaBIIHCHKOTO TOIO). 3a I[UM KPUTEPIEM JOIIIBLHO
BUOKPEMJTIOBATH CTEUKXOJIJIEPIB 3 AOCOTIOTHUM JOCTYTIOM, TTIOBHUM JOCTYIIOM,
00MEKEHHUM JIOCTYIIOM 1 IOCTYIIOM JI0 BIJIbHOI 1H(OpMAITii.

1) KopuctyBauamu 3 aOCONIOTHUMU NIPaBaMU € YIPABIIHCHKUN MEPCOHAT
3 HEOOMEXEHUM pIBHEM JOCTYyIly JI0 OOJIiKOBOI 1HQopMalii, sKa
BUKOPHUCTOBYETHCA ISl MEPCHEKTUBHOTO YIPABIIHHS MiANPUEMCTBOM. Taki
KOPHUCTYBaul BHUKOPHUCTOBYIOTh MAaKCHMaJbHO HAsBHUN MacuB JaHUX, IO
(GOpMYIOTECS YIPABIIHCHKUM Ta (PiHAHCOBUM OOJIIKOM.

2) KopuctyBadi 3 MOBHMMH MpPaBaMH MAarOTh JOCTYI 10 KOH(IIEHIIHHOT
iHdpopmallli 3a TEBHUM  HANpsIMOM  YIOpaBIiHCBKOI abo  (iHaHCOBO-
roCHoapChKOi  MISUIBHOCTI  MiANpUeMcTBa. Hampuknan, ynpaBiIiHCHKUM
NEPCOHAJI BUKOPUCTOBYE OOMIKOBY 1H(GOpMAILi0 YHOPaBIIHCBKOTO OOMIKY
CTPATEeriyHOro abd0 TAaKTUYHOIO XapakTepy Uil HNPUMHSATTS CTPATEeTIYHUX Ta
TaKTUYHHUX YIPABITIHCHKHUX PIIICHb.

3) KopuctyBauam 3 OOMEXKEHHMM JOCTYNOM 3a0€3MedyyeThcsl MPaBO Ha
peanizalio mpeaMeTHO-(PYHKIIIOHATBHUX iH 010 MiAMPUEMCTBA, 1H(GOPMAITIS
PO OKPEMUM aCTIeKT AISUTBHOCTI SIKOTO HAAAE€THCS 10 BUKOPUCTAHHS. 30Kpema,
(icKanbH1 THCTUTYILIT OTPUMYIOTh Y PO3MOPSIKEHHS MOJATKOBY 3BITHICTH 1 32
noTpeOu MOAAOTh 3aMUT HA OTPUMAaHHS JOJIATKOBOI 00JIKOBOI 1H(pOpMalli y
¢bopMi IEPBUHHUX Ta CHHTETHYHUX JOKYMEHTIB TOIIO.

4) KopuctyBadi 3 BUIBHHM JOCTYIIOM HE TMOTPEOYIOTh 3aluTy Ha
OTPUMAaHHS TpaBa Ha BUKOPUCTAHHS O0OJiKOBOI iH(opmarii. Boxwu
BUKOPUCTOBYIOTh JIaHi, $IKI 3HAXOASATHCA Y BUIBHOMY JOCTYMi, MyOJi4yHO
onpunonHeni. Taka oOmikoBa iHdoOpMalis HE MICTUTh KOH(DIICHIIHHUX
BIJIOMOCTEH 1 B OCHOBHOMY T'OTY€ThHCS (DIHAHCOBUM OOJIIKOM.

3a MOXIMBICTIO PO3MOPSDKATHCS TMPaBOM JOCTYIy 10 OOJIKOBOI

iHdopMmallli CTeWKXOJAEepiB AOUUIBHO Kiacu(ikyBaTh Ha MpaBOHAJaBaviB
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(HAAUIAIOT,  TPaBOM  OTPUMYBAaTH 1  pO3MOpSKATUCS — JaHUMHU)  Ta
IPaBOOTPUMYBaUiB (HOCIIB TpaBa 1HGOpPMAIIMHOTO A0CTyIy). JlocuTh yacto
KopucTyBaul iH(oOpMaIii MOXYTh HaJeKaTH JO 000X TPyl OJHOYACHO.
[IpaBooTprMyBa4d Ha TMpaBax CYMAPSIAHOCTI MOXE JeneryBatu (Imepenatu
IpaBoO JIOCTYNy) MOBHOBaXKEHHs OOpoOKM iHopMalii I1HIIKM ocodam.
Hamnpukian, nNOTeHLIHI 1HBECTOPH, OTpUMAaBIIM OOJIKOBY 1H(OpMaLio,
nepeaaroTh il 1HBeCTULIMHUM Opokepam. ToMmy mpaBooTpuMyBau MoOke OyTH
OJIHOYACHO MPaBOHA/1aBaAvYEM.

Ha ocHoB1 peanizamii mpaBa gocTymy A0 OOJiKOBOI iH(opmarlii Takox
JOLIIBHO BHUOKPEMUTH HACTYMHI KilacuikaimiiiHi Kpurtepii: JOCTYyI [0
00JiKOBUX 00’€KTiB, (PYHKIIOHAIBHI MpaBa Ta NOPAIOK OOpOOKH 1H(POpMAILIii.
BianoBiHO 10 00’€KTHOrO CHpSIMyBaHHs, CTEHKXOJJAepaM HAJa€ThCS IMPaBO
omnpalfoBaHHs iH(popMalii BUHATKOBO Ipo neBHI 00’ ekt 00xiky. Hampukian,
(axiBIIO 3 TPOUIOBUX PO3PAXYHKIB JOIIILHO HaJaBaTH JO3BUI MpaIfoBaTH 3
(GyHKIIOHAIbBHUM MEHIO KOMIT IOTEpHHUX MporpaM s OOJiKy M yImpaBiiHHA
TOTIBKOIO 1 OAHKIBCBKUMHU TPaHCAKIIAMH. [HII 00’€KTH 0OJIKY 3aTUIIalOThCs
HEJIOCTYITHUMHU IS BY3bKO-CIeliaii3oBaHoro (¢axiBig. PermamenTaris
(GyHKIIIOHATLHUX MOBHOBaXKEHb Iepeadayae oOMEXEeHY peanizailiio (yHKINNH
OOJIIKy: 3alOBHEHHS TMEPBUHHUX JOKYMEHTIB, MPOBEICHHS KOHTPOJIbHUX
MpoIenyp, Yy3araJbHEHHs OOJIKOBUX JaHUX Y PETicTpax, NPOBEICHHS
MOJAaTKOBUX poO3paxyHKIB Tomo. CredkxonaepaMm, 3ajekKHO BiJl MOCATOBUX
000B’s3KIB, MOKHa 3a00pOHUTH OOpOOKY OO0IiKOBOI 1H(pOpMAIii, 30KpeMa:
NeperisiaTd 44 BHOCUTH BIJOMOCTI; Bepu(iKyBaTH (IIPOBOAMTH) MaHi,
3MiHIOBaTH 1H(OpMaIlito, siIka BCTyNuja B JiF0; BWJIyYaTd OOJIKOBI 3aIlUCH;
nepeaaBaTy MOKa3HUKHU HA HACTYIIHI €Tarnu 0OpOOKH.

BiamosiaHo, KOPHUCTYBaviB ob0mikoBoi  iH(popmalii  AOUUIBHO
KJIacu(ikyBaTH 32 TaKUMH OE3MEKOBUMHU KPUTEPIsIMU: (PYHKIIOHATBHI TIpaBa
(poboTa 3 MEpBUHHUMM TOKYMEHTAMH, TPOBEJEHHSI KOHTPOJIbHUX Tpoueayp (y
TOMY YHUCJI1 —IHBEHTapu3aIlii), CUCTeMaTHu3allisl JaHWX, aHalli3 TMOKa3HUKIB U
OPUMHATTS pillleHb; BU3HAYEHHS OOJIIKOBOI TMOJIITUKHK); 0OpoOka 0OJIIKOBOi
iH(dopmallli (BHECEHHS, pejaryBaHHs, IPOBEJACHHS, y3arajJbHEHHs, Tiepeiaya Ta
apxiByBaHHS JaHWX); 00’€KT 00Ky (HEOOOpOTHI aKTHBH, 3aIllacH, TPOIIOBI

KOIITH, Je0ITOPChKa 3a00PTOBaHICTh, KPEAUTOPChKA 3a00pTOBAHICTD, KaIliTall,
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3apo0iTHA TUIaTa, MOJAATKU 1 300pH, TOXOIHM Ta BUTpATH a00 OLIbII JeTai30BaHI
00’exTn). HaktgacTime creiikxonaepu HaaljaeHI KOMOIHOBaHUMHM TipaBamMu. Yum
MEHIIIE TIAMPUEMCTBO, THUM OUIbIIIA KOHIICHTpAIlll TIpaB y KOPHUCTyBaya
061ikoBoi iH(opMarii. Ha HeBenukux cy0’€KTax rocrojaproBaHHs OfHa ocoda
MO€ BUKOHYBAaTH yCli 00JIIKOBI MPOILIECH, 1110 nependadyae OTPUMaHHS TOBHUX
nmpaB Ha omnepyBaHHs iH(opmariero. DizuuHi  ocobu — CcyO’€KTH
MIIMPUEMHUIIBKOT  JTISUTBHOCTI, SIKI OJHOYACHO BUKOHYIOTH T'OCHOJAPCHKI,
00JIIKOBI Ta yHpaBIiHCHKI (PYHKINI, € HOCIAMHU aOCOJMIOTHUX TpPaB, OCKLIBKH
IIpaBOHAJIaBay 1 MPaBOOACPKYBad € OJHIEID 0COOOI0.

HactynHoro kmacugikaimiitHo0 03HAKOK MOAUTY CTEHKXOJIEPIB 3 MO3HUIIIT
HEOOXIJTHOCTI 3a0e3neyeHHs1 KiOep3axuCTy € BHUJ E€KOHOMIYHOI AISJIbHOCTI.
Creitkxonaepu, 110 € NpeJACTaBHUKAMHU PI3HUX BHUIB €KOHOMIYHOI JISJILHOCTI,
TaKOXX MiAal0ThCs BapiaTUBHUM KiOeppusukam (tabn. 1.5). BianosiaHo,
KOPHUCTYBayiB OOJIKOBOI 1H(GOpMAIli JOIIIFHO TPYIyBaTH 33 MPUHAIEIKHICTIO
710 CEKTOPIB €KOHOMIKH.

Sk nemonctpytoth gochimkenHss Union Agency for Cybersecurity, y 2023
p. 3HA4YHO 3pOCiM Kibep3arpo3u AJid yCiX BHUAIB €KOHOMIYHOI JISJIBHOCTI, IO
MOB’s13aHE 3 130JILI€0, AUCTAHIIATI3AIIE€0, 3POCTAaHHAM 1H(OpPMALIMHUX Ta
(iHaHCOBHX pecypciB Ha NpOBEACHHsS BilcbkoBUX Aid. KiGeppusuku s
PI3HUX CEKTOPIB €KOHOMIKH MOXYTh MOBHICTIO BIAPI3HATUCS, HANIPUKIIAT IS
JOMOTOCTIONIAPCTB — 11€: (PIIIMHT, BUTIK 1H(QOpMaIii, BUKpaJeHHS AaHUX, a JJIs
MIPOMHCIIOBOCTI — 3JI0BMHUCHE TporpamMHe 3a0e3MeueHHs], aTaku BeO-0IaTKiB,
iHCcaliepchKa 3arpo3a (HeHaBMHUCHE 3110BxkuBaHHs) [ 160].

Bun axktyanbHMX KiOep3arpo3 il KOXKHOI Tally3l €KOHOMIKH TaKOX
3aJIEKUTh Bl MPUHATIEKHOCTI CTEHKXOJJEpIB 10 (I3UYHUX YU FOPUIAYHUX
oci6. IIpu moaini kopucTyBaviB 001iK0BO1 iH(MOpMaIIli Ha (i3UUHI Ta FOPUANIHI
oco0u HEOOXITHO BpaxOBYBAaTH BIKOBI MapaMeTpH Ta OpraHi3alliiiHO-NPAaBOBY
dopmy BigmoBigHO. s Hi3ugHUX OCIO MEBHOTO BIKOBOTO CKJIAAy MpUTaMaHHI
nudepeniiioBani kidep3arpo3u. Pi3H1 BIKOBI Tpylu CTEUKXOJAEPIB XapaKTEpHI
OCOOJIMBMMH TTOBEIIHKOBUMH O3HaKaMHM, IO IOCHIIFOE BJIMB THX Y 1HIIUX
KiOeppHu3uKiB. 3a KpUTEpPIEM BIKOBOi CTPYKTYpU CTEHKXOJIEPIB JOIIIBHO
paHXXyBaTH Ha rpynu: monoama (10 35 pokiB) cepeans (36-50 pokiB), crapiia
(51-65 pokiB) i moxwia (ctapiie 66 pokiB).
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Tabmuis 1.5

AKTyanbpHICTh KiOep3arpo3 Jjis pI3HUX CEKTOPIB €KOHOMIKU

CexTop

OcHoBHi 3arpo3n

Tpenn y
2023 p. /2022 p.

BrniinB YMHHUKIB

®di3uuni ocobu /

DimmHr

Camoi3zoumsris sk croci6 6oporsdu 3 COVID-19

Homorocno- |Burik indopmarii cripusita fmereHTpanizarii IT-cepemosuma ta

JlapcTBa Bukpanenns nanux = 130l [HTepHET KOpHUCTYBadiB, SKi MiAAAI0ThCS

kibep3arpo3aM Ta MEHIE PUIUISIOTE YBaru
kibepOesmeri.
[Mpomucnosicts |3moBmucue 13 Kpazixka 00ikOBUX JaHHX, IO MICTUTh
ATtaku BeO-10JaTKiB KOMEPLIHY TAEMHUIIIO, € 3HAYHOIO 3arp03010
Iacaiimepcrka _ JUTS IHOTO CeKTopy. Takox kibepaTaku Ha
3arposa (HeHaBMHCHE - JIAHITIOTH TTOCTABOK Ta HAa CHCTEMH
37I0B)KMBAHHS ) MIPOMHCIIOBOTO KOHTPOITIO € TIPHYHHOIO
NPU3YTTUHEHHS BUPOOHUYOTO TIPOIIECY.
Bararo- ATaku BeO-10/1aTKiB Bingmanena po6oTa npaiiBHHKIB K CIIOCIO
rany3eBuii  |DimmHT + 60opoteou 3 COVID-19 akTuBizyBana QilimHroBi
0i3Hec 3noemucue I13 aTaKH, 110 3arpoXKyd BTpati KOH}iAeHIiHHOT
00:mikoBo1 iH(opMarii.
Hepxasue  |3moBmucue 113 BukopucTanHs XMapHHUX CEpBICiB ITPHU3BETIO JI0
ynpasiinas, |DimmHr 3pOCTaHHs Kibep3arpo3 aMiHiCTPAaTHBHOMY
obopoHa, Beb6-araka + cexTopy aepxasu. ComianbHi CIyXOu 3a3HAITN
comianbpHi Kibeparak uepe3 cepBicu (piHaHCOBOI JOMTOMOTH
MOCITYTH rpomaasHaM Tix gac nagaemii COVID-19 ta
BOEHHUX JIiHA.

Odinancu/  |ATaku BeO-701aTKIB BaraToacrnekTHICTh (PiHAHCOBOTO CEKTOPY
BankiBchka  |[Hcaiinepchka €KOHOMIKH YCKIIQ/IHIOE YiTKE BHOKPEMIICHHSI

crnpasa / 3arpo3a (HeHaBMHCHE _ Kibep3arpo3s, OCKiJIbKH pi3Hi chepu GpiHaHCOBHX

CrpaxyBaHHs |37TOBKUBAHHS) B Ta OAHKIBCHKUX MOCIYT MOXYTh IiIIaBATUCS
3nosmucue 113 a0COIIOTHO pi3HUMH Kibeppusnkamu y chepi
Buxpanenns nanux OyXTanTepchbKoro ooIiKy.
OxopoHa 3nosmucHe 113 BinOyBanacs akryanizauis kibep3arpos B
3mopoB's/  |[HCalimepchka OXOPOHI 3JI0pOB’sl Uepe3 iHTepec MaxpaiB 10
Menunuaa  |3arpo3a (HEeHaBMHCHA + iH(opMariiiHuXx Ta (piHAHCOBUX pecypcCiB, SKi
37I0B)KMBAHHS ) BUJIISIIOTHCS HA OOpOTHOY 3 MaHeMi€l0
ATaku BeO-101aTKIB COVID-19 Ta BiliCbKOBUMHU 3arpO3aMHU.
OcgiTta 3nosmucue 113 301IBIICHHS] aKTUBHOCTI KiOEPIIHUTYHCHKIX
Bumaransaa + KaMIIaHii yepe3 iHTepec 10 00IIKOBUX Ta
nporpaMa HAYKOBHX PECYpCiB, OB’ I3aHUX 3
Be0-araku nocimimkenasm COVID-19 ta BoeHHux giil.
Iadopmarnis Ta |Ataku BeO-10AaTKIB I3 3pocTaHHAM KiJIBKOCTI HIMPPOBUX Meia

KoMmyHikarlis |IHcalinepchka _ AKTyaJIbHUMH CTAIOTh KiOEPPU3UKH 111010 3MiHU
3arposa - myOmiyHoi iH(opMaii 1y ynpaBiaiHHS
3noBmuche [13 TPOMAJCHKOI0 AYMKOIO.

MucrerrrBo, |ATaku BeO-10IaTKIB [epexin Bijg JiCH31HHOT IO M AMACHOT

po3Baru Ta irpu

3nosmucHe [13
DimuHr

peasnizailii TBOPiB IHTEIEKTYaIbHOTO
BUPOOHHUITBA irpoBOT iHAYCTpiil uepe3 [HTepHeT
3pOOMB 1Ieli ceKTop OLTBIT MPUBAOIUBUM JIJIsI
KiOep310YHHLIIB.

JIxepeno: cuctemMaTh3oBaHO Ha ocHOBI [160]
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Mooain KOpucTyBadi OTPUMYIOTH 1H(GOpMAILIF0 B OCHOBHOMY uYepes
COIllaJibHI MEpeki Ta MECCH/DKEpH, M0 MOTpedye OOMEKEHOro IXHBOTO
BUKOPUCTAHHS y TOCMOAAPCHKUX Ta YIpaBiIiHCbKUX IUIsAX. CepenHsi BiKOBa
rpymna HaWOIBII aKTHUBHO CepeJl I1HIIMX CTEeUKXOJJEPIB KOPHUCTYETHCS
MpOrpaMHUM 3a0e3MedeHHsT JIJIsi OINepyBaHHS O0O0JIIKOBOK 1H(dOpMaIli€o, a
TAaKOX CIellali30BaHUMU [HTepHeT-cTopiHKamMu. TakuM ocodam MepeBakKHO
3arpoXKyIOTh BIPYCHI Ta XaKEpPChbKl aTakd, M0 MOTpPeOye BUKOPUCTAHHS
aHTuBIpycHUX mporpam. CTeWKXojjepu 13 TPYyNHU CTAPUIOTrO BIKY YacTillle
HiITa0ThCA (PIITMHTOBUM Ta CIIAMOBHM aTakaM d4epe3 €JICKTPOHHY MOINTY, a
TaKOXX 3 BUKOPUCTAHHSM IUIATDKHUX CEPBICIB 1 0AHKIBCHKUX KapToK. JlOLIBHO
3aCTOCOBYBaTH OpayHAMay3epu, craMm (GuUIbTpU Ta CHUCTEMH JOJATKOBOI
Bepu(ikalii eneKTpoHHUX TpaHcakiii. KopucrtyBaul moxXuyioro BIKy OuIbIIe
MIJIATIAMB] A0 IMIaXpalChKUX 1M 3 BUKOPUCTAHHSAM TeyiedOHIB (JI3BIHKU Ta
MOBIIOMJICHHS), 1II0 TOTPeOyEe BUKOPUCTAHHS CIEIiai30BaHOTO MPOrPaMHOTO
3a0e3nedyeHHs it PUIbTpYBaHHS TeaePOHHOTO Tpadiky.

3po3yMiJio, 1[0 BUOKPEMJICHHS Kibep3arpo3 A KOXHOI BIKOBOI TpyMH €
YMOBHHUM, aji¢ BOJAHOYAC HABEJICHI PU3UKU — HAHOUIBII IMOBIPHI ¥ THUMOBI AJis
BIMOBIIHKX cTeiikxonaepiB. KopucryBaul 0011koBOi iHpOpMallii, yepe3 BIUIUB
BIKOBUX Ta MOBEIIHKOBUX XapaKTEPUCTHUK, 3aXUIICHI BiJl OJHUX KIOEppPU3HUKIB
Ta OIQOATINBI 10 1HIINX.

Ha BigMiHy Bif BIKOBOi1 CTpyKTypm3alii (Gi3udHUX 0Ci0, A IOPUIUIHUX
0oCci0 JIOUUJIBHO 3aCTOCOBYBAaTH KiacH(IKaIilo BIATOBIAHO JO  iXHBOI
opraHizaiiiiHo-mpaBoBoi  ¢opMuU. 3 METO TOCUJIEHHS  KiOepOe3nexku
IOpUJIMYHUX  OCI0  JOIIIBHO TMOJUIATH  HA: aKI[IOHEpHI TOBapUCTBA
(BUKOPUCTOBYIOTh Ta O0OB’SI3KOBO ONMPHWJIIOJHIOIOTh 3HaYHI MacUBH OOJIIKOBOIi
iH(dopmarllii BiAMOBIAHO JO BUMOT 3aKOHOJABCTBA), TOCIOJAPChKI TOBAPUCTBA
(oOMexeHa BiAMOBITATBHICTh TEpPEl KOHTPAreHTaMH), JIEepaBHI yCTAaHOBH W
iHCTUTYIIT (HOCIT KOH(GImeHmiHOI 1HdOpMaIlli, MO MICTHTh JEPKaBHY
TAEMHUINI0), 00’ €qHAHHS MIIIPUEMCTB (BUKOPUCTOBYIOTH CHCTEMY CKIIATHUX
NEPMAaHEHTHUX KOMYHIKaI1i MIXK YYaCHUKaMH 00’ eaHaHHS),
HEeMIIMPUEMHUIIBK] YTBOpPEHHS (MaloTh 3HAYHMM 1HQOpPMALIHUN BIUIMB Ha

corianbHe, KyJIbTYpHE, TOOYTOBE, peliriiHe (QyHKI[IOHYBaHHS CyCI1JIbCTBA).
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KoxHii rpymi cy0’e€KTIB TroOCHOJaplOBaHHS IpUTaMaHHI BapiaTUBHI
0COOJIMBOCTI  OmpaloBaHHs 00JIKOBOI i1H(opMarii. 3ameXHO BiJI BUIY
opraHi3aiiitHo-npaBoBoi (GOpMH, BIAPI3HAIOTHECA 1 Kibep3arpo3u. Hampukiman,
JepKaBHI 1HCTUTYIT TIJIJAIOTECS 3HAYHUM XaKePChKUM aTakaM 3 METOI0
BUKPAJICHHS JIepKaBHOI TA€MHHUII a00 3aBJIaHHs IIKOJM HAllIOHAJIbHIN Oe3melli.
BuokpemiieHHsT 3a3HayeHUX TPyl Ja€e 3MOTY 1IEHTHU(PIKYBaTH HaNWOLIbII
IMOBIpHI KIOEppU3UKM Ta BUPOOWUTHM NPEBEHTHBHI 3aX0JU 13 3a0€3MeyYeHHs
KiOep3axucry.

BaxnmuBum kputepieM kiaacudikaili CTEMKXOJIEpIB IMIOAO0 IOCTYIy 0
oOmikoBoi 1HGoOpMaIii € BUJ 3aCTOCOBYBAHMX KOMYHIKAI[IWHUX KaHAIIB.
binbmricTe cy4acHUX JUJIOBUX KOMYHIKAIil peai3yloThCsl 4E€pe3 MEPEKY
[aTepuer. BianoBigHO, KOPUCTYBauiB (BIANPABHUKIB, OJIEPKYBadiB) 00JIKOBOI
iH(dopMmalli JOIIBHO MOAUIATH Ha 0Ci0, SIKi BUKOPUCTOBYIOThH: €JIEKTPOHHY
nomry (pi3HI TMOIITOBI CEPBICH), QJITOPUTMH OOMIHY JaHUMU MK
MpOorpaMHMMM  TPOAyKTamMH  OOJIIKOBOTO  MPHU3HAUYCHHsS  (HAMpUKIAT,
cunxpoHzamis nanux 1C: Byxranrepis ta M.E.Doc), comiansHi Mepexi Ta
mecenkepu  (Facebook, VK, Viber, Whatsapp, Telegram To1no),
daiimoooMiHHMKHA Ta XMapHi cxoBuia (Dropbox, OneDrive, Google Drive Ta
1H.), BHYTpILIHIO MEPEKY AaHUX (JOKaJbHYy MEpExXy mnepeaadi iHdopmariii),
¢13udH1 HOCI (ManepoBi JOKyMEHTH, (IenI-HOC1T, KOMIAKT-TUCKH).

Bix Buay KOMyHIKAI[IHHOTO KaHATy, SKUW TPAIUIIAHO 3aCTOCOBYETHCS
CTEHKXOJIIepaMHt, 3aJIeKUTh KOMIUIEKCHICTh KOHTpoJbHMX Aii. KopuctyBaui
o0nikoBOi 1HQOpMallii, SKI BHUKOPUCTOBYIOTH JEKUJIbKa KaHalliB Mepeaayi
(orpumanHs) iHboOpMalii, MOIAAAIOTHCS  OUIBII  CKJIAAHUM 1  YacTUM
kioeppusukaM. [HdopmaniiiHi omnepaiii AESKUX CTEUKXOJIEPiB, HANpPHUKIA
THUX, II0 BUKOPUCTOBYIOTH COIllaJibHI MEPEXI Ta MECEHHKEPH, MOTPEOYIOTh
MepMaHeHTHO KiOep3axucty. | HaBmaku, KopucTyBadi iHpopMaIrii Ha HI3UIHUX
HOCISIX Maike He MiAAalTh KIoeppu3uKaMm.

Kiacudikaiiito cTelkxoaaepiB 3a BUIOM KOMYHIKAIIMHUX KaHATIB TaKOXK
JOIUIPHO BHUKOPHUCTOBYBAaTH JJII OOMEXKEHHS JOCTYMy JO TEBHUX I[HTEepHET-
CEpBICIB y mpolieci peaizaiii GyHKIIIOHATLHUX 000B’3KIB JIJIsl MOTEPEIKEHHS
mposiBy  Kibep3arpo3. [lomaTkoBO MoO’Ke ICHyBaTH 3arajbHOHAIllOHAJIhHA

3a00poHa Ha BHUKOPUCTaHHS I[HTEepHET-pecypcCiB, IO MOXKYTh 3arpoXKyBaTH
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kibepOe3mnemni kpainu. Hanpuknan, B YKpaiHl BUMKHYTHH JOCTYH IO
comanpanx Mepex VK, Odnoklasnuku, enexrtponHoi momTu mail.ru,
daiiiooOMIHHMKAa 1 TMOIIyKOBHMKa YandeX, OOJIKOBOTO  IPOTPaMHOTO
3a0e3neyeHHss 1C : Byxranrtepiss Ta 0araTo I1HIIKX, 3aCTOCYBAaHHS SIKUX
MPU3BOJIUTh 0 MOTEHLIMHOI BTpaTH 1H(OpMalii, 110 MICTUTh KOMEPLIMHY 1
B1IICbKOBY TA€MHHIIIO.

OxkpiM BUAYy KOMYHIKallI{HOTO KaHaly, Il 3a0e3nedeHHs1 KibepOe3neku
BOXJIMBE 3HAYEHHS Ma€ dYacToTa I1H(GOPMAIIMHUX akKTiB. 3aJIe)KHO BiJ
NepIOAUYHOCT] TOJAaHHSI 3amuTIB a00 OTpUMaHHSA OOKOBOI 1H(opMarii
3pocTae IMOBIPHICTb MOSIBH KiOep3arpo3. ToMy A OIIHKK HEOOX1THUX 3aX0/1iB
Ki0ep3axuCTy JOIUILHO BHOKPEMIIIOBATH CTEHKXOJAEpIB 3: NMEPMAHECHTHUMHU
(iHpopmariiiHa CUHXpPOHI3aIlisl BIAOYBAETHCSA HA MOCTIMHUM OCHOBI), YaCTUMHU
(moaeHHut 0OMiIH 1HGOpMaIIi€l), MEepIoUYHUMH (TIepeada Ta OTPUMAHHS
iH(dopmartii BiiOyBa€eThbCs 3 MEBHOIO MEPIOAMYHICTIO: KOKHOTO THXKHS, B KIHIIS
MICSIT YW KBapTaly TOIIO) Ta OJWHOYHMUMH KOMYHIKAI(AMH  (TIICIIS
BUHHUKHEHHS OTpeOu B 00JIKOBIM 1H(OpMaIlii, HAMpUKIIaa, B IHBECTOpA pa3 B
pIK JIJ1s1 IOIIYKY 00’ €KTIB IHBECTYBaHHS).

V3aranpHeHa  kiacudikaiisi — KOpHCTyBadiB  00diKOBOi  1H(popmanii
Bi10OpakeHa y Tabn. 1.6 3a kputepisiMu: MOXIMBOCTI YOPABIATH JISIbHICTIO
rOCIOapIo0Uoro cy0’ekTa, IpaBoOM JOCTYITY, IMOBIPHOCTI TIOSIBU KiOep3arpos,
MO>KJIUBOCTI PO3MOPSIIXKATUCS TPAaBOM JOCTYIy, JOCTYyIy 10 OOJIKOBHUX
00’€kTiB, (PYHKIIOHATHHOTO TMpaBa, MOPAAKY O0OpoOKku iHOpMaIli, BUIY
€KOHOMIYHOT JIISNIBHOCTI, BIKY (D13MYHUX OCI0, OpraHi3auiiHo-npaBoBoi (GopmMu
IOpUINYHUX 0C10, BUJy 3aCTOCOBYBAaHMX KOMYHIKAI[IMHUX KaHallB, YacCTOTH
1H(OpMaLIMHUX aKTiB.

OxkpiM 3ampONOHOBAaHUX BaplaHTIB MOAUTY CTEUKXOJAEPIB KEPIBHUIITBO
TIIMMPUEMCTBA MOXE CaMOCTIMHO JOMOBHIOBATH IEPEIIK JOBUILHUMH BHUIAMH
KOpHUCTYBadiB OOJIIKOBOI iHdoOpMaIii, M0 BiAMOBiZaTHME OE3MEKOBUM
norpebaM. HaromicTh Jnedxi kiacudikaiiiiHi Kpurepli, SK OT KUIbKICTb
IITATHUX TPaIiBHUKIB YU 0O0cCAr mnpuOyTKy, Kl € BH3HAYAJIBHUMHU IIPU
BUOKPEMJICHHI PI3HMX BHJIIB CYO’€KTIB I'OCHOJIApIOBaHHS, HE BIUIMBAIOTH HA

IMOBIPHICTb MOSIBH THX YU 1HITUX KIOEPPU3HUKIB.
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Tabmuis 1.6
Knacudikaris cteiikxomnaepiB 001ikoBoi iHhOpMaIIii 3 METOIO

3a0e3rnedeHHs KioepOe3neKy MmiANMpUEMCTB

No Knacudikauiinui

. Bupn creitkxosaepa
3/m KpuTepiii ! A1ep

®izuuni ocobu / [lomorocnonapctsa; [IpoMHUCIOBICTB;

. Bararoranysesuii 0i3Hec; [lepxaBHe yOopasiiiHHA, 000pOHA
Bua exkoHOMI4HOT y ; Hep yup ’ pOHa,

1. ; . couianbHi nocnyru; @inancu / bankiBceka crpasa /
TiSUTBHOCTI )
CrpaxyBanns; OxopoHa 310poB's / Menunna; OcBirta;
Indopmartist Ta KoMmyHikaiis; MUCTENTBO, pO3Baru Ta irpu
MOXIIUBICTh YIIPABISATH [TpuiimaroTs ynpasiiHcbki pimeHHs; Ocolu, mo He
2. | MisUTBHICTIO MPUHMAIOTh YIIPABJIIHCHKI PIIICHHS], ajie MalOTh (iHAHCOBY
rOCIOIapIOI0UOoro ¢y’ ekTa | 3amikaBieHicTh; Ocobu 6e3 hiHaHCcOBOT 3aIliKaBICHOCTI
3 Hpapo jlocTyny 1o 3 aGCOMOTHUMU MpaBaMu; 3 TIOBHUMHU NPABAMK; 3
00uikoBoi iHdopmartii 00MEKEHUMH JJOCTYIIOM; 3 BUTBHUM JIOCTYIIOM
4 ImoBipHiCTH TIOSIBU 3 BHCOKOIO HMOBIPHICTIO; 31 CepeHbOI0 MMOBIPHICTIO; 3
" | xibep3arpo3 HU3bKOIO HMOBIPHICTIO
MOXIHUBICTh
5. | pO3MOpsSAKATUCS PABOM IIpaBonanasay; IIpaBoonep:xyBau
JOCTyMY
3 mpaBoMm focTyny 1o iHdopmaiii mpo:
. HeobGopotHi aktuBuy; 3anacu; ['pomosi komru; JlediTopcbka
6. HOCTYI.T A0 06iKOBHX 3aboproBaHicTh; Kpeauropcbka 3a6oproBanicTh; Kamita;
00’€KTIB pr » RPCITOPC p ’ ’
3apo0itHa miara; [Tonatku i 300pu; Jloxoau Ta BUTpaTH;
Binenn geranizoBaHi 00’ €KTH
3 nmpaBoM Ha:
Poboty 3 nepBunHUME ToKyMeHTamu; [IpoBeneHHs
7. | OyHKIIOHAJIbHE MPaABO KOHTPOJIbHUX Tporenyp; CucreMaTu3aiiio J1aHux; AHami3
MOKa3HMKIB ¥ MPUUHATTS pilieHb; BuznaueHHs 0611KOBOT
MOJIITUKHU
[Topsnox 06pobku 3 paBoM Ha:
8. Buecenns nanux; PenaryBanns nanux; [IpoBeaeHHs nanux,

iHpopMmarii .
VY3arajapHeHHs J1aHuX, llepenady Ta apxiByBaHHS JIaHUX

Mononma BikoBa rpymna; Cepeanst BikoBa rpymna; Crapiia

9. | Bik ¢i3uuHOi ocoOun . .
BikoBa rpyna; [Toxuia BikoBa rpyma

.l AKITI0HepHI ToBapuCcTBa; ['0CrIogapceKi TOBApHUCTBA;
OpranizauifHo-npaBoBa LUOHEp P ’ nap p ’

10. .. eprKaBHI ycTaHOBH # 1HcTATYLIT, OO0’ €MHAHHSA MIAIPHUEMCTB;
¢bopma ropuaANYHOI 0cO0U A P Y . YUt p ’
HenianpueMHHUIBKI YTBOPEHHS
II{o BUKOPUCTOBYIOTH:
Enextponny nmomry; AnropuTMu 0OMiHY JaHUMHU MIXK
Bupn 3acTocoByBannx POHHY Y PHTME ya
11. Y . IPOTrPaMHUMU NMPOTYKTaMHU 00JIIKOBOTO MPU3HAYECHHS;
KOMYHIKaLlIHIX KaHaJliB . . . . .
ComianbHi Mepexi Ta MmeceHpkepr; DaitmooOMIHHIKY Ta
XMapHi cxoBuIa; BHyTpimHio Mepexy nanux; @i3uuHi HOCIi
12 YacroTa iHpopmariitHux 3 nepMaHeHTHUMH; 3 YaCTUMHU; 3 IEPIOAUYHUMU; 3
" | akTiB OJIMHOYHUMHU

JIxepeno: po3po0sieHO aBTOPOM
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B ymoBax ¢opmyBaHHS 1IU(PPOBOT €KOHOMIKH CyO’€KTU TOCIIOIaPIOBAHHS
peai3yrTh TOCHOAPChKY MISUTBHICTh 3 MIHIMAJIBHUM 3aJTyYEHHSM JIIOJACHKUX
pecypciB.  IndopmariiiHo-rocmoiapcbki  MpOIleCH  Ha  MIANPHEMCTBAX
€JICKTPOHHOTO OI13HECY 3HAYHOI MIPOK aBTOMATH30BaHI, a TOMY KIJIbKICTb
MpaliBHUKIB HE BIUIMBA€E HA MpPOSIB Kibep3arpo3 Ta NpUOYTKOBICTH Oi3HECY.
OOcsar mnpuOyTKy TaKoX HE BH3HA4Ya€ IMOBIPHICTh MOSBU KiOep3arpos.
HeoOxigHicTh 3a0e3meueHHs KiOepOe3lekrn aHaloriyHa [Jisi KOMEPIIMHUX,
JIEpKaBHUX, KOMYHAJIbHUX YHM TPOMAJACHKUX 1HCTUTYLi. Tomy okpema
Kiacudikallis CTEMKXOJJIEPIB 3a PIBHEM MPHOYTKOBOCTI € HEIOIIJIBHOI IS

opranizariii iHQpOpMaIIifHOTO 3aXUCTY.
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PO3ILJI 2. YIOCKOHAJVIEHHA METOAUKH OBJIIKY JJIA
HIJIEW KIBEPBE3NEKU NIJJIPUEMCTB

2.1. BinkpuTuii 10KyMeHTOO00II HA OCHOBI TeXHOJIOTIl 0JI0KY el H 115

Ki0dep3axucTy miANpUEMCTBA

3 wMeTor0 3a0e3nedeHHs KiOepOe3neku KEepIBHUITBO MiAIMPUEMCTB
HE3aJIe)KHO BIJ pO3Mipy OI3HECY BIAEThCA [0 130JAMil KOH(IICHIIIHHOI
iHdopmanii BiA 1HIUX 1HGOpMAaLiiHUX NOTOKIB. KoprnopaTuBHiI 00’€HaHHS
CTBOPIOIOTH OKPEMY CIIY>KOy KOH(PIAEHIIIMHOTO JOKYMEHTOOOITY. J{Js i€l meTn
BUKOPHUCTOBYIOTh CII€Iliali30BaHe MporpaMHe 3a0e3neueHHs] 0OpoOKU, pyXy Ta
30epirands KOHQIISHIIINHUX JOKYMEHTIB 130JIbOBAHO BiJI CUCTEMH 3arajibHOTO
nokymeHTooOiry. [lpamiBHuKam, sKi ONEpyrOTh 1HPOpPMAIi€l0, IO MICTHUTH
KOMEpIIIMHY Ta€EMHHUIIO, 3a00pPOHSEThCSI BUKOPUCTAHHS HOCIIB 1HQopMallii Ta
Mepexi [HTepHeT B 0COOMCTUX LUISX HAa pobouoMy Micill. BBOIAThCS YacoBi Ta
3MICTOBI perjiaMeHTH oO0poOku 1H(popmalii. 30Kpema, perIaMeHTYEThCS Yac
JOCTYIy Ta 3MICTOBE HAMOBHEHHs 1HQoOpMmaIllli, AOCTyI A0 SKOi HEO0OXiJTHO
OOMEXUTH.

OxpiM HaBeAeHUX MIAXOAIB MO0 KiOep3axucTy 1HdopMaIli 3aXuIleHnun
TOKyMeHTOooOIr, sk moBoauTh Illmak B.A., 06a3yerbcs Ha BHKOHAHHI
J0JTaTKOBUX TPABHIL:

— 0COOUCTOl BIAMOBIAIILHOCTI CHIBPOOITHUKIB 3a 30€pEKEHHsSI HOCIS 1
TaeEMHHUIIIO 1H(popMaIlii;

— 0OMeXeHHS A1JI0BOi HEOOX1THOCTI IOCTYMy MEPCOHATY 0 TOKYMEHTIB,
cripaB 1 0a3 JaHUX;

— JKOPCTKIM peraaMeHTallii mopsaaKy poOOTH 3 TOKYMEHTaMH, CIIPaBaMH 1
0a3amu TaHMX JJIs BCiX KaTteropiit nepconany [41].

[IpoTe, 13oNAIIAHMN TIAX1T 10 JOKYMEHTYBAaHHS Ta JIOKYMEHTOOOITY He
rapantye e(eKTUBHOIO Kibep3axucTty MiANpUeEMCTBA. BinokpemiieHi 0asu
OOJIKOBUX JaHUX MPUBEPTAIOTH MIJBUIICHY yBary KiOep3mouwHIlB. Takox
3aBXIM TPUCYTHIN 1HCAMAEPCHKUN BIUIMB Ha KiOEp3aXWCT, IO pPeai3yeThCs

yepe3 MOXKIIMBE BepOyBaHHS MPAIliBHUKIB TPETIMU ocobamu. BHyTpimtHI ocodu
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13 TIpaBaMu JIOCTYIy 10 KOHbIJIEHIIHHOI 1HdopMallii MOXyYTh 1i mepemaBaTu
KIOep37OUMHIIM. [HIIMM BapilaHTOM € TaeMHE BOYJOBYBaHHS IITaTHUMU
MOCaJOBUMH OCO0AMU MIKIJIMBOTO IPOTPAMHOTO 3a0€3MEYEHHS] Y CUCTEMY
KOH(IAEHIINHOTO JOKYMEHTOOO0ITY 3 METOI 1H(OpPMAIIHOTO MIMIOHaXY. SK
HACJIJOK, BUHHUKAIOTh KIOEp3arpo3u 130JLIMHUM 1HPOPMALIHHUM MHOTOKAM
nianpueMctB. Tomy aiisa 3a0e3nedeHHsl €e(peKTUBHOI K10epOe3neKrn HEOO0X1AHUM
€ po3poOka HOBUX (hOpMATIB OpraHizailii JOKYMEHTYBaHHS ¥ JIOKYMEHTOOOITY.

HaykoBussMu  1OCHIIKEHO  PI3HOCTOPOHHI  aCHEKTH  BUKOPHUCTAHHS
TEXHOJIOT11 OJoKYeilH B Oyxrairepcbkomy oOmiky. Hampuxnaa, Bansal S.K.,
Batra R., Jain N. [57] ta Bonson E., Bednarova M. [60] mocaigumu
NEpPCIEKTUBHI TPEHAM y PO3BUTKY 001iky; O’Leary D.E. — apxitektypy
TEXHOJIOT1l 3 BHU3HAYEHHSM MNOTOKIB 00JiKoBOi iHpopmarii [139]; meTonuky
YIPaBIIHCHKOTO 00JIIKY Ha pi3HMX piBHAX ymnpasiiHHA [139]; Rindasu S.M. —
nepeBard i 3arpo3u s oomiky [149]; Cai C.W. — MOXJIMBOCTI BIPOBaIXKCHHS
noTpiiiHoro obikoBoro 3anucy [62]; Coyne J.G. 1 McMickle P.L. — nononanus
OpraHizaliifHuX Mepeiko B o0iiky [66]; Sarkar S. — Tpancdopmaliiro 3HaHb,
BMiHb Ta ipodeciiiHiX HaBUYOK 00JikoBUX ¢axisiiB [156]; Karajovic M., Kim
HM. 1 Laskowski M. — HoBuil cmocid CTpyKTypyBaHHA OOJIIKOBOI
ingopmarii [102]; Sheldon M.D. [163] i Sinha S. [165] — 3arpo3u 00JiKOBii
nporecii; Kokina J., Mancha R. i1 Pachamanova D. — 3arpo3u nns
oyxranrepcbkoro ooiky [107].

Takoxx mNpoOBOAATHCS AOCHIIKEHHS IOJO0 3aCTOCYBaHHS TEXHOJOTIT
OJIOKUEWH AJi1 yAOCKOHAJIEHHA 1H()OpMaUIMHUX CHUCTEM, IO 1HPOpPMAILiITHO
noB’si3aHi 3 o0sikoM: Schmitz J. Ta Leoni G. — nepcrneKTuBY PO3BUTKY ayIUTY
ta iHmMMX BUAiB KoHTpoiro [159]; Kozlowski S. — mepmanenTHuii aymut 3
dbopMyBaHHSIM KOHTPOJIBHOT ekocucTeMu mignpuemctra [108]; Liu M., Wu K. 1
XU J. — cuHepreTHUHUH B3a€MO3B 30K 00Ky Ta aynuty [116]; Gomaa A.A.,
Gomaa M.I. 1 Stampone A. — immiemenTaiiis ERP cucrem Ta pons 00mikoBOT
iHdopmaiii B ynpaninHi mignpuemctBoMm [88]; Tan B.S. ta Low K.Y. —
GopmyBaHHs 0a3 maHUX IS IMiJIed pi3HUX rpyn kopuctyBawiB [178]; Wu J.,
Xiong F. 1 Li C. — B3aeMO3B’430K 3 IHIIMMHU BHUJIAMH KOMIT FOTEPHO-
KOMYHIKAI[IHHAX TEXHOJIOTIl Il BapiaTMBHUX 1H(OpPMAIIHHUX KOPHUCTYBadiB
[187] Ta inmmi HayKOBIIi.
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VY HaykoBOMY MPOCTOPi MPUCYTHI y3araJibHIOKY1 Ta OTJIS0BI Ipalli, 110
CTOCYIOTBCSI 3aCTOCYBaHHS TE€XHOJIOT1i OJIOKUYECHH y OyXraaTepcbKomy OOJIIKY.
3okpema, Pimentel E. ta Bouliann E. Bu3Haumiam ciM OCHOBHUX HANpSIMKIB
peanizaiii MOXXJIMBOCTEH OJOKYEHH CTPYKTypyBaHHS OOJIKOBOI 1H(OpMAIIIi:
MaiiOyTHE OyXTajnTepchbKOro 00Ky, OOMIKOBI (PYHKIIi, ayIUT Ta KOHTPOJIbHI
NpOLEAYpPH, BIIOOPAXKEHHSI KPHUNTOAKTUBIB y 3BITHOCTI MIANPHEMCTBA,
HaBYaHHs OOJIKOBHX (paxiBUIB, aIMIHICTPATUBHE YPsIAyBaHHs, OMIOJaTKyBaHHS.
HaykoBili  pe3loMyroTh  HEOOXITHICTh  BCTAHOBJICHHS  IMApUTETy  MIXK
TEOPETUYHUMHU  JOCTI/DKEHHSMU Ta MPAKTUHYHUMH  PO3POOKaMH  IIOJ0
IMIUTEMEHTAIIT TEXHOJIOT11 O10KUeiH y Oyxrantepcbkuit 00k [143].

Alsaqa Zeyad Hashim, Hussein Ali Ibrahim ta Mohammed Mahmood
Saddam cdopmyBanum BHUCHOBOK, III0 BUKOPUCTAHHS TEXHOJIOTIT OJIOKYETH
KapJWHAJIbHO 3MIHIOE 1H(OpMaliiiHy cucTeMy OOJIKY Ha HIAIPHUEMCTBI.
[HmMMU  cioBamMu, BUKOPUCTAHHS  MNPHUHIMIIB  JIAHIFOTOBO-0JOKOBOTO
CTPYKTYypYBaHHsI 00JIKOBOi 1H(opMaIlli HEMOXJIUBE B TPaAUIIMHINA OOJIKOBIN
cUcTeMi, a oTpedy€e KapJWHAIBHOTO YIOCKOHAJIICHHS METOJUKH, METOO0JIOTI]
Ta oprasiszalii Oyxrajarepcbkoro oomky [52].

Tiron Tudor Adriana, Deliu Delia, Farcane Nicoleta Ta Dontu Adelina
JTOCTIAWIIM OCHOBHI TEPEHIKOIU JO0 BIIPOBAKCHHS TEXHOJOTiI OJOKYEHH Yy
OyXTaJITepChKUX Ta ayJIWTOPCHKUX oOpraHizamisax. HaykoBusiMu BHU3HAYEHO
HETOTOBHICTh MIANPUEMCTB IO 1HHOBAIli SK OCHOBHE OpTraHi3aIliiiHe
0oOMEXEHHS BUKOPHUCTAHHS IHHOBAIlIMHUX TEXHOJOTIH Ta CcHOpPMOBaHO
Metoauky SWOT-aHanizy BUKOPUCTAHHSI TEXHOJOTIl OJIOKYEHH IS PI3HUX
OOJIIKOBUX Ta ayJIUTOPCHbKUX  opraHizamiid. TakoX BHU3HAYEHO CiM
MEePCIEKTUBHUX  HAMPSMKIB HAyKOBUX TMOIIYKIB MIOJ0  BIPOBAKCHHS
TEXHOJIOT1l OJIOKYeHH B OOJIKOBY MpPaKTUKY: 3a0e3nedeHHs iHGopmariiHoi
TPAHCIIEPEHTHOCTI Ta JOCTYNMHOCTI; (OpPMYyBaHHSA CTApT-KOHTPAKTIB MIXK
y4aCHUKaMH JOTOBIPHUX BIIHOCHH; y4acTh 00iKOBUX (axiBIiB y ¢hopMyBaHHI
€KOCHCTEeMH OJIOKUEWH; ONTUMI3ZAllsl IOAEHHOTO (PYHKIIOHYBAaHHS OOJIIKOBUX
MpalliBHUKIB, 3a0€3MeUCHHs] HABUAaHHS Ta MEPEHABUaHHS IOJ0 ISUIbHOCTI 3
IHHOBaLIMHUMU TEXHOJOTIIMU; TpaHchopmallis OOJIKOBUX Ta ayAUTOPCHKUX
npodeciii; THCTUTYIINHI 3MIHM Ta YJAOCKOHAJIICHHS HOPMATHBHO-TIPABOBOTO
3abe3neuenns [180].
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AKTHUBI3AIlll HAYKOBUX IIOIIYKIB IIOJI0 OCOOJMBOCTEH BUKOPUCTAHHS
TEXHOJIOT1T OJloKuelH g  OoOMKOBUX 1uIed BimOymacs y 2018  por.
Haii6inpmioi  akTyanpHOCTI  HAOyJMu  JOCHIDKEHHS — IIOJO0  peamizari
OOJIIKOBUX Ta AayauTOPChKUX (YHKIM B YMOBax OJIOKOBO-JIAHIIbOBOTO
CTpPYKTypyBaHHs 1H(opmarllii. HenomynasspHUMH JOCHITHUIIBKUMH 00’ €KTaMU
BUSBWIACS  TpoOsiemaTthka  (GOpMyBaHHA  TEPBUHHUX W 3BITHHX
JOKYMEHTIB ~Ta  HaBYaHHA W  [EpEeHaBYaHHSA  OOJIIKOBMX  (paxiBIIiB
B yMOBax  IMIUIEMEHTallli  HOBITHIX  KOMII I0T€PHO-KOMYHIKAIIIHUX
TexHoJorid. IlikomM akTuBHOCTI (opMyBaHHS TJI00ATBEHOI HAYKOBOI JTyMKHU
mpo OOJIIKOBHM AacleKT IMIUIEMEHTalli TexHousorii OmokdeiH crtaB 2021 pik,
110 MOSICHIOETHCS 3HAYHOI MyOJIYHOIO yBarow 10 KpunTorpapiyHUX aKTHBIB
(puc. 2.1).

265.6
744.7
2025 466.5

254.3
109.3
2021 81.3
39.2

21.4

45.8
2020 333
20.6 W Egpona

2019

24 PewTa cBiTy

-

B Janekui Cxig i Knutain

MinbiioHU onepawii

B2B TpaHCKOpAOHHI 610KUYeAH-TpaH3aKLii,

B J/TaTMHCbKa AmMepuKa

2018 H [iBHIYHa AMepuKa

Butpatn Ha 610KuelH-pilleHHA, Minbapau aonapis CLUA

Puc. 2.1. Ilonynspu3aiiis TexHosorii 6okueitd y 2018-2025 pp.

JIxepeno: chopMoOBaHO Ha OCHOBI [186]
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Ax ouikyeTbes y 2021 porri oOcAr 1HBECTHINN Y TEXHOJIOTIIO OJIOKYEH
3pocte 3 4,5 muntbsipau gonapis CIIA no 6,8 munbsipau nonapis CIIA, a'y 2025
poui — craHoButuMe Yyxe 24 wMimbapau  nponapie CHIA.  KinbkicTh
iHQopMaIriiHuX  omeparidi 3  BUKOPUCTAHHSIM  TMPHUHIUIIB  OJIOKOBO-
JAHIIOTOBOTO CTPYKTYypyBaHHS 1HQOpMalii 30LIbLIIYETHCS Y KOXKHOMY 3
reorpaiyHux perioHiB. Jliepamu 3 BIPOBAIKEHHS TEXHOJIOTIi OJIOKYEHH €
Kkpainn pgainekoro Cxoxy Ta Kwurato 1 €Bponu, 1o HDIATBEPIKYEThCA W
HaIlIOHAJIIPHOK  MPUHAJCKHICTIO  JOCHITHUKIB  MPOOJEeMaTUKA  OJIOKOBO-
JIAHIIFOTOBOTO CTPYKTYPYBaHHS 1H(pOpMaIiii.

[IpoTe HAyKOBLSIMH y Taly31 OyXraaTepCchbKoro OOJIKY 1 MOB’SI3aHUX 3 HUM
HAYKOBO-TIPUKJIAAHUX cdep TMpHualieHa HEHale)KHa yBara MOXJIMBOCTAM
BUKOPUCTAHHS TEXHOJIOTii OJIOKUYEeWH Jyisi 3a0e3ledeHHs K1Oep3aXHcCTy
00JiKOBOi 1H(oOpMAaIlil. Y3araJbHIOIOUM HalpallOBaHHA HAyKOBIIB y cdepi
BUKOPUCTAHHS  TEXHOJOTii OJOKYEeWH, MOXJIMBO CHCTEMaTHU3yBaTH il
dbyHIaMEHTaNbHI TMPUHLIUIKM 3 TO3UIIOHYBAHHS  MOXJIMBOCTI KiOEp3axucTy
iHdopmarrii y Tabm. 1.

[Ipy HaykoBOMY TMONIYKY MEpPCHEKTUB 3a0€3MEUCHHS KIOep3axucTy
MIMPUEMCTB HAa  OCHOBI ~ BUKOPUCTAHHS  TEXHOJIOTIi  OJIOKUYEHH Yy
OyXraJiTepcbKoMy OOJIKy HEOOXIAHO Opl€HTyBaTHUCs Ha i1 (pyHIaMEHTalbHI
NPUHOUIK: (parMEeHTOBAHICTh, B3aEMHE JOMOBHEHHS, MAacIITabOBaHICTD,
nyOmtoBaHHS,  XPOHOJIOTIYHICTh,  KOH(PIACHIIWHICTh,  PO3MOIIICHICTS,
JTOCTYTHICTb, BIAKPUTICTH 00pOOKH 00J11KOBOT 1H(POpMATITii.

binbuiicth JOKyMEHTIB B 1H(OpMALIHHOMY KpYyrooOiry MiAINPUEMCTB €
OOJIIKOBOTO  MOXO/KEHHs. byxranarepcbkuil  OOJIIK TEeHEpye MEPBUHHY
€KOHOMIYHY iH(popMmallito. JJokyMeHTyBaHHS rOCIOAAPCHKUX MPOLECIB 1 SIBUL €
MEPBUHHUM €JIEMEHTOM METOJy OyXrairepchbkoro o0iiky. ToMy exKoHOMIYHI
naHi, 310paHi W 3aJ0KyMEHTOBaHI, HOCSATh Ha3By «ImepBuHHI». [lepBuHHE
JOKYMEHTYBaHHS € MOYaTKOBUM €TaroM oO0poOku 00ikoBoi iH(popmarii. Bix
JOCTOBIPHOCTI Ta HajAliHOCTI 1HGOpMaIli, L0 MICTATbCS Yy TNEPBUHHUX
JOKYMEHTaX, 3aJleuTh KiOep3axucT yciel  1HPOpMaliiiHOI  cUCTEMH

H1ITPUEMCTBA.
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Tabomuus 1

[TpuHIMIY TexHoorii OJIOKYEHH y yacThHI 3a0e3reueHHs KibepOe3neku

00J11K0BO1 1H(pOopMaItii

Ne DyHIaMEeHTaIbHUN
3/m PUHIHI

Peanizamis mia nuiei
KibepOe3nexu 061ikoBoi iHpopmarii

1. ®parMeHTOBaHICTh

[Toxin o6ikoBoi iH(MOpMariii Ha okpemi pparmMeHTH (0JI0KH), SIKi
OKpEMO HE MaIOTh I[IHHOCTI JyIs KiOEp3I0BMHUCHUKIB

2. | B3aemHe qOomOBHEHHS

KosxHuit 010K Yepes JIaHIFOTOBE MOETHAHHS JJOTTOBHIOE 1HIIN
6moku indopmariii. [Ipu cTBOpeHHI HOBOTO OJIOKY J1aHi PO HHOTO
BHOCHUTBCSI B YCI 1HIII OB’ s13aH1 OJI0KH, 1110 3amodirae GpikTUBHIN
1osiBi HOBOi 001iKOBOI 1H(OpMAITii

3. MaciraboBaHiCTh

Hogi 6;10ku Ta MOyl MOXYTh JI0JIaBaTUCs 10 0a3u JaHuX 0e3
00MeXKEeHb, IO CIPHSIE BAKOPUCTAHHIO €TUHUX CUCTEM
kibep3axucty o0mikoBoi iH(opMallii Ha ycixX miAIpUeEMCTBAX
HE3aJISKHO BiJ] po3Mipy Oi3HecCy, opraHi3aiiiHo-paBoBoi Gopmu
YW 1HIIMX OpraHi3alliiHuX YNHHHKIB

4. Jy6nroBaHHS

Kosxnuit 6710k Moske TyOnroBaThCs B IHIIUX MICISIX 30epiranHs,
110 J1a€ 3MOT’Y BiIHOBJIIOBATH BHIIAJIKOBO BTpadeHy a00 3HUILEHY
00J1IKOBY iH(OpMaIIiF0

5. XPOHOJIOTIYHICTh

Benerbcs XpoHOJIOTIUHMM TTepetiK 3MiH 00J1iK0BOi iH(opMaIlii, o
JIa€ 3MOTY BHSIBJIAITA HECAHKI[IOHOBAaHI Jii, 110 MPU3BEIH JI0
BiJIXMJICHHS BiJ] €TAJIOHHOTO 3pa3Ka

6. KondinenmiitHicts

VYci onepariii 3 00poOku 06:1iK0BOT iH(pOpMATITiT 3A1HCHIOIOTHCS
1o3a opiifHUMH YH YPSIIOBUMU CEPBiCAMHU, IO YHEMOKIIUBIIOE
KOHTPOJIb T BiZCIiAKOBYBAHHS il 0OJIKOBUX YM YIIPaBIiHCHKUX
(haxiBIiB

7. PosmoaineHicTsb

O6mikoBa iH(opMaIlisl po3MIILLY€eThCS Y pO3NOUIEH M 0a3l JaHuX,
y SIKIA KOXKHHUM 3 pparMeHTiB Moxe 30epiraTucs Ha 6araTbox
HanpsMy He MOB’sI3aHUX TEXHIYHUX MPUCTPOSIX, 1110 HE €
BJIACHICTIO MIAMPUEMCTBA. Y HEMOXKJIUBIIOIOTHCS Kibep3arpo3u
IPOrpaMHOMY H TEXHIYHOMY 3a0€31EUEHHIO.

8. JlocTynHicTh

O6mikoBa 1H(popMallist pO3MIILLYETHCS Y 3aralIbHOAOCTYITHUX
XMapHUX 0a3zax JaHuX, 0 3arnobirae 6JI0KyBaHHIO
K10€p37I0YMHISIMU IOCTYITY

9. BinkpuTticth

TexHo10r1s € BIAKPUTOIO 70 3aCTOCYBaHHS, 1110 POOUTH 11
MOMYJISIPHOIO y (PIHAHCOBIN, KOMEPLINHHIHN, (iCKaIbHIM,
aJIMIHICTPaTUBHIH Ta, 110 0cO0IMBO BaXKIMBO, Oe3MeKOBil cdepi

Jlxeperno: chopMOBaHO aBTOPOM

Kibep3arposu mamepoBOMy JOKYMEHTYBaHHIO 1 JOKYMEHTOOOITY

TPAAUIIIAHO TIO3UI[IOHYBAJIKMCS K BHYTPIINIHI 3JIOBMHUCHI ~ MaHITyJISIIIIT

HpaI_IiBHI/IKaMI/I Hi)IHpI/IGMCTBa a0o BI/IH&}IKOBi MOMMJIKH. [HIIIMM JOKCPCIIOM

30BHIIIHLOTO HaAXOIXCHHA HCI[OCTOBipHI/IX JIOKYMGHTiB € KOHTpAarcHTH

HOIJIPUEMCTBA, SIKI MOXYTh 3MIHIOBAaTH OOJIKOBI JaHI 3 METOI0 MEBHOIO

€KOHOMIYHOTO 3HUCKy. HaTomicTh, B yMOBax Iepexoly Ha eJICKTPOHHE
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JTOKYMEHTYBaHHS Ta JIOKYMEHTOOOIr aKTHBI3YIOThCSl 30BHIIIHI KiOep3arposu
nianpueMcTBa. [lepBuHHI OOJIKOBI JlaHl CTalOTh LIHHUM 1HGOpPMALIHHUM
pecypcom Ta, BIJIMOBIAHO, 00’ €KTOM KiOepaTaxk.

3a TpaAUIIMHOTO JOKYMEHTOOOITY 3 €JIeMEHTaMH 130JIbOBAaHOCTI 00IIKOBOT
iHpopMmalii 00OB’SI3KOBUM € perVIaMeHTalllsl NUIAXy JOKYMEHTa Bij
BiIpaBHUKA J0 ajpecara. lloTeHiiitH1 ojaepkyBadl OOJIKOBUX JIaHUX
dbopmytoTh 1H(GOpMaLIHI 3alUTA 1 HANPaBJSIOTH 1X 10 0a3u jaHux. 31
3arajibHOrO 1H(OPMAIITHOTO MAaCHUBY 31HCHIOETHCS BUOIPKA IMOKA3HUKIB, K1 €
KOPUCHHUMH Ta TMOTPIOHMMHU JJIi TIEBHOTO BHUAY CTeHkxoiaepiB. Jlms
3a0e3neyeHHsT KIOEep3axUCTy BaXKIMBUM € OOMEKEHHS JOCTYIy [0
KOH(1ACHIIINHUX TOKYMEHTIB. Jlo3yBaHHs 0011KOBOI 1H(opMalii BiiOyBaeTbCs
yepe3 cucrteMy (UIbTPIB, SIKI BIAOMPAIOTH Ta OJIOKYIOTh JOKYMEHTH Ha HUIAXY
1m0 ojepxkyBaua. ToOTo, creikxoiyjiep oTpumye iHGOpPMaIiK0 BiAMOBIIHO 0
iHQopMaIlIiHUX 3amuTIB Ta MpaBa JOCTymy. IHimiaTopom i1H(opMaIiitHOTO
Mpolecy B yMOBax TPAAUIIIHOTO JOKYMEHTOOOITY Ha TMIANPUEMCTBI €
KOpucTyBadl 00JiKOBOi iH(poOpMaIli, M0 MKOAWTh CBOEYACHOCTI Ta Oe3melri
00JIIKY .

HaromicTe opranizaiiisi JOKYMEHTOOOITY Ha OCHOBI TEXHOJIOT1i OJIOKUEHH
MiHIMI3ye ToTpeOy y peryaMmeHTtaiii 1HpopMauiiHux mnoTokiB. dakt
BUHWKHEHHS  (DIHAHCOBO-TOCTIOJIAPCHKOTO  fABHIIA YW TOAIl Ta  HOro
BIIOOpOKEHHSI B MEPBUHHUX  JOKYMEHTaX  3alMyCKae  IMOJAJIbIIHA
iHdopmariiianii mporiec. Ha ocHoOB1 BuBUYEHHsS 1HGOPMAIIHHUX YMHOI00aHb
CTEUKXOJIJIepIB, 1MeHTU(IKALII MpaBa JOCTYIMY J0 KOMEPIIMHOI TaeMHHUIIL,
MOCaJ0OBUX 1HCTPYKI[H, aBTOMaTHM30BaHa CHUCTEMa yYIpaBIiHHA 37aTHa
KJIACTEPU3YyBaTH Ta PO3NOAUIATH iHdOpMaIlito. 3aJyKOMEHTOBAaHUN MacuB
00JIIKOBUX JJAaHWX B MOMEHT MOTr0 BUHUKHEHHS Ta (hiKcallii B 00IIKOBIN cucTemi
MOKE€ aBTOMATUYHO HAMPABIIIETHCS JI0 IIJTLOBOTO KOPUCTyBaya.

O6xikoBa iH(pOpMAIliS OMEPAaTUBHO HAIXOAUTH 0 CTEUKXOJaepa, SKUU
BIIMOBIATLHUM 3a 11 00poOKy abo morpeldye mMoBHOro 1HGOPMaIIHOTO
pecypcy Ui CBOEYACHOTO MPUHHATTS YIPABIIHCHKUX PillicHb. ONTHMI3yIOThCS
4acoBi KputTepii 00poOku 0011k0BOI 1HGopMalii. Ha BigMiHY BiJ TpaIUIiiHOTO
JOKyMEHTOOOITY 3aJIOKyMEHTOBaHI JaHI 3 HEBEJIUKUM YacCOBUM JIarOM

OJTHOMOMEHTHO TI€PEIar0ThCS IS IOJAIbII0l OOPOOKHM YM CHOXUBaHHA. Y
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CHUCTEM1 EJIEKTPOHHOTO JOKYMEHTOOOITY MIOINJIBHO Iepen0auyuTu METOIUKY
KOHTPOJIIO 3BOPOTHHX pEAaKIii Ha OTPUMaHy CTEHKXOJAepamMu OOJIIKOBY
iHpopmartito. HeoOXximHuit KOHTpoib (aKTy oOACpKaHHSA KOPHUCTyBayeM
NEPBUHHUX JIAHUX, iXHBOT'O OMPAIIOBAHHS TMOCAJOBUMHU 0CO0aMU, HAsSBHOCTI
BIJIMOBIIHOTO  YNPABIIHCHKOTO PIMIEHHS I[OAO KOPHUIYBaHHS MAiSIbHOCTI
cy0’ekta rocmojaaproBaHHsA TomO. I[Ipy KOHTpOJII 3BOPOTHOTO 3B’SI3KY
YHEMOXJIMBIIIOIOTHCS MTOMUWJIKY; 1H(OpMaLiiiHe 1yOJIOBaHHS; NMEPEHACUYEHHS
yu HejocTadya 00J1KoBo1 iH(OpMaIlil Ta, OCHOBHE, IIECIIPAMOBaH1 KidepaTaku
Ha CUCTEMY OOJIIKY MiAIPUEMCTBA.

3a  J0mMOMOTOI0  TEeXHOJorii  OmokueiH  oOiikoBa  iHGopmals
(bparMeHTy€eTbCsI Ha YHUCJCHHI CKJIAJO0Bl, SKI MOXYTb JyOJtOBaTuUCA 13
HAaKOMMYEHHSM Y PI3HUX OJIOKaX Ta JIONOBHIOBATUCA [JIsi MalOyTHBHOTO
o0’eqHaHHs y €quHy CyKynHicTh. KoxxHuil iHopMamiiHuid (pparMeHT MOxe
30epiraTucsi Ha PI3HUX TEXHIYHHUX MPUCTPOSIX YU XMApHUX CEpBicax O0OpPOOKH
iHdpopmariii. 3 BUKOPUCTAaHHSM METOJMKH OJIOKYEWH CTPYKTYpyBaHHS
iHdopmariii 3HMKae ToTpeba |y JOJATKOBUX 3aco0ax  KiOep3axucry
H1IIPUEMCTBA.

KibepbOesneka mignpueMcTBA HA  OCHOBI  TEXHOJOTT  OJIOKYEH
peanizyerbcsi uepe3 (parMeHTaIlll0 Ta BUIMAJAKOBUM PO3MOALT  OOJIKOBOI
iH(dopmarlii oxpasy B MOMEHT ii JokymeHTyBaHHs. [licis 300py mepBUHHI aHi
IpoOIsATECA Ha OKpemi 1H(OpMalliiiHI MacWBH, HAMNpPSAMY HEMOB’sI3aHI MiX
coboro. JlonatkoBo MOXIMBe MUGpyBaHHA 1HPOPMAIIIT Ta 3aMKC B PO3MOALICHE
xMmapHe cepenonuiiie. Koxxnuit pparMeHT 00J11IKOBUX JAHUX HE HECE 3MICTOBOIO
HaBaHTaXeHHs. Jlumie y KIHIIEBOrO KOpPUCTyBaya €JIEMEHTH OO0JIKOBOT
iH(dopMallli IHTETpyIOThCAd B €IMHY 1H(OpMalIiHy MOJENb, 0 MOXKE OyTH
KOPHUCHOIO Ta I[IHHOI /i TOJAJBIIOTO BUKOpUCTaHHS. DparMeHTOBaHa
obOmikoBa 1HGoOpMarliss MOXe OyTH BIJKPUTOIO, OCKIIBKH 0€3 HACTYIHOTO
o0’emHaHHsA He Mae 1HQOpMAMmiHOI IMIHHOCTI I KiOEep3JIOYHHIIIB.
3MEHIITYEThCS HEOOX1THICTh B oprasizaiii 130JI60BAHUX CUCTEM
JOKYMEHTOOOITY, OCKUIBKHA pO3MOoJiiieHa 00ikoBa iHQopMallis nepedyBae mija
HaJ1MHUM 1HQOPMaLIITHIM 3aXHUCTOM.

Yepe3 BUKOPUCTAHHS TEXHOJOTIT OJIOKYCHH peami3yeTbCs HaIIMHMMA

O€3MeKOBUI 3aXWCT TepIr 3a Bce Oi3Hec-KOMyHIKamii. J(OKyMeHTaIbHUMA
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CYIpOBIJ JIJIOBUX B3a€EMOBIJTHOCUH TOTpPeOye e€(heKTHBHOTO KiOEp3axXucTy 3
METOI0 YHEMOXJIMBJIEHHS TIposiBy KiOep3arpo3. BHeceHi KOHTpareHToM
JTOKYMEHTH HEO0OX1gHO ()parMeHTyBaTH W mmdppyBaTH MpH BHECEHI 10 €IWHOI
0a3u JaHuX. 3aKOHTPAKTOBaHI y JOKYMEHTaX JTOTOBIPHI BITHOCHHH 3aXHIICHI
B1JI CTOPOHHBOI'O BUJI03MiHEHHS. TakoX yHEMOXJIHBJIEHI HEOOYMOBJIEHI 3MIHU
i CTOpOHaMHU MAUIOBHX B3a€MOBIAHOCHH. KOHTpOJIb BUKOHAaHHA JOTOBIPHUX
3000B’s3aHb JOIIJILHO 3A1MCHIOBATM HAa OCHOBI MOHITOPUHTY HEPBUHHUX
JOKYMEHTIB 3 peali3aiii MaTeplaJbHHX IiHHOCTeH (poOiT, Mmociayr) Ta
I'POIIOBHUX TPaH3aKIIIH.

Jlns peanizaiii kibep3axucty 00J1iKoBO1 1HGOpMAIil MK KOHTpareHTaMu
32 CHUIBHOTO TIOTOJKEHHS JOLUIBHO BHKOPHCTOBYBATH €IMHHUI CEpBIC
XMapHOro JIOKYMEHTOOOIry. IHIIMMH cClOBamMH, yCl YYaCHUKHA JOTOBIPHUX
BIJIHOCUH oOuparTh [HTepHET miargopMy s CHUIBHOTO JOKYMEHTOOOIry
mon0 ogopMiIeHHS Ta BHKOHAHHA KOMEPIIWHHMK yroj. XMapHi CcepBicH
JOKYMEHTOOOITY JOIIJIBHO IHTErpyBaTU y BHYTPIIIHI iH(GOpMAIIHI CUCTEMH
MIANPUEMCTB. SIK HacHiOK, BUXigHE OGOpMIICHHS ab0 BXiJHE OTPUMAHHS
€JIEKTPOHHUX MPUMIPHUKIB JIOKYMEHTIB OJJHOYACHO (DIKCYEThCS y JBOX 0Oaszax
JaHUX: KOKHOTO MIAIPUEMCTBA Ta iH(GopMaLiifHOro 00’ € JHAHHS T1AIPUEMCTB-
KOHTpareHTiB. IlepcrnekTUBHUM B yMOBaxX CTaHOBJIEHHS HU(PPOBOi EKOHOMIKH €
TakoX 1HQoOpMaIiitHa 1HTErpaimisi yciX KOHTpPareHTiB B €IUHYy 0azy
€JICKTPOHHOTO IOKYMEHTOO00ITY Ha OCHOB1 TE€XHOJIOT1i OJIOKYEHH.

3a IOMOMOTOI0 TEXHOJOT1i OJOKYEHH BUSIBISIOTHCS MacuUBH iH(MOpMaIlii,
Kl Oynu 00’€KTOM BHYTpIIIHIX a00 30BHIMIHIX KiOeparak. Hampukian, Ha
OCHOB1 MOHITOPUHTY 1CTOpIi 3MIH MEBHUX JOKYMEHTIB Ta iXHbOI'O MOPIBHAHHS 3
€TAaJOHHUMM 3pa3KaMH JOLIUIBbHO 1A€HTU(IKYBaTH OCI0 — TOPYUIHUKIB
indopmartiiiHoro  pexxuMmy.  HatomicTe  ¢dakT  MOSBH  30BHINIHIX
HECAHKI[IOHOBAaHUX 3MiH B 1H(GOpPMAIITHOMY CEpEeIOBHII MiAMPUEMCTBA, SKi
BIIPI3HSIOTHCS BIiJl aHAJOTIYHUX 1H(OPMAIIMHUX MACHUBIB 3 IHIIHMX JKEPEI,
MOXXe OyTH CBIQUEHHSIM KiOepBTpydaHHs. BusiBlieHuil 1HIMAEHT, IO
BIIOyBaBCs 3 MOPYIIEHHSM YacoBOro, 1H(QOpPMAIIHOrO Ta MPaBOBOIO
periiaMeHTy, AOLIBHO PO3IIHIOBATU SIK KiOepaTaky. Y BHUIAIKy BTpaTH,
BUKPUBJICHHS a00 3HUINEHHS 3J0BMUCHUKaMHU 1H(QOpMamiiHUX (QparMeHTiB

MOYKJIMBE TXHE aBTOMATHYHE BITHOBJICHHS 3 PO3IO/IIJICHOI 0a3u JaHUX.
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JlaH11FOTOBO-0JIOKOBE CTPYKTYpYBaHHSI OOJIIKOBO1 1H(GOpMaIIii crapolrye
mporiec apXxiBHOTO 30epiraHHs JOKyMeHTIB. PosmojineHy 6a3zy 00J1IKOBHX
JTAHUX JIOLUIBHO PO3MIIIYBATH B MEPEXKI B3aEMOIIOB’ I3aHUX XMapHUX CEPBICIB,
o 3a0e3mneuye JOCTYIHICTh apXiBHOI 1H(opMaIlii 11 KOpucTyBayiB. XMapHe
apXiByBaHHSl ~ €JIEKTPOHHUX JOKYMEHTIB Ha MEpEXi B3a€MOIIOB’SI3aHUX
CEpBEpPIB rapaHTye iXHe 30epexkeHHs, UT0A000BUI ToCTyN Ta Kibep3axuct. Ha
BUMOTY CTEUKXOJAEPIB PO3PI3HEHI MACUBU apXIBHOI OOJIIKOBOI 1H(OpMAaIlii
BUJIYYAIOThCS 3 €JICKTPOHHUX apXiBIB Ta PEKOMOIHYIOTHCS IS B1OOpaKeHHS
JOKYMEHTa y TpaauliiHIA GopMi SIK CYKYITHOCTI NIEBHUX PEKBI3UTIB. Takumu
CTEHKXOJIepaMd MOXYTb OYTH SK BHYTpIIIHI KOPHCTyBadi iHQopMaiii
(0OMIKOB1 4K yMpaBIIHCHKI (haxiBI[iB), TaK 1 30BHIIIHI — KOHTPOJIOKYI YU
(picKabH1 THCTUTYIIII.

JIJIst OTpUMaHHS TOCTYMY JI0 €IEKTPOHHUX JTOKYMEHTIB BUKOPHUCTOBYETHCS
cucteMa UU(PPOBUX TIANUCIB, sIKa YyXKE AaKTUBHO BUKOPUCTOBYETHCS Y
¢dickalbHUX IUISIX Ta OTPUMAaHHI PI3HUX JEpKaBHUX aMIHICTPATUBHHUX
MOCJIyT. 3aCTOCYBaHHSI €JIEKTPOHHUX KJIIOYIB Ma€ B1IOyBaTHCS Ha JBOX €Tamax:
dbopMyBaHHI NIEPBUHHUX JOKYMEHTIB Ta iXHbOMY BIJHOBJIEHI 3 PO3MOAIICHOT
0a3u manux. Ilicns 300py 0OJIIKOBUX JAaHUX JOIIJIBHO HakiIagaTd HUPPOBUM
nianMce  ocobamu,  BIANOBIAAIBHMMH 32 (OpPMYBaHHA  TEPBUHHUX
JOKYMEHTIB, IO 3a0e3mnedye KOHTPOJb iH(popMarliiiHoro aBTopcTBa. Hamami
BiOyBaeThca  (parMeHrtariss Ta mudpyBaHHS O00JiKOBOiI  1HGOpMAIIii,
sKa TICAS TOTPAIUISIHHA A0 IIIJIbOBOTO CIIOKMBada PEKOMOIHYETBCS 10
MOYaTKOBOI (hopMHU.

3anpornoHoBaHa 1H(oOpMalliiiHa cxema BIJKPUTOrO JIOKYMEHTOOOIry Ha
OCHOBI1 TEXHOJIOT1i 0J10K4€iTH BioOpaxeHa Ha puc. 2.2,

JIist oTpuMaHHA JOCTYIy KOPHCTYBad BIAHOBJICHOI 1H(OpMaIlii Takox
BUKOPHUCTOBYE TIEpPCOHIPIKOBaHMI MU(PPOBUI MIAMKC, IO € CBIMUYECHHAM (PaKTy
iHdopmariiiitHoi  00poOkm um  cnoxkuBaHHSA. CucTeMa  PO3MOALICHOTO
€JIEKTPOHHOT'0 JOKYMEHTOOOITY 1IeHTU(IKY€E 0cO0y KOpPHUCTyBaya, yac AOCTYIY
Ta yci 3MiHM 00I1KOBO1 1H(pOpMAaIlii, III0 € BAXJIUBUM €JIEMEHTOM K10Ep3aXUCTy

H1ITPUEMCTBA.
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Puc. 2.2. [ndopmarriiina cxema BiIKpUTOTO TOKYMEHTOOOITY Ha OCHOBI
TEXHOJIOT11 OJIOKYEHH

JIxepeno: chopMOBaHO aBTOPOM

[IpaBa goctymy credkxonaepiB A0 0a3u OOJIKOBUX JaHUX JOIILHO
OOMEXyBaTH uepe3 BCTAHOBJEHHS TEPMIHY [ii E€JNEKTPOHHUX KJIOYIB.
HeoOximnicTh opranizaii Ki0ep3axucTy COHYKA€E 0 9acToi 3MIHUA MUGPOBOTO
mianucy mepcoHanmy. HeoOXimHICTh TEepeBUINyCKYy IU(POBHX  MiINHKCIB
CTUMYJIIOE CTEHKXOJACPIB JI0 OHOBJEHHS Oe3mekoBoi mucHuIIinu. KoxxHui
KOPUCTYBad 3MYILIEHUNA 3BEpTATHUCS 1O E€MITEHTa WIOJ0 OTPUMaHHS HOBOTO
€JIEKTPOHHOr'0 KJII0Ya, IO CIpHUsE€ NEPMAHEHTHOMY KOHTPOJII Ta MepeBipii
cTedkxonepiB. Y KEpIBHHUITBA MIANPUEMCTBA 3 SABISIETbCS J1€Ba METOJUKA

KOHTPOJIFO 32 TPABOMIPHICTIO BUKOPHUCTAHHS EJIEKTPOHHUX (opMarTiB
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Bepudikalii ocobu, sika HaMaraeTbCs OTPUMATH JIOCTYI JO KOH(QIIEHIINHOT
iH(opmarrii. Yepe3 BUKOPUCTAHHS CHUCTEMHU €JIEKTPOHHHUX KITIOUIB KOPUCTYyBaul
OTPUMYIOTh JIOCTYII 0 JIO30BAHOT'0 00cATy iH(opMarlii y Mexax BIIKPUTOTO
JTOKYMEHTOOOITY.

Peasnizailisi €JIeKTPOHHOTO JOKYMEHTYBaHHS Ta JOKYMEHTOOOIry Ha 0a3i
NPUHLUIIB BIIKPUTOCTI JAHUX 3 BUKOPUCTAHHSAM TEXHOJIOTI OJIOKUEWH €
OCHOBHOIO Oprasizallii Ki0ep3axucTy Ha yCiX HiJIPUEMCTBAX HE3aJCKHO BIJl
dbopmu BIacHOCTI, po3Mipy Oi3Hecy 1 T.1. BimMoBa Bij 130 IMHAX MPAKTUK B
opranizaiii 1H@opmariiHoro oOMiHy y Oi3HEC-CEpPeHOBHIIll MiAMPUEMCTB €
ejleMeHTOM (OpMYBaHHS BIIKPUTOI HAIlOHAIBHOI eKoHoMiku. Kpyroooir
00111koBO1 1H(opMalii B ymoBax €()eKTUBHOTO KIOEP3aXUCTy Ha BHYTPIIIHBOMY
Ta 30BHIIIHBOMY PIBHI € CTUMYJOM [0 HOJAJIBIIOIO PO3BUTKY HOBUX
TEXHOJIOT1 y (piHaHCOBO-rocmogapchkiit cdepi («piHTex ramys» €KOHOMIKH).
[loganpiia IMIUIEMEHTAIlST KOMIT FOTEPHO-KOMYHIKAIIMHUX ~TEXHOJIOTIN 3
BUPOOJICHHSIM JIEBUX METOMIB Kibep3axucTy iH@opMallii CIpusie YHUKHEHHIO
MEPENIKO/ 0 MOJAIBIIOT0 PO3BUTKY IIU(DPOBOT EKOHOMIKHM Ta 1HPOPMAIIITHOTO
CycnuibCTBa. SIK HACHIAOK, OpraHizaulis AOKYMEHTOOOIrY 3 BHUKOPHUCTaHHSAM
TEXHOJIOT1l OJIOKYEeHH 3 MeToK KiOep3axucTy OOJIKYy CHOpHUsi€ HOBOMY

IHHOBALIITHOMY €TaIly pO3BUTKY CyCHIbHOT hopmallii.

2.2. O6aik Ta Ki0ep3axHCT €JeKTPOHHHUX TPAHCAKLiA 3 BHKOPUCTAHHAM

KPUNITOBAJIIOT

[TocTynanbHUIl PO3BUTOK EIEKTPOHHUX TPOIIOBUX 3acO0IB MPHU3BIB 0
MOSIBU IU(PPOBOT TOTIBKH, AKTUBHICTb BHUKOPUCTAHHS SIKOI TIOB’S3aHA 13
3pOCTaHHSIM OOCSTY €JIEKTPOHHUX TpPaHCaKLii 3a ToBapu (poOOTH, MOCIYTH),
peanizoBaHi uepe3 mepexy [HTepHeT. HOBITHHOIO TEHIEHIIIEID B PO3BUTKY
TEXHOJIOTIH €JIEKTPOHHUX TPAHCAKIlii € BUHUKHEHHSI KPHUIITOBAJIOT, O0IT SIKUX
BiIOyBAa€ThCA depe3 TEJICKOMYHIKAIiiHI 3B'SI3KM  MDK TE€PCOHATbHUMHU
CJICKTPOHHUMU TaMaHIISIMH TJIATHUKIB JI0 OAepKyBadiB KomTiB [43].

TexHONOTISI KPUOTOBAIIOT 3aCHOBaHA Ha CHUCTEMI KOMYHIKaIlIMHHUX
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3B’SI3KIB OJIOKYEHH, sika € 00 €THaHHAM MYyOJIYHUX PETICTPIB 3 HAKOMUYCHHS
iH(opmartii mpo rpomosi TpaHcakiii. [{iTicHICTh OJ0KUYEHH peali3yeThCs Yepe3
nyOJIFOBaHHS MEBHOTO 00cATYy 1H(OpMAaIli B KOXKHOTO KOPHCTyBada CHCTEMU
CJICKTPOHHMUX IUIaTeXI1B. [HIIMMM cJI0BaMHM, HE ICHY€ CHIJIBHOTO CXOBHIIA
JaHUX, €IMHOIO CEpBEpa, Ha SIKOMY aKyMyJtoeTbcs Bcs 1H(popmauii. Tomy
BTpayeHa YacTHMHM 1H(pOpMaIli B OJHOrO BJIACHMKAa IM(POBOI TOTIBKA
KOMIIEHCYETHCSI 32 PaXyHOK IHIIIHMX BJIACHUKIB €JIEKTPOHHUX FaMaHIIIB.
KpunToBamoT  XapakTepu3yHOTHCS ~ TMOBHOK  KOH(DIACHIIMHICTIO,
BIJICYTHICTIO IIEHTPaJII30BAHOTO KOHTPOJIO 3 OOKYy JepXKaBH Ta €JIUHOTO
€MITEeHTa, IO CYTTEBO BIJPI3HIE iX BIJ IHIIMX EJICKTPOHHUX IUIATIKHUX
cucteM. Ili XapakTepUCTHKH CHPUSIOTh BUKOPUCTAHHIO KPUOTOBAIIOT
3MIOBMUCHUKaMHM TpU peanizamii kidbepartak. KpunrtoBamaioTy NpuUiMaOTh
nporpaMaMu-BuUMaradi Ta KioeprepopucTtu. 3a JOMOMOTOK KPHUITOBAIIOT
B11I0yBa€ThCA Jieralizallis KOIITIB, OTPUMAHHUX 3JIOYMHHUM crocobom. Tomy
BUKOPUCTAHHS KPUIITOBATIOT SIK HOBOTO KOH(IACHIIIHHOTO BUAY €JIECKTPOHHUX
rpoiieii HeOAMIHHO CYIPOBOKYBAaTUMETbCS KiOeppuU3MKaMu. AKTHBI3aLIIO
Kibep3arpo3 y cdepi 00iry KpUOTOBAIIOT MOXJIMBO MPOJAEMOHCTPYBAaTH Ha

MPUKJIAi CTAaTUCTUYHUX JaHuX (puc. 2.3).
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Puc. 2.3. Tpenaun po3BUTKY PHHKY KPUIITOBATIOT
Jlxepeno: [78; 137; 138; 182]
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[Ilopoky KUIBKICTh BHJIB KPHUOTOBAIIOT 3HAYHO 30ULIBIIYETHCS Y
rodambHOMY MacmTabi. Pa3zom 31 3pocTaHHSM PHUHKOBOI KarmiTajizali
KPUINITOBATIOT, ToYrHa04M 3 2016 poky, 30UIbIIYETHCS KUTBKICTh KPaJdIKOK Ta
1HIIMX Ki0ep3arpo3 y cdepi o0iry kpunToakTuiB. Y 2023 poli BapTiCHHMA
BUMIp KiOepliaxpaiicTBa OL[IHIOETbCS y 965 munbiioniB non. CIIIA. A y 2018
pOIIl 11 MOKa3HUK HAOYB MIKOBOTO 3HaYeHHA y Maibke 1 mupy goa. CHIA.

31 3pocTaHHsIM OOITY KPUNTOBATIOT 30UIBIIYETHCS KIJIBKICTh HAyKOBIIB,
PEeIMETOM HayKOBO-IIPUKJIATHOTO TOIIYKY SKUX € KpunrtoakTusu. [Ipote,
HayKOB1 TIpomo3ullii chopMoBaHi y OUIBIIOCTI BUMAAKIB 3a (POpMaTbHUMHU
O3HAKaMHU €JCKTPOHHUX TpomIe 1 TMOB’s3aHI 3 YCYHEHHSM HEIOMIKIB
3aCTOCYBAHHSI KpUIITOBAJIIOT, IO € 3arpo30t0 KidbepoOesneri mianpueMcTs. [1o3a
YBarow 3aJHIIAIOTHCS  OCOOJMBOCTI BUKOPUCTAHHS ~ KPUMNTOBAIIOT  JUIS
3a0e3nedyeHHsl KibepOe3neku mnianpueMcTB. [lepCreKTUBHUM € KOMILUIEKCHE
JIOCHIKEHHs  OONKYy Ta KIOep3axucTy eJEKTPOHHUX TpaHCakii 3
BUOKPEMJICHHSIM KPUNTOBATIOTH $K OKPEMOro 00’€KTa, SKUM TOKOPIHHO
3MIHIOE TIPOLIEC  EJIEKTPOHHUX B3a€EMOPO3PAXYHKIB Ta € UYHUHHHUKOM
3a0e3neyeHHs KibepOe3neKu MmiAnpueEMCTB.

OYHKUIOHYBaHHS KPUNTOOIP)K Ta CHUCTEM TPOLIOBUX TPAaHCAKLIN
B1/I0yBa€ThCA HA OCHOBI BUKOPUCTAHHS €JIEKTPOHHUX KOMYHIKALIIITHUX KaHAJIIB
nepefadi OOMIKOBHX JaHMX. AKTyaJbHHUMH TEHJCHIISIMH B 3a0e3MeueHHI
yopaBiaiHHA O€3rOTIBKOBUMH pPO3paxyHKaMH € 3aCTOCyBaHHS CHUCTEM
«Iatepuer-6ank» Ta «KiieHT-0aHK», SIKI BUKOPUCTOBYIOTH KOMYHIKaIlliHI
3B’SI3KM JUIs1 HaJlaHHA 1H(OopMalli Ipo CTaH paxyHKY Ta J103BOJIy Ha BUKOHAHHS
TpaHcakiiii. OCHOBHI BIMIHHOCTI JBOX CHCTEM IMOJISITalOTh B HEOOXI1IHOCTI
BUKOPHUCTAHHS CIELI1aJIbHOTO MporpaMHoro 3adesneueHHs («Kmient-6ank») ta /
91 BeO-CTOPIHKHU 13 JocTynmoM 10 IHTepHeT mepexi («laTepHeT-O0ank») mis
oOmiHy iH(popMarii€ro.

Hemomikom OaHkiHTY depe3 wMepexy I[HTepHeTr € (¢yHKIIOHATbHA
OOMEKEHICTh TaKOTO BapiaHTy YMPAaBIIHHS PAXyYHKOM YHACTIZOK 30€pe’KeHHS
yciei 00JikoBO1 1HGoOpMallii B OaHKIBCHKIM YCTAHOBI Ta MOXIIMBICTh POOOTH
JUIIe B PEXUMi OH-JaH. [HTepHET-OaHKIHT 3aCTOCOBYETHCS B OCHOBHOMY
G13UYHIME Ta IOPUANIHIME 0COOaMHU 13 HE3HAYHUM TPOIIOBUM OO0ITOM, SKUM
noTpiOHa mepioguvHa iHGOpPMAIlsS MPO CTaH paxyHKy. Takox iHbopmaris i3
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cucteMu «lHTEpHET-0aHK» HE MOKE€ BHKOPHCTOBYBATHCS ISl MOJAJIBIIOTO
BUKOHAHHS KOHTPOJBHUX Ta OOJIKOBUX MPOIEAYP YHACTIIOK i1 HECYMICHOCTI 3
IPOTPaMHUM 3a0€3MEUCHHSIM ITiATPUEMCTB.

bankiBchbkuM KOMyHiKamisiM «IHTepHET-0aHK» 3arpoKylOTh aKTHUBHI
KiOeppu3HKH, OB’ A3aHUX 3 (PyHKIIOHYBaHHAM Mepexi [nrepHert. [lepm 3a Bee,
3JIOBMUCHUKaMH MOK€ OyTH 3a0JIOKOBAaHHMI AOCTYIl 0 TJIOOAJIBHOI MEpexi
yepe3 MyOiuHI KOMYHIKalIMHI KaHamu. JlocCuTh 4YacTo 3JI0BMUCHHUKHU
CTBOPIOIOTH KJIOHU caWTiB IHTepHeT-OankiHTy. Ha Takux caiitax BimOyBa€eThCs
nepexoruieHHs 1Hpopmarlli 3 METO OTpUMAaHHS MEePCOHATI30BAHUX JaHUX, IO
BUKOPUCTOBYIOTBCSl I JOCTYIy J0 OaHKIBCBKMX pPaxyHKiB. MOHITOpUHT
JAHUX BITOYBA€TbCS 4Yepe3 TNapajelbHy IMepeajpecallifo ycix TIPOIIOBUX
TpPaHCAaKII Ha CTOPOHHI cepBepu. B mojanbiioMy Takl JaHi 3aCTOCOBYIOThCS
MPABOMOPYITHUKAMU JUIS BUKPAJEHHS TPOIIOBUX KOIITIB 3 OaHKIBCHKHUX
paxyHKiB. MOXJIMBUM € TIEpEeryiaa ICTOpii TPONIOBUX TPAHCAKIINA JIJIst
BCTAHOBIICHHS OOCSATIB Ta OACp)KyBauiB (BIAMPaBHUKIB) O€3rOTIBKOBUX
IaTeXiB, MO0 Ja€ 3MOTY 3J0BMHUCHUKAM 1eHTU(]PIKYyBaTU KOHTPAreHTIB
MIJIMPUEMCTBA Ta JOTPUMAHHS IIATLKHOI AUCUUILIIHU. Tomy 1H(opMaLiiHuii
0OMIH uepe3 KOMYyHIKaliiiHui kaHal «[HTepHeT-0aHK» € HeHAAIMHUN 3 TTO3UIT
3a0e3neyeHHs Kibep3axucry.

Jlemo OiapIuid Kibep3axucT OOJIKOBUX JaHMX 3a0e3MeuyroTh OaHKIBCHKI
komyHikanii «Kmenr-bank». CydacHi mporpamHi NpoayKTH JJisi aBTOMaTH3aIlli
o0miKy miaTpuMytoTh cucteMy «Kiient-bank» 1isi 3aBaHTaXKEHHST BUITUCOK 3
0aHKy Ta BIANPABICHHS IJIATIXKHUX JOKYMEHTIB B €JIEKTPOHHOMY BUTIIAAL. Alle
yHIBepcajbHE IporpamMHe 3a0e3MeueHHs] He 3[aTHE BpaxyBaTH 1HAMBIIYyaJibHI
OCOOJIMBOCTI TEXHOJOTIA KOMYHIKAIiil pI3HUX OaHKIBCbKUX YCTaHOB Ta
€MITEHTIB €JIEKTPOHHUX TPOIICH, 0 YHEMOXIUBIIOE iX BUIbHE BUKOPUCTAHHS.
Takox HenonikoMm cucteMu «Kmient-bank» €: BIJICYTHICTh MpaBa BIACHOCTI
Ha TMporpaMHe 3a0e3MeYeHHs, 1[0 BCTAHOBIIOETHCA Ha poboYe Micle
Oyxranarepa; MOXJIMBA HeCyMicHICTh cucrtemu «Kmient-bank» 3 iHIIUM
OporpaMHUM 3a0€3ME€UeHHs] Ha MIANPUEMCTBI; BIACYTHICTH MOOUIBHOCTI
BUKOPHUCTAHHS CHCTeMH (TIporpaMHe 3a0e3MeUeHHs BCTAHOBJIIOETHCS HA OJIMH
a00 JBa KOMIT FOTEPH OOJIKOBOTO IMEPCOHAIY, IO CTBOPIOE OOMEKEHHS II0JI0

BUKOPHUCTAHHS CUCTEMHU Yepe3 MOOUTbHI MPUCTPOI Ta TaKETH); HEOOX1IHICThH
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MPUCYTHOCTI YCiX 0cCi0, 10 TOBHHHI MANUCATA IUIATIKHUNW JOKYMEHT, B
OJIHOMY MICIIl 3 TMEPCOHATLHUMH KOMIT IOTEpaMH, Ha SKHUX BCTaHOBJIEHO
nporpaMHe 3a0e3NeyeHHs; 3HauyHl BUTPATH Ha 1HCTAIAIIID HEOOX1THOTO
IPOTPpaMHOTO 3a0e3MedYeHHs Ta IMOAAIBIIOro OOCIyroByBaHHS OaHKIBCHKOIO
YCTaHOBOIO CUCTEMHU JHCTaHIiiHOTO OaHKiHTy [10, ¢.49-50].

3HauyHOIO 3arpo30i0 (GYHKIIOHYBaHHS MPOTPaMHOr0 3a0e3MedeHHs, IO
(yHKLIOHYe Ha NOpUHOUNAX TexHouorli «KileHT-0aHk», € IHTPOAYKUIA B
IpOrpaMHUN KOJ IIKINIMBUX TPOSHCHKUX BIPYCiB. IH(QIKYBaHHS MOXKe
BiIOYTHCS Y MOMEHT OHOBJICHHS MPOTPAMHOTO 3a0€3MeueHHs, 111" €JHAHHS J10
0azu ganux OaHKiBCbKO1 (¢iHaHCOBOi) ycTaHOBH. Skmio ©6a3a gaHuX
nporpamMHoro 3a0e3nedyeHHst «KiieHT-0aHK» 30epiraeTbcsi HE HAa XMAapHUX YU
BIpTyaJlbHUX CEpBEpax, a B JIOKaJbHIA MeEpexl NIANPUEMCTBA, ICHYE
IMOBIPHICTb BTpaTH (MOMIKOIKEHHS) 00J1IKOBO1 1H(hOpMaIIii.

Takox 3TOBMHCHUKU, CKOPUCTABIIUCH MEPIOAUYHOI0 (1HKOJIM OJHUH pa3 B
JICHb) CHUHXPOHI3aII€I0 JaHWX MDK MporpaMHuM 3a0esneueHHsIM «KitieHT-
Oank» Ta 0a3010 JaHuWx OaHKIBCHKOiI ((hiHAHCOBOI) YCTAaHOBM, 3/aTHI
BUKPUBJISTA OOJIIKOBI MOKAa3HUKHU IIOJAO0 CTaHy 1 pyXy TIpOLIOBHUX KOIITIB 3
METOI0  Je31HQOPMYBaHHS  KEpIBHULTBA MIANPUEMCTBA. BuUKOpUCTaHHS
HEJIOCTOBIpHOiI O00JIIKOBOi 1H(oOpMaIlli MOXKE TMPU3BECTH 0 MOMHUIKOBOI
nepefadi TrpoIIOBUX KOINTIB CTOPOHHIM oco0aM a00 TPUHHATTS XUOHUX
YIPaBIIHCHKUX PIIIEHb.

HoBum Bumom kibep3arpos, MOB’S3aHUX 3 BHUKOPUCTAHHSIM IIKIJIJTHUBOTO
MIPOrpaMHOTo 3a0e3neyeHHs y cepi eIeKTPOHHUX TPOIIeH, € KPUNTOMKEKIHT
(He3akOoHHMM MaiiHIHT). [IpuxoBaHU MallHIHT KPUNITOBAIIOT — THUIl KiOepaTaku
yepe3 HE3aKOHHE BHUKOPUCTaHHS TEXHIYHOIO Ta MPOTrpamMHOro 3abe3rnedeHHs
0e3 3roaW BiacHWKIB. baHKIBCBKi, a 0coOiMBO iHIII (HIHAHCOBI YCTaHOBH,
PO3MOBCIOKYIOUM KOPHCTYBallbke mporpamue 3a0esneueHHs «KimieHT-0aHK,
MOXXYTh BHKOPHUCTOBYBATH HWOTO JUIsl KPUNTO/KEKIHTY. He3akoHHMIT MaitHIHT
CKJIQJHO BHSIBUTH, a TOMY Kpalle YHHUKATH I1HCTAJISIIN MPOrpaMHOTO
3a0€3MeUeHHs Bl HEBIIOMUX (PIHAHCOBUX 1HCTUTYIIIN.

Otxe xoMyHIKaliiiHi TexHoJsorii «IHTepHeT-0aHk» Ta «Kiient-O0aHk» He
MOXYTh OyTH €()EKTHUBHUMH JJIs 3a0€3MEUCHHS HaJIe)KHOTO KiOep3axucTy M

opranizarii iHGOpMaIIHHOTO 0OMIHY MK CHCTEeMaMHu OOIry KPUTOBAIIOTH Ta
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iXHpOro OO0JiKy Ha mignpueMcTBl. DEHOMEH KPUINTOBAIIOT IPYHTYETHCS Ha
TEXHOJIOT11 OJI0KYElH, peai3allis IKoi nepeadadae o0’ € JHaHHS YCIX BIACHUKIB
CJICKTPOHHUX TPOIIEH uYepe3 MepeXy KOMYHIKAIlIMHMX KaHaIB, M0 HE
noTpeOye HasIBHOCTI €IMHOTO LIEHTPY ONpPAIIOBAaHHS Ta HAKOTIMYECHHS TaHUX.

O06’eqnanHs (QYyHKIIOHATBHUX MEPEeBar TEXHOJIOT1i OJIOKYEITH, TO3UTUBHUX
akocTed KomyHikamid  «IHTepHer-O0aHk» Ta «KiieHT-0aHK»  JTO3BOJIUTH
CTBOPUTU TIOPUJHY CHUCTEMY O€3rOTIBKOBUX IUIATEKIB KPHUIITOBAIIOTAMH,
€JICKTPOHHUMH TpOINKMMa, KOIITaMHW Ha paxyHKax B OaHKy dYepe3 IUIaTikKHI
KapTK{ Ta MOXJIMBOCTI €(EKTUBHOTO KiOep3axucTy 1HhOpMaIliifHOrO 0OMIHY 3
yciMa y4YacCHMKaMU PO3paxXyHKOBHMX olepaliil (Hagam — riOpuaHa cHucTeMa).
['OpuaHy cuctemMy IOLIIBHO OyJyBaTH Ha OCHOBI TEXHOJOTIi OJOKYEWH, IO
Ja€ 3MOry YHUKHYTH O0ararbox KIO€ppHU3UKiB, NMPUTAMAHHUX OaHKIBCHKUM
KOMyHIKalisaM «[HTepHeT-0ank» Ta «KiieHT-0aHK».

OyHKIIOHYBaHHS  TIOpUIHOT  CHCTEMH  TOTpeOye  ONMPUIIOJHEHHS
BUXIJTHOTO KOJIy TPOTrpaMHOTO 3a0e3NedyeHHs] Ha TMPUHIUMAX TEXHOJOTI]
OJIOKUEeHH 1A yOI1YHOTO O3HAHOMIICHHS. AHAJIOTIYHO JIJISl BCIX €JIEKTPOHHUX
rpoieil HeoOXiIHO 3a0e3MeUuTH BUIBHUN JOCTYH JIO YHIBEPCAJILHOIO
MIPOrpaMHOT0 MOAYJISl OE3rOTIBKOBUX PO3PaXyHKIB.

barato eMiTeHTIB €JNEeKTPOHHUX TIpolIed YyXKe HaJalThb OE3KOIITOBHI
nonatku «lHTepHEeT-O0aHKIHTY», SIKI MOXHA BOYIyBaTH Ha BeO-CTOPIHKY JIJIst
npuiioMy T[UIaTexXiB. [l TOKYIMIB TOSBISETHCA 3pYYHUH MEXaHI3M
0€3roTiIBKOBHX PO3PaxyHKIB 3a TOBApW 1 MOCIYTH, KYIUICHI 4Yepe3 Mepexy
Intepuer. T'iOpuamsanis  peani3oBYeTbCS ~ TAaKOX  3aBISKM  BUIBbHIM
KOHBEPTOBAHOCTI yCiX ICHYIOUMX I'POLIOBUX 3ac001B. Byab-sIKy KpUNITOBAIIOTY
MOXKHa MPUAOATH 3a EJIEKTPOHHI TpOIIl YU KOILUTM HAa paxyHKax B OaHKY.
[Iporiec € TakoX 3BOPOTHUM, OJEP’KaHHS BiJl IUIATHUKA IU(POBOI TOTIBKH
nepeadadae MOXKIUBICTH 11 MEPEBEICHHS HAa PaxyHOK B OaHKY Ta OACp>KaHHS
TOTIBKOIO Y MEpeki OaHKOMATIB.

[IpoTe iHTEerparlis miaTi>XHUX CUCTEM Ha MPUHIUMNAX OJIOKYEHH MOBHHHA
3MIMCHIOBATHCS 1 B HANPSAMKY HaJaHHs 1HQOpPMAIIil MPO rPOILIOBI TPaHCAKIIIi B
OyxraJrepcbke NporpamMHe 3a0e3ledeHHs Mg 3a0e3MeueHHs KIOep3axucTy.
Po3poOHMKM KOMI'IOTEpHUX MpOrpaM [Jisi aBTOMAaTu3ailli OOJIKY 3MOXYTh

BOYZIOBYBaTH TiOpHUIHY CHUCTEMY B IIpOTpaMHE 3a0e3MeUYeHHS YHIBEPCAIbLHOIO
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YH 1HAMBITYyaJIbHOTO 3aCTOCYBaHHS.

UYepes iHbOpMallIifHY I1HTErpaIif0 CUCTEMH €JICKTPOHHUX IIJIATEXIB B
OyxrajaTepchbke IMporpaMHe 3a0e3IMeUeHHS BHPINIYETHCS IpoOJieMa BH3HAHHS
IpaBa BJIACHOCTI Ha KOMIT FOTEPHY MpOrpamy, a TaKOXK MOBHICTIO JIIKBIYEThCS
iH(opMallliHa HECYMICHICTh B OpraHizaimii YNpaBliHHSI MOiAIPUEMCTBOM.
ABToMaru3alisi 00Ky O€3roTiBKOBHX omepalliid BiIOyBAa€ThCs B MOEJAHAHHI 3
IHIIMMY HapsIMKaMU OO0JIIKOBOi pOOOTH B €IMHOMY MPOrPAMHOMY KOMILIEKCI.
PexoMeH10BaHO MOMICTUTH TIOpHIHY CHCTEMY B OCHOBY aBTOMAaTH30BaHOIO
00JIIKy TPOIIIOBUX KOIITIB 3 HaJAaHHSAM JIOCTYITy A0 O€3rOoTIBKOBUX TpaHCAKIIH
BIIMOBITATLHUM 0co0aM, 3a0€3MeUeHHSIM JUCTAHIIMHOCTI B  YIPaBIIHHI
IPOILIOBUMU 3ac00amMu, opraHizaliiero e(heKTUBHOTO K10Ep3aXUCTy Ta KOHTPOJIIO
3 OOKy MEHEIKMEHTY IMIJINMPUEMCTBA ¥ TPOMAJCHKOCTI OO JOIIJILHOCTI
IPOLIOBUX OIepauliid TOMIO.

3aBAsku  TIOpUAHIM ~ CHCTeM1  BUPINIYETbCSI  OCHOBHUM  HEMOJIK
KOMYHIKaIiiHoi TexHoyorii «KiieHT-0aHk», TMOB’A3aHOi 13 HEMOXKJIUBICTIO
3araJpHOTO BUKOPUCTAHHS MpOrpaMu Ha 0araThoX poOoumx Micisax ¢axiBIiiB 3
00JIIKy Ta ympaBJliHHS. YCIM MpalliBHUKAM MIJNPUEMCTBA, TISUIBHICTD SIKMX
MOB’s13aHa 3 TPOIIOBHMHU OTEPAIlisiMA, PEKOMEHJIOBAaHO HaJaBaTH JOCTYI [0
00mikoBOi 1H(OpMalLli PO HAAXOMKEHHS KOIUTIB Ha MOTOYHUM PaxyHOK.
Hampukman, y wicusgx peamizaiii ToBapy MpalliBHUKaM KOPHUCHO MaTH
iHopMaIliI0 TPO TOMEPEAHE HAMXOMKEHHS KOINTIB Bil TMOKYIIA, IO
J03BOJIUTH 1HIIIIOBATH BHUJA4Yy 3aMOBJICHHS. PO3MOin AOCTyImy A0 CHCTEMU
IPOIIOBUX TPAHCAKIIM Ta 00J1iKOBOI 1H(GOpPMaIll AOLUIBHO 3I1ACHIOBATH Ha
OCHOBI MepCOHANbHUX HU(GPOBUX MIAMUCIB (JIOTIHIB 1 MApPOIiB) 3aJIEKHO Bij
MO3UIIIOHYBAHHS MPALIBHUKA Y 1€pAPXIUHIA CTPYKTYp1 YIIPABIIHHS.

binpm y3aragpHeHI JaHI PEKOMEHJOBAHO HAaJaBaTH KEPIBHUKAM PI3HUX
lepapxigyHUX PIBHIB HAa OCHOBI [HTEpHET-AOCTYIly Ta JO3BOJIUTH BUKOHAHHS
MaHINyJIAIIA 4depe3 BeO-Opay3ep 3 JOBUILHOTO poOodoro wicis. byaydm
TEPUTOPIATBLHO BIIJAJIEHUM Bl CaMOro MiANPUEMCTBA YW MICIS BUKOHAHHS
nepekasy, MeHeDKep Ta OyXrairep 3MoKe 3A1HCHIOBATH MOHITOPHHT IMPOIIECY
BUKOHAHHS TpaHCAKIIi Yepe3 BIAaCHUW MOOUILHUN npucTpiidl. Takox 3a
MEHEIDKEpaMHU PI3HUX 1€papXIYHUX PIBHIB JOIIIBHO TMOMEPETHBO 3aKPIMUTH

peanizaiio A03BUTbHUX (YHKIIIN 3 BUKOHAHHS TUIaTeXy. B MOMEHT mowaTky
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OE3roTIBKOBOIO  IEpeKa3y  BUAMOBITHOMY  KEpPIBHHUKY  BHJIaBaTUMEThCS
MOBIIOMJICHHS TIPO TapaMeTpH IUIATEXY Ta J03BLT 4K 3a00pOHY TpaHcakilii. B
OOJIIKOBIM TMOJITUII MANPUEMCTBA JOIIJIBHO BKa3aTH TPOIIOBUN TIOPIT,
JOCSITHEHHSI SIKOTO Tiepedavae 3amuT CaHKIi 0OJIIKOBOTO Ta YIPABIIHCHKOTO
mpamiBHUKA. SKIIO JIMIT HE NEPEBUINEHO, TO 3aluT HE BiIOyBaeThcs. |
HaBMAaKM, Yy BUIAJKY 3/IMCHEHHSI O€3roTIBKOBOI TPAHCAKIIII HA MOHAJIIMITHUN
o0car mOTpIOHMK TOYEpProBUM JI03BUT JEKUIbKOX (haxiBLIB 3 OONIKYy Ta
yrpaBiiHHSA. TakuM YHHOM peali3yeThCsA K1OEpP3aXHCT TPOIIOBUX TPaHCAKIIIHN
Ta 3a0€3Meuy€eThCs TIepCOHAII3aIlis BIAMOBIIATLHOCTI 3a TPOIIOBI OIepalrii.

3actocyBaHHs TIOpUIHOT CHUCTEMHU YCyBa€ TMPOIEAYpY CKJIaJdaHHS
MarepoBOTO IMEPBUHHOTO JOoKyMeHTa. He 3aBkam MOXINBO chOpMyBaTH
NEPBUHHUM pPO3PaxXyHKOBUM JIOKYMEHT Yy TpaAuliidHIA TUNOBIA dopmi.
BpaxoBytoun KOH(IACHIINHICTh KPUNTOBAIIOT, CKIATHO 1AEHTU(IKYBaTH
ocoOy TuIaTHUKA, IO HE JIa€ 3MOTH 3alIOBHUTH OCHOBHUM PEKBIZUT OYIb-SIKOTO
MEePBUHHOTO JOKYMEHTY. B aBTOMarn3oBaHiii cucTemi OOJIKYy 3a3HA4aeThCs
JUIIE KOJ TPOIIOBOi TpaHCAKINi, IO 3aCBIAYy€ TOTAIICHHS TOB’sI3aHO1
3aboproBaHocti. Poyib TpaauiiiiHOi OaHKIBCHKOI BUIMCKH, Ha OCHOBI SIKOi
(dopmyBasivcst OOJIKOBI MPOBEACHHS, HAa Hally IyMKY, B OOJIKY 3a yMOBHU
€JIEKTPOHHUX MEPEKa31B CYTTEBO 3MEHIIYEThCA. Y Cs MepBUHHA 1H(pOpMAILLis TTPO
PYX €JIIEKTPOHHUX TPOIICH Ta KPUMNTOBAIIOT 32 TMIEBHHUM MEPioa HAAXOIUTH 10
Oyxrairepa, SKUid B ONMEPATUBHOMY PEXKHMI MA€ 3MOTY MOHITOPHUTH 3aJIUIIKH
KOIITIB HA paXyHKaX.

Ha ocHOBI eeKTpOHHOT MEPBUHHOI 1HPOPMAILIIT PO 3apaxyBaHHsS KOLITIB
Ha paxyHOK MIANPHUEMCTBA, SKa B aBTOMAaTUYHOMY PEXKHMI OIEPaTHUBHO
HaJIXOAUTh Yy OyXraiaTepiro, aBTOMAaTU30BAHO MOXKYTh 3/1HCHIOBATUCS
nojanbi o0JikoBl mpouenypu. llepembavaeTscs, MO KOMU TMOKYIEb YH
3aMOBHHUK IMPOAYKIIii 31 MEPCOHATBLHOIO €JIEKTPOHHOI'O TaMaHIl J1a€ J03BLT Ha
MepepaxyBaHHs EICKTPOHHUX TPOMICH YW KPUNTOBAIIOT, B1IOYBa€THCS
aBTOMaTUYHE BHECEHHS Yy CHCTeMy OOJIKYy TOCHOJAapChKUX oOmeparliii Ta
dbopmyBaHHS  OOJIKOBUX TMPOBEACHb. AHAJIOTYHO, 1 B  OJepXKyBaua
HAJXO/UKEHHS 4epe3 TiOpuaHy cucTeMy 1HQoOpMalii Mpo 3apaxyBaHHA
0€3roTiBKOBHX KOIITIB Ha €JICKTPOHHUN TaMaHelh IHIMIIOE aBTOMATHYHE

¢bopMyBaHHS BIAMOBITHOTO 3alMCy HA PaxXyHKaX OyXTaJITepChKOTO OOJIKY B
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nporpaMHoMy 3a0e3meueHi. Cxema 1HQpOpMAIIMHMX TIOTOKIB B yMOBax
aBTOMATHU30BAHOTO YIPaBIIHCHKOTO OOJIIKY 1 KOHTPOJIIO TPOIIOBUX 3aCO0IB Ha
OCHOBI 3aCTOCYBaHHsI T1OpU/IHOI CUCTEMHU TUIATIKHUX OTepalii eIeKTPOHHUMU
IpoIlMMa, KPUMTOBATIOTAMH, KOIITaMH Ha paxyHKaxX B OaHKy 3 IHTETpaIli€ro

¢yHKLIM TexHOJOrid OnokyeitH, «lHTepHeT-0aHk» Ta «KileHT-0aHK» MOJgaHO

Ha puc. 2.4.
["'onoBHUMI Bnacunku, ['pomajichki
oyxrairep KEPIBHUKHU oprasizari
A A | A
Hani mpo yci Tparcakmii i
HaJlaHHS JO3BOJIy Ha IPOILOBUI
Inpopmanis mpo | TepeKas KoHTpois 3a
HAaOXOKEHHS Ta | 4 BAJATKAMU
CIIMCAHHs KOWITIB | Inmezposana KOIIITIB
' cucmema
OUCMaHuinnozo
"| o0ocmyny 0o kowmise |
JloxyMeHTyBaHHS . EnexktponHi
TOCMOAPChKHUX brnoxuein ramasii
ormeparii
4~ KpUTIITOBAIIOT
Hasi mpo
o ®opMyBaHHs «IuTepHeT- Oananc )
Oomikosi 6p - P ¢~  rpomoBux Ewmitentn
HpaliBHUKH ODJIROBIX 3 banK» POTOBH
HpOBeﬂeHL KOI.HT]B, 1X < eJ‘IeKTpOHHI/IX
HaIXOIKEHHS 1 rpouen
. «Kiient- CIIMCAaHHS
Posnoain 6 . .
00mKOBUX ] aHK» 4| BaskiBChKi
JaHUX YCTaHOBU
Cucmema ‘ CTany_‘faHH" Crpaxosi
Kibep3axucmy B IHBCCTHIIMHHX Ta “ YCTaHOBU
KiOeppHu3uKiB

Puc. 2.4. Cuctema o0iky 1 KibepOe3neku 0e3roTiBKOBUX MepeKas3iB 3
BUKOPUCTAHHSIM KPUIITOBAIIOT Ta 1HIIUX €JIEKTPOHHUX TPOIIEH

JIxepeno: chopMOBaHO aBTOPOM

deHOMEH KPUNTOBAIIOT Ta IHIIKX €JIEKTPOHHUX TpoIeil hopMye 3HaAUHUN

MOTEHIlAJI IS aBTOMAarTH3allii OO0JIKy Ha NIANPUEMCTBI. MOXIIUBICTD

BOY/ZIOBaHOI MIATPUMKHU NEPCOHAIBHUX TaMaHIIB EJIEKTPOHHUX Tpolleld B

MOOUIBHUX MPHUCTPOSIX 3abe3reuye Oe3roTIBKOBUN PO3paxyHOK 3a IpuadaHi
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ToBapu (TOCIIYTHM) aHAJIOTIYHO OaHKIBCBKMM KapTkaMm. KpunroBamora
MOCTYNOBO Ha0yBa€ MPAKTUYHOTO 3aCTOCYBaHHS 1 TIEPETBOPIOETHCA Ha
e(eKTUBHUH 3aci0 TPOIIOBOro 00ITy, 10 BUMAarae ii BU3HaHHS 3 MO3UIIIT Teopii
€KOHOMIKH Ta O0JIIKY SIK €KBIBaJIE€HTA IPOIIOBHUX KOIITIB.

3 BUKOPUCTAaHHSIM TIOpPUAHOI CHUCTEMH 3MEHIIYEThCS TMOTpeda y
BUKOPHUCTAHHS TOTIBKM SIK IUIATKHOIO 3aco0y Ta, BIANOBIAHO, Kacu K
OpraHi3alliiiHOTO MiAPO3AUTY B OpraHi3alliiHId CTPYKTypl MIANPUEMCTBA. 3a
HEOOX1THOCTI FOTIBKOB1 KOIITH MOXYTh OyTH OTpUMaH1 y OaHKOMaTax. 3HaYHO
3MEHIITYETHCS KIJTIBKICTD MPAIIBHUKIB MIAMPUEMCTBA, SIK1 OTIEPYIOTh IPOIIIOBUMU
KOIIITaMU Ta MalOTh JIOCTYM 0 00JIIKOBOT 1H(pOpMAIIii, [0 TO3UTUBHO BILIUBAE
Ha K10epOe3neKky mianpueMcTna. Y ci iHpopManiiiHi IpoLecu BUKOHYIOThCS 0€3
IpsIMO1 y4dacTi 00JIIKOBUX (PaxiBLiB, IO MIHIMI3Y€ BIUIUB JIOJCHKOTO YNHHHUKA
Ha KibepOe3neKy miAnpueMCTBa.

B ribpunniit cuctemi qo1iiabHO 30epirat 1aHi €JIeKTPOHHUX TaMaHIlIB IS
OTPUMAHHS JOCTYIy 10 3aJMIIKY KPUNTOBAIIOT. 3a JAHUMHU CTATHUCTHKU O1is
25% BJIaCHUKIB  KPHWNTOBAIIOTH BTpaTWIM  Kimoui  jgoctymy  [137].
Bukopucranas riOpuIHOI CUCTEMH TMOIEpeKae BTpaATy KIIOYIB JOCTYMY JO
€JIEKTPOHHOT'O raMaHIIs 1, BIAMOBIJHO — yCIX KPUNTOAKTHUBIB.

AHaJIOTIYHO, NOUUIBHO MependadyuTv (PyHKIII0 KOHTPOJIO BHUIAIKOBUX
TpaH3akKIii KopucTyBadamu. J[JIs bOoro HEOOX1JHO BCTAHOBHTH YaCOBHUH Jjar
MDK CIHCAHHSIM TPOIIOBHUX KOINTIB 3 PaXyHKY BIAIpPaBHUKA Ta 3apaxXyBaHHIM
olepXKyBady. 3a Iied mepioa 4dacy OOJIKOBHUN UM YMPABIIHCHKUANW MEPCOHAT
MO>K€ MEePEBIPUTH KOPEKTHICTh IUIATI)KHUX PEKBI3UTIB 1, Y BUNIAJKY BUSBIICHHS
MOMUJIKH, CKACyBaTH OCTAaTOYHE BUKOHAHHS €JIEKTPOHHOI TPAHCAKIIII.

VY riOpugHid cUCTeM] TakKOX JOLUIBHO TMepeN0ayuTH CTpaxyBaHHS
KPUINITOAKTUBIB  BiJ 1HBECTUIIMHMX Ta KibeppusukiB. Ilpu mepemaui
KpUNITOOIPKI €NEeKTPOHHUX KOINTIB iXHIM BIIACHUK (DAaKTHYHO HE BOJIOIE
aKTMBaMHM, a OTPUMYE 10 HUX JOCTYM MpHU BXOJ1 B iHpoOpMalliiiHy cucremy. ¥
BUMAJKy KiOepataku Ha iHoOpMalliiiHy cucTteMy OIp»Ki MOXIIMBAa BTpaTa
kioepBamtotn.  Skmo Oipka orosoirye cebe OaHKpYTOM, TOBEPHEHHS
KiOEpaKTUBIB YK€ HEMOKJIMBE. AHAJOTIYHO W 3HAYHI HETaTUBHI CTPUOKU Y
BapTOCTI KiOEpPBATIOTH MOXYTh TPHU3BECTH O 3HAYHMX 30UTKIB y IXHIX

BiacHUKiB. KopucHuM #1 e(heKTUBHUM € CTpaxyBaHHS PI3HUX BUIIB PU3UKIB y
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mporieci 30epiraHHsi Ta ONepyBaHHS KPUIITOBAIIOTAMH. Y TiOpHAHIN cHUcTeMi
JOIIIJILHO ~ PO3MINTYBAaTH  NPOMO3UII  PI3HUX  CTPaxyBaJbHHUKIB MO0
CTpaxyBaHHS KpPWIITOAKTHBIB. BIAaCHUK KPUNTOBAIIOTH Ha KOHKYPEHTHHX

OCHOBaxX MO€ 00UpaTH ONTUMATbHUN CTPaxXyBaJbHUM MAKET MOCIIYT.

2.3. BukopucTaHHs TexHoJ10Til IHTepHeTy pedeil B aBTOMaTH3aIii 00J1iKy

Ta Kidep3axucri

Hudposizamis coiadbHO-€KOHOMIYHMX IPOLIECIB IPYHTYEThCS  HA
MOBCEIOTHOMY ~ BHUKOpUCTaHHI Mepexi I[atepHer. Hamanus  gocrtymy
CTEHKXoJiepaM /10 TJ00albHOI KOMYHIKAIIHHOT MEpexi € 3amopyKoro
OMEePaTUBHOCTI, JOCTOBIPHOCTI, CBOEYACHOCTI Ta 3pYYHOCTI 00pOOKU OOJIKOBOI
iHdopmarii. EnekTpoHH1 KOMyHIKaIli 3a0e3neuyioTh 00’€IHAHHS YYaCHHKIB
iHpopMaIliiHOrO MpolleCYy B CHUIBHOTY 3a/Ui1 CHUIBHOTO BUKOHAHHS
(¢yHKLIIOHANTBHUX  000B’s3kiB. Mepexa IuTepHer €  iHpopmaliiHUM
IHTErpaTopoM JKepen 1HGOpMaliiiHuX pecypciB, 0a3 iXHbOrO CXOBHIIA,
CJICKTPOHHUX CEPBICIB ¥ TexHOJOTIM oOMiHY iHGopmariieto. [HpopmariitHOO
OCHOBOIO KPYyT0oo00iry coIliaabHO-€KOHOMIYHOI 1H(pOpMaIlil € cucteMa OOJIKY,
AKa € 1HhOPMAIIHHAM TeHEPATOPOM Ta KOMYHIKATOPOM.

3pocTaHHa piBHS MOOYyTOBOrO NPOHUKHEHHSA I[HTEpHET-TEXHOJIOTI1H
MIPU3BEJIO 10 BHHUKHEHHS HOBOTO (PYHIaMEHTAJIBHOTO SBHINA — [HTEpHETY
peueit. Texuonoris IatepHety peueit (Internet of Things, [oT) — cykynHiCcTh
3HaHb MPO BUKOPUCTAHHS MPOTPaAMHO-TEXHIYHOTO KOMILIEKCY, SKUUA MICTUTh
TEXHOJIOT1YHI JIaTYUKH, BHKOHABYl MEXaHI3MH, CEHCOPHI MOHITOpU Ta
MIKPOKOMIT' FOTEpH Y  GOpMI  €IEMEHTIB OJAry, IOO0yTOBOI TEXHIKH,
TPAHCTIIOPTHUX 3ac00iB, BUPOOHMYOrOo OOJIAJIHAHHS TOIIO, SKI 3’€IHaHI 3
Mepexkero [HTepHeT N1 B3a€MO/111 3 HAaBKOJIMIITHIM CBITOM YW KOMYHIKAIIA M1
c00010 Ta JIIOJIMHOIO.

[Iponuknennss loT-TexHomorii y TOCHOAApCHhKI TMPOIECH CYyO’ €KTIB
TOCTIOJIAPIOBAHHS CIPUYMHUIO (yHAAMEHTadbHI 3MIHM TIEPIIOYEPTOBO B

aBTOMATH30BaHIA 0o0poOmi  oOmikoBoi iHGopmamii. Ilpore paszom 3
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MO3UTUBHUMHU  (DYHKIIIOHAIIbBHUMH ~ MOKJIMBOCTSAMHM  BHKOpHUCTaHHs loT-
MIPUCTPOIB ICHYIOTh 3HAYHI MEPEIIKOIM IMIUIEMEHTAIlll TeXHOJOTii [HTepHeTy
pedeil. Hamanns macoBoro BiAKpUTOro IHTepHET-IOCTyMmy A0 MOOYTOBUX Ta
rOCTOJAPChKUX MPUCTPOIB CTBOPIOE 3arpo3u (PYHKIIOHYBAHHIO MIAIPUEMCTB.
Kibep3arpo3u mnoB’si3aHi 3 MOXJIMBICTIO BUTOKY KOH(IIEHIIHHOI 0OO0JIIKOBOT
iH(dopmalii, 1HQopMaLIHOrO MIMIOHAaXY, Ki0epaTak, KidepTrepopusmy, MO
BU3HAYA€ AaKTyaJbHICTh oOpraHizanii €()eKTUBHOI CHUCTEMH KiOep3axucTty B
yMoBax 3acrtocyBanHsi loT-texHosnorii.

Punok cucrem kibGep3axucty loT-TexHONOTrIM MIOPOKY 3pocTae 1 3a
nporaozamu 1o 2025 poky mocsrae 30,9 mapn mon. CHIA (puc. 2.5).
[lepMaHeHTHHI IIOPIYHUN TPUPICT MOKa3HUKA, MouyuHatoun 3 2016 poky,
CTaHOBUTH 15 %, 10 CBIIYUTH MPO MEPCHEKTUBHICTH JIOCHIIKEHb Yy cdepi

kibep3axucty 1H(popMalii B ymMoBax 3acTocyBaHHs loT-npucTpois.
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Puc. 2.5. Po3mip rino6ansHoro punky 10T kibepOesnexu y 2016-2025 pp.
(B Mimbsipzax pomapis CIIIA)
JIxepeno: chopmoBaHo Ha ocHOBI [168]

B nHaykoBOMy mpocTOpl MpPUCYTHI YHKCIEHHI Tpaili, IPUCBAYEHI
3a0e3nedeHHI0 Kibep3axucTy MiANPUEMCTB 3 BUKOPUCTAHHAM TexHousorii [oT.
bitbmiicTh 3 HUX TPYHTYIOTBCS Ha IMITIEMEHTAIil OJIOKOBO-JIAHITFOTOBOOTO
CTPYKTYpyBaHHA JaHUX (TexHOJIOT1l OJokueiiH B 00poOmi iH(opmarlii).

BonHouac HayKoBIIl TPOBOJSATH OPUTIHAIBHI HAYKOBI JOCHIIHPKEHHS MO0
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MEPCIIEeKTUBHUX BapilaHTIB Ki0E€p3axuCTy MiAMPUEMCTB B YMOBAX 3aCTOCYBAaHHS
[oT-npucTpoiB A rOCTIOAAPCHKUX II1ICH.

3okpema Kumar Gautam, Singh Om Prakash it Saini, Hemraj Sikanji¢
oorpyntyBasin BiuB IHmyctpii 4.0 Ha kiOepOe3meKky MiANPUEMCTB, IO
noTpedy€e 3aCTOCYBaHHS HOBITHIX KOMYHIKAI[IMHUX TEXHOJOTIM, Cepela SIKHX
BaskiauBe Micne 3aiimae [oT [109]. Takox Sikanji¢ Nedeljko, Avramovié Zoran
ta Marinkovi¢ DraZen 3anpononyBamu cTpykTypy loT iHdpacTpykrypw,
BUKOPHUCTAHHS KO MIHIMI3Y€ KIOEppHU3HKU Ta Kidep3arpo3u (yHKIIOHYBaHHS
nignpuemcTBa [164]. Ananoriuno i Henry Matey Akwetey Ta iHII1 gocmiaunu
nepcrnekTuBu BuUkopuctanHs TtexHosorii loT mus kiGep3axucty 00’€KTiB
kputnuHOi iH(pacTpykTtypu aepxkaB [93]. Aisenberg Michael # ixmmn
BU3HAYMWJIA HAMPSIMKH JIEPKABHOI Ta MICIIEBOI MOJITUKHU Yy cepi KibepOesneku
yepe3 noeaHanHs TexHosori 1oT, xMapHoi 00poOku iHPopMaliii Ta OJIOKOBO-
JIAHITIOTOBOTO CTPYKTYypyBaHHs naHuXx [47]. Ananorigno it Smith Kane, Dhillon
Gurpreet Ta Carter Lemuria po3poOuiin HanmpsIMK{ JEP>KaHOI MOTITKH Y cdepi
kibep3axucty loT-TeXHOJOTIM Ha OCHOBI MO3UINIOHYBaHHS «KOPUCTYBAIIBKUX
niHHOCTEH» (iHpopMarliitaux motped kopuctyBadis) [170].

Rohan Rohani, Funilkul Suree, Pal Debajyoti Ta Thapliyal Himanshu
MOSICHUJIY BIUIUB TeXHOJOT1i [0T B CrOXMBYOMY BUKOPUCTAHHI HA MIHIMI3aLIO
YUHHUKA JIOJCHKOro pecypcy [152]. Ponb mTy4HOTO 1HTENEKTY B KiOEp3axuCTi
IoT-texnonorii Takox mocmauian Kuzlu Murat, Fair Corinne ta Giler Ozgl']r
[111]. MTpomosxuau nocmimkenns Chesney Steve, Roy Kaushik i Khorsandroo
Sajad, sKi 3anmpomOHYBajdM aAJITOPUTMHM  MAIIMHHOTO  HABYAaHHS  JJIs
MPEBESHTUBHOTO MOIEPEKEHHS aKTUBHHUX KiOep3arpo3 y cdepi loT [63].

VY Toii xe wac Djenna Amir, Saidouni Djamel Eddine Ta Wafia Abada
3aMpoINOHYBaTH MparMaTU4H1 cTpaTterii Kibep3axucTy MiANPUEMCTB Bl MPOSIBY
kibeparak 3 Bukopuctanusm loT [73]. Immy crtparerito opranizamii
kibepOesnexkn y cdepi loT, mo opieHTyeTbcs Ha TIEPMAHEHTHIA 3MiH
Oe3neKOBUX HaJaAIITyBaHb, 3ampononyBaiu Mercado-Velazquez Andres,
Escamilla-Ambrosio P. Jorge i Ortiz-Rodriguez Floriberto [123].

[Ipore HayKOBIII PO3KPHBAIOTh TEOPETUYHI Ta TMPAKTHYHI AaCIEKTH
3a0e3MmedeHHs Ki0ep3axucTy B yMOBax 3acTOCyBaHHS TexHOorii [oT 3 mo3wurii

00poOkm exoHoMIuHOI 1H(popMalii. [1o3a yBaroro B HayKOBHUX ITOCITIIKEHHSIX
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3QJIMIIAETBCA OOJIKOBa TMpUpoaa OuIbIIOCTI 1H(OpMAIlli Mpo CoIliaJbHO-
€KOHOMIYHI MpOILIECM Ha MANPHEMCTBI. | nuWIlle MOOAWMHOKI HaIpalroBaHHS
OJTHOYACHO  CTOCYIOThCS ~ OyXrajaTepchKoro oOOJIIKy Ta  KiOep3aXHcTy.
Hanpuknan, MoxHa BUIITMTA HACTYITHI MIEpeBary Ta MpoOJeMHu ISl JTaHITI0)KKa
dbopmyBaHHs O13HEC-3BITHOCTI MIANMPUEMCTBA 13 BUKOpucTanHs [oT:

— aBTOoMaru3ailisi 300py i1H(opmarllii, He0oOXigHOT JIsi  BEJICHHS
JJIOBOJACTBA Ta MPUUHSTTS PIIIEHb 3 MOTCHIIMHOIO IMEpPEeBarow MOJErmeHHs
300py 30uIBIIEHOTO O0CATy iHGOpMalii (OUIBIT JeTaJbHO Ta dYacTime) 31
3MEHIICHHSM MTOMUJIOK PYYHOT Mpalli;

— CKOPOYEHHS MPOMDKKY 4Yacy MK MOMI€I0 Ta ii 3amucoM i OlIbId
CBOEYACHOTO TIPUHHSITTS PIIICHHS;

— CHPUSIHHS OLIHII AISIHOCTI Ta KEPOBAHOCTI O13HEC-TIPOIIECIB;

— 30UIbIIEHHST OOCSTIB OyXralaTepChbKUX JaHUX, KUIBKOCTI Ji1 Ta
CIIOCTEPEXKEHb, 3MEHILIEHHS 0€3M10CePETHHOT0 NPSIMOTIO JIIOACHKOTO BIUIHBY.

Hocmiguuk  Smith  E., mo 3alimaerbcs cydacHUMH mpoOjeMaMu
KOMIT FOTepu3allli OyXraJTepchkoro oOJKy, BHU3HA4Ya€ HACTYIHI TIEpeBaru
00’emHanHsl Oyxrantepcbkoro o0miky 3 IoT: 1) 3paTHiCTh BiAcCTeXyBaTU
aKTHBM; I[IOKpalleHE BHUKOPUCTAHHS akTuBiB, 2) EkoHoMis Butpat; 3)
[TokpamieHHs SIKOCTI Ta MOHITOPUHTY; 4) KUIbKICHO BU3HAa4Y€HI MPAL[IBHUKU —
oxopoHa mpaiii; 5) bimem edextuBHHMI aHam3 goxoxy; 6) IlomimmenHs
nporuo3yBanss; 7) [lokpamiene ympasiinus pusukamu; 8) Kpaie npuidHATTS
piteHs Ta epekTHBHICTH Oi3Hecy [169].

Baxnuorw 3patHicTio loT-texHonorii € 30ip iHpopmartii npo mnoaii Ta
ABUIA, 110 € IIHHUM 1H(GOPMALIHHUM pECypcoM il OONIKY Ta yHpaBIiHHS
M1IPUEMCTBOM.

Ax noBomsath Jlerenuyk C.®D., Opoaucekuii M.II. Ta Malictpenxko H.M.,
HeoOXiHO BpaxyBatH, mo loT cTocyeTbest mporeciB 0OPOOKH TaHWX 3 PI3HUX
00’€KTIB, Kl € BXIIHUMH JAHUMHU 3 MO3HI[T OyXraaTepChKuX 1HPOPMAIITHUX
CUCTEM, TO MOKHa KOHCTaTyBaTH icHyBaHHs BIumBY loT Ha Meromm 300py Ta
00pOOKM OyXrajaTepChKUX JIaHMX, a TaKOX iX KOHTpOJb. BukopuctaHus
JaTYMKIB IS OJIepXaHHS MepBUHHOI 1H(opMalii mnpo peul Ta JroAeH

(mpamiBHUKIB OyXraaTepchKoi CIIy>KOM) Ta 3a0e3MedeHHS X B3a€EMO3B 3Ky B
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MEpeXKi CHPHUATUME IMJABUIIECHHIO €(EeKTUBHOCTI (PYHKIIIOHYBAaHHS OOJIIKOBHUX
iH(popMmarIiiHuX cuctem Ha mianpueMmcTBax [114, ¢.12].

OtpumaHHsa OOJIKOBUX JaHUX 3 BuUkopuctaHHsM loT-texHosorii moxe
BiIOyBaTUCS y 3HAYHIA TEPUTOpIaIbHIA BiAJAJICHOCTI BIJANpPaBHUKA BIJ
olepkyBada 1HQopmalii. Miclie 3A1MCHEHHS TOCIoAapCchKoi 1H(OpMaIlli,
oOnagHaHe TEXHOJIOTIYHUMHU JAaTYUKaAMHU, MOXKJIMBO PO3MIINIYBATH HA 3HAYHUX
MIPOCTOPOBUX BIACTAHSAX Bl OOJIIKOBO-YNPABIIHCHKOIO MAPO3ALLYy. OCKUIBKU
NEepBUHHI OOJIIKOB1 J1aH1 30MpalOThCA Ta PEECTPYIOThCS aABTOMATHYHO, TO
BIJICYTHsI HEOOX1THICTh HAJICHUIAaHHS OOJIIKOBUX UM YIPABIIHCHKUX TPAI[IBHUKIB
y Miclle BAHUKHEHHS (JaKTiB TOCMIOAAPCHKOT AISTHHOCTI.

Buxopucrtanus texHosiorii [HTepHeTy peuell MiHIMI3y€e y4acTh OOJIKOBUX
daxiBIliB y nporeci 300py nepBUHHUX AaHuX. [nentudikariis, 30ip, peectpairist
Ta TmepBUHHA o0OpoOka 1H(opMmarllii BigOyBaeTbCsl 31 3aCTOCYBaHHSIM
TEXHOJIOTIYHUX JATUWKIB, M0 € CKjiIagaoBuMu I[HTepHeTy peueir. OCKUIbKU
OUTBIIICTH 1H(QOPMALIIMHUX TPOLIECIB BiIOYBAETHCS MOBHICTIO aBTOMAaTU30BaHO,
3MEHIIIY€ThCS TToTpeda y 3aIydeHH1 JIIOJICHKUX PECYPCIB B OpraHizailito o0miKy.
3 JII0JICbKUM YWHHUKOM IIOB’Si3aHI HEBU3HAYEHICTh, WMOBIPHICTH MOMMUJIIOK,
(piHaHCOBHMX MaxIiHalliil, HETOYHOCTEH, HEAOTPUMAHHS BCTAHOBJIEHUX TEPMIHIB
Tolo. SK HacmigokK, 30ip OOJIKOBUX JaHUX 3 BUKOPHUCTaHHAM OOJaJHAHHSI,
i1’ €HAHOTO 10 Mepexi I[HTepHeT, BiAOYBa€TbCs 3 BHCOKHM pIBHEM
Kibep3axucty. 3MEHIICHHS BIUIMBY JIIOJCHKOTO YWMHHUKA Ha 1H(OpMaIiifHi
MPOIIECH € 3amopyKol e(EeKTHBHOI opraHizalilli KOHTPOIIO (PYHKIIOHYBaHHS
M1IPUEMCTB.

Buxopuctanuss  loT-texnonorii  TpaHchopmye  mpouec  HaJaHHS
ayIUTOPCHKUX TMOCIAYT. AYIAUTOPCHbKI KOMMAaHIi OTPUMYIOTh BIEBHEHICTh B
JOCTOBIPHOCTI OOJIKOBUX JaHWX, OTPUMAHHX 3 BHUKOPHUCTAHHSIM Cy4acCHUX
KOMIT FOTEPHO-KOMYHIKAIIHHUX TEXHOJOT1M. AYIUTOPH MOXYTh MPOMYCKATH
eTan JOKyMEHTaJIbHOI TepeBipku (PIHAHCOBO-TOCIOAAPCHKOT  JISITBLHOCTI
MINPUEMCTBA, OCKUIBKHM OUIBIIICTh OOJIKOBUX JIaHMX 30UpaloThCcs B
€JIEKTPOHHIN (opmi. AHAJOTIYHO W MPOBENCHHS I1HBEHTApHW3allli Ta I1HIIUX
BUJIIB MaTepiaJIbHUX IIePEBIPOK 3HAYHO CIIPOIIYETHCS 3 BUKOPUCTAHHSIM
TEXHOJIOTTYHUX AaTduKiB. [HQopMmalliss mpo (akTUYHY HASBHICTH AKTHBIB UM

MACHBIB IMANPHEMCTBA aBTOMATHYHO MOPIBHIOETHCS 3 OOJIKOBHMHU 3alMCaMU B
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NEPMAHEHTHOMY pPEXHUMi. Y MOMEHT BUSBIEHHS BIJIXWICHb 3A1HMCHIOETHCS
iHpopMyBaHHA OOJIIKOBUX Ta ayJAMTOPCHKUX IMPAIIBHUKIB 3 (OPMYyBaHHSIM
IHBEHTapHU3aIlIMHUX ONMUCIB. BUKOHAHHS OLIBIIOCTI ayJAMTOPCHKUX IPOICAYP
MOXe BIZOyBaTHCS BIAJAJICHO BIA 00 €KTa ayJIUTOPCHKOTO KOHTPOJIIO.
JlucTaHlIIOBaHHA B peani3auii ayJIUTOPChKUX IMOCIYT € KOPUCHUM B yMOBax
NaHJEMIYHUX OYIKYBaHb CyCH1IbCTBA.

Takox o0OJIKOBI Ta ayaWTOPChKI (axiBul uepe3 BukopucTtaHHs loT-
TEXHOJIOT1l OTPUMYIOTh OOJIIKOBY 1H(MOpMAIi B PEXHMI pPealbHOTO dacy.
3aBasku ria00albHUM €JIEKTPOHHUM KOMYHIKAIIsIM ~ 3HAYHO MIHIMIZY€ThCA
JaCOBHUM JIal MDDK BHHUKHEHHSM OOJIIKOBHUX JaHUX Ta IXHLOIO IEPEIadcio J0
00JIIKOBOTO MmiApo3aTy.  SIK HaciJIoK, aBTOMaTU4YHO 310paHa o0OJIKOBa
1H(pOopMaIig 3aBXKIU € CBOEYACHOIO Ta AKTYaJIbHOIO.

YHacnigok HEOOXITHOCTI TMEPMAHEHTHOIO IiJI’€THAHHS TEXHOJOTTYHUX
JaTYMKIB 10 Mepexi [HTepHET, BUHHUKAIOTh 3HA4HI  KiGep3arposu
(YHKIIIOHYBaHHIO MiIPHEMCTBY (Tad. 2.1).

Taomumg 2.1
['mob6asnbHi 3arpo3u Ta npodsiemu Oe3neku B IHTepHeti pedeit (1oT)
Ne 3arpo3u ta npoodJemu O0e3neku B Intepueri peueii (IoT) %
1 | Araku Ha npuctpoi loT, siKi MOXYTh BIUIMHYTH Ha KPUTUYHI orepanii 33
2 | BigcyTHicTh IepcoHamy 1S BIpoBakeHHs Oe3neku [oT 32
3 | 3axucT KOH(IASHIINHUX JaHUX, CTBOPEHHUX MpUcTpoem [oT 31
(mm@pyBaHHs, TOKEHI3aIlis TOIIIO)
4 | Inentudikaiis abo BUABICHHS KOHPIAEHIIHHUX TaHUX, CTBOPEHUX 57
npuctpoem loT
5 | Brpara abo kpaaixka npuctpois [oT 27
6 | BimcyTHicTh cuctem Oe3reku Ta 3aco0iB KOHTPOITIO B cepenoBuiti [oT 26
7 | HopymenHst KoH(p1AEHUIHHOCTI, OB’ sI3aH1 3 TaHUMH, CTBOPEHUMU 26
npuctpoem [oT
8 | BimcyTHIicTh €(heKTUBHOTO KOHTPOJIIO JOCTYITy/aBTeHTU(DIKaITii 26
IPUCTPOIO
9 | BigcyTHICTB TalTy3eBUX CTaHIAPTIB I 3aXUCTy IpuctpoiB [oT 25
10 | ITepeBipka 1TICHOCTI JaHUX, 310panux npuctposimu [oT (ineHTrdikaris 7
MIPUCTPOIO, HAJTAHHS)
11 | TlpuBineiioBaHuil TOCTYN KOPUCTYBauiB A0 MpUCTPOiB [0T 2

JI>kepero: cucTeMaTrn30BaHO Ha OCHOBI [97]
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ITepir 3a Bce KiOepaTaku OPIEHTYIOThCS Ha OOMEKEHHS a00 MPUITMHEHHS
IOCTyNy a0 Mepexi [HTepHeT njis 3aBIaHHS KPUTHYHOI IIKOAHM JISTILHOCTI
nignpuemctB (33 % Bia ri100adbpHOTO MOKa3HUKA KUTBKOCTI Kibepatak). Brparta
[HTepHeT nMOCTYymy MOXE MPU3BECTH HE JHIE 10 OJIOKYBaHHS TMepeaayi
310paHUX OOJIKOBHUX JaHHMX, ajleé ¥ O MOBHOIO NPHU3YNUHEHHS AISIIbHOCTI
cy0’ekTiB rocmnojaproBaHHs. KepiBHULTBY CyO’€KkTa TOCIOAAPIOBAHHS ClHij
3a0€3MeUnTH PE3EPBHI JpPKEpesia Mmia’€IHaHHS 0 TJI00aIhbHOI KOMYHIKAIMHOI
Mepexi. KopucHuM € aymiaekcHui JocTyn A0 Mepexi [HTepHeT dyepes
KaOeJIbHUX MpOBalAEpiB Ta ONEPaTOPiB CTUIBHUKOBOTO 3B’SI3KYy, IO CIPHUSE
MOTEePEKEHHIO HEOU1KYBAaHOTO BiJIMKHEHHS [HTEpHET-0CTyy.

Ockinbku loT-gaTuvky Ta MPUCTPOi 3’€HAHI 3 TI00ATBHOIO MEPEXKELO,
ICHy€ IMOBIPHICTh BHUKpAJEHHA OOJIIKOBUX [JAaHUX 3 HACTYMHOK iXHBOIO
nepefaderd  CTopoHHIM  ocobam. IIpuctpoi  IoT-TexHomorii  MOXyThb
BUKOPUCTOBYBATHUCS 3JIOBMUCHUKAMH JJIsi NEPCOHAIBHOIO Ta MPOMHUCIOBOTO
mmioHaxy. Hampuknan, enementu oasry 3 GyHKIIsSIMUA [HTepHET-KOMYHIKAIlINA
3matHi 30upatu iHbOpMaIlilo PO Miciie nepedyBaHHs, 010J0TIUHI apaMeTpH
KUTTEIISUIBHOCTI Ta  OCOOMCTI  €JIEKTPOHHI  KOMYHIKAIlli  HepcoHaly
H1IIPUEMCTBA.

[Ipote 1wl X AaHi MOXYTb OYyTH KOPHUCHI JJIsl YIPaBIIHHSA AiSUIBHICTIO
00mikoBHUX (haxiBIlB y MPOIECI BUKOHAHHS HUMH (DYHKITIOHAIBHUX 000B’SI3KIB.
JIOIIBHO MOHITOPUTH Yac BUKOHAHHS MEPCOHATIOM MEBHUX (PYHKIIOHATBHUX
poOit yu nponeayp. Ha ocHoBi oneporpamu poGodoro gHs GaxiBIiiB MOKIHBO
BU3HAYaTH crocobu ontumizamii  (QyHKIIOHYBaHHS  MpaliBHUKIB. 3
BUKOPUCTAHHAM 1Hpopmarliii 3 ocobuctux loT-mpuctpoiB mnpo 3arpayeHuit
poOouMii 4yac MOKJIMBO BH3HA4YaTH pO3Mip 3apoOITHOI IUIaTH INTAaTHUX Ta
HAaWHATHX TPAIIBHUKIB  MANPUEMCTBA. BapTicTh MOCIYr  CTOPOHHIX
(AQyTCOPCHHTOBHX) OOJIKOBUX UM ayJUTOPCHKUX IHCTHUTYIIM TaKOX 3aJICKHTH
B1JT KIJTBKOCTI JTFOJIMHO-TOTHH POOOTH.

[ndopmariis mpo podoty npaniBaukib 3 loT-npuctpois, ska norpanuia a0
CTOPOHHIX 0Ci0, MOX€ BHUKOPHUCTOBYBAaTHCS MJisA 3 SICYBaHHS MEXaHI3My
IIHOYTBOPEHHsI Mpo(eCcitHMX TMOCAyr OOJIKOBUMHU Ta ayJIUTOPCHKUMHU
dbipmamMu, MO € €IEeMEHTOM HEKOHKYpeHTHOi Oopotrbu. HaromicTh

TEXHOJOTIYHI JaTuuku TexHojorii loT, mo BmoHTOBaHI y BHPOOHHYE
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oOyiajiHaHHs, MOXYTh HajACWIaTH  OOJIKOBY 1HMOpMAIil0O TakKoX 1
3JIOBMUCHUKaM. [IpuumHOI0O BHCOKOTO piBHSA  KiOep3arpo3s y  cdepi
NEePEeXOIUICHHsT OOJIIKOBUX JIaHMX TPETIMH 0co0aMu € HEeIOCTaTHS yBara
BUKOPHUCTAHHIO HAAIMHUX mapodiB goctyny g0 loT-mpuctpoiB. KepiBHuIITBO
MIJMPUEMCTBA YIIYCKA€ y O€3MEKOBIA MONITHUI[I MOMEHTH 3MIHM CTAHJIAPTHUX
JIOTIHIB 1 MapoJIiB MPU BUKOPUCTAHHI TEXHOJOTIYHHUX JATYMKIB Ta MPUCTPOIB.
PekomennoBaHuM € po3poOka creuuiuHUX  PEerjiaMeHTIB BUKOPUCTAaHHS
Kpuntorpad@iqyHUX CHCTEM 3aXHCTYy, YacTOi 3MIHM 3ac001B ieHTHdIKaIlli 0ci0
s poctyny a0 loT-mpuctpoiB. AKIIEHTYBaHHS yBaru Ha KibepOesmerli
JOIIBHO ~ 3AINCHIOBATH y JIBOX  HAaNpsAMKax: OCOOHMCTOMY  3aXHUCTy
iHauBIyanbHUX nOpuctpoiB loT-TexHonorii mpaniBHUKIB MOiANPUEMCTBA Ta
rJ100anbHOMY 3aXHUCTy OOJIKOBOI 1H(OpMalii, OTPUMAHOI 3 TEXHOJOTIYHUX
JATYUKIB BUPOOHUYOTO 00JIa{HAHHS.

3M0OBMHUCHUKU TICIS OTPUMAHHS JIOCTYMy A0 MPHUCTPOiB TexHosorii-loT
MOYTh 3MIHIOBATH MapaMeTpu iXHbOI poboTU. B TakoMy BUIaIKy TpeTi ocoou
OTPUMYIOTh  TIOBHE  YIpPaBIiHHA  TOCHOJAPCHKUMHU  MpoOIecaMu, IO
OOCITyTOBYIOTbCSl  TEXHOJIOTIYHUM  OOJaJAHaHHAM. MoXiauBI 1nepedoi y
peanizaliii rocnogapCbKUX LHUKIIB, HABMHUCHE MOTIPIIEHHS SIKOCTI MPOAYKIII,
HaJMIpHE BUTpAyaHHSI BUPOOHUYMX PECypCiB, BUBEACHHS 3 Jady OOJaJHAHHS,
110, B KIHIIEBOMY PE3yJbTaTi, MPU3BEAEC 0 3POCTAHHS BUTPAT MiANPUEMCTBA Ta
€KOHOMIYHOTO OaHKPYTCTBA.

binbmr 3arpo3nuBuM 11 Ki0epOe3neKku MiANPUEMCTB € MiABUIICHHS MPaB
JIOCTYMy JJIsl aKTyaJbHHUX MPaliBHUKIB MIAMPUEMCTBA a00 HAAUICHHS TaKUMU
MpaBaMu CTOPOHHIX OCI0 3 METOI HECaHKI[IOHOBAHOTO TMOTPAIUIIHHS Ha
Teputopito mianpueMmcTsa. llomkompkeni 3moBMucHukamu loT-npuctpoi, siki €
TEXHOJIOT1YHOI) YaCTUHO OE3MEKOBOi CHUCTEMHU MIANPUEMCTBA, MOXKYTh
3MIMCHIOBATH ayTeHTU(]IKAIli CTOPOHHIX 0Ci0 13 HaJaHHSIM IIpaBa JOCTYIy IO
koH(pigeHiHo1 iHpopMmaii. TpeTi ocoOM mpu TPOHUKHEHHI B MIiAPO3ILIH
MINPUEMCTBA TOTEHIIMHO 3AaTHI A0 3M1MCHEHHS MIMOHAXHUX, CA00TaXKHUX,
TEPOPUCTHYHHUX Ta IECTPYKTUBHUX JIIH.

JIJIsl IPEBEHTHBHOTO YHUKHEHHS HECIIPUATINBUX JJIs KiOepOe3rmeKu mo i
HEOOXI1THOI0 € OararocTymneHeBa imeHTrudikaiist oci0, sSKi 3aMUTyIOTh MTPaBoO Ha
IHTEpBEHIII0 B 1HPOpMAIIHHUN a00 TEPUTOPIaTbHUN MPOCTIP MAMPUEMCTBA.
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JlomiIbHO mapayieNIbHO 3A1MCHIOBATH aBTOMATH4YHY ayTeHTHdIKalis ocid 3
BUKopucTaHHsIM  loT-mpucTpoiB Ta  MIATBEPKEHHAM  MpalliBHUKAMHU
O€3MeKoBOro TMIAPO3LTy IpaBa Ha JOCTYI 0 OCOOJMBO BaKJIUBOI Ta
KoHpiaeHiiHOo1 iHpopMarlii mianpueMcTBa. B myHkTax (pi3M4HOr0 mepeTuHy
TEpUTOPIi Cy0’€KTa TOCHOJAPIOBAHHS PEKOMEHJO0BAHO PO3MIIIYBATH MICIS
BI3yaJIbHOTO KOHTPOJIO OE€3MEeKOBUMH IMpALIBHUKAMH KOPEKTHOCTI POOOTH
CUCTEMH aBTOMAaTHYHOTO Tpomycky. JlogaTkoBe 3alydeHHs JIOJCHKOTO
pecypcy A0 KiOep3axucTy IMiANPUEMCTBA MIHIMI3YE PU3UKH CTOPOHHBOTO
BILUTUBY Ha mpucTpoi [oT, Ha BUKOpHUCTaHHI SIKMX IPYHTYETHCS TEXHOJIOTI4YHA
KOMITOHEHTa Ki0epOe3neKu MmiAnprueMCTBA.

Jliist 3a0e3neueHHs Kibep3axucTy 001KOBOI iH(pOpMaIlli TAKOXK BaXIUBUM
€ MOHITOPDUMHI KOMYHIKalllHHMX KaHaliB Ta MapupyTiB. JouiapHO
KOHTPOJIIOBATH  BIAMOBIAHICT,  1HPOPMALIIMHUX  TOTOKIB  MONEPEIHBO
BCTAHOBIICHIM cXeMi Kpyroo0Oiry o0ikoBoi iHpopmariii. SKiio BUsSBIEHO (HaKTH
PO301’KHOCTEM, TO BUHUKAIOTH M1J03PH MPO BUTIK KOH(IAEHIIHHOI 1HGOpMAaITii.
[lepenaua indopmarii 3 micus i 300py mo 0a3u maHWX Mae BiIOyBaTHCS 3a
perIaMeHTOBAaHUMH KOMYHIKaIlIHHIMHU KaHaaMu. BUKOpUCTaHHS HEHAIIMHUX
€JIEKTPOHHUX KOMYHIKAII CTaBUTh IiJi CYMHIB JOCTOBIPHICTh 0OJIIKOBOI
1H(dOopMallii, 1o MoXxe OyTH MPUUYUHOIO BTPATH 1i CIIOKUBYOI LIIHHOCTI.

[lepmMaHeHTHE HAIXOMKEHHS BENIUKUX 1HGOpMaliiiHux mnotokiB 3 loT-
MPUCTPOIB CTBOPIOE 3HA4YHE 1H(OpMaIlIifHE HABAHTAXKECHHS HA MPOTPAMHO-
TEXHIYHI pecypcH MiAMPUEMCTBA. 3 METOIO BpaxXyBaHHS HEOOX1THOCTI 00pOOKHU
3HAYHUX 1H(OpPMAIITHUX MAaCHBIB JOIIJILHO BIPOBA/KYBATH Y iSTIbHICTIO
HOBITHIO KOMIT IOTEpPHO-KOMYHIKaIliiiHy (Qopmy o0iiky. Taka ¢dopma 00Ky
3laTHa  BpaxyBaTH  3pOCTalOdy  MEpEeXY EJEKTPOHHMX  KOMYHIKAIii
MIAMPUEMCTBA, 110 YCyBa€ TMPOSIB TaKUX KOMYHIKAIIMHUX Oap’epiB, SK:
nyOmoBaHHS, CYMEPEYHICTh PI3HUX 1H(OOPMAIIMHUX JHKEpes, KOHKYPEHIIIIo,
MOTaHE CIPHUIHATTS, HE3PO3YMUIICTh, HEHAJIEKHY MOPIBHIOBAHICTH OO0JIIKOBOI
iH(opmarrii Tormro.

TakoXx 37TOBMHUCHUKH MOXYTh BUKOPUCTOBYBATH mpucTpoi loT-TexHomorii
st DoS/DDoS atak, siki Npu3BOJATH /10 BIJIMOBHU IITATHOTO (DYHKIIIOHYBaHHS
MpOrpaMHO-TEXHIYHOTO 3a0e3nedeHHs. [oT-mpucTpoi MOXyTh TeHepyBaTu

Oe3Ja IHI 3alUTH 10 aBBTOMATU30BaHOI CUCTEMH OOJTIKY, IO MOYKE IMPHU3BECTH 10
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0Ji0KyBaHHsSI 00poOKHK 00J11K0BOI 1H(popMmartii. [y 3a0e3nedeHHs kibepOe3neku
HINPUEMCTBA HEOOXITHUM € 3acTOCYBaHHS METOJIIB TOMEPEIHKEHHS Ta
ycyHeHHs1 HachiakiB DoS/DDoS kibepaTak He TUIBKM Ha KOMIT IOTEpHE
oOsialHaHHS MIANPUEMCTBA, ajde W Ha BCl MPHUCTPOi, 10 € ckiagoBumu loT-
TexHoJorii. JlogaTKoBUM 3aX0J0M JJis OpraHizailli KiOep3axucTty O0OJIIKOBHUX
pECypcCiB € iXHE BIJIOKPEMJICHHS BiJ IHIIMX BUAIB 1H(pOpPMAIlli, SKI HE MArOTh
€KOHOMIYHOI IIHHOCTI JUIsl KEpIBHUIITBA MIANPUEMCTBA. OCHOBHI HampsIMKU
BukopuctanHs loT-texHomorii ms mojonaHHs Kibep3arpo3 B OOJIKOBIM Ta

Oe3nekoBiit cepax BimoOpaxkeHi Ha puc. 2.6.

KibepmoxmBocTi
Y nockoHaneHHS Tpaucdhopmarris OnTuMmizaris mparti
aynuTy 00Ky OyxrantepiB
-
3MEHIIECHHS BIUIUBY JIOAC. Buxkpanenns / ) \\
. . - IIMIOHAX
YIHHUKA B 00pOOII 1aHuX \  iHopmarrii
- caboTax
- TEpOpU3M
JlucraHiitoBaHHs 300py Ta ITigmina - DoS/DDoS
00pOOKH TaHHUX iHpopmanii aTaku
- BETIHKI
S JleneryBaHHs OOJTIKOBHX Ta brokyBanus MACHBH JaHuX =
= 6e3MeKOBUX TIOBHOBAXKEHD indopmartii - MOHITOPHHT 2
é PaLiBHUKIB £
.. . <
) - iMiKeBi 2
© ABTOMaTH3aIisa Kontpoib 5]
O BTpaTu ©
JOKyMEHTYBaHHS o0aHaHHSI - BTpaTa JIOBipH <
- 3pOCTaHHS
VY nockonaneHHst hopmMu Bigmosa PU3HUKIB
00Ky o0agHaHHS - eKOHOMIYHI
BTpaTH
3abe3reveHHs SKiCHUX ITigBuIEeHHS - GaHKpyTCTBO
XapaKTepUCTUK iH(hopMartii pas j
N k j
PersramenTarist PermamenTaris OHOBJICHHS MTaPOJIiB Posnopin
KOMYHiKalliifHux | mpaB poctymy A0 |— 10 loT-npuctpoiB |- indopmaniiHmx
KaHaJiB JTaHUX IIOTOKIB

——

Kibep3axuct

Puc. 2.6. Bukopuctanus texaosorii [oT mms mineit o6iiky Ta Kidep3axucTty

Jlxepeno: chopMOBaHO aBTOPOM
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Bukopucranas texHosorii [aTepHeTy pedeit B OyXraaTepchbKoMy OOJIKY
CTBOPIOE MOKJIMBOCTI JIJIs TIOJI0JIaHHS 3arpo3 (PyHKIIIOHYBAHHIO MANPHEMCTB Y
yacTHHI 3a0e3reueHHs Woro kidep3axucTy. Peamizaliis MOTEHIIMHUX IiepeBar
3acTtocyBaHHs [0T-pUCTpOiB CTBOPIOE CHPUSITIMBI YMOBH Ui 3a0€3MEUYEHHS
kibepOe3neku mianpueMcts. Hatomicts, pusuku imriemenTanii rexuosnorii [oT
3HAYHO MIHIMI3YIOTbCS 32 YMOBHU €(DEKTHMBHOI Oprasizaiii OyXrajiarepchbKoro
Oo0JIIKy Ha TMIANPUEMCTBI SK 0a3uCy HaJIAaro/KEHHS  KiOEp3axuCTy

1H(popMaIliiHUX MMOTOKIB.

2.4. O0Jiik omJIaTH Mpani 3 BUKOPUCTAHHAM TEXHOJIOTII OloMeTpil ais

3a0e3neyeHHs Ki0ep3axucTy MiANPUEMCTB

% TISUTBHOCTI Cy0’€KTIB rOoCIOapIOBaHHS JIOCUTD JacTo
BUKOPUCTOBYETHCA MPOXiJHA CHUCTEMa MPOIYCKY MPaliBHUKIB HA TEPUTOPIIO.
Oprani3arisi MPONYyCKHOIO PEXKUMY Ha MIIIMPUEMCTBI Iepeadadyae KOHTPOJIb 3a
MPUCYTHICTIO MEPCOHAIY Ha POOOYOMY MICLI Ta YHEMOXKIIMBICHHS KPaai>KOK
YM THIIMX MaxiHalii 3 MaTepiaiIbHUMU IHHOCTAM. B ymMoBax komm’torepu3aiiii
OoONiKy 1 YHOpaBIiHHS TOCMOJAPCHKOIO  JISUTBHICTIO  BHUKOPHUCTOBYETHCS
aBTOMAaTH30BaHa CUCTEMa KOHTPOJIO, SIKa MpHU3HAUYEeHA AJIi HaJaHHS JT03BOIY
Ha TMPOXiJ TMEepCOoHaTy, MPOI3A TPAHCIOPTHUX 3ac0o0iB abo mepeMilieHHs
MarepiajgiB  4epe3 BXiA (BUXIJ) KOHTPOJbHO-TIPOIYCKHUX IYHKTIB 30H
obmexeHHs noctyny [1]. TexHIYHUMU eJIeMeHTaMu aBTOMAaTU30BaHOI1 CUCTEMU
NPOMYyCKY €: TYpPHIKETH 3BUYANHI 1 HACTIHHI, TYpPHIKETH IJis NPOXOIy B
KOpUAOpax;  NUII030B1 KaOiHW; aBTOMATHUYHI JBEpl; POTOPHI TYPHIKETH,
o0epToBl IBEpi; JOPOXKHI OOKK; mUIardaymu; MapKyBajdbHI CHCTEMH; KPYTIi
pPO3CYBHI JIBEpi; IMOBHO3POCTOBI TYPHIKETH, PO3CYBHI TypHIKETH, KaMepu
BiZleOoCTIOCTEpEKEeHHST TOmO [1], sSKi BCTAHOBIIOETBCS Y MICHSX TEPETUHY
TepuTOpii MiANpUeMcTBA a00 (YHKUIOHATBHUX MpUMIlIeHb. DyHKIIIOHYE
cUCTEeMa Ha MPUHIUII MepcoHIPIKOBaHOI 1AeHTU(IKAIllT TEPCOHATY B MOMEHT

MepeTHHY 1H(MOPMAIIHHO-TIPOCTOPOBUX MEXK IMIAMPHEMCTBA. Y HIKAJIbHUM
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11eHTu¢iKaTOpoM y OUIBIIOCTI BUMAJKIB € 1HAWBIAyalibHa YillOBaHA KapTKa 3
0COOMCTUMU JJAHUMHU TTIpalliBHUKA.

Peectpariiss aBTOMaTn30BaHOI CHUCTEMOIO (akTy MNPHUOYTTS Ta BHOYTTS
mpalliBHUKA 3 MIANPUEMCTBA € MMIJICTaBOIO JJII BU3HAYEHHS BiAMPaIllbOBAaHOTO
HUM yacy. Ha mpakrtuui, sk 3a3Havyae SIHueB A.B., BUKOPUCTOBYIOTHCS pIi3HI
BaplaHTH aBTOMAaTHU30BaHOTO 30MpaHHS Ta 00poOKM 1H(OpMalli moa0 00MIKY
mpaui 1 3apo0iTHOI M1aTh, BUOIp KUX B 3HAYHINA Mipi 3aJI€KUTh, 3 OJTHOTO OOKY,
Bl THUIy BHUPOOHHUIITBA, OCOOJIMBOCTEM MHOro oOpraizamii 1 TEXHOJIOTII;
opranizamii 1 QopMu omjIaTH mparl; 3acTOCOBaHUX (OPM TEPBUHHUX
JOKYMEHTIB 1 X CTPYKTYpH; CUCTEMHU LIEHTPAI30BaHOTO, JCIIEHTPATI30BaHOTO
a00 3MilaHoro OOJIKOBOTO mIpolecy, GopM 00JIIKY TOIIO; 3 APYroro OOKy —
THUITy, KJIaCy, KOMIUIEKTHOCT1 3aCTOCOBAaHUX OOUYMCIIOBAIIBHUX MAIIUH 1 3aC001B
nepudepiiHoi TEXHIKM; METOAIB OpraHi3auii iHGopMauliHOro 3a0e3MeUeHHs;
CTYNEHI0O MeXaHi3allli 1 aBToMaTu3allli HOPMAaTHUBHO-IJIAHOBUX PO3PaxXyHKIB
toio [44, c. 217].

[Ipote mnieBiCTH TaKoOro OOJIKY 3aJUIIAETHCA CYMHIBHOIO Yy BHUIIAIKY
HassBHOCTI MpalliBHUKAa Ha MANPUEMCTBI, aje€ HE BUKOHAHHS HUM
¢yHKIIOHANBHUX 000B’s13KIB. [IpamiBHUK MOXe nepedyBaTH B MPUMILICHHSX,
AK1 0e3mocepeIHbO HE BIAHOCATHCS 0 chepu MOro KOMIETEHTHOCTI. [Hmmmu
CJIOBaMU, HasSIBHICTh 0COOM Ha MIAMPHUEMCTBI I HE TapaHTy€ BUKOHAHHSIM HEIO
npodeciiuux ¢GyHKIIH, M0 HE MOXKE BBaXKaTHUCA €(PEKTUBHUM CIOCOOOM
oOJIKy BIAMPAIbOBAHOTO dYacy Ta 3apo0iTHOI TuIaTH. TakKoX Yy>KOI0
1HIUBIAYyaJIbHOIO KApTKOI MOJKE CKOPHUCTATHCS 1HIIA ocofa, M0 MOpYIIye
OpUHUUIT nepcoHiPikoBaHOi iaeHTUdIKALi npamiBHUKA. i1 yHUKHEHHS
opraizaiiiiHo-QyHKI[IOHAJTbHUX OOMEXEHb aBTOMATHM30BAHOI 1eHTU(IKAII]
mepcoHany I Imijed 00Ky poOodoro 4yacy Ta 3apOOITHOI IJIATH JIOLUIBHO
BUKOPHUCTOBYBATH Cy4YacHI TexHojorii Oiomerpii. biomerpis — CyKymHICTBH
aBTOMATHU30BaHUX METOJIB 1 3acC001B 1eHTH(IKAIT JTIOIMHN, 3aCHOBAaHUX Ha Ti
¢iziooriyniit a00 MOBEXIHKOBIM XapakTepucTHiii [ 3].

Texnonoris 0ioMeTpuyHOi 11eHTH(IKAaIllT HA0yBa€e 3HAYHOT MOMYJISPHOCTI Y
KOMepIIiiiHoMy BuKopuctaHHi. BinnmosigHo no mochimxkens Global Biometrics
in Workforce Management Market y 2019 pomi cepen xommaniit IliBHIYHOT

Amvepukn Ta €Bpomu, SAKI BUKOPHUCTOBYIOTH Cy4YacHI KOMIT FOTEPHO-
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KOMYHIKaIIiHI TeXHOoJorii, 62 % ONMUTYyBaHUX 3aCTOCOBYIOTh MOXJIMBOCTI
6iomeTpuuHoi imeHTudikalii ocid (y 2021 poui — 86 %). Binabiricts cy0’eKTiB
rocriogaptoBands (51 %) peanizyioTb GiOMETpPil0 3a JAOMOMOIOK MOOLIBHUX
tenedoniB. IIpore, Bce akTUBHINIE BUKOPUCTOBYIOTHCS CHUCTEMH YacOBOTO
KOHTPOJIIO poOounx micup (20%), po3yMHHMX 3aMKIB JOCTYIY 10 NPUMIIIECHb
(18 % — moctym mo cepBepHoro obmamaHanHs i 14% — moctynm a0 odicHHX
IPUMIIIICHB), IIEPEHOCHI JIeBalich K eleMeHTH oasry (5 %) Ta inmi (puc. 2.7)
(3a manumu Global Biometrics in Workforce Management Market [83]).

&
BukopucraHHA 6iomeTpuuHoi aBTeHTUdIKaLi ,88"
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2019 MeToam - 50

w2021 MeTtoam
=4=2019 TexHonorii __ | 40

=={fii=2021 TexHonorii

MeToam 6iomeTpuuHoi aBTeHTUdIKaL,li, WO
BUKOPUCTOBYIOTbCA B 6i3Heci

Puc. 2.7. Texnomorii Ta MeToau 6ioMeTpuIHOiI ayTeHTU(iKaIli B O13HeCI
JIxepeno: chhopMoBaHO Ha 0CHOBI [83]
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Perrta cy0’€kTiB rocriolaproBaHHs, MJIAHYIOYN BIPOBAKEHHS TEXHOJIOT1H
OlomeTpuyHOi iAeHTU(]IKAIli TpaIliBHUKIB, 3BaXKalOTh Ha OpraHizaliiHo-
dbyHKIioHaTbHI Oap’epu Ta pusuku (Tabn. 2.2). Ha nymxy omutyBanux IT
ekcnepTiB, 3a ganumu gociimkeHHs Global Biometrics in Workforce
Management Market, 10 HalOLIbII 3HAYYIIUX Oap’€piB BIIHOCSTHCA: 3HAYHA
BapTICTh TeXHOJNOTIi (67 %), HaniiHICTh (yHKIIOHYBaHHS (59 %); 10 PU3UKIB —
MOXJIMBICTh XHUOHOTO crpanboByBaHHsS (64 %), MaxiHalii 3 M1JCTaBHUMHU
3paskamu OlomeTpuunux gaHux (57 %). HaBegeni oOMexxeHHs y peanizaiii
MOKJIMBOCTEH OloMeTpli BUPIMIYIOTHCS 3 MOAANBIIMMU HAayKOBO-TEXHIYHUM
pPO3BUTKOM TexHoJorii. [IpoTe, momonanHs HacTynmHOTO O6ap’epy (HEOOX1THICTh
yIpaBiiHHS OlomMeTpuyHuMH JaHuMu — 47 %) Ta pusuky (BIICYTHICTb
CTaHAApTIB 1 METOAUK BUKOpUCTaHHS JaHux — 50 %) nmoTpeOye AOCIIIKEHD Y
cdepl MPaKTUYHOTO BUKOPUCTAHHS TEXHOJOTIM OlOMETpUYHOI 1IeHTU]IKALli],

30Kpema s e 613Hecy.

Tabmuis 2.2
[lepemkoan BHpoOBaIKEHHS 010METPUYHOI aBTEHTHU (KAl Ha poOOYOMY MiCIIi
Iepemkoau asst 3aHenoKOEHHS 1010 Oe3meKn
BIIPOBA’KeHHS 0iOMeTPpHYHOI BHKOPHCTAHHA 0ioMeTpHYHOL
aBTeHTH(]iKaLil Ha poboyomy % aBTeHTH(]iKkauii Ha podoyomy %
micui ONMMTAHUX micui ONMTAHUX
Bapricts TexHOMOTI{ 67 | PU3MKN MOMIIIKOBHX CIIpaIibOByBaHb 64
Henocratus HamiiiHiCTh InenTudikaropu MOXyTh OyTH
59 | ckomiiioBaHi 57
CxJ1agHICTh YIIpaBIiHHS BincyTHICTh cTaHAApTIB 1 METO/IB
010METPUYHUMH TAaHUMHU 47 | BUKOpUCTAHHS 50
BuMoru 10 OHOBIICHHS CHCTEMHU Pusuku BukpaseHHs 0i0MEeTpUYHIX
4?2 | naHux 48
CympoTuB criiBpoOITHHKIB 42 | Pusuku BiAMOBITHOCTI CTaHAapTaM 37
CkJnaiHICTh BIPOBAJKEHHS InenTudikaTopu HE MOXKHA
40 | BiOKIHUKATH 35
Bumoru 1o nepeHaBuaHHs Iame
TIePCOHATY 38 6

JI>kepero: CucTeMaTn30BaHO Ha OCHOBI [83]

[Ipn  mociipKeHHI  MOXKIJIMBOCTEH  TOCIMOAAPCHKOTO  BUKOPHCTAHHS
TEXHOJIOT11 010MeTpUYHOT iaeHTuIKaIii HAYKOBIII BU3HAYWIIN
MEePCIEKTUBHICTh PO3po00K y cepi 300py MaHWX MPO Yac poOOTH Ta MicCIe
nepeOyBaHHs IIepcoHany mianpuemctBa. Hampukian, Fubara-Manuel |
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JTOCHTIIMIIa METOJIMKY BUKOPUCTAHHS TEXHOJIOTIH O10METpUYHOI 17eHTUdIKaIi
JUISL KOHTPOJIO 3a MEePEeMIIICHHSM TMEepCOHATy MIANPUEMCTB, 3a BXOJOM
(BUXOZOM) 3a MEPUMETP pi3HMX mIpuMmimeHb uu Tepuropiii [80]. Besmekosi
acriekTd iaeHTudikaii (akTiB MPOCTOPOBOTO MEPEMIIIEHHS IEPCOHATY 13
BIUIMBOM Ha JIOCTYN 110 iH(pOpMaliiHO-MaTepialbHuX pecypciB pocuiawim Li
B., Ponson G., Ezzahi Y., mo Bu3Hayae BaKJIIMBICTh TEXHOJIOTIi OioMeTpii y
3a0e3neueHHi kioepoesneku mianpueMcTsa [115]. B mpogoBkeHHS TOCIIKCHb
kibep3axucty Sinno S. 1 Hawley C. HaykoBO MOSICHUIM 3aCO0M KOHTPOJIIO
noctyny Ao iHdopMailii Ha OCHOBI OlOMETpPHYHOI 1MeHTUdIKAIll Yy YacTHHI
MOHITOPHUHTY pOOOTH TpaliBHUKIB mignpuemMcTBa [165]. AHajnoriuao Sun
Zhenjun, Li Qi, Liu Yunfan Ta Zhu Yuhao cepen mnepcneKTUBHUX
MOXJIMBOCTEW O10METPii BHOKPEMITIOIOTh MOKJIMBICTD 1IeHTU(IKaIIT 0cOOU Jis
KOHTPOJIIO 32 EPEMIIIEHHSM HE TIIBKHU IO TEPUTOPIi MIANPUEMCTB, aje U yacy
BUKOHAHHS (PyHKIIOHATEHUX 000B’s13kiB [177]. IIpomoBXKHUB TOCIIKCHHS
Boonkrong S., sikuit BU3HAYMB OCOOIMBOCTI OILJIATH Ipalli Ha OCHOBI KOHTPOJTIO
JIOCTYNy TPAIliBHUKIB JI0 KOMIT IOTEPH30BAHOTO OOJaJHAHHSA 3a JIOTIHAMH 1
napoJssmu [61].

TexHomnorii 010MeTpUYHOI 11eHTHU(]IKaLll AKTUBHO BUKOPUCTOBYIOTHCS Y
MIPOTrpaMHO-TEXHIYHOMY 3a0€3MEeUYCeHHI CHCTEM KOHTPOJ0 pobOYoro dacy Ta
TOTPUMaHHS TPYAOBOI AUCHUILTIHK. J[0 OCHOBHHX (YHKIIIA TaKuUX CHCTEM
BIJIHOCSATb:

— ¢opmyBanHs rpadikiB poOOTH MiAMPUEMCTBA (OpraHizailli) B IIOMY,
HOro CTPYKTYpHHX MiAPO3ALTIB 1 CIIIBPOOITHUKIB;

— MiAPaxyHOK KUIBKOCTI BIANPAIbOBAHOTO Yacy CHIBPOOITHUKAMHU 3T1THO
3 rpadikamu iX poOoTH;

— KOHTPOJb BIIXWJICHB BIJ poO0OYHX TpadikiB (HEIITATHUX CUTYAIlIH);

— KOHTPOJb JOCTYIy TPAIIBHUKIB Ha TEPUTOPIIO MIAMPHEMCTBA TOIIO
[38].

Anle y cucteMax KOHTPOJK poOOYOTro 9Yacy Ta B HAyKOBHX Tparsx
JTOCHITHUKIB 3 OloMeTpu4HO1 1eHTU(dIKaIl 0ci0 1M03a yBarow 3aMIIAEThCS
MO>KJIMBICTh aBTOMATH3allli 00JIIKY i KOHTPOIK PoOOYOro yacy Ta 3apoOiTHOI
MJIaTH TPAIiBHUKIB CYO’€KTIB TOCMOAApPIOBaHHS. Y TOW >K€ Yac HAyKOBII

BHOKPEMJTIOIOTh HOB1 TPEHIM B aBTOMAaTH3AaIlli 00JIIKY BUIUIAT MPAIliBHUKAM, IO
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0OYMOBJTIOIOTBCS PO3BUTKOM KOMYHIKAIIMHUX TEXHOJIOTIH Ta TMaHJIeMIYHUM
JTUCTAHIIIOBAHHSIM Yy TMpOIeCl BUKOHAHHS TMparliBHUKaMU (YHKI[IOHATbHUX
000B’s3kiB. 30kpema, Oueperbko JI. M., Vaosuuenko I'. 1. posrmsgarots
TpaHcdopmalliro podOYOTro MpOIeCY MPAIIBHUKIB Ta OCOOJIMBOCTI OOJIKY
3apo0iTHOI TuTaTh B ymoBax riio0anmpHol manaemii COVID-19 [140]. Neil G.
BU3HAUMB OCHOBHI TPEHJAM B OIUIATI Mpail Yy HErpomoBiid ¢opmi, 110
nepeadavae mepexii Ha AUCTAaHUIWHY poOOTYy Ta OTPUMAHHS BUHAroOpoau y
CJICKTPOHHMUX BaJIOTaX pPa3oM 13 aBTOMAaTHU3aIli€l0 OOJIIKY 3apoOiTHOI IIaTh
[135]. OcnHoBHUM TpeHIOM Yy 3a0e3meuyeHHI poOOYOro Mpolecy €
IMIIJIEMEeHTallis 1HPOopMaIitHO-KOMYHIKAIMHIX TE€XHOJIOTIN i 3a0e3MeUeHHS
JTUCTaHIIIHHOTO 200 130JIbOBAHOTO BUKOHAHHS (PYHKIIIOHAIBHUX 000B’s13KiB. Ha
HEOOXIJTHOCTI OOMEKEHHsSI JOCTYIly JI0 TMPUMIIIEHb MIJNPUEMCTBA IS
3a0e3neueHHsl 0103aXUCTy TMpaliBHUKIB Takox HarosomytoTs Fletcher J.,
Gillum D., Moritz R. ta Schwartz A., mo BHOCUTH 3MiHM B OOJIIK Ta
yrpaBiHHS podounmM mporiecom [79].

Haykosens Gupta W. po3poOuB yHIKaJIbHY MOJIeNIb BUSHAUCHHS PO3MIPY
3apIIaTh HAMHATOrO MpaliBHUKA HA OCHOBI OLIHKHU MPOQECiiHO-0COOUCTICHUX
XapakTEePUCTUK  MPETEHJIEHTIB 3a  COMCKOM  BaKaHCiii Ha  calTtax
npanesnamrtyBanas [89]. Ananoriuno i Kuo Jong-Yih, Liu Chien-Hung ta Lin
Hui-Chi Ha OCHOBI TEXHOJOIIl «rIMOOKOr0 HaBYAHHSM» 3allPONOHYBAIH
METOAMKY aBTOMAaTH30BAHOTO BH3HA4YEHHSA Ta OOJIKYy 3apoOITHOI MjaTd Ha
OCHOBI psily 3MIHHHMX TOKa3HHKIB 3a JOBUIbHI nepioan 4yacy [110]. CrinbpHOIO
HayKOBOIO MO3MIIEI0 ISl yCIX HAYKOBIIB, SIK CTBEp/KYyloTh PeBenok B.I. Ta
Mamuyp O.C., € popMyBaHHS OCHOBHUX BUMOT O CUCTEMHU OOJIIKY poOOYOro
yacy Ta 3apoO0iTHOI IJIaTH MEPCOHANTY B YMOBAaX BUKOPUCTAHHS KOMII FOTEPHO-
KOMYHIKAI[IHHUX TEXHOJOT1H:

— 1HTETrpalist KaapoBOro 00Ky, 00Ky mparli Ta i OIUIaTH B €JUHE IILTIE;

— meHTpaizalis 0opooku iHpopMmarlii 3 00Ky Tparrl Ta ii OTIaTH;

— aBTOMAaTU30BaHMI 301p 1HGOpMAaIlil PO BUXIJ MPaliBHUKIB HA pOOOTY
Ta BIANpaIbOBAaHWN HAMH Yac;,

— aBTOMATH3AIlisl THIIOBUX PO3PaXyHKOBHX OIEpaIliii;

— aBTOMATU30BaHWM KOHTPOJb 3a TIEPEMIMICHHSM TMPAIIBHUKIB TIO
TEPUTOPIT MAMPUEMCTBA Ta TOCTYIIOM Ji0 iHpopmarii [34, €.22].
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TexHiYHOI0  KOMIIOHEHTOI)  aBTOMATH30BAaHOI CHUCTEMH  MPOIYCKY
IpaIliBHUKIB € CKaHEepH OIOMETPUYHUX IapaMeTpiB, SIKI BCTAHOBIIOIOTHCS Y
MICISIX TIEPETHHY IPOCTOPOBUX MEX MIAMPUEMCTBA Ta BUPOOHHUYO-0(ICHUX
npuMimeHb. BupoOHudYe oOjagHaHHS Ta KOMIT IOTEpH30BaHI poOoYl MicIs
TaKOK 00JIaHYIOThCA 3aco00aMK O010METPUYHOI 1IeHTH(IKAIll TPaI[IBHUKIB. 3a
KOKHOI0O  OJMHHUIEID  OCHOBHMX  3aC00iB  3aKpIIUTIOETBCS  MEPEITIK
BIINOBIJATILHUX 0OCi0, SIKUM HAJA€ThCA JAOCTYN A0 1H(OpMAIlli Ta BUKOHAHHS
OCaJoBUX OOOB’s3KIB. ABTOMAaTH30BaHa CHUCTeMa 1eHTH(}IKAII MepCoHATY
BUKOPHUCTOBYETHCS Y OLIBIITOCTI BUNAAKIB ISl OC3MEKOBUX (PYHKITIH.

[ndopMmamito mpo HamaHHSA CaAHKI[IOHOBAHOTO JOCTYIy 10 IPUMIIIEHb
MIIPUEMCTBA Ta OOJIATHAHHS IPOMOHYETHCS TAKOX BHKOPHUCTOBYBATH IS
00JIIKy BiANpaIbOBaHOTO 4Yacy mnepcoHany. bioMmerpuuHa igeHTU]IKAIlISA
MpaliBHUKIB y TpOIECl pOOOTH MAIlIMH Ta 1HCTPYMEHTIB PO3ILIHIOETHCS SIK
BUKOHAHHS TOCAIOBUX OOOB’s3KIB. Yac, mpoBeneHH 3a 00JaHAHHAM, MOXKE
OyTu BHU3HAHUU POOOYMM YacOM TMpalliBHUKA, IO BIJIMBAE€ HA HapaxXyBaHHS
3apo6iTHOT TwiaTH. CXOXXHMM TPUHIUI OIIHKH BIJINPAIbOBAHOTO YaCy YkKe
3aCTOCOBYEThCS B aBTOMATH30BAaHUX pOOOYMX MICHSIX KOMIT IOTEPHUX
CHELIAJICTIB, MOYATOK 1 3aBEpUIEHHSI poOOYOro JHs SIKMX BU3HAUAETHCA Uepes
nepcoHi(iKoBaHy 1IeHTU(IKAIIIIO.

OcHOBHUM  TIpOOJIEMHMM  MOMEHTOM B  aBTOMAarTm3amii  OOJIKY
BIJIMPAIbOBAHOTO Yacy € KOHTPOJIb 32 pOOOTOI0 MPAIliBHHKIB, SKI MOXYTh
3HAXOAUTUCS HAa POOOYOMY MICIl, aje HE BUKOHYBATH (YHKI[IOHAIbHI
000B’s3ku. JlocuTh €(QEKTHBHMM B TaKOMYy BHUIAIKy € BHKOPHUCTAHHS
BijieocniocTepekeHHsl. BizyanbHa 1neHTu(iKalis 3a0e3reuye KOHTPOJIb 3a
NEPEMILIEHHAM TMpPalIBHUKIB MK IPUMINIEHHSMHA Ta 4acoM IepeOdyBaHHs Ha
MIIPUEMCTBI JIJIs 3a0e3MeUeHHs oro Kibep3axucty. Tako) aBTOMaTH30BaHa
CUCTEMa TMPOMYCKy Ha OCHOB1 OiOMeTpWUYHOi 1meHTH}IKAIli TEepPCOHATY €
KOPUCHOIO JUISI PO3MEXKYBaHHS JIIOJICBKUX TOTOKIB Yy  TPHUMIMICHHIX
HINPUEMCTBA 3 METOH 3abe3rneueHHs] OiojoriyHoro 3axucty. KoHTposb
HaJMIPHOTO IMPOCTOPOBOTO CKYITYEHHS 0Ci0 Ta JOTPUMaHHS IPaBUI 0COOUCTOT
TITIEHW Y TPUMIIIEHHSAX € BaXKJIMBOIO CKJIAJ0BOIO MOIMEPEHKCHHS 1 YHUKHCHHS

Oiosoriuamx 3arpo3 B ymoBax manaemii COVID-19.
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[Tepenik MOCTIMHUX Ta 3MIHHUX JaHUX OO0 MEPEMIIEHHS MePCOHAIY TI0
TEPUTOPIi MIAMPUEMCTBA Ta MOTO MPUMIIIEHHIX 3 BUKOPUCTAHHAM TEXHOJOTIi
OlomeTpii AIs 1iie o0IiKy Ta Kidep3axuCTy MoJaHo B iHGOpMaIiiiHIi Moesl
Ha puc. 2.8. B oCHOBI aBTOMaTH30BaHOI CHCTEMHU OOJIKYy poOOUYOro yacy
JOLILHO BUKOPUCTOBYBATH €IWHY 0a3y maHux. [HTerpoBaHa 0a3a mgaHUX
MMOBMHHA MICTUTH YCIO 1H(pOpMaLIIO PO MpaLIBHUKIB HIAIPHEMCTBA: BiK, CTaX,
KBaji(ikaifio, OCBITY, MOCaay, IOCaA0BI OOOB’SI3KH, MPaBO JAOCTYIY JO
iHpopmarrii, METOAMKY pO3paxXyHKy OIUIaTH Mpalli, HasSBHI MUIBTU II0JI0
OTIO/IATKYBaHHS 3apO0ITHOI TUIaTH, OCOOJIMBI YMOBH, 1110 BU3HAYAIOTh MPABO Ha
JIOTIIaTH YM KoMmIeHcallli. Bci JOKyMeHTH, K1 CTOCYIOThCS KaJIpOBOi MOJITHUKH,
BHOCATHCS B iIH(QOpMAIIHY CUCTEMY.

Jnst 3a0e3ne4eHHs JOCTOBIPHOCTI Ta CBOEYACHOCTI 00JIIKOBO-KOHTPOJIBHUX
Mpoleayp Ha MIANPUEMCTBAX, SIKI BUKOPUCTOBYIOTh CHUCTEMH O10METPUYHOI
imenTudikailli, peKOMEHJI0OBAaHO 00paTH XBWIMHY SIK 0a30BY OJIMHMIIIO BUMIPY
BIJIMIPAIlbOBAHOIO  4Yacy. XBWJIMHAa poOOYOro yacy —  ONTUMAajbHa
KaJIbKYJISIIITHA OIMHHUIIS, 1110 JO3BOJISIE OPTaHi3yBaTH OLIbII €(hEeKTUBHUN 00K
3apo0iITHOI MmaTu. TakoK 3 BUKOPUCTAHHSM MOXBUIMHHOTO OOJIKY MOKJIMBO
3MIMCHIOBATH J€TaNT130BaHU KOHTPOJIb 3aMi3HEHb MPAlliBHUKIB, BIITYYECHHS 3
poOounx Micllb a00 HECAHKIIOHOBAHOI'O TMEPETUHY MEX MiANPUEMCTBA B
pobGoumit yac. B KiHIIl 3BITHOTO MEpiOAy HA OCHOBI JaHUX MPO CyMapHi
HEMpPOJAYKTUBHI BTpaTH poOOYOro dYacy pEKOMEHJOBAHO AaBTOMATUYHO
KOPHUTYBaTH PO3MIp 3apO0ITHOT TUIaTH.

Indopmaiiito nmpo mnepcoHandbHE BIAXWICHHS po0OOYOro mepiogy Bif
HOPMAaTUBHUX TOKAa3HUKIB JOLUIBHO OINEpPaTUBHO HAJACWIATH NepcoHany. B
KOXXHOTO  TpAaIliBHUKA TOSBISETHCS  MOXIIMUBICTH  CAMOKOHTPOJIIO  Ta
KOpUTYBaHHS po0Oo4oro 4yacy. MIHIMI3y€ThCS MOXJIMBICTh MAaHIMTyJTFOBaHHS
00J11IKOBOIO 1H(GOPMAITIEI0 TPAI[IBHUKOM TP CAMOCTIMHOMY 3aIIOBHEHHI JICTIB
BIJIMIPAIIbOBAHOTO Yacy WUIOJA0 3aKPYIJIEHHS A0 MOBHOI po0OodYoi roauHu. Y
cucteMi OlOMeTpUYHOI 11eHTU(DIKaALIl MOXKIMBO aBTOMATHU30BAHO (iKCyBaTH
XBWIMHY TI0YaTKy Ta 3aBepIIeHHS poO0Yoro dacy mocaaoBoi ocolu, o
3a0e3nevye CrnpaBeaiuBe BU3HAUYEHHS 3apOO0ITHOI IUIaTH Yacy Ta MIHIMI3YE

KOH(IIKTH MDK TpalliBHUKaMH Ta MpareaaBIsIMHU.

108



30ip 00.1ikoBOI iH(opMawii Mpo BiANPanbLOBAHUN YaC Y NPUMIiLLIEHHAX

Cucrema
aBTOMATH30-
BaHOI'0 MPOMYCKY
NpaliBHUKIB HA
miAMPUEMCTBO

MomniTopuHr Bineo-
nepemMinieHHs CIOCTEpPeKeHHS Ta
npauiBHUKIB MiK Bi3yajibHa
NPUMillIEeHHSIMH HA inenTudikanis
OCHOBI OiomeTpii npaniBHUKIB

Bigcre:xxenns
npaniBHUKIB, sIKi
NMpPanooTh 3
00JIATHAHHAM

A 4

ba3a janux mianpueMcrBa

® yac,
NiANpHEMCTBA;
e dakr
NiANpHEMCTBA;

3MiHHI 1aHi:
e 0c00a mMpaniBHUKA;
e BignmpauboBaHuii yac;
NnpoBeAeHn i B

nepeMillleHHsl 1O
® 4ac, NPOBeIcHHUI 32 00JIaTHAHHIAM:

¢ NIPOrHO30BaHi Ta HEMPOAYKTHUBHI MPOCTOI;
e TMMYacoBa BTpaTa MNpane3faTHOCTI Ta

nJ1aTy;

IMocTiiini naui:

e [I.I.b. npaniBHuKa;
e nocajna,
HABHYKHU po0OTH Ta 3100yTa ocBiTa:

KBaJigikauis,

NPaKTHYHI

B NpUMilleHHi

NPUMillleHHi
® HOPMATHB Po00Y0ro yacy;
TepuTopii ® yac, NpoBeAeHn i
NiANpHEMCTBA;

e po3Mip Ta cmocid po3paxyHKy 3apoOiTHOI

® NIpaBo A0CcTymy A0 iHdopmamii;

BiIycTKA. ® HASIBHICTh COLiaJIbHOI0 Ta MeIUYHOI0
CTPaxyBaHHA.
v
Cucrema 00J1iKy Ta ynpaBJIiHHSI HA MiANPUEMCTBI
0ouik O0Jik 004ik Kanbky- Ynpasiinus
Bignpa- 3apo0diTHol BUTPAT HA JIIOBAHHS Ka/JpPOBOI0
LHLOBAHOI0 IUIATH | YTPUMAHHA codiBapTocTi NMOJITHKOIO
yacy NOB’SI3aHUX 3 NEepPCoHATY NpoAyKIil
HEIPO3PaxyHKi
v
Cucrema kidep3axucTy mianpueMcTBa
KoHTpoub KoHTpoub KonTpoas Po3mexyBaHHsA
Kontpoiusn BHKOHAHHS JOCTYILY 10 A0CTYIy A0 JOACHKHX
AoCTyMy 10 M0Ca0BUX 00,12 JTHAHHS Ta NpoCTOpOBHX TOTOKIB ISt
ingopmanii dyHKuiii IpUMileHDb MexK OioJoriunoro
nignpueMcTBa 3aXHUCTy

Puc. 2.8. IndopmariiitHa MOACIhF aBTOMAaTH30BAHOTO OOJIIKY

BIJIITPAIlbOBAHOTO Yacy, 3apO0ITHOT TUIATH HA OCHOBI CUCTEMH 010METPUIHOT

inenTudikarii nys 3ade3neueHHs kibepoe3neku

Jlxepeno: chopMOBaHO aBTOPOM
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OO6mik poOoyoro dyacy B XBUJIMHAX MOXXE BUKOPHUCTOBYBATHUCS JIs
CTUMYJIFOBAHHSI ITPOIYKTUBHOCTI Mparli 0ci0 3 HOpMaTUBHUM (OHIOM POOOUOTO
yacy. [loxBwimHHUN OOJIK BIANPaIllbOBAaHOTO Yacy aKTYaJbHUH IS
IpaIliBHUKIB, 3apo0iTHA IIJIaTa SKUX 3aJICKHUTh BiJ KOMOIHOBAHOTO TMOEIHAHHS
PI3HUX BUJIIB pOOIT B MEXaxX 3aIllJIAHOBAHOTO YaCOBOTO MEPIOy. 30Kpema, JJis
MpaiBHUKIB 3 HEHOPMOBAHUM POOOUYMM IpadikoM, IO MPALIOIOTh B YMOBax
nangemii COVID-19 3 ngomMy 3 NOTroJMHHOK OIUIATOK TIpalll, BUHUKAE
MOKJIMBICTh JOCTOBIPHOTO OOJIIKYy 1 KOHTpOJit0 pobodoro yacy. IlpamiBHHK
CaMOCTIMHO 3/IHCHIOE€ KOHTPOJIb Ta BU3HAYA€E TPUBAIICTh POOOUOT 3MiHHU.

Takox B ymoBax OioMeTpuUyHOI ileHTU(]IKAIIT MPAIiBHUKIB MOKJIUBO
BECTH OOJIIK BIJAMNPAlbOBAHOIO Yacy MOpu poOOTI 3 PO3PUBOM 3MiH, IO
aKTyajgbHE IS MIANPUEMCTB 3 TPHOX3MIHHUM PEXKUMOM (PYHKIIOHYBAHHS.
[IpaniBHUKKA MOXKYTh BIAJy4aTHCS 3 TEPUTOPIi MIAIPUEMCTBA (B TOMY YHUCIHI
JUIsl BUKOHAHHS 3aBJaHb 3 JIOMY) YM 3aJMIIATA BUPOOHUYI MPUMIMICHHS Ha
neBHU yac. Cucrema igeHTU(dIKyBaTUME (PaKT MEPEMIIICHHS TOCa0BOi 0COOH
3  MAPaxXyHKOM  3arajJpHOTO  MEpIOAY  BHUKOHAHHA  Oe3MocepemHIX
(¢yHKLIIOHANBHUX O000B’s3KIB. OKpeMO HEOOXIAHO BECTH OOJIK MPOCTOIB
MpaniBHUKA, HI0 MepeadadyeHi TEXHOJOTIYHUM MpOLEecoM abo crneuudikoro
JISTBHOCTI mianpueMcTBa. B yacoBoMy periamMeHT! aBTOMaTU30BaHOI CUCTEMHU
o0NiKy HEOOXIMHO TpomucaTH BUPOOHUYUN TIPOIEC 3  MOMKIHUBICTIO
HEBUKOHAHHS TMpalliBHUKAMH TIOCAJIOBUX IHCTPYKIIH, M0 HE BapTo
pO3IIIHIOBAaTH SIK BTpaTy pobodoro wyacy. Hampukianm, miciss BUTOTOBJICHHS
MEBHOTO 00CATY MPOAYyKIli MOTpIOHMN dYac Ha OXOJOKEHHS OO0JaJHaHHSA,
3aBAaHTAXKCHHS HOBOI TOPIi CHUPOBUHU TONIO. I[HIIMMHU CJIOBaMH, TICHs
3aBEpIICHHS BUPOOHUYOrO IMKIY TpaIiBHUK 3TiAHO 3  MOCaJ0BUMU
THCTPYKIIAIMH MOKE€ TOKUHYTH MICIIe Tpaill ado BHPOOHWYE MPUMIIICHHS 1
BUKOPHUCTATH YaC BUMYIIIEHOTO MTPOCTOO JIJIsl BIACHUX TOTPEO.

3abe3meuyeThcsi  aBTOMATH30BaHWUM  KOHTPOJb 32  OCOOMCTHMH
HENIPOJYKTUBHUMH  BTpaTaMW dacy, BIJACHIJIKOBYBaHHS BIIXWICHb BiJ
HOPMATHBHOTO IIOKa3HWKAa dYacy, HEOOXIJHOTO Ha BHUKOHAaHHS OJHOTO
BUPOOHHMYOTO 3aBJIaHHSI, BUTOTOBJICHHS TIPAI[iIBHUKOM OJHIET OAWMHUIII TOTOBOI
MPOAYKINIi, HaJaHHS BIAMOBIAHOI MOCIYTH MOCaA0BOI0 0c00010 Tommo. Koxuui

dakT BiAXWICHHS  JOMUTPHO (IKCyBaTH B €IWHIA 0a3l JaHUX y PIZHUX
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aHAJIITUYHUX po3pizax. AKyMyJIbOBaHI JaHI € TIJCTABOIO JJIsI BUSBJICHHS
(dakTiB 3MEHIIICHHS MPOJYKTUBHOCTI Mparli KOXHOTO IpalliBHUKA, IO MOXE
OyTH CHTHAJIOM JUIsl TEPETJIsily YMOB Ipaill 4yd ImpodeciiftHOl MmepeniaroToBKU
BIJIMOBIHOTO (paxiBIis.

Ha ocHOB1 1HpopMamlii npo BiAOpalbOBaHWN Yac, NPOBEACHHUI Ha
TEPUTOPIl MIANPUEMCTBA YU BIOMA, MOXXHA AaBTOMATHU30BAaHO HAapaxOBYBATU
3apo0iTHY Miaty mnepcoHany. Jlig aBToMaru3zaiii OO0JiKy 1 KOHTPOJIO
3apo0ITHOI TUIATH JOIIIBLHOIO € TIonepeaHs ¢ikcarlis Tapudy 3a BiANPAIlbOBaHY
OJIMHITIO Yacy 3a KO)KHUM BHUIOM BHPOOHHUUYOTO MPHUMIIICHHS MIANPUEMCTBA, a
TaKOXX JUCTAHIIMHUM BUKOHAHHSAM (PYHKIIIOHATBHUX OOOB’S3KIB . Takum
YMHOM, HEOOXIJHO BCTAaHOBUTH 0a30Bl TapudHi CTaBKM OIUIaTH IMparli
MpaliBHUKIB 33 KOXHY XBWJIMHY NepeOyBaHHS y NMEBHOMY BHJI MPUMIILIECHHS
(oMy), IJIi 4Oro PEKOMEHJOBAHO TEPUTOPIIO MiANPHUEMCTBA MOAUIUTH HA
neKkinbpka 30H. Takox juis 3a0e3reueHAs KiOepHEeTHIHOT Ta 610JI0TTYHOT O€3MMeKn
HEOOX1THO OOMEXHUTH MPaBO JOCTYITY MEPCOHATY /10 MIEBHUX BUIB MPUMIIICHb
Y1 TEPUTOPIi MIAMTPUEMCTBA.

HapaxyBaHHsi 3apo0iTHOI IUIaTH JAOLUUIBHO HPOBOJUTH 3 BpaxyBaHHSIM
(PyHKIIIOHAJIbHOTO MNPU3HAYEHHS MPUMIIIEHHS Ta NpodeciiiHux 00O0B’s3KIB
npaniBHMKa. J{OCUTh 4acTo MPUMILIEHHA NIANPUEMCTBA, SKE € OCHOBHHUM
poOOYMM MICIIEM OJTHOTO TpAIliBHUKA, MOXE OyTH IOMOMIXHUM JJIS 1HIIOTO.
Tomy o00OB’S3KOBUM € PO3MOALT TEPUTOPli MIANPUEMCTBA Ha OKpeMi
(GyHKIIOHABHI 30HU 1HAWBIIYaNTbHO IS TPYI MepcoHany. Takox HEoOXigHO
pO3pOOUTH  YAaCOBUM  perjlaMeHT  JISUIbHOCTI ~ KOXHOTO  TpalliBHUKA
MiOPUEMCTBA  Yepe3  BHU3HAYCHHS  BIUIMBY  BIANPAalbOBAaHOTO  Hacy,
NPOIYKTUBHUX Ta HEMPOAYKTHBHHX NPOCTOiB Ha (GOHA omiaTu mpari. Sk
HACTIZOK, [JI1 TPAIIBHUKIB MOXJIUBO pO3pPOOJIATH HYacOBl 1HCTPYKIIii
BUKOHAHHS  (YHKIIIOHAIBPHUX  OOOB’SI3KIB, TEPEMINIEHHS  TEPUTOPIEIO
HiOpUEMCTBA Ta poOOTH 3 JoMy. PeriaMeHTyBaHHS YacOBHX MapameTpiB
poOOTH MPALIBHUKIB CIPUSi€ YHUKHEHHIO HAIMIPHOTO CKYIMUYEHHS IMpalliBHUKIB
y OPUMILICHHSAX TIAIPUEMCTBA, IO CIPUATUME MiHIMI3allli 010J0TTYHUX 3arpo3

(oco6ymBO MOXUMBICTh iH(IKYBanHs COVID-19).
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KopucHuM Takoxx € aBTOMaTH30BaHE MOPIBHSIHHS YAaCOBUX HOPMATHBIB Ta
MOKa3HUKIB (DaKTUYHO BiAMpaIiboBaHoro 4acy. Ilpu monamHOpMOBiil poOOTI
JOIIIJILHO aBTOMATHYHO HApaxOBYBAaTH JOJATKOBI BUIUIATH IIpalliBHUKaM. Y
BUMAAKY (PIKCOBAaHOI TPUBAIOCTI POOOYOrO JHS JAOMUIBHO 3aCTOCOBYBATH
KOMIICHCAI[IiHI BHUIUIATH 3a pOOOTY y NOHAAHOPMOBUW 4Yac. AHAJOTIYHO
KEpIBHUIITBOM TIJANPUEMCTBA 3a JOMOMOTOK JIOJATKOBUX JIOIUIAT  JIO
3apo0ITHOT  TIATM  MOXE  CTHUMYJIOBATUCS  JUCTAHIIHHE  BHUKOHAHHSA
(yHKIIOHABHUX OOOB’SI3KIB 3 OMY. Y TakKOMYy BHMAJKy MIHIMI3YIOThCSI HE
auiie O10JOTIYHI PU3WKH, aje M CKOPOYYIOTBHCS BHUTPATH HAa yTPUMaHHS
HepcoHay.

3acToCyBaHHS KQJIbKYJISIIMHOT  OJMHUII «XBWJINHA) JOLIIBHO
PO3MOYMHATH 3 APYroi rOAVMHU MOHATHOPMOBOI Mpaill. OCKUIbKY NPAIIBHUK B
nepii XBUJIMHU MICS 3aBEpUIEHHS poOOYOro AHS MOXKE BUTpayaTH 4yac Ha
MDKOCOOOBI  KOMYHIKAIlli, MpPOUEAypd OCOOUCTOI TITIEHU, HEIOIIIBHO
KBaTiiKyBaTH 3aTPUMKYy Ha POOOYOMY MicCIl SIK pOOOTYy B MOHATHOPMOBHIA
yac. ToMy 3a0X04yBaJIbHI BHUIUIATH JOIIBHO BUKOHYBATH 3a TMOBHY MEPIILY
TOJIMHY Ta HACTYMHI XBWJIMHH MTOHATHOPMOBOI MPOYKTHUBHOI IpaIli.

MOHITOpUHTY TIJJISITA€ TAaKOXK Mpallsl TMepCcoHally y HIYHUKA 4ac Ta y
BUXiHI AHI. Yepe3 CHIBCTaBICHHS AaKTyaJbHOIO Yacy 3 MPUCYTHICTIO
MpaliBHUKIB ~ Ha  poOouomMy  wmicil  (AUCTaHIIMHUM  BUKOHAHHSM
(GyHKIIOHATBHUX OOOB’SI3KIB 3 JIOMY), y pOOOYMX TMPUMIMICHHSIX Ta 3a
oOnmagHaHHSAM, JOIUJIIBHO aBTOMAaTHM30BaHO HApaxOBYBaTH OCHOBHY Ta
JI0IaTKOBY 3apOOITHY ILIATY.

AHAJIOTIYHO MOYKHA 3/1MCHIOBATH KOHTPOJIb BUKOHAHHS (DYHKI1OHATBHUX
00OB’S3KIB 3 JOMY uYepe3 IMEePMAHEHTHUI MOHITOPUHI YCIX oOmepauiid, o
BiIOYyBAIOThCS 3 AMCTAHIIIWHUX poOouux Micik. KoHTpomdto mijisirae dvac
poOOTH TmpaliBHUKA Yy CIEMiai30BaHOMY MPOTpaMHOMY  3a0e3MeyeHH,
BUKOHAHHS MaHIMyJsAid B [HTEpHET mpocTopi, fKI mepembadeHi #oro
MOCQJIOBUMH  IHCTPYKIisiMH.  Yac  TpuBajamxX  NPOCTOIB, OTPHUMAHHS
pO3BaXKaNbHOI 1HQOpPMaIlli, KOPUCTYBAHHS COI[laIbHUMU MEpeKaMH 1 T.I.
BUKJIIOYAIOTHCS 3 GOHAY poO0OYOro yacy mpailiBHUKa Ta 3apoOITHOI IJIaTH.

Ha ocHoBi 006:11k0BO1 1H(OpMAIIii 31 cHCTeMH 010METPHUYHOI 1IeHTH(IKAIIIT

MEePCOHAly MOXHA B €JICKTPOHHOMY (opmaTi 3aloBHIOBAaTH  TEPBHUHHI
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JTOKYMEHTH: Tabesb O0OJIIKY BiANPaIlbOBAaHOTO Yacy, BIJOMICTh HapaxoBaHOI
3apo0ITHOI IUIaTH Ta 1HII. PO3paxyHKOBI JUCTKH PEKOMEHJIOBAaHO aBTOMATHYHO
HaJCUJIaTU Ha poOodul Mmicig (axiBIIB YU OCOOUCTY EJIEKTPOHHY TMOIITY 3
MeTOI0 1H(GOPMYBaHHS TMPO METOAMKY PO3PaXyHKy 3apoOITHOi IlaTh Ta
yTpUMaHb 3 Hel.

®dakT popMyBaHHS PO3PAXyHKOBHUX BIIOMOCTEH 31 3apOOITHOT IJIATH MOXKE
3aIlyCKaTH aBTOMATHUYHUK MPOUEC ii BUIUIATU. 3 TONEPEAHBO BCTAHOBICHUM
YacOBUM JIarOM IIICJISI PEECTparlii B CHCTEMI BIJOMOCTEH HapaxoBaHOI
3apo0ITHOI TUIATH JOIIJILHO (OpMYBATH BIANOBIIHI OaHKIBCHKI JOKYMEHTH.
[licns oTpuMaHHA €IEKTPOHHMX TMOTO/PKEHb Bl TOCAJAOBHX  OCIO,
BIJIMOBIIAJIBHUX 33 PO3PaXyHKOBI TpaH3aKI[li, aBBTOMaTU30BaHO 3A1MCHIOETHCS
BIJINPaBKa IJIATIKHUX JIOKYMEHTIB O BUKOHABISI Yepe3 CUCTEMY OaHKIBCHKUX
KOMYHIKaIii. bBigpln geTtaqbHO NpO METOAMKY TPOIIOBUX TpaH3aKIN Ta
0COOIMBOCTI iX 00Ky B yMOBax HU(PPOBOi €eKOHOMIKH PO3KPUTO y HAYKOBI
mpami [193]. bank 3mificHIOE TIepepaxyHOK KOIITIB Ha OCOOHMCTI 3apIuiaTHi
paxyHKH (KapTKOB1 MPOEKTH) MPaIliBHUKIB, 1110 3aBEPIIYE IIUKII HApaXyBaHHS Ta
BUILIATH 3apOOITHOI IJIATH.

OxkpiM nepcoHally MiANPUEMCTBA, 1H(POpPMaIlI0 Mpo GoHA PpodOUOro vacy
Ta 3apo0ITHOI MJIATU 3 CHUCTEMHU OIOMETpUYHOI iAeHTU(IKALll MepcoHaTy
JOIIPHO ~ aBTOMATM30BAaHO HAJACWIATH  3aIliKaBICHUM  CTEHKXOJIIepaMm.
Oo6umikoBa iH(MOpMaIlis OKpPIM BHYTPINIHIX IIJIEH MOXKE€ BUKOPUCTOBYBATHUCS
ist: Bepudikaiii JIKapHSIHUX JIMCTIB TPHU HapaxyBaHHI KOMIICHcAIl 3a
yMOBaMH  COLIAJILHOIO Ta  MEAMYHOIO  CTpaxyBaHHS;  (OpMyBaHHS
y3arajbHEHUX CTATUCTUYHMX MAaCHBIB JaHUX MPO KUIBKICTh MPAaIIBHUKIB Ta
PO3MIp 3apOO0ITHOI TUIATH; MEPEBIPKU JOCTOBIPHOCTI HapaxyBaHHS MOAATKIB i
BHECKIB Yy (DOH/IM COIIAIbHOTO CTPaxyBaHHS TOIIIO.

Cucremy OiomerpuyHOoi imeHTH(]iKamii 0cCi0 TakKoX PEKOMEHIOBAaHO
BUKOPHUCTOBYBATH JIJIsl 00JIIKY BUTpAT MIAMPUEMCTBA HA yTPUMAHHS TIEPCOHAITY.
o nouarky nanaemii COVID-19 3pocTtanu BUTpaTu Ha coliajibHe, TOOyTOBE
Ta pekpealliine 3a0e3neyeHHs npaiiBHUKIB. Ha 1HHOBAIIMHUX MiANPUEMCTBAX
aKTUBHO CTBOPIOBAJIUCS MPOCTOPOBI 30HMU CHIIHHOTO BUKOPUCTAHHS, IO SKHX
OKpIM KOPHJIOPIB, TyaJIeTiB, BAaHHUX KIMHAT TaKOX MOXXHa BIJIHECTH IrpOBI

MPUMIIICHHS, JICKIIHHI ayauTopii, 3adu 3aciJjaHh Ta Hapaja Tomo. 3
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JUCTAHI[IMHUM Ta 130JIbOBAHUM BUKOHAHHSM (DYHKIIIOHAJIBHUX OOOB’SI3KIB
IpaIliBHUKIB CTPYKTypa BUTpPAT Ha YTPUMaHHS IEepCOHANy 3MiHWIAacsA. Takox
HEKOPEKTHUM € OOJIK BHUTpaT Ha OOCIyroByBaHHs MNPUMINIEHb IS
nepeOyBaHHS TMPAIliBHUKIB, SKI BUKOHYIOTh (YHKIIIOHAJIBHI OOOB’SI3KU
JUCTaHUIMHO. BpaxoByroun BUIBHHMIM JOCTYIl YCiX HpPAIIBHUKIB A0 CHIIBHUX
MIPOCTOPOBUX 30H, a TaKOXX MEPEHECEHHsI poOOYUX MICIh JIesIKkuX (haxiBIlIB 3a
MEX1 MIJIPUEMCTBA, JOCUTh CKJIQJAHO 31MCHIOBATH €()DEKTUBHUN PO3MOJILI
BUTPAT HA YTPUMAaHHS MPAIiBHUKIB MK BUPOOHHUYMMH, aIMIHICTPAaTHUBHUMH,
30yTOBUMU YU THIIUMH IIJISIMH.

Ha ocHOBiI imeHTH(}iKallii 3arajdbHOi KUIBKOCTI MPAIIBHUKIB PI3HUX
HalpsIMKIB ~ JISJIBHOCTI, sIKI  (i3nyHO mepedyBajdu Yy 30HaX CHUIBHOTO
BUKOPUCTAHHS, JOIJIBHO AaBTOMATH30BAHO PpO3MOAUIATA BUTpPATH Ha IX
yTpUMaHHSA MDK PIi3HUMH TpylaMmu. [HITMMHU CJIOBaMH, CYKYITHI BHTpaTH Ha
eKCIUTyaTaIlll0 TPUMIIIEHh B KIHII 3BITHOTO TEPIOly MOXHA TPYIyBaTH
MPOMOPIIIAHO KUIBKOCTI BIJBIlyBauiB BUPOOHUYOTO, 3arajibHOBHPOOHUYOTO,
aJMIHICTPAaTUBHOTO, 30YyTOBOIO Ta IHIIOTO MEPCOHAIY 3a 3BITHUH MEpIOj.
Butpatu Ha o0OCIyroByBaHHs MpaliBHHUKIB, SKI TMpPALIOIOTh 3a MEXaMu
MIJIMPUEMCTBA, HE BPaXOBYIOThHCS.

[ndopmarnis 31 cucreMu OlOMETpUYHOI 1A€HTU(IKALII MPO KUIBKICTh Ta
Mocaay TMPAaIiBHUKIB, K1 BIABIAATN MPUMIIIECHHS MPUHOMY 1KYy, € MiJICTaBOIO
JUTsI aBTOMAaTU30BaHOTO OOJIIKY BUTPAT HAa yTpUMaHHS TiepcoHany. Butpatu Ha
XapuyBaHHS Yy CTOJOBHX, Oapax, kade, siKke TMOBHICTIO a00 YacCTKOBO
(iHaHCYeTbCA 3a paxyHOK MIANPUEMCTBA, JOLUUIBHO aBTOMATHU30BaHO
PO3MOJUIATH Ha JCKUIbKA TPYIl 3a HANpsIMKaMHM JisTbHOCTI. [1iciist 3aBepiiieHHs
poOo4Yoi 3MIHM YW KaJCHAAPHOTO [HS CYKYNHI BUTPaTH HA XapdyyBaHHSA
PEKOMEHJIOBaHO Kiacu(piKyBaTH Ha pIi3HI BUAM MPOMOPIINHO KUIBKOCTI
BiIBiAyBawiB Ta 1iX mocaa. 3 BUKOPUCTAHHAM TEXHOJOTIi Olomerpii
3a0e3mevuy€eThbesl JAOCTOBIpHUN OOMIK BUTpar 0e3 HeoOXiTHOCTI (PIKTUBHOTO
pO3MOoALTY MK ycimMa mpalliBHUKaMu (y TOMY 4YHCII, 5Kl IepeOyBaloTh yJ10Ma)
a00 BIIHECEHHS J0 CKJIaJly JIMILIE OAHIET TPyMH (CTATTi) BUTpAT.

[npopmamito 31 cucremu  OloMeTpUYHOI  1feHTU(IKALIl PO
BI/IMPaIlbOBAHMUM MpaIliBHUKAaMU BUPOOHMIITBA Yac Ta 3apo0ITHY TUIATY MOKHA

TakoXX  BUKOPHUCTOBYBAaTH K  ONTUMallbHy  0azy Uil PO3MOALLY
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3araJIbHOBUPOOHMYMX  BUTpaT. B  OOJIKOBIA  MpakTUIll  MANPUEMCTB
npoOJIeMHUM MOMEHTOM € HEOOXIJHICTh HapaxyBaHHS 3apoOITHOI IIIaTh
mpaliBHUKaM, SKI OJJHOYACHO MOXKYTh IpaIloBaTH Ha JIEKIIBKOX Tocaaax, B
pPI3HUX BUPOOHMYMX IIJPO3JLIaX HAJ BUTOTOBJICHHSM JEKUIbBKOX BH/IIB
npoAykiii Tomio. Sk mapanenbHe, Tak 1 JAUCTaHIliiiHE (3 JAOMY) BUKOHAHHS
nepcoHaqoM  (PyHKIIOHAIBHUX  OOOB’SI3KIB ~ HETaTUBHO  BIUIMBAa€  HA
JOCTOBIPHICTh ~ PO3MOJAUTY  3arajJlbHOBUPOOHMYMX  BUTPAT  IPOIMOPIIHHO
3apo0ITHIM TIaTi  BUPOOHMYOro TepcoHany. HaromicTe OGloMeTpuyHa
imeHTudikaiis mpariBHUKIB 3 (iKcarilo BUKOHAHHA HUMU (YHKI[IOHAJIBLHUX
000B’s3KIB BUHSATKOBO BUPOOHHUYOI'O XapaKTepy CHpUsiEe ONTUMI3AIlT OOJIIKY Ta
pPO3MOJIITY 3arajlbHOBUPOOHUYUX BUTpAT HA TMIJNPUEMCTBI. AHAJIOTIYHO
aBTOMaTu3allll MIJJISAraloTh yYCl BUTPATH, SIKI MOB’si3aHI 3 yTPUMaHHSAM Ta
JISTBHICTIO TPAaliBHUKIB HA MIANPUEMCTBI 3 BHKOPHUCTAHHAM 1H(pOpMALii 3

aBTOMATH30BaHOT CUCTEMH O10METpUYHOI 1AeHTH]IKAIT TTepcoHaTy.

2.5. KomniekcHe BUKOPHCTAHHS TEXHOJIOTII CTUILHUKOBOIO 3B’A3Ky 6G B

001Ky BUTPAT JislJIbHOCTI Ta KidepOe3mneni

3pocTaHHs MOOUIBHOCTI HACEJICHHA Ta JHWCTaHIIMHE BUKOHAHHS
nmocagoBux 000B’s3kiB B mepion manaemii COVID-19 Ta BilicbkoBHX iif
(¢opMye HOBI BMMOTM JI0 IIBHMJKOCTI NEepeaadl AaHUX y Mepexi [HTepHer.
CyuacHi TexHoJiorii IHTepHeTy peuei, OJIOKUEWH, aJanTUBHOIO ayaio Ta
BIICOCTPIMIHTY  IPYHTYIOTBCS  HAa  BUKOPUCTAHHI  BHCOKOIIBHJKICHUX
OE3MpOBITHUX  EJIEKTPOHHMX KOMyHIKamiid. IligTpumka  0e3mpoBiAHOTO
CTITBHUKOBOTO 3B'SI3Ky IMIUIEMEHTYETHCS y CyYacHI HOCHMMI, TOOyTOBI Ta
OPOMMCIIOBI  TEXHOJIOTIYHI  mpUCTpoi. 30ip JaHUX Ta  YNpaBIIHHS
(GyHKIIOHAILHUMH TMpOIECaMu BIIOYBA€THCA AUCTAHUINHO B MEPMaHEHTHOMY
pexxumi uepes Mepexy [arepHeT. CydacHi TEXHOJIOTI] CTUTBHUKOBUX Mepex 4G
HE 37aTHI 3a0e3MeYuTH MOTpeOU KOPUCTYBAuiB Y BEITUKHUX MAcCUBaX JaHUX 3
MIHIMAQJJbHIM YaCOBHM JIarOM, IO CTPUMY€E IU(POBI3aIii0 COIMianbHO-

roCHOapChKUX MPOLECIB.
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AKTHUBHO BEIyThCS TEOPETUYHI JOCHIKEHHS Ta BIPOBAKYIOTHCA
IPUKIIAJHI PO3POOKH II0JI0 BUKOPUCTAHHS CTUIBHHUKOBHX MEPEX I’ SITOTO
NOKOJIIHHS. TEeXHOJIOTisl CTUIBHUKOBOTO 3B’s3Ky 5G  YMOXJIMBIIIOE TOBHY
TPAHCIIAIII0 COIIAIbHO-€KOHOMIYHUX PO3PaxyHKIB B XMapHE CEpeIOBUIIIE,
BUKOPHUCTAHHS TEXHOJOTli OJIOKYEMH Ha yCIX TEXHIYHUX HPUCTPOSX,
00’€HAHHSAM  TEXHOJOTIYHOTO  OOJaJHAHHS y €IUHy BHpPOOHHUUY
iHpopmarliiny Mepexy Tomo. HaroMicTh, Tocmomapchbke BUKOPUCTAHHS
HalpaiBaHb y cdepl IMTYYHOro IHTENEKTy, TOTaJbHOI BIpTyasi3alii
KOMYHIKAIii, OEe3MJIOTHOCTI Ta aBTOMUIOTHOCTI TPaHCHOPTHHUX 3aco0iB,
nia’ eAHaHHS A0 IHTEepHEeTy yCIX TEeXHIYHUX MNPUCTPOIB BHU3HAYAE JOCSKHHIA
TOPU30HT HOBOI IIOCTOI I'eHepallil CTUIbHUKOBOTO 3B’SI3KY, (DYHKI[IOHYBAaHHIO
AKOI 3arpOXKYIOTh IPUHIIUIIOBO HOB1 KIOEPPU3HKHU.

[Ipobnematuka 3abe3neyeHHsT €QPEKTUBHOTO KiOep3axucTy B yMOBax
BUKOPUCTAHHS CTIILHUKOBOTO 3B’s13Ky 6G € MpeIMeToM HAayKOBOTO MOIIYKY
Oarathox HaykoBmiB. Lu Yang [118] mocnmiavB iCTOPUYHHMIA PO3BHTOK
Kibep3arpo3 CTIILHUKOBOTO 3B’s13Ky BiJl 1G no 5G, 1m0 Aano 3Mory BU3HAYUTU
TpeHu 3a0e3neyeHHs Kibep3axucty B ymoBax TexHojorii 6G. Ilpomosxuiu
nociimkeras Porambage Pawani Ta iami [145], siki ciporHo3yBaiu mpoOieMHi
aCMEeKTH BUKOPHUCTaHHS MOTEHIIMHUX TEXHOJOTIM y CTUIBHUKOBHX MeEpexax
6G, Takux sK: TexHoJsoris posnozaiieHoro peectpy (DLT), 3axuct ¢izuanoro
piBHsI, PO3MOJUICHUN INTYyYHUW iHTENeKT, THz W KBaHTOBI OOYHMCICHHS Ta
3alpONOHYBaIM CcrocoOu 3a0e3reueHHs KibepOesneku mianpueMcTB. Huang
Russell ta Turner Grant [96] nmocmimumau mocBing BemukoOpuraHii 110710
3a0e3neyeHHsl KiOep3axucty Bia 1HGOPMALIMHOIO MIMIOHAXY KOoproparii
Huawei 3 BHUKOpHUCTaHHSM TEXHOJOTIi CTIIBHUKOBOTO 3B’si3ky S5SG  Ta
CIPOTHO3YBaJIi MOXJIHBI 3arpo3u 6G uis kidepoesneku. Zhang Junwei Ta ixmni
[199] po3pobunm cxemy JIeleHTpai3oBaHOTO iH(OpMaIiiHOro 0O0MiHY 3
BUKOPUCTAHHSM CTUIBHUKOBOTO 3B’s3Ky 6G ang peanmizailii KpayACOPCUHTY
(mepenaui BUpOOHMUMX Ta IHPOPMALIMHUX (PYHKIIM HEBU3HAYEHOMY KOJY

0ci0), 1m0 hopMye HOBI BUMOTH 10 KiOEpOE3MEeKH.

116



3HayHa yBara MNPUIUISAETHCA YAOCKOHAJICHHIO TOHSTIHHOTO amapary
HAYKOBUX JOCIIIKEHb y 4YacTHHI 3a0e3mnedeHHs kidep3zaxucty y cdepi 6G.
3okpema, Popovski Petar Ta inmi [144] npoBenu rpyHTOBHI TOCIIPKEHHS 100
PO3BUTKY CTIILHUKOBUX Mepex 6(G Ta MOB’SI3aHUX TMOHATH «OJHOYACHOCTIY,
IPUCYTHOCTI» Ta «IPUYMHHOCTI», SIKI € OA30BUMH KaTeropis y 3a0e3MeueHHI
iHpopMalIiHOI  Oe3MeKM  KOPUCTYBayiB  TEJNEKOMYHIKAUIMHUX  IMOCIHYT.
Tepminomoriuni gocmimkeHHs Takox nposenu Y lianttila Mika ta iamm [188] i
Wang Minghao Ta inmi [183], ski oOrpyHTyBaiM IMO3HMIIIOHYBAHHS IOHSIThH
«JIOBIpW», «Oe3meKkn» Ta «KOH(IACHIIIWHOCTI» Yy KOHTEKCTI CTBOPEHHS
HaJIIMHOTO  CTUIBHUKOBOTO 3B’s3Ky 6(G, 110 1mepembdadae  pPO3BUTOK
MYJTbTHAUCITUTIIIHAPHUX TEXHOJIOT1H, METOJIUK pETYIIOBaHHS,
TEXHOEKOHOMIKH, MOJIITUKU Ta €TUKHU.

VY HayKkoBOMY HpOCTOpP1 HasiBHI PI3HOCTOPOHHI JOCHIXKEHHS PEAMETHOTO
BUKOPUCTAHHS TEXHOJOTIA CTUIBHUKOBOTO 3B’s3ky 6G 'y mMO€aHaHHI 3
kibepOe3mnekoro cy0’ekTiB rocnogaproBanns. Hampukman, Siriwardhana Yushan
ta iHmi [167] oOrpyHTyBasiM 3HAYHHWIA piBEHb NPOHUKHEHHS MEXaHi3MiB
HITYYHOTO 1HTEJIEKTY Y (yHKLIOHYBaHHs 6, 1110 CTBOPIOE 3HAYHI KIOEPPU3UKU
y JisUIBHOCTI ONEpaToOpiB Ta KOPUCTYBAUIB CTUIBHUKOBOIO 3B’s13Ky. BojHouac
HAYKOBIIl 3BEPTAIOTh YBary, MO INTYYHUH I1HTENEKT 3JaTHUM YHUKATH Ta
MomepeKyBaTu  MposiB  Kidep3arpo3 y  (QyHKIIOHYBaHHI  CyO’€KTiB
rocrojiaproBadHs. [HTerpailist TexHoJI0ri# 010Kueiin Ta 6G, Ha qymky Khan Ali
Hussain ta inmi [104], cTBOproe MOMXIUBOCTI ISl €(PEKTUBHOIO 3aXHUCTY
iH(dopMmalli yepe3 ACUEHTpaTi3allll0 CTIILHUKOBUX MEPEX Ta PO3MOAIIEHOrO
noctyny no0 6a3 gaHux. HaykoBIl HOCHIIWIM Pi3HI BapiaHTU TOEIHAHHS
TEXHOJIOT11 OJIOKYEWH 3 HalpsIMKaMUd BHUKOPHUCTAHHS CTUIBHUKOBOTO 3B’A3KY
6G, 1o copuse ontuMizamii kidepzaxucty. Hoschek Miloslav [95] mosicHuB
BIUTMB KBAaHTYMHOI KiOepOe3neku Ha (DYHKIIOHYBaHHS KPUTHYHOBAKIUBOI
iH(ppacTpyKTypH, 10 (PYHKIIOHYE HA OCHOBI BHUKOPHUCTaHHS CTITLHUKOBHUX
mepexx 5G Ta, B mepcrekTuBi, 6G. AHajgoriuxi gociimkeHHs mposenu Al-
Mohammed H. ta Yaacoub E. [50] momo mepcrnekTuB po3BUTKY TEXHOJOTiI
[nTepuery peyeili B epy CTUIBHMKOBOTO 3B’si3Kky 6G, 1o mnotpedye

BUKOPHUCTAHHS KBAHTYMHHUX OOYMCIICHb Ta KOMYHIKAITIH.

117



VY3arajbHEHHsS HAyKOBOT'O JOPOOKY aBTOPIB Ja€ 3MOTY 1JI€HTH(DIKYBaTH
KiIOeppU3UKHU, 10 3arpoXylTh CTUIBHUKOBUM Mepexam 6G: araku 3
BUKOPUCTAHHSIM IITYYHOTO 1HTEJIEKTY, IONEPEIHHO HEBIJIOMI Bpa3IMBOCTI
«HYJBOBOTO JIHS», PHU3UKA HA OCHOBI KBAaHTyYMHHUX OOYHCIIEHb, aTakud 3
BukopucTtanHsaM mBuakoro (Tepal'epuoBoro) obmanHaHHs, (I3UYHI aTakd 3
METOI MPOCITYyXOBYBaHHS TeNeoOHIl TOIIO, MO NOTpedye YyIOCKOHAJICHHS

METO/IiB KiOep3axXuCTy Ta MiKpo-piBHi (puc. 2.9).

HIsuoxicmo nepedaui danux 6G
100 I'6it / ¢ - 1 T6it / ¢ TexHouorii
_________________________________________ - IHTepHeT BCcbOro
5G - BipryanbHa peanbHicTh
1-10T6ir/ ¢ Texmomorii - B3a€Mogia TPaHCIIOPTY
- Inteprer peueii - BCBHIJ'{OTHIC.TB Ta
____________________ 4G - [IloBHa aBTOMaTH3AIlIA aBTOHm? T,HICTL
0,1-1TI6ir/c S — - H_[T.y‘{HI/II/I IHTEJIeKT
———————————— TexuoJrorii - XmapHi oGuncenHs Ki6ep3arposn
1-3 Moir / ¢ 3C - Mlonatku ns - OnHoyacHe ) AT?KH HITYRHOTO
______ cMapThoHiB MiIKITIOYSHHS IPUCTPOIB | [HIGIERLY .
2°G - IToToKOBE Bieo - Eroxeii - HeBinomi BpaznuBocTi
Kibep3arposu Kioepsarposu CHYIBOBOTO A
1G - IIxignuse 113 - KiGepiiian - Pusnku Ha ocHOBI
- 3arposu MAC ampec|| - [[Ikona prTIEHitt KBaHTYMHHX OOYMCIICHb
- DDoS arakxu Ha indpactpykTypi - Araxu Tepal'eprioBoro
BiZIMOBY 00NAHAHHA | | - 3arposu xMapHUM 06FaHHaHH”
- IImioHax I -3aBOJIOJIIHHS KOHTPOJIEM|
19801 (1990( {2000 2010 2020 2030
I'EHEPALISA CTVIBHUKOBOT' O 3B’SI3KY

Puc. 2.9. PO3BUTOK CTITEHUKOBUX MEPEK MOOUTHHUX KOMYHIKAIIIi

JIxepeno: chopMoBaHO aBTOPOM Ha ocHOBI [118]

VY Mepexax CTUIBHMKOBOTO 3B’SI3KY IMOINEPEIHIX MOKOJIIHb 32 Kibep3axucT
iHdopmallii  BIJMOBIAJIBHICT  HECYTh  TEJIEKOMYHIKAIIiHI  KOMIIaHii.
OnepaTopy CTIIBHUKOBUX MEPEK 1HBECTYIOTh 3HAauyHI KOILITH B MPOTrpaMHO-
TEeXHIYHE 3a0e3MeUeHHs CUCTEeM KibepOe3neKku, 301IbIIYI0OTh ITAaT MPalliBHUKIB

0€3MeKOBOi CITy»KOH, 3/IIMCHIOIOTH PO3CIIAyBaHHS KiOepiHIUACHTIB. B ymoBax
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IMIIJIEMEeHTallli TexHosorii 6G Ha MIKpO-piBHI PYHKIIIT KiOep3aXUCTy YaCTKOBO
nepeaaroThes KEPIBHULITBY CyO’ €KTIB FOCTIOIaPIOBAHHS.

Y MeHeIKMEHTY BUHUKA€ HEOOXITHICTh B 3a0e3mnedeHHs KiOepO3emneku
TEJIEKOMYHIKAIIHHOTO OO0JaJHaHHS, 1[0 BCTAHOBICHE Y NPUMINICHHSAX (HA
teputopii) mignpuemcrtBa. [lpsMuii iHpopMamiiHuil OOMIH y paMmkax
CTUIBHUKOBOTO 3B’s13Ky 6G mepeOyBae y MOBHIN BIAMOBIIATHHOCTI MPAI[iBHUKIB
MiIMPUEMCTBA, a TOMY TOTpeOye MOAATKOBUX 3axOJMiB IIOAO peami3aiii
e(heKTUBHOTO KiOep3axucTy.

HasBHicTh  3HayHUX  KIOEPpU3UKIB  BUKOPUCTaHHS  TEXHOJOTII
CTIJIBHUKOBOTO 3B’SI3Ky HOBUX MOKOJIIHb € MEPENIKOJ0I0 A0 iXHHOI'O0 MacOBOIO

3aCTOCYBaHHSI, 1[0 MOXJIUBO TpociiakyBaTu 3 puc. 2.10.
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== 3pOoCTaHHA 3a piK 0.581 | 0.861 | 0.563 | 0.415 | 0.124 | 0.537 | 0.490
KinbKicTb KOpMcTyBayiB
MobinbHOro Wwupokocmyrosoro| 3.863 | 4.724 | 5.287 | 5.702 | 5.826 | 8.513 | 10.965
IHTepHeTy

Puc. 2.10. Temmnu po3moBCIOIKEHHS IPUCTPOIB CTUIBHUKOBOTO 3B’ SI3KY 32
reneparismu (2G-6G)

JI>xepeno: Bu3HaueHO Ha ocHOBI [82; 124; 125]; mokasuuk mus 2030 p.

pO3paxoBaHMil HA OCHOBI MPOTHO3YBaHHS JaHUX
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[Ilopoky 30LIBIIYETHCS  KUIBKICTh  NMPUCTPOIB,  MiJI €THAHUX  JO
CTIILHUKOBOTO 3B 53Ky (3 3,863 MinbitoHiB y 2016 pori 10 5,826 MiIbHOHIB Y
2020 porri). [TepmaneHTHE 3pOCTaHHS TMOMYISAPHOCTI CTUIBHUKOBUX IMPHUCTPOIB
YaCTKOBO MOSICHIOETHCS] PO3BUTKOM HOBUX MOKOJIHB CTIIBHUKOBOTO 3B’ 53Ky 4G
(uactka y 2020 p. — 55%) Ta 5G (wactka y 2020 p. - 5%). Ane ciig BpaxyBatu
HEJ0CTaTHI MallOyTHI TEMIT BOPOBAKEHHS CTUIBHUKOBOTO 3B’ 513Ky I’ SITOTO Ta
IIOCTOTO  TOKOJIIHb. 30KpeMa, SKIIO YacTka mnomyisipHocti 4G 3a
5 pokiB  30upmmimacs  Ha  32%, TO ~ NPOTHO30BAaHUM  piCT
BUKOpucCTaHHs TexHouorii 5G 'y 2020-2025 pp. nume 15% na Qoni
nomnyJnspu3alii TexHosorii [aTepHeTy peuel, mia’ €AHAHUX 10 CTIILHUKOBOTO
[nTepHeTy. AHAJIOTIYHI TOKa3HUKMA OYIKYIOTbCS W JUIsl BUKOPUCTAHHS
TexHoJIoT11 6G.

KitouoBoro xapaktepuctukor TexHojorii 5G Ta 6G € 10CTOBipHE
BU3HAYECHHS MiCIls TIepeOyBaHHs aOOHEHTa CTUIBHUKOBOI Mepexi. AHAJIOTIYHO
TEXHOJIOT11 TJI00aTBHOTO CYMyTHHUKOBOTO no3uilionyBaHHs (GPS) MoxyTs OyTu
BUKOPUCTAHI I 17IeHTU(IKAIl] TPOCTOPOBOrO PO3TallyBaHHS cMapT(OHY Ta,
BIJIMOBIIHO, oro BiacHuka. Skmo GPS-nHaBiramis 3abe3nedye (popmyBaHHS
JABOBUMIPHOI 1H(pOpMAaIlli PO PO3TALTyBaHHS 1 NEPEMILIEHHS MMiAKOHTPOIBHOTO
00’€KTa, TO CTUIbHUKOBI MEPEX1 COPUSIIOTH TPOXBUMIPHOMY MO3UIII0HYBAaHHIO.
[HmmME cnoBamMu, Ha OCHOBI TexHoiorid 5G Ta 6G MOXJIMBO BH3HAYaTH
BHUCOTY MepeOyBaHHS CTIILHUKOBOTO amapary y BIAKPUTOMY MpocTopi ado
noBepx OyAIBI — y 3aKPUTOMY.

[HIT1010 BaXKJIMBOIO MOKJIMBICTIO CTUIBHUKOBUX MEPEX HOBOT'O MOKOIIHHS
€ npsaMuld 1HPOpMALIHHUNA OOMIH MIDXK TEXHIYHMMH HOPUCTposMH. be3
3alydeHHs1 0a30BHX CTaHIiil cMapTdOHM 34aTHI OOMIHIOBATHCS JaHUMU 3
IHITUMU TPUCTPOSIMHU, IO MAIOTh JOCTYI 10 CTUIBHUKOBOTO 3B’s3Ky. [Ipsmi
KOMYHIKaI[li 3a0€3Meuy0Th OTPUMAHHSI ONEPATUBHUX W MOBHUX JIAHUX, IO €
[[IHHAM 1H(QOPMAIIITHUM PECypcoM IS IUIEH OyXraaTepChKOTO OOJIKY Ta
ynpaBiiHHsA. DyHKIIOHAIbHI MOKJIMBOCTI BUKOPUCTaHHS TexHousorii 6G y
YacTUHI aBTOMAaTu3alii OOpoOKM Ta Kibep3axucTty oOOJIKOBOi 1H(pOpMAaIii

BiJI0OpakeHo Ha puc. 2.11.
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‘ Cy0’€KTH rocnoxaproBaHHs:

(( (@) )) 6G ' ((( ))) - arpoNpPOMHCIIOBICTb
\‘ — j - TPaHCIOPTYBAHHS
:;" / ‘ - IPOMHCIIOBICTh

L - cdepa mociyr

CTITBHUKOBI MEpPExXi - OyIiBHULITBO

IHANBITyabHOTO KOPHUCTYBAaHHSI - TOPTiBIIs
|

CTUTBHUKOBI MEpexi [
3araJbHOr0 KOPHCTYBaHHS

f DyHKIIOHAJBHI MO)RJII/IBOCTiZ\
- miJ’ € HAHHS BUPOOHMYOTO 00TaTHAHHS

gucoma - 00’ eTHaHHSA APOHIB
- BU3HAYCHHS MicIlsl IepeOyBaHHS
TPaHCIOPTHHUX 3aC00iB

wupoma - IepeMilleHHs 0Ci0 y NpUMILEHHAX Ta
> IO TEPUTOPIi MiATPHUEMCTBA
doszoma QHme j
IPOCTOPOBE

pO3TalllyBaAHHS

Cucrema 00.1iKy:
iH(poOpMallis Ipo BUTPATH,
JOXOIH Ta PEe3yJIbTATH

Kibep0e3neka
MiINDUEMCTBA

Puc. 2.11. BukopucTaHHs CTUIBHUKOBUX Mepex 6G yis 1iieit 00Ky Ta
Ki0epOe3neKu miampUeEMCTB

Jlxepeno: chopMOBaHO aBTOPOM

BukopucTtanHsi CTUIBHUKOBOTO 3B’s3Ky 60G po3uivproe (QyHKIIOHAIbHI
MOJIUBOCTI TexHOJori GPS y MOHITOpUHTY KOMEpPUIHHOTO (PYyHKILIOHYBaHHS
TpaHCIOpTHUX 3aco0iB. OkpiM 1H@OpMaLii Npo MapHIpyTH NEpecyBaHHS Ta
3YyNUHKA aBTOTPAHCHOPTY, Ha OCHOBI TexHojorii 6(G MOXIHWBO OTpUMATU
iH(dOpMaIliI0 PO BUTPATH TaiWBa, (HAKTH 3aBaHTAKEHHS (PO3BaHTAKCHHS),
HEMPOIYKTUBHI MTPOCTOI, MOJIOMKH, HEOOX1THICTh TEXHIYHOTO OOCITYyrOBYBaHHS
Yl PEMOHTY, MOPYIICHHS MPaBWJI JOPOKHBOTO PyXy TOMIO, IO MOXE OyTu
KOPHCHOIO IS II1JIe# OyXrajaTepchKoro o0JiKy Ta Kibep3axucry.

30kpema, Micisi 3aBEpIICHHS MOI3KUA JOIUIFHO BHUKOPHUCTOBYBATH IaHi,
OTpHUMaH1 3 BHKOPHCTaHHSAM TeXHOJOTii 6G, I OOMIKYy MaJMBO-MACTHIIBHUX
MatepiamB. J[as KoXHOTO (haKTy TMepeMINIeHHs TPaHCIOPTHOTO 3aco0y
PEKOMEHJIOBAaHO BH3HAYaTH BUTpPATH TNalvBa (EJIEKTPOCHEPTii) 3 METOI0
JOCTOBIpHOi 1AeHTH]IKalli COOIBAPTOCTI TPAHCHMOPTHUX MOCHyT. [HDopmarlris

Opo  MpOHAEHYy  aBTOTPAHCIOPTOM  BIJICTaHb Yy  KUIOMETpax €
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MajgoiHGOPMATUBHOIO IS  ONEPAaTUBHOTO Ta  JOCTOBIPHOTO  OOJIIKY
TPAHCIIOPTHUX BHUTpAT. PI3HUI CTWIH BOMIHHS TPAHCIOPTHHUX 3ac00iB, penbed
MICIIEBOCTI Ta CTaH JOPIT, Bara MEepeBE3CHOI0 BaHTAXy 3HAYHO BILJIMBAE Ha
BUTpATH TAJMBa Ta, 0COOJUBO, €ICKTPOCHEPTIi /IS €eKTPOMOOLTiB. Tomy Juiiie
Ha (aKTUYHI BUTpATH MaluBa (EJIEKTPOECHEPrii), HaJaHi 3 BUKOPUCTAHHAM
TexHoJjorii 6(G, a He Ha 1H(pOPMALIII0 PO KIIIOMETPaXX NpoOIry aBTOTPAHCIIOPTY,
JOLJIBHO OPIEHTYBAHHS IPU aBTOMATH3alli 001Ky TPaHCIIOPTHUX MOCHYT.

[adopMaiito mpo CcBOE€YacHO BUSBICHI (DaKTH  HEMPOIYKTHBHOIO
BUKOPHUCTAHHS TPAHCTIOPTHUX 3aCO01B JOIIJILHO BUKOPUCTOBYBATH JJI OOIIKY
Ta KOHTPOJIIO MISUIBHOCTI TpaHCHOPTHUX mianpueMctB. [licns imeHtudikarii
HEIIJTbOBOTO BUKOPUCTaHHS a0 HE3alJIaHOBAaHOTO MPOCTOK TPAHCHOPTHUX
3aco0iB 'y poOoumii yac, oTpuMmaHHS ITpadiB 3a MOPYLIEHHS MPaBUI
JOPOKHBOTO PYXy MOXJIMBO OJHOMOMEHTHO BH3HAUYaTH BiJIMOBIJAIBHUX 32
MOPYIIEHHSI TMPAIIBHUKIB 13 BIIOOPAKEHHSIM B OOJIKY BIAIIKOTYBaHHS
3aBJaHUX 30UTKIB.

OkpiM TpagWIIHHOTO 3aXUCTy BIiJ KpaADKOK TPaHCIOPTHUX 3ac001B
CTUIBHUKOBHH 3B's130k 606G MOX€ BHUKOPHUCTOBYBATHCS A OpraHi3auii
aBTOIUJIOTHOTO JOPOXHBOTO pyXy. Uepe3 MexaHI3MH MUTTEBOI B3aeMOJIIi Ha
OCHOB1 CTUIBHUKOBUX Mepex 6G TpaHCHMOPTHI 3acO0M MOXKYThb YHHUKATH
3ITKHEHb Ta BHMKOHYBAaTH MpaBWJIa JOPOXKHBOTO Pyxy. B Takomy BumNaaky
BAXJIMBUM € 3a0€3MEeUeHHs] HAJEeKHOTO KiOep3axuCTy aBTOTPAHCHOPTY MJis
3amo0iraHHs HECAHKIIOHOBAHOTO JIOCTYMY 3J0BMHUCHUKIB. BukopucToByroun
CTIJIBHUKOB1 MEPEkK1, TPETI 0COOM MOXYTh OTPUMATH AUCTAHIIHHUNA KOHTPOJIb
HaJ TPAHCTIOPTHUMH 3ac0o0aMU JJIsi BYMHEHHS TOJANBIINUX MPOTHIPABHUX JIii.
OTxe, PEKOMEHJOBAHOIO € pO3pOOKa HOBITHIX NPOTOKOMIB KiOEP3axUCTy
CTUIPHUKOBHX KOMYHIKallli B TIOEAHAHHI 3 TEPMAHCHTHUM KOHTPOJIEM
JOTPUMAaHHS BCTAHOBJICHUX MapIIPYTIB epecyBaHHs TPAHCIOPTHUX 3aC00IB Ta
MIPaBUII JOPOKHBOTO PYXY.

Pa3om 3 opraHizaii€o aBTONIJIOTHOIO TNEPECYBaHHS AaBTOTPAHCIOPTY 3
BUKOPUCTAHHSIM CTUIBHUKOBOTO 3B’sI3Ky 6G MOXUJIMBUM € 3a0e3neueHHs
iH(OpMaIIHHOTO 3B’A3KY 3 OC3MUIOTHUMU JITAIbHUMU anapatamu (IpoHaMu).
3 BUKOPUCTAHHSIM CUCTEM IITYYHOTO 1HTEJIEKTY AOLULUILHO 00’ €THYBaTH POHU
B poi 3 meroro 300py iH(opmarii miua 1miaerd oOdiky Ta KidepOesmeku
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OynmiBeIbHMX Ta arpapHux mianpueMcTB. OO0’enHaHHs (poi) OE3MUIOTHHUX
JITaJlbHUX  amapaTiB  34aTHI  3AIMCHIOBATH MOHITOPMHT  T'OCIIOAAPCHKOL
TISJIBHOCTI Y HUJIOJO000BOMY peXuMi 0O€3 TpsAMOi ydacTi IIpalliBHUKIB
nianpueMctBa. [1icist oTpuMaHHs 3 APOHY CUTHAITY TIPO HU3BKHM PIBEHB 3apsly
aKyMyJIATOpa Ha 3aMiHy BIANPABISETHCS HOBUM OE3MUIOTHUM JIITaIbHUN
anapar. [lomepenHiii JApoH TOBEPTAE€TbCA JJIs  TIOHOBJCHHS  3amacy
€JIEKTPOEHEPrii, 10 € OCHOBOK TNIEPMAHEHTHOI pOTaIlliiHOT eKcIuTyaTarlii
OC3MUIOTHUX JIITAJIbBHUX amapaTiB.

Ha ocHOBi nmaHmx mpo cTaH BUKOHAHHSA OyAIBEIbHUX POOIT IOLUIBHO
3M1MCHIOBAaTH aBTOMATH30BaHUM OOJIK BUTpPAT ¥ JOXOMIB BIAMOBIAHO O
CTYHEHs 3aBEpPIICHOCTI OyAiBHULTBA, IO OOIPYHTOBYEThCS OyIiBEIbHUM
KOHTpakToM. Ha OCHOBi aepoBi3yanbHOi iAeHTU(IKALli CTyNEeHS BUKOHAHHS
OyIiBeJIbHUX POOIT (3BE€IEHHA L1101 OyniBii, OKPEMOI YaCTUHHM YU IOBEPXY
(cekirii)) MOKIIMBO JOCTOBIPHO BH3HAYATU COOIBAPTICTh HaJAaHUX OYIiBEIHHUX
MOCIyr. 3aMOBHHKY OyJIBHMIITBA TEBHUX OO0 €KTIB MOXE TMOBIAOMIIATHUCS
MpoMiKHA MOTO BapTiCTh BIAMOBIAHO 10 OyAiBEILHOTO KOHTPAKTY. BiamoBigHo
y cucTtemi OOJiKy AOLUIBHO aBTOMAaTHM30BaHO (PiKCyBaTH MOHECEHI BUTPATH,
OTpUMAaH1 JIOXOAW ¥ BU3HAUYCHMM (iHAHCOBUU pe3ynbTaT BiA HaJaHHI
OyJlIBeJIbHUX TOCIYT 3a JOBUIBHUM NPOMIXKOK 4Yacy. 3a ()aKTOM BUKOHAHHS
MEBHOTO eTamy OyIIBHHMIITBA Ha OCHOBI MOHITOPHUHTY ApPOHaMHU OymiBEIbHUX
poOIT yci OONIKOBI MPOILEAYpU MOXKYTh BHKOHYBAaTHUCS IIOACHHO, IO
3a0e3medye CBOEYaCHICTh Ta OMIEPATUBHICTH 00JIIKY ¥ KOHTPOJIO.

AHanoriuHo JApOHU, KEpPOBaHI uepe3 CTUIbHUKOBY Mepexy 6G, 31aTHi
3M1MCHIOBATH aepoBi3yajbHE CIIOCTEPEKEHHsS 3a TMPOIIECOM BUKOHAHHS
arpapHux poo0it. 3i6pana iHpopmarlisi Ipo 0OpoOKy IpyHTY, MOCIBHHUM MpPOIIEC,
010JI0T14HI MEPETBOPEHHS POCIHH, 301p YpOKar0 JOLUIBHO BUKOPHUCTOBYBATH
st O0JIIKy BHTpAT arpapHux mignpuemMcts. Ha ocHoBi  ¢doTo Ta
BiJicoMaTepiaaiB MOXJIMBO aBTOMATH30BAaHO BHM3HAYATH IMOTPeOy B IMaJMBHO-
MaTepiaJibHUX 3aracax, IOCIBHOMY Marepiai, 3aco0axXx 3axuCTy POCIHUH,
MIHEpaJIbHUX J0OpHMBaxX TOMIO 3 aBTOMAaTU30BaHUM  (PIKCyBaHHSIM Y
Oyxraiatepcbkomy 001Ky, OnepaTuBHHM OOJIK BUTpPAT MaTepiaiiB aJuTUBHUM
criocobom 3abesneuye ¢GopMyBaHHS TMPOMIKHOI COOIBapTOCTI arpapHoi

MpoayKIii. SIK HACTIAOK, 1€ 10 3aBEPIICHHS BUPOOHUYOTO IUKITY MOKJIHBO
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NPOTHO3YBAaTU TOBHY COOIBapTICTh Ta IUIAHYBaTH NPOJAXHY BapTICTh
POAYKIIli arpapHOTO BUPOOHHUIITBA.

besminoTHi JiTanbHI amapatd 34aTHI B aBTOMAaTH30BAaHOMY PEKHMI
BUSIBJISITH TIOPYIIHHMKIB TMEPUMETPY TEPUTOPIi Ta MOBITPsSHOrO mpocropy. Ha
OCHOBI BI3yaJIbHOTO pO3Mi3HaBaHHS OOJHMYb 1 TMOPIBHAHHS 3 0a3010 JaHUX
300pakeHb MEepCOHANTY MHIANPHEMCTBA, MOXJIMBE BHUSBICHHS CTOPOHHIX OCIO,
Kl HE MAaroTh IIpaBa IepedyBaTH B 30HI OE3MEKOBOr0 KOHTPOJ. OKpim
ITATHUX TPAIiBHUKIB y 0a3y JaHUX NEepCOHaIbHOI 1H(OpMaIlli BHOCATHCS
Bi3yaJbHI 00Opa3u OOJHMYbL TPETIX OCIO0, AKI BHKOHYIOTH MEPIOAWYHI poOOTH
(HamarTh MOCIYTH) a00 € BI3UTEpaMH, III0 OTPUMYIOTh Pa30Bi MpaBa JAOCTYIY.

Takox O€3MUIOTHI JIITAJIbHI amapaTd MOXYTbh BUSBIATH TPUCYTHICTD
IHIIMX CTOPOHHIX JPOHIB. 3 MaCOBUX PO3BUTKOM MaJiol (IIEPCOHANIbHOI) aBiallli
y PO3MOPSKEHHI 3JIOBMUCHUKIB, KOHKYpeHTIB, 3MI Tta 1Hmwmx ocid
3 ABJISIIOTBCST 3aCO0M  a€pOBI3yaJIbHOTO IIMIOHAXY. Y BHIAAKYy BHUSBICHHS
MOPYUTHUKIB TEPUTOPIATHLHOTO Ta MOBITPSHOTO MPOCTOPY JAPOHU MOBIIOMIISIOTh
0€3MeKOoB1 MAPO3AUIN MIAMPUEMCTBA ISl TPU3YTUHEHHS POTUIIPABHUX 1.

CrinbHuKOBUN 3B'A30k 6G MOXe IMIUIEMEHTOBYBATUCS B Oy/b-sKe
BUpOOHHUYE OOJIaJHAHHS 3 METOK OIEpPaTHBHOI mepeaadl 1HQopmalli mpo
BUPOOHUIITBO. He3aexxkHO BiJf MIPOCTOPOBOrO  pO3TAlllyBaHHS  3aco0iB
BUPOOHMIITBA MPOAYKIIT MOXJIMBUNA aBTOMAaTH30BaHUW 301p mapameTpiB
BUPOOHMYOTO MpoIecy. TEeXHOJOriyHl JaHl 3 JAaTYMKiB, SAKUMU OOJIaJHaHI
OCHOBHI  3aco0M  MIANPUEMCTBA,  JOIUIBHO  BUKOPUCTOBYBATH IS
aBTOMAaTU30BaHOr0 OOJIKY BUPOOHHWYUX BUTpaT. BupoOHMYe 00s1aHaHHS
31aTHE (PIKCYBAaTH KIJIBKICTh Ta SKICTh BUTPAYEHUX MaTepialbHUX I[IHHOCTEH Ta
eJIeKTpoeHeprii (Boau, ra3y TOIO) Yy Mpolieci BUPOOHUIITBA MPOAYKIii (poOit,
nociayr). Yci  ¢GakTH  BUKOPUCTAaHHA  MPEAMETIB  Mpaii  JOIIIBHO
aBTOMAaTHU30BaHO (DIKCyBaTH B OyXraiaTepchbKOMy OOJIKY. 3 BUKOPUCTAHHSIM
METOJIMKH HETIOBHOTO KaJbKYJIFOBaHHS COOIBapTOCTI AOMUIBHO OIEPATUBHO
BU3HAYATH yci mpsiMi BUpoOHHUl BUTpaTH. KanbkymioBaHHS BiIOyBaeTbCs Ha
NIEPMaHEHTHIW OCHOBI, KOJIH JJII KOKHOI OJMHUII TOTOBOT MPOIYKIlii MOMKIJIUBO
JOCTOBIPHO  BHU3HA4YaTH CcOOIBapTiCTh. Y  KEpPIBHULTBA MIANPUEMCTBA

3 SABJSIETBCS. MOXJIMBICTH TOYHOTO MMO00O’€KTHOTO BW3HAYECHHS COOIBApPTOCTI
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IPOJIYKIIii, 10 Ja€ 3MOTY OJITHOMOMEHTHO KOPHUTYBaTH BapTICTh peaizallii s
KOKHOT'O 1HAMBITyaJIbHOTO 3aMOBJICHHS Ta IMOKYTIIIA.

Y (QyHKIIOHYBaHHI BHPOOHWUYOTO OOJIAHAHHA JOLUIBHO TEpeadadYnTH
MexaHi3M igeHTudikamii ocid, ski nepedyBaroTh mnopyd. Ocoba, ska
BiIBIAyBaJla poOode MiCclle Ta HE € INTaTHUM [PaliBHUKOM, MOXKE
11eHTU(IKYBATUCA SIK TOPYIIHUK O€3MEKOBOTO PEKUMY. Y BUMAAKY OTPUMAaHHS
OpakoBaHOI MPOIYKI[i, KpPaJAlXKKA CHUPOBUHHU, ITOHAJHOPMOBE BUTpayaHHS
pecypciB MOKJIMBO BHU3HAYMTH Ti03proBaHuX oci0. [1po yci dakTu mopyiieHb
ABTOMATHUYHO MOBIJOMIISETHCS O€3MEKOBUIN M APO3ALT MATPUEMCTBA.

Ha ocHoBi iHpopMmariii po BiJBiIyBaHHs IEBHUX BHUJIB MPUMIIIEHb TaAKOX
PEKOMEHJIOBAaHO JOCTOBIPHO BHU3HAYaTH OPEHJAHY IUIaTy JUisl OIEepaTopiB
TOPrOBUX IUIONI. 3ajie’KHO BiJ KUIBKOCTI 0OCi0, sIKi BiJIBiJJajld TOPTOBI 3aJIu
OpeHapsi, 3MIHIOETBCS PpO3MIp OpeHau. B KiHII Micsus  JOULIBHO
pO3paxoByBaTH Ta BioOpakaTu B 00Ky OPEHJIHY IUIaTy, Ka BCTAHOBIIOETHCS
MPOMOPIIIAHO KUIBKOCT1 BiJBIAyBayiB Ta IUIONII, $Ka TMEpelaHa OpeHAapIo.
KinbkicHMII BapiaHT I[IHOYTBOPEHHS € KOPHUCHUM ISl OTIEPATOPIB OPEHIHUX
IJIOMI, IO Ja€ 3MOTy e¢(EeKTHBHO BpaxyBaTH BHUTPATH Ha OOCIyrOBYBaHHS
BI/IBIlyBa4aMl HE JIMIIE€ TOPTiBEJbHUX IUJIOWI, aje M 30H 3arajbHOro
BUKOpHUCTAaHHS. Jl0 TaKMX MPHUMIIICHDb BITHOCITHCS KOPHIOPH, TyaJIeTH, CXOIH,
€CKaJIaTOPH, JIayHIK-30HH TOIIO.

Butpatu Ha o0OCIyroByBaHHs MPHUMIIIEHb 3arajJbHOTO TMPHU3HAYEHHS
(006irpiB, KOHAUIIOHYBAHHS, TPUOMPAHHS, TOTOYHUN PEMOHT TOIIO) ONEpaTOpU
TOPTIBEIPHUX TUIOI] B OCHOBHOMY HaIlpsIMy 3aKjaJaloTh Y BapTiCTh OPEHIHOI
mIaTd, o nopyuye ¢QyHIaMeHTalbHl 00J1iKOBI mnpuHIunu. HatomicTb
IIHOYTBOPEHHS] 3  BpaxyBaHHSM KUIBKOCTI  BiABiAyBauiB  3a0e3neuye
CIpaBeUTMBUN PO3MOMALT TakuX BHUTpaT. OKpiM TOPriBEeIBHUX 3aKJIaliB OOJIK
BUTpPaT Ha OCHOBI KUIBKOCTI BIJIBIyBadiB JOIIJIBHO BUKOPUCTOBYBATHU ISt
MIIMPUEMCTB  TPOMAJCHKOTO  XapuyBaHHS, TypU3My, TPaHCIOPTHOTO
00CJIyrOByBaHHS TTACaXKUPIB.

3a aHaJOTIYHOIO METOAMKOK MOXKJIMBO BHU3HAYaTU €(EKTUBHICTD
30BHIIIHBOI pekiIamMu Ta PyHKIIOHYBaHHS BUCTAaBKOBUX BITPUH B TOPTiBEIbHUX
3aKiajax. 3 BHKOPHCTaHHSAM TexHOJorii 6G KepiBHHUIITBO MiANMPUEMCTBA
oTpuMye€ 1H(POPMAINIO MPO MOMYJSAPHI MApHIPyTH MEpPECyBaHHS BiJBiTyBadiB
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TOpriBeNbHUX 3akiaaiB. Ha ocHOBI iH(opmallii mpo KIIBKICTh Ta TPUBAJIICTh
3YMMUHKKA BiABITYyBadiB OUIA PEKJIAMHOI BHBICKM UM BITPHUHU PEKOMEH]IOBAHO
BU3HAYATH TOMYJIAPHICTH Ta JIIEBICTh MApKETHHTOBHUX 3aXxO0iB. BiamoigHo, 13
3pOCTAaHHAM IOIYJISIPHOCTI MEBHUX MICIb PO3MIIICHHS 30BHIIIHBOI pEKJIaMU YU
NpOAYKIli (TOBAapiB) MOXE 301IbIIYBATUCS BApTICTh OPEHAU PEKIAMHOI Ta
TOPTiBeJIbHOI TIomil. JlJi1 3aMOBHUKIB PEKJIAMHUX BUBICOK BapTICTh MOCIYTH
BU3HAYAETHCS 1HIMBIAYAIBHO 3 YITKOIO MPHUB’SI3KOIO JI0 MOTEHIINHOT KUIBKOCTI
0Ci10, sIK1 MOXXYTh OYTH CIIO’)KMBAaYaMHU MapKETUHTOBHX 3aXO0/I1B.

3 iHmoro OOKy [JOUUIBHO 3iMCHIOBATH MOHITOPUHT MOMYJISIPHOCTI
MEBHOTO BHJAY YM THUIy NPOAYKIi (TOBapiB), AKI CTaHOBJIATH IHTEpEC Yy
MOKYIIIIB, ajie 3 He3 SICOBAaHWX NPHWYMH HE IMPOJAIOTHCA. [HIMMMHU ClIOBaMH,
3’aCyBaHHs MOTpeOye MIABUILEHHA YBaru TO MarepiajJbHUX LIHHOCTEH, 110 HE
3aBepHIyeThcs (akToM iXHbOI peamizarii. st Takoi mpoaykii (ToBapiB)
HE0OXi/IHa 3MiHa I[IHOBOI, 30yTOBOI UM MEpYaHAAN3UHTOBOT MOJIITUKH.

JlocuTh 4acTo OpraHizamiiHO CKJIQJHO 3a0€3MEYUTH B1ACOCTIOCTEPEIKCHHS
Ta aBTOMAaTU30BAaHUN KOHTPOJIb MPOIMYCKY MPAI[iBHUKIB HA TEPUTOPIIO B YMOBax
3HAYHOTO TOTOKY JIFOJICH YW BEIMKOI IUIOIII MOHITOPUHTY. 3 BHKOPHUCTAaHHSIM
TexHojorii 6G JOCTYMHUM € KOHTPOJb IMEpPEeMIllleHHS O0Ci0 TEepUTOPIEI0
MIANPUEMCTBA. Y cUCTeMI KiOepOe3neku MiANpUEMCTBA JOIILHO (iKCyBaTH
(dakTH TOTPAIUIAHHS CTOPOHHIX OCI0, IO KOPHUCTYIOTHCA CTUIbHUKOBUM
3B’SI3KOM, Y TIPUMIIMIEHHS UM OKPEMI 30HH TEPUTOPIT 3 0OMEKEHUM JOCTYIIOM.
SIxo mopyurHUK 1H(OOPMAIIMHOTO YM TEPUTOPIATLHOTO PEKUMY OINEpPaTUBHO
BU3HAYAETHCSI CUCTEMOIO KiOepOe3neKkH, MOKIMBO 3aM100IITH KIOEp3I0UNHAM.

Y BuUmaaky 3ami3HIOTO BUSABJICHHS BTPAaTUTU MareplajJbHUX YU
iHQOopMaLIMHUX PECYpCIB JIOUIIBHO BHU3HAYUTH OCI0, MPUYMHEHHX [0
npaBonopyiieHHs. Ha ocHOBI 1meHTH}IKAIIT TIEepeNiKy 0ci0, siKi TEPUTOPIaTbHO
nepe0yBajidi MOpyY MicClsl 1HUUJCHTY Y TEBHUN MPOMIXKOK Yacy, MOKIIMBO
BHU3HAYATH MPABOTOPYITHUKIB HA OCHOBI BHUSIBJICHHS 1HJIMBIAyabHOTO HOMEpa
CTIIBHUKOBOT'O 3B’s3KYy. Y TIpoIlecl NOAQNBIINX CIIIUUX il JTOBOJMUTHCS
MPUYETHICTh AOOHEHTIB  CTUIBHUKOBOTO 3B’SI3KY 0  KIOEPIHIIMJICHTY.
VY3arajbHEHI MOXKJIMBOCTI, 10 JOCIIPKEHI y CTaTTi, Ta BUKJIMKHA TEXHOJIOTI]

CTITBHHUKOBOTO 3B’SI3Ky IIOCTOT'0 MOKOIHHS HaBeeHI y Taom. 2.3.
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Tabomuus 2.3

MOXIMBOCTI Ta BUKJIIMKK TEXHOJIOT1M, peali30BaHNX Ha OCHOBI

CTITBHHUKOBOTO 3B 513Ky 6G, JJ1s 1iJIeH Ki0epOe3neku

TexuoJorii 6G

MoxauBocTi aJs1 kidep3axucry

Buximku pisa kidep3axucry

[o3umionyBanHs

MoHITOpUHT TiepeMileHHs 0ci0
TEPUTOPIEO, MPUMIIIICHHIMU
MiIPHEMCTBA.

InenTudikaiist mpaBONOPYIIHUKIB
1H(QOPMAIIHHOTO PEKUMY.

ETruHicTh HaAMIPHOTO KOHTPOJIO 32
nepeMimeHHsIM aOOHEHTIB
CTUTBHUKOBOTO 3B’SI3KY.

3ano0iranHs NOTPAIUISIHHS 0COOUCTHX
JaHUX a0OHEHTIB JI0 CTOPOHHIX 0Ci0.

ABTONUIOTHICTE /
0€e3MIUIOTHICTE

KoHTpob 3a nepeMillieHHsIM Ta
(yHKL10HYBaHHSIM KOMEPLIHHOTO
TPaHCIOPTY.

KoopannyBaHHs 6€3MiI0THIX
JITabHUX anapariB y mporeci
AepOBI3YaIbHOTO CIIOCTEPEIKCHHSI.

3axucT Big OTpuUMaHHs (HI3UIHOTO
KOHTPOJIIO CTOPOHHIMH 0cOOaMH HaJ
TPaHCIIOPTHUMHU 3aCO0AMH YU JIPOHAMH.

InTepuery peueit

[TiaxitoueHHs ycboro
BUPOOHUYOTO O0JIaHAHHS J10
InTepHeTy Ha npUHLIKIIAX
TeXHOJIOTi1 [HTepHeTY pede s
OIEpPaTUBHOIO aBTOMAaTUYHOT'O
(6e3 mparniBHUKIB) 300py Ta
nepeaadi JaHux

3anoO0iraHHs BUKPUBIIEHb T4 BUKPAJICHb
iHpopMarii y MOMEHT ii 300py Ta
nepeaayi

brnoxkueiin

3abe3nedyeHHs PO3MOIIJIEHOTO
JIOCTYITy Ta 30€piraHHs JaHHX.

HeMOoXIMBICTh KOHTPOITIO 3 OOKY
JIEP’KaBHUX 1HCTUTYIIIN.

KBanTosa Oe3mneka

Heznamue mm¢pyBaHHs 1aHUX Yy
mpolieci nepeaayi

Hecraua icHyr040i 009HCITIOBAIEHOT
HOTY>KHOCTI B OIIepaTopiB
CTIJTBHUKOBOTO 3B’SI3KY.

CxJ1aHICTh cTaHaapTU3AIlI].

[Ty4yHui 1HTENEKT

ABTOHOMHE yHpPaBIiHHS
CHCTEMOIO OC3TCKH.
OnTumizoBaHe 3a0e3eUCHHS
Oe3neku.

[TpobremMHa MacTaboOBaHICTb.
CkJ1a1IHICTh aBTOMAaTUYHOI'O BU3HAUEHHS
MIPaBONOPYIIHUKIB Ta IHPOPMYBaHHS
ciyx0u kibepbe3mnexu.

Heo06xinHiCTh 3aXUCTy 00UNCTIOBAIBHOL
1HPPACTPYKTYPH Ha MIKPO-piBHI.

I[)I(Cp@.]lO: CUCTCMATHU30BaHO aBTOPOM

[IpakTHyHe BTUICHHS TMOJIAHMX y CTATTI PO3POOOK I0JI0 BUKOPHUCTAHHS
6G
MPOAYKITi
BUPOOHUYHUX BHUTpPAT BHPOOHUYOI,

TEXHOJIOT1  CTUIBHMKOBOTO 3B S3KY CIOPHUSATUME  JTOCTOBIPHOMY

KaJIbKYJIFOBAHHIO ~ CO0OIBapTOCTI (pobiT, mocmyr) Ta OOMIKY

CITbCBKOTOCTIOIAPCHKOT,  OY/IIBEIIBHOI,

TOPriBeNbHOI AISTIBHOCTI 'y TIO€AHAHHI 13 3a0e3leueHHs e(PEeKTUBHOIO

Ki0ep3axucTty MIANPUEMCTB y YaCTHUHI TMOMEPEIKEHHS Ta BUSBIICHHS

NOPYUIHUKIB 1H(HOPMALIHHOTO Ta TEPUTOPIATLHOTO OE3MEKOBOTO PEXKUMY.
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PO3 LI 3. OPI'AHI3ALIA OBJIIKY IJIA 3ABE3INIEYEHHSA
KIBEP3AXUCTY NIAIIPUEMCTB

3.1. KiGep0Oe3nexoBi periaMeHTH 00J1iKOBOI MOJIITUKY MiINPAEMCTBA

OCHOBHUM pErJIaMEHTYIOUHM JIOKYMEHTOM Yy cdepl i1HbOopMaIIiHOTO
KpyrooOiry Ha MiKpOpiBHI € 00JI1KOBa MOJITHKA HiAIpueMcTBa. BoHa € oHUM 3
NEepIINX HOPMATHUBHO-IIPABOBUX AKTIB, IO (POPMYETHCS IPHU CTBOPEHHI OY.b-
AKOTO CcyO’€KTa TOCIOAApIOBAaHHS, Ta OPIEHTUPOM Uil (paxiBUiB 3 OOJIKY M
VIOpaBIiHHSA Yy peaiizaiii OOJIKOBUX MPUHIMIIB 1 MIATOTOBII 3BITHOCTI.
JIOKyMEeHT TIpo 0OJIIKOBY TMOJITUKY € JTOMIHAHTHUM Yy HOPMATHBHO-TIPABOBOMY
peryitoBaHHl OOJIIKY, OCKUIBKM Ha HBOTO TMOCHJIAIOTHCS 1HII BHYTPIIIHI
pernamMeHTH. B 00J11KOBIM MOMITHIN 3a3HAYAIOTHCS] YMOBH (DYyHKIIIOHYBaHHS, 1110
BUIUIMBAIOTh 3 OpraHi3aliiiHO-NpaBoBOi (OpMH, ramy3i AISIIBHOCTI, pO3MIpy
O0i3Hecy 1 T.A. BaxnauBoro 3HayeHHs B PErJIaMEHTYBAaHHS 1HQOpMaILiTHUX
MpOLIECIB Ma€ BIJOOpaKEHHsI OpraHi3aliiHOi CTPYKTYpH MIANPUEMCTBA, IO
Oe3nocepelHhO BIUIMBAE Ta TMOPSAIOK OOpoOkm o0mikoBoi iH(poOpmalii Ta
(dbopMyBaHHS 3BITHUX MOKA3HUKIB.

OO6uikoBa TMOJITHKA BUKOPUCTOBYETHCS Y JOBEACHHI KOHTPOIIOIOUYUMU
THCTUTYIISIMA TPOTUNPABHUX 1 OOJIKOBOTO Ta YMPABIIHCHKOTO MEPCOHATY
HIAINPUEMCTBA. Y LIbOMY PETIaMEHTYIOYOMY JOKYMEHTI MICTSThCSI HEMOPYIIIHI
IHCTPYKIIIi, Kl BU3HAYAIOTh €JIUMHUN 3 BaplaTUBHUX METOAIB Ta CIOCOOIB
00poOku 00mikoBO1 iHGOpMarlii. Bee Oimpliiie miaIPUEMCTB PETIAMEHTYIOTh HE
TUTBKM METOJUKY (DIHAHCOBOTO OOJIKYy Ta TOB’SI3aHUX 3 HUM MOJATKOBUX
pO3paxyHKiB, aje W OCOOJMBOCTI yHpaBIIHCBKOTO 00MiKy. B 00mikoBii
MOJTITHUIIL 3 YIPABIIHCHKOTO OOJIIKY 3a3HAYAIOTHCS IIEHTPHU BIAMOBIIAIBLHOCTI U
IIEHTPU OOJIIKY BUTPAT, METOIMKA KaJIbKYJIOBAaHHS Ta BU3HAUYCHHS COO1BApTOCTI
OPOYyKIIii, MOPSA0K (OpMYyBaHHS YIPABIIHCHKOI 3BITHOCTI TOIILIO.

Tomy 13 yCKIIaIHEHHSIM COIIAIBHO-€KOHOMIYHHX TPOIIECIB, BAHUKHCHHSIM
HOBHX 00’€KTIB OOJIKY, JIKUTATI3AIIEI0 eKOHOMIKA BHHUKAE HEOOXITHICTH B
yAOCKOHAJEHHI 00JikoBOoi momiTuku. [loganmpimmii  pPO3BUTOK I1HCTUTYTY

pernameHTanii o0JiKy moTpelOye pO3MMPEHHS MPEAMETHOTO IMOJs OOIIKOBOI
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NOMTUKU. B J0KyMeHTI mpo OOJIKOBY NOJITHKY HIAIMPUEMCTBA JOIIIBHO
nepeaoaunuTH 0e3MeKOBl aCIEKTH 00poOKH 00J11KOBOI 1H(DOopMaIlii, GopMyBaHHS
1 TOJaHHA 3BITHOCTI CTEHKXOJIIEpaM.

Kibepb6esneky B cucremi o6miky [ams-Ilanko FO.C. ta Mopo3 O.1O.
BU3HAYAIOTh SIK 3aXUUIEHICTh 1H(QOPMALIMHOI CUCTEMH MIANPUEMCTBA BIJl
BHYTPIIIHIX 1 30BHIIIHIX 3arp03, TOOTO 3aXHUCT MiANPUEMCTBA, HOTO KaJIpOBOIO 1
IHTEJIEKTYaJIbHOTO MOTEHLIay, 1H(OopMaIlii, TEXHOJIOT1, TPUOYTKY, TOAaHOI Ta
PUHKOBOI BapTOCTI MIANPHUEMCTBA, SKHN 3a0€3MEUy€EThCS CHCTEMOIO 3aXO/liB
CIEIIAJILHOTO IIPaBOBOTO, E€KOHOMIYHOTO, OpTraHi3aliiHoro, iHQpopMaIliitHo-
TEXHIYHOTO 1 COIIaJbHOTO XapakTepy, W0 BIUIMBAIOTh Ha (POpMyBaHHS
00J11KOBOT OMTUKH [23, ¢. 9]. OnHUM 3 NIEpIINX HAYKOBI[IB, XTO MOSICHUB BIUIMB
iH(popMaLiiiHOro cycniabcTBa Ta HU(GPOBOI E€KOHOMIKM Ha (HOpMYBaHHS 1
BIIPOB/DKEHHS 001iKOBOT moutiTuKy, € [Tymkap M.C., lllupda M.T. [32].

[lepenik cknagoBUX OOIIKOBOI MOJITUKHA Y pO3pi3l ii 00’€KTIB, Cy0’€KTIB,
METH 1 3aBJaHb, PIBHIB PETyJIOBaHHS HaJaB y HayKoOBIM mpairi
Tepacumony 1.A. [9]. [lpoBemeHe moCHiKCHHS Ja€e 3MOry cGhOpMyBaTH
KOMIUIEKCHE  PO3yMIHHSI ~ OOJIIKOBOI TMOJITKM Ta ii 3HAYEHHS A
(yHKILIIOHYBaHHS MIJNPUEMCTBA B yMoOBax TpaHcopmarlii Ta uudposizaii
colianbHO-eKoHOMIuHMX mpoueciB. Kadxa C. 3ampononysana iHdopmaiiiHo
MIAMOPSIAKYBAaTA  PI3HI BHYTPIIIHI periamMeHTd (rpadiku  JOKyMEHTOOOIT,
MPOEKTH aBTOMAaTH3allli 00Ky, MOCaAOB1 IHCTPYKIIii OOJIKOBHX MPAIIBHUKIB)
00 miKoBI# mosmiTuI mianpuemctsa [101].

[Tpomorxunu pociimkenns Alibha Salim Ta ixm [48], ki oOrpyHTyBau
BIUIMB OOJIIKOBOI TMOJITHKU HAa TMOMUJIKH B 00poOIll 00J1iKOBOI 1H(poOpMaIlii Ta
¢opmyBanH1 3BITHOCTI. Ha ayMKy aBTOpiB, ICHy€ 4YiTKa BIJIMIHHICTH MIiX
MOMUJIKaMH B 00poO1l 1iHdopMallii Ta 3MiHAMU B OOJIKOBUX MPUHIIMIIAX YU
MeToJlax OIIHKA. HeoOX1AHICTh pPO3MIMPEHHS IOJIOKEHb OOJIIKOBOI TOJITKH
(O6aikoBa momituka 2.0) gocmiguB Kim  Jihyun [105], Buxomsum 3
Tpancdopmarlii 3akonoaasctsa CHIA.

Takoxx Harrast Steven [92] 3ampomoHyBaB mepesik TMOJOXKEHb MO0
poboTu3allii BUpOOHUYMX TPOIECIB Ta MOBHOI aBTOMAaTH3aIlli 1H(POPMAIIMHUX
MPOIIECIB, K1 JOIUIBHO BiMOOpakaTH B OOJIIKOBIM MOMITHIl ITiATPHEMCTBA.

JlaroBceka O. Ta Jlockopix I'. [112] mosicHmiu BigMiHHICTE Yy (opMyBaHHI
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o6mikoBoi momituku IT miaAnpueMcTB BiA 1HIIMX Taldy3ed EKOHOMIKHU.
HaykoBisgimMu po3po06iaeHo cxeMmy OOJIIKOBOI MOITHUKH JJIs MIAINPUEMCTB, SKI
¢yskiionyots y chepi IT 0Oiznecy. Drokina N. 1 Kaipova Gulnara [74],
BU3HAYAIOYM KOHTEHT OOJIIKOBOi TMOJITUKH,  3HAYHy YBary MNpUIUTAIN
MOJIOKEHHSAIM aBTOMAaTU30BaHOro oOmiky. Ha ayMKy HayKoOBLIB, METOIHKY
aBTOMAaTU30BaHOi OOpOOKM 00IKOBOI 1H(OpMaIii AOLUIBHO BigoOpa)xaTu B
JOKYMEHTI IIPO OOJIIKOBY MOJITUKY MIANPUEMCTBA.

[IpoTe HaAyKOBIN aKIEHTYIOTh IOCHIIHKEHHS Ha MPOrPaMHO-TEXHIYHUX
MOJIOKCHHSIX OOJIIKOBOT MOJITHUKM OO0 KiOep3axucTy mianpuemctsa. [Ipore,
opraHizaifiiiHi acreKkTH KiOepOe3nmeKkH 3aJHIIalThCA 0332 yBarol HayKOBIIIB,
OI0 1 BHU3HAYA€ AaKTYaJbHICTh JOCHIKEHb Yy HalpsMKy O€e3MeKOBUX
KOMIIOHEHTIB OOJIIKOBOI MOJITUKHU MiAnNpueMcTBa. SIK HAcCHiOK, B OOJIKOBIN
MOJITUL MIJANPUEMCTBA JOILUIBHO BpaxyBaTH O€3MEKOBl TOJIOKEHHS st
oprasizarlii HaJleXKHOTO Kibep3axucTy 1HPOPMAIIITHOI CUCTEMHU MiANPUEMCTBA.
besmnekoBi periaMeHTH € CyKymHICTIO BUMOT, IPABHII, OOMEXKEHbB, MTOPSAKIB i
Ta BIJMOBIIATBLHOCTI TEPCOHANY IMI0A0 OOpoOKM Ta Tmepenadi OOJIKOBOI
iHQopMmalli 3 METO JOCSATHEHHS 1 MIATPUMKH CTaHy MaKCHUMalbHOI
iH(hopMaliiHOiI Ta KibepOe3neKn MiAIPUEMCTBA.

[ndopmMmariitna Oe3neka MIANPUEMCTBA OE3MOCEPEAHBO 3aNICKUTHh  BIJl
e(deKTUBHOI OOJIIKOBOI MOMITUKH miAnpueMcTBa. YiTka periameHTaiis B
OOJIIKOBIM TOMTHIN i ¢axiBmi 3 OO0JIKYy Ta YHOpaBIHHSA IMIOA0 300Dy,
peecTparii, 00poOku Ta mepeAadi iHGpopMaIlii 3HaYHO MiHIMIZYy€e 1HPOpMaIIiifHi
3arpo3u. Y BHMAJAKy HEHAJIEKHOI yBard KEpiBHUIITBA IMiJMPUEMCTBA O
KOMYHIKAIIMHUX 3B’43KIB Y BHYTPIIIHROMY Ta 30BHIIIHbOMY 1H(OpMaLiiHOMY
CEpEJIOBUIIl TOSBIISIIOTHCS MOMJIMBOCTI JIO MAaHIMYJIOBAaHHS OOJIIKOBUMU
JaHUMU Ta iX BUKPAJICHHA 3 METOI0 3aBJaHHS 30UTKIB MIAMPUEMCTBY YH
oJIep>KaHHSA HempaBoMmipHOi Burogn. «Cmabki Mici» B iHGOpPMAaIiHHIN
IITICHOCTI MANMPUEMCTBA MOXKYTh OyTH BHKOPHUCTaHI TPETIMH O0CO0aMU 3a7is
OJIepaHHS JOCTYIYy O KOMEPIIHHOI TaeMHUII mianpuemMcTBa. [Hdopmariiina
Oesreka OOOB’SI3KOBO TMOBMHHA OyTH KOMIUIEKCHOIO, BpaxoOBYBaTH YcCi
KOMYHIKAI[iiHI KaHaJd Ta 3B A3KM MDK Yy4YacHHKaM OOJIIKOBOTO MpOIECY,
nepeadavyaTy peaiizalliio MpaBOBUX, TEXHIYHUX, TPOTPAMHUX Ta OpraHi3amiifHIX

3aXO0/I1B, IO PETJIAMEHTYIOTHCS 00JIIKOBOO TOJIITHKOIO TIITPHEMCTBA.
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Sxmo cy0’eKT rocrnofaproBaHHS XapaKTepU3Ye€ThCs HASBHICTIO 3HAYHOI

KUIBKOCTI TpAIiBHUKIB, CKJIAAHICTIO CTPYKTYpH VYIIPaBIIHHSA, 3HAYHUMU

obcsiraMyd TOCHOAAPChKOI JISUTBHOCTI, MOXJIMBUM BaplaHT 13 (opMyBaHHS
3a0e3neYeHHs

OKpPEMHUX PErJaMEHTYIOUMX JOKYMEHTIB 3a HampsMKaMu

KiOepOe3rekn 3 peanmizaii€elo 1HGOPMALITHOT CYMICHOCTI Ta €JHOCTI 3
0OJIIKOBOIO MOJIITHKOIO MiAnpueMcTBa. OOJIIKOBA MOJITUKA B TAKOMY BHIAJIKY
MOX€ OyTH IHTETpaTOPOM YCIX BHYTPIIIHIX PETJIaMEHTIB I10JI0 3a0e3NeYeHHs
Ki0epOe3nexku. 3aBAsiku CUCTEMI OyXTalnTepchKOro 00Ky Moxke (popMyBaTucs
BHYTpIIIHE TPABOBE MOJI€ OpraHi3ailii Ta METOJUKH KiOep3axHUCTy, IO pa3oM
CTAHOBUTH  OOJIKOBY TIOJNITHKY MiJANPUEMCTBA.

[ndopmarriiina cxema

O€3MEeKOBUX MOJOXKEHb, M0 3a(iKCOBaHI Yy BHYTPIIIHIX HOPMAaTUBHUX

JIOKYMEHTaxX Ta OOJIIKOBIM MOJITHII, TOJIaHO Ha puc. 3.1.

Ioso:xenust npo IToJs10:xeHHs PO KOMeEpUiitHY Iocanosi
cary:x0y KibepOesnexu TAEMHUIIO — BU3HAYCHO MEPENTIK iHcTpyKLii —
— BU3HA4YCHO NOPALOK iH(popMallii 3 pi3HUM piBHEM peraaMeHTOBaHO
CTBOpCHHA, J KOH(bIIeHITIITHOCTI | [IpaBO JIOCTYIY JI0
(yHKIIOHYBAHHS, A 1HpOpMaLIHHUX
npasa Ta'o603?5131<1/1 v pecypcis
TpAtIBHUKIB Oyukuionanshi|  [epenik Knacudikaris
000B’s13KH iHdopmalii, |mpariBHUKIB 3a
MoaiTnka ' TPAIBHHKIB 3 o € piBHEM TexHiuHM
BHKOPHCTAHHS iH(popMaLiiHOT | KOMEPLUiIHHOIO JOCTYTY nacnopr
MNPOrpaMHOro Gesnexn TaEMHMLICIO TepuTopii —
3a0e3nevyeHHs — Hopsinox Knacudikarris O TEPUTOPIi
KOHTPOJIb OHOBIICHHA | (O)grioBa | PYMILICHD 3a Ha (QyHKIIOHANBHI
cBoeyacHocTi |[€®| MHporpam Ta . MpaBoOM > 30mu 3 MeTOO
: i MMOJIITHKA
OHOBJICHHS, IH@OPMaHIHHa JIOITYCKY KOHTPOJIIO 3a
CUHXpPOHI3allii Ta CHMHXPOHI13aII1s] MepeMIleHHsI 0Ci0
ABTEHTUYHOCTI 3nificHeHHs Iopsimox 3acTocyBaHHA Ta BUKOHAHHSX
nporpam 30BHIIIHIX | BAKOPUCTAHHS | €JIEKTPOHHUX poboYKX 3aBIaHb
KOMYHIKAIli} 3 | KOMIT'FOTepHOI | KITFOYiB sl |
KOPHCTYBa- TEXHIKH Ta JOOCTYIy A0
MoxiTnia YaMH JIAHUX porpam iHbopmaii MogiTuka kepyBaHHs
yHpaBinns 4 €JeKTP. KJII0YaMH —
soBHiMHiMM MoaiTuka yn aBJ;;HHH OCTYIIOM /10 y BHIRAHEHO AT OPHTN
HOMYHIRAIIIMH — ‘ l'lpOl"paMH)(,)-”lI“)eXH. 3a6e§nquﬂﬂﬂ Hf MPUEBOCHEM 1
BCTaHOBJICHO THUIIN . BUKOPUCTAHHA
O6MIHHFX IDOTOXOIIB 00MeKeHO BUKOPUCTaHHS TEXHIKH T2 HdPOBIX Mi/MHCIB i
T4 IOKYMEHTIB porpaM B OCOOUCTHX ITIJISAX naponis

Puc. 3.1. be3nekoBi pernaMeHTH B 00TIKOBIN MOMITHIN TIIPUEMCTBA Ta

BHYTPIIIHIX HOPMATUBHUX JOKYMEHTaX

JIxepeno: chopMOBaHO aBTOPOM

131




OCHOBOIO ~ KOMIUIEKCHOI ~ cucteMu  iHQopmariiiHoi  Oe3meku  Ha
MIMNPUEMCTBI € TIOBHUM PO3MOJLI IpaB JOCTyIy 110 00J1KOBOi 1H(opMmaIii.
VYciM 00IKOBUM Ta yHpaBIIHCBKMM IMPAIliIBHUKAM 3aJICKHO BIJI MOCAau Ta
1€EpapXi4HOTO PIBHSA B CHUCTEM1 YMPABIIHHA JOIIJIBHO OOMEXHUTH (I3UUHUN
JOCTYN 10 0a3 JaHUX yepe3 MEXaHI3M 1HJIUBIIyadbHUX U(DPOBUX MIAMUCIB. 3
METOI0 3a0€3MEeYEeHHS] PO3MOJIIEHOr0 JOCTYyHy A0 OOJIKOBOI 1H(pOpMAaIii
HEOOXITHO Ha MAOPUEMCTBI po3pooutn IlonokeHHd 1Tpo KOMEpUidHYy
taemHuIto. Ha nymxy bopumcekoi K.II. Ta Kinzepcekoi H. B., y mosoxenHi
HEOOX1THO YITKO 3a3HAYUTH, 5Kl BIJIOMOCTI € KOMEpPIIHHOK TaE€MHHUIICIO,
MOPSIIOK BITHECEHHS 1X /0 TaKUX, YMOBM 30€piraHHs, a TaKOX IpalliBHUKIB
MIIMPUEMCTBA, SIKI MOXYThb NE€pelaBaTH 3aKpUTI BIJOMOCTI IpPEACTaBHUKAM
Jep)KaBHUX oOpraizarii [5, €.17].

VYBech mnepcoHan MOIAIPUEMCTBA HEOOXIAHO PO3AUIMTH Ha PIBHI MpaB
nocrymy. Y IlomoxeHHI Mpo KOMEPIIHHY TA€EMHHUIIO JOIUIHHO PO3MICTHTH
TaOIUILFO BIIIIOBITHOCTEN KO>KHOT'O mpaliBHAKA  1HJAMBIIyaJbHOMY
oesnekoBomy piBHIO. OOcar HagaHoi iHMopMmalli Mae OyTH JOCTATHIN IS
BUKOHAHHS (PYHKIIOHAIbHUX OOOB’SI3KIB a00 MNPUUHATTS €(QEKTUBHUX
YOPaBIIHCHKUX pIIEHb. Y TMOCAJOBUX I1HCTPYKIISAX KOMXHOTO IpaliBHUKA
3a3HAYAETHCS PIBEHB JIOMYCKY J0 KOMEPIIMHOI TAEMHHUII Ta BiJMOBIIAJIBHICTh
3a ii posroniomeHHsa. SIK HacmigoK, oOJikoBa iH(oOpMaIs 0OMEXY€ETbCS IS
OONIKOBMX Ta yHpaBMiHCHKUX (axiBIiB Jsmimie chepor iX mIpsMux
(GyHKIIOHATLHUX ~ TMOBHOBAXEHb. [Ipw  3pocTaHHI 1€papXi4HOTO  PIiBHA
yIpaBJiHHS 30UIBIIYETHCS 1 MACUB JOCTYIHO1 JIJIi O3HAMOMJIEHHSI 00JIIKOBOI
1H(popMmarii.

O060B’43KOBO B OOJIIKOBIM MOJITUII TIAMPUEMCTBA HEOOXITHO 3a3HAyaTH
TepMiH Jii TOBHOBa)KE€Hb 3 JIOMYCKY MPAIIBHUKIB O KOMEPIIHHOT TAEMHUII.
TpuBamicTte nii mpaB AOCTYyIly MOPSAMO TMPOMOPIIiAHA PIBHIO B iepapxii
yopaBiaiHHA. {75 mpaimiBHUKIB HIDKYOTO KBali(piKamiitHOTO PiBHS HEOOXITHO
CyTTEBO CKOPOTHUTH KaJICHIapHUM Yac Ta oOCiIr JOCTymy [0 OOJIIKOBOT
iH(dopmartii. Jluie 13 3pocTaHHAM CTaxXy Ta MPOQPECIHHUX HABUYOK JOIIHHO
30UIBIITYBaTH PiBEHb 1HPOpMAIIHHOI JOBIpHU 10 0ocobu. KopuryBaHHs 4acoBOTO

JTOMYCKYy J10 KOMEpIIMHOI TaeMHHUIl 3a0e3MeUYUTh YHUKHEHHS BHUTOKY
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KOH(IIEHIIINHUX OOJIKOBUX JaHUX 4Yepe3 BHUCOKY IUIMHHICTh KaJIpiB YH
TUMYACOBO NPUNHATHX HA pOOOTY areHTiB iHPpOpMaIIHHUX 3JIOBMHUCHHKIB.

3 METOI0 HEAOMYIIEHHS CTOPOHHIX OCI0 10 TepUTOpli MiAIPUEMCTBA
BUKOPHUCTOBYEThCS ~ aBTOMATHU30BaHA CHUCTEMa  MPOIYCKHOTO  PEXKUMY.
PexoMeHi0BaHO 00JIalHATH yCl TMPUMIIIEHHS MIANPUEMCTBA TEXHIYHUMU
npucTposamMu crexeHHsa. [logibHo 10 (QyHKIIOHYBaHHS CHUCTEMH JOCTYITY
nepcoHaly a0 OOJiKOBOi 1H(QOpMAaIlil JOLUIIBHO OpPraHi3yBaTh KOHTPOJb 32
NEepPEMIMICHHSIM TMPAIIBHUKIB TI0 TEpUTOpii mianmpueMcTBa. B oO0mikoBid
MOITUIII HEOOX1THO TepeadayuTy Kiaacu(ikaliio MPUMIIICHbh 3a IIPaBOM
JOTMYCKY PpI3HUX TPyl TMpaIiBHUKIB. 3aBISKA CHUCTEM1 aBTOMAaTH30BaHOIO
MIPOIYCKHOTO PEXKUMY 3a0e3MeuyeThCcsl KOHTPOJh 3a HECAHKIIOHOBAHHUM
MepecyBaHHsIM MEpPCOHATY. 3a00pOHSAETHCS IPOXi OCIO O MPUMIIIEHb, K1 HE
BIIHOCSTHCS JI0 MPSIMO1 iX KOMIIETEHI[lI Ta HE MPU3HAYEHI i1 BUKOHAHHS
(GyHKII1IOHATbHUX TTOBHOBAXKEHb.

Takoxx JOIILHO 3AIMCHIOBATH KOHTPOJIbL 3a JOCTYIOM TMPAIliBHUKIB 10
KOMIT FOTEPHO-KOMYHIKAIIHHOI TeXHiKA. KoM’ toTepHa, TeleKoMyHiKalliiiHa Ta
MepexeBa CUCTEMU HaJleXaTh MIANPUEMCTBY, IO BUMAarae BUKOPUCTAHHS ii
JuIIe JJisi BUKOHaHHS poOouux 3aBaaHb. [loBHICTIO 3a00pOHUTH TEPCOHATY
BUKOPHUCTOBYBATH MPOrPaMHO-TEXHIYHE 3a0€3MeYeHHS] B OCOOMCTHX LIJIATH
TOCUTh CKJamHo. JIOMINBbHO BH3HAYATH B OOJIKOBIM TMOJITHIN TOPSIOK
BUKOPHUCTAHHS TEXHIYHOI Ta MpOorpamMHOi 1HOPACTPYKTYypHU MiANPUEMCTBA 3
METOI0  HEJOMYyIIeHHS  BUTOKY  KoH(pimeHmiitHoi  iH(opMmamii  depes
HECaHKI10HOBaH1 1H(popMalliiiHi cepBicu. Tomy HEOOX1HO 3a00pPOHUTH TOCTYM
3 poOOUYMX KOMII'IOTE€pPIB JI0 TEBHOTO MPOTrpaMHOro 3a0e3rnedyeHHs, BeO-
pecypciB Ta €JIEKTPOHHOI TIOIITH, IO MOXYTb OyTH BHUKOPHUCTaHI
3MIOBMUCHUKAMH JIJIi  TOpylIieHHs 1H(opMamiitHoi  Oe3meku  cy0’ekTa
rOCTIOJapIOBaHHS.

B nomatkoBoMy BHYTPIIHBOMY pETJIAMEHTI HEOOXITHO TMepeadoadnTH
NEPeTiK YChOro MPOrPaMHO-TEXHIYHOTO 3a0€3MeYeHHs B PO3pi3l MpaB AOCTYITY,
SIKUM MOKE€ KOPHUCTYBATHCS IepcoHa manpueMcTBa. B mokymenti «Ilomitrka
YIOPABIIHHSA JIOCTYIIOM JO0 MPOTPaMHO-TEXHIYHOTO 3a0C3MEUCHHS» JIOIIIBHO
BKa3aTH Ha 3a00pOHY: 3MIHIOBAaTH 1 KOIMIOBaTH (haijid, M0 HAJICKATh 1HITUM

KOpPUCTyBadaM; BCTAHOBIIIOBATH Ha KOMITIOTEpaX 1 B MEPEXl CTOPOHHE

133



nporpamMHe 3a0e3NeueHHs]; MEePecHSiaTh EJEKTPOHHOK TMOIITOK  Oyb-aKi
JOKYMEHTH 1HIIUM 0co0aM 1 OprafizaimisiM; pO3MIITyBaTH OCOOHUCTI
OrOJIOIICHHS, KJIOMOTaHHS, peKJIaMHi mpomo3uiii Ttomo [22, ¢€.318].
OOOB’SI3KOBO PEKOMEHIOBAHO 3a3HAYUTH MPO MOXKIJIMUBICTH MOHITOPUHTY Ta
NEPEBIPKU KEPIBHUUTBOM MIANPHEMCTBA 3MICTY ycCl€l 1Hpopmarllli, fKa
BIINPABJISETHCS 3 TEXHIUHUX MPUCTPOIB Ta KOMIT IOTEPHUX MPOTrpaM CyO’€KTa
roCroJaplOBaHHS.

Cucrema pO3MOJIIIEHOTO JOCTYIy PpEali3ye€ThCcsl 4Yepe3 MeXaHi3M
mudpoBux  mianuciB. KokHOMYy — TpalliBHUKY  HAJA€TbCsl  OCOOMCTHH
CJICKTPOHHUX KIIIOY, SIKUM JTOMOBHIOETHCS JIOTiHOM Ta mapojieM. L{udposwuii
KJIIFOY BBOJUTHCSA JO MPOTrpaMHOrO 3a0€3MEUCHHs] TpalliBHUKa Ha BCiX
TEXHIYHUX MPUCTPOAX BUKOHAHHS (PyHKIIOHANbHUX 000B’sA3KiB. [lepcoHanbHi
KOMIT FOTEPH Ta MOOUIBbHI MPUCTPOi MOKYTh OyTH BUKOPHUCTaHI EPCOHAIOM Ha
TEepPUTOPIi MIAMPUEMCTBA Ta 1M03a Horo Mmexxamu. L{ludpoBuil Kit0d € BUKITIOYHO
MepCOHAJII30BaHUM 3 METOI0 1JICHTH(IKAIll KOKHOT 0COOHU, BIAMOBIAAILHOI 32
peanizamniro iHGOPMAIIHHUX MPOUEAYP. 3aBASIKHA CUCTEMI ITUGPOBUX MiAMKUCIB
MOXHa 3JIIMCHIOBATH KOHTPOJIb 3a BCIMa 1H(QOpMAIIMHUMHU pecypcaMH Ta
TEXHIYHUMU MPUCTPOSIMU, 3 IKUMU MaB CIpPaBy OOJIIKOBHI UM yIpPaBIIHCHKUI
¢daxiBeub. PekomeHmoBaHO NpUIHATH Ha MiANpUeMcTBl [lonokeHHs Mpo
3aCTOCYBaHHS IU(POBUX  MIAMKUCIB, SKAM PETIAMEHTYEThCS  MPOIIEC
MIPUCBOEHHS T4 BUKOPUCTAHHSI KJITIOYIB JJOCTYITY J0 001IKOBOT iH(OpMAaITii.

CucreMa eNeKTpOHHUX KJIIOYIB aKTUBHO BHUKOPHCTOBYETHCS 3 METOIO
3axucty Ta iAeHTHdIKamii 1HQOpMaUIMHUX KOMYHIKaUld 3 (ICKaIbHOIO
cny’k0010 KpaiHu. ToMy OUIBIIICTE MIANPUEMCTB YK€ MAalTh JOCTATHIO
1H(DpacTpyKTypy Uil BUKOPUCTaHHS LUPPOBUX MIANUCIB B 1HQOpMALITHUX
nmporecax. PekoMeHI0BaHO MOMOBHUTH ICHYIOYY CHCTEMY aBTEHTH(IKaIil
mocajioBux o0ci0 dYepe3 O0O0OB’S3KOBE TIPUCBOEHHS YCIM OOJIIKOBUM Ta
YOPaBIIHCHKUM  TIpaIliBHUKAM  1ICHTH(PIKOBAHUX  EJIIEKTPOHHUX  KITFOUiB.
Hudposi mianuci iaeHTU(IKYIOTH MpaliBHUKA B MpOLECl BHYTPINIHIX Ta
30BHIIIHIX KOMYHIKAIIH.

JIist 30BHIIIHIX 1HQOpPMAILITHUX 3B’S3KIB BaXKJIMBO BKa3zyBaTh oOpaHi
KOMYHIKAIlIliHI KaHaJIi. 3 METOI0 HEIOIMYIICHHS BUKpaACHHS KOHMIACHIIHHNX

JaHUX BAXJIMBO PETJIAMEHTYBATH 1H(OpMaIliifHI TOTOKH B OOJIKOBIN MOITHII
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HiANpUEMCTBA. SIKIIIO KOMYHiKallli BiIOyBarOThCS HANpPsIMy 3 KOHTPAareHTOM,
HEOOX1THO 3 KOXXHUM Cy0’€KTOM TOCMOJaproBaHHS (IHCTUTYIIEIO) YKIIaIaTh
JOTOBIp MO0 CXeMHU opraHizailii iHGopmaliiiHuil 3B’sA3KiB. 3arajibHI YMOBHU
JIOTOBOPIB CHUHXPOHI3YIOTBHCS 3 OOJIIKOBOIO MOJITUKOIO MIAINPUEMCTBA MO0
MOPAAKY, TEXHOJIOT11 Ta IPOrpaMHO-TEXHIYHOTO 3a0e31eYeHHS
iHpopmaniiHoro  oOMmiHy.  KoMyHikamiiiHi  3B’SI3KM 3 30BHILIHIMHU
KOpPHUCTyBauaMu 4epe3 BHKOPUCTAHHS TOCEpPEAHHKA-OIepaTopa MOTPeOYyIOThH
MIIKIFOYEHHS MIAIPUEMCTBA JO0 3arajJlbHUX TEICKOMYHIKAIIMHUX KaHaiB
3B’s13Ky. KepiBHUITBY mignmpueMcTBa HEOOXIHO BHOpaTH Ta BigoOpa3uTd B
OOJIIKOB1# TOJIITUIIl METOJUKY KOMYHIKAITIH.

Sx 3a3navarote bopumceka K.II. Ta Kinzepcbka H.B., Ha punky
NpAIOIOTh  CHEIONEepaTopu, sKI  MPOMOHYIOTh KOMIUIEKC TOCIyr 3
MDKKOPIIOPATUBHOTO OOMIHY €JEKTpOHHOIO iH(dopmalieo: 1) mociyru 3
oprasizarfii IepMaHEHTHOTO OOMIHY JaHUMU — «IIAKIIOYEHHS 10 MEPEXI»; 2)
MOCJIYTH 3 mepenadi 00iKoBoi iHGopmarli (micas MiIKIIYeHHS) — «IOCIyTH
3B’s3Ky» [5, ¢.19]. BiaMmiHHOIO pHCOIO METOAIB 30BHIMIHIX KOMYHIKAIIN €
KUIBKICTh  aKTiB 1H(popMmauiiiHoro o60miny. Ilpu BHKOpHCTaHHI METOIY
KOMYHIKAII «IIAKIIOYEHHS JO MEpeXD» OOJIIKOBUM BII MIANPUEMCTBA
oJiepkye OOJIKOBY 1H(GOPMAIIIIO OJpa3y Micis 1i HaJCUJIaHHS Bij BIAIIPaBHUKA.
Y iHmoMmy Bumaaky («IOCIyTH 3B’SI3Ky») B OOJIKOBIA  TOJITHII
PEKOMEHIOBAHO 3a3HAYUTH Yac MIIKIIOUYCHHS MPOTPAMHOIO 3a0e3MEeUYeHHS 10
KOMYHIKAIIIHHUX KaHaJIIB 3 METOK 3aBaHTa)KCHHS/BUBAHTAXKCHHS OOJIIKOBOI
iH(dopMarllli, akyMyJbOBaHOI BiJi MOMEHTY NOMNEPEIHbOr0 1H(MOPMALIIHOTO
OOMiHY.

3arpo3nuBuM st iHQopmaliiHoi 0e3neku B aBTOMAaTU30BaHIA CHUCTEMI
00JiKy MOXe OyTH IIaxpaiicbke BUAO3MIHEHHSI CTIEI[iai30BaHOTO MPOTPAMHOTO
3a0e3neueHHsl. B KOMI’tOTepHI MpOrpamMu MOXYTh OyTH BHECEH1 3MiHU a0o
BOHM MOXYTh OyTH TIAMIHEHI 3JOBMHUCHUKAMU 3 METOIK BHUKPAJICHHS
KoH(pineHiitHoi  o0mikoBoi  1HQopMmamii. [Hdopmariiinuii  3axucT  Ha
OIAOPUEMCTBI  Tiepeadavae  MOCTIMHUM — KOHTPOJb 32  aBTEHTUYHICTIO
NPOrpaMHOTO 3a0e3MeUYeHHs] Yepe3 MEXaHi3M OTPUMaHHS Ta KOHTPOIIIO
CJICKTPOHHUX CePTU(IKATIB BiJ PO3pOOHUKIB. 3 BUPOOHWKAMHU MPOTPAMHOTO

3a0e3nmedYeHHs] JOUUIBHO YKJIACTH JOTOBIp MNP0 TEPIOAWYHE MiATBEPIKCHHS
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ceptudikary a0cTOBIpHOCTI. B 0O07IKOBIM TOMITHIII HEOOXITHO 3a3HAYUTH
NEePIOAUYHICTh TIEPEBIPKU KOXKHOI KOMIT FOTEPHOI IporpaMu Ha Tpeamer ii
ABTEHTUYHOCTI Ta MiTicHOCTI. OOOB’SI3KOBUM € TIJITBEP/KCHHS €JIEKTPOHHOTO
cepTudikara po3poOHUKOM TICIISI KOYKHOTO ITOHOBJICHHS IIPOTPaMH.

[Iporpamue 3a0e3nedeHHs A L€ aBTOMaTH3alii 001Ky 00OB’SI3KOBO
MOBUHHO OYTH HaJlJI€HE HACTYMHUMH BJIACTUBOCTSAMH: CYMICHOCTI 3 IHIIUMH
KOMIT'IOTEpPHUMH TIPOrpaMaMH, OINEPATUBHOTO KOPUTYBaHHS MOMWIOK Ta
BHECCHHS IONPABOK 03 MPHU3YNMUHEHHS OOJIIKOBOTO IPOIIECY, BIIHOBJICHHS
pe3yJbTaTiB POOOTH Yy BHUIAJAKY TOIIKOKEHHS MPOTrPaMHO-TEXHIYHOTO
3a0e3nedyeHHs. OcoOaMBOI yBaru 3 TMO3MINT 3aXUCTy OOJIKOBOi 1HQoOpMaIii
noTpeOye MOKJIMBICTh 1HPOPMALIIITHOI CUHXPOHI3allli MPOrPaMHHUX MPOIYKTIB
pPI3HUX BUPOOHUKIB. 3 METOI Oprasizaiii BUIbHOTO 1H(QOpMaliitHOro O0OMiHY
HEOOXIJIHO BKa3zaTh B OOJIKOBIM MOJITULI THUO MOPOTOKONY uu ¢dopmar
oOMiHHOTO (ainy, aKuil Oy/ie BUKOPUCTAHUHN i1 CUHXpOHi3alii. BuzHaueHHs
BUJly KOMYHIKAI[IMHUX KaHAJIIB MPU BCTAHOBJICHHI 3B 3Ky MDK MPOTPAMHHUM
3a0e3MeYeHHsIM JTO3BOJIUTh MIHIMI3YBaTH 1H(GOpMAIIHI 3arpo3u BTPATH
iHdopmalli yM ii BUKpAJEHHS 4Yepe3 BUKOPUCTAHHS HEBIIOMUX MPOTOKOJIB
oOmiHy. OOnikoBa  MOJITUKA  PErjJaMEHTyE  TOPAJOK  CHHXPOHHOTO
BUKOPUCTAHHS KOMIT FOTEpPHUX MpOrpaM, M0 HE JacTh 3MOTH MOMIIUTHUCS
OONIKOBMM  Ta  yHpaBIiHCBKUM  (axiBIsIM Yy  Tporeci  BUKOHAHHS
¢yHKIIOHATEHUX 000B’A3KIB.

AHaJIOTIYHO HEOOX1THO 1 BU3HAYNTH METOJMKY Ta BIAMOBIIAIBHUX 0CIO 3a
BHECEHHSI TPABOK y AJITOPUTM POOOTH IporpaMHoro 3abdesneueHHs. O0I1KOBUM
(axiBLSIM 3 BUCOKHM PIBHEM JOBIPU 10 KOMEPLIAHOI TAEMHUIII MINPUEMCTBA
JOIIJILHO HAJIATH MPABO KOPUTYBAHHS MOMUJIOK Ta aKTyai3ailii KOMI FOTePHUX
porpaM BIAMOBIIHO A0 3MIH HaIIOHAIHHOTO 3aKOHOJABCTBA YM IHIIHMX
YUHHHKIB 30BHIITHBOTO cepenoBHIa. TakoX HEOOXiTHO B OOIIKOBIM MOMITHIN
MIIMPUEMCTBA BU3HAUYNUTU TOPSJIOK MEPMAHEHTHOTO TECTYBAHHS IMPOTPaAaMHUX
OPOJYKTIB Ha MPEAMET iX aKTyaJlbHOCTI Ta KOPEKTHOCTI. B MeBHI MPOMIXKKH
yacy OOJIKOBMM Ta YIPaBIIHCBKUM (axiBIsIM HEOOXIIHO JOPYUHUTH
MOKJIMBICTh BHECEHHS Ta OOPOOKU 3MOJEIL0BaHOI 00JI1KOBOT 1H(popMaIlii, ska
Ma€ IMOBIPHICHUN XapakTep. [HIIMMH cloBaMHu, MOJCIIOETHCS EKOHOMIYHA

cuTyariss y mporeci (yHKIIIOHYBaHHS MIANPUEMCTBA 3  BIJIMOBIIHUM
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BiIOOpaXKE€HHSIM B CHUCTeM1 OOJIIKy Ta ympaBmiHHA. [licnsa miaTBepkeHHS
e(EeKTUBHOCTI aBTOMATH30BaHUX M1 1H(OpMaIlisd BUIYYAETHCS 13 CUCTEMHU 3
METOI0 YHUKHEHHS BIUIMBY Ha peajbHI €KOHOMIUHI MOKa3HUKH iSTILHOCTI
cy0’€eKTa TOCMOAAPIOBAHHS. 3alUIIAETHCS JUIIE 3BIT, KU NEpeaaeTbes s

O3HaMOMJIEHHSI KEPIBHULUTBY H1AIPUEMCTBA.

3.2. BnimB opranizaniiHuX YMHHHUKIB Ta (popM 00/1IKOBOI0 AyTCOPCHHTY HA

Ki0epOe3neKy miaAnpueEMCTB

Tpancdopmariiss  COIIaIbHO-€KOHOMIYHUX  TIPOIECIB B YMOBax
CTAHOBJICHHS UHU(PPOBOI EKOHOMIKHM (OpMy€e YHIKAIbHI MOMXJIUBOCTI IS
oprasizaifii Oyxrajirepcbkoro o0diKy. BaxiuBuM onTuUMIZalliiHUM METOIOM
oprasizaifii 0OJiIKOBUX IMPOLECIB € iXHE JEJIETyBaHHS CTOPOHHIM IHCTUTYLISAM
(ayrcopcunr). OONMIKOBUI ayTCOPCUHT B YMOBaxX BUKOPUCTaHHS KOMIT IOTEPHO-
KOMYHIKAl[IMHUX  TEXHOJIOTIM  ypI3HOMAHITHIOETBCA 10  JIEKUIBKOX
oprauizamiinux ¢opm. Cepen HaWOUIBII mOMyIsipHUX (GOPM  OpraHizaiii
JieNieTyBaHHsI OOJIKOBUX IOBHOB&)XEHBb CJiJi BUOKPEMIIIOBATH ayTCOPCHHT:
Crieliani30BaHOI0 ¢bipmoro, HE3aJIeKHUM 00JIIKOBUM daxisiem,
IMIUIEMEHTOBaHUM OyXrajrepoM-ayTcTaepoMm, XMapHUM CEpBICOM OOpOOKHU
1H(popMmarii.

JloHe1aBHa HAWOUIBIN MOMYJSIPHOIO (POPMOIO OOJIIKOBOIO AaYTCOPCUHTY
OyJ0 3aJmydeHHsI CTeIiai30BaHOi ayTCOPCUHTOBOI (PipMH, IITaTHI MPAIIBHUKH
AKOT BHUKOHYIOTH (YHKII 3 OOpoOKH MEepBHUHHMX AaHUX Ta (OpMyBaHHS
3BITHOCTI MiAMPHEMCTBA. JIOCUTh Y4acTO ACICTyYBaHHS OOJIKOBHX ITOBHOBAXKCHB
peanizyroTh ayauToOpchki (ipMu, 10 € CYyNyTHIMH IOCIyramMu ayauTy. 3
JUCTAHIIIOBAaHHSAM Tpall nepcoHany, 3ymoBieHoro nanjaeMiero COVID-19 Tta
BIMCHKOBUMHM 3arpo3amMu, akKTyali3yeTbCid MOXIIMBICTh mepenadl (QyHKIi
00Ky He3aIe)KHUM O00miKoBUM (axiBisMm. Taki 30BHIMHI OyxranTtepu €
caMO3allHATUMU 0co0aMu 1 HA OCHOBI JOTOBOpPY HaJalOTh MOCIYTH

ayTCOPCHUHTY.
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I'6puaHOIO0 (POPMOIO ayTCOPCUHTY, sIKa MOEIHYE IOINEpPEeHI BaplaHTH, €
ayrctadinr. 3a ymMoBamMu JOTOBOpY ayTcradinry oOumikoBi (axiBI, L0 €
MTATHUMHM TIpalliBHUKAMU HE3AJIGKHOI 1HCTUTYIII IMIUIEMEHTYIOThCSA Y
(GYHKIIIOHATIBHY CTPYKTYPY aJAMIHICTPAaTHBHOTO TEPCOHATY IIiAMPUEMCTBA.
Aytcradepy xoua 1 OpallOlOTh Ha MIANPUEMCTBI, SIKE 3aMOBUJIO MOCIYTH
OOJIIKOBOTO ayTCOPCUHIY, ajle MiANOPSAAKOBAaHI ayTCOPCUHIOBIA  (ipmi.
BianoBianbHICTh 3a peanizallio 00JIKOBUX MPOIECIB Hece (ipMa, 0 HaJae
nociayru ayrcradinry. TakoX PO3BHUTOK KOMIT IOTEPHO-KOMYHIKAIIMHUX
TEXHOJIOTIM TPHU3BIB 10 aKTHBI3AIlli XMapHOTO JCJIEeryBaHHS OOJIKOBHUX
MOBHOBaKE€Hb. XMapHI CEpPBICM  AyTCOPCHUHTY BHKOHYIOTH  HaWOLIBII
TPYIOMICTKI THUIOBI Ipoleaypu oOpoOku iHpopmarlii. BpaxoByroun 3HaYHUI
pIBEHb aBTOMAaTH3allli 0OYUCIIOBAIBHUX POOIT, XMapHUN ayTCOPCUHT € OLIbIII
ONTUMAJbHUM BapiaHTOM Y YaCTHHI OpraHi3allliHUX BUTpPAT y MOPIBHAHHI 3
1HIIMMU (opMaMu JeNIeTyBaHHs O0TIKOBUX MTOBHOBAYKEHb.

Pazom 3 BapTiCHUM KpUTEpiEM CENEKIli opraHi3aliiHux ¢Gopm
ayTCOPCUHTY JIOIIJIFHO BUOKPEMITIOBATH KOMILUIEKC OpraHi3alliiHuX YMHHUKIB,
Kl XapaKTepU3yIOTh METOIAUKY Ta OpraHizaimilo OO0JiKy Ha HIANPHUEMCTBI.
BapiatuBHICTh OprasizaliiHMX YMHHUKIB € MPUYMHOI BUOOPY MEBHOI (HopMHU
ayTCOPCUHTY JUIsl KOXHOTO CyO’€KTa TOCHOJApIOBaHHS, IO MIHIMI3YE
Kibeppusuku  HWoro  (QyHKIIOHYyBaHHA. [HIIUMH ~ cloBaMu,  OOpaHMIA
OpraHi3alliiHu{  BapiaHT JeJeryBaHHS OOJIKOBUX TOBHOBa)XEHb Mae
3a0e3nevyBaTH MaKCUMaIbHUHN piBEHb KiIOEp3aXUCTy MIAMPUEMCTBA.

HeoOxinHocTi  KiOep3axucTy MIANPUEMCTB B YMOBax ayTCOPCHUHTY
NpUAUSIETHCS 3HaYHA HayKoBa yBara. 3okpema, Nassimbeni G., Sartor M. Ta
Dus D. nocnianin OpUYvHYA Ta HACHIJKU PU3HUKIB BIIPOBAKEHHS Ay TCOPCUHTY
ta odmopiary. OIIHIOIYA MOTEHINNHI PU3UKU 3a METOJOM aHajli3y BiJMOB i
iXHIX HaCHIIKIB, HAyKOBIl OOTPYHTYBaJIM, IO 3POCTAIOUYMMH 3arpo3amu
peamizamii ayTCOpCHMHTY Ta OQUIOpIHTY € KiOep3arpo3u (¢yHKIIIOHYBaHHIO
mianpuemcts  [134]. HaiiOimein  akTMBHI  KiOep3arpo3u, SIK JIOBOJHTH
Benaroch M., akryanbHi anst [T-ayTcopcuHry, 10 MOSICHIOETHCS BPA3IUBICTIO
iHQopMalIiHOI CUCTEeMH MIANPUEMCTBA MpPU TNEPMAHEHTHOMY  OOMIHI
iHpopmariero 3 ayrcopcepoM [59]. Almutairi M. i Riddle S. 3anmpononyBanm

knacudikamito kideppusukiB [T-ayrcopcunry mis 3ade3nedeHds: Kibep3axucry
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nianpueMcTB. Ha  ocHOBI  ymockoHaneHoi  kiacudikallii  HayKOBISIMU
PO3pO0JICHO METOAMKY YIPABIIHHSA PU3MKAMH Y TPOCKTaX ayTcopcuHry [51].
[IpogoBXKUB JTOCTIKEHHSI PU3UK MEHEDKMEHTY Yy KOHTEKCTI KIOep3axHcCTy
ayTCOPCUHTOBUX KOMYHiKaiiii Cremonini M., sIKuii NPUIIIIMB yBary XMapHUM
cepBicaMm JienieryBaHHs iHpopMaIiiHO-(QYHKIIIOHAILHUX ITOBHOBaXKEHb [67]. Ha
pPO3MEKyBaHHs KIOEPPU3UKIB B yMOBaX XMapHOro Ta HEXMapHOT0 ayTCOPCUHTY
HaroJIomyroTh Asatiani A. ta iHmi. HaykoBui 3BepTaroTh yBary Ha pI3HHX
OpraHi3aliiiHUX YMHHUKAX, 10 BIUIMBAIOTh Ha KIOEp3aXWCT B yMOBax
AeneryBanHs oOpoOku o0sikoBoi iHdopmamii [53]. 3 meroro 3abe3nedycHHS
OoKpeciieHuXx mpobieM B KiOepoOesmeni ayrcopcurry Abdelwahab 1., Ramadan
N. 1 Hefny H. 3anpononyBain KOHUEMNLIIO MiHIMI3alli KIOEPPU3UKIB HA OCHOBI
BUKOPHUCTAHHS TEXHOJIOT1i O10K4eliH [46].

JleneryBanHsi 00J1IKOBUX MOBHOBaXE€Hb y OUIBIIOCTI BUMIAJKIB TPU3BOJIUTH
10 3pocTaHHs  iHMOpMAIIHHMX  3arpo3  (PYHKIIOHYBaHHIO  CYO’€KTIB
rocrnojaproBaHHs. MeHeHKMEHT MIAMPUEMCTBA 3BaXKa€ HA OUIKYBaHY KOPHUCTh
Bl ayTCOPCHHTY, II0 KOMIIEHCY€ MOTEHIHHI KiOeppu3uku. HeoOXimHICTh
3a0e3neyeHHs] K10ep3axUCTy TaKOK BPaxOBYEThCA MNPHU OLIHLI E€KOHOMIYHOI
edextuBHOCTI ayTtcopcunry. IIpu BTpati 00JiKOBOI 1H(pOpMAILlii, 10 MICTUTh
KOMEpULIMHY TAEMHHULIO MPO MEBHI €KOHOMIUHI 00’€KTH UM SABUIIA, MOMXJIUBO
BU3HAYUTH CKOHOMIYHI BHUTpaTH MIANPUEMCTBA. YHACTIJOK  MPOSIBY
Kibep3arpo3 MOXJIMBE MPU3YNUHEHHS TOCMOAAPCHKOI ISIBHOCTI, MO3UIIIMHI
BTpaTH KIIIEHTIB Ta PUHKY, HEAOTPUMAHHS TEPMIHIB MOTAIICHHS KPEIUTOPCHKO1
3a00proBaHocTi 1 T.JA., HA 110 TaKOX JOULIBHO 3BAXKAaTU MPHU PO3PAXYHKY
BUTPAT HA peali3allito ayTCOPCUHTY.

Otxe, nuiie 3a NPUUHATHOTO PiBHS KiOep3arpo3 MOXKJIMBHUI ayTCOPCHUHT
00JIKOBMX TOBHOBaxeHb. KibGep3arpo3m BapiaTUBHO MPOSBISIIOTHCS 3aJIEKHO
B1J1 OpraHi3aiiiaoi (OpMHu ayTCOPCUHTY, IO MOJATAE B ACJIETyBaHHI 00IKOBUX
MMOBHOBaYKE€Hb: AyTCOPCHUHTOBINA (ipMi, CTOPOHHHROMY OOJIIKOBOMY (haxiBIIfo,
ayTctadepy yu XMapHOMY cepBicy 0OpoOku 1HhopmaIrii.

Haitbinpm  BaxkIMBUM OpraHizallliHUM YHMHHUKOM, 110 BJIWBAaE Ha
Ki0ep3axucT MIANPUEMCTB, € OOJIIKOBAa OO0 €KTHICTh — CTYIIHb OXOIUICHHS
ayTcopcuHTOM 00miKoBUX ¢yHKIIA. [HDOpMalis mpo 00miKoBI 00’€KTH, IO

MepefaroThess y KOMIIETEHINI0 ayTcopcepy, Moke OyTh KOH(IICHIIIHOO
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3aJIEKHO B1JI BUAY OOJIKY. JlereryBaHHs yIpaBIiHCHKOTO 00Ky, BPaXxOBYIOUU
HOro BUHATKOBE (DYHKIIOHAIBHE TO3UIIIOHYBAHHS JUIS IJIEH BHYTPINIHIX
KOpHCTYBauiB 1HGOpMaIIii, MOKE MPU3BECTH JO BTPATH KOMEPIIIITHOT TAEMHHUIII.
HarowmicTte ayTcopcuHr (piHaHCOBOTO OOJIIKY CYMPOBOIKYETHCS MIHIMAIbHUMU
kioeppusukamu. IHdopmariiss piHaHcOBOro OOJNIKY IOCTYIHA JJIs 30BHIMIHIX
CTEUKXOJIJIEPIB, @ TOMY HE MOTpPeOye M0JaTKOBOro Kidepzaxucty. OTxke, BiJ
KUTBKOCTI  (DYHKIIOHAJIbHUX  TMOBHOBaXE€Hb  OOJIIKOBUX  (haxiBIIB, IO
JIEJETYIOThCSI  ayTcopcepy, O€3MOCepe/IHhO 3aJICKUTh WMOBIPHICTH IPOSBY
Kibep3arpos.

AHanoriyHo ¥ KUIBKICTh  MpaliBHUKIB  OyxranTepii  BU3HAYae
PU3HKOBAHICTh AyTCOPCUHTY. SKIIO y IITaTi MOiANPUEMCTBA JIMUIE OJUH
00J11KOBUM (haxiBellh, AeeTyBaHHS O0JIIKOBUX MOBHOBAXKEHb € HEMOXJIUBUM. [3
30UTBIIEHHAM KUJIBKOCTI OOJIIKOBOTO MEPCOHATY YMOXKIIUBIIOETHCS ayTCOPCUHT
o0miKky, Mo mepeAdadae mepeaadyy 4YacTMHH TMOBHOBAXKEHb TPETIM 0cCo0aM.
Opranizaiiist 00JIIKOBOTO ayTCOPCHHTY CHpHsiE ONTUMI3AIli OpraHizamiitHoi
CTPYKTYpH TiAnpueMcTBa. Ha ayTCOpCHMHT mepenaroThCs MMOBHOBAKCHHS
OOJIIKOBUX MpalliBHUKIB, (DYHKI[IOHYBaHHS AKX HE IMOB’S3aHE 3 ONEPyBaHHAM
KOMEpUIMHOI TaeMHuLE nignpuemcTBa. LlTaTHi mnpamiBHUKA MOXKYTb
3a1McHIOBAaTH 1H(GOPMALIMHY KOOPJMHAINI0 MIX ayTCOPCEpOM Ta OOJIKOBUM
M1IPO3A1IOM MiAPUEMCTBA.

3 (QyHKIIOHYBaHHSAM OOJIIKOBUX MPAIIBHUKIB TAaKOX TOB'SI3aHUN YMHHHK
HEBHU3HAYEHOCTI, 10  TMOSICHIOETHCS  HEBIEBHEHICTIO  MEHEIKMEHTY
MIAIMPUEMCTBA Y €PEeKTUBHO (YHKIIIOHYIOUIM CUCTEMI OOIIKY Ha MiANPUEMCTBI.
HenocraTHiil piBeHb 3HAaHb Ta NMPO(ECIMHUX HABUYOK OOJIIKOBOTO MEPCOHATY
3arpoXye MJiSTIBHOCTI Ccy0’ekTa rocrogaptoBanHsa. llepmioueproBo 3pocrae
HWMOBIpPHICTh TIOSIBM KiOep3arpo3 i3 3pOCTaHHSIM HEBU3HAYEHOCTI, TIOB’SI3aHOI 3
¢daxoBicTIO  OOJIKOBHX TpaIiBHUKIB. TomMy JeneryBaHHsS  OOJIIKOBUX
MOBHOBA)KEHb MPAIIBHUKIB, MO0 SKUX 1ICHY€ HEBHU3HAYEHICTH, PO3IIISIAE€THCS
aK crnoci®d  3a0e3medeHHs  KiIOEp3axUCTy  MIANPUEMCTBA.  AHAJIOTIYHO
JIeJIETYBAaHHIO MIJIATae O0JIK 00’€KTIB 3 KPUTUUYHUM PIBHEM HEBU3HAYEHOCTI,
10 MOX€E MPU3BECTH 10 (P1IHAHCOBUX Ta 1H(HOpPMALIMHUX BTpaT.

JluctaHiiiHe BUKOHAaHHS OOJIKOBHUMH  (axiBIsIMU  (DYHKITIOHATHHUX

IIOBHOBAXXCHb BH3HA4Ya€ pI/IBI/IKOBaHiCTI) ayTCOPCHHI'Y, IO IIOACHIOETHCA
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ONTUMI3AIIEI0 Ta 3aXMCTOM KOMYHIKAI[IMHUX TPOIECIB HAa MIANPUEMCTBI. Y
Cy0’€KTIB TOCIOJApPIOBAaHHs, SKI MPaKTUKYIOTh BHKOHAaHHS IIOCAJIOBUX
000B’sI3KIB 3 J0My, OOMIH OOJIIKOBOIO iH(OpMaIli€l0 yKe HallaromKeHUH.
BianosimHo, 00JIKOBUN ayTCOPCUHT MOXKE B1IOYBATHUCS 3 BUKOPUCTAHHSIM YXKE
HaJIaroKCHUX KOMYHIKAIIMHUX KaHAJIB, 0 HE MPU3BOJUTH JI0 TIOSIBU HOBUX
KiOEppHU3HKIB.

HeoOxigHicTh peanizalii AUIOBUX KOMYHIKAIId 3 ayTCOPCEPOM TaKOXK €
OpraHi3alifiHUM YMHHUKOM, Ha SKUW HEOOXITHO 3Ba)KaTW TMPH  OIIHII
KIOEppU3UKIB B yMOBaX ayTCOPCHHTY. Km0 OOJIKOBI  MpalliBHUKH
MIMPUEMCTBA YACTO 31HCHIOIOTH MpodeciiiHe KOHCYJIbTYBaHHS, OOMIHIOIOTHCS
0o0JKOBOIO  1H(OpMali€l0o, OOHOBIIOIOTh MPOrpaMHEe 3a0€3MEUYECHHS B
ayTcopcepa TOIO, 3pPOCTAa€ MMOBIPHICTh MOSIBU KiOEPPU3HUKIB Yy TIpOIIEC]
€JIEKTPOHHOIO KOMYHIKYBaHHs. Hewacti a0o BiICYTHI KOMYHIKaIii 3
ayTCOPCEpPOM YHEMOXKJIMBIIOIOTH TMOSBY 3HAYHMX 3arpo3 KidepoOesreri
MIAMPUEMCTBA.  AHAJOTIYHO  OOTPYHTOBYETBHCS ~ TaKOX  HEOOXIJIHICTH
HAJaroJUKEHHS KOMYHIKalllii 3 KOHTpareHTaMM B YMOBax JeJeTryBaHHS
OOJIIKOBMX TMOBHOBa)X€Hb TpeTiM ocobam. [locTtym aytcopcepiB 10
KOH(1AeHIIHHOT 1H(OopMallii Mpo MOKYIIIB, IOCTaYalIbHUKIB, KPEAUTOPIB TOILO
3arpoXKye (h1HaHCOBO-TOCTIOIAPCHKIM TUSTBHOCTI M1IMPUEMCTBA.
YMOXKIMBIIOETHCSA BTpaTa pUHKIB 30yTy, HEBUKOHAHHS JOTOBOPIB MOCTAYaHHS,
YCKJIQTHEHHS JIOTICTUYHUX JIAHIIOTIB TIOCTABOK, MOTIPIICHHS JIKBIAHOCTI Ta
MJIATOCTIPOMOKHOCTI TIAMPUEMCTBA, 0 3YMOBIICHI TPOSBOM (DIHAHCOBUX Ta
1H(}OpMaLIHHKUX 3arpo3.

Ha xibepOe3mneky MiNMpUEMCTBA TaKOX BIIMBAE PIBEHb aBTOMAaTHU3allll
00J1IKOBUX POOIT. 3 OJHIET CTOPOHM KOMIUIEKCHA aBTOMATH3aIlisi OO0JIIKOBHX
byHK1i nepeadadae mudpoBizallito ycix 013HEC-TPOIIECiB, M0 MPU3BOAUTH 10
3pOCTaHHS IMOBIPHOCTI TPOsBY KiOep3arpo3 BTpaTd BEJIUKUX MAaCHBIB
kKoH(pigeHIiHOT 1H(QOpMamii mpm ayTrcopcuHTy. 3 1HIIOI — peaizalis
o0nmikoBUX (QYyHKIIN ©0€3 BUKOPUCTAHHSA KOMIT IOTEPHO-KOMYHIKAIIHHUX
TEXHOJIOTIA € YCKJIaJIHEHOI0O B yMOBaxX ayTcopcuHry. JlemeryBaHHs
HEaBTOMATHU30BaHUX ormepaliii o0poOku 00JiKOBOi 1H(GOpMAIi TaKOX
MPU3BOAUTH 1O BUHUKHEHHSI 3arpo3 KiOepOe3meKku MiANPUEMCTB YHACIIIOK

HEOOXITHOCTI OMTHUMI3aIlli ayTcopcepoM Yycix Oi3Hec-TporeciB. B Takomy
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BUIIAJIKy ayTCOpCep OTPUMY€E MOBHHUM JOCTYN JO KOMEPILIMHOI Ta€MHHUIIL, IO
MakcuMmizye kibep3arpo3u. ToMy ONTHUMaJdbHUM BapiaHTOM OOJIIKOBOTO
ayTCOPCUHTY € JIeJieTyBaHHS OOJIIKOBUX TOBHOBaXXE€Hb 3 YacCTKOBOIO
aBTOMATH3ALIIEIO.

Takox Ha k10epOe3neKy MiAIPUEMCTB B YMOBaX OOJIIKOBOTO ayTCOPCUHTY
Mae BIUIMB 4YacToTa 1HGOpMAlIMHUX aKTiB B OOJIKOBOMY Ipoleci. Ko
00poOka 001iKOBOiI 1HPOpMaIlli Bi1OYBAETHCS IEPMAHEHTHO, iXHE JICJIeTyBaHHS
TpeTiM oco0aM TPHU3BOAUTH O IOTEHIIHHOTO TMOPYIIEHHS O€3MeKOBOI0
pexumy. Ha migmpuemMcTBax 3 HE3HAYHOK I1HTCHCHBHICTIO (hIHAHCOBO-
roCTOJAapChKUX TMOMIA Ta, BIAMOBIAHO, KUIBKICTIO 1H(QOPMAIITHUX AaKTiB
(IexiIbKa B JIeHb a00 JeKIIbKa B TUXKJEHb) OOJIIKOBUI ayTCOPCUHT HE 3HAYHO
BIUIMBae Ha KibOepOe3neky. IlepmaHeHTHI OOJIIKOBI MPOLECH, SK IPABUIO,
3QJIMIIAIOTBCS Y KOMIIETEHII  OOJIKOBOrO  MHiAPO3JAUTY  HiAIPHEMCTBA.
Haromictb, mepioauuHi iH(OpMaIliiHI aKTH YacTiIe JENETYIOThCS
ayTcopcepam 0e3 3HaUYHUX KiOepPHU3UKIB.

3Ba)KarouM Ha OpraHi3amiiiHi YWHHUKHA, MEHEKMEHT ITAIPUEMCTBA
puiiMae pilieHHs PO IMIJIEMEHTALIII0 TaKOi OpMHU OOIIKOBOIO ayTCOPCHUHTY,
AKa MIHIMI3y€ WMOBIPHICT, MpoOsiBY KiOeppu3ukiB. JlJi1 OLIHKKA pIBHSA
KiObep3axucTy 3a BapiaTUBHUMM OpraHI3alliiHUMHM YUHHUKAMH Ta (QopMamu
ayTCOPCHUHTY JIOIIJIbHO BUKOPUCTATHU aHalI3, HaBeeHuil B Tabm. 3.1.

3asie’)KHO BiJl BHYTPIIIHIX Ta 30BHIMIHIX YMOB (DYHKIIIOHYBaHHS CyO’€KTIB
rOCTIOJAPIOBaHHs, IO BHU3HAYAa€ iXHIO OOJIKOBY TOJITUKY, 3MIHIOIOTHCS
opraHizaiiiiHi YUHHUKK OOJKYy. Y Ta0a. 1 BUSIBIEHO BIUIMB OpraHizaliitHuX
yuHHUKIB (Ne 1-8) Ha IMOBIpHICTh MPOSABY KIOEPPU3MKIB Jisi KOKHOI (hopmMu
ayTcopcuHry 3a Bapiantamu (1 — crmeumianizoBaHa ayTcopcuHrona ¢ipma, 2 —
HE3aICKHUM 0oONiKoBUM  (axiBenb, 3 — IMIDIEMEHTOBAHMM OyXrajurep
ayrcradep, 4 — xmapHudi cepBic 00poOku iH(opmarii). Koxamii
OpraHizaliiHuii YWHHUK AU(QEpeHIIHOBaHO BIUIMBAE Ha  KiOep3axwcT
OinpueMcTBa Uisl pi3HUX QopM ayTcopcunry. Hampukinan, «00’€KTHICTBY
o0miky (uuHHUK No 1) € mnpuuMHOIO 30UIBIIEHHS WMOBIPHOCTI MPOSBY
KiIOeppU3UKIB I BapiaHTiB 2 1 3, MO0 TMOACHIOETHCA HEIOCTATHHOIO
BIIMOBIMATIBHICTIO  IHAWBIAyaJIbHUX OOMIKOBHMX (axiBIIB — CyO’ €EKTIB
ayTCOPCHUHTY 3a 30epiranfs KoH()iIeHIIIHOCTI 1HpOopMAaITii.
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Tabmuis 3.1
OriHka TMOBIPHOCTI MPOSIBY KIOEPPU3HKIB Y PO3Pi31 OpraHizaniiHux

YUHHUKIB 00JIIKY Ta (OopM 0OJIIKOBOTO ayTCOPCUHTY

S PV PopMa ayTCOPCUHTY
= Opranizaniiauii 1 ; 5 ; 3 ; 1 -
= N BapiaHT BapiaHT BapiaHT BapiaHT
= Hezanexunit | IMnnemenToBanmit .
= XapaKTePUCTHKA AyTCOpCHHTOBa : . XmapHuit
- 061K (bipya 06HII'(OBI/II/I Oyxranrep cenpic
= Y P (haxiBelp ayncradep p
1. - O0’€KTHICTD
(hiHaHCOBHI 00K 0 0,1 0,2 0
YIPaBIiHCHKUNA 00K 0,7 1 1 0,5
2. - KinekicThb
MIPAIliBHUKIB
1 0,9 0,9 1 0,7
2-5 0,6 0,7 0,3 0,3
>6 0,3 0,3 0 0,3
3. - HeBu3HaueHicTh
BHCOKHH PiBEHBb 0,2 0,8 0,8 0,2
MTOMIpHUH PiBEHb 0 0,5 0,5 0,3
HU3BKUI PIBEHb 0 0,2 0,2 0,2
4, - JlucraHIiiHICTh
BIJICYTHS 0,7 0,7 1 0,9
MIPUCYTHS 0,2 0,2 0,9 0,1
5. - Komynikamii 3
ayTcopcepoM
BIJICYTHI 0 0 0 0
MIPUCYTHI 0,3 0,3 0,3 0,9
6. - Komymnikarii 3
KOHTpareHTaMu
BiJICYTHI 0 0 0 0
MPHUCYTHI 0,7 0,7 0,7 1
7. - ABTOMaTu3aris
BIJICYTHSA 1 1 1 0,8
JacTKOBa 0,2 0,2 0,2 0,2
KOMIUIEKCHA 0,6 0,6 0,6 0,2
8. - Yacrora
MIEPMaHEHTHO 1 1 1 0,7
JIEKIJIbKA Y JIEHb 0,7 0,7 0,7 0,3
JICKIJIbKa Y THXKJICHD 0,2 0,2 0,2 0,2

HIMOBIpHICTH TPOSIBY KIOEPPHU3HKIB OLIHIOETHCA 3a IMKanow: 0 — BIACYTHI
kioep3arposu, 0,1-0,3 — kiGep3arpo3u manoimoBipHi, 0,4-0,7 — kiGep3arposu
cepeanbo MoBipHi, 0,8-1 — K1Gep3arpo3u 3 BUCOKOIO HMOBIPHICTIO.

JIxepeno: po3po0sieHO aBTOPOM
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IIpu BpaxyBaHH1 KUTBKOCTI 00JiKOBUX (haxiBIliB (UMHHUK Ne 2) y mporieci
ayTCOPCUHTY HaWMEHINa IMOBIPHICTH MpPOSIBY KIOEPPH3UKIB y BapiadTi 3.
[IratHi  oOmikoBi  (axiBmi  MOXYTh  3AIMCHIOBATH  KOHTPOJb  3a
dbyHkIionyBaHHsIM ayTcradepa. Takok  QYHKIIOHAIBHUMU OO0OB’s3KaMHU
IMIIJIEMEHTOBAHHUX OyXraiatepiB MOXKYTb OyTH 00’ €KTH O0JIKY, SIKI HE TIOB’s13aHi
3 KOMEPLIMHOK TAEMHUIIEIO HIAIPUEMCTRA.

«HeBu3HaueHicTe» B 00diKy (uMHHMK Ne 3) Ta moB’si3aHl KiOeppu3UKU
MOBHICTIO  HIBEJIOETHCA TMPU  JIeJIeTyBaHHI  OOJIIKOBUX  ITOBHOBaXXEHb
ayTCOPCUHTOBIN (pipM1 YHACHIJIOK 3aJIydeHHS INTaTy BHUCOKOKBaTi(h1KOBAHHUX
daxiBuiB y pizHuX cdepax. HartomicTh, BHUKOPUCTAHHS TOCIYT OJHOTO
HE3JIE)KHOT0 a00 IMIIEMEHTOBAHOTO Oyxranrepa (BapiaHTd 2 1 3) MO3UTUBHO
HE BIUIMBA€E Ha KibepOe3neKy MiAMPUEMCTBA, OCKUIBKU TaKOXK ICHYIOTh CYMHIBU
11010 KBasidikarlii Takux oOJIKOBUX (haxiBIIIB.

JIMCTaHIIAHICT, Y BUKOHAaHHI OOJIKOBMX IMOBHOBAKEHb (YMHHHK Ne 4)
MIHIMI3y€ KIOeppU3UKH il yCiX (OpM ayTCOpPCHHTY OKpiM JejeryBaHHs
o0JiKy IMIUIEMEHTOBaHOMY Oyxranrepy-ayrcradepy. OCKUIbKH ayTcTadiHr
nepeadavae BBEICHHA B CTPYKTypy Oyxranrepii MIIIPUEMCTBA MpalliBHUKA
ayTcopcepa (BapiaHT 3), JUCTAHIIIOBAHHS HOTO poOOTH HE MPU3BOIUTH 10
MiHIMI3alli KiOepPU3UKIB. AHaJIOTIYHO W HEOOXiJHICTh KOMYHIKAIIN 3
ayTrcopcepoM (YuuHHUK Ne 5) B yMOBaX BUKOPUCTaHHS MOCIYT XMapHOT 00poOKU
obmikoBoi 1Hopmarii (BapiaHT 4) BiApI3HAETBCS BIA 1HIUX  GOPM
ayrcopcunry. OCKITBKM XMapHI CEpBICM HE HAJAlOTh KOMIUICKCHUX,
MYJIbTHACTIEKTHUX MPO(ECITHMX KOHCYJIBTALIN YHACTIIOK BIICYTHOCTI IPSIMUX
KOMYHIKAIii 3 00JIKOBUMHU (PaxiBISIMU, 3HAYHO 3POCTAIOTh KIOCPPU3HUKU. 3a
MOBHICTIO CX0K0I0 METOJAMKOIO OLIHIOIOTHCS KIOEPPU3HUKH 1 sl KOMYHIKAIiH 3
KOHTpareHTamMu (YMHHUK No 6), 10 JAEMOHCTPYE€ HAWHWKYUA PIBEHb
KiOep3axucTy sl XMapHOTO BaplaHTy ayTCOPCHUHTY.

Haromicth, cTymine aBTOMaTu3allii oOJiKOoBUX poOIT (umHHHK Ne 7) Ta
«4actotay o0miky (unHHMK Ne 8) Mailke He BIUIMBaE Ha KiOepOesneky
OIOPUEMCTB 32 PI3HUX (OPM ayTCOPCUHTY, OCKUIbKM HE3aJeX HO Bij
OpraHizaiiiHOTro BapiaHTy NPUCYTHI PIBHOMIPHI KIOEPPU3HUKHU.

Haitbinpm  onTtmmanbsHOIO  (OPMOIO  ayTCOPCHHTY IS CyO’€ekTa

rOCIIOJIAPIOBAHHS € BapiaHT 3 MIHIMAJIBHOIO CYMapHOIO IMOBIPHICTIO TMPOSIBY
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KiIOEppU3UKIB 3a yciMa oOpraHi3aliiHUMH YUHHUKaMH 00iKy. KibGeppusuku
3HAYHO MIHIMI3YIOThCSI TIPH JIeJIeTyBaHHI OOJIIKOBUX ITOBHOBAXEHb XMapHUM
cepBicam  (BapiaHT 4), (YHKIIOHAJbHUMH OOMEXCHHSAMH SKOTO €
YCKJIQIHEHICTh TEPMAHEHTHUX KOMYHIKAIli ayTcopcepa 3 MEHEIXKMEHTOM
MiIIPUEMCTBA Ta KOHTpareHTaMu, IO HE Ja€ 3MOTHM PEKOMEHIyBaTH TaKy
dbopMy ayTCOPCUHTY JJIsl yCiX CyO’€KTIB rocnofaproBaHHs. ToMy, 10JJaTKOBOTO
BpaxyBaHHS Ta MOAAIBIIOTO JOCHIIKEHHS MOTpeOye BIUIMB OpraHi3aliitHo-
paBoBOi (hOpMHU, EKOHOMIYHOI Taily3i, po3Mipy O13HeCy, KIJIbKOCTI IIpaIliBHUKIB

Ha K10epOe3IeKy MmiIPUEMCTBA B YMOBaX OOJIIKOBOTO ayTCOPCHHTY.

3.3. Kom0inoBanuii (iHTerpoBaHMii) ayTCOPCHMHI  OOJIIKOBHMX Ta

Ki0epOe3neKOBUX MOBHOBAKEHD

OO6mikoBa MISUIBHICT Cy4YaCHUX MIJIPUEMCTB YCKIIAJHIOETHCS UEpe3
YUCJICHH] opraHizaiiiHi oOMexeHHsA. [lepMaHeHTHI 3MIHM 3aKOHOJIaBCTBA Yy
cdepi 00Ky 1 OMTOAATKYBAHHS MEepeI0avYarOTh aIeKBaTHY aIalTaIliio 00J11KOBO1
npakTuku. HecBoeuacHe  BpaxyBaHHS  BHMOT  HOPMAaTHBHO-TIPABOBHX
JOKYMEHTIB MOE MPU3BECTH A0 mTpadiB Ta iHMUX (HiHAHCOBUX caHKIIA. [0
o0nikoBUX  (baxiBILIB CTaBISTHCS BUMOTH MYJBTHUKBaII(PIKOBAHOCTI Ta
MEePIOJIMYHOTO MEePEHaBYAHHSI BIJIMOBIAHO /10 3MIH COIIaIbHO-EKOHOMIYHUX YU
IOpUINYHUX YMHHUKIB. OHOBIICHHS 3HAaHb Ta BMiHb MEPCOHATY MiANPHEMCTBA
noTpelye 3anmydeHHs 3HaUHUX 1HGoOpMaIliiHux 1 piHaHcOBUX pecypciB. Ha gac
YAOCKOHAJICHHST OOJIKOBOI MOJITUKM Ta aKTyali3allli HaBUYOK MEPCOHATY Y
3B’SI3Ky 3 BIACYTHICTIO Ha po0OYOMYy MicIll (HEMOKIUBOCTI JHCTAHIIIMHO
BUKOHYBaTH  (PYHKIIOHAJIbHI  TIOBHOBAXEHHS)  3pOCTA€  IMOBIPHICTH
NPU3YNUHEHHS JISJIBHOCTI CyO’€KTIB TOCHOAApIOBaHHA, IO MPHU3BEAEC 10
HEJI0OTPUMAaHHS OTIEPaIlifHUX JTOXO/IiB.

J1st morepeKeHHsT HEMPOAYKTUBHHX MPOCTOIB Y MISUTBHOCTI MEHEDKMECHT
MIIMPUEMCTBA JOCHTh YacTO 30UTbIIy€ INTAT OOJIKOBUX TMPAIiBHUKIB.
3pocTaHHs IITAaTHOTO TMEPCOHATY HEOJIMIHHO MPHU3BOIUTH OO aKTyami3amii

Kibep3arpo3 sl CyO’€KkTiB rocmojaaproBaHHsA. EQEKTUBHMM  METOI0M
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3a0e3rneueHHsT KibepOe3neku € OOMEeXEHHsI JTOCTYIy OOJIKOBUX (axiBIiB 10
NMEeBHUX MAacCHUBIB gaHuX. llo3uiiss MeHEHKMEHTY MiANPUEMCTBA TOJIATAE Y
HEOOX1THOCTI PO3MOLTy (PYHKIIIOHAIBHUX O0OOB’SI3KIB MPAIIBHUKIB 32 PI3HUMU
o0’ekTaMu OOJIKY 3 OJHOYACHUM JIO3YBaHHSIM OOJIIKOBOi 1H(opmaIri.
J1o1aTKOBO JISIBHICTD KOKHOTO 00J1IKOBOTO (haxiBIlsi KOHTPOIIOETHCS BIII1IOM
kibep3axucty. TakuM YMHOM, MEHEI)KMEHT, Oa)katou MiHIMI3yBaTH (p)1IHaHCOBI
Ta 1H(OpMaLiiiHI BTpAaTH, BOJHOYAC 30UIbIIY€ agMIHICTPATUBHI BUTpaTH Ha
yTPUMaHHS HaJMIPHO BEJIMKOTO IITATy MiANMPUEMCTBA.

AKTyami3ye€Tbcsi TIMTAHHS TIPO ONTUMI3AII0 BUTpaT Ha JAyalbHY
oprasizaifito 06ykoBo-6e3nekoBux (pyHkiii. [lignpuemcTBa Benukoro Oi3HecC-
pO3Mipy JOCHUTh YacTO BIAIOTHCS JI0 MOCIYT ayTCOPCHUHTY, IO Mepeadayae
JeJIeTyBaHHs TMOBHOBaXeHb 3 peanizauii oO0diKy Ta KiOepOe3neKu TpeTiM
oco0am.

Cepen HenomikiB ayrcopcunry o0miky Hazapenko O. B., CypoBuiibka A.
B. BHOKpeMIIIOI0Th: BUHUKHEHHS BHUTpAT, MOB’SI3aHUX 13 Mepefavero (yHKIIiM
Ha ayTCOPCHHT;, HEOOXITHICTH CITIBIIpAlll JIUIIEC 3 OJHUM ayTCOPCEPOM; 3arpo3a
peiinepchkoi aTaku 3 OOKy ayTcopcepa; PHU3UK MOTPAIUISHHS KOMEpIiiHOi
iHpopmalii 10 KoHKypeHTa [26]. JlomOBHIOIOTH MEpeIiK 3arpo3 peasizarii
obsikoBoro ayrcopcunry Jloboma H. O., Yabantok O. M., Cenumun b. b.,
cepell SAKMX BHOKPEMIICHO: HEIOCTYIHICTH OOJIKOBOI 0a3m  J1aHMX,
koH(igeHIiHICT, 1HGOpMaIli, BUTIK i1H(OpMaIlii, BTpaTa OMEPATHBHOCTI,
BIJICYTHICTh ympaBiiHcbkoro o0Omiky [20]. Ha awnamoriunux 3arposax
ayTCOPCUHTY 3BepTae yBary Takox u Maszczak T., aje 3 BpaxyBaHHSIM
pO3Mipy Ta oOprasizaiiiiHo-nipaBoBoi ¢GopMu CyO’€KTIB TOCIOJapIOBaHHSI,
KUTBKOCTI ~ TIPAIliBHUKIB, TPHOYTKOBOCTI Oi3Hecy Tomo [122]. Tlpote,
HAayKOBISIMH HE BpPaxOBaHO, WI0 OUIBIIICTh OpraHi3alliiHUX OOMEKEHb
YCYBAIOThCSl HE3AJEKHO Bl BUAY CyO’ €KTIB TOCIOAAPIOBAHHS 32 JTOTIOMOTOIO
3aCTOCYBaHHS KOMIT FOTEPHO-KOMYHIKAIlIMHUX TEXHOJOTIA B OONIKYy Ta
(yHKIIOHABHOT 1HTErpaimii Teopii AayTCOPCHUHTY 3 IHIIUMH HAyKOBUMU
KOHIICTIIISIMU ¥ TIPEIMETHUMU JAOCIKESHHSIMH.

30KpeMa, PI3HUMHU HAYKOBIIMH JOCIIIKEHO 1HTEIPYHOUi OCOOIMBOCTI
00Ky y KOHTEKCTI Horo neneryBanns: Martyniuk T. — ¢yHKIIOHaIBHO-
iH(pOopMaIliiiHy €IHICTH 00JIKY Ta (JiHAHCIB B YMOBAaX IXHBOTO ayTCOPCHHTY, IO
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MO3UIIIOHYE TEXHIYHI BHUMOTHM JIO0 OpraHizalii aBTOMAaTH30BaHOI OOpOOKHU
o0ikoBoi indopmarrii [121]; Alkarawy H. it AL-Kuwair E. — B3aeM03B’s30K
MDK 00JIIKOBUM ayTCOPCHHIOM Ta MEHEKMEHTOM, 110 CIPHUSIE PEIHKHUHIPUHTY
ycix Oi3Hec-mipoueciB mianpuemctBa [49]; Nicholson B. ta Aman A. —
oOJIIKOBUIT MexaHI3M (opMyBaHHS O(QIIOPHUX 30H, SIKI IPYHTYIOTbCS Ha
AeneryBaHHi o0miky Ta inanciB TpetiM ocobam [136]; Cullinan C. Ta Zheng X.
— B3A€EMOBIUIMB ayTCOPCUHTY OOJIKY Ta ayauTy, IO 3MEHIIYe MOTpedy B
ayAUTOPCHKOMY KOHTPOJI1 YHACHTIIOK onTuMizallii iHhopMaIliifHoT KOOpAuHAIIi1
MK Yy4YaCHHKaMH YIPaBIIHCHKOro mporecy Ha migmpuemctBi [68]; Sofiah
Aman A., Maelah R., Amiruddin R. ta Hamzah N. — HeoOXIJgHICTb
(1HAHCOBOTO KOHTPOJIKO 3a MPOIECOM ayTCOPCUHTY OOJIKOBUX (PYHKIIHM st
OOIpyHTYBaHHS HOro JOUIIBHOCTI Ta eekTuBHOCTI [171] Tomo.

Jlns aHanmizy epeKTMBHOCTI ayTCOPCHHTY Ha eTali MOCT-IMIUIEMEHTaIlil
MIPOEKTY 3 JeNieryBaHHsA oOJikoBuX ¢yHKIiM Samudrage D. i Jayewardene D.
po3poliieHa cucTeMa 30alaHCOBAaHMX TMOKAa3HUKIB. JOCHIHKEHHS Ha MPUKIaIl
MIAMPUEMCTB PI3HUX BUIIB JISTIBHOCTI MPOJAEMOHCTPYBAIO €(PEKTUBHICTH Ta
BUIIPABNIAHICTh IHBECTYBaHHA B 0OJikoBUi aytcopcunr [155]. Ane mpum
PO3paxyHKy 3alpoOIllOHOBAHUX IIOKa3HMKIB HE OyJIM BpaxOBaHI MOTEHIIHHI
BTpaTH Ta BUTOJHU Bij 3axucTy iH(opMauii. 3 iHImoro 00Ky, IPUCYTHI HayKOBI
JOCIIKEHHsI Oe3MEeKOBUX AacCIEeKTIB ayTCOPCHHTY OOpOOKM EKOHOMIYHO1
iHpopmariii Tpetim ocobam (Liu Z. ta inmii [117]; Stitilis D. Ta ixmi [174]) a6o
XMapHUM CepBicaM 3 HaJaHHSAM PI3HOCTOPOHHBOTO OCTYIMY A0 0a3 00JIIKOBUX
nanux (Asatiani A. [53]), ski He BpaxoBYHOTh OOJIKOBOI NPUPOAU
1H(OpMaLIHHKUX MTPOLIECIB B €EKOHOMILII.

VY Toit ke wac, sk noBojATh nociimxeHHss «The 2019 Kearney Global
Services Location Index», cepen mOCHKEHMX MIANPHUEMCTB HANHOUIBII
MOMYJIAPHUMH HampsiMkamu aytcopcunry € IT-mocmyru (40,5 %), morictuka
(35,2 %) ta 6yxranrepcekuii 00mik (32,4 %, 3 sxux: 3aranbH1 QyHKIT 00Ky —
13,5 %, o0mik 3apo6iTHOT matu — 13,5 %, kagposwuii 06k — 5,4 %) [72] (puc.
3.2).
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IT-nocnyru 40,5%

ApmiHicTpaTMBHI QYHKUT 45.00%
10.00% Norictuka 35,2%
7% .
=2 PecypcHe 3a6e3neyeHHs
AYTCOPCUHT MeaUYHUX 9 .
npeacTasHuKis 8,1% - BUPOBHUUMX NpoueciB
] & ‘ \ 27%

0 “?‘ \
06pobKa iHpopmauii 7&)‘ MapKeTuHrosi nocayru
8,1% 60 “7‘»' ), 21,6%

it

N

KagpoBsuii 06ik Ta byxrantepcbkuii 06nik
KagpoBsuii cynposipg, 5,4% 13,5%

Po3paxyHOK Ta 06iK
3apob6itHoi nnatu 13,5%

Puc. 3.2. [lonyngpHICTh AyTCOPCUHTY Y pO3pi31 AeseroBaHux O13HEC
byHKIH
Jxepeno: [72; 200]

JIesKl 3 OMUTaHUX MIANPUEMCTB 3MIMCHIOBAIM OJHOYACHO ayTCOPCHHT 3a
JAeKUIbKOMa HampsMamu. [HTerpaiisi HaWOUIBII TMOMYJSIPHUX HAMPSIMKIB
aytcopcunry  (IT-mocimyr Ta  Oyxramrepcbkoro  o0JiKy) — 3a0e3mnedye
CHHEPreTUYHY OINTUMI3aIlil0 O13HEC-TIPOIIECIB, SIK1 JICJIETOBaH1, Ta MIHIMI3aIlil0
BUTpaT mignpueMmctBa. [lapaneabHuil ayTCOPCUHT OOJIIKOBUX Ta OE3MEKOBUX
byHKIM crnpuse MiHIMIZamil  iHQOpMaliiHUX Ta (IHAHCOBHX PHU3HKIB
HiANpUEMCTB. ToMy, SIKIIO peamizaiis oOMIKOBUX (GYHKIIN y 3HA4YHIA Mipi
aBTOMATH30BaHa Ta MEPeacThCs TPETIM 0co0aM, JOMIIBHO JEIETYBaTH TaKOK
3a0e3nedyeHHst kibOep3axucty mianpueMcTtB. [lpoTe yTouHeHHs nOTpedye
oprasizailisi IHTETpPOBAaHOTO ayTCOPCUHTY 00JIIKOBO-0€3MEKOBUX MOBHOBAKEHD 3
BpaxyBaHHSAM:  KOH(IAEHIIMHOCTI  OOJIKOBUX  JaHUX,  HEOOXITHOCTI
perilaMeHTarnii IpaB JOCTYIY 10 KOMEPIIHHOI Ta€eEMHUII, aBTOMAaTH3aIlii
00poOKkm 1 mepemadi iHpopmarllii 3 BUKOPUCTAHHSAM Cy9acHUX KOMII IOTEPHO-

KOMYHIKAI[IHHUX TEXHOJOT1H.
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B Oyxrantepcrkomy 001Ky 1H(pOpMaIlis TOAUISIETBCA HAa BIILHOJOCTYITHY
Ta KoHiAeHIIHY. JlaHi (piHaHCOBOTO OOIIKY IyOJIYHO ONPUITIOTHIOIOTHCS 1 32
BUMOTOI0 TIEPEJAIOThCSA YCIM 3aIliKaBJICHUM Oco0aM, a TOMYy HE MOTPEOYIOTh
noaaTkoBoro kidepzaxucty. DyHkIi GpiHaHCOBOTO 00JIIKY MOXXHA MOBHICTIO
JeJeryBaTu TpeTiM ocobaM. HaroMicTb, aHi ynpaBIIIHCHKOTO OOMIKY MICTSTh
KOMEPIIMHY  TAaEMHULIO 1  NIAJAIOTBCI  aKTUBHUM  KiOep3arpo3am.
Kondineniiina iHpopmalliss HE NOBMHHA MNOKUJATU 1H(GOPMAIIMHI MeXi
HIANPUEMCTBA, 10  YTPYJAHIOE  ayTCOPCHHT  YIIPaBIIHCBKOTO  OOJIKY.
Kibep3axuct Takoi iHdopmallii moTpedye 3alydeHHsS KiOepOe3neKoBUX
(axiBIIiB Ta pecypciB Ha MaKpOPiBHI MIANPUEMCTBA.

JIns  1HTETpOBAHOTO ayTCOPCHHTY OOJIIKOBUX Ta KiOepOe3neKoBUX
MMOBHOBAXEHb JIOIIJILHO BUKOPUCTOBYBAaTH TaKi Opra”izamiiiHi MOJedi:
00’€KTHA, CTPYKTypHa, KOMOiHOBaHa (Mo3aiyHa). (OCHOBHUM BiJMIHHUM
KpUTEpIEM BUOKPEMJICHHS OpPTraHi3allliHUX MOJENIed ayTCOPCUHTY € CTYIIHb
OXOIUICHHSI OO0JIIKOBO-0€3MeKoBUX (YHKIIHN, 10 MiIJATalOTh JCJIETYBAaHHIO Y
po3pi3i 00MIKOBUX OO’€KTIB Ta BHAIB OOJIKy a00 CTPYKTYpHHUX MiApO3A1IiB
H1IIPUEMCTBA.

BianoBigHO A0 MEpHIOro BapiaHTy ayTCOPCUHTY JEJNETyBaHHIO MOBHICTIO
nigisrae (inancoBuil o6mik. KoHTpons Ta kibep3axuct aaHuX (HiHAHCOBOTO
o0JIiKy, IO HE MICTHTh KOMEPIIHHOT TAEMHHUII, AOIIBHO TaKOX MepeaaTH
TpeTiM ocobam. [lpore peamizaiiero yMOpaBIIHCHKOTO OOJIKy 1 #Oro
KiOep3axucTy MOBUHEH 3alMaTHUCS BIACHUU OOJIKOBO-0€3MEKOBUM MIAPO3ALI
nignpuemctBa. Ilicns 300py mnepBUHHI JaHi JOLJIBHO aBTOMAaTHU30BaHO
pPO3MOAUIATH MDK OyXrainTepiero sl LUIed YNpaBIIHCHKOTO OOMIKYy Ta
KOHCAJITUHTOBOIO (PipMOIO B 1030BaHii popmi — (hiHAHCOBOTO OOJIKY.

O6’extHE mTOJIEe (PIHAHCOBOTO OOJIKY TOAATKOBO MOXJIMBO TMOJUIATH Ha
MIIMHOXKUHU. JleneryBaHHIO MOXYTh MIJISTaTH HAWOUIBII  TPYIOMICTKI
acriekTh (PIHAHCOBOTO OONIKY y po3pi3l OKpeMHX OOJIKOBHX OO0 €KTIB.
Hanpuknazn, o611k 3apo0ITHOT IJIaTH YU PO3PAaXyHKIB 3a MojaTkaMu 1 300paMu
JOIIILHO TIepeflaBaTH ayTcopcepy Jis MiHIMi3amii BTpaTd (HiHAHCOBHX
peCypciB Ha TIOTAllEHHS MOXJIMBUX INTpaHUX CaHKIIA y 3B’S3Ky 3

HEKOPEKTHOIO pealTizalfi€ro 00TIKOBUX METOANK YU TOPYIICHHS 3aKOHO/1aBCTBA.
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B Ttakomy Bumaaky kiOepOe3rekoBl (PYHKII TaKOoX PO3MOAUISIOTHCS
MPOTIOPIIITHO JeJIETOBAaHUM OOJIIKOBUM ITOBHOBA)KCHHSIM.

[Ipu BUKOpHCTaHHI MEPIIOi 00’ €KTHOI MOJIEI MIHIMI3YIOThCS KiIOCpPHU3UKH
nianpueMcTBa. [lepenaya sk 1 rimoTeTUYHA BTpaTa JaHUX (DIHAHCOBOTO OOIKY
B yMOBax HOro JejleryBaHHsA HE 3arpoxkye KidoepOesmeii MmianpueMCTBa.
VYrpaBniHCbkui OOJIK Ta KWOro Kidep3axWCT BHYTPIIIHIMU OpraHi3alliHUMHU
IHCTUTYLISIMH ~ pealli3yeTbCsl Ha PIBHI MOIAOPUEMCTBA, IO MPEBEHTUBHO
HEUTpasizye Kibep3arposu.

3a ymMOBaMU JIpyToi OpraHizaiiitHoi Moielni JAesieryBaTh MOXIUBO (PYHKIT
(b1HaHCOBOTO 1 YMPaBIIHCHKOTO OOJIIKY Ta KiOEp3axUCTy y po3pi3l OKpEeMHX
CTPYKTYPHUX MIAPO3AUIIB MiANpUEMCTBA. B  opranizauiiiHiii  cTpykTypi
M1IMPUEMCTBA BUOKPEMIIIOIOTh LHEHTPHU BIJINIOBIIAJIBHOCTI, JTOYipHi
MIIMPUEMCTBA, TEPUTOPIATIBHO BIJOKPEMIICH] MIANPUEMCTBA, PuIli, BIAALIM, 1110
CaMOCTIHHO peai3yloTh BHUMOTH OyxXraaTrepchbkoro o0iiKy. Bukopuctanss
CTPYKTYpPHO1 OprasizaimiiiHoi Mojeni mnependayae AeleryBaHHS KOMILUICKCY
00JIKOBO-0€3MEKOBUX TOBHOBAXEHL ayTcOpcepy B 1H(POPMAIIHUX paMKax
BIJIOKPEMJICHOI TOCHOJApChkoi oauHuUIll. byxrantepis sk oprasizailiiina
OJIMHHMIISI MOXKE OyTH BIJICYTHSl Y TEPUTOPIATIBHO BIAOKPEMIICHUX MiAPO3/LIaxX y
B’A3Ky 3 IMOBHHUM JE€JeryBaHHSIM (DIHAHCOBOTO Ta YIPABIIHCHKOTO OOJIKY
TpeTiM ocobam. To Takoro BuAY ayTCOPCHUHTY MOXYTh BJIaBaTHCS
TEPUTOPIATTLHO-BIIOKPEMIICH] MIAPO3IIIN TIANPUEMCTBA, SKI PYHKIIOHYIOTH Y
MPaBOBOMY TMOJI 1HIIMX JEpKaB, 10 3HAYHO BIAPI3HSAE METOAUKY OOJIKY B
MaTEepPUHCHKIN Ta JOYipHIX Cy0’€KTax rocrojlaploBaHHsA. AyTCOpPCEP B TaKOMY
BUIMAJKY HIBEJIIOE HAI[IOHAILHI BIIMIHHOCTI B OpraHi3ailii 00JIiKy.

Jlns miHiMizarlii kibeppu3uKiB KOHCOJ1Aalio 00JikoBoi 1H(opMarlii Ta ii
KiOep3axucT B yMOBax ayTCOPCHHTY OIIIBHO 3IIHCHIOBATH B OOJIKOBO-
0€3MeKOBOMY TIIPO3AUT MIAMPUEMCTBA (MATEPUHCHKOI (HipMH, TIEHTPATHHOTO
odicy, aaMIHICTPAaTUBHOTO MIAPO3AUTY. Y BHUMAIKY KiOepaTak MiANPUEMCTBY
3arpoXye BTpaTa JIMIIE €Mi30IuYHOiI (YaCTKOBOK) 0O0JIIKOBOI iH(OpMaIlii mpo
(yHKIIOHYBaHHS OKpPEMOi TOCMOAApChKOT OJWHHUII. 3arajbHa IUIICHICTb
iHdopmaliiiHoi Mojeni (PyHKIIOHYBaHHS CyO’€KTa TOCHOJAapIOBaHHSA HE
MOPYIIYEThCS YHACTIAOK TOYKOBUX KiOep3arpos. IIpore momatkoBi (yHKIIT

KiOep3axucTy TMOKIAAAIOThCsl Ha INTAaTHUX MPAIiBHUKIB, $KI 3000B’s3aHi
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3a0e3neunTy KibepOe3neKky npu OTpUMaHHI Bl BIAOKPEMIIEHUX TOCIOAAPChKUX
ONWHUIIL O00KOBOi 1HGopMali Ta il akymynroBaHHI B Oyxranrepii
nianpueMcTBa.  IHpopmariitHy  cxeMy — 00’€KTHOI Ta  CTPYKTYPHOI

OpraHi3aiiitHoi Moje/Il ayTCOPCUHTY BigoOpakeHo Ha puc. 3.3.

00’exTHA MOCIB CTpyKTypHa MOJeJIb

O0J11K0BO-0€3IIEKOBHIT
MAPO3ALIT HIIIIPUEMCTBA

O0J11KOBO-0€3I1EKOBUIL
MAPO3A1II HIAIPUEMCTBA

[ YrpaBaiHCEKHH 00K Ta } [KOHCOJ‘Ii,Z[OBaHI/Iﬁ 00JTiK Ta}

Kkibep3axucT Kibep3axucT
Komb6inoBane
MO€EHAHHS ,
a N O06’exT
00Ky MoAcaCH 00Ky

dinancoBuii 00K Ta
Kkibep3axuct

TOCIOJIAPCHKIX OTUHUIID

[ OO0uTiK Ta Kibep3axucT }

AYTCOPCEP

i O0’exT

AYTCOPCEP

Puc. 3.3. O0’exTHa Ta CTPYKTypHa OpraHi3aIiiiiHi MOl ayTCOPCUHTY

Jlxepeno: po3po0aeHO aBTOpaMHu

OTxe, OO0’€eKTHa 1 CTPYKTypHa OpraHizaliiiHi MOJENl ayTCOPCUHTY
nependavyaroTh  AyalibHY —peaiizailifo  OOJIKOBUX (PYHKIIN  mapaieiabHO
OyxrajiTepi€ro TMIANPUEMCTBA Ta TPETIMU ocob0aMu. 3pocTaHHS o0O0cCATYy
JEJICTOBAaHUX TIOBHOBWKEHb 3 OOpOOKM OOJIKOBUX JAaHMX Ta IXHBOTO
KiOep3axucTy YMOXIMBIIOE BTpary KoH(piaeHIiiHoi iHQopmaiii Ta
iHdopMaliiiHi maxpaiicTBa YW 3J0BMHUCHI MaHimyJssiuii. TomMy KOMIUIEKCHA
nepenaya 00JIiIKOBO-0€3MIEKOBHX MOBHOBAXKEHb ayTCOPCEPY € YCKIATHEHUM Y
3B’SI3KY 3 IPOSIBOM 3HAYHUX KIOEPPU3HUKIB.

Jlns  3abesmedeHHss  €(EKTUBHOTO  KIOEp3axUCTy Ta  YHUKHEHHS
opraHizariiHux OOMEXeHb peanizallii 00’€KTHOTO 1 CTPYKTYpHOTO BaplaHTIB
ayTCOPCUHTY JOIIJILHO BUKOPHUCTOBYBAaTH KOMOIHOBaHY (MO3aidHy) MOEIb.

OcHOBHa 17ies 3aIPOTNIOHOBAHO1 OpraHi3aliiiHOT MOJENI MoJIArae y MOEaHaH1
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0COOIMBOCTEN OO0’€KTHOTO Ta CTPYKTYPHOTO BapilaHTIB ayTCOPCUHTY 3
MO3al4YHUM  JIeJIeTYBaHHSIM  OOJIIKOBO-O€3MeKoBUX  (YHKIIA  OaraTboM
ayTcopcepam. Yci 3aB/iaHHs 00JIIKY Ta KiOep3aXuUCTy MOJUISIOTHCS Ha IEKIIbKa
1IMHOKHH, SIK1 TIEPEIAr0ThCS PI3HUM TPETIM 0cobaMm.

[lepBUHHUM €JIEMEHTOM aBTOMATH30BAaHOTO OOJIKYy MOXe OyTH cHucTema
TEXHOJIOTIYHMX JAaT4YMKIB, Kl (YHKIIOHYIOTh Ha MPHUHIMIAX TEXHOJIOTI]
[atepuery pedeil. TeXHOIOTIYHUMHU NPUCTPOSIMU 300pYy OONIKOBUX JaHUX,
(GYHKIIIOHYIOUMX Ha TMPUHIMIIAX TEXHOJOrli IHTepHeTy peuel, Moxke OyTu
obnamHaHHA I IUJIeH: pOOOTH30BAaHOTO BHUPOOHMIITBA, Pal04aCTOTHOT
imenTudikaiii MarepiallbHUX IIHHOCTEH, OloMeTpii mpailiBHUKIB, Bepudikallii
OIUIaTH 3@ IMOCJIYTW, EJEKTPOHHUX TpomIOBUX TpaHcakuid, GPS-napiramii
Tpancnopty Toiio. O0JIIKOBI JaHl, aBTOMATU30BaHO 310paHi 3 BUKOPUCTAHHSIM
[HTepHeTy pedeil, opa3y HaJICUIIAIOTHCS Yepe3 TII00aIbHy MEPEKy 0 MICIb iX
00poOku uu 30epiraHHsA. TeXHONOTIYHI MAaTYMKHU MPaALIOIOTh aBTOHOMHO 0e3
npsIMOi ydacTi 00IiKOBUX (DaxiBIliB, IO MiHIMIZY€E (piHAHCOBI Ta KIOEPPUUKH.
B 0011k0BHX mpaiiBHUKIB BIICYTHIM MOBHUHM JOCTYII /10 1H(popMalii Ha eTari ii
300py,  BUIMNOBIJHO,  YHEMOXJIMBJIIOIOTBCA  3JIOBMHUCHI  1H(opMaIliiiHi
MaHINyJAMi.  3aduIIaeThcl HEOOXITHICTh Yy 3a0€3MEeUEHHI KOHTPOJIIO 3a
(YyHKII1IOHYBaHHSIM OOJIIKOBUX Ta YHPABIIHCHKUX MPAL[IBHUKIB Ha MOJATBIINX
eTanax oOpoOku 1HbopMaIIii 1Is MiIe ii K1I0ep3axucTy.

3i0paHi 3 BUKOPHUCTAHHSIM TEXHOJIOTII [HTEpHETYy pedeil mepBUHHI JaHi
MIJITal0Th KJIacTepu3allli, HaKOMWYEHHIO Ta TMepenadl KOpUCTyBayaMm IS
nofanbioi 00poOku. KiacudikoBana o0sikoBa i1H(OpPMaIs TPAHCIIOETHCS
cTehkxojiaepaM (B TOMY 4YHCJIl ayTcopcepaMm) B OOMEXKEHOMY o00cs3i
BIJIMOBIIHO 0 IpaB A0CTyny Ta (yHKIIOHAIbHUX 000B’s3KiB. [H(dopmariiini
KOMYHIKaIlli BiJOyBarOTbCS BHHATKOBO B €JIEKTPOHHIA (opMi HA MPUHIUIIAX
TUCTAHIIIMHOCTI. AyTcopcepr MOXKYTh TiepeOyBaT Ha 3HAYHIN TEPUTOPIAIbHIN
BIJIJTaJICHOCTI1 Bij MICI[b TCHEPYBaHHS MEPBUHHUX JAHUX. 3aBISKH BiJICYyTHOCTI
IPOCTOPOBUX OOMEXEHb KIJIBKICTh ayTCOpPCEpIB, 3aJy4e€HUX [0 peaizaiii
00J11IKOBO-0€3MeKOBUX MOBHOBaXEHb, MOXKEe OyTH HeoOMexxkeHor. [{omaTkoBo,
yacTuHa QYHKIIA aBTOMaTUYHOI 00poOKHU 0011KOBO1 1H(pOpMAILlT BUKOHYIOTHCS

XMapHUMHU  CepBicaMy. 3alyd4eHHS 3HAYHOI KIJBKOCTI yYaCHHKIB [0
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iH(opMmarIiftHoro mpoiecy norpedye BUKOPUCTAHHS JIEBUX KOMYHIKAI[IHHUX
MEXaHi3MIB Ta MEPEKEBUX TEXHOJIOTIH.

OyHIAMEHTAIPHOIO OCHOBOKO KOMOIHOBaHOTO (MO3aiyHOIr0) BapiaHTy
ayTCOPCHUHTY JOIIBHO 00paTH MEPEKEBY TEXHOJIOT1I0 OJIOKYEHH, sIKa MOETHYE
OOJIIKOBl (parMeHTH B €auHy 1HGOpPMAIIiHy MOJeIb (PYHKLIOHYBaHHS
H1IIPUEMCTBA. [apopmariiiiny cXxeMy  KOMOIHOBaHOIi (MO3aiuHO1)

OpratizaiiiiHoi MOJIeJll ayTCOPCUHTY B10Opa)xeHo Ha puc. 3.4.

KIBEP3AXUCT KIBEP3AXUCT KIBEP3AXUCT
AyTtcopcep 1.2 AyTtcopcep 2.2 AyTtcopcep n.2
OBJIIK OBJIIK OBJIIK
Aytcopcep 1.1 AyTtcopcep 2.1 AyTtcopcep n.1

OcHOBHI
3aco0u

MeHneKMEHT

] XMapHe .
H1ITPUEMCTBA

i CepeIoBHIIE

InrepHeT peueii — 30ip
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_________________________________________________

Puc. 3.4. Kom0OiHoBaHa (MO3aiuHa) opraHizaiiiiHa MOJIEeJIb Ay TCOPCUHTY

JIxepeno: po3po0sieHO aBTOpaMu

153



Benenns ¢iHaHCOBOTO Ta yIpaBIIHCHLKOTO OOJIIK y Po3pi3i iXHIX 00’ €KTIB
JOIIJILHO JIeJIeTyBaTH 10 pa3 IHImN (ipMi, sika HaJa€e MOCIYyTH ayTCOPCHUHTY.
Takoxx He peKoMeHIyeThCA TepeaaBaTd (YHKINI 3 OOJIKYy Ta OJHOYACHO
Ki0ep3axucTy JaHUX 3a MEBHUM OOJIIKOBUM 00’ €KTOM OJHINA ayTCOPCHUHTOBIN
¢ipmi. Hanpuknan, o6mik Tta kiOep3axuct 1HGoOpMallii NOpo BHUTpPATU
MIIIPUEMCTBA MAIOTh 3[1IHCHIOBATH Pi3HI ayTcopcepu. Po3pi3HeHe neneryBaHHs
00J11IKOBO-0€31eKOBUX (DYHKI[IM 3MEHIIIY€ IMOBIPHICTh HACTAHHA K10€ep3arpo3 Ta
BTpAaTU KPUTHUYHO BEJIMKWX MAaCHBIB JaHUX, IO 3arpokye (yHKIIOHYBaHHIO
iANPUEMCTB. KpUTUUHO BaXKIIMBO PO3MEKOBYBaTH 00JIIKOBY 1H(OpMAIIito, 1110
MOTpaIUIs€e 10 OJHOTO ayTcopcepa 1010 MeBHUX 00’ €KTiB 00miky. Hampukiman,
HEJIOLUIBHO OJIHOYACHO JIEJIETYBATH MOBHOBAKEHHS 3 OOJIIKY JIOXO/IB 1 BUTpAT
TpeTiii 0co0l1, 110 MOXKE MPU3BECTH 10 BTpaTH 1H(PoOpMalii npo NpuOyTKH YU
30UTKHU TiAIPUEMCTBA.

[Togin iadopmariiiiHoro moysi (QYHKIIOHYBAHHS MIANPUEMCTBA MOXKE
3MIMCHIOBATHCS Ha OUIBII JeTadi3oBaHl MHOXHMHH. Pi3HMM ayTcopcepam
JOIIIBHO TIEpeaBaTH Ha OMpAIfOBaHHS OOJIKOBY i1HGOpPMAIlI0 TPO TMEBHHIMA
00’eKT OOJIIKY 1€ ¥ y po3pi3l PI3HUX YACOBUX NEPIOMAIB, T'OCHOJAPCHKUX
OJIMHUIIb, TPAIIBHUKIB MIANPUEMCTBA, BUPOOHUYMX MPOIECIB TOLIO. 3a
JOTIOMOTOI0  TE€XHOJIOT1T  OJOKYEeH po3pizHeHa oO0JikoBa 1H(oOpMalis
IHTErPYETHCA 1 MEePeNaAEThCsl OyXranTepii Ta MEHEIKMEHTY MIAMNPUEMCTBA IS
MOJAIBIIOrO  ompantoBaHHsA. KoXHHM — ayTcopcep OIEpyE  BUHSITKOBO
MO3aiYHUMH MaCHBaMH JaHWUX, HEOOXITHUMH ISl peaiizamii 4YacTKOBHX

00J1KOBUX a00 0e3neKOBUX (PYHKIIIH.
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BUCHOBKHA

1. 3pocTanHs aKTHUBHOCTI KibepaTak sIK 4aCTHMHA BiMCHKOBO-T1IOpUIHOTO
BIUIMBY Ha COL[IaJIbHO-€KOHOMIYHI MPOLIECH Ta 3arpo3a BTpaTu KOH(PIAECHIIHHOT
iHdopMmalli  BU3HAUMIM  HEOOXIAHICT,  3a0e3nmeyeHHs  KibepOesneku
MIJITPUEMCTB, CEKTOpPIB Ta Traidy3eid eKOHOMIKH. BpaxoByrwouw MOpoayKyrHOdy
IpUpoay OYyXraaTepchKoro OOJIIKYy SK OCHOBHOTO T€HEpaTopa €KOHOMIYHOI
iHpopmarrii, TPIOPUTETHOTO KiOep3axucTy MmoTpedye oOJiKoBa CHCTEMaA
cy0’ekTiB  rocnogaproBaHHs. Cuctemy  OyXrajaTepchKoro oOJNIKy Ha
MIJAMPUEMCTBI JIOUUIBHO MO3UIIIOHYBaTH BaXXJIMBUM €JIEMEHTOM OpraHizaiii
KiOepOe3rnekn y 3B’s3KYy 3: KOH(QIICHIINHICTIO 3HAYHOI YaCTHUHU OOJIKOBO1
iH(hopMallli; MyJIbTUKBaTI(IKOBAHICTIO Cy4YaCHUX OOJIKOBHX (DaxiBI[IB 3 pI3HUX
rajly3eil 3HaHb, AKTHBHICTIO KiOepaTak uepe3 OyXraiarepcbke MporpamHe
3a0€3MEUeHHs; PErVIAaMEHTYIOUOK TPUPOJOI0 BHYTPIMIHIX HOPMATHUBHUX
JOKYMEHTIB 11010 1H(pOpMaIiitHO-0e3MeKOBUX MPOIIECIB.

Jlns opranizaiii kid0epOe3neku HeoOX1IHOW € TpaHcdopmallis 00J1KOBOTO
HIIPO3AUTY Ta (PYHKIIOHAJIBHUX OOOB’SI3KIB OOJIIKOBUX (PaxXiBIIB y HANPAMKY
3a0e3nedyeHHsl 1HpopmarlliiiHoi Oe3neku mianpueMcTB. OOmiKoBUX (haxiBIIiB
JOIUIPHO  3aJy4yaTd JO MDKIWCIMIUTIHAPHUX KOMaHJI Y  KOHTEKCTI
3a0e3neyeHHsT  €dEeKTHUBHOTO  KiOep3axucTy  miampueMctB. Paszom 13
oprasizaifi€ro aieBoi kiOepOesneku Ha MIANPUEMCTBI peanizallii morpelye
MEePMAaHEHTHUNM O€3MEeKOBUN ayauT. 3I1ACHEHHS KOHTPOJIO 1 TECTyBaHHS
CUCTEMHU KiOepOe3neKkn MOKE€ BHKOHYBATUCS BHYTPIIIHIMU KOHTPOJIEPAMHU
(o6mikoBuMH (haxiBLsIMU) 200 30BHIIIHIMU ayguTOpaMu, 10 (popMye HOBUU
MacIITaOHUN PUHOK ayAUTOPCHKUX MOCTYT 0€3MEKOBOTO XapaKTepy.

2. Hns yuidikamii 3aco0iB 3abesmedeHHs] KiOepOe3meku IMiAIPUEMCTB
HEOOXI1THOIO € OpI€HTAIlls HA €IWHI (PyHIaMEHTAIbHI MPUHIINIHN Ki0ep3axucTy
obmikoBoi 1H(opMmarii. OCHOBHMM TPHUHIUIIOM Yy 3a0e3medeHi IMIHHOCTI
o6ikoBoi 1H(MOpMalii € 1i HamiHicTh. HaniitHicTh 00siKOBOi 1H(pOpMaIrii
3acBIIUy€ BIJICYTHICTh TIOMHJIOK, BUKPHUBJIICHb, HETOYHOCTEH, CIPUUYMHEHUX
CTOPOHHIMHU 0CO0aMH, a TaKOX TapaHTy€ JOCTYIHICTh Ta KOHQIIEHUINHICTD.

Hanitinicts 1HdOpMariii GopMyeThCs Ha MEPEeTHHI NPEIMETHHX O001acTeit
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MPUHIUIIB OyXrajaTepchKoro o0JIIKy Ta MPUHIUIIB iHGopMaThuKu. OTpUMaHHS
HaJIiHOT 00JIKOBOI 1HGOpMalii € KIHIIEBOIO METO KOMOIHOBaHOTO
byHKITIOHYBaHHS 00JIIKOBOT Ta O€3MEKOBOI CUCTEM.

3 HaJIMHICTIO O0JIIKOBHX JaHUX IOB’s3aH1 MPUHIMIN KOHM1ICHIIIHHOCTI,
IUIICHOCTI 1 JOCTymHOCTI. JloTpumaHHsS O€3MEeKOBUX MPUHLMUIIB TapaHTYe
MOTPAIUIAHHS SIKICHOI OOJIIKOBOi 1H(OpMAILl 10 BHYTPIMIHIX Ta 30BHILIHIX
CTEHKXoyepiB  0e3 BTpaTH  KOMEPLIMHOI TAEMHUII  MOIANPHEMCTBA.
JIOMOBHIOIOTh TEOPETUYHUM (YyHIAMEHT Kibep3axucTy 00JiKOBOI 1H(popmarrii
OPUHIUIK  TIOBHOTH, CAaHKI[IOHOBAHOCTI, aJpPECHOCTI, JOCTOBIPHOCTI 1
nopiBHIOBaHOCTI. HaBeneni mpuHuunu € ¢GyHIAMEHTOM  BHPOOJICHHS
METOAMYHUX THCTPYKIINA 3 KIOEpP3axXUCTy MIANPUEMCTB JUIsl MONEPEIKEHHS,
YHUKHEHHS Ta YCYHEHHsI HACJIJIKIB 3arpo3 Oe3mneri 0011koBoi 1H(popMalii.

3. HeoOxinHicTh opranizaiii epeKTUBHOro Kibep3axucty 00JIIKOBOI
iHdopmaliii mependavae aganTUBHE BpaxyBaHHS BapiaTUBHHUX KiOep3arpos.
3aneKHo Bia BUAY KiOEpPHU3UKIB MOKYTh 3HAYHO BIJIPI3HATHUCS 3aX0JU IXHBOTO
MOTNIEPEPKCHHs, YHUKHEHHS Ta YCYHEHHS TOTEHIIINHUX HachiakiB. Tomy
KiOeppu3uKu 00JIIKOBOI 1H(POpMAILIil JOUUIBHO NOAUIATH 32 KiIacudikauiiHUMHU
KpUTEpISIMU:  BUIAJKOBOCTI,  IJIECTIPAMOBAHOCTI,  1H(pOpPMAIIHHOTO  Ta
(iHaHCOBOrO  1HTEpecy,  TEPUTOPIATBHOCTI,  JJKepena  BUHHUKHEHHS,
MOXOJKEHHS, 00’ €KTHOCTI, MPEIMETHOCTI, MacIITabHOCTI, GopmMu peanizaiiii,
KPUMIHAJIBHOCT1, aCIEKTHOCTI, MPOJOHTOBAHOCTI, JATEHTHOCTI, MMOBIPHOCTI,
HacmiakiB. Kracudikaiis 3a 1HIIUMHA KpUTEpIaJbHUMHM O3HAKaMH, IO
CTOCYEThCS ISIITBHOCTI 3JIOBMHUCHUKIB yu CTEUKXOJIIEPIB, €
MaJIo1H(QOPMATUBHOIO IS ITIJIEH 3aXUCTY BiJ Kibep3arpos.

4. KiHneBow MeTOor0 peaiizalli Kidep3arpo3 € oTpuUMaHHS €KOHOMIYHOI
BUTOAM TPETIMH ocoOamMu abo 3aBHaHHS EKOHOMIYHOI IIKOAU CyO’eKkTam
rocnojiaproBanHsl. IcHye mpsiMa 3alieXHICTh MDK KIOeppH3UKaMHU  Ta
CKOHOMIYHUM CTAaHOM MANPHEMCTBA. byXrantepchbkuii OO0JIK  JIOIUIBHO
MO3UIIIOHYBATH SIK 1HHOBAIlIMHUI MEXaHI13M 3a0€3IMeUeHHS B3a€EMO3B’A3KY MIXK
E€KOHOMIYHOI Ta KiOepOesnekoro mianpueMcTBa. OONIKOBUNM  3B'SI30K
peali3yeThCs Ha II'SITH PIBHAX, SKI aJUTUBHO HApOCTAIOTh, 1 MOSCHIOE BIUIHB
AKTMUBHOCT1 KIOEpPHU3UKIB Ha 3pOCTAHHS 3arp0o3 €KOHOMIUHIN Oe3mell cy0’ eKTiB

rocrofgapoBadds. Ha MeTomosorivHOMYy piBHI MOXIHMBO OOTpYyHTYBaTH
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Kibep3arpo3u MpuUHIHUNAM Ta (GYHKISAM OOJIIKY; Ha SKICHOMY PiBHI — SIKOCTI
00J11K0BO1 1H(pOpMaIlii; Ha METOJUYHOMY PiBHI — OOJIIKOBUM 00’ €KTaM Ta BUJaM
00JIIKy; Ha KOMYHIKAI[IHHOMY pIBHI — OOJIKOBUM KOMYHIKAIlIsAIM 31
CTEUKXOJIIEpaMH; Ha PEIyTaliiHOMY PiBHI — JUIOBOMY IMIKY IMiANPHEMCTBA,
00 TOPU3BOAUTH [0 E€KOHOMIYHUX BTpaT miaAnpueMcTB. BonaHodac 3a
JOTIOMOTOK0 METOAMKU OyXrajaTepChbKOTO OOJIIKY peali3yeTbCsl 3BOPOTHIM
iH(QopMalIiHUI 3B'I30K EKOHOMIYHOI Ta KiOepOe3neKku, 10 TMOJsArae B
JOCTOBIpHIM 1eHTU(IKAIT Ta OIHII EKOHOMIYHHUX BTpaT BiJ TMPOSBY
KiOeppHU3UKIB.

5. KiGep3arpo3u mnposBISIOTECS Ha yCiX eTanax oOpoOKu 00JIIKOBOI
iH(dopMarii Ta i nepegavi 40 KopuctyBauiB (cTeiikxonaepis). st BupoOieHHs
J1€BUX 3aXO0J1B MIHIMi3allii Kibep3arpo3 HeoOXiJHE PO3YMIHHA IXHBOTO BILUIMBY
Ha (YHKIIIOHYBAHHS CTEUKXOJIAEPIB Y po3pi3l pi3HUX iXHIX BUAIB. TpanuiiitHa
KJacudikailisi KOpucTyBadiB 00J11KOBO1 1HPOpMAIlii € HEaKTyalbHOO IS IIIIeH
3a0e3nedyeHHs Ki0epOe3neKku MiIMPUEMCTB, OCKITTLKH HE BPaXOBY€ aKTHBI3aIIIO
BaplaTUBHUX KiOep3arpo3, 1m0 MOTpedye yIAOCKOHAJICHHS Kiacudikalii
crerikxonnepiB. KopuctyBauiB 00J11K0BO1 iH(popMallii JOUUIEHO KIIaCHU(PIKyBaTH
32 KPUTEPISIMU: MOKIIMBOCTI YNPABIATH JAISUIBHICTIO TOCHOJAPIOKOYOTrO
cy0’eKkTa, TpaBOM JOCTYIy, IMOBIPHOCTI MOSIBU KiOep3arpo3, MOMKJIMBOCTI
PO3MOPSAKATHCS MPABOM  JIOCTYITY, JOCTYIy JO0 OOJNIKOBHX 0O’ €KTIB,
(GyHKIIOHAIBLHOTO TIpaBa, MOPsAAKY oOpoOku iHdopmallli, BULY €KOHOMIYHOI
TISTLHOCTI, BIKY (I3UYHUX 0Ci0, OpraHi3aliifHO-MPaBoOBOi POPMH FOPUANIHHIX
0ci0, BU1y 3aCTOCOBYBAHMX KOMYHIKaLIMHUX KaHaIIB, YaCTOTU 1HPOPMALIIITHUX
akTiB. BukopucTaHHs 3amnporioHOBaHOi KJacudikallii CTEUKXOJJEPIB CIpHUsE
BUSIBJICHHIO KIOEppU3HKIB; TMOMEPEKEHHIO, YHUKHEHHIO Ta MiHIMI3alll
HACTIJKIB Kibep3arpo3, akTyaJbHUX OKPEMO JJII KOKHOTO BUIY KOPHCTYBadiB
0011ikoBO1 1HpOpMAaTIIii.

6. [lepBUHHUM METOAUYHUM MPUHOMOM OYyXTaITEPCHKOTO OOJIKY, HA KN
CHiJ] 3BEpTaTH yBary ImpH oprasizailii Kioep3axucTy, € JOKyMEHTYBaHHS SIBUIII 1
noail. TpaauuiitHuil eneKTPOHHUN TOKYMEHTOOOIr B OyXraaTepcbKoMy OOJIKY
Mae psaa  QyHKIIOHATBHUX OOMEXEHb, HI0 € MPUYMHOI0 BPa3IMBOCTEH
kibepOesnexkn mignpuemMcTB. Jlms peamizamii e€()EeKTUBHUX BHYTPINIHIX Ta

30BHINTHIX €JICKTPOHHUX KOMYHIKAIIH JTOMUIBHOIO € IMITIEMEHTAIlISI TeXHOJIOTIi
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OJIOKYEHH y JOKYMEHTOOOIT, sIka BIAMOBIJa€ CyYaCHUM BUMOTaM KiOep3axucTy
mianpueMcTB. DakT 300py MEPBUHHUX JAaHUX IHIIIOE CTapT MOJAJBIINX
iHpopMaIiiHuX TporeciB 0O0poOKM Ta PO3MOJALTY OO0JIIKOBOI 1HGDOpPMAIIIi.
3a70OKyMEHTOBaHl  JlaHI 3  BUKOPHUCTAHHSAM  TEXHOJIOTIi  OJOKYelH
(bparMeHTyIOThCS, MMUPPYIOTHCS Ta HAJICUIAIOTLCS Y JI030BaHId  (opmi
BHYTpPIIIHIM Ta 30BHIIIHIM KOPHCTyBauyaM BIJINOBIJIHO 110 1H(pOpMAIIHHUX
noTped Ta MpaB JOCTYMY J0 KOMEPIIHHOI TaemHull. J{O3BUIBHUI pexUM
00poOkH 00J1iKOBOI 1H(GOpMaIIil JOIIIBHO peai3yBaThd 3 BHKOPHUCTAHHSIM
cucteMd IMGPPOBUX MIAMUCIB Ta XMApHOTO PO3MIMICHHS PO3MOJAUICHUX 0a3
JTaHUX.

3acTOCYBaHHS TE€XHOJIOT1] OJOKYEH B €JIEKTPOHHOMY JIOKYMEHTYBAaHHI U
JOKYMEHTOOOITy 3a0e3nedye: (pparMeHTOBaHICTh, B3a€EMHE JIOTIOBHEHHS,
MaciITaboOBaHICTh,  JIyOJIIOBaHHS,  XPOHOJOTIYHICTh,  KOH(QIJIEHIIHICTD,
PO3MOAUICHICTh, JOCTYIHICTD, BIAKPUTICTh OOPOOKH 00J11KOBOT 1H(MOpMAITii, 1110
€ OCHOBOIO B 3a0e3neueHHI e(PEeKTUBHOTO KIOEp3axuCTy MiANPUEMCTBA.
Opranizamiss  ki0epOe3nekr B yMOBax PO3MOJIIEHOTO CTPYKTYpPyBaHHS
00J11KoBO1 1H(pOpMallii ClpUsi€ BIAKPUTOCTI JOKYMEHTOOOITY Ha IMiANPUEMCTBI,
[0 3MEHUIYE HEOOXIAHICTh y 3aCTOCYBaHHI 130JALIIMHUX 1H(GOpMAIIHHUX
npakTuk. BigkpuTicTs iH(pOpMaiiHOro OOMIHY 3 BUKOPUCTAHHAM TEXHOJIOT1I
OsokueliH s Kibep3axucTy iHdopmarlii MiHIMI3y€e OpraHi3alliiiHi 0OMeKEeHHS
y CTaHOBJEHHI HU(PPOBOI E€KOHOMIKM Ta CTBOPIOE CIPHUSTIUBI YMOBH [IJIs
MOCTYMAJIbHOTO 1HHOBAIIIHHOTO PO3BUTKY CYCIUIBHOI (hopmarrii.

7. OCHOBHUM OO0’€KTOM KiOepaTaKk € TpoIIOBI KOIITH MIAIMPUEMCTB.
Heo0xi1HICTh OTpUMaHHS ONEPATUBHOTO JOCTYIY JI0 TPOIIOBUX KOULITIB Yepe3
€JICKTPOHHI KOMYHIKallii, 3aXUCTy 1HBECTHUIIN Micas riao0anbHUX (HIHAHCOBUX
KpHU3 MpHU3BeJia 0 MOSIBU HOBOT'O BUIY €JIEKTPOHHUX TPOLIEH — KPUITOBAJIOT,
K1 XapaKTepU3yIOThCS TaKUMM IE€peBaraMmu, SIK: 3pYy4HICTb, HE3aJICKHICTb,
JTOCTYMHICTh, JAUCTAHIINHICTh, KOH(IACHIIHHICTD, O€370KYMEHTHICTh, TTOBHA
aBToMaTu3allisl 00JIIKy Ta ONTUMI3AIlisl BUTpAT.

CyyacHl cucTeMH JUCTAaHLUIMHOTO yIpaBiiHHA paxyHkaMu «KiieHT-O0aHK»
Ta  «IHTepHET-0aHK»  XapakTEepHU3YIOTHhCS  TMEBHUMU  OpraHi3aliiiHUMU
0oOMEXXEHHSIMH, 10 HE BIAMOBIAAIOTH BUMoOraMm KiOepOesmeku. OO0’ eqHaHHS

(YHKIIIOHATBHUX MOJKJIMBOCTEH TEXHOJIOT1l OJOKYEHH, MO3UTUBHUX SKOCTEH
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KoMyHiKamiii  «lHTepHeT-0aHk» Ta «KilieHT-0aHK» 03BOJIUTH CTBOPUTHU
riopuaHy Oe3leuHy cHUcTeMy O€3roTIBKOBUX IIIATEKIB KPHUIITOBATIOTAMH,
CJICKTPOHHUMH TpPOIIMMA, KOIITAMU Ha paxyHKaXx B OaHKy 3 BUIBHOIO
KOHBEPTAIIIEI0 ICHYIOUMX TPOIIOBUX 3aC001B Ta MOXKIMBOCTEH 1H(OPMAIIIITHOTO
0oOMiHYy 3 ycIMa YYaCHUKaMH pO3paxyHKOBHUX ONEPALliil.

301p 0011KOBO1 1H(POPMALIIT ITPO PO3PAXYHKH KPUNITOBATIOTAMHU Ta 1HIIUMU
CJIEKTPOHHUMHU TIpouiuMa BiaOyBaeTbcst 0e3 (QOpMyBaHHS —TpaaHULIIIHUX
IJIATDKHUX JOKYMEHTIB Ta OaHKIBCBKUX BHITMCOK, IO 3amofirae BTpaTi
KoH}1aeHiiHOT 001ikoBo1 1HGopMartii. EnekTponHa iHdopmarliis 3 riOpuaHoi
CHUCTEMU KOMYHIKAI[Ii € OCHOBOIO MJii aBTOMAaTHM30BaHOTO TOKYMEHTYBaHHS,
(dopmyBaHHS OOJIIKOBUX 3amuciB, 1H(GOpMyBaHHA (axiBUiB 3 OOJIKY Ta
YIpaBIiHHSA 0A0 0€3rOTIBKOBUX IMEpeKas3iB. ABTOMAaTH3allis 00JIIKY IPOIIOBUX
TpaHCaKIIN crpusie 3a0e3MeUeHHI0 e(DEKTUBHOTO KiOEp3aXxUCTy 3a BUKOHAHHSIM
IPOIIOBUX TPAHCAKIIM Ta CBOEYACHOMY 1 JUCTaHIIHOMY 1H()OPMYBaHHIO
MepCOHATY TIAMPUEMCTBA PO MapaMeTpu OE3roTIBKOBUX IJIATEXKIB.

8. BaxnuBuM HampsMoM 3a0e3medeHHs KiOepOe3meku  00JIKOBOT
iH(opmarlii € BUkopuctands TexHoJorii [nrepaery peueit (IoT). 3actocyBaHHs
[oT TexHosorii B aBTOMaru3aulii OOJIIKy Ta KiOep3axucTi MiINPUEMCTBA
MOXIJIHMBE y TPhOX HampsIMKax: TpaHcpopmallii OyXraaTepcbKoro oO0diKy,
YIOCKOHAJICHHI ayJIUTOPCHKOTO KOHTPOIIO TOCTOMAPCHKOi ISIBHOCTI Ta
ontuMmizarii poboTH 00IIKOBO-KOHTpOMOIYNX (haxiBiiB. 3acTtocyBanHs [oT-
MPUCTPOIB 3a0e3meuye: 3MEHICHHS y4YacTl JIIOJCBKOT0 YMHHHKA B 0OpOOII
00miKoBO1 1H(OpMallli, AUCTaHIIFOBaHHS 300py Ta 0OpOOKHU MEPBUHHUX JaHUX,
aBTOMATH3AI[I0 JIOKYMEHTYBaHHS TOCIOJAPCHKHUX OMEpalliif, IeJIeryBaHHs
00JIIKOBO-KOHTPOJIBHMX Ta O€3MEeKOBUX MOBHOBA)XCHBb, JOTPHMMAHHS SKICHUX
XapakTepucTuK iHdopMaIlli Ta yIOCKOHAJICHHS (QOopMU OyXTaiTepCchKoro
00Ky ISl OTIepyBaHHS 3HAYHUMHU MAaCHUBH JTaHUX.

[Topsim 31 3Haunmmu miepeBaramu  iMmuieMeHTtamnii loT-texnomorii y
TISJIBHICTh  MIANPUEMCTB BHUHHMKAKOTh aKTHUBHI KIOeppu3WKHU. 3arpo3amu
kibepOe3meli Ccy0’€KTiB TOCHOJApIOBaHHS € BHUKPAJCHHS, IMJAMIHA Ta
OyiokyBaHHs 1H(pOpMaIlii, a TaKoXX OTPUMAHHS KOHTPOJIKO HaJ OOJaTHAHHSIM
a00 BimMOBa Moro (DYHKITIOHYBaHHS, IMABUIICHHS MPaB JOCTYITy MPaIliBHUKIB 1

CTOPOHHIX OCI0 JIJis IPOHUKHEHHS y 3a00pOHEH] TepUTOPiaIbHO-1H(POPMAITIiTHI
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MeX1 mianpueMcTBa. JJis YHUKHEHHS Ta MOJI0JaHHs HACIIKIB Kibep3arpo3 npu
BUKOpHUCTaHHI loT-npucTpoiB HEOOXITHUM € periaMeHTallisi KOMYHIKaIliiHUX
KaHaIIB mepeaadi o0ikoBoi i1HdOpMaIllii, periaMeHTalls MmpaB JOCTYIY JI0
KOH(IIESHIIIMHUX JaHUX, BUKOPUCTAHHS MOJITUKH MTEPMAaHEHTHOTO OHOBJICHHS
MapoJiB JJisg JOCTYIy 10 0a3 JaHUX ¥ TEXHOJOTIYHMX JATYMKIB, KOPEKTHUU
po3noaul 1HPOPMALIHHUX TOTOKIB MIX pI3HUMHU CTeukxoigaepamu. Tomy
pU3UKM IMIUIeMeHTalli TexHoJsiorli [oT 3HauHO MIHIMI3YIOThCS 32 YMOBH
e(eKTUBHOI opraHizallii OyXraJTepchbKoro 00MiKy 3 HOT0 MO3UIIOHYBAHHSIM SIK
0a3ncy HaJIaroKeHHs Ki0ep3axucTy 1HGOpMaIiHUX TTOTOKIB.

9. Jlms 3abe3neueHHs KOHTPOJIO 3a JOCTYIIOM TMpaliBHUKIB [0
iH(hOopMalIiHO-MaTepiadbHUX IOTOKIB BHKOPHCTOBYIOTHCSI aBTOMAaTHU30BaHI
CUCTEMH NPOITYCKY MPALiBHUKIB HA TEPUTOPIIO Ta MPUMIIICHHS MiANPUEMCTBA.
ExcmuyaTanis cucteMd B OCHOBHOMY Iependayae peani3alilo OXOPOHHUX
¢ynkmii. [Ipore, B ymoBax 3pocTaHHs KiOEpHETHYHHUX 3arpo3 YHAcCIHiJIOK
MDKHApOJHUX BIACHKOBO-TIOPHAHUX KOHQIIKTIB Ta 010JIOTIYHUX 3arpo3 4epes
nangemito COVID-19 3pocrae HEOOXigHICTh 3ampOBAHKEHHS TEXHOJOTI]
OloMeTpUYHO1 1IeHTU(]IKALI] MpaliBHUKIB, 1[0 Mepeadadae TpaHcHopMalio
OoO0JIIKy 1 KOHTpOJIIO BIANPAlbOBAHOTO Yacy NE€PCOHAIOM, HapaxoBaHOI
OCHOBHOi Ta JOJATKOBOi 3apo0iTHOI IUIaTH, a TakoX (OpMyBaHHS B
CJeKTPOHHINM (opMi TEPBUHHUX Ta 3BITHUX JOKYMEHTIB 3 BIIIMPaBKOIO
CTEUKXOJAEPaM.

biomeTrpuuny imeHTU]IKAIIIO MEPCOHATY AOLUIBHO 3aJ1I0BAaTH B MICIISX
MEPETUHY TPalliBHUKAMU MPOCTOPOBUX MEX MiIMPUEMCTBA Ta OKPEMHX HOTO
MPUMIIICHB. Y CI0 TEPUTOPItO Cy0’€KTa rocrogaproBaHHs HEOOXiAHO PO3ILIUTH
Ha Pi13H1 PYHKIIOHAIBHI 30HU JUISl PI3HUX TPYH NEPCOHATY 3 METOI0 OOMEKEHHS
IOCTymy 10 KOHGMIAEHIIHHOI 1H(pOpMaIli, 0 CHOpUATHME 3a0e3MEUYCHHIO
HAJCKHOTO piBHA Kibep3axucTty mianpueMcTBa. HapaxyBanHs 3apo0iTHOT
IUIATH PEKOMEHJIOBAHO 31MCHIOBATH, BUXOISYM 3 YacCy, HPOBEICHOTO Y
OpUMINIEHHAX  (YHKLIOHAJBLHOTO  NpPHU3HAYEHHA  MepcoHaly abo  3a
oOJlaJHAaHHSM MPY BUKOHAHHI MTOCAJ0BUX MOBHOBAXXEHB (Y TOMY UHUCII1 3 IOMY).
JInst aBTOMAaTU30BaHOTO OOJIKY 1 KOHTPOJIO IOINEPEIHBO PO3POOISIOTHCS
(GyHKIIIOHATEHO-9aCOB1 PETJIAMEHTH pealtizallli PyHKIIOHATFHUX 000B’SI3KIiB Ta

nmepeOyBaHHS y IEBHHUX BHJAaX IPUMIIMICHHS ITIIMNPUEMCTBA IS KOXHOTO
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mpaiiBHUKa. PermaMeHTyBaHHs 4YacOBHX MapaMeTpiB poOOTH TIpalliBHUKIB
CIIpUS€ YHUKHEHHIO HAJIMIPHOTO CKYMYEHHS TMPAIIBHUKIB Y MPUMIIICHHIX
HIMNPUEMCTBA, 1[0 COPHUATUME MiHIMI3aIli O10J0TiyHMX 3arpo3 (iHdiKyBaHHS
COVID-19).

s epexTuBHOrO OOJIIKY 1 KOHTPOJIIO BIAMPAIIbOBAHOTO Yacy JAOIIBHO
BIIPOBAIUTU KAJIBKYJSIIAHY OJUHUII0 — XBWIMHA (XBWJIMHO-JIOAWHA). [3
3aCTOCYBAHHSIM JIETaJI130BaHOI OJIMHUIIL Yacy 3’ SIBJISIETHCA MOXJIMBICTH OOJIKY 1
KOHTPOJIIO BIIXWJEHb BIJI HOPMATUBIB poOoYoro wyacy, 3a0e3mnedeHHs
CaMOKOHTPOJIIO  TpPAIiBHUKIB, 3pOCTaHHS MPOJAYKTHBHOCTI iX  Tpalrll.
HenotpumaHnHs 4acoBOTO peXXUMYy Mpalli MOKe OyTH MiACTaBOIO JJIsl IEPETIIA LY
YMOB Tpaii 41 notpedu y npodeciifHiil nepeniAroToBIi BiIMOBIIHOTO (PaxiBIIs.
Haromictb, iHpopMalliss po (pakTy MOHAJHOPMOBOI mpari (y TOMY YUCHI IpH
JTUCTAHI[INHOMY BUKOHAHHI IMOCAJ0BUX OOOB’SI3KIB 3 JIOMY) MPU3BOJUTH MO
HapaxyBaHHS JOJATKOBUX KOMIICHCAI[IMHUX 1 3a0XOYYBaJIbHUX BHUILIAT
TpaliBHUKaM.

OnTtumizaiii oONiKy BUTpaT Ha YTPUMaHHs TMPAIiBHHUKIB CIPHUSTAME
BUKOPUCTAHHS 1H(QOpMaIlii 31 cucTeMu 010METpUYHOI 11eHTU(DiKalLlll TEPCOHAITY
po peatizailito (QyHKI[IOHATLHUX OOOB’SI3KIB TMpalliBHUKAMU Ha PoOOYMX
MICISIX y TIINPUEMCTBI UM 3 JIOMy. ABTOMATH3allli Mijjisirae 00JIiK BUTpaAT Ha
XapayBaHHS MpaIliBHUKIB, eKCIUTyaTaIllo MIPUMIIIEHb CHJIBHOTO
BUKOPUCTAHHS, 3arajlbHOBUPOOHUYUX BHUTPAT 3 YITKUM PO3MOALIOM MiXK
BUPOOHUYHMMH, aIMIHICTPAaTUBHUMHU, 30yTOBUMH Ta IHIIMMH BHUTpaTaMHu.
@®opmyBaHHs 1HGOpMAILll Opo BIANpalbOBAHMKA 4Yac Ta 3apoOITHY IUaTy 3
BUKOPHUCTAHHSIM  CHUCTEMHM  OIOMETPUYHOI  1eHTU(]IKALil  MpaliBHUKIB
B1IOyBa€eTbCA B EIEKTPOHHIN (opmi Ta HAACWIAETbCS BHYTPIIIHIM Ta
30BHIIIHIM CTEHKXOJIEpaM.

10. TloctynmansHuii PO3BUTOK KOMYHIKAIIMHUX TEXHOJOTIH (HOpMye HOBI
BUMOTH JI0 IBUIKOCTI Mepenayl JaHux. BUKOpUCTaHHS CTUTBHUKOBOTO 3B’ SI3KY
4G Tta HoBOi renepainii 5G He 3aaTHe 3a0e3neunTd 1H(OpMaLIiHI TOTPEOH
KOPUCTYBaYiB TEXHOJIOT1 IITYYHOIrO IHTENEKTY, TOTaldbHOI BIpTyami3alii
KOMYHIKaIii, OE3MJIOTHOCTI Ta aBTOMUIOTHOCTI TPaHCHOPTHUX 3acoOiB,
mia’eqHaHAs 10 [HTepHeTy ycCiX TEXHIYHHUX MPHUCTPOIB, IO IOTPEOye

¢dbopmyBaHHS KOHIIETIIT MOOUTEHUX KOMYHIKaIin 6G.
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BaxnnBowo mnepeBaror CTUIBHUKOBOTO 3B’SI3KY IIOCTOTO TOKOJIIHHS €
TPOXBUMIPHE JOCTOBIpHE BH3HAYEHHA MicHs TMepeOyBaHHs aOOHEHTa Ta
npsMui 1HGOPMAIIIMHUX 3B’ SI30K MK €JIEMEHTaMH CTUTBHHUKOBOI MEpEXi, 110
YMOXJIUBIIOE TpaHChOpMalilo OyXraaTepchbKoro OOIKY MIAMPUEMCTB PI3HUX
chep misuibHOCTI. 30Kpema, (yHIAMEHTAJIbHUX 3MIH 3a3Ha€ OOJIK BUTpPAT 3
BUKOPUCTAHHIM: BUPOOHUYOTO OOJaHAHHS, M €JHAHOTO J0 1H(QOopMaIliiHOi
CUCTEMH MIANPUEMCTBA, JJiI TIEPMAHEHTHOTO CBOE€YAaCHOTO BHU3HAYCHHS
co0IBapTOCTI  MPOMHUCIOBOI  MPOAYKINi;  TPAHCIOPTHUX  3aco0iB 3
KOHTPOJIbOBAaHUM  [E€PECYBaHHSIM  OOYMOBJICHUMH  MapuipyTamu  Ta
MIPEBEHTUBHOIO 1ICHTU(IKAIIEI0 COOIBAPTOCTI HA/IAHHS TPAHCIIOPTHHUX TMOCIYT;
pOIB OE3MUIOTHUX JITAIBHUX aapatiB AJi1 A€pOBI3yaIbHOTO CIIOCTEPEKEHHS 32
BUKOHAHHSIM CUIbCHKOTOCIIOAAPCHKUX Ta OyAIBEIBbHUX POOIT 3 JOCTOBIPHHUM
BU3HAUYEHHSIM Ta PO3MOJAUIOM JOXOAIB W BUTpAT; TEXHOJOTI MiAPaxXyHKY
KUTBKOCTI  BIABIZYBadiB MPHUMINIEHb  MMIANPUEMCTBA JUISI  BU3HAYCHHS
MOMYJIAPHOCTI TOPTiBEJIBbHOI IJIONMII Ta peKJIaMH 3 METOI 1HPOpPMYBaHHS
3aMOBHUKIB TIPO iXHIO BapTICTh.

Y Toil ke wac 1HpOpMAIIHIA CHUCTEMI MIANPUEMCTB, Ha SKHUX
BUKOPHUCTOBYIOTh CTUIBHUKOBI Mepexi 6G, 3arpokyloTh 3HAUHI KIOEpPHU3UKHU:
aTakl 3 BHUKOPUCTAHHSIM IITYYHOTO IHTENEKTY, MONEPEIHbO HEBIAOMI
BPa3JIMBOCTI «HYJIHOBOTO JIHS, PU3WKH HA OCHOBI KBAHTYMHHUX OOYHCIICHB,
ataku 3 BuUKopuctanHsMm mBuakoro (Tepal'epmoBoro) obnagHaHHs, TiOpHIHI
BifHM TomIo. [[s1 3abe3meueHHss KiOep3axuUCTy HEOOXITHUM € BUKOPUCTAHHS
CTIIBHUKOBHUX Mepexxk 6G N MOHITOPUHTY: Micls nepeOyBaHHs MpalliBHUKIB
Ha TEPUTOPIi UM MPUMIIICHHIX MIANPUEMCTBA; MApUIPYTiB MEPECYBaHHS Ta
BUKOHaHHS POOIT TPAaHCHOPTHUMM 3ac00aMu; JAOCTYIy OCI0O JO BUPOOHUYOTO
00agHaHHS, OyIiBEILHUX MalJaHYNKIB 41 MICIIb BUKOHAHHS
CLIBCHKOTOCIIOIAPCHKUX POOIT; MPUCYTHOCTI 37IOBMUCHHKIB y MICIISIX BUMHEHHS
MPaBOMOPYIIEH, 3  METOI  3amo0iraHHs  BTpaTH  MaTepiaJbHUX  Ta
1H(OpMaIIHHUX PecypciB Cy0’ €KTIB TOCIOIapIOBAHHS.

11. [Jnst edeKTUBHOTO BUKOPUCTAHHS CY4YacHHX KOMIT IOTEPHO-
KOMYHIKAI[IHHUX TEXHOJIOT1H (y TOMY YMCIII HaBEICHUX TEXHOJOT1M OMOKYEHH,
[HTepHETY peueH, CTITBHUKOBOTO 3B’SI3KYy, aBTOMAaTH4YHOI OioMeTpii TOIIO) B

00JIIKOBO-0€3MEeKOBUX Tpollecax HEoOXigHA perjamMeHTalli i1HpopMamiiHuX
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NOTOKIB MIJNPUEMCTBA. BaxJIMBUMU pEriaMEeHTYIOUMMH JIOKYMEHTaMHU Ha
HIMPUEMCTBI MO0 3a0e3MeueHHs KiOep3axucTy MOXyTh OyTH o0O0JiKoBa
MOJTITUKA MAMPUEMCTBA Ta 1HIIT BHYTPINIHI JOKYMEHTH. B 00J1KOBIN MOMITHII
HINPUEMCTBA a00 B OKPEMHUX BHYTPIIIHIX perjiaMeHTax JOLUIbHO (hIKCYyBaTH:
nepenik iH(opmarlii, 1O € KOMEPIIHHOI TAaEMHUIICIO; MOPSAJIOK OHOBJICHHS
MPOrpaMHOT0 3a0€3MEYEHHsI Ta METOAUKY 1H(POPMAIIHOI CHUHXpOHI3alli 3
XMapHUMU cepBicamMu; 31MCHEHHS 30BHIIIHIX KOMYHIKAllld 3 KOPUCTYBayaMH
1H(opMmaIlii; mopsI0K BUKOPUCTAHHS MPOTrPAMHOI0 1 TEXHIYHOTO 3a0€3MeUCHHS;
NIrOPUTMY PO3IOALTY Ta 3aCTOCYBaHHS €JICKTPOHHUX KIIOYIB JJIA JOCTYIY JO
iHdopmarltii; kimacudikaiis OPUMINICHb 3a MPABOM JIOMYCKYy Ta OpraHizarii
CUCTEMU OXOpPOHM TEPUTOPIi MIANPUEMCTBA; Kiacu@ikalis MNpaliBHUKIB 32
lEpapXiYHUM pIBHEM JOCTYNy A0 1HGOPMAIIHHUX PECYpPCIB MIINPUEMCTBA
TOLIO.

[adopmariiinuii 3aXUCT B yMOBax aBTOMAarTu3allli OOJIKy Ta ympaBiiHHSA
nepeadavae MOeqHAHHS OpraHizalliiiHUX Aif MpaliBHUKIB MiJMNPUEMCTBA, SKi
JOIIBHO BioOpaxkaTu B OOJIKOBIM MOMITUIN Ta BHYTPIIIHIX pErIaMEHTHUX
JTOKyMeHTaX. be3nekoBi Moja0KeHHsT perjiaMeHTallli 00poOKu O0IIKOBUX JaHUX
BUMAaralTh  HaJaro/JUKeHHs e(QEeKTUBHOTO  pO3NOALTY  (PYHKLIOHAJBHUX
MOBHOBAKEHb MEPCOHANTY Ta HAJaHHSA MpaB JOCTYNy A0 KOH(IACHIIHHOT
iHdopmartii. Jomyck g0 6a3 maHMX peali3yeThCsl 4epe3 BUady MepCcOHATbHUX
M(ppoBUX MIAMKCIB, JOTIHIB 1 MApOJiB. 3aBASKH TEXHOJOTISIM aBTOpHU3aIlil
BCTAaHOBJIIOETHCS BIAMOBIIAIBHICTD Ta BIJACIIIKOBYIOTHCS il MEPCOHAITY MIOAO
00poOKHM 1 mepeaadi JaHUX.

Uepes BigoOpakeHHST B OOJIKOBIM TMOMITHII MIAIPUEMCTBA YaCOBUX
KpUTEpPIiB MPOBEACHHS MEPEBIPOK CTaHy iHGOpMAIiiHOT O0e3MeKH, MPOTOKOJIIB
OoOMiHY JaHuX, OOMIHHMX THWIIIB JOKYMEHTIB, cepTU(}IKaTIB 1 JIIEH31M Ha
BUKOPUCTAHHS  MPOTPAMHOTO  3a0€3MEYEHHS, TapaHTYE€ThCS  HAIMHICTD
00mikoBoi 1H(MOpMaIi y Mporeci BUKOHAHHS OOJIKOBUMH Ta YNPaBIIHCHKUMHU
daxiBIsiMu (GyHKIIIOHATBHUX 000B’SI3KIB.

12. 3 wmeroro onrtumizanii 1HGOpPMALIMHUX TMPOLECIB MEHEIKMEHT
HiJIPUEMCTBA MOKE OPIEHTYBAaTHUCA Ha Pi3HI QopMM oOpraHizaiii OOJIKYy Ta
kibep3axucty. OnHi€0 3 opraHizaliiHuX (OpM € JeneryBaHHsS OOJIKOBUX Ta

0e3IeKOoBUX MOBHOBaXEHB (ayTcopcwHr). Ilepemada obimikoBoi iHpopmarii Ta
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MOBHOBaXXEHb  CYNpPOBOJIKYEThCS ~ aKTUBHUMHU  KiOepszarpo3amu.  Jlo
OpraHi3alifHUX YWHHHUKIB OOJIKYy, IO BIUIMBAlOTh Ha KiOepOe3mneky
MINPUEMCTB, JOLUUIBHO BiAHECTHU: OO’€KTHICTh, KIJIBKICTh IIPalliBHUKIB,
HEBU3HAYCHICTh, JUCTAHIIINHICTh, KOMYHIKAIIIl 3 ayTcopcepoM, KOMYHIKaIlii 3
KOHTpAareHTaMu, aBTOMaTu3allisi, 4Yacrtota IH(opMamiiHuX akTiB. 3a
BUOKPEMJICHUMH OpraHi3alliHUMHU BaplaHTaMU MOKJIMBO OLIHUTH IMOBIPHICTb
MPOSIBY KIOEPPU3UKIB B YMOBAX 00JIIKOBOTO ayTCOPCUHTY Y pO3pi3l HOro Gopm.

KibGeppu3ukyn 3HA4YHO MIHIMI3YIOTBCS TIpU JICJIETYBaHHI OOJIKOBUX
MOBHOBa)XEHb XMapHUM cepBicaM 00poOku iHdopMalii. Ajle XMapHU BapiaHT
JeNeTyBaHHs ~ yCKIAAHEHUH B  yMOBax HEOOXIIHOCTI MEPMaHEHTHUX
KOMYHIKaIllll ayTcopcepa 3 MEHEI)KMEHTOM MIANPUEMCTBA Ta KOHTpareHTaMu,
II0 HE Ja€ 3MOTM PEKOMEHAYBATH TaKWW BapiaHT ayTCOPCUHTY IS yCiX
cy0’ekTiB rocmnojapioBaHHs. Tomy HallOUIBII ONTUMAIBHOW  (POPMOIO
ayTCOPCUHTY JUIsl KOXHOTO Cy0’€KTa TOCHOJApIOBaHHA € BapiaHT 3
MIHIMQJIbHOIO CYMAapHOI0 IMOBIPHICTIO TIPOSIBY KIOEppU3HKIB 3a YyciMma
opraHizariiHIMHA YUHHUKAMU OOJIIKY.

13. Jlna onrtumizanii (yHKUIOHYBaHHS MIAOPUEMCTB HEOOXIIHUM €
IHTErpOBAHE TMO3UIIIOHYBaHHS ayTCOPCUHTY OOJIIKOBUX Ta O€3MeKOBUX
nmoBHOBaxeHb. lloenHane neneryBaHHs (YHKIIN OOJIIKYy Ta KiOep3axucTy
CIPUATUME CHHEPTeTHYHIN MiHIMI3allli aIMIHICTPAaTUBHUX BUTPAT, 3SMEHIIICHHIO
WMOBIpPHOCTI TposBY i1H(MOpMaIIHHUX Ta (PiHAHCOBUX pHU3HKIB. [HTErparis
ayTCOPCHHTY MOJKJIMBA 3a JBOMAa BapiaHTaMmu, IO 3aJeXaTh BiJ 00 €KTIB Ta
BUJIIB 00Ky (00’€KTa MOjieNib) a00 OpraHi3aliifHOl CTPYKTYpH MiANPUEMCTBA
(CTpYKTypHa MOJIEJIb).

Peanizamiss 00’ekTHOI Mojeni mnependavae JeieryBaHHs OOpPOOKH Ta
Kibep3axucty 001ikoBoi 1HGOpMaIlii (iHAHCOBOTO OOMIKY MPO OKpeMi 00’ €KTH
00mmiky. OnepyBaHHS 1H()OPMAIIIEIO YIIPABIIHCHKOTO O0JIIKY, IO MOYKE MICTUTH
KOMEpIIIMHY Ta€MHUII, BiAOyBa€TbCs IuIIe B OyXraiaTepii MiANPHUEMCTBA.
BianoBigHO [0 CTPYKTYpHOi OpraHizamiiHOi MOJENl ayTCOPCHUHI OOJIIKOBO-
0€3MeKOBUX TOBHOBAKEHb MOJJIMBUN BHHSTKOBO IOAO (DYHKI[IOHYBaHHS
roClOJAapChKUX OAWHUIL MIANPUEMCTBA (CTPYKTYpHHMX MIJpO3/iiax) 13
KOHcoiari€ro iHpopmarlii B Oyxrairepii MaTepruHCHKOI KoMmaHii. Y 3B 3Ky 3

MIPOSIBOM 3HAYHUX KIOGPPHU3WKIB KOMIUIEKCHE JEJIeTyBaHHS yCiX OOJIKOBO-
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O€3MeKOBUX MOBHOBAXEHb B 00 €KTHIN 1 CTPYKTYPHIM MOJIENl ayTCOPCUHTY €
HEMOKJIUBHUM.

Jlns yHUKHEHHS OpraHizaliiHuX oOMeXeHb peamizarii 00’€KTHOro 1
CTPYKTYpPHOTO  BapiaHTIB  ayTCOPCHUHTY  JIOIIUIBHO  BUKOPHUCTOBYBATHU
KOMOIHOBaHY (MO3aiuHy) MOJENb, SIKa TOJIATa€ y MO3AaiYHOMY JeJeTryBaHHI
00JIIKOBO-0€31neK0oBUX (PyHKI1 OaraTboM ayTcopcepaM. YCl MOBHOBAKECHHS
00JIIKy Ta K10ep3aXUCTy MOAUISIIOTHCS HA MIJMHOXUHHU 1 JIEJETYIOThCS PI3HUM
ayTcopcepaMm, sKl 1H(OOpPMAIINHO TMO€IHAHI 3 BHKOPUCTAHHSAM TEXHOJIOT1i
OJlokueliH.  3a JOMOMOTOI0 TEXHOJOri OJIOKYEeWH po3pi3HEeHa OO0JiKoBa
iHdopMaIlis IHTETPYETbCS Ta TEpeaaeTbcss OyxranTepii 1 MEHEIKMEHTY
1IPUEMCTBA IS MOIAJTBIIIOTO OTIPAIFOBAHHSI. BnpoBamxenns
3aMpONOHOBAHOI MOJEINl 3a0e3leuye KOMIUIEKCHHM ayTCOPCHUHI OOIIKOBO-

0e3reKoBUX (PyHKIINA MPpHU AI€BIA CUCTEMI KI0€P3aXUCTy MIANPHUEMCTB.
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Honatox A

I'moGanpHuii pedTUHT Kibepoe3neku kpain y 2020 pori

Ha3zBa kpainu Ouinka | PeliTuHr Ha3zBa kpainu Ouinka | PedTuHr
CIIA 100 1 XopBaris 92.53 33
O6‘€n§aHe 99.54 5 CnoBayunHa 92.36 34
KopomicTBo Yropmuna 91.28 35
CaypniBchka ApaBist 99.54 2 I3painb 90.93 36
EcTonis 99.48 3 Tanzanis 90.58 37
Kopes (Pecr.) 98.52 4 [TiBHiuHAa Make1oHis 89.92 38
Cinranyp 98.52 4 Cep0Ois 89.8 39
Icnanis 98.52 4 Asepbaiikan 89.31 40
Pociiicbka Denepanis 98.06 5 Kinp 88.82 41
O06'ennani ApaOCbKi 98.06 5 [Iseiinapis 86.97 42
Emipary ' Tana 86.69 43
Manaiizis 98.06 5 Tainann 86.5 44
JlutBa 97.93 6 Tymic 86.23 45
Snonis 97.82 7 Ipnanist 85.86 46
Kanana 97.67 8 Hirepis 84.76 47
DpaHiis 97.6 9 Hosa 3enanuis 84.04 48
Iris 97.5 10 Manbra 83.65 49
TypeuunHa 97.49 11 MapoKKo 8241 50
ABCTpaJIiSI 97.47 12 Kenis 81.7 51
JlrokcemMOypr 97.41 13 MeKcHKa 81.68 52
Himeuunna 97.41 13 BaHriazent 81.27 53
[Topryramis 97.32 14

JlatBist 97.28 15 ﬁﬁ%ﬁiﬁf o 81.07 54
Hinepnannu 97.05 16 I'py3is 81.06 55
Hopsgeris 96.89 17 Benin 80.06 56
Masgpuxkiit 96.89 17 Pyanna 79.95 57
bpazunis 96.6 18 Icmanmis 79.81 58
Benbris 96.25 19 [TiBnenna Adpuka 78.46 59
Itanis 96.13 20 BaxpeiiH 77.86 60
Owman 96.04 21 Diinminn 77 61
QiHIsHAIA 95.78 22 PymyHist 76.29 62
€rumer 95.48 23 Moiosa 75.78 63
Inmonesis 94.88 24 Vpyraait 75.15 64
B'eTHam 94.59 25 KyBeiit 75.07 65
[IBerist 94.55 26 TloMiHiKaHChKa

Karap 94.5 27 PecryGitika 75.05 66
I'peuis 93.98 28 CroBeHis 74.93 67
ABCTpIs 93.89 29 Yecrka PecmryOmika 74.37 68
[onpa 93.86 30 MoHako 7257 69
Kasaxcran 93.15 31 V36ekucran 7111 70
Hanis 92.6 32 Hopaanis 70.96 71
Kwurait 92.53 33 Vranna 69.98 72
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Ha3zBa kpainu Ouinka | PeliTUHT Ha3zBa kpainu Ouinka | PediTunr
3ambOis 68.88 73 Haypy 21.42 127
Yui 68.83 74 Tonra 20.95 128
Kot n'Ieyap 67.82 75 Ipax 20.71 129
Kocta-Pixa 67.45 76 I'Bines 20.53 130
Bounrapis 67.38 77 Jlaocwka I1/1P 20.34 131
VYkpaina 65.93 78 Kam0bomka 19.12 132
[Makucrau 64.88 79 MaspuTaHis 18.94 133
AnbGamis 64.32 80 byran 18.34 134
Komnym6is 63.72 81 Ecsarini 18.23 135
Kyb6a 58.76 82 Ka6o Bepne 17.74 136
Kupruscran 49.64 92 Comari 17.25 137
Kamepyn 45.63 93 Tamxkukncran 17.1 138
Henan (Pecny0iika) 44.99 94 Bap(?agoc 16.89 139
Yaz 40.44 95 pomit 61a | 140
bypkina ®aco 39.98 96 (baratonaiionan:Ha '

Manasi 36.83 97 Hepcata)

- : Can-Towme i [Ipuncimi 15.64 141
311'\4636]36 36.49 98 AHntHrya i bapOyna 15.62 142
M'siva 36.41 99 Komnro (Pecny6uiika) 14,72 143
C?Heran - 35.85 100 TypkmeHictan 14.48 144
JlixTeHurren 35.15 101 K1p16aT1 13.84 145
Cynan 35.03 102 Can-MapuHo 13.83 146
llanama 34.11 103 baramchKi 0CTpOBH 13.37 147
AJKUD 33.95 104 CanbBazop 13.3 148
Yty 33.19 105 CeliIesbChKi OCTPOBH 13.23 149
Smaiika 32.53 106

r 13.13 150
Tambis 3212 | 107 e
Cypinam 312 108 AHrona 12.99 151
Tisan 30.44 109 Banyary 12.88 152
bocHis i ['epuerosuna 29.44 110 CeHT_K%TC ! He‘Blc 12.44 153
Camoa 29.33 111 gg:T;B‘HceHT ! 12.18 154
— HaJIMHU
biwi 29.08 112 HawmiGis 11.47 155
JliBist 28.78 113 -
» Hirep 11.38 156
["aitana 28.11 114
. I"abon 11.36 157
Edionis 27.74 115 -
Cent-Jlrocis 10.96 158
Benecyena 27.06 116 -
beni3 10.29 159
AHn0ppa 26.38 117 -
5 Mauni 10.14 160
ITanya-HoBa I'Bines 26.33 118 ; ;
I'Bines-bicay 9.85 161
ExBanop 26.3 119 ——
- JliGepis 9.72 162
Mowrouis 26.2 120
C 1 25 31 121 I'penana 941 163

beppa I?IOHG 16 oh TlecoTo 9.08 164

f\l/{epmalga't alectiia 24' 18 123 Hikaparya 9 165

O3aMDIK ' Co510MOHOBI OCTPOBHU 7.08 166
Mana'racxa.lp 23.33 124 Taini 6.4 167
Tpngjnaa 1 Tobaro 22.18 125 Tysary 578 168
gé?nlsgi I;IjaApa&BKa 22.14 126 [TiBnennuit Cynan 5.75 169
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Ha3zBa kpainu Ouinka | PeliTUHT Ha3zBa kpainu Ouinka | PediTunr
Hem. PecriyOmika ['onxypac 2.2 178
5.3 170 P

Komxro JIxi0yTi 1.73 179
Adranicran 5.2 171 Bypyni 1.73 179
MapasaioBi oCTpoBH 4.9 172 Epurpes 1.73 179
Tumop-Jlemri 4.26 173 ExBaTopianbHa [ BiHes 1.46 180
Jominika 4.2 174 Hewm. Kopeiicbka

_ . 1.35 181
KoMopchki ocTpoBH 3.72 175 Haponna Pecry6itika
[lenTpanbHOAPPHUKAHCH 3.24 176 Mikponesist 0 182
ka Pecriy0mika ’ Barukan 0 182
ManbaiBu 2.95 177 Enmen 0 182

Jlxepeno: Global Cybersecurity Index 2020. URL: https://www.itu.int/dms_pub/itu-
d/opb/str/D-STR-GCI.01-2021-PDF-E.pdf.
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Honatok b

I'moGanpHui peUTHHT KpaiH 3a piBHeM iHHOBarliiHoCcTI y 2020 Ta 2023 pp.

ala . alda .
NS S = NS S
S 5 g B8 SR o g E8
e g £ |5 5 ol e g £ |55
e > e 3
1 |1 [Isefitiapist 676 | 1 39 51 [Typeuunna 38.6 | 4
2 2 |Isewis 64.2 | 2 40 48 |[gnis 38.1 | 1
3 3 |CHIA 635 | 3 41 |38 [[lompmia 37.7 | 36
4 4 |O06'ennane KoponicrBo62.4 | 4 42 43 [pemist 37.5 | 37
5 8 |Ciaramyp 615 | 5 43 |44 [Taimang 371 5
6 |/ | Dianaggis 61.2 | 6 44 41 [Xopsatist 37.1 | 38
7 5 Hinepnanau 60.4 7 45 139 |CnoBauunHa 36.2 | 39
(KopoutiBcTBO) 46 42 |B'etHam 36.0 | 2
8 |9 |Himeuunna 58.8 | 8 A7 146 |PymyHis 34.7 | 40
9 6 aHist 58.7 1 9 48 166 |CayniBchka Apasist 345 | 41
10 [10 [Pecny6Gumika Kopes 58.6 | 10 49 62 |bpa3wiis 33.6 | 6
11 (12 |®panmis 56.0 | 11 50 [70 |Karap 33.4 | 42
12 (14 [Kurait 55.3 | 1 51 47 Pociiiceka @eneparmiss 33.3 | 7
13 [16 [Smownis 54.6 | 12 52 54 |[Uwmi 33.3 | 43
14 13 |I3painb 54.3 | 13 53 53 |Cepbis 33.1 | 8
15 (17 [Kanama 53.8 | 14 54 57 [[liBaiuna Makenounizs [33.0 | 9
16 25 [EcroHnis 53.4 | 15 55 45 |[Ykpaina 328 | 3
17 (11 ["onkonr, Kuraii 53.3 | 16 56 50 |Diminmau 32.2 | 4
18 (19 |ABctpis 53.2 | 17 57 [52 |MaBpukiit 32.1 | 10
19 20 Hopgeris 50.7 | 18 58 |55 |Mekcuka 31.0 | 11
20 21 |[cnanpis 50.7 | 19 59 60 [liBnenna Adpuka 304 | 12
21 [18 [lroxceMOypr 50.6 | 20 60 59 [Pecnybmika Mommosa [30.3 | 13
22 |15 [[pnannis 50.4 | 21 61 [85 [[Hmonesis 303 | 5
23 [22 |benbris 49.9 | 22 62 67 [Ipan (Icmamchka 30.1 6
24 23 |ABcTpanis 49.7 | 23 Pecny0tika)
25 [27 Masbra 49.1 | 24 63 |69 [Vpyrsaii 30.0 | 44
26 [28 [Iramis 46.6 | 25 64 |78 [KyseiT 29.9 | 45
27 [26 |Homa 3enannis 46.6 | 26 65 63 [['pysis 299 | 14
28 29 [Kimp 46.3 | 27 66 168 |[KomymGis 29.4 | 15
29 30 |Icnmanis 459 | 28 67 [79 |baxpeitn 29.1 | 46
30 31 [Mopryramis 449 | 29 68 [58 [Momnrouis 288 | 7
31 [24 [Yecbka Pecny0utika 44.8 | 30 69 84 |Oman 28.4 | 47
32 [34 |O0'emnani Apabceki  {43.2 31 70 [75 Mapokko 284 | 8
Emipatu 71 81 Hoppmanis 28.2 | 16
33 32 (CnoseHis 42.2 | 32 72 61 Bipmenis 28.0 | 17
34 140 UlutBa 42.0 | 33 73 80 |AprentuHa 28.0 | 18
35 [35 |Yropumna 41.3 | 34 74 56 [Kocta-Pika 27.9 | 19
36 [33 Maaisis 409 | 2 75 149 Yopuoropis 27.8 | 20
37 136 [laTsis 39.7 | 35 76 [76 [lepy 27.7 | 21
38 37 |bonrapis 39.0 | 3 77 |74 |bocHis i 'epueroBuna [27.1 | 22
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a.| = . 8. & o
Q| S g |28 & S g |83
ol e g £ |85 ol e g £ |5 5
5|8 8 5|8 >
78 [72 |SImaiika 27.1 | 23 106 94 |[Kupruscran 20.2 | 23
79 65 [Tynic 269 | 9 107 [115 Mapnarackap 191 | 2
80 64 |bimopyck 26.8 | 24 108195 |[Heman 18.8 | 24
81 [7/7 [Kazaxcran 26.7 | 25 109|117 |Hirepis 18.4 | 25
82 93 |Y36ekucran 26.2 | 10 110 (113 JTaocbka Hapoano- 18.3
83 83 |AnbGanis 254 | 26 J/lemokpaTuyHa 26
84 |73 [[lanama 25.3 | 48 PecniyOiika
85 [89 [borcBana 24.6 | 27 111 109 [TamxukucTan 18.3 | 27
86 96 |Crumer 24.2 | 11 112 112 Kot n'IByap 18.2 | 28
87 [71 |bpyneii lapyccamam  23.5 | 49 11388 |06'ennana Pecriybmika [17.4 29
88 [107 [[Takucran 23.3 | 12 Tansanis
89 182 |Azepbaiimkan 23.3 | 28 114 124 Toro 16.9 | 3
00 [101 |Ipi Jlanka 23.3 | 13 115 [Hikaparya 16.9 | 30
91 [100 Ka6o Bepae 23.3 | 14 116|103 l"onmypac 16.7 | 31
92 B7 Ulisan 23.2 | 15 117120 3im0abBe 16.5 | 32
93 (102 |Ceneran 225 | 16 118 122 BambGist 164 | 4
04 90 |[JominikaHCBKa 22.4 29 119 121 |Amxup 16.1 | 33
ecnyOumika 120 126 [benin 16.0 | 34
95 92 |CambBajsop 21.8 | 17 121|114 |Yranna 160 | 5
06 (104 HamiGis 21.8 | 30 122 106 ['Batemana 15.8 | 33
97 [105 |bomiBist 21.4 | 18 123 [119 KamepyH 153 | 35
98 |97 |[laparBaii 21.4 | 31 124 118 bypkina ®aco 145 | 6
99 |108["ana 21.3 | 19 125 (127 Ediomis 143 | 7
10086 [Kenis 21.2 | 20 126 [124 Mo3zambik 136 | 8
101 [110 [Kambomka 208 | 21 127|-  [MaBpuraHis 135 | 36
10298 [Tpunigan i Tobaro 20.7 | 50 128 130 ["Bines 133 | 9
103191 |Pyanna 206 | 1 129123 Maui 12.9 | 10
104199 [ExBanop 20.5 | 32 130- |bypynmi 125 | 11
105 [116 [banrnagemn 20.2 | 22 131 128 Hirep 124 | 12
132}- |Anroma 10.3 | 37
Jxxepeno:

Global Innovation Index 2020. URL.:
https://www.wipo.int/edocs/pubdocs/en/wipo_pub_gii_2020.pdf.

Global Innovation Index 2023. URL.:

https://www.wipo.int/edocs/pubdocs/en/wipo-pub-2000-2023-sectionl-en-gii-
2023-at-a-glance-global-innovation-index-2023.pdf
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Jonatok B

['moGanpHui peUTUHT KpaiH 3a piBHEM M1 eAHaHHA 10 Mepexi [HTepreT y 2020 p.

Peittunr Kpaina Ominka
1. CIIJA 87 Peittunr Kpaina
2. Cinramyp 81
3. [ IBetimapist 81 jg_) gpyrB?H
) . MYHIsA
4, HIBeris 80 y .y
. 42. Pocia
5. Hanis 77
. . 43. Oman
6. Dimaa s 76 )
. 44, bpazunis
7. Hinepnanau 75
. 45, Kazaxcran
8. BenukobpuTanis 75 N
) 46. Tainanng
9. Sonis 75 47 Ei
10. Hopgeris 73 ' 1J10pvy b
: 48. KyseiiT
11. ABcrpais 72 49 T
12. Hosa 3enanmisg 72 ' ypeutnHa
. 50. AprenTuHa
13. [TiBnenna Kopest 71 )
ol. CepOist
14. JrokcemOypr 70 N
. 52. Vkpaina
15. Himeyunna 70
) 53. Mekcuka
16. Opanris 70 .
o4. Komymb6is
17. Kanana 70 ,
. 55. B'ernam
18. Ipnanuiz 69 56 Ilisnenna Adpuka
19. Benbrisg 66 57 1 A p
20. ABcrpis 66 o8 " Py
. HIOHE31A
21, OAE 62 somes
o 59. Duminmuu
22. Kurait 62
. 60. Mapokko
23. Icnania 61 61 E
i . KBa
24. Ecronia 61 'HOpv
. 62. [Taparsait
25. [Topryrams 61 i
. 63. Inmia
26. ITamis 60
64. €rumner
27. JIutsa 58
. 65. Benecyena
28. Yexig 57 66 i .
) . opJla”isg
29. CnoBeHisa 56 . P
. 67. JliBan
30. Yum 54 O
68. Boumnisis
31. VYropuiuaa 54
69. ATKup
32. CrnoBayunHa 54 .
) ) 70. Kenia
33. CayniBcbka ApaBist 53
- . 71. borcBana
34. Mamnaiizia 53
) 72. T"ana
35. I'pemist 52
) 73. Banrmagenr
36. Bosrapis 52 .
o 74. Hami0is
37. Baxpeiin 51
. 75. TTakucran
38. XopBarist 51 .
39 [Tonpura 51 6. Hirepis
77. VYrannma
78. Tanzania

Jlxepeno: Global Connectivity Index 2020. https://www.huawei.com/minisite/gci/e
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Honatok I'

['moGanpHUI peHTHHT IIUPPOBOT KOHKYPEHTOCIIPOMOKHOCTI Kpain y 2020 ta 2021 pp.

(y myxkax HaBoJsAThCs naHi 3a 2020 pik)

100 000
96,576
95,189
95,158
95,137
94,939
93,309
92,243
91,295
90,517
90,134
89,724
87,310
85,827
84,431
80,877
79,584
79,334
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78,683
77,611
77,358
77,127
75,656
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73,014
70,477
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PEATHHT IU®POBOI KOHKYPEHTOCITPOMOKHOCTT (31-64 panru)

0 10 20 30 40 50 60 70 80
68,206 (33) Icnanist 31
66,066 (36) Kazaxcrau 32
65,224 (35) Yexist 33
65,178 (37) Hopryranis 34
64,965 (31) CinoBenist 35
64,349 (34) Cayniscbka Apasist 36
63,855 (38) Jlarsis 37
63,159 (39) Tainanzx 38
61,796 (41) Yui 39
61,767 (42) Iranis 40
60,943 (32) Honpma 41
60,271 (43) Pocis 42
59,369 (40) Kimp 43
55,617 (46) I'penis 44
55,230 (47) Yropmuna 45
55,126 (48) Inpuist 46
54,200 (50) CnoBarpka Pecriy6uika 47
52,837 (44) Typeuunna 48
52,520 (53) Mopmanis 49
51,974 (49) Pymynist 50
51,478 (51) Bpazunis 51
50,776 (45) Bosrapis 52
50,146 (56) Tunmonesis 53
50,073 (58) Yxpaina 54
49,751 (52) Xopsarist 55
48,736 (54) Mexcuxka 56
47,227 (55) Hepy 57
47,162 (57) @ininmiau 58
45,454 (61) Komym6is 59
43,641 (60) ITiBnenna Adpuxa 60
43,639 (59) AprenTuHa 61
40,693 (62) Mouronist 62
33,004 () Borceana 63
23,471 (63) Benecyena 64
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HAYKOBE BUJIAHHA

Bonogumup MypaBcbKuit

ObJIIK TA KIBEPBE3ITEKA

Monorpadis

[Tinnucano no npyky — 11.11.2023 p.
®opmat 60x84 1/16.
I"apuitypa Times New Roman
[Tamip odcetnuil. dpyk Ha gyOmikaTopi.
YMoOB. apyk. apk. 12,5
Tupax 100 mpum.

Bupgasenps Ta BUTOTOBIIOBAY
3axigHOyKpaiHChKUI HalllOHATbHUM YHIBEPCUTET
ByI. JIbBiBChKa, 11, M. Tepromnins 46004

Csiooymeo npo enecenHs cyb’ekma 8UOABHUYOL Cnpasu
00 Jepocasnoeo peccmpy euoasyis J[K Ne 3467 6io 23.04.2009 p.



