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PoGoua mporpama HaBYalbHO! AMCHUIUIIHE (paxoBoi miArotoBku «Crenkype
[ToOGynoBa 3axMIlEHHX MEPEKHUX 1HPPACTPYKTyp Ha 0asi oOmamgHanHHs Mikrotiky ms
3100yBaviB BUIIOi OCBITH OCBITHBOT'O CTYTICHSI «MaTiCTp» 3aTBeppkeHa BueHoro paaoro
bakynpTeTy 1H(POpPMAIIHHO-KOMII FIOTepHUX TexHoJori Bixm 28 cepnus 2024 p.,
npoTokos Ne 8.
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1. Onuc HaBYAJIBLHOI JTUCHHUILIIHU

XapakTepucTuKa

. L HaBYaJIbHO1

. . l'any3b 3HaHb, HAIPSIM MMIATOTOBKH, OCBITHII .
HaiimenyBaHHS TOKa3HUKIB AUCLMIUIIHA

CTyHiHb
nerHa popma
HaBYaHHS
o ] I"any3b 3HaHB BubipkoBa
KinpkicTs kpenutis — 4 12 «IadopmaliitHi TEXHOIOTI» KOMITOHEHTA

Monuyis — 1 CriertiabHICTh Pik miaroroBku:
121 Inxenepiss mporpaMHOTo 3a0e3neUeHHs 1
3MiCTOBHX MOZYIIB — 4 122 Komn'toTepHi HayKu Cemectp
. 123 Kowmm'totepHa iHxeHepis
3aranpHa KUIBKICTh TOAWH . _ _ 2
~ 120 125 Kibepbe3neka Ta 3axuct iHpopMmartii
172 TenexomyHikalii Ta pagioTexHika
Jlexmii
32 ron.
[pakTrysni
TwKHEBUX TOAMUH 115 _
JeHHOT (OpMU HaBUAHHS JlaGopatopHi
OCBITHIH CTYIIHb «MaricTp» 32 roxn.
ayIUTOPHUX — 4 TojI. .
AV CamocriiiHa
camocTiiiHO1 podoTH — 3,5
poboTta
TO/I.
56 ron.

Buna xoHTpOmIO:
3aITiK

CriBBiIHOIIEHHS KUIBKOCTI TOJMH ayJWTOPHMUX 3aHATh O CaMOCTIHHOI Ta 1HAUBiAyaJbHOI poOOTH

CTaHOBUTL:

Uit AeHHoi ¢opmu HaBuaHHA — 53,3% ayauTOpHHX 3aHATh, 46,7% caMOCTiiHOI Ta

1HIMB1TyaabHOT pOOOTH.
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2. MeTa Ta 3aBJaHHA HABYAJILHOI JUCIHUILIIHHA

Metoro qucuumtinu «Crernkype [ToOymoBa 3axuieHnx MepeXHUX 1HPPACTPYKTYp Ha
0a3i oOmamunanus MikroTik» €  BUBYCHHS TEOPETHYHHX Ta TMPAKTHYHHUX OCHOB
IIPOCKTYBAaHHS, PO3POOKH 1 MOOYJAOBH 3aXUICHUX MEPEKHUX 1HOPACTPYKTYyp Ha
CydacHOMY MepekeBoMmy oOnagHanHi Biag kommanii MikroTiK, BUBYCHHS OCHOBHHUX
npuioMiB poboTH 3 omepariiiHoo cuctemoro RouterOS 1 po6oTi 3 J10JaTKOBUMU
nakeTaMyd Ta YTWJIITaMH, MaplIpyTH3allii, Opi/UKUHTY, HaJallTyBaHHIO (alepBOIiB 1
KepyBaHHIO TpadikoMm. OcobimBa yBajga IPUAUISETHCS CTBOPCHHIO, HAJAIMNTYBAaHHIO 1
po0OTI 3 BipTyaJIbHUMH JIOKATBHUMU MEpEekKaMu, MTUTAHHIM O€3MEeKH MEPEkKi 1 MOIIYKY
HECIIPaBHOCTEH B poOOTI MEPEKEBOi 1IHPPACTPYKTYPH.

3aBIaHHAMHU HABYAJIbHOI JUCUHUILIIHH €:

- PO3BUTOK y MailOyTHBOTO (paxiBIsl YMIHHS IIPOEKTYBATH, 0OCIyTOBYBaTH 1 yCyBaTH
HECITPAaBHOCTI B pOOOTI 3aXUIIIEHUX MEPEXK,

- HaJIaHHS HAaBUYOK poO0TH 3 MepexeBUM objagHanasIM MikroTik,

- HaJaHHS TPAKTUYHMX HABUYOK HAJAIITYBaHS, TIOMIYKY 1 BHIIPABICHHIO
HECITPaBHOCTEH, BUKOHAHHS 3aX0/11B O€3IeKH MpHU po3po0lii, pO3rOpTaHHI 1 €KCILTyaTallii
3aXHUIIEHUX MepekeBUX 1HDpacTpykTyp Ha 6a31 obnaguanus MikroTik

[1i1 yac BUBUEHHS HABYAJIHLHOT IUCIUIUTIHY 3/100yBayi BUIIIO1 OCBITH 3MOKYTh OTPUMATH
HactynHi Soft skills:

- KOMYHIKamueHi Hagu4Ku: TMCbMOBE, BepOajibHEe il HeBepOabHE CIUIKYBAHHS; YMIHHS
IPaMOTHO CHUJIKYBaTHUCS MO e-mail; BECTH JUCKYCIIO 1 BIJACTOIOBATH CBOKO MMO3HUIIIIO;
HaBHUKH MPAIFOBATH B KOMaH]/II;

- VMIHHA ucmynamu Npueceato0Ho:. HAaBUYKH, HEOOXITHI JUIsi BUCTYIIB Ha IyOJiIl;
HABHYKH MMPOBEJCHHS TIPE3CHTAIlIi;

- KepyBaHHs 4acom.: YMIHHS CIPABIIATHUCS 13 3aBJIaHHIMHU BYACHO;

- SHYUKIiCmMb | a0anmueHicms. THYUYKICTh, aJallTUBHICTh 1 3JaTHICTh 3MIHIOBATHCS;
YMIHHS aHAJI13yBaTU CUTYaIlil0, OPIEHTYBAaHHS Ha BUPIIIEHHS MTPOOJIEMHU;

- 1i0epchKi AKocmi: yMIHHS CIIOKIMHO TIPAIIOBATH B HAPYKEHOMY CEPEIOBHIIIL; YMIHHS
YXBAJIIOBATH PIIICHHS; YMIHHS CTAaBUTH METY, IJIaHYBaTH J1SUTHHICTB;

- ocobucmi sskocmi: KpeaTUBHE W KPUTUYHE MUCIICHHS; €THYHICTh, YECHICTD, TEPITIHHSA,
moBara JIo OTOYyHOUHX.



MIHICTEPCTBO OCBITH I HAYKH VKPATHU ®-22.06-05.01/
FKuToMHpCHKa JEPJKABHUI YHIBEPCUTET «KUTOMUPCHKA IOJITEXHIKA» 12.00.1/M/
oJTiTexHiKa Cucrema ynpasainns sikictio Bianosinae JCTY ISO 9001:2015 BK-1-2024
Bunycxk 1 | 3minu 0 | Exsemnnap Ne 1 Apx 1415

3. IIporpama HABYAJBHOI JUCHHUILIIHI

MOJIYJb 1

3microBuit MoayJab 1. OcaoBu podotu 3 o6agHanasam MikroTik

Tema 1. IIpo odsaagnanus MikroTik. OcnoBu RouterOS.

[Ilo Take RouterOS Ta RouterBoard. Icropis komnanii MikroTik. O6magnanms
RouterBOARD ¢ikcoBani Ta iHTerpoBani pimenHs. JlinensyBanns RouterOS.
PosmmdpoBka Ha3Bu obsnaaHanHs. [linkmodeHHs 1o MapmpyTtu3artopa, Winbox, MAC-
Winbox, SSH, Telnet, mocmixosuuii mopr, inrepdeiic komanauoro psaka (CLI). WebFig
ta QiuckSet.

Tema 2. PodooTa 3 RouterOS uepe3 Tepmina.

IaTepdeiic komanaHoro psaka RouterOS. OcnoBui koManau CLI RouterOS. Pexumu
poboTH uepes iHTepderic KOMaHIHOTO PSAIKA.

Tema 3. bazoBe HajlalIITYBaHHSA poyTepa.

[TouarkoBa koH(pirypaiiisi, BcranoBneHHs [P-anpec, nuto3y 3a 3amoBuyBanHsiM, DHCP-
kiieHT Ta NAT. @ynkmioHansHicTh RouterOS, BcTaHOBIIEHHS Ta BUIAJICHHS MAKETIB,
anrpeiin RouterOS ta RouterBOOT. Im'ss MapmpyTr3zaTopa, KEpyBaHHS KOPUCTYyBadyaMH
Ta cepBicamMu. Pe3epBHe KOIMIIOBaHHA Ta BITHOBJICHHS KoHbIrypaiii. CkumgaHHS
MaplIpyTH3aTopa y TMoYaTkoBl HamamTyBaHHsa. Omniii kHomku Reset. YcranoBka
RouterOS 3a gomomororo Netlnstall. BigmMiHHOCTI yCTaHOBOK y pi3HUX BepCisix
RouterOS. ApxiTekTypa Mapuipytuzatopa, BOygoBaHuii komytatop. OcoOmuBOCTI
JOTaBaHHS 10 OpHKY 0€31pOTOBUX 1HTEP(EHCIB.

3micToBuit Moayab 2. Mapumipyru3aunia i KepyBaHHs Tpadikom Ha 00J1aIHAHHI
MikroTik

Tema 4. Cratnuna mapupyrtu3anis B RouterOS.

Bubip mapmipyty. Touni mapmipytu. Jlucraniis. Mapmpytu piBaoi Baptocti (ECMP) Ta
OanancyBanHs Tpadiky Mk kanamamu. Check Gateway. Recursive next-hop Tta
BUKOPHCTAaHHs SCOpe/target-scope. ABToMaTHUHE TMEPEMHKAHHS Ha PE3CPBHHM KaHaJ.
Policy Based Routing (PBR). Traffic flow diagram. IP firewall mangle. Routing mark ta
route policy. Per Connection Classifier. [Ipukian 6anancyBaHHs BUXiAHOTO Tpadiky s
TpHOX mpoBaiaepiB. [lepekiroueHHs Ha pe3eBOro MpoBaiepa s TPhOX MPOBAACPIB.
Anpecariist B Mepexax "Point-to-Point". HanamryBanns anpecariii B mepexax "Point-to-
Point".



MIHICTEPCTBO OCBITH I HAYKH VKPATHU ®-22.06-05.01/
FKuToMHpCHKa JEPJKABHUI YHIBEPCUTET «KUTOMUPCHKA IOJITEXHIKA» 12.00.1/M/
oJTiTexHiKa Cucrema ynpasainns sikictio Bianosinae JCTY ISO 9001:2015 BK-1-2024
Bunycxk 1 | 3minu 0 | Exsemnnap Ne 1 Apx 1416

Tema 5. lunamiuna mapupyrusanis i HagmamryBanasa OSPF B RouterOS.
[Tpotoxon OSPF Ta iforo miciie y ciMeiCcTBI MPOTOKOJIIB AMHAMIYHOT MapuipyTu3aiii. Sk
npamroe OSPF (Hello protocol, Database distribution ta T LSA). Ctpykrypa OSPF
Mmepexi (Areas, tumu MapmpytuszaropiB). BimHocwmam cymikHOcTi 'y OSPF, Tumnm
cymixnocTi, Bubopu DR ta BDR. MeToau 3acTocyBaHHs 30BHIIIHIX MapuipyTiB (typel
i type2). Bapricts intepdeticy ta tun inrepdeticy ((broadcast, NBMA, PtP, PtMP)
Anroputm SPT. OSPF ta multicast tpagik (mpo6iemu B NBMA mepexax). Turum area
(Stub, NSSA, arperyBanns mapmipytiB). Bukopucranus Virtual Link. ®inerpyBanHs
MapuIpyTiB.

Tema 6. HanamryBanus Firewall B RouterOS.

[Mpuammmm po6otn Firewall. Connection tracking Ta cran 3'eqHaHHs. JlaHIIOXKKH
(chains). [ii Hag makeramu. 3aXWCT CEpBICIB, IO MPAaIOIOTh Ha pPOYyTEpl. 3aXUCT
kiieHTiB. Address List ta po6ora 3 HuM. OcHoBu L7 dinprpamii. Source NAT,
masquerade and src-nat action Destination NAT, dst-nat and redirect actions. FastTrack.

Tema /7. Yepru i kepyBanHs Tpagikom.

[Mpunuunu xepyBaHHsa Tpadikom, imes "kos3zHoro BikHa" B TCP-mpotokomi. ITpocti
gepru (Simple queue) Target, Destinations, Max-limit Ta limit-at, Bursting.
CrpaBeyBHi po3noit cMyrH nponyckanHs. [Ipuanun po6otu Per Connection Queue
(PCQ), pcg-rate ta pcg-limit.

3microBuiit MoayJb 3. be3aporoBi mepeski modyaoani Ha odsiagHanHi MikroTik

Tema 8. Orusig 0e31poTOBUX Mepe:k ModyaoBaHuX Ha o0aaaHanHi Mikrotik.

Ornsan mporpamMHOi YaCTUHU pearizailii 6e3apoToBoro 3B'a3ky B RouterOS. Ski OyBaroTh
aHTEHU, XapaKTepucTUku aHTeH. [Iporec mnepeTBOpeHHs IUGPOBOrO CHUTHANY Ha
pamiocurHan — npuHiunu ta oomexxkenns. Crangaptu 802.11a/b/g/n/ac/ah. Yactoru,
CMYyTH, KaHajW, IIBUIKOCTI Mepeaadi, BUOIp aHTEHHU, MOTYXKHICTh IepenaBada Ta
YYTIUBICTh MIpUiiMaya. AJMIHICTPaTHBHI OOMEXEHHSI BUKOPUCTAHHS Pal04acTOTHOTO
pecypcy. PospaxyHok enepreruku pamioninky. Wireless ytumitu. Scan, Frequency
usage, Spectral Scan/History, Snooper, Align, Sniffer. Bupimennss npobaem. Anami3
inpopmamii y Registration table. Ack-Timeout/Distance. CCQ. 4. TX/RX Signal
Strength. Frames and HW-frames. Data-rates. HW-retries, HW-protection, Adaptive-
noise-immunity. WMM. Perionanphi HanamtyBaHHs ta DFS. YpaBiniHHS MOTYXHICTIO
nepeaBada. BiptyanapHi Touku goctymy. [Iporokonu 802.11ah. Moaysiiii, HIBUAKOCTI,
00'eqnanHs kaHamiB. [loemHaHHS KaIpiB, 3aXUCHUM 1HTEpBaI. YTIPABIIHHS MOTYKHICTIO
nepefaBada y crangaprax 802.11ah. MIMO ta Chain settings. HamaromkeHHs
0€3IPOTOBOTO JIIHKA.
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Tema 9. CAPsMAN.

[{enTpamnizoBaHe KepyBaHHs TOUKAMHU TOCTYITY - IPUHIIUIT POOOTH, OCHOBH1 MOKIJIUBOCTI.
HanamryBanas CAPsMAN-cepBepa Ta kimieHTiB. OCOONMMBOCTI HAJAIITYBaHHS TOYOK
cragaapty 802.11n/ac Ha npukiazai aoaiamazonHoi Touku Mikrotik wAP ac.

3microBuii MoayJib 4. [1o0y0Ba 3axueHux 3’¢HaHb Ha odoaaHanHi MikroTik

Tema 10. ITooynoBa VPN 3’e¢xnanb Ha 0a3i mporokoay Wireguard.

OcobOmuBocti HanamtyBanHs Wireguard Ha RouterOS. Hanmamryanns Site to Site
WireGuard tynemto. Hamamrysanus WireGuard tynemo mis cxemu RoadWarrior.
Hanamrysanus cepsepa WireGuard na poyrepi MikroTik

Tema 11. [To6ynoBa VPN 3’eqnanb Ha 0a3i OpenVPN.

OcobnuBocti HanamryBanHs OpenVPN nHa RouterOS. T'eneparisi 1 mignucyBaHHS
ceptudikariB 3a pornoMoror RouterOS. Kondirypaiis ansa nigkmrodeaas Windows 1o
cepBepa OpenVPN 6e3 ceprudikariB kimienra. OVPN Server. HanamryBanus Firewall
st OpenVPN ninkmouens. CtBopenHs config daitny mnst OpenVPN kiieHTy.

Tema 12. IKEv2.

Beryn o [Psec. BapianTtu peanizaiii [Psec. bazose Ta po3mupene HanamryBanus [PSec.
HanamryBanas IKEvl VPN. HamamryBanus IKEv2 VPN. I'eneparisi ceptudikaris.
HanamryBanns site-to-site GRE tunnel over IPsec (IKEv2) 3 Bukopucranusm DNS.
HanamryBanuss Road Warrior 3 Bukopuctrannsm IKEv2 3 RSA ayrentudikariiero.
Kondiryparis kmienra Windows. Kondiryparis kimienta 10S. Kondiryparis kiieHTta
Android (strongSwan).
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4. CTpykKTypa (TeMAaTUYHHUII JIAH) HABYAJIBHOI IUCIUILIIHI

Kinekicts roanu

JeHHa Gopma

3a04Ha popma

b
I
a ca a ca
. . N 6 |[mMo0 |y 6 | Mo
3MICTOBI MOAYI 1 TEMU 1 0 cti | ¢ 1 CcTi
ye |¢ p HH b © 0 WH
O | K K p
ro |m a a 0 m | ar a
. T po r . o po
0 oor |o p 00
p |a o |
Hi
MOAVYJIb 1
3micTroBuii Moay.Jb 1. OcHoBu podoTn 3 o01agHanuaM MikroTik.
Tewma 1. [Ipo o6nmagnanns MikroTik. OcHoBH 6 2 4 - - - -

RouterOS

Tema 2. Po6ota 3 RouterOS uepe3 Trepmina.

10| 2 | 4 4

Tema 3. ba3zoBe HanamTyBaHHs poyTepa.

14 | 4 | 4 6

Pazom 3a 3micmoeuii mooyne 1

30| 8 | 8 14

3micToBuii MoayJb 2. MapmipyTu3anis i kepyBanHs Tpadikom Ha

ooiagnanui MikroTik

Tema 4. Cratnuna mapurpytusaiiis B RouterOS.

6 2 4

Tema 5. JlunamiuHa MapuipyTusais i
HanamtyBa"Hss OSPF B RouterOS.

10| 2 | 4 4

Tema 6. HanamryBanus Firewall B RouterOS.

10| 2 | 4 4

Tema 7. Uepru i kepyBaHHS Tpadikom

8 | 2 6

Pazom 3micmoenuit mooyne 2

34| 8| 8 | 18

3microBuii MoayJb 3. besaporosi Mepexi modyroBaHi Ha 001agHa

aui MikroTik

Tema 8. Ormsin 6e3poTOBUX MepEk MO0y T0BaHUX
Ha oOmamHanui Mikrotik.

12 | 4 | 4 4

Tema 9. CAPsMAN

14 | 4 | 4 6

Pazom 3micmosnuit modynp 3

26 | 8 | 8 | 14

3micTroBuii MoayJn 5. [loGyaoBa 3axumenux 3’¢q1Hanb Ha odaagnanni MikroTik

Tewma 10. ITobynoBa VPN 3’ennanp Ha 6asi
npotokony Wireguard.

10| 2 | 4 4

Tewma 11. ITobynoBa VPN 3’ennanp Ha 6asi
OpenVPN.

14 | 4 | 4 6

Tema 12. IKEV2.

6 2 4

Pazom 3micmoenuit moodynp 4

30 | 8 8 14

BCbHOI'O

120 | 32 | 32 | 56
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5. Temu J12a00paTOPHUX 3aHATH

Kinexicts ronuna

Ne Hassa temu
/M JIeHHa | 3a04Ha
dopma | dopma
MOAYJIb 1
3microBuii Moayab 1. OcHoBu po6otn 3 o0anHanusam MikroTik.
1 OcHoBu poboTtu 3 KoHCOJLTIO B RouterOS 4 -
2 basoBe HanamtyBaHHs JJokanbHOT Mepexi Ha MiIKroTik 4 -
3microBuii Moayb 2. MapmpyTu3anis Ta kepyBanHs Tpadikom Ha odagnanni MikroTik
3 MapmpyTu3zanis B RouterOS 4 -
4 bazose nanamryBanns firewall B RouterOS 4 -
3microBuii MoayJsb 3. besaporosi mepexi modynoBani Ha od1agnanni MikroTik
5 HanamryBanHs 0€31p0OTOBOI MEepexi -
6 CAPsMAN 4 _
3micToBuii MmoayJs 4. [lo6ynoBa 3axuinenux 3’ ¢fHanb Ha oboaagHanni MikroTik
7 HanamryBanns Site-to-site WireGuard VPN —
8 Hanamrysanns Site-to-site OpenVPN 4 —
PA3OM 32 -
6. 3aBaaHHs A caMoOCTiliHOI po6oTH
No KinpkicTs roguu
3/ Hassa Temn JieHHA 3a04Ha
dhopma dbopma
MOIVYJIb 1
3microBuii Moayab 1. OcHoBu po6ortn 3 o0axHanusam MikroTik.
1 Binnanene kepyBanHs 1 joryBaHHs y RouterOS. 4 -
2 [IpaBuiia HalilMEeHYBaHHS €J€MEHTIB Ta KOMEHTapl. 2 -
3 Mepexese obnannanus MikroTik ans noOynoBu Mepex Manux i 5 B

CepEeIHIX MiAMPHUEMCTB

3microBuii Moayab 2. MapumpyTu3anis Ta kepyBanHs Tpadikom Ha odnagnanni MikroTik

4

Firewall, uepru 1 mepexena aiarpama RouterOS

12

3micToBuii MmoayJib 3. be3aporoBi mepe:xki nodyaoBani Ha o6agnanni MikroTik

5

Ocob6muBocTi TO0Y0BU 06€3IPOTBOBUX MEPEK KOMEPIIMHUX
iATpUEMCTB Ha 0a31 obnagHanus MikroTik

14

3micToBuii moayJinb 4. Ilo6ynoBa 3axuinenux 3’ ¢fHanb Ha odaagHanni MikroTik
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ITo6ymoBa VPN 3’eqnans Ha 6a3i ZeroTier.

[ToGynoBa VPN 3’eqnanp Ha 0a3i mpotokosry L2TP.

High Availability.

O | 0| N[O
Al O
|

BaﬂaHCYBaHHSI HaBaHTaXCHHA.

PA3OM 56 -

7. InguBigyaabHi caMoOCTiiiHi 3aBIaHHA
[nuBiMyanpHI cCaMOCTIiHI 3aBJaHHS KypCOM HeE mependayeHi.
8. MeToau HABYAHHSA

[lin yac BUKJIAJaHHS HAaBYAJIBHO! TUCHHUIUIIHM BUKOPHCTOBYIOTHCS HACTYITHI METOIU
HaBYaHHSI.
— BepO6anbHi MmeTonu (JIEKIis, TOSICHEHHS)

—  IIpaktuuni Mmetoau (MpoBeACHHS AOCTIAIB, EKCIIEPUMEHTIB, BAKOHAHHS PI3HUX
BU/IIB BIPAaB, MPAKTUYHUX 3aBJlaHb, KEHCIB)

—  JuckyciiiHuii MeToA

—  Meroau camMocTiiiHOT poOOTH (aHOTYBaHHS OMPAllbOBAHOTO MaTepiaty, BUPIIIICHHS
3a/1a4, MPOBEJICHHSI pO3paxXyHKIB, HAIIUCAHHS €ce, MIJATOTOBKA JOTOBIICH, HaITMCAHHS
HayKOBHX CTaTei)

9. MeToM KOHTPOJTIO

[lepeBipka mOCATHEHHS pe3yJbTaTIB HaBYaHHS 3AIMCHIOETHCS 3 BUKOPUCTAHHSIM
HACTYIHHUX METO/IIB.

- VYcHe onuTyBaHHS, Y4acTh Y JUCKYCIi, BIIMOBI/II HA TPOOJIEMHI 3alIUTaHHS
- [lepeBipka BUKOHAHHS JOMAIITHIX 3aB/IaHb, TPAKTUYHUX 3aBJaHb, BIIPAB,
KEHCiB

- [lepeBipka BUKOHAHHS Ta 3aXHUCT JJAOOPATOPHUX POOIT

- Excrnipec-tectyBanHs

- CaMOOIIHIOBaHHS Ta B3a€MOOIIHIOBAHHS

- 3anik

10. OuinoBaHHS pe3y/ibTAaTiB HABYAHHA 3100yBa4iB BUILOI OCBITH

OriHIOBaHHS pe3yIbTaTiB HABYAHHS 3/100yBayiB BUIIOT OCBITH 3 HABYAJIBHOI JUCITUTUTIHU
3MIMCHIOETHCS BIAMOBIAHO 110 [lonokeHHS TpO OIIHIOBAHHS PE3yJIbTAaTiB HAaBYAHHS
3100yBadiB BHINOI OCBITH y Jlep>kaBHOMY yHIBepcUTeTI « JKUTOMUPCHKA MOITEXHIKA) Ta
po3nojiny 6aniB, 110 HABEICHUN HIDKYE.
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Cucrema OIIHIOBaHHS pe3yJIbTaTIiB HaBYaHHS 37100yBaviB BHUIINOI OCBITH 3 HAaBUAJILHOI
JUCIUIUTIHY BKJIIOUA€ TOTOYHUH Ta MiJICYMKOBUI KOHTPOJIb.

[ToTOYyHUN KOHTPOJIb TMPOBOAUTHCS JUIsl OIIIHIOBAHHS PIBHS 3aCBOEHHS 3HaHb,
dbopMyBaHHsS YMiHb 1 HaBHYOK 3/100yBayiB BHIIOI OCBITH BIPOJOBK BUBUYCHHS HUMH
Marepiairy MOAyJisa (3MICTOBHX MOJTIyJIiB) HaBYAJIbHOI AUCIUILIIHU. [I0TOYHUN KOHTPOIIh
3IIMCHIOETHCS 1] 4ac MPOBEACHHS HAaBYAIbHUX 3aHSTh.

[lincymMKoBUI KOHTPOJIb MPOBOAUTHCS JUISL TIJCYMKOBOTO OIIHIOBAaHHS pE3YJIbTaTiB
HaBYaHHS 3/100yBaviB BUINOI OCBITH 3 HaBUAJIbHOI JUCHUILIIHM. [11ICYMKOBHI KOHTPOJIb
3MIMCHIOETHCS TIICIS 3aBEPIICHHS BUBUCHHS HABYAIBHOI MuCHUILIHU. [limcymkoBuid
KOHTPOJIb MPOBOAUTHECSA y dopmi 3aimiky. [Ipouenypa ckiagaHHs 3ajiKy BHU3HAU€HA Y
[TonoxkeHH1 PO OpraHizalild OCBITHHOTO TIporecy Yy JlepkaBHOMY YHIBEPCUTETI
«KuToMHpChKa MOJTITEXHIKAY.

Po3noain 60aiB 3 HABYAJIBHOI AMCIUTLTIHHA

. L KinbkicTh 6amiB 3a cemecTp
Bunu po0iT 3100yBaua BUIOT OCBITH
nenHa popma 3aouyHa (hopma
BukoHaHHs 3aBAaHb TOTOYHOTO KOHTPOJIIO 100 —
IlincymkoBa cemecTpoBa OLiHKA 100 -

Po3nogiy 6aJ1iB 32 BUKOHAHHSA 3aB/IaHb IOTOYHOI0 KOHTPOJII0

KinpkicTs OamiB 3a cemecTp

Buau po6iT 3100yBaya BUIIOT OCBITH JeHHa 3204Ha
dbopma dbopma
BukoHaHHs 3aBIaHb i1 YaC HABYAILHUX 3aHITH 100 -

BukoHaHHS Ta 3aXUCT iHAMBIAYaTbHUX CAMOCTIHHUX 3aBJaHb - -

BukoHaHHS HAyKOBO-AOCTIIHOT pOOOTH Ta IHIINX BUIIB POOIT
(momaTKOBi — 320X04yBaJILHI 6aJIH):

1. YuacTp y CTyIeHTChKUX NMPEAMETHUX odiMmianax, BeceykpaiHcbkoMy
KOHKYPCi CTy/IGHTChKHX HaYKOBHUX POOIT, TpaHTaX, HAYKOBO-IOCHTITHUX
MPOEKTax

2. IlinroTOoBKa HAyKOBUX CTaTeH, T€3 JOIMOBIIeH HAYKOBUX
KoH(pepeHIIii

3. I Buam poOiIT (HAaBOAUTHCS MEPEITiK BUAIB POOIT)

Pa3om 3a BUKOHAHHSA 3aBJaHb NOTOYHOI0 KOHTPOJIIO 100 -

Po3noaisa 0aj1iB 32 BUKOHAHHSA 3aBJAaHb T/l YaC HABYAJBLHHUX 3aHATH

KinpkicTs OaiiB 3a

: . ceMecTp
Buaun poOiT 3100yBava BUIOi OCBITH
JeHHA 3a09Ha
dopma dopma
BukoHaHHS Ta 3aXUCT J1a00paTOPHUX POOIT 60 -
BukoHaHHSI TECTOBUX 3aBJIaHb 40 -

Pa3oM 3a BUKOHAHHA 3aBJAaHD ITil YaC HABYAJILHUX 3aHATDL 100 —
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3 METOI0 3aCTOCYBAaHHSI LIJIMX YKCEN I OLIIHIOBAHHS PE3yNbTaTiB poOOTH 3400yBaviB
i1 9ac HaBYAJIbHUX 3aHATh MO)Ke BUKOpUcTOBYBatHcs 100-0abHa 1IKana OiHIOBaHHS
I0JI0 KOKHOTO OKpeMO Buay poOiT. Po3paxyHOK 3arajbHOi KUIBKOCTI OajiB, sKi
3m00yBad MOKe HabpaTH 3a pe3yJbTaTaMu pOOOTH ITiJ] Yac HaBYATbHUX 3aHATH IPOTATOM
CEMECTpY, TPOBOJUTHCS 32 POPMYIIOFO:

Puz = (P x BKj) x Kps, (1)

ne Pys — 3aranpHa KUTbKICTh OatiB, HaOpaHuX 3/100yBavyeM 3a BUKOHAHHS 3aBJ/IaHb I11]1 4ac
HaBYAJIbHUX 3aHATH 32 CEMECTD;

P; — kiabKicTh HaOpaHUX 3100yBaueM OaiiB 3a cEMeCTp 32 BUKOHAHHS 1-T0 BUAY POOIT
I1]1 Yac HaBYAJIBHUX 3aHATH (3a 100-0a1pHOI0 MIKAJIOH);

BK; — BaroBuii koeili€HT 32 BAKOHAHHS 1-TO BUAY POOIT MiJ Yac HABYAJIbHUX 3aHSATh.
3HaueHHs BaroBUX KOe(ILIEHTIB PO3PAXOBYIOTHCS UIAXOM JA1IEHHS KUIBKOCTI OaiB, siKa
nepeadayeHa 3a BUKOHAHHS OKPEMOTO BHUAY pPOOIT MijJ Yac HABYAJIBHUX 3aHATH, Ha
CyMapHy KUIbKICTb 0ajliB 32 BUKOHAHHS YCiX BUIB pOOIT MiJ] YaC HaBUAJIbHUX 3aHATH 32
CEMECTD;

Kus — kopuryBaabHUM KOSDIIIEHT, SKUH BUSHAYAETHCS IIJIIXOM JIIJICHHS KUIBKOCTI 0alliB,

o TepeadadeHa 3a BUKOHAHHS 3aBJlaHb IT1/1 YaCc HAaBYAJbHHUX 3aHSATH 32 CEMECTp, Ha
100 Gauis.

ko 3100yBay BUINOT OCBITH HAOpaB 3a MOTOYHUN KOHTPOJb 60 OaniB abo Oiblie, BiH
MOJKE€ TOTOJIMTH JaHy OIlIHKY B €JIEKTPOHHOMY KaOiHETI 1 BOHa CTaHE CEMECTPOBOIO
OIIIHKOIO 3a BUBYEHHS HABYAIHLHOI JUCIAILIIHH.

ko 3700yBay BUINOT OCBITH MiJl Yac BUBYEHHS HABUAJIBbHOI JUCHUIUIIHK HaOpaB 60
OaiB abo OulblIe 1 Oakae MOKPALIUTU CBIM pe3yibTaT YCHIIIHOCTI, BIH MPOXOAMTH
poLeaypy MIACYMKOBOTO KOHTPOJIIO Yy GopMi 3aiiKy. 3a CKJIaJaHHs 3aliKy 37100yBad
BUIIOI OCBITH MOKe Habpatu 100 GaniB. CemecTpoBa OIliHKA 3 HABUAJIbHOI JUCITUILTIHN
dbopMyeThCS 3a pe3yabTaTaMu MiACYMKOBOTO KOHTPOJTIO.

3100yBay BUILOT OCBITH JOIYCKAETHCS 10 MPOLEAYPH IM1JICYMKOBOI'O KOHTPOJIIO y (hopmi
3aITiKy, SIKIIO 32 BUKOHAHHS 3aBJaHb IOTOYHOTO KOHTPOIIIO HaOpaB 50 6aiiB abo Oiblie.
Axio 3100yBay BUINOT OCBITH 3a pe3yJibTaTaMU MOTOYHOTO KOHTpO0 Habpas 35 49
OaiiB, BiH OTPMMYy€ TPaBO 3a BJIACHOIO 3asBOI0 OMAHYBaTH OKpeMi TeMH (3MiCTOBI
MOJIyJIl) HaBYAJIbHOI JMCIUILUIIHA TOHAJ OOCSATH, BCTAHOBJICHI HAaBYAIBHUM ILJIAHOM
OCBITHBOT MporpaMu. BUBYEHHS OKpeMHX CKJIAQJOBUX HaBUAJIbHOI JNUCIMIUIIHA TTOHA
o0csry, BCTAaHOBJICHI HABYAJIBHUM IUTAHOM OCBITHBOI MPOTPaMH, 3IHCHIOETHCS Yy
BUIbHMI BiJl 3aHATH 3700yBaya BUIIIOi OCBITH Yac.

SAxio 3m00yBay BUINOT OCBITH 3a PE3yIbTaTaMH MOTOYHOTO KOHTPOJ0 Habpas Big 0 10
34 GaiiB (BKJIIOYHO), BIH BBOXKAETHCS TAKUM, 1[0 HE BUKOHAB BUMOTH P00O0OYOi ITporpamMu
HABYAJIbHOI JMCIUIUIIHM Ta Ma€ akajeMIuHy 3a00proBaHICTh. 3100yBay BHINOI OCBITH
OTPUMYE TIPaBO 3a BJIACHOIO 3asSBOIO0 OMAHYBATH HAaBYAIbHY AMCIHUILTIHY Y HACTYITHOMY
ceMecTpi moHaj 00CATy, BCTAHOBJICH! HABYAJIBHUM TUIAHOM OCBITHBOT IIPOTPAMH.
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[Tpouieaypa HamaHHA TOAATKOBUX OCBITHIX MOCIYT 37400yBaudy BHUIIOi OCBITH 3 METOIO
BUBUCHHS HABYAJBHOTO MaTepially JUCIUIUIIHA TIOHAJL OOCSTH, BCTaHOBIICHI
HaBYAJILHUM IIJJAHOM OCBITHBOI TIporpaMu, Bu3HaueHa y I[lonoskeHHI mpo HamaHHs
JIOJIATKOBUX OCBITHIX MOCHYT 3700yBauaM BHUIIOI OCBITH B Jlep>KaBHOMY yHIBEPCUTETI
«KuTomMupchka MOMITEXHIKAY.

BusHaHHs pe3yJIbTATiB HABYAHHS, HA0yTHX y HedopMasIbHil Ta/ab0
iHgopmaabHil OCBIiTI

BusHaHHsA pe3ynbTaTiB HaBYaHHS, HAOyTHX y HedopMmanbHiM Ta/abo 1H(OpManbHIN
OCBITI B paMKaX OKPEMHUX T€M HaBUaJIbHOI JUCIUIUIIHYU, 31MCHIOETHCS BUKJIAJa4ueM 3a
3BEPHEHHSM 3/100yBaya BHUIIOI OCBITM Ta NPEACTABICHHSIM JOKYMEHTIB, SKl
MIATBEPAKYIOTh PE3yJNbTaTH HaBUaHHA (cepTU]IKaTH, CBIAOLTBA, CKPIHIIOTH TOIIO).
PimieHHa mpo BM3HAHHS Ta OLIHKA 3a BIANOBIJHY YacTUHY OCBITHBOI'O KOMITOHEHTA
NPUIMAETHCS BUKIIaJayeM 3a Pe3yJibTaTaMu CIiBOECiM 31 3100yBaueM BUILOT OCBITH.
BusnanHsa pe3ynbTaTiB HaB4YaHHS, HAOyTHX y HedopmanbHiK Ta/abo 1HOpMaNbHIN
OCBITI B paMKax IIJIOTO OCBITHBOTO KOMIIOHEHTA, 3/IIMCHIOETHCS 3a MPOIEAYyPOI0, sKa
Bu3HaueHa y [lonokeHHI Tpo OpraHizaililo OCBITHBOTO Impouecy y JlepxkaBHomy
yHiBepcUTETI « JKUTOMUPCHKA TMOTITEXHIKA.

[Ikaja omiHIOBaHHA

HIkama €EKTC HarmionanbHa mkana 100-6anpHa mKkama

A 3apaxoBaHO 90-100

B 82-89

C 3apaxoBaHO 481

D 64-73

3apaxoBaHO

E 60-63
FX He 3apaxoBaHno 35-59

F He 3apaxoBaHno 0-34

11. I'nocapiii

Ne 3/m TepMiH gepxKaBHOIO MOBOIO BinnoBigHUK aHTII1HCHKOI0 MOBOIO
1 |MapupyTtuzatop Router
2 |bpangmayep Firewall
3 |BipTyanpHa mpuBaTHa Mepexa VPN (Virtual Private Network)
4 [IP-agpeca IP Address
5 |Macka nigmepexi Subnet Mask
6 [I[porokon muramiunoi koHpirypaiii xoctie | DHCP (Dynamic Host Configuration Protocol)
7 |IlpomyckHa 31aTHICTb Bandwidth
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Ne 3/m Tepmin nepxKaBHOIO MOBOIO BinnoBiTHUK aHTTIHCHEKOI MOBOIO

8 |Tabmunsa mapmpyruzarmii

Routing Table

9 |Touka noctymy

Access Point

10 [Be3nposinHa JoKaNIbHA MEpeka

Wireless LAN

11 [fxicTh 06cayroByBaHHS

QoS (Quality of Service)

12 |IIpoTokos TyHEIIOBaHHS TOYKA-TOYKA

PPTP (Point-to-Point Tunneling Protocol)

13 |CkpunrtyBaHHS

Scripting

14 | DineTp Opanamayepa

Firewall Filter

15 [/lunamiyHa MapmpyTH3amis

Dynamic Routing

16 [Crarnuna mapmpyru3zaiis

Static Routing

17 |[IIpoTokoi ynpaBiiHHS arperaii€ro KaHaliB

LACP (Link Aggregation Control Protocol)

18 |bamancyBaHHs HaBaHTa)KEHHS

Load Balancing

19 [VPN wmix oprasizamisimMu

Site-to-Site VPN

20 | VPN BignaieHoro 1octymy

Remote Access VPN

12. PexoMeH10BaHa JiiTeparypa

Ocnoena nimepamypa

1. Dennis Burgess. Learn RouterOS: The Complete Guide to Building and
Managing Networks with MikroTik. 2021, — 452 p.
2. Stephen Fenwick. MikroTik Security Guide: Securing Your Networks with

RouterOS. 2020, — 300 p.

3. Tim Berger. MikroTik VPN Solutions: Building Secure VPNs with RouterOS.

2021, — 240 p.

Jlonomixicna nimepamypa

4, Matthew Davis. The RouterOS Bible: MikroTik Configurations and Deployment

Techniques. 2021, — 420 p.

13. Indopmaniiini pecypcu B InTepHeri

1. Odimiitauit noptan MikroTik [Enexktponnuii pecypc] — Pexum noctymy:

https://mikrotik.com/

2. JloxymeHnTarlisi mo HanamTyBaHHio oonagHanas MikroTik [Enextponnwuit pecypc] —
Pexxum noctymy: https://help.mikrotik.com/docs/
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