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Po6oua mporpama HaBYaIBbHOI TUCHUTUIIHU (axoBoi miAroToBku «CUCTEMHUN Ta
MEpEeKEBUI MOHITOPUHTY JIJIs 3100yBaUiB BUILIOI OCBITH OCBITHBOT'O CTYTICHS «MaricTp
3aTBepkeHa BueHoro panoro dakynbTeTy 1H(POpMAIITHO-KOMIT FOTEPHUX TEXHOJIOT1M
Bix 28 cepnust 2024 p., mpoTtoxoit Ne 8.
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1. Onuc HABYAJBLHOI JUCHUILIIHHA

XapakTepucTuKa
. R HaBYaJIbHO1
. . I"any3p 3HaHb, HAPSM MiATOTOBKH, OCBITHIN .
HalimenyBaHHS IIOKa3HUKIB . AUCLMILIIHA
CTyHiHb
nerHa popma
HaBYAHHS
o ] I"any3b 3HaHB BubipkoBa
Kinbkicts kpeauris — 4 12 «IndopmariifHi TEXHOIOTIi» KOMITOHCHTA
Monuyis — 1 CrieriabHICTh Pik miaroroBku:
121 Inxenepis mporpaMHOTo 3a0€31EUEHHS 1
3MiCTOBUX MOJIYJIB — 3 ' .
122 Komn'toTepHi HayKu Cemectp
. 123 Komm’roTepHa 1HKeHepis
3aranpHa KUIBKICTh TOAWH . _ _ 2
~ 120 125 Kibepbesneka Ta 3axuct iHpopmarrii
172 TenexomyHikalii Ta pagioTexHika
Jlexii
16 ron.
[pakTrysi
TwKHEBUX TOAMH 1715
JeHHOT (OpMU HaBUAHHS JlaGopatopHi
C oy . . 48 rog.
OCBITHI} CTYIIHb «MaricTp» 8 ron
ayIMTOpHUX — 4ro. "
AV CamocriiiHa
camocTiifHo1 podotn — 3.5
pobota
TO/I.
56 rox.
Bun koHTpOmIo:
3aJliK

CriBBiTHOIIIEHHS KUIBKOCTI TOJMH ayJUTOPHUX 3aHATh O CAMOCTIHHOI Ta 1HIUBIAyalbHOI poOOTH

CTaHOBHTB:
Uit aeHHoi ¢opmu HaBuyaHHA — 53,3% ayauTOpHHX 3aHATH, 46,7% caMOCTiiHOI Ta
1HIMB1TyaaIbHOT pOOOTH.
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2. MeTa Ta 3aBAaHHA HABYAJILHOI JUCIHUILIIHA

MeTo10 HABYAIBHOI AMCHMILIIHYU TIOJISITAE Yy HAJJAHHI CTYJICHTaM TCOPSTUYHUX Ta MPAKTUIHUX 3HAHD
PO OCHOBHI MPHHITUIH, METOJIU Ta IHCTPYMEHTH MOHITOPUHTY cHUCTeM Ta Mepex. Lle mo3Boisie im
PO3YMITH, BIPOB3KYBaTH Ta YIPABISATH CHCTEMaMHU MOHITOPHHTY 3 METOK 3a0e3neueHHs
HaJiHHOCTI, Oe3neku Ta eeKTUBHOCTI iH(DOpPMAIIHHUX TEXHOJIOTIH.

3aBJaHHSIMH BUBYEHHS HABYAJIBHOIL IUCHUILIIHY €:

—HaJaHHS CTyJEHTaM HEOOXITHUX TEOPEeTUYHMX 3HAHb IPO BUIU, METOJAM MOHITOPUHTY Ta
(YHKLIOHYBaHHS Cy4aCHHX MOHITOPHHIOBUX CHUCTEM;

—BHpPOOJIEHHSI B CTYACHTIB HAaBUYOK MOOYIOBH CHUCTEM MOHITOPHHTY Ha mpukiani Linux i
Windows 3 0co011BOI0 YBarow 0e3neKOBUM HaJaIlITyBaHHSIM IIUX CUCTEM.

[Tin wac BUBYCHHS HABYAIHHOI AMCIMIUIIHU 3700yBadi BUIINOI OCBITH 3MOXYTh OTPHUMATH Ta
nokpantuTi HacTymHi Soft skills:

- KOMYHIKQMUBHI HA6UYKU: TIMCbMOBE, BepOanbHE I HeBepOaJbHE CIUIKYBaHHS; YMIHHS
rpaMOTHO CIUJIKYBaTUCS IO e-mail; BecTH HAUCKYCil0 1 BiJICTOIOBAaTH CBOIO IO3MIII0; HABUYKH
MpaIoBaTH B KOMaH/II,

- YMIHHA GUCMYnamu NpuecertoOHo. HaAaBUYKHU, HEOOXIIHI NI BHCTYIIIB Ha MyOJiIli; HAaBUYKU
IIPOBEJICHHS MPE3eHTaLlli;

- Kepy8anHs yacom: yMIHHS CIPABISTHUCS 13 3aBIlaHHSMHU BYACHO,

- HyuKicmv 1 a0anmueHicmy: THYUYKICTh, aJallTUBHICTh 1 3/JaTHICTh 3MIHIOBATHUCS; YMIHHS
aHaJTI3yBaTH CUTYaIlil0, OPIEHTYBAHHS Ha BUPIIICHHS TPOOJIEMHU;

- 1i0epcuKi  AKocmi: yMIHHS CHOKIMHO TpamfoBaTd B HAINPYKEHOMY CEPENOBHINI; YMIHHS
YXBAJIIOBATH PIIIICHHS; YMIHHS CTaBUTH METY, IJIaHYBaTH JiSUTHHICTD,

- ocobucmi sKOCcmi: KpeaTUBHE M KPUTUYHE MUCIICHHS; €TUYHICTh, YECHICTh, TEPIIHHS, IOBara
JI0 OTOYYIOUHUX.
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3. Ilporpama HaBYAJIBLHOI JUCHHILIIHUA

MOJVYJIb 1.
3microBuii Mmoayab 1. OCHOBHM CHCTEMHOI0 MOHITOPUHTY

Tema 1. BeTyn 10 cHCTEMHOI0 MOHITOPUHTY.
Bu3HadyeHHs1 CHCTEMHOI0 MOHITOPUHTY Ta HOT0 pojib Y Cy4acHUX 1H(OpMAIIHUX TeXHOJIOT1sX.
OCHOBHI NPUHIMIHN Ta LIl CHCTEMHOTO MOHITOPHHTY.
Bunu MeTpuk, 1110 BUMIPIOIOTHCS IPH CUCTEMHOMY MOHITOPHHTY.

Tema 2. ApxiTeKTypa CHCTEMHOI0 MOHITOPHHTY.
KoMmnoHeHTH cucteMu MOHITOPUHTY: areHTH, cepBepH, 0a3u AaHUX.
PosropuyTi Ta po3noiiieHi apXiTeKTypu MOHITOPHUHTY.
[TpoTokonu 3B'A3Ky Mi’ KOMIOHEHTAMU CUCTEMH MOHITOPUHTY.

3microBuii MoayJIb 2. OCHOBH Mepe:KeBOro MOHITOPHHIY

Tema 3. BeTyn 10 Mepe:keBOro MOHITOPHHTY.
3HaueHHS MEPEKEBOI0 MOHITOPUHTY Y CYYaCHHX MEPEKEBUX IHPPACTPYKTypax.
OCHOBHI 3aBIaHHS Ta BUMOTH JI0 MEPEKEBOT'O MOHITOPUHTY.
3acobu Ta TEXHOJIOT1i, BAKOPUCTOBYBaH1 AJisi 300py MEPEKEBHUX JAHUX.

Tema 4. IIporoxosu NetFlow Ta sFlow.
[Tporokonu 360py Tpadiky: SNMP, Netflow, IPFIX, sFlow, JFlow
BusnaueHHs Ta OCHOBHI XapaktepucTuku npoTokoiiB NetFlow Ta sFlow.
Bukopucranns nporokoiniB NetFlow Ta sFlow ams 300py Mepe:keBHX CTaTUCTHYHHX JaHUX.
AmHati3 Ta BAKOPUCTAHHS JTaHKX, 310paHux 3a qormomororo npotokoiiB NetFlow ta sFlow.

3microBuii MoayJb 3. IHCTPYyMeHTH MOHITOPHHIY TA aHAJII3Y JaAHUX

Tema S. IHcTpyMeHTH Ta TEXHOJIOTII CHCTEMHOI0 MOHITOPHHTY.
Ornsan nonyJisspHUX IHCTPYMEHTIB CUCTEMHOI'O MOHITOPUHTY, TakuX sk Nagios, Zabbix, Prometheus,
MS SCOM.
[TpakTHuHE BUKOPUCTAHHS IHCTPYMEHTIB JJI1 MOHITOPUHTY CUCTEMHUX PECYPCIB Ta JOJIATKIB.
HanamryBaHHs CHIOBILIIEHb Ta aBTOMATH3allisl YIIPaBJIiHHSA CHCTEMHUM MOHITOPUHIOM.

Tema 6. AHaJii3 Ta Bi3yaJisauisi JaHMX MepeKeBOIr0 MOHITOPHHTY.
Mertoau aHamizy JaHUX MEPEKEBOTr0 MOHITOPUHTY Ta IX 3aCTOCYBAHHS JJIs BUSBIICHHS aHOMAJIii Ta
po0JsieM B MEpEKI.
TumoBi iHCTPYMEHTH MEPEXKEBOI'O MOHITOPHHTY
BuxopucranHs IHCTpYMEHTIB Bi3yalli3allil JaHuX JUIsl CTBOPEHHs rpadikiB, Alarpam Ta 3BITiB.
Po3po0Oka 3BiTiB Ta nambopaiB i eEeKTUBHOIO MOHITOPHHTY MEpexi

Tema 7. BnpoBaj:keHHsI cHCTeM MOHITOPUHTY Ha ocHOBi Wazuh Ta MS SCOM.
Ornsn Wazuh sk BiikpuToi miat¢opMu JUist MOHITOPUHTY O€3MEKH.
Ornsang MS SCOM sk iHCTpyMEHTY CUCTEMHOI'O MOHITOPHUHTY Bia Microsoft.
MOoHITOpHUHT Ta BUSABIICHHSA 3arpo3 Oe3neku 3a gonomororo Wazuh ta MS SCOM..

Tema 8. 3acTocyBaHHSI MOHITOPHMHTY /1Ji51 BUSIBJICHHSI 3arpo3 Oe3mneni.
3acTocyBaHHS MOHITOPUHTY Ul BUSIBJICHHS 3arpo3 Oe3mnert.
BukopucTaHHs cHCTEMHOTO Ta MEPEXEBOT0 MOHITOPUHTY IS BUSBIIEHHS BTOPTHEHb, 3J1aMiB Ta
IHIIKX 3arpo3 Oe3neri.
AHaJti3 JIOTiB, BUSBJICHHS aHOMAJIIH Ta MATTEPHIB, OB'SA3aHUX 13 3TOBMUCHUMH JTISIMH.
Po3pobka crpareriii pearyBaHHs Ta BiJHOBJICHHS IICJIsl BUSBJICHHS 3arpo3.
Kommpowmicu 6e3nexu
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4. CTtpykrypa (TeMaTHYHM NJIaH) HABYAJIbHOI TN CHUILTIHU

KinepkicTs rogun

neHHa popma 3ao4yHa hopma
3MICTOBI MOAYI 1 TEMU | s £l s
g | | =
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Mopayas 1
3microBuii Moayab 1. OCHOBH CHCTEMHOI0O MOHITOPHHTY.
Tema 1. Beryn 10 CHCTEMHOTO MOHITOPHHTY.
yna puHy 426 |6 ||| -|-
Tema 2. ApXiTeKTypa CUCTEMHOI'O MOHITOPUHTY
14 | 2 6 6 |—-| — | — | —
Pazom 3a 3micmoeuit mooyns 1 | 28 | 4 12 |12 | - | - — —
3microBuii Moayb 2. OCHOBH Mepe:KeBOIr0 MOHITOPHMHTY.
Tema 3. Beryn 10 MepexeBOro MOHITOPHHTY. 14 | 2 6 6 |-| - | — | -
Tema 4. IIporokonu NetFlow Ta sFlow. 14 ) 6 6 | — | — _ _
Pazom 3a 3micmoeuit mooyns 1 | 28 | 4 12 |12 | - | - — —
3microBuii MoayJb 3. IHCTPYyMeHTH MOHITOPHHIY TAa aHAJI3Y JaHUX.
Tema 5. IHCTpYMEHTH Ta TEXHOJIOT'1i CHCTEMHOTO 16 | 2 6 8 |- — | — | —
MOHITOPHHTY.
Tema 6. AHaini3 Ta Bizyalizauis JaHUX MepexeBoro | 16 | 2 6 8 |- — | — | —
MOHITOPHHTY.
Tema 7. BrnpoBa/keHHSI CUCTEMH MOHITOPUHTY Ha 16 | 2 6 81— - B B
ocHoBi Wazuh Ta MS SCOM.
Tema 8. 3acTocyBaHHSI MOHITOPUHTY IS 16 | 2 5 8
BUSIBJICHHS 3arpo3 Oesrerri S B B
Pa3zom 3a 3micmoeuit mooyns 3 | 64 | 8 24 | 32 | - | - — —
BCbOI'O (120 16 | 48 |56 | —| — | — | —
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5. Temu npakTHYHHX (JIa0OPATOPHHUX) 3aHATH

Hassa temu
3/

KinekicTs rogun

JICHHA | 3a04Ha
dopma | dopma

1 | HanamTyBaHHS BipTyaJbHOTO cepeloBHIa: BcTranoBnenHs ta
koH(pirypyBanHs Oracle VirtualBox Ha JIokaIbHOMY KOMIT FOTEPI.
HanamryBannus NAT Network. CTBopeHHs BipTyallbHUX MAIIMHU JUIs
MOHITOPHHTY.

6 —

2 | BcranoBneHHs cCHCTEMH MOHITOPUHTY: BCTaHOBICHHS Ta HaTAIITyBaHHS
MOIYJIIPHUX CHCTEM MOHITOPUHTY, TakuX sk Nagios abo Zabbix, Ha
BipTyanpHii MammuHi. J{ocmiKeHHs X OCHOBHUX MOXJIMBOCTEH Ta
HAJIAIITYBaHHS MOHITOPUHTY PI3HUX CUCTEMHHUX PECypCiB.

3 | Bukopucranns NetFlow Ta sFlow: HanamryBanus MmepesxeBoro obmatHaHHS
Ha BIpTyalbHii MamuHi, 11 reHepanii nanux NetFlow ta sFlow.
HanamryBaHHs cHCTEMU MOHITOPHHTY I 300py Ta aHaNI3y UX JaHUX.
BuBUeHHS Ta MOPIBHSHHS PE3yJIbTaTiB MOHITOPUHTY 3 BUKOPUCTAHHSIM
PI3HUX TPOTOKOJIIB.

4 | Anamniz mepexeBoro Tpadiky: 30ip Ta aHai3 MepeReBoro Tpadiky Ha
BipTyanbpHii MamrHi. BUKOpUCTaHHS IHCTPYMEHTIB, Takux sk Wireshark, mis
aHaJIi3y MakKeTiB Ta BUABJICHHS MTPOOJeM B Mepexi. PO3yMiHHSA TPpUHIMITIB
ITOTOKOBOTO aHAII3y Ta BUKOPUCTAHHS BiIIMTOBITHUX iHCTPYMECHTIB.

5 | Monitopusr 6e3neku: HanamTyBaHHS CHCTEMU MOHITOPUHTY JUISL BUSIBJICHH S
3arpo3 Oesrelni B Mepexi. AHami3 mojiii 0e3MeKu Ta BAKOPUCTaHHS
1HAMKATOPIB KOMITpOMETAIIil A7l BUSIBIIEHHS aHOMaiid. Po3poOka Ta
BIPOBAJKEHHS CTPATET1i BIAMOBIII HA IHIIUACHTH O€3MEKH.

6 | Bizyaumizamis Ta aHai3 JaHUX MOHITOPUHTY: BUKOpUCTaHHS iHCTPYMEHTIB
Bizyamni3auii, Takux sk Grafana a6o Kibana, 1y cTBopeHHs rpadikiB, Aiarpam
Ta 3BITIB HA OCHOBI1 JJAaHUX MOHITOPUHTY. AHaJI3 pe3yJbTaTiB MOHITOPUHTY
Ta BUSBJICHHS LIKaBHX 3QJICKHOCTEN Ta TPEHIIB.

7 | BcranoBnenHs Ta HanamrtyBaHHd WAZUH: cTBOpeHHsI BIpTyalbHOTO
cepeepy WAZUH, HanamtyBaHHsI areHTIB MOHITOPUHTY, KOH(Iryparis
MIPaBUJI MOHITOPUHTY, HAJIAIITYBAaHHS MOHITOPUHTY Bpa3IUBOCTEH Ta
BUSIBJICHHS 1HAMKATOPIB KOMIIpOMeETAIil.

8 | OcuHoBu pobotn 3 WAZUH: aHaii3 moiii 0e3meku Ta BXHUTTS 3aX0MiB Y pasi
BUSIBJICHHS 3arp03, CTBOPEHHSI BIACHUX MPABHJ MOHITOPHUHTY JJIs
cnenu(igHUX CIieHapiiB, MPOBEACHHS CUMYJIAIIT aTaK Ta aHai3 BIAMOBII
CHCTEMH MOHITOPHHTY Ha Ili aTaKH.

PA30OM
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6. 3aBnaHHs I camMoCTiiiHOT podoTH

1. OcuoBu Bipryamizanii Ta HanamryBanHsa VirtualBox:
[Tpunnumm poOOTH BipTyasizariii.
CtBOpeHHs Ta KepyBaHHA BipTyalbHUMHU MamrHaMu B Oracle VirtualBox.
MepeskeBi HanaityBanHs Bipryansaux Mammd (NAT, Bridge, Host-only).
2. Konnenuii monitopunry IT-cucrem:
[Ilo Take MOHITOPHHT Ta HOTO 3HAYEHHSI.
OcHoBHi MeTpuku MoHiTOpuHTY: CPU, RAM, mHCKOBUII TIPOCTIpP, MEPEKEBI PECYPCH.
Bubip BiAMOBIAHKX IHCTPYMEHTIB MOHITOPHHTY IS PI3HUX THITIB CHCTEM.
3. Bcranosnenns ta koHgirypamis Zabbix:
CtBOpeHHs 0a30BMX MOHITOPUHTOBUX €JIEMEHTIB (XOCTH, TPUTEPH, AOIOHH ).
BuBueHHS MeXaHi3My ONOBILICHHS PO MOIi.
HanamryBaHHS MOHITOPUHTY CIyO, 1110 MPALIOIOTh HA PI3HUX ONEpaLiifHUX CUCTeMaX.
4. Tarerpamis Zabbix 3 Grafana s Bizyaunizauii:
[Tinkmroyenns Zabbix sk mxepena qanux 1o Grafana.
CTtBopeHHs qamobopaiB A1 Bizyaltizallii JaHuX PO CUCTEMH.
Ornsig pi3HUX TUMIB TpadiKiB A7 MOHITOPUHTY MEPEKEBOT0 CTaHy.
5. TlormuGiene HamamTyBanHs Nagios:
CtBopeHHs Ta KOHGITrypailis MIariHiB A7 MOHITOPUHTY clielu(iYHUX PECypCiB.
HanamryBaHHs ONIOBIIIEHB Ta 3BiTiB.
[TopiBHSIHHS 3 IHIIUMU CUCTEMaMU MOHITOPHHTY.
6. IIporokomu NetFlow Ta sFlow: mopiBHSIHHS Ta BUKOPHCTaHHSL:
Ocnosu po6otu 3 NetFlow 1 sFlow amns 300py MepexxeBUX JaHHX.
HanamryBanHs MepexeBHX MPUCTPOiB st reHepaiii notokis NetFlow/sFlow.
[TopiBHSHHS MPOTOKOJIB TA aHAJI3 pPe3yJIbTaTiB.
7. Amnaniz MepexxeBoro Tpagdiky 3 Wireshark:
OcHoBu pobotu 3 Wireshark.
AHauni3 Ta QuIbTpallisi MepeXeBUX MaKEeTIB JUIsl BUSIBICHHS MOTEHIINHUX IpobiieM.
BukopucTaHHs KOJIbOPOBOIO KOJyBaHHS Ta (UIBTPIB /Ul CIIPOLEHHS aHAII3Y.
8. MoHITOpHHT MepekeBO1 Oe3IeKu:
Busisnenns DDoS arak ta MmeToau iX 3amo0irans.
Buxopuctanns iHctpyMmeHTiB IDS/IPS niist BUsBIeHHs: aHOMaJiN y Mepexi.
BuBueHHs METO/IIB BUSIBICHHS CIIPOO CKaHYBaHHS MEpPEeXi Ta BTOPTHEHb.
9. Buxopucranast WAZUH [u1st BUSBIICHHS 3arpo3:
BcranoBnenHs Ta HanamrtyBaHHs areHTiB WAZUH Ha KTI€EHTCHKUX MallldHAaXx.
CTBOpEHHS TIPABWJI JIJIsl BUSIBIICHHS] aHOMAaJIbHHUX TTO/TIH.
PearyBaHHs Ha IHIMJEHTH OE3MEKH.
10. MomnitopuHT ypa3iauBocTel 3a gormomororo WAZUH:
ABTOMAaTHYHE BUSBJICHHS BPAa3IUBOCTEH y cUCTEMaX.
[aTerparis 3 iIHCTpyMEHTaMU JIJIsI TaTY-MEHEHKMEHTY.
ITopiBHSHHS pi3HUX THUIIB BPa3IMBOCTEH Ta IHCTPYMEHTIB Ui IX MOHITOPUHTY.
11. 36ip Ta anamni3 xxypHamiB nouii 3a nonomororo ELK Stack
(Elasticsearch, Logstash, Kibana):
HanamryBanss 360py J0TIB 3 pi3HUX JKEpe.
Bisyanizauis ta anani3 noaiii y Kibana.
BusiBnenHs anomariii Ta 3arpo3 uepes aHaji3 JOTiB.
12. Tnrerpauis WAZUH 3 SIEM-cucremamu:
Ocuosu podotu 3 SIEM-cucremamu (Security Information and Event Management).
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[Migxmouenass WAZUH no SIEM ans aHami3y iHIAISHTIB.
MOHITOPUHT B peaIbHOMY Yaci Ta OMOBIIIEHHS PO 1HIUIACHTH.
13. Momnitopunr mMepexeBoro oonagHanus (SNMP):
[Tpotokos SNMP: ocHOBHI KOHIIeNIIIi Ta KOHDIryparis.
MOHITOPHHT MapIIpyTU3aTOPiB, KOMYTAaTOPIB Ta IHIINX MEPEKEBUX MPUCTPOIB.
Busuenns poni MIB-¢aiiniB y HanamTyBaHHI MOHITOPHHTY.
14. THOMIEHT-MEHEHKMEHT: pO3pO0Ka MOJIITUK Ta CTPATETid pearyBaHHS:
Po3pobxka Ta BIpoBayKeHHS TOJITUK OE3MEKH.
Cumynsnis iHIMJCHTIB Ta CTBOPEHHS TUIAHIB BiTHOBJICHHS.
VYrpaBiaiHHS MOCTIHIIUICHTHAM aHAJIi30M Ta 3BITyBaHHSM.
15. HamamryBanns Syslog-cepBepy amns 300py momiii:
Hanamrysanns Syslog m1st 360py J10riB 3 MEpeKeBUX MPUCTPOIB.
@inpTpaltis Ta ynpasiHHS JIOTAMH Ha CEPBEPI.
[TopiBHsiHHS Syslog 3 iHIIMMU IHCTpYMEHTaMU JUIst 300py MOJIH.
16. PosropraHHs areHTiB MOHITOPHHTY Ha XMapHUX iHQpacTpyKTypax:
BuBuenHs ocobuBocTeil MOHITOPHHTY XMapHHX cepBiciB (AWS, Azure, GCP).
MoHiTOpHHT pecypciB y xMapi 3a gonomororo Nagios, Zabbix abo WAZUH.
Oco06MBOCTI HANIAIITYBaHHS OC3MEKH Ta YIPABIIHHS JOCTYIIOM B XMapHHUX CEPEIOBHILAX.

7. InpuBinyanabHi camocTiiiHi 3aB1aHHS
[HauBiAyabHI 3aBJaHHA HE Nepea0adeHi HaBYaIbHUM IIIAHOM.

8. MeToau HAaBYAHHA
3acTocoByIOThCA Taki ¢GopMu opranizaiii HaBYaHHS, SK JIEKIisf-Oeciia, JeKIis-Tpe3eHTallis,
nabopaTopHa poOoTa, ayAWTOpHA Ta  I[03aayJUTOpHAa KOHTPOJbHA  poOOTa, EK3aMeEH.
BuUKOpUCTOBYIOTbCS HACTyMmHI METOJIM HaBUaHHS: pO3MOBiAb, MOSICHEHHS, Oecia, 1HCTPYKTaX,
MOSICHEHHSI, IEMOHCTpAILlisl, CIOCTEPEKEHHS, JabopaTopHa poOOTa, «MO3KOBHM IITYpM», CUTYallIHHUN
aHami3.

9. MeToau KOHTPOJIIO
[lepenbavyeHo 3axoau TMOTOYHOTO Ta IJICYMKOBOTO KOHTpONO. [loTOWHME KOHTPOIb
3MIACHIOETBCS IIIJISIXOM MPOXO/KEHHSI CTYJIEHTaMU KOMIT IOTepHUX TECTiB, BUKOHAHHS 3aBJaHb
1ab0opaTopHUX pooIT, GPOHTATBHOIO Ta 1HAMBIAYAIBHOIO YCHOTO ONUTYBAaHHS, CUTYAIIIIHOTO aHaMmi3y.
[TincymMKoBHMI KOHTPOJb peaizoBaHO Yy (OopMi €JIeKTPOHHOTO TECTYBaHHS Ta KOHTPOJIBHUX POOIT
NPaKTUYHOTO XapaKTepy.

10. OuiHBaHHS pe3yabTaTiB HABYAHHS 3100yBaYiB BHIIIOI OCBITH

OuiHIOBaHHS PE3yJIbTATIB HaBUaHHS 3/100yBadiB BHUINOI OCBITH 3 HABYAJIBHOI JUCIMIUIIHA
3IHCHIOETBCS B1IMOBIIHO /10 T1070KEeHHs PO OIiHIOBAaHHS Pe3yJIbTaTiB HaBUaHHS 300yBayiB BUIO]
ocBiTH y JlepxkaBHoMy yHiBepcuTeTi <«OKHTOMHUpCbKa TMOJIITEXHIKAa» Ta po3MOJALTy OamiB, w0
HaBeJIEeHUI HUXKYe.

Cuctema OIIHIOBAaHHS pE3yJIbTaTiB HaBYaHHS 3J00yBaviB BUIOI OCBITH 3 HaBYAIHHOL
JUCLHUIUTIHY BKITIOYA€ TTOTOYHUM Ta MiJICYMKOBUI KOHTPOJIb.

[Torounuii KOHTPOJH TPOBOTUTHCS /ISl OIIHIOBAHHS PIiBHS 3aCBOEHHS 3HaHb, (OPMYBaHHS
YMiHb 1 HABHUYOK 3/100yBaviB BUIIIOT OCBITH BIPOJOBK BUBYEHHS HUMHU MaTepialy MOJYJIs (3MICTOBUX
MOJYJIiB) HABYAAbHOI JUCHHUILTIHK. [IOTOYHHI KOHTPOJb 3AIHCHIOETHCSA TMiJ Yac MPOBEIACHHS
HaBYAJIbHUX 3aHSTh.
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[TizcymMKOBHII KOHTPOJb MPOBOAUTHCS IS IMiJCYMKOBOT'O OLIIHIOBAHHS PE3yJIbTaTiB HABYaHHS
3100yBadviB BUIOI OCBITH 3 HaBUYaJIbHOI JUCHMIUTIHM. [[iICYMKOBUI KOHTPOJb 3MIHCHIOETHCS MICISA
3aBepILEHHS BUBYCHHS HABYAJIHHOI JUCHMIUTIHA a00 HampukiHmi cemectpy. [lincyMKoOBUil KOHTPOIb
npoBoauThes y ¢dopmi 3amiky. [lpomemypa ckiamaHHs 3aliky Bu3HaueHa Yy [lomoxeHHI mpo
OpraHizalilo OCBITHBOTO Mporecy y JepkaBHOMy yHiBepcuTeTi «KUTOMUPCHKA MO TEXHIKAY.

Po3nmoaisi 0aJ1iB 3 HABYAJBLHOI JUCHMILTIHA

) . ) KinbkicTh 6aniB 3a cemecTp
Bunu po6iT 3100yBaya BUIIOT OCBITH
neHHa gopma 3ao4Ha (hopma
BukoHaHHs 3aBJJaHb IOTOYHOTO KOHTPOIIO 100 100
IMincymkoBa ceMecTpoBa OLiHKA 100 100

Po3nmogis 6aj1iB 32 BUKOHAHHS 3aBJIAHb IOTOYHOI0 KOHTPOJIIO

KinpkicTs OamiB 3a cemectp

Buau po0iT 3100yBaua BUIOT OCBITH JleHHA 3209H4

dbopma dbopma
Bukonanus 3aBiadb 1111 4ac HaB4YaIbHUX 3aHATH 100 -
BukoHaHHS Ta 3aXUCT 1HAMBIAYaTbHUX CAMOCTIHHUX 3aBJaHb 0 —

BukoHaHHS HayKOBO-JOCIIAHOT pOOOTH Ta 1HIIUX BHIIIB POOIT
(momaTKoBi — 320X04yBaJILHI 6a/IH):

1. YyacTp y CTYACHTCHKUX MPEIMETHUX OJIIMITIafax,
BceykpalHChKOMY KOHKYPCI CTY/IEHTCHKUX HAYKOBUX POOIT,
IpaHTaX, HAyKOBO-JOCTITHAX TPOCKTaX

2. [TinroToBKa HAYKOBUX CTaTeH, T€3 IOMOBiIel HAYKOBHUX
KOH(]epeHIrii

3. Inmi Buam po6it (HaBOAUTHCS MEPETIK IHIINX BUIIB POOiIT)

Pa3om 3a BUKOHAHHA 3aBJaHb MOTOYHOI0 KOHTPOJIIO 100 100
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Po3nmoaisi 0aJ1iB 32 BUKOHAHHA 3aBAAHD Il YAC HABYAJILHUX 3aHATDH

3 METOI0 3aCTOCYBaHHS IIUIMX YMCEIN Ul OIIHIOBaHHS aKTUBHOCTEH 3700yBaviB BHUINOI OCBITH
i1 Yac HABYAJIbHHUX 3aHATh MPOTSATOM CEMECTPY BHKOpHCTOBYEThCs 100-0anpHa mIkana OIiHIOBaHHS
KOKHOT'O OKpeMo BUay poOiT. Po3paxyHok HaOpaHuX 3100yBadeM BUIOI OCBITH OaliB 32 BUKOHAHHS
3aBJIaHb I1i]] YaC HaBYAIBLHKUX 3aHATh 32 CEMECTP MPOBOAUTHCS 32 (pOpMYIIOF0:

PH3 = (PB].OO X BKB + PV,HIOO X BKYI[ + P X BK) X KH3| (1)

ne Pu3 — KiapKicTh HaOpaHWX 3100yBadeM BHUIOI OCBITH OajiB 3a BUKOHAHHS 3aBJaHb 1] 4ac
HABYAIILHUX 3aHATH 332 CEMECTP;

Pg10o, Pysi00, P... — KinbkicTh HaOpaHux 3100yBayeM BHUILOT OCBITH 0ajliB 3a CEMECTp BiJMOBIIHO
3a BiINOBiNI (BHCTYNH) Ha 3aHATTAX, 332 y4acThb y IUCKYCii, 32 BHKOHAHHS IHIIOTO BHIY pPOOIT,
BU3HAYCHOT'O BUKJIaJa4eM (KOXKHHH OKpEMO BHUJ POOIT HAa HABYAJIBHHUX 3aHATTAX OILIHIOETHCS 3a 100-
0aJIBLHOIO IIIKAJIO0);

BKg, BKyj, BK... — BaroBi xoedimieHTH BiANOBIAHO 3a BiAMOBIAI (BUCTYIHH) Ha 3aHATTAX, 3a
y4acTh y JUCKYCil, 32 BUKOHAHHSI 1HIIOTO BHYy poOiIT, BUZHAYCHOT'O BUKIIAAaueM. 3HAYCHHS BaroBUX
KOe(Illi€HTIB PO3PaXOBYIOTHCS IIJISXOM JAUIEHHS KUIBKOCTI OalniB, SIKi BCTAHOBJICHI 32 BHUKOHAHHSA
OKpEMOro BHJly pOOIT IiJ] 4Yac HaBYAJbHHUX 3aHATh, HA CyMapHy KUIbKICTh OajliB 32 BUKOHAHHS LUX
poOit (maHi IS po3paxyHKy BaroBux Koe(diiieHTiB HaBeeHO B Ta0d. «Po3momin 6amiB 3a BUKOHAHHS
3aBJIaHb ITiJ] 9aC HAaBYAILHUX 3aHITHY);

Ku3 — kopuryBasibHUN KO€(ILI€HT, SIKUW BHU3HAYAETHCS LUISIXOM JUICHHS KIJTBKOCTI 0aiiB, 110
BCTAHOBJIEH] 32 BUKOHAHHS 3aBJaHb 111 YaC HaBYAJILHUX 3aHATh, Ha 100 Oais.

Sxn1o 3100yBad BUIIOT OCBITH HaOpaB 3a MOTOYHUN KOHTpOsb 60 OamiB abo Oinblme, BiH MOXKe
HOTOJIUTH JIaHy OLIIHKY B €JIEKTPOHHOMY KaOiHEeTi 1 BOHa CTaHe CeMECTPOBOIO OLIHKOIO 32 BUBYEHHS
HaBYAIBHOT TUCIUILTIHH.

Sxmio 3100yBay BUIIOI OCBITH Mijl 4ac BUBYEHHS HAaBYAIBHOI JUCLUUILIIHU HabpaB 60 OaniB abo
OutbIIe 1 Oa)kae TMOKPAIIUTUA CBIM Pe3yJIbTaT YCHIIIHOCTI, BIH MPOXOJUTH MPOLEAYPY MiJACYMKOBOTO
KOHTpONIO y (opmi 3amiky. 3a ckiaanaHHs 3aliky 3100yBad BHUIIOI OCBITH Moxe HaOpatu 100 Gamis.
CemMecTpoBa OIlIIHKA 3 HaBYaJbHOI JUCHUIUIIHU (OPMYETbCS 3a pe3yJbTaTaMH I1JICyMKOBOTO
KOHTPOJIIO.

3100yBay BUIIIOI OCBITH JAOIMYCKAETHCS /10 MPOLEAYPH M1ICYMKOBOTO KOHTPOJIIO y (GOpMI 3aliKy,
SIKILO 32 BUKOHAHHS 3aBJaHb IOTOYHOT0 KOHTPoJto HaOpas 50 OaniB abo Oinblire.

Sxmio 3100yBay BUILOI OCBITH 32 pe3yibTaTaMH IMOTOYHOTO KOHTpoJto Habpas 35—49 OaiiB, BiH
OTPHUMYE TIPABO 32 BIACHOIO 3asBOIO MOBTOPHO ONaHYyBaTH OKpPeMi TeMH (3MiCTOB1 MOYJIi) HABYAIbHOT
JTUCIUTIIIHA TIOHAJ OOCSTH, BCTAHOBJIEHI HABYAJIBHUM IUIAHOM OCBITHBOI mporpamu. IloBTOpHE
BUBYCHHS OKPEMHX CKJIQJIOBUX HaBUAJIbHOI TUCHMIUIIHM TOHAJ OOCSTH, BCTAHOBJIEHI HaBYAJIbHUM
IJTAHOM OCBITHBOI IIPOrpamMu, 3/11MCHIOETbCS Yy BUIBHUMN BiJl 3aHATH 3/100yBaya BUIIOI OCBITH yac.

Sxiro 3100yBay BUIOI OCBITH 3a pe3yJibTaTaMH IOTOYHOTO KOHTpOIt0 HabpaB Big 0 mo 34 Gamis
(BKJIIOYHO), BIH BBaXKa€TbCid TaKUM, IIO0 HE BUKOHAaB BUMOTM pPOOOYOi MporpamMM HaBYalIbHOI
JUCLHUIUTIHM Ta Ma€ akaJieMiuyHy 3a00proBaHicTb. 3100yBay BUIIOT OCBITH OTPUMYE MPABO 32 BIACHOIO
3asBOI0 IOBTOPHO OIAHYBaTH HAaBUAIbHY JAWUCHUIUIIHY Yy HACTyIIHOMY CEeMecTpi NOHaa o0cArd,
BCTaHOBJIEHI HAaBYAJIbHUM IUUIAHOM OCBITHBOI IIPOrpaMH.

[Iponienypa HajaHHS JOJATKOBUX OCBITHIX MOCIYr 3700yBady BHIIOi OCBITH 3 METOIO
MOBTOPHOTO BUBYEHHSI HABYAJbHOI AMCUMIUIIHM YM I OKPEeMHMX CKJIAQJOBMX YacTUH BHU3HAuU€Ha Y
[TonoxeHHI Mpo HaJaHHS JOJATKOBHUX OCBITHIX MOCIyT 37100yBayam BHIOi OCBiTH B JlepkaBHOMY
yHiBepcuteTi «JKUToMupchKa MOMITEXHIKay.
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BuznanHs pe3yJbTaTiB HaBYaHHS, HA0yTHX y HedopMaJIbHiil Ta/a00 iHpOpMaAJIBLHIN OCBITI

Busnannsi pe3ynbpTariB HaBuaHHS, HaOyTux y HedopMmanbHii Ta/abo iH(OpManbHIA OCBITI B
paMKax OKpeMHUX TE€M HaBYAJIbHOI AMCIMILIIHY, 3A1HCHIOETHCS BUKJIAIA4eM 3a 3BEpHEHHIM 3100yBada
BUIIOI OCBITH Ta WPEJACTABICHHAM JOKYMEHTIB, fKi MiATBEP/KYIOTh pE3yJbTaTH HaBYaHHS
(ceprudikaru, CBIIONTBA, CKPIHIIOTH TOIIO). PilmeHHs NMpo BW3HAHHA Ta OIlIHKA 3a BIAMOBIIHY
YaCTUHY OCBITHBOI'O KOMIIOHEHTa IPHMMAEThCd BUKJIANA4eM 3a pe3ylbTaTaMu criBbeciam 3i

3100yBavYeM BHIIOi OCBITH.

Busnannsi pe3ynbpTariB HaBuaHHS, HaOyTHX y HedopMmanbpHii Ta/abo iH(poOpMalbHIN OCBITI B
paMKax LiJOro OCBITHHOTO KOMIIOHEHTA, 3[iHCHIOETHCS 3a MPOLEAYPOIo, sKa Bu3HaueHa y IlonoxxenHi
PO OpraHi3alliio OCBITHHOTO npotecy y JlepkaBHOMY yHiBepcuTeTi « KUTOMHPCHKA MO TEXHIKAY.

HIkaaa ouiHIOBaAHHSA

[Mkama €EKTC HarionansHa mikana 100-6anpHa mikana
A 3apaxoBaHO 90-100
B 82-89
3apaxoBaHO
C 74-81
D 64-73
3apaxoBaHO
E 60-63
FX He 3apaxoBano 35-59
F He 3apaxoBano 0-34

11. PexomenmoBaHna Jiitepatypa

Ocnosna nimepamypa

Fouad Sabry. Monitoring and Surveillance Agents: Fundamentals and Applications. — Artificial
Intelligence. 2022,

[Matpixk Hdebya, Jxon Bimmc, xun Kim, Jxe3 Xam61. DevOps. TlociOnuk. Ak gomortucs
THYYKOCTi, HaJIHHOCTI i OGe3MeKH CBITOBOTO piBHSA B TEXHOJOTIYHHMX KommaHigx. — Palyia.
2024

Fouad Sabry. Autonomic Networking: Fundamentals and Applications. — Artificial
Intelligence. 2023.

P. Yosifovich, A. lonesku, M. E. Russinovich, D. A. Solomon. Windows internals. Part 1:
System architecture, processes, threads, memory management, and more. — 7th edition. —
Microsoft Press, 2017.

E. Wilson. Windows PowerShell 3.0 Step by Step. — Microsoft, 2013.

Honomincna nimepamypa

1. A. Allievi, M. Russinovich, A. lonescu, D. Solomon. Windows Internals. Part 2: Developer

Reference. — 7th edition. — Microsoft Press, 2021.

2. G. Held. Windows Networking Tools. The Complete Guide to Management, Troubleshooting,

and Security. — CRC Press, 2013.

3. O. Thomas. Windows Server 2016 Inside Out. Pearson Education, 2017.



MIHICTEPCTBO OCBITU I HAVKH YKPATHU ®-22.05-05.01/
FuToMHpCHKA JEPJKABHUI YHIBEPCUTET «KUTOMUPCHKA IOJITEXHIKA» 12.00.1/M/
noJiTexHiKa Cucrema ynpasjinns sikicrio sinnosizae ICTY ISO 9001:2015 BK-1-2024
Bunycx 1 | 3minu 0 | Exzemnaap Ne 1 Apx 14113

12. Indopmaniiini pecypcu B IntepHeri

1. How To Create And Use NAT Network In VirtualBox
https://www.techbeatly.com/how-to-create-and-use-natnetwork-in-virtualbox/

2. Oracle VirtualBox. Virtual Networking
https://www.virtualbox.org/manual/ch06.html

3. VirtualBox Network Settings: Complete Guide
https://www.nakivo.com/blog/virtualbox-network-setting-guide/

4. TlociOHUK 3 HaNAIITYBaHHs iHTepHET-3'eAHanHs B Ubuntu
https://uk.soringpcrepair.com/configure-network-in-ubuntu/

5. How to change from DHCP to Static IP address in Ubuntu 22.04
https://linuxhint.com/change-dhcp-static-ip-address-ubuntu-22-04/

6. Nagios Core 4.x Version History
https://www.nagios.org/projects/nagios-core/4x/

7. Step-by-step Installing Nagios 4 on Ubuntu 20.04 from scratch
https://medium.com/@DevOpsfreak/step-by-step-installing-nagios-4-on-ubuntu-20-04-from-scratch-
558f8fc09653

8. Cropinka 3aBanTaxeHHs 1uiarinis Nagios 4
https://nagios-plugins.org/download/

9. Nagios Vs. Icinga: the real story of one of the most heated forks in free software
http://freesoftwaremagazine.com/articles/nagios _and_icinga/

10. Nagios Add-Ons Projects
https://www.nagios.org/downloads/nagios-core-addons/

11. GitHub. NSClient. NagiosExange
https://exchange.nagios.org/directory/Addons/Monitoring-Agents/NSClient++/details

12. GitHub. NSClient. Version history. Download page
https://github.com/mickem/nscp/releases

13. Installing the Windows Agent NSClient++
https://nagiosenterprises.my.site.com/support/s/article/Installing-the-Windows-Agent-NSClient-0b485593

14. How to Install NSClient Nagios Monitoring Agent on Windows System
https://kifarunix.com/how-to-install-nsclient-nagios-monitoring-agent-on-windows-system/

15. Installing NSClient++
https://nsclient.org/docs/installing/

16. How to Monitor and Configure a Windows Server Using Nagios
https://webhostinggeeks.com/howto/how-to-monitor-and-configure-a-windows-server-using-nagios/

17. NCPA. Downloads latest stable agent
https://www.nagios.org/ncpa/#tdownloads

18. Installing NCPA
https://nagiosenterprises.my.site.com/support/s/article/Installing-NCPA-
9flde62f#Installing NCPA On_Windows

19. NCPA. Getting Started
https://www.nagios.org/ncpa/getting-started.php

20. Download check_ncpa.py
https://raw.githubusercontent.com/NagiosEnterprises/ncpa/master/client/check _ncpa.py

21. Nagios Plugins Downloads
https://nagios-plugins.org/downloads/

22. GitHub. NagiosEnterprises/ncpa
https://github.com/NagiosEnterprises/ncpa
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23. GitHub. NagiosEnterprises/ncpa/"free disk space™
https://github.com/NagiosEnterprises/ncpa/issues/857

24. Nagios Support Knowledgebase. Network Interface Checks
https://support.nagios.com/kb/article/network-interface-checks-781.html

25. NRPE - How To Install NRPE v4 From Source
https://support.nagios.com/kb/article/nrpe-how-to-install-nrpe-v4-from-source-515.html

26. NRPE - How to install NRPE
https://support.nagios.com/kb/article/nrpe-how-to-install-nrpe-8.html

27. Index of /downloads/nagiosxi/agents
https://assets.nagios.com/downloads/nagiosxi/agents/

28. Exchange Nagios. NRPE - Nagios Remote Plugin Executor
https://exchange.nagios.org/directory/Addons/Monitoring-Agents/NRPE--2D-Nagios-Remote-Plugin-
Executor/details

29. Using NSClient++ with check_nrpe
https://nsclient.org/docs/howto/nrpe/

30. The Nagios Plugins. Category: Operating Systems
https://exchange.nagios.org/directory/Plugins/Operating-Systems

31. Nagios Core. Time Periods.
https://assets.nagios.com/downloads/nagioscore/docs/nagioscore/4/en/timeperiods.html

32. Nagios Core. Time Period Definition
https://assets.nagios.com/downloads/nagioscore/docs/nagioscore/4/en/objectdefinitions.html#timeperiod

33. Nagios Core. CGI Configuration File Options
https://assets.nagios.com/downloads/nagioscore/docs/nagioscore/4/en/configcgi.html

34. How to Install and Use SendEmail on Linux
https://tecadmin.net/how-to-install-sendemail-in-linux/

35. NagiosQL - Nagios configuration tool Files
https://sourceforge.net/projects/nagiosql/files/nagiosql/
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