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1. KoHUenuii XMapHUX TEXHOJOT I



LLlo Take «xMapa»?

KoHuenuii XMapHUX TEXHOMOrIN



XMapa

XMapHi npoBanaepu HagatoTb HA BUMOTY KOPUCTYBauiB obuncntoBanbHi pecypcu, cepBick 6a3 naHux,
pecypcu gna 3bepiraHHA gaHux, gogaTku Ta iHwWi IT-pecypcu, aKi 4OCTYMNHI Yepes3 Mepexxy IHTEPHET, onaTta
3a AKi 30iNCHI0ETBLCA 3a MOAEN/IO Pas-as-you-go.

BT v

¢ A : 1 OUR DATA CENTERS B OUR CONTROLS ' OUR PEOPLE

o

systems ur data centers to protect them from man-
made and al risks. Then we implement controls, build
automated o third-party audits to

y and compliance. As a result, the most

about our security approach to protect the data of millions
of active monthly customers.
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XMapa

XMapHi npoBangepn HagatoTb Ha BUMOIYy KOPUCTyBauiB o6uncntoBanbHi pecypcu, cepsicu 6a3 gaHux,
pecypcu gna 3bepiraHHA gaHuX, AoaaTku Ta iHLWi IT-pecypcu, AKi 4OCTYNHI Yepes3 Mepexxy IHTEPHET, onarta
3a AKi 3AINCHIETLCA 3a MOAENNIHO pas-as-you-go.

€ BACK OUR DATA CENTERS OUR CONTROLS OUR PEOPLE

Perimeter Layer

AWS data center physical security begins at the Perimeter
Layer. This Layer includes a number of security features

; depending on the location, such as security guards, fencing,
security feeds, intrusion detection technology, and other

security measures. Scroll down to learn more about the types

of security measures we have in place within the Perimeter
Layer of the data centers we operate around the world.

-
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' ﬁ aepn HagarTb Ha BUMOTY KOPUCTYyBauiB ob4ncnroBanbHi pecypcu, cepsicyn 6as3 gaHux,
e AgoepiraHHA gaHnx, ooaaTtky Ta iHwWi IT-pecypcu, AKi AOCTYMNHI Yepe3 MepeXXy IHTEPHET, onJiaTta

3a AKi 34iNCHIETLCA 3a MO4ENNIO pas-as-you-go.

OUR DATA CENTERS OUR CONTROLS OUR PEOPLE

The Infrastructure Layer is the data center building and the
equipment and systems that keep it running. Components
like back-up power equipment, the HVAC system, and fire
suppression equipment are all part of the Infrastructure Layer.
These devices and systems help protect servers and
ultimately your data. Scroll down to learn more about the

Infrastructure Layer 8 ‘

types of security measures we deploy in the Infrastructure
Layer of our data centers.
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XMapa

XMapHi npoBanaepuv HagatoTb HA BUMOTY KOPUCTYBadiB o6uncntoBanbHi pecypcu, cepBicu 6a3 naHux,
pecypcu ana 36epiraHHa aaHux, Aoaatkuy Ta iHwi IT-pecypcu, aki AOCTYNHI Yepes3 Mepexky iIHTEPHET, onnaarta
3a AKi 3AINCHIETLCA 3a MOAENNIHO pas-as-you-go.

\ | ~
\ € BAK OUR DATA CENTERS OUR CONTROLS OUR PEOPLE

)

Data Layer

The Data Layer is the most critical point of protection
because it is the only area that holds customer data.
Protection begins by restricting access and maintaining a

separation of privilege for each layer. In addition, we deploy
threat detection devices, video surveillance and system
protocols, further safeguarding this layer. Scroll down to learn

more about some of the security measures we have in place .
within the Data Layer.
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XMapa

XMapHi npoBanaepuv HagatoTb HA BUMOTY KOPUCTYBauiB o64umncntoBanbHi pecypcu, cepBicu 6a3 gaHux,
pecypcu ana 3bepiraHHA gaHuX, AoaaTku Ta iHLWi IT-pecypcu, aKi AOCTYNHI Yepes3 Mepexxy iIHTEPHET, onnarta
3a AKi 30IMCHIOETBCA 3a MOL,E//H0 pas-as-you-go.

€ BACK OUR DATA CENTERS

OUR CONTROLS OUR PEOPLE
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Hardware

KoHuenuii xMapHMX TEXHOOri
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Mopgeni XMapHUX NOCNyr
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laaS

(2

Amazon Elastic Compute
Cloud (Amazon EC2)

Amazon Simple Storage
Service (Amazon S3)

Amazon Virtual Private Cloud
(Amazon VPC)
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AWS Elastic Beanstalk

Amazon APl Gateway
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AWS Lambda
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AWS Step Functions
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Amazon Relational Database
Service (Amazon RDS)
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AWS App Runner
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Amazon Aurora
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AWS Fargate
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SaaS

Microsoft 365

%5

Amazon Chime

Dropbox

Amazon WorkDocs

salesforce

Salesforce

&

Amazon Simple Email
Service (Amazon SES)
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Mopaeni po3ropTaHHA XMapHUX 06UMnCcneHb

o @

Private Cloud Hybrid Cloud Public Cloud
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[Ty6bniyHa xMapa
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[lybniyHa xMapa
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[Ty6bniyHa xMapa

Desktop
Virtulization

Virtulization
Storage #

Virtulization

Application
Virtulization

Network
Virtulization
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[Ty6bniyHa xMapa

Resource Pooling

Computer Pool

Network Pool
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Storage Pool
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[Ty6bniyHa xMapa
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[Ty6bniyHa xMapa

CUSTOMER

RESPONSIBILITY FOR
SECURITY ‘IN' THE CLOUD

A

RESPONSIBILITY FOR
SECURITY ‘OF’ THE CLOUD

CUSTOMER DATA

PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CLIENT-SIDE DATA SERVER-SIDE ENCRYPTION NETWORKING TRAFFIC
ENCRYPTION & DATA INTEGRITY . PROTECTION (ENCRYPTION,

AUTHENTICATION (HILE SESTER AND/OR DAIA) INTEGRITY, IDENTITY)

SOFTWARE

DATABASE

HARDWARE/AWS GLOBAL INFRASTRUCTURE

AVAILABILITY ZONES EDGE LOCATIONS
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[1bpnaHa xMapa

' PRIVATE CLOUD

HYBRID CLOUD

|

PUBLIC CLOUD
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[lpnBaTHa XxMapa

ORGANIZATION

PRIVATE

SECURITY
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AHanoru TpagunLinHNX on-premise

pecypcaMmn B AWS

Similarities between AWS and traditional IT

Traditional, on-premises IT space AWS
@ Securit =
& Security ‘ groupsy ok =
Firewalls ACLs Administrators . | NetworkACLs |am
D =—= Nt
Router Network pipeline ~ Switch Elastic Load Balancing Amazon VPC
= oo [
On-premises |~ ||=||= Cambute [‘_lj
servers P Amazon EC2
instances
-
— — —— Storage and CED
W W W database Amazon Amazon Amazon Amazon
EBS EFS RDS
aws
S © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved. 12
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CapEx vs OpEx

IT Infrastructure
(servers, routers,

switches, wltw-ve.
network cabling, etc.)

=

Business-related
Operating Costs

00
e

LT Equipment for

Employees

m.—..
(oo}
(oo

Datacenter or
Off-premises
Cloud Costs

CapEx Examples

Real Estate Real Estate : Asset Upgrade
Purchase :  Renovations - Costs

OpEx Examples

0 =

Software, . Webhosting : Software and
Application, and Domain ' Service Support
or Service : Licenses
Subscription Fees

Infrastructure
Repairs

Research and

Development
Expenses

28



EKOHOMIA 3a paxyHOK MacLUTabiB

EC2 Intaces

Pay-fou-Go ' — S3 Storage PayD0 Stora
S3 Storage o - y
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BukopucTtaHHA HeobXigHOI KibKOCTI pecypciB
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LLIBMAKICTb pO3roptaHHA Ta rHYy4KICTb

| Vertical Vs Horizontal Scaling

4 Server (CPU: 2,RAM: 8G)

g e — — — - —

— — -
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BiacyTHICTb BUTpaT Ha 0bcnyroByBaHHA
BnacHoro ALl
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HaAaBHICTb BENMNKOI KITbKOCTI PETOHIB
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3. Bctyn o Amazon Web Services
(AWS)
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AWS COMPUTE SERVICES

EC2

Amazon EC2 services

Amazon Elastic Compute
Cloud (Amazon EC2)

Amazon EC2 Auto Scaling
EC2 Image Builder

Amazon Lightsail

adWws
p —

Containers

Container services

Amazon Elastic Container
Service (Amazon ECS)

AWS Fargate

Amazon ECS Anywhere
Amazon Elastic
Kubernetes Service
(Amazon EKS)
Amazon EKS Anywhere

Amazon Elastic Container
Registry (Amazon ECR)

AWS Batch

Serverless compute

AWS Lambda

On-premises and edge compute

AWS Local Zones
AWS Dedicated Local Zones
AWS Outposts

AWS Wavelength

Cost optimization

AWS Savings Plans
AWS Compute Optimizer

Amazon EC2 Spot Instances

Elastic Load Balancing

Application Load Balancer
Network Load Balancer

Gateway Load Balancer
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AWS Management
Console
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Your AWS
Resources
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4. Mirpauia oo AWS 3
BukopuctaHHaAM AWS Cloud
Adoption Framework



Mirpauiid

On-Premise

> &

Google Cloud
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AWS Cloud Adoption Framework (CAF)




[lepcnekTnBa 6i3Hecy
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[lepcnekTnBa nrogeu
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[lepcnekTmnBa ynpaBniHHA
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[lepcnekTnBa nnatpopmMu
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[TepcnekTrBa 6e3nekn
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OnepaLinHa nepcrekTnaa

Migrate

New applications . » Establish foundation

Operated

Innovate by AMS Optimize

Cloud native * Migration factory

Modernize
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