MIHICTEPCTBO OCBITU I HAYKU YKPATHU ®-22.05-
KutoMupebKa JTEPXKABHUI YHIBEPCUTET «KUTOMHUPCBKA ITOJITEXHIKA» 05.02/2/125.00.1/M/OK8-
nosiTexHika Cucrema ynpasJinas sikictio Binmosigae JICTY ISO 9001:2015 2024
Exzemnisap Ne 1 Apx 1/96
SATBEPI’)KEHO

HaykoBo-MeTOIMYHOIO PajIor0
JlepkKaBHOTO YHIBEPCHTETY
«Kuromupchbka moITEXHIKa»

IPOTOKOJI BIT 2024 p.
No

METOJIMYHI PEKOMEHJAIIIT
17151 IPOBEeHHS MPAKTUYHUX (J1a00PATOPHUX) 3aHATH
3 HABYAJBLHOI JMCHUILTIHA
«CucreMHUI Ta Mepe:KeBUIl MOHITOPUHD)

JUTS 3100yBadiB BUIIOT OCBITH OCBITHHOT'O CTYIICHS «MAaricTp»
cnerianbHOCTI 125 «Kibepbesnekay
ocBiTHBO-TIpo(eciitia mporpama «Kidepoesneka
dakyapTeT 1HPOPMaLITHO-KOMIT FOTEPHUX TEXHOJIOT1H
kadeapa KOMIT I0TEpHOI 1HX)eHepii Ta KibepOe3neku

PekomennoBano Ha  3aciJlaHHI
kadenpu KOMI ' FOTEpHOI 1HXeHepil
Ta K1bepOe3neku

27 tpaBus 2024 p.,

npoTokos Ne 3

Po3pobuuku:
JI.T.H., TOIICHT, IOIIEHT Kadeapu KoMIT FOTEPHOI 1HKeHepii Ta kibepOe3neku
BopotnikoB Bonogumup BonoaumupoBuy
K.T.H., JIOLICHT, JOLICHT Ka(l)ezlpl/l KOMIT FOTEPHOI 1HXKeHepii Ta kibepOe3neku
Poccincekuit FOpiit Muxaiinosuy
CTapIInid BUKJIaaa49 Kadeapy KOMIT I0OTepHOI 1HXEeHepii Ta KibepoOe3neku
danproBchkuii Irop I'enHagiioBuY

Kuromup
2024




MIHICTEPCTBO OCBITU I HAYKU YKPATHU ®-22.05-
KutoMupebKa JTEPXKABHUI YHIBEPCUTET «KUTOMHUPCBKA ITOJITEXHIKA» 05.02/2/125.00.1/M/OK8-
nosiTexHika Cucrema ynpasJinas sikictio Binmosigae JICTY ISO 9001:2015 2024
Exzemnisap Ne 1 Apk 2/96

VK 004.45:004.7

PexomeH10BaHO 10 IpyKYy HAYKOBO-METOJUYHOO PaIok0
JepxkaBHoro yHiBepcuteTy “XKutoMupchKka mosiTexHika”
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Penenzenrn:

3aBigyBau kadenpu Kl ta Kb. k.1.H., notienT AHnpiit €imMmenko
Homent xadenpu KI ta Kb. k.1.H. Onekciit [llenyxa

CucreMHHI Ta MEpEKEBUIl MOHITOPHHT: METOAMYHI peKOMEHAAIll sl BUKOHAHHS J1a00paTOpHUX
pob6it. / miar. B. B. Bopotrikos, 0. M. Pocciacekmii , [. I'. dampkoBcbkuit — YKurtomup :

Hepxapamii yHiBepcuTeT «OKUTOMHpCHKA MOMiTeXHIKa», 2024. — 96 c.

MeToauuHi peKOMEHMAIlll MICTATh IHCTPYKINI 0 BUKOHAHHS J1a0OpaTOpHHX pPoOIT 3
HAaBYAIBHOI AUCHHIUTIHN « CHCTEMHHI Ta MEpEKEeBUI MOHITOPWHI» MPH3HAYCHI JJISI CTYJCHTIB Ta
(axiBIiB, SKi MParHyTh OMAaHyBAaTH OCHOBHI NMPHUHIUIHK Ta TexHoJOril MoHiTopuHry IT-cucrem i
Mepex. [lanuit TociOHMK MPOTIOHYE TTOKPOKOBI IHCTPYKIIT 3 THCTANIAIIT Ta HANAIITYBAHHS CUCTEMH
MoHiTopuHTy Nagios 4.X mHa cepBepi Ubuntu 22.04 LTS, a TakoX OXOIUIIOE IIHPOKUN CIIEKTP
HaJIAIITYyBaHb JUISI MOHITOPUHTY Pi3HUX THIMIB XOCTIB, BKItogaroun Windows ta Linux. Buxonanus
nabopaTopHUX pOOIT MOYMHAETHCA 3 0Aa30BOTO CTBOPEHHS CTEHAY IS BHKOHAHHSA POOIT, 110
JIO3BOJISIE CTYJICHTaM IiAATOTYBATH CEPEOBHUIIE U MPAKTHYHIX 3aB/IaHb.

[TociOHUK meTanbHO PO3TIIAE IHCTANAIII0 CHCTEMH MOHITOPUHTY Nagios, HaJamTyBaHHS
nacuBHOTO MOHITOpuHTY Windows cepsepiB 3 BukopuctanaaM NSClient++, a TakoX MOHITOpPHHT
Windows Ta Linux xocrtiB 3a momomororo Nagios Cross-Platform Agent. Okpemi po3smimu
TIPUCBSTUCH] HAMAmMTyBaHHIO Nagios MoHiTopuHTY 3 BukopuctanHsM NRPE (Nagios Remote Plugin
Executor) sk mmst Windows, Tak 1 Linux xoctiB. TakoX TMpHAIEHO yBary I0JaTKOBHUM
HaJIAIITYBaHHSAM CHUCTEMH MOHITOPUHIY, TAKUM SIK CTBOPEHHS KOPHUCTYBadiB, BU3HAYEHHS YaCOBUX
MPOMDKKIB Ta HAJAMTYBAaHHS KOHTAKTIB, IO J03BOJISIE 3a0€3MEUNTH THYYKICTH 1 a;amnTaIfiio
CHUCTEMH ITiJT KOHKPETHI TTOTpeOu opraHizariii.

MeronnuHi peKoMeHIalli AONOMOXYTh CTYAE€HTaM HE JIMIIE OIaHyBaTH TEOPETHUYHI
ACTIEKTH CHCTEMHOTO Ta MEPEKEBOTO MOHITOPWHTY, ale ¥ OTpUMATH I[iHHI MPaKTUYHI HABUYKH,
HeoOXimHI s eeKTHBHOTO MOHITOPHUHTY Ta KOoHTpomo IT-iHdpacTpykTypu. BukopucroByrouu
JMAaHUWA TIOCIOHWK, CTYIACHTH 3MOXYTh MIATOTYBaTHCS IO BHpINIEHHS peanbHUX 3amad y cdepi
CHUCTEMHOTO anMiHicTpyBaHHS Ta [T-0e3mnexu, 1Mo € KPpUTHIHO BKIMBAM y Cy4aCHOMY ITU(PPOBOMY
cBiTi. MeTtoanuHi pekoMeHpallii agpecoBaHo 3700yBadyaM OCBITH CIIEIIaIbHOCTI  CIEMiaabHOCTI
125 «KibepOesnekay» ramysi 3HaHb 12 «[HpOpMaIiiiHi TEXHOTOTI.

HMinrorysanu: B. B. Bopornikos, FO. M. Poccincekuii , I. I'. ®anbkoBChKU.

YK 004.45:004.7
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Beryn

Jani wmetoauuHi peKoMeHalii po3poOJIeHO BIAMOBIAHO [0 TMPOrpaMH HaBYAIBHOL
qucuuIutiHg “CHUCTEeMHHUHN Ta MepeXeBHI MOHITOPHHI ISl 3100yBauiB OCBITH creniainbHOCTI 123
“Komm’toTepHa iHkeHepis” ramy3i 3HaHb 12 “Indopmartiitni TexHomorii”.

Ile BUmaHHA TaKOX MOXKE BUKOPHUCTOBYBATHUCS IJIsi TPOBEACHHS J1abOpaTOpPHUX POOIT 3
IHITUX TTOAIOHMX MUCIMIUTIH il YaC BUBYCHHSI MTPAKTUYHUX aCHEKTIB aIMIHICTPYBaHHS Ta 3aXUCTY
KOMIT IOTEPHHUX MEPeX 13 KiHIIeBUMH By3iamH mij yrpasiinaam OC Windows.

Jlo MeToaMuHUX peKoMeHAalill yBIHIIIN 1abopaTopHi pOOOTH, MPUCBAYEHI CTBOPEHHIO Ta
aJIMIHICTPYBaHHIO cHCTeMH MOHITOpuHrY Windows- Mepexx Ta cepBepiB Ha 0a3l cCUCTeMHU
MoHnitopuHry Nagios Core Ta ii KJaCHYHHX JT0JIaTKIB Ta IJIariHiB.

L{i MeToan4HI peKOMEeH Ia1lii MaloTh HACTYITHI OCOOIMBOCTI.

v' Buxopucrani onepauiiini cucremu. Bukopucrosyrorecss OC Windows Server 2019 mist
HalamryBaHb JoMeHy Active Directory, Windows HacTiIbHUX penakuii s poOoumx
cranmii, a Takox Ubuntu LTE 22.04 server.

v' 3acobu Bipryanizamii KOMI’IOTEpHHX cHCTeM Ta Mepe:xk. Komm'rotepHi Mepexki, siki
OyIyIOThCS Y JTabopaTOpHUX PoOOTax, po3paxoBaHi HA MOJEIOBaHHS B Tinepsi3zopi Oracle
VirtualBox.

v' Bumoru 10 BMicTy 3BiTy. KOKHe 3aBIaHHS MICTUTBH BKa3iBKH IIPO Te, AKi came pe3y/IbTaTH
MaroTh BioOpakaTUCs y 3BiTax.

v' Tpuxiaagu. TeopeTnyni BiZoOMOCTI [0 1a0OpPaTOPHHUX POOIT  CYHPOBOIKYHOTHCS
MPUKIIaJJaMU OCHAIIeHb, KOMaH/I, iX BUBO/I1B TOIIO.

Metoanyni pekoMeHIalii aapecoBaHO 3700yBayaM OCBITH, SKi BHBYAIOTb MOHITOPHWHT,
aIMIHICTPYBaHHS Ta 3aXHCT KOMIT FOTEPHUX CHCTEM, BHKJIAJa4aM 3aKJIaJliB BHIOI OCBITH Ta BCIM,
XTO IIKaBUTHCS MosienmoBaHHsAM Windows- Ta Linux-mMepex.
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Jlaboparopna po6ota Nel
Cmeopenna cmenoy 0711 6UKOHAHHA POOIm.

Meta: HamamTOBYBaTH MOJIEIb KOMII IOTEPHOI MEpEXi, 10 CKIAJA€ThCA KOHTpOJIEpa JOMEHY

Active Directory 3 nomatkoBumu posisimu Ha 6a31 Windows Server 2019, cepsepa Ha 6a3i Ubuntu

22.04 Ta po6ouoi cranmii Windows 10.

IncTpymenTn: rinepsizop VirtualBox, Moaens koM’ roTepHOT MEpexi.

3aBanHs 10 J1a0opaToOpHOI podoTH

1. Po3po0bith cxemy ampecarii npuctpoiB mepexi. [ 1mporo ckopucrairecss gaHumMu taom. 1.1.
3a KO’KHHUM BapiaHTOM 3akpirmjieHa /26 mepexa. [lin yac po3paxyHKy BpaxoByiiTe, IO Iepiia
azpeca BUAUICHOT Mepexi 3aKpilumoeThes 3a muto3oM VirtualBox Nat Network ta DNS must
JOCTYITY JI0 IHTepHETY. Pe3ynbTaT HaBEIITh Y BUTIISI TAOTUITL.

Tabmmms 1.1
IMapameTtpu s po3paxynky IP-aapec y 3aBaanHi.
Ne [P-agpeca N? [P-agpeca N,g [P-agpeca
. i BapiaH i Bapian i
BapiaHTa Mepexi Ta Mepexi Ta Mepexi
1 192.168.N.0 13 192.168.N.0 25 192.168.N.0
2 192.168.N.64 14 192.168.N.64 26 192.168.N.64
3 192.168.N.128 15 192.168.N.128 27 192.168.N.128
4 192.168.N.192 16 192.168.N.192 28 192.168.N.192
5 192.168.N.0 17 192.168.N.0 29 192.168.N.0
6 192.168.N.64 18 192.168.N.64 30 192.168.N.64
7 192.168.N.128 19 192.168.N.128 31 192.168.N.128
8 192.168.N.192 20 192.168.N.192 32 192.168.N.192
9 192.168.N.0 21 192.168.N.0 33 192.168.N.0
10 192.168.N.64 22 192.168.N.64 34 192.168.N.64
11 192.168.N.128 23 192.168.N.128 35 192.168.N.128
12 192.168.N.192 24 192.168.N.192 36 192.168.N.192

2. Y cepenoBulll MPOrpaMHOI0 €MYJIATOpa CTBOPITh MPOEKT KOMII I0TepHOi Mepexi (puc. 1.1).
Serv-G-N-2 ta WS-G-N-1 MoxnuBo iMmopTyBatu 3 HaBelneHHX Yy posaini “IIporpamze
3a0e3neveHHs” MpeMEeTy arlaiieHCiB.

3. 3acobamm PowerShell Ha cepsepi Serv-G-N-1 mpoBexits BctanoBieHHs poieit AD DS, DNS,
DHCP Ta File Server. IM’ss momeHy BEpXHBOTO PIBHS - surname.net, Je surname - Baie
npizBumie. Ckondirypyiite DHCP nHa cepBepi Serv-G-N-1 Takum unHOM, 100 Iiama3oH
BUJUIEHHS aJipec pO3MIlIyBaBcs y Jpyriid monoBuHi Bamioi mepexi, Ta 3aiiMaB He MeHIIe 8
azapec.

4. IlepeBipTe anpecarniro, IMEHYBaHHS XOCTIB, MOXJIMBICTh 1H(QOpPMAIIITHOTO OOMIHY MIX
€JIeMEHTaMU TIPOEKTY KOMIT FOTEPHOI Mepexi. Y pa3i BUSABJICHHS MPoOJIeM 3B’ 3Ky 3HANAITH Ta
YCYHbTE iX MPUYHMHU.

5. Honaiite y nomeHn surname.net pobouy cranmiro WS-G-N-1. Axapecarnito ctaniii 3MiHITh Ha
nuHaMiuHy. [lepeBipTe BXia Ha pobouy craniito WS-G-N-1 nijg JoOMEHHUM 00JIIKOBUM 3aITHCOM
surname.net\Administrator

6. Hanamryiite iM’st cepBepy Serv-G-N-2, mepeBipre #oro moctyn 1o Mmepexi. Buxonaiite

HanamtyBanHsd y NAT Network port forwarding nns SSH migkmrouenns. Iligkmrouitbes Oyan
sxuM SSH kimieHTOM 3 X0CTa 110 cepBepa Serv-G-N-2.
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3BiT Ma€ MicTUTH:

e Ta0MHIIIO aJpecarlii Mepexi;
e JIiCTHHT BUKOpHUCTaHHX KoMaH PowerShell;
® CKPHHIIOTH Ta KOPOTKHMA OTMC OCHOBHHUX KPOKIB CTBOPCHHS CTPYKTYPH.
TeopeTn4Hi BizomocTi
OnuieMo OCHOBHI KPOKH, MOTPiOHI JIsi po3ropTaHHs KOHTpojepa nomeny Active Directory
Ha ocHoBl Windows Server 2019.

CTBOproemMo cxemy ajpecarliii, sika Bignosigae cxemi (puc. 1.1) Ta tabmumi 1.2.

Serv-G-N-1

VirtualBox Host

Serv-G-N-2

NatNetwork
(Gateway/DNS)

Puc. 1.1. Tononocis mepeoici

CrBoproemo B Oracle VirtualBox Bipryanbny mammny Windows Server 2019. Imena
BipTyalbHHX MamuH — BignoBimHO 10 puc. 1.1 (Serv-G-N-1), ne G — 4ymcinoBa 4acTWHA IMEHI
rpynu, a N — HoMep BapiaHTy.

CTBOpIOEMO Ta HAJAIITOBYEMO BipryajJbHy Mepexy y Oracle VirtualBox. Ilynxr
BUKOHYEThCSI Y MeHIO [Oracle VirtualBox Manager| — [File] — [Tools|] — [Network Manager| —
[Nat Network] — [Create]. HeoO6xinHO HamamTyBaT BipTyaidbHy Mepexy ( /26) y BIATOBIAHOCTI 10
Bamoro Bapianty. VirtualBox aBToMaTuuHO pe3epBye NepILy aapecy Mepexki s nuto3y tTa DNS :

General Options Port Forwarding

Mame: | Mebwork-SHM
IPv4 Prefix: |192,168.22,128/26
[] Enable DHCP
[] Enable 1Pv&
TP Prefix:
Advertise Default IPvE Route

Puc. 1.2. Hanawmysanunss NAT Network Network-SNM. Port Forwarding, DHCP ma IPv6 na

0anomy emani He GUKOPUCIOBYEMbCAL.

Jns mpukiany BUKOpUCTaeMo cxemy aapecauii anms mepexi 220.19.30.0/26 , sxa Hagana y

tabymmi 1.2.
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Tabnuys 1.2
InTepdeiic /
Mepe:ka / .
. Mepe:xumnii axanrep / IP-agpeca Macka
IIpucrpiit
03
Mepexa A - 192.168.22.128 255.255.255.192

192.168.22.129
3apesepBoBani aapecu VBox
192.168.22.130

Mepexuuil aganrep 192.168.22.131 255.255.255.192
Windows cepsep
-19-30- I /
Serv-19-30-1 JI03 3a 3aMOBYYBaHHIM 102.168.22.129 )
DNS
Mepexuuit aganrep 192.168.22.135 255.255.255.192

Ubuntu 22.04 or

later server

11103 32 3aMOBUYBaHHIM/

-19-30- 192.168.22.129 -
Serv-19-30-2 DNS
PoGoua cranLis Mepexuuii agantep 192.168.22.145 255.255.255.192
Windows 10 11
JI03 32 3aMOBUYBAHHIM/
WS-19-30-1 192.168.22.129 -

DNS

VY HamamryBaHHSAX BIPTyaJbHMX XOCTIB Mepexi oOuUpaeMo BHUKOPUCTAHHS Yy SKOCTI

MEpEekKeBOro aaanrtepy crBopeHy BipryanbHy Mepexy NAT Network Network-SNM:

E General | Network
System Adapter 1 Adapter 2 Adapter 3 Adapter 4
IE Display Enable Metwork Adapter
Storage Attached to: | NAT Metwork v
Mame: | Network-SHM v
(Dj fudo “ pdvanced
ﬂ Metwork Adapter Type: | Intel PROJ1000 MT Desktop (G2540EM) hd
@ Serial Ports Promiscuous Mode: | Deny v
£§> - MAC Address: | DB0027AC4942 @
Cable Connected
lj Shared Folders
lf‘ User Inkerface

Puc. 1.3. Cmeopenuii NAT Network y axocmi mepedsicesoco adanmepy cepsepie ma po6ouoi

cmanyii.
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[TiaxIro4iTh 10 CTBOPEHOI BIPTyalibHOI MalMHU iHCTanAniiHui oopaz OC Windows Server
(iso-taiim). IlinkinroueHHs BUKOHYHTE Ha MiCII€ BIPTyaJIbHOTO ONTHUYHOrO NpHUBOAY. BukoHaiiTe
BcranoBiieHHs OC Windows Server Ha cTBOpeHy BipTyalibHy MamuHy. CTBOpPEHHS BIPTyajJbHOTO
cepBepy OMKCAHO Y JOJATKY 2 IIbOTO TOKYMEHTY.

[HCTANSAIIIs cCepBepy BUKOHYETHCS Y BIJIMOBITHOCTI O HACTYITHUX ITyHKTIB:
e Penakmis - Windows Server 2019 Standard (Desktop Experience)
e Tun incramsmii - Custom (ue Update)
e JIWCKOBI PO3/iIM MOKHA MTOKU JTUIIUTH 0€3 3MiH
e [lapons nns anMiHicTpaTopa - Ha BIACHUN PO3CYA

ITicns  3aBepiieHHS  IHCTAJSIl  ONMEpariifHOi CUCTEMH BHKOHAWTE BCTAaHOBICHHS

iHTerpaniHoro nakety VirtualBox Ha BipTyaJabHY MalIuHy.

@M= Manage CD Drive (D:) VirtualBox Guest Addi

“ Home  Share  View | Application Tools

« v A4 ¥ > ThisPC > CD Drive (%) VirtualBox Guest Additions > v

[ Desktop ~ Name Date medified

& Downloads cert

| Documents NT3x

= Serv-22-1-1 [Running] - Cracle ¥M VirtualBox =) Pictures 0s2

- nrpe £] AUTORUN
File  Machine Wiew Input | Devices | Help

NSClient++ | auterunsh

Insert Guest Additions CD image. .. ccy

§% CD Drive (D Vir

Q) Optical Drives L4 2 7 | runasroot.sh
{88 audin » - | VBexDarwinAdditions pkg
@ etwork N [ This PC "] VBoxDarwinAdditionsUninstall tool
1 3D Objects ] VBextinuxadditions.run
. »
) o B Deskeop "] VBoxSolarisAdditions pkg
@ webcams » - ¥A VBoxWindowsAdditions
=] Documents =
D] shered Foid , $ Downlosd ¥ VBoxWindowsAdditions-amd64
ownloads h
shered Foldrs  VBoxWindewsAdditions-x86
[C]  shared clipboard 4 b Music ] windows11-bypass
[Z} oragand orop 3 &=/ Pictures
& Videos
4]

Upgrade Guest Additions...

Puc. 1.4. Bcmanoenenus inmeepayivinozo nakemy na Serv-22-1-1.

HanamroByemo ip-agpecy cepBepy BiIIOBIIHO JI0 CTBOPEHOI CXEMH aJipecartii.

CepBep roTOBHUIA 151 pO3ropTaHHs HeOOXigHUX poiieil. Ponb cepBepa Microsoft B 3aramsHOMY
3HAYeHHI BU3HAuae (YHKIII Ta MOCIYTH, sSKi CEpBEp BUKOHYE ISl 3aJI0BOJICHHS MEBHHUX MOTPEO
KOpHUCTYBauiB a00 1HIINX CEPBEPIB B MEPEKI.

VY Microsoft Windows Server icHye 0araTo THUIOBHX pOJIEH, sIKIi MOYKHA BCTaHOBHTHU IS

BUKOHAHHS pi3HMUX (QyHKiH. [lepeniuynmo nuire cami Biomi:
e Active Directory Domain Services (AD DS),
e Domain Name System (DNS),
e Dynamic Host Configuration Protocol (DHCP),
e File and Storage Services (File Server),
e Web Server (IIS),
e Hyper-V,
¢ Remote Desktop Services (RDS),
e Network Policy and Access Services (NPAS),
¢ Print and Document Services,
e Windows Deployment Services (WDS),
e WSUS (Windows Server Update Services).
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Jns BUKOHAHHA Ja0OpaTOpHOiI POOOTHM HAM HEOOX1JHO BCTAaHOBUTU THIIOBI pOJIi cepBepa

Windows 2019, onucani B Ta0mummi 1.3.

Tabnuys 1.3

Poan cepBepy

IIpusHayeHHs

Buxopucranus

Active Directory
Domain Services

(AD DS)

3abesmneuye iy 0u KaTajaory Jjis
VIIpaBJIiHHSA KOPUCTYBaYyaMH,
rpynamu, KOMI'FoTEpaMH Ta
IHITUMHU 00'€KTaMH MEPEXKI.

BUKOPHUCTOBY€ETHCS 1)1 CTBOPESHHS Ta
YIIpaBJIiHHS CTPYKTYpPOIO JOMEHY Ta
3a0e3meueHHs aBTeHTH]IKAIIT Ta
aBTOpH3allii KOPUCTYBaviB B MEPEKI.

Domain Name
System

3abesneuye BimoOpakeHHS IMEH
JTOMeHIB y BianoBigHi [P-anpecu
Ta 37iicHIoe o0epTanns [P-anpec

KirouoBmii enemeHT 117151 poboTH
Mepexi, 03BOJIIE KOPHCTYBayam
BUKOPUCTOBYBATH 3p0O3yMLIi IMEHA, a He

(DNS) ! . .
B IMEHA IOMEHIB. yucnosl [P-agpecu, nus noctymy 10
pecypciB Mepexi.
Dynamic Host ABTOMAaTH3YE MpOILIEC 3MeHIIye notpedy BpyuHY
Configuration npusHayeHHs [P-aapec ta inmux | HamamroByBaTH [P-anpecu nis
Protocol MEPEKEBUX HAJAIITYBaHb JIS KO>KHOTO MTPHUCTPOIO B MEPEXKI,
(DHCP) MIPHUCTPOIB B MEPEXKI. MOJIETIIYE aAMIHICTPYBaHHS Ta

yIIpaBJIiHHS aJipecamu.

File Services

(File Server)

Hanae MoxxnmuBicTh 30epiranHs ta
oOMiHy (haiimaMu B MEpexKI.

3abe3nedye IEHTpaATi30BaHE CXOBHIIEC
U1 (aiinis, 110 II03BOJISIE
KOpUCTyBauaM 30epiratv, OTPUMYyBaTH
JOCTym Ta OOMIHIOBAaTHCS JAaHUMHU B
Mepexi.

Bcranosmroemo ponb Active Directory pa3om 3 iHCTpyMEHTaMH YNpPaBiHHS L€l poii Ha

cepsepi 3a Jonomororo koman ety Install-WindowsFeature:

Install-WindowsFeature -Name AD-Domain-Services —IncludeManagementTools

Bceranomoemo posib Domain Name System (DNS):

Install-WindowsFeature -Name DNS —IncludeManagementTools

Bcranosmroemo poss Dynamic Host Configuration Protocol (DHCP):

Install-WindowsFeature -Name DHCP —IncludeManagementTools
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Install-WindowsFeature -Name File-Services —IncludeManagementTools

s komanaa BcranoBmroe poib File Services (File Server).

A0o0, 110 3HAYHO 3pY4HIIIE, Ta MPOCTIlIe, BCTAHOBIIOEMO BCi TMepelideHi poii onpa3zy. Jo
pe‘{i, SAKIIO IICBHA POJIb BCTAHOBJICHA, TaKUU CHHTAKCHC HE 6y,[1€ MOBCPTATU MOMWIIKH, a JIUIIC

MEePEeBIPUTH BCTAHOBIIEHI KOMIIOHECHTH:

Install-WindowsFeature -Name AD-Domain-Services, DNS, DHCP, File-Services —IncludeManagementTools

ers\Administrator>

IP Configuration

Desktop Adapter

AD-Domain-

Puc. 1.5. Bcmanoenenns 3aoanux ponei cepsepy y Power Shell Windows Server 2019.

{00 mnepeBipuTH, sIKi poii Ta (yHKUIi BXXE€ BCTAHOBJEHI HAa CEpBEpPi, BUKOPHCTOBYIOThH

KOMaHJYy:

Get-WindowsFeature

Bona BuBene MOBHHME CHUCOK pojield Ta (YHKIH, SKi BCTAaHOBJICHI ab0 AOCTYMHHI s
BCTAaHOBJIEHHs Ha ceppepi. B cTopmmi "Installed" O6yme Bkazano "True", skmo posib a60 GyHKITIS
BXKE BCTAHOBJICHA.

Sxkmo Bu xoueTe BHMBECTH JHINE BCTAHOBIICHI pOJIi, BU MOXKETE BHKOPHCTATH HACTYITHY

KOMaHYy:

Get-WindowsFeature | Where-Object { §_.Installed -eq $true }

[le noBepHe TiIbKM Ti POl Ta QYHKIIIT, SIKI BXKE BCTAHOBJIEH] Ha cepBepi.
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Installed

Puc. 1.6. Ilepecnso ecmanosnenux poneui cepgepy y Power Shell Windows Server 2019.

[licna ycmimHOi YCTaHOBKM BUKJIMKA€EMO KOHQIrypamiiHuii Maiicrep A HalalITyBaHHS

KOHTpoJiepa 1oMeHy Ha cepBepi Serv-G-N-1:

Install-ADDSForest -DomainName ""surname.net” -DomainMode Default -ForestMode

Iv’s Oomeny 6epxHb020 pi6Hs - Surname.net, Oe surname - gauie npizguuge MpaHciimoM.

[[1 xoMaHJa BCTAaHOBUTH HOBHI JOMEH Ta HajlalliTye HOro sk KOHTpoJjep aomeny. Ilicis

ABTOMATUYHOTO Tepe3aBaHTaKEHHS 3BEPHITh YBary Ha HaJallITyBaHHS MeEpexXi cepBepy. Y SKOCTI

nepmioro DNS Bkaszyemo #oro BiacHy aapecy, abo loopback. V¥ sxocti apyroro DNS, nepenocumo

azipecy IUI03a HaIIoi MOJIEIl MEepexi.

3MIHIOEMO CeaHC TIOTOYHOTO KOpPUCTyBada Ha cepBepi

administrator@surname.net , SKOT0 MM BBEJIH Ha MOMEPETHBOMY KPOIIi.

[lepeBipsieMo mparne3aaTHiCTh Mo0yAoBaHOT DC-CTpyKTYpH KOMaHI00

nslookup surname.net

PS C:\Windows\system32> ipconfig /all
windows IP Configuration

Host Name

Primary Dns Suffix
Node Type . . .
IP Routing Enabl
WINS Proxy Enabl
DNS Suffix Searcl Falkovsky. net
Ethernet adapter Ethernet:

Connection-specific DNS
Description - - . . . -
Physical Addr

DHCP Enabled.
Autoconfigura

IPv4 Address. .

Subnet Mask .

Default Gatew:

DNS Servers

: Intel(R) PRO/1000 MT Desktop Adapter
08-00-27-4E-00-B6

192.168.22.129
= Enabled

32> nslookup falkovsky.net
Server: localhost
Address: 127. 0.1

Nams
Address:

fa ky. net
192.168.22.131

Ha aJMiHICTpaTopa JOMEHY

Puc. 1.7. Hanawmyesanns mepedsiceeo2o aoanmepy cepsepy Serv-22-1-1.

3BepHiTh yBary Ha HamamtyBanHs JIHC mus mepexeBoi kaptku Serv-G-N-1 (puc.1.7.) —y
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sikocTi miepmioro, BuyTpimmHboro JIHC, Bkazana aapeca loopback, y sxocti npyroro agpeca JJHC-
TpaHCIsITOpa, IO criBnaaace 3 aapecoro nuro3a NAT Network.
Kondirypyemo DHCP. 3a3Buuaii, KoH(pIrypyBaHHSI pO3MOUYMHAETHCS 31 CTBOPEHHS HOBOTO

obmacri axgpec (Scope):

Add-DhcpServerv4dScope -Name ""WorkStation" -StartRange 192.168.22.145 -EndRange
192.168.22.158 -SubnetMask 255.255.255.192 -LeaseDuration "8.0:0:0"

e "WorkStation" - iM's HOBOI 00aCTI.

o 192.168.22.145 ta 192.168.22.158 - moyaTkoBui Ta KiHIIEBUH Aiana3oH [P-agpec mis
BHIAYl.

e 255.255.255.192 - macka miiMepexi.
"8.0:0:0" - TpuBanicts opernu [P-agpecu (B iboMy BUNAJKy, 8 TOAUH).

HanamrtyBanHs napameTpiB 00CIyroByBaHHS:

Set-DhcepServerv4OptionValue -DnsDomain falkovsky.net -DnsServer
192.168.22.131,192.168.22.129 -Router 192.168.22.129

e falkovsky.net - nomeHHe iM's, sike Oyle BUKOPUCTOBYBATUCS Ui HajamTyBaHHS DNS
B DHCP-BignoBimsx.

e 192.168.22.131,192.168.22.129 - IP-anpecu DNS-cepBepiB, siki OyayTb BKa3zaHi y
Bignosigax DHCP. B ymoBax maGopatopnoi pobotu, mis ¢yakuionyBanass DHCP
JIOCTaTHRO BKasatu ymiie [P-aapecy «BHyTpimHbOoro» DNS-cepepy Serv-G-N-1.

e 192.168.22.129 - [P-aapeca mapuipyTtu3zaropa (1UIr03y), sikuit Oyne Haganuii B DHCP-
BIJMOBIAAX SIK OCHOBHHUU IUIAX JUIS KJIICHTIB.

AxtuBaiis obmacTi (Scope):

Set-DhcpServerv4Scope -Scopeld "'192.168.22.145" -State Active

e "192.168.22.145" Bka3ye yHikanpHuil ineHtudikarop (ID) mns nianazony DHCP. V
NpUKJIa/i, B mapameTpi Bkazana [P-anpeca, sika BU3Ha4ae J1iana3oH.

Asropwu3aiis Ta 3ammyck DHCP cepBepa:

Add-DhcpServerInDC

Start-Service DHCPServer

[Tam'siTaiiTe, Mo MOTPIOHO HAJIEKHUM YMHOM aganTyBatu kKoHdiryparito DHCP-cepBepa no
KOHKPETHUX, IIOTOYHUX 3aBJIaHb Ta MEPEKEBOTO CEPEAOBHUIIIA.

Mu OymyemMo HaBYAIBHUN CTCHJI, TOMY JUIsl €KOHOMIi JHCKOBOT'O TIPOCTOPY PEKOMEHIYEThCS
noBHicTi0O BUMKHYTH Windows Update, Ta momaTkoBi CioyOHW, 10 BHUKOPUCTOBYIOTBCS JIJIS
oHoByieHb Ha Windows cepepi Serv-G-N-1:

Stop-Service -Name "'wuauserv' -Force

Set-Service -Name "wuauserv'” -Startup Type Disabled

Stop-Service -Name "BITS"

Set-Service -Name "BITS" -StartupType Disabled

Stop-Service -Name "CryptSvc"’
Set-Service -Name ""CryptSvc'"' -Startup Type Disabled

Stop-Service -Name "TrustedInstaller"
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Set-Service -Name "TrustedInstaller" -Startup Type Disabled

Byovme obauni ma poszcyonusi npu 3ynunenti 6y0b-sKux ciyico, OCKIIbKU ye Modce NPUu3secmu 00
npobnem 3 QyHKYioHanvHicmio ma 6e3nexkoio cucmemu. Pexomendyemuvcs eumuxamu ciyxcou
MITLKU Y BUNAOKAX MECMY8AHHS AD0 HANA200NCEHHS, A He HA NPOOYKMUBHUX CUCTEMAX

Croproemo BM WS-G-N-1 Bignosinno 1o 3aBganHs. OC BM — Windows 10 (3a notpedu

BHKOPHUCTOBYEMO OJIHY 3 MOMNEPEAHIX HACTIIbHUX Bepciii Windows), ab0 BUKOPHCTOBYEMO TOTOBHUI
aplliance-¢aiin nns imnopty BM.

PS C:\Windowssystem32> ipconfig /all

Windows IP Configuration

Host Name . . . B - - - = W5-22-1-1
Primary Dns Suff £

Node Type . . . : Hybrid

IP Routing Enabl : No

WINS Proxy Enabled. . . . . . . * No

Ethernet adapter Ethernet:

Connection-specific DNS Suffix =

Description . - . = Intel(R) PRO/1000 MT Desktop Adapter
Physical Address. . . . . . = D8-D0-27-AC-49-A2

DHCP Enabled F

Autoconfiguration Enabled .
IPv4 Address. . . .

Subnet Mask . . . .
Default Gateway . .

DN5 Servers

161(Preferred)

Address: 192.168.22.131

Name: Falkovsky. net
Address: 192.168.22.131

Puc. 1.8. Hanawmysanns ma nepesipxa mepesicedoco adanmepy poooyoi cmanyii WS-22-1-1.

Bxmouaemo WS-G-N-1 1o gomeny surname.net. Ilapamerp [- Restart] Bimmosimae 3a
repe3aBaHTaXEHHs sl BBOAY B Jit0 3MiH, a mapameTp Credential mepegae oOmiKoOBUI 3amuc Ta
Mapojb aJIMiHicTpaTOpa TOMEHY 10 KOMaHAHOTO PSIIKY.

‘ Add-Computer -DomainName "surname.net" -Credential (Get-Credential) —Restart
a

File Edit View Tools Debug Add-ons Help
D& - d & B > = W = &

PS C:\Windows\system32> Add-Computer —DomainName “"falkovsky.net” -C
cmdlet Get-Credential at command pipeline position 1
Supply values for the following parameters:

Supply values for the following parameters:

Iwaxopuctysauz: | falkovsky.net\Aministrator ~ | ..
epone:

Puc. 1.9. Bsedenns napamempis 061ik06020 3anucy aoMinicmpamopy 0omeny surname.net npu
BKIIOYEHHI pobOO40i cmanyii 00 domeHy.

BxonuMo y poOody craHmito mig o0mikoBUM 3amucoM surname.net\Administrator Ta
BMHUKAEMO Yy HaJlAITYBaHHS MEPEXKEBOro ajaantepy «ABTomatuyHe oTpuMmaHHs [P-ampecu».
Hamucanns administrator(@surname.net € IOBHICTIO TOTOXKHIM
[lepeBipsieMO BUKOHAHI HaJaIITYBaHHS.

surname.net\Administrator.



mailto:administrator@surname.net

MIHICTEPCTBO OCBITU I HAYKU YKPATHU ®-22.05-
KutoMupebKa JTEPXKABHUI YHIBEPCUTET «KUTOMHUPCBKA ITOJITEXHIKA» 05.02/2/125.00.1/M/OK8-
nosiTexHika Cucrema ynpasJinas sikictio Binmosigae JICTY ISO 9001:2015 2024
Exzemnisap Ne 1 Apx 14/96

PS C:\Windows\system32» ipconfig /all
Windows IP Configuration

Host Name . . .

o
falkovsky. net

: falkovsky. net
Intel(R) PRO/1000 MT Desktop Adapter
)-27-AC-49-A2

DHCP Server . .
DN5 Servers . .

Falkovsky.
Address: 192.168.22.131

Puc. 1.10. Hanawmyeanus ma nepegipka mepedicegozo aoanmepy pooouoi cmanyii WS-22-1-1.

Mu OynyemMoO HaBYaJIbHUIN CTEHI, TOMY JJIsl €KOHOMII JCKOBOTO MPOCTOPY PEKOMEHIYETHCS
noBHicTI0O BUMKHYTH Windows Update, Ta n0omaTkoBi ciayXOH, 110 BHUKOPHUCTOBYIOTHCS MJIS
OHOBJICHb Ha poOouiii ctanmii Windows WS-G-N-1. Li aii aHamoriudi misM, MO BHUMKHEHHIO
OHOBJICHb Ha CEepBEpI:

Stop-Service -Name "'wuauserv' -Force

Set-Service -Name "wuauserv'' -StartupType Disabled
Stop-Service -Name "BITS"

Set-Service -Name "BITS" -Startup Type Disabled
Stop-Service -Name "CryptSvc"’

Set-Service -Name "CryptSvc' -Startup Type Disabled

Stop-Service -Name " TrustedInstaller”

Set-Service -Name "TrustedInstaller" -Startup Type Disabled

CTBOpHOEMO  BipTyasilbHy MAalIMHY JUIA  po3ropraHHs  cepBepy  Serv-G-N-2,
nodoyaosanomy Ha OC Ubuntu 22.04.

s posropraHHs cepBepy IMHOPTyeTbcs BianmoBiaHuil ¢ain VirtualBox appliance, ato
BHKOHYETBHCSI CTBOPEHHS Ta 1HCTAJSAIISA CEpBEPY y BIAMOBIAHOCTI 10 1HCTPYKIT «JlomaTtok 1» mux
MeTonuyHUX BKasiBok. Ilicig imMmopty cepBepy 3 appliance ioro HeoOXiIHO MeperMeHyBaTH Y
BIJINIOBITHOCTI /10 BapiaHTy. [leperisa morounoro iMeHi cepBepy

‘ hostname ‘

[lepelimenyBaHHA
‘ sudo hostname Serv-G-N-2 ‘
He Serv-G-N-2 — HoBe iM’s cepepy. Ilicas immopty, abo iHCTamsmii cepBepa HEOOXiTHO
BUKOHATHU HOTO IMiJIKIIOYECHHS 10 BiAMOBIAHOT BIpTyaJbHOI MEpexi, 0 AKoi migkiodeHi Serv-G-N-
1 ta WS-G-N-1. [TigkmrouenHs nokazano Ha puc. 1.10.
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2] Serv-22-1-2 - Settings = =
E General Network
System Adapter 1 Adapter 2 Adapter 3 Adapter 4
@ Display Enable Metwork Adapter
G storage Attached to: | NAT Network v
o Marne! | Wetwark-SNM v
PR Audo @ advanced
ﬂ Metwork Adapter Type: | Intel PROJ1000 MT Desktop (52540EM) v
@ Serial Ports Fromiscucus Mode: | Deny v
ﬁ Use MAC Address; 080027231751 @
Cable Connected

D Shared Folders
E User Inkerface

Puc. 1.11. Mepeoicesi nanawmysanns o BM Serv-22-1-2 (Ubuntu 22.04) y VirtualBox.

Ha nibomy erari, sIKIo BiZICYTHI MOMUJIKH Yy HanamrtyBaHH1, Ubuntu-cepBep mae otpumatu IP-
anpecy Bim DHCP ta matu im’s Serv-G-N-2. [lepernsmaemo notouni IP-anpecu, im’st cepepy Ta,
pu HEOOX1AHOCTI, NepeMEHOBYEMO HOTo:

Ipa

hostnamectl

sudo hostnamectl set-hostname New-Name-Server

sudo reboot

1 default glen 1000

fg_codel stete UP p default glen 100

ohal dynamic en|

Puc. 1.12. Ilepeenso nomounux IP-adpec, imeni Ubuntu cepsepy Serv-G-N-2
ma 1020 nepenumenysants Ha serv-22-1-2

Haii6inbm 3pyunum iHTepdeiicom Ta Oe3neyHuM g pobotu 3 Linux-cepBepamu € ssh-
nigkmodeHHs. Hamamtyemo mepeaapecartito, a0 TNpOKHAAaHHS TOpTy Ui opranizamii SSH
noctymny 1o Ubuntu cepBepy 3 ¢i3udnoi MammHu — xocta VirtualBox.

[TyHKT BUKOHYETHCS Y MCHIO
[Oracle VirtualBox Manager| — [File] — [Tools| — [Network Manager| — [Nat Network] —
[Properties] — [Port Forfarding] — [IPv4].

Hazea npaBuna NAT — “Serv-G-N-2 SSH” ,

ne G —rpyna,
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N — Bapiant, 1o Bu Bukonyere, npotokon — “TCP”.

V¥ sixocti Guest IP 3amaemo [P-aapecy cepBepa, sKy MU OTpUMAIIX 32 TOTIOMOTOI0 KOMaH/IH ip
a, Port — 22 — mopr «3a 3amoBuyBaHHAM» 11 SSH nocTymy.

V sxocti Host IP 3agaemo [P-anpecy namoro ¢izuunoro I1K (xocta VirtualBox ), sikuit
MOXHa TIEPETIIHYTH uepes ipconfig /all, y sskocti Host Port — «BinpHUIY, a00 HEICHYIOUNN 11T
obpanoro IP mopt. O6upaemo mopt 3a 10MOMOTror0 KoMaHau netstat -an | findstr "IP_Hosts".

Hanpuknan, nis crannaptHoi pobouoi cranmii Windows nmoptu 3 2200 He 3aiHSTI.

Tpeba mam’sitaty, o podounii 1K, sik mpaBuII0, MiIKIIOYAETHCS 10 MEPEkKi HA TUHAMIYHIN
anpecarii. Tomy y sikocti [P anpecu Host Port Mmoske OyTu BUKOpHCTaHa 3ape3epBOBaHA y SIKOCTI
Gateway NAT Network nepia agpeca BipTyainsHOT Mepexi, BoHa k aapeca VirtualBox HostOnly
Ethernet Adapter.

Host-onky Networks NAT Networks Cloud MNetworks Host-only Metworks | MAT Netwarks | Cloud Metworks

Marne - P4 Prefix IPveE Prefix DHCP Server Mame ’ P4 Prefix IPve Prefix DHCF Server
NatMebwork. 220.22.30.0/24 Fd17:625C:F037:2: /64 Enabled MNathstveark 220.22,30.0/24 Fd17:6250:f037:2::/64 Enabled
Netwark-ShM 192.166.22,126/26 Disabled Metwork-SNM 192.168.22.128/26 Disabled
SHMNetwork 192,165,255.0/26  fd17:6250:F037:a835:: /64 Enabled SHMMetwark. 192,168,255.0/26  Fd17:625ciF037:a836::/64 Enabled

General Options Part Forwarding General Options | Port Forwarding

Mamne: | Nebwork-SNM IPvd | IPvé

IPud Prefi: | 192.168.22.126/26 Name Pratocel Host 1P Hast Part Guest I Guest Port | €

[] Enable DHCP
[ Enable Trve

Serv-22-1-2 55H TCP 192.165.1.176 2244 192.165.22.147 22

Py Prefix:

Advertise Default TPw6 Route

Apply Reset Apply Reset

Mame

WirbualBow Host-Only Ethernet Adapter

General Options Part Forvwarding
Adapter DHCP Server

IPv4 IPvE () Configure Adapter Aukornatically
(@) Configure Adapter Manualy
Mame Protocal Host IP Hast Port Guest IP Guest Pork
IPve Address: |192.168.22.129
Serv-22-1-2 55H TCP 192.168.22.135 22

IPw4 Metwork Mask: |255.255,255,192

Puc. 1.13. Hanawmyeanus npasuna nepeadpecayii nopmis o SSH oo cepsepy Serv-22-1-2.
Ha opyzomy manonxy y sxocmi Host IP euxopucmaro adpecy VirtualBox Host, na mpemvomy
manonky eukopucmano aopecy Gateway NAT Network. /{ns nepeadpecayii y 060x eunaoxkax
suxopucmano nopm 2244.

L]i nanawmysanus npayroroms abconromHuo idenmuuro, aie sukopucmanusa Gateway NAT Network
vy axocmi Host IP ne sumaeae kopueysansv Port Forwarding npu 3mini adpec.

Ha puc. 1.13 nokasani nBa meronu HamamryBaHHs port forwarding mst SSH minkimoueHHs y
NAT Network. V sxocTi mopTy nepeaapecaiiii y 000x Bumnajakax oopano 2244.

IcHye Ge3miu mporpaMHUX 3ac001B IJIs PiI3HOMAHITHHUX OMNEpaIliiHUX CHCTEM JIJIs OopraHizarfii
TaKOTO TIAKIIOYCHHS. Y MPHUKIIAJl BAKOPUCTOBYEMO putty, X04a MOKIMBO BUKOPUCTOBYBATH OY/Ib-
SIKAW KITIE€HT.
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2 T PUTTY Configuration T EN & L e - -

Category:

=~ Session Basic aptions for paur PuTTY sessian

Logging Specify the destination you want to connect to
= Teminal

Host Name (or P address) Pon
- Keyboard
1921681176 2244
Bell
- Features Connection type:
= Window @55H  OSeial (O 0ther | Telnet w
Appearance
~ Behaviour Load, save o delets a stored sassion
Translation

Saved Sessians
- Selection

. T8erv2212

= Connection Default Settings w | [ Load
Data

AB-CLNCO1
-~ Prosy

o Asterisc FEX Save
e Asteix PEX2
Seriel DozarHost Delete

- Telnet Jail in Dozor-Hest v
Rlagin
SUPDUP Close windov on exit B
(O aways (O Mever (@ Only on clean exit

Abaut Help Open Cancel

Puc. 1.14. PuTTY SSH oo cepsepy Serv-22-1-2

He 3a0yBaemo, 110 3apa3 Serv-22-1-2 ckoH(IrypoBaHO Ha IMHAMIYHY ajJpecallito 1 agpecy BiH
orpumye Bix DHCP Serv-22-1-2. CepBepu, 3a3BUYaii, NpaLOIOTh HA CTaTHII. 3MIHIOEMO
HaJlAIITyBaHHS JWHAMIYHOI ajgpecu Ha cratuyHy. lllykaemo Ha3By MepexeBOro iHrepdeicy, sskuit

HEOOXI1HO BiJIpeiaryBaTu
ipa
abo
ip link
[lyxaemo KOH(biEypauiI?IHi ¢daitmu Netplan (3 posmmpenasm YAML), mo 30epiratoTbesi B

karanosi /etc/netplan. IMoBipHO, y 11bOMy KaTajo3i € oguH abo aexinbka (aiinie YAML. Hazsa
(aiury Moke BIIPI3HATHUCS 3aJI€XKHO BiJl HAJIAIITYBaHb.

‘ sudo dir /etc/netplan ‘

Hanpuknaz, y karanosi 3HaiiaeHo ¢aiin 00-installer-config.yaml. PoGumo ioro Oekam nepen
penaryBaHHsIM:

sudo cp /etc/netplan/00-installer-config.yaml 00-installer-config.yaml.backup
BinkpuBaemo 1715 pearyBaHHsS

sudo vi /etc/netplan/00-installer-config.yaml

VY tabmuni 1.4 HaBeneno BmicT aitmy Netplan 1o Ta micis pegaryBaHHs.

Tabmuns 1.4
Bwmict ¢aitany Netplan

/etc/netplan/00-installer-config.yaml | /etc/netplan/00-installer-config.yaml

DHCP Static 192.168.22.135/26

This is the network config written by | # This is the network config written by 'subiquity’'
'subiquity’

network:
network:
ethernets:
ethernets:
enp0s3:

enp0s3:
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dhcp4: true addresses: [192.168.22.135/26]
version: 2 gateway4: 192.168.22.129
nameservers:

version: 2

addresses: [192.168.22.131, 192.168.22.129]

36epiraemo BiapenaroBanuii Netplan Ta 3acTOCOByeMO BHECEHI 3MIiHH:

sudo netplan apply

apply

ault routes

fault route

fault routes

fault routes

roup default glen 1000

state UP g efaulc clen 1000

Puc. 1.15. 3acmocysanns cmamuunoi adpecayii (192.168.22.135/26) nicaa peoazysanns

KOHGhicypayii ma nepeansno 3a0isaHoi adpecu.

HoE e

Puc. 1.16. Ilepesipra 36’a3xy 3 domenamu falkovsky.net ma google.com

IMomunku y daitni Netplan mnokamizyloTbcs 3a JONMOMOTOK0 iHCTpyMeHTy yamllint.

BceranoBileHHs Ta PUKIIAJL 3aCTOCYBaHHSA:

sudo apt install yamllint

yamllint /etc/netplan/00-installer-config.yaml

[Ticns BBeIEeHHS y A0 CTATUYHOI ajpecallii Ha cepBepi, BiANMoBiaqHO 3MiHIOEMO Guest IP y

Port Forwarding NAT Network. [lepeBipsiemo SSH minkitouenns 1o cepsepy Serv-22-1-2
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Jonatok 1.

CrBopennss BM cepsepa Ubuntu LTE 22.04

CTBOpIOEMO BipTyaJIbHy MAIIMHY Ul po3ropTaHHs cepBepy Serv-G-N-2, moOynoBaHomMy Ha
OC Ubuntu 22.04.

WiLlkomnen| Blenvenue| Welcom| fofpo noxamsare! Helkon| Tnstaller udate avallshle

o T . Chonse tyoe Netuark cannect lons.

Trstall comletel

Puc. 1.17. Incmansyis Ubuntu 22.04.3 cepsepy na BM Serv-22-1-2.
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Jonarox 2.

CrBopennst BM cepsepa Windows 2019.

INonmosue mento Oracle VirtualBox Manager — [Machine] — [New] .

1 ckpin. BBogumo im’st BM, sike Moe CriBIaiatv 3 iMEHEM cepBepa, 10 1HCTATIOETHCS, 00UPAEMO

KaTayior 1yis po3MimeHHs (aitrie BM, oOupaemo orepalliiiiHy cCUCTEMY cepBepa.

2 ckpid. Buniisemo onepatuBHy nam’sth Ta sapa LI1

3 ckpiH. Tun pe3epByBaHHS BIpTYaIbHOIO

HDD.

o Create Virtual Machine v -

Virtual machine Name and Operating System

Please chonse a descriptive name and destination Folder for the new virtual machine. The name you choose wil be
used throughout YirtualBox ko identiFy this machine. Additionally, you can select an [50 image which may be used
to install the quest operating system.

b

Create Virtual Machine

Hardware

Yo can modfy vittual maching's hardware by changing amount of RAM and vitual CPU count.
Enabling EF1is also possible.

Base Memory: 2048 ME |3
Nome: |Serv-G-H-1
4MB 16384 HB
Folder: | || DiwMs v
Processors: =
150 Image: | <nok selected> v
~- ’ - ’ 1y 4CPUS
Edtion:
[ Enable EFI (special 0Ses oniy)
5 =
Type: | Microsoft Windows v
%)
Wersion: | Windows 2019 {64-bit) e
skip Unattended Instalation
(&) Mo 150 image is selected, the guest OS will need ta be installed manually.,
Help Expert Mode Back Cancel Help Back Next
= - = )
i) Create Virtual Machine ? ¥ Create Virtual Machine :
Virtual Hard disk Summary
If yau wish you can add a virtual hard disk to the new machine. You can sither create & new hard disk The following table summarizes the canfiguration you have chosen for the new virtusl machine, when
file or select an existing ane. Alternatively you can create a virtual machine without  virtual hard disk. you are happy with the configuration press Finish to ereate the virtual machine. Alkernatively you can
- go back and mody the configuration.
@®) Create a virtual Hard Disk Now
€2 Machine Name and 05 Type
Disk ize: 50,0066 Machine Hame Serv-G-H-L
‘ P 20018 Machine Foider O ibts(Ser-G-h-1
i ’ 150 Image
’ [ Pre-allocatz FullSize: Ly ’ Guest 05 Type Windows 2019 (64-58)
() Use an Existing Wirtus| Hard Disk File CJ Hardware
Base Memary 2048
I WS-22-1-1.vdi (Normal, 50,00 GB) Pracessarls) 1
() Do Not Add a Virtual Hard Disk __ EFIEnable false
Disk
Disk Size: 50,0068
pre-allocate Ful size false
Help Back Tl Help Back e

Puc. 1.18. Cmeopennss BM Windows Server 2019.

[Ticnsa ctBopenns BM, 3axoaumo y 11 HamamTyBaHHs Ta MiAKIIOYAEMO 1HCTAIALIHHUN TUCK.

75} Serv-G-MN-1 - Settings = =
E General Storage
System Storage Devices Atributes
& Coniroller: SATA Optical Drive: | SATA Port 1 v @
|
Sery-G-H-Lvei [] Live CO/DVD
Storage [ Hot-pluggable
(D] Information
Audio T =
ﬂ Hetwark S =
Location: -
@ Serial Parts Attached to;
& use
[ shared Faicers
E‘ User Intetface
&
Cancel Help

@

e
System

[ oipiey
Storage
(DI Audio

ﬂ Metwork
& Serial Parts
& Usg

[] shared Foiders
E LUser Interface

Serv-G-N-1 - Settings

Storage
Storage Devices Attributes
4 Contraller; SaTA Opical Drive; |SATA Port 1

Serv-G-M-1,vdi [ Live COjDVD
[ Hot-pluggable
Information
Type:
Size:

- o x
Image

5,00 GB

DijMastersilso_NRGlen_windows_se...
Serv-wW

Location:
Attached to:

Puc. 1.19. Iliokmouenns obpazy incmanayitino2co OUck).

HanamroByemo MeperxeBe miakimrodeHHs 10 ctBopeHoi panime NAT Network ta 3amyckaemo BM.

[HCTANALIs cCepBEpY BUKOHYETHCS Y BIJIMTOBITHOCTI 10 HACTYITHUX MTyHKTIB:

Penaxkist - Windows Server 2019 Standard (Desktop Experience)
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e Tun incramsmii - Custom (ae Update)

e J[MCKOBI PO3A1IM MOYKHA TTOKH JIMIIIATH 0€3 3MiH
e [lapomns aist aaMiHICTpaTOpa - Ha BIACHUH PO3CY/T
e S/N N69G4-B89J2-4G8F4-WWYCC-J464C

Kopuchi nocunanus

How To Create And Use NAT Network In VirtualBox

https://www.techbeatly.com/how-to-create-and-use-natnetwork-in-virtualbox/

e Oracle VirtualBox. Virtual Networking

https://www.virtualbox.org/manual/ch06.html

e VirtualBox Network Settings: Complete Guide

https://www.nakivo.com/blog/virtualbox-network-setting-cuide/

e [lociOHuK 3 HanamTyBaHHA iHTepHET-3'eAHanHs B Ubuntu

https://uk.soringpcrepair.com/configure-network-in-ubuntu/

e How to change from DHCP to Static IP address in Ubuntu 22.04
https://linuxhint.com/change-dhcp-static-ip-address-ubuntu-22-04/



https://www.techbeatly.com/how-to-create-and-use-natnetwork-in-virtualbox/
https://www.virtualbox.org/manual/ch06.html
https://www.nakivo.com/blog/virtualbox-network-setting-guide/
https://uk.soringpcrepair.com/configure-network-in-ubuntu/
https://linuxhint.com/change-dhcp-static-ip-address-ubuntu-22-04/
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Jlaboparopna pobota Ne2

Incmanayia cucmemu monimopunzy Nagios 4.X na cepsepi Ubuntu 22.04 LTS.

Merta: posropuytu Ha cepBepi Ubuntu cuctemy moHiTopunry Nagios 4.X Ta HanamTyBaTH JOCTYII
o Hel.

IncrpymenTn: rinepsizop VirtualBox, Mojenb KoM I0TEpHOT MepexKi.

3aBaaHHs 10 J1a00paTOPHOL podOTH
1. 'V cepenoBuili mporpaMHOro emyistopa Ha cepBepi Serv-G-N-2 po3ropHiTh OCTaHHIO
cTallIbpHY BEpPCil0 CHCTEMH MOHITOpUHTY Nagios 4 Ta BCiX KOMIIOHEHTIB, HEOOXiTHHUX
11 11 poOOoTH.
2. TlepeBipTe BIACYTHICTh MOMUJIOK y KOH(DITypaIlii CKJIaJOBUX CHCTEMH MOHITOPUHTY.
Hanamryiite moTO4HOro KOpUCTyBaya CUCTEMU MOHITOPHHTY.
4. TligxiarodiThCst 10 CHCTEMH MOHITOpUHTY 3 cepBepy Serv-G-N-1 abo poOouoi cranmii
WS-G-N-1.

W

3BiT Ma€ micTuTH:
® JIICTUHT BUKOPHUCTaHHX KOMaH],
® CKpPIHIIOTH Ta KOPOTKH ONMKC OCHOBHUX KPOKIB PO3TOPTaHHS CUCTEMH MOHITOPUHTY;
® CKpIHIIOT CTapTOBOi cTOpiHKH Nagios 4.

TeopeTn4Hi BizomocTi

Jis  po3ropTaHHsS = CHUCTEMH MOHITOPHUHTY  BHKOpPHCTOBYeMO cepBep  Serv-G-N-2,
HAJAIITOBAHWKA y monepenHiid maboparopuiii podoti. Cepep mobymoBanuii Ha 6a3i OC Ubuntu
22.04 LTS, mae cratuuny IPv4-anpecamiro. Jlo cepBepa nanamroBano SSH nmoctym uepes NAT
Network mia VirtualBox Host.

/\
S
Serv-G-N-1
/\ -
oy A‘/:*’//,,;;y _—] ////
> 1= ///4/ VirtualBox Host

NatNetwork
(Gateway/DNS)

Puc. 2.1. Tononozia mepesrci

Bcranosnenns Nagios 4 Ha cepsep Ubuntu BuUmMarae KiIbKox KpOKiB

e BcTaHOBIIEHHS HEOOX1AHOTO MPOrPAMHOTO 3a0€3MEUCHHS
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¢ 3aBanTakeHHs Nagios 4
e HanamryBanus Nagios
e BcranoBineHHs 1uiariniB Nagios.

Kpox 1. Onognioemo cucmemy:

apt up

sudo apt update && sudo apt upgrade

Daemons using outdated libraries

Which services should be restarted?

<Cancel>

Puc. 2.2. Onosnenns penosumopiie ma 6Cmano6ieHUx Ha cepeepi naKemia.

[11 koMaHaa BUKOPUCTOBYEThCS y Linux cuctemax 3 maketHuM MeHexepoM APT (Advanced
Package Tool) mist oHoBieHHst iH(oOpMalii Mpo JOCTYIHI MAaKeTH Ta iXHIX BEPCid, a TaKOX IS
OHOBJICHHS BCTAHOBJICHMX MAKETIB JI0 iXHIX OCTaHHIX BepCiil.

sudo apt update OHOBIIOE JOKalbHY 0a3y JaHMX MakeTiB. BoHa 3BEpTaEThCs O PEMO3UTOPIiB
MaKeTiB, EPEBipsi€ HAIBHICTH OHOBJICHb Ta OHOBIIIOE 1H(OPMAITifO PO JTOCTYIHI TAKETH.

sudo apt upgrade BinnoBigae 3a (aKTUIHE OHOBJICHHS BCTAHOBJICHHUX MakeTiB. [licisi BUKOHAHHS
niepmioi yactTuan KomMaHau (sudo apt update), BoHa mepeBipsi€, siKi TaKeTH MalOTh OHOBJICHI Bepcii, 1
MOTIM BCTAHOBJIIOE HOBI BEpCii JIs IIUX TAKETiB.

Komb6inamiss 000X KOMaHJ J103BOJISIE KOPUCTYBAaueBl OHOBUTH iH(OpMAIIO MPO JOCTYIIHI
MAaKeTH Ta OHOBUTHU BCTAHOBJICHI MAKETH /10 IXHIX OCTAaHHIX BEpCii 32 OJJHY KOMaHY.

Kpok 2. Bcmanogiwemo Heo0XiOHi nakyHKu:

sudo apt install -y wget build-essential apache2 php openssl perl make php-gd libgd-dev
libapache2-mod-php libperl-dev libssl-dev daemon autoconf libc6-dev libmcrypt-dev libssl-
dev libnet-snmp-perl gettext unzip

sudo apt install -y - BCTAaHOBJICHHS MIAKETIB, 3 MOTOKEHHIM YCiX MiaATBep/pkeHb. CIIUCOK MaKeTiB,
SIK1 BCTAaHOBITIOIOTHCS:

wget - MOXKJIIUBICTh 3aBaHTaXyBaTH (aiinu 3 [HTepHeTy,
build-essential - HaG1p IHCTPYMEHTIB JJIsI KOMIUIAIIT MpOTpaM 3 BUX1THUX KOJIIB,

apache? - Be6-cepBep Apache,
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Php - moBHUI1 naker nporpamysanHs PHP,
openssl - 6106mioTeKa I peasizarii IpoTOKOIIB MUuGPyBaHHS,

perl - ™oBa mnporpamyBaHHs Perl Ta iHmII nakeTuw, HEOOXiAHI UIsI MIATPUMKH PI3HUX
(GYHKIIOHATTBHOCTEH.

Kpok 3. 3aeanmascyemo Nagios 4.
Busnauaemo octanHio ctabiibpHY Bepcito Nagios 4 Ha odiniiiHoMy BeO-cailTi

https://www.nagios.org/projects/nagios-core/4x/ . Ha MOMEHT HamMcaHHA IUX PEKOMEHJAIIN IIe
Oymna Bepcis 4.5.0:

& nagiosarg:

Nagios Produts ~ Projects v Support v Downloads ~ Aot ~ [T Q
Nagios Core 4.x Version
History

4.5.0 - 2023-11-16

Mote: this release is backward-compatible, but does include updales 1o the header files
I you are u

B modules in your monitaring solution, you will need o recompile them 10 avoid

segmentation faulls,

Puc. 2.3. [lepeanso icmopii éepciu ma 3asanmadicenns nakemy Nagios Core 4.x.

3aBaHTa)XyeMO OCTaHHIO CTaOUTbHY Bepcito Nagios 4 (nagios-4.5.0.tar.gz) 3 odimiitHOro BeO-
caiTy 3a JOMOMOTOI0 HACTYITHOI KOMaHI!:

cd

/tmp
wget https://assets.nagios.com/downloads/nagioscore/releases/nagios-4.5.0.tar.gz

Kpok 4: Cmeopenna kopucmyeaua ma zpynu Nagios.

TunoBwuii HaO1p KOMaH/I sl CTBOPEHHS KOPUCTyBaya Ta TPyIH nagios,:
sudo useradd nagios
sudo groupadd nagcmd
sudo usermod -a -G nagcmd nagios

IM’sa nagios Ta Ha3Ba rpynu nagemd He € 000B’SI3KOBUMHU Ta MOXKYTh OyTH 3MiHEH1 3a Bamm
Oa’kaHHSM NpPU PO3TOPTAaHHI CUCTEMH, IPOTE, 1€ 3HAYEHHS 3a 3aMOBUyBaHHAM. BoHM dacTo
BUKOPHUCTOBYIOTECS Y IOKYMEHTallli Ta CKpUIITaX HaJlamTyBaHHS Nagios, 1 iX 3MiHa MOXe BUMaratu
JI0JJaTKOBUX HAJIAIITYBaHb y KOH(DIrypauiiHux ¢ainax ta CKpUnTax.

Kpok 5. Po3nakosyemo ma ecmanogtoemo Nagios 4.
Po3nmakoByeMo apxiB 3aBaHTaXeHOI MOTOYHOT Bepcii Nagios 4:
tar -xzf nagios-4.5.0.tar.gz
cd nagios-4.5.0

HacTynHuii nepesnik KOMaH 1 BCTAHOBIIIOE€ CUCTEMY MOHITOPUHTY.


https://www.nagios.org/projects/nagios-core/4x/
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Taomus 2.1
HasBa Komanna IIpusHavyeHHs
Koundirypauisi: | sudo ./configure --with-httpd- HanamroBye cepenoButie s
conf=/etc/apache2/sites-enabled KOMITUIALIIT Ta BKa3ye, 10

KoHirypamiitnuii daiin Apache
(httpd.conf) moBuHEH po3MmilTyBaTHUCS B
/etc/apache?/sites-enabled.

Komnusmig: sudo make all Buknukae mpoiiec KOMIUISAIT, SKUi
reHepye BUKOHYBaHi (aiiiau ta
HeoOximHi 6i0miorekn st Nagios.

Bcranosnenns: | sudo make install BcranoBioe ckomminiboBaHi (aitnu ta
KOMIOHeHTH Nagios Ha cucTemy.

Inimiamizauis: | sudo make install-init BcranoBitoe ckpunTH 1t
aBTOMATHYHOTO 3amycKy Nagios rpu
CTapTi CUCTEMH.

BcranoBnennsa | sudo make install-commandmode BcraHoBIIO€ 103B0JIN Ta HAJAIITYBAHHS
PEKUMY JUI BUKOHAHHSI KOMaH/] 30BHILTHHOTO
KOMaH]I: BUKJIHKY.

Bcranosnenns | sudo make install-config Komitoe koHbirypamiitai daitnu Nagios
KoH(iryparii: Y BIIMTOBITHI TUPEKTOPIi.

KomitoBanHs sudo /usr/bin/install -c -m 644 Komitoe koHbirypamiitamii daiin Apache
koH(irypanii | sample-config/httpd.conf Just Nagios 3 IPUKIIAJiB y BiIIIOBIAHY
Apache: /etc/apachel/sites- mupekTopito Apache.

enabled/nagios.conf

AG0 MOBHUII NepesTik KOMaH/;
sudo ./configure --with-httpd-conf=/etc/apache2/sites-enabled
sudo make all
sudo make install
sudo make install-init
sudo make install-commandmode
sudo make install-config
sudo /usr/bin/install -c -m 644 sample-config/httpd.conf /etc/apachel/sites-enabled/nagios.conf

[licnst BUKOHAHHS ONMCAHOIO TMEpeiKy KOMaHJ MaeMO OTpUMAaTd HaJjalllTOBaHUU Ta
BCcTaHOBJIEeHUH Nagios, TOTOBHIA 0 BUKOPUCTAHHS JIJIsl MOHITOPUHTY.

Kpok 6. Hanawumyeanna Apache.

[lepeBipsiemo aitn koHpirypamii BeO-inTepdeiicy (CGl) /usr/local/nagios/etc/cgi.cfg, mo
MICTHTh HaJAIITyBaHHs, IMOB'3aHI 31 30epexeHHsAM 1 BimoOpakeHHAM iHdopmaiii B iHTepdeiici
Nagios Ta 103BOJISIE aAMIHICTPATOPaM 1 KOPUCTYBayaM MeperyifaiaTu CTaTyC MOHITOPUHTY, rpadiku,
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KYpHalu TOAINM Ta 1HOIy iH@OpMalilo. 3apa3 CTBOPEHO €IMHOIO KOPHUCTyBaya nagios Ta He
BUKOHAHO PO3MOALT (PYHKI[IOHATY, TOMY Ha/laeEMO BCl IIpaBa [IbOMY KOPHCTyBauy:

authorized_for _system_information=nagios
authorized_for configuration_information=nagios
authorized_for system commands=nagios
authorized_for_all services=nagios
authorized_for_all hosts=nagios

authorized for all service commands=nagios

authorized_for_all host commands=nagios

Bukonyemo HactynHuii HaOip komana. Bmukaemo moayne Rewrite:
sudo a2enmod rewrite
Bwmukaemo moayns CGI:
sudo a2enmod cgi
[lepe3anmyckaemo ciyx0y Apache:
sudo systemctl restart apache?2
Penaryemo kondirypamiitauii ¢gaiin Apache:
sudo vi /etc/apache2/apache?2.conf

Honaemo, abo pO3KOMEHTOBYEMO PAJIOK 13 AUPEKTHUBOIO ServerName. Bka3zyemo MOBHOIIHHE
JIOMEHHE 1M'sl cepBepa, SIKIIO CepBep y IoMeH1, abo ioro [P-agpecy. Hanpuxman:

ServerName your_server_domain_or_ip
[TepeBipsiemo koHpirypariiinuii gaitn Apache:

sudo apachectl configtest

_RUN_DIR}

HE_PID_FILE}

Puc. 2.4. Peoazysanns ma nepesgipxa koughicypayitinozo ¢atiiny Apache.

Kpok 7. Bcmanoeawemo naazinu Nagios.

Busnauaemo ocTtaHHIO CTaOlabHY Bepcito miaridiB Nagios Ha odiniiiHomy BeO-caiTi.
https:/nagios-plugins.org/download/. Ha MomMeHT HamucaHHs IUX pEeKOMEHaIii e Oyma Bepcis
24.8:



https://nagios-plugins.org/download/
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Index of /download
Name Last mod{fied size
-] Parent Directory -
(e} znapshot/ 2014-01-30 21:28 -
m presentation/ 2914-81-30 21:28 -
[} mib/ 2014-91-3@ 21:28 -
@ nagios—plugins-2.4.8..> 2023-12-07 20:05 118
ﬂ nagios-plugins-2.4.8..> 2023-12-07 28:05 2.6M
@ nagios—plugins-2.4.7..> 2023-11-16 16:27 118
ﬁ nagios-pluginz-2.4.7..> 2023-11-16 16:27 2.6M
@ nagios—plugins-2.4.6..> 2023-8-01 21:49 118
ﬁl nagios-plugins-2.4.6..> 2023-98-01 21:49 2.6M
@ nagies—plugins-2.4.5..> 2023-96-01 21:13 118
I : B [ o

Puc. 2.4. I[lepeenao caumy naaeinie Nagios.

HacTynHuii nepenik KoMaH]l BCTAHOBITIOE Tuarinu Nagios.
cd /tmp
wget https://nagios-plugins.org/download/nagios-plugins-2.4.8.tar.gz
tar -xzf nagios-plugins-2.4.8.tar.gz
cd nagios-plugins-2.4.8
sudo ./configure --with-nagios-user=nagios --with-nagios-group=nagios --with-openssl
sudo make

sudo make install

Kpoxk 8. Ilepegipaemo ecmanosnenns Nagios

I[TepeBipsiemo ICHYBaHHS ¢aitry napoJiiB KOPHCTYBayiB CUCTEMH
/ust/local/nagios/etc/htpasswd.users.

Skmo Takuii aitn BiACYTHIN, CTBOPIOEMO HOTO 3a TIOMOMOTOI0 YTUJITH htpasswd, nogaroun
KOpHCTYyBayda Ta Horo mapoiib. Hanpukiaa 1t KOpucTyBayda nagios:

sudo htpasswd -c /usr/local/nagios/etc/htpasswd.users nagios

zudo htp

Puc. 2.5. Ilepesipka icnysanus ma cmeopents gaiiny naponie kopucmysayie cucmemu Nagios.

BukonyeMo nepeBipky KOPEeKTHOCTI po3ropHyToi KoH(irypauii Nagios:
sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

SKI10 BCe mpalroe IpaBmwIbHO, y KIHIT IEPEBIPKH OyJ1e MOBITOMIICHHS «3arajibHa KIJIbKICTh
nonepemkenb: 0» 1 «3aranpHa KiIbKICTh TOMUTIOK: 0.
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Puc. 2.6. [logioomnenns npo KineKicms nonepeodicernsb ma NOMUIOK 8CMAHO8IEHOI cucmemu
Nagios.
Kpok 9. 3anyckaemo cnyxncou Nagios i Apache
3arycK CiIy’kO BUKOHYETBCS 32 JOMTOMOTOI0 TAKMX KOMaH/I:
sudo systemctl enable --now nagios.service
sudo systemctl restart apache?2

Tenep Nagios mae 3anpamtoBatu Ha cepepi Ubuntu 20.04 Serv-G-N-2. [l goctymy 110 Be6-
inTepdeiicy Nagios, HeoOxiqHO BBecTH [P-aipecy cepBepa Ta monatu 10 Hel «/nagiosy. [licis woro
y MOJISAX JIOT1H Ta IapoJib BBECTU BIJMOBIAHI 1aHl. Y OMUCAHOMY MPHUKJIall CHCTEMa HaJlallITOBaHA
JUIs1 pOOOTH 3 JIOKAJIBHUM KOpUCTyBadeM cepBepy Serv-G-N-2 nagios.

& Nagios: 192.168.22.135 ]
Nagios' © Nagios &
General core“

Home

Current Status Nagios® Core™

Tactical Overview "

Map  (Legacy) Version 4.5.0

205‘5 November 14, 2023
ervices

o s Check for updates
Grid

Service Groups o
‘Summary Get Started Quick Links
Start monitoring your infrastructure « Nagios Library (tutorials and docs)

+ Change the look and feel of Nagios + Nagios Labs (development blog)

) + Extend Nagios with hundreds of + Nagios Exchange (plugins and

andied) addons addons)

Outages + Getsupport « Nagios Support (tech support)

+ Get training + Nagios.com (company)

- Get certified + Nagios.org (project)

Puc. 2.7. Ilioknouenns 0o Nagios 3 cepsepy DC Serv-22-1-1.

KopucHi nocunanus
e Nagios Core 4.x Version History

https://www.nagios.org/projects/nagios-core/4x/
e Step-by-step Installing Nagios 4 on Ubuntu 20.04 from scratch

https://medium.com/@DevOpsfreak/step-by-step-installing-nagios-4-on-ubuntu-20-04-from-
scratch-55818fc09653

e Cropinka 3aBaHTaXeHHs mariHiB Nagios 4

https://nagios-plugins.org/download/
e Nagios Vs. Icinga: the real story of one of the most heated forks in free software

http://freesoftwaremagazine.com/articles/nagios and icinga/



https://www.nagios.org/projects/nagios-core/4x/
https://medium.com/@DevOpsfreak/step-by-step-installing-nagios-4-on-ubuntu-20-04-from-scratch-558f8fc09653
https://medium.com/@DevOpsfreak/step-by-step-installing-nagios-4-on-ubuntu-20-04-from-scratch-558f8fc09653
https://nagios-plugins.org/download/
http://freesoftwaremagazine.com/articles/nagios_and_icinga/
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Jlaboparopna po6ota Ne3

Nagios 4.X. Hanawmyeannsa nacuenozo monimopunzy Windows cepeepa na o6aszi NSClient++.

Mera: HamamTyBaTd MOHITOpUHr 0Oa3oBux mnapameTrpiB Windows cepepa y Nagios 4.X 3a

nornomororo arenta MoHitopunry NSClient++.

IncrpymenTn: rinepsizop VirtualBox, Mosienb KoM IOTEPHOT MEPEXKI.

3aBaaHHs 10 J1a00paTOPHOL podOTH

1. Hamamryiite HTTP-goctyn mist cBoro VirtualBox Host wepe3 NAT no Nagios Serv-G-
N-2.

2. BcranoBiTh Ta HajamrtyiiTe Ha cepBepi Serv-G-N-1 akTyanbHy Bepcil0 areHra
moHiTopuHry NSClient++.

3. Hamamryiite MOHITOPUHI OCHOBHHMX cepBiciB (MmiHimym 10) cepsepy Serv-G-N-1.
Mowuitopunr cepBepy Serv-G-N-2 3anumaemo 6e3 3MiH. Y 3BiTi 000B’SI3KOBO HaBEIiTh
ckpiau 3aknanok Hosts Ta View Service Details for Serv-G-N-1.

4. Biapenaryiite koHpirypamito Nagios TAKUM YMHOM, 11100 Y cucTeMi OyJio Bl aKTUBHUX
rpynu xoctiB: Windows-server ta Linux-server. 3axmanka Host Groups Nagios.

3BIiT Mac€ MicTUTH:

® JIICTUHI BUKOPHUCTaHUX KOMaHJ;
® CKpIHIIOTH OTPUMAHUX Pe3yJbTaTiB MOHITOPUHTY y Nagios 4;
® KOpPOTKHIi omuc pefaryBanHs ¢aiini kondirypamii Nagios 4.

Teoperuuni BitomocTi

Ha puc.3.1. HaBemeHa MojeNb KOMIT FOTEPHOI Mepexi, moOymoBaHa TiJ 4Yac BUKOHAHHS
nonepeaHix 1adboparopaux pooOiT. Kpim toro, no ceppepa Serv-G-N-2 nHamamroBano SSH moctym
yepe3 NAT Network nns VirtualBox Host.

Serv-G-N-1

L
///4/ VirtualBox Host

NatNetwork
(Gateway/DNS)

Puc. 3.1. Tononozia mepesxrci
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Ha cepBepi Serv-G-N-2 posropHyTo cuctemy MOHITOpUHTY Ha 0a3i Nagios 4.X. Mu
migkmrourncs 3 Xocty NAT Network no nporokoimy HTTP o Hei mig kopuctyBadem nagios

- o
e © hitp://192.168.22.135/nagios: - ¢ || Search.. o~
@ Nagios: 192.168.22.135 L1
Nagios® * Nagios' &
General Core”
Hor
Documentation
c“T"e:" sl‘“o"“ Nagios® Core™
actical Overview :
Map  (Logacy) Version 4.5.0
Hosts November 14, 2023
ﬁ‘;;'“;;ws Check for updates
‘Summary
Grid
Service Groups: o
‘Summary Get Started Quick Links
Pmbrl‘:ms + Start monitoring your infrastructure « Nagios Library (tutorials and docs)
Services + Change the look and feel of Nagios + Nagios Labs (development blog)
(Unhandled) + Extend Nagios with hundreds of + Nagios Exchange (plugins and
Hosts (Unhandled) addons addons)
Network Outages « Get support « Nagios Support (tech support)
Quick Seareh + Get raining + Nagios. com (company)
- Get certified

+ Nagios. org (project)

Puc. 3.2. Ilioknouenns oo Nagios 3 cepsepy DC Serv-22-1-1.

Hanamryemo HTTP noctyn yepe3 NAT Network mns VirtualBox Host. Y moemy Bumanky Ha
VirtualBox Host e BukopuctoByethest mopt 80, Tomy Port Forwarding BiacyTHIN y HanamTyBaHHs
— s migkmodeHHs yepe3 NAT Network BukopucroByemo Toii xxe 80 mopt. Ha puc. 3.3 nokaszane
take HanmamryBaHHsI NAT Network Ta migkmoueHHs no cepBepy Serv-G-N-2 mo [P-aapeci ta mo
CHUCTEMHU MOHITOpHUHTY Nagios.

General Cptions Part Farwarding

IPvd IPv&
Name Praotocal Host IP Host Part Guest IP Guest Port \ﬂ}
TR 192,168.1.176 80 192.165.22,135 &0 @
Sery-22-1-2 55H TP 192.168.1.176 2244 192.166.22,135 22
192.168.1.176 192.168.1.176/nagios/ o @ fr
Nagios &
<9 Apache2 Default Page Naglos
o Core
+ Daemon running with PID 685
Ubuntu
Nagios® Core™
Version 4.5.0
Mavernber 14, 2023
el index.hiel) before Check for updates
it and don't know what this page i sbout, this probably means
hy il h
1ty unavaiable due to maintenance. IF the problem persists, plesse contact the Peryrm—— ik Lnks
= Hag brary (utorials and docs)
2 default configuration is different from the upstream default c on, and split into
several fles optmized for mterachion with Ubunty tools, The rr-'|Fjuratm = fully documented
in Jusr/share/doc/ap.
Documentstion for the v
package L.:II—-J or
Tha ~anfi wumart for narha? wah sarusr inztallatinn An i honh sustams iz ae frllrwe

Puc. 3.3. NAT Network. HTTP port settings ma niokmouenus 3 VirtualBox Host no HTTP

CucteMH MOHITOPUHTY, SKI BHMMAaraiTh BCTaHOBJCHHS KIIEHTCHKOTO IPOIPAaMHOIO
3a0e3MevyeHHs] Ha XOCTi Uil €(EKTUBHOIO MOHITOPWHTY, 3a3BMYall BUKOPHUCTOBYIOTH areHTH. Y
Bunagky Nagios € JBa MONYISPHUX KIIEHTCHKUX PIMIEHHS JJIs MOHITOPUHTY XOCTIB IiJ
ynpasiiaasiM OC Windows:

e NSClient++. AreHt 1mis MOHITOPHHTY, SKMH MOXe OyTH BUKOpUCTaHWH 3 Nagios.
NSClient++ cnemianpHO CTBOpeHUH ISl orneparniiHoi cuctemu Windows 1 Mae miaATPUMKY
0araThOX Pi3HUX TUIIB MOHITOPHHTY..
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e NCPA (Nagios Cross-Platform Agent). AreHT, 10 MOK€ BCTaHOBIIIOBATUCS Ha PI3HUX
orepaniiHuX cuctemax, Bkiodaroun Windows. /103Bosisie HacuaaTH JaHi PO MOHITOPUHT
Nagios cepsepy.

[Tepen posropranusam NSClient++ BcTaHOBIIOEMO Ha cepBepi 010T10TEKH CepelOBUIA BUKOHAHHS
Visual C++ Redistributable 3 BiamoBiiHOi CTOpPIHKK. Y BiAMOBIAHOCTI JO HAamOi IJIaTHOPMHU
cepepy 1e Oyxae nmaket https://aka.ms/vs/17/release/vc_redist.x64.exe

[Migxmrogaemo Serv-G-N-1 g0 cuctemu MoHiTOpuHTY 3a momomororo areHty NSClient++. Ha
CTOPIHIII PO3TMOBCIOKEHHS MTPOEKTY https:/github.com/mickem/nscp/releases akTyanbHa cTabiibHA
Bepcis arenry - #0.6.0.1.

3aBaHTa)XyeMO Ta BCTAHOBJIFOEMO BEPCiIO, y BIATIOBIAHOCTI /10 HAIIOI I1aThopMu
https://github.com/mickem/nscp/releases/download/0.6.0.1/NSCP-0.6.0.1-x64.msi .

45 NSClient++ (:64) X | #8 NsClient-+ (x64) Setup - X | [ NsClients + (o) %
Select Monitoring Tool Choose Setup Type NSClient++ Configuration
Choose the setup type that best suits your needs
- Alowed hosts: [ 157.0.0.1,192.168.22.131,192.168.22.135
 Ganerc
In generic made NSClient++ can be configured to work Passward: [p@ssword2023
with any monitoring system. Installs the most common program features. Recommended for most users.
Modules to load:
. [7] Enable common check plugins
[ Enabl check pl
Custom Enable nsdient server {check_nt)
Cops Allows users to choose which program features will be instaled and where Bt e ()
op5 Monitor configuration for NSClient-++. For more they will be installed. Recommended for advanced users. (O Insecure legacy mode (required by old check_nrpe)
’ information see https: ffkb.op5. com/x Nk (@ Safe mode (Use certificates for encryption but not authentication)
Complete (O seaure (Use certificates for authentication)
Al program features will be installed. Requires the most disk space. [JEnable NSCA dient
[JEnable web server
Back Cancel Back Next Cancel Back Cancel

Puc. 3.4. Tunosa, pexomenoosana incmanayiss NSClient++.

V crarti Installing the Windows Agent NSClient++ OuIbpIn JOKJIaAHO ONMUCAHUI HABEIECHUN

Ha puc. 3.4 npouec inctansii arenta NSClient++.

“. Services WP Windows Defender Firewall with Advanced Security
NSClient++ Monitoring Agent Name Description  Status  StartupType | File Action View Help
Sion th &) Network Location Awareness Collectsan...  Running  Automatic e | znE 2 HE
Stop the service &, Network Setup Senvice The Networ.. Manual (Trig
Restart the service ; @ Windows Defender Firewall witl [T Ly
6. Network Store Interface Ser... This senvice .. Running  Automatic B e U CESS—————————————————————
onitoring Ag... Monitoring g Auto Name Group Profile  Enabled  Action
Description: & Offline Fil “The Off po— 3 Outbound Rules : -
Monitoring sgent for nagios (and =1 (- e, o e - - By, Connection Security Rules || & IS All Yes Allow
others) used to respond to status 4 OpenSSH Authenticstion A... Agentto ho. Disabled K. Monitoring @ Active Directory Domain Controller - Ech... Active Directory Domain Ser... All Ves Allow
queries 6 Optimize drives Helpsthe c... Manual @ Active Directory Domain Contraller - Ech... Active Directory Domain Ser... Al Ves Allow
“QPayments and NFC/SEMan... Manages pa.. Disabled @ Active Directory Domain Controller - LDA... Active Directory Domain Ser... Al Ves Allow

Puc. 3.5. Cnyacoa NSClient++ ma sionogione npasuno Windows Firewall.

[Torouna Bepcis arenta NSClient++ B mpomeci i1HCTansALil aBTOMaTUYHO KOHQIrypye
BiNMOBiAHY cayx0y Ta mnpaBuno Windows Firewall. HeoOximHo nemo BigpenaryBatu
KOH(iryparito areHra. Binkpuaemo JUISL penaryBaHHs daiin C:\Program
Files\NSClient++\nsclient.ini , mykaemo y Hbomy Kkimoui CheckEventLog, CheckDisk,

CheckSystem Ta BCTaHOBIIIOEMO I HUX 3Ha4YeHHs enabled.

[/modules]
CheckEventlLog = enabled
CheckDisk = enabled
CheckSystem = enabled

[lepe3aBantaxkyemo cmyx0y NSClient++ Monitoring Agent. KondirypyBaHHs areHra



https://learn.microsoft.com/uk-ua/cpp/windows/latest-supported-vc-redist?view=msvc-170
https://aka.ms/vs/17/release/vc_redist.x64.exe
https://github.com/mickem/nscp/releases
https://github.com/mickem/nscp/releases/download/0.6.0.1/NSCP-0.6.0.1-x64.msi
https://nagiosenterprises.my.site.com/support/s/article/Installing-the-Windows-Agent-NSClient-0b485593
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NSClient++ na croponi Windows cepBepa Serv-G-N-1 3aBepmieno. IlepeBipumo Ha CTOpOHI
cepBepa MOHITOPUHTY Serv-G-N-2 uu BCl HaJamTyBaHHS MNPAO0Th. J[Ji1 1[bOTO BUKOHAEMO Yy

PYYHOMY PEXHMMI KOMaHy EPEBIPKH 3B’ SI3KY:

Puc. 3.6. Ilepesipxa 36 ’a3ky mioie Nagios(Serv-22-1-2) ma NSClient++(Serv-22-1-1).

Ha puc.3.6 nokazane BUKOHaHHSI KOMaH1

/usr/local/nagios/libexec/check nt -H 192.168.22.131 -p 12489 -s PwsswOrd2023 -v
CPULOAD -1 5,80,90

Komanga /usr/local/nagios/libexec/check nt BUKOpUCTOBYETbCS /1711 MOHITOPUHTY TapaMeTpiB
Ha BignaneHux Windows-cepBepax 3a pgomomorotro NSClient++. ¥V naHomy Bumaaky, MHu

BUKOPHCTOBYEMO KOMAaHJy JUIsl OTpUMaHHs 1H(opmaii npo 3aBaHTakeHHs L1

-H 192.168.22.131 Bkasye IP-anpecy a6o iM's xocta (hostname) Windows-cepBepa, ki
BU MOHITOpHUTE.

-p 12489 Bkasye nopr, Ha sikomy ciryxae NSClient++. ¥V nipomy Bunaaky, 12489
€ CTaHAapTHUM MOpTOM J171s1 B3aemoii 3 NSClient++.

-s P@ssword2023 Bkaszye maponp s B3aemonii 3 NSClientt++. Ileit maposs
HAJIAIITOBYETHCS NP IHCTANALIT areHTa Ha cepBepl Ta Moke OyTH
3MiHeHu# y aiini nsclient.ini, 10 MU BXKe pearyBaly.

-v CPULOAD Bkaszye mapamerp, 1m0 TiepeBIpsA€ThCA. Y I[bOMY BHUMAIKY, 1€
CPULOAD (3aBanTa)XeHHS TIpoiiecopa).

-1 5,80,90 Bkasye mnapamerpu mans mopiBHsSHHA 31 3HadeHHsM CPULOAD.
Bkazano, mo Oyae TreHepyBaTHCA KPUTUYHHUH CTaH, SKIIO
3aBaHTaxkeHHs LI mnepesumrye 90% nmporsroM S5 XBHUIIMH.
Hopmanbhuii ctaH - sikio 3aBanTakeHHs L1 menme 80%.

PesynbpTaT Mae BUTIISAIaTH MOAIOHO:

CPU Load 0% (5 min average) | '5 min avg Load'=0%;80;90;0;100

Y naHOMy BHMAJIKy BUBIJ KOMaHAM Toka3ye, mo 3aBaHTtaxkeHHs L1 3a 5 xBunuH cranoButh 0%,
110 3HAXOJAUTHCS B MEKaX BKa3aHUX MOporoBux 3HaueHb (80% 1 90%). YV 1eit MOMEHT MOHITOPUHTY

BIJICYTHS Ipobiiema 3 3aBaHTaxeHHsM LI
HanamryBanHs K1i€HTCHKOT YaCTUHU MOHITOpUHTY U1t Windows cepBepa 3aBepILeHO.

[lepexoauMo 10 HalamTyBaHb Oe3MOCEPENHBO y CHUCTEMI MOHITOpHHTY. Ha posrophytiid

cucreMi, y karasnosi /ust/local/nagios/etc/objects € kinbka KOHpIrYpalitHUX (aiiis:
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e commands.cfg. Binnosinae 3a BU3Ha4eHHsI KOMaH/I, sIKi BUKOPUCTOBYIOTHCS JIJIs1 BAKOHAHHS
nepeBipok. BusHauae, sk mae OyTM BHKOHaHa TepeBipka (HampUKIaa, SKy KOMaHIY
BUKOHATH Ha BIIIAJICHOMY CEpBEp1).

e localhost.cfg. MicTuth KoH(}Irypaiiro s MOHITOPUHTY JIOKaJBbHOIO XocTa (cepBepa, Ha
SIKOMY BCTaHOBJIIEHUH Nagios).

e switch.cfg.  Mictute KoHIrypamito s MOHITOPHHTY KOMYTAaToOpiB (MEpeKeBOro
00J1aTHaHHS ).

e timeperiods.cfg. Bianosinae 3a BHU3HAUYEHHS MEPIOMAIB Yacy, KOJIM MOHITOPUHI AKTUBHUU
a00 BUMKHEHHUH.

e contacts.cfg. MicTuth KOH(}Irypamiro JJis BU3HAUYEHHS KOHTAKTIB - OCi0, sIKIi OTPUMAIOTh
MOBITOMJICHHS TIPO TTPOOJIEMHU.

e printer.cfg. Moxe mMicTUTH KOHQITYpallito A1 MOHITOPUHTY IPUHTEPIB.

e templates.cfg. Busnagae mabnoHu, sKi MOXXHa BHKOPHCTOBYBAaTH JUIsl CIIPOLICHHS
koHirypauii. [11a6i0HM 103BOJSAIOTH BaM BU3HAYUTHU CIILIBHI BIACTUBOCTI JIJIsl TPYII XOCTIB
abo cepBiciB.

e windows.cfg. Mictuts 3pa3ok koH}iryparii st MoHiTOpUHTY Windows-cepBepiB.

Koxen ¢aiin BHKOHye KOHKpETHY poib y KoHpirypamii Nagios. Bonu moxyTts Oytu

BUKOPHUCTaHI OKpeMo ab0 pa3oM JJis opraHizanii KoHpirypaii 3a pi3HUMH aclIeKTaMH CUCTEMHU.

[Ioxo Toro, sikuii 3 HUX € "madiaoHoM" 1 "KoHpirypamiiHuM", 1€ MOKe 3aJeKaTH Bl caMoi
KoHpirypamii Ta Bammx BuMor. @aiinmm templates.cfg 3a3Buuail MICTATH IAOIOHM IS
BUKOPUCTaHHA Yy KOH(]Irypamii XOCTiB Ta CEpBICiB, CHpOIIYIOYH TpOLeC KOH(IrypyBaHHS IS
CXOXUX 00'ekTiB MOHiTOpUHTY. Daiinm, sKi MICTATh KOH(QIrypamilo KOHKPETHHX OO'€KTIB
(manpuknan, localhost.cfg, switch.cfg, windows.cfg), Bu3HauaroTh mapamerpu camoro o0'exTta
MOHITOPHUHTY. 3pO3yMLJI0, 110 HAW3py4YHINIOW Ta HAMOLIbII THYYKOIO KOHQIrypaiietwo Oyne Ta, s
AKIM 17151 KOKHOTO 00’€KTy (XOCTa, €JIeMEeHTa MEPEKEBOro 00JiaJHaHHs, CalTy 1 T.1.) MOHITOPUHTY
CTBOPIOETHCS CBIM (hailn KoHpirypauii, a 00’€KTH pO3JAUIEHI Ha IPYNH, IPUHAJIEKHICTh 10 SKUX

BU3HAYA€THCA IICBHUMHA MipKyBaHHﬂMI/I.

Jnsg Hamoi Mozeni KOMII'IOTEpHOI Mepexl HalOLIbll JOriYyHUM Oyle Mol O0’€KTIB Ha
Windows-cepBepu, Linux-cepepu, mepexee obnaananas, WEB-calitu. CTBoproeMo BiATOBIAHI
1JKaTaJIOoru JUIsl KOXKHOI 3 TIepeiueHuX Ipymn 00’ ekTiB MoHiTOpUHTY: windows, linux, workstation,

network, website.

sudo mkdir windows

Puc. 3.7. Cmseopenns kamanozie o1 ¢haiinie konghieypayii 06 ’exmie monimopuney.

Penaryemo ¢aitn kondirypauii /ust/local/nagios/etc/nagios.cfg. 3HiMaeMo KoMeHTap s
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koH(pirypariitnoro ¢ainy windows.cfg (# Definitions for monitoring a Windows machine) Ta

JI0JTa€EMO CTBOPEHI KaTaJloTu Ipym 00’ €KTIB MOHITOPUHTY:

Puc. 3.8. Peoazysanus ¢aiiny xongizypayii /usr/local/nagios/etc/nagios.cfg

CrBoproemo TunoBuii (aiin koH}irypamii MOHITOPUHTY 00’€kTy Tumy cepBep Windows y

BIAMOBITHOMY KaTano3i /ust/local/nagios/etc/objects/windows. Jlns IbOro KOMIIOEMO 3pa3oK

KOH(pirypamuiifHoro Qaiy:

sudo cp /usr/local/nagios/etc/objects/windows.cfg /usr/local/nagios/etc/objects/windows/serv-

22-1-1.cfg

BinkpuBaemo ctBOpenuii ¢aiin serv-22-1-1.cfg mist penaryBanHsi Ta BHOCUMO JI0 HBOTO 3MIHH

y BIATIOBIAHOCTI J10 3pa3ka, HaBeeHOTo y Tabmuil 3.1.

Taomus 3.1

Kondirypauiitnmii ¢paiin

Onuc cexuii

define host f{
use
host name
alias
address
}
# SERVICE DEFINITIONS
define service f{
use
host name
service description
check command
P@ssw0rd2023
}
define service {
use
host name
service description
check command
}
define service {
use
host name
service description
check command
5,80,90
}
define service f{
use
host name
service description
check command
c 90
}
define service {
use
host name

windows-server
serv-22-1-1

DC-DNS-DHCP falkovsky.net
192.168.22.131

generic-service

serv-22-1-1

NSClient++ Version
check nt!CLIENTVERSION -s

generic-service

serv-22-1-1

Uptime

check nt!UPTIME -s P@ssw0rd2023

generic-service
serv-22-1-1
CPU Load

check _nt!CPULOAD!-s P@ssw0rd2023 -1

generic-service
serv-22-1-1
Memory Usage

check nt!MEMUSE!-s P@ssw0rd2023 -w 80 -

generic-service
serv-22-1-1

BusHaueHHS 00’ €eKTy MOHITOPHMHTIY:
iMm’a cepsepy, aniac, IP azmpeca.

BusHaueHHs cepBicis
MoHiTopmHr cepmBicy NSClient++
YBara Ha mnapamMeTp -s,

3a AKUM

Mae oyTn BKa3aHUN napoJib

NSClient++ maHOTO XOCTY.

MoHiTOPMHT uyacy poBoTM cepBepa

MoHniTopMHT 3aBaHTaxeHHs LII

MoHiTopmHr ¢ismunol nam’ ari

MOHiTOpMHP CUCTEMHOI'O IOMCKY
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service description C:\ Drive Space
check_command check nt!USEDDISKSPACE! -s

P@ssw0rd2023 -1 ¢ -w 80 -c 90
}

3pasz3ok MOHITOPMHIY CJyxOu Ha
define service {

use generic-service npuxgani World Wide Web
host name serv-22-1-1
service description W3SvcC Publishing Service
check command check nt!SERVICESTATE!-d SHOWALL -1
WBSV% -5 P@ssw0rdz023 3pasoK MOHITOPMHIY mOpolLecy Ha

define service { npukiani Explorer.exe

use generic-service

host name serv-22-1-1

service description Explorer

check command check nt!PROCSTATE!-d SHOWALL -1

Explorer.exe -s P@ssw0Ord2023
}

ITlicna 3aBepureHHs penmaryBaHHs Oyabs skoro ¢aiiy madioHy ud KoHdirypamnii 000B’SI3KOBO
p p yB M y y yp

BUKOHYEMO 3araJIbHy MIEPeBipKy KOH]ITyparlii CHCTeMH:

sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

Jlns BBeNGHHS y MIiF0 BUKOHAHMX 3MiH KOHQIryparlii HeoOXiTHO Nepe3aBaHTAKUTH CEPBICH
Apache Ta Nagios :

sudo service apache? restart

sudo service nagios restart

N a io sﬂ Current Network Status Host Status Totals Service Status Totals
N g Last Updter Wed Jan 3 17:17:40 UTC 2024 Up Down Unreachable Pending Ok Warning Unknown Critical Pending
Undated every 90 seconis
Em— Nagios® Corem™ 4.5.0 - . vy [ 0 o] JEE IR I [ 2 [
Logeed In 35 nagios Alf Prodfets Al Typas Al Problams Alf Types
Home
Documentation Wiew Service Status Detai For All Host Groups
Wiew Status Overview For Al Host Groups
Current Status Wiesw Stetus Summary For AllHost Groups

“ierwe Status Gric For Al Host Graups
Tactical Overview

Map  (Legacy) Host Status Details For All Host Groups
Hosts
Senvices
~
Host Groups Limt Resuits
Summary Host *4 Status *# Last Check * % Duration * ¥ Status
Grid Incalhost E o 01-03-2024 17:14:00 24211 10m 9s PING OK - Packet 1055 = 0%, RTA = 0.06 ms
Senvice Groups 2244 B 01-03-2024 174410 0d 3h 35m 50 PING Ok - Packet loss = 0%, RTA=0.30
Summary serv-2214 03 3 im S - Packet loss = 0%, RTA=0.80 ms
Grid winserver [N View Service Details For This Host (24 17:12:54 Ocl 3h 24m 483 CRITICAL - Hoat Urreachable (192.165.1.2)
Problems
Senites
(Unhandled) Results 1 - 3 of 3 Matohing Hasts
Hosts (Unhandled)
Netwark Qutages
Quick Search:
Nagios' Current Network Status Host Status Totals Service Status Totals
4] Last Lpdatedt Wed Jan 3 17:18:23 UTC 2024 Up Down Unreachable Pending Ok Warning Unknown Critical Pending
Uptlated every 90 secors
Blel o J o] [e v faife]
Lopged in as nagios At Problems At Types At Probiems All Types
Home L2
Documentation ‘e Histary For This Host
o Nakiications For Tis Ho
Current Status: View Service Status Detail For A1l Hosts
Tactical Overview Setvice Status Details For Host 'serv-22-1-1"
Map  (Legacy)
Hosts
Senvices Lini Resuts:
Host Groups Host & Service * ¢ Status *# _ Last Check * % Duration #% _ attempt *# _ Status Information
Summary sery-22-11 C:\Drive Space OK 01-03-2024 17:16:55 Od Oh12m 348 113 - total 4946 Gb - used: 11.09 Gh (22%) - free 38.37 Gh (78%)
Grid CPU Load oK 0103204174802 0dOh1Im27s 153 CPU Load 1% (5 min average)
Segl‘lfme:;uups Explorer CRITICAL 01-03-2024 17:18:10 0dOh20m20s 343 Explorer exe: not running
o Wemory Usage oK 0103202171048 DdOniSm13s 15 Memary usage: tolat 793,50 MB - used: 1990,31 W (41%) - ee: 2600.28 MB (53%1
Problems NS Clenter Version oK CL0320241741:2 DdOhBmEs 18 NS Cllente- 05238 2018-02-04
Services Uptime: Ok 01-03-2024 171230 Od0h16mS3s 113 ‘System Uptime - 0 day(s) 21 hour(s) 41 minute(s)
(Unhandled) WISVC UNKNOWIN | 01-03-2024 17:13:37 0d3h25mS2s 33 Failec to open service W3SVC: 424: asan

Hosts (Unhandled)
Network Outages
Guick Search Resunts 1- 7 of 7 Matching Services

Puc. 3.9. Ilepeanso pozoiny Hosts ma View Service Details for serv-22-1-1

Ha puc. 3.9 noka3anuii neperysa oTpuManoi koHpiryparii — Tpu xoctu localhost, serv-22-1-1
ta winserver. [ns mabnony windows.cfg HeoOXimTHO BIAKIIOUUTH BigoOpakKeHHS Yy CTBOPEHIi
KoH(iryparii.
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CrtBoproemo HoOBHI KoH(Dirypatiitnuii daitn /usr/local/nagios/etc/objects/hostgroups.cfg, ne

oyne

OIIrMcaHa

rpymna

cepBepiB,  1abJoHOM  JJIs  SIKOi

/usr/local/nagios/etc/objects/windows.cfg

define hostgroup {

hostgroup_name windows-servers

alias

Windows Servers

BHUCTYIIaB

ra0JIoH

BinkpuBaemo 1u1s penaryBanHs Qaitn /usr/local/nagios/etc/nagios.cfg. Jlonaemo mapamerp

cfg file nis HoBocTBOpeHOT KOHDIrypartlii hostgroups.cfg Ta komeHTyeMO windows.cfg:

cfg_file=/usr/local/nagios/etc/objects/hostgroups.cfg

# Definitions for monitoring a Windows machine

#efg file=/usr/local/nagios/etc/objects/windows.cfg

«[TpuxoByemMO» BiIKIIOUEHUH KOHOIrypaliitHuii ¢ailsl mIsIxoM rnepeiMeHyBaHHS:

sudo my /usr/local/nagios/etc/objects/windows.cfg /usr/local/nagios/etc/objects/windows.cfg.tmp

«3BUYHA omepalis» — MepeBipka BIpHOCTI BHECEHMX y KOH(]Irypamiro 3MiH Ta Iepe3amyck

cepsicy Nagios:

sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

sudo service nagios restart

Nagios’

General

Home
Documentation

Current Status

Tactical Overview

Map  (Legacy)

Hosts

Services

Host Groups
Summary
Grid

Service Groups
Summary
Grid

Problems
Services

Nagios’

General

Home:
Documentation

Current Status
Tactical Overview
Map  (Legacy)
Hosts
Services
Host Groups

Summary
Grid
Service Groups
Summary
Grid
Problems
Services
(Unhandled)
Hosts (Unhandled)
Network Gutages
Quick Search

Current Network Status

Lasst Lipdlatect Wed Jan 3155322 UTC 2024
Updated every 90 seconds

Nagios® Care™ 4.5.0 - org
Logged in as nagios

Host Status Totals Service Status Totals
Up Down Unreachable Pending Ok Warning Unknown Critical Pending
Elo] o o] o a0 e ]
All Probiems All Types Al Problems Al Types

“ige Service Slatus Detail For &l Host Groups
Wiz Status Owerview For Al Host Groups
Wiz Stetus Summary For &1 Host Groups
Wi Status Grid For all Host Groups

Host Status Details For All Host Groups

Limit Results:

Host #4 Status *$ Last Check *4 Duration *# Status
localhost g up [01-03-2024 18:49:11 2d 22h 45m 51s PING OK - Packet loss = 0%, RTA =008 ms
s8rv-22-1-1 g up 01-03-2024 18:50:51 0d Sh 11m 323 PING OK - Packet loss = 0%, RTA=082ms

Resutts 1- 2 af 2 Maiching Hosts

Current Network Status
Last Upcatedt Wed Jan 3 17:18:28 UTC 2024
Upclated every 90 seconds

Host Status Totals
Up Down Unreachable Pending
v o]

Ao

Service Status Totals
Ok Warning Unknown Critical Pending
Bl |

Negos®Carer 450 ]
Loggedinas nagros at rovtems an Types i Proviems a1 Types
e titry For T Host s 1] [

View Natificatians Far This Hast
View Service Staus Detail For AllHosts

Service Status Details For Host "serv-22-1-1"

Lini Resuts:
Host % Service *¥ Status *¥  Last Check *¥ Duration %  Attempt *#  Status Information
3erv-22-11 C:\Drive Space OK 01-03-2024 171655 Od0h12m34s 113 c© -total 43.46 Gb - used: 11.09 Gh (22%) - free 38.37 Gh (78%)

CPULoast oK 0103204174802 D4OR1MTE 1R CPLI Load 1% (5 min average)

Explorer RITIGAL | 01-03202¢ 17110 0dOh20m20s 33 Explrer e not runring

Memory Usage: oK. 01-03-2024 171016 Odoh18m13s 113 Memory usage: totalk 4799.58 MB - used: 1990 31 MB (41%) - free: 2809.28 MB (53%)

NSClente+ Version oK 0103204171123 0dOR18mBs 1R NSClients- 05239 2018-02.04

Uptime: Ok 01-03-2024 171230 Od Oh16m S35 143 System Uptime - 0 day(s) 21 hour(s) 41 minute(s)

WIsVE [UNKROWN | 01.03-2024 174357 0d3h25mS2s 35 Failed to open service W3SYC: 424: does not exist as an

Resutts 1- 7 af 7 Matahing Services

Puc. 3.10. Ilepeansio po3oiny Hosts nicisn sumkHenus nepegipok 0nsi wabniony winserver ma View

Service Details for serv-22-1-1

[lepernsim cepBiciB i HanamrToBaHoro Serv-22-1-1 moka3sye ABI MOMHIKH, a came

BIZICYTHICTh MOHITOpHUHTY ciyx0Ou World Wide Web Publishing Service Ta MoHITOpUHTY IpoLuiecy

Explorer.exe. Lli cepBicu BKJIIOUEHI 3 MAOIOHY SIK 3pa3KH.
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Ha Windows-cepBepi po3ropHyTo psif pojiei Takux sk gomeHHHi koHTposiep DC, DNS- ta
DHCP-cepgep. Icnye 6arato ciyx0, siki MOXHa MOHITOPUTH JUIsl 3a0€3ME€UeHHs CTa0lIbHOCTI Ta
epexktuBHOCTI. [linKIIOYMMO JMIE KUTbKA 3 PEKOMEHJOBAHUX JUJISi MOHITOPUHTY Ha TaKHX
cepBepax:

Active Directory Domain Services (NTDS)
DNS Server
DHCP Server

Windows Time (W32Time)
Windows Remote Management (WinRM)

Hlono ciyx6u World Wide Web Publishing Service (IIS), ii MmoHiTOpHHT AilicHO MOXe OyTH
KOPHUCHUM, ajie y HalllOMYy BUIAJIKy BIJINOBIIHUI cTeK ciyk0 He posropTaBcs. OHAaK BpaxoByiiTe

cnenu(iky BalIOro cepeloBUINAa Ta MOTped Bamoi opradizamii npu BUHOOpPI CIy)O s

~ DNS S Name h Des  DHCP Server Mame Desc
Active Directory Domain Services ~ Name Desct erver
DHCP Server Properties (Local Computer) %
ctop the sen| Active Directory Domain Services Properties (Local Computer X Stop the sy DS Server Properties (Local Computer) M Stop the s peties puter)
Stea the s Pause the Pausethe
Restart the s ctartthe  General : Restart tha  General LogOn Recoveyy Dependencies
General | LogOn | Recovery | Dependencies Restart th LogOn  Recovery Dependencies estart the 9 1y Depe
Senvicerame: 11§ Serviee name: (XS
Description: | Servicename: (IS Descriptio Descriptio
ADDSDomg ) - Enables D Displayname:  DNS Server Performs ] Display name: - DHCF Server
: Display name:  Active Directory Domain Services
“"S;f”“f . namesby| Enables DNS lients to resolve DNS names by ~ DHCP cle Descrption: Performs TCP/IP configuration for DHCP dients.
unabletolog . ption AD DS Domain Cortroller service. f this service s dynamic)  Deserpton answering ONS queries and dynamic DNS update assigamer Inciuding dynamic assignments of IP addresses,
this service | Stopped. users willbe unable o log anto the 9 serviceis ot i o ineact TG ot il ¥ specificati oriantintinn o the WINE = TN oo ok
that explicit! Fembecle ¥ thie earicn is ce=hlad s sanvicas that servers, an
o NOLOCCUN] | b ccutable et Palhto suscutable:
: Paihto erecutable 2Ny eI L Mindows\aysem32cis exe DHCP cen)  C\Windaws\system32\svchost.exe & DHCPServer o
C:\Windows\System32:lsass.exe itwill faily configurat] ¢
Startup type Automatic ~ serviceis artup type. Automatic ~
Startup type: Automatic ~ explicitly d
Service status:  Running Service status:  Running
Service siatus: - Furning e S o S S Sop Pause Resume
Statt Stop Pause Resume v e stort parameters that e you star e serv
You can specify the start parameters that apply when you start the service ,;r'; a:::pem © statt parameters that apply when you stat the servios
flontioit

Puc. 3.11. Ilepeensio nase cepegicis na cepgepi Serv-22-1-1 ona nanawmysauHs ix MOHIMOPUHEY

Penaryemo koudirypamiitauii  ¢aiin  /usr/local/nagios/etc/objects/windows/serv-22-1-1.cfg
3amiHO04H 3pa3ok ciy:x6u World Wide Web Publishing Service (IIS) Ha onucasni Butie 5 ciyx0:

define service {

use generic-service

host name serv-22-1-1

service description Active Directory Domain Services

check command check _nt!SERVICESTATE!-s P@ssw0rd2023 -d SHOWALL -1 NTDS
}
define service {

use generic-service

host name serv-22-1-1

service description DNS Server

check command check nt!SERVICESTATE!-s P@ssw0rd2023 -d SHOWALL -1 DNS
}
define service {

use generic-service

host name serv-22-1-1

service description DHCP Server

check command check nt!SERVICESTATE!-s P@ssw0rd2023 -d SHOWALL -1 DHCPServer
}
define service {

use generic-service

host name serv-22-1-1

service description Windows Time

check command check nt!SERVICESTATE!-s P@ssw0rd2023 -d SHOWALL -1 W32Time
}
define service {

use generic-service

host name serv-22-1-1
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service description
check command

Windows Remote Management
check _nt!SERVICESTATE!-s P@ssw0rd2023 -d SHOWALL -1 WinRM

BMMWKaeEMO MOHITOPUHT
BUAANAOYUMN Ti:

3anycky Explorer.exe, KomeHTyloun BignoBigHy cekKuito KoHoirypauii, abo npocto

#define service {

# Service for monitoring the Explorer.exe process

# use generic-service

# host name serv-22-1-1

# service description Explorer

# check command check nt!PROCSTATE!-s P@ssw0rd2023 -d SHOWALL -1 explorer.exe
#}

[lepeBipka BipHOCTI BHECEHUX Y KOH(ITypalLlilo 3MiH Ta mepe3amyck cepsicy Nagios:

sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

sudo service nagios restart

Service Status Totals
OK Warning Unknown Critical Pending
o] o [0 e e ]
All Probrems Al Types

Host Status Totals
Up Down Unreachable Pending
B e ]
Al Probiems Alf Types

Current Network Status

Last Upclatect: Thu Jan 4 12.48:35 LTC 2024
Updated every S0 seconds

Magios® Core™ 450
Logged in &5 nagios

Nagios’

General

Home
Documentation Vigw History For This Host
Vigw Notifications Far This Host
Current Status View: Service Status Dt For All Hosts
Tactical Overview

Map  (Legacy)

Service Status Details For Host 'serv-22-1-1'

o s Unt Resuts: (100 |
Host Groups Host *% Senvice T¥ Status *¥  Last Check *¥ Duration *%  Attempt *¥  Status
Surnmary sery-22-1-1 Active Directory Domain Services 01-04-2024 12:40.53 0dOh4Tm42s 143 NTDS: Started
Grid C:h Drive Space 01-04-2024 12:41:34 0d 3h2Tm s 193 c: -total: 49.46 Gb - used: 11.10 Gh (22%) - free 3836 Gh (78%)
5‘"5‘"”" Groups CPULoae 0104204124241 0d3n2BmSss 113 CPU Load 2% (5 min average)
GI;I‘?WQW DHCP Server 01-04-2024 12:45:50 0Ok 42m4ss 143 DHCPServer: Started
Problems DS Server 01-04-2024 124726 0dOhSmTs 153 DNS: Started
Serices Metmary Usage 01-04-2024 12:41:52 0 3h33m40s 13 Memary usage: total 4799 53 MB - used 2037 16 MB (42%) - fres: 276243 MB (58%)

NSClierte+ 0.5.2.39 2015-02-04
System Uptime - 1 dlay(s) 1 hourts) 1 minute(s)
WinRh. Started

W32Time: Started

Unhandied) M3Client++ ‘ersion 01-04-2024 124502 0d3h3Zm33s 153
01042024 124708 0d3h3im26s 173
01-04-2024 124640 0dDh4imS5s 173

01042024 124730 0dOh4imss 173

Hosts (Unhandled) Liptie.
Network Outages

Guick Search

Windows Remote Managemert

Windows Time

Resuits 1 - 30 of 10 Matching Senices
Reports

Puc. 3.12. Ilepeenao nanawimosano2o monimopuney cepsicise na cepgepi Serv-22-1-1

Kopuchi nocunianus
e Nagios Add-Ons Projects

https://www.nagios.org/downloads/nagios-core-addons/
e GitHub. NSClient. NagiosExange

https://exchange.nagios.org/directory/Addons/Monitoring-Agents/NSClient++/details

e GitHub. NSClient. Version history. Download page

https://github.com/mickem/nscp/releases
e Installing the Windows Agent NSClient++

https://nagiosenterprises.my.site.com/support/s/article/Installing-the-Windows-Agent-NSClient-

0b485593

e How to Install NSClient Nagios Monitoring Agent on Windows System

https://kifarunix.com/how-to-install-nsclient-nagios-monitoring-agent-on-windows-system/

e Installing NSClient++

https://nsclient.org/docs/installing/
e How to Monitor and Configure a Windows Server Using Nagios

https://webhostingeeeks.com/howto/how-to-monitor-and-configure-a-windows-server-using-nagios/



https://www.nagios.org/downloads/nagios-core-addons/
https://exchange.nagios.org/directory/Addons/Monitoring-Agents/NSClient++/details
https://github.com/mickem/nscp/releases
https://nagiosenterprises.my.site.com/support/s/article/Installing-the-Windows-Agent-NSClient-0b485593
https://nagiosenterprises.my.site.com/support/s/article/Installing-the-Windows-Agent-NSClient-0b485593
https://kifarunix.com/how-to-install-nsclient-nagios-monitoring-agent-on-windows-system/
https://nsclient.org/docs/installing/
https://webhostinggeeks.com/howto/how-to-monitor-and-configure-a-windows-server-using-nagios/
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Jlaboparopna po6ota Ned
Hanawmyeannsa nacuenozo monimopunzy Windows xocmy na oazi Nagios Cross-Platform
Agent.

MeTa: HanamTyBaTH MOHITOPUHT 0a30BUX mapaMmeTpiB pobodoi cranmii Windows y Nagios 4.X 3a

noromororo NCPA (Nagios Cross-Platform Agent).

IncrpymenTu: rinepsizop VirtualBox, Moaens KoM 10TepHOT MepexKi.

3aBaaHHs 10 J1a00PaTOPHOI podOTH

1. BcranoBiTh Ta Hamamryiite Ha poOouiit ctaniii WS-G-N-1 akTyanpHy Bepcito areHra
moHiTopuHry NCPA. V 3BiTi 000B’S13KOBO HaBemiTh CKpiH 3akmanku checks HTTP-
makmroueHas 10 NCPA WS-G-N-1.

2. Hanamryiite MOHITOPUHT OCHOBHHX cepBiciB (MiHiMyM 10) po6ouoi cranmii WS-G-N-1.
V 3BiTi 000B’A3K0BO HaBeITh CKpiHM 3akianok Hosts Ta View Service Details for WS-
G-N-1.

3. Binpenaryiite koHdirypariito Nagios TaKUM YHHOM, 1100 y cHCTEMi OyJI0O TpH aKTHBHUX
rpynu xoctiB: Windows Servers, Windows Workstations ta Linux Servers. 3aknaaka
Host Groups Nagios.

3BiT Ma€ MicTUTH:

® JIICTUHT BUKOPHUCTaHMX KOMaHJ;
® CKpIHIIOTH OTPUMAHUX PE3yIbTaTiB MOHITOPUHTY y Nagios 4;
e KOpOTKHI onuc pefaryBaHHs QailniB koHpirypanii Nagios 4.

TeopeTn4Hi BizomocTi

Ha puc.4.1. HaBeneHa Mojenb KOMITIOTEpHOI Mepexi, moOyJqoBaHa IMiJ Yac BUKOHAHHS
nornepenHix naboparopHux podit. Kpim toro, no cepsepa Serv-G-N-2 nanamroBano SSH poctyn
gyepe3 NAT Network ans VirtualBox Host.

Serv-G-N-l

(NSClient++) @
i e \
‘ L= = VirtualBox Host

Serv-G-N-2

=

WS-G-N-1 (NCPA)

NatNetwork
(Gateway/DNS)

Puc. 4.1. Tononozia mepesxrci
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Ha cepgepi Serv-G-N-2 po3ropHyTo cucteMy MOHITOpUHTY Ha 0a3i Nagios 4.X. MoHITOpUHT
OCHOBHHX cepBiciB cepBepy Serv-G-N-1 Bukonyetbcs 3a gonomoror NSClient++. HamamroBano
nigkmoyeHHss 3 xocty NAT Network mo mportokomy HTTP nmo cuctemy MOHITOPUHTY MiA
KOPHCTYBaueM hagios.

Current Network Status

Last Upclate: Thu Jan 4 13:47:09 UTC 2024
Updated every 90 seconds

Magios® Core™ 4.5.0 - wivwy nagios.org

Host Status Totals
Up Down Unreachable Pending
Bl v o]

Service Status Totals
Ok Warning Unknown Critical Pending

£ T T (R

Nagios’

Gonor) Logged in a3 nagias Al Probiews Aif Types Alf Problems Alf Types
Home
Documentation Wiew Service Status Detail For Al Host Groups

Wiewr Status Owverview For A Host Groups
‘iew Status Summary For &1 Host Groups
Yiew Status Grid For Al Host Groups

Current Status
Tactical Overview

Map  (Legacy) Host Status Details For All Host Groups
Hosts
Services "
Host Groups Limit Results
Summary Host *# Status * ¥ Last Check *¥ Duration * ¥ Status Information
Grid localhost B ow 01-04-2024 13:46:00 3d 1h 24m 585 FING OF - Packet loss = 0%, RTA =008 ms
Senvice Groups 2211 Bow 01-04-2024 134330 04 Th 50m 40 PING OK - Packet loss = 0%, RTA=0.71
Surmrmary Rl -04- : m 405 - Packet loss = 0%, RTA = 0.71 ms
Grid
thler.ns Resuits { - 2 af 2 Matching Hosts
Senices

(Unhandled)
Hasts (Unhandled)
Metwork Outages

Service Status Details For Host ‘serv-22-1-1"

Uit Fesuns: 100
Status #8  Last Check #4

0104203 120053

Duration #8 _ Attempt ##
dTnaTmas: 18

Status Information
HTDS: Statet

oK 01-04-2024 13:41:34
ok 07062024 134241
[BRE] 0042024134550
BRI 01062024 134728

odmITmEs 18
OddhZmEse 1A
odindamass 1A
othSmits 1A

- tokat 49 46 G- e 1.1 G (22%) - free 39,36 b (76%)
CPL Losd 1% (5 min average)

DHCPSarver: Started

DN Starte

Service Overview For All Host Groups

N 5t ol oM i s SIS
Linux Servers (linux-servers) Windows Setvers (windows-seners) [on 0002024134709 OdéhSIm30s 153 System Uiplims - 1 dary(s) 2 houris) 1 minutsgs)
Host  Status Services Actions _ Host Status Senvices Actions R o e e Yenenme
lacabost  UP AR AR vz AR &
Puc. 4.2. Hosts, Host Groups, Service Status Details for Serv-22-1-1.
BcranoBumo ta Hanamryemo NCPA Ha po6ouiii ctannii WS-G-N-1. 3aBaHTaXyeMO OCTaHHIO
CTallIbHY  BepCiio areHra ISt Windows 64-bat 3 o(imiitHOroO caity

https://www.nagios.org/ncpa/#downloads
3.0.1.

B NCPA Setup - x

Ha MoMeHT HamucaHHS IIbOTO JOKYMEHTY II€ BepCis

B3 NCPA Setup - X |[E] Listener Configuration - X

before starting Setup. This wil make it possible to update
relevant system files without having to reboot your
computer.

Nagios Cross-Platform Agent (NCPA)

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE PURCHASING OR USING NAGIOS
SOFTWARE. BY PURCHASING OR USING NAGIOS ENTERPRISES' SOFTWARE, YOU

Nagios Cross-Platform Agent (NCPA)

L. L.
Welcome to NCPA Setup e Nagios Windows Verson -3.0.1 Nagios
Setup will guide you through the installation of NCPA. License Agreement Set General, API and Listener configuration options.

Itis recommended that you close al other applications [Ragios Software License Terms and Conditons ~ Eer=e s

Loglevel |warning ~

API Configuration

ISIGNIFY YOUR. ASSENT TO THIS AGREEMENT. IF YOU ARE ACTING OM BEHALF OF AN
HTITY, THEN YOU REPRESENT THAT YOU HAVE THE AUTHORITY TO ENTER INTO THIS

IAGREEMENT ON BEHALF OF THAT ENTITY. IF YOU DO NO ACCEPT THE TERMS OF THIS

[AGREEMENT, THEN YOU MUST NOT PURCHASE OR USE NAGIOS SOFTWARE.

Click Next to continue. Token | P@ssword2023]

Listener Configuration

Bndle  [0.0.00
Bind Port | 5693

This Software License Terms and Conditions Agreement ("Agreement”) s a legal Advanced Listener Configuration
[agreement between Nagios Enterprises, LLC (Nagios Enterprises”) and the purchaser or v
. . - - - - o SSL version | TLSv1_2 v
Nagios Software License 1.3

Cancel <Back Cancel <Back

Cancel

Puc. 4.3. Incmansyis NCPA v.3.0.1 na pobouiti cmanyii WS-22-1-1.

3amyckaemo 3aBaHTakeHUH (ait ncpa-3.0.1.exe Ta moroKyeMocs 3 JIEeH31HHOI0 YTrOI010.
Ha tperbomy expani moka3zaHi koHgiryparii nus WEB API noctyny. €nuHe HamamTyBaHHS, sSKe
TyT noTpiOHO, 11e Token — kirou, sikuii cepBep Nagios BUKOPUCTOBYBAaTUME JUIsl aBTEHTH(iKalli 3a
noromororo NCPA. fl BcTaHOBUB y SIKOCTI KJTF0Ya THIIOBY TTOCJIIIOBHICTH CUMBOITIB P@ssw0rd2023

[P-anpeca npus’s3ku 0.0.0.0 o3nauae, mo NCPA mnpociyxoByBatuMe Bci anapecu Ipv4 Ha

MammHi Windows. BukopucToByeTbes cTanaapTHUM opT 5693.


https://www.nagios.org/ncpa/#downloads
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B Passive Configuration - % | [l Passive Checks Configuration - % | |l NCPA Setup - X
Nagios Cross-Platform Agent (NCPA) - - Nagios Cross-Platform Agent (NCPA) - N Choose Users . o
indows Verson - 30,1 Nagios Windons Verson - 3.0.1 Nagios Choose fo which users you mant o nstal NCPA. Nagios
Set configuration for the passive service. This service handles sending passive check results Passive Check Definitions Select whether you want to install NCPA only for yourself or for allusers of this computer.
EReos TR e e e ke Configuration wil be saved in [etc/ncpa.cfg.d/nrdp.cf] automatically when using this form. Ciick Next to continue.
NRDP Configuration Advanced Passive Configuration You can leave it blank for ne pre-setup checks. To use | you must escape by doing |\

Send passive checks over NRDP
um
e Tk

Chreckinterval

(@ Install for anyone using this computer

Onstal just for me

Puc. 4.4. Incmanayia NCPA v.3.0.1 na pooouiti cmanyii WS-22-1-1.

Expan kouiryparmii 1y nmacuBHUX NepeBipok. BcTanoBmoemo mpamnopens “Send passive

checks over NRDP”, 1100 yBIMKHYTH TacHBHI IIEPEBIPKH Ta HaJaImLTOByeMO napamerpu NRDP:

e URL. URL-amgpeca xocty Nagios, 1110 npuitMae pe3yabTaTH MAaCUBHOI MEPEBIPKU. Y MOEMY
BUMAAKY http://192.168.22.135/nagios/

e NRDP Token. Koy, 110 BUKOPHCTOBYETHCS TIi]T Yac nepeaadi nacuBHuxX nepeBipok NCPA
1o Nagios, 106 NRDP npuitasaB uek. BiH Moske BiIpi3HATHCS BiJ KJIFOYa, 110 BCTAHOBJICHHUI
st API goctyrty, ane BpaxoByIOYH, 110 11€ HABYAJIBHUN CTEHI, S BCTAHOBHB Y SIKOCTI KITFOUYa
THUIOBY HOCTIIOBHICTh CUMBOJIIB P@ssw0rd2023

[ ]

Hostname. IM’s xocTa, sKOMy HajexaTh [MacHBHI NepeBipku Ha cepsepi Nagios — WS-22-1-
1

[IponoB:keHHs iHCTANAII] MaCHBHUX MepeBipok. Ha expaHi 3arponoHOBaHO CTaHAAPTHI

MACHBHI MEPEBIpKHU CITyk0, 110 OyAyTh BUKOHYBATHCS Ta HaJcHUIaTucs Ha cepBep Nagios. 3a
nmoTpedu iX MOKHA 3MIHHUTH.

1B nePa setup - X ) NCPA Setup [E] HcPa Setup -
Choose Install Location P Installing -
Choose the foider in which to install NCPA. Na gios Please wait while NCPA s being installed. Na glos

Completing NCPA Setup
Setup wil install NCPA in the following folder. To installn a different folder, dick Browse and

Created uninstaller: C:\Program Files\Nagios NCPA'\uninstall.exe
select another folder. Click Install to start the installation.

NCPA has been installed on your computer,

57218343 Kb Files:47 Folders: 16
57218815 Kb Files:55 Folders: 16
512819023 Kb Files:62 Folders: 16
Size19163Kb Files:69 Folders: 16
Destination Folder Size110226 Kb Files:75 Folders: 16
Size:10402 Kb Files:81 Folders: 16
Browse.
Size:41933Kb Files: 139 Folders: 16
Size:41952Kb Files:141 Folders:17
Space required: 41.0MB Size:41953 Kb Files:144 Folders:17
Space available: 22.6 GB Created uninstaller: C:\Program Fies \agios \NCPA \urinstall.exe

Click Finish to dose Setup.

View NCPA website and documentation

< Back Install Cancel

< Back Next > Cancel

<o o

Puc. 4.5. Incmansyis NCPA v.3.0.1 na pobouiti cmanyii WS-22-1-1.

Ha macTymHMX KpoKax MOKJIMBO 3MIHMTH Miciie BcTaHoBieHHS areHTy NCPA Ta ycminiHo
3aBEPIINTH 1HCTAJIAIIIO.

[lepeBipsiemo ctan ciryx0u Nagios Cross-Platform Agent.



http://192.168.22.135/nagios/
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Soesiranmn || G Microsoft Storage Spaces S..  Host Manual Network 5 3
~ 5 Z6epiranm S Microsoft Storage Spaces 5. Host senvice onua ok Service {61 Microsoft Storage Spaces 5. Host service... Manual MNetwork Service
6 Microsoft Update Health Se... Maintains U... Running Automatic (Delayed .. Local System :

B ;;:;':i:";f::;:;” 2 Microsoft Windows SMS Ro... Routes mes.. Monuel (Tigger Ster)  Locel Senvice £ Microsoft Updste Health Se... Msintains U.. Running  Automatic (Delayed ... Local System
. services & Nagios Cross-Platform Agent Automatic Local System Microsoft Windows SMS Ro... Routes mes... Manual (Trigger Start)  Local Service
& WMl Control 3::;?;:::::;:?;““ ;"ir\‘:;:?j;‘ m::;jdmggy Start) tz:: zi::: Magios Cross-Platform Agent Running  Automatic Local System
& Netlogon Maintains a.. Running Automatic Local System Sk Natural Authentication Signal aggr... M.anual (Trigger Start)  Local System
Magios Cross-Platform Agent Properties (Local Computer) x Nagios Cross-Platform Agent Properties (Local Computer) % Nagios Cross-Platform Agent Properties (Local Computer) X
General LogOn Recovery Dependencies General LogOn  Recovery Dependencies General LogOn Recovery Dependencies
Senvice name: Log on s :;I::;l the computer's response if this service fails. |
Display name: Nagios Cross-Platform Agent @ Local System account P T -
Description [[J Allow service to interact with desktop Second faire. e ~
Pathto executable: O This acoount ez Subsequent faiures: Restart the Service -
“C-\Program Files\Nagios\NCPA\ncpa exe” Reset fail count after P Jam
Startup type: Automatic w Restart service after: minutes
[ Enable actions for stops with emors Restart Computer Options
Service status:  Running Run program

Puc. 4.6. 3anycx ma nanawmyeanus cuyscou NCPA na pooouiti cmanyii WS-22-1-1.

Ha puc.4.6 cayx6a NCPA nepeOyBasiia y cTaHi 3ynuHKU. 3amycKaemo ii Ta 3MIHIOEMO i
BIIHOBJICHHS CITY>KOM 3aKkiIasiku Recovery Ha mepes3aryck cepaicy.

Hactymuawmii kpok mepeBipku — Windows Defender Firewall. Jlns po6otu NCPA mae Oytu
npaBuiio, 1o go3Bossie Inbound TCP 5693. Tlorouna Bepcisi NCPA cTBoproe mi mpaBuia

AdBOMAaTHYHO.

NCPA - gnacrueocri X

General Programs and Services Remote Computers
Protocols and Ports ~ Scope  Advanced  Local Pincipals ~ Remote Users

& Windows Defender Firewall witl] [Tt L Protocols and ports
2 Protacal type: TCP o

Inbound Rul ~ =
&3 Inbound Rules MName Group Profile Enabled Protocol number. 6

% Outbound Rules
By Connection security Rules | 54 S T = . e S
B, Monitoring @ nepa All Yes
U @{Microsoft. AAD.BrokerPlugin_1000.190... @®{Microsoft.AAD.BrokerPlu... Domai.. Yes Example: 80, 443, 5000-5010
@ @{Microsoft.DesktopApplnstaller_1.0.302... @®{Microsoft.DesktopAppins.. Domai.. Yes Remote port: Al Ports ~

Puc. 4.7. Windows Defender Firewall. Ilpasuno NCPA na pobouiti cmanyii WS-22-1-1.

Octanns nepesipka — miakmodaeMocs 10 NCPA Ha cranmii WS-G-N-1 3 cepepy Serv-G-N-1. ¥V
HAIIOMY BUIAJKY - https://192.168.22.145:5693.

Moo miakmountucs 3 BnacHoro [1K, nanamryBasmu y NAT Network Biamosiguuii Port

Forwarding.

Internet Options ? x
General Security Privacy Content Connmections Programs Advanced Trusted sites x
Select a zone to view or change securty setings. You can add and remove websites fiom this zone. All websites in
this zone will use the zone's security settings.
= v O
rehu 0~ iy visnat Localnnanet S Resticted e e et o e e
Print 3 s — [ hitpiz192.168.22.137:5693]
o g _# This zone contains websites that you =
Lis W' trust not to damage your computer or Websites:
your files. 7 =
Zoom (35%) 4 Youhave websites  ths zone. shacHa o | IS
aboutinternet
Safety > Security level for this zone i R
: Allowed levels for this zone: Al oA 1 st i aF
Add site to Apps Medium fa g . b
-Prompts before dowrloading potentily unsafe
View downloads Cirle) i EAREA [ IRequire server verification (tips:) for all sites n this zone
Bl - Unsined ActiveX controls wil not be downloaded
Manage add-ons
Close
F12 Developer Tools [JEnable Protected Mode (requires restarting Internet Explorer)
Go to pinned sites it e
P SR el [JEnable Protected Mode (requires restarting Internet Explarer)
Compatibility View settings Rmset al zones 1o defaultlevel Custom level. Defaultlevel
c‘”te"‘a pplites : Reset al zones to default level

About Internet Explorer

['&SH Telnet Rlnnin and SUPNLIP client



https://192.168.22.145:5693/
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e 2 htps://192.168.22.145:5693/login ~ @ Cerificateerror & Search.. p~ e [ https://192.168.22.145:5693/ gui - € Cettificate error € Search., o~
& Intemet Explorer Enhanced Sec...| & Log In - NCPA N [ Dashboard - NCPA N
NCPA Coashboard  + Checks © LiveData &k API  l&s Graphs
& Admin ¢ @ Help O Logo
Check statistics NCPA Agent Information
Check Results 138 (Last 30 days) NCPA Version 3.0.1
Web GUI Log In Bundled Python  3.11.6
(tags/v3.11.6:8bseeSh,
Oct 2 2023, 14:57:12)
[MSC v.1935 64 bit
(AMD54)]
Bundled OpenSSL  OpenSSL 3.0.11 19 Sep

2023

Puc. 4.8. Web GUI NCPA WS-22-1-1. Hanawmysanns 00360my ma niokiouenus Ha Serv-22-1-
1.

Ha puc. 4.8. nokazaHi HaJamTyBaHHS «IOBIPEHOTO CalTy» y Opay3epi cepBepy Ta MiIKIIOUYCHHS Y
HeoMy 10 Web GUI. VYV sikocTi KiIFo4a TOCTYITy BKa3YEThCS 3aIaHUK MpH 1HCTaNsAIl K04 st API
noctyny, BikHO Listener Configuration incransmii NCPA. «liarnemituy nei napojib MOKHA
MeperIsTHYBINN Ha XOCTI, A¢ poincTtanboBano NCPA y daiini \etc\ncpa.cfg. Jlns migkirodeHHs

yepe3 WEB BUKOPUCTOBYETHCS 3HAUEHHSI community string 3 cexirii [api]

[lepexoagumo no koHpirypyBanus Nagios mist B3aemosii 3 NCPA. Ilo anamorii B3aemonii 3
NSClient++, ne BukopuctoByeThcsi Komanaa check nt
/usr/local/nagios/libexec/check nt -H 192.168.22.131 -p 12489 -s P@ssw0rd2023 -v CPULOAD -1 5,80,90

s B3aemogii 3 NCPA BuxopuctoByeThest komanaa check nepa. CuHTakcuc qyxe CXOXHUH:
/usr/local/nagios/libexec/check _ncpa.py -H 192.168.22.145 -p 5693 -t P@wsswO0rd2023 -M
cpu/percent -w 80 -c 90 -q 'aggregate=avg'

[Torouna Bepcist Nagios Core mpu po3ropTaHHi HE BCTAHOBJIIOE 1[I0 KOMaH/y YH 11 aHAJIOTH Ha
cepsep.

HanamrroByemo B3aemonito 3 NCPA, sik onncano y Getting Started

3aBaHTa)KyeMO CKPHUIIT aKTUBHUX MepeBipok check ncpa.py

cd /usr/local/nagios/libexec
wget https://raw.githubusercontent.com/Nagios Enterprises/ncpa/master/client/check _ncpa.py

Hanaemo ¢aiiny ckpumnta BiIIOBIIHI TO3BOJIHU JJISI BAKOHAHHS

1=ck nepa. py

Puc. 4.9. Serv-22-1-2. 3mina psaoka nosnogasicenv check ncpa.py, needana cnpoba 6uKOHaHHS
cKpunma i nepeaisid ecmanosnenoi eepcii Phyton.

[Tomunka npu BukoHaHHI ckpunrta check ncpa.py "No such file or directory" Bka3ye Ha



https://www.nagios.org/ncpa/getting-started.php
https://raw.githubusercontent.com/NagiosEnterprises/ncpa/master/client/check_ncpa.py
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BIJICYTHICTh 1HTeprperaropa Python. Ckpunt BUKOpHCTOBYe python /11 BUKOHaHHS, ajie Ha Serv-
G-N-2 el iHTeprpeTaTop BCTAHOBJIECHO Mij Ha3Bowo python3, mpo 110 roBopuTh MepeBipka Bepcii
Phyton.

Penaryemo nepmmii psgox ckpunty check ncpa.py Ha BianoinHuil iHTepnperatop Python,

3MIHIOIOYH psIoK #!/usr/bin/env python Ha #!/usr/bin/env python3.

I nocpa.py

-M METRIC, --metric=METR

Puc. 4.10. Serv-22-1-2. Peoacysamns mnassu inmepnpemamopa Python y ckpunmi

check ncpa.py.

CrtBoproemo koMany check ncpa y koHdirypauiitnomy ¢aiini ayis Nagios Core. 3a3Buyaii 1e
(aiin /usr/local/nagios/etc/objects/commands.cfg
Binkpuaemo #ioro s penaryBanHs. Qailsl He HOPOKHINA — Y HBOMY 3aIIMCaHO JOBOJI OaraTo

koMaH/1. Jlomaemo cekiito Bu3HaueHHs komanau check ncpa:

define command {

command name check ncpa

command line SUSER1$/check ncpa.py -H $HOSTADDRESSS$ $ARGIS$
}

HaBenmena cekiiisi J103BoJIss€ TiepeaaT OUIBIICTh apryMeHTiB 3a jpomomoroo $ARGIS, poOsun

KOMaH/y THHAMIYHIIIO0.

heck nopa.py -H 192,168

Puc. 4.11. Jlooasanns cexyii komanou check ncpa y ¢atin commands.cfg

ma nepesipka 83aemooii 3 NCPA na cmanyii WS-22-1-1

Koxxna 3miHa KoH(Qirypamii CHUCTeMH TIOBMHHA 3aBEPINYBATUCS TIEPEBIPKOIO BIPHOCTI
BHECCHHMX Yy KOH(irypaiiro 3MiH Ta mepe3amyckoMm cepBicy Nagios. Ilepesamyck mnwmmie mpu

BisicyTHOCTI ToMmIOK ©
sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

sudo service nagios restart
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Onpa3y nepeipsiemo B3aemoiro 3 NCPA, mo BcranoBienuii Ha po6ouiit craniii WS-G-N-1.

Komanmy check ncpa, mo omnmcana panimie, 3aMiHIOEMO Ha 1M’St BCTAHOBJICGHOTO CKpPHITa

check ncpa.py:

/usr/local/nagios/libexec/check _ncpa.py -H 192.168.22.145 -p 5693 -t PwsswOrd2023 -M
cpu/percent -w 80 -c 90 -q 'aggregate=avg'’

Penaryemo xoudirypamiiitauii ¢aiin /usr/local/nagios/etc/objects/hostgroups.cfg, ne ommcana

rpyma cepBepiB Windows Servers. Jlomaemo 1mie onHy rpymy 00’€KTiB MOHITOPUHTY — POOOUMX

ctanuii Windows, Kyu BKJIIOUUMO pobouy ctanmiro WS-G-N-1.

define hostgroup {
hostgroup name
alias

win-workstations
Windows WorkStations

V karanosi /ust/local/nagios/etc/objects/workstation cTtBoproemMo kKoH]irypauiiauit daiin ais

pob6ouoi ctanuii /usr/local/nagios/etc/objects/workstation/ws-22-1-1.cfg

define host {

host name
address
hostgroups

check command
max check attempts
check interval
retry interval
check period
notification interval
notification period
notifications enabled

}

define service {
host name
service description
check command

'aggregate=avg'

max_check attempts
check interval
retry interval
check period
notification interval
notification period

}

define service {
host name
service description
check command

u G

max_check attempts
check interval
retry interval
check period
notification interval
notification period

}

define service f{
host name
service description
check command
max check attempts
check interval
retry interval
check period
notification interval
notification period

ws-22-1-1
192.168.22.145
win-workstations

check ncpa!-t 'P@ssw0rd2023' -P 5693 -M system/agent version

5

5

1

24x7

60

24x7

1

ws-22-1-1

CPU Usage
check ncpa!-t 'P@ssw0rd2023' -P 5693 -M cpu/percent -w 20 -c 40 -q
5

5

1

24x7

60

24x7

ws-22-1-1
Memory Usage
check ncpa!-t 'P@ssw0rd2023' -P 5693 -M memory/virtual -w 50 -c 80 -
5

5

1

24x7

60

24x7

ws-22-1-1
Process Count
check ncpal!-t
5

5

1

24x7

60

24x7

'P@ssw0rd2023' -P 5693 -M processes -w 150 -c 200

Lle Tunosuii koudirypamiitauii ¢aitn nas NCPA monitopunry Windows cTanuii — npukiaj 3
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koMIuiekTy noctaBku NCPA. 106 neperistHyTH BCl TOCTYMHI IapaMeTpyd MOHITOPUHTY JJIs 1€l

CTaHII1 BAKOPUCTOBYETHCSI KOMaH/a!

/usr/local/nagios/libexec/check _ncpa.py -H 192.168.22.145 -t P@ssw0rd2023 -p 5693 —list
MosxauBHI eperiisi HalalITOBaHUX MapaMeTpiB MoHiTOpuHTy yepe3 GUI mpu mikitoueHH1

10 NCPA Ha cranmii WS-G-N-1 3 cepepy Serv-G-N-1, mo nokaszane Ha puc.4.8.

G B hitps://192.168.22.145:5693/ gui/checks ~ ) Certificate error & Search...
(& Internet Explorer Enhanced Sec... m Checks - NCPA

N C PA [ Dashboard « Checks © Live Data m APT i Graphs

Checks Status | Any v | Type | Both ~ || Executed By ¥ | ¥ Filter

Page 1 of 78 Showing 1 - 20 of 1,546 total check records

Node Endpoint Check Time Status Status Information

interface/Ethernet/bytes_sent 01/07/2024 19:05:26 0K OK: Bytes_sent was 2.49 kB/s | 'bytes_sent'=2.49;10;100;
disk/physical/Physical Drive0/write_time 01/07/2024 19:05:23 OK OK: Write_time was 0.00 ms/s | "write_time'=0.00;50;100;
disk/physical/PhysicalDrive0/read_time 01/07/2024 19:04:36 0K OK: Read_time was 0.94 ms/s | 'read_time'=0.94;50;100;
cpu/percent 01/07/2024 19:04:35 0K OK: Percent was 15.90 % | 'percent'=15.90%;20;40;
system/agent_version 01/07/2024 19:04:26 0K OK: Agent_version was ['3.0.1"]

interface/Ethernet/bytes_sent 01/07/2024 19:04:25 WARNING WARNING: Bytes_sent was 21.08 kB/s | 'bytes_sent'=21.08;10;100;
memory/virtual 01/07/2024 19:03:47 OK OK: Memory usage was 41.00 % (Available: 1.90 GB, Total: 3.22 GB,

Free: 1.90 GB, Used: 1.32 GB) | 'available’=1.90GB;;;
‘total'=3.22GB;;; 'percent’'=41.00%;50;80; 'free'=1.90GE;;;
'used'=1.32GB;;;

Puc. 4.12. Ilepeenso napamempie monimopurey poooyoi cmanyii WS-22-1-1 uepes
https://192.168.22.145:5693

Ha puc.4.12 noxazanmii Burnan 3aknagku Checks mpu mipkmodeHHi 1o NCPA poGoudoi
cTaHIii.

Ha migcTaBi oTpuMaHOro mepesniky KOMaHA MHA MOXKEMO 0O0paTh HEOOXiHI mapameTpH IJIs
BiIOOpaXeHHS y CHCTEM1 MOHITOPHHTY. BHKOHaeMO KOMaHIy OTpUMaHHs 1H(pOpMAIIii PO BUJIbHE
MicIle Ha JIOTTYHOMY JTucKy C:

/usr/local/nagios/libexec/check _ncpa.py -H 192.168.22.145 -t P@sswOrd2023 -p 5693 -M
'disk/logical/C:|/free’ -w 15: -c 10: -u Gi

-W: BCTaHOBITIOE TIOPIT ISl MONepe/KeHHs (warning). SIKmo BUMipsiHe 3HAYCHHS METPHUKHU
TIEPEBHUIITYE TIeH TTOPIr, IEPEBIPKa BUIACTh CTATYC MOMEPEHKEHHS.

-C: BCTAHOBJIIOE KPUTUYHHUM TOpIr. SKI0 BUMIpSHE 3HAUEHHS METPUKU IEPEBHILYye el
TOpIT, MepeBipKa BUJACTh CTATyC KPUTHUHOT TOMUJIKH.

-U: BKa3zye€ OJIMHMIII BHUMIPIOBAHHS I TOPOTiB, 3aJaHUX KiIouyamMu -w Ta -c. G BKazye
rirabaiTu.

JoBiakoBo, st TperyBanus ©, tun (aitnosoi cucremu aucka C:
/usr/local/nagios/libexec/check_ncpa.py -H 192.168.22.145 -t P@sswOrd2023 -p 5693 -M
'disk/logical/C:|/fstype’

A00, XapaKTepUCTUKH MEPEKEBOr0 IHTEpQEiiCy — BiAMPaBICHI MaKETH:



https://192.168.22.145:5693/
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/usr/local/nagios/libexec/check _ncpa.py -H 192.168.22.145 -t P@wsswOrd2023 -p 5693 -M
'interface/Ethernet/packets_sent’

Ta OTPUMaHi MaKEeTH:

/usr/local/nagios/libexec/check _ncpa.py -H 192.168.22.145 -t P@wsswOrd2023 -p 5693 -M
'interface/Ethernet/packets_recv'’

Yac poboTu cuctemu:

/usr/local/nagios/libexec/check _ncpa.py -H 192.168.22.145 -t P@sswOrd2023 -p 5693 -M
'system/uptime’

JonoBuumo koHbiryparniitnuii - ¢aiin /usr/local/nagios/etc/objects/workstation/ws-22-1-
1.cfg cekuisiMu onucaHuX MapameTpis.

define service {

host name ws-22-1-1
service description Free space on disk C
check command check ncpa!-t 'P@ssw0rd2023' -P 5693 -M 'disk/logical/C:|/free’
-w 15: -c 10: -u Gi
max check attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7
}
define service {
host name ws-22-1-1
service description PhysicalDrive. Read bytes
check command check_ncpa!-t 'P@ssw0rd2023' -P 5693 -M
'disk/physical/PhysicalDrive(0/read bytes' -d -u M -w 50 -c 100
max _check attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7
}
define service {
host name ws-22-1-1
service description PhysicalDrive. Write bytes
check command check _ncpa!-t 'P@ssw0rd2023' -P 5693 -M
'disk/physical/PhysicalDrive0/write bytes' -d -u M -w 50 -c 100
max check attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7
}
define service {
host name ws-22-1-1
service description PhysicalDrive. Read time
check command check ncpa!-t 'P@ssw0rd2023' -P 5693 -M
'disk/physical/PhysicalDrive0/read time' -d -w 50 -c 100
max_check_attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7

}

define service {

host name ws-22-1-1
service description PhysicalDrive. Write time
check command check ncpa!-t 'P@ssw0rd2023' -P 5693 -M
'disk/physical/PhysicalDrive0/write time' -d -w 50 -c 100
max_check attempts 5
check interval 5

retry interval 1
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check period 24x7
notification interval 60
notification period 24x7
}
define service {
host name ws-22-1-1
service description Ethernet. Sent bytes

check command check_ncpa!-t 'P@ssw0rd2023' -P 5693 -M
'interface/Ethernet/bytes sent' -d -u k -w 10 -c 100
max check attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7
}
define service {
host name ws-22-1-1
service description Ethernet. Received bytes
check command check_ncpa!-t 'P@ssw0rd2023' -P 5693 -M

'interface/Ethernet/bytes recv'

-d -u k -w 10 -c 100

max _check attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7

[lepeBipka BipHOCTI BHECEHUX Yy KOH(ITYypallito 3MiH Ta Iepe3ayck cepicy Nagios:

sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

sudo service nagios restart

PoGoua cranmis WS-G-N-1 npamroe Ha nuHamivdii agpecarii — i [P-agpeca 3minnHa y

BianoBigHOMy mianazoHi DHCP-cepsepy. Ilpm nHamamtyBanHi azapecariii Nagios-cepBepy MU
HaJaImTyBajdu HOTO ajgpecallito 3 JA0CTyrnoM 10 Hamoro DNS, ToMy 3MiHFOEMO CTaTHUHY aJipecallio

poGouoi cranuii WS-G-N-1 Ha ii iM’4 y JToMeHi.

Buxonaemo mepeBipky sk mpairoe komadaa check ncpa 3 momennum iM’sam (-H ws-G-N-
1.surname.net):
/usr/local/nagios/libexec/check_ncpa -H ws-G-N-1.surname.net -p 5693 -t P@sswOrd2023 -M
cpu/percent -w 80 -c 90 -q 'aggregate=avg’'

= -1- 1lik p

Puc. 4.13. check-ncpa no aopeci ma oomennomy imerni pobouoi cmanyii ws-22-1-1.falkovsky.net

Penaryemo aapecy (3HaueHHs mapameTpy address) y cekiii Bu3Ha4Ye€HHs poOOYOi CTaHIIil

Gbaiimy
/usr/local/nagios/etc/objects/workstation/ws-22-1-1.cfg:

BIAMOBIAHOTO KoH(DirypariitHoro pobouoi cranmii
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define host {

host name

ws-22-1-1
ws-22-1-1.falkovsky.net

win-workstations
check ncpal!-t

address

hostgroups
check command
max check attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7

notifications enabled 1

'P@ssw0rd2023' -P 5693 -M system/agent version

[epeBipka BipHOCTI BHECEHUX Y KOH(ITypaIlito 3MiH Ta nepe3aryck ceppicy Nagios:

sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

sudo service nagios restart

[lepernsgaeMo 3MiHM y Bi1oOpakeHHI1 TPy XOCTIB, XOCTIB Ta iX CEpBICIB MiCs BUKOHAHUX

HaJIallITYyBaHb.

Host Group

Host Status Summary Service Status Summarny

Status Summary For All Host Groups

Limit Results:

Host *4

Host Status Details For All Host Groups

Last Check *# Duration * & Status

Linux Servers (inux-servers)
Windiows WorkStations (win-workstations)

Windows Servers (windows-servers)

Limit Resuts:

Results 1 - 3 of 3 Matching Hosts

localhast

sErv-221-1

wes22-14

01-07-2024 17:14:11
01-07-2024 17:16:00
01-07-2024 17:14:30

5d 11h 34m 49 PING OK - Packet loss = 0%, RTA= 0.06 ms
PING OK - Packet loss = 0%, RTA= 072 ms
OK: Agert_version was [3.0.1']

201 18h Om 303
0l 3h 16m 575

Service Status Details For Host 'ws-22-1-1'

Host +4 Service *¥ Status *# Last Check *# Duration *% Attempt ##  Status Information

wrs-22-1-1 CPU Usage 0K 01-07-2024 17.19:38  Od1h39m 39z 145 OK: Percent was 0.00 %
Ethetnet. Recelived bytes Ok 01-07-2024 17:18:47  0dOh19m29s  1/5 Ok Bytes_sent was 0.17 kBis
Ethernet. Sent bytes Ok 01-07-2024 17.21:31 0d Ok 17m 46 115 OK: Bytes_sent was 0.14 kBis
Free space on disk C 0K 0M-07-2024 17:21:33 Od1h 1Mm 43z 155 DK Free was 21.57 GiB
Memory Usage Ok 0M-07-2024 17:18:52  Od2hS4m2d4s 105 O Memory usage was 41.30 % (Available: 1.89 GB, Total: 3.22 GB, Free: 1.89 GB, Used: 1.33 GB)
PhysicalDrive. Read bytes 0K 01-07-2024 17:2226  0d1h10m50s 145 O Read_bytes was 0.03 MB/s
Phys=icalDrive. Read time Ok 01-07-2024 17:19:40  Od 1h &m 363 115 Ok Read_time was 0.01 ms/s
Phy=icalDrive. Write bytes Ok 01-07-2024 17:18:19  0d 1h 9m 57s 115 Ok Wirite_bytes was 0.01 MB/s
PhysicalDrive. Write time Ok 01-07-2024 17:20:28 0cd 1h 7m 48s 15 DR Wirite_time wwas 0.00 msfs
Process Court Ok 01-07-2024 17:2239  Od3h20m37s 145 O Process count was 48
System operation time Ok 01-07-2024 17:18:14  Od Oh 5m 435+ 1/ O Uptime was 3 hours 22 minutes § seconds

Resalts 1- 11 of 11 Malching Sewices

Puc. 4.14. Ilepeenso 6ukoHaHux HALAWMYBAHD:
Host Group Summary, Host Status, Service Status Details for host WS-22-1-1




MIHICTEPCTBO OCBITU I HAYKU YKPATHU ®-22.05-
KutoMupebKa JTEPXKABHUI YHIBEPCUTET «KUTOMHUPCBKA ITOJITEXHIKA» 05.02/2/125.00.1/M/OK8-
nosiTexHika Cucrema ynpasJinas sikictio Binmosigae JICTY ISO 9001:2015 2024
Exzemnisap Ne 1 Apx 50/96

Kopuchi mocuiianus
e Nagios Add-Ons Projects

https://www.nagios.org/downloads/nagios-core-addons/
e NCPA. Downloads latest stable agent

https://www.nagios.org/ncpa/#downloads
e Installing NCPA
https://nagiosenterprises.my.site.com/support/s/article/Installing-NCPA.-

9fl1de62f#Installing NCPA On_ Windows
e NCPA. Getting Started

https://www.nagios.org/ncpa/getting-started.php
e Download check ncpa.py

https://raw.githubusercontent.com/NagiosEnterprises/ncpa/master/client/check ncpa.py
e Nagios Plugins Downloads

https://nagios-plugins.org/downloads/
e GitHub. NagiosEnterprises/ncpa

https://github.com/NagiosEnterprises/ncpa
e GitHub. NagiosEnterprises/ncpa/"free disk space"

https://github.com/NagiosEnterprises/ncpa/issues/857
e Nagios Support Knowledgebase. Network Interface Checks

https://support.nagios.com/kb/article/network-interface-checks-781.html



https://www.nagios.org/downloads/nagios-core-addons/
https://www.nagios.org/ncpa/#downloads
https://nagiosenterprises.my.site.com/support/s/article/Installing-NCPA-9f1de62f#Installing_NCPA_On_Windows
https://nagiosenterprises.my.site.com/support/s/article/Installing-NCPA-9f1de62f#Installing_NCPA_On_Windows
https://www.nagios.org/ncpa/getting-started.php
https://raw.githubusercontent.com/NagiosEnterprises/ncpa/master/client/check_ncpa.py
https://nagios-plugins.org/downloads/
https://github.com/NagiosEnterprises/ncpa
https://github.com/NagiosEnterprises/ncpa/issues/857
https://support.nagios.com/kb/article/network-interface-checks-781.html
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Jlabopatopna po6ota Ne5

Hanawmyeannsa nacuenozo monimopunzy Linux xocmy na 6a3i Nagios Cross-Platform Agent.

MeTta: HamamTyBaTH MOHITOpHHT 0a30Bux mapameTpiB Ubuntu cepepy y Nagios 4.X 3a

nornomororo NCPA (Nagios Cross-Platform Agent).

IncTpymenTn: rinepsizop VirtualBox, Moaenb koM’ 0TepHOT MepexKi.

3aBaaHHs 10 J1adopaTopHOI podoTH

1. Jlna 3meHmieHHs HaBaHTakeHHS Ha VirtualBox Host TmmdyacoBo BiaKIHOUiTE poOOUy
cranuiro WS-G-N-1 Ta 1i MOHITOpHUHT.

2. Ilpoincramoiite abo immoprtyidte 3 appliance BM Ubuntu 22.04 Serv-G-N-3 Ta
HiAKITIOYITH 11 10 MoJeni KoMI ' 'oTepHoi Mepexi (puc.5.1)

3. BcraHoBiTh Ta HamamTyiiTe Ha Serv-G-N-3 axkTyalbHy BEpCII0 areHTa MOHITOPUHTY
NCPA. VY 3Biti 000B’s13k0B0 HaBeAiTh ckpiH HT TP-nigkmrouenns 1o NCPA cepgepy.

4. Cxouoirypyiite rpynu XocTiB Nagios Ias BKIOYEHHsS 10 Tpynu Linux Servers
nokajbHOro xocty Nagios (Serv-G-N-2) ta cepsepy Serv-G-N-3.

5. HanamryiiTe MOHITOPUHT OCHOBHUX cepBiciB (MiHiMyM 10) cepBepy Serv-G-N-3. VY 3Biti
000B’sI3KOBO HaBeMITh CKpiHu 3akianok Hosts Ta View Service Details for Serv-G-N-3.

3BiT Ma€ MicTUTH:

® JTICTUHT BUKOPHUCTaHHX KOMaH],
® CKpPIHIIOTH OTPUMAHMX PE3yJbTaTiB MOHITOPUHTY y Nagios 4;
e KOpOTKHI1 onuc pefaryBaHHs QaiiniB koHpiryparii Nagios 4.

TeopeTn4Hi BizomocTi

Ha pwuc.5.1. HaBemeHa MOJENb KOMIT IOTEPHOI Mepexi, moOyJqoBaHa I Yac BHUKOHAHHS
noniepeHiX Jaboparopaux poodit. Jlo cepBepy Serv-G-N-2 namamroBano SSH noctym uepe3 NAT
Network mia VirtualBox Host.

Serv-G-N-1
(NSClient++) Q
,,Q?,?z;\ B \Q/
= T __—
Serv-G-N-2 = VirtualBox Host

WS-G-N-1 (NCPA)
MOHITOPUHT BUMKHEHO

NatNetwork
(Gateway/DNS)

Serv-G-N-3 (NCPA)

Puc. 5.1. Tononozia mepesrci
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Ha cepgepi Serv-G-N-2 po3ropHyTo cHCTeMY MOHITOPUHTY Ha 6a3i Nagios 4.X. MoHITOpUHT
OCHOBHHX cepBiciB cepBepy Serv-G-N-1 BukonyeThcs 3a qonomoror NSClient++. Poboya craniis
WS-G-N-1 Ta ii MOHITOPMHT THMYacoBO BUMKHEHO. Omnuc 1i€i omepalii HaBeACHO MJali.
HanamroBano ninkmodenss 3 xocty NAT Network mo nporokoixy HTTP no cuctemy MoHiTOpUHTY

i) KOpHCTyBa4eM nagios.

Host Status Details For All Host Groups

Limit Results:
Host *% Status *¥ Last Check ## Duration *¥ Status
localhost g urP 01-07-2024 174441 5 12h 2m 7s PIMNG OK - Packet loss = 0%, RTA =006 ms
sery-22-1-1 Q\ up 01-07-2024 17:44:00 2d 16k 27Tm 483 PING O - Packet loss = 0%, RTA= 055 ms
ws-22-11 g urP 01-07-2024 17:44:30 Ocl 3h 44m 155 O Agent_version was [30.1']

Results 1 -3 of 3 Matehing Hosts

Service Overview For All Host Groups

Linux Servers (linux-seners) Windows WarkStations (win-workstations) Wiindows Servers (windows-seners)
Host Status Services Actions Host Status Services Actions Host Status Services Actions

localhost  UP A& wszzia QB & sevzia AR &R

Puc. 5.2. Hosts, Host Groups.

Service Status Details For Host 'serv-22-1-1'

Limit Results:

Host *% Senice ¥ Status *¥  Last Check *#% Duration *%  Attempt #¥%  Status Information
serv-22-1-1 Active Directory Domain Services OK 1-07-2024 17:45:04 Od1hS2msls 113 NTDS: Started

C:\ Drive Space OK 01-07-2024 17:46:07 Od 2h 1m 47= 13 ©: - total: 4946 Gh - used: 11.10 Gb (22%) - free 35.36 Gb (76%)
CPU Load OK 01-07-2024 174711 Ocl 2h Om 43 13 CPU Load 1% (S min average)
DHCP Server OK 01-07-2024 17.38:14 Od1hS8m40s /3 DHCPServer: Started
DME Server OK 01-07-2024 173817 Od1hS8m37s 113 DNE: Started
Memory Usage OK 1-07-2024 17:40:20 Od1hSTm34s 113 Memory usage: total:4799 59 MB - used: 1591 92 MB (33%) - free: 3207 67 MB (E7%)
MEClient++ Yersion OK 01-07-2024 17:44:23 Od1hS3m3s 13 MNEClient++ 0.5.2 39 2018-02-04
Uptime OK -07-2024 17:45.25 O 2h 2m 29s 13 System Uptime - 0 day(s) 3 houris) 50 minute(s)
Windovws Remote Management OK 1-07-2024 17:46:25 Oc 2h 1m 26 13 WinRht Started
Windows Time OK 01-07-2024 174732 Ocl 2h Om 225 13 W32Time: Started

Resufts 1- 10 of 30 Matching Sewices

Service Status Details For Host 'ws-22-1-1"

Limit Results:

Host * 4 Senice *¥ Status #%  Last Chack *# ion % attempt #%  Status Information

ws-22-1-1 CPU Usage Ok 01-07-2024 17:44:38  0d 2h 4m 49s 1i5 OK: Percent was 0.00 %
Ethernet. Received bytes Ok 01-07-2024 17:43:47  0dOh 44m 39z 145 OK: Brytes_sent was 014 kBis
Ethernet. Sent bytes OK 01-07-2024 17:46:31 0d Oh 42m 56z 145 O Bytes_sent was 017 kBis
Free space on disk C Ok 01-07-2024 17:46:33  0d1h 36m3S3z 15 OK: Free was 21 .57 GiB
Memory Usaoe O 01-07-202417:43:52  0d3h19m34s 14 OH: Memory usaoe was 41.20 % (Svailable: 1.89 GB, Total: 322 GB, Free: 1.89 GB, Used: 1.33 GB)
PhysicalDrive. Read bytes O 01-07-2024 17:47:26  0d 1h 36m 0= 1i5 OK: Read_bytes was 0.00 MB/s
PhysicalDrive. Read time Ok 01-07-2024 17:44:40  0dd1h 33md6s 145 OK: Read_time was 0.00 msis
PhysicalDrive Wiite bytes OK 01-07-2024 174818 0d1h 35m 7= 15 O Write_biytes was 0.01 MBJ/s
PhysicalDrive  Write time Ok 01-07-2024 17:45:28  0d1h32mS3s 15 Ok Wirite_time was 0.00 mels
Process Court Ok 01-07-2024 17:47:39  0d 3h43m4d7s 13 O Process count was 45
System operation time OK 01-07-202417:4814  0dOh30m12s 145 O Uptime was 3 hours 52 minutes 8 seconds

Resuits 1- 11 of 1 Matching Senices

Puc. 5.3. Service Status Details for Serv-22-1-1 & WS-22-1-1

Jns 3meHmeHHss HaBaHTakeHHS Ha VirtualBox Host MOXIHBO THMYacoBO BIIKITIOYHTH
pob6ouy craniito WS-G-N-1 Tta ii MoHiTopuHr. [[7s 11pOT0 MEepeMEHOBYEMO KOH(ITypariiHui

¢aiin pobodoi cTaHii:

sudo my /usr/local/nagios/etc/objects/workstation/ws-22-1-1.cfg
/usr/local/nagios/etc/objects/workstation/ws-22-1-1.cfg.bkp
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[lepeBipsieMo BiCYTHICTh MOMUIJIOK Y KOH(Irypariii Ta nepesamyckaemo cepic Nagios:
sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg
sudo service nagios restart

[Ticns mporo MokeTe BUMKHYTH poOouy cTanmiro WS-G-N-1

CTBOprOEMO BIpTYyaJbHY MAIIMHY JUIsl po3ropTaHHs cepBepy Serv-G-N-3, moOygoBaHOMYy Ha
OC Ubuntu 22.04.

s posropraHHsi cepBepy IMHOPTYyeTbesl BinmoBigHuii ¢ain VirtualBox appliance, abo
BUKOHYETHCS CTBOPEHHS Ta IHCTAJALISA CEepBepy y BIANOBITHOCTI A0 iHCTpykuii «/lomatok 1»
METOJMYHUX BKa31BOK 710 1abopaTopHoi podotu Nel «CTBOpeHHS CTEHAY JUIsl BAKOHAHHS POOIT.)».

[Ticnsa iMmopty cepBepy 3 appliance Horo HeoOXiJHO MepelMeHyBaTH y BiJIIMOBIIHOCTI 0
BapianTy. [leperisin Ta nepeiMeHyBaHHs IOTOYHOTO IMEH1 CEpBEPY:

sudo hostname Serv-G-N-3

hostnamectl

sudo hostnamectl set-hostname New-Name-Server
sudo reboot

He Serv-G-N-3 — HoBe iM’st cepBepy. Ilicna immopry, abo iHcTanAmii cepBepa HEOOXiTHO
BUKOHATH MOTO MiIKIIOYEHHS 0 BiAMOBIAHOI BIpTYalIbHOI MEPEXi, A0 SKOI MiIKIIOYEH] 1HII XOCTH
Mojieli KoMI ' roTepHoi Mepexi. [ligkmoueHHs moka3aHo Ha puc. 5.4.

& Senv-22-1-3 - Settings = =

E General Network
System Adapter1 | Adapter2 | Adapter3 | Adapterd
D Display Enable Metwark Adapter

Attached to: |NAT Network w
@) soeee
Marne: | Network-SHM v

(Dj fudio “ Advanced

@ Netwark Adapter Type: |Intel PROJ1000 MT Desktop (62540EM) hd

@ Serial Ports Promiscuous Mode: | Deny v

j) \sE MAC Address: 080027231751 @
Cable Cannected
I_:l Shared Folders

lf‘ User Inkerface
Puc. 5.4. Mepeorcesi nanawmysanus onss BM Serv-22-1-3 (Ubuntu 22.04) y VirtualBox.

Serv-G-N-3 ckoH(IrypoBaHO Ha AMHAMIUHY aJpecaliio i, MOKJIMBO, BiH aJpecy OTPUMYE BiJl
DHCP Serv-G-N-1. 3miHIOEMO HaJIaIITyBaHHS JWHAMIYHOI ajgpecu Ha cratuuny. lllykaemo Ha3By
MepexeBOro iHTepdeicy, Skuii He0OX1THO BiIpearyBaTu

ip a abo ip link
lykaemo koH@irypauiiini ¢aitnu Netplan (3 posmmpenHsm YAML), mo 30epiratotecsi B
Karanosi /etc/netplan. MiMoBipHO, y IbOMy KaTanio3i € oauH abo naekinpka dainie YAML. Ha3zga
(ailry MoXKe BIIPI3HATHCS 3aJI€)KHO BiJl HAJIAIITYBaHb.

sudo dir /etc/netplan

Hanpuknaz, y karanosi 3HaiiieHo ¢aiin 00-installer-config.yaml. PoOumo ioro Gekam nepen
penaryBaHHsIM:
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sudo cp /etc/netplan/00-installer-config.yaml 00-installer-config.yaml.backup
BinkpuBaemo 1715 pearyBaHHsS

sudo vi /etc/netplan/00-installer-config.yaml

Bwmict ¢aitmy Netplan mns IP-agpecn 192.168.22.137/26, mimro3: 192.168.22.129, DNS-
cepsepu: 192.168.22.131, 192.168.22.129:

# This is the network config written by 'subiquity'
network:
ethernets:
enp0s3:
addresses: [192.168.22.137/26]
gateway4: 192.168.22.129
nameservers:
addresses: [192.168.22.131, 192.168.22.129]
version: 2

36epiraeMo BigpeaaroBanuii Netplan Ta 3acTocOByeEMO BHECEHI 3MiHU:
sudo netplan apply
HanamroByemo Port Forwarding nnst opranizanii SSH moctyny mo cepepy Serv-G-N-3 3

¢diznuHOi MammHM — XocTa VirtualBox. HamamryBaHHS BAKOHYETBCSI Y MEHIO

[Oracle VirtualBox Manager| — [File] — [Tools| — [Network Manager| — [Nat Network] —
[Properties] — [Port Forfarding] — [IPv4].

Hassa mpasuna NAT — “Serv-G-N-3 SSH” ,

ne G —rpyma,

N — BapianT, mo Bu Bukonyete, npotokon — “TCP”.

V skocti Guest IP 3anaemo [P-agpecy cepBepa, siky MU OTpUMAaIH 32 JOIIOMOI'0OI0 KOMaHH ip

a , Port — 22 — mopr «3a 3amoBuyBaHHAM» U1 SSH noctymy.

VY skocti Host IP 3amaemo IP-agpecy namoro ¢izuunoro IIK (xocra VirtualBox ), sikuit
MOJKHa neperyisinyTH uepe3 ipconfig /all, y sxocti Host Port — «BinbHUil», ab0 HeicHyrounit mis
obpanoro IP mopt. O6upaemo nopt 3a gonoMororo komanau netstat -an | findstr "IP_Hosts".

General Options Port Forwarding

IPvd IPvG

Name Protocal Haost 1P Haost Part Guest IP Guest Park
Serv-z2-1-2 HTTP TCP 192.168.1.176 &0 192,166.22.135 &0

Servy-22-1-2 35H TCP 192,168.1.178 2244 192,165.22,135 22

Sery-22-1-3 55H TCP 192,168.1.176 2245 192,1658.22,137 22

Puc.5.5. Hanawmyeanus npasuna nepeaopecayii nopmy ons SSH 0o cepsepy Serv-22-1-
3[192.16.22.137].
s nepeadpecayii suxopucmogyemocs nopm 22435.

Ha puc. 5.5 nmoxazane HamamrtyBanHs port forwarding mms SSH miaxmtouenns y NAT
Network. ¥V saxocti nopty nepeanpecauii st Serv-22-1-2 obpano 2244, nns Serv-22-1-3 — nopt
2245. Insa Serv-22-1-2 opranizoBano noctyn no 80 mopty (HTTP) no cucremu MoHiTOpUHTY
Nagios.

Bcranosumo ta Hanamryemo NCPA Ha cepsepi Serv-G-N-3.
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3aBaHTa)KyeMO OCTaHHIO cTalLIbHY Bepcito areHTa Juisi DEB Linux 64-bit (Ubuntu 16+) 3

odimiitHoro cauty https://www.nagios.org/ncpa/#idownloads . Ha MOMeHT HamucaHHS ILHOTO

nokyMeHTY 11e Bepcid 3.0.1.

[lepexonruMo B TUMYAcCOBHI KaTajor (Moxe OyTu Oyab-IKuil, HalpuKiIal, /tmp)
cd /tmp
3aBaHTaxxyeMo Ta BcTaHOBIIOEMO NCPA

sudo wget https://assets.nagios.com/downloads/ncpa3/ncpa-latest-1.amd64.deb
sudo dpkg -i ./ncpa-latest-1.amd64.deb
3amyck Ta nepeBipka podotu ciyxou NCPA:
sudo systemctl start ncpa
sudo systemctl status ncpa
Jns 3abe3nedyeHHs Oe3mekd Ta aBTeHTH(]IKAmil HamamrToByeMo Token-u, aHAIOTIYHO
HanamtyBaHHIM NCPA for Windows. Ile poOutbcsi pemaryBaHHsM KoH}irypariidiHoro danmy
NCPA, sxwmii 3Haxoauthest B /ust/local/ncpa/etec/ncpa.cfg. llykaemo po3ain [api] Ta BCTAHOBIIOEMO

taeMHui Ki1r04 (Token) a1 macMBHUX MEPEBIPOK.

community string = mytoken #6yi0
community string = P@ssw0rd2023 #craio

A 3a psaakom no3zsoiry WEB API moctymy admin_gui access = 1 BcranoBmoemo Token s
HTTP WEB API. Bin Moxke BiApi3HATHCS BiJ] KIF04a, 10 BCTAHOBIICHUH IS TTACHBHUX MIEPEBIPOK,

aJyie BpaXOBYIOUH, IO [1¢ HABYAIBHUN CTEHI, Y SIKOCTI KJIFOYa BCTAHOBIICHO THIIOBY TOCIIIOBHICTh

cumBoItiB P@ssw0rd2023
admin password = None #6ys0o
admin password = P@ssw0rd2023 #crasno

30epiraemo 3MiHU Ta nepe3amyckaemMo ciyxoy NCPA:
sudo systemctl restart ncpa

[epesipka mpanesnatHocti NCPA Moxxe OyTH BHKOHaHA aHAJOTIYHO MEpeBipKaM, IO MH
BukonyBanu 1yt NCPA for Windows. [lepeBipka, mo ciayx6a NCPA mpairoe npaBuibHO Ta cliyxae
nopt 6e3nocepennbo Ha NCPA:

nc -zv localhost 5693
a6o0 3 3 cepBepy Nagios
nc-zv 192.168.22.137 5693
nepesipka LT cepepy
/usr/local/nagios/libexec/check ncpa.py -H 192.168.22.137 -p 5693 -t P@sswOrd2023 -M
cpu/percent -w 80 -c 90 -q 'aggregate=avg'
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J/ 21 e et/ obd §
Puc. 5.6. Ilepeanao siocyky NCPA cepsepy Serv-22-1-3 3 Serv-22-1-2
HeoOxinHo BimpemaryBatu KoOH(]IirypauiiiHi ¢aitiin nias BipHOTO BiJOOpakeHHS TpyIu
cepBepiB Linux.
VY aiini rpyn xoctiB /usr/local/nagios/etc/objects/hostgroups.cfg nonaemo cexuito Linux

Servers:

define hostgroup f{
hostgroup name linux-servers
alias Linux Servers

VY (aitnmi  koHpiryparii jokanpHOro ceppepy /usr/local/nagios/etc/objects/localhost.cfg

«IIPUOUPAEMO» BIATIOBIAHY CEKIIIIO:

#define hostgroup {

# hostgroup name linux-servers ; The name of the hostgroup

# alias Linux Servers ; Long name of the group

# members localhost ; Comma separated list of hosts that belong
to this group

#}

Y romoBHOMYy KoH(irypamiiHomy ¢aiimi /usr/local/nagios/etc/nagios.cfg BumMuKaemo 3

nepesiky KoHirypauiiHux Qaiini ¢aiii 10KanbHOro XOCTY:

# Definitions for monitoring the local (Linux) host
#cfg file=/usr/local/nagios/etc/objects/localhost.cfg

[Tepenocumo koHpirypamiiHuil (aiia J0KaJIbHOrO XOCTY 10 KaTajuora, 3ape3epBOBaHOTO IS
rpymnu xocTiB Linux Servers
sudo mv /usr/local/nagios/etc/objects/localhost.cfg
/usr/local/nagios/etc/objects/linux/localhost.cfg
CrBoproeMo THMOBHUI KoHQirypauiiiauii ¢ain mis HoBoro cepsepy Serv-G-N-3 3 rpymnu
XOCTIB Linux Servers y BiJITOBITHOMY, 3ape3epBOBAHOMY KaTaso3i:

/usr/local/nagios/etc/objects/linux/serv-22-1-3.cfg

define host {

host name serv-22-1-3
address 192.168.22.137
use linux-server
hostgroups linux-servers
check command check ncpa!-t 'P@ssw0rd2023' -P 5693 -M system/agent version
max_check attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7

notifications enabled 1

}

define service {

host name serv-22-1-3

use generic-service

service description CPU Usage

check command check ncpa!-t 'P@ssw0rd2023' -P 5693 -M cpu/percent -w 20 -c 40 -q

'aggregate=avg'
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}

max_check attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7

define service {

host name

use

service description
check command

serv-22-1-3
generic-service
Memory Usage

check ncpa!-t 'P@ssw0rd2023' -P 5693 -M memory/virtual -w 50 -c 80 -

u G
max check attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7
}
define service {
host name serv-22-1-3
use generic-service
service description Process Count
check command check ncpa!-t '"P@ssw0rd2023' -P 5693 -M processes -w 150 -c 200
max check attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7
}
[lepeBipka BipHOCTI BHECEHUX y KOH(ITYpallito 3MiH Ta mepe3amyck ceppicy Nagios:
sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg
sudo service nagios restart
[Teperysin BCiX TOCTYIMHUX TTapaMeTPiB MOHITOPUHTY JJISI IIHOTO CepBepy 3 cepBepy Nagios:
/usr/local/nagios/libexec/check ncpa.py -H 192.168.22.137 -t P@sswO0rd2023 -p 5693 —list
JlomaemMo Kiibka BaKJIMBHX TapamMeTpiB MOHITOPUHTY s cepBepy Serv-G-N-3 y daiin
KoH(piryparmii:

define service {

host name serv-22-1-3

service description Ethernet. Sent bytes
check command check ncpa!-t 'P@ssw0rd2023' -P 5693 -M
interface/enp0s3/bytes sent -d -u k -w 10 -c 100
max_check attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7
}
define service {
host name serv-22-1-3
service description Ethernet. Received bytes
check command check ncpa!-t 'P@ssw0rd2023' -P 5693 -M

interface/enp0s3/bytes recv -d -u k -w 10 -c 100

max_check attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60

notification period 24x7

}

define service {
host name

service description

serv-22-1-3
System operation time




MIHICTEPCTBO OCBITU I HAVKU YKPATHU ®-22.05-
KuroMupchKa JEPKABHHUI YHIBEPCATET «KUTOMUPCBKA MOJITEXHIKA» 05.02/2/125.00.1/M/OK8-
nosiTexHika Cucrema ynpasJinas sikictio Binmosigae JICTY ISO 9001:2015 2024
Exzemnasp Ne | Apx 58/96
check command check ncpa!-t 'P@ssw0rd2023' -P 5693 -M 'system/uptime’
max check attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7
}
define service f{
host name serv-22-1-3
use generic-service
service description Logical disk
check command check ncpa!-t 'P@ssw0rd2023' -P 5693 -M 'disk/logical/|/free' --warning
10: --critical 5: -u G
max_check attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7
}
define service {
host name serv-22-1-3
use generic-service
service description Logical disk used percent
check command check_ncpa!-t 'P@ssw0rd2023' -P 5693 -M
'disk/logical/|/used percent' --warning 90 --critical 95
max check attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7
}
define service f{
host name serv-22-1-3
use generic-service
service description Disk SDA. Read bytes
check command check ncpa!-t 'P@ssw0rd2023' -P 5693 -M
'disk/physical/sda/read bytes' -d -u M -w 50 -c 100
max_check attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7
}
define service {
host name serv-22-1-3
use generic-service
service description Disk SDA. Write bytes
check command check ncpa!-t 'P@ssw0rd2023' -P 5693 -M
'disk/physical/sda/write bytes' -d -u M -w 50 -c 100
max_check attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7
}
define service f{
host name serv-22-1-3
use generic-service
service description Disk SDA. Read time
check command check ncpa!-t 'P@ssw0rd2023' -P 5693 -M

'disk/physical/sda/read time' -d -w 50 -c 100

max check attempts
check interval

retry interval

check period
notification interval
notification period

5

5

1
24x7
60
24x7
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Hoctyn uepesz GUI npu migkmouenni 7o NCPA nHa cepBepi Serv-G-N-3 3 cepBepy Serv-G-N-
1, abo po6ouoi crantii WS-G-N-1 mo nokazanuii Ha puc.5.6.

@ os

B Checks - NCPA

92.168.22.137:5693/guifchecks?page=1 ~ § Certificate error @ | Search...

+ Checks ©

Checks Status  Any v Type | Both Vv || Executed By ¥ | ¥ Filter

Page 1 of 17 Showing 1 - 20 of 331 total check records

Mode Endpoint Check Time Status Status Information

system/agent_wversion 01/08/2024 20:25:44 OK OK: Agent_version was ['3.0.1']

disk/physical/sda/write_bytes 01/08/2024 20:25:43 0K OK: Write_bytes was 0 MB/s | "write_bytes'=0;50;100;
disk/logical/|/used_percent 01/08/2024 20:25:42 (o] 4 OK: Used_percent was 46.10 % | 'used_percent'=46.10%;50;95;
interface/enp0s3/bytes_sent 01/08/2024 20:25:33 oK OK: Bytes_sent was 0.12 kB/s | 'bytes_sent'=0.12;10;100;
disk/logical/|/free 01/08/2024 20:25:14 WARNING ~ WARNING: Free was 5.15 GB | 'free’=6.15GB;10:;5:;
disk/physical/sda/read_time 01/08/2024 20:25:06 0K OK: Read_time was 0 ms/s | ‘read_time'=0;50;100;
interface/enp0s3/bytes_recv 01/08/2024 20:24:47 oK OK: Bytes_recv was 0.20 kB/s | 'bytes_recv'=0.20;10;100;
disk/physical/sda/read_bytes = 01/08/2024 20:24:30 0K OK: Read_bytes was 0.00 MB/s | 'read_bytes'=0.00;50;100;

Puc. 5.6. Ilepeanao napamempis monimopuney Linux cepsepy Serv-22-1-3 uepes
https://192.168.22.137:5693

IepeBipka BipHOCTI BHECEHHX Y KOH(}ITypaIlito 3MiH Ta nepe3aryck ceppicy Nagios:
sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

sudo service nagios restart

Service Status Details For Host 'ws-22-1-1"

Limit Rezults:

Host *# Service *# Status * ¥ Last Check *# Duration *¥ Attempt *§ Status Information

ws-22-1-1 CPU Usage OK 01-07-20241719:38  0d1h389m39s 15 OK: Percent was 0.00 %
Ethernet. Received bytes (=28 01-07-2024 171847 Ocd Oh 19m 29 15 QW Bytes_sert was 017 kBrs
Ethernet. Sent bytes OK 01-07-202417:21:31 0dOh17m4aBs 146 QK: Byte=_sert waz 014 kBrz
Fres space on disk C Ok 01-07-202417:21:33  Od1h11m43s 1) Ok Free was 21.57 GiB
Memory Usage Ok 01-07-2024 171852  Od 2h54m 24s  1)5 OK: Memory usage was 41 .30 % (Available: 1.89 GB, Total: 3.22 GB, Free: 1.89 GB, Used: 1.33 GB)
PhysicalDrive. Read bytes Ok 01-07-202417:2226 Od1h10m30s 15 Ok Read_bytes was 0.03 MBis
PhysicalDrive. Read time ok 01-07-2024 17:19:40  Od 1h 8m 36s 15 Ok Read_time was 0.01 msfz
PhysicalDrive. Write bytes (=28 01-07-2024 171819 Od 1h 9m 57s 145 O Write_bytes was 0.01 MBfs
Physicallrive. Wite time (o128 01-07-202417:20:28 Od 1h 7im 485 145 DK Write_time was 0.00 msis
Process Count OK 01-07-202417:2233  0d3h20m 37s 14 OK: Process count was 48
System operation time OH 01-07-2024 171814 0Od Oh Sm 43s+ 145 OK: Uptime was 3 hours 22 minutes 8 seconds

Resuits 1 - 11 of 11 Matching Services

Puc. 5.7. Ilepe2nso 6UKOHAHUX HANAWMYBAHD.
Host Group Summary, Host Status, Service Status Details for host Serv-22-1-3

Host Status Details For All Host Groups
Service Overview For All Host Groups

LUimd Fesubs [ 100~
Hast *& Status # & Last Cleck #& Status Infarmation
5w 01-06-2024 204545 s PING O - Paciet Kt = 0%, RTA = 079 me: Linux Servers (linux-semvers) Windows WarkStations (win-workstations) Windows Semvers (windows-servers)
E B 1082024 204225 0d Oh Sm 415 PG 0K - Packet lozs « 0%, RTA= 007 ma Host Status Services Actions Host Status Services Actiohs Host Status Services Actions
2213 Bw 01082024 2046112 004h50m 43 K Agtet_version was 13011 CY=¥:} FEem S &
serv-221-2 UP serv-22414 P 100K
w1 B w Py ——— stnomse o At ks 13011 we21 W RBA

g4

serv-224-3 UP

Ftsuls 14 of § Matching Hosts
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Service Status Details For Host 'serv-22-1-2'

Litmit Results:
Host *& Senice T# Status *%  Last Check *¥ Duration * & Attempt #%  Status Information
sery-22-1.2 Currert Losd Ol 01-08-2024 20:48:0 0cd Ok 11m 9z 1/4 K - load aversge: 000, 0.00, 0.00
Currert Users Ok 01-05-2024 20:45.37 Od Oh 10m 33= 1/4 USERS OK - 2 users currently logged in
HTTP H‘ O 01-058-2024 20:44:14 Ocl Oh 9m 563 1/4 HTTP OK: HTTPM 1 200 Ok - 10945 bytes in 0.001 second response time
FIMG O 01-058-2024 20:44:50 Ocl Oh 9m 205 1/4 PING O - Packet loss = 0%, RTA = 0.06 ms
Root Partition Ol 01-08-2024 20:45:27 Oc Oh Sm 435 1/4 DISK OK - free space: [ 5442 MB (50.02% inode=88%):
SSH W | OK 01-08-2024 20:46:03 0d Oh 8m 7s 1/4 SSH OK - Opens=H_8 991 Ubuntu-3ubuntul 6 (protocol 2.0)
Swvap Lisage Ok 01-05-2024 20:46:39 0d 0h 7im 315 114 SWAP O - 100% free (1910 MB out of 1914 ME)
Total Processes QR 01-08-2024 20:47:16 Oc Oh Gm 545 1/4 PROCS OH: 48 processes with STATE = RSZDT
Resgits 1- & of § Matching Senices
Service Status Details For Host 'serv-22-1-3"
Litmit Results:
Host *# Service *¥ Status *%  Last Check *# Duration %  Attempt %  Status Information
gery-22-1-3 CPU Usage (a4 01-08-2024 20:47:01 O 4h 52m 48z 15 QK: Percent was 0.00 %
Dizk S0, Read bytes O 01-08-2024 20:492:30  0d Oh 25m 192 1/5 OK: Read_kbytes was 0.00 MBiz
Dizk S0A. Read time O 01-08-2024 2004506 0d Oh 24m 43z 1i5 OH: Read_time was 0.00 ms/fs
Dizk S0&Wirte bytes OK 01-08-2024 2004543 Od Oh 24m B2 14 OK: inirite_kytes was 0.01 MBIz
Digk SDAWirite time O 01-08-2024 20:4820  0dOh17m30s 15 OK: Write_time wag 34 .40 mafz
Enpls3. Received bytes o34 01-08-2024 20:44:47  Od 3h Sim 25 145 OK: Bytes_recy was 0.0 kBfs
EnpOs3. Sent hyles O 01-08-2024 2004533 0d 3h 4m 16z 145 OH: Bytes_sent was 0.14 kBiz
Logical disk O 01-08-2024 20:4514  0d0Oh19m 35z 1/5 OHK: Free was 615 GB
Logical disk used percent o8 01-08-2024 2004542 Od Oh 59m 7= 145 O Used_percent was 46.10 %
Memory Usage QR 01-06-2024 20:47:50  Ocd 4h 31m 59 145 OH: Memory usage was 41.80 % (Availsble: 0.58 GB, Total: 1.00 GB, Free: 019 GB
Process Count QK 01-08-2024 2004839 Od4hSim 10z 15 OHK: Process count was 103
System operation time Ok 01-08-2024 20:47:23  Od 1h Tin 262 155 QK: Uptime was 7 hours 54 minutes 3 seconds

Results 1- 12 of 12 Matching Services

Puc. 5.8. Ilepeansio suxonanux narawmysans y Nagios.
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Jonatok 1.

Bunpagiiennsi noMWIKH 3 3anyckom KJieHta Nagios Ha Ubuntu.

Bunpasnennst momuiku 3 pob6otoro ncpa. [lepeBipsieMo cTaTyc ciyOu KIli€HTa.
sudo service ncpa status
Bumukaemo aBtoszamyck ciay:xOm NCPA, mo0 BoHa He 3amyckaiacs Wi dac
Mepe3aBaHTAKCHHS CHCTEMHU.
sudo systemctl disable ncpa
sudo reboot
sudo service ncpa status
3MiHIOEMO TIpaBa J0CTyIy A0 (airy mporecy ncpa.pid, mo0 A03BOJIMTH HOTO BUIAJICHHS Ta
BHJIAJISIEMO.
sudo chmod 777 /usr/local/ncpa/var/run/ncpa.pid

sudo rm /usr/local/ncpa/var/run/ncpa.pid

[epe3amyckaeMo ciry:k0y Ta BiIHOBIIOEMO ii aBTO3aITyCK.
sudo service ncpa restart
sudo systemctl enable ncpa

Ile yHiBepcaabHMI aqrOpUTM BiJHOBJEHHS Ta Mpaltoe Takox 3 nrpe. daiin mpouecy nrpe-

KIII€EHTa 3HAXOAUThCs 1Mo HUIsAXy /ust/local/nagios/var/nrpe.pid
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Kopuchi nocuianus

e Nagios Add-Ons Projects

https://www.nagios.org/downloads/nagios-core-addons/
e NCPA. Downloads latest stable agent

https://www.nagios.org/ncpa/#downloads
e Installing NCPA
https://nagiosenterprises.my.site.com/support/s/article/Installing-NCPA.-

9f1de62f#Installing NCPA On Windows
e NCPA. Getting Started

https://www.nagios.org/ncpa/eetting-started.php
e Download check ncpa.py

https://raw.githubusercontent.com/NagiosEnterprises/ncpa/master/client/check ncpa.py
e Nagios Plugins Downloads

https://nagios-plugins.org/downloads/
e GitHub. NagiosEnterprises/ncpa

https://github.com/NagiosEnterprises/ncpa
e GitHub. NagiosEnterprises/ncpa/"free disk space"

https://github.com/NagiosEnterprises/ncpa/issues/857
e Nagios Support Knowledgebase. Network Interface Checks

https://support.nagios.com/kb/article/network-interface-checks-781.html



https://www.nagios.org/downloads/nagios-core-addons/
https://www.nagios.org/ncpa/#downloads
https://nagiosenterprises.my.site.com/support/s/article/Installing-NCPA-9f1de62f#Installing_NCPA_On_Windows
https://nagiosenterprises.my.site.com/support/s/article/Installing-NCPA-9f1de62f#Installing_NCPA_On_Windows
https://www.nagios.org/ncpa/getting-started.php
https://raw.githubusercontent.com/NagiosEnterprises/ncpa/master/client/check_ncpa.py
https://nagios-plugins.org/downloads/
https://github.com/NagiosEnterprises/ncpa
https://github.com/NagiosEnterprises/ncpa/issues/857
https://support.nagios.com/kb/article/network-interface-checks-781.html
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Jlabopatopna po6ota Ne6

HanamryBanns Nagios monitopunry Ha 6a3i NRPE (Nagios Remote Plugin Executor).

Merta: HamamTyBaTH MOHITOPUHT O0a30Bux nmapamerpiB Ubuntu tTa Windows ceppepiB y Nagios 4.X
3a normomororo NCPA (Nagios Cross-Platform Agent).

IncrpymenTu: rinepsizop VirtualBox, Momens KoMIT I0TepHOT MEPEXKi.

3aBaaHHs 10 J1a0OpPaTOPHOI podOTH

1. Bukonaiite HanamtyBanHs NRPE Ha Nagios-cepsepi Serv-G-N-2.

2. Buxownaiite nanamryBanns NRPE-cepBepy Ha ninykc-cepsepi Serv-G-N-3.

3. Homnaiite xinbka, Ha Bam BuGip, mapamerpiB NRPE-MoHITOpUHTY 110 BHKOHYIOTHCSI Ha
Serv-G-N-3.

3BiT Ma€ MicTUTH:

® JIICTHHT BUKOPHCTaHUX KOMAaHT;
® CKpPIHIIOTH OTPUMAHHX PE3yJbTaTiB MOHITOPUHTY y Nagios 4;
® KOpPOTKHI onuc pefaryBanHs ¢aitniB koH}irypamii Nagios 4.

Teopernuni BitomocTi

Ha pwuc.6.1. HaBemeHa Mojenb KOMIT IOTEPHOI Mepexi, moOyaoBaHa MiJ 4ac BHUKOHAHHS
nonepeaHix gsadoparopaux pooit. Jlo cepepy Serv-G-N-2 nanamroBano SSH goctyn uepes NAT
Network mia VirtualBox Host.

Serv-G-N-1
. (NSClient++)

G-N.? —
Serv-G-N-2 R

(Nagios Core)

WS-G-N-1 (NCPA)
MOHITOPMHF BUMKHEHO

NatNetwork
(Gateway/DNS)

Serv-G-N-3 (NCPA)

Puc. 6.1. Tononozia mepesxrci
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Ha cepgepi Serv-G-N-2 po3ropHyTo cHCTeMY MOHITOPUHTY Ha 0a3i Nagios 4.X. MoHiTOpUHT
OCHOBHHX cepBiciB cepBepy Serv-G-N-1 Bukonyerbest 3a nmomomororo NSClient++. OcHOBHI
cepBicu pobouoi cranmii WS-G-N-1 ta Ubuntu-cepBepy Serv-G-N-3 BiJICHiJIKOBYIOTbCS 3a
nonomoroto NCPA. HanamroBano nigkmoueHss 3 xocty NAT Network mo nporokory HTTP no
CHCTEMY MOHITOPHHTY TIi/I KOPUCTYBa4eM hagios.

Host Status Details For All Host Groups
Service Overview For All Host Groups

us *# Last Chack * &
0108204 04545
0108204 204225
01-08-2024 2048119
0108204 204857 TS

Status Information

Linux Senvers (linus-servers) Windows WorkStations (win-workstations) Windows Servers (windows-servers)
Host Status Services Actions Host Status Sendces Actions Host Status Services Actions

[T QAB&E o q@g st W RYEY:S
serv2243 P ABA R

555582

Pepebl ]

Results 1 -4 of 4 Walching Hosts

Puc. 6.2. Ilepeansno epyn xocmie ma xocmis y Nagios.

NRPE po3po6ienuii, mo0 A03BOJIMTH 3alycKaTy muiarind Nagios Ha BIIAJICHUX MalllMHAX
Linux/Unix. OcHOBHa NPpUYHMHA JUIS IBOTO TOJISTA€E B TOMY, 100 103BOIUTH Nagios KOHTPOIIOBATH
«JIOKallbHI» pecypcu (Hampukiaja, HaBaHTaxkeHHs LI, BukopucTtaHHs mnam’sTi TOIIO) Ha
BianeHnx mMamuHaxX. OCKUTBKH I1i 3araIbHOJOCTYITHI pecypcH 3a3BHUYail HE OCTYIHI 30BHILTHIM
MalIvHaMm, Ha Biaganennx MamuHax Linux/Unix notpiOHO BCTaHOBUTH Takuii areHT, ik NRPE.

[Tnariam Nagios Mo)kHa 3amyckatu Ha BigmaneHux mamuHax Linux/Unix gepe3 SSH. Icnye
wiaria check by ssh, sxuit go3Bomsie 1ie 3podutu. Bukopucranus SSH e Ginbin Oe3rnedHnM, Hix
arenT NRPE, ame BoHO Takox Hakianae Oinmpmi Butpate (LIII) sik HAa MOHITOpHWHT, Tak i Ha
BigmaneHi mammHu. lle Moke craTw mMpoOIEeMOI0, KOJIM BH TOYMHAETE CTEXHUTH 32 COTHSAMH abo0
TucsyamMu mMamuH. barato anminictpatopiB Nagios Bubuparots Bukopuctanis NRPE gepes menie

HaBaHTaXCHHS.

a5 check_disk Local

[ Nagios Hchsck_nrpe NRPE Rescarcos
I

and
check_load Sarvices

Monitoring Host Remote Linux/Unix Host

Puc. 6.3. Juzatin Nagios — SSL — NRPE.

NRPE cknagaerbess 3 nBoxX uacTuH: mariHa check nrpe, skwii 3Haxomuthest Ha Nagios
cepsepi MOoHITOpHHTY Ta 1eMoHy NRPE, skuii npamtoe Ha Bigganenii Mmamusi Linux/Unix

Komu Nagios moTpiOHO KOHTPOJIIOBATH pecypc OOCIyroByBaHHsS BIJJIAJICHOT MAIIMHHA
Linux/Unix, Nagios 3amyckae tuiarin check nrpe Ta moBimomisie, siky ciyxOy mOTpiOHO
nepeBiputu. check nrpe 3B’s3yethcst 3 ngemoHoM NRPE Ha BinjgaseHoMy XocTi depe3
(ommioHaNbHO) 3axuIleHe 3’ eqHanHsa SSL.

Jlemon NRPE 3amyckae BimmoBigamid miarid Nagios JUisi TIEpeBIpKH CIIy>)KOM 9H pecypcy.
Pesynbratu mepeBipku ciy:x06u nepenatotecsi Big aemoHa NRPE wnazan mo mmarina check nrpe,
KU TIOTIM TIOBEPTAE PE3YJIbTATH MEePEBIpKH mporiecy Nagios

Hemon NRPE Bumarae, mo0 mnarinun Nagios Oynu BCTaHOBIEHI Ha BiJJAJIEHOMY XOCTI
Linux/Unix. be3 HUX A1eMOH He MIT OM HIY0r0 KOHTPOJIIOBATH.
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check_http HTTP
i check_disk oo | s
‘ Nagios H check_nrpe | *  NRPE ghoLiee ‘ Nagios H check_nrpe | | NRPE
I check_load Services [ :|
check_ftp FTP

Monitoring Host Remote Linux/Unix Host Monitoring Host Remote Linux/Unix Host Remote Web Server

Puc. 6.4. Ilpsami ma nenpsami nepegipxu Nagios — NRPE.

Haiibinem npoctuM BukopuctaHHAM NRPE € MOHITOpUHT «l0OKanbHUX» a00 «IpUBATHUX)
pecypciB Ha Bigmaneniit mamuHl Linux/Unix. Cronu BXOAATh Taki pedi, sik HaBaHTaxkeHHs LII1,
BUKOPUCTAHHS IaM’ATi, BUKOPUCTAHHS MIJKA4YKH, MOTOYHI KOPUCTYyBaul, BUKOPHCTAHHS JUCKa,
CTaHU MPOLIECIB TOLIO.

Takoxx  MoxiauBo  BukopuctoByBatd NRPE  mis  omocepeakoBaHoi — mepeBipKd
«3araJlbHOJIOCTYITHUX» CIYKO 1 pecypciB BiJJaJeHHX CEpBEpiB, SKI MOXKYTb OYTH HEIOCTYIHI
0e3nocepeIHbO 3 XOCTy MOHITOpUHTY. Hanpukian, Ko BiafaaeHuit XoCT, Ha SIKOMY BCTAHOBJIEHO
neMoH 1 marinn NRPE, Moxke crisikyBaTrcs 3 BijajJeHUM BeO-cepBepoM (ajie XOCT MOHITOPUHTY
He Moxe). Jlemon NRPE woxe Oyru HamamroBaHo, 1100 JO3BOJMTH ONOCEPEIKOBAHO
KOHTPOJIIOBATH BiJfaneHuii BeO-cepsep. Y 1ipomy Bunaaky 1eMoH NRPE 1o cyTi zie sik mpoxci.

Nagios cepsep. Serv-G-N-2.

Jlns BcranosienHs Nagios Remote Plugin Executor HeoOX11HO OTpUMaTH JIHK aKTyajlbHOI'O
penizy makeTy Ha cTopiHil miarpumkun https://github.com/NagiosEnterprises/nrpe/releases

Ha momenT HanucanHs nporo nokymeHty 1e 0yB NRPE Vers 4.1.0 Release. 3aBanTaxkyemo
IHCTAIALIMHUN [TaKET

cd /tmp
wget https://github.com/NagiosEnterprises/nrpe/releases/download/nrpe-4.1.0/nrpe-4.1.0.tar.gz

Po3nakoByeMo 3aBaHTa)KeHUH apXiB
tar -xzvf nrpe-4.1.0.tar.gz

[lepexonumMo B Kartamor, SKui OyB CTBOPEHHMH TMiJ Yac pO3MAKYBaHHSA, OHOBIIOEMO
peno3uTopiii,  Ta BCTAHOBIIOEMO HeoOXimHi mnsi pobdotu NRPE mnaketm Ta BUKOHYEMO

BcTaHoBIeHHS NRPE:
cd nrpe-4.1.0
sudo apt-get update
sudo apt-get install -y autoconf automake gcc libc6 libmcrypt-dev make libssl-dev wget openssl
sudo ./configure --enable-command-args --with-ssl-lib=/usr/lib/x86_64-linux-gnu/
sudo make all
sudo cp /tmp/nrpe-4.1.0/src/ check_nrpe /usr/local/nagios/libexec/check _nrpe

Bukonyemo komanmy, mo6 nepekonatucs, mo check nrpe BcTanoBieHMiA:
/usr/local/nagios/libexec/check _nrpe —V

PesynbpTaT Mae OyTn noaiOHui 10:

a/ libexec/chec k_nrpe -¥

Puc. 6.5. check nrpe -V
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Homaemo y koHpirypariiauii daitn komann /ust/local/nagios/etc/objects/commands.cfg
CEKI[i10 BU3HAUCHHS JIJIsl BCTAHOBJICHOT KOMaH/IH

# 'check nrpe' command definition
define command{
command name check nrpe
command line $USERI1$/check nrpe -H SHOSTADDRESSS -c SARGILS$

}

Linux cepBep. Serv-G-N-3.

KonoirypyBanHus cepBepHOi 4acTUHH 3aBeplleHo, nepexoanmo Ha Linux-cepep Serv-G-N-3

Ta TIOBTOPIOEMO TIpolieaypy BetaHoBieHHs nakety NRPE. 3aBanTaxkyemo iHCTaNALMIMHAN TTAKeT:

cd /tmp

wget https://github.com/NagiosEnterprises/nrpe/releases/download/nrpe-4. 1.0/nrpe-
4.1.0.tar.gz

Po3nakoByeMo 3aBaHTaXCHHIA apXiB
tar -xzvf nrpe-4.1.0.tar.gz

[lepexonuMo B KaTajnor, kUil OyB CTBOpPEHHMH TiJ 4Yac pO3MAKyBaHHS, OHOBIIOEMO

perno3uTopiii, Ta BCTaHOBIOEMO HeoOXiaH1 ajist poootu NRPE nakeru:
cd nrpe-4.1.0
sudo apt-get update
sudo apt-get install -y autoconf automake gcc libc6 libmcrypt-dev make libssl-dev wget openssl
Bceranosmoemo NRPE:
sudo ./configure --enable-command-args --with-ssl-lib=/usr/lib/x86 64-linux-gnu/
sudo make all
sudo make install
@aiinu koHIrypaii.
sudo make install-config
OnosmtoeMo (aitn ciryx0 /etc/services, MO BHKOPUCTOBYETHCS MPOTPAMaMH IS TIEPEKIaay
3pO3YMIJIUX JIFOAWHI Ha3B CIYy)KO y HOMEpH MOPTIB MiJl 4Yac MiJKIIOYCHHS 0 MAIlMHH Yepes
MEpPEXKY.
sudo sh -c "echo >> /etc/services"
sudo sh -c "sudo echo '# Nagios services' >> /etc/services"
sudo sh -c ""sudo echo 'nrpe 5666/tcp’' >> /etc/services"”
Le BcranoBmIO€ (aiinu cayx6u abo JeMoHa.
sudo make install-init
sudo systemctl enable nrpe.service

HanamroByemo 6panamayep. [lopt 5666 BukopucroByetrbest NRPE, 1 fioro motpioHo

BIIKPUTH Ha JIOKAJTLHOMY OpaHaIMayepi.

sudo mkdir -p /etc/ufw/applications.d

sudo sh -c "echo '[NRPE]' > /etc/ufw/applications.d/nagios"’

sudo sh -c "echo 'title=Nagios Remote Plugin Executor' >> /etc/ufw/applications.d/nagios"
sudo sh -c "echo 'description=Allows remote execution of Nagios plugins' >>
/etc/ufw/applications.d/nagios"’

sudo sh -c "echo 'ports=5666/tcp’ >> /etc/ufw/applications.d/nagios"
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sudo ufw allow NRPE
sudo ufw reload

Omnosiroemo daiin kondirypauii /ust/local/nagios/etc/nrpe.cfg, ae 3MiHIOEMO J1Ba PAIKHU:

allowed hosts=127.0.0.1,::1,192.168.22.135

dont blame nrpe=1

Allowed hosts — psmox aapec, nozonenux anss NRPE cepsepiB. Kpim nmokanpHOI agpecu
nonaemMo uepe3 komy anapecy Serv-G-N-2 (Nagios cepepy).

dont_blame nrpe Bu3Hauae, un 103BosUTh 1eMoH NRPE kiieHTam BKasyBaTu apryMeHTH IJist
KOMaH/I, SIKi BUKOHYIOTBCS.

HactynHi koMaH 11 BHOCSTH OTIMCaH] BUIIE 3MIHU KOH(Irypartii.
sudo sh -c "sed -i '/"allowed_hosts=/s/$/,192.168.22.135/" /usr/local/nagios/etc/nrpe.cfg"’
sudo sh -c "sed -i 's/dont_blame_nrpe =.*/dont_blame_nrpe=1/g'
/usr/local/nagios/etc/nrpe.cfg"
3amyckaemo ciyk0y / 1eMOH:
sudo systemctl start nrpe.service
[lepeBipsiemo, mo NRPE ciyxae 3anutu Ta BiAMOBiTa€ HA HUX.
/usr/local/nagios/libexec/check _nrpe -H 127.0.0.1
PesynbpTaT Mae OyTu noaiOHui 10:
NRPE v4.1.0
s kopektHoi pobotn NRPE, HeoOximHo BctanoBUTH Nagios 1utarinu Ha cepsep. [lmarinu
noniomaratoTh NRPE BukoHYBaTH pi3HOMaHITHI MEpPEBIPKKM Ta 30UpaTH JaHi IS MOJAJIBIIOrO
BimoOpakeHHs B Nagios.

3aBaHTa)XyeMO OCTaHHIO Bepcito Nagios IIariHis:

cd /tmp

wget https://nagios-plugins.org/download/nagios-plugins-2.4.8.tar.gz
PoznakoBka, kKoH(iryparisi Ta BCTAHOBJICHHS:

tar -xzvf nagios-plugins-2.4.8.tar.gz

cd nagios-plugins-2.4.8

Jconfigure

make

sudo make install

[Ticns mux KpokiB Ha cepBepi BcTaHOBIEHO Nagios MIariHd, sKi MO>KHa BHKOPHCTOBYBATH
JUTS HAJIAIITYBAaHHS aKTHBHUX MEpeBipok 3a nonomororo NRPE.

Nagios cepep. Serv-G-N-2.

Ilepexonumo Ha Nagios-cepBep Ta MEpeBipsieMO POOOTY BIIIATICEHOTO BUKIUKY MPOIECIYP

MePeBipOK:

/usr/local/nagios/libexec/check _nrpe -H 192.168.22.137 -c check_users
/usr/local/nagios/libexec/check _nrpe -H 192.168.22.137 -c check _load
/usr/local/nagios/libexec/check _nrpe -H 192.168.22.137 -c check_total procs
/usr/local/nagios/libexec/check _nrpe -H 192.168.22.137 -c check _zombie_procs

BinnosigHo — 3aBanTaxxeHHs L[], KiTbKiCTh MIAKIIOYEHNX KOPUCTYBaUiB, KUTBKICTH MPOLIECIB
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Ta KUIBKICTB «30M01» IIPOIIECIB.

studentlizer § f Lo

. total pr
c check zombie pro
I=he r 1- g

Puc. 6.6. Buxnux check _nrpe 3 Serv-22-1-2 na Serv-22-1-3. Ilpami nepegipku.

Linux cepBep. Serv-G-N-3.

PosristHeMO 1o kK 1€ 32 KOMaHIM Ta JIe¢ 1X MOXIMBO BHU3HAYUTH. BigkpuBaemo daiin

koHirypaii /usr/local/nagios/etc/nrpe.cfg Ta nrykaemo psaKku BUSHaYEHHS ONMMCAHUX KOMaH/:

command[check users]=/usr/local/nagios/libexec/check users -w 5 -c 10

command[check load]=/usr/local/nagios/libexec/check load -r -w .15,.10,.05 -c .30,.25,.20
command[check hdal]=/usr/local/nagios/libexec/check disk -w 20% -c 10% -p /dev/hdal
command[check zombie procs]=/usr/local/nagios/libexec/check procs -w 5 -c 10 -s Z

command[check total procs]=/usr/local/nagios/libexec/check procs -w 150 -c 200

CnpobyeMo 101aTh BU3HAYCHHS KOMaHIU. Bi3bMEMO 3a OCHOBY HOBOI KOMaHIU IUIAriH
/ust/local/nagios/libexec/check dns, sikuii Bxke BcranoBieHo Ha Serv-G-N-3. Ilmarin mo3Bossie

NEePEeBIPUTH JOCTYIHICTh ToMeHy. Hanpukian nepesipka 1oMeHy google.com

/usr/local/nagios/libexec/check dns -H le.com

st local/ ik

Puc. 6.7. Serv-22-3. check _dns no 0os6om oomennum imenam.

3BHYAlHO MOXKHA AoJaTu i KOXHOTO AOMCHY, IIO HaM HCO6XiI[HO HepeBipHTI/I, CBOIO

KOMaHJy 110 nrpe.cfg, a Mo)KHa CTBOPUTH OJIHY, YHIBEpCaJIbHY A Oy/Ib SKOTro AoMeHy. Bona Oyne
BUTJISAATH HACTYITHUM YHHOM:

command[check dns]=/usr/local/nagios/libexec/check dns -H $ARGI1S$

He 3a0yBaemMo, 110 micis UX HaJaTyBaHb HEOOX1THO MEPE3aBaHTAXKUTH CIYXO0y nrpe
sudo systemctl restart nrpe

Nagios cepBep. Serv-G-N-2.
[epexogumo Ha Nagios Ta BUKOHYEMO BUKJIMK HAJIAIITOBaHOI KoMaHau. Y komanzi check nrpe,
apryMEHTH TEPEeal0ThCs IMICHs OMINi -a, 1 KOXKEH apryMeHT po3NuIsieTbes mpobimom. check nrpe
s nomeny falkovsky.net
/usr/local/nagios/libexec/check nrpe -H 192.168.22.137 -c check_dns -a falkovsky.net
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Puc. 6.8. check dns ons xinekox domennux imen na Serv-22-1-2

Jomaemo HanmamToBaH1 KOMaHIu 10 KOH(pirypamiitHoro ¢ainy cepBepa

/usr/local/nagios/etc/objects/linux/serv-22-1-3.cfg.

define service {

}

host name

use

service description
check command

serv-22-1-3
generic-service

Check users

check nrpel!check users

max check attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7

define service {

}

host name

use

service description
check command

serv-22-1-3
generic-service

Check load CPU

check nrpe!check load

max check attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7

define service {

}

host name

use

service description
check command
max_check attempts

serv-22-1-3

generic-service

Check Total procs

check nrpel!check total procs
5

check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7

define service {

}

host name

use

service description
check command
max_check attempts

serv-22-1-3

generic-service

Check Zombie procs

check nrpel!check zombie procs
5

check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7

define service {

}

host name

use

service description
check command
max_check attempts

serv-22-1-3

generic-service

Check domain falkovsky.net

check nrpel!check dns -a falkovsky.net
5

check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7

define service {

host name

use

service description
check command
max_check attempts

serv-22-1-3

generic-service

Check domain ztu.edu.ua

check nrpel!check dns -a ztu.edu.ua
5

check interval 5
retry interval 1
check period 24x7
notification interval 60
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notification period
}
define service {
host name
use
service description
check command
max _check attempts
check interval
retry interval
check period
notification interval
notification period
}
define service {
host name
use
service description
check command
max check attempts
check interval
retry interval
check period
notification interval
notification period

24x7

serv-22-1-3

generic-service

Check domain learn.ztu.edu.ua

check nrpel!check dns -a learn.ztu.edu.ua
5

5

1

24x7

60

24x7

serv-22-1-3

generic-service

Check domain portal.ztu.edu.ua

check nrpel!check dns -a portal.ztu.edu.ua
5

5

1

24x7

60

24x7

IlepeBipka BipHOCTI BHECEHUX Y KOH(}ITYpaIlito 3MiH Ta Iepe3amyck ceppicy Nagios:

sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg
sudo service nagios restart

Heper JIAa1a€EMO pO6OTy BUKOHAaHHX HAJIAIITYyBAHb!:

Service Status Details For Host 'serv-22-1-3'

LinkRasats

Host *# Service * ¥ Status *# LastCheck *%  Duration *#  Attempt *% Status
serv-22-1-3 CPU Usage OK 01-26-2024 05:38:25 O 20h 2m 25 /s OK: Percent was 6.00 %

Check Total procs of 01-26-2024 05:36:56  0d Oh 23m 275 /5 PROCS OK: 109 processes
Check Fombie procs Lol 01-26-2024 05:37:30  Od Oh 22m 555 1/5 PROCS OK: 0 processes with STATE = 7
Check domain falkoveky net o 01-26-2024 05:38:02 0 Oh 22m 23 105 DS OK: 0.031 seconds response time. falkovsky.net returns 192.168.22.131
Check domain learn.ztu eduus o 01-26-2024 05:35:36 0l Oh 8m 47s 15 DS OK: 0.038 seconds response time, learn.ztu edu.ua returns 46.4.92.154
Check domain portal zu ecu.us o 01-26-2024 05:36:49 0l Oh Om 363 15 DS OK: 0.034 seconds response time. portal.ztu.eduua returns 46.4.92.154
Check domain ztu.echuua o 01-28-2024 053707 OdOh18m18s 155 DS OK: 0.029 seconds response time. ziu.edu.ua returns 46.4.92.154
Check load CPU o 01-28-2024 053834 OdOh2ImS1s 105 O - load average: 0.01, 0.02, 0.00
Check users o 01-28-2024 05:38:05  0cd Oh 27m 20s 115 USERS OK - 1 users currertly logged in
Disk SDA. Read bytes OK 01-28-2024 05:38:53  1d 9k 1m 32s 15 OK: Read_bytes was 0.00 MBis
Disk SDA. Read time OK 01-28-2024 05:38:47 O 5h 2m 385 15 OK: Read_time was 0.37 msis
Disk DA Write bytes OK 01-25-2024 05:38:43  Sd0h21m43s  1/5 OKC: Wirite_bytes was 0.01 MBis
Disk SDA VWrite time OK 01-28-2024 05:37:53 O 5h3m 325 /s OK: Virite_time was 276 msis
Enpls3. Received bytes of 01-26-2024 05:38:32 0 5h2m 535 /s OK: Bytes_recy was 0.23 kBis
Enpis3. Sert bytes Lol 01-26-2024 05:39:43  3dO0h 21m 43 1/5 O Bytes_sert was 017 ks
Logical disk o 01-26-2024 05:37:39 6d13h 28m 38 105 O Free was 4,94 GB
Logical disk used percent o 01-26-2024 05:37:42  3d0h17m 43 105 O Used_percent was 56,70 %
Memory Usage o 01-26-2024 05:39:25  6d16h1m 25 15 O Memory usage was 36.20 % (Available: 0.64 GB, Total: 1.00 GB, Fres: 0.1 GB, Used: 0.20 GB)
Process Count o 01-28-2024 05:35.:52  &d18hOm13s 155 O Process count was 108
System operation time o 01-28-2024 05:39.:04  1d 9h1m 22g 15 O Untime was 8 days 21 hours 4 minutes 19 seconds

Results 1- 20 of 20 Matching Services

Puc. 6.9. Ilepeansao cepsicie Serv-22-1-3

TumuacoBo, 3amoOirtu MoxiauBoro edekry DDoS-arak Ha gomenax ztu.edu.ua, KOMEHTaMH

BHUMHKAEMO 1X HAJIAIITOBAHWH MOHITOPHHT, 3aJUIIAI0YH JINIIIE BHYTPIITHINA JOMEH.

#define service {

host name

use

service description
check command

max check attempts
check interval
retry interval
check period
notification interval
notification period

SeOSROTR TR TR W W e I W

#}

#define service {

serv-22-1-3

generic-service

Check domain ztu.edu.ua

check nrpel!check dns -a ztu.edu.ua
5

5

1

24x7

60

24x7
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host name
use

host name
use

SRR TR SR ¥R e SR SR TR TR TR W e 3R TR TR T W W e W I W

}

}
define service {

serv-22-1-3
generic-service

service description Check domain learn.ztu.edu.ua
check command
max_check attempts 5
check interval
retry interval

check nrpel!check dns -a learn.tu.edu.ua

5
1

check period 24x7
notification interval 60
notification period 24x7

serv-22-1-3
generic-service

service description Check domain portal.ztu.edu.ua
check command
max_check attempts 5
check interval
retry interval

check nrpel!check dns -a portal.tu.edu.ua

5
1

check period 24x7
notification interval 60
notification period 24x7

BukoHyeMo mepeBipKy BipHOCTI BHECEHHX Y KOH(Irypaiito 3MiH Ta Mepe3amycKaeMo CepBic

Nagios:

sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

sudo service nagios restart

Jonatok 1.

BunpapieHHs nOMUIKH 3 3anyckoM KiaieHTa Nagios Ha Ubuntu.

Bunpasnenns noMuiku 3 podororo ncpa. IlepeBipseMo craTyc ciyx0H KIli€HTa.

sudo service ncpa status

Bumukaemo

NEPC3aBaAHTAKCHHA CUCTCMHU.

sudo systemctl disable ncpa

sudo reboot

sudo service ncpa status

aBrozamyck ciayxOu NCPA, mo06 Boma He 3amyckanacs Mg dac

3MiHI0OEMO TIpaBa J0CTyIy A0 (airy nporecy ncpa.pid, mo0 A03BOJIMTH HOTO BUIAJICHHS Ta

BUIAIIAEMO.

sudo chmod 777 /usr/local/ncpa/var/run/ncpa.pid

sudo rm /usr/local/ncpa/var/run/ncpa.pid

[lepe3amyckaeMo ciryk0y Ta BiIHOBJIIOEMO ii aBTO3AITyCK.

sudo service ncpa restart

sudo systemctl enable ncpa

Lle yHiBepcanpHHI1 aJrOpUTM BiJIHOBJIEHHS Ta IpaIloe Takox 3 nrpe. Daiin mporecy nrpe-

KIIi€HTa 3HAXOAUThC 1Mo HIsXy /ust/local/nagios/var/nrpe.pid
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Kopuchi nocuianus

e Nagios Add-Ons Projects

https://www.nagios.org/downloads/nagios-core-addons/
e NRPE - How To Install NRPE v4 From Source

https://support.nagios.com/kb/article/nrpe-how-to-install-nrpe-v4-from-source-515.html
e NRPE - How to install NRPE

https://support.nagios.com/kb/article/nrpe-how-to-install-nrpe-8.html
e Index of /downloads/nagiosxi/agents

https://assets.nagios.com/downloads/nagiosxi/agents/
e Exchange Nagios. NRPE - Nagios Remote Plugin Executor

https://exchange.nagios.org/directory/Addons/Monitoring-Agents/NRPE--2D-Nagios-Remote-

Plugin-Executor/details
e Using NSClient++ with check nrpe

https://nsclient.org/docs/howto/nrpe/
e The Nagios Plugins. Category: Operating Systems

https://exchange.nagios.org/directory/Plugins/Operating-Systems



https://www.nagios.org/downloads/nagios-core-addons/
https://support.nagios.com/kb/article/nrpe-how-to-install-nrpe-v4-from-source-515.html
https://support.nagios.com/kb/article/nrpe-how-to-install-nrpe-8.html
https://assets.nagios.com/downloads/nagiosxi/agents/
https://exchange.nagios.org/directory/Addons/Monitoring-Agents/NRPE--2D-Nagios-Remote-Plugin-Executor/details
https://exchange.nagios.org/directory/Addons/Monitoring-Agents/NRPE--2D-Nagios-Remote-Plugin-Executor/details
https://nsclient.org/docs/howto/nrpe/
https://exchange.nagios.org/directory/Plugins/Operating-Systems
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HanamryBanns Nagios monitopunry Windows na 6a3i NRPE (Nagios Remote Plugin
Executor).

Merta: HanamTyBaTH MOHITOpUHT 0a30Bux mapametpiB Ubuntu Ta Windows cepsepiB y Nagios 4.X

3a nonomororo NCPA (Nagios Cross-Platform Agent).
IncTpymenTn: rinepsizop VirtualBox, Moaens koM’ r0TepHOT Mepexi.

3aBaaHHs 10 J1a00PaTOPHOI podOTH

1. Hamamryiite B3aemozito NSClient++ Ha cepBepi Serv-G-N-1 3 NRPE Ha cepepi

Serv-G-N-2.
2. Hanmamryiite wmonitopuar ocHoBHuX DC cepsiciB cepBepy Serv-G-N-1 3a
nonomMmororo NRPE.

3BiT Ma€ MicTUTH:

® JIICTUHI BUKOPHUCTaHMX KOMaHJ;
® CKpIHIIOTH OTPUMAHUX PE3yJbTaTiB MOHITOPUHTY y Nagios 4;
® KOpPOTKHIi onuc pefaryBanHs ¢aiiniB koHdirypamii Nagios 4.

Teoperuuni BitomocTi

Ha pwuc.7.1. HaBemeHa MoJeNb KOMIT IOTEPHOI Mepexi, moOyqoBaHa TMiJ 4Yac BHUKOHAHHS
nonepeaHix asadoparopaux poOit. Jlo cepepy Serv-G-N-2 nanamroBano SSH goctyn uepes NAT
Network mia VirtualBox Host.

Serv-G-N-1
_ (NSClient++)

Serv-G-N-2 \\152

(Nagios Core) —

WS-G-N-1 (NCPA)
MOHITOPUHF BUMKHEHO

NatNetwork
(Gateway/DNS)

Serv-G-N-3 (NCPA+NRPE)

Puc. 7.1. Tononozia mepesrci

Ha cepBepi Serv-G-N-2 po3ropHyTo cucteMy MOHITOpUHTY Ha 0a3i Nagios 4.X. MoOHITOpHHT
OCHOBHUX cepBiciB cepBepy Serv-G-N-1 Bukonyetbcsi 3a gomomororo NSClient++. OcHOBHi
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cepBicu pobouoi ctanmii WS-G-N-1 Tta Ubuntu-cepBepy Serv-G-N-3 BiACHiIKOBYIOTBCS 3a
noromororo NCPA ta NRPE. HanamroBano miakmroueHHst 3 xocty NAT Network mo mporokomy
HTTP no cucreMy MOHITOPUHTY MiJl KOPUCTYyBaueM nagios.

NRPE po3pobnenuii, mo6 103BOJMTH 3amycKaTH IariHd Nagios Ha BiIJATCHUX MallMHAX
Linux/Unix, ane ycmimuo B3aemonuie 3 NSClient++ Ha Windows.

Windows cepBep. Serv-G-N-1.

1
Qcheck_n rpe -c CheckCPU

Windows Computer

, Nagios Server
=M
2
CheckCPU
0
OK, CPU is OK

Windows Computer Nagios Server

§ ==k ===y

OK, CPU is OK

Puc. 7.2. Bzaemooia Nagios 3 NSClient++ na Windows 3a donomoeoro check nrpe.

Client++ runs the
command "CheckCPU"
and gets the result

NRPE mnpamtoe tak camo, sk SSH a6o telnet Tomo. Bin mepemae xomaHay Ta OUiKye Ha

pesynbraT. Ha HaBeaeHiit Buie aiarpami (puc 7.2) Bii0OyBa€eThCsl HACTYITHE:

1. Nagios Bukonye check nrpe 3 BiIIOBITHUMHU apryMEHTaMH.

NSClient++ oTpumye KOMaHy AJsi BAKOHAHHS

NSClient++ BuKOHa€ KOMaHIy Ta OTPUMAE Pe3yabTaT y popmi,i 3a GakaHHAM

NSClient++ Hagcwuiiae pe3ynbrar Hazan 10 Nagios

Nagios otpumye pe3yabTar i3 check nrpe (i BUKOPHUCTOBYE HOTO, SIK 1 OyIb-SKHA 1HIIHIA
IIari)

Wb

Otxe, o cyti, NRPE — 11e mpocTo TpaHCTOpTHUI MeXaHI3M ISl HAJCUJIAHHS Pe3ybTaTy

KOMAaH]IU TIEPEBIPKH YepPe3 MEPEKY.

Cuenapiii po3Mimnryetbes y kKatanosi cuenapiiB NSClient++. Komanma Bu3HavgaeTses y aitmi

nsclient.ini Ta TecTyeTbcs 3 KOMaHIHOTO psiKa Ha cepBepl Nagios:

| check winprocess=scripts\check winprocess.exe $SARGIS

Nagios cepep. Serv-G-N-2.
Hanamryemo onucanuii porec. Cepsep Nagios:

/usr/local/nagios/libexec/check_nrpe -H x.x.x.x -c¢ check_winprocess -a '--warn 100 --critical
300" PROCESS OK - 99 process(es)|'processes'=99;100;300

Ha Nagios cepsepi (Serv_G N 2), y karano3i check nrpe, ctBoptoemo DH SSL kimtou s
«crinkyBa"Ha» NSClient++ 3 NRPE.

cd /usr/local/nagios/libexec

openssl dhparam -out nrpe_dh_2048.pem 2048

Windows cepBep. Serv-G-N-1.
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Bwmict daitny ximroua /usr/local/nagios/libexec/dh 2048.pem 36epiraemo Ha Windows cepsepi
3 NSClient++ y ¢aiini C:\Program Files\NSClient++\security\nrpe dh 2048.pem

Penaryemo c¢aitn C:\Program Files\NSClient++\nsclient.ini J03BOJISIIOYM 30BHIIIHI CKPHUIITH

Ta J0Iaf09H BiAMOBIIHI KOMaH/IH, III0 OMUCYIOTh KOH(ITypalliro B3aEMO/III 3 nrpe

[/settings/NRPE/server]
ssl options =

allow arguments = true

allow nasty characters = true

use ssl =1

port = 5666

extended response = 1

dh = C:\Program Files\NSClient++\security\nrpe dh 2048.pem
[/modules]

NRPEServer = enabled
CheckSystem=enabled
CheckDisk=enabled
CheckExternalScripts=enabled
CheckEventLog = enabled
CheckHelpers = disabled
CheckNSCP = disabled
NSClientServer = enabled

[lepesaBanTaxkyemo cepBic “NSClient++ Monitoring Agent”, 3aBeplIyrOYd HaJaIllTyBaHHS
Serv-G-N-1.
Nagios cepep. Serv-G-N-2.

[TepeBipsiemo B3aemoxmito NRPE na Nagios 3 NSClient++ na Serv-G-N-1. Kimtou «-2»

JI0JJA€THCS AJIsl ITHOPYBAHHS CyMICHOCTI BepCiil KilieHTa Ta cepBepa.
/usr/local/nagios/libexec/check nrpe -H 192.168.22.131 -2
/usr/local/nagios/libexec/check nrpe -H 192.168.22.131 -2 -c check_drivesize
/usr/local/nagios/libexec/check _nrpe -H 192.168.22.131 -2 -¢ CheckCPU -a warn=80 crit=90

time=20m time=10s time=4

Puc. 7.3. Ilepesipxa gioeyky NSClient++ na Serv_22 1 1 na sanumu NRPE Nagios cepsepa.

[ToBTOpUMO OCHOBHM POOOTH KOHTposiepy HoMeHy. OCHOBHI CITy»KOH, sIKI BIANOBIJAIOTH 3a

poboty DC, ne ciy:x6u Active Directory Ta DNS:

e Active Directory Domain Services (AD DS) € ocHOBHOIO cyx)0010, sika J03BOJISIE CEPBEPY
BUKOHYBATH pOJIb KOHTposiepa JoMeHy. BoHa ympaBnse 0a3010 JaHUX JIUPEKTOPIi,
peIuUTiKaIiero JaHuX MDK KOHTpoJiepaMu JOMEHY Ta 3a0e3nedye ayTreHTHU(ikaiiio Ta
aBTOPH3AIlII0 KOPUCTYBAYiB y TOMEHI.

e DNS Server BaxumBa s pobotu Active Directory, ockinbku AD BukopuctoBye DNS st
pe3osnolii iMeH Komm'ioTepiB B [IP-agpecu Ta 3HaX0KEHHSI pI3HUX CIIYKO Y JTOMEHI.
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e Netlogon BUKOPHUCTOBYETHCS JJIsl peecTpallii Ta ayreHTH]IKaIil KOpUCTyBadiB y JJOMEHi Ta
Jl0TIoMarae y BUKOHaHHI poreayp perutikamii AD Mix KOHTpoJiepaMu I0MEHY.

e Kerberos Key Distribution Center (KDC) no3somse

ayrentudikauii Kerberos y nomeHi.

3a0€e30eYuTd  MeEXaHI3M

¢ Intersite Messaging BijmoBifae 3a 0OMiH MOB1IOMJIICHHAMH MiX caiitamu AD.

38.3BI/I‘IEII7I, I_Ii CJ'Iy)K6I/I ABTOMATHUYHO 3aIlyCKarOTbHCA l'IiI[ qyaC BCTAaHOBJICHHA pOJ'Ii KOHTpPOJICpa

noMmeny. Y pasi mpobineMm 3 pobororo DC pexomeHayeTbcs NepeBipuTH craTyc. Bukonaemo 1

NEPEBIPKH JIJIs1 ONMUCAHUX CITYXKO:

/usr/local/nagios/libexec/check _nrpe -H 192.168.22.131 -c check_service -a

ree e

"ok=state="running'" '""critical=state="stopped'"’

/usr/local/nagios/libexec/check _nrpe -H 192.168.22.131 -c check_service -a

ree re

"ok=state="running'" '""critical=state="stopped'"’

/usr/local/nagios/libexec/check _nrpe -H 192.168.22.131 -c check_service -a

ree re

"ok=state="running'" '""critical=state="stopped'"’

/usr/local/nagios/libexec/check _nrpe -H 192.168.22.131 -c check_service -a

ree re

"ok=state="running'" ""critical=state='stopped'"”

/usr/local/nagios/libexec/check _nrpe -H 192.168.22.131 -c check_service -a

ree re

critical=state='stopped'"

"ok=state="running

"service=NTDS"'"'

""service=DNS'"'

""service=Netlogon"

"service=KDC"'

""service=IsmServ'"

Puc. 7.4. Ilepesipxa cayaco DC 3a oonomozoro NSClient++ 3a 3anumamu NRPE Nagios

cepesepa.
Jlomaemo HanamroBaHi KOMaHIu 10 KOH(IrypariitHoro (aiiny cepepa

/ust/local/nagios/etc/objects/windows/serv-22-1-1.cfg

define service {
use generic-service
host name serv-22-1-1
service description NRPE Check Drive Size
check command check nrpel!check drivesize
}
define service {
use generic-service
host name serv-22-1-1
service description NRPE Check CPU
check command
}
define service {
use generic-service
host name serv-22-1-1

check nrpel!checkcpu -a warn=80 crit=90 time=20m time=10s time=4
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service description
check command
"critical=state='stopped'"
}
define service {
use
host name
service description
check command
"critical=state='stopped'"
}
define service {
use
host name
service description
check command
"critical=state='stopped'"
}
define service {
use
host name
service description
check command
"critical=state='stopped'"
}
define service {
use
host name
service description
check command
"critical=state='stopped'"

}

NRPE Check NTDS service
check nrpel!check service -a

generic-service

serv-22-1-1

NRPE Check DNS service
check nrpel!check service -a

generic-service

serv-22-1-1

NRPE Check KDC service
check nrpel!check service -a

generic-service
serv-22-1-1

"service=NTDS" "ok=state='running'"

o

"service=DNS" "ok=state='running

"service=KDC" "ok=state='running'"

NRPE Check Intersite Messaging service

check nrpel!check service -a

generic-service

serv-22-1-1

NRPE Check Netlogon service
check nrpel!check service -a

"service=IsmServ" "ok=state='running'"

"service=Netlogon" "ok=state='running'"

[lepeBipka BipHOCTI BHECEHUX Yy KOH(ITypallito 3MiH Ta nepesaiyck ceppicy Nagios:

sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

sudo service nagios restart

[epernsgaemo poOOTYy BUKOHAHUX HAJAIITyBaHb:

LimtResung: | 100 v

Service Status Details For Host 'serv-22-1-1'

@

tatus #&  Last Check #%  Duration #4  Attempt #9

Active Directory Domsin Services

Messagng service oK

01262024 1524:35
01282024 152113
01262024 151806
282024151718
01262024 151742
01282024 151712
01-26-2024 1517:38
1282024 152027
01-28-2024 152143
01:28.-2024 152041
01262024 152207
01-28-2024 151816
01262024 152417
01-28-2024 181801
01-26-2024 151635

0dinSimsas 1
GdthsinAne 13
OdindIm2Bs 103
Odthdgnass 13
0dindam 2= 10
Odthaanazs 113
0dlnimdss 103
odmntanTs 13
CdOhImess 30
Odhim4der 103
0dniIm Tz 13
odoaTmiss 13
0dnimedze 103
OdihEin s 13
0d1n46mSam 153
0dhdemiTs 163
Odhdsm38s 13

01-26-2024 1518117
o 01262024 151858

Host #4 Service *#
sere2244

.\ rive Space
CPULosd
DHCP Sarver
DNS Server
Memary Usage
MRPE Chesck CPU
NRFE Check
NRPE Chack
NRFE C
NRFE Chesck KDC service.
NRFE Check HIDS serice
NRFE Chasck teiogan zervice.
NSClertes Version
Uptime
Wincows femate Management
Windows: Tine:

Rasus 1- 17 of 17 Matehing Sevices

NTDS: Started
€ - Hobak 48,46 G - used 1,23 G (23%) - free 36.23 b (77%)

CPU Load 2% (5 min average)

DHCPServer Stated

DS Sterted

Memcry usage 1ctat 4738 58 MB - used 161953 M (34%) - fres: 315006 M8 (86%)
OK: CPU a1 ok

OK: 8111 service(s) are k.

ARNIG I 277 76 GBS D66 uzed

OK: 8111 servise(s) are ok

O 801 service(s) are o

0K A1 servise(s) are ok

O 8011 service(s) are ok

WSCierte+ 0601 20230730

Systerm Ugtine - 3 da(s) 16 hour(s) 27 minkde(s)

Al Started

aZTime: Staried

Puc. 7.5. Ilepeanso cepgicig Serv-22-1-1
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Kopuchi mocuiianus

e Nagios Add-Ons Projects

https://www.nagios.org/downloads/nagios-core-addons/
e NRPE - How To Install NRPE v4 From Source

https://support.nagios.com/kb/article/nrpe-how-to-install-nrpe-v4-from-source-515.html
e NRPE - How to install NRPE

https://support.nagios.com/kb/article/nrpe-how-to-install-nrpe-8.html
e Index of /downloads/nagiosxi/agents

https://assets.nagios.com/downloads/nagiosxi/agents/
e Exchange Nagios. NRPE - Nagios Remote Plugin Executor

https://exchange.nagios.org/directory/Addons/Monitoring-Agents/NRPE--2D-Nagios-Remote-

Plugin-Executor/details
e Using NSClient++ with check nrpe

https://nsclient.org/docs/howto/nrpe/
e The Nagios Plugins. Category: Operating Systems

https://exchange.nagios.org/directory/Plugins/Operating-Systems



https://www.nagios.org/downloads/nagios-core-addons/
https://support.nagios.com/kb/article/nrpe-how-to-install-nrpe-v4-from-source-515.html
https://support.nagios.com/kb/article/nrpe-how-to-install-nrpe-8.html
https://assets.nagios.com/downloads/nagiosxi/agents/
https://exchange.nagios.org/directory/Addons/Monitoring-Agents/NRPE--2D-Nagios-Remote-Plugin-Executor/details
https://exchange.nagios.org/directory/Addons/Monitoring-Agents/NRPE--2D-Nagios-Remote-Plugin-Executor/details
https://nsclient.org/docs/howto/nrpe/
https://exchange.nagios.org/directory/Plugins/Operating-Systems
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Jlabopatopna po6ota Ne8
Hooamkosi nanawmyesanus cucmemu monimopunzy Nagios: Kopucmyeaui, 4acosi NPOMIHCKU,
KOHmMaxKkmu.

MeTta: BUKOHAaTH [IOJAaTKOBI HAJAINTYBAaTH CUCTEMH MOHITOPHHIY JAJisi PO3MOJAUICHHS MPaB Mix
KOpHUCTYyBauaMHy, BU3HAUEHHS YaCOBUX 1HTEpPBaJiB MOHITOPHUHTY, JOJATKOBOTO 1H(MOPMYBaHHS MPO

JesIKI KpUTUYHI MO11 Ta BBEJICHHS MOHSITTS CEPBICHUX IPYIL.
IncTpymenTn: rinepsizop VirtualBox, Moaens koM’ 0TepHOT MEpexi.

3aBaaHHs 10 J1a00PaTOPHOI podOTH

1. Hanmamryiite HOBUI 4acOoBUil MepioJ CUCTEMU MOHITOPUHTY TAKUM YHHOM 100 MOHITOPUHT
BiOyBaBcs HEe OLMBII HIXK 5 JHIB HA TIKICHH Ta 7 TOJWH HA JCHB, 3 TEPIOJAMYHICTIO HE
yactimie 1 pa3 Ha 3 roguHu. 3MiHITH HaJAIITyBaHHS MOHITOPUHTY Ha el mnepion it
ninykc-cepsepa Serv-G-N-3. 3HIMITh KOMEHTH 3 CEPBICIB MOHITOPHHTY 30BHINIHIX JIOMEHIB,
10 OyJIM HaJIAIITOBaHI y OJIHIN 3 MOMEePEHIX POOiT.

2. CTBOpITH JOJATKOBOTO, TOCTHOBOIO KOPUCTYBaya Y CUCTEMi MOHITOPHHTY TaKMM YHMHOM,
1100 BiH HE MaB JAOCTYILY 10 CHCTEMHHMX KOMaHJ], KOMaH/1 yIIPaBJIiHHS CepBiCaMH Ta KOMaH]{
YIIPaBIiHHS MPUCTPOSMU. IM’sT KOpHCTyBava — TOBIJIBHE.

3. HamamryiiTe OTpHMaHHS TIOIITOBHX TIOBIJOMJICHb MPO KPUTHUYHY MO0 «BUMKHEHHS
cepBepy KOHTpoJjepa JOMEHY». Y 3BIT BKIIIOUITh CKPIH OTPUMAHOr0 MOBiJoMIeHHA. Onpa3y
MiCJIsl OTPUMAaHHS MOBIJOMJICHHS, YBIMKHITh BUMKHEHUI CEPBEp.

4. Hanamryiite 6a30Buil MOHITOpUHT MepeskeBoro mumo3a NAT Network ta nonaiite oro sk
«0aTbKIBCHKHIT» MPUCTPi A0 KOH(DIrypamiid XocTiB. Y 3BIT BKJIIOUYITH OHOBJICHHHA BUTJIISA
Map (Legacy) caiity Nagios.

5. CTBOpITh KiJIbKa JOBUIBHUX Tpym cepsiciB. Hanpuknan «uaBantaxkenHs CPU xoctiB» Ta
«locTynHicTh TOMEHIBY. Y 3BIT BKJIIOYITh BiANOBITHUIN CKPIH.

3BiT Ma€ MicTUTH:

® JIICTUHI BUKOPHUCTaHUX KOMaHJ;
® CKpIHIIOTH OTPUMaHUX PE3yIbTaTiB MOHITOpUHTY y Nagios 4;
® KOpPOTKHI OmHc penaryBanHs ¢aiiniB koH}irypamii Nagios 4.

TeopeTuuni BitomocTi

Serv-G-N-1
(NSClient++ NRPE support)

S

Serv-G-N-2

(Nagios Core) / =

8

= IF VirtualBox Host

NatNetwork

WS-G-N-1 (NCPA) (Gateway/DNS)

Serv-G-N-3 (NCPA+NRPE)

Puc. 8.1. Tononocis mepeorci
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Ha puc.8.1. HaBemeHa Mojelb KOMIT IOTEPHOI MeEpexi, MoOyIOBaHa TijJ 4ac BUKOHAHHS
nonepeaHix Jadoparopaux pooit. Jlo cepepy Serv-G-N-2 nanamroBano SSH goctyn uepes NAT
Network misa VirtualBox Host.

Ha cepBepi Serv-G-N-2 pos3ropHyro cuctemy MOHITOpUHTY Ha 06a3i Nagios 4.X.
HanamroBano minkmodenss 3 xocty NAT Network mo nporokoixy HTTP o cuctemy MOHITOpUHTY
I1J] KOPUCTYBayeM nagios.

Time Periods in Nagios Core.

HanamryBanHs 4acoBUX IHTEPBAJiB MOHITOPUHIY 03BOJISIE KOHTPOJIOBATH, KOJIH MOXKYTh
MIPALIOBATH PIi3HI ACMEKTH JIOTIKM MOHITOPUHTY Ta OmnoBimeHHs. Hampukman, MoxHa OOMEXUTH
BUKOHAHHS PETYJSIPHUX 3aIUIAHOBAHUX IEPEBIPOK XOCTa Ta CIyKOW, HAJACWUIATU CHOBILICHHS,
BUKOPHCTOBYBATH €CKaJAIlil0 CIOBIIIEHb, KOJH JIIOTh 3aJICKHOCTI.

BusnadeHHs1 XOCTiB 1 ciy0 MaioTh HE0OO0B’s13k0BY nupekTuBy check period , sika mo3Bossie
BKa3aTHU MepioJ yacy, SKUH CJiJl BUKOPHCTOBYBATH ISl OOMEKEHHS, KOJM MO)XHAa BUKOHYBaTH
peryiasipHi aKTHBHI NEpeBIpKM XocTa 4M ciuyxou. Skmo nupektuBy check period He
BUKOPUCTOBYETBHCSI JJIsi BHU3HA4YeHHs mepiofy dvacy, Nagios Core 3MoXke 3aIlaHyBaTH aKTHUBHI
MEPEeBIPKU XOCTa 4 CIIykOu B Oyap-skuii yac. 1o cyTi, 11e cueHapiit MOHITOPHHTY 24X7.

3a3HaueHHs mepiogy 4acy B ampekTuBi check period mo3Bonisie 0OMEXHTH Yac, MPOTATOM
sxoro Nagios Core BUKOHY€E PEryJspHi 3aIlaHOBaHI aKTHBHI IepeBipKH xocTa abo cimyxou. Komn
Nagios Core HaMaraeThcsl TeperylaHyBaTH MEPEeBipKy XocTa abo CykOH, BiH MEPEKOHAETHCS, IO
HACTYyIHA TepeBipKa MOTparvisie B JIHCHUN Jiala3oH 4acy B MeKaxX BHU3HAUYEHOTO Iepioay dacy.
Sxmo nporo He BimOyBaeThes, Nagios Core HamamTye Yac HACTYIHOI MEPeBIpKH Tak, 1M00 BiH
30ircsi 3 HaCTYITHUM «IIMCHUM)» 9acoM y BKa3aHwmii mepioa 4acy. Lle o3Hadae, mo xoct abo cimyxba
MOJKYTh HE TIEPEBIPSITUCS 3HOBY Uepe3 FOJUHY, ICHb YH THXKICHD TOLIO.

[Mpuknanu OUPEeKTUB I Pi3HUX TMEPIOJiB Yacy MOXKHA 3HAWTH TYT . Mu OyayeMo TeCTOBO-
HaBYaJIbHY CHCTEMY MOHITOPHHTY, TOMY HAJAIITYeEMO JBa YaCOBUX NMPOMDKKH MOHiTOpHHTY. Lli
HaJIAIITyBaHHS BUKOHYIOThCSI Y (aiimi /ust/local/nagios/etc/objects/timeperiods.cfg. BigkpuBaemo
¢aiin i onpa3y 6auMMO KiJTbKa B)KE BU3HAUECHUX YAaCOBHX MEpioJliB Ta mabaoHiB 10 HuX. Hanpukian

CTaHJAPT MOHITOPHHTY 24X 7 BUTIIAA€ HACTYITHUM YHHOM:

define timeperiod f{

name 24x7

timeperiod name 24x7

alias 24 Hours A Day, 7 Days A Week
sunday 00:00-24:00

monday 00:00-24:00

tuesday 00:00-24:00

wednesday 00:00-24:00

thursday 00:00-24:00

friday 00:00-24:00

saturday 00:00-24:00

CTtBOpUMO CBili MEPIINIA YaCOBUI NEPIOJ, 10 MA€E MPAILIOBATH Y pexXuMi 24X7 3 BUMKHEHHIM
MOHITOPUHTY KOkHY Henimto 3 22:00 o 23:00 mo KuiBcekomy vacy. Ckaximo, 110 y 1ei yac Mae
BUKOHYBATHUCSI CEpBICHE Iepe3aBaHTaKEHHS cepBepiB. 3 oIy Ha NPHUKIAAM KOHQIrypaiis

TAKOT'O YaCOBOTO Mepioay Oy/ie MaTH BUTJIIS:

# 24/7 with downtime every Sunday from 22:00 to 23:00 EET



https://assets.nagios.com/downloads/nagioscore/docs/nagioscore/4/en/objectdefinitions.html#timeperiod
https://assets.nagios.com/downloads/nagioscore/docs/nagioscore/4/en/objectdefinitions.html#timeperiod
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define timeperiod f{
timeperiod name 24x7-no-sunday-night

alias 24/7 (except Sunday night)
sunday 00:00-23:00
monday 00:00-24:00
tuesday 00:00-24:00
wednesday 00:00-24:00
thursday 00:00-24:00
friday 00:00-24:00
saturday 00:00-24:00

Hpyruii yacoBuii mepioj, MPOTITOM SKOTO BUKOHYETHCS MOHITOPHHT POOOYMX CTaHIIHA Ta iX
nepudepii. [lepion Mae TpuBaTu ymire poOOUHA Yac TIEPCOHANTY - 3 MOHEIUIKA 1Mo yeTBep — 3 9:00
o 18:00, y m’sataumo — 3 9:00 mo 17:00 mo Kuicekomy vacy. Kondirypartiisi Takoro 4acoBoro

nepioly Ma€ HACTYITHUMA BUTJISIL:

# Work hours (Mon-Fri 9:00-18:00, Fri 9:00-17:00)
define timeperiod f{

timeperiod name work-hours
alias Work hours
monday 09:00-18:00
tuesday 09:00-18:00
wednesday 09:00-18:00
thursday 09:00-18:00
friday 09:00-17:00
saturday 00:00-00:00
sunday 00:00-00:00
}
I[OIIaCMO 4acCoOB1 nepioaun 0 KOH(I)ll"ypaI_III\/'IHOFO (pafmy

/usr/local/nagios/etc/objects/timeperiods.cfg Ta BUKOHYEMO TIEPEBIPKY BIPHOCTI BHECEHUX Y
KoH(Iryparlito 3MiH 3 nepe3amyckoM ceppicy Nagios:
sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

sudo service nagios restart

[Tin yac BUKOHAHHS MOTIEPETHBOI TA0OPATOPHOI MU BUKOHAIU IS JIiHYKC cepBepa Serv-G-N-
3 HaNamTyBaHHS NEPEBIPKM JIOCTYIHOCTI TPhOX JOMEHHUX iMeH ztu.edu.ua Ta THMYacoBO
BUMKHYJIM X MOHITOPHHT 1100 3anmo0irtu MoxiuBomy edexkty DDoS-atak uepes yacTi 3BepHEHHSI.
Penaryemo cexii 3raganux cepBiciB y haiii
/usr/local/nagios/etc/objects/linux/serv-22-1-3.cfg . 3HiMaeMO KOMEHTapi 3 PAIKIB, MapaMerp
check interval 36inmpmyemo 3 5 xB g0 30, y sixocti mepioxy mepeBipok check period 3amicTs
CTaHJApTHOTO 3HAuUeHHs 24X7 3aJaeMoO Ha3By BH3HAYCHOTO pobOodoro mepioxy work-hours , Tak
camo 3MiHIOeMO notification period, mo Bu3Hawdae mnepiogu, koiau Nagios Oyne BIANPaBIATH

MOBIAOMJIEHHSI TPO HEIOCTYNHICTh cepBicy. notification period Moke BIAPI3HATUCSA BIJ

check_period.
define service {
host name serv-22-1-3
use generic-service
service description Check domain ztu.edu.ua
check command check nrpel!check dns -a ztu.edu.ua
max _check attempts 5
check interval 30
retry interval 1
check period work-hours
notification interval 60

notification period work-hours
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Jlnst BCixX 1HIIMX CEpBICIB JaHOTO cepBepy 3MiHIOeMO check period ta notification period Ha
Ha3By 33IaHOTO HAMU 4acOBOr0 nepioay24x7-no-sunday-night .

3MiHIOEMO YacOBI HAJIAIITYBaHHS MOHITOPUHTY JUIsA po6o4oi craniii. s nporo pegaryemo ii
koH(pirypamiinuii  ¢aiin  /ust/local/nagios/etc/objects/workstation/ws-22-1-1.cfg,  3MiHIOIOUN
3HaueHHs check period Ta notification period 3 24x7 na work-hours, a mapametp check interval

30unbIIYeMO 3 5 xB 10 15. Tlpuknaz 3miH:

define host {

host name ws-22-1-1

address ws-22-1-1.falkovsky.net

hostgroups win-workstations

check command check ncpa!-t 'P@ssw0rd2023' -P 5693 -M system/agent version
max check attempts 5

check interval 15

retry interval 1

check period work-hours

notification interval 60

notification period work-hours

notifications enabled 1

}

define service {

host name ws-22-1-1

use generic-service

service description CPU Usage

check command check ncpa!-t 'P@ssw0rd2023' -P 5693 -M cpu/percent -w 20 -c 40 -q
'aggregate=avg'

max_check attempts 5

check interval 15

retry interval 1

check period work-hours

notification interval 60

notification period work-hours

BukoHyemMo mepeBipKy BIPHOCTI BHECEHUX y KOH(QIrypalliro 3MiH 3 MEpe3alycKoM CepBicy
Nagios:
sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

sudo service nagios restart
KopuctyBaui Nagios Core.

PosmpeHi MOXXIMBOCTI 1O CTBOPEHHIO Ta aJIMIHICTPYBAaHHIO KOPHUCTYBadiB Ta iX TMpaB
noctyny y Nagios Core Hagae OeskomroBHmid makeT NagiosQL3 (Nagios Web Ul). Jlomatkosi

MOYTHBOCTI ITAKETY:

e Hanae 3pyunmii iHTepdeiic sl CTBOPEHHS, peIaryBaHHs Ta BUAAJICHHS KOHQITypariifHIX
00'ekTiB Nagios, TaKuX SIK XOCTUHTH, CEPBICH, KOMaH/1, KOHTAKTH 1 T.1.

e 3a0e3neuye iHTErpamiro 3 KoHQirypamiiiaumu ¢aiimamu Nagios Ta BUKOHAHHSIM KOMaH]]
yepe3 Nagios.

e Hanae 3py4nuii intepdeiic 11 neperisay CTaTUCTUKA MOHITOPUHTY Ta CTBOPEHHS 3BITiB.

e BuxopucroBye 6a3y maHux 11 30epiranHs KoH(iryparii, >kypHalliB Ta iHIIOo1 iHopmartii.

e Jlo3BouIsIE aAMIHICTpAaTOpaM KE€PyBAaTH CHUCTEMOIO MOHITOPUHTY O€3MocepeHho uepe3 BeO-
iHTepdeiic, 1o poOHUTh MPOIEC KepyBaHHS OUIBII 3pYYHUM Ta JOCTYITHUM.

Y 000oamky 1 onucane ecmanoenenns ma xougizypysanna axkmyanvnoi eepcii Nagios
Web UI, ane uye mpyoomicmkuii npouec i 6iH He 6X00Uumb 00 NIAAHY GUKOHAHHA Ui€l

aadopamopnoi poo6omu.
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V xondiryparniinomy daiini /usr/local/nagios/etc/cgi.cfg € kinpka rao0anTbHUX 3MIHHUX JJIS

HaJalllTyBaHHA [IpaB KOPUCTYBAYiB:

Tabnuys 8.1
authorized for system information SYSTEM/PROCESS | KopucryBaui, siKi MaioTh JOCTYIl [0
INFORMATION neperysiny  iHdopMalii  mpo  TIpoliec
ACCESS Nagios.
authorized for configuration_information | CONFIGURATION | KopuctyBaui, sKi MOXYTb HeperyisiaaTi
INFORMATION BCHO xoudiryparitiny iHpopmaliro
ACCESS (xoctn, KOMaH/IH TOIIIO). 3a
3aMOBUYBAaHHIM KOPHUCTYBa4di MOXYTb
neperisigatd  Jume  KoHirypamiitay
iH(pOpMAIliI0 I XOCTIB 1 CIy»O, st
SIKMX BOHH € KOHTaKTaMH.
authorized for system commands SYSTEM/PROCESS | KopucryBaui, siki MOXyTb BHIABaTu
COMMAND KOMaHI{ 3aBEpIICHHS poboTH Ta
ACCESS nepe3amycky Nagios 3a JONOMOTOI0
komangn CGI (cmd.cgi) 1 MOXyTh
3MIHIOBaTH  PEXHUM  TpPOrpamMH  Ha
aKTHBHHUI 200 OYiKyBaHHS.
authorized for all services GLOBAL Kopucrynaui, siki MOXyTh TeperyisigaTu
authorized for all hosts HOST/SERVICE iHpOpMaIiifo UId BCIX XOCTIB 1 CIyXkO,
VIEW ACCESS SIKi KOHTPOJTIOFOTHCSI. 3a
3aMOBUYBAHHIM KOPHUCTYBadl MOXYTh
TeperisigaT  Jume iHdopMario Tmpo
XOCTH YU CIY)XOM, IUI1 SIKHX BOHH €
KOHTaKTaMH.
authorized for all service commands GLOBAL KopucryBaui, sKi MOXYTb BHIaBaTH
authorized for all host commands HOST/SERVICE KOMaHIH, TMOB’s3aHl 3 XocToM abo
COMMAND ciry00t0, 3a nornomororw komanau CGI
ACCESS (cmd.cgi) mast BCiX XOCTIB 1 CITykO0, sKi
KOHTPONIOIOThCA. 32 3aMOBUYBAHHAM
KOPHCTYBaui MOXYTh BUABaTH
KOMaH/IM JIMIIE I XOCTiB a00 CIIykO,
JUISL SIKUX BOHHU € KOHTAKTaMH.
authorized for read only READ-ONLY Kopucrysadui, siki MaloTh MpaBa JIHIIE HA
USERS yutanHd B CGIL Jlms HuX O0J0KOBaHI

Oyap-sKi  ciy>)kOM, KOMEHTapi 4Yu
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KOMaHINA XOCTYy, SIK1 3a3BUYail

BiIOOpaXkaroThcsl Ha CTOpiHKAax extinfo

CGL

CranmaptHa 3amada. HeoOXigHO HamaTH OOMEXKEHHMM JOCTYI BHMKOHABIIO, SIKUM Oyie JjwMIie
MeperysilaTl CTaTyCH XOCTIB Ta CEpBICIB 1 OTPUMYyBAaTH HAa MOINTY IOBIIOMJICHHS MpPO MEBHI XOCTH.
CTBOpIOEMO KOpUCTYBaya CUCTEMH MOHITOPHHTY surname:

sudo htpasswd /usr/local/nagios/etc/htpasswd.users surname

Jomaemo kopucTyBada surname 1o ¢airy konTakTiB Nagios /usr/local/nagios/etc/objects/contacts.cfg

define contact f{
contact name surname
alias Nagios User
email surname@gmail.com
service notification period 24x7
host notification period 24x7
service notification options w,u,c,r
host notification options d, r
service notification commands notify-service-by-email
host notification commands notify-host-by-email

}

VY xouirypamniiiHomy daiini /usr/local/nagios/etc/cgi.cfg HamamTOByeEMO HACTYIHI TI00aBHI
3MIHHI

authorized for read only=surname
authorized for all services=nagios,surname
authorized for all hosts= nagios,surname

Bukonyemo mepeBipKy BipHOCTI BHECEHUX y KoH(irypamito 3MmiH. Ilepesamyckaemo cepsicu

Nagios ta Apache:
sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg
sudo service nagios restart

sudo systemctl restart apache2
HajamTyBanHdg BiANPaBKH NOIITOBUX NOBiIOMJIEHD.

VYV (aitnax xondirypamii Nagios € HalamTyBaHHS BiJCHUJIaHHS TOBIAOMIICHb y BHIIAIIKY
npobieM 3 xoctamu abo cepBicamu. BHUKOHAaeEMO MOJATKOBI HaJAIITYBAaHHS JJISI MOBHOIIIHHOT

po60TH 11HOTO (QYHKITIOHATY.

Bume ommcano sik y ¢aiini /ust/local/nagios/etc/objects/contacts.cfg Bu3Ha4aroTbCsi KOHTAKTH
3a 3aMOBUYBaHHSM Ta 1HII. BiamoBigHO 1Ji1 KOXXHOTO XOCTy a00 HaBITh CEPBICY MOKIHBO

BU3HAYUTH CBili KOHTAKT.

Busnauenns KOHTaKTY JUTSE JIOKaJIbHOTO XOCTY y ¢aiimi
/usr/local/nagios/etc/objects/linux/localhost.cfg BUKOHYETbCS HOJAaBaHHSIM PSIAKY contacts y

BI/IMIOBI/IHY CEKIIIFO

define host |

hostgroups linux-servers
use linux-server
host name serv-22-1-2
alias Serv-22-1-2
address 127.0.0.1

contacts surname
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BusHaueHHs KOHTaKTy surname BHKOHaHO y Qaitni /usr/local/nagios/etc/objects/contacts.cfg nc B

noJii email mpomucyeThes afpeca oliepKyBada, HanpuKiIaa, surname@ukr.net abo surname@ztu.edu.ua

B omnuci KOHTaKTy € 1OJsl, B SKUX OMUCAHO, KOJIM MOCHJIATH TIOB1IOMIICHHSI ITPO CTaH XOCTa i CEpBICY:

define contact {
contact name igor
alias Nagios User
email surname@ztu.edu.ua
service notification period 24x7
host notification period 24x7
service notification options w,u,c,r
host notification options d, r
service notification commands notify-service-by-email
host notification commands notify-host-by-email

[NosicHenHs mapameTpiB:
contact_name: Lle iM'st KOHTaKTY, iK€ iIeHTU(IKY€E HOTO B CHCTEMI.
alias: lle mnceBIOHIM KOHTaKTy, SKHH MOKe OYTH BHUKOPHUCTAHUH Al BiJOOpaXCHHS B
iHTepdeiici Nagios.
email: Anpeca eneKTpOHHOI MOIITH, Ha Ky OYIyTh HaJICUIIATUCS TTOB1IOMIICHHS.
service_notification_period: Ilepiox, konu ciryx0u Oy1yTh CIIOBIIIATH PO CTAH.
host_notification_period: Ilepiox, konu OyxyTh CIOBIIIATH PO CTaH XOCTA.
service_notification_commands: Komanna 11t CrioBileHb Mpo CTaH CITY>KOH.

host_notification_commands: Komanna a5 cnosilieHb Ipo CTaH XOCTa.

Tabnuys 8.2
host_notification_options service notification_options
3HA4YCHHS 332 3aMOBYYBAaHHAM «d, 1» 3HAYCHHS 332 3aMOBUYBAHHSIM «W,U,C,1»
Mo>xn1Bi BapiaHTU 3HaY€Hb: Mo>x1Bi BapiaHTU 3HaY€Hb:
e d— nosigomisaTu npo cratyc DOWN e w — noBigomssaTu npo ctaryc WARNING

) service states,
® U — IOBIJOMJISTH IIPO CTATYC

UNREACHABLE e u— nosigomisaTu npo cratyc UNKNOWN

) . service states,
e r— MOBIIOMIISATH PO MiTHATTS XOCTa

(nepmuit UP) e ¢ — noBigomsaTu npo craryc CRITICAL

. . service states,
e f— MOBIIOMJIATH ITPO TIOYATOK 1

3aKiHUCHHS «OJIMMAr04Yoroy CTaHy ® T — MOBIIOMJISATH TIPO MMiTHATTS CEPBICY

. . (nmepiua nosiBa crarycy OK)
® S — TOBIJOMJISITH IPO MOYATOK i

3aKIHYEHHS 3aIJIaHOBAHOI'O0 BUMKHEHHS e {— MOBIIOMJIATH MPO MOYATOK 1

. . 3aKIHUYEHHS «OJINMaI04doroy CTany
® N — HC BIACUJIATH XOAHUX ITOB1JJOMJICHDb

e 1 — HE BIJACHJIATH KOJHUX ITOBIIOMJIEHE

sendmail, 0 BUKOPHUCTOBYETHCS HJsl BIJCWIAHHS TMOBIJOMJIEHb Yy HalAIITyBaHHIX 3a

3aMOBYYBAHHAM, [JCIIO 00MeKEeHHIt Y MOXJIHUBOCTHIX. I_[e HC 3aBXJIU 3pYYHO. 3MIHIOEMO



mailto:surname@ukr.net
mailto:surname@ztu.edu.ua
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KOH(Irypariito i CKOpUCTaEMOCS 30BHIIIHIM CEPBEPOM.

HajgamrTyBaHHS OIITOBOI0 cepBepa

Hanamryemo nokanbHMIA TOMITOBUM cepBep s BiAMPABKH MOB1IOMIIEHb. BUKOpHCTOBYEMO Y
axocTi nmomroBoro nakery Postfix. Komanau BctanoBnenns Postfix:
sudo apt update
sudo apt install postfix

[Tig yac BcTaHOBIIEHHS Bac Oy/ae 3amuTaHO Mpo Tl KoHpirypauii. O6epite "Internet Site" 1
HaTUCHITH Enter. Y HacTymHOMy BiKHI BBEJiTh MOBHICTIO KBaJi(h)iKOBaHHI JOMEHHE iM's BalIoro
cepBepa serv-G-N-2.surname.net.

[licnsa BcTaHoBeHHs HanamroByeMo Postfix, Bigpenarysasiy ioro koHgirypaiituuii ¢ain:
sudo nano /etc/postfix/main.cf

VY mpoMmy (aiini HamamTOBYEMO pi3HI MapaMmeTpH, Taki SK JO3BUI BiANpPaBKH €IEKTPOHHOL
MOIITH BiJl IMEHI BaIIOro JIOMEHY, OOMEXEHHs po3Mipy IMoBijoMiIeHHs Ta iHmi. Hanmpuknanx, mis

JI03BOJIY BiAIIPABJICHHS €JCKTPOHHOI MMOIITH BiJl IMEHI JOMEHY AOAAalTE HACTYITHUH PSIIOK:

myorigin = nagios.local

Penaryemo psaok, mo mictuth [P-aapecy xocra, mogardm HMOro MOBHICTIO KBamidiKoBaHE
iM's y aiini /etc/hosts , KUl BUKOPUCTOBYETHCS AJIS JIOKAJIBLHOTO PO3PIIICHHS] TOMEHHUX IMEH Ha
[P-anpecu 6e3 BukopuctanHs DNS (Domain Name System).

127.0.0.1 localhost serv-G-N-2.surname.net serv-G-N-2

[oni6ni HamamTyBaHHs BUKOHYEMO Y (haiimi /etc/hostname, mo MicTHTB iM'st XOCTY (By3Jna) B

cucremi

serv-G-N-2.surname.net

BuxoHyeMo 11 5 3MiHH IS TOTOYHOT'O CEaHCY KOMaHO0:
sudo hostnamectl set-hostname serv-G-N-2.surname.net
[Ticns BHEceHHs 3MiH y KOoH(DirypamiiiHi ¢aiinm, nepe3amyckaemMo ciyx0y Postfix, mo6 BoHu
HaOpaiy YUHHOCTI:
sudo systemctl restart postfix
BcTaHOBIIOEMO MaKeT BiANPaBKH MOMITOBHUX MOBIIOMIICH mailutils
sudo apt install mailutils
IlepeBipka mpanesgaTtHocTi Postfix BHKOHYETbCS HAACHIAHHAM TECTOBOTO IIOBIJOMJICHHA 3
KOMaHTHOTO PsIKa:
echo "Tecmoege nogioomnenna'" | mail -s "Tecmosea mema'" adpeca_ompumyesaua
[Ticns BigmpaBIeHHS TEPEBIpTE CBOKO €JIEKTPOHHY CKPUHBKY, IO BKa3aHa y KOMaHIHOMY PSJIKY B

SKOCTI aJjpeca_OTpUMyBaya, 100 MepeKOHATHUCS, 110 MOBIJOMIIEHHS OyJIO YCHIIIHO HaliCIaHO.

Sxiio HOBi,Z[OMJICHHSI OTpHUMAHO, 3MIHIOEMO KOMaHIHnu BiI[CI/I.HaHHH HOBi,Z[OMJ'ICHB. I[J'ISI Ob0I0 B
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KoHirypariitHomy ¢aiini komanya cuctemu /usr/local/nagios/etc/objects/commands.cfg 3Haiinemo

BIMOBIAHI KOMaHIN:

define command {

command name notify-host-by-email

command line /usr/bin/printf "gb" "***** Nagios *****\n\nNotification Type:
SNOTIFICATIONTYPES\nHost: SHOSTNAMES\nState: SHOSTSTATES\nAddress: SHOSTADDRESSS\nInfo:
SHOSTOUTPUTS\n\nDate/Time: SLONGDATETIMES\n" | /bin/mail -s "** SNOTIFICATIONTYPES Host Alert:

SHOSTNAMES is SHOSTSTATES **" SCONTACTEMAILS
}

define command {

command_name notify-service-by-email

command_line /usr/bin/printf "8b" "***** Nagios *****\n\nNotification Type:
SNOTIFICATIONTYPES\n\nService: $SERVICEDESCS\nHost: SHOSTALIASS\nAddress: SHOSTADDRESSS\nState:
SSERVICESTATES\n\nDate/Time: SLONGDATETIMES\n\nAdditional Info:\n\nSSERVICEOUTPUTS\n" | /bin/mail -s

"*% SNOTIFICATIONTYPES Service Alert: SHOSTALIASS/$SERVICEDESCS 1is $SERVICESTATES **" SCONTACTEMAILS
}

Ta 3MiHUMO TX HACTYITHUM YHHOM:

define command {

command name notify-host-by-email

command_line /usr/bin/printf "$b" "***4* Nagios *****\n\nNotification Type:
SNOTIFICATIONTYPES\nHost: SHOSTNAMES\nState: SHOSTSTATES\nAddress: SHOSTADDRESSS\nInfo:
SHOSTOUTPUTS\n\nDate/Time: SLONGDATETIMES\n" | /usr/bin/mail -s "NAGIOS WARNING" SCONTACTEMAILS

}

define command {

command name notify-service-by-email

command line /Jusr/bin/printf "$b'" "r**x* Nagios *****\n\nNotification Type:
SNOTIFICATIONTYPES\n\nService: SSERVICEDESCS\nHost: SHOSTALIASS\nAddress: SHOSTADDRESSS\nState:
SSERVICESTATES\n\nDate/Time: SLONGDATETIMES\n\nAdditional Info:\n\n$SSERVICEQUTPUTS\n" |
/usr/bin/mail -s "NAGIOS WARNING" SCONTACTEMAILS
}

Bukonyemo mepeBipKy BipHOCTI BHeCEHUX y KoH(irypauito 3MmiH. Ilepesamyckaemo cepicu

Nagios Ta Apache:

sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

sudo service nagios restart
SAxmo Oyme BUMKHEHO Oyab SIKMH XOcT, ab0 HOro cepBic, 3a SIKHM BEACTHCS CIOCTECPEKCHHS,
CUCTEeMa TIOBHHHA BiIMPAaBUTH TIOIITOBE TIOBIIOMJICHHS Ha HAJIAIITOBAHY IMMOIITOBY CKpUHBKY. [1[06
MEPETJISIHYTH JIOTH MOIITOBOTO cepBicy Postfix HeoOXiTHO BUKOHATH KOMaHIY:

sudo less /var/log/mail.log
MoOHITOPHHI Mepe:KeBOro HuI3a.

Honaemo y xondirypaniinuit daitn rpyn xoctiB /ust/local/nagios/etc/objects/hostgroups.cfg

rpy1my, 1o 0yze BiANOBIIATH 32 MEPEXKeBl MPUCTPOi

# Define a hostgroup for Switches And Routers
define hostgroup{

hostgroup name switches

alias Network Switches

}

Ta KOMeHTyeMO BH3HAueHHs wLi€i rpynu y daiini KoHdirypamii MepexeBUX IPHCTPOiB

/usr/local/nagios/etc/objects/switch.cfg

# Create a new hostgroup for switches

#define hostgroup {

# hostgroup name switches ; The name of the hostgroup
# alias Network Switches ; Long name of the group

#}
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Jns po3MimeHHs (aiaiB KoHQIryparii MepekeBUX HPUCTPOiB BHUKOPUCTOBYEMO KaTajor
/usr/local/nagios/etc/objects/network, 1110 MU CTBOPHWIN TiJ Yac BUKOHAHHS OJHIET 3 MOMEPEIHIX
pOOIT.

[TepeBipsiemo y koHDirypariitnomy daiini /usr/local/nagios/etc/nagios.cfg
e TpuUCYTHICTH Kartanory /ust/local/nagios/etc/objects/network
® BHMHKAEMO 3arajibHu mabnon switch.cfg
® T[epeBIPIEMO O3B KOPUCTYBayaM "MIATBEPKYBaTH OTPUMAaHHS MONEpPEeIKEHHA" Mpo
po0JIEMHU 3 XOCTaMH Ta CEPBICAMH.

#cfg file=/usr/local/nagios/etc/objects/switch.cfg
cfg dir=/usr/local/nagios/etc/objects/network
check external commands=1

CtBoproemo koHbirypamiiitauii daiin nms mepexxeBoro nuio3a NAT Network

/usr/local/nagios/etc/objects/network/snm-gw.cfg 3 HaCTYIIHUM BMICTOM:

define host{

host name nat-gateway

alias NAT Network Gateway-Switch
address 192.168.22.129

hostgroups switches

contact groups admins

check command check-host-alive

max_check attempts 5
check interval 15
retry interval 1
check period 24x7
notification interval 60

notification period 24x7
notifications enabled 1
}
# Create a service to PING to switch
define servicef{

use
host name

service description
check command

}

generic-service

nat-gateway

PING

check ping!200.0,20%!600.0,60%

Hanamryemo st Bcix xocTiB BM mignopsiakyBaHHs y HiAKIIOYEHHI 10 XOCTY MEPEXKEBOT0O

uuito3a NAT Network nat-gateway. g nporo gomaemo psimok "parents", M0 BKasye Ha IUIIO3

TPy, A0 SKOi HAJEKUTh JIaHa MaIIMHA JI0 BC1X KOHGITypauiifHux ¢aiiiiB XOCTiB:

parents

nat-gateway

Hanpuxnan,

CCKHi}I BHU3HA4YCHHA XOCTYy y

/ust/local/nagios/etc/objects/linux/localhost.cfg Oyne maTu Burmsiz;

daiimi

define host |
hostgroups
use
host name

linux-servers
linux-server
serv-22-1-2

alias Serv-22-1-2
address 127.0.0.1
contacts igor
parents nat-gateway

BukoHyeMo mepeBipKy BipHOCTI BHECEHHX Y KOH(Irypaiito 3MiH Ta Mepe3amycKaeMo CepBic

Nagios

sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

sudo service nagios restart
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Pesynbrarom 115010 HanmamrtyBaHHS OyIyThb 3MIHHM Yy BIAOOpa)Ke€HHI 3B’A3KIB XOCTIB Y ITYHKTI

menro Map (Legacy) caiity Nagios:

Ay,
e,
[

Naghe Process

ratgaea; @

sz @

>
o

Last Status Check: Wed Feb 25 10:23:01 2024
Last State Change: Mon Feb 26 14:25:20 2024

Hame: sery-22-1-1

#ias: DC-DN3-DHCP falkouskynet

Address: 13216822131
State: up
State Duration: 2d 18h 58m 525

Parent Hosi(e): nat-gatewsy

Immediate Child Host(s): 0

Services: critical: 1
ok 16

Click node to collapsesexpand its children
Shift-cliok node to make it the roat

ragaee

snaiz @

Puc. 8.2. Kapma mononoeii mepedici niciisi HarawmysanHs napamempy parents xocmie. Map

(Legacy)

CtBopeHHs KoHbirypauiiinoro gaiay ajisi rpyn cepBiciB

CrtBoproemo HoBuil Qaitn /usr/local/nagios/etc/objects/servicegroup.cfg. Y 1uwpomy daiimi

BUKOHYETHCS BU3HAUEHHS PI3HUX TPYI CEPBICIB Ta NMpHB'A3KA J0 HUX KOHKpETHHX cepBiciB. Lle

HaJIalITyBaHHS BUKOHYETHCS JUIS BiIOOpa’keHHsS MyHKTYy MeHy Service Groups .

MAaTH BMICT TUITY:

®daiin nmoBuHEH

define servicegroup{

servicegroup name cpuload
alias CPU Load
members serv-22-1-1,CPU Load, serv-22-1-2,Current Load, serv-22-1-3,CPU Usage

Y npomy npukiazni crBopena rpyma cepsiciB: "CPU Load" mis BuBeeHHS HaBaHTa)KEHHS Ha

CPU. I'pymna mae ariac Ta CIIHCOK WICHIB.

[ligxmouaemo  koH¢irypauiiamii  ¢aitn 1o Nagios -

JONAEMO HOBHUH DPSAJOK Yy

koH(irypamiitauii ¢aitn Nagios /usr/local/nagios/etc/nagios.cfg, mo6 Bkazatu Nagios, 10 BiH Mae

3aBaHTAXKUTH 1IeH (aii:

| cfg file=/usr/local/nagios/etc/objects/servicegroup.cfqg

Bukonyemo nepeBipKy BIpHOCTI BHECEHUX y KOH(]Irypaiiro 3MiH Ta Nepe3arycKaeMo CepBic

Nagios:

sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

sudo service nagios restart



http://192.168.1.176/nagios/cgi-bin/status.cgi?servicegroup=all&style=overview
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Honarox 1.

BceranoBiienns Ta HanamrTyBaHHs naketry NagiosQL3 (Nagios Web Ul)

Memoouxa écmanosnenna nakemy NagiosQL nasedena ona ghakynomamuenozo
O3HATIOMIIEHHA MA He 6UMA2AECMbCA NPU BUKOHAHHI KypCYy 1a00pamopuux poodim.

BcranoBiroeMo HE0OXi1HI TAKyHKU:
sudo apt-get updates

sudo apt-get install libssh2-1 libssh2-1-dev

sudo apt-get install mysql-server

sudo apt-get install php php-gd libgd-dev libapache2-mod-php libperl-dev libssl-dev php-dev
sudo apt-get install php-php-gettext

sudo apt-get install php-mysqli

3aBaHTaxkxyemMo ocTaHHIO Bepcito NagiosQL 3 BeO-caiity SourceForge, po3zapxiByemo
3aBaHTAQ)XGHUI  apxiB, TMepeMilllaeMo OTpUMaHy Teky nagiosql-3.5.0 1o  karamory
/usr/local/nagios/share/webadmin.

cd /tmp

wget https://sourceforge.net/projects/nagiosql/files/latest/download
tar xzf nagiosql-3.5.0-git2023-06-18.tar.gz

sudo mv /tmp/nagiosql-3.5.0 /usr/local/nagios/share/webadmin

3MiHIOEMO BJIaCHMKA Ta IpyIy ycix (aiiliB Ta mamox y HpoMy KaTayuo3i Ha www-data:www-
data Ta BCTAaHOBITIOEMO TIpaBa JAOCTYIYy Ha YNTAHHS, 3aIIUC Ta BUKOHAHHS JJIS BIaCHUKA Ta TPYIIH, a
TaKO TUTBKHU JIJIs1 BAKOHAHHS JUIS IHIIMX KOPHCTYBAYiB B LIbOMY KaTajo3i.

cd /usr/local/nagios/share/webadmin
sudo chown -R www-data:www-data .
chmod -R 775 .

Bukonyemo momyk aitmy php.ini B cuUcTeMi B JUPEKTOPisAX, SKi MOXYTh MICTUTH
koHpirypamii PHP nans Apache. Pe3ymbraT 1mporo mOHIyKy [olOMara€ 3HAWTH LUIAX [0
KoH(irypamiitHoro aitmy php.ini mns Apache. Ilicas 1mporo BiIKpUBaeMo ISl pelaryBaHHS
3HalaeHuit ¢aiin php.ini

sudo find /etc -name "php.ini" | grep "apache"
sudo vi /etc/php/8. 1/apache2/php.ini

Brocumo 3miny B ¢aiimi kordirypamii PHP (php.ini) y po3aim [Date] - po3komMeHTOBYEMO
psanok date.timezone Ta BKasyemo 3HaueHHS Europe/Kiev mis mapamerpa date.timezone. Lle
HaJAIITyBaHHS BHU3HAYA€ YaCcOBUU mosic, sikuii Oyme BukopucrtoByBatucs PHP mns pobotm 3
(GYHKIISIMU, TIOB'I3aHUMH 3 JIaTOI0 Ta YaCcOM. Y HAIIOMY BUMAJIKY, BKa3aHO, III0 YACOBUH MOSIC AJIS

PHP Gyne Bcranosneno B "Europe/Kiev".
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[Date]

; Defines the default timezone used by the date functions
; https://php.net/date.timezone
date.timezone = 'Europe/Kiev'

3HIMaeMO KOMEHTAp 3 MIATPUMKH po3iupenHs MySQLi

extension=mysqli

[Mepe3aBanTaxxyemo apache

sudo systemctl restart apache2

Bcranormroemo sorin maposts migkimodeHas 10 MySQL . Bxogumo no MySQL 6e3 Bumoru
710 TIapOJIA:
mysql -u root
OnoBntoemo maposib  migkiaodeHHss 10 MySQL i kopuctyBaua root. CuHTaKcuc
nependayvae, mo BukopuctoByerbess MySQL Bepcii 8.0 abo HoBille. Y HaBeAeHOMY MpUKIIAl y 0a3i
naHux mysql s kopucTyBaua root BCTAaHOBIIIOETHCS Haposib 12345,
USE mysql;
ALTER USER 'root'@'localhost' IDENTIFIED BY '12345';
quit;
IlepezaBanTaxxyemo MySQL

sudo systemctl restart mysql

CTtBOprOEMO KaTaJIoT JJis1 po3ropTanHs makeTy NagiosQL3 Ta mepeBipsieMo 1110 Jito:
sudo mkdir /etc/nagiosql
Is /etc/nagiosql
Hanmaemo Ha kaTamor BiAMOBIAHI JO3BOJHM, a CaMe€ JO3BOJIM HA 3alHC Yy IIeH KaTaJlor IS
KOpHUCTYyBaua, sikuil BctaHOBII0€ NagiosQL.
sudo chmod -R 755 /etc/nagiosql
sudo chown -R www-data:www-data /etc/nagiosql

Is -l /etc/nagiosql

3amyckaemo NagiosQL3 Web Installer nnst HanamTyBaHHS makeTa.

NagiosQL3 nanae BeO-iHcTanmaTop s BecraHoBleHHsA. BinkpuBaemo URL-anpecy

http://IP-NAGIOS/nagios/webadmin/install/index.php ae IP-NAGIOS - aapeca Hamoro
cepBepy.
100 3amyCcTUTH BEO-THCTAIATOP Ul nagiosql Ta BUKOHYEMO KPOKH, SIK MMOKa3aHO Ha puc.8.4, 8.5.
Beb6-iHcTansaTop 1onomMoke BHECTH Oy 1b-Ki HEOOX1THI 3MiHHU.

Jnist cipolieHHst 1ocTyiy 10 BeO-iHcTansiTopa NagiosQL3, MOXIMBO BIAKPUTH «IIPOKUHYTY»
yepe3 NAT Network po6ouy agpecy Nagios-cepBepy Ta 3MiHUTH ii JiHK, IOAABIIH B KIHEIb aJpecH

webadmin/install/index.php.
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CrninyiiTe BKa3iBKam, 10 HaBeeHI Ha puc.8.4-8.5.

wero | 192.168.1.176/nagiosfwebadmin/instal/indexphp

ZinN
(1
N b Online Documentation

Welcome to the NagiosQL inst

For questions please visit NagiosOL @ S

NagiosQL version 3.5.0

First lets check your local environment and find outif everything NagiosGL needs is available
The basic requirements are:

« PHP 7.2.0 or above (PHP & is recommended) ineluding
o PHP database module: supported types are mysqli
o PHP module: session
o PHP module: gettext
o PHP module: fiiter
o PHP module: FTP (optional)
o PECL extension: SSH (optianal)
« phpini options:
o file_uploads on (for upload features)
o session.auto_start needs to be off
o date.timezone should he setto your loeal timezone

« Adatabase server
+ Naglos 2/3x/4x

Settings file not found or not readable (config/settings phi). Updrade not available!
START INSTALLATION

Online documentation

NaGiddaL

Nagi

Chscking Clfent
) Jamscipt ENABLED

Language : English ~

Cheoking PHF version

allation wizard £ Vesion [GK PHRE 1 Z1BNNZ 1 SekcED

” FiRrok

Tie 1estoonpk oferknrks an opfore! YEmoonme 1ded:

# FIPicK
sshz

Chiecking PHP exteasions
This wizard will helo you to install and configure NagiosGL. Tl bl o o 2 et 11 et
ourceforge
o pesrio
) Sesshoi 0K

Checiing avaitable dstabase interfsces

Checking requirements

Checkwi b o e £ypparkd arkackng 2 e ik, 4t kartons oftiem k& requlnd.

© meaLok

Chiscking php.fail. htacoess settings

Tie Tlkwihg setthas are sequirec D ) Nabell:

) fh_spkats: O
) seseion aum_smrt ok

2 EAbEl SR EICHOEOK
) e mszoie:OK

Checiing Systam Parmission

SHIGE Mk does \CTIKE GOMGAIgS PIR

9 Wite Bston setihgs dincony oangh:OK
 Read trton ous clars Mk cuictinsliagls valt bse pigh 0K
) Rea Estor lome page fk adnl pipy:OK

) REZIBS10H Obé NP Tk ENPEELMEBLINOK

# Read
) Rea bt

) Reat Betal oae Mage e (MOJEERELN:OK

Enuronm ant it com pistsd wses

e 30y mplst The (emplab b St D) OK
‘empla cempiak ks oviact pldsh: OF

Puc. 8.4. WEB-incmanamop NagiosQL. /[pyee 6ikno — nepesipka cymicHOCMI nakemis.

Ha mwactymHomy ekpani

HEOOXiTHO  BBeCTH JeTanmi 0OasW JmaHuX, sAKi OyayTh

BHUKOPUCTOBYBATHUCS UL nagiosql. 3BepHITh yBary Ha CTBOPEHHsI aMiHICTPaTUBHOTO KOPUCTyBaya

st poctyny jgo iHtepdeiicy NagiosQL. Ilix wac BCTaHOBIEHHS TOTPIOHO BKazath IM's

kopuctyBaua (Initial NagiosQL User) ta mapons (Initial NagiosQL Password), siki Bu Oyznere

BUKOPHCTOBYBATH JUIsl BXOy B crcteMy NagiosQL. 3a3Buuaii e kopuctyBay admin

NagiosQL Installation: Setup

7w Manzaliry Sskis marked

NagiosQL Installation: Finishing Setup

[~ Create new NagiosGL
Database serwer connection (privileged user)
Database sener version
Database sener support

~WaglozaL User

it S0l L

Delete existing Nagies OL database
Creating new database

Installing HaginsDL database tables
Create Nagios 0L database user

[~ Magies Contiguratcs
mpert Hagins sampla coma? .
Hagie=0L path walues
Creme Magios0IL comg pams? .

Puc. 8.5. WEB-incmansamop NagiosQL. /lemani B[ ons nagiosql.

5356 pah st ans Ihe wahsEnAr GEMAn has il Acsss
18118 15UISE SLUBTITGAIANGS 1N BOUF 3INCETS AIASGEIm (RSt SanEes, BALKUF ot )

passed (mysqli)
©.0.36-Dubuntud 22.04.1
supperted

done db_nagiesql_w35)
done (db_nagiesq_w35)

done
done (Only added rights ta existing user: naginsal_user)

Set inital Nagios L Administrator dene
Database server connection (Nagies L user) passed
Deploy Nagios L settings
Witing global settings to database done
Whiting database configuration to settings php done
Import Nagios sample data done
Creste andior store Hagios L path settings done

Plesza delate the install directory ta cartinus!

>

Heat

NagiosaL

0

Finish

[licns 3aBepuieHHs BeO-iHCTAJIATOpPa BiH aBTOMAaTMYHO IE€PEHANPABUTHCS [0 IaHENi

aamMinictparopa nagiosql3. o6 Biakputu Horo mizHime 3a monomororo URL http://IP-NAGIOS

/nagios/webadmin ne IP-NAGIOS — agpeca Hamoro cepsepy.
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Bxoanmo mo po3miny agminicrpyBansas NagiosQL i nepeiinite 10 Administration -> Administration

-> Config targets Ta HaTHckaeMo KHONKY Modify asist JToKkanbHOT iHCTaIIAIII.

8 MagiosQL - Version 320 x

- C A 1) svritecadminnet/nac

Welcome

Username: admin
Password: sessssses

Please enter your usemame and password to access NagiosQL
youforgat one of them, please contact your Administrator

——
B Megioel - Versian 320 ' M Nogien G *

L3 C AN [ svrlsecadminne

(IS Configuration domain administration

-

i [ conooinoros = owasion | runcion |
locaihos: Local ingtallztion Yes “mE

[E==r=m

[T = . -

Puc. 8.6. Hanawmysans NagiosQL.

Kopekrtri msixu s mapametpiB Nagios configuration files and directories:

Nagios base directory: /usr/local/nagios/etc/

Picture base directory:

Nagios
Nagios
Nagios
Nagios
Nagios
Nagios

command file: /usr/local/nagios/var/rw/nagios.cmd
binary file: /usr/local/nagios/bin/nagios

process file: /usr/local/nagios/var/nagios.lock
config file: /usr/local/nagios/etc/nagios.cfqg

cgi file: /usr/local/nagios/etc/cgi.cfg

resource file: /usr/local/nagios/etc/resource.cfqg

(BanmmaeMo MOPOXHIM, SKIJO HEMae OKPEMOI'O KaTajiory Oy 300paxeHb)

-= Coatlg et

1 sdministration

Configuration domain administration

7]

Configuration target *

Drescription * Local installation

Server name *

Method Fileaccess o

Configuration directories

ﬁ::’.p;:.“f"’ Basze directory * [ 7]

(G roap 3dm lv Host directory * 2]

Myt acoess

DaEdomals Service directory * [ 7]

Canfig fargets Backup directory * @

;3:;‘ Host backup directory * [ 7]

He pedior Service backup directory * (7]

Sppart

Hig men] Magios configuration files and directories
Magios base directory * [ 7]
Import directory fetcinagiosfobjects/ 2]
Picture base diractory [ 7]
Magios cornmand file fustflocalfnagiosfvarrwinagios.cmd (7]
Magios binary file fusrflocalfnagios/binfnagios 7]
Magios process file 2]
Magios config file * 7]
E Magios cgi file * (2]
Magios resource file * ©
Magios version 4.1 il ©
Access group Unrestricted access h L2}
Active
Save || Abort * required

Puc

. 8.7. naxu npu nanawmysanuni NagiosQL.
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Kopuchi nocuianus

e Nagios Core. Time Periods.

https://assets.nagios.com/downloads/nagioscore/docs/nagioscore/4/en/timeperiods.html

e Nagios Core. Time Period Definition

https://assets.nagios.com/downloads/nagioscore/docs/nmagioscore/4/en/objectdefinitions.html#timepe

riod

e Nagios Core. CGI Configuration File Options

https://assets.nagios.com/downloads/nagioscore/docs/nagioscore/4/en/configcgi.html

e How to Install and Use SendEmail on Linux

https://tecadmin.net/how-to-install-sendemail-in-linux/

e NagiosQL - Nagios configuration tool Files

https://sourceforge.net/projects/nagiosgl/files/nagiosqgl/



https://assets.nagios.com/downloads/nagioscore/docs/nagioscore/4/en/timeperiods.html
https://assets.nagios.com/downloads/nagioscore/docs/nagioscore/4/en/objectdefinitions.html#timeperiod
https://assets.nagios.com/downloads/nagioscore/docs/nagioscore/4/en/objectdefinitions.html#timeperiod
https://assets.nagios.com/downloads/nagioscore/docs/nagioscore/4/en/configcgi.html
https://tecadmin.net/how-to-install-sendemail-in-linux/
https://sourceforge.net/projects/nagiosql/files/nagiosql/

Kuromupcbka
noJliTexHika

MIHICTEPCTBO OCBITHU I HAYKHU YKPATHI ®-22.05-
JTEPKABHHUI YHIBEPCUTET «(KATOMHUPCBHKA TMOJITEXHIKA» 05.02/2/125.00.1/M/OKS-
Cucrema ynpasJinns sikictio Bianosigae JICTY ISO 9001:2015 2024

Exzemnisap Ne 1 Apk 96/96

HanaHBHO-MeTOHHqu BUIAaHHA

«CucreMHuil Ta MepeKeBUIT MOHITOPUHI»

METOJUYHI PEKOMEHJALII /1711 BAKOHAHHS TABOPATOPHMX POBIT

[Migrorysanu
BopotHikoB Bonoaumup Bononumuposuu
Poccincekuit FOpiit Muxainosuy
danproBchkuit Irop I'enHagiioBuY
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®anpkoBcbkui L. I
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