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NNa6opaTopHa po6oTa 9
docnigxeHHA npoueciB BUKOPUCTaHHA uudpoBUX nignucise

Uini Ta 3agauvi

3po3ymiTu KoHLenLil LmMcpoBoro nNianucy Ta 4ocniaguTn Npoueaypy BUKOPUCTAHHSA i nepeBipku LndpoBmx
nianucie

YactuHa 1: Jlocnianty npouenypy BMKOpUCTaHHA uucppoBux nianucis.

YactuHa 2: [locnianty npouenypy nepeBipky umdpoBoro nignucy.

HosBigkoBa iHopmauis / CueHapin

Lindposuin nignuc - ue MatemaTuyHUn MeTOA, SKUA BUKOPUCTOBYETHLCS AN NEPEeBipKkU aBTEHTUYHOCTI Ta
LinicHOCTi undpoBoro NoBigoMneHHs. Lindposuiin nignuc € ekeiBaneHToM PyKOMMCHOro Nianucy.
Lindposi nignncn moxytb 6yt Habarato 6inbw 6e3nevyHnmn. Meta umMdpoBoro nignucy nonsrae B
TOoMYy, WOoO6 3anobirtu nigpobui Ta iHnepcoHidikauii LMdpoBUX NoBigOMMEHb. Y BaraTbox KpaiHax,
BKMtoyatoum CrnonyyeHi

LTaTtn, umdpoBsi Nignucyn maroTb Take X IPUANYHE 3HAYEHHS, 9K | TpaguuinHi dbopmu nignucaHmx
AokyMeHTiB. Ypsa CnonyyeHux LTatiB Tenep nybnikye enekTpoHHi Bepcii 61oaxXeTiB, 3aKOHIB i
3akoHonpoekTiB KoHrpecy 3 ungposnmm nignncamm.

HeoObxigHi pecypcu

O TK abo MobinbHU NpUCTpI 3 AOCTYNoM A0 IHTEpHETY

Part 1: BukopuctaHHa undpoBux nignucise

Y uin yacTuHi BM BygeTe BUKOPUCTOBYBaTK BEO-CalT ANsl NepeBipK/ Nignucy JOKYMeHTa Mik Anicoto i
Bobom. Anica i 506 BUKOPMCTOBYIOTL OAHY Napy 3akpuUTKX i BigkpuTux knodis RSA. KoxeH 3 Hux
BVKOPUCTOBYE CBIil 3aKPUTWUI KIMHOY AN NiANUCaHHA IOPUANYHOIO AOKYMeHTa. [1oTiM BOHU BigNpasnsioTh
OOKYMEHTV ofuH ogHoMy. | Aniica, i BO6 MoXyTb NepesipuTy NiGNNC OAMH OOHOIO BIAKPUTUM KITHOYEM.
BoHW TakoXX NOBMHHI AOMOBUTUCS NPO CNifTbHY BIAKPUTY EKCMOHEHTY ANs PO3paxyHKy.

Tabnuus 1 - Bidkpumudi i 3akpumud knodi RSA

Biakputumn knoy | d94d889e88853dd89769a18015a0a2e6bf82bf356fe14f251fb4f5e2df0d9f9a94a68a3
RSA 0c428b39e3362fh3779a497eceaeal37100f264d7fb9fb1a97fbf621133de55fdch9blad

0d7a31b379216d79252f5¢527b9bc63d83d4ecf4d1d45cbf843e8474babc655e9bb67

99cha77a47eafaB838296474afc24beb9c825b73ehbf549

3aKkpuTum Knrou 47b9cfde843176b88741d68cf096952e950813151058ce46f2b048791a26e507a1095
RSA 793c12baele09d82213ad9326928cf7¢2350ach19¢98f19d32d577d666cd7bb8b2b5b

a629d25ccf72a5ceb8a8da038906c84dcdblfe677dffb2c029fd8926318eede1b58272

af22bda5c5232be066839398e42f5352df58848adad11al

10001

Biokputa
€KCNoHeHTa
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BukopuctaHHsa uudpoBux nignucie

Step 1: MiagNUWIiTEL AOKYMEHT.

Anica nignucye LPUANYHUA OOKYMEHT i Bignpasnsie noro boby 3 BUKOPUCTaHHAM BigKPUTUX | 3aKpUTUX
kntodviB RSA, nokasaHux B Tabnuui suie. Tenep boby aosenetbcsa nepesipuTtu uudposun nignuc Anicu,
LWo6 AOBIpSATM CNPaBXHOCTI €NEeKTPOHHOIO JOKYMEHTA.

Electronic Electronic
Document Document
— +
b Digital

Sighature

Sent to BOB

Use RSA lice A53de563ab
private Key Generate Digital 3bced...
to generate Signature
Digital
Signature

Step 2: MNepeBipTe undposun nignuc.
Bob oTpyMye OKYMEHT 3 LMPOBMM MigNMCOM, MOKa3aHUM B TabnuLi HUXYe.

Tabnuus 2 - Lugpposud nidnuc Anicu

LUndposuin nignuc Anicu

0xc8 0x93 0xa9 0x0d 0x8f Ox4e 0xc5 0xc3 0x64 Oxec 0x86 0x9d 0x2b 0x2e 0xc9 0x21 0xe3 0x8b Oxab
0x23 Ox4a Ox4f 0x45 0xe8 0x96 0x9b 0x98 Oxbe 0x25 0x41 0x15 0x9e Oxab 0x6a Oxfb 0x75 0x9a 0x13
0xb6 0x26 0x04 0xc0O 0x60 0x72 0x28 Oxla 0x73 0x45 0x71 0x83 0x42 0xd4 0x7f Ox57 Oxd1 Oxac 0x91
0x8c Oxae 0x2f 0x3b 0xd2 0x99 0x30 0x3e 0xe8 0xa8 0x3a 0xb3 0x5d Oxfb Ox4a 0xc9 0x18 0x19 Oxfd Ox3f
0x0c 0x0a 0x1f 0x3d Oxa4 Oxa4 Oxfe 0x02 0x9d 0x96 0x2f 0x50 0x34 0xd3 0x95 0x55 0xe0 Oxb7 0x2a
0x46 0xa4d 0x9e Oxae 0x80 0xc9 0x77 0x43 0x16 0xcO Oxab Oxfd Oxdc 0x88 0x95 0x05 0x56 Oxdf Oxc4
Oxfc 0x13 Oxa6 0x48 0xa3 0x3c 0xe2 0x87 0x52 0xc5 0x3f 0xOc 0x0d

HaTucHiTb TyT, W06 BMKOPUCTATU OHMANH-IHCTPYMeHT RSA Ansa nepesipku cnpaBXHOCTi unudpoBoro
nignucy Anicwu.
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BukopucrtaHHsa uncpoBux nignucie

Tabnuuyss 3 OHnalH iHcmpymeHm yughpogozo nidnucy

Directions are at the bottom.

I 1543889288853dd89769a18015a0a2e6bf82bf356fe14f251fb4af5e2df0d9f9a94a68a30c428b3%¢e

JYCKIIENN 3362 fb377%a497eceaecal37100£264d7fb9fb1a97£bf621133de55fdchb9b1ad0d7a31b379216d7925

(GOEGEGTEIVEl 2 £5c527b9bc63d83d4ecf4dld45cbf843e8474babc655e9bb6799chba7T7ad7eafasd38296474afc24b
eb9c825b73ebf549

11 TSN 10001

Exponent
(hexadecimal):

ISWEICIN 4 7hScfde843176b88741d68c£096952950813151058ce46£2b048791a262507a1095793¢c12bacle

JDIGIC I 09d82213ad9326928¢c£7¢c2350acb19c98£19d32d577d666cd7bb8b2b5ba629d25ccf72a5cebBasda

(GOELECTIEIVEN 035906c84dcdblfe677df£b2c029£d8926318eedelb58272af22bda5¢c5232be066839398e42£5352
df58848adadllal

Hexadecimal

Character ©
String

Encrypt
Decrypt

a. CkonitoviTe i BCTaBTe BigKpWUTI i 3akpuTi kntoyi 3 Tabnuui 1 Buwe y nonsa Public Modulus i Private
Exponent Ha canTi, ik noKa3aHO Ha PUCYHKY BULLe.

b. TMepekoHanTecs, wo 3HavyeHHs Public Exponent gopisHioe 10001.
c. BcrasTe undposun nignuc Anicu 3 Tabnuui 2 B none 3 HanNMcom Ha BeO-calTi, ik NoKasaHo BuLLE.

d. Tenep bob moxe nepesipnTh LUPOBUIA NIJNNC, HATUCHYBLUM KHONKY Verify 3HM3y Beb-canty. Yun
nignuc igeHTndikoBaHo?

Step 3: CTBoOpiTb Nignuc ans Bignosigi.

Bob6 oTpumye i nepeBipAe enekTpoHHUIA 4OKYMEHT i umdpoBui nignuc Anicu. Tenep bob ctBoptoe
€reKTPOHHUI JOKYMEHT i reHepye CBin BNacHU LndpoBuii NiaNUC, BUKOPUCTOBYIOHUM 3aKPUTUI KIHOY
RSA B Tabnuui 1 (Mpumitka: im'a boba Benukumu nitepamn).
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BukopuctaHHsa uudpoBux nignucie

Tabnuus 4 Lugposull nidnuc boba

Undposuin nignuc boba

0x6c 0x99 0xd6 0xa8 0x42 0x53 Oxee 0xb5 0x2d Ox7f 0xOb 0x27 0x17 0xfl Ox1b 0x62 0x92 0x7f 0x92
0x6d 0x42 0xbd 0xc6 0xd5 0x3e 0x5¢ 0xe9 0xb5 0xd2 0x96 Oxad 0x22 0x5d 0x18 0x64 0xf3 0x89 0x52
0x08 0x62 0xe2 0xa2 0x91 0x47 0x94 0xe8 0x75 0xce 0x02 0xf8 0xe9 0xf8 0x49 0x72 0x20 0x12 Oxe2
Oxac 0x99 0x25 0x9a 0x27 0xe0 0x99 0x38 0x54 0x54 0x93 0x06 0x97 0x71 0x69 0xbl Oxb6 0x24 Oxed
0x1c 0x89 0x62 0x3d 0xd2 Oxdf Oxda Ox7a 0xOb 0xd3 0x36 0x37 0xa3 Oxch 0x32 Oxbb 0x1d Ox5e 0x13
Oxbc 0xca 0x78 0x3e 0xe6 0xfc Ox5a 0x81 0x66 Ox4e 0xa0 0x66 Oxce 0xb3 0x1b 0x93 0x32 Ox2c 0x91
0x4c 0x58 Oxbf 0xff Oxd8 0x97 0x2f Oxa8 0x57 0xd7 0x49 0x93 Oxbl 0x62

Bo6 nocunae Anici enekTpoHHUA AOKYMEHT i LncbpoBuin nignuc.

Step 4: NepeBipTe undposun nignuc.

a.

CkonitoviTe i BCTaBTe BiAgKpUTI | 3aKpuTi kntovi 3 Tabnuui 1 Buwe y nona Public Modulus i Private
Exponent Ha calTi, K NOKa3aHO Ha PUCYHKY BULLIE.

MNepekoHanTecs, Wwo 3HadeHHsA Public Exponent gopisHioe 10001.
BctaeTte undposuin nignuc boba 3 Tabnuui 4 B none 3 HANMCOM Ha BeO-CalTi, Ik MOKa3aHO BULLIE.

Tenep Anica moxe nepesiputu LMdPOBUIA NiANNC, HaTUCHYBLUK KHOMKy Verify 3Hn3y Beb-canty. Yni
nignuc igeHTndikoBaHo?

Part 2: CtBOpiTb CBi BNnacHuu uucgppoBuin nignuc

Tenep, konu Bn 6auunTe, Sk npauooTb LMdPOBI NigNNCK, BU MOXETe CTBOPUTK CBill BNacHU LundpoBuin
nignumc.

Step 1: CTBOpiTL HOBY napy RSA-kntouiB.

MepenaiTe Ha IHCTPYMEHT BEG-CanTy i CTBOPITb HOBUI Habip BigKPUTUX i 3akpuTKX kntodiB RSA.

a.

d.

Buaanite BMicT nonis 3 Hanncamu Public Modulus, Private Modulus i Text. NMpocTto
BMKOPUCTOBYWTE MULLY, 06 BUAINMTKN TEKCT i HaTUCHITL knasiwy delete Ha knagiaTypi.

MepekoHanTecs, wo none «Public Exponent» mae 3HadeHHa 10001.

CT1BOpITE HOBUI Habip kntoyiB RSA, HaTMCHYBLUM KHOMKY Generate B MpaBOMY HWDKHBOMY KyTKY
Bebcanty.

CkonitorTe HOBI KntoYi B Tabnuuto 5.

Tabnuus 5 - Hosi kritoui RSA

e.

Bigkputun
KIHoY

3akputun
Kntou

Tenep BBeAiTb CBOE NOBHE iM'st B Mofie 3 Hanncom Text i HaTUCHITb Sign.
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BukopuctaHHsa undpoBux nignucie

Tabnuusi 6 [lNepcoHanbHUU yugposud nidnuc

MepcoHanbHUM
uncppoBun nignuc

Part 3: O6miHaAKTecs | nepeBipTe undpoBi niganucu

Tenep Bu MOXeTe BUKOPUCTOBYBATK Lier LIMGPOBUIA NianmC.

Step 1: O6miHANTECA BallMMN HOBUMM BiAKPUTUMM i 3aKpUTUMM Kntovyamu B Tabnuui 5 3 Bawumm
napTHepoMm no nabopaTtopHii poborTi.

a. 3anuuwiTtb BigkpwuTi i 3akpuTi kntodi RSA cBoro napTHepa 3 oro Tabnuui 5.

b. 3anuwite obuasa kntoya B TabNMLi HUXKYE.

Tabnuus 7 - Knroyi RSA napmHepa rno nabopamopHiti pobomi

Biakputun knou

3aKkpuTUM Kio4

c. Tenep obmiHanTecsa undposmumMu nignucamm 3 Tabnuui 6. 3anuwite undposur nignuc B Tabnuui
HUDKYe.

LUundpoBun
nignuc napTHepa
no nabopaTtopHin

po6ori

Step 2: MNepeBipTe uncppoBUun Nignuc napTHepa No nabopaTopHin poodorTi

a. LLo6 niaTeepauTun uncpoBUn Nignuc cBoro NnapTHepa, BCTaBTe Moro abo ii BigkpUTi i 3akpuTi Krtodi
Jo BignosigHMx nonis, nomiyeHnx Public and Private modulus Ha Be®-canTi.

b. Tenep BcTtaBTe UMdpPOBUI NiANUC B None 3 HanMcom Text.
c. Tenep nepesipTe 1Moro abo ii UMPOBUIA NiANNC, HATUCHYBLLUW KHOMKY Vverify.

d. Lo BigobpaxaeTbcs B TEKCTOBOMY NONI?
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