JlaGopaTopna podora Ne 07
OCHOBH POBOTHU 3 KEPOBAHUMHU
KOMYTATOPAMM CISCO TA MEPEKHOIO
OMNEPAIINHOIO CUCTEMOIO CISCO 108

Mema 3anamms: 03HaHOMUTHCS 13 3araJIbHOIO OyJJOBOIO KEPOBAHOI'O
komytaropa CiSCO; 03HAHOMHUTHCS 3 OCHOBHHMH MOXKJIMBOCTSIMH Mepe-
xHo1 onepauiitnoi cuctemu Cisco I0S ta po3risiHyTH OcoOmuBOCTI il
3aCTOCYBaHHS Ha KepOBaHUX KoMyTtaropax Cisco; DOCTIAUTH MOXKIINBO-
cti Cisco 10S 3 HamaromkeHHs Ta AiarHOCTYBaHHS OCHOBHHX HapameT-
piB dhyHKITIOHYBaHHS KepoBaHUX KomyTtaTtopiB Cisco.

Teoperuuni BitomocTi

byoosa keposanozo komymamopa Cisco

dipma Cisco 3aliMaeThCsl PO3pOOKOI0 1 BUPOOHUIITBOM KOMYTAaTOPiB
monan 20 pokiB. 3a 1meil mepiox MPOeKTYBATBHHUKH Ta iHxkeHepu Cisco
nogamu 10 6azoBoro (QynkmioHanmy komyrtaTopa Ethernet Benmuky Kinb-
KiCTh HOBHX (YHKIIH, peali3yBalH MIATPUMKY OaraTboX MEpPEKHUX
MPOTOKOJIIB, CMENiaNi30BaHIX TEXHOJOT1H, apXITeKTYpHUX Ta TEXHOJIO-
rivanx pimens. barato po3pobok Oynm BkodeHi go cranmapry |IEEE
802.3 abo cTany HOBUMHU CTaHIapTaMHU.

TunoBa cTpykrypHa cxema komyrtatopa Ethernet ¢pipmu Cisco HaBe-
nena Ha puc. 1. OCHOBHUMH CKJIaJJOBUMH KOMYTaTOpa €:

— nentpansnuii nponecop (CPU, Central Processing Unit);

— Onok komyTartii (Switch Fabric);

— 610k mocTiiiHoi mam’sti (OnBoard ROM, Read-Only Memory);

— 6ok ormreparuBHoi mam’sti (OnBoard RAM, Random Access Memory
ity DRAM, Dynamic RAM a6o SDRAM, Synchronous DRAM);

— 0ok mocTiitHoT nepe3anucyBanoi mam’sTi (OnBoard Flash);

— Omok 3miHHOI niepe3anucyBaHoi mam’saTi (Removable Flash);

— 6siok eHeprouesanexHoi mam’sti (NVRAM, Non-Volatile Random
Access Memory);

— Osoku kepyBanHs iHTepdericamu/mopramu Ethernet (Port ASICs);

— Onoku QiszumuHoro piBHs, TpaHcuBepu Ethernet (PHYs, Physical
Layer Devices);

— Ostoku (izu4HOTO piBHA [T popmyBaHHs cTeky (Stack Port PHY');

— OokHM KepyBaHHS iHTEp(ENCIB/MOPTIB VIS MIIKIIOYEHHS POOOYHX
crauuiit kepyBanus (Management Interfaces).
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Puc. 1. TunoBa cTpykTypHa cxema komytatopa Ethernet ¢pipmu Cisco

HenTpansauii npouecop (CPU) 3abe3neuye kepyBaHHS KOMYTaTo-
POM Ta KOOpAMHAIII POOOTH MOTO CKIIAJOBHX, a TAKOXK 3a0e3medye ak-
TyaJIbHICTh OCHOBHOI TaOmuii komytamii. biaok komyrtamii (Switch
Fabric) Bukonye Taki ¢yHKIii: 3a0e3nedye nepenaqy tpadika Mix mop-
TaMH, HaJa€ SIKICTh OOCIyrOBYBaHHs, 3a0e3Meuye BiJMOBOCTIHKICTb.
Leit 6ok Moxke OyTH peani3oBaHWN y BHUIJISII OAHIET crieliani3oBaHOl
MIKpOCXEMH BEJIHMKOTO CTYIeHs iHTerparii abo KiJIbKOX CHelialbHUM
crocoOOM MO€HAaHNX MiKpocxeM. BIok KomyTarii XapakTeph3yeThCs
npornyckHoto 3xatHicTio  (Switch Fabric Capacity, Forwarding
Bandwidth), oo Bumiproerscs y I'6it/c. Jlo Oiroxa koMyTartii migkirode-
Hi Oioku kepyBaHHs iHTep(eiicamu/mopramu Ethernet ta BimnosiaHux
CTEKOBUX TexHONOrid. OauH Takuil OJIOK MOke 3a0e3neuyBaTd (yHKILI-
OHyBaHHS Kinbkox moptiB Ethernet abo kimbkox crexoBux mopTis. Jo
OJIOKIB KepyBaHHS iHTepQeiicaMu MiAKIII0UeH] BiAOBIAHI OI0KH (i3nd-
Horo piBHs (TpaHcuBepu) Ethernet Ta 010kH (i3MYHOrO PiBHS BiAMOBI-
HUX TEXHOJIOTil CTeKyBaHHS.

VY mocriiiniit mam’sti (OnBoard ROM) komyTtaropa MiCTSTBCS ITPO-
neaypa mno4yatkoBoro camortectyBaHHs mnpuctporo POST (Power-On
Self-Test) Ta mporpama no4aTkoBoro 3aBantaxenHs Boot Loader. Biiok
oneparuHoi nam’sti (OnBoard RAM) Bukonye ¢yHKIii, 1110 aHaIOri4-
Hi TakoMy X OJIOKy IepCOHaIbHOTO KOMIT'IoTepa. B omnepaTuBHIN
mam’sTi micis 3aBaHTaxXeHHs po3Mintyerbest Cisco 10S, usg mam’sTh Ta-
KOXX BHUKOPHUCTOBYETHCS JUIsl 3a0€3MEUeHHsT TpOLecy Iepeadi KajapiB
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MK mopTamu. bBiok moctiiiHOi mepe3anucyBanoi mam’sti (OnBoard
Flash) Buxonye dyHkmii HakomuuyBada MPHCTPOrO. BiH MicTUTH (aiii
o6pasy Cisco 10S Ta nesixi koH(irypauiliHi (paiim, sSKi CTBOPIOIOTHCS Y
MIpOIIeCi HaJIaroMKEHHs Ta BUKOPHCTOBYIOTHCA Y MPOLIECi pOOOTH KOMY-
taropa. DaiiniB 00pa3iB y nepe3anucyBaHii mam’sTi MOXKE MiCTUTHUCS
KilbKa. MOXKIIMBOCTI TIOCTIHHOI TIepe3anrucyBaHoi maM’ iTi MOXYTh OyTH
PO3IIMpeHi 3a PaxyHOK 3aCTOCYBaHHsI OJIOKa 3MiHHOI Mepe3anucyBaHOi
mam’siti - (Removable  Flash). Brnok  emepromesamexHoi  mam’sTi
(NVRAM) 3acTocoByeThCs ITst 30epekeH s KOHGIrypariii KomyTaTopa.

Jlnst 3a0e3neueHHs Halaro/PKeHHS Ta KepyBaHHS KOMYTaTOpOM Hasi-
BHi OJOKM KepyBaHHS iHTep(eHCiB/MOPTIB Al MiAKIIOYEHHS! POOOYHX
CTaHIIi KepyBaHHS, M0 MATPUMYIOTh 3aCTOCYBaHHS PI3HUX (i3MIHUX
inTepdeticiB: mocaigoBHOTO iHTEpdeiicy, inTephericy USB, intepdeiicy
Ethernet. Jlns 3a0e3neuennst GyHKIIIOHYBaHHS TOCITIIOBHUX 1HTEpQEH-
ciB (ocHoBHoro — Console Port, nomomiskHoro — AUX Port) 3actocoBy-
€Tbcst OMOK, 0 Oa3yerscst Ha Mikpocxemi UART. Jlns 3abe3nedeHHs
¢ynkuionyBanns iHrepdericy USB (USB Console Port) — BigmosigHuit
omox USB. [l migkimodeHHs poOOYMX CTaHIA KepyBaHHS i3 3aCTOCY-
BaHHsIM TexHojorii Ethernet uepe3 intepdelic kepyBanus MGMT —
ONOK, SKAW aHANOTIYHUHN 3a (YHKIiIMH OJOKa KepyBaHHS MOPTOM
Ethernet. ¥ mesikux monensx komyraropiB 010k inTepdeiicy USB Takox
MIATPUMY€E MOXIIMBICTh MiAKIIOUEHHS 30BHIMHIX 3MiHHNX USB-HOCIIB
a00 MPUCTPOIB.

3oBHilHiN Burisia komytaropis Cisco cepii 2960 HaBeneHO Ha pUC.
2. Ha nmepenniit maneni komyraropa Cisco po3MILIYIOTECSI MEPEXHI 1H-
TepeiicH/IopTH, KHOMKA MEePEKIIOYeHHs PEXHUMIB CBITIOJIOMHUX iH-
mukatopiB (Mode), cBiTomionni inmukaropu (LEDs), mo npu3HadeHi
JUTS BimoOpakeHHs cTaHy KomyTtartopa B Iiiomy. Koxen mopt Ethernet
TaKOX Ma€ BIACHUH 1HIUKATOp, KUl BiZoOpaxkae HOro CTaH.

Ha 3anniii maneni komyratopa Cisco TUIIOBO PO3MILLYIOTHCSI KOHCO-
JBHUI TOPT, THI3AO JUIS MiAKIIOYEHHS KaOell0 OCHOBHOTO JKHMBJICHHS,
CIIeiaJIbHUI CIIOT VISl MiIKIFOYSHHS CUCTEMH PE3EPBHOTO KHUBJICHHS Ta
KOHCOJIBHUH MOPT. Y NESKHX CIeIiaTi30BaHUX MOJEISIX Ha 3ajHil ma-
HEJl TaKOX MICTATHCS CIIOTH JUIst 00’ €IHAHHS KOMYTaTOPIB Y CTEK.

Bapro 3a3HaunTy, M0 y ACIKUX MOJENIAX KOMYTAaTOPiB Ha MEpeaHii
MaHes i TaKoK PO3MILIYIOTHCSI KOHCOJIBHUH MOPT (IOPTH), criemializoBa-
uuit nopt Ethernet mepexxnoro xepysanus, inTepdeiic() USB ans mia-
KIIIOYEHHS 30BHIIIHIX HOCIiB. BinbliicTe i3 HUX TakoX MarOTh BIacHi
CBITJIOZIO/THI 1HAUKATOPH.



3aranpHi TpaBuiia PO3yMiHHS CBIUCHHS IHAMKATOPIB € TaKUMH. SIK-
mo ingukarop He cBiTuthes (Off) — e cBigunTh mpo BiakIOYeHHS 200
Henpale3lIaTHICTh MPUCTPOIO B LIOMY, IIEBHOTO HOTO OJI0Ka, MifCHUCTe-
Mu ab0 KaHay 3B’A3KY. SIKIO iHAMKATOP CBITUTHCS 3€JIE€HUM KOJILOPOM
(Green) abo mepexTuth 3erneHHM KonbopoM (Blinking Green) — 1e cBi-
JIYUTH PO HOPMAIBHHUN PEKUM poOOTH, SIKIIO K IHAMKATOP CBITHTHCS
XKOBTUM KoIbOpoM (Amber) abo MepexTUTh JKOBTHM KOJbOPOM
(Blinking Amber) — e cBiquuTh PO Te, IO BUHKUKIIA [IEBHA MPOOIeMa.

Catalyst 2800 farias

B

Puc. 2. Iepenns manens komyraropa Cisco cepii Catalyst 2960:
a— mozeb 2960-24-S; 6 — mozens 2960-24TT-L; B — moaens 2960-Plus 24PC-S



Iioknouennsa 0o keposanozo komymamopa Cisco

HanaromkeHHs Ta KepyBaHHS KEPOBAaHHM KOMYTAaTOPOM MOJKE 37iH-
CHIOBATHCS 3 BUKOPHCTAHHIM TaKUX BUJIB ITiJKIIOYEHb:

1. Koucosre migkmouenns (Console Connection).

2. Tonomikre migxmoueHns (Auxiliary Connection).

3. Mepexue kepyroue miaxmodeHns (Network Management Connection).

4. Mepesxne minkmrouenns (Network Connection).

Tepwmin ,,miaxmodenHs” (Connection) oxorutioe sk (izuany (mpsive
KaOelbHe 3’ €JHAHHS Y1 3 €THAHHS Yepe3 HasBHY MEPExHY 1HPpacTpyK-
Typy), Tak 1 IpoTrpamMHy CKIaAOBi (MporpaMy — TepMiHAIBHUHN KIIIEHT).
Juia mpuctpoiB Cisco mopsz i3 TEPMIHOM ,,ITiIKITIOYEHHS 3aCTOBYETHCA
TepMiH-CHHOHIM ,,JiHis” (Line).

Konconsre migkmodenns (Console Connection) — 1ie mpsiMe Tiak-
JIFOYSHHS TOCITIOBHOTO TIOPTY KOMIT FOTEpa IO KOHCOJIBHOTO TIOPTY KO-
MyTaTOpa 3a AOIOMOTOI0 CIHELiaJbHOTO KOHCOJBHOTO Kabemo (puc. 3).
e migxaroueHHs Takok mo3Hauaerhbes sk Console Out-of-Band Connec-
tion. KoHcosbHE MiIKITIOYEHHS € OCHOBHMM THIIOM ITiJAKIFOYCHHS JUIs
MOYaTKOBOTO HaJlaro/pKeHHs KoMyTtaropa. Ha cxemax KOHCOJBHE ITiK-
JFOYCHHS 03HAYAETHCS JTHIEI0 3 KOPOTKHX MITPHXiB (pHcC. 4, a).

1) Cisco 2960 switch
2) Power cord
3) Console cable

Puc. 3. KoHcospHe mifkmoueHHs 10 komytatopa Cisco

Jomomixkue miakarouenus (Auxiliary Connection) — te miaKIrO4YeH-
HsI TTOCJTIZIOBHOTO TOPTY KOMIT FOTEpa [0 JOMOMIXKHOTO MOPTY KOMYyTa-
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TOpa 3a JOMIOMOT0I0 MOAEMIB yepe3 Tesle()OHHY MEpEXKy 3arajJbHOro Ko-
puctyBanns (PSTN, Public Switched Telephone Network um POTS,
Plain Old Telephone Service) (puc. 4, 6). Yacto 1ie miIkiIrOYeHHS MO-
3Hauvaethes ik POTS Out-of-Band Connection. Take migkimto4YeHHs Ha-
JIATO/PKYETHCS 3 METOK 3a0e3leucHHs (PYHKIIOHYBaHHS pPE3epPBHOTO
KOMYTOBaHOT'O KaHally KepyBaHHA Uil BUMAAKY, KOJH MEpPEKHE IijIK-
JIFOYCHHSI BUXOJUTH 13 JIaAy 1 HEOOXiHO MPOBECTH HAJIArOJPKCHHS Bil-
naneHoro npuctporo. [loptu mist 3aificHeHHsT AONOMIKHUX MHiAKITIOYEeHb
pearnizoByBaJIMCS JUILE B MIEPIINX MOAEIX KoMmyTaTopis Cisco.

Mepexne kepyrode ninkiarouenHs (Network Management Connec-
tion) — e mpsiMe miAKIIOUCHHST MepekHOro ananrtepa Ethernet komm’ro-
Tepa 1o crenianizoBanoro Ethernet-mopty kepysanns (In-Band Ethernet
Management Interface) komyraTopa 3a AOMOMOTrOI0 3BHYAWHOTO (TIps-
moro) Ethernet kabento (puc. 4, B). Take miKIIFOUEHHSI 3aCTOCOBYETHCS
y BHUINAJAKY, KO OCHOBHI MapaMeTpy KOMYTaTopa € 3a3falierigb Haja-
TO/PKEHUMH (HANpHKIIaA, BAPOOHUKOM) 1 HasiBHA MOKJIMBICTh JJISl BUKO-
HaHHS MiIKITI0YeHHs. TakoX Take MiJIKJIIOUEHHS 3aCTOCOBYETHCS Y pasi,
KOJI HeOOXiTHO MaTH 130JIbOBaHUH Bijl PEUITH MOPTIB KOMYTaTopa, a OT-
e 1 By3JIiB MEpexKi, KaHaN 3B’SI3KY JUISl HaJlaro KeHHs mpuctporo. [lop-
TH A7l 3A1HCHEHHSI MEPEKHOTO KEpyIHOUOTo IMiJKITIOYEHHs Peati3oBYIOTh
JIMIIIE HA ISAKUX Cy4acHUX Mozemsx komytaTopis Cisco.

OCHOBHHMM THIIOM MiAKJIIOYESHHS JUIS IOTOYHOTO HAIArOJPKEHHsI, Ke-
pYBaHHsI Ta JiarHOCTYBaHHS IPOIECiB pOOOTH KOMYTaTopa € MEpexKHe
migkmrouenns (Network Connection) — migkitoYeHHs Yepe3 HasBHY Me-
pexHy iHdpactpykTypy (puc. 4, r). Ile miaKiIOYeHHS TaKOX MO3HAaya-
etbest sik Network In-Band Connection.

VY BCiX BUMaAKax MiJKIIOYCHb BUKOPHCTOBYIOTHCS CIIEIialibHI Tep-
MiHaJbHI TIPOrpamMHi J0JaTKH, 110 MAaIOTh 3ac00M 3a0e3rneueHHs (yHK-
LIOHYBaHHS SIK MPSIMUAX MiAKIIOYEHb, TaK 1 MEPEXKHUX MiJIKIIOYEHB, [0
(OpPMYIOTBCSI 3 BHKOPUCTAHHSIM MTPOTOKOJIIB BiIJIAJIEHOTO IOCTYITY.

=
~==""""Console
,% RS-232 RS-232 (USB)



LAN/WAN

T

Puc. 4. [TigxioueHHs 10 KEPOBAHOTO KOMYTaTopa:
a — KOHCOJIbHE I IKTFOYEHHS; O — JOMOMDKHE i IKIFOYCHHS,
B — MEPE)KHE KepyIoUe HMiAKITIOUYSHHS; T — MEPEKHE I IKITFOYCHHS

KoHconpHE MiIKIIOYEHHS PEalli30BYETHCA 3 BUKOPHUCTaHHSIM abo
nocmigoBHuX iHTepdeiiciB RS-232 (EIA/TIA-232), abo intepdeiicy
USB. Hns intepdeiicy RS-232 moxyTh 3acTtocoByBatucst po3nimu DB-9
(cranmapt EIA/TIA-574), DB-25 (cranmapt EIA/TIA-232/RS-232-E),
RJ-45 (crannapt EIA/TIA-561). s intepdeiicy USB 3acTocoByIOTH-
cst posuimu USB Type A, USB Type B (5 pin mini-Type B). ¥V 6iib-
I0CTi cy4acHUX Mojelned komytaropiB Cisco uisi KOHCOIBHOTO IIiJIK-
JIFOYEHHsI HasiBHI a00 oxHe THI3M0 po3Himy RJ-45 (8P8C), abo aBa ri-
31a — po3HiMy RJ-45 1 po3nimy USB 5 pin mini-Type B ogHouacHo.
Crnix 3a3HauuTH, IO y NMEBHUH MOMEHT Yacy akTUBHHM MOXeE OyTH
Juile OXMH KOHcoiapHUM mopT. IlepeBara Hamaerscs mopty USB.
VY pasi migkaodeHHs kabeno 10 1poro nopty, nopt RJ-45 aBromaru-
YHO BiAKJIIOYAETHCS, IPU BIAKIIOYEHHI KaOelo — aKTUBY€EThCA. Y CTa-
pimmx Mozensx komyraropis Cisco Ta Ha mpuctposix Cisco iHIINX TH-
MiB MOXYTbh 3acTocoByBaTHca po3HimMu DB-9, DB-25. binpuricts BH-
POOHUKIB MEPEX)HOro OOJIafHAHHS Y CBOiX MPHCTPOSX 3aCTOCOBYIOThH
aHaJIoTiyHi po3HiMu. KoHCONpHUII MOPT MOXe PO3MILIYBAaTHCS SIK Ha
nepenHiid, Tak i Ha 3aAHIA MaHelIsIX KoMmyTtaropa. jis MOHITOpPHHTY
(yHKIIOHYBaHHS KOHCOJIBHOTO IMOPTY, K1 1 pEeIITH MOPTiB, 3aCTOCO-
BYIOTBCS CBITJIONIOAHI 1HIUKATOPH.
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306paxenns ruiza posuimiz DB-9, DB-25, RJ-45, USB 5 pin mini-
Type B ta Hymepauis iXx KOHTaKTiB HaBeACHi Ha puc. 5, a, 0, B, T Bij-

MOBIJIHO.

[To3HaueHHs Ta onuc iHPOPMAIIMHUX CUTHAIIB IS BHIIC-

3raJlaHuX PO3HIMIB HaBEJIICHI BiANOBiAHO y Tabm. 3, 4, 5, 6.
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Puc. 5. Hymepariist KOHTaKTiB pO3HIMiB:
a—DB-9; 6 — DB-25; B — RJ-45; r — USB 5 pin mini-Type B

Tabmuis 3

Curnanu intepdeiicy RS-232 nas posuimy DB-9 (crangapt EIA/TIA-574)

Kontakt

Curnan

1

HerexryBanus Hecy4oi (Data Carrier Detect, CD, DCD)

[Mpuiimanns nanux (Received Data, RxD)

Iepenava nanux (Transmitted Data, TxD)

l'otoBHicTh TepMinay (Data Terminal Ready, DTR)

CurnainpHa ,,3emits” (Signal Ground, SG)

l'otoBHicTh nanux (Data Set Ready, DSR)

3anut Ha nepenayy (Request to Send, RTS)

T'otoBHicTh 10 mepenaui (Clear to Send, CTS)

OO |N|o|(g|hwN

Ingukatop Bukiuky (Ring Indicator, RI)

Tabnuug 4

Curnamnu intepdeiicy RS-232 nust posnimy DB-25 (crangapt EIA/TIA-232)

Konrakt

Curnan

1

Kopmye (PG)

[epemaua manux (Transmitted Data, TxD)

[puiimanns naaux (Received Data, RxD)

3anut Ha nepenady (Request to Send, RTS)

IotorHicTh 10 nepenauyi (Clear to Send, CTS)

['otoBHicTh nanux (Data Set Ready, DSR)

Curnanbha ,,3emis” (Signal Ground/Common Return, SG)

Ierexrysanus Hecy4oi (Revd. Line Signal Detector, CD, DCD)

OV |O|B~|W(IN

Tecropa Hampyra (+)

=
o

TecroBa Hanpyra (—)

[EEN
[E=N

He BUKOpHCTOBYETHCS

=
N

JerextyBanns Hecydoi, moBepHeHHs (Revd. Line Signal Detector, DCD2/SF2)
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13 T'otoBHicTh 0 nepenayi, noBepHeHHs (Secondary Clear to Send, CTS2)

14 [lepenaua, moBepuenns (Secondary Transmitted Data, TxD2)

15 TakryBanus nepenadi (Transmitted Signal Element Timing, TSET, ETxC)

16 [Ipuiimanns, noBepHeHHs (Secondary Received Data, RxD2)

17 Takrysanus npuitmanss (Receiver Signal Element Timing, RSET, RxC)

18 JloxansHuit nureiid (LL)

19 3anut Ha nepenady, noBepHeHHs (Secondary Request to Send, RTS2)

20 I'otoBHicTs Tepminaiy (Data Terminal Ready, DTR)

21 JletextyBanHs skocTi curHany (Sig. Quality Detector, SQ)

22 Ingukatop Bukiuky (Ring Indicator, RI)

23 Bubip mBunkocti (Data Sig. Rate Selector, SF)

24 TakryBanus nepenadi (Tramsmitter Sig. Element Timing, TSET, TxC)

25 He BUKOPUCTOBYETHCSI

Tabmmnsa 5

CurHanu intepdeiicy RS-232 nas posnimy RJ-45 (crannapt EIA/TIA-561)
Konrakr CurHan

1 3anut Ha nepenauy (Request to Send, RTS)

2 l'otoBHicTh TepMinany (Data Terminal Ready, DTR)

3 [epenaua manux (Transmitted Data, TxD)

4 CurnainbHa ,,3emis” (Signal Ground, SG)

5 CurnainbHa ,,3emis” (Signal Ground, SG)

6 Ipuiimannst nanux (Received Data, RxD)

7 Tortosuicts nanux (Data Set Ready, DSR)

8 l'otoBHicTh 10 nepenadi (Clear to Send, CTS)

Tabmuns 6
Curnanu intepdeiicy USB nas posznimy USB 5 pin mini-Type B

Konrakr Curnan

1 XKusnenns +5 B (VCC)

Jani— (Data—, D-)

Hanit+ (Data+, D+)

Tugukarop (Indicator, 1D)

gl

,,3emus” (Ground, GND)

Iarepdetic RS-232 mouatkoBo OyB po3pobneHMi Ui 3’€IHAHHS
npuctporo tunry DTE 3 npuctpoem tumy DCE. TunoBuM mpukiIagoM
3’eqaanHss DTE-DCE € 3’eqHanHS KOMIT I0TEp-MOJieM ab0 KOMYTaTop-
moneM. Kabenb, sikuil 3acTOCOBYETHCS Uil POPMYBAaHHS TAKOTO 3’€JIHA-
HH$1, Ha3UBaeTbca MojeMHUM Kkabenem (Modem Cable). Cxema mojnem-
HOTO Ka0eno, moOyIoBaHOro 3 BUKOPUCTaHHSAM po3HiMiB DB-9-DB-9
HaBesneHa Ha puc. 6. /g kaGeni, mo noOyAoBaHI 3 BUKOPHCTAaHHAM
po3nimiB DB-25-DB-25 a6o DB-9-DB-25, cxemu € aHaJIOTiYHUMH.
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Puc. 6. Cxema mogemuoro kademnro DB-9-DB-9

[Ipsime 3’eananns Ha 6a3i iHTepdeiicy RS-232 mixx nBOMa mpucTpos-
mu Ty DTE (30kpema, MiXk KOMIT IOTEpOM 1 KOMyTaTOPOM) BHMAarae 3a-
CTOCYBAaHHS CHEIIaTbHOTO Ka0eto, SIKMH Ha3WUBAETHCS HYJIb-MOJIECMHHM
kabenem (Null-Modem Cable). 3anexHo Big TOro, siki pO3HIMH 3aCTOCO-
BYIOTBCSI, HyJTb-MOJIEMHI Ka0eJIi MOJKyTh MaTH TaKi BIIACHI Ha3BU:

1. Null-Modem Cable (DB-9-DB-9, DB-9-DB-25, DB-25-DB-25).

2. Cisco Rollover Cable (RJ-45-RJ-45).

3. Cisco Console Cable (DB-9-RJ-45, DB-25-RJ-45).

[loBHa 1 crpomeHa cXeMH HYJIhb-MOJEMHOTO Kabeiro, oOyI0BaHOTO
3 BUKOpUCTaHHsM po3HiMiB DB-9-DB-9, naBeneni Ha puc. 7, a Ta 7,0
BiNOBiAHO. MakcuMaibHa TOBKHHA KaOelto y TaHOMY BUMaaKy — 30 .

DTE DTE DTE DTE
1— —1 1— 1
2 2 2 2
3 A 3 3 A 3
4 4 4— — 4
5 5 5 5
6— 6 6— —6
7 7 7 7
8 A 8 8:| Es
9 . 9 9 5 9

Puc. 7. Cxemu Hymb-MozmemHOTO0 Kabemo DB-9-DB-9: a — nmoBHa; 6 — cripomena

Konconpuuit kabens Ha 6a3i intepdeiicy USB — Cisco USB Console
Cable moxxe MaTH peanizanii 3 BukopuctanHsaM po3Himie USB Type A —
RJ-45 ta USB Type A — USB 5 pin mini-Type B. ¥V nepmiomy BapiaHTi
JI0 CKJIa/Ty Kabemro BXOJUTh MiKpocxeMa-KoHBepTop inTepdeiicie USB—
RS-232, ska 3abe3neuye mnepeTBopeHHs curHamiB iHTepdeiicy USB
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KOMIT'1oTepa B curHanu intepgeiicy RS-232 xomyraTopa i HaBnaku. Y
IpyroMy BapiaHTi kabeib 3a0e3neuye mepenady CUTHANIB iHTepdelcy
USB. V npomy BuUNaaky KOMyTaTop NMOBHHEH MaTH Moayib USB s
OiATPUMKH (YHKLIOHYBaHHS JaHOTO iHTEepdeiicy.

[TigxnroyeHHst 3 BUKOpUCTaHHAM iHTepdeiicy RS-232, sk mpasuio, He
BUMarae BCTaHOBJICHHS JojarkoBoro 13 Ha koMIim'roTepi aaMIHICTpaTopa,
ocKuTbKH Apaiiep HasBHM B OC. [limkmoueHHs! 3 BUKOPHCTaHHSAM iHTEp-
¢eticy USB nepenidauae BCTaHOBIICHHS TOAATKOBOTO ApatiBepa. Lleit npaiisep,
SIK TIPABUJIO0, MOYKHA 3aBAHTAXKHUTH 13 CaiiTa BUPOOHHKA KaOeITo 200 IPUCTPOIO.

Crin 3a3Ha4nTH, MO AESKI BUPOOHUKH MEpEKHOTO 001aaHanHs (30-
kpema, Zyxel, D-Link, Allied Telesis) Ha cBoix KoMyTaropax BCTaHOB-
JOIOTh MiKpocxeMmHu iHTepdeiicy RS-232, mo 3abe3medyioTs ix QyHK-
uionyBaHHs gk npuctpoi Tumy DCE. Y Takux BUmagkax miAKITIOYeHHS
3MIACHIOIOTHCS 3 BUKOPUCTAHHIM 3BHUAHMX MOJEMHHX KaOewiB i dop-
MAaJIBHO TEX Ha3MBAIOTHCS KOHCOJIBHUMHU ITiJKIFOUEHHSIMU.

BupoOHrukamu kabeniB po3po0JieHO BelMKHN Halip cCrelialbHUX
MOJYJILHHX a/IalTepiB-MIEPEXiHUKIB, SKi NAIOTh 3MOTY ,,IEPETBOPUTH
oJIuH KaOeunp B iHmmid. Cepe HUX CJIiJ] 3rajlaTd TaKi:

1. DB-9-DB-25 Adapter (DB-25-DB-9 Adapter).

2. Rollover Adapter.

3. Null-Modem Adapter.

4. RJ-45-DB-9 Adapter (RJ-45-DB-25 Adapter).

5. USB-RS-232 Adapter.

DB-9-DB-25 Adapter mae 3mMory 3acToCOBYBaTH MOJEMHHI KaOesb
DB-9-DB-9 nns 3a0e3rneueHHs MiAKIOUCHHS 110 po3HiMmy DB-25, a
DB-25-DB-9 Adapter — naBnaku, mojeMHuuii kabenr DB-25-DB-25 —
1o po3nimy DB-9. Rollover Adapter y noennanHi 3i 3BHYaiiHUM OPSMHUM
kabenem Ethernet (110 3acTOCOBYETBCS JUIsl MIAKIIFOUEHHS MEPEHKHOIO
ajianTepa KOMIT FOTepa 0 3BHYAWHOTO MOPTY KOMYTATOpa) Ja€ 3MOTy
3MIACHUTH MIJAKITIOYEHHS, IKe aHAJIOT1uHE ITiKI0YCHHIO 13 3aCTOCYBaH-
M kabemo Cisco Rollover Cable. Null-Modem Adapter y moeasanti 3i
3BUYAHUM MOJIEMHUM KaOejieM Ja€ 3MOry 3IiHCHHMTH ITiIKIIFOUSHHS,
sKe aHaJIOTiYHEe MAKIIOYEHHIO i3 3acTocyBaHHsaM Kabemro Null-Modem
Cable. RJ-45-DB-9 Adapter (puc. 8) y moexnanni 3 Cisco Rollover Ca-
ble mae 3Mory 3miliCHHTH IiIKIIOYEHHS, AKE aHAJOTIUHE ITiIKIFOUEHHIO
i3 3actocyBanusM kabero Cisco Console Cable DB-9-RJ-45. USB-RS-
232 Adapter y noeanansi 3 Cisco Console Cable DB-9-RJ-45 nae 3mory
3MIHCHUTH MIAKITFOYEHHS, SIKe aHAJIOT1UHE ITiKIYCHHIO 13 3aCTOCYBaH-
HaM kabemro Cisco USB-RJ-45 Console Cable.
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Puc. 8. RJ-45-DB-9 Adapter

O

00000
cooco
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Ilpozpamni 3acoou 3a6e3neuents nioK10OUeHs

Hanaromxenns ta xepyBanHsa (QyHKUIiOHyBaHHAM KomyTaTopa Cisco Mo-
e 3MIIMCHIOBATUCS 3 BUKOPUCTAHHSIM Di3HUX MIIXOIB Ta 3ac00iB. 3 METO0
HaJIaro/KEHHsS. KOMYTaTopa 3 BUKOPUCTaHHIM KOHCOJIBHOTO Ta JOIIOMIXKHOTO
TiKITF0YEeHb Ha KOMIT I0Tepi aaMiHicTpaTtopa HeoOXiTHO 3aCTOCOBYBAaTH CIic-
LiaJIbHI pOTpaMy eMyJISATOPU TepMiHaTy (TepMiHaNbHI 1oaaTky). HalOinbi
BiJIOMUMU TepMiHATbHUMU fonatkamu € Hyper Terminal, PuTTY, Tera Term,
SecureCRT, Minicom, ZTerm Pro. Iarepdeiic Windows-gonartka Hyper
Terminal 3a yMOBH CTBOpEeHH! 3’ €THAHHS HaBeICHHI Ha puC. 9.

& SW_1 - HyperTerminal

Connect To 2 [ | = =

File Edit View Call Iransfer Help
0= B :0H

Sw_1

Enter details for the phone number that you want to dial

Country/region: | ¥

Area code:

Phons number:

Connect using

il
TCP/IP (Winsock)

Connected 0:00:51 Auto detect  Auto detect NUM

Puc. 9. Tarepdeiic Tepminansroro nonarka HyperTerminal

Jns HanmaroKeHHs KOMyTaTopa 3a JOIMOMOTOK MEPEXKHOTo Kepyro-
YOTO MiIKIFOUEHHST 200 MEPEKHOTO IiJKITIOYeHHsT HEOOXiJTHO 3aCTOCOBY-
BaTH 3aco0W, M0 3a0e3NeuyloTh MOXIIMBICTH BiJJIAJICHOTO JIOCTYITy Ha
0a3i mepexxaux npotokoiiB Telnet, SSH, HTTP, SNMP Tomio. Buriesra-
JIaHi TePMiHaJIbHI JOAATKU TEX MIATPUMYIOTh I[F0 MOXKJIHBICTb.

dipmoro Cisco po3pobIeHO psifl CIISIiaTi30BaHUX MPOTrPaMHHUX JI0/1aT-
KiB, SIKi1 IAaIOTh 3MOT'Y IIPOBOJIMTH BiJJIAJICHE HAJIArO/HKEHHS Ta KEPYBaHHSI
KOMyHiKariiinumu nipuctposimu. Cepen Hux cimig 3ragatu taki: Cisco
Network Assistant; Cisco Device Manager; CiscoWorks LAN Manage-
ment Solution (LMS); CiscoView Application; Cisco Configuration En-
gine; SNMP Network Management Application; Cisco Security Manager;
Catalyst Smart Operations. I1i 3aco0wu, sik MpaBHIO, MalOTh rpadidHuil
iHTep(eiic Ta BUKOPUCTOBYIOTH Uil OOMIHY JAHUMH MiX HPUCTPOSIMH
nporokosn npukiaanoro pieast (HTTP, HTTPs, SNMP). V 6aratbox Bu-
nmajkax IX 3acTOCYBaHHS Tepe/davac TOYATKOBE HAJArOPKEHHS IpH-
CTPOIO 3a JIOTIOMOT'O0 KOHCOJIBHOTO ITiIKITFOUEHHSI.

IIpozpamue 3ab6e3neuennsn cy4acuux KOMymamopie
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OynkuioHyBaHHS cyyacHoro komyraropa Ethernet 3abesneuyerbes
3a paxyHOK IMO€JHAaHHS MOXJIMBOCTEH MOro amapaTHOi Ta MpOTrpaMHOL
ckiamoBux. Ilpoctimi Mozeni KOMYTaToOpiB peai3yloThbCs MOBHICTIO
amapatHo. bimpmm ckiagHi MoOAeNi KOMYTaTOpiB € TpOTpamMHO-
anapaTHUMH 3aco0aMu, TOOTO YacTWHA (QYHKILIH X MPUCTPOIB BHKO-
HYETHCS armapaTHO, a YaCTHHA — IMPOTPAMHO. 3pyUYHICTh TaKOTO ITiJIXO-
Ny TIOJIATAE B TOMY, 1110 MOYKHA BiTHOCHO OTIEPaTHBHO 3MiHIOBATH MPO-
TpaMHY CKJIaJO0BY CHCTEMH y pa3i MOSBM HOBHX BepCiil YW BapiaHTIB
CHUCTEMH 3 PO3LIMPEHHMH Ta MOKPAIICHHUMH MOXIUBOCTAMU. OKpim
TOTO, BUKOPUCTAHHS MPOTPAMHOI CKJIAI0BOI Ja€ MOXIIUBICTh Hajaro-
JDKYBaTH KOMYTaTopu Uisl crienu(iyHMX yMOoB (YHKIIOHYBaHHS Ta
KepyBaTH MPoIecoM iX pobotu. OcTaHHIM YacoM MPOBiAHI BUPOOHUKH
KOMYTaTOpiB Bce Oinblly YacTUHY (DYHKIIH HPUCTPOIO MEPEKIaaar0Th
Ha MPOTPaMHy CKJIaJIOBY, 3aJHIIAI0OYM HA arapaTHOMY piBHI JIUIIE He-
00XimHUH Ast QYyHKIIOHYBAaHHS MPUCTPOIO MIHIMYM.

[IporpamHa ckiazgoBa KOMyTaTopa MoXe OyTH peali3oBaHa SK
y BUTJISIII MIKpPOTIpOTpaMU, TaK i y BUTJISAI TOBHOLIHHOT MepexHoi OC.
Mikpomporpama (FirmWare) — me cucremue I13, sike € BOymoBaHUM
(,,ipOIIMUTUM”) Y TPHUCTPOI 1 30epiracTbCsi B HOTO SHEProHE3aCIKHIN
nam’sati. OcHoBHOO BigMmiTHicTIO OC Big FirmWare € HasiBHICTH (aii-
JIOBOi CHCTEMH, siKa 3a0e3nedye MOXIIMBICTh BUKOHAHHS Pi3HUX OIle-
pamiii Hax ¢aitnamu. Sk npasuio, i FirmWare, i OC komyTtaropa €
MOHOJIITHUMH, TOOTO IOCTaBJISIOTHCS Y BHUIJIAAI OJHOTO OIHAPHOTO
(haiina-o6pa3y, 3MiHM B KMl BHOCUTH HeMOXJuBO. Llei ¢ain-o0pa3
30epiraeTbcs y Queni-nmam’sti npucTporo. 3amina FirmWare abo OC
3MIMCHIOETHCS NUIAXOM 3aMiHU (aina-o0pasy. [ns xomyraTopiB, gKi
BHKOPUCTOBYIOTh FirmWare, HamaromkeHHs IPHCTPOIO 30€piraroThes
y BHTJIsAI OITOBOI IMOCHIOBHOCTI y CIEMiallbHO BiJBENEHi o0xacTi
CHEeproHe3aJIe)KHOT Tam’sTi. Y KOMyTaTropax, sKi BUKOPHCTOBYIOTH
Mepexkny OC, sk mpaBuiio, 30epekeHHs1 KOH(irypamii 31iHCHIOETHCS
y BHIJISIZII CTPYKTYPOBAHOT'O TEKCTOBOTO (haiiia.

OCKIUIBKM KOMYTaTOPHU € JIOCUTH CIIeIiali30BaHUMU KOMYHIKaIlil-
HUMH MPUCTPOSMHU, TO MiJl 4ac PO3POOKH iX MPOrpaMHUX CKJIAJ0BUX
3aCTOCOBYETBCA MOAENbHO-OpieHTOBaHMU miaxin — FirmWare ta OC
PO3POOIISIOTECS 3 ypaxyBaHHSIM anapaTHoi CKIaJ0BOI Ta MpH3HAYCHHS
HIPUCTPOIB.
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Mepencna onepauiitna cucmema Cisco 10S

g 3a0e3redeHHs (QyHKIIIOHYBAaHHS MEPEXKHHUX IMPUCTPOIB PipMOI0
Cisco po3po0isitoThes sk pisHi Bapiantu FirmWare, Tak i crierianizoba-
Hi MepexHi OC. Bukopucranus Cisco FirmWare xapakrepHe 4711 TOYOK
JOCTYIy Ta Oe3MpOBIAHNX MapIIPYyTU3aTOPIB, NEIKUX MOJIEIeH KOMYyTa-
TopiB. binmpmricte Mogmeneit komyraTopiB Ta MapmpytusatopiB Cisco
BUKOPHUCTOBYIOTH crienianizoBani Mepexni OC.

Ocnosanmu Mepesxxkaumu OC Cisco €:

— Cisco I0S (Cisco Internetwork Operating System);

— Cisco NX-0OS (NeXt-generation OS, Nexus OS);

— Cisco 10S XR;

— Cisco 10S XE.

VY cydacHuX KomyTartopax Ta MmapupyTtuzaropax Cisco Haivacrimie
BHKOPHUCTOBYeThCs creriamizoBana Mepesxkaa OC Cisco 10S. ¥V crapux
MoJIeNIsIX KoMmyTatopiB BukopucroByBanacs CatOS (Catalyst Operating
System), ane i pekoMeHIyeThCs 3aMiHIOBaTH Ha OinbIn cydacHy lOS.
s cnemianmizoBaHux komyTtaTtopiB cepiii Nexus (texnosnorii Ethernet)
ta MDS (texnonorii Fibre Channel), siki BAKOPUCTOBYIOTBCS B IIEHTpax
00poOKku Ta 30epexkenHs nanux, Cisco po3pobieno mepexxny OC Cisco
NX-OS. [y cygdacHUX BHCOKOMPOAYKTHBHUAX MapIIPYTH3aTOPIB PO3pO0-
nero OC, Bigomy sik Cisco IOS XR. Takox po3po0iieHa i IUPOKO BIIPO-
BQ/DKYETBCS U1l BUKOPHCTaHHS B KOMYTaTropax, MaplipyTu3aropax Ta
iHmmx npuctposx OC HactymHoro nokouinHs Cisco 10S XE. Bci 3a-
3HaueHi OC MaroTh pi3HI apXiTEeKTypHH, 0COOJMBOCTI BHYTpIIIHOI pea-
mizanii, KogoBy 0a3y, BiIMIHHOCTI y iHTepdeiici Tomo. BapTo 3a3Hauu-
tH, o st OC Cisco 10S Ta Cisco 10S XE mist 3py4nocTi po6oTu 36e-
peXeHMi 0THAKOBUH iHTepdelc KOMaHIHOTO PSIKA.

Cisco IOS € 6ararozamaunoro OC, sika BUKOHYE (DyHKILIi MEpexRHOT
opranizanii, kKoMyTallii, MapmpyTu3alii Ta nepeaadi gaHux. SAapo wmiel
OC € MOHOIITHUM, IIe O3HAYAE, IO BCi €JIEMEHTH CUCTEMH PO3MIIIICHI B
OJIHOMY 00pa3i 1 BCi MPOIIECH 3aIyCKAIOThCS B OJHOMY aJIPECHOMY IIPO-
cropi. ¥ Cisco I0S Hemae MiKIPOLECHOTO 3aXHMCTy IaMm’sTi, L€ O03Ha-
Yae, M0 Kpax OJHOTO MPOIECYy MOKE BUKJIIMKATH Kpax abo mepe3aBaH-
Ta)KEHHS BCi€l CHCTEMH.

Cisco IOS nocTaBnsieThes y BUTIISIII MOHOJIITHOTO 00pasy, sSiKuit opi-
€HTOBAaHUI Ha KOHKPETHY MOJIENb NpHcTporo. OOpa3u MOXKYTh MaTH I1e-
BHI Habopu BiacTUBOCTel Ta Bepcii. Konkpernuit 06pa3 10S inenTudi-
KY€ETBHCS] TPhOMa MapaMeTpaMHu:

— amapatHa riaTdopma (cepis) MPUCTPOIO, /IS AKOI BiH MPU3HAYCHUI,

— Habip moxumBocteii (Feature Set, Packages),

16



— Bepcis OC.

Y3arajgpHEHa CTPYKTYpa B3a€MO3B’sI3KiB MK HabOopamMu MOXKITBOCTEH
Cisco IOS naBenena Ha puc. 10. Koxken i3 HabopiB MOKIMBOCTel 3a0e3rie-
Yye BUKOPHCTAHHS MEBHMUX TEXHOJOTiH Ta HabOpiB mpoTokomiB. s kepo-
BaHHX KoMyTaTopiB Cisco OUTBII MPOCTUX MOJETIeH XapakTepHe BUKOPHC-
TaHHs HabopiB Layer 2 Base Ta LAN Base. Habip MoximBOCTE#H
Layer 2 Base 3a0e3rnieuye (hyHKIIIOHYBaHHs SIK 0a30BHMX KOMITOHCHTIB TEX-
Hojiorii Ethernet 3rimuo 3i cranmaptom IEEE 802.3, Tak i J0AaTKOBHX CTaH-
JapTH30BaHUX IPOTOKOJIB Ta TEXHOJOTIH Y creliagi3oBaHuX (yHKIIH.
3okpema 1e: 802.1D, 802.1x, 802.1s/w (RSTP), 802.3ad Etherchannel, Port
Security, SSHv2 Ta in. Hab6ip BnactuBocteii LAN Base BkIIto4ae BCi MOX-
mBocti Layer 2 Base 1 po3immpeni MOXKIIUBOCTI 3 HAIATOJKSHHSI KOMYyTa-
Topa Ta 00poOKu Tpadika, Taki sik Cisco AutoSecure, Cisco AutoQoS,
Advanced 802.1x, Advanced Access Lists, Advanced QoS.

Advanced Enterprise Services
A A
Advanced IP Services Enterprise Services
A A
IP Services
A
IP Base
A
LAN Base
A
Layer 2 Base

Puc. 10. V3aranpHeHa CTpyKTypa B3a€MO3B’s13KiB Mixk Habopamu moxmBocteit Cisco 10S

Ha cporonni Haii6inpl nommpeHnuMy y BUKopucTaHi € Bepeii Cisco
I0S 3 HoMmepamu 12.x. Ta 15.x. ¥ mpaxTuii 3ycTpidaroThesl IPUCTpPOT, Ha
SKUX BHKOPUCTOBYIOTECS 1 TomnepenHi Bepcii. Lle, sik mpaBmio, mpuctpoi,
JKUTTEBUI MK TITPUMKH SIKHX B 3akiHuMBCs, 1 HOBI Bepcil Cisco 10S
JUTSL SIKKX HE po3po0JIeHi a00 HEMOXKITUBO BCTAHOBUTH 3 TEXHIYHUX TPHYHH.
Jiist GITBIIOCTI Cy4acHUX TPUCTPOIB HasiBHI 00pasu sik 12, tak i 15 Bepciit.

[puknaau 3anucy Ha3e ¢aiilaiB 00pa3iB 1 KoMyTaTopiB cepii 2960:
€2960-lanbasek9-mz.122-58.SE2.bin, ¢2960-lanbasek9-mz.150-2.SE.bin.
Honatkoy iHpopmariito Cisco IOS MoxxHa OTpUMaTH 3 JOBiTHUKIB, SKi
MICTSITh JIeTali30BaHi pO3MIM(PPOBKH CKOPOUECHb, 10 BUKOPUCTOBYIOTHCS
y Ha3Bax (¢aiiniB oOpa3is.

Hopaook 3asanumasicennsn Cisco 10S na komymamopi Cisco
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[Ticns BKITIOUEHHS KUBIICHHS Ha KoMyTaTopi CisCo BUKOHYETHCS BHU-
3HA4YeHUI HaOip HiH, sKi 3a0e3MevyloTh TecTyBaHHS (YHKIIOHYBaHHS
ckIamoBux komytaTtopa i 3aBaHTaxeHHs Cisco IOS. Ileit Habip Takox
Ha3MBAaIOTh ,,3aBaHTAXYBAILHOKO ToCiAoBHICTIO” (Boot Sequence). [la-
Ha TTOCJTIIOBHICTH BKJIIOYae 6 etamis (puc. 11).

1. POST Loading

v

2. Boot Loader Software Loading
v

3. Low-Level CPU Initialization
v

4. Initialization the Flash File System
v
5. Default 10S Image Locating and Loading

v

6. Transfer Switch Control to 10S

Puc. 11. Eranu 3aBanTakeHHs komytatopa Cisco

Ha mepuiomy erami 3miiCHIOETBCS 3aBaHTAKEHHS IPOLIETYPH 1T0YaT-
KOBOTO camoTecTyBaHHs npuctporo POST, mio 30epiraeTbCst B MOCTIHHIMH
nam’sati (OnBoard ROM) xomyratopa. ¥ mpomeci poboTu 1€l mporie-
IypH 3IIIHCHIOEThCS MepeBipka QyHKiionyBanHs migcucremu CPU, sika
BKJIFOYa€ TECTYBaHHS mpolecopa, orepaTuBHOi mam’sari (OnBoard
RAM) Ta vactunu ¢uem-mam’sTi, ska MicTuTh (aiioBy cucremy. Ha
JIpYroMy eTami 3/iHCHIOETHCS 3aBAHTAKCHHS B OIEPATUBHY I1aM’SATh
MporpaMu MMOYaTKOBOro 3aBaHTakeHHs Boot Loader, sika Takox 30epi-
raeTbcs B TOCTIHHIA mam’sari mpuctporo. Ha tperpromy erami Boot
Loader Bukonye HU3bKOpiBHEBY iHimiamizaiito CPU, ska BkIIIOYae iHii-
ai3allio pericTpis, MO KOHTPOIIOTH MOCTYN 10 (i3uyHOI mam’sTi, il
00’eM Ta mBHIKicTh. Ha derBepromy ertami Boot Loader inimiamizye
(haiimoBy crcteMy, O MICTUTHCS y Qureri-mam’sti cucreMHoi matu. Ha
m’sitoMy erani Boot Loader 3naxomute oOpa3 Cisco I0S 3a 3amoBuy-
BaHHSIM 1 3aBaHTaXy€ HOTO B onepaTuBHy nam siTh. [liciis 3aBaHTaXKeHHS
o0pa3y Cisco IOS Ha 1mocToMy eTari KepyBaHHS KOMyTaTOPOM Iepejia-
etbest Cisco 10S. Hanani cucrema 31iicHIOE TIOIIyK aiiia KoHgirypamii
a0o 3armyckae pexXuM MOYaTKOBOT'O KOH(DIrypyBaHHS KOMyTaTopa.

Inmepdheiic komanonozo paoka Cisco 10S
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Hanaromxenns npuctpoiB Cisco MOXKIUBE SIK 13 BAKOPUCTAHHAM iH-
Tepdeiicy KOMaHHOTO PSIJIKA, TaK i 3 BUKOPUCTAHHIM CIEIialli30BaHUX
rpadiuHuX OoAaTkiB. IHTepdeiic KOMaHTHOTO psaKa € THYYKIIIUM i
e(eKTHBHILINM iHCTPYMEHTOM. Y JIeSKMX BUManKax 0e3 HbOro HEMOX-
JIMBO BUKOHATH HaJIaroJKEHHS MPUCTPOIO, 30KpeMa: CTBOPUTH ITOYATKO-
By KOH(QIrypamito, BiJHOBHTH BTpaueHi Mapoili, CTBOPUTH HECTAHIApPTHI
KOH(}irypaii, akTHByBaTH MPUXOBaHI MOXKJIHMBOCTI, IEPEBIPUTH MPaBH-
JBHICTH HAaJIAroOJKEHHS, BiTarOAUTH MPOLECH OOMiHY JaHUMH TOLIO.

Iarepdelic koMaHTHOTO psiiKa Ma€ BEIHMKHHA HaOlp MOXKIMBOCTEH
JUIsl peAaryBaHHs KOMaH[ Ta iX mapameTpiB. BaxJnBuMH BIacTHBOCTS-
Mu koMaHHoro psagka Cisco I0S e:

a) HaJlaHHsI TOTIOMOTH, SIKa MOJISIra€ y BUBEJECHHI CIIMCKY KOMaH[ (Ta
iX KOPOTKHX OIMHCIB), IO AOCTYIIHI y BiIOBITHOMY PEXHMi, Ta TOBIIKH
3a mapamerpamu okpemoi komauau Cisco IOS (muB. puc. 12, 13);

0) MOXKITUBICTh BHKOPHCTaHHS CKOPOYEHOTO 3alucy KOMaH[, sKa
MOJISITAa€ B TOMY, IIIO CHCTEMa PO3IMi3Hae KOMaH/IU 3a 1X CKOPOUCHHUM 3a-
MUCOM 1 JUIsi BUKOHAHHS 3/11HCHIOE OMEepallit0 BHYTPIIIHBOTO JONIOBHEHHSI,
HanpuKiIaj, 3anucu komang configure terminal, conf term rta conft
JUUISE CHCTEMHU € 1I€HTUYHUMM,

B) MOXKJIMBICTh BHBEJCHHS CIIMCKY KOMaHJ (TapaMeTpiB KOMaH/M),
MOYATKOBI JIITEPH SKUX 30iraroThcst (auB. puc. 14);

r) (OYHKIIS aBTOIOMOBHEHHS MOTOYHOI KOMaHU, poboTa SKOi Mmosi-
ra€e OCh y YOMY: BBOAHUTHCA CKOPOUEHHI 3amuc KOMaHAu (4u i mapameT-
pa), HaTHCKAEThCs KiaBima <Tab> i B HOBOMY psiIKy 3’ SIBJISIETHCS TIOBHA
KOMaH/Ia.

SW_01>?

Exec commands:
<1-99> Session number to resume
connect Open a terminal connection
disable Turn off privileged commands
disconnect Disconnect an existing network connection
enable Turn on privileged commands
exit Exit from the EXEC
logout Exit from the EXEC
ping Send echo messages
resume Resume an active network connection
show Show running system information
telnet Open a telnet connection
terminal Set terminal line parameters
traceroute Trace route to destination

SW 01>

Puc. 12. Tlepenix koMaH, SKi IOCTYITHI Y PEXKIMI KOPUCTyBayda

SW_Ol#copy ?
flash: Copy from flash: file system
ftp: Copy from ftp: file system
running-config Copy from current system configuration
startup-config Copy from startup configuration
tftp: Copy from tftp: file system
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SW_0l#copy

Puc. 13. BuBeseHHs JOBiIKY 3a mapamMeTpaMu KOMaHu COPY
SW_01#co?
configure connect copy
SW_0l#co
SW-1 (config) #e?

enable end exit
SW-1 (config) #e

Puc. 14. IIpukinaau nepenikiB KOMaH, IIOYaTKOBI JIITEPH SIKUX 301ratoThes

[Nepenix koMOiHALIN KIaBill, sSIKi MOYKHa BUKOPUCTOBYBATH AJIS pe-

AaryBaHHs KOMaHAHOTI'O pdaKa, HaBCACHO Yy Tabm. 7.

Tabmus 7
Knasiwi pexaryBanns komanasoro psaka Cisco 10S
Koagima/
KombGinaris Bukonygasi mii
KJIaBIII

Ctrl+A [TIepemimieHHst Kypcopa Ha MOYaTOK psiika

Ctrl+B  |TlepemimeHHs Kypcopa Ha OJIMH CUMBOJI Ha3a/ (aHAJIOT KiaBilli <)

Ctrl+D |BupaneHHs CHMBOJIY JIiBOPYY BiJ Kypcopa

Ctrl+E  |TTepeminieHnst Kypcopa Ha KiHellb psiKa

Ctrl+F  |ITepemitenHs Kypcopa BIepe Ha OJMH CUMBOJI (aHAJIOT KJIABilT —)

Ctrl+K  |BupaienHs Bcix CHMBOJIB Biji TOTOYHOI MO3HUIIT Kypcopa JI0 KiHIls psiaKa

Ctrl+N  |TIepexizx Ha HaCTYyIHY B icTopii ceaHcy KoMaH Iy (aHajor Kiasimii |)

Ctrl+P  [ITepexix Ha momepeaHio B icTOpii ceancy KoMaH Iy (aHajor kiasimi 1)

Ctrl+T |Minsie MicisgMu MOTOYHHI CHMBOJI i CHMBOJI JIIBOPYY BiJl Kypcopa

Ctrl+R  |TlepepucoBye ab0 3aHOBO BUBOJAUTH TIOTOYHHH PSIJIOK

Ctrl+U  |Ouninenns psiaxa

Ctrl+W |Bunanenss ciioBa JIiBOpyY BiJ Kypcopa

Ctrl+X |BujaneHHsi CHMBOJIIB BiJl IOTOYHOI MO3HMIIii Kypcopa i JI0 IO0YaTKy psiaKa

Ctrl+Y |BcraBka cMMBOIIB, 1[0 BHJAJIEHI OCTaHHIMH, Ha Miclle, AKe Biamosimae mo-

TOYHi# mo3uIii Kypcopa

Ctrl+Z |Buxiz i3 HOTOYHOTO PEKUMY HANArOLKEHHS i IIepexijl y IPHUBLIeHOBaHNH PeXUM

Tab JlonoBHEHHS TOTOYHOI KOMaH /I

1 ITepexiJ Ha HONEpEAHiil 3alKC y CIUCKY ,,icTopii KoMaHa”
| ITepexiJ Ha HACTYITHHUH 3aIIHC Y CIHCKY ,,icTopii koManx”
— [TepeminieHHs Kypcopa JIiBOpyY

- IlepeminieHHs Kypcopa npaBopyd

Ctrl +*, X |Bigmina rocrigoBHocTi. IlepeprBaHHs BUKOHAHHS Oy/Ib-IKOi BUKOHYBAHOI KOMAH/H
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Pesrcumu po6omu komymamopa Cisco

Keposannii komyraTop Cisco, sikuii mpamtoe mig kepyBanaaM Cisco
I0S, mae Tpu OCHOBHHX Ta KiJIbKa JTOJaTKOBUX KOMaHIHUX PEXUMHU (y-
HKIiOHYyBaHHs (puc. 15).

OCHOBHUMH PEKUMAMH €:

— pexum kopuctyBaua (User Mode, User EXEC Mode);

— npusineiioBanwmii pexxum (Privilege Mode, Privilege EXEC Mode);

— pexum riobansHoro koHpirypysanss (Global Configuration Mode).

JlonaTkoBUMU peKUMaAMH €:

— pexum koH(irypyBanHs iHTepdeiicy (Interface Configuration Mode);

— pexuM KoHbirypyBanus rpynu iHtepdeiiciB  (Interface-range
Configuration Mode);

— pexuM koHdpirypysanns minii (Line Configuration Mode);

— pexuM KoH(pIrypyBaHHS BipTyanbHOI JokansHOI Mepexi (Config-
VLAN Mode);

— pexuM KoHQITYpyBaHHS MMapaMeTpiB 0a3u MaHUX BipTyalbHOI JIO-
kanmpHOi Mepexi (VLAN Configuration Mode).

Koxen i3 pexxumiB Hajae neBHI (pyHKIIOHATBEHI MOXKIIMBOCTI 3 JTiar-
HOCTYBaHHSI Ta HAJIAro/HKEHHS pOOOTH KOMYyTaTopa. Y KOXKHOMY PEXKUMI
KOPHCTYBadeBi Ha/la€ThCs MeBHUH HaOip komarn. [lepexonn Mix pexu-
MaMH TaKOX 3IIACHIOIOTBECA 32 JOMOMOIOI0 BIANOBIMHUX KOMAaHI
(puc. 15). TleBHi Moei KOMYTAaTOPiB, OKPIM 3a3HAYCHUX PEIKUMIB, Ha-
JIAF0Th MOJMUJIMBICTh BUKOPUCTaHHS ¥ iHIIMX pexkumiB. HomeHknarypa
PEXKUMIB TPUCTPOIO TAKOXK BH3HAYAETHCS HAOOPOM MOXKJIMBOCTEH Ta
Bepcieto Cisco 10S.

IMicnsa 3aBaHTa)KeHHs HanmarojpkeHud komyratop Cisco mepeOysae,
SKINO He TepeadavyeHUil MapojbHUN 3aXHCT, y PEXHMiI KOPHUCTyBaya.
Jlnis mepexoy 0 MPUBIIEHOBAHOTO PEXKUMY BUKOPUCTOBYETHCS KOMaH-
na enable. Jlns nosepuenns — abo disable, a6o exit, a6o logout. J{is
MEPEXoAy JI0 PEXKUMY III00ATBHOr0 KOH(MITYPYBaHHS BUKOPHCTOBYETHCS
komana configure terminal, aus Buxony — abo komanma end, a6o ko-
manza exit. s nepexomiB 10 iHIIMX pexXHuMiB (KOH(DIrypyBaHHS iHTe-
podeiicy/rpynu intepdeiiciB, KoH}irypyBaHHsS JiHii, KOH(QIrypyBaHHS
vlan i T.I.) BUKOPUCTOBYIOTHCS BIAMOBiAHI KOMaHIu. MoXHBe IpsMe
MOBEPHEHHS 3 OyAb-SIKOTO HHXKYOTO PEXHUMY IO MPHUBiIICHOBAaHOTO pe-
kUM Komaumoro end a0o HaTucHeHHAM KoMOIiHanii  KiaBimn
<Ctrl>+<Z>.
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Pexxum

Pexxum ITpuBiseiioBanUM rA0BaABHOTO
KOpHCTyBa4da pexum configure KOHIrypyBaHHS
enable terminal
Switch> Z Switch# € ~] Switch(config)#

disable _end
(exit, logouty} [ (exit, Ctrl+ [

Peskim interface|

KOH(irypyBaHHs ~9— Switch(config-if)# K
inTepdeiicy -
interface
range

Peaam Switch(config-if- [€ S
KOHIrypyBaHHS *—

. .. range)#

rpymu inTepdeiiciB
end

Pesxum  (Ctrl+Z) line > exit
KOH(irypyBaHHs ¢—| Switch(config-line)#

AlHIT

Pexum vian
KOHITypyBaHHI ~9— Switch(config-vlan)# J

VLAN

Pexum )
KOHIrypyBaHHS — Switch(vlan)# € d Vin

napaMmeTpiB exit atabase

6a3u manux VLAN
Puc. 15. Komanni pexxumu koMmytaropa Cisco Ta KOMaHU MEPEXO0/IiB MiXK PSKUMAMU
Ilouamkose kongizypysanna komymamopa Cisco

VY Cisco I0S HasiBHI /B2 OCHOBHHX METOJIM CTBOPEHHS ITOYAaTKOBOL
KoH(irypartii mpucTporo:

— PeXUM NOYaTKOBOro KoH}irypysanus (Setup Mode);

— pexxum TitobasHoro KoH(irypysanns (Global Configuration Mode).

PexxuM mmouatkoBOro KOHGITypyBaHHS pealli3oBaHO Yy BUIIISIII Aiajo-
ry, y sskomy lOS iHTepakTHBHO 3alHMTy€ y CHCTEMHOIO aJMiHiCTparopa
0a30Bi mapamMeTpu HaJaro[KEHHs NpUCTPoro. Lleil pexuM aKkTHBYETHCS
10S micnst 3aBaHTaXeHHS y pasi, KOJM BiZICYTHS MONEPeIHBO CPOpMOBaHa
KoH(irypauis (Hanpukiaz, y HoBoMy npuctpoi). [noai € morpeda nepeiitu
y PEKUM JAIOTy MPUMYCOBO, TOJII HEOOXiIHO BUKOHATH KOMaHTy Setup
y npuBiieiioBaHoMY pexkumi. Ha puc. 16 HaBeneHo GiioK-cXeMy Crpolie-
HOTO aJITOpPUTMY 3aBaHTaKEHHS KOMYTaTOpa 13 3a3HAueHHSIM CHUTYyaLii,
y SIKili BUKOPHCTOBYETBCSI PEXKUM [TOYATKOBOTO KOH(ITypyBaHHSI.
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Tect POST
(mepeBipka LTI,
iHTepdpeiiciB, mam’aTi)

3aBaHTaxkKeHHS
10S

v

[Momryk atina
KoHpirypartii

BcranoBaeHHS

napaMeTpiB KoHMIry-
pawii B pezkuMi giasory

36epexkeHHST
KoHpirypartii
B NVRAM

v

3aBaHTaxXEHHA
KoHpirypartii

v

3aBeplIeHHS
igirtiaaizarii I0S

v

ITouaTok
pobotu

A

Puc. 16. briok-cxema CIIpOIIEHOTO aNrOPUTMY 3aBaHTakKeHHs komyTaropa Cisco

Komanou 6azosozo nanazooixicenns keposanozo komymamopa Cisco
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KongirypyBanus kepoaHoro komyraropa Cisco nepeadadae Hajia-
TO/DKECHHS: ITapaMeTpiB iMEHYBaHHS, CHCTEMHOT'O TOANHHUKA, [TapaMeT-
piB KOHCOJIGHOTO TiAKIIOYCHHS, TapaMeTpiB TEPMIHAIHHOTO BiKHA, Ya-
COBHX TEpiofIiB (TaliM-ayTiB) ceaHCy, CHCTEMHHX TOBiIOMIIEHb, Oe3Ied-
HOTO JIOCTYIY J0 IPUCTPOIO, mapameTpiB [P-agpecarrii Ta 6araro iH.

ImenyBanns npuctpoiB y Cisco IOS BUKOpHCTOBYETHCS:

— s igeHTUdIKaIi TPUCTPOIO i Yac MiTKITIOUYEHHS (SIK 32 KOHCO-
JIBHOTO TIIKITIOYEHHS, TaK 1 B pa3i MEepeKHUX TEePMiHATBHUX ITiJIKITIO-
YeHb 3a IOTIOMOTOF0 TIPOTOKOIIB BifganeHoro qoctymy Telnet un SSH);

— T 9ac PO3CHIKH IH(OpMAIi PO MPUCTPIA 1HIMM MPHUCTPOSIM (Ha-
TIPYKITA, 33 IOTIOMOT'OF0 TIPOTOKOJIIB BESIBIICHHS ITprcTpoiB LLDP i CDP);

— 7Sl TeHepallii KIIoviB ¥ pa3i BUKOPUCTAHHS KpUNITOrpadiqHnX 3a-
co0iB (Hampukiaa, y mpotokoini SSH).

JInst 3MiHM IMEHI IPUCTPOIO Mpu3HadeHa komanaa hostname. TTose-
PHEHHSI iMEHi MPUCTPOIO 3a 3aMOBUYYBaHHAM — NO hostname. 3a 3amoB-
qyBaHHIM 3aBOJIChKE iM’s1 KOMyTaTopa Switch.

Onepariiina cuctema Cisco IOS na mpuctposix Cisco 3abe3mneuye
(YHKLIOHYBaHHS CHUCTEMHOTO (TPOrpaMHOT0) TOJUHHWKA/KaJeHIapsl.
VY mesakux MOJensx MPHCTPOiB TaKOXXK HAasBHUHA 1 amapaTHUN TOIWH-
HUK/KaJIeHJap. BiAmoBigHO iCHYIOTH MeXaHi3MH OOMIHY JaHUMH MiXK
auMu. [TapameTpy cucTeMHHX 4Yacy (Ta JaTH) IMPHCTPOIO MOXKYThH BCTa-
HOBIIIOBATHCS SIK 32 JIOTIOMOTOI0 KOMaH/I JIOKaJIbHOTO 3aCTOCYBaHHS, TaK
1 3 BUKOPHUCTaHHAM MEpPEXXKHOTO JDKEpera 4acy. Y MepIioMy BHIAIKY 32
YMOBH BiJICYTHOCTi alapaTHOro TOJWHHHKA MapaMeTpy CUCTEMHOTo 4a-
Cy He 30epiratoThcsl y KoH}irypamiiiHoMy (aiiii i € akTyalbHUMU JIHIIE
Ha mepiox pobotu mpuctporo. Ilicns mepezaBaHTaXeHHs iX HEOOXiTHO
BCTAHOBJIIOBATH 3aHOBO. Y JIpyroMy BHIIQJIKy CUCTEMHHUI 4ac Iicis 3a-
BaHTAKEHHS MPHUCTPOIO0 CHHXPOHI3YETHCS 3 HaCOM CepBepa 4acy 3a Ipo-
tokosiom NTP. Hamani onepamis CHHXpOHi3a1lii BUKOHYEThCS TIepioand-
HO. 3BHYAHO, 1110 1I€ MOTPEOY€E MEBHUX CIICIU(IYHUX HAIATOKEHb.

BcraHOBNEHHS! CHCTEMHOTO Yacy 3IHCHIOETHCS 32 JIOMOMOTOK0 KOMaH-
mu clock set, BcTaHOBJIEHHS YacOBOrO TMOSICY — 3a JIOMOMOTOK0 KOMaHIH
clock timezone. [lns akTuBarii mepexoay Ha JITHIH Yac 3aCTOCOBYETHCS
komanma clock summertime. [lis BuBeACHHS TapaMeTpiB 4acy Ta IaTH
anapaTtHOro TOAWHHHUKA MPUCTPOIO Y PYYHOMY PEXKUMI 3aCTOCOBYETHCS KO-
manza clock read-calendar. [lns HamarokeHHs BAKOPUCTAHHS arapar-
HOTO TOJMHHUKA NPUCTPOIO SIK aBTOPUTETHOI'O IDKEpeia MEpEKHOro
Yacy 3acTocoByeThest Komanaa clock calendar-valid. dns ogHopasoBoi
PY4HOI CHMHXpOHi3alii mapaMeTpiB yacy anapaTHOTO FOJMHHHUKA 3 Hapa-
METpaMH 4acy MpOrpaMHOr0 TOJUHHUKA TPUCTPOIO 3aCTOCOBYETHCS KO-
manzaa clock update-calendar. CunTakcuc po3risiHyTUX KOMaH]| HaBe-
JICHO HUXYE.
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Cunrakcuc komanu hostname (pexxuM rio0aTbHOTO KOH(IrypyBaHHS):

hostname device-name,
ne device-name — TEKCTOBE iM’st MPUCTPOIO; TEOPETHUHO MOYKE MICTHTH
10 63 cumBomiB (JiTep, UUPp, CHel. CHUMBOIIIB), PEKOMEHIY€EThCS 3a1a-
BaTU iM’g JOBXHHOKIO 10 10 CMMBOIIB, OCKUIBKH B OUIBIIOCTI CHCTEM
iCHye OOMEKCHHS Ha JIOBKHHY CITY>KOOBOT YaCTHHH KOMAaHIHOTO PSJIKA.

Cunrakcnc komauau clock set (mpusineiioBanmii pexmm):

clock set hh:mm:ss dd month yyyy,
ne hh:mm:ss — rogunu (y 24-roguaHomy hopmari), XBUITUHHU, CEKYH/IH;

dd — nens, 3HaueHHs y aiama3oHi Bix 1 g0 31;

month — Micsip, Ha3Ba MicAls aHITIICHEKOI0 MOBOIO;

YYYY — pik, yoTupuIUQpoBe 3HaUCHHS B Aiama3oHi Bifg 1993 mxo 2035.

Cunrakcrc komanmu clock timezone (peskum ro0aTbHOrO KOHMIrypyBaHHs):

clock timezone time-zone hh[mm],
ne time-zone — yacoswii miosic (TexctoBe 3Havenns Burmsmy WET — Western
European Time, CET —Central European Time, EET — Eastern European Time,
EEST — Eastern European Summer Time i T.71.), 32 3aMOBUYBaHHSIM YCTaHOB-
nieHo yHiBepcaipHui riobanpauid yac (UTC, Coordinated Universal Time);

hh — rogunn, 3cys Bix UTC, e uyucio B aiana3oni Big — 23 g0 23;

mm — xeunmHH, 3¢yB Big UTC, mie ucno B aianasoHi Big — 59 1o 59.

Cunrakcuc komauaun clock summertime (pexxum rmobanbHOTO
KOH(DIrypyBaHHsN):

clock summertime time-zone date [b_day, b_month, b_year,
b_hh:mm e_day, e_month, e_year, e_hh:mm] [shift]

clock summertime time-zone reccuring [b_week, b_day, b_month,
b_hh:mm e_week, e_day, e month, e_hh:mm] [shift],
ne time-zone — yacoBuii Mosic;

date — cmyx60Ba KOHCTPYKIIis, 32 JOIMTOMOTOIO SIKOi 3a3HAYAETHCS
[TOYaTKOBA 1 KiHIeBa JIaTH JIITHHOTO Yacy;

reccuring — cnyn(6013a KOHCTPYKIIisl, sIKa 3a3HaJae, Mo Mmepexij Ha
JITHIN Yac MOBUHEH 31HCHIOBATHCS IOPOKY;

b_day, e_day — nenp mouarky i 3aKiH4EHHs Jii JITHHOTO Yacy, pel-
Ta apaMeTpPiB TPAKTYIOThCS MOIOHUM YHHOM;

shift — kinbkicTh XBUIIHH, SIKi HEOOXITHO TOJATH Y MOMEHT MEPEXO0-
Iy Ha JIITHiH yac, 3a 3aMOBYYBaHHsAM — 60 XB.

Cunrakcuc komanmu clock read-calendar (pexum rioGanbHOTO
KOH(}IrypyBaHHS):

clock read-calendar.

KomaHnsa He Mae mapaMeTpiB.

Cunrakcuc xomanau clock calendar-valid (pexum rmobansHoro
KOH(IrypyBaHHS):
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clock calendar-valid.

Komanna He Mae mapaMeTpiB.

Cunrakcuc komanmu clock update-calendar (pexxum rio6anbHOTO
KOH(QITypyBaHHS):

clock update-calendar.

Komanna He Mae mapaMeTpiB.

OcHo6HI KOMAHOU HAIAZ00HCEHHA KOHCONbHOZ20 NIOKTIOYEHH
00 npucmpoie Cisco

JIJi KOHCOIBHOTO TiAKITIOUEHHS (2 TaKOoX 1 JyIs MiAKIFYEHb 10 1H-
IIUX TEPMiHAIBHUX JIiHISIX) BUKOPUCTOBYIOTHCS CHELialbHI MPOrpaMHu-
EMYJIATOPH TepMiHay, sIKi MAalOTh MOKJIMBICTh MPALIOBATH 3 TOCHTiJOB-
HUMH TIOpTaM# KoMt 1oTepa. Lle MoxxyTs OyTH sik BOYIOBaHI B CHCTEMY
MpOTpaMHi MPOAYKTH, TaK i pO3pOOKH CTOPOHHIX BUPOOHUKIB. SK MpHK-
mand  MoxHa HaBectd BOymoBany B OC Windows mnporpamy
HyperTerminal Ta mupokoBxuBaHi BiJKpHUTI KpOCIUIaTGOPMEHi po3po0-
ku PuTTY, SecureCRT.

Jlis TepMiHAIBHOI MPOrpamMu, 3a JOIOMOTOI SIKOI 3I1MCHIOETHCS
KOHCOJIbHE MiJKITIOYEHHS 10 TPUCTPOI0 (KOMyTaTropa 4¥ MaplipyTH3a-
TOpa), MOXKHA HAJIarOJUTH TaKi MapaMeTpy B3aEMOIl, SIK:

— IIBUJKICTH (MIpUHMAaHHS 1 IepelaBaHHsI JaHuX JAJIs JiHii, 0i1/c);

— Oitu gaHux (KUIBKICTH OITIB JaHUX Ha CUMBOJ, Ky PO3yMi€ 1 re-
Hepye amaparHe 3a0e3MeueHHs );

— TapHicTh (OIT MAPHOCTI JJIs1 ACHHXPOHHOT TOCITIIOBHOT JIiHIi 3B’S3KY,
(akTH4yHO 11e cyMa OiTiB JJaHHX, sIKa MMOKa3ye, 10 JaHi MICTATh abo He Mic-
TSTH MAPHY YN HEMAPHY KUIbKICTh OJJMHIYHUX OiTiB);

— CTOIMOBI OiTH (CTOTOBI PO3PSIH, SIKI IIEPEAAOTHCS ISl KOXKHOTO Oaiita);

— KepyBaHHS MOTOKOM (KEpyBaHHS MOTOKOM JIaHMX MK HPUCTPOS-
MH, SIKI TIAKITIOYEH] Yepe3 MOCIiI0BHY JIiHII0 3B S3KY).

[MTapamerpu 3a 3aMOBYYBaHHSIM Ha NpHKiIai nporpam HyperTerminal
ta PuTTY HaBeneni Ha puc. 17, a Ta puc. 17, 6 BiANOBIIHO.
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Puc. 17. TTapameTpu 32 3aMOBUYBaHHSM JJIs1 KOHCOJIEHOTO i IKITFOUCHHS
3a gonomororo nporpam: a — HyperTerminal; 6 — PUTTY

Bubip miHii KOHCONTPHOTO MiAKIIOYEHHS IS HAJIArOJPKCHHS 3[IiHC-
HIOEThC Komanmoto line console 0 (pexuM riobansHOro KOHMIrypy-
BaHHs). [[si HanmaromKeHHs MMapaMmeTpiB JiHII HA CTOPOHI KOMyTaTopa
(ur inmoro mpuctporo Cisco) BHUKOPHCTOBYIOThCS KOMaHmu Speed,
databits, parity, stopbits, flowcontrol siamosigno. IToBepHeHHS 10
CTaH/IAPTHUX 3HA4YEeHb MapaMeTPiB 3HIHCHIOETHCS 3 BHKOPHCTAHHSIM
ciyx00Boro cimoBa NO 3 BiJMOBIIHOIW KOMaHAOK (HAPHUKIA,
no speed). Takox MokHa BuUKopucTatd kKomaHay default (mampukian,
default speed). Cunrakcuc ykazaHux KOMaH] HaBEICHO HUKYE.

CunTakcuc komanau speed (pexxuM KOH(IrypyBaHHSI JiHiT):

speed value,
ne value —3HayeHHS MBHAKOCTI y OiT/c, 4YHMCIO 3  Jianma3oHy
0...4294967295. Sk mpaBuio, 3a1a€ThCS 3 HAOOPY CTaHJAPTHUX 3HA-
genp 110, 300, 1200, 2400, 4800, 9600, 19200 i t.n. Bepxus mexa
3anexuth Bij MikpocxemMu UART, Ha skiii peaizoBaHO IMOCIIOBHHIM
MOPT KOHCOJII. 3a 3aMOBYYBAaHHSM BCTAHOBIIIOETHCS IIBUIKICTH
9600 6iT/c.

Cunrakcnc komauau databits (pesxum kKoHbIrypyBaHHS TiHiT):

databits value,
ne value — xinbkicTh GITiB JaHUX HA CHMBOJI, HAOyBa€e 3Ha4YCHb 5, 6, 7, 8.
3a 3aMOBUYYBaHHSIM CTaHOBHTH 8 OiTiB.

CuHTakcuc KoMaHau parity (pexxum KoH}irypyBaHHS JiHIT):

parity value,
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ne value — mapamertp, sikuii MOke HaOyBaTH 3Ha4eHb €VEN, mark, none,
odd, space; 3a 3aMOBYyBaHH;IM 3HAYCHHS HE BU3HAUYCHE;

none — OiT MapHOCTi BiACYTHIl 1 HE IepeAaEThCS;

even — OiT mapHocTi nopiBHIOE 0, SKIIO Y TIepelaHOMy CUMBOJI Map-
Ha KUIBKICTh OMHMYHUX OITiB;

mark — 6itT mapHOCTI 3aBXIU JOPIiBHIOE 1;

odd — 6it napHocrti nopiBHIOE 0, SKIIO Y MEepeaaHOMY CHMBOJI He-
napHa KiTbKiCTh OJJMHUYHUX OiTiB;

space — 0iT mapHOCTI 3aBx U JOpiBHIOE 0;

Cunrakcuc koMauau Stopbits (pesxum KoHbITypyBaHHS JTiHIT):

stopbits value,
ne value — mapamerp, sikuit Moxxe HaOyBatH 3HaueHs 1; 1.5; 2. 3a 3amoB-
YyBaHHAM — 2.

Cunrakcuc komanau flowcontrol (pesxum koHbIrypyBaHHs JiHiT):

flowcontrol value [lock] [in | out],
ne value — mapameTp, KUt MOke HaOyBaTH 3HadeHb NOne, hardware,
software, 3a 3aMOBUYBaHHSIM KepyBaHHs [IOTOKOM JJaHUX BiJICyTHE,

NoNe — mapaMeTp BUMHUKAHHS PEXKUMY KepYBaHHS IIOTOKOM JJaHUX;

hardware — mapamerp BMHKaHHS PEXHMY anapaTHOTO KEPYBaHHS
MIOTOKOM JIaHHX;

software — mapaMeTp BMHKaHHSI PEXHUMY MPOTPAMHOTO KepyBaHHS
MIOTOKOM JIaHHX;

lock — ciy:x00Ba KOHCTPYKILisl, sika 3a00pOHSIE BAMHKAHHS PEXXHUMY Ke-
PyBaHHS TIOTOKOM JIaHHX, 3aCTOCOBYETHCS JIUIIIE Tsl IlapameTpa software;

iN — mapameTp, sKuii BKasye Ha BCTAHOBIICHHS! KOHTPOJTEO TIOTOKY Ha BXi1 JIiHiT,;

OUt — rapameTp, SIKHii BKazye Ha BCTAHORJICHHS KOHTPOJTEO TTOTOKY Ha BYXIT JTiHii,

SIk1o He BKa3aHMIA )KOJICH 13 mapameTpis iN abo OUt, To BBakaeThCs,
II0 KOHTPOJIb MIOTOKY 3JIiHCHIOETHCS B 000X HaIPsSMKaXx.

CunTtakcuc komanau default (pexxum koHbirypyBaHHs JiHii):

default value,
ne value — mapamerp, skuii Moxe HaOyBaTH 3HaueHb Speed, databits,
parity, stopbits, flowcontrol, history size

Jis iHmMX JiHIA MOXYTh 3/IMCHIOBATHCS HAJIATOPKEHHS, MOMiOHI
JI0 THX, IO 3A1MCHIOIOTHCS U1 KOHCOJIBHOT JiHii.

Jnst 3py4HOCTI BigoOpakeHHs iH(opMamii mig yac HanaroKeHHS
HPUCTPOIO JIOLIBHO BCTAHOBUTH TAapaMeTpu TEPMIHAIBHOTO BIiKHA,
y SIKOMY BBOJSITbCS KOMaHIM Ta BUBOAATHCA X pesyibraTh. [IpaBuib-
HUH nigdip mapameTpiB gomoMarae po3B’s3aTh MPOOIEeMy 3aHaITO J10-
BruXx psi/iKiB a00 iX BENUKOI KiTbKOCTI. J[71s1 HanarompkeHHs MUPUHU Ta
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BUCOTH BHKOPHCTOBYIOThCcS komanmu Width Ta length. IToBeprenHs
J0 CTaHTApTHHX PO3MIpIB 3HIMCHIOETHCS KoMaHaamMu NO width Tta
no length BixmosiaHo.

Cunrakcuc komanau Width (pexum koH}IrypyBaHHs JiHii):

width columns,

e columns — KigBKICTh CTOBITYMKIB BiKHA TEPMIHAIBHOI IPOrpaMH, 3a
3amoBuyBaHHsIM — 80.

Cunrakcuc komanau length (peskum koHbIrypyBaHHs JiHiT):

length lines,
ne lines — KinbKIiCTh PSAKIB TEPMiHANBHOI porpamu (MOXKe 3MiHIOBa-
THCs B Aiama3oHi Big 0 1o 512), 3a 3aMoBUyBaHHsM — 24.

VY mpuctposix Cisco HasBHa MOKJIMBICTh BUKOPHCTOBYBATH IOIIEpE/I-
HbO BBEJCHI B ceaHCi poOOTH KOMaHIW. LIs MOMJIMBICTH HA3HUBAETHCS
»icTopist komaun”. Ii MOXHA BUKOPHMCTOBYBAaTH SK [JIsi IPUCTPOIO B IIiI0-
MY, TaK i Ui OKpPEMHUX JTiHii. BKIITOUeHHs 1 BIIKITFOUEHHS pEKUMY 1CTOPii
KOMaHJ| y LIJIOMY JJIsl IPUCTPOIO 3aiiicHIOeThCsl Komanaamu history, no
history. J{nst BcTaHOBIIEHHSI KiJTBKOCTI KOMaH/I, SIKi BBOAMIUCS OCTaHHi-
MU 1 30epiraloTbcs y mam’aTi IPUCTPOIO, BUKOPHCTOBYETHCS KOMaHA
history size. HanaromkeHHs 1aHoi KOMaHI1 30epiratrotbest y KoHpiryparit
MPUCTPOIO 1 3aCTOCOBYIOTHCS IO BCiX CEaHCIB KOpUCTyBadiB. PesynbraTn
PpOOOTH KOMaH/IM TIEPETIISIAI0ThHCS KoMaH 1010 Show history.

Cunrakcuc komauau history size (pesxum KoHbITypyBaHHS JTiHIT):

history size value,
ne value — KilbKiCTh KOMaHJ, PO sIKi TIOBMHEH I1aM’sSTaTd MPUCTPI,
MOJKe 3MiHIOBaTHCS B Aiara3oHi Big 0 mo 255, 3a 3aMOBUYyBaHHSIM CTaHO-
BUThH 10 KOMaHI.

JIsl TOTOYHOTrO CeaHCy BUKOPHUCTOBYIOTBCS NOMIOHI KOMAaHIH:
terminal width, terminal length, terminal history, terminal history
size. Ix cuHTaKcUC aHATOTiUHMIA ONEPEHBO PO3TIISHYTHM KOMAHIAM.

JJ1s TOTOYHOTO ceaHCy 3B 43Ky IO JiHil iCHY€ MOXKITUBICTh BCTaHO-
BUTH TIEBHI 4acoBi mepionu (TaiiM-ayTH) Ta peXuMH Horo poOoTH, Ha-
NpPUKIIAJ], IHTEpBaJ 4Yacy, NPOTATOM SKOI'O CEaHC MOKE 3aJIUIIATHCS
BIJKPUTHUM, 1HTEpBaJI 4yacy, MPOTATOM SIKOTO CEaHC 3B’S3Ky MOXe OyTH
HEaKTHBHUM, aKTHBAlil0 BUBEIEHHsS IOBIJOMIIEHHS y pa3i BUXOLy i3
CHCTEMH TOILIO. 3 II€I0 METOK BHKOPUCTOBYIOThCS kKomanau absolute-
timeout, session-timeout, exec-timeout, logout-warning, logging
synchronous Toro.

Komannma absolute-timeout BcTaHOBIIIOE YiTKHIT IHTEpBAII Yacy 10 TOTO
MOMEHTY, KOJIM ceaHc Oyne 3akputo. Ha BiMiHy Bij| IHIIMX MEPIOiB, Lck
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iHTEpBaI HE 3AICKHUTH BiJl MEPiogy MPOCTOI0, TOOTO ceaHc Oyae 3aKpUTO
Yepe3 3a3Ha4CHUH 4Yac, HE3aISKHO BiJ TOTO, aKTHBHO BHKOPHUCTOBYETHCS
ceaHCc ud Hi. Bimmina nmii xomaumu no absolute-timeout a6o absolute-
timeout 0. Komanzma Session-timeout BCcTaHOBITIOE iHTEpBAI Yacy, MPOTS-
TOM SIKOTO TPUCTPIH OYiKye TMepedaBaHHs JaHUX Tepe TUM, K 3aKpUTH
ceanc, TOOTO IHTEpBajI IPOCTOIO [T iHii. BigMina mii koMaHmm NO Session-
timeout a6o session-timeout 0. Komara exec-timeout BcTaHOBITIOE iHTEP-
BaJI Yacy, MPOTITOM SKOTO MPHUCTPii OUiKye BBEJCHHS JaHUX B aKTHBHOMY
ceaHcl mpuBUIeHoBaHOrO pexkuMy. llicisi 3akiHUEHHS AAHOTO I1HTEpBaTYy
3IIMCHIOETRCS TIepeXil y oTiepenHii pesxuM. Binmmina fii komaHmi NO exec-
timeout abo exec-timeout 0.

Komanma logout-warning aktuBisye BHBEICHHS MONEPEKEHHS Y pasi
BUXoAy i3 cucremu. Lle monepemkeHHs iHPOpMy€e KOpPUCTyBaya, IO Haii-
ONMDKIMM 9acoM BIOYZIETHCSl MPUMYCOBHH BHXIiJ 13 ceaHCy. Bigmina mii
koManu NO logout-warning. Komanma logging synchronous kepye Buse-
JIEHHSIM JKYPHAJIBHUX TTOBIJOMJICHb HA TEpMiHAJI KOPHCTyBada. 3a 3aMOBUY-
BaHHSM TIOBIIOMJICHHSI MOXKYTh BHBOJMUTHCS Y OYyIb-IKMH MOMEHT, 4acToO
MIepepHBalOYY BUKOHAHHS MOTOYHOI KOMaH/IM KOPHCTYBava. 3a JIOTIOMOT'0I0
komanmu 10gging Synchronous MoskHa MPUMYCHTH TIPUCTPid OYiKyBaTH
3aBEpIICHHAsT TOTOYHOI KOMAH/IM 1 BUBEIEHHS 11 PE3yNbTATIB 1 JIHIIE TTiCIIs
IBOTO BiJJOOpaXkaTh >KypHAIBHI MOBIAOMJICHHS. BiaMiHa mii koMaHmu NO
logging synchronous.

Cunrakcric komanau absolute-timeout (pexxum koHGITYpyBaHHS JTiHii):

absolute-timeout minutes,
ae minutes — TpuBaicTh Mepiofy, MPOTATOM SIKOTO CEaHC MOXKE 3alu-
IaTHCS BiKPUTHM, 3a3HAYAETHCSI Y XBWIIMHAX, MOXKE 3MiHIOBATHCS
y mianazodi Bix 0 mo 10000; 3a 3aMoBUyBaHHSIM 3Ha4YeHHs OpiBHIOE (),
TOOTO HE BU3HAYCHE.

CuHTakcuc KoMaH 1 Session-timeout (pexxum KoH)IrypyBaHHs JTiHii):

session-timeout minutes [output],
7€ MiNUtes — TpUBaJTiCTh MEPioLy 10 MOMEHTY, SIK CeaHC Oy/ie TPUITMHEHO
3a TaliM-ayToOM; 3a3HAYaEThCs Y XBIJIMHAX, MOXKE 3MIHIOBATHCS Y Jianazo-
Hi Big 0 10 35791; 3a 3aMoBYyBaHHAM J10piBHIOE (), TOOTO HE BU3HAYEHO;

output — cmyx00Ba KOHCTPYKIIisI, SIKa MPUMYIIYE MPHUCTPid Bpaxo-
BYBATH y pa3i OOHYJICHHS JIYMIBHUKIB SIK BXiJTHHM, TaK i BUX1THUH Tpa-
¢ik, K10 BOHA BiJICYTHS, TO JIMIIE BXiTHHN Tpadik BUKIMKAE OOHYIICH-
Hs1 JTIYUJIBHUKA.,
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CuHrakcuc KoMaHau exec-timeout (pexxum KoH)IrypyBaHHs JiHIT):

exec-timeout minutes,
Je minutes — TpuBaTicTh MEPIOy, MPOTATOM SIKOTO CEaHC 3B’S3KY MOXKE
OyTH HEaKTUBHMM, 3a3HAYAETHCS Y XBHJIMHAX, MOXKE 3MIHIOBATHCS y Jliara-
301 Big 0 70 35791, 3a 3amMoBUyBaHH;IM CTaHOBUTH 10 XBHIIMH; HE peKOMe-
HIy€ThCSl HAJIAIITOBYBATH LIEH TIEPiof] 3aHAATO KOPOTKHM, OCKUTBKH iCHYE
HWMOBIPHICTh BTPATUTH MOXKJIFBICTH KOHTPOJIIO HAJT TIPHCTPOEM.

Cunrakcuc komanau logout-warning (pexxum KoHGIrypyBaHHs JTiHi1):

logout-warning seconds,
ne seconds — TpUBATICTh MEPIoTy /10 3aBEPIICHHS CEaHCY, MOMKE 3MIHIOBATHCS
B mianazoHi iyt 0 10 4294967295, 3a 3aMOBUYBaHHSIM 3HAYCHHSI HE BU3HAYCHE.

Cunrakcrc komanmu logging synchronous (peskum koHbIrypyBaHHs JTiHii):

logging synchronous [level importance | all] [limit
number_of_messages],
ne level — ciayx6oBa KOHCTpYKILis, sIKa BKa3ye Ha 3MiHY PiBHS BaXKIH-
BOCTI KOMaH/IH;

importance — 3HadeHHs PiBHS BaKJIMBOCTI, 3MiHIO€THCS Bix 0 10 7,
3a 3aMOBYYBAHHIM Y pa3i aKkTHBaIlii KOMaHAW Oe3 mapaMeTpiB JOPIBHIOE 2;
BCi TIOB1IOMIIEHHS TAHOTO 1 OiBIII HU3BKOTO piBHIB (i3 HOMepaMu Oib-
IIe TAHOTO) BiIPAaBISIOTHECS CHHXPOHHO (TOOTO MICHS TOTO, K KOPHUC-
TyBad 3aBEPIIUTh IOTOYHY KOMaH]y, a IPUCTPil BUBEIE Pe3yIbTar);

all — mapamertp, sikuit BKa3ye, 1m0 BCi MOBIJOMIICHHS BiANPaBIISIOTh-
Csl CHHXPOHHO;

limit — ciry»x60Ba KOHCTPYKIIisl, IKa BKa3ye, 10 BUKOPUCTOBYIOTHCS
00MEKEHHS 111010 KIJIBKOCTI ITOB1JOMJIEHE;

number_of_messages — KijgbKiCTh MOBIZOMIIEHD, SIKI MOXKYTb OyTH
PO3MIlIICHI B 4ep3i JocTaBKK, MakcuMaibHa — 20.

Cucmemni nogioomnenna npucmpoie Cisco

VY npuctposix Cisco nependadeHo KilbKa CTaHIApTHUX CUCTEMHHX IOBi-
JIOMJIEHb (OaHepiB) IUIst KOPHUCTYBaviB. Sk MpaBmITO, I1i TTOBIIOMIICHHSI acoITi-
IOIOTBCS 3 TIPOIIECOM BXOJy B CHCTEMY ab0 BHXOJy 3 Hel. BuBeseHHs Toro un
THIIIOTO TIOBIZIOMJICHHS (UM KiIBKOX TIOYEProBO) 3AJICXKHTH Bill HAJIATO/IKEHb
nprcTporo. Y npuctposix Cisco BUKOPUCTOBYIOTHCS TaKi MOBIOMIICHHS:
[osinomnenns aus (Motd Banner, Message of the Day).
IoBimomienns Bxony B cuctemy (Login Banner).
[NoBinomnenns BukoHaHHs (Exec Banner).

[oBioMITEHHS BXiTHOTO TepMIHAITBHOTO 3°€1HaHHs (Incoming Banner).
IMoBinomieHHs TaliM-ayTy Bxofy B cucremy (Promt-Timeout Banner).
[oBimomnenns mist mpotokoinis SLIP/PPP.

ScuklrwdrE
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[puknan BUKOpHUCTaHHS KiTBKOX TOBiZOMJIEHb-OaHEpiB Moxe OyTH Ta-
kuM. [Ipu BXxoZi KOpUCTyBaua BHBOAMTHLCS MOBIJOMIICHHS AHSI, MCISL HHOTO
Hizie IOBIJOMIICHHSI BXOZy B CUCTEMY, a JaJli came 3alpoleHHs Bxofy. [licis
YCIIIIHOI peecTpallii Ha eKpaHi BUBOIUTHCS TOBIIOMIICHHS BUKOHAHHS. [Iist
BCTAHOBJICHHSI TIOBIJIOMJICHb-OAQHEPIB BUKOPUCTOBYEThCS KOMaHzia banner.
BinkioueHHs BUBE/ICHHS TIOBIZIOMJICHHSI 3IHCHIOETHCS KOMaHIOK NO banner.

Cunrakcuc koMauau banner (pesxxum rimodarsHOro KoHpIrypyBaHHs):

banner btype # banner-text #,
ne btype Bkasye tun 6aHepa i MOXe HaOyBaTH 3HAYCHb:

LINE — TexcToBe NOBIIOMIIEHHS;

eXeC — MOBIIOMJICHHS] BUKOHAHHSI,

incoming — moBiIOMJIEHHS BXiJHOTO TEPMiHAIBLHOTO 3’ €THAHHS;

login — moBiIOMIIEHHST BXOY B CHCTEMY;

motd — moBigOMIIEHHS JHA;

promt-timeout — moBiZOMIICHHS TaiiM-ayTy BXOIy B CHCTEMY;

slip-ppp — noBigomienust as nporokonis SLIP/PPP;

# banner-text # — tekcT moBimoMIICHHS, # — 3HAK MOYATKY 1 KiHIISI
TTOBIJOMJICHHS, 3aMiCTh IIbOTO 3HAKa MOXYTh BUKOPHCTOBYBATHCS OY/Ib-
SIKi CHMBOJIH, SIKi HE 3yCTPIYarOThCS Y TEKCTI MOB1TOMIICHHSI.

Sk mpaBwWio, SKIIO IMOBIJOMJICHHSI-OaHEPH BCTAHOBJIEHi, TO BOHHU
BUBOJATHCA HAa €KpaH. BimkimounTe BUBeACHHA OIMBIIOCTI TOBiIOM-
JieHb-0aHEepiB HEMOXKIIMBO, iX MOXHa JuIIe BUAAMUTH. [loBimoMiueHHsS
BUKOHAHHS Ta TOBIJIOMJICHHS JHS MOXHA BIJIKIIOYHTH YU BKJIFOUUTH,
CTOpHCTABIIKCSA KOMaH1aMu NO exec-banner, no motd-banner ta exec-
banner, motd-banner. BinkiroueHHs moBiqOMIICHHS BUKOHAHHS MPU3-
BOJMUTH A0 BIAKJIFOYEHHS MOBIJTOMJIEHHS IHS, a BIAKIIOYEHHS ITOB1AOM-
JICHHS JIHS HE BIUTMBAE HA MOBIIOMIICHHSI BUKOHAHHSI.

Tunu naponis Cisco 10S

Ha npuctposix Cisco icHye MOJIMBICTh HaJlaroauTH Oe3nevHuil 1o-
CTYI 7Sl BCIX BUIIB MiKItoueHb Ta neBHUX pexumiB Cisco [0S i3 Bu-
KOPHCTAaHHSM MapoJIbHOrO 3axucTy. Jist 3a0e3neueHHs: napojabHOTo 3a-
xucTy Ha npuctposx Cisco mependaueHo Taki mapouti:

1. [Tapounp niHil (apoib UIst BXOY B PEXKUM KOPHUCTYBada).

2. [Tapons BXoay y NpUBiNEHOBaHUI PEKUM.

3. [Taponi xopuctyBadis.

[lepmi ABa maposii BCTAHOBIIOIOTHCS HA MPUCTPIH y LijgoMy i oOme-
XKYIOTh BXiA 10 BianoBimHux pexkumis. Ilaponi nns xopuctyBauiB Mo-
XKYTh MaTH Pi3HHH PiBeHb NPUBLIEIB 11010 BUKOHAHHS KoMaHI. [Hdop-
Mallisi Ipo Mapoii Ta KOPUCTYBadiB 30epiraerbesi y KoHdirypamniiinomy
¢aiini npuctporo.
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st mpuctpoiB Cisco BUKOPHUCTOBYIOTHCS TPH THITH TTaPOJIiB:

1. 3Buuaiinmii mapois (Plain-text password).

2. Mapons tumy 7 (Type 7 password).

3. Mapons Tumy 5 (MDS5 hash password).

3BHUUaifHI TApOITi BCTAHOBIIOIOTHCS 32 3aMOBUYYBAHHSM 1 30€piratoThCst
y KoH(pirypanitHoMy (aiiimi mpUCTPOIO y BIAKPUTOMY BUIJISII, IO € 3a-
rpo3oto Oe3nemi. [lapomni Tumy 7 asst miABHIIEHHS PiBHS O€3MEeKH BUKOPH-
CTOBYIOTh muGpyBaHHS 3a anmroputMoM Bixkenepa (Vigenere). Ilapomi
JTAHOTO THITYy JIOBOJII JIETKO PO3MIA(POBYIOTHCS, TOMY PEKOMEHIYEThCS
BHUKOPHCTOBYBATH MApOJIi TUITY 5, IKi MarOTh HAWBHIIHMIA PiBEHb OE3MEKH.

Hanazooscennn naponvnozo oocmyny na npucmposx Cisco

J11st HanaroKEHHS AOCTYITY 110 JIiHIsX J0 mprCcTporo CisCo BUKOPUCTO-
BYIOTBCSI KoManu Password Ta login. 3actocyBanHs MX KOMaH[I riepeida-
Yae Te, 0 NapoJii € 3BUYaiiHuMK (BIIKpUTUMH). J{1ist HanaropKeHHs mapo-
JIHOTO JIOCTYITY J0 MPHBLICHOBAHOIO pexkumy y mpuctposix Cisco nepen-
OaueHo komanay enable password. SIkiio 1r0 KOMaHIy BUKOpPHCTaTH 0e3
napameTpiB, TO TapoJb Oy/e TeX 3BUYAHIM BIIKPHTHM. ICHY€E MOXKITMBICTD
BUKOPHUCTAHHS 11i€1 KOMaHAW 13 BCTAaHOBJICHHSM IIU(QPOBAHOTO TAPOIIsl TH-
my 7. Jlng mmdpyBaHHs BCiX MapoiB Bigpasy (BCTAHOBJICHHSI MAPOJIiB THITY
7) BHKOPHCTOBYEThCS KOMaHma Service password-encryption. Ockinbku
MapoJib JAHOTO TUITY BBXKAETHCS CIIA0OKMM, BUKOPUCTOBYBATH J]aHy KOMaH-
Iy HE PEKOMEHIYEThCs. 3aMiCTh Hel PEeKOMEHIYEThCS BHKOPHCTOBYBATH
KoMaHy enable secret, sika akTHBYE BUKOPHCTAHHS HIM(POBAHUX MAPOJIiB
Ty 5. [cHye MOXIIMBICTh CTBOPEHHSI OKPEMHX KOPUCTYBAUiB i3 Pi3HAMU
MPUBLICSIMU BXOY B Pi3HI peskumu Ha mpuctposx Cisco. Jlist boro BUKO-
PHUCTOBYEThCSI KOMaH1a Username. Bigmina aii BCiX pO3MVISSHYTHX KOMaH]T
3IIACHIOETHCS 32 JIOTIOMOTOFO CITY’K00BOT KOHCTPYKIIii NO.

CunTakcuc KoManau password (pesxuM KoHDIrypyBaHHS JTiHii):

password password-string,
ne password-string — TeKCTOBHi PSIOK Maposisi A0BKHHOI 10 80 cum-
BOJIIB, KU TOBUHEH MTOYMHATHUCS 3 JIITEPH.

Cunrakcuc komanau 10gin (pesxum KoHGIrypyBaHHs JIiHii):

login {local},
ne local — cimy»60Ba KOHCTPYKIIis, sIka BKa3ye, 10 I BXOAY HEOOXin-
HO BUKOPUCTOBYBATH iIMEHa CTBOPEHUX KOPUCTYBAUiB Ta iX MapoIi.

Cunrakcuc komanau enable password (pexum rio0aibsHOro KOH-
¢irypyBaHHs):

enable password [level level-value] {password-string | [encryption-
type] encrypted-password-string},
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ne level — ciy»x00Ba KOHCTPYKIIif, siKa 3a3Ha4a€ PiBEHb NPHBLICIB MapOIs.

level-value — 3sHaueHHs piBHS, YKCITO B Mekax Bif 0 mo 15;

password-string — TeKCTOBHUI PSIIOK TAPOJIS;

encryption-type — tun mmmdpyBaHHs;

encrypted-password-string — 3ammudpoBanuii  mapoib, OTPUMAHUIA
3 IHIIOTO JpKepena muQpyBaHHs.

Curraxcrc koMara enable secret (pexyM rmodarsHOro KOH(IrypyBaHHS):

enable secret [level level-value] { password-string | [encryption-
type] encrypted-password-string }.

[NapameTpyu KOMaHAM aHAIOT1YHI TApaMeTpaM TONEPeJHOI KOMAH/IH.

CuHTakcHC KOMaHIM USername (peskum riio0anbHOTro KOH(MITypyBaHHS):

username name {nopassword | password password-string |
password encryption-type encrypted-password-string},
e Name — TeKCTOBe iM’s1 KOPUCTYBaya;

nopassword — ciy)x00Ba KOHCTPYKIIis, sSika BKa3ye Ha Te, 110 HE T0-
TpiOHO BIKOPUCTOBYBATH MApPOJIb;

password — ciy:x60Ba KOHCTPYKIIisL, SIKa BKa3ye Ha BUKOPHCTAHHS IApOJIs;

password-string — TeKCTOBHUIl PSIIOK TAPOJIS;

encryption-type — tun mmppyBaHHsL.

encrypted-password-string — samudpoBaHuii mMapoib, OTPUMAHMMA
3 IHIIOTO JpKepena mudpyBaHHS.

OcHoeni Komanou diaznocmuku napamvempie
pooomu komymamopa Cisco

Jns BUBeneHHS MiarHOCTUYHOI iH(popManii npo ¢i3uuHi mapaMeTpu
KOMYTaTopa, pe3yJabTaTh Halaro/KeHb, pe3yJbTaTh poOOTH KOMYTaTopa,
CTaH KOMyTaropa TOIII0 BUKOPUCTOBYEThCsl KoMaHia Show. Bona € goctym-
HOIO $IK 13 PeKUMY KOPHCTYBaya, TaK i 3 IPHUBLICHOBAHOTO PEXUMY. 3aJICK-
HO BiJI p&KUMY JIaHa KOMaHJla MO>Ke MaTH Pi3Hi napameTpu. YactuHa na-
paMeTpiB € OHAKOBUMH 1 IOCTYIIHUMHU B 000X pexxumax. Yacto KoMaH/a
ShOW i3 TeBHUM TapaMeTpOM YBaXKAa€ThCS OKPEMO0 KoMaHo0. [leperik
OCHOBHMX KOMaH T ShOW Ta iX mpu3HadeHHs HaBeeHi y Ta0iI. 8.

Tabmuus 8
Mepenik ocHoBHUX KoMaH show
Komannma [TpuzHaueHHs
show version BuBesenHs TexHiuHol iHdopMallii npo npucTpiit
show tech-support |BuBeaeHHs po3uimpeHoi TexHiuHo1 iHpopmarii mpo npucTpiit
show flash Busenenns Bmicty Flash-mam’siti
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show boot BuBenenHs napamMeTpiB 3aBaHTaKCHHS

show processes Busenenns inopmanii mpo cTaH IpoueciB, IO 3aITyIIeH] B CHCTEMI
show terminal Busenenns napamerpiB poOOTH TepMiHaIa

show clock BuBeneHHs mapaMeTpiB CHCTEMHOTO Jacy

show history Busenenns icropii koMaHz

show running-config |Busenenns norounoi koH}irypamnii komyraTopa

show startup-config |Busenenns craprosoi koHQiryparii koMmyTraTopa

OcHoeni Komanou pobomu 3 Kongizypayiamu

BaxmmBUM NUTaHHSAM HaNarojpkeHHs komyraTopa Cisco € mepersin
Ta 30epekeHHs oro KoH(piryparmiii. Sk yxxe 3a3Hadanocs, U Meperis-
Iy CTapTOBOI KOH(}Iryparlii BAKOPUCTOBYEThCsS KoMaHaa Show startup-
config, a mns meperssigy MOTOYHOI KoHirypamii — komanma Show
running-config. OG0B’ I3KOBHM € 30€pEKECHHS HATArOKEHb MOTOYHOI
KoH(iryparii y crapToBiii. {75 IIbOT0 BUKOPUCTOBYETHCS KOMaH1a CopY
running-config startup-config. IcHye MOIHBICTh KOMiFOBaHHS KOH(i-
rypamii Ha 30BHIIIHI cepBepHu abo i3 30BHIMHIX cepBepiB. Lle MoxyTh
oytu tpaauniiai FTP/TFTP abo menm yxwusani SCP un RCP-cepsepu.

CuHTakcuc KOMaHIu COPY (MIPHUBLTEHOBAHUN PEKUM):

copy source destination,
ne source, destination — mxeperno Ta npuiiMad JaHUX BiJIIOBITHO.

OcHOBHI KOMOIHAITiT TapaMeTpiB KoMaH 1 COPY HaBe/ieHi y Tadt. 9.

Tabmms 9
Mo:xnauBi koM0iHaLil napaMeTpiB KoMaHaH COPY
Jikepero [Tpuitmay
P running-config | startup-config | flash ftp: tftp:
running-config - + + + +
startup-config + - + + +
flash + + - + +
ftp: + + + _ _
tftp: + + + _ _

Jnst BunaneHHs CTapToBOi KOH(Irypamii BUKOPHUCTOBYETHCS KOMaHIA
erase startup-config. /linst nepezaBaHTa)XeHHS IPHCTPOIO BUKOPUCTOBYETh-
cst komana reload. OxpiM 3a3HaueHUX KOMaH A7 poooTH 3 odpazamu OC
Ta KOH(IrypauisiMui 3aCTOCOBYIOThCsI KoManu dir, more Ta iHi.

Takox 111 poOOTH 3 MOTOYHOI KOH(ITYpaIi€r0 MOXe BUKOPUCTO-
ByBaTHCsl KOMaHaa Write. BoHa BBakaeThCs 3acTapiyioro, i 3amicTh Hel
PEKOMEHIY€EThCS BAKOPUCTOBYBAaTH KOMaHau COPY, show, erase.

CuHTakcuc KOMaHau Write (IpuBiIeHOBaHMIA PEXUM):
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write { erase | memory | network | terminal },
Jie erase — mapamerp, SIKHi yKa3ye, 110 He0OXiIHO BUAAIHUTH CTAPTOBY
KOH(}ITypalio npucTpolo;

mMemory — nmapaMmeTp, SKAH yKasye, o HeoOXiaHO 30eperTH moToY-
HY KOH(]Irypaito mpucTporo;

network — mapamerp, siKuii ykasye, o HeoOXiTHO 30eperT MmoToY-
Hy koHpirypauiro Ha TFTP-cepsepi;

terminal — mapamerp, sikuii yka3sye, 110 HEOOXiTHO BUBECTH MOTOY-
HYy KOH(]Iryparito Ha eKpaH.

BianoBigHOCTI 3acTapinux komaHa Write cyJacHMM KOMaHaaM Ha-

BezieHi y Tabm. 10.

Tabmums 10

Komauau write Ta ix cyuyacHi ekBiBajeHTH

Komanna write

Cy4acHUil EKBIBAJICHT

write erase

erase startup-config

write memory

copy running-config startup-config

write network

copy running-config tftp

write terminal

show running-config
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MooenvHi npuxknaou 6az06020 HANA200HCEHHA
Keposanozo komymamopa CisCo

Posrnsiremo crienudiky 6a30BOro HanaroKeHHs mapaMeTpiB QyHK-
nionyBaHHs1 komytaropa Cisco moneni WS-C2960-24TT-L 3a nomomo-
rol0 KOHCOJIbHOTO mifkimtoueHHs (puc. 18) i3 Bukopucranusm Cisco
Console Cable (Cisco USB Console Cable) Ta tepminamsHOro momaTka
HyperTerminal. Cnig 3a3HaunTty, 110 napaMeTpy KOHCOJIBHOTO MiAKITIO-
YeHHs y pa3i MepIioro miaKIoYeHHs 10 HoBoro npuctpor Cisco (mpu-
CTporo 0e3 KOH(piIrypalii) 3a3HaYar0ThCSA 3a 3aMOBUyBaHHAM. Pe3ynbrar
TaKoOTO MiIKIIOYeHHS 10 HOBOro kxomyTaropa Cisco (komyraropa 0e3
KoH(irypaii) HaBeneHo Ha puc. 19.

WS_MGMT

=
——"RS-232 ‘*\
(USB) COFIH

Puc. 18. TIpukian KOHCOIBHOTO i JKITFOUSHHS

B OSW_1-HyperTerminal " T T — - — SHACE X
File Edit View Coll Transfer Help
[n-2 B :DEH =

* 126 HS-C2960-24TT-L 12.2{44)SE6 C2968-LANBASEKI-M

Press RETURN to get started!

=Mar 1 00:00:25.073: %LINEPROTO-5-UPDOMN: Line protocol on Interface Vlanl, cha
nged state to down

*Marl‘ 1 00:00:26.189: %SPANTREE-5-EXKTENDED_SYSID: Extended SysId enabled for typ
e i
=Mar 1 00:00:47.102: %SYS-5-RESTART: System restarted ——

Cisco I0S Software, C2960 Software (C2960-LANBASEK9-M), Version 12.2(44)SE6, REL
EASE SOFTWARE (fcl)

Copyright (c) 1986-2089 by Cisco Systems, Inc.

Compiled Mon 89-Mar-89 18:18 by gereddy

—-—- System Configuration Dialog -—

Hould you like to enter the initial configuration dialog? [yes/nol: no =l
Switch>

« i v

Connected 0:03:47 Auto detect 9600 8-N-1 NUM

Puc. 19. Pe3ynbraT migkimodeHHs 10 HOBOTO KOMyTaTopa

Jnist HamaropkeHHsl OCHOBHUX IapaMeTpiB KOMyTaTopa Ta mapaMert-
pPiB KOHCOJBHOTO MIJKIIOYEHHS JIO KOMYTaTopa BHKOPHUCTAHO JaHi
Tabmn. 11.

Tabmmng 11

IlapaMeTpn HAJaroaK€HHsl KoMmyTarTopa 1Jisl NPpUKJIaxy
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ITapamerp

3HauYeHHS

OcHOBHI apaMeTpu

Hassa xomytaTopa

SW-1

IToBigoMiIeHHS THS

1 pspok, Teket — Switch SW-1/ Location — 101v

[Tapamerpu gacy

CucreMHuii yac

[MoTounmii (BKIIOYAE NOTOYHI Yac Ta JaTy)

YacoBwii mosic

CxinmHoeBpornelicbknii (EET, Eastern European Time)

Iepexin Ha JITHIN Yac

Ykpaina

HapaMeTpI/I KOHCOJIBHOTI'O Hi[[KJ'IIO‘IeHHS{

IIBuaxicTs, 6iT/C 19200
Bitu naHux 7
[TapHicTp [apwi
CrormoBi 0iTH 2
KepyBanHs noTokoM ArnapatHe

[TapameTpyu TepMiHAIBHOTO CEAHCY

IcTopis xoMaHz, mT. 100
TaiimM-ayT BUXOLY, C 30
BuBeieHHs )XYpHAIBHUX MOBiJOMJICHB Tak

Cuenapiii HanaroKeHHs] OCHOBHUX MapaMeTpiB KomyTaTopa (iMeHi,
MOBIIOBJICHHS JHS) HABEACHUH HIDKYE. Y I[bOMY CLeHapii BUKOHAHO
30epekeHHs KOH]Irypallii Ta nepe3aBaHTaKCHHS.

Switch>enable
Switch#configure terminal

Switch(config)#hostname SW-1
SW-1(config)#banner motd #Switch SW-1/ Location — 101v#

SW-1(config)#exit

SW-1#copy running-config startup-config

SW-1#reload

PesynpTar BUKOHAHHS JTAaHOTO CIIEHApil0 y pa3i MOBTOPHOTO MijK-
JIIOYEHHS JI0 KoMyTaTtopa HaBeaeHui Ha puc. 20.
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B SW_1- HyperTerminal W R SR —— — = x|

Fle Edit View Call Transfer Help
=2 & =08

SH_1 con® is now available

Press RETURN to get started.
Switch SW_1 / Location - 101w
SH_1>

Connected 0:09:39 Auto detect 9600 8-N-1 NUM

Puc. 20. Pesynbrat migkimodeHHs 10 Komytatopa SW-1 micis 6a30BOro HaxaroKeHHs

CrieHapiii Hagaro[KeHHS YacOBHX IMapaMeTpiB KoMmyTaropa (4aco-
BOTO MOSICY Ta MOTOYHOTO Yacy) HaBe[AeHW Hidkue. CIif 3a3HAYUTH,
SKIIO Ma€ MiCIle Mepe3aBaHTAKCHHS KOMYTaTopa, TO CHCTEMHHI dYac
MOTPiIOHO BCTAHOBUTH IMMOBTOPHO, OCKLIBKH JUIsl MOAENi komyTaTopa WS-
C2960-24TT-L BiH He 30epiraeTbcs B anmapaTHOMY TOAMHHUKY.

SW-1>enable

SW-1#configure terminal
SW-1(config)#clock timezone EET 2
SW-1(config)#exit

SW-1#clock set 8:00:00 01 may 2016
SW-1#copy running-config startup-config
SW-1#exit

SW-1>

CueHapiii HaJaro/KCHHS MapaMeTPiB KOHCOIBHOTO IMiIKIFOUYCHHS
(J1iHIT) 10 KOMyTaTOpa Ta TEPMIHAJIBHOTO CEAHCY HABEICHUIN HIIKYE.

SW-1>enable

SW-1#configure terminal
SW-1(config)#line console 0
SW-1(config-line)#speed 19200
SW-1(config-line)#databits 7
SW-1(config-line)#parity even
SW-1(config-line)#stopbits 2
SW-1(config-line)#flowcontrol hardware
SW-1(config-line)#logging synchronous
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SW-1(config-line)#history size 100
SW-1(config-line)#exec-timeout 30
SW-1(config-line)#end

SW-1#copy running-config startup-config

SW-1#exit
SW-1>

Jnsi mepeBipKM HaJaroPKeHUX 3a JaHUM CLEHapieM MapaMeTpiB
KOHCOJIGHOTO MiAKIIOYEHHS HEOOXiTHO Mepe3amyCTUTH TepMiHaIbHHUN
JIOJITATOK, y SIKOMY BCTaHOBUTH HEOOXIi/IHI 3HAYCHHS IMapaMeTpiB IiJK-
moveHHs. Pe3ynpraT HanmarokeHHs mnapametpiB  ans Windows-
nogatka HyperTerminal ta pe3yiapTaT BUKOHAaHHS MiJKIIOUEHHS HaBe-

JICHO BIJNOBIIHO Ha puc. 21, a, 0.

De @3 0B &

Cooficrsa: COMA. B |we S| | | 8 SW_1- HyperTerminal o | B i)
File Edit View Call Transfer Help
Tlapavepsi nopra

Copoems (Biric) [19200 ]
B 7+
Yoo [der
Cronoesetwm: 2 v
Vrpasnee roocow: [Amapamoe 7]

SW_1 conB is now available

Press RETURN to get started.

Switch SW_1 / Location - 101v
SH_1>_

BoooTarosiTs ymorsarun

«
K o I
Lo J[ owea || Tonaors | Connected 0:0031 Auto detect 19200 8-N-2

a

0

Puc. 21. Pe3ynbTar HajgaropKeHHs:

a — mapameTpiB miakimoueHHs st Windows-nonatka HyperTerminal,

0 — KOHCOJIBHOTO TiIKITF0UeHHs 10 KomyTtaTtopa SW-1 Ta TepMiHAIBHOTO CeaHCy

Cuenapiit Hanaro/pkeHHsI IOCTYIy JI0 KOMyTaTtopa 3 BAKOPUCTAHHIM
MeXaHi3My TapoJIiB HaBeJCHO HUKYE (BCTAHOBIIOETHCS MApOJb Ha BXiJl
JUIsL KOHCOJIBHOTO TIJIKIIFOUEHHSI Ta MapoJib Ha MepexiJi 10 MpuBiieioBa-
Horo pexumy). [laponi 30epiratorecs y (aitni KoHdIryparii y Bigkpu-

TOMY BUTJISII.

SW-1>enable

SW-1#configure terminal
SW-1(config)#line console 0
SW-1(config-line)#password mypassl
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SW-1(config-line)#login
SW-1(config-line)#exit
SW-1(config)#enable password mypass2
SW-1(config)#exit

SW-1#exit

SW-1>

®aiin koH]irypamii, 0 CTBOPEHUH SK pe3yabTaT BUKOHAHHS TOTIe-
peoHIX TPhOX CIIEHApiiB, i BUBEICHHUII 3a JIOMOMOTOK KoMmaHau Show
running-config naBeneHuit Ha puc. 22 (yacTuHy (Qaiina, sika MICTUTb
HECYTTEBY 1H(pOPMAILit0, BIIIyUYEHO; YKUPHUM IIPU(TOM BUIICHO J10Ja-

HI 32 OCTaHHIM CIICHapieEM psAAKU KOHDIrypartii).
Building configuration...

Current configuration : 1288 bytes

1

version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

i

hostname SW-1
1

enable password mypass2
i

clock timezone EET 2
1

spanning-tree mode pvst
i

interface FastEthernet0/1
]

interface FastEthernet0/2

i

i..

interface FastEthernet0/23

i

interface FastEthernet0/24

i

interface GigabitEthernet0/1
i

interface GigabitEthernet0/2
i

interface Vlanl

no ip address

shutdown

i

banner motd ~C Switch SW-1
Location - 101v”C

i

i

!

line con O

password mypassl
logging synchronous
login

history size 100
exec-timeout 30 0
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speed 19200

databits 7

parity even

stopbits 2
flowcontrol hardware
i

line vty 0 4
login

line vty 5 15
login

i

!

end

Puc. 22. ®aiin kondirypanii komyraropa SW-1 U1t MOZIEITEHOTO TIPHKIITY
3 BUKOPHUCTAHHSIM BIIKPHTHUX T1ApOJIB

Cuenapiil HanaropKeHHsI TOCTYITy O KOMYTaTropa 3 BAKOPUCTAaHHIM
MeXaHi3My KOPHCTYBadiB Ta MapoiB THITY 7 HaBEJAEHO HIXKYE (; BCTaHO-
BIIIOETHCS IAPOJIb Ha BXiJ| Y MPHUBIJICHOBAaHUN PEKUM; CTBOPIOIOTHCS KO-
puctyBau Userl i3 piBHeM npuBineiB 1 (3a 3aMOBUyBaHHSIM) Ta KOPUCTY-
Bad Admin i3 MakCUMaJIbHUM piBHEM NPHUBLIEIB 15; BiAKIIOYa€THCS Ma-
poNb Ha BXiZ JUIA KOHCOJBHOTO MiAKIIOUEHHS; aKTHBYETHCS 3aCTOCY-
BaHHs MEXaHi3My KOPUCTYBadiB JUIsi KOHCOJIBHOTO MiAKIIOYECHHS; 3]IiHC-
HIOETBCS OTeparlisi mudpyBaHHs 3BHYAHUX BiIKPUTHX IApOIiB i3 Me-
TOO0 OTPUMAHHSI IAPOJTIB THITY 7).

SW-1#configure terminal

SW-1(config)#enable password mypass2
SW-1(config)#username Userl password mypass3
SW-1(config)#username Admin privilege 15 password mypass4
SW-1(config)#line console 0

SW-1(config-line)#no password
SW-1(config-line)#login local
SW-1(config-line)#exit

SW-1(config)#service password-encryption
SW-1(config)#exit

SW-1#

@aiin koH}irypauii, IO CTBOPEHHH SIK PE3YIbTAT BUKOHAHHS L[LOTO
CIICHapi0, HaBeJIeHO Ha puc. 23 (yacTuHy (aiina, sika MiCTUTh HECYTTeE-
BY iH(opMalliro, BUIy4eHO; XUPHUM IPHU(PTOM BUAiIEHO MoaupikoBaHi
Ta JI0JIaHi psIKH KOHQIrypartii).

Building configuration...

Current configuration : 1442 bytes
i

version 12.2
no service timestamps log datetime msec
no service timestamps debug datetime msec
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service password-encryption

!

hostname SW-1

!

enable password 082C555E080A1645
i

clock timezone EET 2
i

username Admin privilege 15 password 7 082C555E080A1643
username Userl privilege 1 password 7 082C555E080A1644
i

spanning-tree mode pvst

i

interface FastEthernet0/1
i

interface FastEthernet0/3
i

i

interface FastEthernet0/24

i

interface GigabitEthernet0/1
1

interface GigabitEthernet0/2
1

interface Vlanl

no ip address
shutdown

i

banner motd "“CSwitch SW-1

Location - 101v~C

i

1

!

line con O

logging synchronous
login local

history size 100
exec-timeout 30 0
speed 19200
databits 7

parity even
stopbits 2
flowcontrol hardware
i

line vty 0 4

login

line vty 5 15

login

i

!

end

Puc. 23. ®aiin kondirypanii komyraropa SW-1 u1st MOZIEITBHOTO IPHKIIATY
3 BUKOPHUCTAHHSM MEXaHi3My KOPHCTYBaviB Ta IH(POBAHHX MAPOITIB THITY 7

Jlyis migBUIIEHHS PiBHS OE3MEKHM KOMyTaTropa PeKOMEHIYEThCS 3a-
MICTb MapoJliB TUIy 7 3aCTOCOBYBATH Mapoii Tumy 5. Y TakoMy pasi
Kpallle 3aCTOCOBYBaTH HaBEJCHUHN HIKYe MOAM(DIKOBAHUI clieHapiil Ha-
JIAroJKEHHS IOCTYITy A0 KOMYTaTopa.

SW-1#configure terminal
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SW-1(config)#no enable password

SW-1(config)#enable secret mypass2

SW-1(config)#no username Userl

SW-1(config)#no username Admin

SW-1(config)#username Userl secret mypass3
SW-1(config)#username Admin privilege 15 secret mypass4
SW-1(config)#line console 0

SW-1(config-line)#login local

SW-1(config-line)#exit

SW-1(config)#



Pe3ynomamu 6UKOHAHHA KOMAHO MOHIMOPUHZY Ma 0IAZHOCIMUKU
POOOmMU KOMymamopa 01 PO32AAHYM 020 MOOETbHO20 NPUKIAOY

3 MeToro meperssny iHhopMallii Ipo HAJIAro/PKEHI MmapaMeTpu CUCTEM-
HOTO Yacy Uil PO3IVITHYTOrO MPHKIANy BUKOHaHO komanmy Show clock.
I3 MeTOr0 BU3HAUCHHS TTApaMETPiB KOHCOIBHOTO MiJKIFOUSHHS Ta TepMiHa-
JIBHOTO BiKHA BHKOHAHO KoMaumy Show terminal. I3 meToro BH3HAYCHHS
IMEHI KOPHCTYBaya, 110 3/[IMCHUB ITiIKIFOUSHHS JI0 IPUCTPOIO, Ta PiBHS HO-
o MpHBLICIB BUKOHAHO KoMaHu ShOw users ta show privilege. Pesynbra-
TH POOOTH 3a3HAYCHUX KOMAaHJI HaBS/ICHO BiMOBIHO Ha puc. 24 — 26.

SW-1#show clock
11:17:37.780 EET Sun May 1 2016
SW-1#

Puc. 24. PesysnbraTn BukoHauHs komanau show clock na komyraropi SW-1

SW-1l#show terminal

Line 0, Location: , Type:

Length: 24 lines, Width: 80 columns

Baud rate (TX/RX) is 19200/19200, even parity, 2 stopbits, 7 databits
Status: PSI Enabled, Ready, Active, Automore On

Capabilities: none

Modem state: Ready

Modem hardware state: CTS* noDSR DTR RTS

Special Chars: Escape Hold Stop Start Disconnect Activation

An

X none - none
Timeouts: Idle EXEC Idle Session Modem Answer Session Dispatch
00:10:00 never none not set
Idle Session Disconnect Warning
never
Login-sequence User Response
00:00:30
Autoselect Initial Wait
not set

Modem type is unknown.

Session limit is not set.

Time since activation: 00:03:04

Editing is enabled.

History is enabled, history size is 100.
DNS resolution in show commands is enabled
Full user help is disabled

Allowed input transports are All.

Allowed output transports are pad telnet rlogin.
Preferred transport is telnet.

No output characters are padded

No special data dispatching characters
SW-1+#

Puc. 25. Pesynbratu Bukonands komanau Show terminal na komyraropi SW-1

SW-1#show users

Line User Host (s) Idle Location
* 0 con O Admin idle 00:00:00
Interface User Mode Idle Peer Address

SW-1l#show privilege
Current privilege level is 15
SW-1+#

Pric. 26. Pesynsraru BrkoHaHHst koMasm Show users ta show privilege sa komyraropi SW-1

3aBaaHHs Ha 1a0opaTopHY podoTy
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1. Po3rnsiHyTH Ta CKJIACTH TOBHY 1 CIPOIICHY CXEMH HYJIb-MOJICM-
HOTO Ka0elno, MoOyI0BaHOTO 3 BHKOPHUCTaHHSAM JIBOX po3HiMmiB DB-9.
Ha cxemax 3a3HaunTH BiAIOBIAHI CUTHAIU /I BIAIIOBIAHUX KOHTAKTIB.

2. Ha ocHOBI1 cxeM 3’enHab II. 1 Ta BIAMIOBIAHUX TaOIUIL CUTHAJIB,
HAaBCJCHUX Y TCOPETHYHUX BiJJOMOCTSX, CKJIACTH IMOBHY 1 CIPOIIEHY
CXEMU HYJIb-MOJCMHOTO Ka0el0, Mo0y0BaHOTO 3 BUKOPUCTAHHSIM JIBOX
po3HimiB DB-25.

3. Ha ocHOBI cxeM 3’enHaHb II. 1 Ta BIAMOBIAHUX TaOJIUIL CUTHAJIB,
HABEJCHUX Y TCOPETHYHUX BIJJOMOCTSX, CKJIACTH TMOBHY 1 CIIPOIIEHY
CXEMHU HYJIb-MOJIEMHOTO Ka0elt0, TOOYJOBAHOTO 3 BUKOPHCTAHHSIM PO3-
aimiB DB-9 ta DB-25.

4. Ha ocHOBI cxeM 3’€QHaHb II. 1 Ta BIAMOBIAHUX TaOIHIL CUTHAJIIB,
HABEJCHUX Y TCOPETHYHHUX BIJJOMOCTSX, CKJIACTH TMOBHY 1 CIIPOIIEHY
cxemu kabemto Cisco Rollover Cable, moGynoBaHoro 3 BUKOpUCTAaHHSIM
JBOX po3HiMiB RJ-45.

5. Ha ocHoBi cxeMm 3’eqHanb 11. 1 Ta BIAMOBIAHHX TaOIMI[L CUTHAIIIB,
HABEJCHUX Y TCOPETHYHHUX BIJJOMOCTSX, CKJIACTH IMOBHY 1 CIIPOIIEHY
cxemu kabemo Cisco Console Cable, noOymoBaHOro 3 BUKOPUCTAaHHSAM
po3nimiB DB-9 ta RJ-45. Ha cxemax 3a3Ha4uTH BiJOBIIHI CUTHAIM TSI
BIJIIOBIJHUX KOHTAKTIB.

6. Ha ocHoBi cxeMm 3’eqHanb I1. 1 Ta BIAMOBIAHHX TaOIMI[L CUTHAIIB,
HABCJCHUX Y TCOPETHYHHUX BIJJOMOCTSX, CKJIACTH TMOBHY 1 CIIPOIIEHY
cxemu kabemo Cisco Console Cable, noOymoBaHOro 3 BUKOPUCTAHHSAM
po3uimis DB-25 ta RJ-45.

7. Y cepeloBullli MPOrPaMHOTO CUMYJIATOPa/eMyJIsITOpa CTBOPUTH
MPOEKT MEpexi, y AKOMY 3[IMCHUTH (i3WYHE MiIKIIOYEHHS pPoOovoi
CTaHIIii 10 KOMyTaTopa 3a JOMOMOT0K KOHCOJIBHOTO Kabeito (puc. 27).
BukoHaTu migkitoueHHs 3 poO040i CTaHIIIi 0 KOMyTaTropa 3a J0MOMO-
rOI0 TePMIiHAIBHOI HporpamMu. BU3HAUMTH OCHOBHI MapaMeTpu KOMyTa-
TOpa Ta 3aHOTYBAaTH iX y BUTIIsAL Tabm. 12.

WS-Control-G-N-1

Puc. 27. CxeMa IigKIr0YeHHs
Tabmmng 12

ITapameTrpn komyTaTopa

| IMapametp 3HaueHHS

46



Mopenb KoMyTaTopa

Mopenb Ta HOMEp IpoLecopa

06’em mam’sti (RAM, Flash, NVRAM)

KinskicTs inTepdeiicis Ethetnet/Fast Ethernet

KinskicTs inTepdeiici Gigabit Ethernet

CepiitHnii Homep cucTeMH

CepiitHnii HOMep MaTepHHCHKOI IIaTH

Cepiitanii HoMep 6J10Ka KHUBJICHHS

IbazoBa MAC anpeca Giioka yrpaBitiHHS

Konoirypariiiauii perictp

Bepcis I10S

O6pa3 10S

Po3mip ¢aiina o6pasy 10S

8. [IpoBecTn Halaro/KeHHs MapaMeTpiB iMEHYBaHHS, CHCTEMHOIO
yacy (3a maHuMH Taba. 13), CUCTEMHHX MOBIJOMJICHb-OaHEPIB, KOHCO-
JBHOTO MIJKJIFOUYCHHS Ta TEPMIHAIBHOTO CeaHCy (3a AaHuMHU Tabi. 14).
30epertu HanmaromxkeHHs. [lepe3aBaHTa)KUTH KOMYTAaTop Ta MEPEeBipUTH
MOKJIMBICTh MiJKITIOUEHHS 32 JIOTIOMOTOI0 TEPMiHANBHOI MpPOrpaMu
3 HAJIATO/DKCHUMH TTapaMeTpaMH, BUBECTH IapaMeTpU HaJaroKeHb
MOTOYHOT'O TEPMIHAIBHOTO CEaHCy.

9. IlpoBecTH HalaroJKeHHs MapoJLHOTO JOCTYIy A0 KOMYTaTopa
(#0oro peXKMMiB KOPUCTYBaya Ta MPUBLICHOBAHOTO PEIKUMY) i3 BUKOPHC-
TaHHSIM BIIKPUTHX MapoiB. 30epertd HanaropkeHHs. [lepe3aBaHTau-
TH KOMYTaTOp Ta MEpPEeBIpUTH BUKOHAHI HaJaro/pKeHHs. 3ammdpyBaTh
MapoJii 3a TUMIOM 7 Ta IEPEBIPUTH pe3yIbTaTH MH(PyBaHHS.

10. IIpoBecTn Hamaro[KEHHS IOCTYIYy A0 KOMYTaTopa 3 BUKOpPHC-
TaHHSIM MEXaHi3My KOpUCTYBauiB. J{JIsi {bOTO CTBOPHUTH TPHOX KOPHUCTY-
BadiB (JBa KOpHCTyBaui 3 MiHIManbHUM piBHeM mpuBiieiB 0 — Technic-
G-N-X, oguH — i3 MakcumanbHUM piBHeM npuBiieiB 15 — Admin-G-N-
1). 36epertu HanaromkeHHs. [lepe3aBaHTaKUTH KOMYTAaToOp Ta MeEpeBi-
PUTH BUKOHAHI Hajaro keHHs. JJoCIiIuTH BIAMITHOCTI Y MOKIMBOCTSIX
JUIsl KOPUCTYBAYIB 13 PI3HUMH PIBHSIMH TPHUBIIIETB.

11. BuBecTr Ta nmpoanaiizyBati (aiin koHdiryparii komyraropa.
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Tabmums 13

IlapameTpn HAJIaroa>KE€HHs CHCTEMHOI'0 Yacy

Ne BapianTa YacoBuii mosic loguan | Xsunmau ([lepexin Ha MiTHIN yac
1 GMT 0 00 +
2 BST +1 00 +
3 IST +1 00 +
4 WET 0 00 +
5 WEST +1 00 +
6 CET +1 00 +
7 CEST +2 00 +
8 EET +2 00 +
9 EEST +3 00 +
10 MSK +4 00 +
11 GMT 0 30 +
12 BST +1 30 +
13 IST +1 30 +
14 WET 0 30 +
15 WEST +1 30 +
16 CET +1 30 +
17 CEST +2 30 +
18 EET +2 30 +
19 EEST +3 30 +

20 MSK +4 30 +
21 GMT 0 00 +
22 BST +1 00 +
23 IST +1 00 +
24 WET 0 00 +
25 WEST +1 00 +
26 CET +1 30 +
27 CEST +2 30 +
28 EET +2 30 +
29 EEST +3 30 +
30 MSK +4 30 +

IIpumimka: GMT, Greenwich Mean Time (UTC); BST, British Summer Time (UTC + 1 rox.); IST, Irish
Standard Time (UTC + 1 rox.); WET, Western European Time (UTC); WEST, Western European Summer
Time (UTC + 1 rox.); CET, Central European Time (UTC + 1 rox.); CEST, Central European Summer
Time (UTC + 2 ron.); EET, Eastern European Time (UTC + 2 rox.); EEST, Eastern European Summer
Time (UTC + 3 ron.); MSK, Moscow Standard Time (UTC + 4 rox.).
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Tabmuus 14

HapaMeTpn HAJIArO/IZKeHHS KOHCOJIbHOI'O MiIKJII0YEeHHS Ta CeaHcy

2 ° g |2 o

“2| ¥ |E|3|8| £ | E|£5|58|2%8E|8

N T = T e 2 Z |2 E|S4lg |3E g

) T I = Qi 5

1 1200 7 |even| 1 None 20 80 24 20 20 +
2 [115200| 8 | odd | 2 |Software| 50 75 24 60 30 +
3 2400 7 |none| 1 [Hardware| 25 70 24 30 40 +
4 |115200| 8 |mark| 2 None 45 65 24 40 40 +
5 4800 | 7 |space| 1 |Hardware| 30 60 24 50 30 +
6 57600 | 8 |mark| 2 |Software| 35 80 22 60 30 +
7 9600 | 7 |none| 1 |Software| 15 75 22 15 20 +
8 [38400| 8 |odd | 2 None 65 70 22 55 20 +
9 19200 | 7 |even| 1 |Hardware| 20 65 22 20 20 +
10 | 2400 | 8 | odd | 2 |Software| 60 60 22 50 30 +
11 |[57600| 7 |mark| 1 |Hardware| 25 80 20 25 20 +
12 1200 | 8 |even| 2 None 55 75 20 45 30 +
13 |115200| 7 |none| 1 |Hardware| 30 70 20 30 30 +
14 | 9600 | 8 |space| 2 |Software| 50 65 20 40 30 +
15 (19200 7 |even| 1 None 35 60 20 35 30 +
16 4800 | 8 |none| 2 |Hardware| 45 60 24 50 40 +
17 |38400| 7 |space| 1 None 40 65 24 10 20 +
18 | 4800 | 8 | odd | 2 |Software| 10 70 24 45 30 +
19 |38400| 7 |mark| 1 None 50 75 24 15 20 +
20 1200 | 8 |even| 2 |Software| 15 80 24 40 20 +
21 |115200| 7 | odd 1 |Hardware| 45 60 22 20 20 +
22 |1 9600 | 8 |mark| 2 None 20 65 22 35 30 +
23 |19200| 7 |space| 1 |Hardware| 40 70 22 25 20 +
24 | 2400 | 8 |none| 2 |Software| 25 75 22 30 30 +
25 | 57600 7 |even| 1 |Software| 35 80 22 60 60 +
26 |19200| 8 |mark| 2 None 30 60 20 35 30 +
27 |57600| 7 |odd | 1 |Hardware| 60 65 20 55 60 +
28 9600 | 8 |none| 2 |Software| 80 70 20 40 40 +
29 |38400| 7 |space| 1 |Hardware| 65 75 20 50 60 +
30 |115200| 8 |none| 2 None 75 80 20 45 40 +

IIpumimxu: 1) Tapamerp Software, sikuii HajamToByeThcs Ha npuctposix Cisco, Bifrmo-

Bimae mapametpy Xon/Xoff TepmiHanbHUX porpam.

2) HanamrroBani 3Ha4€HHs, sKi 30iraloThCs 13 THMM, 110 MepeadadeHi 3a 3a-
MOBUYBaHHSIM, y KOHQIrypatiiiHomy ¢aiini He BiqoOpaxarThes.

KoHTpoJibHi NnUTaHHSA
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1. Tumoga crpykrypHa cxema komyraropa Ethernet dipmu Cisco.

2. KaGenbHI NiAKIFOYEHHS, 10 3aCTOCOBYIOTHCS 3 METOIO HAJIATOJDKEHHS TA KePyBaHHS
xomytaropom Cisco.

3. Hagenits noBHy i cripomieny cxemu kabemo Cisco Rollover Cable.

4. Hagenits noBHy i ciporeny cxemu kabernro Cisco Console Cable.

5. IlIporpamue 3abe3nedeHHs cydacHHX komyTtaropis Ethernet.

6. 3arampHa xapakrepuctuka Cisco 10S. ITnardopmu, Habopn MOXIIBOCTEH Ta Be-
pcii Cisco 108, siki BAKOPHUCTOBYIOThCS 11si KomyTaTopis Cisco.

7. Komannui pexumu Cisco I0S mist xomyraropis Cisco. Komanmu nepexoais
Mix koMaHaHUMHE pexxumamu Cisco [0S amst komyTartopis.

8. OcobnmBocTi OTpHUMaHHSA JOBiAKOBOI iHpoOpMamii y KOMaHZHOMY DSIKY
Cisco 10S.

9. Hagenits nepeik Ta MOSCHITH NPU3HAYEHHST OCHOBHUX KOMaH]{ HaJaro HKEeHHS
CHCTEMHOTO Jacy B komyrtaTopax Cisco.

10. HaseniTh mepelik Ta HOSICHIT NPU3HAYEHHSI KOMaH IMEHYBaHHS IIPUCTPOIB Ta
CTBOPEHHSI CHCTEMHHUX MOBIIOMIICHB Juis mpucTpois Cisco.

11. HaseniTh mepenik Ta IMOSICHITH NPU3HAYEHHS! OCHOBHHX KOMaH][ HaJaroHKECHHS
KOHCOJIBHOTO MiAKJII0UeHHs Jtst mpucTpois Cisco.

12. HaseniTh mepenik Ta MOSICHITH NPU3HAUYEHHS! OCHOBHHX KOMaH]{ HaJaroHKECHHS
YacoBUX TaM-ayTiB Ta KOMaH/ TePMiHAJILHOTO BUBEACHHS 1is puctpoiB Cisco.

13. HaBeniTh mepetik Ta MOSCHITh MPU3HAYCHHS OCHOBHUX KOMaHJ, 1[0 CTOCYIOTh-
cst po6oTH 3 KoHDirypauismu npuctpois Cisco.

14. TlaponbHuii goctyn a0 npuctpois Cisco.

15. HaBeniTh mepenik Ta MOSICHITH NPU3HAYEHHS OCHOBHHMX KOMaH][ HaJaro HKECHHS
[apoJIbHOTO A0CTYIY A0 HpucTpois Cisco.
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