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1. Onuc HABYAJIBHOI JUCIHUILIIHA

["asry3p 3HaHb, HAIIPSIM

XapakTepucTuKka HaBYaJIbHOI

TwKHEBUX TOAUH IS
IeHHO1 popMU HaBYAHHS:
ayTUTOpHUX — 4
CaMoCTiifHOT poOoTH
CTyleHTa — 6

JUCLIUILTIHA
HailimenyBaHHsI TOKa3HUKIB M1ATOTOBKH, OCBITHBO- 3a04Ha
e e neHHa popma
KBaJTi(piKaLiiHUIA PiIBEHD dopma
HABYaHHS
HABYAHHS
["any3b 3HaHBb:
. . . HopmarusHa
Kinbkictb kpeauTis — 4 17 — «EnextpoHika Ta
TEJICKOMYHIKaIIii»
MoayniB — 2 Pik niaroroBku:
3MICTOBUX MOAYJIIB — 2 CrenianbHICTb: 4-i1 | 4-i1
. 172 — «TenexomyHikarii Ta Cemectp
3aranbHa KUIBKICTh TOJIMH - palioTEXHIKa» 80 l 80
120
Jlexmii
24 rop. | 8 rox.

OcBiTHIl piBeHb:
«bakanaBp»

[IpakTryHi, ceMiHapChKI

JlaGoparopHi

24 ron. ‘ 6 rox.

CamocriitHa poboTa

72 ron. ‘ 106 rox.

[HMBITyanbHI 3aBIaHHS: —

Bun koHTpOmIHO:
eK3aMeH

CriBBITHOIIEHHS KIJIbKOCTI TOJUH ayIMTOPHUX 3aHSTH 10 CAMOCTIIHOT Ta
1HJIUB1AyaJIbHOI pOOOTH CTAaHOBHUTD:

Jutst nenHoi popmu HaByaHHS — 40 % aynuTopHHX 3aHATh, 60 % camocCTiitHOT Ta

1HIUBIAyaJIbHOT pOOOTH;

JUTst 3204HO1 (hopmu HaB4YaHHS — 12% aynuTOpHUX 3aHATh, 88 % caMOCTIHHOT Ta

1HIMUBIAyaJIbHOI pOOOTH.
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2. MeTa Ta 3aBJaHHA HABYAJLHOI JMCIMILIIHYA

MeTow HaBYAJIBHOI JAUCHUILIIHM € (GOpPMYBaHHS OCHOBHUX 3HaHb Ta
MOJIOKEHh 3 TPHUHIIMIIB Ta OCHOB 3axHCTy i1H(opmarlii B TeIeKOMYHIKAIIMHUX
Mepexax 1 cucTeMmax, HaOyTTsS BMiIHb Ta HaBHYOK 1070 (OPMYBaHHS MOJITHKH
iHpopMaIliifHOT Oe3MeKH TeIeKOMYHIKAIIMHUX CHCTEM.

3aBIaHHSIMHU BUBYEHHSI HABYAJIbHOI JUCHUILTIHM €:

dopMyBaHHS TEOPETUYHOI 0a3M, MPAKTUUYHUX HABHKIB, SIKI HEOOXITHI ISt
MO>KJIMBOCTI CIIeliajicTa OPraHi30ByBaTH CUCTEMY 3aXHMCTy iH(opmarlii B CydyacHUX
TEJICKOMYHIKAIIMHNX CHUCTEMax, BMITH OPTaHI30BYBATH 3aXOIu IMOJA0 MPOTHIIl
37IOYMHHUM JisIM, CIPSIMOBAaHMM Ha BTpaTy, 3aMiHy, MiApoOKy iH(opmalii ado
BUBEJICHHSI (YACTKOBOT'O UM MOBHOI'0) 13 PEXKUMY HOPMaJIbHOI poOOTH 00JIa HAHHS.

3MICT HaBYaJbHOI AWCIUIUIIHK HampaBiIeHUM Ha (OpMyBaHHS HACTYITHUX
KOMIIETEHTHOCTEM, BU3HAUEHUX CTaHAAPTOM BHIIOI OCBITH 31 creriaabHOCTI 172
«TenexomyHikari Ta pagioTeXHIKa.

IIK-1. 3naTHICTh PO3YMITH CYTHICTh 1 3Ha4eHHS 1HQoOpMaIlli B PO3BUTKY
Cy4acHOTO 1H(OPMAIIHHOTO CYCIIbCTBRA.

IIK-2. 3naTHiCTh BUPINIYBAaTU CTAHJAPTHI 3aBIaHHSA MPOQEciitHOl TISITBLHOCTI
Ha OCHOB1 1H(poOpMaliitHOi Ta O010morpagiyHoi KyJdbTypd 13 3aCTOCYBaHHSIM
1H(pOpMAaIITHO-KOMYHIKAI[IMHUX TEXHOJOTIA 13 YpaxyBaHHSIM OCHOBHMX BHMOT
1H(popMaIiitHOi Oe3neKu.

IIK-3. 3gaTHicTh BUKOPHUCTOBYBaTH ©0a30Bi METOMM, CIOCOOM Ta 3aco0u
OTpUMaHH4, NepeaBaHHs1, 00poOKH Ta 30epiraHHs 1H(popMaIlii.

IIK-6. 3gaTHiCTh NPOBOANUTH IHCTPYMEHTAIbHI BUMIPIOBaHHS B iHPOpMAIIiitHO-
TEJEKOMYHIKAIIHIX Mepexkax, TeICKOMYHIKallIMHUX Ta PalOTEXHIYHUX CUCTEMAaX.

IIK-13. 3gaTHicTh OpraHi30BYBaTH 1 31HCHIOBATH 3aXO{ 3 OXOPOHHU Tparli Ta
TEeXHIKM OE3MEeKH B MPOIECl EKCIUTyaTallii, TeXHIYHOTO OOCITYTrOBYBaHHS 1 PEMOHTY
oOnagHaHHs 1H(OPMAIIHHO-TEIEKOMYHIKAI[IHHUX MEPEXK, TEJICKOMYHIKAIIMHNX Ta
PaTIOTEXHIYHUX CUCTEM.

OTpumaHni 3HaHHS 3 HABYAJIBHOI IUCUUIUIIHUA CTaHYTh CKJIAJJOBUMHU HACTYITHUX
NporpaMHMX pe3yJbTaTiB HaBUaHHA 3a cremiaibHicTI0 172 «TenexomyHikarii Ta
pagioTEXHIKaY:

ITPH3. BMiHHS 3aCTOCOBYBaTH 3HaHHS B Tally3l 1HQPOPMATUKU M Cy4acHUX
iHbOpMAIIHHUX TEXHOJOTIH, OOYMCIIOBAIIBHOT 1 MIKPOTPOIIECOPHOI TEXHIKH Ta
nporpaMyBaHHS, MPOTPaMHUX 3aCO0IB Ui pO3B’S3aHHA CIHEIialli30BaHUX 3a7ad Ta
MPaKTUYHUX MPpo0JIeM y raixysi npodeciitHoi TisTbHOCTI.

ITPHO9 BMiHHS ~ agMIHICTpYBaHHST ~ TEJIEKOMYHIKAUIMHUX  CHCTEM,
1H(HOKOMYHIKAIITHUX Ta TEJIEKOMYHIKAIIIHUX MEPEexK.

IMPH11. BMiHHS JiarHOCTYBaTH CTaH O0OJiagHaHHS (MOJYIIB, OJOKIB, BY3JIB)
TEJIEKOMYHIKaLIHHUX CHUCTEM, 1H(POKOMYHIKALIHHUX, TEICKOMYHIKALIHHUX MEpex,
PaTIOTEXHIYHUX CUCTEM Ta CHCTEM TEJIEBI31HHOTO 1 PaiOMOBJICHHS TOIIO.
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3. IIporpama HaBYAJBHOI JUCUMILTIHU

3micToBuii Moayab 1. CyuyacHi 3arpo3u Mepe:keBoi 0e3meKH.

Temal. CyuacHi 3arpo3u Mmepe:keBoi 0e3nexkn

3abe3neueHHs Oe3neku Mepex. Mepexesi 3arpo3u. Helitpanizaitis 3arpos.

Tema?2. 3a0e3nevyenns 0e3neKu Mepe:KeBUX MPUCTPOIB.

3axuct JoCTyny A0 mnpuctpoiB. [lpu3HadeHHS aaMIHICTPATUBHUX POJIEH.
MOHITOPUHT TPUCTPOIB 1 KEpyBaHHS HUMU. BUKOpUCTaHHS aBTOMATUYHUX (YHKIIINA
3a0e3nedeHHs 0e3neKu. 3aXUCT y MIIOMINHI YIIPaBIiHHS

Tema3. AyrenTudikauis, apropusamis Ta 00.JiK.

[Ipuznauenns AAA. JlokampHa  ayrtentudikamis AAA. CepsepHa
ayreHtudikaiis AAA. CepBepHa aBTopur3allis Ta 00K

Tema4d. BupoBaaxxeHHs1 TeXHOJIOTiH Opanamayepa.
Crnucku KOHTpOdO Aoctynmy. . TexHonorii OpanaMayepa. 30HalbHI MIKMEPEKEBI
eKpaHu

Tema5. BupoBajxeHHsI CHCTeMH 3aM100iraHHsi BTOPTHEHb.
Texnonorii IPS. Curnarypu IPS. BrpoBamkenns cucremu IPS.

Tema6. 3a0e3neyenHs: 0e3nexku JokajabHoI Mepe:xi (LAN).
besneka kiHIeBUX NpUCTPOIB. 3arpo3u Oe3mell Ha 2-My PiBHI.

3MmicToBuit Moay.Ib 2. KoMILIEKCHA MOJIITHKA 0€3NeKH.

Tema7. Kpunrorpadiuni cucremu.
Kpunirorpadiuni ceppicu. ba3oBi BiIOMOCTI TpO HUIICHICTh 1 ayTeHTU(IKAIII].
Konpinenuiitaicts. Kpunrorpadis 3 BIAKPUTUMHU KITIOYAMHU.

Tema8. BnpoBaakenHst BipryanabHux npuBaTHux mepe:x (VPN).
Ceri VPN. KomnonenTu i npunuunu podotu [Psec VPN. BrnpoamxeHHss Mepex
[Psec VPN 3a cxemoro Site-to-Site (VPN Mix ABOMa MyHKTaMH) 3 BUKOPUCTAHHSIM
iHTepdeiicy komananoro psaka (CLI).

Tema9. 3axuct ingopmanii Ha MepexkeBOMY piBHi.
MixmepexeBi expanu. [Iporoxonm wmepexeBoi Oesmeku IPSec. ITporoxom SSL.
[TpoTokon TLS.

Temal0. 3axucrt 06e31pOTOBUX MePEK.
WEP. WPA. TKIP. PSK. WPA2 Personal.

Temall. Texniuni kaHau npocouyBaHHs iHGopmamii.
AKycTHUHMIA  KaHal, BIOPOAKYCTHUHMM  KaHaJ, TIAPOaKyCTUYHUN  KaHal,
aKyCTOCJICKTPUYHUIN KaHaJl, €JICKTPOMAarHITHUN KaHaJl.
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4. CTpyKTypa (TeMAaTHYHUII UIAH) HABYAJLHOI U CIUILIIHA

3MiCTOBHI MO KinpkicTs roquu
= S =
c g 2 |z |& |¢g¢&
= > 5 g =4 2 S
& 3 5 |8 |8 'S
> M = = O g9
1 2 3 4 5 6
3microBuii Mmoayb 1. Cy4acHi 3arpo3u MepeskeBoi 0e3nmeKH.
1. CyuacHi 3arpo3u MepexeBOi Oe3MeKH. 10 2 2 6
2. 3abe3neueHHs O0e3meKu MepekeBUX Npuctpois. | 10 2 2 6
3. Ayrentudikarisi, aBTOpHu3aIlisi Ta 00JIiK. 10 2 2 6
Nel | 4. BpoBaJKeHHs TEXHOJIOTIH Opanamayepa. 10 2 2 6
5. Bmpoamxkenns cuctremu  3amoOiranas | 10 9 9 6
BTOPTHEHb.
6. 3abe3medeHHs OE3MEKU JIOKAJTBHOI MEpexKi
(LAN). 10 2 2 6
Pazom 3micmosuii mooyns 1 | 60 12 12 36
3micToBmii moayJb 2. KomiiekcHa mostituka 0e3nexku.
7. Kpunrorpadiuai cuctemu. 22 4 6 12
8. BmpoBamkeHHS BIPTyadbHUX TPUBATHUX
10 2 2 6
Nep | MEPEK (VPN).
- 9. 3axucT iHpOpMAallii HA MEPEKEBOMY PIBHI. 8 2 - 6
10. 3axucT 0e31pOTOBUX MEPEX. 10 2 2 6
11. TexHiuHi KaHanu mpocouyBaHHs iHGopmarii. | 10 2 2 6
Pazom 3micmosenuii modyns 2 | 60 12 12 36
BChOI'O | 120 |24 24 72
5. Temn 1a00paTOPHUX 3aHATH
Ne Ha3zBa Temu KinbkicTh
TOJIMH
1 | Hudp npocToi 3amiHu. 2
2 | KBagpar [loni6is 2
3 | Iudp nmepecranoBku 2
4 | llludp Tpuremis 2
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5 . : 2
YacToTHHIA KPUIITO aHAII3

6 | Anroputm RSA B cxemi cripsMOBaHOTO HIU(pPYyBaHHS 2

/ [Hudposuii mignuc Inp-I"amans 2

8 | Kpunrorpagiuni nepeTBOpeHHs Ha eMNTUIHUX KPUBUX 2

9 | 3axuCT KOMYTaTOPIB 1 MapIIPyTU3ATOPIB 2

10 | HanamrryBanHs piBHSI PUBUIETIH. 2

11 | HamamrryBanHs npeacTaBieHb 3 PI3HUMHU PUBUIETISIMU 2

12 | Aynentudikaiiisi, aBTOpu3aiiis Ta 00JIK. 2

BChOI'O 24

6. 3aBaaHHs 1J151 CAMOCTIHHOI po00TH

Po3noain yacy
=
2 .
=
5 E Temu TI'ogunn
OE c
o =
Cy4acHi 3arpo3u MepexeBoi OE3IMeKH. 8
3abe3nedeHHs 0€3MeKN MEPEKEBUX IPUCTPOIB. 10
Nel - - . :
AytenTudikanis, aBropu3anis Ta oOJiK. 10
BnpoBamkeHHs1 TeXHOJIOT1H OpaHaMayepa. 8
Pazom — 36
BripoBa/keHHS! CUCTEMU 3a1100ITaHHS] BTOPTHEHb.
3abe3neueHHs O6e3neku JokaabHoi Mepexi (LAN).
Kpunrorpadiuni cucremu 6
BrpoBamkeHHsT BIpTyalbHHX MPUBAaTHUX MEPEXK
6
(VPN)
Ne2 BnpoBamkenHs: 0araTo(pyHKI[IOHAJIBHOTO MPUCTPOIO
. . : . 6
3axucty Cisco Adaptive Security Appliance (ASA)
bararodynkiionansauii  npuctpiii  3axucty Cisco
(Adaptive Security Appliance, ASA) 3 po3MHUpPEHOIO 6
(GYHKLI0OHATBHICTIO. YTIpaBIiHHS O€3MeYHOT MEPEKEIO
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Pa3zo — 36
M
Bcenoro — 72
mo
Kypcy

7. InauBiAyabHi 3aBIaHHS
[HauBiyanbHI 3aBJIaHHS HE TIepe0avyeHi mporpaMoro JTUCIUILTIHY.

8. MeToan HABYAHHSA
1. 3a mKepesioM 3HaHb: CIIOBECH1, HAOUHI M MPAKTUYHI METO/IH.

2. 3a BIANOBIJHUM €TaIlOM HaBYAHHS: aKTyasi3alis 0a30BUX 3HaHb, HEOOX1THUX YMIHb
1 HaBMYOK; METOJM BHUBYEHHS HOBOIO MaTepiajly; METOAM KOHKpeTu3alii u
NOTJMOJICHHST 3HaHb, HAOyBaHHS NPAKTUYHUX YMiHb 1 HAaBUYOK, SKI CIPUSIOTH
BUKOPHUCTAHHIO MI3HAHOTO; METOAM KOHTPOJIIO i OLIHKYU Pe3yJbTaTiB HaBYaHHS.

3. 3a cnocoOOM KEepiBHUIITBA HABYAJIBHOI JIISUIBHICTIO: Oe3mocepenHi U
OTIOCEPEIKOBaHI.

4. 3a JOTIKOI HABYAJIBHOIO MPOLECY. IHAYKTUBHI W AEAYKTHBHI, aHAIITUYHI ©
CUHTETUYHI METO/IH.

9. MeToau KOHTPOJIIO
KpenutHa moaynbHa po0OOTa MPOBOAUTHCS Y BUIJIAI TUCBMOBOI ayAMTOPHOL
poGotu. Jlo ckiaay poOOTH BXOAATh TEOPETHYHI 1 MPAKTUYHI 3aBJAHHS Y TE€CTOBIH

bopmi.

10. Po3noais 0aJsiB

Mopnymni Ta iX eleMeHTH ®opMa KOHTPOIIIO MakcumanpHa
KUIBKICTH OasiB
3microBuii moayJs 1. IIponec mianyBands ta npoekryBanus TKCi M
Jlexmii 1-8 MonaynpHa KOHTpOIbHA poboTa Nel 30 (JIekmii mo 2
[IMP-14)
Jlaboparopna pobota 1-4 Buxonanns ta 3axuct nmaboparopuoi | 20 (mo 5 GamiB)
poboTH
Pa3om 3a 3micToBMii MoayJb 1 50
3micToBuii Mmoayb 2. KOHCTPYKTOPCHhKE MPOCKTYBAHHSL.
Jlexmii 9-16 MonaynpHa koHTposbHA podoTa No2 | 30 (JIekmii mo 2
[IMP-14)
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Jlaboparopna pobota 5-8 Buxonannst Ta 3axuct maboparoproi | 20 (mo 5 GamiB)
poboTu
Pa3om 3a 3micToBHi MOAYJIb 2 50
3ajik 100
Ouinka mo IMCHMUILTIHI 100
IlIkana ouinoBanHa: HamioHaabHa Ta ECTS
Cyma 6auiB 3a Ouinka 3a HAiOHAJBHOIO IIKAJIOI0
BCi BHM Ouinka | ;9 exzameny, KypcoBoro IS 3AJTKY
HZ.lB‘Ia.HLHO:l‘ ECTS npoexTy (podoTn),
AiJILHOCTI NPAKTHKH
90-100 A BIIMIHHO
82-89 B
74-81 C nobpe 3apaxoBaHoO
64-73 D )
60-63 E 3aJ0BUILHO
HE3a0B1IBHO 3 HE 3apax0BaHo 3
35-59 FX MO>KJIMBICTIO TIOBTOPHOTO MO>KJTMBICTIO
CKJIaJaHHs MTOBTOPHOTO CKJIQIaHHS
HE3a0B1IBHO 3 HE 3apaxOBaHoO 3
1-34 = 000B'SI3KOBUM TMOBTOPHAM 000B'SI3KOBUM
BHUBYEHHIM IUCIIATUIIHA MTOBTOPHUM BUBUYEHHSIM
JUCIUATUIIHA

11. PexkomenaoBaHa Jirepatypa

Ocnoena nimepamypa

1. Tapuascekuii, FO. A. Texnomorii 3axucty iHdopmarii [Enektponnuii pecypc] :
MIIPYYHUK JJIS CTYJICHTIB criemiaibHOCTI 122 «KoMmm’toTepHl HayKu», crieriam3ariii
«IH(popmartiiiiHi TEXHOJOT1T MOHITOPUHTY AOBKULI», «I '€OMETpUUHE MOJICIIFOBAaHHS B
iHpopmariitnux cucrtemax» / F0. A. Tapuascbkuit ; KIII im. Irops Cikopcbkoro. —
EnexTponni TexctoBi naHi (1 gaitn: 2,04 Mb6aiit). — Kuis : KIII im. Irops Cikopcbkoro,
2018. - 162 c.

2. EnextpoHHe ypsimyBaHHs Ta €IEKTPOHHA IEMOKpATisi: HaBY. 1mocio.: y 15 4. / 3a 3ar.
pen. A.l. Cemenuenka, B.M. [Ipemmaka. — K., 2017. Yactuna 13: 3axuct iHpopmairii

B cucTeMax enekTpoHHoro ypsiayBanss / [O.M. Xomaba]. — K.: ®OIT Mockanenko O.
M., 2017.- 72 c.
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3. Bypsiaok B. JI. Indopmaniiinuii Ta kibeprnpocTopu: mpobdiemu 6e3neku, MeToIU Ta
3acobu OopoteOu. [[locionuk]. /B.JL Bypsuokx, C.B.Tomona, B.B.Cemxo,
JL.B.bypsiuok, [1.M.Cknaganauit H.B. JlykoBa-Uyiiko/ — K. : AYT - KHY, 2016. —
178 c.

4. Bypsiuok B. JI. [ndopmartiitamii Ta kibeprnpocTopu: mpodieMu 6e3rneKku, METOAH Ta
3acobu 6opotsOu. [Ilinpyunuk]. / B. JI. bypsdok, I''M.I'ynak, B.b. Tony6ko. — K. :
TOB «CIK T'PYIT YKPAIHAY, 2015. — 449 c.

5. bypsuok B.JIL., Tomona C.B., Anocos A.O., Kozauok B.A., Jlykosa-Uyiiko H.B.
CucremHMi aHami3 Ta NOPUWHATTS pilleHb B iHGopMaliiHiil  Oe3meri:
niapyunuk. / B.JI. Bypsuok, C.B.Tomomna, A.O. Anocos, B.A.Ko3auok, H.B. JIykosa-
Yyiiko / — K AYT, 2015. — 345 c.

6. bypsiaok B. JI., Tony6ko B.b., Xopomko B. O., Tomona C.B. [ndopmariiitna ta
kibepOe3neka: comiorexHiunni acrekT. [[ligpyunuk]. / B. JI. Bypsuoxk, B.b. Tomy6xo,
B. O. Xopomiko, C.B. Tomntona /. 3a 3ar. pea. A0KT. TexH. Hayk, ipod. B.b. Tomy6xko.
—K.: AVT, 2015. — 288 c. ISBN 978-966-2970-86-9

7. CrexnoB B. K. IlpoekryBanns TenekomyHikaniiaux mepex / B. K. Creknos, JI. H.
bepkman — K. : Texnika, 2002. — 792 c.

8. Jlobomzinceka P.®. KoHCTpyroBaHHS 1 TEXHOJOTIS pagioeIeKTPOHHUX 3acO0iB:
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