JlabopaTopna podorta 07
JOCJIAKEHHS ITPABUJI TA TPOTOKOJIIB
YCTAHOBJIEHHS BIIIIOBITHOCTEMN
MIK JIOTTYHUMMU I ®I3UYHUMU AIPECAMHU
B IP-MEPEXAX

Mema 3ansamms: 03HAHOMHUTHUCS 3 OCHOBHHUMH TpaBWJIaMH Ta IPO-
TOKOJIaM{ BCTAHOBJICHHS BiANOBIAHOCTEH MIX JIOTTYHUMH 1 Qi3HUHUMHU
anapecamu B IP-Mepekax; o3HalOMUTHCS 3 MpaBHJIAMU BCTaHOBJICHHS
BiJIMOBITHOCTEH IS TPYIOBUX Ta NIMPOKOMOBHHUX a/IPEC; O3HAWOMUTHUCS
3 JeTaJsiIMU opraHi3aiii Ta ¢yHKIioHyBaHHS poTokoiny ARP; otpumarn
MPaKTUYHI HABMYKU TMOOYIOBH JIOKAJIBHOI Mepexki Ha 0a3i KoMmyTaTopa
Ethernet Ta HaBUYKM MOHITOPHHTY, MIarHOCTHUKH Ta KEPYBaHHs IMpoIie-
caMH BCTaHOBJICHHS BiJIITOBITHOCTEH MiX JIOTIYHUMHU 1 (DI3MUHUMHU ajpe-
camu B IP-mepexax g By3inie OC Windows, OC Linux Ta koMyHika-
nidHuX npuctpoiB Cisco; MOCTIAUTHA MPOLECH BCTAHOBJICHHS BiJIMOBII-
HOCTEH MiX JIOTIYHUMH 1 (DI3UYHUMHU aJpecaMH Ta MPOIECH Iepenadi
noBiloMJieHb IpoTokody ARP y moOynoBaniit Mepexi.

Teoperuuni BitomocTi

3azanvui i0omocmi npo 6CMaAHO61EHHA 6iON0GIOHOCm el
Mixe pizuynumu ma nozivnumu aopecamu 6 IP-mepesricax

s 3abe3neueHHs nepenaqi MOBIIOMJIEHb MiX By3namu [P-mepexi
HEOOXiHO, 11100 BY3JTH BOJIOJIIIN 1Hq)opMameIo SIK TIPO BJIACHI (1)131/1qu
i jiorivni ajgpecu, Tak i mpo QisuyHi i jorivni agpecn perrryn Bysuis. Lle
MOB’s13aHO 3 THM, IO BY3JIOBI MiJX 4ac GopMyBaHHS MakeTa HEOOXiTHO
3a3HayvaTH JIOTIYHI aipecH BiANpaBHUKA W OTpUMYyBadya, a mijg dac ¢op-
MyBaHHS Kaapy — (Qi3u4Hi ajipecu BignpaBHHUKA i oTpumyBaua. [Hpop-
MaIlio PO BJIACHI aJIpeCcH BY3OJI/TIPUCTPIH OTPUMYE 3 HAJIAIITYBaHb Me-
PEXKHHUX az[anTeplB/lHTepQ)encm CUCTEMHU. IH(bopMaul}o PO aJipecH pe-
LITH BY3JiB MEpEXi — 3a JOIIOMOTOI0 CIEIiaJbHUX MPAaBUI Ta MPOTOKO-
JiB. BaXXIMBUMU € MMUTAaHHS SIK YCTAHOBJICHHS, TaK 1 JOTPHUMAHHS KOPEKT-
HUX BiJIOBIIHOCTEH MK JIOTIYHUMU 1 (PiI3WYHHMHU aipecamul y Mporeci
(GyHKIIOHYBaHHS By3JiB. J[isl pi3HUX MEpPEKHUX TEXHOJOTIH Ta MPOTO-
KOJIbHUX CTEKiB iCHYIOTh CBOi NpaBWiia Ta MPOTOKOJHM BCTAHOBJIICHHS
BIJIMOBIAHOCTEH MIX JIOTTYHUMH 1 (PI3HUHUMH aIPECAMHU.

Haiinommpenimmm cydacHUM BapiaHTOM 1MOOYIOBH JIOKalIbHUX, pe-
TiOHAILHUX, 4 9acTO 1 MI00aJbHUX MEPEX € BUKOPHCTAHHS TEXHOJIOTIH
Ethernet (ctangapt IEEE 802.3) ta Wi-Fi (cranmapt IEEE 802.11)



y noeaHaHHi 3 npotokonbHuM ctekoM TCP/IP 3a ymoBH 3acTocyBaHHS
nportokomy IP Bepcii 4. 3a3HadeHi TEXHOJOTIT € TEXHOJOTIAMHU ITUPOKO-
MOBHHMX Mepex i3 MHOxHHHHM noctynom (BMA, Broadcast Multiple
Access). Y mepexax tumy BMA mepen0adaeTbes miIKITIOYSHHS BY3JIiB
JI0 3araJlbHOr'O CepeloBUINa Mepeaadi JaHuX, y SIKOMY MOXKIIHBA mepe-
na4a yrikaapaux (Unicast), rpymosux (Multicast) Ta mmmpoxoMoBHHX
(Broadcast) moeinomiienb (Messages) kanaibHoro piBHs mozem OSI —
kazapie (Frames). Yacrto Take cepeOBHINE HOCHUTh Ha3BY ,,ITHPOKO-
MoBHHI nomen” (Broadcast Domain). ¥V nportokoni IP Bepcii 4 takox
3aCTOCOBYIOTBCSl YHIKalbHI, TPYIIOBI Ta HIMPOKOMOBHI IMOBITOMJICHHS
MepexHoro piBHA Mozaeni OSI/piBHS MiXMepeKHOT B3a€MOJIl CTEKy
TCP/IP — IP-maketu (IP-Packets). Tum moBimoMieHHS IS HaBEIEHUX
BUTAJIKIB BU3HAYAETHCS aJIpecor0 OTPUMYBaya, SIKa 3a3HAYAETHCS y I10-
BimomiieHHi (kaapi abo maketi). Aapeca BiAIpaBHHUKA ITOBiIOMIICHHS
3aBXK/IU 3QIUIIAETHCS YHIKAIBHOIO.

BceranoBiieHHs 1 JOTpUMaHHS BiAMOBITHOCTEH MiX JoridHUME 1 Pi-
3UYHUMHU ajipecamu, To0To Mixk IP-anpecamu Bepcii 4 i MAC-aapecamu,
y HMIUPOKOMOBHHUX MEpEKax 3 MHOKHHHUM JOCTYIIOM 3IiHCHIOETHCS
13 3aCTOCYBAaHHSIM TaKHM MPaBUII Ta MPOTOKOJIiB:

— npaBuiio GopmysBanHs rpynoBux MAC-anpec Ha OCHOBI TPyIOBUX
IP-anpec (i HaBmakm);

—npaBwio (opmyBaHHS MmHpokoMoBHHX MAC-ampec Ha OCHOBI
mupokoMoBHUX [P-anpec;

— IIPOTOKOJI BU3HA4YCHHS yHiKadbHUX MAC-agpec Ha OCHOBI yHiKa-
neHux [P-agpec ARP (Address Resolution Protocol);

— IIPOTOKOJI BU3HAYEHHs yHiKaipHHX [P-azpec Ha OCHOBI yHiKaib-
Hux MAC-anpec RARP (Reverse Address Resolution Protocol).

VY nesKux BUIIAAKaxX 3aCTOCOBYEThCS PyYHE BCTAHOBJIICHHS BiJIOBII-
Hocteit Mixk [P-anpecamu Bepcii 4 1 MAC-aapecamu. Skmo y mepexi
3aCTOCOBYETHCS IpoTokou [P Bepcii 6, TO BCTAaHOBIICHHS BiIIOBIIHOCTEN
MiX JIOTIYHUMH 1 (I3UYHAMU ajJjpecamMu 3IHCHIOEThCA 3a TpaBUIIAMH,
0 Tiepe0adeHi UM MTPOTOKOIIOM.

Bnok-cxemy y3arajgpbHEHOrO alTOPUTMY 3aCTOCYBaHHS 3a3HAYEHUX
npaBuiI (GOPMyBaHHS TPYHOBUX Ta MIMpokoMoBHUX MAC-aapec Ha oc-
HOBI BiamoBigHux IP-aapec Bepcii 4, a TakoXX 3aCTOCYBaHHS MPOTOKOITY
ARP napenieHo Ha puc. 1.
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!

yCTaHOBIICHHs BifnoBigHocTel Mix [P-anpecamu Bepcii 4 Ta MAC-agpecamu



Ilpasuna popmysannsn cpynosux ma wiupoxkomoenux MAC-adpec
Ha ocnoei zpynosux ma wiupokomognux IP-aopec eepcii 4

Hnst mepenayi rpynoBux nosigomnens (IP-makeriB) y creky TCP/IP y
pasi 3actocyBanHsi [P-ampecartii Bepcii 4 nepenbaueno oxpemmuii kiac IP-
anpec — knac D. Jlo 1poro kiacy Hajexars ajapecu 3 mianasony 224.0.0.0 —
239.255.255.255. Jlna mepemaBaHHS TIOBIAOMIIEHh OararhoX MEpPEKHUX
npotokoniB creky TCP/IP 3actocoByroThesi 3ape3epBoBani rpymnoBi IP-
anpecu. JleranpHy iH(pOpMALIiF0 CTOCOBHO TIEPENIKY MMPOTOKOJIB Ta 3ape3ep-
BOBaHMX aJpec MokHa 3Halith Ha Web-caiiti [ANA 3a mocuiaHHAM
http:/Amww.iana.org/assignments/multicast-addresses/multicast-
addresses.xhtml. 3aranpHOBKHBaHi 3ape3epBoBaHi rpynosi [P-anpecu Bepeil
4 Ta BiINOBiAHI M MepeXHI IPOTOKOIIM HaBeIEHO y Ta0. 1.

Tabmmns 1
3apesepBoBani rpynosi IP-agpecu

I'pynosa anpeca IIpusnauenns/IIpoTokon JlokymeHT
224.0.0.0 BazoBa aznpeca (3ape3epBOBaHO) RFC 1112
224.0.0.1 Bci cucteMu JaHOi migMepeki RFC 1112

224.0.0.2 Bci MapuipyTH3aTtopu JaHoi miaMepexi
224.0.04 Bci mapupytuzaropu DVMRP RFC 1075
224.0.0.5 Bci mapupytuzaropu OSPF RFC 2328
224.0.0.6 Ipusnaueni mapuipytuzatopu OSPF RFC 2328
224.0.0.7 [pu3HaveHi MapuIpyTH3aTOPU RFC 1190
224.0.0.8 [Tpu3HaveHi By3nmu RFC 1190
224.0.0.9 Mapmpyruzaropu RIP2 RFC 1723

224.0.0.10  |Mapmpyruzaropu IGRP/EIGRP

224.0.0.11  |Hocryn mo Mepexi MobinpHOTO 3B’513Ky (Mobile Agents)
224.0.0.12  |CepBep DHCP/ArenT perpancmsii RFC 1184
224.0.0.18 |TIporokon VRRP (Virtual Router Redundancy Protocol)
224.0.0.22  |IIporokon IGMP v3 (Internet Group Management Protocol)
224.0.0.102 |TIporoxoa HSRP v2 (Hot Standby Router Protocol)

224.0.0.251  |Axpecu Multicast DNS

224.0.1.1 ITporokon NTP (Network Time Protocol)

I'pymnoBa po3cuiika MOBiIOMIIEHb MOXKE 3aCTOCOBYBATHCS Y MEPEkKaAX
PI3HUX THUIIB, aj¢ HAHYacTIIIe 3aCTOCOBYETHCS Y IIMPOKOMOBHUX Mepe-
kKax 3 MHOXHHHUM JIOCTYNOM (Mepexax tuiy BMA), Takux sik Mepexi
Ethernet Ta Wi-Fi. I came mst mepexx Ethernet Ta Wi-Fi chopmynboBani
MpaBUJIa BCTAHOBIICHHS BIAMOBIIHOCTEH MK TPYNOBUMH i ITUPOKOMOB-
HUMHU JIOTTYHUMH 1 (DI3UUHUMH aIPECAMHU.



['pymoBuit [P-nakeT iHKANCYIIOETHCS Y TPYMOBHHA KaJIp BiATIOBiTHOL
texHoyorii. Ilix dac dopmyBaHHS TPYIOBOro Kaapy HEOOXITHO SK
MAC-anpecy npu3HadeHHs1 Bka3atu rpynoBy MAC-aapecy. ®opmyBaH-
Hs rpynoBoi MAC-anpecu mis rpynoBoro [P-nakera 3ziiicHOeTbCS Ta-
kuM unHoM (puc. 2). Hactuna MAC-aapecu, sika MiCTUTh iaeHTH(]IKa-
Top BUpoOHHKa s rpynoBux MAC-anpec (24 6iTH), y IIiCTHAAISTKO-
Bili ¢opmi 3amucy 3amkmu gopieHioe 01-00-5E (y aBidikoBid —
00000001-00000000-01011110). Yactuna MAC-agpecu, sKka MICTHTb
imeHTU(IKaTOp TpHUCTpPoro (24 OITH), MITUTHCA Ha OKpeMi YaCTHHH —
cTapmui OiT 3aBxam mopisHIoe 0, pemta 23 OiTH MICTATH imeHTH(DIKA-
Top rpynu. lnenTudikarop rpymnu moxxe HabyBaTu 3HadeHb Big 00-00-00
no 7F:FF:FF (00000000-00000000-00000000 mo O1111111-11111111-
11111111). Leit inentudikatop hopMyeThes 3a paxyHOK MEPEHECEHHS
23 momonmux 6itiB [P-anpecn. Perra 9 6iTiB irHOpYIOTHCS.
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Puc. 2. ®opmysanus rpynoBoi MAC-aapecu Ha ocHOBI rpynoBoi [P-angpecu

Jnsa nepenadi mmpokoMoBHUX noBiomieHs (IP-maketiB) y crexy TCP/IP
y pa3i sukopucranas [P-axpecartii Bepcii 4 mepenbadeHo, mo y koxHii IP-
Mepexi OCTaHHsI i3 MOKMBHX [P-afpec 3acTOCOBYETHCS caMe SIK IIMPOKOMO-
BHa [P-agpeca. Y MIMPOKOMOBHHX MepeXkax i3 MHOKHHHHM JIOCTYIIOM (Mepe-
xax Ty BMA), Takux sik mepexi Ethernet abo Wi-Fi, mmpokomosHuii 1P-
MaKeT 1HKATCYIIIOEThCS y IMPOKOMOBHHH Kafp BiATOBIIHOI TeXHOJOrTi. [st
(opMyBaHHsI IIMPOKOMOBHOTO Kaapy HeoOximHo sik MAC-anpecy npu3Ha-
YeHHsI BKa3aTu 1upokoMoBHy MAC-anpecy. Sk mpaBuiio, TakoO aIipecoro €
MAC-anpeca FF-FF-FF-FF-FF-FF.



Mpuxaan 1.

Hua 3amanoi [P-anpecu 224.0.0.22 Buznauntn MAC-aapecy rpymo-
BOi PO3CHJIKH. 3a MOKJIMBOCTI BU3HAYUTH, ITOBIIOMJICHHS SIKOTO IIPOTO-
KOJIy TIepeJaeThes 3a JOMOMOTOI0 JaHO1 aIpecH.

Po3p’s13aHHs1.
Juisa po3B’si3aHHS JaHOTO MPHKIATy mepeBoanMo 3anany [P-agpecy
224.0.0.22 3 necsaTKoBO1 y IBIHKOBY CUCTEMY YHMCIICHHSI:
11100000.00000000.00000000.00010110
Hua dbopmyBanHs imeHTH(IKaTOpa TPYMHd BHKOPHUCTOBYIOTHCS 23
Mostoammx Oitu BuxigHoi [P-agpecu. Y manomy Bumnaaky me Oitu:
0000000.00000000.00010110
Jomaemo m0 i€l mOCTiIOBHOCTI JiBOpYyY cTapiwid 24-i 6it 31 3Ha-
yeHHsiM 0. OTpuMaeMo GiTOBY MOCITiTOBHICTb:
00000000.00000000.00010110
VY mictHagsaTKOBOMY BUTIIAAL sIK yactuHa MAC-ampecu 1s 6iToBa
MTOCITTOBHICTh 3aITUCY€ETHCS TaK:
00-00-16
Pesynbpryroua rpynoBa MAC-agpeca Mae BUIIISIA!
01-00-5E-00-00-16
I'pymosa IP-agpeca 224.0.0.22 y noeqHanHi 3 rpynosoto MAC-anpe-
coto 01-00-5E-00-00-16 y creky TCP/IP 3acTocoByroThcs aisl nepenadi
MOB1JIOMJIEHb IPOTOKOJIY KEpYBaHHS IpynoBoro nepenayero IGMP v3.

Hpukaan 2.

Hns 3amanoi MAC-agpecu rpynoBoi poscuiku 01-00-5E-00-00-12
BusHaunTH [P-anpecy (moxnusi [P-agpecu) rpynoBoi poscuiku. 3a Mo-
XJIMBOCTI, BU3HAYMTH, IOBIZOMJICHHS SKOTO HPOTOKOJY IEPENAEThCS
Y KaJIipi 3 TAKOIO aJpecoro.

Po3p’s13anHs.

VY 3aranbHOMY 3amuci y IBiHKoBii ¢opmi uncnenns rpynosa IP-an-
peca Bepcii 4 Mae BUTTISA:

1110xxxx.Xxmmmmmmm.mmmmmmmm.mmmmmmmm

Crapmii 4 6itu (1110) € ograkoBuMHM U1 BCix rpynosux [P-ampec
Bepcii 4. HacrymHi 5 6iTiB (XXXXX) — 1Ie 0iTH, SKi BIAKHAAIOTHCS ITiJ] 9ac
(dhopmyBanns rpynoBoi MAC-anpecu. Perira 23 6ita (m...m) — 6itH, sKi
BUKOPHUCTOBYIOTHCS JUIs popMyBaHHSI 1ieHTH(iKaTOpa rpyny y TpyHoBil
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MAC-anpeci. [Ins ¢dbopmyBaHHs MOBHOro ineHtudikaropa rpymu (24
0iTH) nepea HUMHU OiTaMu A0AA€ThCs e oauH Oit — 0.

Busnauenns rpymnosoi [P-agpecu Bepcii 4 Ha ocHOBI rpynoBoi MAC-
ajZipecH 1o cyTi nependavae GopMyBaHHS BKa3aHHUX BHINE OITOBUX IMOC-
migoBHOCTEH. OcobmuBicTIO (hOpMyBaHHS € T€, IO HEMOXKIMBO TOYHO
BITHOBHUTH 5 OiTiB (XXXXX), AKi BiZKHmaaucs. Sk mpaBuio, iX BiJHOB-
JIFOIOTH y BHUTJISAJI IOCTIAOBHOCTI 13 5 HyIiB.

Juis po3B’si3aHHs maHOi 3amadi HeoOXigHO 3amaHy rpynoBy MAC-
anpecy 01-00-5E-00-00-12 mepeBectn y nBilikoBy Qopmy. Pesynbrar
Mae€ BUTJIISI:

00000001-00000000-01011110-00000000-00000000-00010010

[oBHwMit ineHTH(IKATOP TPYIIH AN i€l aapecy Mae BUTIIS;

00000000-00000000-00010010

Momnonmti 23 6itu, mo OyAyTh BUKOpHCTaHI Ui (OpPMYBaHHS Tpy-

moBoi [P-anpecu, — e Oitu:
0000000-00000000-00010010

Pesynerytoua rpymnosa [P-agpeca y aBiiikoBiit popmi Mae BUTIISA!

1110xxxx.x0000000.00000000.00010010

3a ymoBH, 110 0iTOBa MOCIIJOBHICTh XXXXX € HYIIBOBOIO, IS ajipeca
MaTUMe BUTJISI:

11100000.00000000.00000000.00010010
VY necarkosiii (hopMi BiIIIOBITHO:
224.0.0.18

Busnauena rpymnosa IP-azipeca € anpecoro rpynoBoi pO3CHIKH IIPo-
TOKOITYy JTUHAMIYHOTO pe3epByBaHHs LTI03y VRRP.

HeoOxiaHo 3a3HauuTH, 110 B II'SITH OITaX MOCHTIJOBHOCTI XXXXX MO-
Ha 3anucatd 32 pizHux 3HadeHHs Bim 00000 mo 11111. BiamosigHO
Oyap-sKiit ogHil rpynosiit MAC-aapeci MOXyTh BifnoBigaT 32 pizHUX
rpynoBux [P-aapecu.

s Haoro BUINAAKy LE aApecu:

224.0.0.18
224.128.0.18
225.0.0.18
225.128.0.18

239.0.0.18
239.128.0.18



Hpuxaan 3.

Ethernet-By3on, mepexunomy inTepdeiicy sikoro npusHauena [P-an-
peca 198.15.1.6/28, po3cuiae mIMpOKOMOBHE TIOBIIOMIIEHHS PEIITi BY3-
7iB Mepexi. BusHaunTu noriuny Ta ¢i3uuHy agpec MpuU3HAYEHHS, L0
OyayTh 3aCTOCOBYBATHUCS 1751 JOPMYBaHHS TIOBIIOMIICHb.

Po3p’s13anns.
Jnst po3p’sizaHHs jaHoi 3amadi mepeBoaumo [P-anpecy 198.15.1.6
3 JICCATKOBOI Y ABIMKOBY CUCTEMY YHCIICHHS:
11000110.00001111.00000001.00000110
Ha ocHoBi BigoMoro mpedikca Mepexi /28 GopMmyemo mpsaMy Macky
SIK TIOCTIIZIOBHICTh ONWHUIG (X KUTBKICTh — Mpedikc MOKa3ye KilbKIiCTh
0iTiB, SIKi BAKOPHCTOBYIOTBCS JUIs afpecarii (HoMepa) Mepexi) Ta HyIiB
(perura OiTiB, SIKi BUKOPHUCTOBYIOTRCS IS afipecaiii (Homepa) By3ia):
11111111.11111111.11111111.11110000
Pe3ynbrar y 1ecsATKOBIH CHCTEMI YHCICHHS Ma€ BUTJIS.
255.255.255.240
IP-anpeca Mepexi BU3HAYAETHCS IIISIXOM HAKIIAJaHHs IPSMOi MAaCKH
Ha BuxigHy IP-ampecy, TOOTO BUKOHAHHS JIOT1YHOI oneparliii KOH FOHKITIT
(moriure  AND) wmix BimnmoBimanMu Oitamm BuxigHoi I[P-ampecm Ta
psAMOI MacKH:
11000110.00001111.00000001.00000110
11111111.111211111.111211111.11110000
11000110.00001111.00000001.00000000
Pe3ynbrar BUKOHAHHS KOH FOHKIIT MiXK BIITIOBIIHUMHU OiTaMU BUXIIHOT
[P-anpecu Ta mpsiMOT MACKH Y IBIMKOBIM CHCTEM1 YMCIICHHS MA€ BUTJISII
11000110.00001111.00000001.00000000
Pe3ynbrar y 1ecsATKOBIM CHCTEMi YUCICHHS Ma€ BHUTJISL:
198.15.1.0
JInst oTpuMaHHs MIMPOKOMOBHOI [P-anpecn HeoOXinHO iHBepTYyBaTH
O0iTm wactuHu I[P-ampecu mepexi, Mo BUIUIAIOTBCS HA HOMEpP BY3Ia.
VY Hamomy BUMaAKy e octaHHi 4 GiTu. Pe3ynpraT iHBepcii Mae BUTTISA:
11000110.00001111.00000001.00001111
[upoxomoBHa noriuna aapeca mepexi 198.15.1.0 y necsTkoBii
cuctemi yncnenHs — e [P-anpeca:
198.15.1.15
Li# mupokomoBHii [P-agpeci Bignosigae 3araabHONPUIHATA IHPO-
koMoBHa (izuuna aapeca — MAC-anpeca FF-FF-FF-FF-FF-FF.




3azanvhi gioomocmi npo npomoxoau ARP/RARP

[Iporokon ARP npusHadeHuii yist AuHaMivHOTO BU3HAaYeHHS MAC-
aJpecy BiJIaJIeHOTO By3Jia 3a BijioMoro #oro IP-anpecoro Bepcii 4. [Ipo-
Tokol RARP Bukonye 3BopoTHY mpoueaypy. Yacrime mopss i3 TepMi-
HOM ,,BU3HAYCHHS aJipec’’ 3aCTOCOBYIOTH TEPMiHH ,,BCTAHOBJICHHs a00
,hepeTBopeHHst aapec”’. Crnouatky mpotokonn ARP/RARP Oymu pos-
poOuieHi sIK yHiBepcallbHI MPOTOKOIH JJISI MEPEX PI3HUX TEXHOJOTIH Ta
PI3HUX MPOTOKOJBHUX CTEKIB, CHOTOMHI, y TIEPIy Yepry, BOHH 3aCTOCO-
ByIOThCsl y Mepexkax Ethernet ta Wi-Fi y moemHanHi 3 TpOTOKOIBHHM
ctexkom TCP/IP 3a ymoBu 3actocyBanHns [P Bepcii 4.

OcHoBHUM cTangapToM npoTokony ARP e mpuitasatuii y 1982 p.
craunapt RFC-826 ,,An Ethernet Address Resolution Protocol (or Con-
verting Network Protocol Addresses to 48.bit Ethernet Address for
Transmission on Ethernet Hardware)”. OCHOBHMM CTaHAapTOM IPOTO-
koiy RARP e npuitasatuii y 1984 p. cranmapt RFC-903 ,,A Reverse Ad-
dress Resolution Protocol”. TIporokomu ARP ta RARP mamexarts 10
6a3oBux npotokomiB creky TCP/IP, ToMy cranmapTy, y sSIKHX BOHH OTIH-
caHi, Takok mo3HayarTh 9k STD-37 ta STD-38 Bignosiguno. Ha croro-
JIH1 iICHYIOTh JIBa CTaHAapTH, MOB’sA3aHi 3 mpoTokonoM ARP, ski maioTh
cratyc Proposed Standard. Ile crammaptu RFC-5227 ,,IPv4 Address
Conflict Detection” Ta RFC-5494 , IANA Allocation Guidelines for the
Address Resolution Protocol (ARP)”. 3a3HaueHi cranaapTu Opi€eHTOBaH1
Ha PO3IIMPEHHS (PYHKIIIOHAIBHOCTI MpoToKoay ARP.

Crocosno mozeni OSI nporokon ARP/RARP nHanexars 10 mepex-
HOTO piBHS. AJle y 6araTboX BHIIQJIKax iX MO3UIIIOHYIOTH SIK MPOTOKOJIH,
10 3HAXOJATHCS MK KaHAJIbHUM 1 MEPEKHUM piBHAMH. Take mo3uiio-
HyBaHHSI MMOB’s13aHe 3 THM, 110 potokoin ARP/RARP He 3actocoByroTh
MOBIIOMJICHHSI MEPEXXHOTO PiBHS ISl Tiepe/iadi BJIACHOI CITy>)KO0BOI 1H-
¢dopmarii, a GopMyrOTh BIIACHI TIOBIZIOMJICHHSI, SIKI HaJami iHKarcyIto-
FOTBCS Y KaJIPpH TEXHOJIOT1] KaHAJIbHOTO PiBHS.

Crin 3a3naunty, mo npotokon ARP opienToBanmii Ha QyHKIIOHY-
BaHHs y MeXaX OJJHOrO KaHaJbHOTO CerMeHTa (IIIMPOKOMOBHOIO JIOMe-
Hy). 3a HeoOXimHocTi nepenaydi ARP-TOBioMIeHs MK Pi3HUMH KaHa-
JHHAMH CETMEHTaMH, 00’ €IHAaHUMH 3a OTIOMOTOI0 MapIIpyTH3aTO-
piB/0araTopiBHEBUX KOMYTATOPIB, 3aCTOCOBYETHCS CIIEI[iaIbHO PO3p00-
nennii mexanizm Proxy-ARP.
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OO6MiH iHpOpMAITiEr0 MiIX By3JIaMH Mepexi Uit (opMyBaHHS aapec-
HUX BiamosimHocte# Mixk IP-ampecamu i MAC-aapecamu y mpoTokodi
ARP 37iiicHIOETBCA 13 3aCTOCYBaHHSIM MEXaHi3My ,,3aITUT-BiIMOBIAb”’
(Request-Reply). Pesyabrat 00MiHy 30epiratoThcs y TaOJMIl, MO Ha-
suBaeTbest  ARP-tabmumero/ARP-kemem (ARP-Table/ARP-Cache).
ARP-Tabmu1s micis 3aBaHTaXXEHHS By3J1a € TIOPOKHBOIO 1 3aTTOBHIOETHCA
ARP-3ammmcamu auHaMigHO y miporieci iHndopMmariitnoro oominy. xepe-
mamu 3amoBHeHHsT ARP-tabnuiii motounoro By3na €: ARP-Bimmosimi
Ha BrnacHi ARP-zamutn; ARP-3amuté iHmmx By3miB. s KokHOTO
ARP-3ammcy cTBOproeTbes TaiiMep (TaiiM-ayT) iCHyBaHHS 3amucy. Tai-
Mep IIOCEKYHIHO AECKPEMEHTYEThCA, 1 AKIIO HOro 3HA4YEHHS NOCATAE
Hy1s, To ARP-3ammc 3 ARP-tabmumi Bunansierscs. SIKo By30I1 MoBTOP-
HO oTpuMmye ARP-moBimoMieHHs 3 aapecHO0 iH(OpMaIli€lo, sika BiAIo-
Bimae HasBHOMY y ARP-tabmmmi ARP-3amucy, To 3HadeHHs Taiimepa
LBOTO 3aIIUCY OHOBIIOETHCS 10 MAKCHUMAJIBHOTO 3HA4YCHHS. 3arajbHi BU-
MOTH 10 BCTaHOBJICHHS MAaKCHMAaJIbHUX 3HA4Y€Hb TalM-ayTiB iCHyBaHHS
ARP-3ammciB BiICyTHI, TOMy BUPOOHHKH MEPEKHOTO OONaHAHHSA Ta
OC BcTaHOBNIOIOTH iX Ha cBil po3cyn. Hampukmax, mus OC Windows
TaitM-ayT ctanoBuTh 10 xB, w1t OC Linux — 1 xB, 111 KOMyHIKaIlifHUX
mpuctpoiB Cisco — 4 roxa. OnwcaHuii BapiaHT KepyBaHHS 3alHCaMH
B ARP-Tabnuili € cpoimeHuM BapiaHTOM, HACIIpaBiAi KepyBaHHS 31ilic-
HIOETBCS 3a OUTBII CKIaJHUMH MEXaHi3MOM, SIKMH ONUCAHUN y CTaH-
napti RFC-826. Crnix 3a3HaunT, 110 y OUIBIIOCTI CUCTEM Ta MPHUCTPOIB
HasBHA MOXJIMBICTh cTaTnyHOTO (hopmyBaHHS ARP-3anmcis, mo 306epi-
rarotbcs B ARP-Tadmumi.

IMosigomnenns npotokoaiB ARP/RARP € opgHakoBUMH 3a CTPYKTY-
POIO Ta IHKAIICYIIOITHCA Y KaJlph KaHAIBHOTO PiBHS BiJMOBiIHOI TeX-
Homorii. J{ns imenTudikamii ARP-moBizoMieHHs y BiAMOBiqHOMY MO
KaJIpy 3a3HavaeTbes Kop mpotokory 806h, a qiss RARP-noBimomnenns —
kox mpotokony 8035h. 3rimao 31 cranmaprom ARP-3amuTtn iHkamncy-
JIOIOTHCS y LIMPOKOMOBHI KapH, a ARP-BiamoBiai — B yHiKaIbHI Kagpu.

Crpykrypy noBimomiieHHsi rpotokony ARP mis creky TCP/IP 3a
yMoBH  iHKancymsiuii  ARP-moBimomsieHs y  Kaapu  TEXHOJOTIH
Ethernet/Wi-Fi naBeneno Ha puc. 3. J{ng iHIIUX TEXHOJOTIH MOXYTb
icHyBaTH po301KHOCTI y IOBXKHWHAX MOJIIB, UI0 MICTATh (i3W4HI 1 JOT1UHI
ajipecu BY3JIiB.
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Bir 0 8 16 24 31

H-Type P-Type
HA-Len PA-Len OP-Code
SHA
SHA SPA
SPA THA
THA
TPA

Puc. 3. Crpykrypa nosinomieHHs mpoTokony ARP

[MTone H-Type (Hardware Type) MicTHTh 3HAUSHHS THITy MEPEKHOTO
iHTEepdeiicy/ananTepa, IS SIKOTO BiAMPaBHUK BCTAHOBIIIOE BiIIMOBITHICTH
anpec (w1 mepexx Ethernet mopisatoe 0001h). TTome P-Type (Protocol
Type) MicTUTh KO MEPEKHOTO MPOTOKOIY, JJIS SIKOTO BiAIIPaBHUK BCTa-
HOBJIIOE BIATIOBIAHICTB aapec (i npotokony IP Bepcii 4 — meit ko mopis-
uioe 0800h). ITore HA-Len (Hardware Address Length) mictuts noBxunay
amapatHoi aapecu (y 6aiirax, mms1 MAC-aapecun HA-Len mopismioe 06h).
[Tonme PA-Len (Protocol Address Length) MICTHTb TOBKUHY TIPOTOKOJIBHOT
anpecn (y Gaiirax, ams IP-agpecu Bepcii 4 mone PA-Len nopishroe 04h).
[Tone OP-Code (Operatlon Code) micTuTh KOJ omepaLii, Moke HaOyBaTH
3gaueds: 0001h — ARP-3anut; 0002h — ARP-gianosins; 0003h — RARP-
sanut; 0004h — RARP-Bi,Z[HOBi,Z[L; peliTa 3Ha4eHb OB’ A3aHi 3 MaJIOBXKH-
BaHuMH npoTokoiamu). [Tonss SHA (Sender Hardware Address) ta SPA
(Sender Protocol Address ) micTsTh BiamoBigHO (i3udHy Ta JOTIYHY ajpe-
cu BignpaBHuka ARP-moBimomienns. [lomss THA (Target Hardware
Address) ta TPA (Target Protocol Address ) — ¢i3udny Ta JjoriuHy aapecu
otpumyBaya ARP-nosizomnenns. s texnonoriii Ethernet/Wi-Fi ta
mpotokony IP Bepcii 4 monst SHA ta THA — me MAC-anpecn, a monst SPA
ta TPA — e IP-aapecu. HeoOxinHo 3a3HauuTH, 1110 Y KOPEKTHO cHopMo-
BanoMy ARP-3aruti mosie THA mictuts 3auerns 000000000000h.

Brnok-cxemy y3araJibHEHOTO anroputMmy poootu npotokoidy ARP mis
BunasKy nepecunanss ARP-3anuty HaBeneHo Ha puc. 4. biok-cxemy y3a-
raJbHEHOro alnropuTMy poooTu npotokoiry ARP miist Bunmaaky oTpuMaHHs
ARP-niOBiIOMIIEHHSI HAaBEJIEHO Ha puC. 5.
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v

IP-naxet chopmoBaHo.
Binoma IP agpeca
OTpHMYyBava

v

Ilepersin BnacHol
ARP-tabmmi

ARP-3amuc
HasIBHUM
TaOIMILL

Tak

Pozcunanns ARP-3armmTy
(IHKaICyJILOBAHOTO Y
MIMPOKOMOBHUH KaJIp)

Y

Po3mimienns
IP-niakera y uep3i

v

OuikyBaHHS
ARP-Bigmosimi

ARP-
BIINOBiAb
QTPUMAHO2

i Tak

Y
JlonaBaHHsI HOBOTO SHUILEHHS
3anucy 10 ARP-taGmui IP-nakera

\I
¥

DopMyBaHHs Kaapy
st [P-makera

v

Tlepecunanus Kaapy
B MEPEXy

Il

I<

Puc. 4. briok-cxema anroputmy po6otu nportokosny ARP

Ui BUNAAKy nepecunanHs ARP-3anuty
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Mepexnuii intepdeiic
MPHUCTPOIO OTPUMAB
ARP-noBigoMIiIeHHs

OtpumMaHHs aJIpecHOl
iH(opMallii BiIpaBHUKA
3 ARP-3amuty

Binkunanas
OTpUMaHOL
ARP-Bignosigi

OtpumMaHHs aJIpecHOT
iHdopmartii
3 ARP-Bimosiai

y

v

DopMyBaHHS HOBOTO
ARP-3armcy, iepeBipka Horo
HasBHOCTI B ARP-Tabmmi

DopMyBaHHSI HOBOI'O
ARP-3ammucy i goiaBaHHs
#oro 10 ARP-Tabsmiri

v

Bunanenns ingopma-
LIHHUX CTPYKTYP, TIOB’s13a-
Hux 3 ARP-Biamosiao

I

OHOBIICHHSA TaliM-ayTy
icHyBaHHs1 ARP-3arvicy
B ARP-Tabimri

JlonaBaHHs
HOBOoro ARP-3anmcy
10 ARP-Tabmmi

v

DopmyBaHHs
ARP-Biosii
Ha ARP-3armr

v

DopMmyBaHHA
1 IepecuIIaHHsI KaJipy
st ARP-BiaroBiai

!

Puc. 5. biok-cxema anroputmy po6otu nportokosny ARP
Jutst Buniaaky orpumanss ARP-moBigomineHHs
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Hpukaan 4.

Bysnosi A, sikuit 3Haxogutecs y [P-mepexi 195.10.1.0/24 1 mepex-
Homy Ethernet-intepdeiicy sxoro npuznadeni MAC-anpeca 00-60-5C-
16-8B-30 Ta IP-agpeca 195.10.1.1/24, neoOxinmHo nepecnatu [P-maket
BY3J10Bi B, mo 3HaxoauThes y 1iH ke Mepexi 1 mepexxkHomy Ethernet-
inTepdericy skxoro mpusHadueHi MAC-aapeca 00-10-11-49-ED-09 Ta
IP-ampeca 195.10.1.3/24. ARP-tabnums By3na A € mopoxabsor. Chop-
myBatu ARP-3amut By3na A Ta otpumany Bin By3na B ARP-BianoBizp.
Cdopmosani ARP-TI0BiTOMIIEHHS TTOKa3aTH 1HKAIICYTLOBAHUMHA Y KaJpH
KaHAJIBHOTO PiBHA. Pe3ynbraT moKa3aTu y MIiCTHAAUATKOBIH (opmi.

Po3p’si3aHHs.

ARP-3armiT QopMyeThCS 32 3aranbHOI0 CTPYKTYporo ARP-moBimom-
nenHs1. OCKUTBKH By301 A HajexuTh Mepesxi Ethernet, y skiii 3acTOCOBY€ETh-
cs ipotokon IP Bepcii 4, To Bci monst ARP-3amuty hopmyrotscst 3 ypaxy-
BaHHAM ITuX napameTtpiB. TooTo, moe H-Type nopisatoe 0001h, a mome
P-Type — 0800h. ITomst HA-Len Ta PA-Len BiamoBigao nopiHior0TE 06h Ta
04h. Ockimeku Qopmyerscs ARP-3ammt, 10 mome OP-Code nopiBHIOE
0001h. ITons SHA T1a SPA dopmyrotscst Ha ocHOBI MAC-anpecu 00-60-5C-
16-8B-30 i [P-ampecu 195.10.1.1 BimnpaBHuKa (By3ma A) 1 BiIHOBiIHO AOpi-
BHIOIOTH 00605C168B30h Ta 3COA0101h. B ARP-3anuTi nmone THA 3a 3a-
MoBuyBaHHsM ntopiBHIOE 000000000000h, monie TPA dopMyeThcst Ha OCHOBI
IP-aapecu 195.10.1.3 orpumysada (By3i1a B) i nopisaroe C30A0103h.

[lo6ynoBanmiit ARP-3armuT Mae BUTTIS I

000108000604000100605C168B30
C30A0101000000000000C30A0103

ARP-BiIIOBiih TaKOX (OPMYETHCS 3a 3arajbHOI0 CTPYKTYyporo ARP-
noBizoMIieHHs 11 Mepexx Ethernet i3 3actocyBanusM npotokoiy IP Bep-
cii 4. Tooto noe H-Type mopieatoe 0001h, a mome P-Type — 0800h, moze
HA-Len — 06h, mone PA-Len — 04h. Ockinbku popmyersest ARP-Binmnosip,
to nosie OP-Code nopisatoe 0002h. ITonst SHA Ta SPA dopmyrorses Ha
ocHOBI MAC-anpecu 00-10-11-49-ED-09 i IP-agpecu 195.10.1.3 Biampas-
Huka (By3ia B) i Biamosiguo mopieaiooTs 00101149ED0% ta C30A0103h.
Ions THA 1a TPA ¢opmyrotsest Ha ocHoBi MAC-anpecu 00-60-5C-16-8B-
30 i [P-anpecu 195.10.1.1 otpumyBaya (By3ia A) i BiIIOBIJHO AOPIBHIOIOTH
00605C168B30h Ta C30A0101h.

[NobynoBana ARP-BinmoBias Mae BUTIIS:

000108000604000200101149EDOS
C30A010300605C168B303COA0101
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3aranpHa goBxrHa ARP-moBinoMieHHs y pasi 3acTOCYBaHHS TEXHO-
norii Ethernet ta mporokomy IP Bepcii 4 € (ikcoBaHOIO i CTaHOBHTH
28 Oaiiti. Taka MOBKHMHA TIOBIIOMIICHHS J1a€ 3MOTY JUIS 1HKAINCYJAIT
3acrocoByBatu Ethernet-kagpu wminimManeHOT moBxuHH (64 Oaiith),
y sikux nosne aanux (Data) mopiBHioe 46 GaiitiB. Take moeqHAHHS MPH3-
BOJMUTH 40 HeoOXximHocTi gonoBHeHHS ARP-mmoBigomnenns no 46 0airtis
3a[I0BHIOBAYEM — JOBUILHOIO ITOCIITOBHICTIO JOBXHHOIO 18 OaiTiB. Sk
npaBmiIo, nose 3anoBHioBaya (Padding) — e nmociigoBHiCTh 13 OalTIB 31
3nauenHsm 00h.

ARP-3ammuT 1HKaICymOIThCA Y IMIHPOKOMOBHUHN Kajp BiAMIOBiAHOI
texHojorii. g nmoGymoBanoro ARP-3anuty By3na A monst 3arojoBKa
Ethernet-kanpy DA-MAC, SA-MAC, Type/Length micTsTh 3HAYEHHS
BianosigHo FFFFFFFFFFFFh, 00605C168B30h Ta 0806h.

ARP-BinMoBiAp 1HKANICYTIOIOTECA B YHIKAIBHUN Kalp BiAMOBiTHOL
texHoJjorii. J{ns moOymoBanoi ARP-Bignosini By3na B monst 3aroioBka
Ethernet-kanpy DA-MAC, SA-MAC, Type/Length micTsTh 3HAYEHHS
BiamosigHo 00605C168B30h, 00101149EDO%h ta 0806h.

Pesynbryrounii Ethernet-kazp 3 inkancyaboBanumM ARP-3amuroM mae
BUTIISA

FFFFFFFFFFFF00605C168B300806
000108000604000100605C168B30
C30A0101000000000000C30A0103
000000000000000000000000000000000000
):0:0:0:0:0:0.0:4

Pesynprytounii Ethernet-kanp 3 inkancynsoBanoro ARP-Bignosigto
MAa€ BUTJISIT

00605C168B3000101149ED0S0806
000108000604000200101149EDOS
C30A010300605C168B30C30A0101
000000000000000000000000000000000000
AXXXXXXX

Hnst nodynoBanux Ethernet-kanpis koHTposibHi cymu (mone FCS) ne
PO3paxoByBaJIUCs, 3aMiCTh HHUX 3alKcaHa yMOBHa 4-0aiitoBa mociigoB-
HicTh XXXXXXXX. V peaabHOMY >KUTTI KOHTPOJIbHI CyMH PO3PaxoBY-
10TbcA Uil Beix momiB kaapy (kpim FCS) 3a anroputmom CRC-32 sk
y pasi HaACWIIaHHS KaJpy B MEPEXKY, TaK 1 OTPUMAHH KaApy 3 MEPExKi.
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Komanou monimopunzy cmany ma onepauyiit 3 ARP-maéauyamu
ey3zaie OC Windows ma OC Linux

Jist MoHiTOpHHTY Ta omepartii 13 3amcamu ARP-Tabmuip y OinbimocTi
cydacaux OC peaizoBaHO OMHOMMEHHY KOMaHIy (yTHJIiTY) arp. 3a jo-
TIOMOTOFO IIi€i KOMAaHIM MOXKHA 3IIMCHIOBATH SK TEPETJIsi BMICTY, Tak
1 BUmaneHds Ta AofaBaHHs 3amuciB 40 ARP-tabmuri. Habip mapamerpi
KOMaHIH arp € TOCHUTh yHiBEpCATbHUM, OJIM3FKHAM 32 3aIFCOM 1 (PyHKITiO-
Hastom s pizanx OC. Lle moB’s3aH0 3 TUM (hakTOM, IO CIIOYATKY KO-
MaHny, gk 1 Becb crek TCP/IP, 6yio poszpobnero ams OC Unix, i mi3Hire
rieperecero B iumm OC. Ilepenik mapameTpiB KOMaHIu arp, mo 3acToco-
BytoTbcss B OC Windows XP/7/8/10, OC Linux MicroCore, OC Linux
Debian, HaBeeHo BimoBiaHO Ha puc. 6 — 8.

C:\>arp

OrobpaxeHre u M3MeHeHue Tabiml npeobpaszobaHusa IP-ampecor B dusmueckme,
MICIIOJIb3yeMble IIPOTOKOJIOM paspemeHmns agpecos <ARP>.

ARP -s inet addr eth addr [if addr]
ARP -d inet_addr [if addr]
ARP -a [inet addr] [-N if addr] [-v]

-a OrobpaxaeT Tekyume ARP-3ammcy, onpammBas TeKylpme IaHHBE
nporokosya. Ecim zaman inet addr, To OymyT oToBpaxensl IP u
busudeckmit ampeca TOJIBKO IOJIS 3aOaHHOTO KOMIbTepa. Ecym
ARP mcnose3yioT Oojiee OIHOTO CeTeBOTO MHTepdelica, TO OynyT
oTobpaxaTbCs BalMCK IJIs KaXIOM TaOJMLEL.

-g To xe, UTO ¥ mHapamMeTp -—a.

-V OrobpaxaeT Tekyume ARP-3ammMcu B pexuMe MNOOPOOHOT'O
NIPOTOKOJIMPOBAHNA . Bce HeIIONyCTMMBIE 3alliCy UM 3alliCU B
mHTepderice obpaTHOM CBA3M OyOyT OTOOpPaxaTbCH.

inet addr Onpenenser IP-ampec.

-N if_addr OrobpaxaeT ARP-3ammcu Ijisg 3alaHHOTO B if_addr CceTeBoro
mHTepderica .

-d Yoansger y3es, 3amaBaeMbii inet_addr. [MapameTp inet_addr MOXeT
comepxaThk 3HaAK WabJyioHa * WA yHaJleHus BCEeX y3JIOB.

-s llobapyaeT ys3esyl u CBA3HBAET ampec B MHTepHeTe inet addr

c dusuueckuMm ampecom eth addr. dusmueckmit ajgpec 3amaeTcsa
6 GarraMy (B WECTHANLATEPUMYHOM BMUIE), pPa3HeJIeHHHX IeducoM.
OTa CBA3b ABJISETCS MOCTOSHHOM

eth_addr Onpenenser (U3MYECKMM ampec.

if addr Ecyim napaMeTp 3amaH, OH OIpeneydeT azpec MuHTepderca B
JHTepHeTe, uYbsa Tabiuia Npeobpas30BaHMA aOpPeCOB HOOJDKHA
M3MEeHNTHCA. ECiM napaMeTp He 3amaH, OyIeT MCIOJb30BaH
IePBEII IOCTYIIHEII MHTepderc.

Mpumep :
> arp -s 157.55.85.212 00-aa-00-62-c6-09 .. JoBamBigeT CTATUUECKY BalMucCh.
> arp -a .. BemBomuT ARP-Tabmimily .

C:\>

Puc. 6. Ilepenix mapamerpis yrumitu arp (OC Windows XP/7)

root@box:~# arp
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BusyBox v1.19.0 (2011

Usage: arp

[-vn] [-H HWTYPE] [
[-v] [
[-v] [-H HWTYPE] [
[-v] [-H HWTYPE] [
[-v] [-H HWTYPE] [

Manipulate ARP cache

-i IF

-A,-p AF
-H HWTYPE

root@box:~#

Puc. 7. [lepenik mapametpiB yrwiitu arp (OC Linux MicroCore)

-08-14 21:05:38 UTC) multi-call binary.

i ] —a [HOSTNAME]
i ] -d HOSTNAME [pub]
-i IF] -s HOSTNAME HWADDR [temp]
i ] -s HOSTNAME HWADDR [netmask MASK] pub
i ] -Ds HOSTNAME IFACE [netmask MASK] pub

Display (all) hosts

Set new ARP entry

Delete a specified entry
Verbose

Don't resolve names

Network interface

Read <hwaddr> from given device
Protocol family

Hardware address type

root@debian8-3~: # arp

Usage:

arp [-
arp [-
arp [-
arp [-

arp

vn] [<HW>] [
v] [
vnD] [<HW>] [
v] [<HW>] [
-v] [<HW>] [
-a

-s, —--set

-d, --delete
-v, --verbose
-n, --numeric
-i, --device
-D, --use-dev
-A, -p, —-pro
-f, --file

<HW>=Use '-H <hw>'
List of possible hardware types (which support ARP)
(Ash) ether (Ethernet) ax25 (AMPR AX.25)

ash

netrom

dlci (Frame Relay
irda (IrLAP) x25

root@debian8-3~: #

18

i <if>] [-a] [<hostname>]
i <if>] -d <host> [pub]
-1 <if>] -f [<filename>]
1
1

<if>] -Ds <host> <if> [netmask <nm>] pub

display (all) hosts in alternative (BSD)

set a new ARP entry
delete a specified entry
be verbose

do n't resolve names

specify network interface (e.g. ethO)

ice read <hwaddr> from given device
tocol specify protocol family

<-Display ARP cache
<-Delete ARP entry
<-Add entry from file
<if>] -s <host> <hwaddr> [temp] <-Add entry

<t

style

read new entries from file or from /etc/ethers

to specify hardware address type. Default: ether

(AMPR NET/ROM) rose (AMPR ROSE) arcnet (ARCnet)
DLCI) fddi (Fiber Distributed Data Interface) hippi

(generic X.25) eui6d4 (Generic EUI-64)

Puc. 8. Ilepenik nmapamerpis yruiitu arp (OC Linux Debian)

(HIPPI)



Hanazooscennn napamempie pynkuionysanns npomoxony ARP
Ha gy3nax OC Windows ma OC Linux

MexaHi3M KepyBaHHA YacOBUMH TMapaMeTpaMu (YHKIIOHYBaHHS
nporokoiy ARP, 30xkpema i ARP-Tabnwuiero, 1eTaipHO ONMMCaHUH y cTa-
umapti RFC-826 ,,An Ethernet Address Resolution Protocol (or Conver-
ting Network Protocol Addresses to 48.bit Ethernet Address for Trans-
mission on Ethernet Hardware)”. Koxen 3 Bupobuukis OC Mae CBOIO
MpOrpaMHy peaii3alilo mbOro MexaHi3My. THIIOBO 4YacoBi mapameTpu
nporokorry ARP 30epiratotecs y koHGirypariitaunx ¢aiinax cucrem i
MpHUCTPOiB. BiAMOBIMHO HANaro/KeHHS MapaMeTpiB, y MEpIry depry
TaliM-ayTy yTpuMaHHs 3anuciB y ARP-tabmuii, mepenbayae BHECEHHS
3MiH y 3a3Ha4veHi (aiim.

B OC Windows XP uacosi mapamerpu npotokoiny ARP 36epira-
IOTBCA Yy PEECTpi CHCTEMHU. 3 III€I0 METOI Y PO3IiNi peecTpy
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\
Parametrs ctBopeni aBa mapametpu — ArpCacheLife ta ArpCacheM-
inReferenceLife. Ix 3nayenns 3a3HavaroThes B cexyHmax. Y mapameTpi
ArpCacheLife mictutscs yac icnyBanus ARP-3amuciB, 110 He BHKOpPHC-
TOBYIOTBCS. 32 3aMOBUYBaHHSM HOTO 3HAa4YeHHS AOPIBHIOE 2 XB. Y ma-
pametrpi ArpCacheMinReferencelLife — wac icuyBanus ARP-3ammcis,
10 SKHX 3BEPHEHHS 3/IMCHIOIOTHCS YacTo. 3a 3aMOBYYBaHHSM HOTO
3HaueHHs aopiBHIoe 10 xB. B ocrannix Bepcisx OC Windows wi napa-
METPH YCYHYTI 13 PEECTPY Ta 3aCTOCOBYETHCS 1HIIWM, CKIAIHIIINA Me-
xaHi3M KepyBaHHS BMicToM ARP-tabmumi. JleranpHuil omuc mexasis-
My Ta ioro peamizarii gt OC Windows MokHa OTpHUMATH 3 JOKyMEH-
Tarii, po3mimeHnoi Ha Web-caiiTi BUpoOHUKA.

B OC Linux 6a3oBi mapamerpu kepyBanHs ARP-tabnuiero, 1o He-
o0xigHi i ¢yHkuionyBanHs npotokony ARP srinno RFC-826, 36epi-
TaroThCH y KUTBKOX KOHQITYpamiiHuX (aiinax, mo MIiCTIThCA Y MadIIoH-
HOMYy Karanosi /proc/sys/net/ipv4/neigh/default/. 3okpema, mouarkoBwuii
TaliM-ayT icHyBaHHA 3anuciB y ARP-tabmuui wmictutecs y aiini
/proc/sys/net/ipv4/ neigh/default/gc_stale_time i 3a 3amoB4yBaHHS #Or0
3HavueHHs JopiBHIOE 60 c. [lna xokHOrO 3 MepexHHX iHTep(eiciB Ha
erami BctaHoBieHHs OC Ha 0a3i mIa0JIOHHOTO Karajora CTBOPIOETHCS
BJIaCHHMH KOHQIrypauiitauii karanor /proc/sys/net/ipv4/neigh/if-name/ ta
BJacHi KoH(irypauiiiHi Qaiinm, sKi Hagani MOXHA peaaryBaTH.
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Komanou monimopunzy cmany ma onepauiii 3 ARP-maéauyamu
KomyHikauiunux npucmpois Cisco

Mousitopuar crany ARP-tabmuie komyHikamiiaux mpuctpoiB Cisco
3IIMCHIOETBCS 3@ JOIMOMOTOK KOMaHau ShOw arp Tta moxigHux Bim Hei
komaux show arp detail, show arp dynamic, show arp static, show
arp summary, show arp interface tomo. Bumamenus 3ammcis 3
ARP-Tabmuip 3milCHIOETBCS 3a TOITOMOTroK0 KoMauau clear arp Ta moxi-
JHUX Bif Hel komana. JlomaBanHs 3anuciB 10 ARP-tabnuip 34iiCHIOEThCS
3a JIOTIOMOT'O0 KOMaHaH arp.

Iepenik ocHoBHEMX KomaHz Show arp, clear arp Ta ix mpu3HaueHHS
HaBeZleHO y Tabim. 2. CHHTaKcHMC KOMaHAW arp Ui BUTIAJKY 3aCTOCYBAHHS
npotokoiry IP Bepcii 4 HaBeneHO HIDKYE.

Tabmuus 2

IMepedik ocHoBHUX KoMaH/ show arp Ta clear arp komywikartiiiaux npuctpois Cisco

Komanna IMpu3HayeHHS
Komanu show arp

show arp Busenenns 3aranbaoi ARP-Tabnmii npuctporo

show arp detail Busenenns ARP-Tabiu1i IPUCTPOIO Y ACTaNi30BaHOMY
BUTIIAIL

show arp dynamic Busenenns indopmanii npo nuHamiyni ARP-3anucw,
[0 MICTSThCS y TaOJIHUI

show arp static Busenenns indopmanii mpo cratmaai ARP-3ammcn,
10 MICTSThCA y TaOJIHUII

show arp summary Busenenns cymaproi iHpopmamii mpo po6oTy mpoTo-
koxry ARP Ha nmpuctpoi

show arp interface Busenenns ARP-tabmumi y po3pisi okpemoro ¢i3md-

interface_type interface_id HOro abo JIoTiyHOro iHTepdeicy

show arp IP_address Busenenns ARP-tabmumi ams oxpemoi IP-agpecu abo

okpemoi [P-mepexi

show arp ethernet interface-id |Buenenns ARP-tabmuii y po3pisi okpemoro iHTep-

¢eiicy Ethernet
Komanu clear arp
clear arp IMoBHe oummenHs (BuganeHHs Bcix ARP-3amuciB)
ARP-Ta0mm1i npucTporo
clear arp IP_address Bupanennst okpemoro (3a IP-ampecoro) ARP-3ammcy
3 ARP-Tabmmmi npucTporo
clear arp interface_type Bupanennss ARP-3amuciB 3 ARP-Tabmumi mpuctporo,
interface_id SIKI IOB’s3aHi i3 3a3Ha4eHNUM iHTepdeiicom

CuHTakcuc KoMaHu arp (pexum riodarsHOro KOHQIrypyBaHHS):
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arp IP_address hw_address arpa interface_type interface_id,
ne |P_address — IP-anpeca BignaneHoro Bysia y AeCSTKOBOMY 3aIluci;

hw_address — MAC-aapeca BigmameHOro By3Jda Yy BHIUIAII
HHHH.HHHH.HHHH; xoxxue wncno HHHH wmae moBxuny 2 Oaiftu
1 3aMMUCYETHCS B MIICTHAMIATKOBIH opmi.

arpa — ciry00Ba KOHCTPYKIIisI, 32 JIOTIOMOTOIO SIKOi Ha TIPHCTPOI 3a3Ha-
JaeThCsl BCTAHOBJICHHS BiMnoBiHOCTEH Mk IP-ampecamu i MAC-anpecamu;

interface_type — tun intepdeiicy (mopry), Moxe HaOyBaTH 3HaYCHb
Ethernet, FastEthernet, GigabitEthernet, Port-channel, Vlan tomo;

interface_id — inentudikarop intepdeiicy (mopry), MOXKe MaTh OJ-
HOYHMCIIOBE MO3Ha4YeHHs nhumber (Homep mopty), abo ABOYHCIOBE MMO3-
Hauenus module/number (Homep Momyisi/HOMEP TIOPTY).

Hanazooscennna napamempie pynxuyionysanns npomoxony ARP
Ha Komynikauyiinux npucmposx Cisco

Hamaromkenns: mapametpiB ¢yHKIioHYBaHHS TpoToKoiny ARP Ha xo-
MyHikamiianxX mpuctposix Cisco mepeadadae BCTAHOBIICHHS IIEBHHUX 3arajb-
HUX TIapaMeTpiB (HAMPUKIAA, TalkM-ayTy yTpuMaHHsI 3amuciB B ARP-Tabmm-
1) Ta HabOpy CHemiai30BaHMX MapaMeTpiB (HAIPHKIIA], MapaMeTpiB po3-
cwiky noBigomiieHs ARP-Probe). OcHoBHOIO KOMaHIO0, Bifl SKOi ITOXO-
JIATH PeIITa KOMaHI sl HANATO/DKEHHS [TapaMeTpiB Ta 3aC00iB MPOTOKOITY
ARP y Cisco 10S, € komanna arp. Jlo nepemniky moxiTHuX BiJ Ii€l KOMaH !
HaJeXaTh Taki KOMaHIM, SK: arp arpa, arp authorized, arp frame-relay,
arp log threshold entries, arp probe interval, arp snap, arp timeout.
[Tpr3HaueHHs Ta CHHTAKCHUC BHINE3TaIaHUX KOMaH][ HaBEIEHO HIDKYE.

Komanmu arp arpa ra arp snap 3acTocoBYIOTBCS JUISl 3a3HAUSHHS TIPO-
TOKOITY 1HKaNCyJIsIii y KaJpyu KaHAILHOTO PiBHS; arp arpa — 3BuJaiiHa iH-
KarcCyJIsiis, arp snap — iHKAICYISIS 13 3aCTOCYBaHHIM 3aroJIOBKiB KajpiB
SNAP. Komanza arp authorized no3Bosisie 3acTOCOBYBATH JIMIIIE BHYTPIILIHI
aBTopusoBaHi 3amucu. Komanma arp frame-relay aktuBye 3actocyBaHHs
nporokorry ARP anst inTepdeticiB TexHomorii Frame Relay. Komanma arp
log threshold entries npu3Hauena i Hanaro/HKEHHs MapameTpiB Iicuc-
TEeMHU >KypHAJIFOBAaHHS, AKi CTOCYIOThCsl mpotokoiny ARP. 3a pgomomororo
KoMaHIu arp probe interval 3mificHIOEThCS HANArODKEHHS MEXaHI3MY
ARP-Probe. Komanma arp timeout 3acTocoByeThCsl Uil BCTaHOBJICHHS
TaiiM-ayTy yrpumanss ARP-3anucis B ARP-tabnuui npuctpoto.

CuHTakcHuc KOMaHIM arp arpa (pexxuMm KoHQIrypyBaHHs iHTepQecy):
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arp arpa.

Komanma He Mae mapameTpiB.

Cunrakcuc Komauau arp authorized (pexum koH(bIrypyBaHHS iH-
Tepdeiicy):

arp authorized.

Komanma He Mae mapameTpiB.

Cunrakcuc komanau arp frame-relay (pexxum xougirypyBaHnss iH-
Tepdeiicy):

arp frame-relay.

Komanma He Mae mapaMmeTpiB.

Cunrakcuc komaumu arp log threshold entries (pexum xoudirypy-
BaHHS iHTep(eicy):

arp log threshold entries threshold_value,
ne threshold_value — xinekicThb 3amuciB, MOKe 3MIHIOBATHCS Y JTiama3oHi
Bim 1 mo 2147483647.

Cunrakcuc komanau arp probe interval (pexxum koHpirypyBaHHs
iHTEepdeiicy):

arp probe interval probe_int_value count count_value,
ne probe_int_value — TpuBasicth iHTEpBaTY IS PO3CHIKH MTOBIIOMIICHD
ARP-Probe; 3a3HauaeThCcsl y CeKyHIaX, MOXKE 3MIHIOBATHCS Y Jiama3oHi
Bix 1 no 10 c;

count — cnyx00Ba KOHCTPYKIIis, 32 JOMOMOTOI0 SKOI 3a3HAYA€ThCS
KIUIBKICTh TIOBIJIOMJIEHB, IO TOCHJIAIOTHCA Y MOCIIJOBHOCTI TIOBiJIOM-
neab ARP-Probe;

count_value — kimeKicTh MOBiIOMIIEHD Yy mTocTigoBHOCTI ARP-Probe;
MOJKe 3MIHIOBAaTHUCS Yy Jiana3oHi Big 1 1o 60;

CuHrakcuc KoMaHau arp snap (pexxum koHpirypyBanss inrepdeiicy):

arp snap.

Komania He Mae mapaMeTpis.

Cunrakcruc komaHau arp timeout (pexxum KoH(IrypyBaHHs iHTEp-
teticy):

arp timeout arp_timeout_value,
ne arp_timeout_value — tpuBaiicts TaiimM-ayty nporokony ARP; 3a3na-
YaeThCs y CEKYHAaX, MOXKe 3MIHIOBAaTUCS Y fiarna3oHi Bif 0 mo 2147483, 3a
3aMoBuyBaHHsM JopiBHIOE 14400 ¢ (4 ron).
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Ilpozpamni po3pooku na 6aszi npomoxoiy ARP

Ha 6a3i npotokoiry ARP po3po6iieHo yTriaiTy arping, sika 3a yHKiri-
OHAJIOM € MmoIi0HO0 10 yTwiiT Ping. IpoTte 1i 3acTocyBaHHS 0OMEKCHE
JHIIe KaHATBHUM CETMEHTOM (IIMPOKOMOBHHM JIOMEHOM), /IO SIKOTO Ha-
JIeKUTH By301. Haily)knBaHilMM BHIIaKOM 3aCTOCYBaHHsI yTHIIITH arping
€ TIepeBipKa JIOCTYITHOCTI BY3JIiB, Ha SKMX HaJIaro/pKeHO OJOKYBaHHS Bil-
noBineit Ha ICMP-3anutu ytiaita ping. ABropom ytuaitu arping e To-
mac Xaberc (Thomas Habets). Ha ocnoBi iioro po3poOku peaizoBaHO
KUTbKa BIIMITHUX 32 (pyHKIIOHaTOM BapiaHTiB yTwiiTd. [IpoTe HalOimbII
(hyHKITIOHATEHIM BapiaHTOM € came BapiaHT aBTOpa. 30KpeMa, aBTOPCHKHUIA
BapiaHT Jla€ 3MOTY TIePEBIPATH AOCTYIHICTH By3na i 38 MAC-aapecoro.

Crnouarky yrtwiaity arping Oymo pospobmeno swme gt OC
Unix/Linux, auHi HasBHi Bapiantu i s OC Windows. V geskux OC
Linux (mampuknan, OC Linux Microcore) 1(0 yTHIITY BCTAHOBJICHO 32 3a-
MOBUYyBaHHsIM, B iHImX (Hanpukiang, OC Linux Debian) — ii MoxkHa BcTa-
HOBUTH 3 perno3uropito OC. AkTyanpHa iH(pOpMAIIis CTOCOBHO CTaHY PO3-
poOKHM yTHIITH arping 3Haxomuthcst Ha Web-cTopiHiii ii aBTopa 3a ampe-
coto http://www.habets.pp.se/synscan/programs.php?prog=arping.

IMepernik mapameTpiB UIsl CIPOIIEHOTO BapiaHTa YTWIITH arping, mo
3actocoByetsest B OC Linux Microcore, HaBeneHo Ha puc. 9. Ilepernik ma-
paMeTpiB aBTOPCHKOrO BapiaHTa YTWIITH, 10 peaiizoBanuii B OC Linux
Debian, HaBeneno Ha puc. 10.

root@box:~# arping
BusyBox v1.19.0 (2011-08-14 21:05:38 UTC) multi-call binary.

Usage: arping [-fgbDUA] [-c CNT] [-w TIMEOUT] [-I IFACE] [-s SRC_IP] DST_IP
Send ARP requests/replies

-f Quit on first ARP reply

-q Quiet

-b Keep broadcasting, don't go unicast

-D Duplicated address detection mode

-U Unsolicited ARP mode, update your neighbors

-A ARP answer mode, update your neighbors

-c N Stop after sending N ARP requests

-w TIMEOUT Time to wait for ARP reply, seconds

-I IFACE Interface to use (default ethO)

-s SRC_IP Sender IP address

DST IP Target IP address

root@box:~#

Puc. 9. Iepenix mapamerpi yrumita arping (OC Linux Microcore)

root@debian8-3:~# arping
ARPing 2.14, by Thomas Habets <thomas@habets.se>

usage: arping [ -0aAbdDeFpPgrRulUv ] [ -w <us> ] [ -W <sec> ] [ -S <host/ip>
[ -T <host/ip ] [ -s <MAC> ] [ -t <MAC> ] [ -c <count>
[ -C <count> ][ -i <interface> ] <host/ip/MAC | -B>

For complete usage info, use —help or check the manpage.
root@debian8-3:~#

Puc. 10. ITepenik napamerpis yrunitu arping (OC Linux Debian)
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Mooenvnuii npuknad 00cnioxiceHHA PYHKUIOHY8AHHA
npomoxony ARP 6 noxanvHiit Komn’tomepHhiii mepexnci

PosrnsiHemo crenudiky HamxarokeHHs BY3JiB (pOOOYMX CTaHIIH)
OC Windows Ta OC Linux s JOKaJIBHOI KOMIT IOTEpHOI MEpPEeXi, cXe-
My SIKO1 HaBeieHo Ha puc. 11.

DNSSRV-L (74
WAN een

Giuv

WS-A-3 WS A—4

Puc. 11. Ilpuxnag mepexi
[Tixg yac moOymoBu maHOi Mepexi I 3’ €AHAHHS an/ICTpo'l‘B BHKOPH-
ctaHo Jani Tabu. 3. JUist HalaroKeHHs TapaMeTpiB ajpecanii By3iiB Ta
KOMYHIKalii{HUX MPUCTPOIB MEpexi BUKOPUCTAHO JaHi Tab. 4.

Tabmms 3
ITapameTpu inTepdeiiciB NpucTPoOiB I NPUKIATY
Tprerpiit Trepdeiic ITinxmouyeHns Hi}:'[KJ'I}OlIeI-{HSI
JI0 TIPUCTPOIO JI0 iHTepdericy
Mapuipyrusarop R-1 G?O/l WAN WAN !nterface
Gi0/0 Komyrarop SW-1 Gio/1
Fa0/1 PoGoua cranris WS-A-1 Fa0
Fa0/2 PoGoua cranris WS-A-2 Fa0
Komyrarop SW-1 Fa0/3 PoGoua cranwist WS-A-3 Fa0
Fa0/4 PoGoua cranrist WS-A4 Fa0
Gi0/1 Mapupyrmsarop R-1 Gi0/0
WAN WAN Interface | Mapupyrusarop R-1 Gi0/1
Poboua cranist WS-A-1 Fa0 Fa0/1
Poboua cranrist WS-A-2 Fa0 Kostyrarton SW-1 Fa0/2
Potoua crarmis WS-A-3 Fa0 MYTATOP Fa0/3
Poboua craniss WS-A4 Fa0 Fa0/4
Tabmung 4
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[apameTpu aapecanii Mepe:xi A5 NpUKIATyY

11_\[/; el/ll);)g?él Imai %mﬁﬂm MAC-anpeca |IP-agpeca| Macka (I;Iicec
Mepexa A - - 195.10.1.0{255.255.255.0 /24
Mapupytusa- | Iatepdeiic Gi0/0 | CA-01-07-FE-00-08| 195.10.1.254|255.255.255.0 /24
top R-1 Iarepdeiic Gi0/1 * * * *
Komyrarop Iarepdeiic Vlan 1 |00-D0-B1-E1-14-11) 195.10.1.252 |255.255.255.0 /24
SW-1 11103 32 3aMOBUYBaHHSIM — 195101254 — —
Ocnosrwii DNS-cepeep — 195101254 — —
Mepesxnauii agantep |00-60-5C-16-8B-30| 1951011 |255.255.255.0| /24
Po6oua cranis | LLmo3 32 3aMOBUYBaHHSIM — 19510.1.254 - -
WSAL Ocnoumii DNS-cepsep - 195101254 - -
(Windows XP) | Arsreprar. DNS-cepsep 1 — 8888
Avsreprar. DNS-ceppep 2 — 8844 —
Mepesxnuii agantep |00-10-43-2C-BD-BB| 1951012 |255.255.255.0| /24
Po6Goua cranmis | LLo3 32 3aMOBYYBAHHSIM — 195101254 —
WSA2 OcnoBrwii DNS-cepeep — 195101254 -
(Windows7) | Arsreprar. DNS-cepsep 1 — 8888
Assreprar. DNS-cepeep 2 — 8844 —
Mepesxnuii agantep |00-10-11-49-ED-09| 19510.13 |255.255.255.0| /24
Po6Goua cranmis | LLo3 32 3aMOBIYBAHHSIM — 195101254 —
WSA3 OcHornuii DNS-cepsep — 195101254 —
(Linux Debian) | Amsreprar. DNS-cepeep 1 — 8888
Avsreprar. DNS-ceppep 2 — 8844 —
Mepesxnuii agantep | 00-00-27-32-F9-E7 | 1951014 |255.255.255.0| /24
Po6Goua cranmis | LLUT03 32 3aMOBIYBAHHSIM — 195101254 —
WSA4 Ocnoruuii DNS-cepsep — 195101254 -
(Linux CentOS) | Armreprar. DNS-cepsep 1 - 8888
Assreprar. DNS-cepeep 2 — 8844 -

IMpumitka: * — mapamerpu agpecaii He 3a3HaYEHi.

25




Cuenapiif HaarofKeHHs mapameTpiB (pyHKIIOHYBaHHS MapIIpyTH-
3aTopa Mepexi R-1 HaBeneHo HIDKYE.

Router>enable

Router#configure terminal
Router(config)#hostname R-1

R-1(config)#interface GigabitEthernet 0/0
R-1(config-if)#description LAN-A(LINK_TO_SW-1)
R-1(config-if)#ip address 195.10.1.254 255.255.255.0
R-1(config-if)#arp timeout 600

R-1(config-if)#no shutdown

R-1(config-if)#exit

R-1(config)#exit

R-1#

CueHapiif HaaroPKeHHS apaMeTpiB (PYHKI[IOHYBaHHSI KOMyTaTopa
Mepexi SW-1 HaBesieHO HIDKUE.

Switch>enable

Switch#configure terminal
Switch(config)#hostname SW-1
SW-1(config)#interface vlan 1
SW-1(config-if)#ip address 195.10.1.252 255.255.255.0
SW-1(config-if)#mac-address 00D0.B1E1.1411
SW-1(config-if)#arp timeout 600
SW-1(config-if)#no shutdown
SW-1(config-if)#exit

SW-1(config)#ip default-gateway 195.10.1.254
SW-1(config)#ip name-server 195.10.1.254
SW-1(config)#ip domain-name MY .NET
SW-1(config)#no ip domain-lookup
SW-1(config)#exit

SW-1#
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Cuenapiii Hanaro/pkeHHs mapametpis [P-anpecaii (IP-agpecu, mac-
ku, [P-ampecu ocHoBHOro mnumo3y, IP-ampec DNS-cepBepiB) poGovoi
cranmii WS-A-1 (OC Windows XP) HaBe/ieHO HUXKYE.

1. Yepes ,,ITanens ymnpaBnenus” 3alyCTUTH Ha BUKOHaHHs JOJATOK
,,CeTeBble MOKIIIOUEHUS .

2. Cepen mepeniKy HasIBHUX MEPEXHUX MiJKIIOUeHb 00paTH HeoOXimHe
M IKJTFOYEHHSL.

3. 11 oOpaHOTrO MEPEeXHOTO MiJKIIOUEHHS HATHCHYTH KHOIKY
,,CBOWCTBa” U151 BUBEJICHHS MIEPETiKY HOTO KOMIIOHEHTIB.

4. O6patu kommoneHT ,,IIpotokon Unrepuera (TCP/IP)” Ta Hatuc-
HYyTH KHOIIKY ,,CBoiicTBa”.

5. Beectu y BianmoBigHi nons mapamerpu IP-agpecarnii (IP-agpecy,
Macky, [P-anpecy ocHoBHOrO 1utt03y, IP-agpecu OCHOBHOIO Ta JOJATKO-
Boro DNS-cepgepiB).

6. Hatucuytu KHOUKY ,,/IONOTHATENHHO™ Ta 3a JOMOMOTOI0 BiAIO-
BiJIHUX 3aCO0IB YBECTH JI0JIaTKORBI apameTpu [P-aapecartii.

7. AKTHBYBATH HaJaro/KeHi HapamMeTpH.

Cuenapiif Hanaro/pkeHHs mapametpiB [P-anpecamii (IP-agpecu, mac-
ku, [P-ampecu ocuoBHOrOo mum03y, IP-ampec DNS-cepBepiB) poGodoi
crantii WS-A-2 (OC Windows 7) HaBeIeHO HIDKYE.

1. Yepes ,,Ilanens ynpapneHus” 3allyCTUTH Ha BUKOHAHHS JOJATOK
., LIeHTp yIipaBiieHus CEeTSIMU U OOIIUM JOCTYIIOM .

2. Jns1 BUBE/IGHHS MEpesiKy HassBHUX MEPEXKHUX MiJIKIIO4YeHb 00pa-
TH BKJIAJKY ,,/I3MEeHEeHHE mapaMeTpoB ajnanrepa’.

2. Cepeq iepeniKy HAsIBHUX MEPEXHUX TiIKIIFOUeHb 00paTH HeoOXiTHe
M IKJTFOYEHHS.

3. lnst oOpaHOTO MEPEXHOTO MiJKIIOUEHHS HATHCHYTH KHOIIKY
,CBOMCTBA” JJIsl BUBEJICHHS MEPEITiKy HOro KOMIIOHEHTIB.

4. O6patn  xommoneHT ,Ilporokon UWurepnera Bepcunm 4
(TCP/IPv4)” ta HaTHCHYTH KHOTIKY ,,CBOMCTBA”.

5. Beectu y BianoBigHi nosis napamerpu IP-agpecarii (IP-agpecy,
Macky, [P-agpecy ocHOBHOrO 1utto3y, IP-agpecu oCHOBHOTO Ta J0aTKO-
Boro DNS-cepgepiB).

6. HatrcHyTH KHOTKY ,,/l0MOJIHUTEIBHO” Ta 3a JOMOMOTOK0 BiJIIO-
BIJIHUX 3aCO0IB YBECTH J10JIaTKOBI apameTpu IP-aapecariii.

7. AXTUBYBaTH HAJIarO/DKEHI [TapaMeTpH.
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Cuenapiii HajaroKeHHs mapameTpiB aapecarnii (IP-agpecn, mackw,
[P-agpecu numo3y 3a 3aMoBuUyBaHHsIM) poOodoi cranmii WS-A-3 (OC
Linux Debian) 3a momomMorow KoMaHI HABEACHO HIDKYE.

root@debian8-3:~# hostname WS-A-3

root@debian8-3:~# ifconfig ethO down

root@debian8-3:~# ifconfig eth0 195.10.1.3 netmask 255.255.255.0
root@debian8-3:~# ifconfig ethO up

root@debian8-3:~# route add default gw 195.10.1.254
root@debian8-3:~#

Cuenapiif HajaromkeHHS mapameTpiB anpecanii (IP-agpecu, mackw,
[P-anpecn mutro3y 3a 3aMoBUyBaHHAM) pobodoi cranmii WS-A-4 (OC
Linux CentOS) 3a 1omoMorow KOMaH ip HaBeIEHO HUXKUE.

root@centos:~#hostname WS-A-4

root@WS-A-4:~#ip link set enp0s3 down
root@WS-A-4:~#ip addr add 195.10.1.4/24 dev enp0s3
root@WS-A-4:~#ip route add default via 195.10.1.254
root@WS-A-4:~#ip link set enp0s3 up
root@Ws-A-4:~#

28



Pe3ynvmamu 6uKOHAHHA KOMAHO MOHIMOPUHZY
6CMAHO0BICHUX 6ION0GIOHOCM el MidIc (i3uuHUMU [ T0ZIUHUMU
aopecamu 0715 po32AHYIO20 HPUKTAOY

3 MeToto meperisay iHpopMalii mpo HajaroKeHi napamerpu ¢izud-
HOi 1 JoriuHOi azapecalii MEpeXHUX aganTepis/iHTepdeiciB podoUnx
CTaHUil Mepexi A PO3rSHYTOro MpPUKIIaTy BHUKOPHCTAHO KOMaHIU
OC Windows ipconfig ra OC Linux ifconfig, ip addr show, mis xomy-
tatopa Ta Mapmpyruzaropa Cisco — komanay Cisco [0S show
interfaces. /Iy mepeBipku 3B’s13Ky MiXK By3JIaMd BUKOPUCTAHO KOMaHIH
ping Ta arping. 3 MeTO0 Meperys Iy BCTAHOBICHUX BiAMOBIAHOCTEH MiX
noriyauMH 1 QizmuHumu aapecamu Ha By3nax OC Windows ta OC
Linux BUKOpUCTaHO KOMaHIy arp, Ha KOMyTaToOpi Ta MapIIpyTU3aToOPi —
komangy Cisco I0S show arp. Pesymsrat poOOTH IMX KOMAHJ IS
pobounx cranuit WS-A-1 — WS-A-3, komyratopa SW-1 ta MmapmpyTtu-
3aropa R-1 HaBeneHO BiAMOBiAHO Ha puc. 12-22.

Hns nmepexomenns: Tpadika npotokonmy ARP Ha pobGouiii cranmii
WS-A-1 BcTaHOBIIEHO Ta BUKOPHCTAHO BiAKPUTHI KpocmiiaThopMHUN
MpoTrpaMHuit aHami3zaTop Tpadika (cHidep) WireShark
(http://www.wireshark.org). VYwmict mnepexomienoro ARP-zanuty Bif
poGouoi cranmii WS-A-1 1o po6ouyoi craniii WS-A-2 HaBeieHO Ha puC.
23, a. Bmict ARP-BignoBiai po6ouoi craniii WS-A-2 Ha oTpumaHuii
3aluT HaBEeICHO Ha puc. 23, 6.
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C:\>ipconfig /all

Hacrporika nporoxosia IP mns Windows

VMs xoMIbTEPa . . . c e o . . .t WS-A-1
OcHoBHOM DNS-— cy@@mxc :

Tun yzna. . . . . . . . : HEeU3BeCTHHII
IP- Mapmpmizaumq BKJIOYEHA . . . . : HeT
WINS-IPOKCM BKJIYEH . . . . . . . : HeT

TMoOgkJIOUeHMe IO JIOKAJIbHOM ceTu — Ethernet ananTep
DNS-cybdmKC 3TOI'O MNOAKJIOUEHNS

OnucaHme . . .« +« « .« . . . . : DMD PCNET Family Ethernet Adapter (PCI)
PUBUYE CKUNA anpec e« « « « . . . : 00-60-5C-16-8B-30
DHCP BKJIOUEH. . . .« . . . : @Hma
ABTOHACTpPOMKa BKJIOYEHa . . . . . : Ja
IP- ampec . . .« « « « « .« « . . . :195.10.1.1
Macka momceT™ . . . . . . . . . . : 255.255.255.0
OCHOBHOM mWJHO3 . . . . . . . . . . : 195.10.1.254
DNS-cepBepEl . . . . . . . . . . . : 195.10.1.254
8.8.8.8
8.8.4.4

C:\>

Puc. 12. Pesynbrar BuKoHaHHs koManu ipconfig /all va poGouiii cranmii WS-A-1

C:\>ipconfig /all

Hacrporika nporokosia IP mns Windows

JMs KoOMIbTEpa . . .. . . . .t WS-A-2
OcHoBHOV DNS— cy@@mxc

Tun y3ma. . . . .« . . @ TI'mOpwunoHeDL
IP- MapmpyTM3auMH BKJIOUEHA . . . . : Her
WINS-IPOKCKM BKJIKYEH . . . . . . . : Her

Ethernet amantep [oOkJioueHME IO JIOKAJILHOM CETMU:
DNS-cybdmKc NOOKIIOUEHMS .o
OnucaHme . . .+« +« < . . . . : AMD PCNET Family Ethernet Adapter (PCI)

dUBMYE CKUNA anpec .« « « . . . . : 00-10-43-2C-BD-BB
DHCP BKJIOUEH. . . .« « . . : Her
ABTOHaCTpOMKa BKJIOYEeHa . . . . . : [Ja
IPv4-amgpec. . . .+ « « « « « « . . : 195.10.1.2<OcHOBHOI>
Macka IMOomceT” . . . .« « « « . . . : 255.255.255.0
OCHOBHOM WJIO3 . . . . . . . . . . : 195.10.1.254
DNS-cepBEpEl . . . . .« . . . . . . : 195.10.1.254

8.8.8.8

8.8.4.4
NetBIOS uepes TCP/IP : BKJIOYEH

ci\>
Puc. 13. Pesynbrar Bukonauns komauau ipconfig /all ua po6ouiii cranrii WS-A-2

root@debian8-3:~# ifconfig ethO
ethO Link encap:Ethernet HWaddr 00:10:11:49:ed:09
inet addr:195.10.1.3 Bcast:195.10.1.255 Mask:255.255.255.0
inet6 addr: fe80::210:11ff:fed49:ed09/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:148 errors:0 dropped:0 overruns:0 frame:0
TX packets:20 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:26368 (25.7 KiB) TX bytes:4014 (3.9KiB)
root@debian8-3:~#

Puc. 14. Pesynbrar Bukonauns komauau ifconfig ethO ma po6ouiii cranmii WS-A-3

[root@localhost /]# ip addr show enp0s3
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2: enp0s3: <BROADCAST,MULTICAST,UP, LOWER UP> mtu 1500 gdisc pfofo fast state UP
glen 1000
Link/ether 00:00:27:32:£9:e7 brd ff:ff:ff:ff:ff:ff
inet 195.10.1.3/24 scope global enp0s3
valid 1ft firever prefferes 1ft forever
Inet6 fe80::200:27ff:fe32:£9e7/64 scope link
valid 1ft firever prefferes 1ft forever
[root@localhost /1#

Puc. 15. Pesynbrar BukoHanHs komaru ip addr show enp0s3 Ha poGouiii cranmii WS-A-4

SW-1l#show interfaces vlan 1
Vlanl is up, line protocol is up
Hardware is Ethernet SVI, address is 00d0.blel.1411 (bia aabb.cc80.0100)
Internet address is 195.10.1.252/24
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive not supported
ARP type: ARPA, ARP Timeout 00:10:00
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, O bytes, 0 no buffer
Received 0 broadcasts (0 IP multicasts)

S-1#
Puc. 16. Pe3ynbraT BuKOHaHHs KoManau Show interfaces vlan 1 wa komyratopi SW-1

R-1#show interfaces GigabitEthernet 0/0
GigabitEthernet0/0 is up, line protocol is up
Hardware is 182543 (Livengood), address is ca0l1.07fe.0008 (bia ca0l.07fe.0008)
Description: LAN-A(LINK_TO_SW-1)
Internet address is 195.10.1.254/24
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 1000Mb/s, link type is autonegotiation, media type is SX
output flow-control is XON, input flow-control is XON
ARP type: ARPA, ARP Timeout 00:10:00
Last input 00:00:01, output 00:00:01, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
35 packets input, 4611 bytes, 0 no buffer
Received 38 broadcasts, 0 runts, 0 giants, 0 throttles

R-1#
Puc. 17. Pesynerar Bukonansst komasau show interfaces GigabitEthernet 0/0
Ha Mapmpytuzaropi R-1
SW-1#show arp
Protocol Address Age (min) Hardware Addr Type Interface
Internet 195.10.1.1 2 0060.5¢c16.8b30 ARPA Vlanl
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Internet 195.10.1.2 0 0010.432c.bdbb ARPA Vlanl
Internet 195.10.1.3 2 0010.1149.ed09 ARPA Vlanl
Internet 195.10.1.4 2 0000.2732.£9e7 ARPA Vlanl
Internet 195.10.1.252 - 00d0.blel.1411 ARPA Vlanl
Internet 195.10.1.244 2 ca0l1.07fe.0008 ARPA  Vlanl
SW-14#
Puc. 18. PesynbTaT BUKOHaHHS KOMaHau ShOw arp Ha komyraropi SW-1
C:\>arp -a
MuTepperc: 195.10.1.1 --- 0x2
Ampec IP dusydecKkmit ampec Tun
195.10.1.2 00-10-43-2c-bd-bb OVHaM/Ye CKIA
195.10.1.3 00-10-11-49-ed-09 IVHaMMYe CKU
195.10.1.4 00-00-27-32-£9-e7 IOVHaM/Ye CKI
195.10.1.252 00-d0-bl-el-14-11 IVHaMMYe CKM
195.10.1.254 ca-01-07-fe-00-08 OVHaM/Ye CKIA
C:\>

Puc. 19. Pesynprar BUKOHaHHS KOMaHI¥ arp -a Ha po6ouiit crannii WS-A-1

C:\>arp -a

MaTepderic: 195.10.1.2 --- Oxb
ampec B lVHTepHeTe dUBMYECKMI agpec Twun
195.10.1.1 00-60-5c-16-8b-30 OMHaMIYE CKIIA
195.10.1.3 00-10-11-49-ed-09 IVHaMUYe CKUN
195.10.1.4 00-00-27-32-£9-e7 IOVHaM/49e CKI
195.10.1.252 00-d0-bl-el-14-11 IVHaMUYe CKUM
195.10.1.254 ca-01-07-fe-00-08 IVHaM/YE CKIA
195.10.1.255 ff-ff-ff-ff-ff-ff CTaTUYECKIM
224.0.0.22 01-00-5e-00-00-16 CTaTUYeCKU
224.0.0.252 01-00-5e-00-00-fc CTaTUYECKIN
255.255.255.255 ff-ff-ff-ff-ff-ff CTaTN4eCKIA

C:\>

Puc. 20. Pesynbrat BUKOHAHHS KOMaHI¥ arp -a Ha po6ouiit crannii WS-A-2

root@debian8-3:~# arp -a

? (195.10.1.252) at 00:d0:bl:el:14:11 [ether] on ethO
? (195.10.1.1) at 00:60:5c:16:8b:30 ether] on ethO

? (195.10.1.2) at 00:10:43:2c:bd:bb ether] on ethO

? (195.10.1.3) at 00:10:11:49:ed:09 ether] on ethO
? 1
? 1
?

(195.10.1.4) at 00:00:27:32:f9:e7 ether] on ethO

(195.10.1.252) at 00:dO0:bl:el:14:11 [ether] on ethO

(195.10.1.254) at ca:01:07:fe:00:08 [ether] on eth0
root@debian8-3:~#

Puc. 21. Pe3ynpTar BUKOHAHHS KOMaHIH arp -a Ha poOouiii cranmii WS-A-3

root@debian8-3:~# arping -C 5 195.10.1.1
ARPING 195.10.1.1

60 bytes from 00:60:5c:16:8b:30 (195.10.
60 bytes from 00:60:5c:16:8b:30 (195.10.
60 bytes from 00:60:5c:16:8b:30 (195.10.
60 bytes from 00:60:5c:16:8b:30 (195.10.
60 bytes from 00:60:5c:16:8b:30 (195.10.
---195.10.1.1 statistics ---

5 packets transmitted, 5 packets received, 0% unanswered (0 extra)
rtt min/avg/max/std-dev = 1001.226/1001.487/1001.837/0.202 ms
root@debian8-3:~#

index=0 time=1.001 sec
index=1 time=1.002 sec
index=2 time=1.001 sec
index=3 time=1.001 sec
index=4 time=1.002 sec

=
= e

Puc. 22. Pe3ynbrar BUKOHAHHS KOMaHIu arping Ha po6ouiii cranmii WS-A-3
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r
‘ ‘Wireshark . Packet 9 . wireshark_-_20170506144047 a07096

[E=SEER)

Ethernet (1)
IPv4 (Bx8888)

» Frame 9: 6@ bytes on wire (488 bits), 6@ bytes captured (488 bits) on interface @

4 Ethernet II, Src: Cisco_16:8b:38 (@B:6@8:5c:16:8b:38), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
» Destination: Broadcast (ff:ff:ff:ff:ff:FF)
> Spurce: Cisco_16:8b:3@ (@@:6@:5c:16:8b:3@)

Type: ARP (@xBB86)
Padding: 360620100601000000000001204645454346
4 Address Resolution Protocel (request)
Hardware type:
Protocol type:
Hardware size: B
Protocol size: 4

Opcode: request (1)
Sender MAC address: Cisco_16:8b:3@ (@@:6@:5c:16:8b:3@)
Sender IP address: 195.1@.1.1
Target MAC address: @9:00:00_00:00:00 (00:00:00:00:80:00)
Target IP address: 195.18.1.3

i aope ff £f ff £f ff ff @@ 6@ 5c 16 8b 3@ @8 @6 ea @l R -
@3 9@ 85 84 8@ @1 @@ 6@ Sc 16 8b 38 c3 @a @l @1 [ -
oB B@ B2 0B 00 82 C3 @a ©1 @3 3@ 85 29 18 ee 8l e eaaa)
2@ B2 B8 8@ 8@ Bl 28 46 43 45 48 46 . F HEHF

No.: 8 - Time: 15.237435 - Spurce: Cisco_16:80:30

- Destination: Broadtast - Protocol: ARP - Length: 60 - Infor Who has 155.10.1.37 Tell 195.10.1.1

o

a

-
‘ Wireshark - Packet 10 . wireshark_-_20170506144047_a07096

o[ [ |

sender
Sender
Target
Target

reply (2)

MAC address: CiscoSys_49:

IP address: 195.18.1.3

MAC address: Cisco_16:8b:

IP address: 195.18.1.1

> Frame 18: 6@ bytes on wire (488 bits), 6@ bytes captured (488 bits) on interface @

4 Ethernet II, Src: CiscoSys 49:ed:@9 (@9:10:11:49:ed:89), Dst: Cisco 16:8b:38 (©88:60:5c:16:8h
> Destination: Cisco_16:8b:3@ (@@:6@:5c:16:8b:3@)
> Source: CiscoSys_49:ed:@9 (@@:18:11:49:ed:09)

Type: ARP (@x@886)
Padding:
4 Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IPv4 (@xB300)
Hardware size: 6
Protocol size: 4
Opcode:

ed:@9 (@@:18:11:49:ed:@9)

3@ (@0:68:5c:16:8b:38)

i

28 60
B8 ee
28 68
a8 88

Sc 16 8b 30 @@ 18
86 B4 B8O B2 2@ 18
Sc 16 8b 3@ <3 @a
6@ 08 B0 BB @0 68

11 49
11 49
2l el
a8 a8

ed 89 88 86 80 @1
ed 89 c3 Ba @l a3
@2 0@ G2 B2 20 0
8@ a8

No.: 10 - Time: 15.239436 - Source: CiscoSys_49:ec09 - Destination: Cisc_16:85:30 - Protocol: ARP - Length: 60 - Infor 195.10.1.3 is at 00:10:11:4%:ec:09
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Puc. 23. BmicT nepexormieHux Ha pobouiii crantii WS-A-1
noBigoMieHb mpoTokony ARP: a — ARP-3amut; 6 — ARP-BiamoBigs



3aBaaHHs HA Ja00paTOPHY POOOTY

1. V cepemoBuiilli MPOrpaMHOrO EMYJISITOPA/CUMYJISITOPa CTBOPHUTH
MIPOEKT JIOKAJIbHOI KoM toTepHoi Mepexi (puc. 24). s mobymoaHoi
MEpExKi 3aIMOBHUTH OTMCOBY TAOIHIIO, AHAIOTTYHY Tab. 3.

~ Y ~
/’/DNS-SRV-l \
\ ) Internet
\\ DNS-SRV-2 /./
|
R-G-N-1
WS-MGMT-2
- =
SW-G-N-2 I/

: lEierv-G-N-Z
i ] >

WS-G-N-4  WS-G-N-6

Puc. 24. TIpoekt mepesxi
2. Po3pobutu cxemy ajpecanii mpucTpoiB (K KiHIIEBUX BY3JIiB, TaK
1 KOMyHIKaliiHUX TPUCTPOIB) Mepexki. J[JIsi IbOTo CKOPUCTATHUCS JaHH-
Mu Tabn. 5, 6. Ilix yac po3paxyHKy BpaxOBYBaTH, II0 KOMYTaTOpy Ta
iHTepdelicy MapuipyTH3aTopa MEpeki TaKk0oX BUIIISETHCS MO OJHIH
[P-anpeci. Pe3ynbpraTi HaBeCTH y BUIIIA TaOJIUII, aHAOTi4HOT Tab. 4.
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Tabmua 5

IMapameTtpu 1151 po3paxyHKy 1. 2

B;\gi- IP-aupéca Tpedixe IP-agpeca nuto3y 3a 3aMOBUyBaHHIM/
anTa Mepexi A IP-anpeca DNS-cepsepa
1 191.G.N.0 124 Iepuia IP-anpeca gianasony
2 192.G.N.0 125 Ocranns [P-anpeca gianasony
3 193.G.N.0 /26 Iepuia IP-anpeca gianasony
4 194.G.N.0 127 Ocranns [P-aapeca gianasony
5 195.G.N.0 /28 Iepuia IP-anpeca gianasony
6 196.G.N.0 124 Ocranns [P-aapeca gianasony
7 197.G.N.0 /25 IMepuia IP-anpeca gianasony
8 198.G.N.0 /26 Ocrannst IP-anpeca jianasony
9 199.G.N.0 27 IMepuia IP-anpeca gianasony
10 200.G.N.0 /28 Ocrannst IP-anpeca jianasony
11 201.G.N.0 124 IMepuia IP-anpeca gianasony
12 202.G.N.0 /25 Ocrannst IP-anpeca jianasony
13 203.G.N.0 /26 IMepuia IP-anpeca gianasony
14 204.G.N.0 27 Ocrannst IP-anpeca jianasony
15 205.G.N.0 /28 IMepuia IP-anpeca pianasony
16 206.G.N.0 124 Ocrannst IP-anpeca jianasony
17 207.G.N.0 /25 IMepuia IP-anpeca gianasony
18 208.G.N.0 /26 Ocrannst IP-anpeca jianasony
19 209.G.N.0 127 Iepma IP-ampeca miana3zony
20 210.G.N.O /28 Ocranmnst [P-ampeca miana3zony
21 211.G.N.O 124 Iepma IP-ampeca miana3zoxy
22 212.G.N.O /25 Ocranmnst [P-ampeca miana3zony
23 213.G.N.O 126 Iepma IP-ampeca miana3zoxy
24 214.G.N.O 127 Ocranmnst [P-ampeca miana3ony
25 215.G.N.0 /28 Iepma IP-ampeca miana3zoxy
26 216.G.N.0 124 Ocranmnst [P-ampeca miana3zony
27 217.G.N.O /25 Iepma IP-ampeca miana3zony
28 218.G.N.O0 126 Ocranmnst [P-ampeca miana3zony
29 219.G.N.O 127 Iepua IP-ampeca miana3zony
30 220.G.N.0 /28 Ocranmnst [P-ampeca miana3zony
31 221.G.N.O 124 [epmra [P-anpeca niamazoHy
32 222.G.N.O 125 Ocranns IP-anpeca mianasony
33 223.G.N.0 126 [epmra [P-agpeca niamazoHy
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Tabmuus 6

JlaHi U1 BUBHAYEHHs apaMeTpiB agpecanii Mepexi

Ne IP-anpeca IP-anpeca
BapiaHTa anbrepHariBHoro DNS-cepsepa 1 anprepHariBHoro DNS-cepsepa 2

1 Level3 Communications Level3 Communications

2 Google Google

3 OpenDNS Home OpenDNS Home

4 Securly Securly

5 Comodo Secure DNS Comodo Secure DNS

6 DNS Advantage DNS Advantage

7 Norton ConnectSafe Norton ConnectSafe

8 SafeDNS SafeDNS

9 OpenNIC OpenNIC

10 Public-Root Public-Root

11 Level3 Com-ns Level3 Com-ns

12 Google Google

13 OpenDNS Home OpenDNS Home

14 Securly Securly

15 Comodo Secure DNS Comodo Secure DNS

16 DNS Advantage DNS Advantage

17 Norton ConnectSafe Norton ConnectSafe

18 SafeDNS SafeDNS

19 OpenNIC OpenNIC

20 Public-Root Public-Root

21 Level3 Com-ns Level3 Com-ns

22 Google Google

23 OpenDNS Home OpenDNS Home

24 Securly Securly

25 Comodo Secure DNS Comodo Secure DNS

26 DNS Advantage DNS Advantage

27 Norton ConnectSafe Norton ConnectSafe

28 SafeDNS SafeDNS

29 OpenNIC OpenNIC

30 Public-Root Public-Root

31 AdGuard DNS AdGuard DNS

32 Fourth Estate Fourth Estate

33 CenturyLink (Level3) CenturyLink (Level3)

37


http://www.securly.com/
http://www.securly.com/
http://www.comodo.com/secure-dns/
http://www.comodo.com/secure-dns/
http://www.neustar.biz/enterprise/dns-services/free-recursive-dns
http://www.neustar.biz/enterprise/dns-services/free-recursive-dns
https://dns.norton.com/dnsweb/faq.do
https://dns.norton.com/dnsweb/faq.do
https://www.safedns.com/features/
https://www.safedns.com/features/
http://www.opennicproject.org/
http://www.opennicproject.org/
http://public-root.com/root-server-check/index.htm
http://public-root.com/root-server-check/index.htm
http://www.securly.com/
http://www.securly.com/
http://www.comodo.com/secure-dns/
http://www.comodo.com/secure-dns/
http://www.neustar.biz/enterprise/dns-services/free-recursive-dns
http://www.neustar.biz/enterprise/dns-services/free-recursive-dns
https://dns.norton.com/dnsweb/faq.do
https://dns.norton.com/dnsweb/faq.do
https://www.safedns.com/features/
https://www.safedns.com/features/
http://www.opennicproject.org/
http://www.opennicproject.org/
http://public-root.com/root-server-check/index.htm
http://public-root.com/root-server-check/index.htm
http://www.securly.com/
http://www.securly.com/
http://www.comodo.com/secure-dns/
http://www.comodo.com/secure-dns/
http://www.neustar.biz/enterprise/dns-services/free-recursive-dns
http://www.neustar.biz/enterprise/dns-services/free-recursive-dns
https://dns.norton.com/dnsweb/faq.do
https://dns.norton.com/dnsweb/faq.do
https://www.safedns.com/features/
https://www.safedns.com/features/
http://www.opennicproject.org/
http://www.opennicproject.org/
http://public-root.com/root-server-check/index.htm
http://public-root.com/root-server-check/index.htm
https://adguard.com/en/adguard-dns/overview.html
https://adguard.com/en/adguard-dns/overview.html
https://www.fourthestate.org/services/dns/
https://www.fourthestate.org/services/dns/
https://www.centurylink.com/home/help/internet/dns.html
https://www.centurylink.com/home/help/internet/dns.html

3. Chopmysat moBimomieHHss ARP-3amuTu, 10 HAJICHIAIOTHCS
3 po6ouoi crantii (Tadm. §) Mo KoMyTaTopa, MapIIpyTH3aTOpa Ta OJHOTO
3 cepBepiB Mepexi st popMmyBaHHS anpecHHX BiamoBigHOcTeil. Cdop-
MyBatu ToBigomieHHs ARP-BigmoBinmi, mo HaIXoOAsSTh BiA BY3IiB-
BigmosigauiB. ARP-3amuTu Ta ARP-BianoBial mokasaT sIK Taki, 110 1H-
karicynboBaHi y kaapu Ethernet. IloOymyBatm ARP-tabmuiio po6ouoi
cTaHmii mcns HagxomkeHHs ARP-BiamoBinei.

4. [IpoBecTn Hajaro/KEHHS MMapaMeTpiB iIMEHyBaHHS Ta IapaMmeTpiB
IP-anmpecartii MmepexxHUX amanrTepiB/iHTepdeNciB MPUCTPOIB MEPEXki 3Ti-
IHO 3 maHumiu 1. 1, 2. Ilpy HamaromkeHH1 BpaXyBaTH, IO HAJIaroIKeH-
Hs anbTepHaTHBHOTO DNS-cepBepa He 3aBKIU € MOKITHBHM.

Tabmmnsa 8
ITapameTpu 1Jisi BUKOHAHHS 1. 3
Ne Po6oua Ne PoGoua Ne PoGoua
BapiaHTa CTaHIIis BapiaHTa CTaHIs BapiaHTa CTaHIIist
1 WS-G-N-1 12 WS-G-N-6 23 WS-G-N-5
2 WS-G-N-2 13 WS-G-N-1 24 WS-G-N-6
3 WS-G-N-3 14 WS-G-N-2 25 WS-G-N-1
4 WS-G-N-4 15 WS-G-N-3 26 WS-G-N-2
5 WS-G-N-5 16 WS-G-N-4 27 WS-G-N-3
6 WS-G-N-6 17 WS-G-N-5 28 WS-G-N-4
7 WS-G-N-1 18 WS-G-N-6 29 WS-G-N-5
8 WS-G-N-2 19 WS-G-N-1 30 WS-G-N-6
9 WS-G-N-3 20 WS-G-N-2 31 WS-G-N-1
10 WS-G-N-4 21 WS-G-N-3 32 WS-G-N-2
11 WS-G-N-5 22 WS-G-N-4 33 WS-G-N-3

5. [IpoBecTn HamarojpkeHHs Taiim-ayty yTtpumanHsa ARP-3amucis
B ARP-Tabmuisax npuctpois mepexi. s BuOopy 3HaueHHS TaiiM-ayTy
CKOpHCTaTHCA AaHUMH Ta0. 9.
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IMapameTrpn 17151 BUKOHAHHS 1. 5

Tabmug 9

Ng Taiim-ayT, XB Ne Taiim-ayT, XB Ne Talim-ayT, XB
BapiaHTa ’ BapiaHTa § BapiaHTa ’
1 5 12 5 23 20
2 10 13 8 24 3
3 15 14 10 25 5
4 20 15 12 26 7
5 6 16 15 27 9
6 11 17 20 28 11
7 16 18 25 29 13
8 21 19 4 30 15
9 7 20 8 31 5
10 12 21 12 32 10
11 3 22 16 33 15

6. [lepeBipuTei MOXTHBICTH IH(POPMAIIHHOTO OOMIHY MK POOOYOIO
craHmiero (Tabn. §8) Ta pemrTor podOYHNX CTaHI Ta KOMYHIKAI[IHUX TPH-
CTPOIB MEpeXKi 3a JOMOMOT'0K0 KOMaHz Ping.

7. BuBectu ARP-Tabmuiio po6o4oi cranmii (tabdin. 8) Ta mopiBHS-

TH i1 3 oTpuManom0 y 1. 3. BuBectn ARP-Tabnuri pemtu npuctpois
MepexKi.

8. Ounctutn ARP-tabmuui Beix BysmiB Mepexxi. Ha poOouiii cranmii
(Tabm. 8) 3amycTrTH IporpaMHMi aHari3aTtop Tpadika, 3aificHuTH iH(bOopMa-
iitHMI 0OMiH Ta mpoBecTH nepexoruieHHs ARP-IoBiiomMIleHb, 10 Tiepea-
FOTBCS MK ITI€I0 CTAHITIEIO 1 PEIITOr0 IPUCTPOIB MEPEXKi MiJ| yac OOMiHy.

9. locminuTy TepexoruieHi MpOorpaMHUM aHai3atopoM Tpadika
ARP-110BiIOMIICHHS Ta MOPIBHATH iX 13 CPOPMOBAHUMHU Yy TI. 3.

10. [Ins 3amanoi [P-aagpecu Bepcii 4 (tadn. 10) Buznauntu MAC-
ajipecy IrpynoBoi pO3CHIIKH. 32 MOXJIMBOCTI BU3HAUYUTH, NOBIJOMIIEHHS
SIKOTO IIPOTOKOJTY NEPENAETHCS 3a JOMOMOTOI0 JaHO1 aJpecH.

12. Ina 3ananoi MAC-aapecu rpynoBoi po3cwiku (tabmn. 11) Bu-
sHauntu [P-aapecy (moxnuBi IP-agpecu) rpymoBoi poO3CHIKH.
3a MOKJIMBOCTI BH3HAYWTH, IIOBIIOMJICHHS SIKOTO NPOTOKONY Iepe-
JA€THCSl y KaJpi 3 TAKOIO aAPECOIO.
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IlapameTpu aas

03paxyHKYy 1. 12

Tabmuua 10

Ne BapianTa [P-anpeca Ne BapianTa [P-anpeca
1 224.0.0.1 18 224.0.0.11
2 224.0.0.2 19 224.35.0.85
3 224.20.75.25 20 224.0.0.12
4 224.0.04 21 224.0.0.13
5 224.40.115.45 22 224.0.0.18
6 224.0.0.5 23 224.75.20.135
7 224.60.155.85 24 224.0.0.22
8 224.0.0.6 25 224.95.40.155
9 224.80.195.125 26 224.0.0.102
10 224.0.0.7 27 224.215.60.165
11 224.100.0.5 28 224.0.0.251
12 224.0.0.8 29 224.235.80.185
13 224.0.0.107 30 224.0.1.1
14 224.0.0.9 31 224.0.04
15 224.140.0.45 32 224.0.0.6
16 224.0.0.10 33 224.0.0.9
17 224.15.0.65 34 224.0.0.102

Tabmmng 11
ITapameTpu 1Js po3paxyHky m. 13

Ne BapianTa MAC-anpeca Ne BapianTa MAC-aapeca
1 01-00-5E-00-AF-B1 18 01-00-5E-12-CA-B6
2 01-00-5E-01-AE-B3 19 01-00-5E-13-DF-B8
3 01-00-5E-02-AD-B7 20 01-00-5E-14-DE-BA
4 01-00-5E-03-AC-B9 21 01-00-5E-15-DD-BC
5 01-00-5E-04-AB-BB 22 01-00-5E-16-DC-BE
6 01-00-5E-05-AA-BE 23 01-00-5E-17-DB-A2
7 01-00-5E-06-BF-BF 24 01-00-5E-18-DA-A4
8 01-00-5E-07-BE-Al 25 01-00-5E-19-EF-A6
9 01-00-5E-08-BD-A3 26 01-00-5E-1A-EE-A8
10 01-00-5E-09-BC-A5 27 01-00-5E-1B-ED-AA
11 01-00-5E-0A-BB-A7 28 01-00-5E-1C-EC-AC
12 01-00-5E-0B-BA-A9 29 01-00-5E-1D-EB-AF
13 01-00-5E-0C-CF-AB 30 01-00-5E-1E-EA-FF
14 01-00-5E-0D-CE-AE 31 01-00-5E-1E-E0-FD
15 01-00-5E-OE-CD-AF 32 01-00-5E-1E-3F-23
16 01-00-5E-10-CC-B2 33 01-00-5E-1E-0A-F1
17 01-00-5E-11-CB-B4 34 01-00-5E-1E-AA-F2
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1.

KoHTpoJibHi TUTaHHS

TIporokonu Ta mpaBuiIa BCTAaHOBICHHS BiAMOBIAHOCTEH MiX (i3MYHUMH i JIO-

riunumu agpecamu B [P-mepexax 3a ymoBu 3actocyBanHs [P-anpec Bepcii 4.

2.

Bepcii 4.

3.

IIpaBuno ¢opmysanus rpymnoBux MAC-agpec Ha ocHOBI rpymnoBux IP-ampec

TIpaBuio GpopmyBanHs mupokomoBHnX MAC-apec Ha OCHOBI [IHPOKOMOBHUX

IP-anpec Bepcii 4.

>

3aranbpHa XapakTepHCcTHKa IpoTokoiy ARP.

Crannaprusauis npotokoixy ARP.

Xapakrepuctuku npotokoiry ARP crocosno moneni OSI ta creky TCP/IP.
CTpyKTypa noBioMiIeHHs npoTokoiy ARP.

Bunu nosigomnens npotokoiny ARP.

Crpykrypa ARP-TaGmumi.

xepena 3anoBHeHHS ARP-Tabmui.

. Anroputmu pobotu nmporokoiry ARP.
. IIpu3HaueHHs Ta CHHTAKCHUC KOMaHAH arp.
. Ilpu3HayeHHs Ta CHHTAKCHC KOMaHIM arping.

Komanmyn moHiTopuary crany ARP-Tabmiis koMyHikamiifHuX mpuctpoiB Cisco.

. Komannam onepaniii 3 ARP-Ttabnuisamu koMmyHikamiifHux npuctpois Cisco.
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