JHesxi Hroancu ripu BukoHaHH1 JIP No3

1) Ha po6Gouiii craniii 3 OC Windows 10 B HajamTyBaHHX BIpTyaJbHOI MAIlMHU B PO3JILII
«Mepesxa» HaTtuckaemo JlogatkoBo i miHsiemo Tam ae HeposGipnuBuii pexum Ha «J]o3BonuTu

BCEY.
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2) Ha poOoumx cranmigsx 3 OC Windows 7 Tta Windows 10 0060B’SI3K0BO BiJKJIIOUHUTH
OpanaMayep(BiH OJIOKY€ MHTY 3 1HIIAX MAIIHH):

[Tanens ynpasninas — Cuctema i 0esneka — Bbpanamayep Windows — BxroueHHs Ta
BiKITtoueHHsS OpanaMayepa Windows



@Qv|ﬁ <« bpanamayzp Windows » HacTpowTe napametpe - |$¢| | Mouck & naHeAu ynpasieHUS

HaCTpOHKa NapaMeTpoE ANA Kax Aora Tina CeTh
MokHE nZMEHNTE NapameTpsl BpaHaMay3pa ANA K00 WCNOAESYEMOIT TUN3 CETEECID Pa3MELLEHNE,
JononHUTENEHEIE CBEAEHWNA O CETEEBIX PA3MELLEHNAX
MapameTpel pasMeleHna B 4omatuHel nnu paGodedd (vacTHei) cetn
.,&] () Brarouenne Epanamayzpa Windows

BnoknpoBaHKME BOEX EXOAALLIMX NOAKNHIYEHWA, BKIMOYAA NOAKNHIYEHNA, YKIZ3HHBIE B CIIMCKE
PaspELLEHHBIX NPCrEak

YeenomnaTe, korga bpadamaysp Windows GBRokupyeT HOBYH Nporpammy

-@] |8 Ctearouute Gpangraysp Windows (He pexonengyerca) |

MapameTpel pasMeLeHNA B oBLLECTEEHHOI CeTh
.,a] (71 Brarovenue Gpangmayzpa Windows

BrokupoBaHie BCEX BXCAALLMX NOAKNHOHEHW, BIIOYaA NOAKAMIYEHNA, YKa3aHHbIE B CTIMCKE
pa3speLLEHHBIX NPCrpamMm

Yeegqomnate, korga Bpangmaysp Windows Bnokupyer HoBYH Nporpammy

-@] IG Omikntoumnte Epangmayzp Windows (He pekomengyeTca) I

[ Ok [ OTnena ]

2) Ha po6ounx cranmisx 3 OC Windows 7 ta Windows 10 HeoOXiHO BKIIOUYUTH MEPEIKEBE
BUSIBJICHHS Ta 3araJIbHUNA JOCTYII 0 (pailyiiB, MPUHTEPIB Ta MaMoOK:

HGHTp yr[paBJIiHHH MCpCKaMHU Ta 3araJlbHUM AJOCTYIIOM —> 3MIHUTH I[OII&TKOBi mapamcTpu
3araJJbHOro JOoCTyiy — Bxmrountn MCPCIKCBC BUABJIICHHA

LlenTp ynpaBiiHHS MEpEeKaMH Ta 3arajlbHUM JOCTYIIOM — 3MIHUTH JOJATKOBI MapaMeTpu
3arajbHOr0 A0CTYyNy — BKIIIOUMTH 3aranbHUI 1OCTYN 10 (aiiiiB Ta NPUHTEPIB

LlenTp ympaBiiHHS MEpeKaMH Ta 3arajJbHUM JOCTYIIOM — 3MIHHTH JOJATKOBI MapaMeTpu
3arajibHOrO I0CTyNy — BKIIFOUMTH 3arajibHU JOCTYH 0 ManoK
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ACMALLHAR CTPaHMLE

S o« Cetbu MHTep... » LleHTp ynpaeneHna ceTAMK W cBLUMM 40CTYNOM - | +y | | i

MNpocMoTp OCHOBHbLIX CBEAEHWIA O CETH M HACTPOMKE NOAKAHUYEHWA

WMamenenne napameTpoe

aaanTepa W5-191-01-03 HecnoznanHan ceTe WHTepHer

3meHnTE gonoAHUTEABHBIE (3T0T KoMBHTER]

napamerpel oLerc gccTyna MpocmoTp akTUEHEL: CETER MeakAeYeHEe MK OTKNHOYEHHE
Tun goctyna: Bez gocTyna k cetw

HeonosHanHaa cete
(BLLECTEEHHEA CETE

zreHEHNE CETEERIX napamMeTpoe

ﬁ. HE'_'T[‘:CﬁF.& HOEBOMD NOAKARIHEHHWA WKW CETH
s

Hactpofika GecnpoEcHore, LUMPOKONOAGCHOTD, MOAEMHCTD, MRAMETD WK
VPN-nogknoMeHna MKW 3KE HACTRONKE MapLURYTUSATO R MAKM TOYKKM ACCTyna.

"—&". MogrnouuTeCs K CETH

nD,.'J,IC.I'H-CI'\-IEHME WA NOETCPHOE NOJKAHIYEHNE K EEEI‘IPDED,{J,HDM}', NPCECAHOMY, MOIEMHOMY

CETEECMY COEAMHEHWHE MAW Nogkardermne k VP,

*% BriBop gomaluHed rpynnel M napameTpos oWere gocTyna
Cra. TaKcKeE

,':l,DCT}‘I'I K qJEﬁ."IEM W NPWHTERAM, pacnono¥eEHHEIM HE 4Ry THWY CETEBRIX KOMNBHITERSX, NN

bpanamaysp Windows WIMEHEHWE NapameTpee cBLlerc accTyna.
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CeoiicTea oBozpesatens
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Uv|i@ « LedTp ynpae.. b JdoncAHWTeneHble NapameTpel cBLIErc 4ocTyna - | +y | | i

WM3meHnuTs napameTpel obllero AoCTyNa ANA PasvuHbIX ceTeBblx Npodunie

Windows cozaaet otgensHbiil ceTeroi npodune 4n8 KawacH ncnonesyemci cetw. Jns kaxacro npoduns
MOHO BBIBpaTE cooBele NapameTpel

JorawHui uau pasoduii

OEWWA (Terywmi npeduis) ()
Ceteeoe cBHapyenne

Ecau ceteece DEHEP}‘DKEHME EKAMOMEHD, 3TOT KOMAOBHTED MOXET BWAETE 4% THE KOMABRITEREI W
}‘CTPDHCTEE CETH W E CEOHD OHEQRELL E}',\'J,ET EWAEH AW TUIM KOMOBHOTEREM. Yo Takoe ceTeBce

oBHapyxeHMET

I @ BrarounTe ceTeEce cBHapyHEHNE I
() OTkntouuTe ceTeeoe oBHapykeHne

OEwmi goctyn & dainam u NpUHTERaM

Ecnw oBwmid gcctyn k aiinam v NpYHTEPaM BKAKYEH, TO Baiasl U NPUHTEREL, K KOTOPBIM
paspelled oBLLMA 4oCTYN Ha 3TOM KoMMBHTERE, ByayT ACCTYNHE! ARYTUM NOALICEATENAM B CETH.

| BrnrounTe cBuymil goctyn k daiinam n I'IpHHTEpEMI

) UTKAKYWTE CELLMIA AOCTYN K Gaiaan U NpUHTERER

AocTtyn k oBLWmr nankan

Ecawm Bknoyed DEI.I.I,MH ADCTYN K DELLI,MM nankam, NoALICEATENN CETH MOTYT NCAYHaTe 40CTYN K

|.‘D’E

m




—
@uv|ﬁ3‘ <« lentp ynpae.. » JoncAHWTEABHBIE NapaMeTpel oBLWEre AocTyna - |$?| | Mouck & n

DEWWA 4ocTyn K fainam u npuHTERan

Ecnm oBwymid gcctyn k gafinam v NpUHTEpaM BKAKYEH, To Galinel U NPUHTEREI, K KOTCRBIM
paspelled oBLWMA 4oCTYN Ha 3TOM KoMNBHTERE, ByayT ACCTYNHEl ARYTUM NCALICEATENAM B CETU.

@ Benrounte cBwimnil goctyn k daiinam v npuHTepam
() OTeArounTE CBLMIA gocTyn K dafinam u NpUHTEpaM

Aoctyn k cBLWmm nankanm

Ecam ekaroded oBuyid gocTyn Kk oBLum nankam, Noe3oEaTEAN CETW MOryT NeAyHaTe 40Ty K
daiinam B Takux nankax, H1o Takce oBuwas nanka’?

@ Brarunte cGwinil goctyn, yToGel CETEERIE NOAEI0EATENM MOFAW YNTATE M 23N CEIEATE
daine B oBLmx nankax

L e == L e e R L= i = == e R = = =

YT MMETE 40CTYN K 0ELLMM Nankam)

MoTokoean nepejada MyAeTUMelna

Ecnn noTokoeas Nepeiada EIJEI:FL"ICE MYABTUIMEINE BEKNHIYEHE, NOALICEATENN W :_:'ETF:CI:FICTEE E CETH
MOrYT N0AYHaTe A0CTYN K L1ZCEpE)KI':HHﬂI‘.I_. IMy3IbIKE W EMAEC HA 3TOM KOMNOBHITEQE, KpCI‘-.II': TOro,
3TOT KQMOBHITER MOXET HAXOAWUTE dJEﬁ.ﬂbl My AETHMEINE B CETH,

BriBepuTe napamerpel NOTOKOBOW NEpEjaHN MYNETUMELUA. .
MoakntodeHuna cBLLEers AccTyna K dalinam

Windows 7 ncnonesyer 128-GutHoe Wb poEaHWE 40A 33LLMTEI NOAKAKIYEHW oBLLErD AocTyna,
HernTonkie veThnAcTra HE NnAnrnRarT 1 28-RuTHoe 1HndnnRaHue 1 AnmwHR uennarinrate 40-

3) Ha po6ounx cranmisx 3 OC Windows 7 ta Windows 10 HeoOXiAHO BiAKIIFOUNTH 3arajlbHHMA
JOCTYTI 3 TTAPOJIbHUM 3aXHCTOM:

HCHTp yr[paBJIiHHH MCpCKaMHu Ta 3araJlbHUM AJOCTYIIOM —> 3MIHUTH I[OII&TKOBi mapamCcTpu
3araJJbHOro JOCTyiy — BiI[KJ'IIO‘—II/ITI/I 3arajabHUM A0CTYII 3 ITIAPOJIBHUM 3aXHCTOM

@uvlﬂa < Llentp ynpae.. ¢ JonoAHWTEAEHEIE NapaMeTpel obllere gocTyna - | 3 | | Mouck & naseau yn,

fofle e

Gy ayT MMETE 4OCTyN K oMM nankan)

MoTokoean AEpEfaqa My AETUIMELNE

Ecaun noTokcean nepejaqa l:bﬂﬁ."lCE MYy AETUMELHWE BKARIYEHS, NOMABICEATEAN W ‘:"CTpCI:iCTEE E CETH
MOMYT N2AYHaTe JOCTY0N K L1ZCEPE)KEHL1F|I‘.I_. IMYIBIKE U EMAED HE 3TOM KOMOBHITEDE. KPCI'-.II': TOro,
3TOT KOMOBHTER MOMET HAX0IUTh ¢Eﬁ.‘1bl MYy AETUMELNE B CETH.

EbIEErJlITE napamMeTpbl NoToKoBCH NEQEAIHN MY NbTURMEINE. ..

Moakatzdedna cBwerc goctyna k dadnam

Windows 7 ucnonesyer 128-GutHee wWndpoeanie ana 3aMTel NCAKAHY EHME CBLLErD AoCTyna.
HekoTopeie yoTpofcTea HE NogdepameateT 128-BuTHOE WM PCEIHWE W A0/KHE! MCNons3oeaTe 40-
EUTHOE MAKW 56-ENTHOE WndpoEaHKE,

@ Wenonesceate 128-ButHoe WngpoBEaHWE ANA 33LLWTEI NOAKAKYEHWA cBLLEre JocTyna
(peromMergyeTen)

) BeArounTe oBLWA gocTyn K draiinan AnA yoTpoAcTE, nenoassyiewmx 40-8uTHo e nawn
56-EuTHoE WNdpoEIHKUE

QBWwMil 4ocTyn € N2poaEHOH 32LWMToN

Ecawn exntodeHa napoibHaA 3aWwmTa CEI.I.I,EI'C ACCTYNE, TONEKD NOABICEITENM C :."‘-IETHCﬁ FEMNUCER W
N2@oAEM H3 3TOM KOMOBHITERE MOMyT NOAYHUTE L0CTYN K CELLI,HI".I ¢Iﬂ|:r|."lﬂl\.ll. K NEPUHTEREM,
NOAKARYHEHHEIM K 3TOMY KOMOBHTERY, W K CELI.I,HI‘-.I nankam, Hrobel OTERBITE JOCTYN 43 TR
NoABICEATENAM, HYHHD OTEAHHHMTE N3P OAEHYHD J3LWNTY CELLI,EI'C AocTyna,

() BrarounTe cBLUMIA ADCTYN C NapoaeHoi 33LLMTON
I @ OTkAoYuTE oBLMIA A0CTYN © N3PCAEHOA 33LLMTOR I

J
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4) Ha po6ouiii cranmii 3 OC Windows 10 motpiOHO BKIHOYHATH (YHKIIIOHYBAHHS POTOKOITY

SMB:



ITyck — PowerShell (3amyckaemo Bia iMeHi A qmiHicTpaTopa)
B xomannnomy psaxy PowerShell mumemo:

Enable-WindowsOptionalFeature -Online -FeatureName smbl1protocol

|

Windows Pow ell
(C) Kopnopauy faikpocodpT (Microsoft Corporation). Bce npasa 3awwmwensi.

onpobyiTe HOBY®w KpoccnnatdopmeHHyw obonouky PowerShell (https://aka.ms/pscore6)

PS C:\Windows\system32> Enable-Windo ptionalFeature smblprotocol

TICJIS IBOTO BBOJAUMO Y JIJIs MiATBEP/DKCHHS TIepe3anycKy KOMIT IoTepa:

D |

Windows PowerShell
(C) Kopnopauusa MaiikpocodTt (Microsoft Corporation). Bce npaBa sawmueHsi.

MonpobyiTe HOBy®w KpoccnnatdopmeHHyw obGonouky PowerShell (https://aka.ms/pscoreé)

PS C:\Windows em32> Enable-WindowsOptionalFeature smblprotocol
Bol xoTuTe nepe YCTUTE KOMNBOTEP CEI:!MBC ANA SaBepueHns BTO;‘. onepaunw?
[Y] Yes [N] No [?] Cnpasxa (3HayeHumem no ymonyaHuw ssnsertca "Y"):

5) Ha po6ouiii cranmii 3 OC Windows 10 nmoTpiOGHO BKJIIOUYHTH TOCTHOBHH IOCTYI came 3
IOTO KOMIT FOTEpA:

1. 3anmyckaeTe BiJ IMEH1 aMiHICTpaTOpa KOMaHIHUHN PSI/IOK.
2. 3amyckaere ytuiity Penaktop rpynosux mostituk (gpedit.msc).

4. Jlani nmepexoguTe A0 rOCTHOBOIO IOCTYIy HACTynmHUM YrHOM: KoHiryparis koM otepa
— Administrative templates — Network (Mepexa) — Lanman Workstation.

5. Brimtouaete nmoituky Enable insecure guest logons.

JIvB. pUCYHOK HUXYE!
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=] Nonituka Nokansnuii kowmn'oTtep A Lanman Workstation

v {8 Kondirypauia koun'totepa .
= :J yped g Enable insecure quest logons Setting State

*| HacTpoiiku mporpamHoro sabesneuer

~| Hactpoiikn Windows

~ [ Administrative Templates

ipher suite order Not configured

Edit policy setting. andle Caching on Continuous Availability Shares Not configured

| Centrol Panel Requirements: ME insecure guest logons EHM
v [ Network & Enable insecure guest logons o b4
Background Intelligent Transfer

BranchCache Enable insecurs guest logons = =
| DirectAccess Client Experience &= Mg
1 DNS Client
| Fonts O Not Configured ~ Comment:

Hotspot Authentication
(®) Enabled

Lanman Server
Lanman Workstation () Disabled
Link-Layer Topology Discovery Supported 00! [af |cast Windows Server 2016, Windows 10
| Microsoft Peer-to-Peer Networ
| Metwerk Connectiens
Metwork Connectivity Status In
Netwaork Isolation

| Network Provider

| Offline Files

Options: Help:

This policy setting determines if the SM8 client will allow ~
insecure guest logons to an SMB server,

If you enable this policy setting or if you do not configure this
policy setting, the SME client will allow insecure guest logens.

If you disable this policy setting, the SMB client will reject
insecure guest logons.

Insecure quest logans are used by file servers to allow
unauthenticated access to shared felders. While uncommoen in

an enterprise environment, insecure quest logons are frequently
used by consumer Network Attached Storage (NAS) appliances
acting as file servers. Windows file servers require authentication |,

| oK | Cancel




