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JlaGopaTopHa pooora Ne 4, ba3ose nanamryBanns firewall B RouterOS

Memoro danoi nabopamoprnoi po6omu € oTpuMaHHs 0a30BUX HaBUYOK I10

HanamryBanHio firewall’iB Ha mpucTposix mix kepyBaHHSM orepariifHiii cucTeMi
RouterOS.

3aeoanna na nabopamopmy pobomy

- 3ibpaTtu cxeMy i MPOBECTH MOTIEPETHE HATAIITYBAHHS pOyTepa Yepe3 KOHCOIb
B GNS3

- HanmamryBaTu AuHaMiuHy MapIIpyTH3AIIiIO 1 TIEPEBIPUTH TOCSHKHICTD MEPEXKI.

- Hanamrysaru firewall’n Ha mapmpytnsaropax. [lepeBipuTu npare3naTHicTbh
firewall’iB i poboTy Mepexi

Xix poboru:

[Mepen mouarkom HanamryBanHs firewall Ha mpuctposx Mikrotik HeoOxigHO
IICPEBIPUTH HAIAIITYBaHHS 3a 3aMOoBUYyBaHHAM. 11[00 meperisHyTH mpaBuia
OpanmMayepa 3a 3amoB4YyBaHHsAM uepe3 CLI, HeoOXiqHO BBECTH KOMaH/Y:

/system default-configuration print

JInst moyaTky noTpiOHO 3aXUCTUTHU caM poyTep. s 11boro noTpiOHO BUKOHATH
HACTYITHI JIii:
e HanamryBatu poyrep aiist poOOTH 3 HOBUMM MiIKJIIOYEHHSIMHU 7151 3HUKCHHS
HAaBaHTAKCHHS HA POYTEP;
® CTBOPHUTH CHHCOK anpec st [P-agpec, skuM 103BOJIGHO TOCTYII A0
MapuIpyTH3aTopa,
e yBiMkHYTH fAocTynn ICMP st miarHocTyBaHHS Mepexi(abo BUMKHYTH 3
MipKyBaHb O€3IeKH);
e BCI IHIII MJKIIOYEHHS BiIKHIaTUMYThCs, Kitod l0g=yes Morke OyTH J101aHHI
JI0 TTAKETIB KypHAITY, K1 TOPYIITYIOTh KOHKPETHE MPaBUJIO.

/ip firewall filter

add action=accept chain=input comment="default configuration"
connection-state=established, related

add action=accept chain=input src-address-list=allowed to router

add action=accept chain=input protocol=icmp
add action=drop chain=input
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/ip firewall address-1list

add address=192.168.88.2-192.168.88.254 list=allowed to router

HacTtymHuuM KpokoM moTpiOHO 3aXUCTITH MPUCTPOT JIOKaIbHOI Mepexi. Jlist mporo
Oyze cTBOPEHO CITUCOK ajipec 3 Ha3Boro ''Not_in_internet", skwuii Oye
BUKOPHUCTOBYBATHCT JIJIs MpaBuj GUIbTpallii Opanamayepa:

/ip

add

add

add

add

add

add

add

add

add

add

add

add

add

add

add

firewall address-1list

address=0.0.0.0/8 comment=RFC6890 list=not in internet

address=172.16.0.0/12 comment=RFC6890 list=not in internet

address=192.168.0.0/16 comment=RFC6890 list=not in internet

address=10.0.0.0/8 comment=RFC6890 list=not in internet

address=169.

address=127.

address=224.

address=198.

address=192

address=192.

address=198

address=203.

address=100.

address=240.

address=192.

254.0.0/16 comment=RFC6890 list=not in internet

0.0.0/8 comment=RFC6890 list=not in internet

0.0.0/4 comment=Multicast list=not in internet

18.0.0/15 comment=RFC6890 list=not in internet

.0.0.0/24 comment=RFC6890 list=not in internet

0.2.0/24 comment=RFC6890 list=not in internet

.51.100.0/24 comment=RFC6890 list=not in internet

0.113.0/24 comment=RFC6890 list=not in internet

64.0.0/10 comment=RFC6890 list=not in internet

0.0.0/4 comment=RFC6890 list=not in internet

88.99.0/24 comment="6to4 relay Anycast

list=not in internet

Jlani moaaroThes HACTYIHI paBuia ¢inbrparii Ha firewall’i:

[REFC 3068]1"
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® pakeTH 3 connection-state=established,related nogano nopexumy
FastTrack ms Oinbin mBUAKOI Iepeaadi JaHuX, OpaHaMayep mparroBaTuMe
JIMIIIE 3 HOBUMU HIAKIIOYEHHIMHU

® ckunytu invalid 3'exnanns Ta 3apeectpyBaTh ix i3 npedikcom "invalid";

® BiIKMIATH CIIPOOH JOCTYITY IO HE 3arajbHOJOCTYIHUX aapec i3 BaIloi
JIOKAJIbHOT MEPEXi, JJIS IIBOTO MOTPIOHO 3aCTOCYBATH HAIAIIITOBAHUIN CITHCOK
address-list=not_in_internet, "bridge" - ue inTepdeiic m0KaIBHOI MEPEKI,
K104 10g=Yyes BKIIOUNTh JOaBaHHs 3aMKCy MIPH CIPOOi MOPYIIUTH IPABUIIO 3
npedikcom "'public_from LAN";

® BiAKKMIATH BXIiJHI IAKETH, sIKi He BUKOPUCTOBYIOTH NAT ', etherl e Binkputum
1HTEpEencoM, peecTpyBaTH B )KypHail Bcl cnpobu 3 npedikcom "!INAT";

® nepeiitu 1o nanuora ICMP, mo6 Bunanutu HebaxaH1 nosigomiieHHs: ICMP;

® BiAKUJIATH BX1JHI MAKETU 3 [HTEPHETY, AKI HE € 3araJIbHOOCTYITHUMU [P-
aapecamu, etherl € 3araapHOIOCTYITHUM 1HTEpdeHicoM, BC1 CIIpoOun
peecTpyroThes B KypHai 3 npedikcom "'public';

® CKHUHYTHU MAKETH 3 JIOKAJIbHOI Mepexi, K0 BOHU He MicTATh IP-agpecy LAN,
192.168.88.0/24 — mimmeperxa, 0 BUKOPUCTOBYETHCS B JIOKATBHIA MEPEXKi;

/ip firewall filter

add action=fasttrack-connection chain=forward comment=FastTrack
connection-state=established, related

add action=accept chain=forward comment="Established, Related"
connection-state=established, related

add action=drop chain=forward comment="Drop invalid" connection-
state=invalid log=yes log-prefix=invalid

add action=drop chain=forward comment="Drop tries to reach not
public addresses from LAN" dst-address-list=not in internet in-
interface=bridge log=yes log-prefix=!public from LAN out-
interface=!bridge

add action=drop chain=forward comment="Drop incoming packets that
are not NAT ted" connection-nat-state=!dstnat connection-state=new
in-interface=etherl log=yes log-prefix=!NAT

add action=jump chain=forward protocol=icmp jump-target=icmp
comment="jump to ICMP filters"

add action=drop chain=forward comment="Drop incoming from internet
which is not public IP" in-interface=etherl log=yes log-
prefix=!public src-address-list=not in internet
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add action=drop chain=forward comment="Drop packets from LAN that
do not have LAN IP" in-interface=bridge log=yes log-prefix=LAN !LAN
src-address=1!192.168.88.0/24

J103BOJIUTH JIMIIIe HEOOX1THI KOJM icmp B JIAHITIOKKY "icmp":

/ip firewall filter

add chain=icmp protocol=icmp icmp-options=0:0 action=accept \
comment="echo reply"

add chain=icmp protocol=icmp icmp-options=3:0 action=accept \
comment="net unreachable"

add chain=icmp protocol=icmp icmp-options=3:1 action=accept \
comment="host unreachable"

add chain=icmp protocol=icmp icmp-options=3:4 action=accept \
comment="host unreachable fragmentation required"

add chain=icmp protocol=icmp icmp-options=8:0 action=accept \
comment="allow echo request"

add chain=icmp protocol=icmp icmp-options=11:0 action=accept \
comment="allow time exceed"

add chain=icmp protocol=icmp icmp-options=12:0 action=accept \
comment="allow parameter bad"

add chain=icmp action=drop comment="deny all other types"

3aBiaHHsA Ha JJadopaTopHy podoTy

1. 3i0Opatu cxemy Ha pucyHky 1 B maketi GNS3 3 BUkoprcTaHHAM BipTyaJbHUX
poytrepiB Mikrotik (CHR).
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3. Buxonaru nanamrysanns OSPF Ha poyrepax Tak mo6 xopuctysadi 3 Net_F
MOTJIH 3B’ s13yBaTHCs 3 KopuctyBadamu 3 Net_E 1 Bci BoHU MOTTIH
migKIroYaTucs a0 [aTepHery.

[lepeBiputu mpare3gaTHICTh MapIIPyTU3ALI] B MEPExKi

Hanamrysaru firewall’un Ha poyrepax.

[Mepesiputu poborty firewall’iB B mepexi.

3anuniiTh BUCHOBKH MO BUKOHAH1H POOOTI.

No ok




