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JlabopaTopna podoora Ne 1. OcHoBH po6oTH 3 KOHcOJLTIO B RouterOS

Memoro danoi nabopamoprnoi po6omu € oTpuMaHHs 0a30BUX HaBUYOK 110 POOOTI 3
KOHCOJUTIO B omeparliiiHiii cucremi RouterOS.

3aeoanus na nabopamopmy pobomy

- BcranoButn 1 HanamryBatu GNS3

- Ckauatu o0pa3 Mikrotik CHR i ctBoputu Ha iioro ocHoBi poytep B GNS3

- 3i0paru cxeMy i IPOBECTH MOTIEPEIHE HATIAIITYBAHHS POyTepa Yyepe3 KOHCOIb
B GNS3

- Iigxmountrcs 10 BipryansHoro poyrepa Mikrotik 3a momomororo yTwiiT
winbox

- OsHaloMUTHCH 3 CHHTAaKCMCOM KOMaHI1 B KoHcoul RouterOS

- AxrtuByBatu ROMON Ha mapripyTu3aiito i BukopuctaTi Winbox mis
HanamryBanas Mikrotik poyrepis

Xix poodoru:
Yacruna 1
1. 3aBanTaxkenns i incraasauis VMware Workstation Player.

3asantaxre VMware Workstation Player 3a nocuinanasm
https://www.vmware.com/products/workstation-player/workstation-player-
evaluation.html ta BcTraHOBITH IpOTpamy.

Ile mpopama j1s1 BipTyamizallii 3HaqoOUThCS 711 poOOTH 3 00pa3oM omnepariiHol
cuctemu RouterOS B mepexeBomy cumyisatopi GNS3.

2. 3aBanTakenud i incraasauig GNS3 VM.

GNS3 VM - e BipTyanbHa MallllHA, [0 3aBAHTAKYETHCS B CEPEIOBHIIE
BipTyauizamii (B Hamomy Bumaaky VMware Workstation Player) mist po6otu 3
MmepexxkeBuM cumynsatopom GNS3.
- 3aBanTaxre Bepcito GNS3 VM nns VMware Workstation Player’a 3a
nocuiaanHaM https://www.gns3.com/software/download-vm
- Binkpuiite ckauanuii 0o6paz GNS3VM 3a gomomororo VMware Workstation
Player’a mist ioro iMIopTyBaHHS B CUCTeMy. B HalmamTyBaHHSIX BipTyaJIbHOT
MAaITMHU BCTAHOBITh HEOOX1AHUI 00 €M OTIEpaTUBHOT Mam ST 1 KUTbKICTh
IpolecopiB, Mo BUAUISIETbCS BipTyanbHii Mamnai GNS3VM nnsa podotu. Y
BKJIAJIIII HAJAITYBaHHS Tiporiecopa aist VM nepeBipTe 4u BBIMKHEHA
amapaTHa BipTyasizaiis



https://www.vmware.com/products/workstation-player/workstation-player-evaluation.html
https://www.vmware.com/products/workstation-player/workstation-player-evaluation.html
https://www.gns3.com/software/download-vm
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Virtualization engine
Virtualize Intel VT-x/EPT ar AMD-V,/RVI

Virtualize CPU performance counters

- IlepeBipTe HaMamITyBaHHS BIPTyaJIbHUX MEPEXKEBUX anantepin ams Bamoi VM.

OnuH 3 HEX Mae Oytu BcranoBienuit Ha NAT, a inmmit B Bridge

Device status
Connected
Connect at power on

Metwaork connection

(O Bridged: Connected directly to the physical network
Replicate physical network connection state

(®) MAT: Used to share the host's IP address

(T Host-only: A private network shared with the host
(0 Custom: Specific virtual netwark

VYMnet (Auto-bridging)
(CJLAN segment:

LAM Segments... | | Advanced...

Device status
] connected
Connect at power on

Metwark connection

(®) Bridged: Connected directly to the physical network
[IReplicate physical network connection state

(OJMAT: Used to share the host's IP address

(O Host-only: & private network shared with the host
(D) Custom: Specific virtual network

VMnetD (Auto-bridging)
(CJLAM segment:

LAN Segments... | | Advanced...

- 3amycTtith GNS3 VM 1 nepesipte un oTpuMaina mamuHa IP agpecy Ta uu

3amyckaeThest Web-Ul

GNE3 server wversion: 2.2.31
Release channel: 2.2

WM wersion: 0.13.0

Ubuntu version: focal

Qemu version: 4.2.1
Virtualization: vmware

kWM support available: True
Uptime: up O minutes

IP: 132.1658.0.103 FORT: 80

To log in using S5H: ssh gns3@192.168.0.103

Password: gnsa

To launch the Web-Ui: http://192.168.0.103

Images and projects are stored in 'soptsgnss'

- B anpecnomy psanky 6paysepy BBeaiTh Bianoiany [P-aapecy 3 ekpany VM

i mepesipte poboty web-Ul
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g Servers Projects

P[‘C}iects Go to system status Go to preferences

Search by name

Name 4 Actions

GNS3 Web Ul @ 2020 - v2.2.30

3. JoxaBaunsa Mikrotik CHR B GNS3 VM

‘Add blank project Import project

3a 3amoBuyBaHHsIM GNS3 VM He MicTuTh 00pa3iB MEpeKEBOro 00IaIHAHHS 1 1X
HEeoOXiTHO BcTaHOBIIOBAaTH OKpeMo. Lle ctocyernhes 1 RouterOS Bin Mikrotik.
s nogaBanns poyrepiB Mikrotik 8 GMS3VM ckopucraemocs Bepciero
RouterOS, mo nasuBaetses Cloud Hosted Router a6o CHR.

- 3 ronosHoro ekpany GMS3 web-Ul B 6pay3epi nepeiiiiTh B HaJIAIITyBaHHS

QEMU VM templates

Add QEMU VM template

Empty templates list

KJIIKHYBIH 1o kHom “Go to preferences” i subepite mynkr QEMU

- Harucuits “Add QEMU VM template”. O6epits “Run this QEMU VM
locally”. [aiite im’s1 BipTyanbHii Mammai B “QEMU VM Name”.
- Hanamrryiite “QEMU binary and memory i Buainite He0OXiIHY KUTBKICTh

nam’a1e 1 VM
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3 QEMU binary and memory

ary

Jusr/bin/gemu-system-x86_64

RAM

256

- 3 caitry Mikrotik ckauaiite Bepcito CHR sika Oyzie Bukopucrana Juist
CTBOpEHHs BipTyanbHOTO poyTepa B GNS3VM

M/?‘(/,O-,—’-k Home  About Buy Jobs  Hardware M Support  Training  Account
Softwa re Downloads Changelogs Download archive RouterOS  The Dude  Mobile apps
Cloud Hosted Router ES
6.48.6 Long-term 7.2.1 Stable 6.49.6 Stable 6.49rc2 Testing 7.3beta33 Testing

Images vmdk, vhdx, vdi, ova, img

Main package [@ = @ = E]

VHDX image

VMDK image = = =

VDI image = =

VirtualPC image = = = = =]

OVA template B

Raw disk image =i = = = =

Exira packages =) =

The Dude client = B =

Changelog

Checksum =

- Bxaxite nuisix no ckaganoro oopazy CHR 1 cTBopiTh BipTyanbHuii poyrep
QEMU VM templates

Add QEMU VM template

Mikrotik-7.1.CHR

- Jl1st 10aTKOBOTO HAJAMITYBAHHS KIIKHYTh Ha CTOPEHOMY II1a0JI0H] 1 B pO3LITI
“General settings” B mynkty “Choose symbol” BuOepiTh 3Ha40K poyTepa s
HOBOTO 11a0JI0HY. 30€peXiTh pe3yIbTaTH.
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CTBOPITH HOBUM MPOEKT 1 JJOJIaliTE HA HBOT'O CTBOPEHUHN pOyTep. 3ammyCTiTh
CUMYJIAIIIIO 1 CIIPOOYHTE 3aliTH B KOHCOJIb pOyTepa, 0OpaBIIy ii B MEHIO, 1110
3’ SIBIISIETHCS SIKIIO KJIAIHYTH MO POYTEPY MPaBOIO KHOTKOIO.

‘Mikrotik-7.1.CHR-1

’ o Show node information
E Configure

11 Suspend

l Stop

C Reload

WTTF Web console .
wrTe Web console in new tab

] console

" Change hostname

&% _Change symbol
D Duplicate

. Move layer up

“ Move layer down
T Bring to front
ﬂ Lock item

i Delete

YacTuna 2.

4. Pooora 3 koHco 110 B RouterOS.

Sx1o BIpTYJABHUN POYTEP CTBOPEHO 1 3aIyIICHO 0€3 MOMUIIOK, TO 3aIyCK
BipTyanbHOi koHcom poyTepa B GNS3 VM nacte mocTym A0 KOHCOTI
RouterOS. Tlpu nepiomy Bxo/i B CUCTEMY BaM MOTPIOHO Oyjie BBECTH JIOTIH 1
napoJib. 3a 3aMOBUYYBaHHsM JIOTiH: admin, a mapoJb BiacyTHii. [Ticas mporo
CUCTEMa 3alpOoIOHYE BaM MPOYUTATH JIIIEH31MHY YTOy 1 3MIHUTHU MapOJIb.

[Ticns Bxoay B cMCTeMy HATHCHITH [ Tab] mis orpumanHs iHdopMartii mpo
JIOCTYITHI KOMaHI1 KOPEHEBOI CUCTEMH
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HatucHite knaBinty F111st oTpuMaHHS TOCTYITY 0 PO3TOPHYTOI JOBIIKH 11O
KOMaH/IaM.

—— Certificate management
for a while

tes command
—— list of all wvariables
-— make error wvalue
run ipt as separate console job
-— Local router file storage.
—— Find items by wvalue
ommand for a range of integer values
utes command for every element in a list
set value global wvariable
tes command if condition is true

—— Interface configuration

—— return number of elements in walue
-— set value of local wariable
—— System logs
—— do nothing and return nothing
-— build command from text
—-— Change password
—— return range of string characters or array values
—— Send ICMF Echo packets
—— 8Serial ports
— Point to Point Protocol
— prints argument on the screen
—— Bandwidth management
-— Quit console
—— Radius ient settings
—— Redo previously undone action
-— perform a dns lookup of domain name
—— return value from function
—— return random number in given interwval
—- return random string

- Change item properties

Change item properties
- SNMF settings
—— Bpecial login users
—— commands related to terminal handling
- returns time taken by command to ex te
—— returns time since the epoc
convert argument to array value
onvert argument to truth wvalue
nvert argument to internal number value
nvert argument to IP address value
onvert argument to IPvE address wvalue
convert argument to integer number value
— Diagnost tools
convert argument to string wvalue
onvert argument to time interval wvalue
—— return type of value
—— Undo previous action
—— User management
tes command while condition is true
. or save an export script that can be used to restore

Press Fl for general console usage help
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- 3MiHITh iM's X0cTa KoMaH 1010 System identity set name=noBe-im’s1-xocTa

- JlomaiiTe HOBOTO KOPMCTYBaya KOMaHJI0k0
use add name=user password=12345 group=full

[
Columns: WNAME, GROUP
F NAME GROUP

;7 system default user
) admin full
user2 full

5. Hiaxmouenns RouterOS B GNS3 VM o komn’roTepa KopuctryBaua.

JIist T AKITFOYSHHSI BIPTYaIbHOTO POYTepa JI0 PeabHOT MEPEKY I0JIalTE B CXEMY
exreMenT “Cloud” i 3’eqnaiiTe oro 3 iHTepdeiicom poyTepa

Mikrotik-7.1.CHR-1 Cloud1

R
73

—{ 20 eth

[Tpu nmpaBupbHOMY HanamtyBaHHI MepexkeBux iHTepdeiiciB GNS3 VM 3’sButbes
MO>KJIUBICTh MIKIIOUYUTUCH JI0 BIPTYaJIbHOTO POYTEpa 3 ONepaIiifHoi CUCTEMHU
kopuctyBayva. Jyis mporo 3 caiity Mikrotik ckadaiite yrumity Winbox mis momryky i
migkirouenHs no oonaxuanas Mikrotik https://mikrotik.com/download

Upgrading RouterOS

If you are already running RouterOS, upgrading to the latest version can be done by clicking on T
"Check For Updates" in QuickSet or System > Packages menu in WebFig or WinBox

See the documentation for more information about upgrading and release types

[EHir g

e utilities. Winbox to

I

|

very and re-installation

I



https://mikrotik.com/download
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[Mpu 3amycky WIiNbOX 3’sIBUThCST MOXKITUBICTD TIOIIYKY B MEPEKi BCiX MPUCTPOIB
Mikrotik.

@ WinBox (64bit) v3.34 (Addresses) — O X
File Tools
Connect To: |DC:53:EA:?4:D[}:DD | Keep Password
Login: |admin | [ | Open In New Window
Password: |* | Auto Reconnect

Add/Set Connect To RoMON ‘ ‘ Connect ‘

Managed Meighbors ‘

|Fmd | |a|| || ¥

MAC Address |IPAddress |Idenﬁty i/ |Velsion |Boald |Upﬁme | |v
0C:C3:67:5D:00:00 192.168.0.106 R1 721 (stab.. CHR 00:35:40
Titem

B “Login” i “password” HeoOXiqHO BBECTH JIOTIH 1 APOJIb BiMIOBITHOTO
KOpHUCTYBaua Juis BXoay B cuctemy. Y Bkiaai “Neighbors” BimoOpassTbes Bei
3HaiIeH1 B Mepexi nmpuctpoi Mikrotik (3ayBaxkre, mo BimooOpakaeTnes 1 hostname, i
Bepcis OC, i mardopma npuctporo). OOpasiu noTpiOHMH 1 HaTHCHYBIIH “Connect”
BH 3aiiere B RouterOS BiamoBigHOTO IPUCTPOIO.

e admin@192.168.0.106 (R1) - WinBox (64bit) v7.2.1 on CHR (x86_64) - O X
Session  Settings  Dashbeard
M3 || 4| | Safe Mode | Session: 192.168.0.106 B

/ Quick Set
. CAPsMAN
h Interfaces
T Wireless
< WireGuard
2% Bridge
& pep

®$ Mesh

B p

& MPLS
1PV6

I{ Routing
§':‘:’ System

&7 RADIUS

7. Tools I3
B New Terminal
& Dot1X

E Make Supout.rif
More 2
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dynkmionan Winbox’a mo3Bossie BUKOHYBaTH OUTBIIICTH onepartiii 3 RouterOS B
rpadiYHOMY PEXHUMI 1 € Ty>Ke 3pyUHHI Y BUKOPHUCTAHHI.

6. Iigkawuyenns mo ROMON.

Jliist moganeinoi poOoTH 3 iHIMUME BipTyansHuMu poyTtepamu Mikrotik uepes nanwmii
poyTtep HaMm noTpioHO akTuByBaTH ROMON.

RoMON posmmdpoyetbes sk «Router Management Overlay Network». ROMON
MIPAITIOE, CTBOPIOIOYHN HE3AJICKHY MEPEKY BUSBIICHHS OqHOpaHroBoro piBHa MAC Ta
nepecwiands ganux. Koxxnomy mapiipytuzatopy B mepeki RoOMON npucBoroeThes
roro igenTudikarop ROMON. RoMON ID mosxna Bubpatu 3 MAC-agpecu nopty
a60 Bkazatu kopuctyBadeM. [Iporokorn RoMON He Hagae nociayr mudppyBaHHS.

AxtuByBat ROMON mosxHO a60 3 BukopuctanHsm GUI winbox a6o uepes
TEepMIHaJ.

CkopucTyemocs TepMminaioM i BBeaemo komanay tool romon set enable=yes
[2dmin@R1] > tool romon set enable=yes

Tenep, Koy MU 10J1aMO Ha cXeMmy Ime oauH poyrep Mikrotik i miakimrodeMo #oro 1o
nepiioro, To micis aktuBaiii ROMON Ha HbOMy, Or0 MOXKHA Oy/1e 3HAUTH Yepes
winbox.

Mikrotik-7.1.CHR-2 Mikrotik-7.1.CHR-1 Cloud1

;:—eo el ;:—eﬂ—ah@




Kuromupcbka
moJiiTexHika
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& WinBox (64bit) v3.34 (Addresses)
File Tools

Connect To: | 192.168.0.106
Login: | admin
Password: |*

RoMOM Agent | 192.168.0.106

Add/Set

Managed | RoMON Neighbors

Y | Refresh

Address
0C:32:43.CF:00:03

1item

Cost Hops Path
200

-

C:32:43:.CF:00:03

L2mTU

Identity

Version Board

v Keep Password

v Auto Reconnect

¥

Disconnect From RoMON

Open In New Window

[ToniGHuit crioci® HamamTyBaHb JOBOJI 3py4uHuil mpu po6oTi 3 GNS3 VM 1
poyrepamu Mikrotik B cxemi.

7. HanamryBanns IP-aapec inrepdeiicis.
Jli1st Toro o6 JI3HATUCH CITUCOK 1IHTEP(DENCIB pOoyTepa BUKOPUCTOBYIOTh

KOHCOJIbHY KOMaHy (3BepHITh yBary Ha KooKy NAME — Hymeparris

inTepdeiicis 3 oquami!):
interface print

Jnst orpumannd iHpopmarii po [P-agpecu BiAnoBIAHUX 1HTEPEHCIB

[admin@R1] > interf
Flags: E - RUNMNING
Columns:

# NAME TYPE

0 E etherl ether

1l E etherZ2 ether

2 R esther3 ether

3 R etherd4 ether

“ace print

ACTUAL-MTU
1500
1500
1500
1500

BUKOPHUCTOBYIOTh KOMaHY.
ip address print

[admin@R1 ]
L - DYNAMIC

ADDRESS, NETWOERK,
NETWORK

Flags:

Columns:

# ADDERESS

0 D 192.168.0.106/24

> ip address print

182.168.0.0

MAC-ADDRESS
OC:C3:87:5D
OC:C3:67:5D
OC:C3:e7:5D
0Z:C3:67:5D

INTERFACE
INTERFACE
etherl

NAME, TYPE, ACTUAL-MTU, MAC-ADDRESS

:00:
:00:
:00:
:00:

Qo0
01
0z
03
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Jnia Toro mo6 npusHauuTH iHTepdeiicy IP-aapecy HeoOXiqHO HaNKMCAaTH HACTYITHY
KOMaHJy:

ip address add address=192.168.10.1/24 interface=ether2

[Tam’sTaiiTe mpo Hymepailito iHTepdeiciB B il komauai! Bona iife 3 onuHuil, a He
3 HyJs!

[2dmin@R1] > ip
[2dmin@R1] > ip a
Flags: D — DYNAMIC
Columns: ADDRESS, NETWORK, INTERFACE

# ADDRESS NETWORK INTERFACE
0 D 1%2.162.0.106/24 192.168.0.0 etherl

1 192.168.10.1/24 192.1e8.10.0 ether?z

ldress=192.1€68.10.1/24 interface=ether?2

[lepeBipTe MOCSHKHICTD BIAMOBIIHUX 1HTEPEHCIB

3anuiiTh BACHOBKH 110 BUKOHAHIH poOOTI.



