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System and network monitoring. Mooy #1. Ocnosu cucmemHno2o MOHIMopuHzy
CucmemHuti ma mepedxcruti monimopure. Jlexyisa #1. Bcmyn 0o cucmemno2o MOHImMoOpuHe)y.

Inan nekwii . Tema 1. BeTym 10 CHCTEMHOrO MOHITOPHHTY.

. Bu3Ha4eHHS CHCTEMHOTO MOHITOPHHTY Ta HOTO POJIb y Cy4acHHX iH(OPMaLiHHUX TeXHONOTIsX.
. OCHOBHI NPHHIMIIN Ta 11iJIi CHCTEMHOT'O MOHITOPUHTY.
. Buu MeTpHK, 110 BUMIPIOIOTHCS IIPH CHCTEMHOMY MOHITODHHTY.

Busnauennsa cucmemno20 MoHimopun2y ma_iioz2o0 posy y cy4achux inghopmMaitinux mexHonoziax.

Harur npeamet nprCBsiMeHHIT MOHITOPHHTY CEPBEPIB Ta KOMITIOTEPHUX MEPEXK.

Bynb-sxuil cucreMHunii anMiHICTpaTop 3HAE, 10 MOHITOPUHT € BXIMBUM. [HOII — JyXe BaxIMBUM. €, 3BUUaifHO, KpalHiCTh, KO (haxiBelb CIIOAIBAETHCS
II3HATHCS PO aBapiliHy CHTYyaIio 3a A3BIHKAMHU PO3IIOYECHHX KIIIE€HTIB, aje I KpaifHiCTh IBHAKO IIEPEeXOAUTH a00 Ha PO3yMiHHS Homepe Hbo1 (pasu, abo
Ha LIBUJIKE PO3IYyYeHHs 3 1uM (axiBueM. Moy NpOBECTH aHAJOrii0: «AOO CHCTEMHHMIT aJMiHICTPAaTOP BUKOPUCTOBYE MOHITOPUHI pOOOTH CEPBEPIB Ta
Mepex, abo y HbOTo 3'SIBISETHCS Ay)Ke 0arato BUTBHOrO Yacy Ta Iy)Xe Mayo rpomeii». Tox 3ylmMHsIEMOCh Ha TOMY, 1[0 MOHITOPHHT Ma€ OyTH. Alle TYT €
031114 po3raly)keHb y BUOOpI MiIXOLy O CTBOPEHHS CHCTEMHU MOHITOPHUHTY. I OCb MU HaOIM3WIKMCS A0 HMOHSATTS IO X TaKe TOM CaMUii MOHITOPHHT, SKi
HOTO BUJIM iICHYIOTb, Ha SIKUX NPHHIMIIAX BiH Oyy€ThCS.

Mec kpyrnwi
Hi, nnockun

Puc. 01.01. «Crnocrepiradi» Ha «00’€KTi MOHITOPHUHTY»

MeHi y>xe 0100a€ThCs OIKC CUTYallii Ha KapTHHIII 3 ABOMA «CIIOCTEpiradaMm» Ta «00’€KTOM MOHITOPUHTY». Ha skaib st Tak i He 3HAHIIIOB EPHIOPKEPENIO
LbOrO KOMIKCY — BJIACHMKH TEJIErpaM KaHaliB JOOIATh MI0Ch nmouynut 0e3 3rajaku aBropa. Ha puc.01.01 crmoctepirayi »uByTh Ha 00’€KTi, ajne uepes
HEBIPHO HaJALITOBAHMH MOHITOPHHT MalOTh PO HHOrO XHOHE Ta YacTKOBe ysiBiIeHH ©

MOHITOPHHT € KIIIOUOBOIO CKJIAJOBOIO YIIPABIIIHHS Ta MIATPUMKHU 1HPOPMALiHHIX CHCTEM Ta TEXHOJIOTIH. ICHye Kinbka BU/IIB MOHITOPUHTY, KOXEH 3 SIKHX
Mae CBOI XapaKTePHUCTHKHU Ta BajJIUBICTh I CHEeU(pIYHNX [iJIel Ta HOTpeo.

SIKIIO MU BiZIKPHEMO CTATTIO MOHITOpPHHT Yy Bikimnesuii, TO MpoYnTaEMo, 110 MOHITOPHHI 200 MOHITOPUHI (YKp. CIIOCTEPEKEHHS) — CHCTEMa IOCTIHHOrO
CIIOCTEPEKEHHS 3a SIBUIIAMH 1 TIPOIIECAMH, [0 TIPOXO/ATh B HABKOJIHUIIHBOMY CEPEIOBHIII, CYCIIBCTBI, PE3yIBTATH SIKOTO CAYTYIOTh IUTSl OOT PYHTYBaHHS
YIPaBIiHCHKUX PillIEHb MO 3a0e3MeUeHHI0 Oe3MeKH JIIoiel Ta 00'€KTiB/Cy0'eKTiB (HANPUKIIAL], eKOHOMIKH).

VY MWMpOKOMY CEHCI MOHITOPUHT — 1€ IpolLec Oe3nepepBHOro abo peryisipHoro (nepiognuHoro) 30opy iHpopMallii Ipo CTaH NEBHUX NapaMeTpiB 00'eKTy
a00 cy0'eKTy CIIOCTEpPEKEHHS (MOHITOPHHTY).

MeTroo MOHITOPHHTY MOXe OyTH Hakomu4eHHs iHdopmauii mais ii moJanbUIOro aHamizy Ta NPUUHATTS YIPABIIHCHKOTO pillleHHs, abo mocTiiiHe
BIJIC/IIZIKOBYBaHHSI CTaHy O0'€KTY MOHITOPHHIY 0e3 30epeXeHHs Iomnepe/Hboi iHpopMallii mpo 00'eKT 3 METOK CBOEYACHOTO PearyBaHHS (HPHAHATTS
YIPaBIiHCHKOTO PillleHHs) IPH IEeBHUX KiNbKICHUX a00 SIKiCHUX 3MiHaX 00'€KTa.

3nilfiCHeHHs: MOHITOPUHIY MOXKe OyTH aBTOMAaTH30BaHE: NMPH ABTOMATHYHOMY KOHTPOII BifOyBaeThcsi OTpHMaHHs i 00poOka iHdopmauii mpo cTaH
00'exTa/cy0'eKTa Ta 30BHIIIHIX YMOB JUIS BUSIBICHHS ITOAIH, [0 BU3HAYAIOTh YIPaBIIiHChKi 1ii. Takoro momicio Moxe OyTH Oynb-sIKuid 3a3/1aJerinp 3aaaHnit
napaMerp: MosiBa JIeTali 3 po3MipaMy, L0 BUXOJATh 32 JOMYCTUMI MEXi, KOPOTKE 3aMHUKaHHS €JICKTPUYHOI MEepexi, BUXiJl TEMIEPATyPH 3a BCTAHOBJICHE
3HA4YeHHs, aBapis 00JIaJHAHHS Ta IHIII.

3BHYAHO, [0 MU He OyZeMO BUBYATH MOHITOPHHT METEOPOJIOTIUYHUX SIBUIL, Y4 MOHITOPHHT apTepialbHOrO TUCKY i HACHYEHOCTI KPOBI KHCHEM Y XBOPHX
Ha COVID. Ipeamer BUBUCHHS IPUCBSYEHUHN TUIBKH CHCTEMHOMY Ta MEPEKEBOMY BHIaM MOHITOPHHTY. AJIe, SIKIIO PO3IIISIaTH Cy4acHi BUIA MOHITOPHHTY
B iH(popManiiiHUX cHCTeMaX, TO iX foBoii 6arato. OCHOBHI BUIU MOHITOPHHTY iH(pOPMALIHUX CHCTEM BKIIIOYAIOTh!

Tabmuus 01.01.

Omnuc

Buja MoniTopuHTY

b MoHiTOPUHTY

CucreMHHii MOHITOPHHT
(System Monitoring)

BincrexeHHs mapamMeTpiB Ta MOKA3HHUKIB, 11O CTOCYFOThCS
arnapaTHOTrO Ta MPOrPaMHOr0 3a0e3MeUeHHS CHCTEMH
(omepauiiiHa cucTeMa, IpoLEecop, Mam'sTh, MEpeka TOLIO).

OuiHka NPOIYKTUBHOCTI, HAaTIHHOCTI Ta e(pEeKTHBHOCTI
CHCTEMH, BUSBIIEHHS aHOMAJTii Ta MPOOJIEM JUTSl IIBUIKOTO
pearyBaHHs.

MepeikeBHii MOHITOPHHT
(Network Monitoring)

MOHITOPUHT MEpEeXEeBUX KOMIIOHEHTIB, Tpadiky Ta
3'e/lHaHb, 100 BHUABUTH HE3BMYAiHY ab0 HENpaBUIbHY
AKTHUBHICTb.

3abe3neueHHs Oe3neKH, BUSBJICHHS 1 BUPILIEHHS TPo0JieM Yy
MepeKeBiit iHppacTpyKTypi.

Omuinka pobOTH JOJATKIB,

(Security Monitoring)

KypHaaoBaHHs
(Logging)

JonaTkOBuii MoniTopunr | CrocrepexxeHHs 3a JIOJATKAMH, OLlIHKA ix  BUABIICHIA T4 yCYHCHIA
s oo . oo . . .. | mpobieM, TOKPAIleHHs BiAMOBIAHOCTI MO  BHUMOT
(Application Monitoring) MPOAYKTHBHOCTI, HAaJgifHOCTI Ta BIiATYKy Ha  mii p > pal a 2 A
. KOPHUCTyBadiB.
KOPHCTYBAYiB. pUCTY!
Be3nexoBuii Moniropunr | CrHOCTEpEKCHHS 3a MOAISIMM Ta aKTUBHICTIO, 1[0 MOXYTh | 3a0e3neueHHs Oe3leKkH, BHSBICHHA Ta 3anobiraHHs

BKa3yBaTH Ha INOTCHILIHHI KiOep3arpo3d Ta HOPYIICHHS
Oe3MeKH.

3amuc mopid, niif Ta cTaHy CHCTEMH Ta JOJNATKIB JUIS
MOAANBIIOrO aHAII3y Ta BUSBJICHHS aHOMATIH.

Kibeparak, 3aXUCT BiJl HECAHKI[IOHOBAHOT'O JIOCTYITY.

3a0e3mmeueHHs MOXUIMBOCTI  aHANi3y Ta  BHSBICHHS
HE3BMYAHHOI aKTHBHOCTI, BUPiLlIEHHs IpoOieM Ta Oe3MmeKu.
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Pi3HHIs MiX OUMH BUJaM¥ MOHITOPHHTY HOJSTAa€ B TOMY, IO KOXKEH 3 HHX CIPSIMOBAaHMII Ha BiICTEXKEHHS Ta aHANI3 IEBHHX aCHEKTIB CHCTEMH Ta ii
exocucteMd. CHCTEeMHHH MOHITOPHHI Opi€HTOBAaHMI Ha amapaTHy Ta NPOrpaMHy YacTHHY CHCTEMH, MEPEKEBHH - Ha MepexeBy iH(PPACTPYKTypy,
nonatkOBuil - Ha IporpaMHi JOAATKH, OE3MIEKOBHIA - Ha BUSBIICHHS 3arpo3 Ta 3aXMCT BiJl HUX, a )KyPHAJIIOBAHHS - HA PEECTPAIlil0 Ta 30epeXeHHs NOAIN s
aHaui3y. Lli BUAM MOHITOPHHTY € OHAKOBO BaXKIIMBHMH JUIs 3a0e31eueHHs e()eKTHBHOCTI, HaiIIHOCTI Ta Oe3MeKH CHCTeM Ta TOTATKIB.

CHcTeMHMIT MOHITOPHHT - I1¢ KOMIUICKCHHH IPOIEC aBTOMATHYHOrO a00 PyYHOro HATIIINY, aHAIli3y Ta OLIHKU IapaMeTpiB Ta (QyHKIiH MEeBHOI CHCTEMH
abo rpymu cucteMm. Lei mporiec opraHi3yeTsest As HaJaHHS MOBHOI Ta 00'€KTUBHOI iH(OpMAamii po cTaH CHCTEMH B peallbHOMY daci a00 Ha IEBHUX eTalax
ii po6oTi. OcHOBHA MeTa - 3a0€3[IEYNTH BUacHe BHSIBICHHS Ta pearyBaHHs Ha Ipo0IeMH abo BiIXIIeHHS B poOOTi cHcTeMH Juls 3abe3nedeHHs ii cTabibHOCTI
Ta epeKTUBHOCTI.

JUtst KpaIoro po3yMiHHsI, [0 TaKe CY4aCHHUI CHCTEMHHUI MOHITOPHHI HEOOXiHO KOPOTKO PO3IJISIHYTH
HOTro eBOIIOLII0 B cydacHOMY cBiTi IT:

. Ilepion 3apoakeHHs. ;
ITouaTkOBO CHCTEMHHII MOHITOPHHI OyB oOMexeHHM Ta 06a3yBaBCs Ha MIiHIMAIBHHX 3aco0ax.
OcHoBHUI (oKyc OyB Ha MOHITOPHMHTY amnapaTHOro 3abe3neueHHs (Ipolecop, nam'saTh, JUCK) Ta
0a30BUX OMNEpalifHUX TMapaMeTpiB, M0 3a0e3MeyyBalOCsi CHUCTEMOIO areHTiB. ATEHT - Iie
IPOTpaMHHUIT KOMITOHEHT, 110 BCTAHOBIIIOETHCSI HA KOHTPOJILOBAHOMY 00'€KTI (CHcTeMi, cepBepi,
MEpEeKEBOMY IMPUCTPOI), m00 30upaTH Ta HepeAaBaTd METPUKH Npo ioro crtaH. Takumil mimxin
BHMaraB BEJIMKOT0 00CATY aMiHICTPaTHBHOI POOOTH JUIS YIIPaBIiHHS Ta M ATPUMKH CHCTEMH.

. Epa Mepesk Ta KOMI'IOTEPHUX CHCTEM.
3 HONMPEHHSIM MEepPeX Ta 3pOCTAHHSAM CKJIAJHOCTI CHCTEM 3'SIBUITHCS IHCTPYMEHTH JUISI MOHITOPHHTY MEPEKeBOi aKTHBHOCTI Ta OOMiHY JTaHUMH MiX
CHCTEMaMHU.
Po3BuTok areHTHOi Ta Oe3areHTHOi (agentless) apXiTekTyp ans 300py METpHK Ha MEpIIOMY €Talli NMPHU3BIB 10 NMOSBU IEHTPANi30BAaHUX CHCTEM
YIPaBIIiHHS areHTaMH, 10 J03BOJISUIN KEPYBaTH Ta OHOBIIIOBATH X MacOBO.
3BUYaliHO, 110 BUKOPHUCTAHHs arcHTIB Ja€ BEJIWYE3HI OOHYCH 3aBISKU IMIMOOKIH iHTerpamii Ta JOCTYHy 0 JeTanbHOl iHpOpMaIlii Ha PiBHI KOKHOL
CHCTEMH, a TAKOXK MOXKJIMBICTh BUKOPHCTAHHS JIOKAJIBHUX PecypciB Juist 0OpoOKH Ta aHaNi3y JaHHX. € 1 MIHYCH, a caMe Be/HKa KiJIbKiCTh areHTiB MOXe
HPU3BECTH JI0 JOJIATKOBOTO HABAHTAXXEHHS HA CHCTEMY Ta 3MEHILICHHS IPOAYKTUBHOCTI.
V BHIIaJKy BUKOPUCTaHHS areHT-JIecC apXiTeKTypH, 30ip Ta aHaIi3 METPHK BiOyBaeThcsl €3 BCTAHOBJICHHS CIIEL[iaJIbHUX areHTiB Ha KOXKHOMY 00'€KTi.
3aMicTh 1IOTO, JaHI MOXKYTb 30UpaTUCS 3 LIEHTPaJI30BaHUX JUKEPEN a00 BUKOPHUCTOBYBATHCS ar€HTH, SIKi BXKe MPUCYTHI Ha 00'ekTi (Hanpukiag SNMP
(Simple Network Management Protocol) Ta WMI (Windows Management Instrumentation) npoTOKOJIH, III0 BUKOPHUCTOBYIOTHCS JJIsi MOHITOPHHTY Ta
KepyBaHHs KOMIT'IOTEPHHMH CHCTEMaMH Ta MEPEKaMu).

. CyuvacHi TeHaeHuii.
3pOoCTaHHs BEIMYHMHH JAHUX | O0YMCIIIOBAILHOT MOTY>KHOCTI IIPU3BEJIO 10 HEOOXIHOCTI PO3BUBATH CUCTEMH MOHITOPUHTY JUIS MacIITA0OBaHOCTI.
ITosiBa XMapHHUX TEXHOJOTiH MPHU3BENIO IO HEOOXITHOCTI MOHITOPHHTY PECypCiB y BipTYalbHIX OTOYCHHSAX. ABTOMATH3ALIis
Ta BUKOPHCTAHHS IITYYHOTO iHTENEKTY IS IPOrHO3YBAHHS Ta YNPABIIiHHSI PECYPCAMU.

. 3ocepe/iKeHHs Ha Gi3Hec-MeTpUKAX.
3aMiCTh BUKIIOYHO TEXHIYHHX HapaMETPiB CTABUTHCS aKLEHT Ha METPHKAX, 1110 BIUIUBAIOTH Ha Oi3HEC-TOKa3HUKH.
BpaxyBaHHS TOKa3HUKIB JTOCTYITHOCTI JUIS KiHIIEBHX KOPUCTYBAYiB 1 B3a€MO3B'SI3KY 3 (DiHAHCOBHMH pPe3yIbTaTaMH.

. Po3mupenns @yHKIiOHAIBLHOCTI.
Po3BuTOK iHTErparii 3 iHIIUMH CHCTEMaMH, TAKUMH SIK CHCTEMH JIOTYBaHHS, MOHITOPHHT 0e3MeKH, Ta iHmmMH enementamu 1 T-exocucreMu. AHami3
JIaHUX JUIS IPOrHO3YBaHHS Ta MONEPEeDKEHHS IpobJIeM 3a3/1aleTib.

3apa3 CHCTEMHHMIT MOHITOPHHT - Iie He MPOCTO IHCTPYMEHT JUIsl BHSIBICHHS TEXHIYHUX HEMONAJIOK, ajie 1 CTPATEeridHuUi eJIEMEHT, 110 CIPHSE MOKPAICHHIO
e()eKTUBHOCTI, 3a0€3MEUCHHIO HAIMHOCTI, Ta BiJMOBIJHOCTI Gi3HEC-LiIsIM KOMIaHii.

Bu3snauenna cucmemnozo MOHImopunzy ma 020 pons y cy4acnux inghopmayiitHux mexnonoziax.
JlaBaiiTe 3ynNMHUMOCH HA POJIi CHCTEMHOI'0 MOHITOPUHIY y Cy4acHUX iHopMaNiiiHMX TeXHOJIOrifAX, a caMe Ha 3HAYCHHI CHCTEMHOT'O MOHITOPHHTY
Juisi Oi3HECy Ta opraHizauiit:
CucTeMHH MOHITOPHUHT MPECTaBIIsIe€ COOOKO KIIIOUOBUH €IEMEHT B YIIPaBIIiHHI Ta 3a0e3neueHHi eekTuBHOCTI iHpopMatiiHux TexHomnoriit (IT) B cyuacHux
6izHec-cepeouIax. Mu nmaM’aTaemMo, 1110 e IPolec BKIIOYa€ CHCTEMaTHYHNH HAaTIIsA) 32 (DYHKIIOHAIIBHICTIO, POIYKTHBHICTIO Ta HagiiHicTio ITcncrem,
JI03BOJLSTIOUH 3a0e3neunTr OesnepebiiiHy poboTy iHGpacTpyKTypH Ta YHHKHYTH 6araTbox mpo0ieM Juist Oi3Hecy 3a IMOPIBHSHO HEBENUKi KOIITH. A Terep,
Bauri aprymenTs 6i3Hec KepiBHHITBY TSl PO3TOPTAHHS YH YIOCKOHAICHHS CHCTEMHOTO MOHITOPHHTY:

Tabmuus 01.02.

X

3abe3neyeHHs Oe3nepediiiHocTi podoru. | <  MOHITOPHHT J03BOJS€ ONEPATUBHO BUSBISATH Ta BHUPILIYBATU TEXHIUHI Mpoliemu, 3amodirarouu

nepebosiM y poOOTi CHCTEM Ta CepBiciB.

0
o

IMepenbaueHHs MOXINBHX 300iB Ta X YCYHEHHS 10 TOTO, SIK BOHH BIUNIMHYTb Ha Oi3HEC-TPOLIECH.

2
o3

ITinBMIEHHS NPOAYKTUBHOCTI. Busnauenns cnabKHX MiCLlb y CHCTEMI Ta ONTUMI3aLlis pecypciB A1 MAKCHMAJIbHOI IPOLYyKTUBHOCTI.

0
o

AHati3 METPHK J03BONISE ePEKTUBHO PO3MOIIISITH PECYPCH Ta YHUKATH TIEPEBaHTaXKCHb.
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3MeHIIeHHsI BUTPAT TA MiIBHILEHHSI «  EdexTuBHHI MOHITODHHI MOXE MOINOMOITH YHHKHYTH HEIJIAHOBAaHMX BHTpaT Ha PEMOHT abo
BapTOCTi. BIZTHOBIICHHS ITiCJIs aBapiii.
< OntuMizanist poOOTH CHCTEMH JO3BOJISE 3MEHIINTH BUTPATH HA HEPrilo Ta PeCypcH.

Bu maere yiTko po3ymity, mo crpareris IT i cucTeMHMiT MOHITOPUHT B3a€MOJIIOTh ISl OCATHEHHS O1IbLIOT €pEKTUBHOCTI Ta IOCSATHEHHS Oi3HecC-Linei
opranizamii. I oi peui — Banr «3aii3Huii» apryMeHT nepes KepiBHHITBOM.

Tabmuus 01.03.

BupimenHs crpareriynux 3apaanb. | CHCTEMHHH MOHITOPHHI aJanTyeTbesi mif crpareriyni mimi IT, chopsiMOBYIOYM CBOIO [isUIBHICT Ha
BUMIPIOBAaHHS MapaMeTpiB, sIKi BaXKIUBI AJIsl CTPATErivHOro ycmixy. SIk HaWmpocTimmil npuKiIaa HaBOAUMO
[IPOTHO3YBAHHS BUTPAT PECYpPCiB:

BuMiproBaHHs BUTPAT pecypciB (Ipoiecop, mam'sath, Mepexa) I03BOJISE aJeKBaTHO BUPaxXyBaTH, sIKi pecypcu
OyayTh MoTpiOHI 1 3a0€3MMe4YeHHs ITaHOBOI JOCTYITHOCTI IIPU 3POCTaHHI KOPUCTYBALILKOTO MOIHTY.

Bu3HauyeHHs KJIIOYOBHX Metpuky, sKi 30MpalOThCs CHCTEMHUM MOHITOPHHIOM, CTalOTh OCHOBOIO JUIS BH3HAYEHHS KIIOYOBUX
MOKA3HUKIB e)eKTHBHOCTI. noka3HukiB edexruBHocTi (KPI - Key Performance Indicator) IT-crpaTerii.

[puknaa: migBuineHHs e()EKTUBHOCTI 0OpOOKM TpaH3akuiii y ¢(iHAHCOBOMY [0HAaTKy -BH3HAYAEMO
HaBaHTAXKEHH Ha CKJIAJIOBi (piHAHCOBOrO ToAATKY (application, 6a3y nanux, WEB-cepBep) i y HaiinpocTtimomy
BUIIAJIKY NMEPEPO3MOALIIEMO PECYPCH.

IpuckopeHHs1 NPUHHATTS pillieHb. MOoHITOPUHT Haja€ 3BiTH Yy peanbHOMY, a00 OIH3bKOMY JO pealbHOro 4Yaci, sIKi JONOMaraloTh IpuilMaTé
OOrpyHTOBaHI cTpaTeriudi pimeHHs. TyT HaBiTh He MOTPIOHO HABOAWTH NMPUKIAINA — BCl OAUMIIH K BUIJIAAE
cHUTYyalilfHa KIMHATa, Jie Ha BEIMKUX eKpaHaX MAITIOIOThCS JiarpaMH, a 3a X ANHAMIKOIO CITIIKye HepCOoHal.

CrpusiHHA iHHOBaLisiM. MOHITOPHHT [03BOJISI€ BYACHO BUSIBISITH HOBI MOMJIMBOCTI Ta BIPOBADKYBAaTH IHHOBALiifHI pillleHHs, IO
BIJMOBIZIAIOTh CTpATETil OpraHi3amii, a caMe OHOBJIIOBATH NPOrpaMHE 3a0€3MEUCHHS, 3MIHIOBATH CKJIaJOBI
«3a1i3a», YIOCKOHAIFOBATH 3aXHCT.

3yNMHUMOCH Ha MIPUHLIUIIAX 300pY AaHUX MPU CHCTEMHOMY MOHITOPUHTY, IO BKJIIOYAIOTh B ce0€ HACTYITHI aCIIEKTH:

Ta6muns 01.04.

Bu3HayeHHs KJIHOY0BHX Bu3HauTe OCHOBHI IapaMeTpH Ta METPHKH, SIKi B X04eTe MOHITOpUTH. 1le MOXyTh OyTH NIPOIYKTUBHICTh, IIBUAKICTH

metpuk (KPIs) peaxuii, 3aBaHTa)KEHHSI CHCTEMH, 00CATH JaHUX TOIIO.

Bubip 3acobis O06epiTh IHCTPYMEHTH Ta IPOrpaMHe 3a0e3MedeHHs, SKi J03BOJAIOTH 30MpaTH, aHali3yBaTH Ta BidyamizyBaTu mai. Lle

MOHITOPHHTY MOXYTb OYTH CIiCIiaJIbHi MOHITOPHHIOBI CHCTEMH 200 BIaCHOPYY PO3POOIICHI PillICHHS.

HanamTyBaHHs CkoHirypyiiTe iHCTpYMEHTH MOHITOPHHTY IS 300py JaHUX 3 OOpaHHX METPHK Ta apaMeTpiB. BcraHOBITH npaBmita

MOHITOPHHTY Ta IOPOroBi 3HAYCHHS, 32 IKUMH Oy/ie BUSBICHO aHOMAJII.

36ip Ta arperauisi JaHuX CucremMaTH4HO 30HpaiiTe AaHi 3 00paHOro CHEKTPY MeTpUK. 1le Mojke BKIIIOUaTH OTpUMaHHS iH(opManii mpo pecypen
CHCTEMHU, BXIi/IHI Ta BUXIiJIHI JaHi, BIAT'YKH KOPUCTYBAYiB TOILIO.

AmnaJi3 Ta inTepnpeTanis IIpoBoxbTe aHai3 OTPUMAHHUX JAHHUX JUIS BUSBICHHS aHOMAIii, MPOrHO3yBaHHS MPOOJIEM Ta BU3HAUCHHS MOXXIMBHX

JaHUX nusixiB BupimeHHs. [TopisHrolite 3i 3HaueHHssMu KPIs Ta moporoBuMu 3HauYeHHIMH.

Bizyanizanis pe3yabrartis Buxopucroyiite rpadiky, miarpaMu Ta iHINI 3acoOM Bizyamizamii Ul HAIJISAHOTO HPEICTABICHHS pPe3yIbTaTiB

MOHITOpHHTY. Lle moNermuTs po3yMiHHS CTaHy CUCTEMH Ta JO3BOJIUTH NPUIMATH OOIPYHTOBAHI PiIICHHS.

3BiTHicTh Ta ToKyMeHTaNin | BexiTh JeTanbHy JOKYMEHTALil0 MPOLECY MOHITOPUHTY, pPe3ylbTaTH aHamidy Ta HpuitHsti pimenns. lle crane
BaXIIMBUM JDKEPEIoM iH(popMallii Juis oJalbIINX yAOCKOHAICHb Ta ONTHMi3alii.

ABTOMAaTH3alis Ta Po3rIsHETE MOXIIMBICTh aBTOMATH3ALli1 IPOIIECY MOHITOPHHTY JUISl €EKTUBHOCTI Ta TOYHOCTI 300py naHux. Ha ocHOBI
onTumisaunis aHaIIi3y Pe3yNbTaTiB BJOCKOHAIIONTE CTPATEril0 MOHITOPUHTY Ta IAPaMETPH aHANTi3Yy.

CucTeMHHiT MOHITOPUHT BKJIFOYA€ B ce0e HACTYITHI eIeMEHTH:
Tabmuus 01.05.

36ip naHnx Lle Brurouae 36ip iHdopMallii Mpo mapaMeTpy CHCTEMH, Taki K MPOAYKTHBHICTh, BAKOPHCTAHHS PECYPCIB, CTaH MEPExi,
3arpo3y Ta iHIIi Ba)KJIUBI ITapaMeTpH.

AHaJi3 Ta 00po6ka OtpuMaHi JaHi aHANi3yIOThCS IS BHSBIECHHS aHOMANiM, TPEHMIB, NPOTAINH y NPOJYKTHBHOCTI, BKa3iBOK Ha MOMIIUBI
JAHHX pobnemu a60 BIOCKOHATIECHHS e(peKTHBHOCTI CUCTEMH.

Bizyanizanis Ta Pe3ynbraTi aHamizy AaHUX HONAIOTHCS y BUIIAAI 3po3yMinux rpadikis, aiarpam, maHeneil indopmamii, siki qomomararoTb
3BiTHiCTH orepaTopam Ta yHPaBIiHIM JICTIIEe PO3YMITH CTaH CHCTEMH Ta NIPHIMATH BiAOBI/HI PillICHHS.

CnoBimenns ta CucTeMHHH MOHITOPHHT MOXKE BKJIFOYAaTH aBTOMAaTH30BaHI IPOLECH CIIOBILIEHHS PO pobiieMu abo BusBiIeHi aHoMauii. e
aBTOMATH3aLs JI03BOJISIE ONEPATHBHO PearyBaTH Ha HETATHBHI SBHUIIA Ta 3al00iraTH MOXKIIMBUM 3005M.

Ouinka Ta ontumizagisn | OTpuMaHi pe3ynbTaTH aHANi3y BUKOPHCTOBYIOTHCS IS OLIHKH €()eKTUBHOCTI CHCTEMH Ta NPHUHHATTA pilleHb IOAO ii
onTUMi3alil, TOKPAIIeHHs IPOIYKTUBHOCTI Ta 3a0e3meueHHs cTabiIbHOCTI poboTH.

CyudacHi iHpopMamiiiHi TEXHOJOTI] € HEBiA'€eMHOIO CKIaI0BOIO AIsUIBHOCTI Oi3Hecy Ta opraHizamiil y Beix cdepax. ¥ boMy KOHTEKCTi CHCTEMHHI MOHITOPUHT
Mae KpUTUYHE 3HAUCHHS JUlsl 3a0e3IeueHHs HaliifHOCT, epeKTHBHOCTI Ta OE3NIeKH IUX TeXHOJIOTYHUX eKocHcTeM. OCh JOKIIaIHUI OIHC POl CHCTEMHOTO
MOHITOPHHTY y Cy9acHHX iH(OpMAaIiHHUX TeXHOIOTisIX:

OcHOogHI npuHYUNY MA Wi CUCMEMHO20 MOHIMODUHZY.
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CucmemHuti ma mepedxcruti monimopure. Jlexyisa #1. Bcmyn 0o cucmemno2o MOHImMoOpuHe)y.

I{inp crcTeMHOr0 MOHITOPHHTY IIOJNSrac B 3abe3nedeHHi HaAifHOCTI, eEKTUBHOCTI Ta OE3MEKH CHCTEeMH LUIIXOM IIOCTIHHOIO CIOCTepEXeHHS 3a ii
(yHKIIOHYBaHHSIM Ta HeraifHol peakuii Ha Oyab-sIKi HEBiIIOBITHOCTI 00 IPOOIEMH.

CHCTeMHHI MOHITOPHHT IPYHTY€ETHCS Ha KUIBKOX KIIFOUOBHX IIPUHIIMIAX, CIIPSIMOBAaHUX Ha e()EKTUBHE Ta epEeKTHBHE CIIOCTEPEKEHHS, aHAII3 Ta YIIPABIIiHHS
iH(pOpMaLiHHIMA CHUCTeMaMK Ta iXHIMH KOMIIOHEHTaMH. [lepesidnMo OCHOBHI MPUHIKMIM NPOAKTUBHOIO MOHITOPUHTY Ta pearyBaHHs Ha npoOnemu. Lle
y3araibHEeHI IPUHIHIIHN, SKi COPAaBEIIUBI VTSl OLIBIIOCTI BUAIB MOHITOPHHTY:

Ta6muns 01.06.

IpoakTuBHIiCTHL R

CucTeMHII MOHITOPHHT Tependadae MOCTIHHUI HATTIs 3a TTapaMeTpaMHi CHCTEMH TSl BHSIBJICHHS MOXJIMBHX IPOOIeM 4u
BIIXHJICHb I1I€ JIO TOTO, IK BOHU CTaHYTh KPUTHYHUMHU.

% IIpoakTHBHICTH JO3BOIISIE aAMIHICTpaTOpaM Ta iH)KEHEpaM YHUKATH Cepio3HHX 3001B Ta pearyBaTd Ha BiIXHJICHHS 3a0BIO
JI0 BILTMBY Ha KOPUCTYBauiB UM Gi3HEC-MPOLECH.

ABTOMATH30BaHe | %*
CHOBillIeHHSI

BUKOpHCTaHHS CHCTEM aBTOMATHYHOIO CIOBIIIEHHS U ONEPATHBHOIO IIOBIJOMIICHHS aJIMIiHICTPaTOpiB IPO BHUSBIICHI
aHoOMautii 4u mpoOiemMu.

< ABTOMAaTHYHE CIIOBIII[CHHS J{03BOJISIE BUACHO pearyBaTH Ta BUPIIIyBAaTH POOIEMH, HAaBITh SKIIO aJMiHiCTPAaTOp He IIOCTIHHO
Ha 3B'A3KY.

IIporno3yBanus <
npoosem

BukopucTaHHs aHAIITUKK Ta AITOPUTMIB IPOrHO3YBaHHS UL BUSIBIICHHS TEHACHLI Ta nependayeHHs: MOXIIMBUX POOIeM
Ha OCHOBI 310paHUX NaHUX.
% IIporrosyBaHHS NpoOIeM NO3BOJISE MPUIMATH 3aII00DKHI 3aXOAU Ta YHUKHYTH MOXIMBUX HETaTHBHUX HACHIAKIB.

Jlesiki jokepera HaaroTh OLTBII PO3TOPHYTHI MEpeniK MPUHIHITIB CHCTEMHOTO MOHITOPUHTY. BiH BHITIA1a€ HACTYITHUM YHHOM:

Ta6mums 01.07.

IinsoBa opieHTOBaHICTH
(Goal-Oriented)

MOHITOpPHHT TOBUHEH OYTH CIIPSIMOBAHUI Ha JOCSTHEHHS KOHKPETHUX Linei Ta 3axad. Llini MOXXyTh BKIIOYATH
MOKPAIICHHS TIPOAYKTUBHOCTI, 3a0e3neueHHs Oe3eKH, 3a0e3eueH s HaliiHOCTI, ONTHMI3allil0 pecypciB TOLIO.
Bcst cucreMa MOHITOPHHTY TIOBUHHA OYTH aalTOBaHa 10 X et

Peanizanis MmeTpuk Ta
TMOKA3HUKIB
(Metrics and Indicators)

MOHITOPUHT TOBMHEH BKIIOYATH BU3HAYCHHS Ta BHMIPIOBAHHS KIIOYOBUX METPUK Ta IOKA3HUKIB, SKi
BimoOpaxaroTh craH cucreMd. Lle Moxe OYTH NPOSYKTHBHICTH, 3aBAHTKEHHs, IIBHUAKICTb BIATYKY,
BUKOPHCTaHHS PECYpCIB Ta iHII Ba)KJIUBI ITapaMeTpu.

KouTunyirer Ta nocriiinictn
(Continuous Monitoring)

CucreMHIH MOHITOPUHT IIOBUHEH OyTH ITOCTIHHNM Ta Ge3nepepBHUM nponecoM. Lle 103Borsie BYaCHO BUSIBIATH
3MiHH, aHOMAJII1 Ta NPOOJIEMH Yy CHCTEMI, 100 ONEpPaTHBHO pearyBaTh Ta YHUKHYTH CEPHO3HUX HACIIJIKIB.

ABTOMAaTH3aLis Ta iHTerpauis
(Automation and Integration)

BusiBJieHHsI Ta MonepeIKeHHSI
(Detection and Alerting)

ABToMmarH3auisi 300py Ta aHami3y JaHUX € KIIOYOBUM MpHHIMIOM. Lle 103BOMsiE OnTHMI3yBaTH 4Yac Ta
e()eKTHBHICTh NpOIIECy MOHITOPUHTY. [HTErpallis MOHITOPHHTY 3 iHIIMMH IHCTPYMEHTaMH Ta CUCTEMaMH TeX
Ba)KJIUBA JUIS 3a0€3M1€UEeHHS TOBHOLIHHOTO YIIPABIIiHHS CHCTEMOIO.

CucremMa MOHITOPHHTY TIOBHHHA OYTH 3JlaTHA BYACHO BUSBIISTH aHOMAaJbHI CTaHH, BiIXHJICHHS Ta HPOOJIEMH.
KpimM 1p0ro, BaKIMBO MAaTH CHCTEMY CIIOBILEHb, SKa HEraiHO IOBIIOMJISE BIANMOBIAAIBHHX OCIO TpoO
BUHMKHEHHS Ipo0sieM.

Ckopouenns "mymy"
(Noise Reduction)

MOHITOpHHT TTOBMHEH OYTH CIIPSAMOBaHHI Ha BUIINIEHHS CYTTEBUX 3MiH Ta IPo0iIeM, YHUKaHH 3aiiBoro "mymy'
B iHpopMmariii. {e 1ae MOXXIIUBICT KOHIICHTPYBATHCS HA JIHCHO BOXIIMBUX MOMISAX Ta HpodiIeMax.

CkaJjiabeJIbHiCTh Ta THYYKIiCTh

CuCTeMHHUII MOHITOPUHI TOBHHEH OYTH MOOYJOBaHMN TAaKUM YMHOM, 00 e€(EKTUBHO MPALFOBATH SIK LIS

HEBEIMKHX, Tak 1 JUIsl BENMKHX CHCTEM, a TAKOXK OyTH THYydYKHM Ta aJalTOBAHUM 10 3MiH y BHMOrax Ta
KOHQIryparisix cucreM

(Scalability and Flexibility)

A Temep KOPOTKO IO LiJTi CHCTEMHOI'O MOHITOPHHTY, TaKi SIK HOKPAIIEHHS JOCTYITHOCTI, MPOAYKTUBHOCTI Ta OE3IEKH CHCTEM:

Ta6muus 01.08.

b cHCTEMHOr0 MOHITOPHHTY Meta uiji 3axoau 3a0e3ne4eHHs

MoHiTOpHHT )YHKIIOHATEHOCTI Ta BUSBICHHS TOYOK
MOXKJIUBOTO 30010, 0O YHUKHYTH 1epeOoiB y poOoTi.

3abe3neueHHs HEenepepBHOI TOCTYITHOCTL
CHCTEM Ta IOCIYT JUIS KOPUCTYBaviB.

IMokpameHHst 10CTYIHOCTI
Ensuring continuous availability.

MOHITOPHHT pecypciB, BUSBICHHS 1€PCBAaHTAXKEHb,
ONTHMI3allisl aITOPUTMIB Ta PO3IOJLI PECYPCIB IS
MaKCHMAJIbHOI MPOJYKTUBHOCTI.

Makcumizanist epeKTHBHOCTI BUKOPHCTAHHS
pecypciB Ta ONTHUMI3aLs IPOLYKTHBHOCTI
CHCTEMH.

IligBuMIIEHHS TPOAYKTHBHOCTI
Increasing task execution efficiency.

MOHITOPHHT aKTUBHOCTI, BUSIBJICHHSI Mi103pinuX a0
HECTaHJAPTHHUX B3a€MOJii, BIOCKOHATICHHS CHCTEMH
Oe3reKy Ha OCHOBI 3i0paHUX JaHUX.

3axuCT CHCTEMH BiJl NOTEHIIHHUX 3arpo3 Ta
BPAa3JIMBOCTEN.

3ade3neuyeHHs 6e3MEeKH CHCTEM
Ensuring system security.

MOoHITOPHHT BUKOPHCTAaHHS PecypciB (IIpomecop, maMm'sTh,
Mepeska), pO3MO/LT 3aB/AaHb, 11eHTHDIKalis epEeKTUBHIX
AITOPUTMIB pOOOTH.

PargioHanbHe BUKOPHCTAHHS PECYPCIB UIst
MaKCHMaJbHOI ~ MPOAYKTHBHOCTI  HpH
MiHIMaJIbHUX BUTpaTax.

Onrumizanis pecypcis
Optimization of resource utilization.

Li mpuHIMNHN Ta Hili CHCTEMHOTO MOHITOPHHTY JAOMOMAraroTh 3a0€3MeYnTH CTablIbHICTh, eEKTUBHICTD Ta Oe3MeKy iHPOPMALIHHUX CHCTEM Y CY4acCHOMY
IT-cepenoBumi.

Buou _mempux, wio sumiprowmyca npu cucmemnomy MOHI.MODMHZZ.

MeTtprka y KOHTEKCTI CHCTEMHOTO MOHITOPHHTY € CTaHAapTU30BAHHM CIIOCOOOM BHMIpPIOBAaHHS IIEBHUX XapaKTEPHUCTHK Ta IIapaMeTpiB CHCTEMH, 00
OLIHUTH il IPOXYKTUBHICTH, HA/AIHHICTh, €)EKTHBHICTD Ta iHII acTieKTH (YHKIIOHYyBaHHS. 1{e KITI0YOBHMIA eIeMEHT JUIs aHai3y Ta OLiHKH POOOTH CUCTEMH
Ta MPUIHATTS OOTPYHTOBAHMX YIIPABIIHCHKHUX PillICHb.
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System and network monitoring. Mooy #1. Ocnosu cucmemHno2o MOHIMopuHzy
CucmemHuti ma mepedxcruti monimopure. Jlexyisa #1. Bcmyn 0o cucmemno2o MOHImMoOpuHe)y.

Texniuni mempuxu

3po3yMmino, 0 METPUKA y MOHITOPUHTY I[¢ CBOTO POAY JIiHiliKa [l BUMIPIOBAaHHS AESIKHUX IIOKA3HHUKIB UM ITapaMeTpiB. SIKI0 TOBOPUTH PO BUIU METPHK,
10 "Texniuni merpuxku", "MeTpuku gocrynHocti" i "BizHec MeTpUKH" € OCHOBHUMH Ta KJIIOYOBHMH KaTErOpisIMU METPHK, ajie € I ACKUIbKa 1HIINX
BaXXJIMBUX BHIB METPUK, SKi MOXHA BpaXyBaTu B Kiacu(ikaii.

o  CnoxuBanus pecypciB. OLiHIOE BUKOPHCTaHHS PECYpCiB, TaKHX SK €IeKTpOeHepris, Oarapes, mpoctip s 30epiraHHs, Ta iHII. O

MeTpuku 6e3nexku. BusHauyaioTh piBeHb O€3MEKH CHCTEMH, BKIIOYAIOYH BUSBIICHHS 3arpo3, YIPaBIIiHHS JOCTYIIOM Ta ayAUTOPII0. O

MeTtpuku edeKTUBHOCTI.

Bumiproots  epeKTUBHICTH TIpOLECiB Ta poOOYMX TOTOKIB B OpraHizauii

YH CHCTEMi. O

Metpuku BigHoBieHHsi (Recovery Metrics). OLiHIOIOTh Yac BiJHOBJIGHHS MOCITYTHM a00 CHCTEMHM Iiciisi BUHHKHEHHS 300iB. O

MeTpHKH KOPHCTYBABKOI0 10CBiAy. BH3HAYAIOTH SKICTh Ta 33JOBOJICHHS KOPHCTyBada IIPH BUKOPUCTAHHI CHCTEMH 200 CepBicy.

o Merpuku HaBanTaxeHHs (Load Metrics). MoniTopsTh 00csir poOOTH, SIKMH CHCTEMa YM CEPBiC MOBUHEH OOpOOMTH B IMEBHHH Nepiof

qacy.

o Merpuku Baprocti (Cost Metrics). Busnauarots BUTpaTi Ta €()EKTUBHICTH 3 TOUKHU 30pYy (HiHAHCOBOTO aCIEeKTy.
Jlo peui, KOXKHA METPHKA, Y MIpy CBOIX XapaKTepPHCTHK, MOXKE OIpa3y BXOAUTH y KilIbKa Pi3HUX KIaciB. Sk HAIPHKIaA OCHOBHI TEXHIYHI METPUKH € TAKOXK

6a30BUMH METpUKaMH Y METPUKAX CIIO)KUBAHHSA pecypciB.

JleTanpHile 3yMMHIMOCH Ha TEXHIYHUX METPHKAX.

TexHiYHi MeTPHKH - 1le KOHKPETHI BUMIPIOBAHHS TEXHIYHMX MapaMeTpiB M XapaKTEPUCTHK B iHPOPMALiifHUX TEXHOIOTISAX Ta KOMITIOTEPHUX CHCTEMAX.
Lli MeTpHKH BUKOPHUCTOBYIOTHCS JIUIsl KUIBKICHOT OLIIHKM Ta BiZICTEKEHHS Pi3HUX aCHEKTiB (YHKIIOHYBaHHS TEXHIYHMX CHCTEM 3 METOO MOKPaICHHS IXHbOT
HPOJYKTHBHOCTI, Ha/liifHOCTI, e)eKTUBHOCTI Ta Oe3neky. TexHiuHi MEeTPHKH BKIIFOUArOTh B ceOe BUMipIOBAaHHS Pi3HUX PecypciB (TAKHMX K IPOLECOp, aM'sTh,
JIMCK) 1 TapamMeTpiB Mepexi, 4acy peakilii CHCTeMH, 3aBaHTa)KCHHsS CepBepiB, IIBUIKOCTI Nepejadi JaHUX TOI[0. BOHM € KIIIOYOBMM iHCTPYMEHTOM Y

CHCTEMHOMY MOHITOPHUHTY Ta ynpasiiHHi IT-cucremamu.

Ipu BOOpPi TEXHIYHUX METPUK ULl MOHITOPHHIY Ba)kK/IMBE 3HAYCHHS BifirPalOTh IPAHMYHI 3HAYCHHS TEXHIYHHX METPHK, 1[I0 BU3HAYAIOTHCS 151 BYACHOTO
BUSIBJICHHSI aHOMAJIi i, IIONepeKEHHs] MOXKIIMBHX NPo0JIeM Ta epEeKTUBHOTO YIIPABIIiHHS pECYpCaMH CUCTEMH. BCTaHOBICHHS IPaHHYHHUX 3HAYEHb 0a3y€eThCs
Ha crenudikaiisax CUCTeMH, Il BAMOTax Ta THIII AiSUIbHOCTI. 3araJibHU# MiJXix 10 BU3HAUCHHS T'PAHMYHUX 3HAYCHB ISl THIIOBUX TEXHIYHUX METPUK HABEACHO

y Tabmuui 01.09. [TepeniunMo OCHOBHI TEXHIUHI METPHKU

Ta6mums 01.09.

TexniuHa MeTpuKa

Onuc MeTpuKkn

3HayeHHS METPUKH

I'panuyHi (MOPOroBi) 3HAYeHHsI METPUKHU

31aTHICTH Mepexi

SAKi MOXYThb OyTH mepenaHi
yepe3 MepexKy 3a IIeBHHIA Jac.

Buxopucranns Busnauae, skuii BifcoTok Bucoke BHKOpHCTaHHSA IIpoLEecopa Ultra Low: Less than 10% CPU usage.
npounecopa 00UHCITIOBATLHOT OTY)KHOCTI | MOKE BKa3yBaTH Ha TEPEBAHTAKEHHS, Normal: 10-70% usage.
PR _0()9,
porecopa M0 MOXC IPHU3BECTH 1O 3HIDKCHHS Warning: 70-90% usage.
. Critical: More than 90% utilization.
BHUKOPHCTOBYEThHCH. HPOJYKTHBHOCTI.
Buxopucranus Binobpaxae BIICOTOK | Bucoke BUKOpUCTaHHS mam'siTi MOXe Ultra Low: Less than 20% memory usage.
nam'sTi JOCTYIHOT ONEPATHBHOI | CBIIYMTH NPO HeeeKTHBHE Normal: 20-70% usage.
. . PR _0()9,
mam'si, sKa | BHKOPHCTaHHS pecypciB abo moTpeby B szr.“mg' 70-90% usage.
- - Critical: More than 90% utilization.
BHKOPHCTOBYETHCSI CHCTEMOIO | JOAATKOBIM MaM'siTi.
Buxopucranus Bumipioe, sikuit odcsar Bucoke BUKOPUCTaHHSI MOXKE Ultra Low: Less than 30% disk space usage.
JIMCKOBOT0 IMCKOBOTO IPOCTOPY CHTHAJIi3yBATH TIPO HENOCTATHICTh Normal: 30-70% usage.
. . . . vas i . - 0,
npocropy BUKOPUCTOBYETHCS Ha MicLs Ta HeOBXiHICTb onTHMisanii a6o | Y arning:70-90% usage. -
Critical: More than 90% utilization.
CHCTEMHOMY JHCKY. PO3IIUPEHHS IPOCTOPY.
Mponyckua BuMmipioe KinbKiCTh JaHUX, | 3MEHIICHHS IIPOIYCKHOI 34aTHOCTI Ultra Low: More than 80% available bandwidth.

MO)KE BKa3yBaTH Ha MpoOJeMH 3
Mepexelo, 110 BIUIMBAIOTH HA
LIBUKICTh Tepe/adi JaHuX.

Normal: 50-80% usage.
Warning: 30-50% usage.
Critical: Less than 30% usage.

Bianosias cepsepa

Yac, sikuii cepep BUTpadae
Ha 00poOKy Ta BiIMOBiAb Ha
3aIMTH.

JloBruii yac BiIOBiAI MOXe IPU3BECTH
0  HHU3bKOI  IPOAYKTHBHOCTI  Ta
TOTIPIICHHS BPAXKEHHS KOPUCTYBAiB.

Ultra low: Response less than 100ms.
Normal: 100-500 ms.

Warning: 500-1000 ms.

Critical: More than 1000 ms.

KisgbkicTh 3anuTiB
10 6231 TaHUX

KiapKicTh 3anHTIB, SKi
BUKOHYIOTBCS B 0a3i JaHHX 3a
MeBHUH Yac.

301IbIIEHHS [[OI0 IOKA3HUKA MOXKE
BKa3yBaTH Ha MiJBHILEHHHA 00CsT
pobGot 3 6a30:0 JaHKX Ta MOTpeOy B
OITHMI3allii.

Ultra Low: Less than 100 requests per minute.
Normal: 100-500 requests.

‘Warning: 500-1000 requests.

Critical: More than 1000 requests.

HIBuaKicTh
nepegavi JaHuxX

BusHauae IIBHUAKICTH
nepenayi IaHUX MiX
KOMITOHEHTAMH CHCTEMH UM
30BHIIIHIMH pecypcaMi.

[oBibHA MIBUIKICTB MEpefadi MoXe
BIUTHBATH Ha MPOIYKTHUBHICTH Ta
peaxwio CHCTEMU Ha KOPUCTYBALbKI
3aIUTH.

Ultra Low: More than 1 Mbps of free bandwidth.
Normal: 500 kbps - 1 Mbps of used bandwidth.
Warning: 200 Kbps - 500 Kbps of used bandwidth.
Critical: Less than 200 kbps of free bandwidth.

Hageneni y Tabnuni rpaHiyHi 3HAYEHHS TEXHIYHUX METPHK € JIMILIE IPHKIATI0M, KU 0a3yeThCs HA «IHCTIil Teopii» Ta aHamisi TpeHaiB. ToMy HE0OXiqHO
BIIMITUTH TPY MOMEHTH IIPY BCTAHOBJICHHI IPAaHUYHHUX 3HAYCHb METPUK

. KonTekcr 3acTocyBanHs: ['paHi4HI 3HAUCHHS CJTiJl BU3HAYATH, BPAXOBYIOUH KOHKPETHI BUMOTH Ta XapaKTEPUCTHKH CHCTEMH.
. Amnati3 TpeHiB: 3acTOCyBaHHS aHANI3y TPCH/IIB Ta iICTOPUYHMX JAHUX JUIS BU3HAYCHHS ONTHMAIBHUX TPAHUYHIX 3HAYCHb.
. Horan6maennii MoHiTOPHHT: J{1s IESKNX CHCTEM MOXKe OYTH HEOOXiJHO BHMKOPHCTOBYBATH OiNbII A€TajbHi TPAHWYHI 3HAYCHHS JUISI KOHKPETHHUX

KOMITOHEHTIB.

YcraHOBIIGHHS TpaHUYHUX 3HAYEHb METPUK MOHiTOpI/IHI‘y - e iTepaTI/IBHI/Iﬁ mponec, SIKMI BUMAarae moCTiiHOTO BiL[CTe)KeHHSI Ta aHani3y, OCKIJIBKU BOHH

MOXXYTh 3MIHIOBATUCS B 3aJI©KHOCTI Bijl HOTpeO CUCTEMH Ta 3MiH Y ii HABKOJIMIIIHBOMY CEPEIOBHIII.
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Temnep, KOIM MH PO3ILIHYIH OCHOBHI TEXHIYHI METPUKH, 3pO3YMLIO, [0 BOHH BiAirparoTh KIIOYOBY POJIb y CHCTEMHOMY MOHITOPHHTY, OIOMAaralyuu
3a0e3neunTH e()eKTUBHICTh, HAJIHHICTE Ta ONTHMAaNbHE BUKOPUCTAaHHS pecypciB y IT-iHdpacTpykTypi.

Mempuku docmynnocmi
Ter[ep 3YIIUMHUMOCH Ha TAKOMY K.]'IaCi METpPUK, K METPUKU I[OCTyTIHOCTi y BiI[HOIHeHHi CHUCTCMHOI'O MOHiTOpPIHTy.

MeTpuky JOCTYITHOCTI B CHCTEMHOMY MOHITOPUHIY BU3HAYAIOTHCS SIK KOHKPETHI BUMIPIOBAHHS, SIKI OLIHIOIOTH JIOCTYIHICTb Ta HAAIHHICTh iH(bopMauiﬁno'l'|
CHCTEMH YU CepBicy. Y KOHTEKCTI CHCTEMHOI0 MOHITOPHHT'Y 11l METPUKH BU3HAYAIOTh CTYIiHb TOTOBHOCTI Ta MPAIE3JaTHOCTI CUCTEMH ISl BUKOHAHHS CBOIX
3aBJaHb. Jl0JaTKOBO, 11i METPUKH J03BOJIAIOTH BU3HAYATH i BpaXOBYBATH Yac BiJIMOB Ta Yac BiJHOBJICHHSI.

JlocTynHicTh O3HAYa€ 3JaTHICTH eneMeHTa KoHdirypanii abo IT-mocmyrn BUKOHYBAaTH y3roJDKeHY (YHKINiIO, KOJNH Ii¢ HEOOXiTHO i pO3paxoBYETHCS 3a
JIOTIOMOT'OI0 PiBHSIHHS:
(Agreed Service Time — DownTime)

Agreed Service Time

Availability% =

Agreed Service Time - y3rompkenuii yac 00CIyroByBaHHs — 1€ O4iKyBaHHI 4ac, KOJIH ITOCIIyTa MparfoBaTHMe. SIKIIo Balll piBeHb 00CIYrOBYBaHHs BU3HAUAE,
110 KOPUCTYBa4i IIOBUHHI MaTH JAOCTYII O CHCTEMH XMapHoro Oexamy 3 6:00 paHky 10 miBHOYI B pobodi AHI, y3roIKeHHi Yac 00CIyroByBaHHs CTAaHOBHTH
18 roann/1080 xBrnun/64 800 cexyH Ha poOOUHIi 1CHB.

DownTime - yac npocToro — 11€ Yac, HPOTATOM SKOr0 MOCIyra HEAOCTYITHA MPOTATOM Y3TOKEHOT0 4acy.

JlocTymnHICTh BUMIPIOETHCS SIK BiICOTOK Yacy, IPOTATOM SKOTO IOCIyra abo eneMeHT KoHiryparmii goctymsi. BiH 3BiTye po MuHYIe Ta OLiHIOE MallOyTHE
ciyx0u. BiH roBopuTh, HaCKUIbKH J0OpE Mmociyra nparoBaia MpoTAroM Hepioay BUMiPIOBAHHS.

IToka3HUKH JOCTYITHOCTI TAKOX OLIHIOIOTh, HACKLUIBKH 100p€ MOCITyra MpaiioBaTuMe B MaiOyTHbOMY. Y HallloMy NPHKJIA/i JOCTYITHOCTI CHCTEMH XMapHOTO
Oekarry cepeqHs JocTynHicTb 99,99% nependadae, M0 MH MOXEMO OYiKyBaTH CepeHill qac 6e3BixMOBHOI podoTH Hamoi ciryx6u 17,9982 roxun/1079,892
xBunuH/64 793,52 cekyHa Ha AeHb. MU MOXKEMO MOPIBHATH PO3PaxoBaHi JaHi 3 0OIIHO JOCTYIHICTIO, 1100 BU3HAYHUTH, YU JOCATAEMO MH CBOIX Oi3Hec-
LiJIeH.

Jlyxxe TUBHO, ajie KIacHa CTATUCTHKA JOCTYITHOCTI HE 3aB)K/IH IIEPETBOPIOETHCS Ha
XOpoImi pe3ynpTaTd sl KIieHTiB. Tyr Moke MaTH MiClleé MapKeTHHIOBO-
TICHXOJIOTTYHHI TEPMiH, [0 HOCUTH Ha3BY «e(EKTy KaByHA», KOIH MOCTAYAIbHUK
MOCIIYr JOCSTae METH BHMIDIOBAaHHS, ane He MiATpUMYye OakaHi pe3yabTaTd
KITi€HTA.

[punycriMo, BH TMOCTayaJbHUK TEIEKOMYHIKALIHHUX MOCIYT i3 HIOTHKHEBOKO
noctynuictio 99,9% (0,1% a6o 10 XBUIMH MPOCTOI0 HAa THXKACHB). Aje wLei
npoctoit y 0,1% BiOyBaeThCsI 1MiJ] YaC iIHTEHCHMBHUX IMOMIN, TAKKX SK 3BITHUII IeHb,
KOJIM HEOOXiJJHO TEpEeNUTH M0 KaHallaM BENUKY KUIBKICTh JaHHMX, a0o Mmia vac

. The Watermelon Effect

Your outputs (activities) meet defined targets, but the outcome (result) is not achieved.

Outputs:

Your reports
are green.

Success!

Qutcome:
Your

BiZICOKOH()EPEHIIIT Y MOMEHT 3aKJIIOUEHHS TY)K€ BUTIAHOTO KOHTpakTy. L{imboBi
TOKa3HUKH JIOCTYHHOCTI JIOCATHYTO, aje Balli KIi€HTH He3ajgoBoieHi. Lle
KIaCHYHMII Bi3epyHOK KaByHa, 3eleHuil (mobpe) 30BHiI, 4epBOHHMII (IIOraHO)

customers
aren’t happy.

Fail.

BCEpE/IHHI.

BuaisisitoTh TPU OCHOBHMX METPHUKHU JTOCTYITHOCTI:
Tab6mug 01.10.

Ha3spa meTpukn BusHayeHHA METPUKH Onuc meTpuku

111 MeTprKa BUMIpIOETBCS y BIICOTKAX Ta BKa3ye Ha 4acToTy, 3
SIKOIO CHCTEMa MOYKE BUKOHYBATH CBOI (hYHKIIT 6e3 mepe6oiB.

JIOCTYIHICTh CHCTEMH BU3HAYAE, K YACTO CUCTEMA
3HAXOIUTHCS B CTAHI TOTOBHOCTI Ta Mpale3faTHOCTI
6e3 BiIMOB.

JlocTynHicTh cucTeMu
System Availability

BuMIpIOETbCS B OMMHUIIX Yacy (TOJWHH, XBUIMHH), IS METPHKa
BKa3ye Ha TPUBANICTh BiIMOB Ta CTYIIiHb BIUIUBY Ha JOCTYIIHICTb.

Yac BiIMOBH IIPEICTaBISIE COOOIO TIEPioJl, IPOTATOM
SIKOro cucreMa abo cepBic He JOCTymHHH abo He
MPALOE HATICKHIM YHHOM.

Yac BinmoBu
Downtime

111 MeTprKa BUMIPIOETBCS y BiZICOTKAaX a00 KOHKPETHUX
OJIMHHMIIAX Yacy Ta BKadye Ha e(eKTHBHICTH MpOLEeCiB

Yac BiZHOBICHHS BKA3ye, SIK IIBHAKO CHCTEMa MOXKE
OyTH BiIHOBJIEHA 10 HOPMATIBLHOI POOOYOI MisLTEHOCTI
ITiCJIsi BHHUKHEHHS BiIMOBH.

Yac BigHOBJIeHHS
Recovery Time

Bi/IHOBJIEHHSI.

L1i MeTprKH 103BONSAIOTH BU3HAYNTH PiBEHb HAAIMHOCTI Ta TOTOBHOCTI CUCTEMH, il JOCTYIHICTH M/ KOPHCTYBAdiB Ta B3a€MO3B'A30K 3 MPOJYKTHBHICTIO.

3p03yMiII0, 1[0 METPUKHU JOCTYITHOCTI BiJirpatoTh pOJIb JUIS CIIOXKHMBaYa JIMIIIE IIOKK CHCTeMa B IiToMy 30epirae mpanesfatHicTs. TyT MoxxHa HaBecTH 6314

npukiaazaiB. CaMuil sICKpaBHii, Ta XUTTEBUH PUKIIAL, 3 SKUM MU BCi PEryJIIPHO MAaEMO CIIpaBy — AOCTYIHICTE iHTEpHETY. Bawm, sk Kii€HTY, mpoBaiinep Moxe

po3moBiAaTH mpo Yac BigHoBIeHHS 30 XB, aje SKIIO 3B’A30K 3HHK Y BAKIUBUII I HAC BIAPI30K Yacy, 3HAYCHHsI METPUK JOCTYITHOCTI BiAIirpae sIKYCh pPOib

JIAIIE JIUTS CAaMOTO IpoBaiiepa.

A Tenep pO3MISHEMO 1€ IBI METPHUKH, a came

MTBF (Mean Time Between Failures) ta MTTR

(Mean Time To Recovery)

Bonu TicHO NMOB'A3aHi 3 METPUKAMHU JOCTYITHOCTI, aJI¢ BOHH NPEJICTABIISIOTH iHIL CTOPOHM OLIHIOBAHHS HAJ(IHHOCTI Ta IIBU/KOCTI BiJIHOBICHHS CHCTEMH.
Tabmums 01.11.

Ha3pa meTpukn ‘ BusHavyeHHsI MeTPUKH Onuc MeTpuKkn
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CucmemHuti ma mepedxcruti monimopure. Jlexyisa #1. Bcmyn 0o cucmemno2o MOHImMoOpuHe)y.

Yac 6e3BiiMOBHOI podoTn
CHCTEMH

(MTBF)

Mean Time Between Failures
Cepeaniii yac Mk BigmoBamu

Yac 6e3BiqmoBHoi pobotu (M TBF) Bumiproe
CEpEeJIHIO TPUBAIICTh YaCy MiXK BUHUKHEHHSIM
JIBOX MOCITIZIOBHHUX BiIMOB CHCTEMH YU
KOMITOHEHTA.

MTBF Bka3ye Ha cepemHIO TPUBAIICTb, MPOTATOM SKOI
CHCTeMa OYiKYETHCs, W10 Oyae (QyHKIIOHATBHOIO Mepen
TUM, IK BUHUKHE HOBa BisiMoBa. Buiuii nmokasauk MTBF
BKa3ye Ha OLIbIIY HaAiHHICTh CHCTEMHU.

Yac BiZHOBJIEHHS MOCTYTH
(MTTR)

Mean Time To Recovery
Cepenniii yac BiqHOBJIEHHS

Yac BizHoBienns nocinyru (MTTR) Bumiproe
yac, HeOOXIiIHU IS BiJIHOBJIEHHS CHCTEMH YK
MOCITYTH TiCJIsi BAHUKHEHHS BiJIMOBH.

MTTR ouiHio€ eheKTUBHICTb Ta IBUJIKICTH BiTHOBJICHHS
cucremu micis nepe6ois. Menmmit MTTR cBigunuts npo
Oinblny eeKTHBHICTh BiJIHOBJICHHS Ta MCHIIMN BILUIHB
BiZIMOBHU Ha KOPUCTYBauiB.

L1i MeTpHKH IparoTh KIIOYOBY POJIb ¥ BUMIPIOBaHHI Ta yHPABIIiHHI JOCTYIHICTIO CHCTEMH, ZOMOMArar04u IMPOrHO3yBaTH Ta 3MCHIIYBATH BIAMOBY Ta 4ac
BiZIHOBJICHHS /U1 3a0€31eYeHHsT HalKpaIloro MOXIJIMBOTO PiBHS 00CIyrOBYBaHHS U1l KOPUCTYBaYiB.

Ta6mums 01.12.

Ha3spa meTpuku

BigHoueHHsi 10 10CTYIHOCTI

IoB's13aHicTh 3i CHHCKOM MeTPHK

Cepenniii yac BiTHOBJIEHHS

MTBF Ob6epHeHo nponopIiiHuil 10 yacToTu BiiMoB cucTeMu. | MTBF Moxxe po3riasgaTHcs sk KOMIIOHEHT JOCTYIHOCTI,
Cepenniii yac mix Bucoknit MTBF Bka3ye Ha HU3bKY 4acTOTY BiZIMOB, ane Olmplne BigoOpakae HWMOBIpHICTH 0e3BiIMOBHOI
BiIMOBamMu 1[0, B CBOIO Yepry, MiJBHIILYE 3araJIbHy JOCTYIHICTh POOOTH MPOTATOM HIEBHOT'O MEPiOay.

CHCTEMH.
MTTR IMpsiMo mponopiHuil 10 MBUAKOCTI BiJHOBICHHS MTTR € Ba)JIMBOIO YaCTUHOIO OLIHKH JOCTYITHOCTI,

CHCTEMH ITiCJIs BiIMOBU. Mae BeJuKe 3HAUCHHS IS
CKOPOYEHHS 4acCy BiIMOBH Ta ITOKPALICHHS
JIOCTYITHOCTI.

OCKIJIbKHU BiZoOpaxae, sk MIBUAKO CHCTEMa MOXKE
HOBEPHYTHUCS 10 HOPMAJIBHOI POOOTH MiCIIsl BAHUKHEHHS
npooIeMu.

Iammmu cnoamu, MTBF Ta MTTR He € npsiMuMu BKIFOYEHHSIMH 10 CHUCKY METPUK JOCTYITHOCTI, aJle BOHU € KPUTUYHUMU KOMIIOHEHTaMU /1711 BU3HAYEHHS,
HACKUIBbKHM JIOCTYITHA Ta HaJiliHa cucTeMa. 3araabHuil miaxia Moxe BUrIsaaTi Tak: Bucokuii MTBF cnpuse niaBuiieHHo goctynHocrti, a kopormuii MTTR
JIONIOMArae 3MEHIIUTH 4ac BiIMOBHU Ta MOKPAI[UTH 3arajlbHy JOCTYIHICTh CHCTEMH.

biznec-mempuxu

Hanpuxinni nekmii 3rafaro Taky Hade6 To 30BCIM He TEXHIUHY pid, 5K Oi3HEC-METPHKH.

BizHec-MeTpHKH - Ile KOHKPETHI KiNbKICHI Ta SIKiCHI BUMIPIOBAaHHS, SIKi BUKOPHCTOBYIOTHCS UL OLIHKH BIUIMBY iH(OpMamiffHUX TEXHOJIOTIH Ta IHIMINX
Oi3HecnporieciB Ha cTpareriuHi Ta (GiHaHCOBI pe3ynbTaTH opraHiaiii. Ii METpUKH JOMOMararTh BU3HAYNTH, HACKIIBKH €()EKTHBHO BUKOPHCTOBYIOTHCS
pecypeu, SiK BOHH BIUTMBAIOTh Ha 33/I0BOJICHHS KITi€HTIB, (DIHAHCOBI MOKAa3HUKH Ta 1HIII aCMIEKTH AiSUIBHOCTI KOMITAHil.

BusnauanbHi pucnu 6i3Hec-MeTPUK BKIIIOYAIOTh:

Tabmus 01.13.

OpienToBaHicTh Ha cTpaTerivyHi miJi

bisHec-MeTpuKM TMOBHMHHI OyTH NpHB'S3aHi JIO CTpPATEriyHUX ILiIeH
opraHizamii Ta JomomMaraTH BHU3HAYMTH, HACKIJIBKM YCIIIIIHO BOHH
JIOCSITAFOTHCS.

KinbkicHuii Ta sskicHuil xapakTep

MeTpuky MOXYTh OYTH YHCIOBUMH (HAIPHKIAJ, IPHOYTOK, BUTpATH) 60
SIKICHUMH (HAIPUKIAJ, 3aJ0BOJICHHS KII€HTIB).

B3aemo3B's130k 3 0i3Hec-npouecamMmu

Bonu mnoBMHHI BifoOpakaTH pe3ysibTaTH Ta €()EKTHBHICTH KIHOUOBHX
6i3Hec-mpoLieciB opraHizarii.

BincrexxenHusi 3MiH B yaci

MeTpuKHl MOXXYTh BUKOPHCTOBYBATUCS JUTSl BiICTEXKEHHS 3MiH B 4aci, 110
JI03BOJIsIE OpTaHi3anii BU3HAYATH TCHACHINT Ta aHaJi3yBaTH e()eKTUBHICTH
3a mepion.

OpieHToBaHiCTh HAa KiHIEBOI'0 KOPUCTYBaYa

BoHn wacTo BimoOpakaroThb BIUIMB Ha KIIEHTIB, $IKi MOXYTb OyTH
3aMOBHUKAMH, CIIOXKUBAYaMH, UM HIIMMU 3a1[iKaBICHUMH CTOPOHAMH.

IopisHsHAsS Ta OeHYMAPKIHT

MeTpuki MOXKXYTh BUKOPHCTOBYBATHCS ISl MOPIBHSHHS PE3yJbTATIB 31
CTpaTerivHUMH LUTAMH, a0 3 pe3yibTaTaMH HONIOHHX oOpraHi3arii
(6beHuMapKiHr).

Ocb JiesiKi THITOBI Oi3HEC-METPUKH:

Tabmuus 01.14.

Ha3sga 0i3Hec-MeTpuKH

XapakTepucTuKa

Po3paxyHok

ROI (Return on Investment)

Bumiproe BigHOIEHHS TPUOYTKY BiJl
BKJIA/ICHOTO Kartitany abo iHBeCcTHII i
J10 TXHBOT BapTOCTI.

I

TCO (Total Cost of Ownership)

BusHavae 3aranbHy BapTiCTh BOJIOAIHHS
Ta yrpumanHs IT-cucremu npotsrom
BCHOT'O MEPiOy eKCILTyaTaIii.

Customer Lifetime Value
(CLV)

BusHauae npubyTOK, IKHH O4iKy€eThCS
BiJl OZIHOTO KJIIEHTA MPOTATOM BCHOT'O
ioro nepeOyBaHHS B CHCTEM.
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Conversion Rate

Bu3Hauae BiICOTOK KOPUCTYBAUiB, sIKi

3HiﬁCHHHH 6a)KaHy HiIO, . _
HOKYIIKY, PEECTPALLIO Y1 100%

3aBaHTaXXCHH.

Churn Rate

Bu3Havae BiICOTOK KOPUCTYBAUiB, sKi
NPUITUHIIA BUKOPUCTaHHS [IOCIYT a0o

HPOYKTIiB KOMIAHii. 100%

LIi MmeTprku qomomaraioTs Gi3Hec-iepam po3yMiTu BapTicTh Ta BB IT-cucrem Ha cTpareriuHi Ta hiHAHCOBI ACMEKTH AiSUIBHOCTI KOMIAHiT.

BrockoHaneHHs. [le

. ButpaTu Ha TexHiuHe 06CTyrOByBaHHS Ta BilHOBJIEHHS micJis 3060iB Ta
. BrpaTu 10X01y BHACJI/IOK epepB y podoTi cucreMu

. Ta6mung 01.15.

BurtpaTtu Ha TexHiuHe
00CJIyTOBYBAHHS Ta
BiHOBJICHHS ImicJIs1 300iB.

0  Bu3HaueHHS BUTPAT HA TeXHiUHe 00CIYTOBYBAHHS.
Butpaty Ha TeXHi9HE 00CIYyrOBYBaHHSI MOXYTh BKITIOYATH B ceOe BUTPATH Ha YTPHMAaHHS Ta 00CIYTOBYBaHHS
o0JsaTHaHH, BUTPATH Ha BiJUIaJIeHE aJMiHICTPYBaHHS, 3apIUIATH TEXHIYHOIO IEPCOHATY, BUTPATH Ha OHOBJICHHS
HPOrPaMHOro 3a0e3MeUeHHs TOMIO.

Bu3HayeHHs BUTPAT Ha BiTHOBJICHHS micJis 300iB.

BuTpaty Ha BiTHOBJICHHS BKIIIOYAIOTh B ce0¢ BUTPATH Ha pOOOTY 301HHOI CHCTEMH, BapTiCTh BTPAUYCHOT0 Yacy
Tpalli MepcoHaly, BATPATH Ha BiJHOBICHHS JAHUX, BUTPATH Ha BIJIHOBJICHHS Ta OHOBJIICHHS CITYX0 Ta
iH}pacTpyKTYypH.

BrpaTu 10x01y BHACIiI0K
nepeps y po6ori cucremun

O BusHaueHHs BTpar J0Xo0ay.
Brparu 10X01y MOXXHA PO3paxyBaTH, BPaXOBYIOUH BTPATH IPUOYTKY 3a 4ac nepepBu y podorti cucremu. Lle moxe
BKJIFOYATH BTPATH BiJl IPOCTOIO 0OCIYrOBYBaHHS KIIIEHTIB, MOXIIMBI BTPATH MApTHEPIB, IMiHKEBI BTpaTH Ta 1HIIL
(hiHaHCOBI BTpaTH.

U Busnauenns TPHUBAJIOCTI NepepBH.
Jlani mpo TpHUBaNiCTh TEpepBH MOXYTh OyTH 3i0paHi 4epe3 CHCTEMHMiI MOHITOPHHTI, KYpPHalu BIiIMOB,
iHdopMariiiHi cucTeMu IS KepiBHUITBA a00 BiJ 3BiTiB TEXHITHOTO IIEPCOHATY.

U Busnauenns BTPAT NPHOYTKY.
Btpat n0Xomy MO)XKHa pO3paxyBaTH, HOMHOKHBIIM TPHUBAJICTh MEPEPBH HA MPOTHO30BaHHIl ab0 (haKTHIHHI
o0csr npubyYTKY Ha OAMHULIO Yacy.

0

Ouinka BIVIMBY Ha KJI€HTIB Ta iMiTzK KoMnaHii.
JlaHi TIpo BIUIMB Ha KIJIEHTIB Ta iMiK MOXYTh OyTH OTPHMaHi depe3 BiNTYKH KII€HTIB, COLiaNbHI Mepexi, abo
iHII KaHaJIM KOMYHiKauil 3 KIIEHTaMH.

11i MeTpuKky MOXKHA BiICTEKYBATH Ta PO3PAXOBYBATH, BUKOPUCTOBYIOUH CHCTEMHU MOHITOPUHTY, JIOTH HOAIH, aHAIITUYHI IHCTP YMEHTH Ta BHYTpIIIHI JaHI
KoMnaHii. BaxkimBo BpaxoByBaTH notpedu 6i3HECY Ta HAIAIITOBYBATH CUCTEMHHI MOHITOPUHT J1s 300py HEOOXiMHUX qaHUX U1 €)eKTHBHOT O BU3HAUCHHS

IUX BEIIUYHH.

1 Ha 3aBepreHHs Jekuil, XoTiTocs 6 miacyMyBaTH, 110 METPHKH B CHCTEMHOMY MOHITOPUHTY OXOIUTIOIOTH Pi3HI aCHEKTH CHCTEMHM Ta 11 (YHKIIOHYBaHHS.
BoHHM 03BOJSIIOTH BUMIPIOBATH Ta OLIHIOBATH PI3HOMAHITHI [TAapaMeTpH, SIKi € KIIOYOBHMH ISl HaJIHHOCTI, epekTHBHOCTI Ta Ge3neku cucreM. OCHOBHI
THITH METPHK y CHCTEMHOMY MOHITOPHHTY BKIIFOYQFOT!

. Tabmuus 01.16.

IpoaykTHBHiCTH O  Yac Bigryky (Response Time): Uac, skuii cucTema BUTpadae Ha 0OpOOKy 3allUTy Ta HaJCHIAHHS BilTIOBi.
Performance Metrics | g  KinbkicTs 06po6nennx 3anutis Ha onunuio yacy (Requests per Second): KinbkicTb 3anutis, siki cuctema Mosxke
00pOOHTH IPOTATOM CEKYHJIH.
O  Tpusamicts BukoHanHs onepauiii (Operation Duration): Cepe/Hiit yac, SsKuii BUTPA4a€ThCs HA BUKOHAHHS KOHKPETHHX
orepariit.
Buxopucranns O Bukopucranus nenrpansroro npouecopa (CPU Utilization): BincoTok BUKOPUCTaHHS 00UHCIIOBAIBHOI MOTY)XHOCTI
pecypciB rpouecopa.
Resource Utilization O  Bukxopucranss onepatuBHoi mam'sti (Memory Utilization): BizcoTok BUKOPUCTAHHSI JOCTYIHOI ONEPAaTUBHOI MaM'sTi.
Metrics g Buxopucrannsa mepexesoro tpadiky (Network Traffic Utilization): KinbkicTh nepenanux IaHHX 4Yepe3 MEPexy B
HOPIBHSIHHI 3 JOCTYITHOO TIPOIYCKHO CIIPOMOXHICTIO.
HapiiinicTp T2 O  Yac mocrynmnocti (Uptime): Bincorok uacy, npoTarom sxoro cuctemMa Oyiia JOCTYIHOIO Ul KOPUCTYBAUiB.
JOCTYNHICTh g  Kinskicts 360iB (Number of Failures): KinbkicTs BusiBienux npo6iem abo BiJIMOB CHCTEMHU.
Reliability and
Availability Metrics
Be3neka 0  KinekicTs BusBieHux kidbeparak (Number of Detected Cyber Attacks): KinbkicTs cripod HECaHKI[iOHOBAHOTO JAOCTYITY J10
Security Metrics CHCTEMHU.
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O  Pisens 3axucty (Security Posture): OrmiHka 3arajgbHOT0 piBHS 3aXHIIEHOCTI CHCTEMH Ta JOTPUMAHHS IPaBHII GE3MeKu.

Macmra6oBaHicTh O  Po3wmip ta obcsar ganux (Data Size and Volume): KinbkicTb Ta 00csT JaHuX, SIKi CHCTeMa MOXe epEKTHBHO 00pOOIIsiTH

Scalability Metrics Ta 30epiraTi.

0  MacmraboBanicts nofatky (Application Scalability): E¢exTuBHicTh fonaTKy npH 301IbIICHH] HABAHTAXKEHHS Ta
00csry KOpHCTYBaviB.

Burpatu O Butpatn Ha obGcmyroByBanns (Maintenance Costs): Cyma rpomieil, BUTpaueHHX Ha MIATPHMKY Ta OOCIYrOBYBaHHs
Cost Metrics CHCTEMH HPOTATOM IIEBHOTO TIEPioy.

IHwi MeTpukH O  Cxapru kopuctyBauis (User Complaints): KinbkicTb Ta XapakTep CKapr Bifl KOPUCTYBadiB 010 QYHKIIOHYBaHHS
Other Metrics CHCTEMMU.

1i MeTpuku BaxJIUBi 151 €()EeKTUBHOIO MOHITOPHUHTY Ta YIPAaBIiHHSA CHCTEMOIO, JO3BOJISIIOUM OL[IHIOBATH Pi3Hi aCreKTH Il poOOTH Ta BXKMBATHU 3aXOIiB IS
MIOKpAIIEeHHs IPOXYKTUBHOCTI, HaIIHHOCTI Ta Ge3MeKH.

BucHoBKH.

VY xopai JeKkuii MU 3aHYPIOBAINCH y CBIT CHCTEMHOIO MOHITOPHHIY, PO3KPUBAIOYM HOr0 BU3HAYEHHS, POJIb Y CY4aCHHX iHQOpMaUiiHMX TEXHOJOrIsX Ta
OCHOBHI npuHUMNY Ta 1ini. CHCTEMHHI MOHITOPHHI BHSBHBCS KJIIOYOBHM EIEMEHTOM cydacHoro IT-meiizaxy, 3abe3redyroun Harisg Ta YIpaBiliHHS
HaWBaXJIMBILIMMH aCIeKTaMH iHOPACTPYKTYPH Ta CEPBICiB.

BusHauuBIIN CHCTEMHUH MOHITOPHHT SIK IIpoLec 300py Ta aHANi3y JaHUX IPO CTaH CHCTEMH, BHSBIUIOCH, IO HOTO poib B cydacHUX IT-TexHomorisx
HerepeolineHHa. Llell iHCTpyMEHT 103BONIsE HE JIMILIE pearyBaTH Ha MOTOYHI NpoOiIeMu, a W mependadatd iX, 00 YHHKHYTH CEpPHO3HUX BIZIMOB Ta
ONTHMI3yBaTH PECYPCH.

OCHOBHI MPHUHIMNK Ta i CHCTEMHOTO MOHITOPHHTY BHSBHJINCS CHOPSIMOBAHHMH Ha 3a0€3MeYeHHs MOCTYIHOCTI, HaIidHOCTI Ta edeKTHBHOCTI
iH}pacTpyKTypr. MU pO3IVISIHYJIM Ba)XKJIMBICTh BYACHOTO BHSIBIICHHS aHOMAJil, MOHITOPHMHTY PI3HHMX acCIeKTiB, TaKHX sIK NPOJIYKTHBHICTb, Oe3meka Ta
BHKODPHCTaHHS PECypCIB.

OxpeMy yBary MH NPUIUIIM BHIaM METPHUK, SKi BHMIDIOIOTECS NIPU CHCTEMHOMY MOHITOPHHTY. BHKOPHCTOBYIOUHM TEXHIUHI METPHKH, Taki sK
BUKOPUCTaHHS MMPOLIECOpa, MaM'aTi, AUCKOBOT0 IIPOCTOPY Ta iHIII, CHCTEMH MOXYTb OTPHUMATH MOBHHUI 00CST iHpOpMaLil Mpo CBiif CTaH Ta NPOAYKTHBHICTb.

VY BHCHOBKY BaXJIMBO MiJKPECIIUTH, [0 CHCTEMHHI MOHITOPHHT - L€ HE TUIbKH IHCTPYMEHT /ISl BUSIBIICHHS IPOOJIEM, aje i CTpaTeriyHuil pecype st
BJIOCKOHAJICHHs Ta ontuMizawii podorn IT-iHdpactpykrypu. [IpaBriibHe BIPOBaIKCHHS Ta HAIATODKEHHS CHCTEMHOI'O MOHITOPHHTY € BOXKJIMBHM CTalloM
[ust 3a0e3medeHHs cTablIbHOCTI Ta e(heKTHBHOCTI CydacHHUX iH(MOpMaLiHHAX CHCTEM.

3aKiH4y 110 JIEKLIIO TaK caMo, SIK i 04aB.
Bynb-sxuit cucTeMHHMIT aqMiHICTPaTOp 3HAE, 1[0 MOHITOPUHT € BajUIMBUM. [HOII — Jy>Ke BasKIIHBUM.



