JlabopaTopna po6ota Ne5

HanawTyBaHHA NacMBHOro MOHITOpUHry Linux xocty Ha 6a3i Nagios Cross-Platform Agent.

MerTa: HanawTyBaTM MOHITOPUHT 6a3oBux napameTpis Ubuntu cepeepy y Nagios 4.X 3a gonomoroto NCPA
(Nagios Cross-Platform Agent).

IHcTpymeHTH: rinepsi3op VirtualBox, moaenb Komn’'toTepHOI MepeskKi.

3aBgaHHA o nabopaTopHoi po6oTu

1. [na 3ameHWeHHA HaBaHTa*KeHHA Ha VirtualBox Host TMMuyacoBo BigKAOUiTL pobouy cTaHuito WS-G-N-1
Ta il MOHITOPWUHT.

2. TMpoiHcTanoiTte abo imnoptyiTe 3 appliance BM Ubuntu 22.04 Serv-G-N-3 Ta nigkatodits ii 4o mogeni
Komn’toTepHoi mepeki (puc.5.1)

3. BcTtaHOBIiTb Ta HanawTyihTe Ha Serv-G-N-3 akTyanbHy Bepcito areHTa MoOHiTopuHry NCPA. Y 3BiTi
060B’A3K0BO HaBeAiTb ckpiH HTTP-nigkntoueHHa no NCPA cepsepy.

4. CKoHdirypy#Te rpynu xocTiB Nagios ana BKAOYEHHA A0 rpynu Linux Servers nokanbHoro xocty Nagios
(Serv-G-N-2) Ta cepsepy Serv-G-N-3.

5. HanawTyiiTe MOHITOPUHI OCHOBHMX cepBiciB (miHimym 10) cepsepy Serv-G-N-3. Y 3BiTi 060B’A3K0BO
HaBeAiTb CKPiHM 3aKnaaok Hosts Ta View Service Details for Serv-G-N-3.

3BiT mae MmicTuTH:

®  JIiICTUHI BUKOPUCTAHMX KOMaHA;
®  CKPIiHLWOTM OTPUMAHUX pe3ynbTaTiB MOHITOpUHry y Nagios 4;
®  KOpPOTKMI onuc peaaryBaHHa dalinis KoHirypauii Nagios 4.

TeopeTnyHi BigomMocrTi

Ha puc.5.1. HaBegeHa mogenb KoMn'toTepHOT Mepeki, NobyaoBaHa Nig Yac BUKOHAHHA NonepeaHix
nabopaTopHux pobit. [o cepsepy Serv-G-N-2 HanawtoBaHo SSH pgoctyn 4yepes NAT Network pgns

VirtualBox Host.

Serv-G-N-1
(NSCIient++) N
1 \
Serv-G-N-2 = = VirtualBox Host

WS-G-N-1 (NCPA)
MOHITOPUHI BUMKHEHO

NatNetwork
(Gateway/DNS)

Serv-G-N-3 (NCPA)

Puc. 5.1. Tononozia mepexci



Ha cepsepi Serv-G-N-2 po3ropHyTo cMcTemy MOHITOpUHry Ha 6a3i Nagios 4.X. MOHITOPUHI OCHOBHUX
cepsiciB cepBepy Serv-G-N-1 BMKOHyeTbcsi 3a gonomoroto NSClient++. Poboua craHuia WS-G-N-1 Ta ii
MOHITOPUHI TMMYAcOBO BMMKHeHO. Onuc Ui€i onepauii HaBeaeHO Aani. HanawToBaHO NigKAKOYEHHA 3
xocty NAT Network no npotokony HTTP go cuctemy MOHITOPUHIY Mig KOPUCTYBaYem nagios.

Host Status Details For All Host Groups

Limt Results:
Host & Status * 4 Last Check *# Duration *% Status Information
locahost B ow 01-07-2024 17:44:11 5d12h2m s PING OK - Packet loss = 0%, RT4 = 0.06 ms
sery-22-1-1 B. urP 01-07-2024 17:41:00 2d18h 27m 485 PING OK - Packet loss = 0%, RTA =055 ms
we-221-1 B ow 01-07-2024 17:44:30 0d 3h 44m 155 OH: Agent_version was [3.0.1
Reswits 1- 3 of 3 Matching Hosts
Service Overview For All Host Groups
Linux Servers (linux-serners) Windows Work Stations (win-workstations) Windows Servers (windows-servers)
Host Status Services Actions Host Status Services Actions Host Status Services Actions

localhost P AB R wezmi1 w QB AR svzir w A8 &

Puc. 5.2. Hosts, Host Groups.

Service Status Details For Host 'serv-22-1-1"

Limit Resutts:

Host *& Service * ¥ Status #%  Last Check *¥ Duration %  Attempt #%  Status Information
sery-22-1-1 Active Directory Domain Services OK 01-07-2024 17:45:04 0d 1h 52m 50z 143 NTDS: Started

C:ADrive Space Ok 01-07-2024 17:46:07 0d 2h 1m 47= i o -total 49 46 Gh - uzed: 11 10 Gh (22%) - free 35 36 Gh (758%)
CPU Load OK 01-07-2024 17:47:11 Od 2h Om 435 103 CPU Load 1% (5 min average)
DHCP Server OK 01-07-2024 17:38:14 Od 1h 59m 40s 173 DHCPServer: Started
DNS Server Ok 01-07-2024 17:39:17 Od1h56m37s 103 DS Started
Memory Usage OK 01-07-2024 17:40:20 Od 1h 57m 345 103 Memory usage: total 4799.59 WE - usect 1591 .92 MB (33%) - free: 3207.67 MB (67%)
MSClient++ Yversion Ok 01-07-2024 17:44:23 Od1ha3m 3s 103 NSClient++ 0.5.2 39 2015-02-04
Uptirme OK 01-07-2024 17:45:25 Od 2h 2m 295 103 System Uptime - 0 ciay(s) 3 hour(s) S0 minute(s)
Windowes Remote Management OK 01-07-2024 17:46:28 Od 2k 1m 265 103 WinREM: Started
Windovrs Time OK 01-07-2024 17:47:32 0Od 2h Om 225 143 W32Time: Started

Results 1- 10 of 10 Matching Sewices
Service Status Details For Host 'ws-22-1-1

Limit Resutts:

Host *%  Semvice *% Status *% LastCheck #%  Duration #%  attempt *%  Status Information

wE-22-1-1 CPU Usage 0K 01-07-2024 17:44:33  Od 2h 4m 493 15 OH: Percent was 0.00 %
Ethernet. Received bytes O 01-07-202417:43:47  OdOh#44m38s 145 Ok Bytes_sent was 014 kB/=s
Ethernet. Sent bytes 0K 01-07-2024 17:46:31 Od0h 42mS6s 15 OK: Bytes_sent wasz 017 kB/z
Free space on disk C oK 01-07-202417:46:33  Od1h36m3S3s 145 OH: Free was 21.57 GiB
Memory Usage DK 01-07-2024 174352  Od3h19m34s 145 Ok Memory usage was 41 20 % (Available: 1.89 GB, Total: 322 GB, Free: 1 83 GB, Used: 1.33 GB)
PhysicalDrive. Read bytes 0K 01-07-202417:47:26  Od1h 36m0s 15 OK: Read_bivtes wwas 0.00 MBYs
PhrysicalDrive. Read time oK 01-07-202417:44:40  Od1h33mdGs 145 OH: Read_time was 0.00 ms/s
PhysicalDrive. Write bytes Ok 01-07-2024 17:4518  0d1h35m7s 1i5 OK: Wirite_bytes was 0.01 MBis
PhysicalDrive. Write time 0K 01-07-202417:4523  Od1h32m3SGs 15 OH: Wyrite_time was 0.00 ms/s
Process Count O 01-07-202417:47:38  Od3h4sm4fs 145 Ok Process count was 48
System operation time 0K 01-07-2024 174814  Od0Oh30m12s 15 OK: Uptime was 3 hours 52 minutes 8 seconds

Resuits 1- 11 of ¥ Maiching Services

Puc. 5.3. Service Status Details for Serv-22-1-1 & WS-22-1-1

[ns 3MeHLWeHHA HaBaHTaXXeHHA Ha VirtualBox Host MOXXAMBO TMMYaCOBO BiAKAOUYMTU pobouy cTaHuito WS-G-
N-1 Ta ii MOHITOpPWHT. [1nA LbOro nepelimeHOBYEMO KOHOIrypauiliHmii dainn poboyoi cTaHLil:

sudo mv Jusr/local/nagios/etc/objects/workstation/ws-22-1-1.cfg
/usr/local/nagios/etc/objects/workstation/ws-22-1-1.cfg.bkp

MepeBipAemo BiACYTHICTb NOMMIOK y KOHbIrypauii Ta nepesanyckaemo cepsic Nagios:
sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg
sudo service nagios restart

Micna uboro moskete BUMKHYTM pobouy cTaHuito WS-G-N-1

CTBOPIOEMO BipTyasibHY MaLLNHY AN PO3ropTaHHA cepsepy Serv-G-N-3, nobygosaHomy Ha OC Ubuntu 22.04.



[nAa posropTaHHA cepBepy IMNOPTYeETbCA BianosigHui dann VirtualBox appliance, abo BMKOHyeTbCA
CTBOpPEHHA Ta I(HCTanAuUiA cepBepy Yy BigNOBigHOCTI A0 IHCTPYKUii «JomaToK 1» MeTOAMYHUX BKa3iBOK A0
nabopatopHoi pob6oTn Nel « CTBOpeHHA CTeHAY A1 BUKOHAHHSA pobiT. ».

Micns imnopTy cepBepy 3 appliance ioro HeobxigHO NepeimeHyBaTH y BiAMNOBIAHOCTI A0 BapiaHTy. Mepernag,
Ta NepelrimeHyBaHHA NOTOYHOIO iMEHi cepBepy:

sudo hostname Serv-G-N-3

hostnamect!

sudo hostnamectl set-hostname New-Name-Server
sudo reboot

Oe Serv-G-N-3 — HoBe im’a cepsepy. MMicha imnopty, abo iHcTanAauii cepBepa HeobxigHO BWKOHATM MOro
NiAKNIOYEeHHA A0 BigNOBiAHOI BipTyanbHOI Mepeki, A0 AKOT NiAKAYEHI iHWI XOoCcTU Moaeni Komn’'toTepHOT mepeski.
MigKkntoyeHHA noKasaHo Ha puc. 5.4.

18} Serv-22-1-2 - Settings = =
E General Network
System Adapter 1| Adapter 2 | Adapter 3 | Adapter 4
D Display Enable Network Adapter
Attached to: | NAT Metwork v
Storage
Name: | Network-SNM v
Audio
(D: W Advanced
ﬂ Metwork. Adapter Type:  Inkel PROJ1000 MT Deskkop (G2540EM) v
@ Sarisl Forts Promiscucus Mode: | Derry v
MAC Address: 80027231751 (=]
usB
Cable Connected
[] shared Foiders
If‘ User Interface

Puc. 5.4. Mepexcesi HanawmyeaHHsA 048 BM Serv-22-1-3 (Ubuntu 22.04) y VirtualBox.

Serv-G-N-3 cKOH}irypoBaHO Ha AMHAMIYHY afpecalito i, MOXANBO, BiH agpecy oTpumye Big, DHCP Serv-G-N-1.
3MIiHIOEMO HanawTyBaHHA AMHAMIYHOI agpecn Ha cTaTMyHy. Llykaemo Ha3By MepexkeBoro iHTepdelicy, saKui
HeobxiaHO BigpeaarysaTm

ip a a6o ip link

Lykaemo KoHbirypauiiHi dainm Netplan (3 poswnperHam YAML), wo 36epiratotbes B kKatanosi /etc/netplan.
MMOBipHO, Y LLbOMY KaTano03i € oauH abo Aekinbka daiinie YAML. HasBa ¢aitny moe BifpisHATMCA 3aneXKHO Bif,
HaNaLWTyBaHb.

sudo dir /etc/netplan

HanpuKknag, y Katanosi 3HangeHo dain 00-installer-config.yaml. Pobumo lioro 6ekan nepes pegaryBaHHAM:
sudo cp /etc/netplan/00-installer-config.yaml 00-installer-config.yaml.backup

BiZKpMBaEMoO gns peparyBaHHsA
sudo vi /etc/netplan/00-installer-config.yaml

Bmict ¢ainy Netplan pana IP-agpecu 192.168.22.137/26, wno3: 192.168.22.129, DNS-cepsepu:
192.168.22.131, 192.168.22.129:

# This is the network config written by 'subiquity'
network:
ethernets:
enp0s3:
addresses: [192.168.22.137/26]
gateway4: 192.168.22.129
nameservers:
addresses: [192.168.22.131, 192.168.22.129]

version: 2

36epiraemo BiapeaarosaHuii Netplan Ta 3acTocoByEMO BHECEHI 3MiHMU:

sudo netplan apply




HanawTtoByemo Port Forwarding ana opranisauii SSH goctyny ao cepsepy Serv-G-N-3 3 $pisnuHoi mawmHm —
xocTa VirtualBox. HanawTtyBaHHA BUKOHYETLCA Y MEHIO

[Oracle VirtualBox Manager] - [File] — [Tools] — [Network Manager] — [Nat Network] — [Properties] — [Port
Forfarding] — [IPv4].

HasBa npasuna NAT — “Serv-G-N-3 SSH”,
pe G—rpyna,
N — BapiaHT, Lo Bu BUKOHYETe, npoTokon — “TCP”.

Y akocti Guest IP 3agaemo IP-agpecy cepBepa, AKY MU OTPMMAAKU 3a AONOMOro0 KoMaHam ip a , Port — 22 —
NOpT «3a 3amoBYyBaHHAM» ana SSH gocrtyny.

Y aKkocti Host IP 3agaemo IP-agpecy Haworo ¢isnyHoro MK (xocta VirtualBox ), AKMI MOXKHa NepernsaHyTm
yepes ipconfig /all, y akocti Host Port — «BinbHMIY», abo HeicHyounin ana obpaHoro IP nopt. O6upaemo nopT 3a
Aonomoroto KomaHau netstat -an | findstr "IP_Hosts".

General Options Port Forwarding

IPw4 IPvE

Name Protocal Haost 1P Haost Part Guest IP Guest Park
Serv-z2-1-2 HTTP TCP 192.168.1.176 &0 192,166.22.135 &0
Sery-22-1-2 35H TCP 192,168,117 2244 192,165.22,135 22
Serv-22-1-3 55H TCP 192.168.1.176 2245 192,168.22.137 22

Puc.5.5. HanawmysaHHA npasuna nepeadpecayii nopmy 011 SSH 0o cepsepy Serv-22-1-3[192.16.22.137].
Ans nepeadpecayii sukopucmosyemocs nopm 2245,

Ha pwuc. 5.5 nokasaHe HanawTtyBaHHA port forwarding ans SSH nigkntoueHHs y NAT Network. Y sikocTi nopty
nepeagpecauii gna Serv-22-1-2 obpaHo 2244, ana Serv-22-1-3 — nopt 2245. [inA Serv-22-1-2 opraHi3oBaHo JoCTyn No
80 nopty (HTTP) no cuctemu moHiTopuHry Nagios.

BctaHoBMMO Ta HanawTyemo NCPA Ha cepBepi Serv-G-N-3.

3aBaHTaXXYEMO OCTaHHIO CTabinbHy Bepcito areHTa ans DEB Linux 64-bit (Ubuntu 16+) 3 odiuiliHoro caity
https://www.nagios.org/ncpa/#downloads . Ha MOMEHT HanMcaHHA LbOro AOKYMeHTY Le Bepcis 3.0.1.

Mepexoanmo B TUMUYACOBMIA KaTasnor (Moxe byTu Byab-aKkuiA, HanpuKknaa, /tmp)
cd /tmp
3aBaHTaXKyemo Ta BcTaHoBAOEMO NCPA

sudo wget https://assets.nagios.com/downloads/ncpa3/ncpa-latest-1.amd64.deb
sudo dpkg -i ./ncpa-latest-1.amd64.deb

3anyckK Ta nepesipKa poboTtu cay»6u NCPA:
sudo systemctl start ncpa
sudo systemctl status ncpa

[Ons 3abesneuveHHs 6e3nekn Ta aBTeHTMOIKALIl HanawToByemo Token-u, aHanoriyHo HanawTyBaHHAM NCPA
for Windows. Le pobutbca peparyBaHHAM KoHirypauinHoro daiiny NCPA, AKuIA  3HaxoaAuTbcA B
/usr/local/ncpa/etc/ncpa.cfg. Wykaemo posain [api] Ta BCcTaHOBAOEMO TaemHMin Katod (Token) ans nacusBHUX
nepeBipokK.

community string = mytoken #6ys0

community string = P@ssw0rd2023 #cramno

A 3a pagkom gossony WEB APl goctyny admin_gui_access = 1 sctaHoBatoemo Token ans HTTP WEB API. BiH
MOXKe BiApi3HATUCA Bif, KNtOYa, WO BCTAHOBAEHWUIM AN NMAaCMBHUX MEPEBIPOK, afie BPAaxOBYOYM, WO Lie HaBYaAbHUN
CTEeHA, Y AKOCTI K/1loYa BCTAaHOB/IEHO TUNOBY NOCAIA0BHICTb cMMBONIB P@sswO0rd2023

admin password = None #6ys0

admin password = P@ssw0rd2023 #cramno

36epiraemo 3MiHU Ta nepe3anyckaemo cnyb6y NCPA:
sudo systemctl restart ncpa

MepesipKka npauesaaTHocTi NCPA moke 6yTM BMKOHaHa aHanoriyHO nepesipkam, WO MU BUKOHYBanu Ans
NCPA for Windows. MepesipKa, wo cnyx6a NCPA npautoe npaBuabHO Ta cayxae nopT 6esnocepeaHbo Ha NCPA:



https://www.nagios.org/ncpa/#downloads

nc -zv localhost 5693
abo 3 3 cepsepy Nagios
nc -zv 192.168.22.137 5693
nepesipka L[ cepsepy
/usr/local/nagios/libexec/check_ncpa.py -H 192.168.22.137 -p 5693 -t P@sswO0rd2023 -M cpu/percent -w 80 -
¢ 90 -q 'aggregate=avg'’

Puc. 5.6. Mepeznsad sidzyky NCPA cepsepy Serv-22-1-3 3 Serv-22-1-2
HeobxiaHo BiapeaarysaTv KoHOirypauiiHi dainun ana BipHoro BigobpakeHHs rpynu cepsepis Linux.

Y daitni rpyn xocris fusr/local/nagios/etc/objects/hostgroups.cfg nogaemo cekuito Linux Servers:

define hostgroup {
hostgroup name Ilinux-servers

alias Linux Servers

Y ¢aini KoHdirypauii nokanbHoro cepsepy /[usr/local/nagios/etc/objects/localhost.cfg «npubupaemo»
BigNOBiIgHY CEKL,ito:

#define hostgroup {

# hostgroup name linux-servers ; The name of the hostgroup

# alias Linux Servers ; Long name of the group

# members localhost ; Comma separated 1list of hosts that belong to this
group

#}

Y ronosHomy KoHdirypauiiHomy daiini  /usr/local/nagios/etc/nagios.cfg BUMUKaemo 3 nepeniky
KOHOIirypauiiHux ¢aini gpaiin 1oKanbHOro XocTy:

# Definitions for monitoring the local (Linux) host

#cfg file=/usr/local/nagios/etc/objects/localhost.cfg

MepeHocMMo KoHbirypauiiHuii dain NOKanbHOrO XOCTy A0 KaTasora, 3ape3epBOBAaHOrO A/A TPynu XOcCTiB
Linux Servers

sudo mv Jusr/local/nagios/etc/objects/localhost.cfg /usr/local/nagios/etc/objects/linux/localhost.cfg

CTBOpHOEMO TUNOBMIA KOHbIrypauiiHunin dain ana Hoeoro cepeepy Serv-G-N-3 3 rpynu xocTig Linux Servers y
BianosiaHomy, 3apesepsoBaHomy KaTanosi: fusr/local/nagios/etc/objects/linux/serv-22-1-3.cfg

define host |

host_name serv-22-1-3
address 192.168.22.137
use linux-server
hostgroups linux-servers
check command check ncpa!-t 'P@ssw0rd2023' -P 5693 -M system/agent version
max_check attempts 5

check interval 5

retry interval 1

check period 24x7
notification interval 60
notification period 24x7

~

notifications enabled
}

define service {

host name serv-22-1-3

use generic-service

service description CPU Usage

check command check ncpa!-t 'P@ssw0rd2023' -P 5693 -M cpu/percent -w 20 -c 40 -q

'aggregate=avg'

w,

max_check attempts




}

check interval

retry interval 1
check period 24x7
notification interval 60
notification period 24x7

define service {

}

host name
use

service description

serv-22-1-3
generic-service

Memory Usage

check command check ncpa!-t 'P@ssw0rd2023' -P 5693 -M memory/virtual -w 50 -c 80 -u G
max_check_attempts 5

check interval 5

retry interval 1

check period 24x7

notification interval 60

notification period 24x7

define service {

host_name
use

service description

serv-22-1-3
generic-service

Process Count

check command check ncpa!-t 'P@ssw0rd2023' -P 5693 -M processes -w 150 -c 200
max_check _attempts 5

check interval 5

retry interval 1

check period 24x7

notification interval 60

notification period 24x7

MepeBipKa BipHOCTIi BHECEHUX Y KOHIirypaLito 3miH Ta nepesanyck cepsicy Nagios:
sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg
sudo service nagios restart

Mepernag BCix AOCTYNHUX NapameTpiB MOHITOPUHIY A1A LbOro cepsepy 3 cepsepy Nagios:
Jusr/local/nagios/libexec/check_ncpa.py -H 192.168.22.137 -t P@sswO0rd2023 -p 5693 —list

[Joaaemo KinbKa BaXK/IMBMX NapameTpiB MOHITOPUHTY ans cepBepy Serv-G-N-3 y daiin KoHoirypauii:

define service f{

host_name
service description

check command

10 -c 100

}

max_check _attempts
check interval

retry interval

check period
notification interval

notification period

define service {

-c 100

host_name
service description

check command

max_check attempts
check interval

retry interval

check period
notification interval

notification period

serv-22-1-3
Ethernet. Sent bytes

check ncpa!-t 'P@ssw0rd2023' -P 5693 -M interface/enp0s3/bytes sent -d -u k -w

24x7
60
24x7

serv-22-1-3
Ethernet. Received bytes

check ncpa!-t 'P@ssw0rd2023' -P 5693 -M interface/enp0s3/bytes recv -d -u k -w 10

5

5

1
24x7
60
24x7




define service {

host_name
service description

check command

max check attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7
}
define service f{
host_name

critical

}

use
service description

check command
5: -u G

max_check_attempts
check interval

retry interval

check period
notification interval

notification period

define service {

90

}

host_name
use
service description

check command

--critical 95

max_check attempts
check interval

retry interval

check period
notification interval

notification period

define service {

host name

use

service description

check command

check ncpa!-t

serv-22-1-3

System operation time

'P@ssw0rd2023' -P 5693 -M 'system/uptime'’

serv-22-1-3

generic-service

Logical disk

'P@ssw0rd2023' -P 5693 -M 'disk/logical/|/free'

check ncpal!-t --warning 10: --

24x7
60
24x7

serv-22-1-3
generic-service
Logical disk used percent

check ncpa!-t 'P@ssw0rd2023' -P 5693 -M 'disk/logical/|/used percent' --warning

5

5

1
24x7
60
24x7

serv-22-1-3

generic-service

Disk

-c 100
max_check attempts 5
check_interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7

}

define service f{

host name

use

service description

check command

check ncpa!-t

SDA. Read bytes
'P@ssw0rd2023' -P 5693 -M 'disk/physical/sda/read bytes' -d -u M -w 50

serv-22-1-3

generic-service

Disk

-c 100
max_check attempts 5
check interval 5
retry interval 1
check period 24x7
notification interval 60
notification period 24x7

}

define service {

host name

check ncpa!-t

SDA. Write bytes
'P@ssw0rd2023' -P 5693 -M 'disk/physical/sda/write bytes' -d -u M -w 50

serv-22-1-3




use
service description
check command
max_check_attempts
check interval

retry interval

check period
notification interval

notification period

generic-service
Disk SDA. Read time
check ncpa!-t
5

5

1

24x7

60

24x7

'P@ssw0rd2023' -P 5693 -M 'disk/physical/sda/read time' -d -w 50 -c 100

Ooctyn yepe3s GUI npu nigknodeHHi 4o NCPA Ha cepsepi Serv-G-N-3 3 cepsepy Serv-G-N-1, a6o

cTaHuii WS-G-N-1 wo nokasaHuit Ha pu1c.5.6.

@ ms

B Checks - NCPA

« Checks

192.168.22.137:3693/gui/checks?page=1

pobouoi

~ K3 Certificate error @ | Search...

Checks

Status Any

Page 1 of 17

Mode Endpoint
system/agent_version
disk/physical/sda/write_bytes
disk/logical/|/used_percent
interface/enp0s3/bytes_sent
disk/logical/|/free
disk/physical/sda/read_time
interface/enp0s3/bytes_recv

disk/physical/sda/read_bytes

A Type

Check Time

01/08/2024 20:
01/08/2024 20:
01/08/2024 20:
01/08/2024 20:
01/08/2024 20:
01/08/2024 20:
01/08/2024 20:
01/08/2024 20:

25:44

25:43

25:42

25:33

25:14

25:06

24:47

24:30

Both v

& Showing 1 - 20 of 331 total check records

Status
[o] ¢
(o] ¢
oK
0OK
WARNING
(o] ¢
0OK

0K

-

Executed By T Filter

Status Information
OK: Agent_version was ['3.0.1"]
OK: Write_bytes was 0 MB/s | 'write_bytes'=0;50;100;
OK: Used_percent was 46.10 % | 'used_percent’'=46.10%;90;95;
OK: Bytes_sent was 0.12 kB/s | 'bytes_sent’=0,12;10;100;
WARNING: Free was 6.15 GB | 'free'=6.15GB;10:;5:;

OK: Read_time was 0 ms/s | 'read_time'=0;50;100;

OK: Bytes_recv was 0.20 kB/s | 'bytes_recv’=0.20;10;100;

OK: Read_bytes was 0.00 MB/s | 'read_bytes'=0.00;50;100;

Puc. 5.6. Mepeansad napamempie MmoHimopuHay Linux cepsepy Serv-22-1-3 yepes https://192.168.22.137:5693

MepeBipKa BipHOCTIi BHECEHUX Y KOHIirypaLito 3miH Ta nepesanyck cepsicy Nagios:

sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg

sudo service nagios restart

Service Status Details For Host 'ws-22-1-1"

Limit Resutts:
Host *¥ Service *¥ Status *¥ Last Check *¥% Duration #%  Attempt # %  Status Information

wys-22-1-1 CPU Usage (o8 01-07-2024 17:19:38 Od1h39m39s 1/ OW: Percent weas 0.00 %
Ethernet. Received bytes (o34 01-07-2024 171847 O0dOh19m29s  1/5 OK: Bytes_sent was 0.17 kBiz
Ethernet. Sent bytes OH 01-07-2024 17:21:31 Od Ok 17m 465 /5 OK: Byte=_sert was 0.14 kBis
Free space on disk C Ok 01-07-202417:21:33  Od1h1md3s 1/ Ok: Free was 21.57 GiB
Memory Usage ok 01-07-2024 171852  0Od2hSdm24s 15 Ok Memaory usage was 41.30 % (Available: 1.89 GB, Tatal: 3.22 GB, Free: 1.89 GB, Used: 1.33 GB)
PhysicalDrive. Read bytes (=8 01-07-2024 17:22.26 Od1h10ms0s  1/5 OW: Read_bytes was 0.03 MBJs
PhysicalDrive. Read time (o8 01-07-2024 17:19:40 Od 1h 8m 365 e OW: Read_time was 0.01 msiz
PhysicalDrive. Wirite byvtes (o34 01-07-2024 171819  Od1h89m57s 115 Ok Wite_bytes was 0.01 MBis
PhysicalDrive. Write time Ok 01-07-2024 17:20:28  Od 1h 7im 485 115 Ok: Wite_time was 0.00 msis
Procesz Count 0K 01-07-202417:2238  0d3h20m37s 1[5 OHK: Process count was 48
System operstion time ok 01-07-2024 171814 0d Oh Sm 43z+ 15 Ok Uptime was 3 hours 22 minutes § seconds

Resuits 1- 11 of 11 Matching Sewices

Puc. 5.7. lMepeansad BUKOHAHUX HAAAWMYBAHb:
Host Group Summary, Host Status, Service Status Details for host Serv-22-1-3

Host Status Details For All Host Groups

une Fesus (100 v

Status Information

Vast 4 Status *4 Last Chock *4 Dusstion *%
5w 01062024 204545 3210 2 12
B ooe2me mizs a0 3m 412

sarv2 B 01.05-2024 2046 18 0 dh S 545

wazad B o1.00.2024 24867 canom s

Resuts 1- ¢ of ¢ Watching Hosts

PG 04 - Packat kgt = 0%, RTA= 079 me.
PG 0% - Packel oss « 0%, KTA= 007 ms
K Agert_version was [301]
ke Agere_versice, wns [30.1]

Service Overview For All Host Groups

Linux Servers (inux-servers) Windawrs WarkStations (win-workstations) Windaws Servers (windows-servers)

Host Status Services Actions Host Status Services Actions Host Status Services Actions

sen-2242 WP AB& e QE g vt W ABa
7 Uikt

se-224-3 UP Ry =¥


https://192.168.22.137:5693/

Service Status Details For Host 'sery-22-1-2

Limit Results:

Host *¥ service *¥ Status *%  Last Check *# Duration * % Attempt *% Status Information
sery-22-1-2 Current Loz OH 01-08-2024 20:45:01 Ocl Ok 11m 95 114 Ok, - load average: 0,00, 0.00, 0.00

Current Users O, 01-08-2024 20:48:37 Ol Oh 10m 335 114 USERS OK - 2 uzers currently logged in
HTTP & Ok 01-08-2024 20:44:14 Odl Oh Sm 562 114 HTTP QK: HTTRA 1 200 OK - 10845 bytes in 0.001 second response time
FING QK 01-05-2024 20:44:50 Ocl Oh 9m 202 114 FING QK - Packet lozs = 0%, RTA = 0.06 ma
Root Partition O 01-08-2024 20:45.27 0 Oh 8m 43= 114 DISK QK - free space: £ 5442 MiB (S0.02% inode=88%):
SEH H‘ (8124 01-08-2024 20:46:03 0d Oh 8m 7g 114 SEH OK - OpenSSH_8.9p1 Ubuntu-3ubuntul & (protocol 2.0
Swap Usage Ok 01-08-2024 20:46:39 0d Oh 7m 3= 114 SWAP OK - 100% free (1910 MB out of 1914 MB)
Total Processes Ok 01-05-2024 20:47.16 0Oc Oh Bm 4= 144 PROCS OK: 45 processes with STATE = RSZDT

Results 1- & of 8 Matching Senvices

Service Status Details For Host 'serv-22-1-3'

Limit Results:

Host *# Service * ¥ Status *¥  Last Check *¥ Duration *# Atternpt +3  Status Information
serv-22-1-3 CPU Usage OK 01-08-2024 20:47:01 Od 4h 52m 48z 1i5 OK: Percent was 0.00 %

Dizk S04 Read bytes oK 01-08-2024 20:49:30 O Oh 25m 19z 1/ Ok: Read_bytes was 000 MB/s
Disk SD&. Read time oK 01-05-2024 20:45306  OclOh 24m 435 145 Ok: Read_time was 0.00 msis
Disk SDA . Write bytes Ok 01-05-2024 20:4543  0cd Oh 24m 62 = OK:Wirite_hytes was 0.01 MB/z
Disk SDA . Wite time Ok 01-08-2024 20:4820 0d0Oh17m30s 15 OK: Wirite_time was 34 .40 msfs
Enpls3. Received kytes oK 01-08-2024 20:44:47  Od 3h 5m 25 115 OK: Bytes_recy was 0,10 kBfs
EnpOs3. Sent bytes oK 01-05-2024 20:4533  Ocl 3h 4m 165 113 OK: Bytes_sent was 014 kBis
Logical dizk Ok 01-08-2024 20:4514  0d0Oh19m 352 163 OHK: Free waz 6.15 GB
Logical dizk used percert OK 01-08-2024 20:45:42  Od Oh 589m 7= 115 OK: Used_percent was 4610 %
Memory Usage oK 01-08-2024 20:47:50 O 4h 51m 59z 1/ QH: Memory usage was 41.80 % (Svailskle: 0.58 GB, Total 1.00 GB, Free: 019 GB
Process Count OK 01-08-2024 20:48:39  Od4hS1m10s  1/3 OH: Process count was 103
System operation time Ok 01-08-2024 20:47:23  0d1h 7m 262 = OK: Uptime was 7 hours 54 minutes 3 seconds

Resuits 1- 12 af 12 Matching Services

Puc. 5.8. lMepeanad suUKoHaHuUx HaaawmysaHs y Nagios.

Jopatok 1.
BunpaBneHHsA nomunku 3 3anyckom KrnieHta Nagios Ha Ubuntu.
BunpasaeHHA NOMUAKK 3 pob0oTOI Ncpa. MepeBipAeEMO CTaTyC CNyKOU KNieHTa.
sudo service ncpa status
BumunKkaemo aBTo3anyck cnyx6bu NCPA, wob BoHa He 3anycKkanaca nig yac nepesaBaHTaXKeHHA CUCTEMMU.
sudo systemctl disable ncpa
sudo reboot
sudo service ncpa status
3miHtoemo npaBa pocTyny o danny npouecy ncpa.pid, Wob A03BOAUTU MOTO BUAANEHHA Ta BUAANAEMO.
sudo chmod 777 /usr/local/ncpa/var/run/ncpa.pid
sudo rm Jusr/local/ncpa/var/run/ncpa.pid
MepesanycKkaemo cnykby Ta BigHOBAOEMO ii aBTO3aMyCK.
sudo service ncpa restart
sudo systemctl enable ncpa

Lle yHiBepCanbHUIA aNropuTM BiAHOBAEHHA Ta NPaLIOE TaKoX 3 nrpe. Paitn npouecy nrpe-knieHTa 3HaxoANTLCA
no wnsxy /usr/local/nagios/var/nrpe.pid



KopucHi nocunaHHsa

¢ Nagios Add-Ons Projects
https://www.nagios.org/downloads/nagios-core-addons/

¢ NCPA. Downloads latest stable agent
https://www.nagios.org/ncpa/#downloads

¢ Installing NCPA
https://nagiosenterprises.my.site.com/support/s/article/Installing-NCPA-

9flde62ftiInstalling NCPA On Windows

o NCPA. Getting Started
https://www.nagios.org/ncpa/getting-started.php

e Download check_ncpa.py
https://raw.githubusercontent.com/NagiosEnterprises/ncpa/master/client/check ncpa.py

e Nagios Plugins Downloads
https://nagios-plugins.org/downloads/

e GitHub. NagiosEnterprises/ncpa
https://github.com/NagiosEnterprises/ncpa

o GitHub. NagiosEnterprises/ncpa/"free disk space"
https://github.com/NagiosEnterprises/ncpa/issues/857

e Nagios Support Knowledgebase. Network Interface Checks
https://support.nagios.com/kb/article/network-interface-checks-781.html



https://www.nagios.org/downloads/nagios-core-addons/
https://www.nagios.org/ncpa/#downloads
https://nagiosenterprises.my.site.com/support/s/article/Installing-NCPA-9f1de62f#Installing_NCPA_On_Windows
https://nagiosenterprises.my.site.com/support/s/article/Installing-NCPA-9f1de62f#Installing_NCPA_On_Windows
https://www.nagios.org/ncpa/getting-started.php
https://raw.githubusercontent.com/NagiosEnterprises/ncpa/master/client/check_ncpa.py
https://nagios-plugins.org/downloads/
https://github.com/NagiosEnterprises/ncpa
https://github.com/NagiosEnterprises/ncpa/issues/857
https://support.nagios.com/kb/article/network-interface-checks-781.html

