JlaboparopHa po6ota Ned

HanawTtyBaHHA nacMBHoro moHitopuHry Windows xocty Ha 6a3i Nagios Cross-Platform Agent.

MeTa: HanawTyBaTM MOHITOPUHI 6a3oBMx napameTpis pobouoi craHuii Windows y Nagios 4.X 3a
ponomoroto NCPA (Nagios Cross-Platform Agent).

IHcTpymeHTM: rinepsizop VirtualBox, mogenb Komn’'toTepHOI Mepexi.

3aBaaHHA Oo nabopaTopHoi po6oTun

1. BcTaHOBITb Ta HanawWTylTe Ha pobouilt cTaHuii WS-G-N-1 akTyanbHY Bepcito areHTa MmoHiTopuHry NCPA.
Y 3BiTi 060B’A3KOBO HaBeAiTb CKPiH 3aknaaku checks HTTP-nigkntoueHHs go NCPA WS-G-N-1.

2. HanawTyiTe MOHITOPUHT OCHOBHUX cepBiciB (MmiHimym 10) pobouyoi cTaHuii WS-G-N-1. VY 3BiTi
060B’A13KOBO HaBeAiTb CKPiHW 3aKnagokK Hosts Ta View Service Details for WS-G-N-1.

3. BigpeparyiiTe KoHirypauito Nagios TakMm YMHOM, WO6 y cucTemi Byno TPU aKTUBHUX TPYNM XOCTiB:
Windows Servers, Windows Workstations Ta Linux Servers. 3aknagka Host Groups Nagios.

3BiT Mmae micTuTn:

®  JIICTUHT BUKOPUCTAHUX KOMaHA;
®  CKPIiHLWOTM OTPUMAHUX Pe3ynbTaTiB MOHITOpuHry y Nagios 4;
®  KOPOTKMI onuc peaaryBaHHs ¢annis KoHdirypauii Nagios 4.

TeopeTnyHi BigomocTi

Ha puc.4.1. HaBegeHa moAenb KOMMN' IOTEPHOI Mepexki, NobyaoBaHa nig Yyac BUKOHAHHSA nonepeaHix
nabopatopHux pobit. Kpim Toro, oo cepeepa Serv-G-N-2 HanawToBaHo SSH goctyn yepes NAT Network

ansa VirtualBox Host.

Serv-G-N-1
(NSClient++)

Serv-G-N-2

NatNetwork

WS-G-N-1 (NCPA)(GateWaV/ DNS)

Puc. 4.1. Tononozia mepexci

Ha cepBepi Serv-G-N-2 po3ropHyTo cuctemy MoHITopuHry Ha 6a3i Nagios 4.X. MOHITOPUHT OCHOBHMX
cepsiciB cepBepy Serv-G-N-1 BUKOHYeTbCA 3a gonomoroto NSClient++. HanawToBaHo NigKAtOUeHHA 3 XOCTy
NAT Network no npotokony HTTP o cuctemy MOHITOPUHTY Nif KOpMUCTyBaYeM nagios.



Current Network Status

Last Updated: Thu Jan 4 13:47:08 UTC 2024
Updated every 90 seconds

Magios® Core™ 4.5 10 - e nagios org
Logged in as pagios

Host Status Totals
Up Down Unreachable Pending

Lo o o]
Al Problams Alf Types

Service Status Totals
Ok Warning Unknown Critical Pending
[ o J[ o [ o ][ o
Afi Problems Ail Types

Nagios

General

Home
Documentation Wiew Service Status Detail For Al Host Groups

gy Status Overviewy For Al Host Groups

Current Status “igewy Status Summary For All Host Groups
N . iew Status Grid For Al Host Groups
Tactical Overview .
Map (Legacy) Host Status Details For All Host Groups
Hosts
Services
Host Groups Limit Resufts:
Surmary Host *4 Status * ¥ Last Check *¥ Duration *# Status
Grid localhast B up 01-04-2024 13:46:00 3ol 1h 24m 99 PING OK - Packet loss = 0%, RTA = 0.09 ms
Sendce Groups 2311 B ow 01-04-2024 13:43:30 0l 7h 50m 40 PING OK - Packet loss = 0%, RT&= 071
Surnrmary sereels -04- m 40s - Packet Inss = 0%, RTA = 071 ms
Grid
Problems Results 1- 2 of 2 Matching Hosts
Senices

(Unhandled)
Hosts (Unhandled)
Metwartk Qutages

Service Status Details For Host 'serv-22.1-1"

Lin#t Resuts: | 100 v
Host *4 Service ## Status #8 _ Last Check %8 Duration ##  Attemgt # & Status iformation
v Activs Drectory Doman Services O1-04-2026 134053 06 10 47 465

WD Started

[ORO] onoeame e GaanTmss 0 -t 48.46.Gb - uset 1111 G (22%)- free 3836 Gb (78%)

O or-o4-2024 134241 Oadan2smSs 15 CPULOSG 1% (5 10 averas)
Service Overview For All Host Groups [B8C o 042020 134550 G thazndss 47 DHCPServer Stared
[BR 010426 134778 O thSInte 16 DHS: Startct
[GRO] 100200 136182 Dddh Fimees A0 Memary usoge: kst 4705 55 B - usect 2062 12 B (43%) - ree: 2737 48 MB (7).
MSClartes vorsin [ -0z 13452 DeanTmIs 13 NSCHtes 05270 2018.02:08
Linux Servers (linux-servers) Windows Seners (windows-servers) Uptme [ orp42020 134709 OddhAn 0 18 System Uipkns - 1 dey(<) 2 houa () 1 mrwde(s)
. 5 . 5 [T —— (BRI 010024 134540 D8 haImSes 19 e States
Host Status Services Actions Host Status Services Actions b [OR] 01.042026 134730 Gathaimds 10 bl
localhost LR ABR vzt ow AR &

Fesuts 1- 10 6f 10 Matching Services

Puc. 4.2. Hosts, Host Groups, Service Status Details for Serv-22-1-1.

BctaHoBMMO Ta HanawTyemo NCPA Ha pobouii ctaHuii WS-G-N-1. 3aBaHTa*KYEMO OCTaHHIO CTabinbHy Bepcito
areHTa ana Windows 64-bat 3 ogiuiiiHoro caity https://www.nagios.org/ncpa/#tdownloads . Ha mOMeHT HanucaHHsA
LbOro fOKyMeHTy Le Bepcia 3.0.1.

[ NePa setup - % | [E] NCPA Setup - X [ [ Listener Configuration - x
Nagios Cross-Platform Agent (NCPA) . o Nagios Cross-Platform Agent (NCPA) . o
- Welcome to NCPA Setup e voraon 30 1 Nagios Windows Version - 3.0.1 Nagios

Setup will guide you through the installation of NCPA.

Itis recommended that you dose all other appications

License Agreement

Magios Software License Terms and Conditions

before starting Setup. This wil make it possible to update
relevant system fles without having to reboot your

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE PURCHASING OR USING NAGIOS
computer.

SOFTWARE, BY PLRCHASING OR USING NAGIOS ENTERPRISES' SOFTWARE, TOU
SIGNIFY YOUR ASSENT TO THIS AGREEMENT. IF YOU ARE ACTING ON BEHALF OF AN
NTITY, THEN YOU REPRESENT THAT YOU HAVE THE AUTHORITY TO ENTER INTO THIS
|AGREEMENT ON BEHALF OF THAT ENTITY. IF YOU DO NO ACCEPT THE TERMS OF THIS
[AGREEMENT, THEN YOU MUST NOT PURCHASE OR USE NAGIOS SOFTWARE,

Click Nexct to continue.

This Software License Terms and Conditions Agreement (“Agreement”) is a legal
|agreement between Nagios Enterprises, LLC (Nagios Enterprises”) and the purchaser or v

Nagios Software License 1.3

Nagios Enterprises, LLC

o pEe =

Set General, API and Listener configuration options.
General Settings

Loglevel |warning

AFI Configuration

Token | P@ssword2023]

The token used For API aceess, active thecks, and logaing inta the web GLIT

Listener Configuration

BndP | 0.0.0.0

Advanced Listener Configuration

SSLVersion | TLSv1_2 ~
Bind Port | 5693
Magios Enterprises, LLC

Puc. 4.3. Incmanayia NCPA v.3.0.1 Ha pobouii cmaHyii WS-22-1-1.

3anycKkaemo 3aBaHTaxeHu ¢ain ncpa-3.0.1.exe Ta NOroAKyemocs 3 ni

LEeH3ilHOoto yroaoto.

Ha TpeTboMy eKpaHi NnoKasaHi KoHdirypauii gns WEB APl goctyny. €EamMHe HanawTyBaHHA, AKe TyT NoTpibHo, ue Token

— KAy, AKKI cepeep Nagios BMKOpUCTOBYBaTUME ans aBTeHTUdiKauii 3a fo
KNtoYa TMNOBY NOCAIAOBHICTb cCMMBOIB P@ssw0rd2023

nomoroto NCPA. fl BCTaHOBMB Y AKOCTI

IP-apgpeca npue’asku 0.0.0.0 o3Hauae, wo NCPA npocnyxosyBaTume BCi agpecu Ipv4d Ha mawumHi Windows.

BMKOpUCTOBYETLCA CTAaHAAPTHUI NopT 5693.

B Passive Configuration

- X | [ Passive Checks Configuration - X [E] NCPA Setup - X
Nagios Cross-Platform Agent (NCPA) . Nagios Cross-Platform Agert (NCPA) P Choose Users ..
Vindows Version - 3.0.1 Nagios Windows Version - 3.0.1 Nagios Choose for which users you nant to install NCPA. Nagios

Set configuration for the passive service. This service handes sending passive check results
to Nagios via NRDP or other protocols in the future.,

Passive Check Definitions

Configuration will be saved in [etejncpa.cfg.djinrdp. cf] automatically when using this form.,
Yeu can leave it blank for no pre-setup chedks. To use | you must escape by deing \\.

NRDP Configuration Advanced Passive Configuration

Creckntenvl

The defalt check interyal in
seconds. This is how often the.
passive checks wil be sent.

[ send passive checks over NRDP
-
e ke

1F s hostname is provided, HCPA wil
assume It is the server node name.

Hagios Enterprises, LLC

Hagios Enterprises, LLC

Select whether you want to install NCPA only for yourseif or for all users of this computer.
Click Next to continue.

(@ Install for anyone using this computer

O1nstal just for me

Hagios Enterprises, LLC

<Back

Cancel

Puc. 4.4. Incmansauyia NCPA v.3.0.1 Ha pobouili cmaHyii WS-22-1-1.

EKpaH KoHirypauii gna nacMBHUX nepesipok. BctaHoBAoemo npanopeup “Send passive checks over NRDP”,

o6 yBIMKHYTU Nac1BHI NepeBipKM Ta HaNalWTOBYEMO napameTpu NRDP:


https://www.nagios.org/ncpa/#downloads

e URL. URL-agpeca xocty Nagios, Wwo npuiAMae pesynbTaTM NAcMBHOI NepeBipkU. Y MOEMY BMNaAAKY
http://192.168.22.135/nagios/

o NRDP Token. Kntou, wo BMKOPUCTOBYETbCA Nig, Yac nepegayi nacueHux nepesipok NCPA po Nagios, wo6
NRDP npuitHAB 4eK. BiH MoKe BiApi3HATUCA Bifg, KAw4a, WO BcTaHoBAeHun gns APl pgoctyny, ane
BPAXOBYOUM, WO Lle HAaBYaNbHUI CTEHA, A BCTAHOBMB Y AKOCTI KAlOYa TUMOBY MOCAIAOBHICTb CMMBONIB
P@sswO0rd2023

e Hostname. Im’'st xocTa, SKOMY HanexXaTb NacuBHi NepeBipKkU Ha cepBepi Nagios — WS-22-1-1

MpopoBXKeHHA iHCTanALii nacMBHMX nepesipoK. Ha eKkpaHi 3anponoHOBaHO CTaHAAPTHI MAcWMBHI NepeBipKu
cNy*6, Wwo 6yayTb BUKOHYBATUCA Ta HaAcMNaTUCA Ha cepBep Nagios. 3a noTpebu iX MOXKHa 3MIHUTH.

IE] NCPA Setup - X B ncea setup - B NCPA Setup -
Choose Install Location . Installi
® ing = 5 -
Choose the folder in which to install NCPA. _’! agios Please wait while NCPA is being installed Na gios A Completing NCPA Setup

Setup willinstall NCPA in the following folder. To installin 2 different folder, dick Browse and

Created uninstaller: C:\Program Files\Nagios\NCPA\uninstal. exe
select anather folder. Click Install to start the instalaton. e, NagiosNCPA L

NCPA has been installed on your computer,

Click Firish to dose Setup.

Size:8343Kb Files:47 Folders: 16 ~
Size:8815Kb Files:55 Folders: 16
Size:9023 Kb Files:62 Folders: 16
Size:9163 Kb Files:69 Folders: 16
Destination Folder Size: 10226 Kb Files:75 Folders:16
Size: 10402 Kb Files:81 Folders:16

Bronse...

Size:41933 Kb Files: 139 Folders: 16

Size:41952Kb Fles: 141 Folders:17

Space required: 41.0MB Size:41953 Kb Fles: 144 Folders:17
Space avaiable: 22.6 GB Created uninstaller; C: \Program Fikes Wagios NCRA\urinstall.exs v

View NCPA website and documentation
Nagios Enterprises, LLC Wagios Enterprises, LLC
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Puc. 4.5. Incmansayia NCPA v.3.0.1 Ha pobouili cmaryii WS-22-1-1.

Ha HaAcTynHMX KpPOKaX MOMKAMBO 3MiHMTM Micue BcTaHoBNeHHA areHTy NCPA Ta ycniwHO 3asepwuTtn
iHCTanAuito.

MepeBipaemo cTaH cny»6m Nagios Cross-Platform Agent.

© 2 Sbepiranen || Microsoft Storage Spaces ... Host senice. Manual Network Service

4 1) Microsoft Storage Spaces S...  Host service... Manual MNetwork Service
= Kepyoanms anceamy || “lsMicrosoft Update Health Se... Maintains U... Running  Automtic (Delayed... Local System L
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& WMI Control & Natural Authentication Signal aggr. Manual (Trigger Stat)  Local System e Tl Moy GwEmie eele=an
6, Net.Tep Port Sharing Service  Provides abi.. Disabled Local Service . =
) Netlogon Maintains a.. Running  Automatic Local System ) Natural Authentication Signal aggr... Manual (Trigger Start)  Local System
Magios Cross-Platform Agent Properties (Local Computer) x Nagios Crass-Platfarm Agent Properties (Lacal Computer) %  Magios Cross-Platform Agent Properties (Local Computer) X

General LogOn Recovery Dependencies

General LogOn  Recovery Dependencies eI Recover [eyemiences

Service name:  [[(E Log on as: Befions!
Display name: Nagios Cross-Platform Agent

play 9 Ag @) Local System accourt First failure Restart the Service 0

_— [ Allow service ta interact with desktop
Description: Second failure: Restart the Service i
O This account ST Subsequert failres: Restar the Service v

Path to executable:
"C:\Program Files\Nagios\NCPA‘ncpa.exe” Password.

Resst fai count after o ] das
Staruptype: | Automatic v Confim password Restart senvice after minutes

[[] Enable actions for stops with emars. Restart Computer Options.

Service status:  Running Run program

Puc. 4.6. 3anyck ma HanawmysaHHA cayxcbu NCPA Ha pobouili cmaHyii WS-22-1-1.
Ha puc.4.6 cnyk6a NCPA nepebyBana y CTaHi 3ynMHKW. 3anyckaemo ii Ta 3MiHIOEMO Aji BifHOBNEHHA CNyXK6M
3aKNagKu Recovery Ha nepesanyck cepsicy.

HactynHuin KpoKk nepesipkn — Windows Defender Firewall. Ana po6otn NCPA mae 6ytM npaswio, WO
npo3sonse Inbound TCP 5693. NoTouHa Bepcia NCPA cTBopto€ Li NpaBu/ia aBOMaTUYHO.

NCPA - enactueocti X

General Programs and Services Remote Computers
Protocols and Pofts Scope  Advanced  Local Princpals  Remote Users

@ Windows Defender Firewall witl] BT Protocals and ports

Inbound Rul S s’ Protocol type: TCP -
&3 Inbound Rules Marne Group Profile Enabled Protocal number 63
Outbound Rules
PA " o5
35_. Connection Security Rules L |NCPA All Yes o= T =
B, Monitoring 9 ncea All Yes o
V] @{Microsoft. AAD BrokerPlugin_1000.190... @{Microsoft. AAD.BrokerPlu.. Domai.. Yes Example: 30, 443, 50005010
9 @{Microsoft.DesktopApplnstaller_1.0.302.. @{Microsoft.DesktopApplns.. Domai.. Yes Remote port Al Potts v

Puc. 4.7. Windows Defender Firewall. Mpasuno NCPA Ha pobouyili cmaHuii WS-22-1-1.

OctaHHA nepesipka — nigkntodaemoca ao NCPA Ha ctaHuii WS-G-N-1 3 cepsepy Serv-G-N-1. ¥V Hawomy BUnagKy -
https://192.168.22.145:5693.



http://192.168.22.135/nagios/
https://192.168.22.145:5693/

MonumBo nigkntountmca 3 snacHoro MK, HanawTtyBaswwu y NAT Network BignosigHuit Port Forwarding.
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v

Yiew downloads Ctrl+) ey [[IRequire server verification (https:) for all sites in this zone
B -Unsigned ActiveX cantrals wil notbe downloaded
Manage add-ons
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F12 Developer Tools [ Enable Protected Mode (requires restarting Internet Explorer)
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Compatibility View settings S ST TR e Default v

‘ Internet options : =

About Internet Explorer
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~ § Certificateerror & | Search... FRd
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& Intemet Explorer Enhanced Sec...| & Log In- NCPA
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& Admin @ Help O Logo
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Check Results 138 (Last 30 days) NCPA Version 3.0.1
Web GUI Log In Bundled Python 3.11.6
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(AMD64)]
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Puc. 4.8. Web GUI NCPA WS-22-1-1. HanawmyegaHHA 003807y ma nioKAo4YeHHA Ha Serv-22-1-1.

Ha puc. 4.8. noKasaHi HafalTyBaHHA «40BipeHOro caiTy» y bpaysepi cepepy Ta nigkno4eHHs y Hbomy go Web GUI.
Y AKOCTi KNtoya JOCTYNy BKA3yeTbCA 3a4aHNI Npuy iHcTanAauii katou gns APl goctyny, BikHo Listener Configuration
iHcTanauii NCPA. «MMiarneaitm» uen naposib MOXHa NepernsHyBLUIM HA XOCTi, Ae npoiHcTanboBaHo NCPA y daiini
\etc\ncpa.cfg. Ona nigknoueHHA yepe3 WEB BMKOPUCTOBYETLCA 3HaYeHHA community_string 3 cekuii [api]

Mepexoanmo Ao KoHodirypyBaHHa Nagios ana B3aemogii 3 NCPA. Mo aHanorii B3aemogii 3 NSClient++, ge
BMKOPUCTOBYETbCA KOMmaHAaa check_nt

Jusr/local/nagios/libexec/check_nt -H 192.168.22.131 -p 12489 -s P@sswO0rd2023 -v CPULOAD -/ 5,80,90
Ons B3aemogii 3 NCPA BMKopucToByeTbcA KomaHaa check_ncpa. CMHTaKcKC AyrKe CXOXKUIA:
/Jusr/local/nagios/libexec/check_ncpa.py -H 192.168.22.145 -p 5693 -t P@sswO0rd2023 -M cpu/percent -w 80 -c 90 -
q 'aggregate=avg'

MoTouHa Bepcia Nagios Core npu po3ropTaHHi He BCTAHOBJIIOE LIKO KOMaHAY Yu ii aHanorv Ha cepsep.
HanawTtosyemo B3aemogijto 3 NCPA, Ak onucaHo y Getting Started
3aBaHTaXXYEMO CKPUNT aKTUBHUX nepesipok check_ncpa.py

cd /usr/local/nagios/libexec

wget https://raw.githubusercontent.com/NagiosEnterprises/ncpa/master/client/check_ncpa.py
Hapaemo daiiny ckpunTa BiANoBiAHI 403BOM A1 BUKOHAHHA:

chmod +x /usr/local/nagios/libexec/check_ncpa.py

! cal/nagios feheck nopa. py

al i il 2al/ i ‘ ck_ncpa.py

Puc. 4.9. Serv-22-1-2. 3miHa pAdka nosHosaxceHb check_ncpa.py, Hesdana crnpoba BUKOHAHHA CKpunma i nepeansad
ecmaHosseHoi sepcii Phyton.


https://www.nagios.org/ncpa/getting-started.php
https://raw.githubusercontent.com/NagiosEnterprises/ncpa/master/client/check_ncpa.py

Momnnka npu BUKOHaHHI ckpunta check_ncpa.py "No such file or directory" BKasye Ha BigcyTHicTb
iHTepnpeTaTopa Python. CKpunT BMKOpMCTOBYE python anAa BUKOHAHHA, ane Ha Serv-G-N-2 uel iHTepnpeTtaTop
BCTAaHOB/IEHO NMif Ha3Bo python3, npo Lo roBopuTb NepesipKa Bepcii Phyton.

Peparyemo nepwuii pagok ckpunty check_ncpa.py Ha BignosiaHui iHTepnpeTtaTop Python, 3miHIOlOUM psAOK
#!/usr/bin/env python Ha #!/usr/bin/env python3.

ck_ncpa.py

help
1E, —-hostn
The h ne to he conne
——tetric=MET

CtBoptoemo KomaHay check _ncpa y KoHoirypauinHomy daiini ana Nagios Core. 3asBuuait ue daiin
Jusr/local/nagios/etc/objects/commands.cfg

BiakpuBaemo Moro gna peparyBaHHAa. Paiin He MOPOXKHIM — y HbOMY 3anucaHo Ao0BoAI HaraTo KOMaHA.
Jopaemo cekuito BU3SHaueHHA KomaHgm check_ncpa:

command_name check_ncpa
command line SUSER1$/check ncpa.py -H $HOSTADDRESSS $ARGIS$

}

HaBeseHa cekuia f[03BonA€e nepeaaTt binbliictb aprymMeHTiB 3a gonomoro SARG1S, pobnsun  KomaHay
AVHaMIYHiWolto.

k_necpa.py -H 192.168

Puc. 4.11. flodasaHHA ceKuii komaHOu check_ncpa y ¢paiin commands.cfg
ma nepesipka 83aemo0dii 3 NCPA Ha cmaHyii WS-22-1-1

KorkHa 3miHa KoHdirypau,ii cuctemun noBUHHa 3aBepLUYBATUCA NEPEBIPKOIO BIPHOCTI BHECEHMX Y KOHbIrypauito
3MiH Ta nepesanyckom cepsicy Nagios. Mepesanyck smwe npu BigcyTHOCTI nomunok ©

sudo Jusr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg
sudo service nagios restart

Oppasy nepesipaemo B3aemogito 3 NCPA, wo BCTaHOB/AEHMM Ha pobouilt ctaHuii WS-G-N-1. KomaHgy
check _ncpa, wo onncaHa paHiwe, 3amiHIOEMO Ha im’s BcTaHoBAeHOro ckpunta check _ncpa.py:

/usr/local/nagios/libexec/check_ncpa.py -H 192.168.22.145 -p 5693 -t P@sswO0rd2023 -M cpu/percent -w 80 -
¢ 90 -q 'aggregate=avg'

Peparyemo KoHoirypauitHuin dpaiin /usr/local/nagios/etc/objects/hostgroups.cfg, ae onucaHa rpyna cepsepis
Windows Servers. [logaemo we oaHy rpyny o6’eKTiB MOHITOpUHIY — poboumnx cTtaHuin Windows, Kyam BKAOUYMMO
pobouy cTaHujito WS-G-N-1.

define hostgroup {
hostgroup_name win-workstations




alias

}

Windows WorkStations

Y katanosi /usr/local/nagios/etc/objects/workstation ctBoptoemo KoHbirypauinHmin paitn ana pobouoi craHuji
[usr/local/nagios/etc/objects/workstation/ws-22-1-1.cfg

define host {
host_name
address
hostgroups
check command
max_check attempts
check interval
retry interval
check period
notification interval
notification period
notifications enabled
}
define service |
host name
service description

check command
'aggregate=avg'

max_check_ attempts
check interval
retry interval
check period
notification interval
notification period
}
define service {
host name
service description
check command
max_check_attempts
check interval
retry interval
check period
notification interval
notification period
}
define service {
host name
service description

check command

ws-22-1-1
192.168.22.145
win-workstations
check ncpal!-t
5

5

1

24x7

60

24x7

'P@ssw0rd2023' -P 5693 -M system/agent version

ws-22-1-1
CPU Usage
'P@ssw0rd2023' -P 5693 -M cpu/percent

check ncpal!-t -w 20 -c 40 -g

24x7
60
24x7

Ws-22-1-1
Memory Usage
check ncpa!-t 'P@ssw0rd2023' -P 5693 -M memory/virtual -w 50 -c 80 -u G
5

5

1

24x7

60

24x7

ws-22-1-1
Process Count

check ncpa!-t '"P@ssw0rd2023' -P 5693 -M processes -w 150 -c 200

max_check attempts 5

check interval 5

retry interval 1

check period 24x7
notification interval 60

notification period 24x7

}
Le TvnoBui KoHodirypauiiHuin dainn ana NCPA moHitopuHry Windows cTaHuii — npuknag 3 KOMMAeKTy

noctaekm NCPA. Lo6 nepernsHyTM BCi AOCTYNHi NapameTpu MOHITOPUHIY ANA Liei cTaHUii BUKOPUCTOBYETbCA
KomaHaa: /usr/local/nagios/libexec/check_ncpa.py -H 192.168.22.145 -t P@ssw0rd2023 -p 5693 —list

MOXNMBUI Nepernsf HanawToBaHMX MapamMeTpiB MOHITOpuHry Yepe3 GUI npu nigkntouyeHHi go NCPA Ha
cTaHuii WS-G-N-1 3 cepsepy Serv-G-N-1, 1,0 nokasaHe Ha puc.4.8.




e m https://192.168.22.145:5693/gui/ checks ~ € Certificate error & | Search...
(& Internet Explarer Enhanced Sec... m Checks - NCPA

yard + Checks ata i Graphs

Checks Status | Any v | Type  Both v || Executed By ¥ Y Filter

Page 1 of 78 Showing 1 - 20 of 1,546 total check records

Node Endpoint Check Time Status Status Information

interface/Ethernet/bytes_sent 01/07/2024 19:05:26 OK OK: Bytes_sent was 2.49 kB/s | 'bytes_sent'=2.49;10;100;
disk/physical/PhysicalDrive0/write_time  01/07/2024 19:05:23 OK OK: Write_time was 0.00 ms/s | "write_time'=0.00;50;100;
disk/physical/PhysicalDrived/read_time 01/07/2024 19:04:36 OK OK: Read_time was 0.94 ms/s | 'read_time'=0.94;50;100;
cpu/percent 01/07/2024 19:04:35 oK OK: Percent was 15.90 % | 'percent'=15.90%;20;40;
system/agent_version 01/07/2024 19:04:26 OK OK: Agent_version was ['3.0.1"]

interface/Ethernet/bytes_sent 01/07/2024 19:04:25 WARNING WARNING: Bytes_sent was 21.08 kB/s | 'bytes_sent'=21.08;10;100;
memory/virtual 01/07/2024 19:03:47 OK OK: Memory usage was 41.00 % (Available: 1.90 GB, Total: 3.22 GB,

Free: 1.90 GB, Used: 1.32 GB) | 'available’=1.90GB;;;
‘total'=3.22GB;;; 'percent’=41.00%;50;80; 'free’'=1.90GB;;;
'used'=1.32GB;;;

Puc. 4.12. lNepeznad napamempie MoHimopuHay poboyoi cmaHuii WS-22-1-1 yepes https://192.168.22.145:5693

Ha puc.4.12 nokasaHuit Burnag, 3aknagku Checks npu nigkntoueHHi 4o NCPA po6ouyoi cTaHLuii.

Ha nigctasi oTprmaHoro nepeniky KomaHg, M1 MOXKemo obpaTh HeobXigHi napameTpu aas BigobparkeHHs y
CUCTEMI MOHITOPUHTY. BUKOHaEMO KOMaHAy OTpPMMaHHA iHGopMaLii Npo BiNbHe micue Ha norivHoMy aucky C:

Jusr/local/nagios/libexec/check_ncpa.py -H 192.168.22.145 -t P@ssw0rd2023 -p 5693 -M

'disk/logical/C: | /free' -w 15: -c 10: -u Gi

-W: BCTAQHOBJIOE MOPIr gna nonepeaykeHHn (warning). AKWO BUMMIpAHE 3HAYEHHA METPUKM MepeBULLYE LEen
nopir, Nnepesipka BMAACTb CTAaTyC NoNepeaKeHHs.

-C: BCTAHOB/IOE KPUTUYHMIK MOPir. AKWO BUMIpAHE 3HAYEHHA METPUKU NepeBULLYE Lei nopir, nepesipKa
BMAACTb CTAaTyC KPUTUYHOT MOMUIKM.

-U: BKa3ye OAMHWL BUMIpPHOBaHHSA ANA NOPOTiB, 334aHNX Kt0YaMM -W Ta -C. G BKa3sye rirabaintu.

[osiakoso, ans TpeHysaHHA ©, Tun ¢paitnosoi cuctemn amcka C:

/Jusr/local/nagios/libexec/check_ncpa.py -H 192.168.22.145 -t P@ssw0rd2023 -p 5693 -M
'disk/logical/C: | /fstype'

ABO, XapaKTepPUCTMKN MepexeBoro iHTepdelicy — BianpasBaeHi nakeTu:

Jusr/local/nagios/libexec/check_ncpa.py -H 192.168.22.145 -t P@ssw0rd2023 -p 5693 -M
'interface/Ethernet/packets_sent'

Ta OTpVIMaHi NnaKkeTun:

/Jusr/local/nagios/libexec/check_ncpa.py -H 192.168.22.145 -t P@ssw0rd2023 -p 5693 -M
'interface/Ethernet/packets_recv'

Yac poboTu cuctemu:
Jusr/local/nagios/libexec/check_ncpa.py -H 192.168.22.145 -t P@sswO0rd2023 -p 5693 -M 'system/uptime'’

LonosHumo KoHdirypauintmin  daiin  [usr/local/nagios/etc/objects/workstation/ws-22-1-1.cfg cekuismu
onMcaHmx napameTpis.

define service {

host name ws-22-1-1

service description Free space on disk C

check command check ncpa!-t 'P@ssw0rd2023' -P 5693 -M 'disk/logical/C:|/free' -w 15: -c 10: -u
Gi

max_check attempts 5

check interval 5

retry interval 1

check period 24x7

notification interval 60

notification period 24x7

}

define service {



https://192.168.22.145:5693/

host name
service description

check command

ws-22-1-1

PhysicalDrive. Read bytes

check ncpa!-t 'P@ssw0rd2023"' -P 5693 -M

'disk/physical/PhysicalDrive0/read bytes' -d -u M -w 50 -c 100

}

max_check attempts
check interval

retry interval

check period
notification interval

notification period

define service {

host_name
service description

check command

5

5

1
24x7
60
24x7

ws-22-1-1

PhysicalDrive. Write bytes

check ncpa!-t 'P@ssw0rd2023"' -P 5693 -M

'disk/physical/PhysicalDrive0/write bytes' -d -u M -w 50 -c 100

}

max_check attempts
check _interval

retry interval

check period
notification interval

notification period

define service {

-d -w 50

}

host name
service description

check command
-c 100

max_check attempts
check interval

retry interval

check period
notification interval

notification period

define service {

host _name
service description

check command

5

5

1
24x7
60
24x7

ws-22-1-1
Read time

'P@ssw0rd2023' -P 5693 -M 'disk/physical/PhysicalDrive(0/read time'

PhysicalDrive.

check ncpa!-t

5

5

1
24x7
60
24x7

ws-22-1-1

PhysicalDrive. Write time

check ncpa!-t 'P@ssw0rd2023"' -P 5693 -M

'disk/physical/PhysicalDrive0/write time' -d -w 50 -c 100

}

max_check attempts
check interval

retry interval

check period
notification interval

notification period

define service {

-w 10 -c

}

host name
service description

check command
100

max_check attempts
check interval

retry interval

check period
notification interval

notification period

define service {

-w 10 -c

host _name
service description

check command
100

max_check attempts

5

5

1
24x7
60
24x7

ws-22-1-1
Ethernet. Sent bytes

check ncpa!-t 'P@ssw0rd2023' -P 5693 -M 'interface/Ethernet/bytes sent' -d -u k

5

5

1
24x7
60
24x7

ws-22-1-1
Ethernet. Received bytes

check ncpa!-t 'P@ssw0rd2023' -P 5693 -M 'interface/Ethernet/bytes recv' -d -u k

5




check interval 5

retry interval 1
check period 24x7
notification interval 60
notification period 24x7

MepeBipKa BipHOCTI BHECEHUX Y KOH}IrypaLiito 3miH Ta nepesanyck cepsicy Nagios:
sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg
sudo service nagios restart
Poboua ctaHuis WS-G-N-1 npautoe Ha AMHAMIYHIN agpecauii — ii IP-agpeca 3miHHa y BignosigHoOMYy AianasoHi
DHCP-cepBepy. Mpu HanawTyBaHHi agpecauii Nagios-cepBepy My HafalwTyBaAM MOro agpecalito 3 AOCTYyNnom Ao
Haworo DNS, ToMmy 3MiHIOEMO CTaTUYHY aapecaLito poboyoi ctaHuii WS-G-N-1 Ha ii im’a y fomeHi.

BuKoHaemo nepeBipKy Ak npauytoe kKomaHaa check_ncpa 3 gomeHHUM im’am (-H ws-G-N-1.surname.net):

/usr/local/nagios/libexec/check_ncpa -H ws-G-N-1.surname.net -p 5693 -t P@sswO0rd2023 -M cpu/percent -w 80 -c
90 -q 'aggregate=avg'

T -1

Puc. 4.13. check-ncpa no adpeci ma domeHHomy imeHi poboyoi cmaryii ws-22-1-1.falkovsky.net

Peparyemo agpecy (3HayeHHs napameTpy address) y cekuii BM3HauyeHHs poboyoi cTaHUii BignoBiaHOro
KoHoirypauiHoro ¢ainy pobouoi ctaHuii /usr/local/nagios/etc/objects/workstation/ws-22-1-1.cfg:

define host f{
host_ name ws-22-1-1
address ws-22-1-1.falkovsky.net
hostgroups win-workstations
check command check ncpa!-t 'P@ssw0rd2023' -P 5693 -M system/agent version

max check attempts 5

«»

check interval

MepeBipKa BipHOCTI BHECEHUX Y KOH®IirypaLito 3miH Ta nepesanyck cepsicy Nagios:
sudo /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg
sudo service nagios restart

Mepernsagaemo 3miHM y BigobpaskeHHi rpyn XocTiB, XOCTiB Ta iX cepBiciB NicNa BUKOHAHMX HaNalTyBaHb.




Host Status Details For All Host Groups
Status Summary For All Host Groups

Limit Resuts: | 1

Host *+ Status *+# Last Check * % Duration * ¥ Status
Host Grﬂuﬂ Host Status Summa[y Service Status Su"l"la[y Iocalhost g uP 01-07-2024 171411 S 11h 34m 493 PING OK - Packet Inss = 0%, RTA =006 ms
U servers g seeersy O] [Bem | sevad B w 01-07-2024 17:16,00 2d 18h Om 305 PING OK - Packet loss = 0%, RTA=0.72 ms
WrE-22-1-1 g uP 01-07-2024 17:14:30 0d 3h 16m 575 OK: Agent_version was ['3.01']

Windowss WorkStations (win-workstations)

Windowss Servers (windows-servers)
Results 1- 3 of 3 Matehing Hosts

Service Status Details For Host 'ws-22-1-1"

Limit Resutts:
Host *¥ Service *¥ Status T¥  Last Check *¥ Duration *%  Attempt * %  Status Information

wys-22-1-1 CPU Usage (o8 01-07-2024 17:19:38 Od1h39m39s 1/ OW: Percent weas 0.00 %
Ethernet. Received bytes Ok 01-07-2024 171847 0d0Oh19m29s  1/5 OK: Bytes_sent was 017 kBiz
Ethernet. Sent bytes 0K 01-07-202417:21:51 OdOh17m 46z 1/5 OK: Bytes_sent was 0.14 kBis
Free space on disk C Ok 01-07-202417:21:33  Od1h1md3s 1/ Ok: Free was 21.57 GiB
Memory Usage ok 01-07-2024 171852  Od2hSdm24s 15 Ok Memaory usage was 41.30 % (Available: 1.89 GB, Tatal: 3.22 GB, Free: 1.89 GB, Used: 1.33 GB)
PhysicalDrive. Read bytes (o8 01-07-2024 17:22226 Od1h10ms0s 1/ OW: Read_bytes was 0.03 MBJs
PhysicalDrive. Read time (o124 01-07-2024 171940 Od1h &m 36s 105 Ok: Read_time was 0.01 ms)s
Phy=icalDrive. Wirite bytes Ok 01-07-2024 171818  Od1h 8m 57= 115 Ok Wite_bytes was 0.01 MBis
Phy=icalDrive. Write time Ok 01-07-202417:20:28  Od 1h 7m 48 115 Ok Wite_time was 0.00 msis
Procesz Count 0K 01-07-202417:2238  0d3h20m37s 1[5 OHK: Process count was 48
System operstion time (=8 01-07-2024 17:1814 Od Oh Sm 435+ 1/5 O Uptime was 3 hours 22 minutes § seconds

Resuits 1- 11 of 11 Matching Sewvices

Puc. 4.14. lNepe2nad 8UKOHAHUX HAAAUWMYBAHb!
Host Group Summary, Host Status, Service Status Details for host WS-22-1-1



KopucHi nocunaHHs

¢ Nagios Add-Ons Projects
https://www.nagios.org/downloads/nagios-core-addons/

¢ NCPA. Downloads latest stable agent
https://www.nagios.org/ncpa/#downloads

¢ Installing NCPA
https://nagiosenterprises.my.site.com/support/s/article/Installing-NCPA-
9flde62f#Installing NCPA On Windows

e NCPA. Getting Started
https://www.nagios.org/ncpa/getting-started.php

e Download check_ncpa.py
https://raw.githubusercontent.com/NagiosEnterprises/ncpa/master/client/check ncpa.py

o Nagios Plugins Downloads
https://nagios-plugins.org/downloads/

e GitHub. NagiosEnterprises/ncpa
https://github.com/NagiosEnterprises/ncpa

e GitHub. NagiosEnterprises/ncpa/"free disk space”
https://github.com/NagiosEnterprises/ncpa/issues/857

¢ Nagios Support Knowledgebase. Network Interface Checks
https://support.nagios.com/kb/article/network-interface-checks-781.html
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