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JlabopaTtopna po6ora Ne 6.0. OcHoBu podoTH 3 KoOHCcoLTIO B RouterOS

Memoro oanoi nabopamopHoi pobomu € OTpUMaHHs 0a30BUX HABUYOK MO POOOTI 3
KOHCOJUTIO B onepaiiiiniii cuctemi RouterOS.

3aeoanusn Ha 1abopamopHy pobomy

- BcranoButu 1 HanamtyBatu GNS3

- Ckauatu o6pa3 Mikrotik CHR i ctBoputH Ha ioro ocHoBi poytep B GNS3

- 3i0partu cxemy 1 MPOBECTH MONEPEIHE HANAIITYBAHHS POyTepa Yepe3 KOHCOJIb
B GNS3

- Iligxmountrcs a0 BipryansHoro poyrepa Mikrotik 3a jormomororo yTusitu
winbox

- O3HalloMUTHCS 3 CHHTAaKCHCOM KOoMaH[ B KoHcoii RouterOS

- AxrtuByBatnu ROMON Ha mapripyTu3zaiito i BUKopucTatu Winbox st
HanamryBanas Mikrotik poyrepis

Xix podoru:
Yacruna 1
1. 3aBanTakenHs i incraiasimia VMware Workstation Player.

3aBantaxkre VMware Workstation Player 3a nocunanusam
https://www.vmware.com/products/workstation-player/workstation-player-
evaluation.html Ta BcraHOBITH IpOTrpamy.

Ile mpopama 1 BipTyamizailii 3Ha100UThCS I poOOTH 3 00pa30M orepariitHol
cuctemu RouterOS B mepesxxeBomy cumyssitopt GNSS.

2. 3aBanraxenud i incraasauia GNS3 VM.

GNS3 VM — e BipTyanbHa MalllnHa, 110 3aBaHTAXKYETHCS B CEPEIOBUIIIE
BipTyauizanii (B Hamomy Bunaaky VMware Workstation Player) s po6otu 3
MepexeBuM cumyssitopom GNS3.
- 3apanTaxre Bepcito GNS3 VM qis VMware Workstation Player’a 3a
nocuaanasM https://www.gns3.com/software/download-vm
- Binkpuiite ckauanuii 00paz3 GNS3VM 3a nomomororo VMware Workstation
Player’a nns #ioro iMnopTyBaHHs B cUcTeMy. B HanmamTyBaHHSIX BipTyaiabHOL
MAaIlTMHU BCTAHOBITh HEOOXITHUN 00’ €M OTepaTUBHOI MaM ATi 1 KUTBKICTh
MPOIIECOPIB, 0 BUALIAETHCS BipTyanbHik Mammai GNS3VM nnsa pobotu. V
BKJIAJIIII HAJAIITYBaHHS mpoliecopa st VM nepeBipTe uu BBIMKHEHA
armapaTHa BipTyaui3allis



https://www.vmware.com/products/workstation-player/workstation-player-evaluation.html
https://www.vmware.com/products/workstation-player/workstation-player-evaluation.html
https://www.gns3.com/software/download-vm
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Virtualization engine
Virtualize Intel VvT-x/EFT or AMD-V/RVI

Virtualize CPU performance counters

- IlepeBipTe HaMamTyBaHHS BIpTyaJbHUX MEPEKEBUX aaantepin ajs Bamoi VM.
OnwuH 3 HEX Mae OyTu BctaHoBiieHui Ha NAT, a inmmii B Bridge

Device status
Connected
Connect at power on

Metwork connection
(O Bridged: Connected directly to the physical network

Replicate physical network connection state

(®) NAT: Used to share the host's IP address
() Host-only: A private network shared with the host
(2 custom: Specific virtual network
VMnetd (Auto-bridging)
O LAM segment:

LAN Segments... | | Advanced...

Device status
] Connected
Connect at power on

Metwork connection
(®) Bridged: Connected directly to the physical network
[IReplicate physical network connection state

(CJMAT: Used to share the host's IP address
(O Host-only: A private network shared with the host
() Custom: Spedfic virtual network
VMnetd (Auto-bridging)
O LAM segment:

LAM Segments... | | Advanced...

- 3amyctith GNS3 VM 1 nepesipte un orpumana mammna IP aapecy ta un

3amyckaerbesa web-Ul

GMS3 server wersion: 2.2.31
Release channel: 2.2

WM version: 0.13.0

Ubuntu wversion: focal

demu wersion: 4.2.1
Yirtualization: wmware

KMM support awailable: True
Uptime: up 0 minutes

IP: 192.163.0.103 PORT: 80

To log in using SSH: ssh gns3@192.168.0.103

Password: 2ns3

To launch the Web-Ui: http://192.168.0.103

Images and projects are stored in 'Joptsgns3’

- B aapecnomy psiaky 6paysepy BBeaiTh BianoBiany [P-anpecy 3 ekpany VM

1 mepesipte podoty web-Ul
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6 Servers  Projects

Projects Go to system status Go to preferences ‘Add blank project Import project

Search by name

Name 4 Actions

GNS3 Web Ul © 2020 - v2.2.30

3. Hoxasaunsa Mikrotik CHR B GNS3 VM

3a 3amoBuyBaHHsIM GNS3 VM He MicTUTh 00pa3iB MepekeBOro o01aiHaHHs 1 X
HEeoOXiHO BCcTaHOBMOBaTH okpeMo. Le crocyerbes 1 RouterOS Bin Mikrotik. s
nonasanns poytepiB Mikrotik B GMS3VM ckopucraemocs Bepcieto RouterOS,
o Hazusaetbes Cloud Hosted Router abo CHR.

- 3 ronosHoro ekpany GMS3 web-Ul B Gpay3sepi nepeiiTh B HaJIAIITyBaHHS
KJIIKHYBIIM 1o KHomii “Go to preferences” i Bubepits nyaxkr QEMU
QEMU VM templates

Add QEMU VM template

Empty templates list

- Hatucuite “Add QEMU VM template”. O6epits “Run this QEMU VM
locally”. Jaiite im’st BipTyanbHiit mamudi B “QEMU VM Name”.

- Hanamryiite “QEMU binary and memory i BUAUIITh HEOOX1IHY KUIbKICTh
mam’a1e g VM
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3 QEMU binary and memory

Qemu binary

/usr/bin/gemu-system-x86_64

RAM

256

- 3 caitry Mikrotik ckagaiite Bepcito CHR sika Oyne BukopucTaHa Juist
CTBOpPEHHS BipTyanbHOTO poyTepa B GNS3VM

M/&(ro"-"k Home  About Buy  Jobs Hardware M Support Training  Account
Softwa re Downloads  Changelogs Download archive  RouterOS  The Dude  Mobile apps
Cloud Hosted Router ES
6.48.6 Long-term 7.2.1 Stable 6.49.6 Stable 6.49rc2 Testing 7.3beta33 Testing

Images vmdk, vhdx, vdi, ova, img

Main package B = = = =

VHDX image = = = =

VMDK image = = =

VDI image

VirtualPC image @ = EJ @ =

OVA template o o =

Raw disk image = (= =] =

Extra packages

The Dude client = = = = =

Changelog

Checksum |

- Bxkaxite nurax go ckauanoro oopasy CHR 1 ctBopiTh BipTyaabHUi

QEMU VM templates

Add QEMU VM template

Mikrotik-7.1.CHR

- Jlns 1ogaTKOBOTO HANAIITYBAaHHS KIIKHYTh HA CTOPEHOMY 1Ia0JIOH1 1 B pO3ALII
“General settings” B mynkty “Choose symbol” BuGepith 3Ha40K poyTepa st
HOBOTO 11a0JI0OHY. 30€peXKIiTh PE3yIbTaTH.
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CTBOpITH HOBUHM MIPOEKT 1 JI0IATe HA HHOT'O CTBOPEHUI poyTep. 3amycCTiTh
CUMYJIALIIIO 1 CIpoOyHTE 3alTH B KOHCOJIb poyTepa, 00paBIIy ii B MEHIO, 1110
3’ IBIISIETHCS SIKIIO KJIAITHYTH IO POYTEPy MPaBOIO KHOTIKOTO.

‘Mikrotik-7.1.CHR-1

’ o Show node information
E] Configure

11 Suspend
H Stop
C Reload
WTTF Web console .
urTe Web console in new tab
] console
" Change hostname

&% _Change symbol
D Duplicate

. Move layer up
“ Move layer down
T Bring to front
ﬂ Lock item

i Delete

Yacruna 2.

4. Pooora 3 xoHcoJ1I0 B RouterOS.

SIK1I0 BIpTYJBHUI pOyTEP CTBOPEHO 1 3amyIIeHO O3 TOMHUJIOK, TO 3aITyCK
BipTyasibHOI KoHcou poyTepa B GNS3 VM nacte goctyn 10 KOHCOJII
RouterOS. Tlpu nepiomy BXOi B cCTeMY BaM MOTPiOHO Oyjie BBECTH JIOTIH i
napoJib. 32 3aMOBYYBaHHSM JIOTiH: admin, a mapoas BiacyTHiii. [Ticas nporo
CHCTEMa 3alpoINOHy€ BaM MPOYUTATH JIIEH31HHY yroay 1 3MIHUTH apoJib.

[Ticns BXoay B cucTeMy HATHCHITH [ Tab] ams orpumanus iHdopmartii npo
JOCTYITHI KOMaH]I1 KOPEHEBOT CUCTEMHU
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Hartuchite kinapinty F1ais orpuMaHHs 1OCTYITy A0 PO3TOPHYTOI TOBIJIKH IO

KOMaHIaM.

—-— Certificate management

—— does nothing for a while
-— executes command
—— list of all wariables

-— make error walue
—-— run script as separate console job

—— Local router file storage.

—— Find items by wvalue

— executes command for a range of integer values
—-— executes command for every element in a list
-- set walue global wariable

return number of elements in value
- set walue of local wvariable
—— SBystem logs
—— do nothing and return nothing
—— build command from te
—— Change password

return range of string characters or array values

Send ICMP Echo packets
Serial ports
Point teo Point Protocol
prints argument on the screen
—— Bandwidth management
- Quit console
—— Radius client settings

- Redo previously undone action

-—- perform a dns loockup of domain

-—- return value from function

—— return random number in given interwval
—— return random string

Change item properties

Change item properties
— SNMP settings
—— Special login users

—— commands related to terminal handling
- returns time taken by command to execute
—-— returns time sin the epoch
convert argument to array value
onvert argument to truth value
nvert argument to internal number walue
nvert argument to IP address value
onvert argument to IPvé address wvalue
onvert argument to integer number value
— Diagnost tools
—— convert argument to string value
-- convert argument to time interval value
—— return type of wvalue
—-— Undo previcus action
—— User management
-— ex tes mmand while condition i=s true

—— Print or save an export script that can be used to restore

Press Fl for general conscle usage help
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- 3MiHITh iM's XocTa KoMaHor0 System identity set name=noBe-im’si-xocTa

- JlomaiiTe HOBOrO KOPUCTYyBa4ya KOMAaHAOK0
user add name=user password=12345 group=full

NAME, GROUP

NAME GROUP

;77 system default user
0 admin full
1 userz full

5. Hinxmouennsa RouterOS B GNS3 VM 10 komn’oTepa kopucTyBaya.

JI1st miAKII0YeHHS BIPTYaJIbHOTO POyTepa /10 pealibHOT MEPEKY J0JaiTEe B CXEMY
enement “Cloud” i 3’ennaiiTe fioro 3 inTepdericoM poyTepa

Mikrotik-7.1.CHR-1 Cloud1

R¢
73

—{ e0 eth

[Ipu npaBmiibHOMY HanamTyBaHH1 MepexeBux iHTepdeiiciB GNS3 VM 3’sButhes
MO>KJIMBICTh HIAKIOYUTUCH 10 BIPTyaJIbHOT'O POyTEpa 3 ONepaliifHol CUCTEMH
kopuctyBava. Jls mporo 3 caiity Mikrotik ckawaiite ytumity Winbox ams mouryky i
migkiroueHHs 1o odmagnanaa Mikrotik https://mikrotik.com/download

Upgrading RouterOS

If you are already running Router0OS, upgrading to the latest version can be done by clicking on ———
"Check For Updates" in QuickSet or System > Packages menu in WebFig or WinBox - ——
See the documentation for more information about upgrading and release types —

lload the maintenance utilities. Winbox to
ork and Netinstall for recovery and re-installation

To manage your router, use t

Ir device, Dude to

T A T T

|

connectt



https://mikrotik.com/download

MIHICTEPCTBO OCBITH I HAYKH VKPAIHU ®-22.05-
KuroMupcbka JEP)KABHUU YHIBEPCUTET « X KUTOMUPCBKA MOJITEXHIKA» 05.01/125.00.1/M/
nojiTexHika Cucrema ynpapJaiHas sikictio Binnosinae ICTY ISO 9001:2015 -2022
Exsemnnsp Ne 1 Apx 518

[Tpu 3amycky WINDOX 3’SIBUTBCS. MOKIJIMBICTB TIOIIYKY B MEPEKI BCIX MIPUCTPOIB
Mikrotik.

@ WinBox (64bit) v3.34 (Addresses) - O X
File Tools
Connect To: |DC:53:EA:?4:GD:DD | Keep Password
Login: |admin | [] Open In New Window
Password: |* | Auto Reconnect

Add/Set Connect To RoMOMN ‘ ‘ Connect |

Managed Neighbors ‘

| Find | all [=]

MAC Address |IPAddress |Idenﬁty / |Version |BOEId |Uplime | |V
0C:C3:67:5D:00:00 192.168.0.106 R1 7.21(stab.. CHR 00:35:40
1item

B “Login” i “password” HeoOXiTHO BBECTH JIOTIH 1 MapoJib BiIMOBIIHOTO
KOpHUCTyBaya Juis BXony B cuctemy. Y Briaimi “Neighbors” BimoOpassthcs Bei
3HaiieHi B Mepexi npuctpoi Mikrotik (3ayBaxre, mo BimoOpaxaetses i hostname, i
Bepcisa OC, 1 mnatdopma npuctporo). Obpasiu noTpiOHU 1 HaTucHyBIM “Connect”
BU 3aiinere B RouterOS BiAMOBIAHOTO MPUCTPOIO.

© admin@192.168.0.106 (R1) - WinBox (64bit) v7.2.1 on CHR. (x86_64) - o X
Session  Settings Dashboard
WD |4 | | Safe Mode | Session: 192.168.0.106 B

/ Quick Set
T CAPsMAN
P Interfaces
. Wireless
< WireGuard
#% Bridge
¥ pep

/e Mesh

B p

) MPLS
IPV6

3 Routing
{,’r"} System

&7 RADIUS

7. Tools 3
B New Terminal
% Dot1X

m Make Supout.rif
More 2
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dyukmionan Winbox’a 103BoJisi€ BUKOHYBATH OUIBIIICTE onepaiiii 3 RouterOS B
rpadiyHOMY PEXKUMI 1 € Ty>Ke 3pydHU y BUKOPUCTAHHI.

6. IMinxarouenns mo ROMON.

J1J1s ToIasIbInoi poOOTH 3 iHIIMMHU BipTyaasHuMHU poyTepamu Mikrotik uepes ganmii
poyTep Ham noTpiObHO akTuByBaTH ROMON.

RoMON posmmdpoyerbes sk «Router Management Overlay Network». ROMON
Mpaloe, CTBOPIOIOYUN HE3AJICKHY MEPEXKY BUSIBIICHHS oiHOpaHroBoro piBHs MAC Ta
nepecwianHs nanux. Koxxaomy mapuipytuzatopy B Mepesxxi ROMON nprcBoroeThes
roro iaenTudikatop ROMON. RoMON ID moxxna Budbpatu 3 MAC-aapecu nopry
ab0 Bkazatu kopuctyBaueMm. [Ipotoko1 ROMON He Hagae nocayr muppyBaHHS.

AxtuByBatn ROMON moxHO a6o 3 Bukopuctanasm GUI winbox a6o gepes
TEepMiHaJ.

CkopucTyemMocs TepMiHAJIOM 1 BBeieMo komaHy tool romon set enable=yes
[zdmin@R1] > tool romon set enable=yes

Tenep, konu MU 101aMO Ha cxeMmy Iie ofuH poytep Mikrotik i miakirouemo #oro 10
nepioro, To micis aktuBaiii ROMON Ha HbOMy, Oro MOXHa Oy/Ie 3HaWTH Yepe3
winbox.

Mikrotik-7.1.CHR-2 Mikrotik-7.1.CHR-1 Cloud1

;:—eo el ;:—eﬁ]—ah@
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@ WinBox (84bit) v3.34 (Addresses)
File Tools

Connect To: | 192.168.0.106
Login: |admin

Password: | *

RoMON Agent | 192.168.0.106

Add/Set

Managed | RoMON Neighbors

¥ | Refresh

Address
0C:32:43.CF:00:03

1item

Cost Hops Path
200

-

C:32:43.CF:00:03

LZMTU

Identity

Version Board

v| Keep Password

v| Auto Reconnect

¥

Disconnect From RoMON

Open In New Window

[ToniGHMit crioci6 HamamTyBaHb A0BOII 3pyuHuit ipu poboTi 3 GNS3 VM i
poytepamu Mikrotik B cxemi.

7. HanamryBanns IP-agpec intepgeiicis.
Jlnst Toro mo0 Ai3HATHCh CIMCOK 1HTEP(EciB poyTepa BUKOPUCTOBYIOTh

KOHCOJIbHY KOMaHJly (3B€pHITh yBary Ha koJoHKy NAME — nymepartist

1HTEpPeiciB 3 ogquHuIl!):
interface print

st orpumanns iHdopmaii mpo IP-agpecu BiaAnoBiAHUX 1HTEpGENCIB

[admin@R1] > interf
Flags: E - RUNNING
Columns:

# NAME TYPE

0 E etherl ether

1l E =stherZ ether

2 R ether3 ether

3 E etherd4d ether

ace print

ACTUAL-MTU
1500
1500
1500
1500

BUKOPHUCTOBYIOTH KOMaHJY:
ip address print

[admin@R1 ]
D - DYNAMIC
ADDRESS, NETWOREK,

Flags:

Columns:

# ADDRESS

0 D 192.168.0.106/24

> ip address print

NETWORK
182.168.0.0

MAC-ADDRESS
OC:C3:e7:5D
0C:C3:67:5D
OC:C3:e7:5D
0cC:C3:67:5D

INTERFACE
INTERFACE
etherl

NAME, TYPE, ACTUAL-MTU, MAC-ADDRESS

:00:
:00:
:00:
:00:

Qo
01
Dz
03
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s Toro o6 npuzHauuTH iHTEepdeiicy IP-anpecy HeoOXi1HO HamMcaTH HACTYITHY
KOMaHy:

ip address add address=192.168.10.1/24 interface=ether?2

[Tam’sTaiiTe mpo HyMeparliito iHTepdericiB B il komanai! Bona iine 3 onuHuii, a He 3
HyJIs!

[2dmin@R1] > ip 1 ; add address=1982.168.10.1/24 interface=ether?
[2dmin@R1] > ip address print

Flags: D — DYNAMIC

Columns: ADDRESS, NETWORK, INTERFACE

# ADDRESS NETWORK INTERFACE

0D 192.1€8.0.106/24 192.168.0.0 etherl

1 192.168.10.1/24 192.1€8.10.0 ether2

[lepeBipTe TOCSKHICTD BIAMOBIIHUX 1HTEPPENCIB

3anumIiTh BACHOBKH 110 BUKOHAHIH poOOTI.



