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JlabopaTopna pooora Ne6. Hanaromxkenns 6e3npoBinnoi SOHO mepeki Ha

ooaaxnanui MikroTik.

Mema 3anamms:naBuntuca HanamroByBath SOHO  Oe3mpoToBi  Mepexi,
migKmouaTH Touku goctymy hAP; HamaromuTe 3axucT Oe3MpoBiTHOT MEpexi;

HANAIITYyBaTU Ta Aocaiautu [P-anpecarrito B Mmepexi.

TeopernuHni BizomocTi
3azanvHi gi0oMocmi npo 6UPOOHUKA

MikroTik - naTBiiicbKiii BUPOOHHMK MEpPEXKEBOro YycTaTKyBaHHS. KowmmaHis
po3pobiisie u mponae Ethernet Ta Oe3mpoBiHE MepexeBe 00JIaHaHHSA, 30KpeMa
MapIIpyTU3aTOPHU, MEPEkKEBI KOMYTATOpH, TOYKU JAOCTYIy, a TaKOX MpOrpaMHe
3abe3reueHHs - onepaliiini cuctemu, RouterOS, ta nonomixkae I13. Komnanisa 0yny
3acHOBaHO B 1996 pomi 3 Meroro mnpojaxy oONaJgHAHHS Ha pPUHKAX, YTO
PO3BIBAIOTHCA.

RouterOS - wmepexeBa omepariiiHa cuctemMa Ha 0asi Linux, po3polGiena
naTBiicbkor0 KommaHiero MikroTik u npu3HaueHa Jisi BCTAHOBJIEHHS Ha
MapuipyTtuszaropax RouterBoard BupoOHuiTBa Hi€i x onHONMEHHOI (Qipmu. IcHye
MOXTIBICTh ycTaHOBKM JaHoi cuctremu Ha IIK, uyto no3somuth nHagimutu [IK
neskumMu  (QyHKIissMI Mapuipytusaropa ('meperBopeHHs" B Opennmayep, VPN -
cepBep/kiieHT, QoS, Touky noctyny u T.1). CucTemMa TakoXe MOXET CIY>KUTH B
saxocTi Captive - mopraiay Ha OCHOBI 06e3aporoBoro goctymy. RouterOS miarpumye
0e3114 CepBICIB 1 MPOTOKOJIB, SIKI MOXYTh OYTH BHUKOPUCTaHI cepeaHiMH abo
BEJIMKUMHU TmpoBaiaepamu - Takux, sk OSPF, BGP, VPLS/MPLS. RouterOS
3a0e3neuye MIATPUMKY MPAKTHYHO BCIX MeEpexeBUX 1HTepdeiiciB Ha sapi Linux.
RouterOS nagae cucremHoMy aaMiHicTparopy rpadiunuii intepdeiic (WinBox) nns

HAOYHOI 1 IIBUJIKOI HACTPOKK OpaHaMayepa, MapuipyTu3auii Ta ynpasmHHsa QoS
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HanamryBanus poyrepa hAP ACN2

Onoenennsa RouterOS

[Teprme, mo HEOOXiAHO 3pOOUTH TIEpe HAIAITYBaHHSIM O€3/[pOTOBOTO poyTepa

hAP AC”2 1ie ckuHyTH HaJIalITYBaHHA JI0 3aBOJICEKHMX 1 OHOBUTH Bepcito Router OS.

Jnst onoBiteHHs Bepcii RouterOS Bukopucraemo nporpamy WinBox octanaboi

Bepcii 3 odimitinoro caiity MikroTik Windows: https://mikrotik.com/download

3amyckaemo WinBox i 3HaxonuMo B Mepexi poytep 3 IP 192.168.88.1

] Files
1 Leg

% Tools

B Ext

& Queues

New Teminal Health
[P MetaROUTER History
f&h Partition Identity
| & Make Supout rif LEDs
Q Manual License
s New WinBox Logging

Auto Upgrade Reset Configuration

Clock Mo Default Configuration
Console Do Not Backup

2B Rodivs Dicks RunMerReset: [ |¥

I Drivers

Packages

Password

Ports

Reboot

Resnurees

CKI/IIlaHHﬂ HaJlalITYBAHHb

B koHCOII1 TTAIIIEMO:

/system reset-configuration no-defaults=yes skip-backup=yes

[linTBEepaKyeEMO CKUJAHHS HaJaIlITyBaHb.

Cetificates [ Keep User Configuration Reset Configuration

[Ticns uiei mpouenypu, y poyrepa HE 6yne IP agpecu, Tomy miakiatogaemocst o

MAC anpeci. Bei HanamtyBaHst OyayTh CKUHYTI.

1. Hanmamrtyemo npoBifH1 iHTEpdericu

Mento HanamTyBaHHs iHTep(deiiciB:



https://mikrotik.com/download

MIHICTEPCTBO OCBITU | HAYKU YKPATHU

®-22.05-

Kutomupcbka JNEPKABHHUM YHIBEPCUTET «(KUTOMUPCBHKA IMOJIITEXHIKA» 05.01/125.00.1/BK8.1-
noJriTexHika Cucrema ynpasJinns sikictio Bianosigae JICTY ISO 9001:2015 2020
Exsemnaap Ne 1 Apk 13913

Aar Quick Set
1 CAPsMAM

IE Imterfaces

Mesto iHTepdeiiciB
B KOHCOJTI:

/interface

T Wireless
7 Dridge
=% PPP

Bci inTepdeticu RJ45 Bxonsath B ouH cBiv (Switchl) Tomy Ham motpiOHO

BIJIOKPEMUTH MOPT JJIs1 IPOBARAEPA, 1 MOPTH JJIs JOKAIbHUX 3'€1HaHb. OKpEMO y

Hac mie crosth aBa Wi-Fi intepdeiicu i pos'em SFP. Bubupaemo inrepdeiic etherl i

nepeitmenoByemo ioro B WAN

Interface <WAN> =l B3
General | Bthemet Loop Protect Overall Stats R Stats . oK
Name: [T Cancel
Type: |Ethemet
> Appy
MTU: 1500
Actual MTU: |1500
B
Max L2 MTU: (4074 Toreh
MAC Address: Cable Test
ARP: |enabled
ARP Timeout: Reset MAC Address
Reset Courters

Master Port

Bandwidth (Re/Tx):
Switch:

none
unlimited

switch1

enabled running

#* | /|unlimited

| 4

link ok

Minsiemo im'st mopty etherl

/ Interface ethernet set [find default-name = ether1] name = WAN

Ooupaemo intepdeiic ether2 i nepeiimenoByemo tioro B LAN1-Master Tak sik Bci

MEpPEKEBI MOPTH y HAC 3HAXOAAThCS B SWItCh, Mu MokeMO 3pOOUTH OUH 3 TIOPTIB
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rosoBHuM (Matictep mopr), a iamn Bigomumu (CieitB moptu). [1o cyTi Buiine, sk

H10M KOKEH 3 MOPTIB 1I€ OJMH 1 TOH K€ TOPT.

Interface <LAN1-Master> =l
General | Ethemet Loop Protect Owerall Stats R Stats | ..

Name:

Cancel
Type: [Ethemet

Apply
WTU- [1500
Disable
Actual MTU: [1500
L2mTU: [1598 Commert
Max 12 MTU: [4074 Torch
MAC Address Cable Test
ARP: [enabled 3 Bink
ARP Timeout + | | Reset MAC Address
Master Port: |none ¥
Bandwidth (Rx/Tx): [uiimited | # | /[urimted | %
Switch: [switch1
snabled save o ik

Minsiemo im'st mopty ether2

/ Interface ethernet set [find default-name = ether2] name = LAN1-Master

Pemrra ether3, ether4 i ether5 nepeiimenoByemo Biamosigno LAN2-Slave, LAN3-

Slave, LAN4-Slave i npusnagaemo im Maiictep moprom - mopt LAN1-Master

Interface <LANZ-Slave> (0] ]
General | Ethemet Loop Protect Overall Stats | Rx Stats
Type: |Bhemet
555 = Apply
MTU: (1500
Disable
Actual MTU: | 1500
L2mTuU: 1588 Commert
Torch
Max L2 MTU: (4074

Reset Courters

MALC Address: Cable Test
ARP: |enabled
ARP Timeout: - Reset MAC Address

Master Port: | LAN1-Master
Bandwidth (Rx/Tx): \unlimited ¥ | /|unlimited

| 4

Switch: |switch1

enabled slave no link:
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JIs BCIX 1HIIMX 110 aHAJIOTIT
/interface ethernet set [find default-name=ether3] name=LAN2-Slave master-
port=LAN1-Master
/interface ethernet set [find default-name=ether4d] name=LAN3-Slave master-
port=LAN1-Master
/interface ethernet set [find default-name=ether5] name=LAN4-Slave master-

port=LAN1-Master

2. Hanamryemo Wi-Fi 3'eqHanHs.
Y mozeni hAP ac npucythiit nBa Buau Wi-Fi. lle 2.4GHz i 5GHz yacrotn.
BignosinHo B poytepi mu Maemo aBa Wi-Fi intepdeticy - wlanl i wlan2
3alIIOBIIHY B HAJAITYBAHHS KOKHOTO, MOKHA BU3HAYUTH, SIKHH 3 HUX 3 SIKOIO
4acTOTOIO.
Type: | Wireless (Atheros ARS3I00)
Monayns 2.4GHz
Type: | Wireless (Atheros ARS888)
moayib SGHz
/ Interface wireless print

Jiis moyatky HanmamryeMo npodine aBropu3arii st Hammx Wi-Fi inTepdeiicis:

Aa Guick Set
T CAPsMAN
|8 Intefaces

T Wireless

i Dridge
=g PPP

zeze] Cuaibeks

HanamroByemo 6a3o0Buil mpodiias abo 10/1a€EMO CBIi
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Interfaces  Nstreme Dual  Access List  Registration Connect List | Securiy Profiles | Channels

+||= =@ [T
Name Mode Autherticatio. . |Unicast Ciphers |Group Ciphers |WPA Pre-Shared ... |WPA2 Pre-Shared.
*_defauit dynamickeys WPAZPSK __ aescom asscom v ==

Titem (1 selected)

Securty Profile <defaut>

RADIUS  EAP  Static Keys ¥ ok
Name: | EET] Cancel

Mode: [dynamic keys 3 oply
Auiherticaion Types: [ WPAPSK [ WPADPSK |

WPAEAP || WPAZEAP

Uricast Ciphers: [l aes com [ tkip Copy

Group Ciphers: [vi ass cem [ tkip Remove
WPA Pre-Shared Key:
WPAZ Pre-Shared Key: |

Suppiicart Identiy: [MikoTic

Group Key Update: [00:05.00

«

Management Protection: |disabled

Management Protection Key

default

Hanamryemo WPA2 Pre-Shared Key - nie i 6yzae napons 1o Wi-Fi

/ Interface wireless security-profiles set default mode = dynamic-keys

authentication-types = wpa2-psk unicast-ciphers = aes-ccm group-ciphers = aes-ccm

wpa2-pre-shared-key = "12345678" management-protection = disabled

Tenep MOXXHA NIEPEXOUTH 10 HANAIITYBaHHS caMux iHTepdeiiciB Wi-Fi.

[Tounemo 3 iHTEpPeiicy 2.4GHz.

Interface <LAN-wifi24ghz>

[Generl] wieless | HT | HTMCS | WDS | Netreme | Status | Trafic
Name:
Type: | Wireless (herss ARS300)
MTU: [1500
Actual MTU: [1500
L2 uTu: [1600
MAC Address
ARP: [enabled
ARP Tmsotr:
enatled uring save

running ap

0K

Cancel
Apply

Comment

™ pdvanced Mods

S Torch
- WPS Accept
WPS Client

Setup Repeater

Scan...

Freq. Usage

Align..

Sniff

Reset Configuration

Bknaaka General: 3miHtoeMo iM’st iHTepdeiicy — LAN-wifi24ghz i aktuByemo

PO3IIMPEHUN PEKUM.
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Onuc napameTpis:

2GHzonly N
Chamnel 20/40MHz Ce

auto
55ID: [POINT24GHZ N

Radio Name: |POINT24_1 Simple Mode

Scan List: |default

+

Wireless Protocol: |802.11
—_—

Security Profile: | default

.‘.‘..‘.
3
&
i

WPS Mode: disabled

Frequency Mode: |reguiatory-domain
—_—

| e

mmmmmm

=
a
=
g

WMM Support: |enabled
Bridge Mode: enabled

VLAN Mode: notag
VLAN ID: 1

| [«
@

E

H

g

k-l

o

-

Defaut AP Tx Rate > bps
Defautt Clent T Rate: - bps
| Defak Autherticate

| Default Forward
Hide SSID

Mulicast Helper: [full 3
[ Mutticast Buffering

vl Kggpalive Frames

enabled unning slave running ap

Mode - Pexxum pobotr Moyt Wi-Fi. Bubupaemo pesxum 171t poOOTH SIK TOUKH

JIOCTYITy B PE€KHUMI MOCTA.

Band - Crannapt Wi-Fi 3'eqnanns. Ecau y Bac Hemae ctapux HOyTOyKiB 200

IHIIMX MPUCTPOIB MPAIIOIOTh HAa CTaHAapTax b abo g BuOupanTe MakKCUMaIbHO

noctynuuid. Halikpaie ko y Bac Hemae npuctpoiB 3 b abo g, Bubupaiite pexxum

2GHz-only-N. HagiTs sikiio y Bac Hemae Takux nmpucTpois, ajne Bu 3amummmm

pexum B/G/N, Taki npuctpoi MoxyTh OyTH y Bammx cyciais 1 Toai y Bac «mapocsue»

Bcst Wi-Fi Mepexy 10 HailHuK4oro ctanaapty. byaste yBaxHi!

Channel Width - Illupuna xanamny.

Frequency - Po6oua gacToTa.

SSID - Im's Bammoi Wi-Fi mepexi

Radio Name - Im's pamio inTepdeiicy, Oyae BimoOpakaTucs B TaOJIMIII peecTpariii

npu nigkaoyeHH: no Wi-Fi 1o iHmoro MikpoTiky. B npunnumi He notpidew,

Ipaltoe TiIbKA Ha MIKpOTIKaxX.

Wireless Protocol - Bubupaiite 802.11 ToMy iHIII 11e TPOTOKOJU MIKpOTiKa.

unspecified BukopucroByBascs panimie B RouterOS 3 i 4 Bepciii.
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Security Profile - Bubupaemo nam npodins mudppysanus 3 naponsmu 1o Wi-Fi.

WPS Mode - Bigxirouaemo WPS mu He Oy1eMo HUM KOPUCTYBATHCA.

Frequency Mode - YactotHuii pexum. Beboro Tpu peskumMu (I1st KOHKPETHOT

KpaiHu, pydyHe IpU3HAUYCHHS, CylepKaHai). B mpuHIuni He BaxxauBo, o Bu

o0epeTe, TOJIOBHE HIYOTO HE MOPYIIyBaTH. | 1100 He MOpyIIyBaTH 3aKOHO/IaBCTBO

NOTPiIOHO BUOPATH PEXHUM PETYIIOETHCS KPaiHOIO 1 HUKUE CBOIO KpaiHy.

Country - ObMexye JOCTYMHI Jliala30HU, YaCTOTH 1 MAKCUMAaJIbHY MOTYXHICTh

nepeaayl Jisl KO>KHOI YaCTOTHU B 3aJICKHOCTI Bl KpaiHH.

Antenna Gain - KoeditieHT OCHIICHHS aHTCHU B 1bH, SIKUIi BUKOPUCTOBYETHCS

JUJISL PO3paxyHKy MaKCUMAaJIbHOI MOTYKHOCTI Iepeayl BiAMOBIIHO O HAI[IOHATbHUX

paBuI.

WMM Support - Bka3sye, uu ciig BHocutn WMM.

Bridge Mode - AkTuByeMoO pexxuM MocTa st iHTepdeiicy.
Default Authenticate - Jlo3BosieMo KiTieHTaM aBTOPi30BUBATHCS.

Default Forward - MoxxIuBIiCTh CITIIKYBaHHS KJIIEHTIB MiXk c00010.

Interface <LANSwii2dghz>

Data Rates HT HTMCS WDS Nsireme Tx Power

Area: [

0K

Max Station Count: 2007

Hw. Fragmentation Threshold
Hw. Protection Mods: |ts cts
Hw. Protection Threshold: [0
Frame Lietime: [0.00

Preamble Mods: Clong ¢ shott (& both
Allow Shared Key

Discannet ct Timeout: |00:00:03
On Fail Retry Time: [0.10

Update Stats Interval

enabled nnning slave

“ .,

Cancel

Apely

Simple: Mode

Torch

WPS Accept

WPS Client

Setup Repeater
Scan.

Freq. Usage

Aign

Sniff

Snooper.

Reset Corfiguration
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Distance - Sk qoBro 4ekatu miATBepXKEHHS OJHOAIpEeCHUX (ppeiimiB, mepir Hixk
BBaXXAaTH Tiepeady HEBAIOK0. SIKII0 BUKOPUCTOBYEMO B HEBEITMKOMY IMPUMIIICHHI,
craBuMo INdOOrs, sKIIo Ha ByJIUIl abo B 11eXy, To dynamic.

Adaptive Noise Immunity - Ile BmacTHBICTb Ji€ TUTBKH JUIA KapT Ha 0a3i yinceTa

Atheros.

Interface <LANS-wifi2dghz>
Advanced HTMCS WDS Nstreme Tx Power ..

o
=

Tx Chains: |vichain(: [ chainl |v| chain2

Cancel
Rix Chains: |v chainQ [+ chainl |v| chain2

o
=

AMSDU Limit: |8152
Disable

AMSDU Threshold: 8152
Comment

|

Guard Interval: |long Simple Mod
imple Mode

AMPDU Priorities: [v 0 1 2 3

4 5 5 7 Tarch

WPS Accept
WPS Client

Setup Repeater

O6upaemo anTeHu Juist poooTu. Biakimouaemo BCl. HAMAITYBAaHHSIMHA MU

KOPHUCTYBATHUCS HE Oy1eMO.

Interface <L AN5-wifi2dghz>

WDS Tx Power Cument Tx Power Status Traffic ..

=

:Enable Nstreme

Enable Polling Cancel
Disable CSMA ly

g

ke

Framer Policy: |none
Disable
Framer Limit: | 3200
Comment

Simple Mode
Torch

CrneundiyHi HanamTyBaHHs s nstreme

Interface <LAN5-wifi2dghz:

WDs NstremeCurrent Tx Power Status  Traffic ...

Tx Power Mode: [[EET S| =
T TR
1

HanamryBaHHS MOTY>KHOCTI:

/ Interface wireless set [find default-name = wlan1] adaptive-noise-immunity =
ap-and-client-mode band = 2ghz-onlyn basic-rates-b = "" channel-width = 20 /
40mhz-Ce country = romania disabled = no distance = indoors frequency = auto

frequency-mode = regulatory-domain hw-protection-mode = rts-cts mode = ap-
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bridge multicast-helper = full name = LAN5-wifi24ghz radio-name = POINT24_1 ssid

= POINT24GHZ supported- rates-b = "" wireless-protocol = 802.11 wmm-support =

enabled wps-mode = disabled / Interface wireless nstreme set LAN5-wifi24ghz

enable-polling = no
3 intepdeiicom 2.4GHz 3akinumnu.

[Tepexoaumo no intepdeiicy SGHz

Interface <L ANB-wifiSghz>
General| | Wireless Data Rates Advanced HT HTMCS WDS .

Mame: |LANG-wifiSghz

Setup Repeater

.
Type: | Wireless (Atheros ARS8E8)
MTU: | 1500
Actual MTU: [1500
L2 MTU: | 1600
MAC Address
ARP. [enabled T
ARP Timeout -
PCl Info: |00:00.0

3miHoeMo M's iHTepdeiicy, MTU, 1 nepexkonyemocs, o ARP BkiItodeHo.

Interface <L ANB-wifisghz>

General [Wireless | Data Rates | Advanced  HT HTMCS | WDS ...

Mode: |ap bridge ¥
Band: | 5GHz-only-AC ¥
Channel Width: | 20/40/80MHz Ceee ¥

Cancel

g
g

CIREIRED
»
E]
=
%]

Frequency: [aute + | MHz Disable
_55ID: [POINTSGHZ - Comment

Radio Name: [POINT5_1 Smple Node
Scan List: [defaut g Torch

Wireless Protocol: |802.11 WPS Accept

Securtty Profile: |default WPS Client

WPS Mode: [disabled ‘Setup Repeater

Scan.

Frequency Mode: [reguiatorydomain

Country: [romania

| el

Freq. Usage

Antenna Gain: |0

o
@

Fi

WMM Support: [erabled
—— Snooper...

ol |4

Bridge Mode: [enabled
5SS Reset Configuration
VLAN Mode: [no tag

VLANID: 1
Defautt AP Tx Rate: ¥ bps
Default Client Tx Rate: ¥ bps

/| Default Authenticate
| Default Forward
Hide 551D

«

Muticast Helper: [ful
S ELli e
| Muticast Buffering

| Keepalive Frames

enabled wunning slave running ap

Takox Benukuii cniricok B Advanced pexxumi. Bel HanaimtyBaHHs iICHTUYHI THM,

1[0 BCTAHOBIIIOOTEHCS 1 2.4GHz.
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Interface <LANG-wifisghz>

Data Rstes [Fvanced] HT HTMCS WDS Netreme | Tx Power

4]

Area: | -

IH

Cancel

Max Station Count: |2D'D7 ‘

Distance: |indoors [#] ket e
BustTme: [ |v s I&I
Hw. Retries: |7 ‘ | Commant |
H. Fi Threshold: | [+ | [ SmpleMoce |
Hw. Protection Mode: [its cts = Torch
Hw. Protection Threshold: [0 | [ wesAcospt |
Frame Lifetime: [0.00 |'e [ wescen |
Adaptive Noise Immunity: |ap and client mode ” ¥ ‘
Preamble Mode: ¢~ long " short & both
[] Mllow Shared Key

Disconnect Timeout: |DD 00:03 ‘ =

On Fail Retry Time: [0.10 | s

Update Statsterval: [ [~ s

Sniff

Snooper.

i

Reset Configuration

Tex came, 1m0 1 11 2.4GHz

Interface <L ANG-wiiSghz>
Advancsd [ET]| HTMCS WS  Netreme | T Power

OK

Tx Chains: |iichainfli ¥ chain1_|w| chain?
P Chains: (¥l chainl [+ chain1 [+ chain2

Cancel

AMSDU Limt: 8192 |

Apply
AMSDU Threshold: [8192 |
Guard Interval |Icng H o ‘ Simple Mode
AMPDU Prioriies: [w/ 0 (11 [J2 [13
Pk
WPS Accept
WPS Client
Setup Repeater

Scan...

Freq. Usage..

Interface <LANG-wifiSghz>
wDs ‘Tx Power Cumert Tx Power Status Traffic ..

T — :
["] Enable Poling Cancel
[ Disable CSMA ooy

Framer Policy: ‘none " * | 7r

Disable

Framer Limit: ‘3200 |

Comment

Simple Mode
To
WPS Accept

s

Interface <LANG-wifisghz>
WDS  Nstreme Curmert Tx Power Status  Traffic ..
Tx Power Mode:

oK
Cancel
Apply

Disable
/ Interface wireless set [find default-name = wlan2] adaptive-noise-immunity =

ap-and-client-mode band = 5ghz-onlyac channel-width = 20/40 / 80mhz-Ceee
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Apk 139/12

country = romania disabled = no distance = indoors frequency = auto frequency-

mode = regulatory-domain hw-protection-mode = rts-cts mode = ap-bridge

multicast-helper = full name = LAN6-wifi5ghz radio-name = POINT5_1 ssid =

POINT5GHZ wireless-protocol = 802.11 wmm-support = enabled wps-mode =

disabled / Interface wireless nstreme set LAN6-wifi5ghz enable-polling = no

3akiH4unu 3 iHmepgelicom 5GHz.

CTBOpUMO MEPEKEBUIM MICT BCIX HAIUX 1HTEpPEICiB

MepexeBuii MicT OyJie CIIyKUTH OCHOBHUM 1HTep(ericoM, ikl 30epe B coO1 Bci

nokainbHi iHTepdeiicu. ToOTo moTpiOHO A0IATH 10 HOBOTO MEPEKEBOIO MOCTY BCl

noTpiOHI 1HTEpPeiicH.

A Quick Set
1 CAPsMAN
| Interfaces

1L Wireless

cl 1R I

VY 11boMy MEHIO MOKHa CTBOPIOBATH MepekeBl MOCTH CTBOPHUMO caM MEpeKeBUN

micT. HaszBemo iioro LAN-Bridge

New Interface

o

General | STP | Status | Traffic
Mame: |LAN-Bridge Cancel
Type: Bridge

g

X

M 0 Disable

Actual MTU:
Comment
L2 MTL:
Copy
MAC Address:
Remove
ARP: | proxy-amp
—_— Torch

ARP Timeout:

Admin. MAC Address: =7

enabled
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Apk 139/13

CTBOPIOEMO MEPEKEBHM MICT

/interface bridge add name="LAN-Bridge" comment="LAN" mtu=1500 arp=proxy-

arp

[lounHaemMo nogaBaTH MOPTH.

jl}dsa Fiters MNAT Hosts

=T

New Bridge Port = E
Interface: *
Bidge: [LAN-Bidge | ¥
Priority: |80 hex

Path Cost: [10
Horizon: A
Edge: |auto

Point To Point: |auto

| . .

Extemal FDB: |auto

Auto Isolate

enabled

[ Tak A1 KOKHOTO MOTPIOHOTO MOPTY HAM MOTPIOHO T0JATH OPTHU:

LAN1-Master
LANS5-wifi24ghz
LANG-wifi5ghz

/ Interface bridge port add interface = LAN1-Master bridge = LAN-Bridge add

interface = LAN5-wifi24ghz bridge = LAN-Bridge add interface = LAN6-wifi5ghz

bridge = LAN-Bridge

Y momenT gonaBanss intepdericy LAN1-Master Bac Moxe BIIKIIOUUTH Bij

poyTepa, B [IbOMY HEMA€E HIYOT'O CTPAIIHOTO, MPOCTO IiAKIIOYAEMOCS 3HOBY.

4. Jlo3BosuMO Hamomy poytepa oopoosstu DNS
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<7 MPLS
iﬂ Routing
5 System
& Quees
Files
L] Log
. Radius
% Tools [y
New Teminal
[ MetaROUTER
#5 Patition

| Make Supout i
& Manual

@ New WinBox

B Eat

v v |

ARP
Accounting
Addresses
Cloud
DHCP Client
DHCP Relay
DHCP Server
DNS
Firewall
IPsec
Neighbors
Packing
Pool

Routes
SMB

SNMP
Services
Settings
Socks
TFTP
Traffic Flow
UPnP

Web Proxy

Jlo3Bonsiemo 06po6ky DNS 3anuTi

Dynamic Servers:

Cancel

[

[ow Remote Requests

Apply
Static

Max UDP Packet Size: |4096

Query Server Timeout s
Guery Total Timeout s

Max. Concurent Gueres
Max. Concurert TCP Sessons: (20|

Cacte 0 "
Cache e T
Cache Used: |160 KiB

/ Ip dns set allow-remote-requests = yes cache-size = 4096

5. [Tinkmrouenns po mpoBaiaepa. Heooximro HamamryBatn DHCP kimieHT Ha mopT

B SIKUH BCTaBleHUH kabenb mposaiigepa (WAN)

3Hax0AMMO OTPIOHE MEHIO 1 10a€MO HOBE MPaBUJIO.

1HTEpPeEiic.

New Teminal
¥ MetaROUTER
'} Parttion

| 4 Make Supout rif
& Manual

& New WinBox

[ §=

v | v | | %

Ik

ARP
Accounting
Addresses

Cloud

[Ec7 G o¥cp it Opons

595 1] [ [3) [ |

[Interface  [Use Peer D.. |Add Defautt Route

[IF

I DHCP Client I

DHCP Relay
DHCP Server
DNS

Firewall
Hotspot
IPsec
Meighbors
Packing
Paol

Routes

SMB

SNMP
Services
Settings
Socks

TFTP

Traffic Flow
UPnP

Web Proxy

Ditems

Bxkazyemo notpi6Huit
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Mew DHCP Cliert
DHCP | Advanced = Status 0
Interface: ¥ Cancel

v| Use Peer DNS
| Use Peer NTP

&

*
B

by

Disable

Add Default Route: |yes
—— Comment

C

[=]

Remave

Release

enabled Status: stopped

/ Ip dhcp-client add interface = WAN add-default-route = yes disabled = no

default-route-distance = 1 use-peer-dns = yes use-peer-ntp = yes

6. loctym B iHTEpHET

Jly1st Toro, o0 Halll KOPUCTYBadl MOTJIM BUXOJIUTH B MEPEXKY IHTEPHET, HaM

HEOOX1JIHO BKa3aTu, yepe3 skuii intepdeiic Bonu OyayTh 1ie podurtu. L1

HaJalTyBaHHs poonaTbes yepes3 bpanamayep (Firewall)

& System
& Queues

| Files

[l Log

L Radius

5 Tools

@ Mew Teminal
P4 MetaROUTER
"'T Partition

| = Make Supout rif

@ Manual

% New WinRow

M ARP
I* Accourting
[ Addresses
" Cloud
DHCP Cliert
DHCP Relay
DHCP Server
DNS
=
Hotspot
IPsec
Neighbors
Packing

Poal

nnnnnn

Firewall

Fiter Rules Mangle Raw Service Ports Connections Address Lists  Layer7 Protocols

Al T Reset Counters || 00 Reset All Counters
# Action Chain Src. Address Dst. Address Protocol | Src. Port

[lepexoauMo B MIKMEpEKEBUN €KpaH

all

¥

Dst. Pa v
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New NAT Rule = E3

Advanced Extra | Action  Statistics

Chain: [srenat ¥

N i

Pretocal: -

St 7o
Out, Interface: [ [T 3|
In. Interface List: -

4

Out. Interface List:

Packet Mark:
Connection Mark:

Routing Mark:

4 4 4« A

Routing Table:

4

Connection Type:

BkazyeMo OCHOBHI apaMeTpu

New NAT Rule : [=E
General Advanced Exra Statistics
Action: *

Log

(%]
=)
2

Remove

Reset Counters

Reset All Counters

Bxaszyemo ocranne npaBuiio 1 Hatuckaems OK.B npuHnummi 1150ro 10¢TaTHbO,
100 Ha POyTepi 3'IBUBCS IHTEPHET. AJie Y KOPUCTYBauiB Horoiie He 0yJie ToMy I
Hemae |IP agpecu 1 moxansnoro DHCP cepgepa.

/ Ip firewall nat add chain = srcnat out-interface = WAN action = masquerade

7. IP agpeca poyrepa. Tenep npuznaunmo Hamomy poytepa IP anpeca. B mokarrii
1 6yne nactymna anpecaris: [P anpeca poyrepa: 192.168.88.1 IP agpecu nns
kiienTiB: 192.168.88.5 - 192.168.88.29
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5=l 1P I arp

<7 MPLS I Accounting EE
4 Routing r I Addresses I V\Address [ Metwark: + [Interface I [=
i System " Cloud A

e Queues DHCP Client

[ Files DHCP Relay

|| Log DHCP Server

. Radius DNS

A Toals I Firewall

|| New Teminal Hotspot

P4 MetaROUTER IPsec

#5 Parttion Neighbors

o Make Supout rif Packing

& Manual Pool

@ New WinBox Routes Ui

IIepexonumo B MeHo IP anpec

New Address

Network:

b
Interface: |LAN-Bridge |i| | Apply |

|enabled

Honaemo IP aapeca nis Hamoro mepeskeBoro Mmocta Tak Mu BKa3zyemo, 1o IP
anpeca 192.168.88.1 npus'szatu no inrepdeiicy LAN-Bridge.
KOHCOJIBHO:

/ Ip address add address = 192.168.88.1 / 24 interface = LAN-Bridge

8. DHCP Cepsep mis mokambHUX KITi€HTIB. /{15 TOr0, 1006 HaIi KopucTyBadi
MOTJIM MIJKJII0YaTUCA 10 HAIIOro poyTepa 1 oTpuMyBatHu Bia Hboro IP agpecu ta
i1 mapameTpu, HeooxigHo HanamTyBaTH DHCP cepsep. Criouatky 3a3HaunMO

Pool IP anmpec

- I aRp

< MPLS I Accourting
45 Routing I Addresses
G System I Cloud

& Queves DHCP Client
[ Files DHCP Relay
[l Log DHCP Server
L Radius DNS

A Tools I Frewall

@] New Teminal Hotspot

B4 MetaROUTER  [Psec

#5 Partiton Neighbors
| Make Supoutsf  Packing
@ s

@ New WinBox Routes
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[IepexoauMo B MEHIO

N

Addresses: | 192.168.88.5-192.168.88.29

lew |P Pool

Mame: | LAN-Pool

Mext Pool: |none ¥ Apply

JlogaeMo Mo3HAYECHUH Jialma3oH

Tenep nogaemo cam DHCP cepsep

&7 MPLS

#2 Routing

i3 System

& Queues

|| Files

1= Log

A Radius

% Tools

B New Teminal
5 MetaROUTER
# Parition

ARP DHCP Server

Accaunting Networks Leases Options Option Sets  Alerts

Addresses T | | DHCP Config || DHCP Setup
ii=

=== =

Cloud
DHCP Cliert
DHCP Relay
DNS

I Frewal

Interface Relay Lease Time

Hatspot
IPsec 0
Neighbors 0 tems

[Tepexomumo 1o nomaBanus DHCP

New DHCP Server

Name: | DHCP-Senver

nterface: |LAN Bridge s

Lease Time: |12:00:00

Disable

Bootp Lease Time: [lease tme v
—_— Copy

Address Pool: [LAN-Pool 3

et oo
Sre. Address -
Delay Threshold -
Authomtative: yes 3
Bootp Support: |dynanic -
Lease Script

I B3 RRE For Teases ™™
Aways Broadcast
Use RADIUS

enabled

3amaemo Hactpoiiku DHCP cepsepa

3auIumiocs e BKa3aTH JJIs IKOi MEepexl 1 K1 J0JIaTKOB1 mapameTpu OyayTh

OTPUMYBATH MIIKJIFOYCH] KIIE€HTH.
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=1[Ed

DHCP Leases Options Option Sets  Alerts

wo AT
Address Gateway DNS Servers Domain WINS Servers | Next Server| ¥
New DHCP Netwrk [= E3
Address: |192.168.88.0/24 OK
Gateway: [192 168.83.1 Cancel
DMeimaske 24 Apply
DNS Servers. [192.168.88.1]
e
Copy
WINS Servers
ove

NTP Servers
CAPS Managers
Next Server.
Boot File Name

DHCP Options

4 O 4 4 O ¢ 4 4« 0 r o

DHCP Option Set

Bkazyemo nogatkosi mapametrpu KoxeH migkiItoueHui KIieHT Oyae OTpuMyBaTH
Bi1 DHCP cepBepa Habip mapametpis: 1103 1 DNS - B HamomMy Bumnajaky i TuM 1
1HIIUM OyJie BUCTYIIATH CaM POYTep.

/ Ip pool add name = LAN-Pool ranges = 192.168.88.5-192.168.88.29 / Ip dhcp-
server add name = DHCP-Server interface = LAN-Bridge lease-time = 12h address-
pool = LAN-Pool bootp-support = dynamic bootp-lease-time = lease-time add-arp =
yes authoritative = yes / Ip dhcp-server network add address = 192.168.88.0 / 24
gateway = 192.168.88.1 netmask = 24 dns-server = 192.168.88.1

HanamTyBaHHS 3aBEPILIEHO.

3ae0anns Ha 1adopamopuy pooomy
1. TIpoBecTu OHOBJIEHHS OMEpAIliHHUX CUCTEM 1 TAKETIB HA O€37POTOBOMY
poytepi hAP-AC2
2. TlpoBecTH HaNaro/[UKeHHs MapaMeTpiB KoHTposiepy poyrepe hAP-AC2.
[IpoBecTu HanaromxeHHs napameTpis [P-aapecaiii mpuctpoiB Mepexi.
3. IlpeBiputn mpane3gaTHiCTb OTPUMaAHOI OE3MPOBIAHOI Mepexi MNUITXOM

N1JKJIIOYEHHS 10 POyTepy KIHIIEBUX MPUCTPOIB.




